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" STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinetie 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner ) 603-271-4501 1-800-852-3345 Ext. 4501 |
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M, Tilley www.dhhs.nh.gov
Director
April 19, 2022

His Excellency, Governor Christopher T. Sununu

and the Honorable Council
State House . . T
Concord, New Hampshire 03301 : o
REQUESTED ACTION

- Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing contract with New Hampshire Hospital Association (VC#160051),
Concord, NH, for maintenance and support of the New Hampshire Uniform Healthcare Facilities
Discharge Data System (UHFDDS) data collection, by increasing the price limitation by $8,000
from $1,095,916 to $1,103,916 with no change to the contract completion date of September 30,
2025, effective upon Governor and Council approval. 100% Other (Agency Class 27) used by the

" Department of Health and Human Services to relmburse DolT is 56% Federal Funds. 44%

General Funds..

The original contract was'approved by Governor and Council on May 4, 2016, item #14
and most recently amended with Governor and Council approval on September 23, 2020, item
#28.

Funds are available in the foIIowing accounts for St_ate Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, 2025, and 2026, upon the availability
and continued appropriation of funds in the future operating budget, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years through
the Budget Office, if needed and justified.

See attached fiscal details.

EXPLANATION

W

7o

The purpose of this request is to add funding to extract and provide all the elements in |

837i fites submitted by healthcare facilities, including-the date of when surgical or treatment
procedures are performed during a healthcare facility visits. The Contractor will add all the data
elements to a data file provided annually to the Departrnent

The Contractor will continue to collect and process data from hospltals ensure that patient
data is protected; track and communicate to the Department overdue and/or non-compliant
hospitals; maintain on-line quality assurance for use by the Department; and complete other tasks
to ensure the collection and reporting of hospital discharge data.

The Departiment will monitor services by ensuring the procedure dates are available in
the data provided to the Department.

, Should the Governor and Council not authorize this request, the Contractor will be unable
to provide the dates associated ‘with surgical or treatment procedures performed during

The Department of Health and Human Seruvices’ Mission is to join communities and families
in providing opportunities for eilizens to achieve health and independence.



His Excellency, Governor Christopher T Sununu
and the Honorable Council -
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Should the Governor and Council not authorize this request, the Contractor will be unable
to provide the dates associated with surgical or treatment procedures performed during
healthcare facility visits to the Department thereby diminishing the usefulness and accuracy of
the data set. :

Source of Federal Funds: 100% Other (Agency Class 27) used by the Department of
, Health and Human Services to reimburse DolT is 56% Federal Funds. 44% General Funds.

in the event that the Federal Funds become no longer avallable additional General Funds
will not be requested to support this program.

Respectfully submitted, .

J

Lori A. Shibinette
. Commissioner

oo B

Denis Goulet
Commissioner

RID #68920



Uniform Health Facility Discharge Data System
RFP-2016-DPHS-024-UHFDD-01-A02

01-03-003-0300-7695 GENERAL GOVERNMENT, DEPARTMENT OF INFORMATION
"TECHNOLOGY, INFORMATION TECHNOLOGY, DOIT FOR DHHS 100% Other (AGENCY
CLASS 27) USED BY THE DEPARTMENT OF HEALTH AND HUMAN SERVICES TO
REIMBURSE DOIT IS 50% FEDERAL FUNDS AND 50% GENERAL FUNDS.

State Increased .

. Class/ - . Job Current Revised
Fiscal Account Class Title Number Budget - (Decreased) Budget
Year . } Amount

038-509038 Technology 03900104
2021 ) Software $65,000 $0 ;565.000
| 038-509038 Technology 03900104 -
12022 ‘ Software $51,500 $8,000 $59,500
038-509038 Technology 03900104 . ;
2023 - Software $53,04§ $0 $53,045
038-509038 | Technology | 03900104 '
| 2Q24 © Software _ $54,637 $0 $54,637
038-509038 Technology 03900104 : ,
2025 . Software . $56,276 _ $0 $56,276
Subtotal $280,458 - $8,000 $288,458

. 05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AN HUMAN
SERVICES, HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES, OFFICE OF
INFORMATION SERVICES

State. Increased .
g Class/ . Current : Revised
Fiscal Class Title | Job Number (Decreased) :
Year Account : Budget Amount Budget
2017 102- Contracts for 954400 :
500731 Program Svcs | $37,500 - %0 $37,500
2018 102- Contracts for 954400 ' '
500731 Program Svcs $37,500 $0 $37,500
2019 - 102- ~ Contracts for 954400 ‘ ' _
500731 | - Program Svcs o $37,500 %0 $37,500
2020 102- -Contracts for 954400
500731 Program Svcs - . $37,500 $0 $37,500
Subtotal o
$150,000 $0 $150,000




Uniform Health Facility Discharge Data System

RFP-2016-DPHS-024-UHFDD-01-A02

02-24-24-240010-2520 ADMIN OF.JUS_TICE AND PUBLIC PRTN, INSURANCE DEPT OF,

INSURANCE DEPT OF, ADMINISTRATION

State Increased .

. Class/ . Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
2017 | 046-500464 Consultants NA $37,500 $0 $37,500
2018 | 046-500464 Consultants NA $37,500 $0 - $37,500
2019 - | 046-500464 Consultants NA $37,500 $0 $37,6500
2020 | 046-500464 Consultants NA $37,500 $0 $37,500
2021 046-500464 |  Consultants NA $50,000 $0 $50,000
2022 | 046-500464 Consultants NA $51.500 $0 $51,500
2023 | 046-500464. Consultants NA $53,045 $0 $53,045
© 2024 | 046-500464 Consultants NA $54.637 $0 $54,637
2025 046-500464 Consultants NA $56,276 $0 $56,276
Subtotal |. g41 5,458 $0 $415,458

02-24-24-240010-8887 ADMIN OF JUSTICE AND PUBLIC PRTN, INSURANCE DEPT OF,
INSURANCE DEPT OF, RATE REVIEW CYCLE Il

Fisca Account | Class Title .| Job Number |  ghrren (Docrensed) Budeet
Year Amount
2016 | 046-500464 | Consultants NA $50,0000 50 $50,0000
, 2017 046-500464 ansultants NA $200,0000 $0 $200,0000
2018 | 046-500464 | Consultants NA $0 $0 . $0
2019 046-500464 | Consultants NA $0 $0 $0
2020 046-500564 | Consultants NA $0 $0 $0
Subtotal $250,000 $0 $250,000
Total:| ¢1005916 | $8000 | 81,103,916
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STATE OF NEW HAMPSHIRE

DPEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

April 20, 2022

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into an amendment with the New Hampshire Hospital
Association for provision of services as described below and referenced as DolT No. 2016-024B.

The purpose of this agreement is to add funding to extract and provide the date of when a
surgical or treatment procedures is performed during a healthcare facility visits. The
Contractor will add all the procedure dates to a data file provided annually to the
Department. ‘ '

~The funding amount for this amendment is $8,000, increasing the current contract from
$1,095,916 to $1,103,916 with no change to the completion of September 30. 2025, This
amendment shatl become effective upon Governor and Executive Council approval
through September 30, 2025.

A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval. ‘

Sincerely,

e Bd—

Denis Goulet
DG/ik

- DolIT #2016-024B
cc: Michael Williams, IT Manager, DolIT

"Innovative Technologies Today for New Hampshire’s Tomorrow”



State of New Hampshlré
Department of Health and Human Services
Amendment #2

This Amendrnent to the Uniform Health Facility Discharge Data System contract is by and between the
State of New Hampshire, Depariment of Health and Human Services ("State" or "Department") and New
Hampshire Hospital Association (“the Contractol")

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Councit
on May 4, 2016 (ltem #14), as amended on September 23, 2020 (Item #28), the Contractor agreed to
perfarm certain services based upon the terms and conditions speciﬁed in the Contract as amended and -
in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and condmons contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.8, Price Limitation, to read:

$1,103,816

2. Modify Part 3- Exhibit A, Section 2 Dehverables Milestones, and Activities Schedule, Table 1,
Operatlon by adding Ref #81,toread:

"o DeliverableType | :Projécted .

e e L L ,[5.‘.;!_, N L i A Dellvery': 3
o STy T . & ) ', ‘l-'("— "“' ‘."' ‘,_' i . ) D_i!_t_e_;
Extract all the elements from 837i files to Non-Software Ongoing

the Department’s data file, including
Medical Procedure Dates to the
Department's data file

3. Mcodify Pa.rl 3- Exhibit B, Section 1 Payment Scheduled, Subsection 1.1 Firm Fixed Price, Table 1
by replacing it in its entirety to read: .

FLE BERE S “"Payment Schedule“ o R Projected
e COF . . Y- B ﬁ i, Delivery
t A Ll -, 'Date;
LA ;lmplementatlon Phase1M:Iestones" “Year et (R ".’.*.kg A
1 { Final Work Plan accepted by the State | 4/6/2016
EST 10 days
after G&C
Approval
- 2 ] UAT Complete and Accepted by the State . _| 8/26/2016 . $50,000 350,000 ¢
. 3 | All end —user training complste and recorded 1 91572016 $50,000 7] °° $50,000 |
wabinars available from NHHA's secured-access web : [
. portai i R ;
4 | Go-Live — System Deployed for production .. _ ..~ .. 9/30!2016 '$40,000 ] '
- [udipleméntation Phasa Milestories'~-Year2) . 7 T K RN T
New Hampshire Hospital Association A-5-1.2 ‘ Contractor Initials .35

RFP-201B-DPHS-024-UHFDD-01-A02 Page 10of 4 Date, ‘




5 | Hold Back Period Complete System Accepted by the 12/3172016 $10,000 |° $10,000
1 _ |} State .
el O ‘:' N lrpplementaﬂon'Subtotal Pt i ;JS;?QO}PDDJ -| .$200,000,"
b |l LT - B {impleméntation: costs) | e, S TR
& Processing of FYJ2015)Data(Ihp’u"tlent. 0utpat|ent. ‘{“--“..' S T u'.'.. S EITL
1 I8 Speclalty)r .. v.b 3 T g T g | RO KA
6 | CY 2015 Inpatient Data outpit Deliverables are 11/30/2016 | $25 000 $25,000
generated and made available to State - Year 1
7 | CY 2015 Outpatient & Specialty Data output 11/30/2016 $25,000 $25,000
Deliverables are generated and made available to
State — Year2
| i AR Processing*of EY:2015;Data Sabtotalf™ - .. -] 1$60,000i i ~ -$50:000,:..
Lo Operational PhageMilestones’, T . ade’r X2l "0 S oL et T
.8 | Year 2 - Ongoing Operations and Reporting Ending | $75,000 $75,000
. . L. 9/30/2017 )
9. | Year 3 - Ongoing Operations and Reporting Ending $75,000 $75,000
— L ) 9/30/2018 ,
10 | Year 4 - Ongoing Operations and Reporting Ending | $75.000 $75,000
‘ 9/30/2019
11 Year 5 — Ongoing Operations and Reporting Ending $75.000 $75,000
__ 5/30/2020 -
el gSubtotaIJ- T ot T WL BT LT | $3000000° | T$300;0008
SR (Oﬁ'gdlngtolaeraﬂons and!RaportlngYé'a’r'sR-li) Joesimars S gREI 0 0T L
¢ . |.Enhancement Milestonea’'=Yéar6:-~ -0 - " _ | o T . L ic Sl T— T, T
12 | Final Work Plan accepted by the State EST10days [ |ncluded | * Included
] ‘ after G&C
) Approval
13 | System Enhancements completed - 1213112020 | Included ~ Included
_14 | All end —user training;complete 12/31/2020 Included Included
15 | Update Submission Manual .| 12/31/2020 Included Included
'JS Go—Lwe System Deployed for production 1213112020 $15,000 $15,000
i R Enhancemant Subtotab” ... © ¢ T l$15 00(}i v sas000;
A N v .r,'.:.j.z';‘.:.; s (Enhancementfcbs‘té)d U orab -._-;:'.-3, I R R ) .“:;,‘_ =
5%, [IOperational Phase’ Milestones: - .o = - - | s - - E*-,“"'f AR (PR
17 | Year 6 - Ongoing Operations and Reporting Ending $ 00 000 $100 oo
» : 9/30/2021
18 | Year 7 — Ongoing Operations and Reporting Ending $111,000 $111,000
‘ 9/30/2022
19 | Year 8- Ongoing Operations and Reporting . Ending $106,090. . $106,080
, 9/30/2023
20 | Year 9- Ongoing Operations and Reporting’ Ending $109,273 $109,273
9/30/2024 L .
21 Year10 Ongomg Operatlons and Reporting Ending $112,651 $112,651_
X . : 9/30/2025
{ g |Subtotalr, L ;fi.“.;‘ ‘:— e ""i’-"i""‘“' e SN .5_533_;_9_:1.5.‘* 11 ' 5538‘9141
L8 _‘(Ongolng Operations and _Regditing Y, Years 6*310)‘ 1‘ ! A S I R SR ;-‘ : L-fa_'x' i)
% CLEIXED.PRICE:TOTAL, - - .% . ... 0. "~ L .“'.” i o 25$11037916; $1 103 916" °|

New Hampshire Ho-spital Association JA-8-1.2 Contractor Initials AARS]
RFP-2016-DPHS-024-UHFDD-01-A02 Page 20f 4 Date ¥ L.?/
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All terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective upon Governor and Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below, .

5/2/2022

Date

Yl20f22

Date

New Hampshire Hospital Association
RFP-2018-DPHS-024-UHFDD-01-A02

State of New Hampshire
Department of Health and Human Services

DocuSlgmdby
?drm.. M -Tl“b’

BABFBILFSBFDACA...
Name: Patricia M, Tilley
Title:

Director

New Hampshire Hospital Association.

ﬁahem g ;} b

Title: Recunve Vice Pﬂe‘ilb&‘ﬂ[’

A-5-1.2
Page 3of4
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The preceding Amendment, having -béen reviewed by this office, is approved as to form, substance, and

execution. :
OFFICE OF THE ATTORNEY GENERAL

Do-cu.SIonld by:
5/2/2022 - Eﬁ“njm Gunrine
T45734844841460...

"Date : Name: Robyn Guarino
Title:

Attorney_

| hereby certify that the foregoing Amendment was approved by the Governor and Execulive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
: ' Title:
- New Hampshire Hospita! Association A-5-12

RFP-2016-DPHS-024-UHFDD-01-A02 . Pagedof4
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that NEW HAMPSH]RE HOSPITAL
ASSOCIATION is a New Hampshire Nonprofit Corporation registered 1o transact business in New Hampshire on April 26, 1967.
further certify that all fees and documents required by the Secrctary of State’s office have been received and is in good standing as

far as this office is concerned,

‘Business [D: 63942
Certificate Number: 0005767383

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,

this 27th day of April A.D. 2022.

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

|, Greg Baxter, MD, hereby certify that:
1. I'am a duly. elected Sectetary/T[e_as'urEr of New Hampshire Hospital Association.

2. The following is true copi€s of & vote taken at a meeting of the Board of Trustees, duly called and held
on:September 4, 2020, at which a quorum of the Board of Trustees were present and voting.

RESOLVED: That this corporation, the New Hampshire Hospital Association, enters Into any ‘and all
contracts, amendments, renewals, revisions or modifications thereto, with the State of New Hamipshire,

acting throigh its Department of Health and Human Services.

RESOLVED: That the President or the Executive Vice Président for the New Hanigshire Hospital

_Ass'oci‘at;ion are hereby authotized on behalf of this corporation to enter into said contracts' with the
State, and to e_xecuj:e-any and aI_l,do_c_u-men_t.s, agreements, and other instruments, and any amendments,
revisions, -or modifications-théereto, as he/she may deem nécessary, desirable or appropriate. Stephen

Ahien is the duly appointed President and Kathy Bizarro-Thunberg is the duly appointed Executive Vice

President of the corporation.

3.1 heréby certlfy that siid vote has not beenh amended or repealed and remains in full forcé and, effect
as-of-the date.of the ¢ontract/contract amendment to which'this certificate is attached. This:authority
remains valid for thirty (30) days frém thé date of this Certificate of Authority. | further certify that it'is
understood that the State of New Hampshire wili rely on this: céttificate as-evidence that the person(s)
listed above currently occupy-the position{s) indicated and that they have full authority to- birid the
corporation. To the extent that there are any limits on the authority of any listed individual to bind thé
corporatton in- contracts with the State of New Hampshire, all such limitations :are expressly stated

Greg Ba_xté r; I\WD"\\
Secretary/Treasurer

herein.

Rev, 03/24/20°
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ACORD»
V.

CERTIFICATE OF LIABILITY INSURANCE

NEWHAMP-02 TFAGERSQ

DATE (MMDD/YYYY)
e/2/2021

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S) AUTHORIZED

IMPORTANT:

If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be ondorsed.
If SUBROGATION 1S WAIVED, subject to the terms and conditions of tha policy, certain pelicies may require an endorsement. A statement on

prooucer License # 1780862

this cartificate does not confer rights to the certificate holder in liau of such endorsement(s).

cgmgcr Gabe Reissman

HUB International New England PN, Exi) | A o)
275 US Route 1 -
Cumberland Foreside, ME ‘04110 | i2¥ikss. gabe.reissman@hubinternational.com
) INSURER(S) AFFORDING COVERAGE NAIC #
msurer A : Hartford Casualty Insurance Company 20424
INSURED msurer B : Twin City Fire Insurance Company 29459
New Hampshire Hospital Association INSURER C :
Attn: Linda Levesque *
125 Alrport Road INSURER D :
Concord, NH 03301 INSURERE :
INSURER F :

. COVERAGES CERTIFICATE NUMBER:

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
" EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR

NSH TYPE OF INSURANCE o e POLICY NUMBER B e P e LMITS
A | X | COMMERCIAL GENERAL LIABILITY . EACH OCCURRENCE s 1,000,000
| cuams-maoe [ X | occur X 08 SBA VW2923 6/2212021 | 6/22/2022 |DAMAGETORENTED 300,000
— MED EXP (Arry one parson} s 10,000
|| PERSONAL & ADV INJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3 2,000,000
PaLICY D SE& PRODUCTS - COMPIOP AGG | § 2,000,000

OTHER: s

_L}JJOHOB'LE LI’\BIL'TY i COMBINED )5|NGLE LiIMIT s

|| ANYAUTQ - BODILY INJURY {Per parson)_| §

OWNED [ §GyEguLen )
| | AUTOS ONLY AUTOS BODILY INJURY {Per accident)| $
; PE

| MR ony || NONRDES (Peacocany o 3

3
A | X |umsrerauae | X | occur EACH OCCURRENCE s 2,000,000
EXCESS LIAB CLAMS-MADE| X 08 SBA YW2023 6/22/2021 | 6/22/2022 AGGIREGATE 3 2,000,000

Toep | X | retentions 10,000 ' . s

PER oTH
B mnensaRaey [Se | 15
Ay PROPRIETORPARTNERIEXECLTVE 0BWECIV5293 612212021 | 81222022 [ L ac acoioenT . 500,000
FFICER/M R EXCLUDED? NIA !

handitory kR EL DISEASE - EA EMPLOYVER § 500,000
DESCRIPTION OF OPERATIONS below EL DISEASE - PQuCY LT | § 500,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Scheduls, may be attached if more space Es ragulred)

i-'oundatlon for Healthy Communities is considered a Named Insured for the above mentioned policies.

CERTIFICATE HOLDER

CANCELLATION

State of NH

Deapartmont of Health & Human Services
129 Pleasant Streat

Concord, NH 03301

I

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

F77

ACORD 25 (2016/03}

©1988-2015 ACORD CORPORATION. AII rights reserved.

The ACORD name and logo are registered marks of ACORD




. H ! [E] nshu'e
' Assoc1a o

Mission Statement:

The NHHA mission is to lead through advocacy, education, and information
in support of its member hospitals and health systems as they strive to
improve the health of patients and communities they serve. .

Vision Statement:

The NHHA vision is of-a healthy New Hampshire where all communities
and individuals are able to reach their highest potential for health.

125 Airport Rood m Concord, NH (3 301-7300 m 603,225.0900 w Fax: 603.225.4346 m hitp:/Awww.nhha.org
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) BerryDunn

Association
CONSOLI[‘)ATE[.) FINANCIAL STATEMENTS

crjd

SUPPLEMENTARY INFdRMAT—ION

and

FEDERAL REPORTS IN ACCORDANCE WITH UNIFORM GUI.DANCE
December 31, 2020 and 2019

With Independent Auditor's Report

*
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) BerryDunn

INDEPENDENT AUDITOR'S ‘REPORT '

Board of Trustees
New Hampshire Hospital Association

Report on the Consolidated Financial Statements

We have audited the accompanying consolidated financial statements of New Hampshire Hospital
Association and Affiliates (Association), which comprise the consclidated statements of financial
position as of December 31, 2020 and 2019, and the, related consolidated statements of activities and
changes in net assets, and cash flows for the years then ended, and the related notes to the
consolidated financial statements.

Management's Responsibility for the Consolidated Financial Statements

Management is responsible for the preparation and fair presentation of these consolidated financial
statements in accordance with U.S. generally accepted accounting principles; this includes the design,
implementation and maintenance of internal control relevant to the preparation and fair presentatnon of
financial statements that are free from material misstatement, whether due to fraud or error.

"Auditor’s Respons:bthty

Our responsibility 'is to express an opinion on these consolidated financial statements based on our
audits. We conducted our audits in accordance with U.S. generally accepted auditing standards and -
the standards applicable to financial audits contained in Government Auditing Standards, issued by the

. Comptrolier General of the United States. Those standards require that we, plan and perform the audit
to obtain reasonable assurance about whether the consolidated financial statements are free from
material misstatement,

An audit involves performing procedures to obtaln audit evidence about the amounts and disclosures in
the consolidated financial statements. The procedures selected depend on the auditor's judgment,
including the assessment of risks of material misstatément of the consolidated financial statements,
whether due to fraud or error, In making those risk assessments, the auditor considers internal control
relevant to the Association's preparation and fair presentation of the consolidated financial statements
in order to design audit procedures that are appropriate in the circumstances, but not for the purpose of
expressing an opinion on the effectiveness of the Association’s internal control. Accordingly, we
express no such opinion. An audit also includes evaluating the appropriateness of accounting policies
used and the reasonableness of significant accounting estimates made by management, as well as
evaluating the overall presentation of the consolidated financial statements.

We believe that the audit evidence we have obtained is suff cient and appropriate to provide a basis for
our audit opinion.

Maine - New Hompshire - Massachusetts - Connecticut - West Virginia - ‘Arizona

berrydunn.com
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Board of Trustees _
New Hampshire Hospital Association
Page 2

Opinion

In our opinion, the consolidated financial statements referred to above present fairly, in all material

- respects, the financial position of the Association as of December 31, 2020 and 2019, and the changes
in_their net assets and their cash flows for the years then ended, in conformlty with U.S. generally
accepted accounting principles. .

Other Matter
Supplementary Information

Our audits were made for the purpose of forming an opinion on the consolidated financial statements
taken .as a whole. The consolidating information contained in Schedules 1 and 2 is presented for
purposes of additional analysis, rather than to present the financial position and changes in net assets
(deficit) without donor restrictions of the individual entities, and is not a required part of the consolidated
financial statements. Such information is the responsibility of management and was derived from and
relates directly to the underlying accounting and other records used to prepare the consolidated
financial statements. The information has been subjected to the auditing procedures applied in the
audits of the consolidated financial statements and certain additional procedures, including comparing
and reconciling such information directly to the underlying accounting and other records used to
prepare the consolidated financial statements or to the consolidated financial statements themselves,
-and other additional procedures in accordance with U.S. generally accepted auditing standards. In our
opinion, the information is fairly stated, in all material respects, in relation to the consclidated financial
statements as a whole:

Cther Reporting Required by Government Auditing Standards

In accordance with Government Auditing Standards, we have also issued our report dated June 10,
2021 on our consideration of the Association's internal control over financial reporting and on our tests
of their compliance with certain provisions of laws, regulations, contracts, and grant agreements and
other matters. The purpose of that report is solely to describe the scope of our testing of internal control
over financial reporting and compliance and the results of that testing, and not to provide an opinion on
the effectiveness of the Association's internal control over financial reporting or on compliance. That

" report is an integral part of an audit performed in accordance with Government Auditing Standards in
considering the Association's internal control over financial reporting and compliance.

. zg,,wa Duwnn MNell f Forder, L2 C

Portland, Maine
June 10, 2021
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Consolidated Statements of Financial Position

Decembher 31, 2020 and 2019

ASSETS
2020 019
Current assets _
Cash and cash equivalents A $ 1,028,962 $ 1,004,037
Accounts receivable, net 650,372 946,207
Prepaid expenses : 29.283 28.191
Total current assets 1,708,617 1,975,435 '
Investments , 2,831,439 2,566,323
Property and equipment, net ' 232,395 184,559
Other assets ‘ . 962,876 _ 897,290
Total assets L . - $ 5.735,331 $ 5.723.607
LIABILITIES AND NET ASSETS
Current liabilities
Accounts payable . $ 416,048 3% 655,754
Accrued payroll and related amounts _ 230,382 165,930
Deferred revenue : 6,949 9,513
Total current iiabilities and total liabilities 653,379 831,197
Net assets -
Without donor restrictions . - :
Operating . S 4,240,259 3,993,554
Internally designated . 7 489,296 _ 538,496
Total without donor restrictions 4,729,555 4,532,060
With donor restrictions . 352,393 360,350
Total net assets ' 5081948 _ 4,892,410
Total liabilities and net assets $__5.735327 $__5.723.607

The accompanying notes are an integral part of these consolidated financial statements.

-3-



DocuSign Envelope |D: AFIDCD16-1BBA-4E5A-9924-905AC896D0DCY

NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Consolidated Statement of Activities and Changes in Net Assets

Year Ended December 31, 2020

Without Donor Restrictions

Internally © With Donor
Operating Designated Total Restrictions Total
Revenues
Membership dues $ 1787278 $- - $ 1787278 % - $ 1,787,278
Foundation support 483,120 - 463,120 - 463,120
Program services 3,396,795 - 3,396,795 - 3,396,795
Seminars, meetings, and )
workshops - 22,033 - 22,033 - 22,033
Gifts and-donations ' 196 - 196 - 196 .
Rental income 53,305 - 53,305 - 53,305
Interest and dividend income _ 53,019 - 53,019 - 53,019
Nét realized and unrealized gain ' .
on investments - 277,408 - 277,408 - 277,408
Miscellaneous : 84,905 - 84,905 - 84,905
Grant support _ - - - 567,282 567,282 .
Net assets released from o '
restrictions 338,026 237,213 575,239 (575,239) oo
Net assets released from _ . ’ ‘
internally designated 285,413 (286 413) - - ' -
~ Total revenues o 6.762.498 (49.200) _6.713,298 (7,957) _6,705,341
Expenses . : .
Salaries, taxes and benefits 2,831627 - 2,831,627 - 2,831,627
.Other operating - 299,373 - 299,373 - 299,373
Program services 3,275710 - 3,275,710 - 3,275,710
Seminars, meetings, and , '
workshops 33,130 - 33,130 - 33,130
Depreciation 22 8935 - 22,935 - T 22,935
Provision for bad debts 18.614 - 18,614 - 18.614
Total expenses ' 6,481,389 - 6,481,389 - 8,481 .385’
Change in net assets from o o o
operations 281,109 " (49,200) 231,909 (7,957) 223,952
Change in cash surrender value of ‘ ‘
_life insurance policies _ —(34414) - (34.414) - (34,414)
Change in net assets \ 246 695 {(49,200) 197,495 (7,957) 189,638
Net assets, beginning of year 3,993,564 538 496 4,532,060 360,350 4,852 410

The accompanying notes are an integral part of these consolidated financial statements.
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NEW HAMPSHIRE HOSPITAL ASSOC_IATION AND AFFILIATES
Consolidated Statement of Activities and Changes in Net Assets

. Year Ended December 31, 2019

Without Donor Restrictions

. Internally With Donor :
Operating Designated Total Restrictions Total
Revenues
Membership dues $ 1734257 % - $ 1734257 % - $ 1,734,257
Foundation support ' 443120 - 443,120 - 443,120
Program services 1,504,839 - 1,504,839 - 1,504,839
Seminars, meetings, and '
workshops 132,670 - 132,670 - ' - 132,670
Gifts and donations . , 853 - 853 Co- 833
Rental income 48,198 - 48,198 - 48,198
Interest and dividend income 70,667 - - 70,667 - 70,667
Net realized and unrealized gain ‘ :
on investments 277,512 - 277,512 - 277,512
Miscellaneous 106,608 - 106,608 - 106,608
Grant support ‘ - - - 511,776 511,776
Net assets released from ‘
restrictions : 556,044 42,670 588,714 (598,714) -
Net assets released from ‘ '
internally designated 151,083 (151.083) - - -
Total revenues ' 5,025.851 (108.413) _4917.438 (86,938 _4.830.500
Expenses
Salaries, taxes and benefits 2,670,721 - 2,670,721 ‘ - 2,670,721 .
Other operating 294,696 - 294,696 - 294 696
Program services 1,618,888 - 1,618,888 _ - 1,618,888
Seminars, meetings, and
workshops 191,284 - 191,284 - 181,284
Depreciation » 31,096 - 31,096 - 31,096
Recovery of bad debts (12.446) - {12,446) : - (12,446)
Total expenses 4,794 239 - 4,794,239 - 4794239 .
Change in net assets from
operations and total :
change in net assets 231,612 (108,413) 123,199 (86,938) 36,261
Net assets, beginning of year . 3,761,952 646,909 4,408 861 447288 . _4.856.149
A , .
Net assets' end of year $ 3.993.564 $ 538.496 $ 4,532.060 $ 360.350 $ 4,892.410

The accompanying notes are an integral part of these consolidated financial statements.
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NEW HAMPSHIRE HOSPITALAASSOCIATION AND AFFILIATES
Consolidated Statements of Cash Flows

Years Ended December 31, 2020 and 2019

2020 2019
Cash flows from operating activities .
Change in net assets ‘ $ 189,538 $ 36,261
Adjustments to reconcile change in net assets to net cash provided
(used) by operating activities E
Depreciation 22,935 31,096
Provision for (recovery of) bad debts 18,614 (12,446)
Net realized and unrealized gain on investments - {277,408) (277.512)
Change in cash surrender value of life insurance policies 34,414 -
Decrease (increase) in '
Accounts receivable 277,221 . {(137,102)
Prepaid expenses (1,092) (2,679)
{Decrease} increase in -
Accounts payable . {239,708) . 105,851
Accrued payroll and related amounts 64,452 42,395
Deferred revenue (2.564) 4 067
Net cash provided {used) by operating activities 86,404 {210.069)
Cash flows from invesfing activities '
Acquisition of equipment (70,771) -{11,201)
Purchases of investments ~ (5,560) (122,733)
Proceeds from sale of investments 17,852 105,541
Net cash used by investing activities (58,479) {28,393)
Net increase (decrease) in cash and cash equivalents 27,925  (238,462)
Cash aric_i cash equivalents, beginning of year 1,001,037 1,239,499

Cash and cash equivalents, end of year $.1.028,962 $_1,001,037

The accompanying notes are an integral paft of these consolidated financial statements.
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

Decerr?ber 31, 2020 and 2019

Organization

New Hampshire Hospital Association (Association) was organized to assist its members in improving
the health status of the people receiving healthcare in New Hampshire. The Association controls
Foundation for Heaithy Communities (Foundation) and New Hampshire Hospital and Health System
Political Action Committee for Patients (NH HosPAC), and owns 100% of the stock of Health Shared
Services, Inc. (HSSI) (collectively, the Organization). The Foundation was organized to conduct various
activities relating to healthcare delivery process improvement, health policy, and the creation of healthy
communities. HSSI| provides shared services to healthcare institutions. NH HosPAC has been
organized as a 501(c)(4) to support the needs of patients and hospitals in New Hampshire.

1.

Summary of Significant Accounting Policies

Principles_of Consolidation

The consolidated financial statements include the accounts of the Association and its controlled
entities, the Foundation, NH HosPAC and HSSI. All significant intercompany balances have been
eliminated. -

Use of Estimates

The preparation of consolidated financial statements in conformity with U.S. generally accepted
accounting principles (U.S. GAAP) requires management to make estimates and assumptions that
affect the reported amounts of assets and liabilities and disclosure of contingent assets and
liabilities at the date of the consolidated financial statements. Estimates also affect the reported
amounts of . revenues and expenses during the reporting penod Actual results could differ from
those estimates.

Basis of Presentation

Net assets and revenues, expenses, gains, and losses are classified as follows based on
existence or absence of donor-imposed restrictions.

Net assets without donor restrictions: Net assets that are not subject to donor-imposed
restrictions and may be expended for any purpose in performing the primary objectives of the
Organization. These net assets may be used at the discretion of the Orgamzatlons
management and the Boards of Trustees.

Net assets with donor restrictions: Net assets subject to stipulations imposed by donors and
grantors. Some donor restrictions are temporary in nature; those restrictions will be met by
actions of the Organization or by the passage of time. Other donor restrictions are perpetual in
" nature, whereby the donor has stipulated the funds be maintained in perpetuity. Donor restricted
contributions are reported as increases in net assets with donor restrictions. When a restriction
expires, net assets are reclassified from net assets with donor restrictions to net assets without
donor restrictions in the consolidated statement of activities and changes in net assets. At
December 31, 2020 and 2019, the Crganization did not have any funds to be maintained in

perpetuity.
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2019

Cash and Cash Equivalents

For purposes of reporting in the consolidated statements of cash flows, the Organization considers
all bank deposits with an original maturity of three months or less to be cash equivalents.

Accounts Receivable

Accounts receivable are stated at the amount management expects to collect from outstanding
balances. Management provides for probable uncollectible amounts through a charge to earnings
and a credit to a valuation allowance based on its assessment of the current status of individual
accounts. Balances that are still outstanding after management has used reasonable collection
efforts are written off through a charge to the valuation allowance and a credit to accounts
receivable. Management believes all accounts receivable are collectible. Credit is extended without
collateral.

Investments

Investments in equity securities with readily determinable fair values and all investments in debt
securities are measured at fair value in the consolidated statements of financial position. Interest
and dividends and realized and unrealized gains and losses are included in the change in net
assets from operations.

Investments, in general, are exposed to various risks, such as interest rate, credit, and overall
market volatility. As such, it is reasonably possible that changes in the values of investments will
occur in the near term and that such changes could materially affect the amounts reported in the
consolidated statements of financial position. -

Property and Equipment

Property and equipment are stated at cost. Depreciation is computed by the straight-line method at
rates that are intended to amortize the cost of assets over their estimated useful lives.

Employee Fringe Benefits

The Organization has an "earned time" plan under which each employee earns paid leave for each

* period worked. These hours of paid leave may be used for vacation or illnesses. Hours earned but
not used are vested with the employee and may not exceed 30 days at year-end. The Organization
accrues a liability for such paid leave as it is earned.
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NEW HAMPSHIRE HOSPITAL ASSOClATION AND AFFILIATES
Notes to Consolidated Financial Statements

~ December 31, 2020 and 2019

Membership Dues

Membership dues are reported at the estimated net realizable amount that reflects the

‘consideration the Association expects to receive in exchange for providing program services to

member hospitals within the state of New Hampshire. These amounts generally do not include

variable consideration since the amounts are determined ahead of the provision of services,

programs, or-memberships. Generally, the Association bills the member hospitals- directly.

Revenue is recognized as performance obligations are satisfied. The Association expects the
~period of timeé between the provision of service and receipt of payment for the service to be one
year or less.

Under the Association’s dues and assessments contracts the Association provides program
services for a stated quarterly fee. Membership dues are due upon receipt of invoice and generally,
the Association does not receive payments in advance for dues. Membership dues outstanding at
the beginning of 2019 were $313,045.

Performance obligations are determined based on the nature of the services provided by the
Association. Revenue for performance obligations satisfied over time is recognized for the general
benefits provided. Generally, performance obligations satisfied over time relate to member dues..
The Association measures the period over which the performance obligation is satisfied from the
start of the dues payment until the end of the quarter, and recognizes revenue on-a straight-line
basis over this period.

Grants and Contributions

Grants awarded and contributions received in advance ‘of expenditures are reported as support
with donor restrictions if they are received with stipulations that limit the use of the grants or
contributions. When a grant or contribution restriction expires, that is, when a stipulated time
restriction ends or a purpose restriction is accomplished, net assets with donor restrictions are
reclassified to net assets without donor restrictions and reported'in the consolidated statement of
activities and changes in net assets as "net assets released from restrictions”. If there are unused
grant funds at the time the grant restrictions expire, management seeks authorization from the
grantor to retain the unused grant funds to be used for other unspecified projects. If the
Organization receives authorization from the grantor, then the Board of Trustees or management
internally designates the use of those funds for future projects. These amounts are released from
net assets with donor restrictions to internally designated net assets withaut donor restrictions and
reported in the consolidated statement of activities and changes in net assets as "net assets
released from restrictions”. '

Grant funds conditional upon submission of documentation of qualifying expenditures or matching
requirements are deemed to be earned and reported as revenues when the Organization has met
the grant conditions.

The amount of such funds the Organization will ultimately receive depends on the actual scope of
~ each program, as well as the availability of funds. The ultimate disposition of grant funds is subject
to audit by the awarding agencies.
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2019

Grant funds awarded or contributions received of which restrictions have been met in the same
year are reported in the consolidated statement of activities and changes in net assets in program
service revenues and expenses. :

Contributions of long-lived assets are reported as support for net assets without donor restrictions
unless donor stipulations specify how the donated assets must be used. Gifts of long-lived assets
with explicit restrictions that specify how the assets are to be used and gifts of cash or other assets
that must be used to acquire long-lived assets are reported as support with donor restrictions. -
Absent explicit donor stipulations about how long these long-lived assets must be maintained, the
Organization reports expirations of donor restrictions when the donated or acquired long-lived
assets are placed in service.

Change in Net Assets from Operations

The consolidated statement of activities and changes in net assets includes a measure of change
in net assets from operations. Changes in net assets which are excluded from thIS measure
include the change in cash surrender value of life insurance policies.

Income Taxes

The Association and Foundatlon are not-for-profit corporations as described in Sections 501(c)(6)
and 501(c)(3), respectively, of the Internal Revenue Code (Code). The Association and Foundation
are exempt from federal income taxes on related income pursuant to Section 501(a} of the Code;
however, the Association pays federal income taxes on unrelated business income. HSS! is a for-
profit organization subject to federal and state income taxes.

Subsequent Events

For purposes of the preparation of these consolidated financial statements in conformity with U.S.
GAAP, the Organization has considered transactions or events occurring through June 10, 2021,
which was the date that the consolidated financial statements were available to be issued.

2. Availability and Liguidity of Financial Assets

The Organization regularly monitors liquidity required to meet its operating needs and other
contractual commitments, while also striving to optimize the investment of its available funds.

For purposes of analyzing resources available to meet general expenditures over a 12-month
period, the Organization considers all expenditures related to its ongoing activities and general and
administration, as well as the conduct of services undertaken to support those activities to be’
general expenditures.-

In addition to financial assets available to meet general expenditures over the next 12 months, the
Organization operates with a balanced budget and anticipates collecting sufficient revenue to cover
general expenditures not covered by donor-restricted resources.

-10-
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| .
NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financ_'ial Statements

Decen}ber 31, 2020 and 2019

As of December 31, 2020, the Organilzation has working capital of $1,055,238 and average days
(based on normal expenditures) cash on hand of 198, which includes cash, cash equivalents and
investments, net of restricted funds.

The following financial assets could readily be available within one year of the statements of
financial position date to meet general expenditures at December 31:

2020 2019
Financial assets
Cash and cash equivalents $1,028,962 $ 1,001,037
Accounts receivable, net _ 650,372 946,207
Investments : 2,831,439 2,566,323
Total financial assets 4,510,773 4,513,567
Internally designated funds o {489,296) (538,496)
Donor restricted funds. ) {352 393) (360,350)
Financial assets available at year end for current

use to meet general expenditures $3,669.084 $_3614721

At December 31, 2020 and 2019, internally designated net assets represent unused grant funds to
be used for other unspecified projects by management over the next 12 months. The internally
designated net assets are included in cash and cash equivalents and accounts receivable, net.

3. Investments

The composition of investments as. of December 31 is set forth in the following table. Investments
are stated at fair value.

2020 2019
Marketable equity securities $2,266,542 $ 1,892,837
Mutual funds 564,897 673,486

$2.831,439 $_2.566.323

-11 -
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2019

Property and Equipment

Property and equipment is summarized as follows as of December 31:

2020 9
Land and land improvements ] $ 327970 $ 327,970
Building and building improvements . 1,241,340 1,170,569
Furniture and equipment 602,330 602,330
2,171,640 2,100,869
Less accumutated depreciation : 1,939,245 1,916,310
Property and equipment, net $_232395 §__ 184,559

Net Assets with Donor Restrictions

Net assets with donor restrictions of $352, 393 and $360,350 consists of specific grant programs as

of December 31, 2020 and 2019, respectlvely The grant programs relate to improvements to

access and the delivery of healthcare services.

Conditional Promise to Give

During 2016, the Foundation was awarded a grant from the State of New Hampshire in an amount
not to exceed $1,800,000 to facilitate the expansion of New Hampshire's addiction identification
and overdose prevention activities. Since the original award, the State of New Hampshire
amended the award amount increasing the grant to an amount not to exceed $4,575,824 as of
December 31, 2019. Receipt of the grant and recognition of the related revenue is conditional upon
incurring qualif'ying expenditures. For the years ended December 31, 2020 and 2019, the
Foundation recognized program and grant support related to this award in the amount of
$1,104,493 and $552,082, respectively. As of December 31, 2020, $4,165,890 of the award has
been recelved .

Rentg_l Income

The Association leases space in the building to several unrelated organizations. Rental income
under such leases was $53,305 and $47,303 for the years ended December 31, 2020 and 2019,
respectively. The Association also earned rental income of $895 in 2019 by providing conference
room space to unrelated organizations. No such rental income was earned in 2020.

12 -
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2019

8. Functional Expenses

The consolidated financial statements report certain categories of expenses that are attributable to
more than one program or supporting function. Therefore, these expenses require allocation on a
reasonable basis that is consistently applied. The expenses allocated to the general and
administrative function include salaries and related taxes, allocated based on estimated time
utilized on programs, and insurance and depreciation, allocated using bases estimating the
proportional allocation of total building square footage.

Expenses related to services provided for the public interest are as follows:

2020 019
Program services -
Salaries, taxes and benefits ' $2,152,419 $2,019,808
Office supplies and other ' 800,809 388,059
Advocacy and lobbying 266,318 263,798
Occupancy . T . 107,446 105,715
Subrecipients ' 2,068,198 .491,629 -
Subcontractors . 298,400 606,778
Seminars, meetings and workshops T 36,700 222,646
Insurance - 13,057 13,468 .
Depreciation 22 385 30,480
Total program services ' ' 5765732 4,142 381
General and administrative . -
Salaries, taxes and benefits 679,208 650,913
Other operating 15,193 10,498
(Recovery of) provision for bad debts 18,614 (12,446)
Insurance . 2,092 2,277
Depreciation 550 . 616
Total general and administrative 715,657 651,858

9. Retirement Plan

The Organization has a 401(k) profit-sharing plan that covers substantially all employees-and
allows for employee contributions of up to the maximum allowed under internal Revenue Service
regulations, Employer contributions are discretionary and are determined annually by the
Association. Retirement plan expense for 2020 and 2019 was $160,685 and $154,053,
respectively, ) ‘

-13-



DocuSign Envelope 10: AF3DCD16-1BBA-4E5A-9924-906AC8960D0CY

10.

1.

12,

NEW HAMP_SHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2018

Income Taxes

HSSI has accumulated a net operating loss carryforward which began expiring in 2020. The
Association has placed a 100 percent valuation allowance against any related deferred tax asset,
due to uncertainty regarding its realization.

Concentrations of Credit Risk

From time to time, the Organization's and its controlled entities’ total cash deposits exceed the
federally insured limit. The Organization has not incurred any losses and does not expect any in
the future. '

Fair Value Measurement

Financial Accounting Standards Board (FASB) Accounting Standards Codification (ASC) Topic
820, Fair Value Measurement, defines fair value, establishes a framewor!; for measuring fair value
in accordance with U.S. GAAP, and expands disclosures about fair value measurements.

FASB ASC Topic 820 defines fair value as the exchange price that would be received for an asset
or paid to transfer a liability (an exit price) in the principal or most advantageous market for the
asset or liability in an orderly transaction between market participants on the measurement date.
FASB ASC Topic 820 also establishes a fair value hierarchy which requires an entity to maximize
the use of observable inputs and minimize the use of unobservable inputs when measuring fair
value.

The standard describes three levels of inputs that may be used to measure fair value:

Level 1: Quoted prices {unadjusted) for identical assets or liabilities in active markets that the
entity has the ability to access as of the measurement date. |

Lével 2. Significant other observable inputs other than Level 1 p‘rices, such as quoted prices for
- similar assets or liabilities, quoted prices in markets that are not active, and other inputs
that are observable or can be corroborated by observable market data.

Level 3: Significant unobservable inputs that réflect an entity's own assumptions about the
assumptions that market participants would use in pricing an asset or liability.

The Organization's investments are measured at fair value on a recuriing basis using Level 1
inputs.

-14-
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to Consolidated Financial Statements

December 31, 2020 and 2019

13. Coronavirus Disease

In response to the Coronavirus Disease (COVID-19), local, U.S., and world governments have
encouraged self-isolation to curtail the spread of the global pandemic by mandating the temporary
shut-down of business in many sectors and imposing limitations on travel and the size and duration
of group meetings. Most sectors are experiencing disruption to business operations and may feel
further impacts related to delayed government reimbursement, volatility in investment returns, and
reduced philanthropic support. There is unprecedented uncertainty surrounding the duration of the
pandemic, its potential economic ramifications, and any further government actions to mitigate
. them. Accordingly, while management cannot quantify the financial and other impacts to the
Organization as of June 10, 2021, management believes that a material impact on the
Organization's financial position and results of future operations is reasonably possible. _

The Organization has entered into a five year cooperative agreement with the U.S. Department of
Health and Human Services, Assistant Secretary for Preparedness and Response (ASPR) to
provide disbursement support, based on an allocation methodology using hospital types of
specialty hospitals, critical access hospitals and prospective payment system hospitals and tertiary
hospital. The ASPR funds are to be used in supporting hospitals related to their response to
COVID-19 in our state. Allocations vary based on the type of hospital. A total of 25 member
hospitals have accepted the allocations as subrecipients.

-15 -
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Schedule 1
NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Consolidating Statements of Financial Position
) December 31, 2020 and 2019 ' -
New Hampshire Foundation for ' Health Shared -
Hospital Association Healthy Communities Senvices, Inc, Eliminations Total
2029 2019 2020 2019 2020 2019 2020 2019 2020 2019
ASSETS
Current assets .
Cash and cash equivalents - $ 657,733 & 380,424 § 345201 § 593892 § 26028 § 26721 .§. - 3 - $ 1028962 $ 1,001,037
Accounts receivable, net 103,138 588,755 547,234 357,452 - ’ . - - 650,372 946,207
Due from affiliate 97,731 61,687 115,780 112,530 - - {213,511) {174,217) - -
Prepaid expenses 18,949 18,581 10,334 . 9610 - - - - 23.283 28,191
Total current assets 877,551 1,049 447 1,018,549 1,073,484 26,028 26,721 (213,511) (174,217) 1,708,617 1,975,435
Investments 1,868,750 1,693,773 962,689 872,550 - - . - - 2,831,439 2,566,323
Property and equipment, net 231,995 181,412 400 3,147 : - - - - 232,395 184,558
Investment in subsidiary 40,000 40,000 - ’ - - - {40,000) (40,000) - - .
Other assets 962,876 997,280 - - - - - - 962,876 997,290
Total assets ‘S 3981172 $__3961922 $ 1,981,638 $_1949181 $_ 26,028 $_ 26721 $_ {253511) $ (214217 $ 5735327 $__ 5723607
LIABILITIES AND NET ASSETS
Current liabitilies and total liabilities . :
Accounts payable - $ 394,929 § 512783 $ . 21,119 $ 142961 § - 3 - 8 - 3 - 8 416,048 § 655,754
Accrued payroll and related . ’
amounts 139,312 119,745 91,070 46,185 - - - - 230,382 165,930
Due to affiliate 115,780 112,530 97,731 61,687 - - (213,511) (174,217) - -
Deferred revenue ) - 1,500 5,945 8013 - - - - 6,949 9513
Total current liabilities and otal - ]
liabilities 650,021 746,568 216,869 258,846 - - {213,511) (174.217) 653,379 831,197
Net assets {deficit) . .
Common stock - - - - 40,000 40,000 {40,000) {40,000) - -
Without donor restrictions . :
Operating 3,331,151 3215354 923,080 791,489 (13,972) (13,279} - - 4,240,259 3,993,564
Internally designated : - - 489,296 538,496 - - - - 489,296 538,496
Total without donor
restrictions (deficit) 3,331,151 3,215,354 1,412,376 1,329,985 {13,972) (13.279) -, - 4,729,555 4,532,060
With donor restrictions ' - N - 352,393 360,350 - - - - 352,393 360,350
Total net assets 3,331,151 3215354 1.764.789_ 1,690,335 26,028 26,721 {40,000) ) {40,000) : 5,081,948 4 892 410
Tolal liabitities and net assets  $—3.981.172 §__3,961,922 $_1.981,638 $_1940,181 $_ 26,028 S_ 26721 $__(253511) $_ (214217) $_ 6735327 $__ 5723,607
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. Revenues
Membership dues
Foundation support
Program services
Seminars, meetings, and workshops
Gifts and donations :
Rental income:
Interest and dividend income
Net realized and unrealized gain on investments
Miscellaneous
Net assets released from restriction

Total revenues
Expenses
- Salaries, taxes and benefits
Other operating
Program services .
Seminars, meetings, and workshops
Depreciation
Provision for (recovery of) for bad debts
Total expenses
Change in net assets from operations
Change in cash surrender value of life insurance policies

Change in net assets without donor restrictions

Net assets (deficit) without denor restrictions, beginning of
year

Net assets {deficit) without donor restrictions, end of year

. Schedule 2
NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES )
Consolidating Statements of Activities and Changes in Net Assets (Deficit) Without Donor Restrictions
Years Ended December 31, 2020 and 2019
New Hampshire Foundation for Health Shared : R
Hospital Association Healthy Communities Services, Inc Eliminations Total
2020 2019 2020 2019 020 - 2018 202 2019 2020 2019
$ 1,787,278 $ 1,734,257 § - 3 - 3 - 3 .- - % - $ 1,787,218 § 1,734,257
- - 463,120 443,120 . - - - 463,120 443,120
- - 3,396,795 1,504,839 - - - . 3,396,795 1,504,839
- - 22,033 132,670 - - - - 22,033 132,670
- - 196 853 - - - - 196 853
94,560 ses529 - oo- oo - {41,255)  (40,331) 53,305 48,198
34,500 47,815 18,519 23,052 - - - - 53,019 70,667
183,904 98,747 - 93,504 178,765 - - - - 277,408 277,512
84,905 106,608 . - . . - - 84,905 106,608
: - - 575,239 -508,714 . - - - . 575,239 598,714
2,185,147 _2,075756 _ _4,569,406 2882013 - - {41,255) _{40331) _6.713208 _4917.438
1,369,397 1,313,137 1,462,230 1,357,584 . - - - 2,831,627 2670721
215,826 206,561 - 124,109 128,316 693 150 {41,255)  (40,331) 299,373 294,696
410,511 396,133 2,865,199 1,222,755 - . . - 3,275,710 1,618,888
- . 33,130 191,284 - - . - 33,130 191,284
20,188 .28.018 2,747 3,078 - . . - 22,935 31,096
19,014 {8.317) (400 (3,129 - - . . 18,614 (12,4485)
2,034,936 1934532 _4487,015 2899888 693 150 {41,255) _(40.331) _6481,389 4794239
150,211 141,224 82,391 (17.875) (693) (150) - - 231,909 123,199
{34,414) - .- - - - - _ (34,414) ~
115,797 141,224 82,391 (17.875) (693) ~ (150) - - 197,495 123,199
3215354 3074330 _1,320.985 _1,347.860 _{13.278) _{(13.129) - - 4532060 _4.408 861
$.3,3311,451 $_ 3215354 $_1412376 $_1.3200985 $_{13,972) $_(13,279) -5 - $_ 4729555 $_4.532,060
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) BerryDunn

INDEPENDENT AUDITOR'S REPORT ON INTERNAL CONTROL
OVER FINANCIAL REPORTING AND ON COMPLIANCE AND
OTHER MATTERS BASED ON AN AUDIT OF FINANCIAL STATEMENTS PERFORMED
IN ACCORDANCE WITH GOVERNMENT AUDITING STANDARDS

Board of Trustees
New Hampshire Hospital Association

~ We have audited, in accordance with U.S. generally accepted auditing standards and the standards
" applicable to financial audits contained in Government Auditing Standards issued by the Comptroller
General of the United States, the consolidated financial statements of New Hampshire Hospital
Association and Affiliates (Organization), which comprise the consolidated statement of financial
position as of December 31, 2020, and the related consolidated statements of activities and changes in
net assets, and cash flows for the year then ended, and the related notes to the consolidated financial
statements, and have issued our report thereon dated June 10, 2021.

“Internal Control over Financial Reperting

In planning and performing our audit of the consolidated financial statements, we considered the
Organization's internal control over financial reporting (internal control) as a basis for designing audit
procedures that are appropriate in the circumstances for the purpose of expressing our opinion on the
consolidated financial statements, but not for the purpose of expressing an opinion on the effectiveness
of the Organization's internal control. Accordingly, we do not express an opinion on the effectiveness of
the Organization's internal control.

A deficiency in mtemal controf ‘exists when the design or operation of a control does not allow
management or employees, in the normal course of performing their assigned functions, to prevent, or
detect and correct, misstatements on a timely basis. A material weakness is a deficiency, or a
combination of deficiencies, in .internal control such that there is a reasonable possibility that a material
misstatement of the Organization's consolidated financial statements will not be prevented, or detected
and corrected, on a timely basis. A significant deficiency is a deficiency, or a combination of
deficiencies, in internal control that is less severe than a material weakness yet important enough to
merit attention by those charged with governance, -

Qur consideration of internal control was. for the limited purpose described in the first paragraph of this
section and was not designed to identify all deficiencies in internal control that might be material
weaknesses or significant deficiencies. Given these limitations, during éur audit we did not identify any.
deficiencies in internal control that we consider to be material weaknesses. However, material
weaknesses may exist that have not been identified.

Maine - New Hampshire - Massachusetts - Connecticut - West Virginica - Arizone

berrydunn.com
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Board of Trustees
New Hampshire Hospital Association

Compliance and Other Matters

As part of obtaining reasonable assurance about whether the Organization's consolidated financial
‘statements are free from material misstatement, we performed tests of their compliance with certain
provisions of laws, regulations, contracts, and grant agreements, noncompliance with which could have
a direct and material effect on the consolidated financial statements. However, providing an opinion on
compliance with those provisions was not an objective of our audit and, accordingly, we do not express
such an opinion. The results of our tests disclosed no instances of noncompliance or other matters that
are required to be reported under Government Auditing Standards.

Purpose of this Report

The purpose of this report is solely to describe the scope of our testing of internal control and
-compliance and the results of that testing, and not to provide an opinion on the effectiveness of the
Organization's internai control or on compliance. This report is an integral part of an audit performed in
accordance with Government Auditing Standards in considering the Organization's internal control and
compliance. Accordingly, this communication is not suitable for any other purpose.

Bevy Dawnn el Pander, L4C.

Portland, Maine
June 10, 2021

-19-
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D) BerryDunn

INDEPENDENT AUDITOR'S REPORT ON COMPLIANCE
FOR EACH MAJOR FEDERAL PROGRAM; REPORT ON INTERNAL CONTROL
OVER COMPLIANCE; AND REPORT ON SCHEDULE OF EXPENDITURES OF
FEDERAL AWARDS REQUIRED BY THE UNIFORM GUIDANCE

Board of Trustees
New Hampshire Hospital Association

Report on Compliance for Each Major FederaI'Program

We have audited New Hampshire Hospital Association and Affiliates' (Organization) compliance with
the types of compliance requirements described in the Office of Management and Budget Compliance
Supplement that could have a direct and material effect on-each of its major federal programs for the
year ended December 31, 2020. The Organization's major federal programs are identified in the
summary of auditor's results sectlon of the accompanying consolidated schedule of findings and
questioned costs.

‘Management's Responsibility

Management is responsible for compliance W|th federal statutes, regulations, and the terms and
conditions of its federal awards applicable to its federal programs.

Auditor's Responsibility

Our responsibility is to express an opinion on compliance for each of the Organization's major federal
programs based on our audit of the types of compliance requirements referred to above. We conducted
our audit of compliance in accordance with U.S. generally accepted auditing standards; the standards
applicable to financial audits contained in Government Auditing Standards, issued by the Comptroller
General of the United States; and the audit requirements of Title 2 U.S. Code of Federal Regulations .
Part 200, Uniformn Administrative Requirements, Cost Principles, and Audit Requirements for Fedsral
Awards (Uniform Guidance). Those standards and the Uniform Guidance require that we plan and
perform the audit to obtain reasonable assurance about whether noncompliance with the types of
compliance requirements referred to above that could have a direct and material effect on a major
federal program occurred. An ‘audit includes examining, -on a test basis, evidence about the
Organization's compliance with those requirements and performing such other procedures as we
considered necessary in the circumstances.

We believe that our audit prowdes a reasonable basis for our opinion on compliance for each major
federal program. However, our audit does not provide a legal determination of the Organization's
compliance.

Maine - New Hampshire - Massochusetts « Connecticut - West Virginio + Arizona

berrydunn.com
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Board of Trustees
New Hampshire Hospital Association

Opinion on Each Major Federal Programs

" In our opinion, the Organization complied, in all material respects, with the types of compliance
requirements referred to above that could have a direct and material effect on each major federal
program for the year ended December 31, 2020.

Report on Internal Control over Cbmpliance

Management of the Organization is responsible for establishing and maintaining effective internal
control over compliance with the types of compliance requirements referred to above. In planning and
performing our audit of compliance, we considered the Organization's internal control over compliance
with the types of requirements that could have a direct and material effect on each major federal
program to determine the auditing procedures that are appropriate in the circumstances for the purpose
of expressing an opinion on compliance for each maijor federal program and to test and report-on
internal control over compliance in accordance with-the Uniform Guidance, but not for the purpose of
expressing an opinion on the effectiveness of internal control over compliance. Accordingly, we do not
express an opinion on the effectiveness of the Organization's internal control over compliance.

A deficiency in internal control over compliance exists when the design or operation of control over
compliance does not allow management or employees, in the normal course of performing their
assigned functions, to prevent, or detect and correct, noncompliance with a type of compliance
requirement of a federal program on a timely basis. A material weakness in internal control over
compliance is a deficiency, or a combination of deficiencies, in internal control over compliance, such

- that there is a reasonable possibility that material noncompliance with a type of compliance
requirement of a federal program will not be prevented, or detected and corrected, on a timely basis. A
significant deficiency in internal control over compliance is a deficiency, or a combination of
deficiencies, in internal control over compliance with a type of compliance requirement of a federal’

. program that is less severe than a material weakness in internal control over compliance, yet important
enough to merit attention by those charged with governance. '

Our consideration of internal control over compliance was for the limited purpose described in the first
paragraph_of this section and was not designed to identify all deficiencies in internal control over
compliance that might be material weaknesses or significant deficiencies. We did not identify any
deficiencies in internal control over compliance that we consider to be material weaknesses. However,
material weaknesses may exist that have not been identified. '

The -purpose of this report on internal control over compliance is solely to describe the scope of our
testing of internal control over compliance and the results of that testing based on the requirements of
the Uniform Guidance. Accordingly, this report is not suitable for any other purpose.

-21-
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Board of Trustees .
New Hampshire Hospital Association

Report on Schedule of Expenditures of Federal Awards Required By the Uniform Guidance

We have audited the consolidated financial statements of the Organization as of and for the year ended -
December 31, 2020, and have issued our report thereon dated June 10, 2021, which contained an
unmodified opinion on those consolidated financial statements. Our audit was conducted for the
purpose of forming an opinion on the consolidated financial statements as a whole. The accompanying
. consolidated schedule of expenditures of federal awards is presented for purposes of additional
analysis as required by the Uniform Guidance, and is not a required part of the consolidated financial
statements. Such information is the responsibility of management and was derived from and relates
directly to the underlying accounting and other records used to prepare the consolidated financial
statements. The information has been subjected to the auditing procedures applied in the audit of the
consolidated financial statements and certain additional procedures, including’ comparing and
reconciling such information directly to the underlying accounting and other records used to prepare the
consolidated financial statements or to the consolidated financial statements themselves, and other
additional procedures in accordance with U.S. generally accepted auditing standards. In our opinion,
the consolidated schedule of expenditures of federal awards is fairly stated, in all material respects, in -
relation to the consolidated financial statements as a whole.

Byu,g Davnn h’(ch Foarder, LLL

Portland, Maine
June 10, 2021

-22-
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Consolidated Schedule of Ekpenditures of Federal Awards

Year Eﬁded December 31, 2020

Pass-Through

Entity Passed
CFDA Identifying Through to Federal
Federal Program - Number Number Subrecipients Expenditures
U.S. Department <_Jf Health and Human Services
Pass~throdgh programs:
State of New Hampshire Department of
Health and Human Services
Division of Public Health
Hospital Preparedness Program (HPP)
and Public Health Emergency
Preparedness {(PHEP) Aligned 05-95-90- _
Cooperative Agreements 93.074 902510-2238 - $ - § 957,032
Small Rural Hospital Improvement Grant | 05-95-90- -
Program 93.301 901010-2219 1,042,829 1,150,388
05-95-90-
State Rural Hospital Flexibility Program 93.241 - 902010-2218 25,000 79,630
National Bioterrorism Hospital
Preparedness Program 93.889 U3REP200649 1,441,902 1,441,902
Total expenditures of federal awards - $_2500.731 $_3.628.952
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Notes to the Consolidated Schedule of Expenditures of Federal Awards

Year Ended December 31, 2020

1. Basis of Presentation

The accompanying consolidated schedule of expenditures of federal awards (Schedule) includes
the federal grant activity of New Hampshire Hospital Association and Affiliates (Organization)
under programs of the federal government for the year ended December 31, 2020. The
information in the Schedule is presented in accordance with Title 2 U.S. Code of Federal
Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Audit
Requirements for Federal Awards (Uniform Guidance). Because the Schedule presents only a
portion of the operations of the Organization, it is not intended to and does not present the
financial position, changes in-net assets or cash flows of the Organization.

2. Summary of Significant Accounting Policies
Expenditures reported in the Schedule are reported on the accrual basis of accounting. Such
expenditures are recognized following the cost principles contained in the Uniform Guidance,
wherein certain types of expenditures are not allowable or are limited as to reimbursement.

3. Indirect Cost Rate

The Organization has elected not to use the 10-percent de minimis indirect cost rate allowed
under the Uniform Guidance. :

-24.
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Consolidated Schedule of Findings and Questioned Costs

Year.Ended December 31, 2020

Section ). - Summary of Auditor's Results

' Consolidated Financial Statements

Type of auditor's report issued: : Unmodified
. Internal control over financial reporting:

Material weakness(es) identified? yes X no
Significant deficiency(ies) identified not :
considered to be material weaknesses? . yes x none reported

Noncompliance’ materlal to financial statements

noted‘? yes . _ X no
Federal Awards
Internal control over major programs:

Material weakness(es) identified? yes X no

Significant deficiency(ies) identified not

considered to be material weaknesses? yes X none reported

Type of auditor's report issued on compliance _

for major programs: : Unmeodified
Any audit findings disclosed that are required

to be reported in accordance with

.2 CFR 200.516(a)? yes X no
Identification of Major Programs
CFDA Number(s) - Name of Federal Program or Cluster

93.301 Small Rural Hospital Improvement Grant Program
83.889 V ) Nationa! Bioterrorism Hospital Preparedness Program

Dollar threshold used to distinguish between

Type A and Type B programs: X $750,000
Auditee-qualiﬁed as low-risk auditee? . X yes no

Sectlon IIl. - Findinas Relating to the Consolidated Finangial Statements Which are Requnred to

be Reported in Accordance with Government Auditing Standards

None noted

Section |ll. - Federal Award Findings and Questioned Costs

None noted
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NEW HAMPSHIRE HOSPITAL ASSOCIATION AND AFFILIATES
Summary Consolidated Schedule of Prior Audit Findings

Year Ended December 3_1, 2020

Section |, - Findings Relating to the Consolidated Financial Statements Which are Regulred to
be Regorted in Accordance with Government Auditing Standards

None noted

Section II. - Federal Award Findings and Questioned Costs

None noted
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BOARD OF TRUSTEES

October 2021 — October 2022

st}

~ OFFICERS/EXECUTIVE COMMITTEE

Chair

Vice Chair
Secretary/ Treasurer
AHA RPB Delegate

Immediate Past Chair

President

ex officio

John Jurczyk, FACHE
*Eileen Keefe, RN
Mich_ael'Leg

Art Mathisen, FACHE
Neil Meehan, DO

Robe{'t Nutter

Michael Peterson, FACHE
John Prochilo, FACHE
Susan Reeves, EdD, RN
Jerejmy Roberge, CPA

*Aiex Walker

*New in 2021-2022

Kevin Donovan, FACHE, Chief Administrative Officer,
Concord Hospital-Franklin and Concord Hospital-Laconia

Dean Carucci, Chief Executive Officer
Portsmouth Regional Hospital

Greg Baxter, MD, President
Elliot Health System

Don Caruso, MD, President & CEO
Cheshire Medical Center/Dartmouth Hitchcock-Keene

Stephen Ahnen
President, New Hampshire Hospital Association

TRUSTEES

President
St. Joseph Hospital

Chief Nursing Officer
Parkiand Medical Center

President
Weeks Medical Center

President
Memorial Hospital

Chief Physician Executive
Exeter Hospital

President
Littleton Regional Hospital

President
Androscoggin Valley Hospital

Chief Executive Officer
Northeast Rehabilitation Hospital

Executive Vice President, Dartmouth-Hitchcock Medical Center
Chief Nurse Executive, Dartmouth-Hitchcock Health

President & CEO
Huggins Hospital

President & CEO
Catholic Medical Center
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CAROLINE K. LAVOIE

SKILLS:

s Data Analysis » Python, R, SQL ¢ Training & Documentation
» Data Cleaning s Microsoft Office 365 e Result/Finding Presentations
¢ . Data Visualization 7 e Project Management ‘
EXPERIENCE

New Hampshire Hospital Association (NHHA)/Foundation for Healthy Communities (FHC), Concord, NH
Director, Health Information and Analytics : April 2019-Present

» Serve as the primary contact to member hospital representatives for a variety of national, state, and local data -
reporting requests.
. e Create and maintain computer programs databases, and spreadsheets to analyze data collected by NHHA,
FHC, and data available through secondary sources.
e Produce a variety of internal and external reports utilizing tools such as Microsoft Excel, Microsoft Access,
and Tableau. . '
e Summarize research and analytical results used to support advocacy efforts, community access initiatives,
and health system development.
¢ Act as Project. Manager for the Uniform Health Facility Discharge Data System (UHFDDS) contract.
- o Represent NHHA and FHC as réquested at external stakeholder meetings, forums and presentations as the
health information and data subject matter expert.

Concord Analytics, LLC, Concord, NH

Founder and Principal Partner January 2018 — March 2019
Founding member of a successful business which offers a variety of data and project management services for
clients across a variety of industries including government, for-profit, and not-for-profit.

Data Servic.:es: ' ' Project Management:

¢ Analytics + Healthcare ,

¢ Data and Database Management : s Information Technology

e  Visualization ' e Website & Web Development

St. Joseph's Neighborhood Center, Inc., Rochester, NY

Electronic Health Record Application Specialist January 2016-May 2017

o Oversaw implementation of electronic health record system (SuccessEHS) and transition from paper charts.

e Designed interdepartmental workflows that mcorporated new software for improved patient care.

¢ Managed volunteers and staff in data migration from previous software and paper charts to SuccessEHS.

e Designed and implemented training plans that include written material, group training sessions, and one-on-
one training sessions for staff and volunteers. ‘

¢ Created reports using Business Objects for workflow, data governance, data collection, and decision-making.
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Practice Manager December 2014-January 2016

+ Managed and coordinated smooth operation of patient and client services and represented practice to senior
staff.

+ Maintained on-going patient census data and developed weekly reports whtlc oversccmg daily financial
transactions, reporting, and daily reception activity.

s Performed ail client communications with'a chalienging patient population.
Managed and scheduled 60+ volunteer doctors and other medical professionals.

Volunteer Coordinator & Patient Discharge Coordinator December 2012-December 2014

¢ Developed and maintained a database to track, analyze, and report on patient census. '

e Initiated and institutionatized discharge process for patients and incorporated new federal healthcare
regulations .

¢ Spearheaded overhaul and clean-up of patient census in practice management software. -

e Hired, trained and managed volunteers including establishing a reliable database of medical professionals.
Trained and prov1ded IT-support for user accounts and managed organization’s e-mail distribution lists.

Assistant Volunteer Coordinator (AmeriCorps) September 2010-July 2011
o Assisted the Director of Operations with all volunteer related duties and assisted with other tasks as needed.

1872 Café, Rochester, NY : : ' '

Manager and Outreach Coordinator o August 2011-November 2012

e Led the conceptual development and physical construction of a 40 seat, 1,650-square foot coffee shop
involving a $300,000 budget and on-boarded and managed 12 employees.

¢ Generated the branding, business plan, and employee manuals for the business.

¢ Collaborated with marketing teams, construction crews, subcontractors, and vendors.

St. Jeseph's House of Hospitality, Rochester, NY .

Kitchen Manager/On-Call Staff (in residence) July 2009-May 2010

¢ Directed staff, volunteers, and community service participants in daily meal preparation and service for 100+
homeless men and women.

s Coordinated kitchen inventory including negotiation with regional food distributors.

¢ Met a variety of evolving needs for drop-in center and emergency winter housing.

EDUCATION

University of New Hampshire, Durham, NH
Masters of Analytics 2018
Dinesh Thakur Health Analytics Scholar

Miami University, Oxford, OH

Bachelors of Arts, Cum Laude, Majors in Public Administration and History 2009
Phi Alpha Theta National History Honors Society ‘

CERTIFICATIONS

St. John Fisher College, Rochester, NY
Certificate in Nonprofit Management 2014

Northstar Network, Rochester, NY
Healthcare Business Academy Fellowshlp Program ' 2015



DocuSign Envelope ID; AF3DCD16-1BBA-4ESA-9924-906AC896DDCY

KATHLEEN A. BIZARRO-THUNBERG, MBA, FACHE
kbizarro@nhha.org

Summary of Qualifications-

Thirty-six year professional career in hospital association management, including
nineteen years.as executive vice president of statewide organization. Excellent
communication, financial and management skills. Expertise in developing strategies and
implementing statewide initiatives to support hospital issues, including HIPAA, data
collection, emergency preparedness, public health and other healthcare policies. .

Experience

New Hampshire Hospital Association, Concord, NH

Executive Vice President / Federal Relations — 8/04 to Present

-+ Responsible for monitoring and responding to hospital issues at the state and
federal level and developing relationships with U.S. congressional staff

e Act as liaison between NHHA and the American Hospital Association for
congressional actions

¢ Work with senior management staff on all aspects of advocacy support for the
‘'membership

¢ Represent the President, both internally and externally, in his absence

e Oversee internal NHHA and Foundation for Healthy Communities financial
operations and budget development (approx. $4 million annual combined
operating budget) and information technology support.

e Oversee and execute multi-year statewide data collection contract with NH Dept
of Health and Human Services (2016 to present)

* Supervise Executive Assistant, Director of Finance and Health Data Analyst

¢ Continue previous duties as EVP of NHHA, including hospital emergency
preparedness activities, health policy issues, and special projects.

New Hampshire Hospital Association / Foundatlon for Healthy Communities,
Concord, NH

Executive Vice President (NHHA) — 11/01 to 8/04
Vice President / Strategic Information Services (FHC) — 1/96 to 8/04
¢ Lead and coordinated all data collection activities among all New Hampshire
hospitals, Foundation for Healthy Communities and outside agencies;
¢ Lead the oversight and execution of multi-year statewide data collection contract
with NH Department of Health and Human Services (Approx. $500,000 annual
contract from 1985 to 2004)
¢ Lead the oversight and execution of multi-year hOSpltal emergency preparedness
contract (Approx. $750,000-$! million per year contract from 2002 to 2017)
¢ Developed new relationships with state and federal agencies for representation of
hospitals for emergency preparedness activities.
e Co-chaired two-state HIPAA project to assist healthcare providers in
implementing standardized HIPAA policies and procedures.
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Worked with multi-disciplinary teams of hospital and health plan representatives
in monitoring and influencing data needs for the healthcare industry in the state
legislature;

Represented the Foundation on statewide health data policy issues.

Assisted President with organization-wide projects such as specialized financial
reporting and budgeting, o '

Supervised Hospital Emergency Preparedness Coordinator, Data Collection
Manager and Information Services Programmer. Shared supervision of Research
Assistant. ' '

New 'Hampshire Hospital Association, Concord, NH

Vice President / Strategic Information Services — 8/94 to 1/96
Director of Information Services — 1/91 to 8/94

Associate Director of Information Services — 7/87 to.12/90
Data Technician — 6/85 to 6/87

Education

Master in Business Administration in Leadership, 2008

Franklin Pierce University, Concord, NH
Graduated Sigma Beta Delta International Honor Society for Business,
Management and Administration member

Bachelor of Science in Health Management and Policy, 1992

University of New Hampshire (UNH), Durham, NH
Graduated Summa Cum Laude '

Associate in Science in Computer Information Systems, 1985

New Hampshire Technical Institute, Concord, NH

Graduated with honors, Sachem Horior Society member

Certifications

Fellow

American College of Healthcare E‘xecutives (ACHE)

Awards ' :

ACHE - Three-Star Exemplary Service Award (2010)
ACHE - Two-Star Qutstanding Service Award (2008)

_ ACHE Regent’s Award for Leadership (2001)

Franklin Pierce University, Master of Business' Administration, Qutstanding
Student Award (2008) ' '

~ Granite United Way, Volunteer of the Year Award (2016)

State of New Hampshire, Department of Health and Human Services, Certificate
of Appreciation for hospital based influenza vaccine redistribution efforts (2005)
UNH, Health Management and Policy, Alumni Recognition Award (2007)

UNH, Health Management and Policy, Preceptor Award (2017)
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Elected Positions

American College of Healthcare Executives (ACHE), Board of Governors (2013-
2016) '

ACHE, Nominating Committee (2010-2011)

ACHE, Regent for New Hampshire (2006-2009)

Endowment for Health Advisory Council (2015 to present, Nommatmg

" Committee 2016 to present)

New Hampshire Association of Health Care Executives (President 2000-2002,
Secretary/Treasurer 2002 - 2005)

Northern New England Association of Healthcare Executives (President-Elect.
2006-2008, President 2009-2010, Past-President 2011-2012)

Memberships

‘Alliance for Health Data Access & Privacy (Co-Founder) (2001-2004)

American College of Healthcare Executives (1988 to present)

ACHE — New Hampshire Regents Advisory Council (1997-2009)

Allied Association Information Resources Network (A2IRNET) (1994 to present,
Chair 1994, 2005)

Home Care Resources Development, Inc. (Board Member 9/94 - 9/95, Vlce
President 9/95 - 9/97)

Forward Fund, Endowment for Health (2019 to present)

New Hampshire Association of Health Care Executives (1992 to 2005)

New Hampshire Association for Healthcare Quality (Secretary 1991 - 1993)

NH CODES Project (Crash Outcomes Data Evaluation System) (Chairman 1998 -
2004)

NHVSHIP (New Hampshire Vermont Strategic HIPAA Implementatlon Plan)
{Co-Founder) (2001- 2006)

Northern New England Association of Healthcare Executives (2005 to present)

Appointments

ACHE, Fund for Healthcare Leadership, Voluntary Giving Committee (2017-
present, Chair 2019 to present)

ACHE, Board Policy Committee (2015-2016)

ACHE, Regents Assessment Committee (2007-2009, Chair 2008-2009)

Claims Data Release Advisory Committee for Limited Use Data Sets (NH Dept of
Health and Human Services appointment) (2007 to present)

Communicable Disease Epidemiological Control Committee (NH Dept of Health
and Human Services appointment) (2002 to present)

Granite State Health Care Coalition Leadership Team (2018 to present)

NH Anti-Terrorism Task Force (NH Dept of Safety appointment) (2002 - 2005)
NH Governor’s Commission on Health Care and Community Support Workforce
(2016)

NH Governor’s Y2K Commission (Governor appointment) (1999-2000)

NH State Disaster Medical Advisory Committee (2020 to present) and Crisis
Standards of Care subcommittee (2020 to present)

NH Privacy Task Force (Governor appointment) (2001-2003)
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NH Trauma Medical Review Committee (NH Dept of Safety appointment) (1997
to present)

NH Vital Records Institutional Review Board (IRB) (NH Dept of Health and
Human Services appointment, serving as Chair) (2005 to 2008)

UNH, Health Management and Policy Advisory Committee (2008 to present)

Community Participation

Granite United Way, Board of Trustees member (2018 to present)
Granite United Way, Audit Committee (2018 to present, Chair 2019 to present)
Granite United Way, Finance Committee (2018 to present)

‘Granite United Way, Merrimack County Community Impact Committee (2010 to

present) including Chair of Education Review Committee (2010 to 2016)
Woodside School, Inc. (Class Parent Representative 2003 - 2005, Board member
1/04 - 10/06, Vice Chair 10/04 - 10/05, Chair 10/05 - 10/06)
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CONTRACTOR NAME

Key Personnel

Caroline Lavoie

Information and Analytics

Name Job Title Salary % Paid from | Amount Paid from
' this Contract | this Contract
Kathleen Bizarro- Executive Vice President $195,700.18 | 0% $0
Thunberg
‘Director of Health $78,020.80 0% 50




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A, Shibinette 19 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-2714501 1-800-852-3345 Ext. 4501
Fox: 603-2714827 TDD Access: 1-800-735-2964
Liss M. Morris - www.dhhs.nh.gov
Director

September 1, 2020

His Excellency, Govemor Christopher T. Sununu
and the Honorable Council

State House )

Concord, New Hampshire 03301 .
: REQUESTED ACTION

Requested Action #1: Authorize the Department of Health and Human Services, Division of
Public Health Services, to amend -an existing contract with New Hampshire Hospital Association
(VC#160051), Concord, NH, to continue to provide a Uniform Health Facilities Dlscharge Data
System for the collection of health care facilities dlscharge data, by increasing the price limitation
by $545,916 from $550,000 to $1,085,916 and by exercising a renewal option by extending the
completion date from September 30, 2020 to September 30, 2025, effective upon Governor and
Council approval. 100% Other (Agency Class 27) used by the Department of Health and Human
Services to reimburse DolT is 50% Federal Funds and 50% General Funds.

Requested Action #2: Authorize the Department of Health and Human Services, DIVISIOI'I of
Public Health Services to amend an existing Memorandum of Agreement with the Department of
Insurance, to continue to work jointly to maintain and provide funding to the Uniform Healthcare
Facility Discharge Data System provided by the New Hampshire Hospltal Association, by
increasing the amount paid to the New Hampshire Hospital Association by $265,458 from
$400,000 to $665,458, and extending the completion date from September 30, 2020 to
September 30, 2025, effective upon Governor and Council approval. 100% Other Funds
(Insurance Department Administration Funds).

The origina! contract and Memorandum of Agreement were approved by Governor and -
Council on May 4, 2016, item #14.;

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Years 2022, 2023, 2024, 2025, and 2026, upon the

availability and continued appropriation of funds in the future operating budget, with the authority
to adjust budget line items within the price limitation and encumbrances between State Fiscal

Years through the Budget Office, if needed and justified.
See attached fiscal details.

EXPLANATION

Requested Action #1: The purpose of this request is to maintain the Uniform Health Facilities
Discharge Data System, which collects and provides electronically health care facility discharge
data from all licensed health care facilities to the Department as required by RSA 126:25. This
system currently contains hospital discharge data from thirty (30) reporting facilities, comprised
of twenty-six (26) acute care hospitals and four {4) specialty hospitals. The information is used in
a wide range of areas including disease surveillance, trends in drug misuse (including opiates),
chronic disease prevention, quality of care, injury surveillance and prevention, community health
assessments, and changing patterns of health care utilization. RSA 126 provides for the

The Depariment of Health and Humon Services’ Mission is to join communities and families
in prouviding opportunilies for citizens to ochieve health and independence.



His Excellency, Govemnor Christopher T, Sununu
and the Hanorable COunczl
Page2of3

confidentiality of mformatlon related to specific individuals while ensuring appropriate access of
this data for lawful actwuues

The New Hampshire Hospital Association will continue to collect and process data from
hospitals; ensure that patient data is de-identified; track and communicate to the Department
overdue and/or non-compliant hospitals; maintain on-line quality assurance for use by the
Department; and other tasks to ensure the collection and reporting of hospital discharge data.

The Department will monitor contracted services using the following performance
measures:

e Complete and timely hospital data is made available to the Depariment on an
annual basis

e Al hpsp’ilal data is checked for compleleness prior to submitting to the Department

¢ Monthly reports on completed and oulstanding data collection are provided to the
Department and measures are followed to assure data is complete and timety

As referenced in Part 2 of the original contract, the parties have the option to extend the
agreement for up to five {5) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Councit approval. The Department
is exercising its option to renew services for five (5) of the five (5) years available.

- Requested Action #2: The purpose of this request is 10 continue an interagency
Memorandum of Agreement between the Depariment of Health and Human Services and the
New Hampshire Depariment of Insurance. The Department of Health and Human Services and
the Department of Insurance both contribute to the annual cost of collecting and processing dala
from the Uniform Health Facilities Discharge Data System. The Memorandum of Agreement
clarifies the roles and responsibilities of each agency in working jointly to maintain health care
facility discharge data and ensures the resources of both agencies are used efficiently.

The New Hampshire Insurance Department's ability to continue to provide funding to
support the Uniform Health Facilities Discharge Data System is contingent upon approval of the
. Memoarandum of Agreement.

The New Hampshire Insurance Department is a major consumer of hospital discharge
data under the authority of RSA 420-G. The data is used in the preparation of an annual report
required by law conceming premium rales in the health insurance market and the factors,
including health care costs and trends, that have contributed to rate increases during prior years,

As referenced in Section 2 of the original Memorandum of Agreement the parties have
the aption 1o extend the agreement for up to five (5) additional years, contingent upon satisfactory
delivery of services, available fundlng, agreement of the part:es and Govemor and Council
approval. The Department is exercising |ls option to renew servnces for five (5) of the five (5) years
available.

The availability of funding from the New Hampshire Insurance Department to support this
contract is conlingent upon approval of the Memorandum of Agreement described above by the
" Govemor and Council and has been submitted for consideration as a separate ilem. The
Department of Health and Human Services and the Department of Insurance will contribute to the
annual cost of collecting and processing data.

Should the Governor and Council not authorize these requests, the Uniforrm Healthcare
Facilities Discharge Data System would no longer be available, resulting in noncompliance with
RSA 126. In addition, the Department would not be in compliance with a number of federal grants
that contain requirements for data provided by the Dala System. The New Hampshire Insurance
Department would not be in compliance with RSA 420-G and not have accurate data to prepare
an annual report concerning premium rates in the health insurance market and rate increases.



His Excellency, Governor Christopher T. Sununy
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Area served: Statewide

Source of Funds: Requested Action 1: 50% Federal Funds and 50% General Funds.
Requested Action 2; 100% Other Funds {Insurance Department Administration Funds).

_ In the avent that the Federal Funds and Other Funs become no longer avaname.
addxhonal General Funds will not be requested to suppoert this program.

Raspectfully submitted,
Lori Shibinette
Commissioner

Denis Goulet
Commissioner
Dept. of lnforrnation' Technology

b

Christopher R. Nicolopoulos
Commissioner

New Hampshire Insurance Department

RID # 51668

The Departaeni of Heolth and Human Services’ Mission is Lo join communities end families
in providing opportunities for citizens lo achieve heolth ond independance.



‘Uniform Health Facility Discharge Data System

Requested Action 1:

RFP-2016-DPHS-024-UHFDD

01-03-003-0300-7695 GENERAL GOVERNMENT, DEPARTMENT OF - INFORMATION
TECHNOLOGY, INFORMATION TECHNOLOGY, DOIT FOR DHHS 100% Other (AGENCY
CLASS 27) USED BY THE DEPARTMENT OF HEALTH AND HUMAN SERVICES TO
REIMBURSE DOIT IS 50% FEDERAL FUNDS AND 50% GENERAL FUNDS. '

State

rscal | Ctel | casaTite | (O | Cument | (Docreameey | ovise
2021 038-509038 Technology | 03900104 $0 $65,000 $65.000
2022 | 038-509038 } Technology | 03900104 $0 51500 | $51.500
2025 | 038509038 | Technology | 03600104 % $53.045 653,045
2024 | 038509038 | Technology | 03900104 50 | 554697 54,637
2025 | 038-509038 Technology | 03900704 $0 $56,276 | $56,276

Subtotal $0 $280,458 $280,458

05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AN HUMAN
SERVICES, HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES, OFFICE OF

INFORMATION SERVICES
State Increased .
X Class / ] Job Current Revised
Fiscal Class Title (Decreased)
' Year Account Number Budget Amount Budget
2017 102- Contracts for 954400 $37,500 $0 $37,500
500731 Program Svcs
2018 102- Contracts for 954400 $37,500 $0 $37.500
: 500731 Program Svcs
2019 102- | Contracts for | 954400 $37.500 0| $37,500
500731 Program Svcs
2020 102- Contracts for | 54400 $37,500 $0 $37.500
500731 Program Svcs
Subtotal $150,000 $0 $150,000
Total: $150,000 $280,458 $430,458




Uniform Health Facility Discharge Data System
RFP-2016-DPHS-024-UHFDD

Requested Action 2:

02-24-24-240010-2520 ADMIN OF JUSTICE AND PUBLIC PRTN, INSURANCE DEPT OF,

INSURANCE DEPT OF, ADMINISTRATION

State increased \
. Class / . Job Current Revised
FY':‘;T Account Class Title Number Budget (chr:zz?td) Budget
~017 | 046-500464 | _ Consultants NA $37.500 $37.500
2018 046-500464 Consultants NA $37,500 $37.500
2019 046-500464 Consultants NA $37,500 $37,500
2020 | 046-500464 Consultants NA $37,500 $37,500
2021 | 046-500464 Consultants NA -$0 $50,000 $50,000
2022 | 046-500464 Consultants NA $0 $51,500 $51,500
2023 | 046-500464 Consultants NA %0 $53,045 | $53,045
2024 | 046-500484 | . Consuitants NA $0 - $54,637 | $54,637
2025 | 046-500464 |  Consultants NA $0 $56,276 | $56,276
Subtotal $£150,000 $265,458 $415,458

02-24-24-240010-8887 ADMIN OF JUSTICE AND PUBLIC PRTN, INSURANCE DEPT OF,
INSURANCE DEPT OF, RATE REVIEW CYCLE lli

_ If'i:;ac::I Ailzz::rit Class Title | Job Number g:g;:: (I:)r:::rfeaa?e%) RBeuvc:Z:tt’
_Year Amount :
2016 046-500464 | Consultants NA -$50,0000 $0|. $50,0000
2017 - 046-500464 | Consultants NA $200,0000 $0 $206,0000
2018 046-500464 | Consultants NA $0 $0 - $0
2019 046-500464 | Consultants NA "$0 $0 $0
2020 | 046-500564 | Consultants _ NA $0 %0 $0

Subtotal| _ $250,000 $0| $250,000
Total: $400,000 $265,458 $665,458




_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

September 9, 2020

.Lori A, Shibinette, Commissioner
Depariment of Health and Human Services
State of New Hampshire
129 Pleasant Street '

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract with the New Hampshire Hospital Association
for provision of services as described below and referenced as DolT No. 2046-024A.

The'purpose of this contract amendment will provide continued technical services for the
provision of the Uniform Healthcare Facilities Discharge Data Set (UHFDDS) by
collecting, processing and aggregating claim level records from licensed hospitals in New
Hampshire. The Data Set is essential for assessing hospital utilization, frequency of
specific injuries and incidence. of disease used by internal & external analysts for trend
analysis and various reporting purposes.” )

The funding amount for this amendmcent is $545, 914, increasing the current contract
from $550,000 10 $1,095,914 and by exiending, the completion date 1o June 30, 2025
from the original completion date of June 30, 2020. This amendment shall become
effective upon Governor and Executive Council approval through June 30, 2025,

A copy of this letter ‘shoutd accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval. :

Sincerely, .
Denis Goulet .
- DG/kaf
DolT #2016-024A
RID: 51666

cc: Michael Williams, IT Manager, DolT

" "innovative Technologies Today for New Hompshire's Tomorrow”



New Hampshire Department of Health and Human Services
Uniform Health Facility Discharge Data System

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the Uniform Health Facllity Discharge Data System

This 1* Amendment to the Uniform Health Facility Discharge Data System contract (herelnafter referred
to as “Amendmant #1°) is by and between the State of New Hampshire, Department of Health and Human
Sarvices {hereinafter referred to as the "State® or "Department®) and New Hampshire Hospital Association,
(hereinafter referred to as “the Contractor") a nonprofit with a place of business at 125 Alrport Road
Concord, NH 03301.

WHEREAS, pursuant to an agreement (the."Contract") approved.by the Governor and Execuiive Councit
on May 4, 2016, (Item #14), the Contractor agreed to perform certain services based upon the terms and
conditions specified in the Contract and In consideration of certain sums epecified; and

WHEREAS, pursuant to Form P-37, General Provns!ons Paragraph 18, the Contract may ba amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agres lo extend the term of the agreement, increase the price limitation, or modiy
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and condltions contained
in the Contract and set forth herein, the parties hereto agree to amend as foilows:

1." Form P-37 General Provisions, Block 1.7, Completion Date, to read:
September 30, 20_25.

2. Farm P-37, General Provislons, Block 1.8, Price Limitation, to read:
$1,095,914.

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director. '

4. Form P-37, General Provisions, Block 1,10, State Agency Telsphone Number, to read:
603-271-9631.

5. Modify Part 3- Exhibit A, Sectlon 2 Deallverables, Milestones, and Actlivities Schedule, Table 1,
Operation to include Ref #s 40-80, to read:

T Ref#He DellvembldMﬂatﬁﬁaAcﬁvityLW‘- ey 5:. Dellverable_,Type; E Projectedij

R owi S LN N [ .| Delivery
E . . -_-\ 1-‘_-.. ,4’.. L=t nt iL - . .‘:A. - Yery.
RS I L = B RPN (DALCT TR $2) n.:ri =
N One Timo System Enhancomonts _Yoar§ . i '. . ’ T
40 - | System Enhancements Softwara, Non- -11!‘30[2020
" the following changes to bs made for each NH Software & Written
Hospital reporting;
40a Discontinue D1 Flle Software, Non- 1 1213172020 °
Software & Written
40b Mazke Changes to D2 File: ' Software, Non- 12/31/2020
Remove elaments being added to new D3 Software & Written
file

Add in patient neme fields starting in 2021

Add In Principal Procedurs date

Add in subscriber name, DOB, and gender
fields starting In 2021

Add hespital DRG coded and submitted in

. 837ifiles if presented

New Hampshire Hospital Association Amendment f#1 ) Caontracior Initlats "'.
RFP-2016-DPHS-024-UHFCD : Pege 10of 7 Date



New Hampshire Department of Health and Human Services
Unlform Health Facility Discharge Data System

40c

Croate New D3 File;

Data efements include all other Ox codes,
afl other procedurs codes, all ravenue
codes, all HCPCS codes, all HCPCS
modifiers, afl SVC unlt and date codes, all
asccommodation rates, gll other Dx POA

. codes, -

Software, Non-
Software & Written

12/3172020

40d

Reinstats Certain Data Fislds in Fils, System and
Reporting
Including secondary payerlolher
subscriber, actual facility of service (if
presented in 837i files), patiant's full name,
subscriber’s full name

. Software, Non-
Software & Written

12/3172020

400

Add Nine New Edits to Data Check/Edit System

Indluding:
Age = 0 for newborn whan admit source is
newborn
Length of stay must be a positive number
Patlant demographics must belong to the
patient when subscriber is not present
External cause of Injury acceptable code
range = VOO to Y89 for ICD-10-CM
{diagnasis)
Duplicate MRN check for paﬁsnts with
different demographic data in the same
facility. This report will be a quarterly report
provided by CHIME to DHHS on a'year-to-

- date basls,
[ED visits must have e principal Dx code
. Check that principal Dx code is ICD-10-CM

{diagnosis)
Check that principal Dx code is not 0 (or
other invalid code)
Check for DRG ungroupsble codes

Software, Non-
Software & Wrilten

1213172020

Change the Quality Report and Attestation Report:
Ability to see the number of patients
discharged on a specific date. This is to be
built into the system for DHHS to run as
needed.

Software, Non-
Software & Written

12/31/2020

209

Raestructure to process 1o allow for a sell-sarvice
model for ettestation:

{final sign offy/de-attestation {unlock if changes
needed to final files) by hospital users, instead of
contractor

Software, Non-
Software & Written

12/31/2020

40h

Flnallze updates to the Submission Manual

Written

12/31/2020

50

.Operations — Years 8 - 10

‘| Quarteriy/monthly processing of data

502

¢ Hospitels submit CY data per schedule.

" Software &

Non-
Software

Ongoing

New Hampshire Hospital Asscciation
RFP-2016-DPHS-024-UHFDD

Amendment #1
Peage20of 7

Contracior Inilials
Date




New Hampshire Department of Health and Human Services
Uniform Health Facility Discharge Data System

50b * Hospitals correcl errors on the dats Software & Non- | Ongaing.
. . Software .
- 50¢ + Data quality assurance review and notifies Software & Non- | Ongoing

hospitals of outlicrs Software

50d s Hospitals provide written documentation of Software, Non- Ongolng
outliers Softwara & Writtan

50e .« Hospitals deem dala is complete for each - Software & Non- | Ongoing
month Software

501 e Notify State that annual data is complete and Non-Software Ongoing
ready for State review and sign-off '

509 »  State reviews validation results and written Non-Software Ongoing

' documentation provided by hospitals.

»  State downloads reports containing validation

results and written documentation

50h s State signs off that annual data is complete Non-Software Ongoing

501 »  Quarterly and annual data output deliverables Software, Non- Ongoing
are generated and made available to State Software & Written

50) »  State downloads quarterly and annual data Software, Non- Ongoing
oulput deliverables from NHHA secured Software & Wiitten
access web portal

60 »  Help Desk for user support calls Non-Software Ongoing

70 ¢ Dedicated support for State Administrator Non-Software Ongoing

&0 s Audit results per requircments available to Non-Sofiware Ongoing
hospitals and State

6. Modify Part 3- Exhibit B, Section 1 Payment Scheduled, Subsection 1.1 Firm Fixed Pfica, Table 1
by replacing it in its entirety to read: ’

# . Payment Schedula Projected Price - Payment
) Dalivary Amount
. Dato -
Implementation Phase Milestones — Year 1 A . '
1 | Final Work Plan accepted by the Slate 4/5/2016 $50,000 $50,000
EST 10 days
afler GAC
Approvel _
2 | UAT Complete and Accepted by tha State 8/26/201€ '}  $50,000 $50,000

New Hampshire Hospital Association
RFP-2016-DPHS-024-UHFDD

. Amendment #1
Page 3ol 7

Contractor lnhlals




New Hampshire Department of Health and Human Services
Uniform Health Facllity Discharge Data Systemn

3 A end =user training complete and recorded 9152018
‘weblnars gvallable from NHHA's secured-access wab
-} -portal ‘
4 | Go-Live - System Deployed for production 9!30!2016 $40,000 $40,000
7, Limplemeritation: Phase Mllgstones =Year2. .~ |, A B RS
5 -| Hold Back Period Complete - System Accepted by the 12/311‘2018 $10,000 $10,000
'| Siate . -
Podtes T o ?'-"{,‘-" .almplomomntlon subtota) | 7. o -« [ $200,000. “-8200000 )
vl Y e DT i YWimplemaontation dosts) . 0 _ ] D et a2 T
s ‘Procaulng'ofFYZMS Daté‘(lnpailom, Outpeﬁqm. LG .." i~ TR i )
) 'f& Smclal_ix] IR s DL I K . K D TRSRIT KRR s
6 | CY 2015 Inpatient Dela output Deliverables are 1113012018 $25,000 $25,000
-generated and made avalleble to Stats - Year 1 ‘ .
7 | C¥ 2015 Outpatient & Specialty Data output 11/30/2018 $25,000 -$25,000
Deliverables are generated and made avallsble to
State - Year2 _
N ARG * Procesilngiof-FY.-2015.Data. Subtotdl .7 77 . -4, 1$50,000 $50.0007 " -
i. . .“l!Operations| Phago.Milgstones .. *“a ... 0 v L . -w ol LAY RO S
8 | Yesr 2 - Ongoing Operations and Reposting Ending £75,000 $75,000
. . - 9/30/2017
9 | Year 3 = Ongolng Operations and Reporting Ending $75,000 $75,000
T 8/30/2018 |
10 | Year 4 — Ongoing Operations and Reporting Ending $75,000 . $75,000
/3072019 .
11 | Year 5 - Ongoing Operations end Reporting Ending $75,000 $75,000
. 9/30/2020
S Subtota!‘ CreFalenty e T, -.::g-‘ A TR moooo. r. 330_00001‘"‘
T l(Or_lg_q_l_rm Operations Bna: Roportlng\Yonru-Z- 5)\ Bt TR § IR Lt A
Enhancement Milastones — Year 8 .
12 | Final Work Plan accapled by the State EE;:% ?gl ~ Included - included
Approval : g
13 | Sysiem Enhancements compieted 42/31/2020 Included tncluded
14 | All end —user treining complete 1213112020 Included Included
15 | Update Submission Manusal * 12/31/2020 Included ' included
18 Go-l.lve System Deployad for production 12131f2020 $15,000 $15,000
o ]r_. . ?"‘ do ST, Y Enhancenént Subtotatfls T T ;‘ 815"000 WY 315000,L
boposs. © L0 g ?(Enhfnﬁca‘:ﬁem‘{eom)tm S B/ T
ML |_0poraﬁonal_Ehasa‘Mllesmnea._'__;_: =TSkl ‘,; ": !"":‘f'?.. A 'J ;1"’?’. :
17 | Year 6 — Ongoing Operations and Reporting ] Ending $100.000 $100,000
.. S 8/30/2021
18 | Year 7 — Ongoing Operations and Reporting Ending $103,000 $103.000
9/30/2022
19 | Year 8 - Ongoing Operations and Reporting - Ending $106,080 $108,090
9/30/2023
20 | Year 8- Ongoing Operations and Reporiing Ending $109,273. $109.272
9/30/2024
21 | Year 10 - Ongolng Operations and Reporﬂng Ending $112,551 $112,551
9!30!2025 .
TSR, = BT R Sy ey STy U ) (S804 - (8330 wg.-t
<419{(Qngoing,0 Opcmﬂons:and Rapoﬂlng)Yemﬁ- L[] AR LR i N
s & AFEIXED,PRICETOTAL L &) [~ ° 27 '??-.;;.-’- pE T )31 095, 9141‘ $1 095 914;.

New Hampshire Hospltal Assoclation Amendmeant #1 Contractor initials T
RFP-2018-DPHS-024-UHFDD Pagodof 7 Date o0




New Hampshiré Departmont of Health and Human Services
Uniform Health Facllity Discharge Data System

7. Add Exhibit K, DHHS Information Seéudty Requirements, which is attached hereto and
incorporated by reference herein.

New Hampshire Hospital Association Amandmaent #1 ‘ Contractor Inltisls -
RFP-2018-DPHS-024-UXFDD Page 5ol 7 Date



New Hampshire Department of Health and Human Services
Uniform Health Facllity Discharge Data System

All terms and conditions of the Contract not incensistent with this Amendment #1 remain In full force and
effect. This amendment shall be effective upon the date of Govemor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date writter: below,

State of New Hampshire
Deparimant of Health and Human Services

09/09/2020 [%an

Date Name: Lisa Morris
‘ Title:  Director .

New Hampshire Hospltal Association

ACIEY S . HKasbor, A Bpuch Dt

Date - - Name: npeed £ Sizpeno THUAS
0
Now Hampshire Hospital Association Amendment #1

RFP-2016-DPHS-024-UHFDD : Page6of 7




New Hampshire Department of Health and Human Services
Uniform Health Facllity Discharge Data System

The preceding Amsndment, having been reviewed by this office, is approved as to form, substance, and
axacution.

OFFICE OF THE ATTORNEY GENERAL

09/09/20 Cathariine frinoa

Date Namae: _
Title:  Catherine Pinos, Attorney

" 1 hereby cerlify that the foregolng Amendment was approved by the Governor and Executiva Council of
the State of New Hampshire st the Mesting on: (date of meeting)
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DHHS Information Security Requirements

A. Definttions

The following terms may be reflacted and have the described meaning in this document:

1. ‘Breach” means the loss of control, compromise, unauthorized disclosure,
vnauthorized acquisition, unauthorized access, ‘or any similar tarm referring to
situations where persons other than authorized ‘users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach™ shall have the same meaning as the term “Breach” in section
164.402 of Thle 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning "Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, {).S. Depariment

_of Commerca. : o

3. "Confidential Information™ or *Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financlal, public
assislance benefits and personal information Including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Heslth Information and
Personally Identifiable Information.

Confidentla) Information also includes any and all-information owned or managed by
the State of NH - created, received from or on bahalf of the Department of Health and
Human Services (DHHS) or accessed In ‘the course of performing contracted
sarvices - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but Is not limited to
Protected Health Information (PHI), Personal Information (Pl}, Personal Financial
Information (PFI), Federal Tax Information (FT1), Soclat Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidantial information.

4. “End User" means any person or entity (e.g., contractor, conlractor's employee,
business associate, subcontractor, other downstream user, etc.) that recelves
DHHS .data or derivative data in accordance with the terms of this Contract.

5. "HIPAA” means the Health Insurance Portability and Accountability Act of 1996 andthe
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either falled or successful) to gain unauthorized access to a
system or its data, unwanied disruption or denia! of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or saftware characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of date through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or elactronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. *Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adaquately secure for the transmission of unencrypted P), PFt,
PHI or confidential DHHS data.

8. "Personal Information” {or “PI") means information which can be used to distinguish
or trace an individual’s identity, such as their name, socia! security number, personal
information as defined in New Hampshire RSA 359-C:19, blometric records, efc.,
alone, or when combined with other personal or identifying information which Is linked
or linkable to a specific Individual, such as date and plaoe of birth, mother's maiden
name, etc.

8. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by tha United
States Department of Health and Human Services.

10. *Protected Health Information” {or "PHI") has the same meaning as provided in the
definition of *Protected Heatth Information™ in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11, “Security Rule” shell mean the Security Standards for the Protection of Electronic
Protected Health Informalion at 45 C.F.R. Part 164, Subpart C, and amandments
thereto.

12. "Unsecured Protected Health information™ means Pratected Heatth Information that is
not sacured by a technology standard that renders Protected Heslth Information
unusable, unreadable, or Indecipherable to unauthorized Individuals and is
developed or endorsed by a standards developing organization that is aocreduted by
the American National Standards Institute.

L RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Buslnass Use and Disclosure of Confidantial Informatlon.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
excapt as reasonably necessary as outlined under this Contract. Further, Coritractor,
including but not limited to all fts dlreclors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constituie & violation
‘of the Privacy and Security Rula.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by addilional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and musl not disclose PHI in viclation of such additional
restrictlons and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract, ’

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated In this Contract. ’

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract, ' ’

lIl. METHODS OF SECURE TﬁANSMISSION OF DATA -

1. Application Encryption. If End User Is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that sald
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Pertable Storage Devicas. End User may not use computer disks
or portable storage devices, such as a thumb drive, as @ method of transmitting DHHS
data.

3. Encrypted Email. End User may 6nty employ email to transmit Confidential Data if
emall is encrypted and being sent to and being received by email addresses of
persons authonized to receive such information.

4 Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers {SSL) must be used and the web site must be
sacure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosling services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

. 6. Ground Mail Service. End User may only transmit Canfidential Data via certified ground
mail within the continental U.S. and when-sent to a named individual. :

7. Laptops and PDA. If End User is emp‘loying portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

—
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wireless network. End Usé.r must employ a virtual private netwark (VPN) when
remotely transmitting via an open wireless network.

8. Remote User Communication. If End-User Is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile dewce(s) or laptop from which information will be

. transmitted or accessed,

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protoco), If-
End User is employing an SFTP to transmit Confidential Data, End User will
struchire the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidantial Data will
be coded for 24-hour auto-deletion cycte (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is fransmitting Confidential Data via wireless devices, all
data must be ancrypted to pravent Inappropriate disclosure of information.

lli. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

Tha Contractor will only retain the data and any derivative of the data for the duration of this
Contract. ARer such time, the Contractor will have 30 days to destroy the data and any
derivative In whatever form It may exist, unless, otherwise required by law or permitted
‘under this Contract. To this end, the partias must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
Statos. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and Includes backup
data and Disaster Recovery localions.

2. The Contractor agrees to ensure proper security manitoring capabilitles are in
place to detect potential security events that can Impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees 1o provide securily awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retaln all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored In a Cloud must be in a
FaedRAMP/HITECH compliant solution and comply, with all applicable statutes and
regutations regarding the privacy and security. All servers and devices must have
curréntly-supported and hardened operating systems, the latest antl-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection:

6. The Contractor agrees to and ensures ils complete cooperation ‘with the State's .
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

N

B.. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented procass for
securely disposing of such data upon request or contract termination: and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with Industry-accepted standards for secure deletion' and maedia
sanitization, or otherwise physically desiroying the media (for example,
degaussing) as described In NIST ‘Special Publication 800-88, Rev 1, Guidelines
for Media Sanltization, National institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and cedity in writing at
time of the data destruction, and will provide written cenification to the Department
upon request. The' written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
raguletory and professiona! standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specifiad, within thity (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agress to completely destroy all electronic Confidential Date
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees 1o safeguard the DHHS Data received under this Contract, and any
derivative data or flles, as follows:

1. The Conlractor will maintein proper security controls to protect Department
confidential Information collected, processed, managed, and/or stored in the delivery
" of contracted sarvices.

2. The Contractor will maintain policies and procedures to protect Department
confidential Information throughout the information lifecycle, where applicable, (from
creation, transformatlon, use, storage and secure destruction) regardless of Ihe
media used to store the dala (i.e., tape, disk, paper, etc.).

/"-
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper securty monitoring capabilities ars in place to
detect potential security events that can impact State of NH systems end/or
Department confidential information for contractor provided aystems. |

5. The Contractor will provide regular security awareness and education for Its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
* suppoiting the services for-State of New Hampshire, the Contractor will maintaln a
program of an internal process or processes that defines spechic security
expectations, and monitoring compliance ta aecurity requiremants that at a minimum
match those for the Contractor, including breach notification requirements. '

7. The Contracior will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreemants will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized. L

8. If the Department determines the Contractor Is & Business Assoclate pursuant to 45

CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreament

- (BAA} with the Department and is responsible for maintaining compliance with the
agreemsnt, '

8. The Contractor will work with the Department at its raquest to complete a Security

"~ Risk Assessment as described .in this paragraph. The purpose of the Risk
Assessment is to enable the Department and Contractor to monitor for any changes
In risks, threats, and vulnerabilities that may occur over the life of the Contractor
engagement. Specifically, the Contractor agrees to perform a Security Risk
Assessment no less than annually utilizing ONC guidence tools and consistent with
NIST standards. '

10. Data Security Breach Llability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring. services, mailing costs and
costs associated with website and telephone call center services necessary dus to
the breach.

11. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential information, and must In afl other respects
maintain the privacy end security of Pl and PHI at a level and scope that is not leas
than the lavel and scope of requirements applicable lo federa! agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identiflable health
Information and as applicable under State law.

12. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical. safeguards to protect the confidentiality of the Confidential Data end to
prevent unauvthorized use or access o it. The safeguards must provide a level and .
scope .of security that is not less than the level and scope of security requirements

~ astablished by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement al https://www.nh.gov/doit/'vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procuremant information retating to vandors.

13. Contractor agrees to maintain a8 documented breach notification and Incldent
response process. The Contractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
pravided in Section V1. This Includes e confidential information breach, computer
sogurity incident, or suspected breach which affects or includes any State of New
Hampshire syslams that connect to the State of New Hampshire network.

14. Contractor must restrict access to the Confidentlal Data obtalned under this
.Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

15. The Contractor must ensure that all End Users:

8. comply with such safeguards as referenced In Section IV A, above,
implemented to protect Confidential Information that is fumnished by DHHS
-under this Contract from loss, thefl or inadverient disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, Pl, or
PF| are encrypled and password-protected.

. d. send emalls containing Confidential information only if encrypted end being
sant to and being received by email addresses of persons authorized to
receive such information.

. - —
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e. limit disclosure of the Confidential Information to tha extent permitted by law.

f. Confidential Information received under thls Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physicelly and technologically secure from access by unauthorized persons
during duty hours as well 8s-non-duty hours (e.g.. door locks, card keys,
blometric identifiers, etc.). :

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in afl cases,
such data must be encrypted at all times when In transit, at rest, or whan-
stored on portable madia as required in section iV above. '

h. in ell other instances Confidentlal Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assassmant of the circumstances invotveq.

i, understand that their user credentiats (us'ar name and password) must not be
shared with anyone. End Users will keep thelr credential information securs.

This applies to credentials used to access the site directly or indirectly through
a third party application. :

.Contractor Is responsible for oversight and compllance of their End Users. DHHS
reserves the right to conduct ensite. Inspections to monitor compliance ‘with this
Contract, Including the privacy and security requirements provided in hergin, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
Is disposed of In accordance with this Contract.

LOSS REPORTING

The Contractor must nolify the State's Privacy Officer and Security Officer of any
Securlty Incidents and Breaches immediately, ot the emall addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and In accordanca with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must alsc address how the Contractor will:

1. ldentify Incidents;

2. Determina if personally identifiable information Is involved inlncidents:

3. Rapor suspected or confirmed Incidents as required in this Exhlbit or P-37,
4

. |dentify and convene a core response group to determine the fisk level of Incidents
and delermine risk-based rasponses to Incidents; and .
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5. Determine whether Breach notification is required, and, Iif so, identify appropriats
Breach notification meéthods, timing, source, and contents fram among different
options, and bear costs associated with the Braach notice as well as any mitigation
measures. )

Incidents and/or Breaches that Implicate Pi must be addressed and reported, as
_applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. DHHS Privacy Officer:
’ DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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New Hampshire Department of Health and Human Services
Uniform Hospital Facllitles Discharge Data System -

State of New Hampshire
Department of Health and Human Services
Amondment #1 to the Unliform Hospital Facllities Discharge Data System
Memorandum of Agreement

This 1* Amendment to the Uniform Hospital-Facilities Discharge Data System Memorandum of Agreement
(MOA) (hereinafter referred to as “Amendment #17) Is by and between the State of New Hampshire,
- Department of Heaith and Human Services (hereinafter referred to as the "State® or "Department”) and
New Hampshire (nsurance -Department (NHID), (herelnafter referred to as “the Agency”), a New
Hempshire State Agency located at 21 South Fruit Street Suite 14, Concord, NH. .

WHEREAS, pursuant to an agreemant (the "Memorandum of Agreement”) approved by the Governor and
Exacutive Council on May 14, 2016, (Item 14), the Agency agreed to perform certain services baséd upon
the terms and conditions specified in the MOA and in consideration of certain sums specifiad: and

WHEREAS, pursuant to the MOA Section 2, the MOA may be modified upon written agreement of the
parties and approval from the quamor and Execulive Council if necessary; and _

WHEREAS, the parties agree to increase the price limitation and modify the MOA to support continued
- delivery of these services; and .

NOW THEREFORE, In consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hareto agree to amend as follows: ’
1. Modify MOA by replacing in-its entirety with MOA Amendment #1, which is attached hereto and
incorporated by reference herain. ' '

2. Add Attachment #1 Public Use Data Set Application,-which is attached hereto and incorporated by
reference herein.

New Hampshire insurance Daparimaent Amandment #1 Contractor Infials
MOA-2016-0PHS-024-UHFDO-A01 Page 1 of 3 Date




New Hampshire Departmont of Hoalth anci Human Services
Uniform Hospital Facllities Discharge Data System e

All tarms end condltions of the Confract consistent with this Amendment #1 remaln in full force and effect.
This amendment shall be effective upon Govarnor and Executive COuncll approval.

IN WITNESS WHEREOF, the parties have set thelr hands as of the date writtan below,

State of New Hampahire
Departmeant of Heaith and Human Services

ﬁ!;}}oao -. . %M

"ﬂm‘tdrl Shibinctte
Commissioncy

New Hampshire Insurance Department

9{z]zor0 . ' SOgT—
Date - stopher NicoRpoulos, Commissioner
New Hampshire Insurance Departmant.

New Marnpshire Insurence Department Amondment §1
MOA-2018-DPHS-024-UHFDD-A(M Pego2otd '



New Hampshire Department of Health and Human Services
Uniform Hospital Facilities Discharge Data System

The preceding' Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ' : - '

OFFICE OF THE ATTORNEY GENERAL

08104720 : Catherine friroa

Date . Name:
Title: Catherine Pinos, Altorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: . (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date . " Name;
‘ Title:
New Hampshire Insurance Department Amendment #1
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MEMORANDUM OF AGREEMENT BETWEEN !
THE STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES,
DIVISION OF PUBLIC HEALTH SERVICES

AND

THE STATE OF NEW HAMPSHIRE INSURANCE DEPA_RTMENT

MOA-2016-DPHS-024-UHFDD
Amendment #1

1. GENERAL PROVISIONS

This is the first Amendment to the ‘Memorandum of Agreement (MOA) between the New
Hampshire Depariment of Health and Human Services (DHHS), Division of Public Health
Services, 29 Hazen Dr., Concord, NH 03301 and the New Hampshire Insurance Department
(NHID), 21 South Fruit Street Suite 14, Concord, NH (referred to as the *Parties"), as approved
by the Governor and Executive Council on May 4, 2016 (Item#14).

1.1. The purpose of this MOA is to set forth the roles and responsibilities of the DHHS
and NHID as they continue to work jointly to develop and maintain NH Uniform
Healthcare Facility Dlscharge Data Set (UHFDDS). In accordance with RSA 126:25 and
RSA 126:28, the DHHS collects health facility discharge data sets, and makes them
available to the NHID, other state government agencies, legislators, local health

_planners ang qualified researchers. The NHID, in particular, receives the public use
data sets and the name of the insurance company. NHID relies on these data for
purposes of developing a better understanding of health care costs in connection
with the NHID annual hearing and annual report on premium rates in the health
insurance markets, as specified in RSA 420-G:14-a,V, and VI. The health care
facility discharge data sets are critical for recognizing emerging patterns of health
care utilization, quantifying the incidence and burden of disease and injury among
New. Hampshlre residents, and understanding and controlllng the large and
increasing fi nancial burden of hospitalizations for disease and injury.

1.2.. Health care facilities licensed under RSA 151 are required to submit health care data
as specified by the Commissioner of the DHHS, pursuant to RSA 126:27.

1.3. Pursuant to RSA 420-G:14-a,V and VI, the NHID is required to prepare an annual
report concerning premium rates in the health insurance markel and the factors,
including health care costs and cost trends, that have contributed to rate increases
during the prior year.

14, In connection with the performance of this MOA, DHHS, and NHID shall comply with
all applicable laws and regulations, including the Health Insurance Portability and
Accountability Act (HIPAA), :

1.4.1. NHID shall safeguard any confidential information, according to the data
security standards appropriate for the non-public data it receives from DHHS.

2. TERM

2.1, Effective date: This amendment to the MOA is effeclive upon Govermnor and
Executive Council approval.

2.2, Duration: The duration of this MOA is from the date of approval by the Governor and
Execulive Council through September 30, 2025. The parties may extend this MOA

MOA-2016-DPHS-024-UHFDD-01-A01  Amendment #1
Page 1 of 3



Memorandum of Agreement Between DHHS and NHID
MOA-2016-DPHS-024-URFDD-01-A01

v

23.

for up to one (1) year at'any time by mutual written agreement, subject to the
continued availability of funds, salisfactory performance of responsibilities, and
approval of the Governor and Executive Council.

* Modification: The parties may modify this MOA by mutual written agreement at any
_time. subject to the approval of the Governor and Executive Council.

Termination: Either party may unilaterally lenninale_'this MOA upon written notice to
the other party, in which case the termination shall be effective thirty (30) days after

- the date of that notice or at a later date specified in the nofice.

3. RESPONSIBILITIES OF THE NEW HAMPSHIRE INSURANCE DEPARTMENT
The NHID agrees to:

3.1.

3.2,

33

34

Be a member of the UHFDDS Workgroup and as such shall participate in ongoing
project coordination to monilor the vendor contract with the New Hampshire Hospltal
Association.

As a member of the UHFDDS Workgroup, the NHID shall share in the responsibility
of identifying vendor compliance issues, approving invoices, and developing an
efficient strategy for use of contractor services on an ongoing basis, both before and
after 9/30/20. The NHID will receive regular updates and progress reporis from the
vendor and shall be notified if there is any variation in the manner in which the funds
are being spent.

The NHID and DHHS shall share the cost of the contract by paying equal amounts
for yearly maintenance. NHID shall utilize Agency Funds to pay the vendor for
contracted services, and the vendor conlract shall include a payment schedule
consistent with the availability of NHID Agency Funds. The total contribution from
the NHID shall not exceed $265,458 over the five years of the contract. Payments
shall be as follows: $50,000 SFY 21, $51,500 SFY 22, $53 045 SFY 23, $54,637
FY 24, and $56,276 SFY 25.

The NHID shall update the UHFDDS Application and End User Agreement as
needed in the event of a change in the data requested or to add or delete End Users.
The End User Agreement is attached as Attachment A.

4. RESPONSIBILITIES OF THE DEPARTMENT OF HEALTH AND HUMAN SERVICES
The DHHS agrees to:

4.1,

4.2.

’

Abpoinl and maintaining a Project Planner. The Project Planner will have the
following responsibilities:

4.1.1.1. Participate in the UHFODS Project Workgroup,
4.1.1.2. Monitor the project work plan in consultation with the Project Planner; and

4.1.1.3. Inform the Project Manager and all workgroup members of any urgent
issues il and when they arise.

The DHHS shall be the signatory of the contract and, as such, shall have the
authority to exercise any and all of the legal remedies allowed it under the contract.

MOA-2016-DPHS-024-UHFDD-01-AD1
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Memorandum of Agreement Between DHHS and NHID
MOA-2016-DPHS-024-UHFDD-01-A01

4.3, Operation and Suppon of the System:

4.3.1.1. During the term of the vendor contract, the DHHS shall be responsible for
maintaining data collection and reporting.in accordance with RSA 126:25
and RSA 126:28.

4.31.2. Work in partnership with the vendor to address data submission

: compliance, but primary responsibility for identifying data submission

issues shall rest with the vendor in consultation with the state Project
Manager. ’

4:3.1.3. To the extent allowed by law, and after DHHS receives a comﬁleted
: UHFDDS Application and signed End User Agreement NHID will have
access to yearly datasets once the datasets are complete.

44. - Review data files submitted by the vendor for completeness and accuracy. DHHS

will recommend changes 1o the health care facility discharge data collection system
as needed to maintain efficiency, and compliance with state l[aws and regulations.

5. IT1S FURTHER UNDERSTOOD AND AGREED BETWEEN DHHS AND NHID THAT:

5.1.

5.2.

53.

54,
5.5.

56.

5.7.

5.8

Upon ongoing satisfaclory completion of data collection and consolidation services,
consistent with vendor contract requirements, payments for vendor invoices will be made
by DHHS and the NHID directly to the vendor. DHHS will forward DHHS-approved vendor
invoices to the NHID with a recommendation for payment if the work billed for has been

performed in 2 salisfactory manner. -

Notwithstanding any provision of this Agreement to the conlrary, all abligations of the DHHS

and NHID hereunder, including, without limitation, the continuance of payments hereunder,

are contingent upon the availability and continued appropriation of funds, and in no event

shall the DHHS and NHID be liable for any payments hereunder in excess of such available

appropriated funds. in the event of a reduction or termination of appropriated funds, the

DHHS and NHID shall have the right to withhold payment unlil such funds become

available, if ever, and shall have the right to terminate this Agreement immediately upon -
giving the Contractor notice of such termination. DHHS and NHID shall not be required to

transfer funds from any other account to the Account identified in 3.3 in the event funds in

that Account are reduced or unavailable.

Disputes arising under this MOA which cannot be resolved between the agencies shall be
referred to the New Hampshire Department of Justice for review and resolution.

This MOA shall be construed in accordance with the laws of the State of New Hampshire.

The padiés hereto do not intend to benefit any third parties and this MOA shall not be
construed to confer any such benefit.

In the event any of the provisions of this MOA are held to be cantrary to any state or federal
law, the remaining prowsnons of this MOA wnll remain in full force and effect.

This MOA, which may be executed in a number of counterparts, each of which shalt be
deemed an original, conslitutes the entire MOA and underslandings between the parties,
and supersedes all prior MOA's and understandings relating hereto.

Nothing herein shall be construed as a wawer of sovereign immunity, such immunily being
hereby specifically preserved.

MOA-2016-DPHS-024-UHFDD-01-A01
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
BUREAU OF PUBLIC HEALTH STATISTICS AND INFORMATICS

Lorl A. Shibinette .
Commlssioner 29 IIAZEN DRIVE, CONCORD, NH 03301
. 603-271-4988  1-800-852-3345 Ex1. 4938
Lhﬂn-i‘:t-t-:::"h Fax: 6032718705  TDD Access: 1-800-735-2964

www.dhhs.nh.gov

Uniform Healthcare Facility Discharge
Data Set (UHFDDS)

Public Use Data Set
Application

Please send your complete and signed application materials to the following address:

NH UHFDDS

Bureau of Public Health Siatistics & Informatics
Division of Public Health Services

Department of Health and Human Services

29 Hazen Drive

Concord, NH 03301-3857

Email: HospitalDala@@dhhs.nh.gov

This data sct application will be processed in accordance with the provisions of
NH RSA 126:28 and the Memorandum of Agreement between the Department

of Hcalth and Human Services and the New Hampshire Department of
Insurance.



Part I: Request for Data
Individual and Organization Requestor and Shipping Information

Contact Person’s Name and Title: [ |

Organization/Department A fTiliation (if applicable): | |

Address: ||

Telephone Number:

Fax Number: | - ‘ _ N
E;mail Address: | |

Date: ] |

Data Betrieval [of ion/D tease/D et

Datasets may be provided via secure email or in some circumstances via secure FTP.

Please indicate your Agency’s expected use of the data requested:

= -

NH UHFDDS Public Use Dataset Application (5/27/20) Page | of 6



Part 1L Specification of Request for Public Use Datasct

Enstructions for using the following checklists:

el i S

Please indicate the type of data and years requested by checking boxes below:

Check O dauwascts requested
Spccifv year(s) of data requested bascd on vears of data available.
Please contact HospitalData@dhhs.nh.gov to request data prior 1o 2010.
Indicate the software format in which you would like to reccive dataset.

Dischrge Requested

2010 2011 2012 2013 2014 2015 2016 07 _ 018
Inpaticnt Q 0 O O O O 0 a 0O
Oupatient | - O D a 0 O 0 a a (]
specialty . . O 0 Db | o | O O 0 O D

Important Note:

The 2010 and 2011 New Hampshire hospital discharge datasets contain known data quality issues and are
unfortunately not reliable for surveittance or research. Additionally, a 2010 change to'the rule (NH He-C 1500)
govemning the collection of discharge data extended the reporting of outpatient visils to a large generatized sel
of data but removed the emergency department (ED} indicator field. Consequenily, identification of ED
discharges or inpatient discharges resulting from ED visits is not currently possible.

Please indicate how you would like to receive the data:

Comma-delimited [ R O3 SAS (O spss [

NH UHFDDS Public Use Dataset Application (5/27/20) Page 2 of 6



Engd User Terms and Conditions:

All individuals affiliated with NHID and working with the data received under this application shall also sign the
Agreement to comply with the End User Terms and Conditions,

This Public Use dataset (“the dalasel") is provided to support the information needs of the New Hampshire Insurance
Department (NHID) for the specific purpose as stated above and for i umprov:ng service delivery, evaluating health care,
and moniloring the heatth of the people of New Hampshire. By receiving the dataset, NHID agrees to comply with the
following terms and conditions: ' '

I. The dataset may be used for statistical reports and analyses. Commercial use of this datasei is prohibiled.

2. The dataset shall not be shared, in part or in total, with any individual or entity other than authorized employees of
" NHID.

3. NHID shall follow all state and federal laws and regutations 1o ensure the privacy and confidentiality of any individua)
patient or individual health care practitioner whose data is included in the dataset.

4. NHID shall not to attempt to learn the identity of any person included in the dataset and shall not combine the
dataset provided with other dataset(s) for the purpose of linking or matching records to identify anyundmdual
patient or individual health care practitioner.

5. NHID shall not disclose or make use of the identity of any individual patient, individual health care
practitioner, or establishment discovered inadvertently. NHID shall report any such discovery within 24 hours

to: DHHS InformatidénSecurityOfficer(@dhhs.nh.gov and DHH§Privacgomcer@dhhs.nh.gov.

6. NHID shall not imply or state, either in written or oral form, that interpretations based on the dataset are those
of the original data sources and the New Hampshire Department of Health and Human Services, Division of
Public Health, nor any of its bureaus or program entities unless the parties are formally cotlaborating.

7. Failure to comply with any of the above requirements may be subject 10 legal action.

8. NHID shall acknowledge, in all reports and/or presentations based on the data dcrwed from the dalasel,
thai the original source of the data is the Public Use Dataset. NHID shall not imply or state, either in
written or oral form, that interpretations based on the dataset are those of the Department of Health and
Human Services, Division of Public Health or the State of New Hampshire. -

" 9. Inany use of the data in statistical reporting, NHID should include the following suggested citation: “The
Public Use Dataset was provided by the New Hampshire Department of Healih and Human Services.
Division of Public Health Services, Bureav of Public Health Statistics and Informatics.”

10. If the dataset is provided by sFTP, NHID undersiands that the sFTP details and/or any information security
credentials {user name and password) shall not be shared with anyone. This applies 1o credentials used 10
access the site direcily or indirectly through a third party application.

11. NHID shall notify the Department immediately upon discovery if identifiable and/or confidential information is
inadvertently included in the data set. :

NMID User |

Signature . ) Daic

Printcd Name

Busincss Name Title

NH UHFDDS Public Use Dataset Applicarion (5/27/20) Page 3 of 6



NHID User 2

Signature

1

Printed Name )

NHID User 3

Signature

L]

Printed Name -

NHID User 4

Signoture

- "

Printed Name

NHID User §

Signuture

-

Printed Name

NH UHFDDS Public Use Dataset Application (5/27/20)

Date

Title

Daie

Tile

Duc

Title

Dae

Title
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Public Use Data Request Attachment A
Data Table Elements and Description
Public Use Table Fields

Fletd Field Name Fleld Description
Posltion ' )
1 DISCHARGE_KEY Unique encounter identifier assigned by the NH UHFDDS Data
Management System. :
2 HDD_HOSPITAL_CDE NH hospital code
3 HOSPITAL_NME" NH hospital name
.4 HOSPITAL_TYPE_CDE NH hospital service type

S PT_AGE_GROUP Patient’s 5-year age group

6 PY_GENDER_CDE Patient’s sex .

7 PT_RESIDENCE_COE Patient’s county FIPS code for NH resident. Non NH residents were
coded as ‘non-NH’, ‘

8 FACILITY_TYPE_CDE The first two digits of the type of bill to identify the type and

. classification of facility that provided care to the patient
S CLAIM_FREQ The third digit of the type of bill to indicate the sequence of a ¢laim in
- | the patient’s current episode of care.
10 DISCHARGE_TYPE Type of dischaArge, either inpatient, outpatient or specialty
11 ED_FLAG A flag if Revenue code 045X appears in any of the revenue codes on
. . discharge.

12 OBS_FLAG A flag if Revenue code 0762 appears in any of the revenue codes on
discharge. :

13 ADMISSION_YEAR Year of admission

14 DISCHARGE_YEAR Year of discharge.

15 LENGTH_OF_STAY The number of days between admission and discharge from an
inpatient care facility.

16 ADMISSION_HOUR_NBR The time a patient was admitted.

17 ADMISSION_TYPE_CDE The type and priority of an inpatient admission

18 ADMISSION_SOURCE_COE The source of the referral for the admission or visit

19 DISCHARGE_HOQUR_NBR The time a patient was discharged.

20 PT_RELATIONSHIP_COE The code to identify the patient refatianship to the insurance plan

) subscriber,

21 PRIMARY_PAY_SOURCE_CDE Primary payer classification code

22 PRIMARY_PAY_GROUP_TXT Primary payer classification description

23 TTL_DISCHARGE_CHG_AMT The total charges for all services an discharge.

24 PT_DISCHARGE _STATUS_CDE The code to identify the status of the patient as of the discharge date

25-27 - | PT_REASON_FOR_VISIT_n_CDE The diagnosis code to identify the patient’s reason for visit. {up to 3)

28 ADMITTING_DX_COE The diagnosis code used to identify the patient's Initial diagnosis at
admission. )

29 (CD_VERSION Diagnosis ICD code identifier )

30 PRINCIPAL_DX_CDE The diagnosis code Identifying the diagnosis, condition, problem or -
other reason for the admission/encounter/visit shown in the medical
record 1o be chiefly responsible for the services provided.

31-39 OTHER_DX_n_CDE The diagnosis code identifying the patient’s other diagnosis (up to 9}
a0 AGENCY_DRG_COE . The Diagnosis-refated group code to classify any inpatient stay into
groups for the purposeas of payment.

41 AGENCY_MDC_CODE The Major Diagnostic Categories code to identify a particular medica!
specialty in an inpatient discharge.

NH UHFDDS Public Use Dataset Application (3/27/20)
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Fleld - Field Name Field Descripticn
Position : .

42-45 - EXTERN_INJURY_CAUSE_n_CDE External cause of injury code [up to 4) , )

46-50 REVENUE_n_CDE Revenue code is used on hospital bills to tell the insurance companies
either where the patient was when they received treatment, or what
type of item a patient might have received as a patient. The code Is
to identify specific accommodations and/or ancillary service in_
ascending numeric order, by date of service if applicable. {up to 5)

51 PRINCIPAL_PROCEDURE_CDE | The code indicatas the principal procedure performed during the
. period covered by the institutional claim.

$2-56 OTHER_PRCCEDURE_n_CDE The code'that indicates the other procedure performed during the

period covered by the institutional claim {up 10 5)

Additional requested'dala element which is not a direct or indirect identifier:

Field Position | Fleld Name

I ‘ Field Description

57

| PAYER_NME .

| Primary insurance name or self-pay

NH UHFDDS Public Use Daiaset Application (5/27/20)
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES ez
(I
N ./ NH DIVISION OF
29 HAZEN DRIVE, CONCORD, NIt 03301 650) It Servi
603-271-4988  §-800-852-3348 £x1. 4938 -—“ PUbl.'c Hcallh‘ ccs‘

Fax: 603-271- TDD Access: 1-800-735-2964

deflrey A, Meyers
Commissioner

L

Mercells Jordsa Bobiasky
Actng Director

March 17, 2016

Her Excellency, Governor Margarel Wood Hassan
and the Hanorable Council -

Slate House ,

Concord, New Hampshire 03301

REQUESTED ACTION

1.) Authorize the Department of Health and Human Services, Division of Public Health Services to -
enter into a Memorandum of Agreement with the Department of Insurance. This Memorandum of
Agreement will allow for the Department of Insurance to provide funding for the Uniform Health
Facilities Discharge Data System contract in the amount of $250,000. The New Hampshire Insurance
Department is required by law to use hospital discharge data to prepare an annual report concerning
premium rates in the health insurance market and the factors that have contributed to rate increases
during prior years, The Memorandum of Agreement. will be effective upon Governor and Executive
Council approval through September 30, 2020.

2) Authorize the Department of Health and Human Services, Division of Public Health Services, to
enter into an agreement with the New Hampshire Hospital Agsociation (Vendor #160051), 125 Airport
Road, Concord, New Hampshire 03301, to provide 'a Uniform Health Facilities Discharge Data System
for the collection of health care facilities discharge data, in an amount not to exceed $550,000 effective
upon Govemor and Executive Council approval through Seplember 30, 2020. 45% Federal Funds,
55% Other Funds. ‘ :

Funds are available in State Fiscal Year 2016 and 2017 and are anticipated to be available in
Stale Fiscal Years 2018, 2019, and 2020 upon availability and continued appropriation of funds in
future operating budgets, with authority to adjust encumbrances between state fiscal years through the
Budget Office, without further approval from the Govemnor and Execulive Council, if needed and
justified.

'02-24-24.240010-8887 ADMIN OF JUSTICE. AND PUBLIC PRTN, INSURANCE DEPT OF,
INSURANCE DEPT OF, RATE REVIEW CYCLE Wll

Fiscal Year Class Title Activity Code Amount
2016 046-500464 Consultants NA $50.0000
2017 046-500464 Consultants ’ NA $200,0000
2018 046-500464 Consultants NA : . 30
2019 - 046-500464 Consuitants NA 30

2020 {46-500564 Consultants NA 30
Sub-Total: $250,000




Her Excellency, Governior Margaret Wood Hassan
and the Honorable Council
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05-95-95-954010-5952 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AN HUMAN
SERVICES, HHS: COMMISSIONER, OFFICE OF . INFORMATION SERVICES OFFICE OF

INFORMATION SERVICES
- Figcal Year Class Title Activity Code Amount
2017 102-500731 Contracts for Program Svcs 954400 $37,500
2018 102-500731 Contracts for Program Sves 954400 $37 500
2019 102-5007 31 Contracts for Program Sves 954400 $37.500
- 2020 102-5007 31 Contracts for Program Svcs 954400 $37.500
- Sub-Total | $150,000
02-24-.24-24001042520 ADMIN OF JUSTICE AND PUBLIC PRTN, INSURANCE DEPT OF,
INSURANCE DEPT OF, ADMINISTRATION
Fiscal Year Class Title -Activity Code Amount
2017 046-500464 Consultants NA $37.500
2018 046-500464 Consultants NA $37.500 |
2019 046-500464 Consultants NA $37,500
2020 046-500464 Consultants NA $37.500
Sub-Total: $150,000
Totat: $550,000
EXPLANATION

The purpose of this contract is to fund a Uniform Health Facilities Discharge Data System for-
the collection of health care facility discharge data as required by state law. RSA 126:25 requires that
all licensed health care facilities electronically provide their discharge data to the Department of Health
and Human Services. These data have been collected by the Department since 1986 and currently
contains hospital discharge data from thirty-two (32) reporting facilities, comprised of twenty-six (26)
acute care hospitals and six {6) specialty hospitals. The information is used in a wide range of areas
including disease surveillance, trends in drug misuse (including opiates), chronic disease prevention,
quality of care, injury surveillance and prevention, community health assessments, and changing
pattems of health care utilization. RSA 126 provides for the confidentiality of information related to
specific individuals while assuring appropriate access of this {.iata for lawful activities,

Under the terms of the contract, the vendor will collect and process data fram hospitals; ensure
that patient data i$ de-identified; track and communicate to the Department of Health and Human
Services overdue andfor non-compliant hospitals; maintain on-line quality assurance for use by the
Depariment; and other tasks to ensure the collection and reporting of hospital discharge data.

The New Hampshire Insurance Department is also a major consumer of hospilal discharge data
under the authority of RSA 420-G. The data are used in the preparation of an annual report required
by law conceming premium rates in the health insurance market and the factors that have contributed
to rate increases during prior years.

Prior to June 30, 2012, the collection and processing of hospital discharge data was managed
under a contract. Due to cost and other factors, the collection and processing of the data then became
an in-house function through the Department of Information Technotogy and the Department of Health
and Human Services. However, the limited staff resources available in both departments could not
produce data sets in a timely manner, in order to better utilize the limiled resources available, the
Department of Health and Human Services and the New Hampshire Insurance Department sought to
collaborate together to ensure the collection and reporting of hospital discharge data.



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Councxl
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In order to more efficiently use the resources of both agencies, an interagency Memorandum of
Agreement between the Department of Health and Human Services and the New Hampshire Insurance
Department has been executed for the purpose of clarifying the roles and responsibilities of each
agency to work jointly to develop and maintain health care fac:hty ‘discharge data both during and after
the State's transition to the new system.

The availability of funding from the New Hampshire Insurance Department {o support this .

contract is contingent upon approval of the Memorandum of Agreement described above by the
Governor and Council and has been submitted for consideration as a separate item. The Department -
of Health and Human Services anhd the Department of Insurance will contribute 1o the annua!l cost of
collecting and processing data. . '

A Request for Proposals was posted to the Depanments website from September 23, 2015
through November 2, 2015. Four (4) proposals were received. The proposals were evalualed by a
group of individuals with program- specific knowledge and experience. New Hampshire Hospital
Association was selected. A Bid Summary is attached.

This contract contains renewal language which allows for the contract to be renewed for up to
five (5) additional years, at the sole option of the State, subject to the parties’ prior writlen agreement,
the continued availability of funds, satisfactory performance of serwces and approval by the Govemor
and Executive Council.

Should the Governor and Executive Council not appréve this request, the collection and
reporting of hospital discharge data may be delayed.

Area Served: Statewide

In the event that the Federal Funds become no longer available, additional General Funds will
not be requested to support this contract.

Marcella J. Bobinsky
Acting Director

Approved by: /' ' Approved by M
. Roger A. Sevign rey A. Meyers

Commissioner Commissioner
NH Insurance Department Department of Health and Human Service

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for cilizens to achisve heaith and indspendence.



MEMORANDUM OF AGREEMENT
Between

The New Hampshire Insqrance Deparment

And the

New Hampshire Department of Health and Human Services

Agreement Relative to the Collection, Quallty Controi, Presentation and Funding
of the New Harnpshire Discharge Oata Set Pursuan! to RSA 126:25

Paties: This Memorandum of- Agreement (MOA) is between the New Hampshire Depariment of Health and Human

Services (hereinafier "DHHS") located at 129 Pleasant Street, Concord. NH, and the New Hampshire lnsuranée

" Depariment (hereinafter "NHID") located at 21 South Fruil Street Suite 14, Concord, NH (individually, each a "Party” and
collectively “Pariies”™). ’ .

Pumpose: DHHS and the NHID are entering into this MOA in arder to clarify the roles and respensibiliies of each agency

" as they work jointly to develop and maintain health care facility discharge datasets during the State's transition from an
in-house legacy health care facilily data management system to a more éomptehensive vendor-based approach to
collecting and processing heatth facility data. This MOA supersedes and replaces the pravious agreement on this subject
dated.8 3115.° ‘

Backaground: In accordance with RSA 126:26 and Chapter He-C 1500, DHHS collects health facility discharge data
sets, and makes them available to the NHID, other state governmenl agencies, legislators, iocal health planners and
‘qualified researchers. The NHID, in particular, refies on these data for purposes of developing a better understanding of
health care costs in connection with tﬁe NHID annual hearing and annual repart on premium rates in the health
insurance markets, as spedifisd in RSA 420-G:14-a .V and Vi. The heallh facility discharge dala sets are critical for

' recognizing emerging patierns of health care utilization, quantifying the incidence and burden of disease and injury
among New Hampshire residents, and understanding and controlling the large and increasing fnancial burden of
hospitalization's for disease and'ifjury. "

AUTHORITY
Health care facilities licensed under RSA 151 are required lo submil heatth care dala as specified by the Commissioner

of the Department of Health and Human Services. pursuant to RSA 126:27 and He-C 1500

Pursuant to RSA 420-G:14-a, vV and V1, the NHID is required lo prepare an annual reporl conceming premium rates
in the health insurance markel and the factors, including health care costs and cost trends, that have contributed 1o
rate increases during the prior year.

AGREEMENT OF THE PARTIES

For the purposes of this MOA, DHHS and NHID agree to cooperate as follows:
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I. Departmen! of Heaith and Human Services

A, Project Workgroup: DHHS has established a Health Care Facility Discharge Oala Projact Workgroup (HDD
Workgroup®) that will inchude representatives of the NHID, the Depertment of Information Technology (DOIT) the
BHHS Office of Information Services, and the DHHS Division of Public Health Services. The HOD Workgroup will meet
on an ongoing basis lhroughwl the term of this MOA to discuss the status of work undar the vandor contract, and to
plan for how data will be processed should vendor support lerminale.

B-EMstﬁ_igm

1. OHHS, In cooperation and consultation with NHID, has procured a vendor to assist in the collection, storage and
processing of health care facility discharge data and has, sub;ect to Govemor and Council approval, entered into @
conlract with the successful vandor.

2. The conlracl refetenced in paragraph B.1. contemplates work in two phasas, (i) 2n :mplemenlaiuon phase which is
ongoing as of Ihe date of execulion of this agreement and which is projected to end an or bafora December 31, 2015,
and (ji} an ongoing operations 'and mainlenance phase that will begin following the implementation phase. by January 1,
2017. The contract includes the following specific provisions:

s, Vendoris responsible for processing data for dales of servica from 1/1/15-1 2131!20 using identical
processes and encryption methodology lor all data sets.
" b. Al data shall be provided to the state in a format that allows for direct companson between submission
years. .
c. Vendor shall develap a process for engoing data coilection and processing, including a web portal; that
shall be used for data collecied after 9/30/16, regardiess of whather collection is perormed by a
contraclor or intemally by NH DHHS.

3. DHHSIs responsible for appointing and maintaining a Project Manager who shall have overall responsibilily forthe
day-to-day operation of the discharge dala collection project, and who shall manage the activities of the seledled
vendor. The DHHS Project Manager will have the following responsibilities:

a. Execute the project work plan;

b. Review task-specific progress for imeliness, quality, and accuracy in order to achieve and
maintain overgll progress;

c. Provide weekly progress reporis to the HDD Workgroup; and

d. Review polenlial requirement changes and scheduling options to identily potential impacts.an
tha project in arder to identify whather the 'changes may require 8 change of scope.
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4. DHHS is responsible for eppointing and maintaining a Project Planner, The Project Planner will have the following
" responsibilities:

a.- Chair the HDD Project Workgroup:
b. Monitor the project work plan in consultation with the Project Manager: and

C. Inform Ihe Pro;ec! Manager and all workgroup members of any urgent issues if and when they
arise.. i

3 Contracts reguiring Govemor and Council approval will be prepared by DHHS with the NHID as a co-petitioner.

Curing the imple&nnlélion phase of the contract, DHHS will forward DHHS-approved vendor invoices to
the NHID with a recommendation for payment if the work billed for has been performed in a salisfactory
manner, )

7. The DHHS shall be the signatory of the contract and, as such, shall have the aulhorily to exercise any and afl of
the legal remedies allowed it under the contract.

C. Operation and Suppor of the New Systeny:

1. During the vendor contrect executed pursuant to paragraph I. B. 1., DHHS shall bear uttimate responsibility for -
maintaining data_repoiting in accordance with Administrative Rule He-C 1500.
2. DHHS ‘shall work in partnarship wilh the vendor lo address data submission compliance, but primary responsibility
for identifying data submission issues shall rest with the vendor in consultation with the state Project Manager.
3.Pursuant to He-C 1504, DHHS shall be responsible for any release of the data to interested parties, mctud’ ing
overseeing the application process and developing the requested data files. )
4. 'DRHHS will review dala files submitied by the vendor for compleleness and accuracy. DHHS will recommend changes
" to the heaith car_.e facility discharge data collection system as neaded to maintain efficiency and compliance with
state law and regulation.

Il. NH Insurance Department

A !sn!mm:ﬁl_qb_

The NHID shall be a member of the HDD Workgroup created under paragraph LA, and s such shall
participate in ongoing project coordination as the vendor contracd is implemented.
The NHID wili assist and support DHHS in receiving Governor and Council approval for the contradl.
During the implementation phase of the contract, the NHID will use fedaral grant lunds to pay
vendor invoices for work that is performed satisfactorily. All such payments are cohtingnt on the
availability of federal funds, and payments after September 30, 2016 are contingent upon NHID
receiving a no cost extension {or the use of rate.review grant funds.

4. Payments lor implementation services rendered under the contract will be made by the NHID directly

to the vendor,
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As 8 member of the HDD Workgroup, the NHID shall share in the rasponsibility of identifying vendor

compliance issues, approving invoices, and developing an efficient strategy for use of contractor services
on an ongoing basis, both before and after 9/30/18.  The NHID wifl receive regular updates and progress
reports from the vendar and shall be nolified if there is any variation in the manner in which the funds are
being spent. : :

. Duration, Temmination and Additionat Yerms

The conditions and responsibilities oultined in this agreement are subject fo the availability of funds, Vendor
payments for services during the implementation phase shall not exceed $250.000, and are expecled to be
camplete by December 31, 2016.  After the implementation phase is complete, and beginning no scaner than
Jamwary 1, 2017, each Party inlends to contribute $37.500 annually, to fund aperations and mainienance costs
for data collection and processing. The totat cost of the project, including development, operations and
maintenance shall not exceed 555(5.000 during the time period between April of 2016 and September 30 of
2020. The NHID shall utilize federal grants 1o pay the vendor for impiementation services, and the vendor
contract thall include a paymenl schedule cansistent with the availability of NHID federal grant funds,
Including the use of lederal grant funds, the lotal contribution from the NHID shall no! exceed 3'400.000:
$250,000 for the davelopment phase, and $37,500 anaually for the calendar years 2017-2020.

The parties intend that a new MOA goveming this subject matter will be renegotiated for the pericd after the
vendor coniract ends on September 30, 2020.

The DHHS and the NHID shall maintain a process for direc access lo files produced by the vendor. To

the extent atliowed by law, both DHHS and NHID will have equal access to the datasets produced by

lhe vendor.

The parties further intend that this MOA shall not change, effect. or alier any existing responsibifities or
authority of the parties unrelated to data colleclion and processing pursuant lo RSA 126:25.

This MOA will terminate on September 30, 2020. Either party may terminate this MOA on an earlier date

by providing thirty (30) days written notice to the other.

In the eveni changes in eilher state or federal law or regulations occur. which render performance

. hereunder iflegal, void. impracticable, or impossible, this MOA will terminate immaediately.

There are no intended third party berieficiaries 1o this MOA. 1 Is the specific intent of the parties that
nothing contained in this MOA shafl give rise to any right or cause of action, contraclual or otherwise, in
or on behall of Ihe individuals whose information is.used or disclosed pursuant to this MOA.
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% No provision of this MOA may be waived or modified except by an agreemant in writing signed by both
panies. A waiver of any term or provision shall not be construed as a waiver or modification of any other tem
or provision. |

9. Neither Party shall be deemed to be the legal representative of the gther,

i Nothing In this MOA shall prohibit the OHHS from fully exercising any and all of ils.optipns to terminate any
resulting contract should funding become unavaitable or if the vendor viclates any provisions of said
contract,

IN WITNESS WHEREOF, the respective parties have hereunto set their hands on the dates indicated.

Roger A. Sevigny/ { ]

Commissioner

New Hampshire Insurance Department
Date:

N

Je@ A Meygrs |
Commissioner
Department of Health and Human Services
Date:

Lt/w./u,_

n{@

Al(bf &Ww{fm“
udk
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNCLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

- Denis Goulet
Comm.is:ioner

February 29, 2016

- Jeffrey A, Méyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street
Concord, NH 03301-3857

Dear Commissioner Meyers,

" . This letter represents formal notification that the Department-of Information Technelogy (Dol T)
- has approved your agency’s request to enter into a contract with the New Hampshire Hospital Association
for provision of services as described below and referenced as Dol T No. 2016-024.

The purpose of this contract is to provide services as the agent of DHHS for collection,
processing, quality assurance, consolidation, secure storage, and- access to hospital discharge data by
providing a replacement Uniform Healih Facilities Discharge Data Set (UHFDDS) System, in an amount
"not to exceed $550,000 to be effective as of the date of the Governor and Council approval through
September 30, 2020. : ‘

A copy of this letter should sccompany the Depaniment of Health and Human Services’
submission to the Governor and Executive Council for approval.

,Sincercly

Denis Goulet

DG/mh
DolT 2016-024 ’

cc. Leslie Mason, .DolT

"Innovative Technologies Today for New Hampshire's Tomorrow”



LN AL T
(7«’; L.‘ ";.-‘-\} STATE OF NEW HAMFSHIRE

e O ARTME : : \
Wrhas 0/ 4 DLPARTMENT OF HEALTH AND HUMAN SERVICES o=
. SN AN
s ¥ If\'ll VEAiaY of
29 HAZEN DRIVE, CONCORD, NH 0)01-£503 il { b Service
602714989 1-800-852-3345 Ext. 4938 e~ Vil dalth Servces
Jedfrey A Meyen Far: 603-271.7623 TDD Access: 1-800-735-2964
Commizsioner f
Murcells Jordan Bobiasky
Actiag Director
February 23, 2016
Denis Goulet

Commissioner .

Department of Information Technology
27 Hazen Drive ' '

Concord, NH 03301

Requested Action and Explanation

This Agreement is by and between the Department of Health and Human Services, (“State”), and the New
Hampshire Hospital Association, a New Hampshire Non Profit Corporation, having its principal place of business
at 125 Airport Road, Concord, NH 03301, This. Contract is to provide Services as the agent of DHHS for
collection, processing, quality assurance, consolidation, secure storage, and access to hospital discharge data by
providing a replacement Uniform Health Facilities Discharge Data Set (UHFDDS) System to be effective as of
the date of the Governor and Council approval in an amount not to exceed $550,000. .

This Agreement provides a Technical Solution and Services for the collection of Health Care Facility Discharge
Data as required under State law RSA 126:25. The Unified Healthcare Facility Discharge Data Set (UHFDDS) is
one of the most useful Datasets available to public health officials, carc providers and statewide leadership. The'
Data is used for assessing hospital utilization, frequency of specific injuries and incidence of disease. The Dataset
is aiso used by internal & cxternal analysts for trend analysis and various reporting. The Data is collected from
each New Hampshire hospital and 3 adjacent states. '

The State shall benefit by receiving improved Data quality using NHHA's experience, and that of its
Subcontractors, receiving files from facilitics, processing the files, managing the Error Correction Processes, end
producing a Dataser containing the required Data. NHHA shall also provide much needed Outreach Services to
Health Care Facilities as well as provide expertise that shall provide processing of Data more quickly and
efficiently than the cumrent in-house Solution.

A Memorandum of Agreement (MOA) has been executed between the NH Insurance Department (NHID} and
DHHS for the purpose of clarifying the roles and responsibilities of each agency as they work jointly to develop
end maintain health carc facility discharge datasets during the State’s transition from an in-house legacy
UHFDDS System to a new System that will provide a more comprehensive vendor-based approach to collecting
and processing Health Carc Facilitics’ data. Funding provisions are generally described within the MOA. The
NHID shall utilize Rate Review Grant Funds to pay the vendor for Implementation Services. Both NHID and



Denis Gouley

commissioner
Fabruary 22, 2015
PageZ ofs \

DHHS shall contribute funds beginning with SFY 2017 to be included under programs and services in each
agency’s budget request, with the expectation that each agency will contribute to the annual cost of collecting and
processing thé data. '

A combination of 100% Federal Funds ($250,000) and 45% Federal Funds, 55% Other Funds ($37,500)from the
NHID are availablc in the following accounts for State Fiscal Years (SFYs) 2016 and 2017, 40% Federa), 60%
General Funds ($37,500) from the DHHS are availabic in the following account for State Fiscal Years (SFYs)
2016 and 2017. 1t is anticipated that funds will be available for the Contract in SFY 2018, 2019 and 2020,
depending upon the availability and continued appropriation of funds in the future operating budgets, with
authority to adjust amounts if needed and justified, between State Fisca) Years, as allocated te NHID Funds and

| OFFICE OF INFORMATION SERVICES

AND HUMAN SERVICES, HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES,

Prior Related Actigns

There are no prior related actions

Altematives and Benefits

DHHS Funds.
SFY | ACCOUNT CODE - CLASS CODE- OBJ(ACCOUNTIDESC -~ Activity/Job | AMOUNT | -
2016 | 02-24-24-240010-88870000-046-300464 — NHID for DHHS. Consultants oo | NotUsed I~ 550000
2017 | 02-24-24.240010-25200000-046-500464 NHID for DHHS, Consuluants Mot Used $31.500
2017 | 02-24-24.240010-88870000-046- 500464 — NHID for DHHS, Consultaats NotUsed | . $200.000
- | 05:95-95.954010-5952.102-500731 HEALTH AND SOCIAL- SERVICES, DEPT OF HEALTH | 95490000 | 537800
2017 | AND HUMAN SERVICES, HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES,
OFFICE OF INFORMATION SERVICES
05-95-95.954010-5952-102-500731 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH | 93440000 $37.300 |
2018 | AND HUMAN SERVICES, HHS: COMMISSIONER. OFFICE OF INFORMATION SERVICES,
OFFICE OF INFORMATION SERVICES -
i 208 | 02-24-24-240010-25200000-046-500464 - NHID for DHHS, Consultants . T Not Used $37.500
.| £5-95-95.954010-3952-102-500731 LIEALTIl AND SOCIAL SERVICES, DEPT OF HEALTH * 95440000 §37.500
2019 | AND 1IUMAN SERVICES, HHS: COMMISSIONER, OFFICE OF INFORMATION SERVICES,
: OFFICE OF INFORMATION SERVICES . :
1 2019 | 02-24-24-240010-25200000-046-S00464 — NHID for DHHS, Consultants o Not Used 51500
| 2020 | 02-24-24-240010-25200000-046- 00464 — NHID for DHILS, Consultants __ . Not Used $37,500
05-95-95.954010-5952-102-50073) HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH 93440000 $37,500 1
1020

___ToTAl _ V55000

The only aliemnative to contracting for a Vendor Solution and Services is to continue to use Dol T stafT to collect
and process the data using the existing processes. The Agency believes it is in the State's best interests to contract
for a Vendor Solution and Services 10 achieve Agency Goals, while utilizing available DolT resources for ather
Agency priorily projects.
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The benefits include more timely availability of the data to the Agency and its partners by using 2 proven
Vendor's Solution and Services. Additionally, the Vendor Solution and Services will allow for & collaborative -
relationship with NH hospitals to maximize performance around the quality, compieteness and timeliness of data.

Ogcn Standards

The Request for Proposals included the following as required for the solution: a) ability 10 access data using open
standards access drivers; b) the system software adheres to open standards and is not proprietary; and c) the
database plaiform adheres to open standards. The Request for Proposals also stated that the solution must comply
with open standards as specified in RSA 21.R: 10 and 21-R: 13, including, but not limited to open data formats.
- The NH error comrection svstem complies with open data formats and the data is available to the State in an open
data format. Open source solutions were actively and fairly consndcrcd along with proprictary solutions when -
reviewing the RFP responses.

Impact gn Other State ci d Munigipalitic

DHHS collects health facility discharge data sets, and makes them availablc to the NHID, other statc govemment
agencics, legislators, local health planners and qualified rescarchers. The NHID, in particular, relies on these dala
for purposes of developing a better understandmg of health care costs in connection with the NHID annual -
hearing and annual report on premium rates in the health insurance markets, as spcc:ﬁcd in RSA 420-G:14.3 ,V
and VI.' The health facility discharge data scts are critical for recognizing emerging pattems of health care
utilization, quantifying the incidence and burden of disease and injury’ among New Hampshire residents, and
-undcrstandmg end controlling the large and increasing financial burden from hospitalization for disease and

injury.
in cumentatio
Contract 2016-024 is attached.

Funding Sources and Amounts:

T o 'Objcchode(s) FY30i6 [ FY2017 | FY2018 | FY2019 | FY2020 | Total
TTATE T i00ae T T “'s0.00 " [ §37.500 | 537,500 | $37,500 | $37,500 | S150,000
STATE | so07h1 $0.00 | 522,500 ! $22,500 | 522.500 | $22,500 | 590,000 |
FEDERAL | So0dsa ™ " [50,600°]§200,000 [ $0.00 T$0.00 [ 50.00 | 5250,000 |
FEDERAL T|300731 © 77775000 [S15,000 | S1s,000 | $15,000° $15,000 ["S60,000
" COMBINED [ 500464 and 500731 | $50,000° sz'7's"ooo $75.000°| $75,000 | $75,000 | $550,000 |




oxenis Goulet
Commissipnear
Faprary 23, 2016
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Caroline Trexler

NH Deparument of Health and Human Services

Contracts and Procurement

129 Pleasant Strect N
Concord, New Hampshire 03301

{603) 271-9062

Email: caroling. m.trexler@dhhs state.nh.us

CERTIFICATION

The undersigned hereby certify that the information provided in this document and any atlachments is complete
and accurate and thet eltcrnatives to the solution defined in this document have been approprialely considered.

Respecifully submitted,

R -

VAT RS
13

* H
1 e i

Marcella Jordan Bolmlxk\ \IPH
Acting Director

£¥ - / s o *
L AR B &

MIChBC] W O Neil
DHHS IT Lead
I.)\-pmhm-m of [nformation Technology

Approved by: jf‘“ 1 J/l Ulf :
. L“f“ AL M;Lnn ,-,,
O bpnLi i g

Contract Number: 2016-024

cc: Leslic Mason, IT Manager



New Hampshire Department of Health and Human Services
: Office of Business Operations
Contracts & Procurement Unit

Summary Scoring Sheet

Uniform Health Facilities Discharge . :
Data System (UHFDDS) : RFP 2016-024

RFP Nama : RFP Number . . Reviewer Names
' . 4 Al Couture, Cost, Dept of
" Insurance Hith Reform Coordntr
. Maximum Actual P.J. Nadeau, Cost, Ofc of
Bidder Name ; ‘ Pass/Fall| Points ' | ‘Points 2. \mprovmt / Integrity Adminstr 1|
4 . . 3 Gerald Bardsley, Tech, DPHS
" Databay Resources 1000 682.5 " Business Sys Analyst
5 ’ 4 Matt Ensign, Tech, DolT Il
" ImageTrend, Inc. 1000 539.5 " Managar IV
5 Dave Catlamme, Tech.
3 NH Hospita!l Association . ) 1000 932 * DPHS/UNH Epideniologist
4. VT Association of Hospitals & Health Systems ) . g, Toim Lamben, Tech, Administrator
" Network Services Organization ) : 1000 805.5 " 1), DPHS
5 ‘ . . 7. Maureen Muslard, Tech, Hith Care
0 ) . 1000 0 Statistician, Dept of Insurance
6 . 8 Patty Thibeautt, Tech, Ofc of Hith -
0 ) 1000 0 " Mgmi, DPHS
70 1000 0 9.
8o : 1000 0
S ) o 1000 0
10. 0 ' : 1000 0




FORM NUMBER P-37( version 5/8/15)

Subjeet: Uniform Health Facilitics Discharge Data System (UHFDDS)

Notice: This agreement and all of its attachments shall become public upan submission to Governor and
Exccutlve Councll for approval. Any.information thatls private, confidentlal or proprietary must
be clearly identified to the agency and agreed to in writing priof ta signing the contract

) AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
1, IDENTIFICATION.

1.1 State Agency Name 1.2 State Agency Address

Depariment of Health and Human Services 129 Pleasant Street, Concord, NH 03301-3857

1.3 Contractor Name i 1.4 Contractor Address

New Hampshire Hospital Association 125 Airport Road, Concord, NH 03301

1.5 Contractor Phone Number 1.6 Ac@nl Number: 1.7 Completion Date 1.8 Price Lim‘ilation
03-415-4260 02-24-24-240010-53300000 ‘ 550,000

6 | 0595-95-954010-5952 September 30, 2020 | $550

1.9 Contracting Qfficer for State Agency 1.10  Suate Agency Telephone Number

Eric D. Borrin 603-271-9558

1.11 Ct;nu-actor Signature - 1.12 Name and Title of Contractor Signatory

%o | TR
PmeSu HEMT

.13 Acknoledgcmcnt State of N ﬂ . County of MIM[J(_
On March R, 2016 vefore the undersigned officer, personatly appeared the person |dennﬁed in block 1.12, or swm‘;ctonly
proven to be the person whosc name is signed in block I 1, and acknowledgcd that s/he executed this documcnu»

indicated in block 1.12.
1.13.1  Signature of Notary Public or Justice of the Peace

(Seal /}ﬁ”l/@/ M@’Lﬂﬂ——’

1.13.2 Name and Title of mu.ry or Justice of the Peace

B et
) W orse, Fretin /?fr,x/mi A

I.14 Swte Ag Sugna:urc 1.15 Name and Title of Staic Agency Sngmlory
nl.n g“& -J &’bll.z..’

’)7 . ‘_9 - : ) ‘ nf."ﬂ-1-bf¢¢c.f'0f' -DH#‘/D?!\"S

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

f]]
m ?
et L+
6 .
)
1“5\»“

AWy,

'll‘

\\

By: Director, On:

1.17 Approval by phe Attormey General (Form, Substance and Execution}

£ i Annmlm\ ul [0

1.18 Approval by the Governor and §xcgdtive Coungil
By: ~ . On’:

U.

Page | of 4



1. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED.  The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor idemtified in block 1.3 (“Contractor™) to perform;
and the Contracter shall perform, the work or sale of goods, or

. both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(*Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithsianding any provision of this' Agreement to the
contrary, and subject to the approval of the Governor and
Exccutive Council of the State of New Hampshire, if
applicablé, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agrecmml shall become effective on thc date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Dale, all Services performed by the Contractor prior
1o the Effective Date shall be performed at the sole risk of the
Contrector, and in the cvent that this Agreement does not
become effective, the State shall have ro lisbility to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Complcuon Dale
specified in block 1.7.

4 CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement 1o the
contrary, all obligations of the Staic hercunder, including,
without limitation, the continuance of payments hereunder, are
confingent upon the aveilability and continued appropristion
of funds, and in no event shall the State be liable for any
payments hereundér in excess of such availzble appropriated
funds, In the event of a reduclion or termination of
" appropriated funds, the State shall have the right 10 withhold
payment unlil such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other eccount
to the Account identified in block 1.6 in the event funds in that
- Account are reduced or unavailable.

5. CONTRACT
PAYMENT,

5.1 The contrect price, method of payment, end terms of
payment are identified and more panicularly described in
EXHIBIT B which is incorporatéd herein by reference.

5.2 The payment by the State of the contract price shalt be the
only and the complete reimbursement to the Contractor for all

PRICE/PRICE

expenses, of whatever nature incurred by the Contractor in the

performance hereof, and shall be 1he only and the complete
compensation (6 the Contractor for the Services. The State
shall have no liability to the Contracior other than the contract
price.

Document Version 05/15

LIMITATION/

5.3 The State reserves the right to offset from any amounts
otherwisc payable to the Contractor under this Agreement
those liquidated amounts required or perminted by N.H. RSA
80:7 through RSA BO0:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding uncxpected circumstances, in.
no event shall the 1otal of all payments authorized, or actually

- made hereunder, exceed the Prnce Limitation set forth in block

1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS! EQUAL EMPLOYMENT
OPPORTUNITY. '

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state; county or municipal authorities
which impose any obligation or duty upon the Contrictor,
including, but not Jimited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilitics, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the contractor. In addition, the Contractor shall
comply with al] applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminale against cmployees or ‘mpplicants for
employment because of race, caler, religion, creed, age, sex,
handicap, sexual oricntation, or national origin and will take
affirmative action 1o prevent such discrimination.

6.3 If this Agreement is funded in any pant by monies of the
United States, the Coniractor shall comply with all the
provisions of Exccutive Order No. 11246 (“Equal
Employmeat Opportunity™), as supplemented . by the
regulations of the United States Department of Labor {41
C.F.R. Part 60}, and with any rules, regulations and guidelines
as the State of New Hampshire or the United Staies issue 1o
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor’s books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, lerms &nd conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shalt ai its own expense prowde all
personnel necessary to perform the Services. The Contractor
warrants thal all personnel engaged in the Services shall be
qualified to perform the Services,.and shall be properly
licensed and otherwise authorized to do 5o under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall noi hire,
and shal! not permit any subconirzctor or other person, firm or
corporation with whom it is engaged in & combined effon to
perform the Services to hire, any person who is a Siate
employee or official, who is maicrially involved in the

procurement, administration or performance of this

Page 2 of 4 :
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Agreemhent, This provision shall survive termination of this
Agreement,

7.3 The Contracting Officer specified in block 1.9, or his o7
her successor, shall be the State's representative. In the event
of any dispute conceming the interpretation of this Agreement,
the Contractng OffTicer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES,
8.1 Any onc or more of the following acts or ornissions of the
Contractor shall constitute an cvent of default hereunder
(“Event of Default"):
8.1.1 foilure to perform the Services salisfactorily or on
schedule; -
8.1.2 failure 1o submit any repon required hereunder; and/or
8.1.3 failurce to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or sil, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it 1o be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Dcfault is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contmactor notice of termination;
8.2.2 give'the Contractor a written notice specifying the Event
of Default and suspending all payments to'be made under this
* Agreement and ordering that the portion of the contract price
which would otherwise eccrue to the Contractor during the
period from the dale of such nolice uniil such lime as the State
- determines that the Contrector has cured the Event of Default
shall never be paid to the Contractor;
8.2.3 set off ageinst any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Defeult; and/or
8.2.4 treat the Agrecmcnt as breached and pursue eny of its
remedics at 18w or in equity, or both.

9.DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data™ shall mean all
information and things devcloped or oblained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studics, reports,
files, formulae, surveys, maps, charns, sound recordings, video
recordings, pictoriad reproductions, drawings, analyses,
grephic representations, computer programs, computer
printouls, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the Siate, and
shall be retumed to the State upon demand or upon
termination of this Agreement for any reason. |

9.3 Confidentiatity of data shall be governcd by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Document Version 05/15

10. TERMINATION. In the cvent of an carly termination of
this Agreement for any reason other than the complction of the
Servicés, thé ‘Contractor shall deliver -to the Contracting
Officer, not later than fifteen (15) days after 1he date of
termination, a report (*“Terminalion Report™) describing in
detail all Services performed, and the contract price camed, to
and incleding the date of termination. The form, subject
marter, content, and number of copies of the Termination
Repont shafl be identical to those of any Final Repon
described in the anached EXHIBIT A,

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contraclor nor any of its
officers, employees, agents or members shall have suihomy to
bind the State or receive any benefits, workers’ compensation
or ether emoluments provided by the State to its employees.

11.  ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not- assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be
subcontracted by the Contractor without the prior writlen
consent of the Siate,

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employces, from end against any and all losscs suffcred by the
State, its officers and employees, and any snd sll clsims,
liabilities or penallics nsserted against the State, its officers
and employecs, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to erise out of) the scts or omissions of the
Contracior. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constilute & waiver of the
sovercign immunity of the State, which immunity is hereby
rescrved to the State. This covenant in paragraph 13 shall
survive the tlermination of this Agreement.

14.INSURANCE,

14.1 The Contractor shall, at its sole cxpense, obtain and
maintain in force, and shall require any subcontracior or
nssignee to obtain and maintain in force, the following
insurance:

14.1.1 comprchensive general liability insurance against all
¢laims of bodity injury, death or property damage, in amounts
of not less than S 000000 per occurrence and $2,000,000 -
aggregate; and

14.1.2 special cause of loss coverage form covering el
property subject to subparagraph 9.2 herein, in an amount not
tess than 80% of the whole replacement value of the property.

14.2 The policies described in subparegraph 14.1 hercin shall
be on policy. forms and endorsements approved for use in the
Stale of New Hampshire by the N.H. Depariment of
Insurance, and issued by insurers licensed in the Stale of New
Hampshire.
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14.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, & certificate(s)

of insurance for all insurance required under this Agreement.

Contrector shall also furnish to the Contracting Oficer
identified in block 1.9, or his or her successor, centificue(s) of
insurance for all rencwal(s) of insurance required under this
Agrecment no later than thinty (30) days prior to the expiration
date of each of the insurance policies. The centificate(s) of
insurance and any renewals thereof shall be aftached and are
incorporated herein by reference.  Each centificate(s) of
insurance shall contain a clause requiring the ‘insurer to
provide the Contracting Officer idemified in block 1.9; or hiis
or her successor, no less than thinty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Coniractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(“Workers' Compenyation”},

15.2  To ihe cxtent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shali
maintain, and require any subcontractor or assignee 1o secure
and maintain, payment of Workers' Compensation in
connection with ectivities which the person proposes o
undertake pursuant to- this Agreement. Contractor shall
furnish the Contracting OfTicer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
“applicable rencwal(s) thereof, which shall be antached and arc

incorporated herein by reference.  The State shall not be -

responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WATIVER OF BREACH. No fajlure by the State to
enforce any provisions hereof sfter any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be decmed a
waiver of the right of the State 10 enforce cach and all of the
provisions hereof upon any further or other Event of Defaul:
on the pant of the Contractor.

17. NOTICE, Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the panies at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,

waived or discharged only by an instrument in writing signed
by the partics hercto and only after approval of such
amcndment, waiver or discharge by the Governor ond
Executive Council of the State of New Hampshire unless no

Page 4 of 4
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such approval is roqﬁirod under the circumstances pursuant to
State law, rule or policy. :

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be consirued in eccordance with the

laws of the State of New Hampshire, and is binding upon and

inures to the benefit of the parties and their respective

successors and assigns. The wording used in this Agreement

is the wording chosen by the partics to express their mutual

intent, and no rule of construction shall be applied against or

in favor of any panty.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpreiation, construction or meaming of the
provisions of this Agreement.

22, SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C arc incorporated herein by
reference., . .

23. SEVERABILITY. In the event any of the provisions of

. this Agreement are held by a court of competent jurisdiction to

be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in & number of counterpans, each of which shall
be decmed sn original, constituies the entire Agreement and
understanding between the partics, and supersedes all prior
Agreements and understandings relating hereto.
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM

PART 2 -

CONTRACT 2016-024

INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere

in this document.

Definition -

Term ;

Acceptance Notice from the State that 8 Deliverable has satisfied Acceptance
Test or Review. .

Acceptance Period The timeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by NHHA and agreed to by the

State that describes at a minimum, the specific Acceptance process,
criteria, and Schedule of Deliverables.

Access Authorization Form

A form completed by the hospital requesfing access 1o the system

Access Control

Supports the management of permissions for logging onto a
compuler or network

Acute Care Hospital

A health care facility that is licensed by the Siate of New
Hampshire under RSA 151:2 as a general hospital.

Administration Function Audit
Report

Users viewing validations by date, time, file, IP address

Administrative Rules

The Department rules related to the submission of discharge data
found at this link:
http://www.gencourt state.nh.us/rules/state_agencies/he-c1500.html

Agreerent

A contract duly executed and legally binding.

Appendix

Supplementary maierial mal is collected and appended at the back of
a document

Application Vulherability
Scanning

The use of a specialized software toql to scan software code to
identify potential security issues. -

Audit Trall Capture and
Analysis -

Supports the identification and monitoring of activities within an
application or system

Authorized Persons

The New Hampshire Haospital Association’s employees,
contractors, subcantrectors or other agents.who need 1o aceess the
State's personal data to enable the New Hampshire Hospital
Association to perform the services required.

BPHSI

Bureau of Public Health Statistics and Informatics

Bureau of Public Health
Statistics and Informatics

A Bureau within the Division of Public Health Services

Business Associates Agreement
(BAA)

Under the U.S. Health Insurance Portability and Accountabifity Act
of 1996, & HIPPAA business associate sgreement (BAA) is a
contract between a HIPPA covered entity and a HIPAA business

associate (BA). The contract protects personal health information

2016-024 IT Provisions - Part 2
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

(PHI) in accordance with HIPAA guidelines.

.Center Internet Security {CIS),
NIST, and NSA

'Recommended configuration guides for operating systcm hardemng

Certification

. NHHA's written declaration with full supporting and written

Documentation (inctuding without limitation test results as
applicable) that NHHA has compleled development of cthe
Deliverable and certified its reudmess for applicable Acceplance
Testing or Review.

Change Control

The approvals for scope and schedule modifications identified in the
implementation plan

Change Management and
Training Services

Strategies and plans used for the execution of changc management

and cnd user training.

Change Order

Formal documentation prcparcd for a proposed change in the
Specifications.

Completion Date

End date for the Contract

Confidential Data

‘| Any information, other than informetion used to create anonymous

or encrypted Data, that plainly discloses the identity of an individual
including, but not limited to, those Data elements specified in RSA
91-A:10, l{e}

Confidential Information

Information required to be kept Confidential from unauthorized
disclosure under the Coniract

Consolidated Data File validated, cleaned, and complete inpatient or outpatient discharge
records, including derived fields, which describes the minimum
| elements required by State of NH or to the HCUP State Inpatient

. Database standard
Contract This Agrecment between the Stale of New Hempshire and a Vendar,

which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

Part 1, 2, and 3. The documentation consisting of both the General
Provisions end the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties
with respect to the Scope of Work

Contract Conclusion

'Refers to the conclusion of the Contract, for any rcason, including

but not limited 1o, the successful Contract completion, 1ermination
for convenience, or-termination for default.

Contract Documents

Documents that comprise this Contract (See Contract Agreement,
Section (.1)

Contract Managers

The persons identificd by the Siate and NHHA who shall be
responsible for all contractual authonzation and administration of
the Contract. These responsibilities shall include but not be limited

to processing Contract  Documentation, obtaining executive

2016-024 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE.

DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM.
PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

approvals racking cosis and payments, and representing the parties

| in all Contract administrative actmuu (See Seciion 4: Contract

Managemeni)

Contract Price

The total, not to exceed amoun! to be paid by the Stale to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 (P-37).

Contractor - NHHA and its employees, subcontraciors, agenis and affiliates who
are providing the services agreed to under the contract.

Conversion Test A test fo ensure that a Data conversion process correctly takes Data
from & legacy system and successfully converts it to a form thet can

: be used by the new System.
.| Cure Perlod The thirty (30) day period following written notification of a default

within which a New Hampshlrc Hospital Association must cure the

. - default identified.

Custom Code Code developed by NHHA spcc1ﬁcally for this project for the State
of New Hampshire

Custom Software Sofiware developed by NKHA 'specificelly for this Project for the
State of New Hampshire

Data State’'s records, files, forms, Data and other docyments or

information, in cither electronic or paper form, that will be used
/converted by NHHA during the Contract Term

Data and Process Quality Audits

Information which can be used to process comections againsi
original datasets if required.

Data Breach

The unauthorized access by a non-authorized person/s that results in
the use, disclosure or theft of the State's unencrypted non-public
data.

Data Dictionary

A description of all outputs including file contents, file format, und
clement description and format

Data Recovery

In the event that recovery back to the last backup is not sufficient to
recover State Data, the process the Vendor shall employ to restore
the database close lo real-time recovery.

Datna Request Form

Non-Confidential Data Request Form and Confidential Request:
Application for Access 10 Confidential Vital Records Data for
Health Related Research, available on the Health Statistics and Data
Management web page

Dzta Submission and Error
Checking Methodology

A tool which provides measures of completcness 10 the hospital user
and Siste with a mechanism for the hospilal to approve
completeness of the input for the submission period including bul
not limited to measurés for total records and also frequency

distributions _and alerts of illogical frequency distributions b
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

encounter type, age, gender, payer, slate of residence, etc.

DBA

Database Administrator

Declsion Log

‘A 100] 10 capture and archive decisions that impact the collection

and processing of the data files.

DenclernciesIDtl'ecu

A failure, deficiency or defect in 2 Deliverable resulting in a
Dcliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency — Software - Critical, does not allow Syslcm o
opterate, no work around, demends immediate action; Writien
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate and
require ré-performance of the Service.

Class B Deficiency - Software - important, does not stop opcrauon
and/or there is 8 work around and user can perform tasks; Written
Documenlation - portions of information are missing but not enough

’| to make the document unintelligible; Non Software - Services were

deficient, require reworking, but do not require re-performance of -
the Service.

Class C Deficiency — Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable

A Deliverable is. any Written, Software, or Non-Software
Deliverable (letter, report,-manual, book, other), provided by NHHA
to the State or under the terms of a Contract requirement.

Department of Information

The Department of Information Technology established under RSA

Technology (DelIT) 21-R by the Legislature effective September S, 2008,

Department of Health and An agency of the State of New Hampshire

Human Services )

Digital Signature Certification that g'uaramccs the unaltered state of a file, also known

as “code signing.”

Dimension Tables

Tablcs that allow for labeling of coded data elemenis (e.g., Zip Code
)

All information that describes the instatlation, operation, and use of

Documentation

the Software, either in printed or electronic format.
DPHS Division of Public Health Services, a part of the NH Dcpartment of
) Health and Human Services

The individual State employee within DHHS, who is respons1ble

DPHS Hosplta! Liaison

for: managing stakeholders’ concemns; collaboration with the
State's hospitals; and, point of contact with Massachusetts,

2016-024 IT Provisions — Part 2
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
.UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016024
INFORMATION TECHNOLOGY PROVISIONS

Vermani, and Maine to exchange out-of-state data.

Edit Detnil Report

‘The hospita) choses the month of data to be included in the Edit

Detail Repon, and the report displays the encounter detail of all
encounter flagged in error, with the key patient identifiers (patient
name, admit date, discharge date, medical record number, patient
account number) the edit condition that was flagged in error, and al
relevant fields for the edit conditions

Edit Summary Report

The hospilal chooses the month of data to be included in thc Edi
Summary Repont, and the report displays the number of encounters
and percent in error segmented by each edit condition.

EDW

The NH Department of Health and Human Services Enterprise Data |
Warehouse

Effective Date

The Contract and all obligations of the parties hercunder shall
become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract

Encryption

Supports the transformation of data for secunty purposes

End User

Those who frequently use the system from hospitals or the State

Enhancements

Updates, additions, modifications to, and new ‘releases for the
Sofiware, and all changes to the Documentation as & result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders .

‘Enterprise Data Warchouse

In computing, 8 Data warchouse (OW or DWH), also known as an
Enterprisc Data Warchouse (EDW), is & 3ystem used for reporting
and data analysis. DWs are central repositories of integrated Data
from one or more disparate sources.

Ervor Correction Audit Report -

Documentation of users making -corrections by date, time, file,
record, clement, IP address. Information which can be used to
process corrections against original datasets if required.

Error Correction Process

The process that users employ te make comrcctions to theie
submissions

ETL

In computing, Extract; Transform and Load (ETL) refer to a
process in Database usage and especially in Data warchousing that:
Extracts Data from homogeneous or heterogencous Data sources,
Transforms the Data for storing it in proper format or structure for
querying and analysis purpose.

"Event of Defeult -

Any one or more of the following acts or omissions of a Vendor
shall constitute an event of default hereunder (“Event of Default™)
a.  Failure to perform the Services satisfactorily or on Schedule;
b. Failure 10 submit any report required, andfor
¢. Failure to perform any other covenant, term or condmcm of the
Contract

2016-024 [T Provisions — Part 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

Federal Acquisition Regulations
{FAR) Subpart 4.7 Contractor

This subpart provides policies and procedures for retention of
tecords by contractors to meet the records review requirements of

Records Retention the Government

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject to

- increase, i.e., adjustment on the basis of NHHAs cost experience in
performing the Contract

FTP File Transfer Protocol (FTP) is a standard Intemet protocol for
transmitting files between_computers on the Intemet over TCP/P
connections. . i

Fully Loaded Rates are inclusive of all allowable expenses, including, but not

limited to: meals, hotel/housing, airfare, car rentals, car mileage,
and out of pocket expenses

Generally Accepted Accounting
Principles (GAAP)

The standard framework of guidelines for financial accounting used
in any given jurisdiction; generally known as accounting
standards or standard accounting practice. These include the
standards, conventions, and rules that accountants follow in
recording and summarizing and in the preparation of financial
statemnents.

Go-Live

All of the Deliverables, mcludmg but not limited to, Planning,
Implementation, User Acceptance Testing, User Access
Preparation, Training, and Security Testing have been completed
and Accepted by the Slatc and the System is deployed into
production.

Governor and Executive Councli

The New Hampshire Governor and Executive Council.

Hardened Operating Systems

A secure system which has reduced its surfece of vulnerability, or
available ways of atack, with the latest anti-viral, anti-hacker, anti-
spam, anti- spyware, and anti-malware utilities. The environment,
as a whole, has nggressive mtmsmn-dc:ecuon and firewall
protection.

HCUP

The Healthcare Cost and Utilization Project (HCUP, pronounced
*H-Cup"Yis a family of health car¢ Databases and related software
1ools and products from the Unites States that is developed through
a Federal-State-Industry parinership and sponsored by the Agency
for Healthcare Research and Quality (AHRQ). .

Health Care Facllities

Health care facility is a public or private, proprietary or not-for-
profit eatity or institution providing health services hccnscd under
NH RSA 151:2 that is an:

(1) Acute care hospital;

(2) Specizlty hospital;,

(3) Freesianding hospilal emergency facitity; or

(4) Walk-in urgent care center.

P
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" STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016024 -
INFORMATION TECHNOLOGY PROVISIONS

Health Statistics and Data
Management

A part of the Bureau of Public Health Statistics and Informatics.

Hospltal Dischirge Data (HDD)

Sometimes used in place of UHFDDS.

HSDM

The. Health Siatistics and Data Management Section within the
Bureau of Public Health Statistics and Informatics.

Identification and

Supports obtaining information about those parties attempting to

Authentication log on to a system or application for security purposes and the
» validation of those users
Implementation The process for making the Sysiem fully operational for

processing the Data,

Implementation Plan

Sets forth the transition from development of the System (o full
operation, and includes without limitation, training, business
and technical procedures.

Information

1am

Technology

Refers 1o the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to, Dala processing,
compuling, information systems, Ielecommunications, and
various audio and video technologics. »

Inpatient

Records or date from discharges of patients who are admitted to 8
health care facility and are coded as “Inpatient” as described in NH
He-C 1501.04(a) (5), “type of bill". '

Inputs

The Data from hospitals that are collecied and processed as pant of
UHFDDS System.

Intrusion Detection

Supports the detection of illegal entrance into a compuler system

Invoking Party In a dispute, the party believing itself apgrieved.
Key Project Staff Personnel identified by the State and by New Hampshire Hospital
Association as essential lo work on the Project.
Licensee The Statec of New Hampshire
| MovelT DMZ File transfer ulility

New Hampshire Hospitat
Association

NHHA whose proposal or quote was awarded the Contract with the
State and who is responsible for the Services and Deliverables of

- the Contract. (See “Vendor")

NHHA

New Hampshire Hospital Association

NHID

New Hampshire [nsurance Department

Non Exclusive Contract "

A contract executed by the State that does not restrict the State from

- secking alienative sources for the Deliverables or Services

provided under the Contract.

Non-Public Information

Data, other than personat data, that is not subject to distribution to
the public as public information. It is deemed to be sensitive and
confidential by the State because it contains information that is
exempt by statute, ordinance or administrative rule from access by
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016-024 '
INFORMATION TECHNOLOGY PROVISIONS

the peneral public as public information.

Non-Software Deliverables

Deliverables that are not Software Deliverables or Wntten

_-Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

. Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday

through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's ‘Day, Martin Luther King Day.
President’s Day, Memorial Day, July 4% Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day. and Christmas
Day. Specific dates will be provided

Nodce to Proceed (NTP} The State Contract Manager's written direction to NHHA to
begin work on the.Contract on a given date and timé
| Ongoling Operations and This is the category for support and maintenance for the
Technlcal Support Services UHFDDS collection and processing :

Open Data Formats

A data format based on an underlying Open Standa.rd

Open Source Software -

Software that guaraniees the user unrestricted use of the Software
as defined in RSA 21-R: 10 and RSA 2i-R: 11,

Open Standards Specifications for the encoding and transfer of computer data that is
' defined in RSA 21-R: 10 and RSA 21-R: 13.

Opén Web Application Security | A list of the 10 Most Critical Web Application Sccurity Risks

Project (OWASP) Top Ten providing & description, example vulnerabilities, example atlacks,
guidance on how to avoid and references to resources

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Operational The System is operating and fully functional, all Data has been
loaded; the System is availeble for use by the Staie in its daily
operations, and the State has issued an Acceptance Letter,

QOperations Refers 1o the phase of the-Contract term where NHHA has
successfully deployed the technical Solution and is providing
the specified Services under the Contract.

Order of Precedence The order in which Contract/Documents control in the event of a
conflicl or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in 8 document
that is lower in the Order of Precedence

Outpatient - Records or data from discharges of patients who are admittedto a
health carc facility and are coded as “Qutpatient” as described in
NH He-C 1503.04(8) (5), “type of bill".

Qutputs . All Data that is provided by NHHA to the State.

Outreach Communication lo targeted audiences as part of the UHFDDS

collection and processing

Penetration Tests

Testing in accordance with current recommcndauons from a
recognized industry standards organization, such as the U.S.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM

PART 2 -

CONTRACT 2016-024

INFORMATION TECHNOLOGY PROVISIONS

Department of Commerce National Institute of Slandards
Technology (NIST) -

Persongl Data

Data that includes information relating to a person that identifies |
the person by name and has any of the following personally
identifiable information (PIl): government-issued identification
numbers (e.g., Social Security, driver’s license, passport); financial
account information, including account number, credit or debit card
numbers; or protected health information (PHI) relating to a person.-

PHI Protected Health Information - any information in a medical record
that can be used to identify an individual, and that was créated,
used, or disclosed in the course of providing a health care service,’
such as 8 diagnoyis or treatment '

Project The planned undertaking regarding the entire subject matter of an’

RFP and Contract and the activities of the parties related hercto.

Project Management Plan

A document that describes the processes and methodology to be.
employed by NHHA 10 ensure a successful Project.

Project Manngers,

The persons identified who shall function as the Siste’s and
NHHA's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests {CR) utilizing the Change Control Procedures
{CCP) -

| Project Planner

The individual State employee within DHHS, who is responsible
for; scheduling team meetings; approving meeting minutes/notes;
lisison between DHHS and NHID subject matler experts; liaison

" berween DHHS team and DHHS Commissioner’s office; keeping

the Project on track; and mitigation of Project task and schedule
changes.

Project Schedule The timeline set forth in the work plan

Project StafT State personnel assigned to work with NHHA on the Project

Project Team The group of State employees 'and New Hampshire Hospital
Association's personnel responsible for managing the procésses and
mechanisms required such that the Services are procurcd in
accordance with the Work Plan on time, on budget and to the
required specifications and quality

Project Wrap-up A meeting to present the delivered product dcmg:n. the results of the

. User Acceptance Test, and lessons Icarncd that may provide

insights for the State for similar future procurements,

Proposal The submission from a Vendor in response to the Request for a

Proposal or Statement of Work

Protected Health Information

(PHD)

Individually ‘identifiable health information transmitted by
electronic media, maintained in electronic media, or transmitted or
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maintained in any other form or medium. PHI excludes education
records covered by the Family Educational Rights and Privacy Act
(FERPA), as amended, 20 U.S.C. 1232g, records described a1 20
U.S.C. 1232g(a}(4)(B)iv) and employment records held by 8
covered entity in its role as employer.

Pu_blic Use Data Set

A Dala set which contains.no confidential Data, and from which all’

" known dircct or indirect identifiers about individual paticnts, health

care practitioners and employers or. purchaser groups have been
removed, and that contains the Data elements specified in He-C
1504.02.

Quality Assurance Test

The process to accept or reject submissions and ensure compliance

-with reporting specifications. An audit of the data set as a whole on

monthly, quarterly, and annual basis that occurs prior 10 submitting
files 10 the State to identify potentially duplicate, missing, and
miscoded records. )

Regression Test Plan

A plan integrated into the Work Plan used 10 ascertain whether
fixes to Defects have caused errors elsewhere in  the
application/process.

Review The process of reviewing Deliverables for Acceptance

Review Period | The period set for review of a Deliverable. If none is specified then
- the Review Peniod is five (5) business days.
RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
' C requirements by supplying data processing product and/or Service
: resources according to specific terms and conditions
Role/Privilege Management Suppons the granting of abilities 10 users or groups of users of a
. computer, application or network’ :
Schedule The dates described in the Work Plan for deadlines for performance
' of Services and cther Project events and eclivities under the
Contract K

Security Incident The potentislly unauthorized access by non-suthonzed persons to

personal data or non-public data the New Hampshire Hospital
Associstion belicves could reasonably result in the use, disclosure
or theft of a State's unencrypted personal data or non-public data
within the possession or control of the New Hampshire Hospital®
Association. A secunity incident may or may not fum into & daia
breach. -

Service Level Agreem.cnl (SLA)

A signed agrecment between both the State and the New Hampshire
Hospital Association thal is subject to the terms and conditions in
this documen! thet unless otherwise agreed to includes (1) the
technical service level performance promises, (i.e. metrics for
performance and intervals for measure), (2) description of service
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quality, (3) identification of roles and responsibilities, (4) secunty
respansibilities and notice requirements, (5) how dispules are
discovered and addressed, and (6) any remedies for performance
{ailures. .

Services

The work or labor to be performed by NHHA on the Project as
described in the Contract. .

SFTP . Secure File Transfer Protocol

Sharepoint _ Project management ool used to support the ongoing mansgcmcnl
of the Project
All custom Software and Software prowdcd by NHHA under the

Software

Contract

Software Deliverables

Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications. The off-the-shelf Sofiware
and configured Software customized for the State provided by
NHHA in response to this RFP,

Speclalty Hosplhi

A heahh care facility licensed by the State of New Hampsh:re
under RSA [51:2 as a specialty hospital that is engaged in
providing psychiatric, substance abuse, physical rchabilitation, long
lerm acute care, or other Services to patients under the supervision
of a physician.

Specifications’

The writien provisions that set forth  the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable State and
federal policies, laws and regulations, State technical standards,
subsequent State-approvéd Deliverables, and other Specifications
and requirements descnbed in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

SSL -

Secure Socket Layer

SSL VPN

An SSL VPN. (Secure Sockets Lay virtual private neiwork) is a
form of VPN that can be used with a standard Web browser. In
contract 10 the traditional Internet Prowocol Security (1Psec) VPN,
and SSL VPN docs not require the insiallation of specialized client
software on the end user's computer.

State .

STATE is defined as:

State of New Hampshire

Department of Public Health Services
29 Hazen Drive
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Concord, NH 03301

and the:

Siate of New Hampshire [nsurance Depariment -
21 Fruit Street

Concord, NH 0330

Reference 1o the term "State™ shall include spplicable agencies

State Data

All data created or in any way onginating with the Siate, and all
data that is the output of computer processing of or other electronic
mzoipulation of aoy data that was crcaled by or in any way
oniginated with the State, whether such data or output is stored on
the State's hardware, the New Hampshire Hospital Association’s
hardware or exisls in aoy system owned, maintained or otherwise
controlled by the Stale or by the New Hampshire Hospital
Association, "

State Fiscal Year (SFY)

The New Haml)shirc Swte Fiscol Year extends from July 1
through June 30° of the following calendar year :

State Project Leader

State's representative with regard to Project oversight

State's Confidentin) Records

State's information regardless of its form that is not subject to
public disclosure under applicable Stete and federal laws and
regulations, including but not limited to RSA Chapter 91-A.

State’s Project Manager (PM)

t

State’s representative with regard to Project managemeni and
technical maiters. Agency Project Managers are responsible for
Review and Acceptance of specific Contract’ Deliverables, invoice
sign off, and Review and approval of a Change Propesal (CP).

Statement-of Work (SOW)

A Suatement of Work clearly defines the besic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance. and design
requirements, the roles and responsibilities of the State and NHHA.
The Contract Agreement SOW defines the results that NHHA
remains responsible and accountable for achieving,

Storage Area Network (SAN)

A Storage Area Network or SAN is a high-speed network of
slorage devices that also connecls those storage devices with
servers. It provides block-level storage that can be accessed by the
applicstions running on any networked servers.

Subcontractor

A person, paninership, or company not in the employment of, or
owned by, NHHA, which is performing Services under this
Contract under 8 separste Contract with or on behalf of NHHA

Subject Matter Experts (SME)

People that the vendor is expected to work with when researching -
State policies, procedures and requirements and includes staff from
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o

L

Ll

the NHDHMS, NH DPHS, NH DolIT, NHID and cxtcrnal
stakeholders

Summary Submission Statistics
Report

The Summary Submission Statistics Report contains the number of
encouniers the hospital has submitted every month, the mimber of
encouniers that have passéd all the validation checks, end the
number of encounters in crror based on the validation requirements,
segmented by the patient type of inpatient, emergency depariment,
or outpatjeni.

System

All Software, specified hardware, and interfaces and extensions,

. integrated and functioning together in accordance with the

Specifications.

System Documentation

The collection of documents that describes the requirements,
capabilities, limitations, design, operation, and mamlmnnce of the
data processing system

TBD

To Be Determined

Technilcal Authorization

Direction to a Vendor, which ﬁlls in details, clanﬁcs. interprets, or
specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitule a
new assignment; end (3) not change the terms, documents of
specifications of the Contract Agreement

Technlical Solution and Services

The Solution consists of the total Selution, which includes, without
limitation, Software and Services, addressing the requirements and
terms of the Contract Specifications. The off-the-shelf Software
and configured Software customized for the State provided by
WHHA in response to this RFP.

Term .

Period of the Contract from the Effective Date through termination.

Test Plan

A plan, integraled in the Work Plan, to verify the code (new or
changed} works 1o fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and {est data, lest scnpts and
repons for the test resulis as well as a tracking mechanism.

Training Plan

The guidance, coaching, materials, and tools to reinforce
knowledge comprehension, train users on what they need to know
and do (o perform their jobs effectively, establish an ongoing skills
development process, and provide for a bluepnint for the State to
effectively manage its resources, activities, and timeline throughout
the course of the initiative.

Trni‘n-the-'[‘rillners

A method of the training plan for training end users

1 Transition Services

Services and support provided when the services of New
Hampshire Hospital Association are no longer required end the
Contract will be terminated.

Transmission Mechanism

An_ cfficient way for the hospital submitier. The current DPHS
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"SFTP submission process represents thc minimum standard and is
available for.usc. The vendor shall evaluate case of use with the
hospitals before implementing a new mechanism. A user account
can be provided to Vendors allowing ‘the use of the State’s Secure
File Transfer Protocol (SFTP) server. This can be made available
by DolT to facilitate the secure cxchnnge of dala to the Enterprise
Daia Warehouse.

UAT

User Acceptance Test

UHFDDS

Uniform Health Facilities Discharge Data Set

Uniform Coding

Coding that adheres to the Official UB-04 Data Specifications
Manual of the Nationsl Uniform Billing Committee (NUBC)

Uniform Health Facilities
Discharge Data Set (UHFDDS)

" The collection of individual Discharge Data Records from Acute

Care and Specialty Hospitals for pnucnts residing in New
Hampshire.

Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined,

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confim
the System was developed according to specific user requirements.
The test cases and scripts/scenanios should be mapped to business
requirements outlined in the user requirements documents.

User Group

Regularly scheduled meetings of end users

User Management

Supports_the administration of computer, application and network
accounts within an organization

Validation Results

Edit Summary Report customized to 1ncludc number and percent of
failed records by clement -and includes pass/fail, number and
percent of failed records by type of failure, number and percent of
failed records by clements, number and percent of failed records by
failure type in a format sufficient and clear enough for Hospitals to
casily reconcile their submitted data to the data processed by the |
Vendor. Remedies for failures are identified, when appropriate

Vendor NHHA whose proposal or quote was awarded the Contract with the
State and who is responsible for the Services and Deliverables of
the Contract. (See “New Hampshire Hospital Association’)

Verification - Supports the confirmation of authority to enter a computer system,

application or network

Warranty Period

A period of coverage during which the Contracted Vendor  is
responsible  for providing a guarantee for products and
Services delivered as defined in _the Contract.

Warranty Services

The Services 1o be provided by the Vendor dunng the
Warranty Period.
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chEx webinar

Online collaborative services including web seminars, webcasts,
and peer-level web meetings

Work Hours

Vendor personnel shall work normal business hours between §:00
am and 5:00 pm, cight (8) hour days, forty (40) hour wecks,
excluding State' of New Hampshire holidays. Changes ‘to this
schedule may be made upon .agreement with the State Project
Manager. '

Work Plan

"o

The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events lo be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include o
detajled description of the Schedule, 1asks/activilies, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate omeach task.

v Written Deliverables

Non-Software wmniten deliverable Documcnlauon (letter, report,
manual, book, other) provided by NHHA either in paper or
electronic format.
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
DHHS, Department of P\}blic Health Services, and New Hampshire Hospital Association (NHHA), a
Non-Profit Corporation, having its principal place of business at 125 Airport Road, Concord, NH 03301.

The State of New Hampshire, acting through the New Hampshire Department of Heahh and Human
Services (NH DHHS), Division of Public Health Services (DPHS), Bureau of Public Health Statistics and
Informatics (BPHSY) in collaboration with New Hampshire Insurance Department, requires a technical
solution for the collection, processing, quality assurance, consolidation; secure storage, and access to
Hospital Discharge Date by providing a Uniform Health Facilities Discharge Data System (UHFDDS).
State of New Hampshire law RSA 126:27 and Administrative Rule He-C 1500 requires thai all licensed
health care (acilities electronically provide their ctaims Data to DHHS which include medical and billing
hospilal discharge claims from thirty-two (32) reponting facilities, comprised of twenty-six (26) Acute
Care Hospitals and six (6) Specialty Hospitals
4

RECITALS

Whereas the State desires to have New Hampshire Hospital Association provide a technical solution for
the collection, processing, quality assurance, consolidation, secure storage, and access (o Hospital
Discharge Data by providing a Uniform Health Facilities Discharge Data System (UHFDDS), and
associated Services for the State;

Whereas New Hampshire Hospital Association wishes 10 provide & technical solution for the collection,
processing, quality assurance, consolidation, secure storage, and access to Hospital Discharge Data by
providing a Unifqrm Health Facilities Discharge Data System (UHFDDS).

The parties therefore a-gree as follows:
1. CONTRACT DOCUMENTS

1.1 CONTRACT DOCUMENTS
This Contract Agreement (2016-024) is comprised of the following documents: .

A. Pan ) - Form P-37 General Provision

-B. Pan 2 - Information Technology Provisions

C. Part 3 - Exhibits
Exhibit A- Contract Deliverables
Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions.
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Exhibit D- Administrative Services

Exhibit E- Implementation-Services

Exhibit F- Testing Services

Exhibit G- Support Services

Exhibit H- Requirements

Exhibit |- Work Plan

Exhibit J- Software Agreement

Exhibit K- Warranty

Exhibit L- Training Services

Exhibit M- Agency RFP with Addendums, by reference
. Exhibit N- NHHA Proposal, by reference

Exhibit Q- Certificates and Attachments

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:
a. State of New Hampshire, DHHS Contract Agreement 2016-024, including Parts 1, 2,
and 3.
b. State of New Hampshire, DHHS RFP 2016-024.
¢. Vendor Proposal Response 1o RFP 2016-024 dated Octlober 30, 2015

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective aRer full
execution by the parties, and the receipt of required governmental approvals, including, but not
timited to, Governor and Executive Council of the State of New Hamgpshire approval
("Effective Date™). :

The Contract shall begin on the Effective Dale and extend through September 30, 2020. The
Term may be extended up to five (5) years, (“Extended Term™) at the sole option of the Siate,
subject to the parties’ prior written agreement, the continued availability of funds, satisfactory
performance of services and approval by the Governor and Executive Council on spplicable
fees for each exiended term.

New Hampshire Hospital Association shall commence work upon issuance of a Notice to
Proceed by the State.

Time Is of the essence in the performance of New Hampshire Hospital Assoclation’

oblipation under the contract.

2016-024 IT Provisions - Part 2 Page 19 0f 38
New Hampshire Hospital Association . Initials:



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
. UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM
PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

3. COMPENSATION

31  CONTRACT PRICE

The Contract Price, Pant 1, P37, block - 1.8 price limitation, method of payment, and terms of
peyment are identified and more particularly described in seclion 5 of P-37 Agreement and Pant 3
Contract Exhibit B: Price and Payment Schedule.

32 NON-EXCLUSIVE CONTRACT

The State reserves the right, al its discretion, to retain other vendors to provide ‘any of the

Services or Deliverables identified under this procuremeént or make an award by item, part or

portion of an item, group of items, or tolal Pr0posal New Hampshire Hospital Association shall

not be responsible for any delay, act, or emission of such other vendors, except that New

-Hampshire Hospital Association shall be reswnsnble for-any delay, act, or omission of the other

vendors if such delay, act, or omission is caused by or due to the fault of New Hampshire
" Hospita) Association. :

4. CONTRACT MANAGEMENT

The Pro_;cct will require the coordinated efforts of a Project Team consisling of both Ncw
Hampshire Hospital Association and State personncl New Hampshire Hospital Association
shall provide all necessary resources to perform its obligations under the Contract. New
Hampshire Hospital Association shall be responsible for managing the Project to ils successful
completion,

41  THE CONTRACTOR'S CONTRACT MANAGER _ ‘
New Hampshire Hospital Association shall assign a Contract Manager who shall be
responsible for all Contract authorization and administration. New Hampsh:rc Hospital
Association's Contract Manager is:

Kathleen Bizarro-Thunberg
Execulive Vice President
125 Airport Road
Concord, NH 03301

Tel: 603-415-4252

Email: kbizarro@nhha.org

4.2 THE CONTRACTOR’S PROJECT MANAGER
4.2.1 Contract Project Manager
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New Hampshire Hospital Association shall assign a Project Manager who meets
the requirements of the Coniract. New Hampshire Hospital Association’s seleclion
of the New Hampshire Hospital Association Project Manager shall be subject to the
prior written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the proposed New Hampshire
Hospital Association Project Manager's resume, qualifications, references, and
background checks, and an interview. The Stale may requiré removal or
reassignment of New Hampshire Hospital Association’s Project Manager who, in
the sole judgment of the State, is found unacceptable or is not performing to the
State’s satisfaction.

4.2.2 New Hampshire Hospital Association Project Manager must be qualified to
perform the obligations required of the position under the Contract, shall have
full authority to make binding decisions under the Contract, and shall function as
New Hampshire Hospital Association’s representative for all administrative and
management matters. New Hampshire Hospital Association’s Project Manager
shall perform the duties required under the Contract, including, but not limited to,
those set forth in Exhibit ], Section 2. New Hampshire Hospital Association’s
Project Manager must be available (o promptly respond during Normal Business
Hours within two (2) hours to inquiries from the State, and be at the site as
nceded. New Hampshire Hospital Association’s Project Manager must work
diligently and use his/ her best efforts on the Project.

4.2.3 New Hampshire Hospital Association shall not change its assignment of New.
Hampshire Hospital Association Project Manager without providing the State
written justification and obtaining the prior written approval of the Stale. State
approvals for replacement of New ‘Hampshire Hospital Association’s Project
Manager shall not be unreasonably withheld. The replacement Project Manager
shall have comparable or greater skills than New Hampshire Hospital
Associstion Project Manager being replaced; meet the requirements of the
Contract; and be subject to reference and background checks described above in
General Provisions, Section 4.2.1: Coniract Projeci Manager. and in Contract
Agreement General Provisions, Section 4.6: Reference and Background Checks,
below. New Hampshire Hospital Association shall assign a replacement New
Hampshire Hospita! Association Project Manager within ten (10) business days
of the departure of the prior New Hampshire” Hospital Association Project
Manager, and New Hampshire Hospital Association shall continue during the ten
(10) business day period to provide competent Project management Services
through the assignment of a qualified interim New Hampshire Hospilal
Association Project Manager.
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4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, (o terminate the Contracl, declare New Hampshire
Hospital Association in default Bnd pursue its remedies at law and in equity, if
New Hampshire Hospital Association fails to assign a New Hampshire Hospital
Association Project Manager meeting the requirements and terms of the Contract.

-4,2.5 New Hampshire Hospital Association Project Manager is;
" Gwen Duperron
Project Manager
125 Airport Road
‘Concord, NH 03301
Tel: 603-415-4260
Email: gdupperon@nhha.org

4.3 'NEw HAMPSHIRE HOSPITAL ASSOCIATION KEY PROJECT STAFF

)

4.3.1 New Hampshire Hospital Association shall assign Key Project Staff who meet the
requirements of the Contract, and can implement the Software Soluuon meeting the
requirements sct forth in RFP Appendix C: System Requirements and Deliverables,
Table C.2: System Requirements and Deliverables-Vendor Response Checklist.
The State may conduct reference and background checks on New Hampshire
Hospital Associalion Key Project Staff. The State reserves the night 1o require
removal or reassignment of New Hampshire Hospital Association’s Key Project
Stafl who are found unacceptable to the State. Any background checks shall be

. performed in accordance with General Provisions Section 4.6; Background Checks.

. 43.2 New Hampshire Hospital Association shal! not chenge any New Hampshire
Hospital Association Key Project Staff commitments without providing the State
written justification and obtaining the prior written approval of the State. State
approvals for replacement of New Hampshire Hospital Association Key Project
Staff ‘will not be unreasonably withheld. The replacement New Hampshire
Hospital Association Key Project Staff shall have comparable or greater skills than -
New Hampshire Hospital Association Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements sct forth
in REP Appendix C: System Regquirements and Deliverables and be subject to
reference and background checks described in Contract Agreement- General
Provisions, Section 4.6: Reference and Background Checks,

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall

have the option to terminate the Contract, declare New Hampshire Hospital
Association in default and to pursue its remedies at law and in equity, if New
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Hampshire Hospital Association fails to assign Key Project Staff meeting the
requirements and terms of the Contract or if it is dissatisfied with New Hampshire
Hospital Association's replacement Project stal.

New Hampshire Hospital Association Key Project Staff shall Kathleen
Bizarro-Thunbeg, Gwen Duperron, and Subcontractors.

4.4 STATE CONTRACT MANAGER
The State shall assign a Contract Manager who shall lunction as the State’s representative with
regard to Contract administration. The State Contract Manager is:

Brook Dupee
Bureau Chief

29 Hazen Drive
Concord, NH 03301}
Tel: 603-271-4483 _
Email: bdupee(@ddhhs state.nh.us

Or his successor or designee:

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The Sigle Project Manager's duties shall includc the

following:

a. Leading the Project;

b. Engaging and managing all vendors;

¢.  Managing significant issues and risks.

d. Reviewing and accepling Contract Deliverables;
“e. Invoice sign-offs;

f. Review and approval of change proposals; and
g- Managing siakeholders' concerns.

The State Project Manager is:

Patricia Thibeaull
Program Planner 11l
29 Hazen Dnive
Concord, NH 03301
Tel: 603-271-0584

Email: PThibeault@dhhs staje.nh.us
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Or her successor or designee.

4.6 REFERENCE AND BACKGROUND CHECKS

The Siate may, at’its sole expense, conduct reference and background screening of the New
Hampshire Hospital Association Project Manager and Key Project Staff. The State shall maintain
the confidentiality of background screening results in eccordance with the Contract Agreement —
General Provisions-Section 11: Use of State's Information, Confidentiality.

5. .DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

New Hampshire Hospital Association shall be solely responsible for meeting ail rcqulremcnls
and terms and conditions specified in this Contract, regardless of whether or not a subcontractor
is used.

New Hampshire Hospital Association may subcontract Services subject to the provisions of the
Coniract, including but not limited to, the terms and conditions in the Contract Agreement. .
New Hampshire Hospital Association must submit all information and documentation relating to
the Subcontractor, including terms and conditions consistent with this Contract. The State will
consider New Hampshire Hospital Association to be wholly responsible for the performance of
the Contract and the sole point of contact with regard to all contractual matters, including
payment of any and all charges resulting [rom the Contract.

5.2 DELIVERABLES AND SERVICES

New Hampshire Hospital Association shall provide the State with the Deliverables and Services
in accordance with the time frames in the Wark Plan for this Coniract, and as more particularly
described in Contract Exhibit A: Contract Deliverables.

53 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE
Afler receiving written Cenification from New Hampshire Hospital Association that a Non-
. Software or Writtcn Deliverable is final, complete, and ready for Review, the State will Review
the Deliverable to determine whether it meets the Requirements outlined in Contract Exhibit A:
Contract Deliverables. The State will notify New Hampshire Hospital Association in writing of
its Acceptance or rejection of the Deliverable within five (5) business days of the State’s receipt
of New Hampshire Hospital Association’s written Centification. 1f the State rejects the
Deliverable, the State shall notify New Hampshire Hospita! Association of the nature and class of
the Deficiency and New Hampshire Hospital Association shall correct the Deficiency within the

v
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period identified in the Work Plan. If no period for New Hampshire Hospital Association's

. correction of the Deliverable is identificd, New Hampshire Hospital Association shail correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the Statc shall have five (5) business days to review the Deliverable and notify New
Hampshire Hospital Association of its Acceptance or rejection thereof, with the option to extend
the Review Period up to five (5) additional business days. The periods sllotted for Deliverable

- review and Accgpmnce, and Deficiency correction may be adjusted il mutually agreed upon by

" the parties in writing. If New Hampshire Hospital Association fails to correct the Deficiency
-within the allotted period of time, the State may, at its option, continue reviewing the Deliverable
and require New Hampshire Hospital Association to continue until the Deficiency is corrected, or
immediaiely terminate the Contract, declare New Hampshire Hospital Association in default, and
pursue its remedies at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE
System/Software Testing and Acceptance shall be performed ‘as set forth-in the Test Plan and
more particularly described in Exhibit F: Testing Services.

6. SOFTWARE ‘
New Hampshire Hospilal Association shall provide the Siate with access to the Software and.
Documentation set forth in.the Contract, and particularly described in Exhibit J: Software
Agreement. .

7. SERVICES

New Hampshire Hospital Association shatl prowdc the Services required under the Contracl
Documents. All Services shall meet, and be performed, in accordance with the Spccnﬁcauons

7.1 ADMINISTRATIVE SERVICES
New Hampshire Hospital Association shall provide the State with the administrative
Services set forth in the Contract, and particularly described in Exhibit D: Administrative
Services.

7.2 IMPLEMENTATION SERVICES .
New Hampshire Hospunl Associgtion shall provide the State with the Implemeniation
Services set forth in the Contract, and particularly deseribed in Exhibil E: Implementation

Services.
7.3 TESTING SERVICES

New Hampshlrc Hospital Association shell perform testing Services for the Staie set fonh in
‘the Contract, and particularly described in Exhibit F: Testing Services,

-
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7.4 TRAINING SERVICES
New Hampshire Hospital Association shall provide the State with training Services set forth -
in the Contract, and particularly described in Exhibit L: Training Services.

‘7.5 SUPPORT SERVICES :
New Hampshire Hospital Association shall provide the State with suppont Services set forth
in the Contract, and particularly described in Exhibit G: Suppon Services. '

7.6 WARRANTY
New Hampshire Hospital Association shall provide the State with warrantics as set forth in
Exhibit K: Warranty. ' - ' '

8. WORK PLAN DELIVERABLE

New Hampshire Hos;;‘ilal Association shall pfOVidc the State with a Work Plan that shali include,
without limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones, task
dependencies, and payment Schedule,

The initiat Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: Work
Plan. New Hampshire Hospital Association shall update the Work Plan as necessery, but no less
than every two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any
such updates to the Work Plan must be approved by the State, in writing, prior to final incorporation
into Contract'Exhibit I: Work Plan. The updated Contract Exhibit 1: #ork Plan, as approved by the
State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Contract Exhibit I: Work Plan shall
not relieve New Hampshire Hospital Association from liability to the State for damages resulting .
from New Hampshire Hospital Association's failure to perform its obligations under the Contract,
including, withoul limitation, performance in accordance with the Schedule.’

In the event of any delay in the Schedule, New Hampshire Hospital Association must immediately
notify the State in writing, identifying the nature of the delay, ie., specific actions or inactions of
New Hampshire Hospital Association or the State causing the problem; its estimated duration period
to reconciliation: specific actions that need 1o be taken to correct the problem; and the expected
Schedute impact on the Project.

In the cvent additional time is required by New Hampshire Hospital Association to correct
Deficiencies, the Schedule shal) not change unless previously agreed in writing by the State, except
that the Schedule shall automatically exiend on a day-to-day basis to the extent that the delay does
_ not result from New Hanipshire Hospital Association's failure to fulfill its obligations under the

Fal

2016-024 [T Provisions — Pan 2 Page 26 of 38 %.
New Hampshire Hospital Associstion [nitials:




STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

. UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM

PART 2 - CONTRACT 2016-024
INFORMATION TECHNOLOGY PROVISIONS

Contract. To the extent that the State's execution of its major tasks takes longer than described in
the Work Plan, the Schedule shall automatically extend on a day-to-doy basis.

Notwithstanding enything to the contrary, the Staie shall have the option to terminate the Contract .
for default, at its discretion, if it is dissatisfied with NHHA's Work Ptan or elements within the
Work Plan.

9. CHANGE ORDERS

The Swuate mey make changes or revisions a1 any time by wniien Change Order. The State originated
changes or revisions shall be approved by the Department of Information Technology. Within five

- (5) business days of New Hampshire Hospital Association’s receipt of a Change Order, New

Hampshire Hospital Association shall advise the Suate, in detail, of any impact on cost (e.g., increase
or decrease), the Schedule, or the Work Plan.

New Hampshire Hospital Association' may request a change within the scope of the Contract by
written Change Order, identifying any impact on cost, the Schedule, or the Work Plan. The State
shall attempt to respond to New Hampshire Hospital Association’s requested Change Order within
fourteen (14) business days. The State Agency, as well as the Department of Information
Technology, must approve ail Change Orders in writing. The State shall be deemed 1o have rejecled
the Change Order if the parties are unable 10 reach an agreement in wriling.

All Change Order requests from New Hampshire Hospital Association 1o the State; and the State
acceptance of New Hampshire Hospital Associalion’s estimate for a Siate requested change, will be -
acknowledped and responded to, either accepiance or rejection, in writing. If accepted, the Change
Order(s) shall be subject to the Contract amendment process, as determined 10 apply by the State.

INTELLECTUAL PROPERTY

10.
10.1 SOFTWARE TITLE
Title, right, and interes! (including all owncrshlp and intcllectual property rights) in the Software,
and its associated Documentstion, shall remain with NHHA,
10.2 STATE'S DATA AND PROPERTY
All nights, title and interest in State Data shall remain with the Staie. All data and any property

. which has been received (rom the State or purchased with funds provided for tha purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon demand
or upon termination of this Agreement for any reason. New Hampshire 'Hospital Association
shall not access State user accounts or Stale data, excepi (1) in the course of Service operations,
: A
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(2) in response 1o service or technical issues, (3) as required by the express terms of this contract
or (4) al the State's written request. '

103 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, New -Hampshire Hospital Association may develop for
itself, or for others, materials that ‘are competitive with, or similer to, the Deliverables. [n
accordance with the provision of this Conlract, New Hampshire Hospital Asseciation shall not
distribute eny products containing or disclose any Stale Confidential Information. New
Hampshire Hospita) Association shall be free Lo use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in the course of its
performance under this Contract, provided that such is not obtained as the result of the deliberate
memorization of the State Confidential Information by New Hampshire Hospital Association
employees or third party consultants engaged by New Hampshire Hospital Association.

Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire
RSA Chapter 91-A, which includes but is not limited to the following: records of grand juries and
petit juries; records of parole and pardon boards; personal school records of pupils; records -
pertaining to internal persannel practices, financial information, test questions, scaring keys and
other examination data use to administer a licensing exemination, examinstion for employment,

“or'academic examinstion and personnel, medical, welfare, library use, video tape sale or rental,
and other files containing personally identifiable information that is private in nature,

104 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site (nh.gov), including copytight to all Data and
information, shall remain with the State. The Siate shall also retain all night, title and interest in
any uscr interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or infarmation shall, where applicable, display the Stale's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

NHHA shall maintain all title, rights, and interest in any Custom Software developed under this
Contract proprietary software code.

10.6 SURVIVAL .
This Contract Agreement Section 10: Intellectual Property shall survive the termination of the
Contract.
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11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In-performing its obligations under the Conrract, New Hampshire Hospital Association may
gain access to information of the State, including State Confidential Information. "State
Confidential Information™ shall include, but not be limited to, information exempted from
public disclosure under New Hampshire RSA Chapier 91-A: Access 1o Public Records dnd
Meetings (see e.g. RSA Chapter 91-A: 5 Exemptions). New Hampshire Hospital
Association shall not use the State Confidential Information developed or obtained during
the performance of, or acquired, or developed by reason of the Contract, except as directly
connecled 1o and necessary (or New Hampshire Hospital Association's performance under
the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

New Hampshire Hospital Association shall maintain the confidentiality of and protect from

unauthorized use, disclosure, publication, and reproduction (collectively “release™), all
. State Confidential Information that becomes available 10 ‘New Hampshire Hospital

Association in connection with its performance under the Contract, regardless of its form.

Subject to applicable federa! or State laws and regulations, Confidential [nformation shall
not include information which: (i) shall have otherwise become publicly available other
than as a resuit of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
party, which the receiving party believes is nol prohibited from disclosing such
information es a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior to, any
disclosure of such information made by, the disclosing pany; or (iv)’is disclosed with the
written consent of the disclosing pany. A receiving party also may disclose Confidential
Information to the extent requited by an order of a coun of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. New Hampshire Hospital Association shall immediately notify the
State if any request, subpoena or other legal process is scrved upon New Hampshire
Hospital Association regarding the State Confidential Information, and New Hampshire
Hospital Association shall cooperate with the State in any eflont the State undertakes to
contest the request, subpocna or other legal process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, New Hampshire
Hospital Association shall immediately notify the State, and the State may immediatcly be
entitled to pursue any remedy at law and in equity, including, but not limited to, injuncrive
-relief.

e
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113 NEW HAMPSHIRE HOSPITAL ASSOCIATION CONFIDENTIAL
INFORMATION

Insofar as New Hampshire Hospital Association secks to maintain the confidentiality of its
confidential or proprictary information, New Hampshire Hospital Association must clearly
identify in writing all informetion it claims to be confidential .or proprietary.
Notwithstanding the foregoing, the State acknowledges that New Hampshire Hospital
Association considers the Software and Documentation to be Confidential Information.
New Hampshire Hospital Association acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or regulations,
including but not limited 10, RSA Chapter 91-A. In the event the Siate receives a request
for the information identified by New Hampshire Hospital Association as confidential, the
State shal] notify New Hampshire Hospital Association and specify the date’the State will
be releasing the requested information. At the request of the State, New Hampshire
Hospital Association shall cooperate and assist the State with the coltection and review of
New Hampshire Hospital Association's information, at no additional expense to the State.
‘Any effort to prohibit or enjoin the release of the information shall be New Hampshire
Hospital Association's sole responsibility and at New Hampshire Hospital Association’s
sole expense. If New Hampshire Hospital Association fails to obtain a court order
enjoining the disclosure, the State shall release the information on the date specified in the
State’s notice to New Hampshire Hospital Association, without any liability to New
Hampshire Hospital Association.

11.4 SURVIVAL

This Contract Agreement Section L1, Use of State's Information, Confidentiality, shall
survive termination or conclusion of the Contracl.

12 LIMITATION OF LIABILITY

12.1 STATE
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable. laws and regulations, the State’s liability to New Hampshirc Hospital
Association shal] not exceed the lotal Contract price set forth in Contract Agreement ~
General Provisions, Block 1.8, - .

12.2 New Hampshire Hospital Association

Subject to applicable laws and regulations, in no event shall New Hampshlrc Hospital
Associalion be liable for any consequential, special, indirect, incidental, punitive or
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exemplary damages and New Hampshire Hospital Association's liabitity 1o the State shall
not exceed two times (2X) the 1otal Contract price sei forth in Contract Agreement — P-37,
General Provisions, Block 1.8. '

_ Notwithstanding the foregoing, this limitation of liability shall not apply to New Hampshire
Hospital Association’s indemnification obligations set forth in the Contract Agreement-
General Provisions Section 13: Jademnificarion and conlidentiality obligations in Contract
Agreement-General Provisions Secnon 11: Use of Stare s Information, Confi denr:ahfy,
which shall be unlimited.

12.3 STATE'S IMMUNITY
Notwithstanding the foregoing, nothing herein contained shall be deemed 1o constitute a
waiver of the sovereign imumunity of the State, which immunity is hereby reserved 10 the
State. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL
This Section 12: Limitation of Ligbility shall survive termination or Contract conclusion,

_I3 . TERMINATION
This Section 13 shall survive the teqninalion or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
Any one or more of the following acts or omissions of New Hampshire Hospual Assoctauon shall
constitute an event of default hereunder (“Event of Default”™)

a. Failure to perform the Services satisfactorily or on schedule;

b. Failure to submit any repont required; and/or

¢. Failure 10 perform any other covenant, term or condition of the Contract

13.1.) Upon the occurrence of any Event of Defauli, the State may take any ;mc or more, of
all, of the following actions: .

2. Unless otherwise provided in the Contract, the State shall provide New Hampshire
Hospital Association written notice of default and require it to be remedied within,
in the absence of a greater or lesser specification of time, within thinty (30} days
from the date of notice, unless otherwise- indicated within by the State ("Cure
Period™). If New Hampshire Hospital Association fails to cure the default within

" the Cure Period, the State may terminate the Contract effeciive two (2) days afier
giving New Hampshire Hospital Association notice of termination, at its sole
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discretion, treat the Contract as breached and pursue its remedies at law or in
equity or both. ’

‘b. Give New Hampshire Hospital Association a written notice specnfymg the Event of

Defaull and suspending all payments to be made under the Contract and ordering
that the portion of the Contract price which would otherwise accrue to New
Hempshire Hospital Association during the period from the date of such notice
until such time as the State determines that New Hampshire Hospital Association
has cured the Event of Default shall never be pa:d to New Hampshire Hospital
Associetion.

¢. Sctoff against any other obligations the State may owe (o NHHA any damages the
State suffers by reason of eny Event of Default;

d. Treat the Contract as breached and pursue any of its remedices at law or in equity, or
both.

¢. Procure Services that are the subject of the Contract from another source and New
Hampshire Hospital Associstion shall bé liable for reimbursing the State for the
replacement Services, and all administrative costs directly related to the
replacement of the Contract and procuring the Services from another source, such
as costs of competitive bidding, mailing, advertising, epplicable fees, charges or
penalties, and staff time costs; all of which shall be subject to the limitations of
liability set-forth in the Contract.

13.1.2 NHHA shall provide the State with written notice of default, and the State shall cure the

default within thiny (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.21

13.2.2

The State may, al its sole discretion, terminate the Contract for convenience, in whole
or in pan, by thirty (30) days written notice to New Hampshire Hospital Association.
In the event of a termination for convenience, the State shall pay New Hampshire
Hospital Association the agreed upon price, if separately stated in this Contrect, for
Deliverables for which Acceptance has been given by the State. Amounts for Services'
ot Deliverables provided prior 1o the date of termination for which no separate price is
stated under the Contract shall be paid, in whole or in pant, generally in accordance
with Contract Exhibit B, Price and Payment Schedule, of the Contract.

During the thirty (30) day period, New Hampshire Hospital Association shall wind
down  and cease Services as quickly and efficiently a5 reasonably possible, withoul
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performing unnecessary Services or aclivities and by minimizing negative effects on
the State from such winding down and cessation of Services.

13.3 TERMINATION FOR tONFLlCT OF INTEREST

13.3.1  The State may terminate the Contract by written notice if it determines that & canflict

of interest exists, including bul not limited 10, a violation by any of the parties hereto

- of applicable laws regarding ethics in public acqu:smons and procurement and
performance of Contracls.

In such case, the State shall be entitled to 8 pro-rated refund of any cument
- development, suppori, and maintenance costs. The State shall pay all other contracted

paymenis that would have become due and payable if New Hampshire Hospital

Association did not know, or reascnably did not know; of the conflict of interest.

113.2 In the event the Contract is terminated as provided above pursuant to a violation by
New Hampshire Hospital Association, the State shall be entitled to pursue the same
remedies against New Hampshire Hospital Association as it could pursue in the evenl:
of a default of the Contract by New Hampshire Hospital Association.

13.4 TERMINATION PROCEDURE

13.4.1  Upon termination of-the Contract, the State, in addition 10 any other rights provided
in the Contract, may require New Hampshire Hospital Association to deliver to the
State any property, including without limitation, Software-and Written Deliverables,
for such pant of the Contract as has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State,
New Hampshire Hospital Association shall:

a. The State shall be entitled to any posi-termination assistance gencrally made
available with respect 10 the services; unless a unique data retrieval arrangement has
been established as part of the SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thinty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
outstanding liabilities and all claims erising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required,
which approval or ratification shall be final for the purpose of this Section;
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d. Take such action as the Stale directs, or as necessary 10 preserve and protect the
property related to the Contract which is in the possession of New Hampshire
Hospita! Association and in which the State has an interest;

e. During any period of service suspension, New Hampshire Hospital Association shall .
. not take any action to intentionally erase any State data. .

f. Transfer title 1o the State and deliver in the manner, at :hcllimes, and to the extent
directed by the State, any property which is required to be fumnished to the State and
which has been accepted or requested by the State; and

g New Hampshire Hospital Association shall implement an orderly retum of State data
in a CSV or another mutually agrecable format at a time agreed to by the parties and
the subsequent secure disposal of State data; '

h. New Hampshire Hospital Association shall securely dispose of all requested data in
all of its forms, such as disk, CD/ DVD, and paper, when requested by the State. Data
shell be permanently deleted and shall not be recoverable, according to National
Institute of Standards and Technology (NIST)-approved methods, specifically NIST
800-88 rev1. Certificates of destruction shall be provided 1o the State.

i. Provide written Certification to the Siate that New Hampshire Hospital Association
has surrendered 10 the Siate all said property.

14 CHANGE OF OWNERSHIP

In the event that New Hampshire Hospital Association should change ownership for any reason
whatsoever, the State shall have the option of conlinuing under the Contract with New Hampshire -
Hospital Association, its successors or assigns for the full remaining term of the Coniract; continuing '
under the Contract with New Hampshire Hospilal Association, its successors or assigns for such
_period of time as determined necessary by the State; or immediately terminate the Contract without
liability to New Hampshire Hospital Association, its successors or assigni

15  ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 New Hampshire Hospital Association shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under the Contract without the prior written consent of the
State.' Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior writien consent shali be null end void, and
may constitute &n event of default at the sole discretion of the State.

15.2 New Hampshire Hospital Association shall remain wholly responsible for performance of the
entire Contract even if assignees, delegates, Sub-Contractor, or other transferees (“Assigns”) are used,
unless othenwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
all obligations and liabiliiies under the Contract from the Effective Date. In the absence of a writlen
assumption of full obligations and liabilities of the Contract, any permitted assignment, delegation,

_—
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subcontract, or other transfer shall neither relieve New Hampshire Hospital Association of any of its
obligations under the Contract nor affect #ny remedies available to the State against New Hampshire
Hospital Association that may arise from any event of default of the provisions of the contract. The
State shall consider New Hampshire Hospital Association to be the sole point of contact with regard
to 8l) contractual matters, including payment of any and all charges resulting from the Contract.

153 Notwithstanding the foregoing, nothing herein shall prohibit New Hampshire Hospital
Association from essigning the Contract to the successor of all or substantelly all of the nssets or
business of New Hampshire Hospital Association provided that the successor fully assumes in writing
sll obligations and responsibilities under the Contract. in the event that New Hampshire Hospital
Association should change ownership, as permitted under Section 15: Change of Ownership, the State
shall have the option to continue under the Contract with New Hampshire Hospital Association, its
successors or assigns for the full remaining term of the Comracl', conlinue- under the Contract with
New Hampshire Hospital Association, its successors or assigns for such period of time as determined
necessary by the State; or immediatcly lerminating the Contract without liability to New Hampshire
Hospital Association, its SuCCessors or ASSIENS,

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect 1o a dispute (other than an action seeking
injunclive reliel with respect to intellechual property rights or Confidential Information), the party
believing itself aggrieved (the “lnvoking Party™) shall call for progressive management involvement
in the dispute negotiation by written notice 1o the other party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract,

The parties shall use reasonable efforts 10 arrange personal meetings and/or |e1cphonc conferences as
needed, al mutually convenient times and places, befween negoliators for the parties at the following
successive management tevels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table

Leve! New Hampshire State Cumulative
Hospital ' Allotted Time
Assoclation
Primary | Gwen Duperron Pairicia Thibeault 5 Business Days
Project Manager State Project
L Manager (PM)
First Kathleen Bizamro- Brook Dupee 10 Business Days
Thunberg Director
Executive Vice .
President
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‘Second

Steve Ahnen - JefTery Meyers - | 15 Business Days
President, NHHA DHHS
Commissioner

The allotted time for the first level negotiations shall begin on the date the lnvoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original anolung
Party's notice is received by the other party.

GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE

. In consideration for receiving access 1o and use of the computer facilities, network, licensed” ‘
or developed software, software maintained or operated by eny of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
“Information™), New Hempshire Hospital Association understands and agrees to the
following rules:

Every Authorized User has the responsibilily to assure the protection of mformauon
from unauthorized access, misuse, thefl, damage, destruction, modification, or
disclosure.

That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited 1o, personal, or other private
and non-State use and that al no time shall New Hampshire Hospital Association access
or allempt to access any information without having the express authority to do so.

That at no time shall\New Hampshire Hospilal Association access or attempt to access
eny information in a manner inconsistent with the approved policies, procedures, and for
agreements relating to sysiem entry/access,

That al} sofiware licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times New Hampshire Hospital Association must use utmost care to protect and
keep such software stricily confidential in accordance with the license or any ather
Agreement executed by the State. Only equipment or software owned, licensed, or being
evaluated by the Siate, can be used by New Hampshire Hospital Association. Personal
software (including but not limited to palmtop syne soﬂware) shall not be ms:ailcd on
any equipment.
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¢. That if New Hanmipshire Hospital Association is ‘found to be in wolauon of any of the
above-stated rules, the User may face removal from the State Contract, and/or criminal
or civil prosecution, if the act constitutes a violation of law.

17.2 EMAIL USE

Mail and other electronic communication messagmg systems are Siate of New

Hampshire property and are to be used for business purposes only. Email is defined as

“internal Email systems" or “State-funded Email systems.” New Hampshire Hospital

Association understands and agrees that use of email shall follow State standard policy
- (avsilable upon request).

17.3 INTERNET/INTRANET USE

The Intemnet/Intranet is to be used for access to and distribution of informarion in direct
support of the business of the State of New Hampshire accordmg to State standard policy
(available upon request).

174 REGULATORY GOVERNMENT APPROVALS '
New Hampshire Hospital Association shall obtain all necessary and applicable regulatory or
other governmental approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurence Cenificate should note the Certificate ‘Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the individusl responsible
for the funding of the contracts and his'her address.

17.6 EXHIBITS
The Exhibits referred to, in and attached to the Contract are incorporated by reference as 1f'
ful]y included in the text.

17.7 VENUE AND JURISDICTION
. Any action on the Contract may only be brought in the Siate of New Hampshlre Memimack
County Superior Court.

17.8 SURVIVAL

The terms, condilions and warranties contained in the Contract that by their context are

intended to survive the completion of the performance, cancellation or termination of the

Contract shall so survive, including, but no1 limited to, the terms of the Exhibit E Section 3:
- Records - Retention and Access Requircments, Exhibit E Section 4: Accounting

Requirements, and General Provisions-Section 11: Use of State’s Information,
- Confidentiality arid General Provisions- Section 14: Termination which shall all survive the

termination of the Contract,
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17.9 FORCE MAJEURE -

Neither New Hampshire Hospital Association nor the State shall be responsible for delays or
faitures in performance resulting from evenis beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to, scts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Govemnment, fire, power -
failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing, Force Mejeure events shall not include New Hampshire
Hospital Association’s inability to hire or provide personnel needed for New Hampshire
Hospital Association’s performance under the Contract.

17.10 NOTICES

Any notice by a panty hereto to the other party shall be deemed to have been duly delivered
or given, at the time of mailing by certified mail, postage prepaid, in a United Sta(cs Post
Office addressed 1o the parties at the following addresses. :

NEW HAMPSHIRE HOSPITAL ASSOC. TO STATE:
KATHLEEN BIZARRO-THUNBERG NH DHHS - DPHS

125 AIRPORT ROAD ) BROOK DUPEE
CONCORD, NH 03301 29 HAZEN DRIVE
TEL: 603-415-4252 ) CONCORD, NH 03301
E.MAIL:KBIZARRO@NHHA .ORG TEL: (603) 271-4483
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DELIVERABLES

DELIVERABLES, MILESTONES AND ACTIVITIES

1.1, Problem Statement

" The Dcpamncﬁt of Health and Human Services wishes 1o Contract with-New Hampshire Hospital

Association (NHHA) (o provide a Technical Solution’and Services for the collection of Health Care
Facility Discharge Data as required under State law RSA 126:25. The Unified Healthcare Facility
Discharge Data Set (UHFDDS) is one of the most useful Datasets available to public health officials,
care providers and statewide leadership. The Data is used for assessing hospital utilization, frequency
of specific injuries and incidence of disease. The Dataset is also used by internal &-external analysis
for trend analysis and various reporting. The Data is collected from each New Hampshire hospitat end
3 adjacent states. In any given year (he number of NH files received per year, submitied monthly or
quarterly, averages 420 and can contain both Inpatient and Outpatient, From these files the average
number of discharges per year equal Inpatient: 120,000, Outpatient: 2.2 million, and Specialty: 9,500.
Data quality checks are performed on each file 10 insure the Data is formaited correctly andas
complete as possible. Data quality issues are identificd and resolved with the hospitals. Revised files
and corrections ere resubmitted. Once a calender year's Data from all sources is complete the

" Uniform Healthcare Facilities Discharge Data Set is made available to al} stakeholders. The Siate

shall benefit by receiving improved Data quality usmg NHHA's cxpcnence and that of its
Subcontractors, receiving files from facilities, processing the files, managing the Error Correction
Processes, and producing a Datascl containing the required Data. NHHA shall also provide much
needed Qutreach Services to Health Care Facilities as well as provide expertise that shall provide
processing of Dala more quickly and efTiciently than the current in-house Solution.

1.2 Program Goals

Provide Services as the agent of DHHS for the de-identificetion of direct identifiers, collection,
quality assurance, consolidation, secure storage, and access to Hospital Discharge Dala that:
s  Are robust, extensible, and forward looking in design;
o Use modem technologies that can migrate to the technologies and Data submission
methods of tomorrow;
s Have flexibility: to handle Futurc person end provider related linkage and shared
Services with other heatth Data systems;
Are efficient and effective;
Provide quality, consistency, and accessibility of mformauon
Are protective of patient privacy;
Comply with state and federal faws; and
Perform in 2 collaborative telationship with NH hospitals to maximize the quality,
. completeness, and timeliness of submissions.

2016-024 Exhibit A-Deliverables — Pan 3
New Hampshirc Hospital Association Initials Page 1 of 69



STATE OF NEW HAMPSHIRE
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1.3 Scope of Work

The Department of Health and Human Services has the need to collect Health Care Facility
Discharge Data as required under state law RSA 126:25. The siate envisions that the final
Solution shall involve a secure web presence where hospitals can upload their 837-i formatted
Data files, Uploaded files shall be validated for structure, and the Daia itself shall be validated
against acceptable ranges of values appesring in the appropriate fields. NHHA, in consuhation
with. the Project Manager and the DPHS Hospital Liaison, shall work with the hospitals to
correct any errors encountered. NHHA shall then create Data files that meet the requirements .
established by Administrative Rule He-C 1500, and shall upload these files to a designated
location.

1.3.1 The Solution for submission of hospital Data, consisting of the following steps:

1)
2}

)
4}
5)
6)
7
8)
9)
1)

validating file structure, contents, completeness

providing an Error Correction Solution for the hospitals (either 2 web-based tool ora manus
process) -~

consolidating (aggregate) the Data

creating standardized claim records

creating discharge records per rule

submilting the required Data to the State, including extracts, in the required format(s)
ensuring the state receives the original files submitted by lhc hospitals
communicating progress lo the State

supporting hospitals in submission and validation and Error Correction Processes
protecting the Data in transit and at rest

1.3.2 NHHA shall provide the following:

1)
2)

L)

4)
5)
. 6)
7

On an ongoing basis, interact with hospitals and DPHS Hospltal Liaison on the specifics

of NH statute RSA 126:25 and Administrative Rule He-C 1500 and the submittal

process;

Ensure consistent de-identification of personal identifiers by the hospitals by supplying

de-identification Software or appliance (for such occasions as law and rules requirc de-

identification);

Collect and process Data from hospitals:

o According to specifics of statute and rule, with an on-line tool, securely collect (via
secure FTP, SSL, etc.), Quality Assurance Tesi (Specifications to be develaped by
Vendor , approved by DHHS, and provided 10 hospitals), accept or reject, ensure
compliance with reporting Specifications, and give feedback on required Data
submissions;

o ldentify the need for, accept, and a process for replacement submissions;
o Maintein e system 1o allow test submissions from hospitals;
o Maintain and update annually hospital/Data element specific edit thresholds;

Treck and communicate to DHHS overdue and otherwise non-compliant hospitals;

Follow up with hospitals on Data issues and respond to questions and comments from

hospitals;

Maintain on-line guality assurance audits for use by DHHS and haspitals;

Supply Dimension Tables to allow for labeling of coded Data clements (e.g., Zip Code );
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8) Quarterly and as needed, provide Data sets 1o DHHS in agreed upon format, including
replacements of any prior time periods for Data that has changed,

9) Maintain the results of all quality assurance edits by each hospital;

10) Produce, maintain, and publish complete Documentation of the Daia sets including Iog1c

' used to transform Data and create derived data elements;

11) Provide initial training to hospital and State staff on all end-user functions. Make
availsble refresher training and training on any Software updalcs.

12) Provide on-call support Lo the users (hospital and State) via email/telephone during the
State’s regular business hours, m addition to, dedlcnled support to the State’s Hospital
Liaison;

13) Develop Documentation as described in the Contracl, including but not limited to
planning documents, System Documentation, Data submission and Data collection
manuals, and others;

. 14} Provide Implementation Services as required to allow for the p!‘DV‘lSlOﬂ of Uniform
_ Hospital Facilities Discharge Data Sets;

15) Support the State and hospital users dunng User Acccptancc Testing of the new System
and collection process; and

16) Develop and implement a collaborative plan to ensure that the State’s Hospital Lisison is.
aware and s partner in il Project aclivities.

1.4 General Project Assumptions

14.1 New Hampshire Hospital Association shall provide Project tracking tools and
templates to record and manage Issues, Risks, Change Requésts, Requirements, Decision
Sheets, and other documents used in the management and tracking of the Project. The State’
of New Hampshire and New Hampshire Hospital Association Project Managers shall
Review these tools and templates and determine which ones shall be used for the Project.
Training on these tools and templates shall be conducted at the start of each phase in which
they shall be used.

‘(4.2 Prior to the commencement of work on Non-Software and Writien Deliverables, New
Hampshire Hospital Associstion shall provide to the State a template, table of contents, or
agenda for Review and prior approval by the State.

1.4.3 New Hampshire Hosp:lal Assaciation shall ensure that appropriate levels of security are
implemented and maintained in order to protect the integrity and reliability of the State's
Information Technology resources, information, and Services. Security requirements are defined
in Appendix C-2 of the Request for Proposal. New Hampshnre Hospital Association shall
provide the State resources, information, and Services on an ongoing basis, with the appropriate
“infrastrucrure and security controls to ensure business continuity and to- safeguard the
confidentiality and integrity of State networks, Systems and Data. '

1.4.4 The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the Siate reserves the right (o reject any and all
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Deliverables in the event the Siate detects any Deficiency in the System, in whole or in pan,
through completion of all Accépiance Testing, including bu! not limited to, SoﬂwardSystcm

Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule.
effective for the Term of this Contract, and any exiensions thereof. .

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

Pricing shall be

) DellvcrablnglldtonefAtﬁvlty

;T uw—u”

WChE S 1 argAd
S

"'

“I'L

5 jadek:
e L&i\a?ﬁ’il&d—%

Dellverable Type

et et sy e \...._.,7

!

..,,"‘m,_.\‘ ‘}.&;@;:: B :f’

Projected Delivery
2. Date

“ns buill sysicm

1 Project kickoff meeting - Non-Software 4!!:‘2_016
' ' EST 5 days after
. G&C Approval
2 Status meetings Non-Software Ongoing
3 Final work plan Writien - 4/6/2016
EST 10 days after
G&C Approval
L] Current state and future state environmental Non-Software & 471272016
. assessment . Written
5 Goals and Objectives Document Written 4126/2016
6. | Presentation of Environment Assessment and Non-Software & 54312016
Goals and Objectives Docurnent Writien
7 Detailed Requirements Documentation Written 5/13/2016
8 Presentation of complete process flow from Non-Software & 57282016
hospital submission to output to State for the Written

9 Syslcm dcvclopment Soﬁwarc 'HIDOI 6
0 System configuration Software 172016
I System testing and validation (interal) Software & 7/18/2016
: Non-Soflware
12 ‘Test data and training database Software & 8/12/2016
Non-Software
13 Site URL for hospitals & DHHS branding of Soflware 8/52016
web site
14 Sysicm test plan Written 7292016 .
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Rel#s DellwribldMﬂeﬂondAcﬂvlly Deliverable Type Projected Delivery
) : L : Date
15 Provide all Documentation per lhe Work le Writien 8/1/2016
16 System ready for user ace Software 8/102016
DGR e a’*w“’:oﬁi‘@.‘&ﬁ%‘. IR S RN B R
Suppon thc Staie and hospitals during UAT Software & 8/1R2016
__| testing Non-Software
18 State written acceptance of uploading / Software & 8/26/2016
downloading, validation features, tracking Written :

L’m:-cfea UBE AGEEPRY L‘ﬁ.\ﬁm S Sy

Scnd ¢- mall notification of training webmars to 8/3/20 | 6
hospital uscrs, NHHA, and State R
21 - Conduc! three lraining webinars : Non-Software 9/13/2016
22 - Post recorded webinars available from NHHAs Non-Software 9/15/2016
secured-access web ponal .
A ._ ™ o YTD 3 — % ﬂ me ‘L‘ :.,,T' - BT -‘:.‘._. " ,l s e .- TR '._'5.,‘ Lﬁ‘
Conduct application vulnerability scanning Software 10/11/2016
Prowde verification oflcsh-rlﬁ & rcmcdmuon Wrim-.n 101212006
: i 35 Ave Eiiiw £ s'i-)"‘ﬂ\‘ i d“""-f a"ﬁ— **l\ s \, F t,;s._‘u I T \.f'l‘ﬂ, EAR] ﬂi{gfi" "?‘:’;‘;}:(:
System Go-Live Software 9/30/2016
Holdback Period Complete Non-Software 12/31/2016
10/1/2016 - 12/31/2016
26 | Warranty Periad Non-Software "Ongoin
: : - R (SRIEY ST P 30yt 120 Vel
AR merread § 0T S B LI SOV R 35
‘NHHA downloads a sample set of files "4/512016
containing CY 2015 data from State SFTP
Server
27 Quarterly processing for data calender year
2015
27a ¢ NHHA downloads CY 2015 Inpatient data Non-Software 6/1/2016
from State sFTP server |
27b . « NHHA loads and processes CY 2015 Inpatient Non-Sofiware 10/3/2016
- data
27c ¢ Automated e-mails sent to hospitals Non-Seftware 10/3/2016

Y
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CONTRACT 2016-024
PART 3 - EXHIBIT A
DELIVERABLES
Ref s Deliverable/Milestone/Activity Deliverable Type Projected Delivery
) ' : N Date
2 » Hospitals correct errors on the CY 2015 Non-Software 1112272016
Inpatient data
27e + ' Data quality assurance review and notifies Non-Software 1071072016
hospitals of outliers
27f * Hospitals provide written documentation of Non-Software 1172372016
outliers
27g- s Hospitals deem CY 2015 Inpatient data is Non-Software 1172372016
complete
27h "« Notify State that CY 2015 Inpatient dala is Non-Software 1112312016
complete and ready for State review and sign-
off
2% - State reviews validation results and written - Non-Software 11/29/2016
documentation provided by hospitals. State S
downloads reports containing validation
results and written documentation. -
27 s State signs off that CY Inpatiem dats is Non-Sofiware 11/29/2016
complete
27k e CY 2015 Inpatient Data output deliverables Non-Software 11/30/2016
are generated and made available (o State '
2 s State downloads CY 201§ Inpatient dala Non-Software 1113072016
output deliverables from NHHA secured-
access web portal
28 Heip Desk for user support calls Non-Software Ongoing
29 Dedicated support for State Administrator Non-Software . Oongoing
30 Audit results per requirements available to Wnitten & Ongoing
hospitals and State Non-Software ]
. g ':? N P ;.g.ﬁ-,q . o .' : “.'_._.‘,u‘:.,.-. P et BN ,:;., AT
1«-:%;“ " : ke SR 1SR
NHHA downloads sample files containing CY Non-Software 4/512016
2015 data from State SFTP Scrver
3 Quarterly processing for Outpatient _and
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Ref th Deliverable/Milestone/Activity Deliverable Type Projected Dellvery
. B . : . Date
Specialty data.calendar year 2015 . )

3la s+ NHHA downloads CY 2015 OQutpatient and Non-Software 6/1/2016
Specislty data from State sFTP server

31b « NHHA loads and processes CY 2015 | Non-Softwarc 107372016

' Qutpaticni and Specialty data '

e, *  Automated e-mails seni to hospitals Non-Software 110732016,

3d * Hospitals correct errors on the CY 2015 Non-Sofiware 11/22412016
Outpatient and Specialty data

3le e Data quality assurance review and notifies Non-Software 10/10/2016
hospitals of outliers

3if * Hospitals provide written documentation of | Non-Soflware 1172372016
outliers

g ¢ Hospitals deem CY 2015 Ourpatient and Non-Software 117232016
Specialty data is complete

3th ¢ Notify State that CY 2015 Outpatient and | Non-Software 1172312016
Specially data is complete and ready for Siate
review and sign-off ‘

3li » State reviews validation results and .written |  Non-Software 1172972016
documentation provided by hospitals.  State
downloads reports containing  validation
results and written documentation,

31j s Stale signs off thal CY Qutpatient and | Non-Software 11/29/2016
Specialty daia is complete - )

3tk ‘s CY 2015 Qutpalient and Specialty Data output [ - Non-Software 11/30/2016
deliverables are generated and made available
to State

310 s State downloads CY 2015 Ouipatient and | © Non-Softwarc 1173012016
Specialty data output deliverables from NHHA

A i
2016-024 Exhibit A-Deliverables ~ Part 3 % '
New Hampshire Hospital Assaciation Initials Page 7 of 69




STATE OF NEW HAMPSHIRE
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UNIFORM HOSPITAL FACILITIES DISCHARGE DATA SYSTEM

month

Non-Software

CONTRACT 2016-024
PART 3 - EXHIBIT A
DELIVERABLES
Ref #s Deliverable/Mlilestone/Activity Deliverable Type | Projected Delivery
M - - I Date
secured-access web portal

32 Help Desk for user support calls. Non-Software Ongoing
33 Dedicated support for State Administrator Non-Software Ongoing

4 Audit resulis per requirements available to Written & Ongoing

hospitals and State Non-Sofiware

e R N AN A T R T e O i A

35 Quanterly/monthly proccssmg of dala (stamng

with celendar year 2016)
35a ¢ Hospitals submit CY 2016 data per schedule. Software & . 10/312016
Non-Software .
35b + Hospitals correct ervors on the data Ongoing
"35¢ ¢ - Data quality assurance review and notifies Software & Ongoing
hospitals of outliers Non-Software
35d » Hospitals provide written documeniation of Software, Non- Ongoing
" outliers Sofiware &
Writien
35e s Hospitals deem data is complete for each Software & Ongoing

AT Quarte : PR VRN o
36a . Updatcs to nccommodalc UB 04 dala Soﬂwarc & Ongoing
specification changes and version changes of ‘Non-Software
837i format
16b e Hospitals submit data per schedule. Software & Ongoing
: - Non-Soflware’
36¢ » Hospitals correct errors on the data Software & Ongoing
Non-Software ‘
36d + Dara quality assurance review and nolifics Software & ‘Ongoing
hospitals of outliers Non-Software
36e ¢ "Hospitals provide wnitten documenlauon of Software, Non- Ongoing
 outliers Software & '
" Wrinen
36f » Hospitals deem quarterly data is complete Software & Ongoing
: Non-Software
36g ¢ Notify State that quarterly dala is complete Sofiware & Ongoing
2016-024 Exhibit A-Deliverables ~ Part 3
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

'CONTRACT 2016-024
PART 3- EXHIBIT A
DELIVERABLES
Ref #s _Deliverable/Milestone/Activity Deliverable Type Projected Delivery
- x : ' - Date
and ready for State review and sign-ofTf Non-Software
36h e  State reviews validation results and written Software & Ongoing
documentation provided by hospitals. State Non-Software
downloads reports containing validation
results and wrinen documentation.
36i ¢  State signs off that quarterly data iscomplete Software & Ongoing
Naon-Software .
36j ¢  Quarterly and annual data oulput deliverables Software & Ongoing
are generated and made available to State Non-Software
36k s . State downloads quarterly and annual data Software, Non- Ongoing
output deliverables from NHHA secured- Sofm:arc & .
access web portal Wrinen
37 Help Desk for user support calls Software & Ongoing
: Non-Software
38 Dedicated support for State Administrator Soflware, Non- Ongoing
: Software &
Written
39 Audit results per requirements availeble to ‘Software, Non- Ongoing
hospitals and State ' Sofiware &
o : Wrilten
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
"UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM

CONTRACT 2016-024
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 Firm Fixed Price

This is 2 Firm Fixed Price (FFP) Contract with a not to exceed component the period bctwcen the
Effective Date through the Completion Date on the P-37, General Provisions, Block 1.7. New
Hampshire Hospital Association shail be responsible for performing its obligations in accordance
with the Contract. This Contract shall allow New Hampshire Hospital Association to invoice the
State for the following activities, Deliverables, or Milestones at fixed pricing/rates appcanng in the

price and payment lablcs below:

#|- Payment Schediile Projected | Price - Paymept
. g ) Delivery - Ashount
. - . - : " Date
Implementation Phase Milestones — Year 1 : .
1| Final Work Plan accepted by the State 4/5/2016 $50,000 $50,000
EST 10 days after '
G&C Approval
2 | UAT Complete and Accepted by the State B/26/2016 $50,000 $50,000
3 | All end —user training complete and recorded 9/15/2016 $50,000 $50,000
webinars available from NHHA's secured-access
web portal .
4 | Go-Live - System Deployed for production 9/30/2016 $40,000 $40,000
2% FRTATIY e TS (et Ty, /R
'5 | Hold Back Period Complete - System Accepted by | 12/31/2016 | §10,000 $10,000°
the State
oY i A R AE ST adAR TSEE e [y T 1 :.'
? ).. i L d 5 W
BE K g daaph Rl o iE T i BROGH AR kA Ex b e
6 | CY 2015 lnpanent Dala output Deliverables are 11/30/2016 | $25,000 $25,000
generated and made available to State - Year | ) ]
7 { CY 2015 Qutpatient & Specialty Data output 11/30/2016 | $25,000 $25,000
| Deliverables are generated and made available to
State Year2
ot e e IO ERRER. 2015 105t B ' R B it
grEa i B s kb takhe RagRtiiwdnel
8 | Year2 - Ongomg Operations and Reporting Ending $75,000 $75,000
9/30/2017
9 | Year 3 - Ongoing Operations and Reporting Ending 875.000 $75,000
9/30/2018 ' -
10 | Year 4 - Ongoing Operations and Reporting _ Ending $75,000 $75,000 .
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024
PART 3 - EXHIBIT B
PRICE AND PAYMENT SCHEDULE

©/30/2019

2,

3.

1| Year 5 - Ongoin_g Operations and Reporting - Ending $75,000 $75,000

CONTRACT PRICE

Notwithsianding any provision in the Contract to the contrary, and’ notwithstanding unexpected
circumstances, in no event shall the total of all paymenis made by the State exceed the amount indicated
in the P-37 General Provisions Block 1.8 (“Price Limitation”). The payment by the State of the total
Cantrect Price shall be the only, end the complete reimbursement to-New Hampshire Hospital
Association for all fees and expenses, of whatever nature, incurred by New Hampshire HQSpnal
Association in the performance hcreof

The State shall not be responsible for any lravcl or out of pocket expenses incurred in the performance of
the Services pcrformcd undcr this Contract.

INVOICING

New Hampshire Hospital Association shall submit correct invoices to the State for all amounts 10 be paid by
the State. All invoices submitted shall be subject to the State’s prior written approval, which shall not be

_ unreasonably withheld. New Hampshire Hospital Association shall only submit invoices for Services or
" Deliverables as permitted by the Contract. Invoices must be in a format as determined by the State and
" contain detailed information, including without limitation: itemization. of cach Deliverable and

identification of the Deliverable for which payment is sought, and the Acceptance date triggering such
payment; date of delivery and/or installation, monthly maintenance charges; any other Project cosis or
retention amounts if applicable.

Upon Acceplance of @ Deliverable, and a properly documented and undisputed invoice, the State shall pay
the correct and undisputed invoice within thirty (30) days of invoice reccipt. Invoices shall not be
backdated and shalt be promptly dispatched.

Invoices shali be sent to:

. Chief, Bureau of Public Health Statistics and Informatics (BPHSI)

4.

Department of Public Health Services
29 Hazen Drive
Concord, NH 03301

PAYMENT ADDRESS
All payments shall be sent 1o the (ollowing address:

Kathleen Bizarro-Thunberg
New Hampshire Hospital Association

'2016-024 Exhibit B-Price and Payment Schedyle -{Rart 3
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
' CONTRACT 2016-024
PART 3 - EXHIBIT B
) PRICE AND PAYMENT SCHEDULE

125 Airport Road
Concord, NH 03301

5. OVERPAYMENTS TO New Hampshire Hospital Association

New Hﬁmpshire Hospital Association shall promptly, but no later than fifteen (15} business days, renuﬁ 10
the State the full amount of any overpayment or erroneous payment upon discovery or notice from the
State. s ‘ - ) :

6. CREDITS

The State may abply'crcdi:s due to the State arising out of this Contract, against New Hampshire Hospital
Association's invoices with appropriate information attached.

P
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STATE OF NEW HAMPSHIRE '
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024 '
PART 3 - EXHIBITC
SPECIAL PROVISIONS

There are no Special Provisions.

: P
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
- UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
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I. TRAVEL EXPENSES
'The New Hampshire Hospital Association must assume all reasonable travel and related
expenses. All labor rates shall be Fully Loaded, including, but not limited to: meals,
hotel/housing, airfare, car rentals, car milcage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State shall not pay for any shipping or delivery fees unless specifically itemized in
the Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State shall provide
the New Hampshire' Hospital Association with access to all program files, libraries,
personal computer-based systems, Software packages, network systems, security systems,
and hardware as required to complete the Contracted Services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary 1o allow the New Hampshire Hospital Association to perform its
obligations undér the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The New Hampshire Hospital Association shall provide the State access to all State-
owned documents, materials, reports, and other work in progress relating to this Contract.
Upon expiration or termination of the Contract with the State, the New Hampshire
Hospital Association shall turn over all Statc-owned documents, material, reports, and
work in progress relating to this Contract to the Stale at no additional cost to the State.
Documents must be provided in both printed and clcctronic fonnal.

5. RECORDS RETENT[ON AND ACCESS REQUIREMENTS
New Hampshire Hospital Association shiall agree to the conditions of all applicable State and federal
laws and regulations, which arc incorporatcd herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal Acqutsmon
Regulations (FAR) Subpart 4.7 Coniractor Records Retention.

New Hampshire Hospital Association and -its Subcontractors shall maintain books, - records,
documents; and other evidence of accounting: proccdures and practices, which properiy and’
sufficiently reflect all direct and indirect costs invoiced in the performance of their respective
obligations under the Contract, New Hampshire Hospital Association and its Subcontractors shall

retain all such records for three (3) years following termination of the Contracl, including any '

extensions. Records relating to any litigation matters regarding the Contract shall be kept for one (1)

. i
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PART 3 - EXHIBIT D
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year following the termination of all liligation, including the termination of all appealQ or the
expiration of the appeal period.

Upon prior notice and subject to rcasonsble time frames, all such records shall be subject to
‘inspection, examination, audit and copying by personne! so authorized by the Siate and federa)
officials so authorized by law, rule, regulation or Contract, as applicable: Access to these items shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (1) year Term foliowing litigation relating to the
Contraci, including all appeals or the expiration of the appeal period. New Hampshire Hospital
‘Association shall include the record retention and Review requirements ‘of this section in any of its
subcontracts.

The State agrees that books, records, documents, and other evidence of accounling procedures and
practices relatcd to New Hampshire Hospital Association’s cost structure and profit factors shatl be
excluded from the State's Review unless the cost of any other Services or Deliverables provided
under the Contract is calculated or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

New Hampshire Hospital Association shall maintain an accounling system in accordancc with
Generally Accepted Accounting Principles. The costs applicable 10 the Contract shall be
ascertainable from the accounting system and New Hampshire Hospital Association shall maintain
records pertaining 1o the Services and all other costs and expenditures.

2016-024 Exhibit D ~ Administrative Serviceg - P4
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
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IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT
The Siate believes that effective communication and reporting arc essential to Project success.

New Hampshire Hospital Association Key Prbjcc( Staff shall panticipate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

8. Introductory Meeting: Participants shall include New Hampsh:rc Hospital Association Key Project
Staff and Stste Project Leaders from the New Hampshire Insurance Department, the Department of
Health and Human Services, and the Department of Information Technology. This meeting shall
enable leaders lo become acquainted and establish any preliminary Project procedures.

b. KickofT Meeting: Participants shall include the State and New Hampshire Hospital Association
Project Team and major slakeholders This meeling is to establish a sound foundation for activities
that shall follow.

" c. Status Meeting: Participants shall include, at the minimum, the New Hampshire Hospital
Association Project Manager and the State Project Manager. These Meeting shall be conducted at
least bi-weekly and address overall Project status and any additional topics needed to remain on
Schedule and within budget. A starus and error report from New Hampshire Hospital Association
shall serve as the basis for discussion. )

d. The Work Plan: must be reviewed at tach Status meeting and updated, at minimum, on 8 bi-weekly
basis, in accordance with the Contract.

¢. Specia) Meeting: Need may arise for a special meeting with State leaders or Project stakeholders to
' address specific issues.

f. Exit Méeting Perticipants shall include Project leaders from New Hampshire Hospital Association
and the State. Discussion shall focus on lessons learned from the Project and on follow up oplions
that the State may wish (o consider.

The State expects New Hampshire Hospital Associstion to prepare agendas and background for and
minutes of meeting. Background for cach staius meeting must include an updated Work Plan. Drafiing
of formal presentations, such as a presemtation for the kickoff meeting, shall also be New Hampshire
Hospital Association’s responsibility.

The New Hampshire Hospital Association Project Manager or New Hampshire Hospital Association Key

Project Staff shall submit monthly status reports in accordance with the Schedule and Terms of this

Contract. All status reports shall be prepared in formats approved by the State. The New Hampshire
" Hospital Association’s Project Manager shall assist the State’s Project Manager, or itself produce reports

related to Project Menagement as reasonably requested by the State, all at no additional cost to the State.

New Hampshire Hospital Association shall produce Project status reports, which shall contain, at a

minimum, the following:

1. Project status related to the Work Plan;

o
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"Deliverable status;

Accomplishments during weeks being reported;

Planned activities for the upcommg two (2) week period;
Future activilies; and

Issues and concems requiring resolution,

Report and remedies in case of failing behind Schedule

Moo A LN

As reasonably requested by the State, New Hampshire Hospital Association shall provide the State with
information er reports regarding the Project. New Hampshire Hospua! Association shali prepare speciel
reports and presentations relating to Project Management, and shall assist the State in preparing reports and
presentations, as.reasonably sequested by the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

New Hampshire Hospital Association shall employ an industry-standard Implementation srmtegy
with & timeline set forth in accordance with the. Work Plen;

New Hampshire Hospital Association and the State shall adopt & change managcmcﬁt approach
to identify and plan key strategies and communication initiatives.

The New Hampshire Hospital Association team shalt provide training templates as defined in
the Training Plan, which shall be customized 1o .address the State's specific requirements.
Decisions regarding format, content, style, and preseniation shall be made early or in the
process, by the State, providing sufficient time for development of matcrin! as functionality is
defined and configured. :

New Hampshire Hospital Association shall manage Project execution and provide the tools
needed to create and manage the Project’s Work Plan and tasks, manage and schedule Project
staff, reck and manage issues, manege changing requirements, maintain communicetion within
the Project Team, and report status.

2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Projcct task and
resource plans shall be established for: the preliminary Training Plan, the change management
plan, communication approaches, Project standards and procedures (inalized, and eam training
initiated. Timing shall be structured to recognize interdependencies between applications and
structure a cost cffective and timely execution. Processes shall be documented, training
established, and the applicstion shall be ready for Implementation in accordance with the Work
Plan

A
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The System Implementation and user readiness checklist énd timeline are described more
fully in Exhibit I Work Plan Table 4 High Level Preliminary NH Work Plan.

2.3 Chaage Management and Training
New Hampshire Hospital Association's Change Management and Training Services shall be
focused on developing Change Management and Training strategies and plans. lis approach relies
on State resources for the execution of the Change Management and End User training,

2.4 Methodology .
NHHA shall utilize the Capability Maturity Model Intcgrauon (CMMI) implementation
mcthodology to implement this Project. Key process arcas as identified in CMMI (see below)
will be applied for project planning, project management and control, validation, verification,
and overall quality assurance. CMMI provides the framework for tracking requirements, task
planning and completion, system testing, and issue and change management. Sirice CMMlisa
process improvement approach CMMI shall be uscd to guide process improvement throughout
the life cyclc of this project.

Table 2.4 Represeotative Processes of CMMI

Compotant Poopin and Herolcs

r..
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New Hampshire Hospital Association shall provide the following Products and Services described in this
Exh:bll F, including but not limited to:

1.

TESTING AND ACCEP’I‘ANCE

New Hampshire Hospital Association shall bear all responsibilitics for the full suite of Test Planning and
preparation throughout the Project. New Hampshire Hospital Associalion shall also provide training as
nccessary to the State siaff responsible for test activitics. . New Hampshire Hospital Association shall be
responsible for all aspects of testing contained in the Acccplancc Test Plan including support, &t no
additional cost, during User Accepiance Test conducted by the State and the testing of the training
matcnals

The Test Plan methodology shall refleci the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of 1est materials shall be prcpared for each Sofiware function or
module. ‘

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as s whole, (c.g., Software modules or functions, and Implementation{s)). This shall include
planning, test scenanio and script development, Data and System preparation for testing, and execulion of
Unit Tests, System Integration Tests, Conversion Tests, Installation rests, Regression tests, Performance
Tuning and Stress tests, Security Review and tests, and supporn of lhc State during User Acceptance Tesi
and Implemcntation.

In addition, New Hampshire Hospital Association shall provide a mechanism for reporting actual test
results vs, expected results and for the resolution and tracking of all errors and problems identified during
test execution. New Hampshire Hospital Association shall also correct Defi CICI‘ICICS and suppor required
re-lesting.

1.1 Test Planning aud Preparation

New Hampshire Hospitlal Association shall provide the State with an ovcrall Test Plan thai shall guide
all testing. The New Hampshire Hospital Association provided, Siate approved, Test Plan shalil
include, at a minimum, identification, preparatian, and Documcntation of planned testing, e
tequirements traccability matrix, test variants, test scenanios, test cases, test scnpts, test Daia, test
phases, Unit Tests, expected resulls, and a tracking method for reporting acrual versus expected
results as well as ell errors and problems idemiified during test execution.

‘As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan and the
Contract, State testing shall commence upon New Hampshire Hospital Association’s Project
Manager's Centification, in writing, that New Hampshire Hospital Association's own siaff has
successfully execulcd sll prerequisite New Hampshire Hospital Association testing, along with
‘reporting the actual testing results, prior to the start of any testing executed by State staff. The State
shalt-be presented with a State approved Acceptance Test Plan, test scenarios, test cases, test scripts,
test Daia, and expected results.

2016-024 Exhibit F Testing Services — Pan
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The State shall commence its testing within five (5) business days of receiving Certification from
New Hampshire Hospital Association that the State’s personnel have been trained ‘and the System is.
installed, configured, complete, and ready for State testing. The testing shall be conducted by the
State in an environment independent from New Hampshire Hospital Association's development
environment. New Hampshire Hospital Association must assist the State with testing in accordance
with the Test Plan and the Work Plan, utilizing test and live Data to validate reports, and coriduct
stress and performance testing, at no additional cost. .

Testing begins upon completion of the Software configuration as required and user training according
to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the State..

New Hampshire Hosp:tal Assocnanon must demonstrate that their lcsung methodology can be
integrated wﬂh the State standard methodology.

1.2 User Acceptance Testing (UAT)

UAT begins upon completion of the Soflware configuration as required and user training according to
the Work Plan. Testing ends upon issuance of a letter of UAT Acceplance by the State.

The User Acceptance Test (UAT) is 2 verification process performed in a copy of the production
environment. The User Acceptance Test verifies System functionality against predefined Acceptance
criteria that support the successful execution of approved business processes.

UAT shall also serve as a performance and siress test of the System. [t may cover any aspect of the
new System, including administrative procedures such as backup and recovery. . The results of the
UAT provide evidence that the new System meets the User Acceptance criteria as defined in the
Work Plan.

The results of the User Acceptance Test provide evidence that the new Systcm meets the User
Acceptance criteria as defined in the Work Plan.

Upon successful conclusion of UAT and successful System deployment, the State shall issue a letter of
UAT Acceptance and the respective Wnrramy Period shall commence

* Provide the State an Acceptance Test Plan and selection of test scripts for the
Acceplance Test.

¢ The Test Plan for imemal sysiem 1esting and validation shall be used as the
basis for the system Test Plan and UAT procedure and Acccp(ancc criteria to be

3 provided to the State,

+ o The Test Plan shall itemize all functions, validation chccks, features, reports,

and capabililies as separate items 10 be tested. The Test Plan shall include a

column indicating il the item successfully passed or failed the test. Instructions

for completing the Test Plan shall be provided. This includes having the user

o save a screen of the issue if the test for a particular item failed.

%% e A webinar demonstration which shall include a complete end-to-end process

i
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and system walk-through shal) be conducted for the State. This shall include a
demonstration of the Data submission process, all functionalily and features of
the NH Solution, and reposting capabilitics. A system walk-through of the
secure web-based collaboration applicaion shall be provided as- welt to
demonstrate the functionality and capabilities of that system for purposes of
help desk support, issue tracking, and problem resolution Documentation.
NHHA shafl provide all user Documentation for State Review prior 10 the
webinasr demonstration. Doing 5o shall provide additional detail and context
before the webinar demanstration.

NHHA shall provide an access authorization form 10 the State for user accounts
that shall be used during the User Acceptance Testing phase of this Project.
There is no limit to the number of user accounts that the State can have for User
Acceptance Testing.

Monitor the execution of the test scripts and assist &s needed during the User
Acceptance Test activities. )

The NHHA Project Manager shall coordinate with NHHA to address any issues
that may have been raised. Issues shall be addressed as they are received, and
the NHHA Project Manager shall inform the Stalc when all items that
previously failed can be retested.

Work jointly with the State in determining the required actions for problem
resolution.

User Acceptance Testing is completed when the State users have lested all
items and they have all successfully passed.

* ® o &

Approve the development of the User Acceptance Test Pian and the sct of Daia
for use during the User Acceptance Test.

Validate the Acceplance Test environment.

Execute the lest scripts and conduct User Acceptance Test actl\nllcs

Document and summarize Acceptance Test results.

Work joinlly with New Hampshire Hospilal Association in determining the
required actions for problem resolution.

Provide Acceptance of the validated Systems.

The State shall have 18 days to perform all tests on the Test Plan. The State
shall provide the test results from the Test Plan to the NHHA Project Manager
on a daily basis.

1.3 Security Review and Testing
IT Security involves all functions penaining to the securing of Siate Data and Syslcms through 1hc
creation and definition of security policies, procedures and controls covering such areas as
identification, authentication and non-repudiation.

*1. The Deliverable for User Acceptance Tests is the User Acceptance Test Results. |
| These results provide evidence that the new System meets the User Acceplance
'_criteria defined in the Work Plan, |

P |
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All components of the Software shall be Reviewed and tested to ensure they protect the State's
hardware and Software and its related Data assets. Tests shall focus on the technical, administralive
and physical security controls that have been designed into the System architecture in order to provide
the -necessary confidentiality, integrity and availability. Tests shall, at & minimum, cover each of the
service components. Test procedures shall include Penctration Tests and Application Vulnerability

Scanning.

Service Component Defines the set of capabilities that:

ldentification and Supports obtaining information about those parties

Authentication attempling to log onto a system or application for
security purposes and the velidation of users ‘

Access Control Supports the management of permissions for
logging onto & computer or network

Encryption Supports the encoding of Data for security purposes

lntrugion Deteclion

Supports the detection of illegal entrance into a
computer system

Verification " Supports the confirmation of authority to enter a
computer system, application or network
Digital Signature Guarantees the unaltered state of a file

User Management

Supports the administration of computer,

_application and network accounts within  an

, organization.
‘Role/Privilege Supports the granting of abilities 10 users or groups
Management of users of a computer, application or network

and Analysis

Audit - Treil Capture |

Supports the identification: and monitoring of
aclivilies within an application or system

Input Validation

Ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories on
the server,

Tests shall focus on the technical, administrative and physical security controls that have been
designed into the System architecture in order to provide the necessary confidentiality, integrity and -
availability. Tests shall, at a minimum, cover each of the service components.

Prior to the System being moved into production New Hampshire Hospilal Association shall provide
attestation of all security testing to the Department of Information Technology for Review and
Accepiance per requirements T 1.12, T 1.13 and T 1.14. All Software and hardware shall be free of
malicious code {malware).

1.4 Penetration Testing
New Hampshire Hospilal Association shall provide Centificalion that their Software and Syslem
environment has undergone Penctration Testing in accordance with current recommendations from a
recognized industry standards organizaiion, such as the U.S. Department of Commerce National
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Instirute of Standards Technology (NIST). The State requires that the Contractor has this lesling'
performed periodically but not less than every three years by a qualified third-party Vendor.

N
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New Hampshire Hos;ntal Association shall provide business and technical support to the State and
hospitals during the Terms of the Contract.

Support for Hospltals

* The New Hampshire Hospltal Assoclation shall provide the following support for hospitals:

A dedicated help desk phone number and e-mail shall be used for this Project. Questions and issues
that require follow-up shall be logged on the Secure web-based collaboration application. The Secure

" web-based collaboration application shall be used for tracking help desk tickets and documenting

resolution. The Secure web-based collaboration application shall generate automated e-mails to
NHHA stafT that have been designated to address the question or issue. The NHHA Project Manager
and the State can also be included in the e-mail process for visibility purposes. The help desk phone
number and e-mail shall be staffed and monitored Monday through Fnday, 8:00 a.m. 1o 4:30 p.m.
eastern time, excluding State of New Hampshire holidays.

During off-hours, users can leave a voicemail on the help desk number ar e-mail the help desk and all

- voicemails and e-mails shall be reviewed the next business day

Where applicable, help desk tickets shall be designated a specific Deficiency class using the .
definitions provided in the Terms and Definitions Section of the Contract, Since all questions that
require follow-up shall be logged in the Secure web-based collaboration application, including receipt
of s for user account creation, not all hetp desk tickets shall require a deficiency class to be designated.
Response time and problem resolution shall be addressed within the timeframes described below:
o Class A Deficiency - The Vendor shall have available 10 the State on-call

telephone assistance, with issue tracking available to the State, cight

(8) hours per day and five (5) days a week with an email / telephane :

response within two (2) hours of request; or the Vendor shall provide support on-site or with

remote diagnostic Services, within four (4) business hours of a request;

o Class B and C Deficiencies - The Siate shall notify the Vendor of such Deficiencies during
tegular business hours and the Vendor shall respond back within four (4) hours of notification
of planned corrective action.

Reponts shall be available on the Secure web-based collaboranon apphcation for the NHHA Project
Manager and the State to access. The purpose of these repons shall be to provide performance metrics
related response and problem resolution. Additionatly, the repons shall provide insights on comman
themes of questions that hospiial users may be having for fulure training, education, communlcuuon
and Documentalion purposes.

For user account management, all requests for user accounts shall be logged in this Secure web-based
collaboration application, in accordance with the Data Submission and Error Checking Methodology.
The NHHA Project Managcr shall coordingle with the Vice Pr:31denl Data Services, and NHHA
President if an issuc requires escalation.

From a technical perspective, the SharePoint web-based collabomuon application is supported by a
Microsofi-based database. All data entercd in the SharePoint web-based collabotation application is
managed by Microsoft-based database and the data is stored on the cnerypled SAN. Therefore, if
certain hospital issues require follow-up on a specific encounter, then it may require PHI 10 be
included in the Help Desk ticket. This is not a problem as the PHI is stored on the encrypted SAN.
Additionally, no content of the Help Desk ticket is included in any c-mails gencrated by the
SharePoint web-based collaboration applicetion. Access 10 the SharePoint web-based collaboration
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application is managed through NHHA's Secured access web portal.  If problem resolution that
includes PHI requires e-mail communication from NHHA 10 the hospital, then an encrypled e-mail
shall be generated by NHHA to send to the hospilal.f

2. Support for State Staff
The New Hampshire Hospltal Association shall provide the following support: .

A. The NHHA Project Manager shall be dedicated to supporting key State staff for all non-technical
matters. The NHHA Project Manager shall communicate with key State staff on a continual basis both
through regularly Scheduled status meeting as well as on an as needed basis. Shoold key Stete stafl
experience technical matters, the NHHA Project Manager shall ensure these matters are addressed in-a
timely manner by conferring with NHHA technical staff. It shall be the responsibility of the NHHA
Project Manager to inform key State stafT regarding any reporied technical matiers. .

B. During off-hours, key State staff can leave 8 voicemail or ¢-mail the NHHA Project Manager and all
voicemails and e-mails shall be reviewed the next business day. )

C. Response time and problem resolution shall be addressed within the timeframes described in the
Contract. ’

D. The NHHA Project Manager shall coordinate with the Vice President, Data Services, and NHHA if an

 issue requires escalation.

sl
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Project requirements are set forth in Exhibit O, Artachment 1, and are incorporated herein.
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New Hampshire Hospital Association’s Project Manager and the State Project manager shall finalize the
Work Plan for Implementation within ten (10) days of the Effective Date and further refine the tasks required
to implement the Project. The elements of the preliminary Work Plan are documented in accordance with
New Hampshire Hospital Association's plan to implement the System. Continued development and
management of the Work Plan is a joint effort on the part of New Hampshire Hospital Association and State
Project Managers. The preliminary Work Plan for Implementation created by New Hampshire Hospital
Association and the State is set forth at the end of this Exhibit 1.

In conjunction with New Hampshire Hospital Association’s Project Management methodology, which shall
be used to manage the Project’s life cycle, the New Hampshire Hospital Association team and the State shall
{inalize the Work Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It shall also
address intra-task dependencies, resource allacations (both State and New Hampshire Hospital Association
team members), refine the Project’s scope, and establish the Project’s Schedule. The Plan is documented in
sccordance with New Mampshire Hospital Association’s Work Plan and sholl utilize SHAREPOINTS to
support the ongoing management of the Project.

1. ASSUMPTIONS

1.1 General

« The State shall provide team members with decision- makmg authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document State Staffing
Matrix.

« Al State tasks must be performed in accordance with the revised Work Plan.

s+ All key decisions shall be resolved within five (5) business days. Issues not resolved within this
initial period shall be escalated to the State Project Manager for resolution.

= Any activities, decisions or issues taken on by the State that affect the mutually agreed upon
Work Plan timeline, scope, resources, and costs shall be subject to the identified change Control
process.

o New Hampshire Hospital Association shall maintain an accounting system in accordance with
Generally Accepled Accounting Principles (GAAP).

1.2 Project Management

* The State shall approve the Project Management Methodology used for the Project.

»  The Siate shall provide the Project Team with reasonable access ta the State personnel as needed
10 complete Project 1asks.

* A Project folder created within a SharePoint system shall be used for ceniralized siorage and
retrieval of Project documenis, work products, and other material and information relevant to the
success of the Project and required by Project Team members. This central repository is secured
by determining which team members have access to the Project folder and granting either view or
read/write privileges, New Hampshire Hospital-Association’s Project Manager shall establish
and maintain this folder. The State Project Manager shall approve access for the State team.
Documentation can be stored locally for New Hampshire Hospital Association and State team on
a “shared” network drive to facilitate ease and speed of access. Final versions of all
Documemation shall be-1oaded to the Stale System.
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¢ New Hampshire Hospital Association assumes thal an Aliernate Project Manager may be
appointed from time to time to handle reasonable and ordinary absences of the Project Manager.

1.3 Project Schedule
The Project Schedule is set forth in the Work Plan.
1.4 Reporting
"« New Hampshire Hospital Association shall conduct weekly status meeting, and prowdc reports
that include, but are not limited to, minutes, action items, test results, and Documentation.

1.5 User Training
o The New Hampshire Hospua] Association Team shall lead the developmem of the end-user
Training Plan.
A train-the-trainer approach shall be used for the delwery of end-user training.
The State is responsible for the delivery of end-user training.
o The State shall schedule and track attendance on all end-user training classes.

1.6 Security Testing
& The Siate shall work with New Hampshire Hospital Association on all lesling as set. forth in
Contract Exhibit F — Testing Services.

2. ROLES AND RESPONSIBILITIES
2.1 New Hampshire Hospital Association Team Roles and Responsibilities ’

2.1.1 New Hampshire Hospital Association Team Project Manager
The New Hampshire Hospital Association Team Project Manager shall have overall
responsibility for the day-to-day management of the Project and shall plan, track, and manage
the activities of the New Hampshire Hospital Association Implementation Team. The New
Hampshire Hospital Association Team Project Manager shall have the following
responsibilities:

Maintain communications with the State's Project Manager;
Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;
Assign New Hampshire Hospital Association Team _consultants to tasks in the
Implementation Project according to the scheduled staffing requirements;
¢ Define roles and responsibilities o!‘ all New Hampshire Hospital Association Team
members,; .
Provide weekly and monthly update progress reports to the State Project Manager;
Notify the State Project Manager of requirements for State resources in order to provide
sufficient lead time for resources to be made available;
e Review task progress for time, quality, and accuracy in order 1o achieve progress;
¢ Review requirements and scheduling changes and identify. the impact on the Project in
order to identify whether the changes may require a change of scope;

N
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Implement scope and Schedule changes as authorized by the State Project Manager and
with appropriate change Control approvals as identified in the Implementation Plan;
Inform the State Project Manager and staff of any urgent issues if and when they arise;
Provide the State completed Project Deliverables and obtain sign-off from the State’s
Project Manager.

Manage handoff to New Hampsh;re Hospital Association operational staff;

Manage Transition Services as needed.

2.1.2 New Hampshire Hospital Assoclation Team Analyst
The New Hampshire Hospital Association Team shall conduct analysis of requirements,
validate the New Hampshire Hospital Associalion Team's undcrstandmg of the State business
requirements by application, and perform business requirements mapping:

Construct and confirm application lest case scenarios,

Produce application configuration definitions and configure the applications; -

Conduct testing of the configured spplication;

Produce functional Specifications for extensions, conversions, and interfaces;

Assist the State in the testing of extensions, conversions, and interfaces;;

Assist the State in execution of the State's Acceptance Test;

Conduct follow-up meeting to obtain feedback, results, and concurrence/approval from
the State;

Assist with the correction of configuration problems identified during system, integration
and Acceptance Testing; and

Assist with the transition to production.

2.1.3 'New Hampshire Hospital Association Dedicated Support Personnel

The New Hampshire Hospital Association dedicated support personnel shall perform the
following functions:
Kathleen Bizamro-Thunberg - Contract’ Managcr responsible for all contractual

" authorization and administralion of the Contract. These responsibilities shall include but

not be limited to processing Contract Documentation obtaining executive approvals,
tracking prices and payments, and representing the parties in atl Contract administrative

- sctivities.

Gwen Duperron — Project Manager, Shall function as the NHHA representativé with
regard to Review of Acceptance of Contract Deliverables, invoice sign off, primary
contact for Stale and Subcontractor staff. Will coordinate implememation and training
meelings and conduct status report meelings.

The Project Manager shall be dedicated to supporting key State steff for all non-
technical matters. The NHHA Project Manager will communicate with key State staff
on a continual basis both through regularly scheduled status meetings as well as on an
as needed basis. Should key State staff expenence technical matters, the NHHA
Project Manager shall ensure these matters are addressed in a timely manner by
conferring with NHHA technical staff. It will be the responsibility of the NHHA
Project Manager 1o inform key State staff regarding any reported 1echnical matters.
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During off-hours, key Siate staff can leave a voicemail or e-mail the NHHA Project
Menager.and all voicemails and ¢-mails will be reviewed the next business day,

Response time and problem resolution will be addressed within the tmeframes
described in the RFP. The Project Manager will coordinate with the Vice President,

_ Data Services, and NHHA if an issue requires escalation,

2.2 State Roles and Responsibilities
The following State -resources have been identified for the Project. The time demands on the
individual State team members shall very depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Expents’ time shall vary based on the need
determined by'the State Leads and the phase of the Implementation.

2.2.1 State Project Manager

The State Project Manager shall work side-by-side with the New Hampshire Hospital
Association Project Manager. The tole of the State Project Manager is 10 manage Siate
resources, facilitate completion of all tasks assigned 1o State stafl, and communicate Project
status on a regular basis. The State Project Manager represents the State in all decisions on
Implementation Project matiers, provides all necessary support in the conduct of the
Implementation Project, and provides necessary State resources, as defined by the Work Plan
and as otherwise identified throughout the course of the Project. The State Project Manager
has the following responsibilities:

Plan and conduct a kick-off meeting with assistance from the New Hampshire Hospital
Association team;

Assist the New Hampshire Hospital Association Project Manager in the development of a
detailed Work Plan;

Identify and secure the Siate Project Team members in accordance with the Work Plan;
Define roles and responsibilities of all State Project Team members assigned to the
Project; '

[dentify and secure access to additional State end-user staff as needed to suppon specific

" areas of knowledge if and when required to perform certain Implementation tasks;

Communicate issues to State management as necessary to secure resolution of any matter
that cannot be addressed at the Project level; ,
Inform the New Hampshire Hospital Association Project Manager of any urgent issues if
and when they arisc; and '

Assist the New Hampshire Hospital Association 1eam stafl 10 obtain requested
information if and when required to perform certain Project lasks,

Manage handoff to State operational siafT;

Manage State staff during Transition Services as needed.

222 State Project Team
State high-level staffing for the Project shall include:

Project Sponsor

The Project Sponsor shall be responsible for:

o
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*  Securing financing and resources, .
*  Addressing issues brought 1o his attention by the State Project Manager
e  Assisting the State Project Manager in promoting the Project throughout the
State.
e The Project Sponsor or an appropriate designee shall be available to resolve
issues on a timely basis.
State Project Manager
The State Project Manager shall be responsible for:
¢ Leading the Project;
* Developing Project strategy and approach;
» Engaging and managing all Vendors;
s Managing significant issues and risks;
DPHS Hospital Lislson
The DPHS Hospital Liaison shall be responsible for
» Managing stakcholders' concems;
» Collaboration with the State's hospitals and
* Point of contact with Massachusetts, Vermont, and Maine to exchange
out-of-State Data.
State Project Planner
The State Froject Planner shall be responsible for
¢ Scheduling team meeting;
+ .Approving meeting minutes/notes;
« Liaison beitween DHHS and DOI Subject Matter Experts;
o Liaiscn between DHHS team and DHHS Commissioner's Ofﬁcc
»  Keeping the Project on track; and
¢ Mitigation of Project task and Schedule changes
2123 Subject Matter Experts
It is expected NHHA shall work with the following Subject Matter Experts (SME) when
researching State policies, procedures and requiremens.
NH Department of Health and Human Services
s Chief Information Officer
s Chief Secunity Officer
NH Division of Public Health Services
+ DPHS Data Analysis
NH Department of Information Technology
IT Security Group Management {or delegale)
Agency Sofiware Division Managemeni (or delegate)
Operations Division Management (or delegate)
Technical Support Senvices Division Management {or delegate)
"« Web Support Division Management {or delegate) :
NH Insurance Department (NHID) Representatives
¢ Director of Health Analytics .
External Stakeholders
» Hospital Representatives

o
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3. INTERFACES

Interfaces shall be implemented in cooperation with the State. The following Table 5.1 identifies the
interfaces within the scope of this Contract.

Responsible 'arty Preseription

Tabte 3: In-Scope Interfaces

NHHA/State Emcrpnsc Data Warehouse (EDW),
_ Data files
775 Oracle Procedures | NHHA/State ] EDW Data files "]

3] Inierfacc Responsibilities

* The New Hampshire Hospital Association Team shall lead the Review of functional and technical
interface Specifications for the Enterprise Data Warehouse (EDW). '

o The New Hampshire Hospital Association Team shall assisi the State with the resolution of
problems and issues associated with the development and Implementation of the interfaces and
the Extract, Transform and Load (ETL) code for creating files conforming to the EDW schema.

*  The New Hampshire Hospital Association Team shall documeni the [unctional and work with the
Stale 10 validate technical Specifications for EDW Data files specific to this Project,

* The New Hampshire Hospital Association Team shall create the initial Test Plan and related
scripts to Test the interface, The State shall validate and accept.

» The New Hampshire Hospital Association Team shall develop and Test the SFTP interface.

¢ The State and the New Hampshire Hospital Assocmlton Team shall jointly venfy and validate the
accuracy and completeness of the interface.

o The State is responsible for documenting the procedures required to run the interfaces in
production.

* The State will be responsible for the development and implementation of lhc interfaces and the

. Extract Transform and Load (ETL) code for loading the files inlo the EDW schema.
The State shall develop and test all EDW changes needed 1o accommodate the interface.

* The NHHA is responsible for all Data extracts and related formatling needed for EDW to suppon

~ the interfaces.

» The State and NHHA shall murually agree upon the Schedule for file iransfers using the interface
in production.

4. PRELIMINARY WORK PLAN
The following Table 4 provides the preliminary agreed upon Work Plan for the Contract.
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Teble 4: High Level Prelimlnary NH Work Plan
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WORK PLAN

1. LICENSE GRANT

This Agreement does not contain any Licensing/User Agreements/Requirements
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WARRANTY

1. WARRANTIES

1.1 System and Softwnre

New Hempshire Hospital Association warrants that the Sysiem”and Software shall operate 10
conform to the Specifications, Terms, and requirements of the Contract.

1.2 Non-Infringement

New Hampshire Hospital Association warrants that it has good title to, or the right to allow the
State to use, all Services, equipment, and Software (“Material™) provided under this Contract,.
and that such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret of any
third party. :

1.3 Viruses; Destructive Programming

New Hampshire Hospita) Association warrants that the Software shall not contsin any viruses,
destructive programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

1.4 Compatibility _ . _
New Hampshire Hospital Association warrants that all System components, including but not
limited to the components provided, including any replacement or upgraded System Software
components provided by New Hampshire Hospital Association to correct Deficiencies or as en
Enhancement, shall operate with the rest of the System without loss of any functionality.

1.5 Services

New Hampshire Hospital Association warrants that all Services 1o be provided under the Contract
shall be provided expedienily, in a professional manner, in accordance with industry standards
and that Scrvices shall comply with performance standards, Specifications, and Terms of the

- Contract.

2. WARRANTY PERIOD

The Warranty Period shatl remain in effect until the conclusion or iermination of this Contract and any
extensions, except for the warranty for non-infringement, which shall remain in effect in indefinitely.

P s
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TRAINING SERVICES

New Hampshire Hospital Association shall provide the following Training Services.

1. TRAINING OVERVIEW

A training environment similar to the test environment shall be established for tratning hospital
users. De-identified Data shall be utilized in all training activities.

Training shall initially be presented via a webinar. Afier initial Implementation, hospitals sre
encouraged 1o use the Train-the-Trainer approach in addition to the recorded webinars.

Hospitals have the ability to submit tesi Data or real Data into the training environment. Hospital
users have access to their own hospital training environment only. Established hospital vsers will
train new hospital users vsing thclr hospital's test or real Data that has been loaded into the test
environment. .

While WHHA is responsible for hosting and conducting the training webinars, the NHHA Project
Manager and State staff will participate in the training sessions as well.. The purposc is to ensure
consistent communication with hospital users, and 1o coordinate next steps.

A web-based survey will be sent to all webinar altendecs, requesting feedback and webinar
evaluation, Refinements will be made the training webinars based on hospital feedback.

1.1  DELIVERY METHOD —WEBINAR

Hospital users are trained via a 1.5-hour WebEx Webinar. The webinar is recorded and
svailable for online access through NHHA’s secured-access web portal using their same
confidential user ID and password. Three separate webinar sessions over three separate
weeks shall be scheduled for the initial Implementation of the NH Solution. Hospital users
need only attend one session to be fully trained.

1.2 TRAIN-THE-TRAINER APPROACH e

a. New Hampshire Hospital Association shall employ an End User training approach to meet
training objectives, including: .

o New Hampshire Hospital Associalion shall provide Train-the-Trainer approach in
addition to webinars which shall atlow the Hospitals the ability 1o submit test Data/real
Data into a training environment specific 1o their Hospital.

* New Hampshire Hospital Association shall participate in training sessions to ensure
consistent communication with hospital users and coordinate next steps.

e New Hampshire Hospital Association shall provide web-based survey to all webinar
altendees requesting feedback and ¢valuation of the webinar.

/
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EXHIBIT L
TRAINING SERVICES

On-Going User Group

Questions from hospital users related 1o Dala quality and Data content shall be addressed at
regularly scheduled User Group meetings. User Group meetings shall be offered via WebEx
software quanerly and will be recorded for future reference. These User Group meetings differ
from the initial Kick-Off meeting which will be hosted, in person, in the days immediately
following G&C contract approval. System Trainings will also be offered vis WebEx throughout
the implementation phase, for hospital and State stafl. Hospita) and State staff shall also have
access to the Helpdesk for.any questions that need to be addressed outside of regularly

schedulcd meetings.

Key activities of the approach are tiig_lll_i_g)ucd below:

Role and Respensiblliry:

Provide guidance, coaching,
materials, and Lools.

User Tralning ! ]
Approach New I-Ilm_p;.hlrr Hospital State of NH
Association Team i
Develop Training Lead the development and Assist in the development and
Plan Implementation of the Training Plan.} Implementation of the Training Plan.

Develop Curriculum

Analyze skill requirements.

Assist 10 analyze skill requirements.

Detail roles, course content, and
estimated course length.

Assist 1o detail roles, course
content, and estimated lengh.

Produce Training
Materials and End-User

|Documentation

Lead the development of materials
and Documentation to include: New
Hampshire Hospital Association
providing baseline Documentation in
¢lectronic format that can be
modified and reproduced.

Assist in the development of training
materials.

New Hampshire Hospital
Association and the State shall
together Conduct Train-the-
Trainers for the State’s Central
Support Group through
Implementation. Ncw Hampshire
Hospital Association shall assist in
the first Train-the-Trainer class for
each topic.

Attend Train-the-Trainers training,
Train additional State End Users.

KConduct Trining

Assist to identify an approach and o
plan to conduct irrining necds
assessment for Implementation.

Conduct trining needs assessment
for post go-live.

Evaluate Training
Effectivencss

Produce and implement survey.
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' EXRIBITL
TRAINING SERVICES

2.1 KEY USER TRAINING APPROACH ACTIVITIES
2.1.1 Identify State End Users

The New Hampshire.Hospital Association Team shall lead the State in identifying
and categorizing its End Users:
User Category 1—Hospital User Tmnmg Hospital Users are those who frequenlly

use the system. Training shall consist of webinars based on the Solution which
consists of the total Solution, including Software and Services.

User Category 2—State User Training: Users shall be muncd to use the system for
inquiries and report viewing.

2.1.2 Develop Training Plan

The New Hampshire Hospital Association Team shall act as the training lead and
shall provide guidance, coaching, materials, and 100ls to structure and implement a
Training Plan—including a strategy for outlining the scope, roles, audiences, and
deployment timeline throughout the Project lifecycle. The Plen is intended to 1)
‘reinforce knowledge comprehension across the State by employing a Train-the-
Trainer approach, 2) train users on what they need to know and do to perform their
jobs effectively, 3) establish an ongoing skills development process, 4) offer training
Solutions that address the immediate and ongoing needs of the State to train new
hires and transfers, and 5) implement a blended training delivery Solution that
utilizes User Group meeting and on-line training to support leamer interaction, and
promotes effeclive, timely, and cost-efficient learning.

The Training Plan shall address the specific cummiculum for each user category and
provide support for the design, development, and deployment of training for each
user category. It shall also provide a blueprint for the State’s Team to manage its
resources, activities, and timeline throughout the course of the initiative,

2.1.3 Develop Tralning Curriculum
New Hampshire Hospital Association shall develop a recommended tnnmng
curriculum for the State of New Hampshire End Users.

2.14 Produce Tralning Materials and End-User Documentation
The New Hampshire Hospital Association tcam shall lead the efforts to produce the
" training materials and end-user Documentation.

r
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
) CONTRACT 2016-024
PART 3 - EXHIBIT M
-RFP 2016-024 PROPOSAL INCORPORATED

NH DHHS UNIFORM HOSPITAL FACILITY DISNHHARGE DATA SYSTEM RFP
2016-024 is included by_r;fcrencc as binding Deliverables to this Contract,

2016-024 Exhibit M — Pant 3
New Hampshire Hospital Association Inilials
. age 45 of 69



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024
PART 3 - EXHIBIT N
RFP 2016-024 FROPOSAL INCORPORATED

NEW HAMPSHIRE HOSPITAL ASSOCIATION UNIFORM HEALTH FACILITIES
DISNHHARGE DATA SYSTEM (UHFDDS) Proposal in response to the Departmerit of

Information Technology Uniform Hospital Facilify Discharge Data Systcm RFP 2016-024 is
incorporated by reference. ~

|
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- STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM-

CONTRACT 2016-024 - PART 3
EXHIBITO

CERTIFICATES AND ATTACHMENTS

The following attachments are hereby incorperated into this Contract:

L.
2

3.
4,

Attachment | - Project Requirements
NH Exhibit D - Centification Regarding Drug-Free Workplace
~ Requirements -
NH Exhibit E ~ Certification Regarding Lobbying
NH Exhibit F - Certification Regarding Department Suspension and
Other Responsibitity Marters

" NH Exhibit G = Centification of. Compliance with Requirements

Pertaining 10 Federal Nondiscrimination. Equal
Treatment of Faith-based Organizations and
Whistleblower Protections

NH Exhibit H - Certification Regarding Environmental Tobacco
Smoke .

NH Exhibit | — Health Insurance Portability Act
Business Associate Agreement

NH Exhibit J — Centification Regarding the Federal Funding
Accountability and Transparency Act {FFATA)
Compliance .

IRS Publication 1075 Exhibit 7 - Contract Language for Technology
Services

2016028 Exhibit O-Certileates and Allachments
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STATE OF NEW HAMPSHIRE
- DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024 - PART 3
EXHIBIT O
CERTIFICATES AND ATTACHMENTS

1. NEW HAMPSHIRE EXHIBIT D - CERTIFICATION REGARDING DRUG-FREE
WORKPACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees 1o comply with the
provisions of Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690,

“Title V, Subtitle D; 41 U.S.C. 701 et seq.), and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the
following Centification:

ALTERNATIVE 1 - FOR GRANTEES OTHER THAN INDIVTDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This Certification is required by the reguiations implementing Sections 5151-5160 of the Drug-
Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 e1 seq.). The
January 31, 1989 regulations were amended and published as Part [1 of the May 25, 1990 Federal
Register (pages 21681-21691), and require Certification by grantees (and by inference, sub-
grantees and Subcontractors), prier to award, that they shall maintain a drug-free workplace. _
Section 3017.630(c) of the regulation provides that a grantee (and by inference, sub-grantees and
sub-conltractors) that is a Siate may elect to make one Certification 10 the Department in each
federn) fiscal year in lieu of cenificates for each grant during the lederal fiscal year covered by
the Cenrtification. The certificate set out below is 8 material representation of fact upon whuch
reliance is placed when the agency awerds the grant. False Certification or violation of the

" Centification shell be grounds for suspénsion of payments, suspension or termination of grants, or
*govemment wide suspension or debarment, Conlractors using this form should send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, T'\'H 03301-6505

I. The grantee certifies that it shall or shall continue to provide s drug-frec workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or usc of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that shall be taken against employees for violation
of such prohibition;

1.2. Establishing an ongoing drug-free awareness program 1o inform employees shout
1.2.1.  The dangers of drug abuse in the workplace;

1.2.2.  The grantee's policy of maintaining a drug-free workplace;
1.2.3.  Any available drug counseling, rehabtlnatmn and employce assistance programs;
and .
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EXHIBIT O
CERTIFICATES AND ATTACHMENTS

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace; )

1.3. Making il a requirement that each employee to be engaged in the performance of the.
grant be given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee shall
1.4.1. Abide by the terms of the statcment; arid .

1.4.2. Notify the employer in writing of his or her conviction for 8 violation of a
¢riminal drug statute occurming in the workplacc no later than five calendar days
after such conviction;

1.5. Notifying the agency in writing, within ten calendar days afler receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such _
conviction. Employers of convicted employees must provide notice, including position:
title, to every grant officer on whose gram activity the convicted employee was working,
unless the Federal agency has designated a central point for the receipt of such notices.
Notice shall include the identification number(s) of each afTected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel aclion against such an employee, up 10 and

including termination, consistent w:(h the requlrements of the Rehabilitation Act
of 1973, as amended; or

1.6.2. Requiring such employee to participale satisfactorily in a drug abuse assistance
or rehabilitation program approved for such purposes by a Federal, State, or local
healih, law enforcement, or other appropriate agency,

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
Implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work
done in connection with the specific grant.

Place of Performance (street address, city, counly, slate, zip code) {list each location)

Check i if there are workplaces on file that are not identified here.
' Conlraclor Name:
3/6/ 1 W‘ é’-v—
Date’ . Name: *~ {LULV\

Al s
- Title: rc_& \
1. NH EXHIBIT E - CERTIFICATION REGARQSNG LOBBYING
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024 - PART 3
EXHIBIT O
CERTIFICATES AND ATTACHMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the

provisions of Section 319 of Public Law 101-121, Government wide Guidance for New

Restrictions on Lobbying, and 31 U.S.C. 1352, and further agrees to have the Contractor’s

représentative, as identified in Sections 1.1 | and 1.12 of the General Provisions execute the
. following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):

*Temporary Assistance to Needy Families under Title TV-A

*Child Suppont Enforcement Program under Title [V-D

_ *Social Services Block Grant Program under Title XX
*Medicaid Program under Title X1X .

*Community Services Block Grant under Title V1

*Child Care Development Block Grant under Title v

The undersigned certifies, 1o the bcst of his or her knowledge and belief, thar:

I. No Federa! appropriated funds have been paid or shall be paid by or on bchalf of the
.undersigned, to any person for influencing or atiempting to influence an officer or employee
of any agency, a Member of Congress, an officer or employee of Congress, or an employee ol'
a Member of Congress in connection with the awarding of any Federal Contract,
continuation, renewal, amendment, or medification of any Federal Contract, grant, loan, or
cooperalive Agrccmcnt (and by specific mention sub-grantee or sub-conlractor).

2. If any funds other than Federal appropriated funds have been paid or shall be paid to any
person for-influencing or attempting to influence an officer or employee of any agency, a
Member of Congress, an officer or employee of Congress, or an employée of a Member of
Congress in connection with this Federal Contract, grant, loan, or cooperative Agreement
{and by specific mention sub-granice or Subcontractor), the undersigned shall complete and
submit Standard Form LLL, (Disclosure Form to Report Lobbying, in accordance with its
instructions, attached and identificd as Standard Exhibit E-1.)

3. The undérsigned shail require thai the language of this Certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and Contracts under
grants, loans, and cooperative Agreemenis) and that all sub-recipients shall certify and
disclose accordingly.

Thiis Certification is a material representation of fact upon which reliance was placed when this

transaction was made or entered into. Submission of this Certification is a prerequisite for making

or entering into this transaction imposed by Section 1352, Tiife 31, U.S. Code. Any person who
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fails to file the required Certification shall be subject 1o a cnwl penalty of not Iess than $10,000
and not more than $100,000 for each such failure. .

Contractor Mame:

?/E/H, : %7“ %*—-

Date | Neme: TS et M Allea
fetidit (2o
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3. NH Exhibit F - Certification Regarding Department Suspension and Other
Responsibility Matters

" The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the
provisions of Executive Office of the President, Executive Order (2549 and 45 CFR Part 76
regarding Debarment, Suspension, and Other Responsibility Matters, and further agrees to have
the Contractor’s representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

- INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this Proposal (Contract), the prospeciive primary participant |s
providing the Certification set out below.

2. The inability of a person to provide the Certification required below shall not necessarily result
in denial of participation in this covered transaction. 1f necessary, the prospective participant ~
shall submit an explanation of why it cannot provide the Cenification. The Certification or
explanation shall be considered in connection with the NH Department of Health and Human
Services’ (DHHS) determination whether to enter into this transaction. However, failure of
the prospective primary participant to furnish a Certification or an explanation shall
disqualify such person from participation in this wansaction.

3. The Certification in this clause is a maierial representation of fact upon which reliance was
placed when DHHS determined 10 enter into this transaction. If it is later determined that the
* prospective primary participani knowingly rendered an erroneous Certification, in addition (o
other remedies available 1o the Federal Gowmmcnt DHHS may terminate this transaction
for cause or. default.

4. The prospective primary panicipant shall provide immediate written notice to the DHHS
agency Lo which this Proposal (Contract) is submitted if a1 any time the prospective primary
participant learns that its Centification was erroneous when submitted-or has become
erreneous by reason of changed circumstances, 7

5. The tenns “covered transaction,” “debarred,” “suspended,” “ineligibie,” “lower tier covered
transaction,” “‘participant,” "‘person,” “primary covered iransaclion,” *principal,” “Proposal,”
and "voluntarily excluded,” as used in this clause, have the meanings set out in the

" Definitions and Coverage sections of the rules implementing Executive Order 12549: 45 CFR
Part 76. See¢ the attached definitions.

6. The prospective primary participant agrees by submitling this Proposal (Contract) that, should
the proposcd covered transaction be entered into, it shall not knowingly enter into any lower
tier covered transaction with a person wha is debarred, suspended, declared ineligible, or
voluniarily excluded from participation in this covcrcd transaction, unless authorized by
DHHS.
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7. The prospective primary participant further agrees by submitling this Proposa) that it shall
include the clause titled “Cenification Regarding Debarment, Suspension, Ineligibility and .
Voluntary Exclusion - Lower Tier Covered Transactions,” provided by DHHS, without

- modification, in 8]l lower tier covered transactions and in all solicitations for lower tier
covered transactions.

8. A participant in a covered transaction may rely upon a Certification of a prospective participant
in a lowes tier covered transaction that it is not debarred, suspended, ineligible, or
involuntarity excluded from the covered transaction, unless it knows that the Certification is
erroneous. A perticipant may decide the method and frequency by which it determines the
eligibility of its principals. Each perticipant may, but is not required 10, check the
Nonprocurement List {of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system

: of records in order 1o render in good faith the Centification required by this clause. The

knowledge -and information of a participant is not required to exceed that which is
normally possessed by e prudent persen in the ordinary course of business dealings.

10. Excepl for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transactionknowingly enters into a Jower tier covered transaction with a person who
is suspended, debarred, ineligible, or voluntanily excluded from participation in this
transaction, in addition to other remedics available to the Federal government, DHHS may
{erminate this transaction for cause or default.

PRIMARY COVERED TRANSACTIONS '
t1. The prospective primary participant certifies to the best of its knowledge and belief, thal it
and its principals: -

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

“11.2. "have not within a three-year period preceding this Proposal (Contract) been convicied
’ of or had a civil judgment rendered against them for commission of fraud or a criminal
offense in connection with oblzining, attempting to obtain, or performing a public
(Federal, Siate or local) transaction or 8 Contract under a public transaction; violation
of Federal or State antitrus! statutes or commission of embezzlement, theft, forgery,
bribery, falsification or destruction of records, making false statements, or receiving
stolen property;

11.3. are not presently indicted for otherwise criminally or-civilly charged by a governmental
entity (Federal, State or local) with commission of any of the offenses enumerated in
paragraph (1){b) of this Certification; and

11.4. have not within a three-year period preceding this application/Proposal had one or more

. public transactions (Federal, State or local) terminated for cause or defauli.
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12. Where the prospective primary participant is unable to ceriify to any of the staiements in this
Certification, such prospective participant shall attach an explanation to this Proposal
{Contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submmmg this lower tier Proposal {Contract), the prospective Iowcr tier
pamcipam as defined in 45 CFR Part 76, certifies to the best of its knowledge and belief t.hal
it and its principals:

13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or
agency.

13.2. where the prospective lower tier participant is unable to certify to any of the above,
such prospective participant shall attach an explanation 1o this Proposal {Contract).

14. The prospective lower tier participant further agrees by submitting lhls Proposal (Contract)
that it shall include this ctause entitled “Centification Regarding Debarment, Suspension,
Ineligibility, and Voluntary Exclusion - Lower Tier- Covered Transactions,” without

modification in all lower tier covered transactions and in all solicitations for lower tier
covered fransactions.

. K _ . | Contractor Name: |
Bfgfi ‘ 2 Ll
Dare - §3E° (?@u w Ul Mong,
\M( (=0
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4. NH Exhibit G - Certification of Compliance with Requirements Pertaining to

Federal Nondiscrimination. Equal Treatment of Falth-based Organizations and
Whistleblower Protections

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the
Contractor's representative as identified in Sections 1.11 and 1.12 of the Genera) Provisions, to
exccute the following Certification:

Contractor shall comply, and shall require any sub grantecs or Subcontractors to comply, with
any applicable federal fondiscrimination requirements, which may include:

- the Omnibus Crime Contro! and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which
prohibits recipients of federal funding under this statute from discriminating, either in '
employment prectices or in the delivery of Services or benefits, on the basis of mce, color,
religion, national origin, and sex. The Act requires certain recipients to pruducc an Equal
Employment Opportunity Plan;

.= the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5672(b)} which
adopts by reference, the civil rights obligations of the Safe Streets Act. Recipients of federal
funding under this statute are prohibited from discriminating, either in employment pracuces orin
the delivery of Services ‘or benefits, on the basis of race, color, religion, national origin, and sex.
The Act includes Equal Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal
financia) assistance from discriminating on the basis of race, color, or national origin in any
program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal
financial assistance from dtscnmmaung on the-basis of disability, in regard to employment and

" the delivery of Services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990.(42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State
and local government Services, public accommodations, commercial facilities, and transportation;
- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits
discrimination on the basis of age in programs or activities receiving Federal financial assistance.
It does not include employment discrimination:

- 28 C.F.R. pt. 11 (U.S. Department of Justice Regulations - QJJDP Grant Programs); 28 C.F.R.
pt. 42 (U.S. Department of Justice Regulations - Nondiscriminalion; Equal Employment
Opportunity; Policies and Procedures); Executive Order No. 13279 (equal protection of the laws
for faith-based and community organizations); Executive Order No. 13559, which provide

. fundamental principles and policy-making criteria for partnerships with fajth-based and
neighborhood organizations;

- 28 C.F.R. p1. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense )
Authorization Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the
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Pilot Program for Enhancement of Conwract Employee Whistleblower Protections, which protects
employees against reprisal for certain whistle b]owmg activilies in connection with federal grants
.and Contracts.

The centificate set out below is a material representation of fact upon which reliance is placed
when the agency awards the grant. False Certification or violation of the Centification shall be
grounds for suspension of payments, suspension or {ermination of grants, or govcmmcm wide
suspension or debarment.

In the eveni a Federal or State court or Federal or Siate administralive agency makes a finding of
discrimination after a duc process hearing on the grounds of race, color, retigion, national origin,
or sex against a recipient of funds, the recipient shall forward a copy of the finding to the Office
for Civil Rights, to the applicable Contracting agency or division within the Department of Health
" end Human Services, and (o lhc Depariment of Health and Human Services Office of the
Ombudsman

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the
Conitractor's representative as identified in Sections 1.11 and 1.12 of the Gcncral Provns:Ons to
executé the following Centification: . :

i. By signirig‘ and submilting this Proposal {Contract) the Contractor agrees to comply with the

provisions indicated above.

Contractor Name:

Vil St Fllne

ot VeI L e
- . “"“\W/cua
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5. NH Exhibit H - Certification Regarding Environmental Tobacco Sinoke

Public Law 103-227, Pant C - Environmental Tobacco Smoke, also known as the Pro-Children
Act of 1994 (Ac), requires that smoking not be permitted in any portion of any indoor facility
owned or leased or Contracted for by an entity and used routinely or regularly for the provision of
health, day care, education, or library Services to children under the age of 18, if the Services are
funded by Federal programs either directly or through Siate or local governments, by Federal
grant, Contract, loan, or loan guarantee. The law does not apply to children’s Services provided in
private residences, facilities funded solely by Medicare or Medicaid funds, and portions of
facilities used for Inpatient drug or alcohol treatment. Failure to comply with the provisions of the
law may result in the imposition of a civil monetary penalty of up to 31000 per day and/or the
‘imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the.General Provisions agrees, by signature of the -
Conlractor's representative as identified in Section 1,11 and 1.12 of the General Provisions, to
execute the following Certification: >

1. By signingand submitting this Confract, the Contractor agrees 1o make reasonable efforts to

comply with alt applicable provisions of Public Law 103-227, Part C, known-as the Pro-
Children Act of 1994,

.Contractor Namcf
3/ /e ke Dp it
o i Seghen 14 Altne.

Q(Q-C-.NL«A/(_'{D
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6. NH Exhibit | - Health Insurance Portability Act Business Associate Agreement

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountabitity Act, Public Law 104-191 and
with the Standards for Privacy and Secunity of Individually ldentifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate™ shall mean the Contractor and Subcontractors and agents of the Contractor that
reccive, use or have access to Protected Health Information (PHI)under this Agreement and
“Covered Entity” shall mean the State of New Hampshire, Department of Health and Human
Services.

(1} Qeﬂniﬂons.

a. “Breach™ shall have the same meaning as the term “Breach™ in scction 164.402 of Title 45,
Code of Fedcral Regulations.

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations.

¢. "“Covered Entity” has the meaning given such term in section 160,103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set * shall have the same meaning as the term “designated record set” in
45 CI‘R Section 164.501. .

=+ e “"Data Aggregation™ shall have the same meaning as the term “Data aggregation™ in 45 CFR
Section 164,501,

f.  "Health Care Opcrations™ shall have the same meaning as the term “health care operations™
in 43 CFR Section 164.501.

g “HITECH Act” means the Health Information Technology for Economic.and Clinica) Health
Act, TitleX1l1, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h.  “HIPAA" means the Health Insurance Ponability and Accountability Act of 1996, Public
Law 104-191 and the Standards for Privacy and Security of Individually Ideniifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

- 1. "Individual” shall have the same meaning as the lerm “individual" in 45 CFR Section

160.103 and shall include a person who qualifies asa personal representalive in accordance
wuh 45 CFR Section 164.501(g).
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“Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Pans 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

“Protected Health Information™ shall have the same meaning as the lerm “Protected Health
Information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

“Required by Law™ shall have the same meaning as the term “required by law™ in 45 CFR
Section 164.103. . '

“Secretary " shall mean the Secretary of the Dcpanmcrit of Health and Human Services or
his/her designee. '

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information™ means Protected Health Information that is not
secured by a technology standard that renders Protected Health Information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by a
standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from lime to time, and the
HITECH AcL o

{2) Business Associate Use and Disclosure of Protected Health lnfol_-maﬁon: ‘

Business Associate shall not use, disclose, maintain or transmit Protected Health Information

a.
(PHI) except as reasonably necessary to provide the Services outlined under Exhibit A of the
Agreement. Further, Business Associate, including but not limited 1o all its directors, dfficers,
employees and agents, shall not use, disclose, maintain or transmit. PHI in any manner that
would constitute a violation of the Privacy and Security Rule.

b. Business Associale may use or disclose PHL:

I.  For the proper management and administration of the Business Associale;
Il. As required by law, pursuant to the'terms set forth in paragraph d. below; or
IT1. For Data aggregation purposes for the Health Care Operations of Covered Entity.

c. To the extent Business Associate is. permitted under the Agreement 10 disclose PHI to a third
_pany, Business Associale must obtain, prior 1o making any such disclosure, (i} reasonable
assurances from the third party that such PHI shall be held confidentially and used or further
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disclosed only as required by law or for the purpose for which it was disclosed to the third
party; and (ii) an Agreement from such third party to notify Business Associate, in
accordance with the HIPAA Privacy, Sccurity, and Breach Notification Rules of any breaches
of the confidentiality of the PHI, to the extent it has obtained knowledge of such breach.

d. The Business Assocmte shall not, unless such disclosure is reasonably necessary to provide
Services under Exhibit A of the Agreement, disclose any PHI in responsc to a request for
disclosure on the basis that it is required by law, without first notifying Covered Entity so that
Covered Entity has an opportunity (o object to the disclosure and to seck appropriate relief. If
Covered Entity objects to such disclosure, the Business Associate shall refrain from
disclosing the PHI until Covered Entity has exhausted all remedies,

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be
bound by edditional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuarit to the Privacy and Security Rule, the Business Associate shall be
bound by such edditional restrictions and shall not disclose PHI in violation of such
additional restrictions and shal] abide by any additional security safeguards.

1'3) Obligations and Activities of Business Associate,

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately after
the Business Associate becomes aware of any use or disclosure of Protected Health
Information not provided for by the Agreement including breaches of unsccured Protected
Health Information and/or any Security Incident that ray have an impact on the Protcclcd
Health l.nformauon of the Covered Entity.

b. The Business Associate shall immediatc!y perform a risk assessment when it becones aware
of any of the above situatiens. The risk assessment shall include, but not be limiled to:
o The nature and extent of the Protecied Health Information involved, including the types
of identifiers and the likelihood of re-identification;
o The unauthorized person used the Protected Health Information or 1o whom the
. disclosure was made;
o Whether the Protected Health Information was actually acqu:rcd or viewed
o The extent to which the risk to the Protected Health Information has been mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the breach and
immediately report the findings of the risk assessment in writing to the Covered Entily,

¢. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

"d. Business Associate shall make available all of its internal policies and procedures, books and
records relating to the use and disclosure of PHI received from, or created or received by the

2016-028 Exhibit Q-Certificates and Attachments
[nitial All Pages:
Contractor’s Initials ' © Exhibit O Page 60 of 69



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
UNIFORM HOSPITAL FACILITIES DISNHHARGE DATA SYSTEM
CONTRACT 2016-024 - PART 3
EXHIBIT O
CERTIFICATES AND ATTACHMENTS

Business Associate on behalf of Covered Entity to the Secretary for purposes of determining
Covered Entity's compliance with HIPAA and the Privacy and Security Rule.

¢. Business Associaté shall require all of'its business associates that receive, use or have access
to PHI under the Agreement, to agree in wriling to adhere to the same restrictions and
conditions on the use and disclosure of PHI contained herein, including the duty to return or
destroy the PHI as provided under Section 3 (I). The Covered Entity shall be considered a
direct-third party beneficiary of the Contracior's business associstc Agreements with
Contractor’s intended business associates, who shall be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates
who shall be governed by standard Paragraph #13 of the standard Contract provisions (P-37)
of this Agreement for the purpose of use and disclosure of Protected Health Information.

. £ Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during Normal Business Hours at its offices all
records, books, Agreements, policies and procedures relating to the use and disclosure of PH!
. to the Covered Entity, for purposes of enabling Covered Entily 10 determine Business
Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the Covered
Entity, or as directed by Covered Entity, to an individual in order to meet the requirements
under 45 CFR Section 164,524,

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for amendment
and incorporate any such amendment to enable Covered Entity to fulfill its obligations under
45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an individual
for an accounting of disctosures of PHI in accordance with 45 CFR Section
164.528.

j- Within ten (10) business days of receiving a writien request from Covered Entity for a request
for an accounting of disclosures of PHI, Business Associate shall make available to Covered
Entity such information as Covered Entity may require to futfill its obligations to provide an
accounting of disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

k. In (he event any individual requests access 16, amendment of, or accounting of PHI directly
from the Business Associate, the Business Associate shall within two (2) business days
forward such request to Covered Entity. Covered Entity shall have the responsibility of
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responding to forwarded requests. However, if forwarding the individual's request to Covered
Entity would cause Covered Entity or the Business Associate to violate HIPAA and the
Privacy and Sccurity Rule, the Business Associate shall instead respond to the individual's
request as required by such law and notify Covered Entity of such response as soon as
practicable.

1. Within ten (10) business days of termination of the Agreement, for any reason, the Business
Associate shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shall
not retain any copies or back-up tapes of such PHI. If rerum or destruction is not feasible, or
the disposition of the PHI has been otherwise agreed 10 in the Agreement, Business Associate
shall continue to extend the protections of the Agreement, to such PHI and limit further uses
and disclosures of such PHI 10 those purposes that make the return or destruction infeasible,
for so long as Business Associate maintains such PHL Lf Covered Entity, in its sole
discretion, requires that the Business Associate destroy any or all PHI, the Business Associate
shall cenify to Covered Entity that the PHI has been destroyed.

4)- Obligations of Covered Enti

a. Covered Entity shall notify Business Associale of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, 1o the extent that such change or limitation may affect Business Associale’s use or
disclosure of PHL

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation of .
permission provided.to Covered Entity by individuals whose PHI may be used or disclosed
by Business Associate under this Agreement, pursuani to 45 CFR Section 164.506 or 45 CFR
Secnon 164.508.

c. Covered entity shall prompily notify'Busincss Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has ngreed to in accordance with 45 CFR  164.522, to
the extent thal such restriction may affect Business Associate’s use or disclosure of PHL.

{5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this

Agreement the Covered Entity may immediately terminaie the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Business Associate

Agreement set forth herein as Exhibit [. The Covered Entity may either immediately
terminate the Agreement of provide an opportunity for Business Associate to cure the alleged
breach within a timeframe specified by Covered Entity. If Covered Entity determines that
neither termination nor cure is feasible, Covered Entity shall report the wolauon to the
Sccrctary
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(6] Miscellaneous
Definitions and Regulatory References. All terms used, but not otherwise defined herein,

a.

shall have the same meaning as those terms in the Privacy and Security Rule, amended from
time to time. A reference in the Agreement, as amended to include this Exhibit 1, to a Section
in the Privacy and Security Rule mcans the Section as in cffect or as emended.

Amendment. Covered Entity and Business Associate agree to take such action as is necessary
to amend the Agreement, from time to time as is necessary for Covered Entity to comply with
the changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable
federal and siate law.

Data Owncrsﬁip. The Business Associate acknowledgeé that it has no ownership rights. with | .
respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved to
permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Segregation. Il any lerm or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid 1erm or candition; to this end the
terms and conditions of this Exhibit [ are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or

" destruction of PHI, extensions of the protections of the Agreement in section (3) 1, the
defense and indemnification provisions of section (3) ¢ and Paragraph i3 of the standard
terms and conditions (P-37), shall survive the termination of the Agreement,

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit [,

DHES DS ,{

The State’

nzed chr{scntauvc Signature 6’(‘ Aulhonzed Representative
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_m‘ﬁif_\m Q’\—WI\“ M &w\r.»\
Name of Authorized Representative ?ajn
< e

e of Authérized chrescntanve

ety Norcoter s 1 Ve (G2

Title of Abthorized Representative Title of Aulhonzcd Representative
2257/ 2[5/t

Date -] / Date
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7.NH Exh[i)li J - Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Complance

The Federal Funding. Accountabifity and Transparency Act (FFATA) requires prime awardees of
individual Federal grants equal to or greater than $25,000 and awarded on or after October |,
2010, to report on Data related to executive compensation and associated first-tier sub-grants of
$25,000 or more. If the initial award is below $25,000 but subsequent grant modifications result
in a total award equal to or over $25,000, the award is sub_;ecl to the FFATA reporting
requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Sub-award and Executive Compensation
. Information}, the Depariment of Health and Human Services (DHHS) must report the following
information for any sub-award or Contract award subject to the FFATA reporting requirements:
Name of entity
Amount of award
Funding agency -
NAICS code for Contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the emity (DUNS #)
0 Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federdl government, and those
revenues are greater than $25M annually and
10.2. Compensation information is nol already available (hrough repomng to the SEC.

SO NN A N -

Prime grant recipients must submit FFATA required Data by the end of the monlh plus 30 days,
in which the award or award amendment is made.

The Contractor identified in Section 1.3 of the Géneral Provisions agrees to comply with the
provisions of The Federal Funding Accountability and Transparency Act, Public Law 109-282
and Public Law 110-252, and 2 CFR Part 170 (Reporting Sub-award and Executive

. Compensation Information), and further agrees to have the Contractor’s representative, as -
identified in Sections 1.1t and 1.12 of the General Provisions execute the following Centification:
The below némed Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with gl applicable provisions of the
Federal Financial Accountability and Transparency Act.

G el Tt

Date ° < Name: 3 ""-(_,i_'\ M AL e
Title:
e lffc_;skcl_ad‘ /€D
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NH Exhibit J - Certiflcation Regarding the Federsl Funding Accountability and
Transparency Act (FFATA) Compliance
FORM A

As the Contractor |dcnhﬁed in Section 1.3 of the General Prowsnons 1 certify that the responses
to the below listed quest|0ns are.true and sccurate.

1. The DUNS number for your entity is: WZ@{?.‘}‘B

2. In your business or organization's preceding completed fiscal year, did your business or
organization receive (1) 80 percent or more of your annual gross revenue in U.S. federal
Contracls, subcontracts, loans, grants, sub-grants, and/or cooperative Agreements; and (2)
$25,000,000 or more in annual gross revenues from U.S. federal Contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative Agreements?

/ _NO __YES

If the answer ‘t_o #2 above is NO, stop here

If Lh‘e answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the
Securities Exchange Act of 1934 (15 U.5.C.78m(a), 780(d)) or section 6104 of the Internal
Revenue Code of 19867

NO YES
If the answer 1o #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4, The names and compensation of the five most highly cornpcnsalcd officers in your business
or organization are as follows:

Name: Amount:

Name: Amounl;
Name: ' Amount:
Name: ) Amount:

Name: Amount:
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8. IRS PUBLICATION 1075 EXTRACT 7,
. CONTRACT LANGUAGE FOR TECHNOLOGY SERVICES

[. PERFORMANCE

[n performance of this Coniract, the ‘Contractor agrees to comply with and assume responsibility for
compliance by his or her employees with the following requirements:

(M
@)

®
4
()
()

)

&
®

(10)

AR work shall be donc under the supcrvision of the Contracior or the Contractor's employecs.

The Contractor and the Contractor’s employees with access to or who use FTI must mee1 the background check
requireinents defined in-[RS Publication 1075. :

Any retum or return information made available in any format shall be used only for the purpose of carrying out the
provisions of this Contract. Information contained in such material shall be treated as confidential and shali not be’
divulged or mede known in any manner to any person except as may be necessary in the performance of this
Contract. Disclosure to anyone other thar an officer or employee of the Contracior shall be prohibited.

All retumns and retum information shall be accounted for upon receipt and properly stored before, during, and after
processing. In addition, all related output shall be given the 'same level of protection as required for the source
matenal.

The Contracior cenifics that the Data processed during the performance of this Contract shali be completely purged
from all Data storage components of his or her computer facility, and no output shall be retained by the Contractor at

" the time the work is complcted. If immediate purging of ali Data storage components is not possible, the Contractor

certifies that any IRS Data remaining in any storage component shall be safeguarded to prevent unauthorized
disclosures.-

Any spoilage or any intermediate hard copy printowt that may resull during the processing of IRS Data shall be
given to the agency or his or her designee. When this is not possible, the Contractor shall be responsible for the
desiruction of the spoilage or any intermediate hard copy printouts, and shall provide the agency or his or her
designee with a stalement containing the date of destruction, description of material destroyed, and the method wsed.

All computer systems receiving, processing, storing of transmitting FTI must meet the requirements defined in IRS
Publication 1075. To meet functional and assurance requirements, the security features of the environment must
provide for thc managerial, operational, and technicat conirols. All securily features must be available and activated
10 protect against unauthorized use of and access to Federal Tax [nformation.

No work involving Federal Tax Information furnished under this Contract shall be subconteacied without prior
written approval of the IRS.

The Conteactor shall maintain a list of employces authorized access. Such list shall be provided to the agency and,
upon request, to the LIRS reviewing office. ' .

The agency shall have the right Lo void the Contract if the Contractor fails to provide the safeguards described
above. .

i
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
UNIFIED HOSPITAL FACILITY DISNHHARGE DATA SYSTEM
CONTRACT 2016-024
PART 3 - EXHIBIT O
CERTIFICATES AND ATTACHMENTS

i11. CRIMINAL/CIVIL SANCTIONS

(1} Each officer or employee of any person 1o whom returns or return information is or may be disclosed

shall be notified in writing by such person that returns or rerurn information disclosed to such officer or
employee can be used only for a purpose and to the extent authorized herein, and that further disclosure
of any such returns or retumn information for a purpose or to an extent unauthorized herein constitutes a
felony punishable upon conviction by a fine of as much as $5,000 or imprisonment for as long as § years,
or both, together with the costs of prosecution. Such person shall also notify each such officer and
employee that any such unauthorized further disclosure of returns or return information may also result

‘in an award of civil damages against the officer or employee in an emount not less than $1,000 with

respect to each instance of unauthorized disclosure. These penalties are prescribed by IRCs 7213 and
7431 and set forth at 26 CFR 301.6103{n)-1.

(2) Each officer or employee of any person to whom returns or return information is or may be disclosed
. shall be notified in writing by such person that any rerurn or return information made available in any

(3

format shall be used only for the purpose of carfying out the provisions of this Contract. Information
contained in such matenial shall be treated as confidential and shall not be divulged-or made known in
any manner {0 any person excepl as may be necessary in the performance of the Contract. Inspectian by
or disclosure to anyone without an official need-1o-know constitutes a criminal misdemeanor punishable
upon conviclion by a fine of as much as $1,000 or imprisonment for as long as | year, or both, togeiher
with the costs of prosecution. Such person shall also notify each such officer and employee that any such
unauthorized inspection or disclosure of returns or return information may also result in an award of civil .
damages against the officer or employee [United States for Federal employees] in an amount equal to the
sum of the greater of $1,000 for each act of unauthorized inspection or disclosure with respect to which
such defendant is found liable or the sum of the actual damages sustained by the plaintiff as a result of
such unauthorized inspection or disclosure plus in the case of a willful inspection or disclosure which is
the result of gross negligence, punitive damages, plus the costs of the action. These penaltics arc
prescribed by IRC 7213A and 7431.

Additionally, it is incumbent upon the Contractor to inform its officers and employees of the penalties for
improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specificatly, 5 US.C,
552a(i}(1), which is made applicable to Contractors by § U.S.C. 552a{(m)(1), provides that any officer or
employee of 2 Contractor, who by virtue of his'her employment or official position, has possession of or
access to agency records which contein individually identifiable information, the disclosure of which is
prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of
the specific material is prohibited, shall fully discloses the material in any manner 1o any person or
agency not entitled to receive it, shall be guilty of 8 misdemeanor and fined not more than $5,000.

{4) Granting a Contractor access 1o FTI must be preceded by certifying that each individug) understands the

agency's security policy and procedures for safeguarding IRS information. Contractors must maintain
their authorization 10 access FTI through annual recenification. The initial Centification and
recertification must be documented and placed in the a'gcncy's files for Review. As pant of the
Certification and at least annually afterwards, Contractors must be advised of the provisions of IRCs
7431, 7213, and 7213A (see Exhibit 4, Sanciions for Unauthorized Disclosure, and Exhibit 5, Civil
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_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY'
UNIFIED HOSPITAL FACILITY DISNHHARGE DATA SYSTEM
CONTRACT 2016024 '
PART 3 - EXHIBIT O
CERTIFICATES AND ATTACHMENTS

Damages for Unauthorized Disclosure). The training provided before the initial Cenification and
annually thereafter must also cover the incident response policy and procedure for reporting unauthorized
disclosures and Data Breaches. (See Section 10) For both the initial Certification and the annual
Cenrtification, the Contractor must sign, either with ink or electronic signature, a confidentiality statement
certifying their understending of the security requirements.

III. INSPECTION

The IRS and the Agency, with 24 hour notice, shall have the right to send its inspectors into the offices and
planis of the Contractor to inspect facilities and Operations performing any work with FTI under this
Coniract for compliance with requirements defined in iRS Publication 1075. The IRS’ right of inspection
shall include the use of manual and/or automated scanning lools to perform compliance and vulnerability
assessments of Information Technology (IT) assets that access, store, process or transmit FT1L On the basis of
such inspection, corrective ‘actions may be. required in cases where the Contractor is found o be
noncompliant with Coniract safeguards. :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND - HUMAN SERVICES
Uniform Heafth Facifities Discharge Data System (UHFDDS)
CONTRACT 2016-024
’ ATTACHMENT C-2 REQUIREMENTS

S

X o 7

olution for submission of hospital Data, consisting of the
ollowing steps: .
B 1 'Validation for file structure, contents, complctcncss. M. Y S
Provision of an error correction Solution for.the hospitals (either a :
2 pweb based tool or a manual process); M Y S
P
Supporting hospitals in submission and validation and error '
B3 commection proces M Y 'S
p S:
onsolidation of the Data M Y S
5 {Creation of standardized claim records; M Y S
6 Creation of discharge records per rule: M Y S
Submission of the required Data to the State, including extracts, M v S
B7 in the required format(s); N
Assurance that the State receives the original files submitted by
8 the hospitals; : M M -$
p
9 [Communication on progress to the State; M Y S
11 rotection of the Data in transit and at rest. - M S Y S
ollect and process Data from hospitals:
ccording to specifics of statute and rule, with an on-line tool,
ecurely collect (via secure FTP, SSL, etc.), Quality Assurance
est (Specifications to be developed by Vendor, approved by M y S
B12 HHS, and provided to hospitals), accept or reject, ensure
- rompliance with reporting Specifications, and give feedback on
required Data submissions: '
Jidentify the need for, accept, and process replacement M Y S

-
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STATE OF NEW HAMPSHIRE ,
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discherga Data System {(UHFDDS)
CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS

B13  kubmissions;
14 aintain a System to allow test submissions from hospitals; M Y

aintain and updatc annually hospital/Data element speclf c edit M Ty
B15_ phresholds; .

‘}'V;“ -‘: o wﬁg 50
Req # .
Track and communicate to DHHS ovcrdue and otherwise non- : "
B16 gompliant hospitals: - M Y S
ollow up with hospitals on Data issues and respond to questions
17 d comments from hospitals; . M Y 5
Maintain on-line quality assurance audits for use by DHHS and v
I8  |hospitals; S
Supply Dimension Tables to State to allow for labeling of coded y S
19 [Data elements (e.g., zip codes);
Quarterly and as needed, provide Data sets to DHHS in agreed -
820 upon format, including replacements of any prlor time periods for M Y S
ata that has changed;
21 aintain the results of all quality assurance.edits by hospital; M .Y S
roduce, maintain, and publish complete Documentation of the
B22 ata sets including logic used to transform Data and create M Y- S
erived Data elements;
23 articipate in the Data Workgrou M Y S
endor shall:
E:ovrde the 837i files as submitted by the hospital (final Y S
24 bmission if n:subm:ttci M :
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discharge Data System (UHFDDS)
CONTRACLT 2018-024
ATTACHMENT C-2 REQUIREMENTS

L

hen resubmission is not the method for making corrections,
then provide to the State information (for manual corrections
made by hospitals) which can be used to process corrections
against original Data set required. At a minimum, Data should
include hospital name, file, record id, element, element original
valtte, element corrected value, date and time of correction;

—c Error Correction Audit
eport described in Proposal

Quality Audits will meet this
requirement.

opic 1.9 Data and Process -

‘Req #

B26

rovide a file consolidating all claims level detail from all

ospitals for each quarterly.period consisting of all agreed upon

lements in the 8371 submission each year with error comection
d validation processes completed to load into EDW;

B27

IProvide a Consolidated Data File of validated, cleaned, and
omplete Inpatient discharge records, including derived fields, as
Eer attachment D1 which describes the minimum clements

equired by State of NH or to the HCUP State Inpatient Database
standard;

B28

{Provide a Consolidated Data File of validated, cleaned, and

complete Outpatient discharge records, including derived fields,

uired by State of NH or to the HCUP Stalc Emcrgcncy
epartment Database standard

] Eqpcr attachment D1 which describes the minimum elements

B29

[Provide a Consolidated Data File of validated, cleaned, and
complete specialty discharge records, including derived fields, as
per attachment D1 which describes the minimum ‘clements
required by State of WH or to the HCUP State Outpatient
Database standard;

rovide a Consolidated Data Fy¢ of validated, cleaned, and

2016-024 Attachment C-2 Requirements
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STATE OF NEW HAMPSHIRE
) DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facikties Discharge Data System (UHFDDS)
CONTRACT 2016-024 .
ATTACHMENT C-2 REQUIREMENTS -

B30 |complete Inpatient claims records as per attachment D2, -

provide a Consolidated Data File of validated, cleaned, and M v S
B31 [omplete Qutpatient claims records as per attachment D2;
provide a Consolidated Data File of validated, cleaned, and M v S
B32 komplete specialty claims records as per attachment D2;
[Provide Extract Transform and Load (ETL) code for creating Future project (See B26)

Oracte EDW Schema and for importing Outputs to EDW NH
[Database naming terminology as well as ETL best practice
ocumentation as per Department of Information Technology and M N F
B33 [Department of Health and Human Services standards. These
dards will be made available upon request.

Seate Reqmrmmu

Req # Requmﬂn Descnption . - . :
rovide Data Dictionary for all Quiputs including ﬁle comcms M v S
B34 ile format, and element description and format;
Submit all updated Outputs monthly, quarterly, annually as
. M Y S
35  jrequired,;

- .. S ' [Supporting the State’s activities
Provide training and support to the State on executing the process ) parding the EDW load and

to load Data 1o the Enterprise Data Warechouse (EDW)

est. .
on processing o prior yeirs” Dt aheady processed by corrent Syaiem
provide a Consolidated Data File of complete Inpatient claims M vy S '
B37  irecords as per attachment D2 for historical Data year 2015
provide a Consolidated Data File of complete Outpatient claims M v S

[B38  lrecords as per attachment D2 for historical Data year 2015
provide a Consolidated Data File of complete specialty claims
records as per attachment D2 for historical Data year 2015

2016-024 Attachment C-2 Requirements % . .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

Uniform Heatth Facilties Discharge Data System (UHFDDS)

CONTRACT 2016-024

ATTACHMENT C-2 REQUIREMENTS

endor shall:

etain aggregated measures of complcteness as needed

M

more years in the past) when requested by the State.

IB40 ndefinitely; Y
[B41 etain any Data as needed within the 5 year wmdow M Y
troy all Protected Health Information when it is no longer
quired for business processes or within 5 years following an M v S
B42 pproved process (¢.g., an annual ciean out of Data submitted S orf

elease thc Data only to the State through the approved
i processing S stcm

Ao Provess

o hoapitals Derail

chuuunmt De.scnpﬁon . -

Reg # T
Validation Results including pass/fail, number and percent of it Summary Report will be
failed records by type of failure, number and percent of failed ustomized to include number
records by elements, number and percent of failed records by d percent of failed records by
failure type. [nformation provided shall be sufficient and clear M Y C lement. Report will reflect this

B44  genough for Hospitals to easily reconcile their submitted Data to requirement at Implementation.
fthe Data processed by the Vendor. Identify remedies for failures, IAnd shall be available an the
fwhen appropriate; ; web via SharePoint.

[B45  [Validation Results within 24 hours of submission; P Y S

B46  tthe ability to completely resubmit files; M Y S

B47  [the ability 1o perform a partial resubmit of a file; M Y S

[B48  fthe ability to manually correct Data without resubmission; M Y S

: ]
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STATE OF NEW HAMPSHIRE )
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Fadilities Discharge Data System (UHFDDS)

CONTRACT 2016-024
ATTACHMENT C-Z REQUIREMENTS :
he ability to apply previous manual corrcctnons to resubmitted - esults on the Error Correction,
B49 ata; . ' Audit Report will be used to
i M v T this requirement: Hospitals
. can resubmit data. Manual
changcs will need to be made
: bgain.
la completeness validation tool which provides measures of : ' ¢ Summary Submission
completeness to the hospital user and State which contains a . ' tatistics Report described in
mechanism for the hospital to approve completeness of the input - roposal Topic 1.3 Data
for the submission period including but not limited to measures [Submission and Error Checking
B50  [for total records and also frequency distributions and alerts of M Y C Methodology will be used to
illogical frequency distributions by encounter type, age, gender, meet this requirement and will
payer, State of residence. ete.; be available at Implementation.
The report may be viewed in
ISharePoint and saved as a PDF
: : or Excel file,
the ability for the State to monitor progréss of file submissions. [Sharepoint is viewed and saved
validations, comrections, completeness measures, any s PDF or Excel On-demand
communications made to the hospitals whether automatic or ' basis. All reports are real-time.
anual, and for the State to be able to observe all Data observable M Y C
B51 E:y the hospitals within the submission, validation, correction, and| . - _ Admin statistics needs to run
Lpproval processes. A web portal/dashboard is one example; ' reports as needed. NHHA shall
' n report and post for NH.
the ability for hospitals to use the same submission processes in
B52 testing Data including the submission, validation, correction, and .
completeness check processes; M Y S

2016-024 Artachment C-2 Requiremenis . ' a
New Hompshire Hospital Association Initial 6 of 39



* STATE OF NEW HAMPSHIRE .
OEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Fadilities Discharge Data System (UHFDDS)

. CONTRACT 2016-024
- ATTACHMENT C-2 REQUIREMENTS . -

BUSINESY REQUIRFMEXNTS

B53

The Vendor's System shall be capabl‘e'of receiving and

dard test file for use by Hospitals to assist them with
developing their submissions;

distinguishing test submissions from Hospitals and must supply a |.

B54

[The Vendor shall provide e-mai! and phone Help Desk business
support Monday through Friday, 82m to 4:30pm Eastern Time, as
needed. The Vendor shall provide specific support to hospitals
using the Terms outlined in this RFP; .

B55

[The ability to submit additional or corrected records from periods

lprcviously submitted, replacing and/or deleting records as needed;

The ability to perform all functions in a single access System:

Su.uu. hile su[unmmn lrom hosbi ll\ o Vendor

endor shall:

FBS?

nsure transmission of Data occurs within a secure ¢connection.
Secure Socket Layer requirements are outlined by State Rule.
EP1503.03€;
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health F acilties Discharge Data System (UHFDDS}
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

[pss

P59

Provide a Transmission Mechanism which is efficient for the .
hospital submitter. The current DPHS SFTP submission process
represents the minimum standard and is available for use. The
Vendor shall evaluate ease of use with the hospitals before
mplementing a new mechanism. A user account can be provided
to Vendors allowing the use of the State’s Secure File Transfer

toco! (SFTP) server. This can be made available by DolT to
acilitate the secure exchange of Data to the Enterprise Data
[Warehouse.

ncrypt name using State approved methodology per rule
P1503.04(a)(8). Ensure consistent de-identification of personal
identifiers by the hospitals by supplying de-identification
Software or appliance (for such time as law and rules require de-
ndentification);

endor shall:

A

implement all validations outlined in [a Validations Tab for the

Miata elements
validate Data so the State can successfully submu records to the
B61  [HCUP System

(hitp.//wwv.ahrg.gov/research/Data‘hcup/index. html)®

Fiexible architecture W incormorie chanees 1o accommmodite riabe chanecs and version clizunees ol the 8371 1es
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Undunn Hes!t_h Fadilities Discharge Data Systern (UHF DDS}

CONTRACT 2015-024
ATTACHMENT C-2 REQUIREMENTS

837 files

B63  |of Data per State guidance

[Vendor shall provide a flexible architecture to in(':orporate
62  khanges to accommodate rule changes and version changes of the

Veador shall Pevkorm Oualite Data cheeks nrior o State Review, of Dara
endor shall perform quality Data checks prior to State Review

on each record;

[Ensure that the files submitted to the State contain no duplicate
records for the same patient per discharge and that the total c.ha.rgcj -
B64 equals the sum of all charges reported by revenue code catcgoncs M

PGS

Process auditing

the State.

Follow up with each hospital regarding notable variations from
Iprior patterns and trends to obtain either an explanation or
orrections in a timely manner. Vendor will include this
information quarterty and annually as audit findings provided to

BRUSINESS REQUIREMENTS

Reg'#

[The Vendor shall provide a System user audit trail for Smtc and
[Hospital users which provides the ability to view a record of:

[The results from the quality

opic 1.4 Claims Data

this requirement and will be

available a1 Implementation.

urance process described in

ocessing will be used to meet

2016-024 Attachmem C-2 Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniferm Health Facifities Discharge Dala System (UHFDDS)
CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS .
admlmslrauvc actions: Login, Logout, Password reset, IP addrcss Standard audit logs will be
B66 _ . provided through the
' - Subcontractors secure access

. web portal. The site shall be

M Y C  prandedfor NH. The system can
be accessible from the State web
site or by URL.

IB67  |Data submission including user, date, time, and IP address; ' The Data Submission Audit

‘ M y C eport described in Topic 1.9
ata and Process Quality Audits
will meet this requirement.
68  [users viewing validations by date, time, file, [P address; . ' ) [The Administration Function
' _ Audit Repont described in Topic
M. Y C 1.9 Data and Process Quality
Audits will meet this
Fequirement,

1

users viewing completeness masurcs by date, time, file, IP .
B69 |address; ' Y C

oee B68
users making corrections by date, time, file, record, etement, 1P ' The Ervor Correction Audit
B70 |address; M Y C eport described in Topic 1.9
: ata and Process Quality Audits
ill meet this requirement.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heatth Facilites Discharge Data System (UHFDDS)
CONTRACT 2016-024 '
ATTACHMENT C-2 REQUIREMENTS

Audit the Data set as a whole on monthly, quarterly, and annual e results from the quality
bases prior to submitting files to the State to identify potentially urance process described in
duplicate, missing, and miscoded records. Vendor will evaluate roposal Topic 1.4 Claims Data
each hospital's Data files, comparing the most current reporting rocessing witl be used to meet
period to prior comparable reports, to identify variations from is requirement and will be
expected paltemns and trends including but not limited to record vailable at Implementation.

B71  [ounts by bill type and setting; patient characteristics such as age, eport will reflect this

ender, and ZIP code distribution; payer mix; and utitization quirement at Implementation.
patterns by MDC, DRG., CCS, and CPT-grouped categories as HHA shall run report and post
hpplicable to identify notable variations; or NH.
P

Ensure that the files submitted to the State contain no duplicate
records for the same patient per discharge and that the total charge]

B72  jequals the sum of all charges reported by revenue code categories
jon each record;

2016-024 Anachment C.2 Requirements &
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STATE OF NEW HAMPSHIRE
DEPARTMENT. OF HEALTH AND HUMAN SERVICES
Uniform Health F acilites Dischamge Data System (UHFDDS) ,
CONTRACT 2016-024 ’ '
ATTACHMENT C-2 REQUIREMENTS . .

Vi

- . SN

rovide analysis of resolved and unresolved instances of failure to
ile the Data and or correct fatal etrors by hospital: assessment of
progress by hospitals in meeting goals for reduced error rates for
edits that require 0% errors and for those with goals that
contribute to overall Data quality; corrective action taken by .
B73  affected hospitals in response to the State’s request for corrective M Y S
actions for non-filing and/ or fatal errors; and final accounting of | -
unresolved issues by hospital and for the hospital Data set as 2
whole. ' :
rovide quarterly and annual analysis of validation reports that : [The Summary Submission
E:-scribc comparative trends and patterns in reporting by hospital Statistics Report described in
d across the System for key attributes including but not limited roposal Tapic 1.3 Data
to record counts by record type and setting; payer mix; patient ubmission and Error Checking
characteristics including age, gender, and ZIP code distributions; ' : cthodology will be used to
distribution of discharges across diagnostic and procedure ' t this requirement and will bq
B74  [ategories; distribution of charges across record types and - ' vailable at Implementation.
diagnostic and procedure categories; comparison of total charges M Y C

to the sum of revenue code charges by hospital and record type, inﬂ
addition to situation specific requests as provided by the DPHS
Hospital Liaison.

2016-024 Anachment C-2 Requiremnents ﬂ\ ' ’
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facikities Discharge Data System (UHFDDS)
 CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS

-

P?G

i Solutlon and Service costs shall be borme by the State. No fees|,
hall be assessed to the hospitals for the performance of these
ervices. . M ' Y

¢ DPHS Hospital Liaison will participate in dcvelopmem and
eview of Statewide written commumcahons M | Y

B77

or targeted written communications, courtesy copies shall be
rovided to the DPHS Hospital Liaison.

BUSINESS REQUIREMENTS

chulremcm Ducnptaon

B78

The Vendor will work, while updatmg thc DPHS Hosp:lal
[Linison, to obtain information for and maintain an up-to-date
status list of hospital file submissions, Data errors, and Data
corrections for communicating with' departmental and hospital M Y
stakeholders.

B79

[The Vendor shall work with the DPHS Hospital Liaison to
komplctc amonthly M %
reconciliation process. '

B8O

[The Vendor shall support the State in the development of NH
specific user materials for posting on DHHS web site {and

M N
[Vendor's site). '

INH- spccnﬁc user materials to bc

2016-024 Anachment C-2 Requirements %
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Faciliiies Discharge Data System (UHFDDS) -
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

IB8i

A1l user guides, tools. Documentation, and other communications
must be identified as State of NH specific Documentation — no
generic information may be issuéd to NH hospitals without State
approval.

INH-specific Documcnlallon to
be created.

B32

[The Vendor must provide the State with material for a quarterly
mewsletter. such as Solution updates, Operational status updates,
user’s tips, and FAQs.

1

INH-specific user materials to be
created.

B33

ollow up with cach hospital regarding notable variations from

rior patterns and trends to obtain cither an explanation or

corrections in a timely manner. Vendor will include this

linf'orr'nat.ion quarterly and annually as audit findings provided to
he State.

B34

Respond to the State's Review and concerns addressing the Data
integrity findings and consulting with the State in a timely manner
lo address persistent and Systemic Data quality issues that reduce
Data integrity and delay timely availability of the Data to the
State.

[B8S

Work in pantnership with the State to address Data submission
compliance, but primary responsibility for identifying Data
submission issues shall rest with the Vendor in consultation with
the State Project Manager.

2016-024 Artachment C-2 Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Unitorm Mealth Facilites Discharga Dats System (UHFDDS)
CONTRACT 2016-024

ATTACHMENT C-2 REQUIREMENTS

Req # i
Pammpatc in the Data Workgroup 10 address the collcctlon _
processing, and aggregation of the Data addressing: - M y S
B86
(1)Data integrity, completencss, and timeliness of reponting; : .
BE7 M Y - S
(2) Data requirements and definitions, coding, edits, error rates, .
88 corrections, recurring problems; and : M Y S
(3) Any proposed changes to Statc-mandated hosp:tal Data
lss9 reporting requirements. | M Y S
vide the State with current and updated Data collection Decumentation described in
ocumentation including the file layout, Data Dictionary, any : Proposal Topic 1.6
other pertinent Documentation related to changes to M v c umentaticn will be available
oo - [Specifications and State Data submission requirements. t Implementation. NHHA will
' pdate documentation as changes;
re made.
[Provide a Data submission manual (companion guide) that would cumentation described in
supplement the Administrative Rules, as needed, to ensure the roposal Topic 1.6
correct submission of the Data. The Data submission manual shall umentation will be available
be epproved by DHHS. The Data submission manual will be M v c t Implementation. NHHA will
updated and redistributed to reflect changes in statue, rules or pdate documentation as change
891 pther changes to submission methods, as needed. } ’ re made. . ~

2016-024 Attachment C-2 Requirements . .
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discharge Data System (UHFDDS)
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS'

VALIDATION REQUIREMENTS

Geineral Malidation Rt.‘l]ll.ilh'{:‘ll'lu‘l‘ll.; )
¢ System shall allow for the
following: *
¢ Vendor shall collect, validate, and
onsolidated Data Files from all
acilities required to submit Data under
V1.1 SA 126:27and resulting Administrative] M Y S
ules
 http://www.gencourt. State.nh.us/rules/S
late_a gencies/he-c1500.htmi).
[Validation Checks for Data files
Eubm'med for 2015 shall be implemented

V1.2 immediately upon processing of Data
iles using the V2 Validation Checks

Falidaﬁon Checks for Data files

ubmitted for 2016 and beyond shall be
implemented upon processing of CY M Y S
2016 Data files using the V2 and V3
Validation Checks. '
Additional future Data validations to be | ‘ , Specifications will be needed to develop
V1.4 implemented in accordance with DHHS M Y F this functionality. Future data

updates to the-current validations listing. validations are outside the scope of this

roject. '

V1.3

[The Vendor shall provide processes for
validation of the submitted Data files.
LAcceptance of replacement/resubmitted
V1.5 files and consolidation of the accepted
Data, and. in particular, shall implement _ _
[Validation Checks as per V 2 & V3. ' . -

2016-024 Anachment C-2 Requirements . < :
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Uniform Heath Facilities Discharge Data System (UHFDDS)

.- STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS .

-

Provide each facility with a notification
fand report detailing the results of the
validation process against their
submitted Data files. The report should
E;dicalc the validation status of each
ata file and Data element and
specifically provide the failure reason(s)
when appropriate. Information provided
shall be sufficient and clear enough for
acilities to easily reconcile their
ubmitted Data to the Data processed by
e Vendor. For each such notification,
rovide a copy of the original
otification and validation report to
HHS.

V1.6

LFAit Summary Report will be
customized to include number and -
percent of failed records by element.
eport will reflect this requirement at

eject submission of Data files and
ccept resubmission in accordance with
HHS rules and thresholds for rejection
stablished in consultation with DHHS,

mplementation.

ake every attempt to use existing
alidation, error reporting, and
orrection process as general guidetines
pon Implementation to limit the impact
n submitting hospitals

V1.8

¢ Vendor shall apply the validation -
heck shown in V2 and V3 to all
pplicable submitted Data files. Detailed
information for each validation check
ay be found at Attachments Y2 and
3.

V1.9

2016-024 Attachment C-2 Requirements ~
New Hampshire Hospita) Associztion Initials——————
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Umform Hestth Fadilites Discharge Data System (UHFDDS)

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CONTRACT 2016-024
ATTACHMENT C.2 REQUIREMENTS

The System shall allow for the following
when processing Data files submmcd for
2015, 2016,
and beyond.

VALIDATION REQUIRENMENTS

Req#

Requiremertt Description: -

V2.1

be M, F, or U.

{Patient Gender must be present and must

V2.2

If patient residence is US, then first five
digits of Patient Zip Code must be
present and must be all numeric. Patient
2ip Code cannot be "00000".

V2.3

Patient Birth Date must be present and
must be a valid date {month, day, and
ear).

Z
-
»

V2.4

The year in Patlem Birth Date must be
lereater than 1900.

-
o

vailable at Go-Live.

Specific edit to be developed and

V2.5

atient Birth Date must be before current
ystem date.

V2.6

atient Birth Date must be on or before
Admission/Start of Care Date,

V2.7

Eaucnt Birth Date must be on or before
tschargngnd of Service Date.

Tlzlzl 2
-
w

< | =<
W

V2.8

or Inpatient and Specialty discharge
, Admission/Start of Care Date

ust be present. Data element is optional|

or Qutpaticnt discharge type.

s

M Y Cc

ava:lable at Go-Live.

Specnf' c edit to be dcvelopcd and

V2.9

hich includes a time element, must be al

Epmscnl. Admission/Stant of Care Date,

Specific edit to be developed and
rvailablc'at Go-Live.

alid date (month, day, an and
2016-024 Attachment C-2 Requircments -
New Hampshire Hospital Association Initials
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STATE Of NEW HAMPSHIRE |

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heatth Faciiies Discharye Data System (UHFDDS)

CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS
time (hour and minute). - ]
V2.10  PBf present, the year in Admission/Start of M v . C Specific edit to be developed and
Care Date must be greater than 2008, : lavailable at Go-Live.
V2.1] 1f present, Admission/Start of Care Date v ‘ S
must be before current System date.
V2.12 ﬁpmscm, Admission/Start of Care Date M Y S
ust be on or after Patient Birth Date. '
VALIDATION REQUIREMENTS
State Reguirements .
Req # - Requirement Description'. -
V2.13 1f present, Admission/Start of Care Date
must be on or before Discharge/End of M Y S
Service Date.
V2.14  [Discharge/End of Service Date must be
present and must be a valid date (month, M Y S
day, and year). :
V2.15  [The year in Discharge/End of Service M v c Specific edit to be developed and
ate must be greater than 2009. pvailable at Go-Live.
T V2.16 ischarge/End of Service Date must be M v S R
fore current System date.
V2.17 Eischarngnd of Service Date must be M Y S
n or after Patient Birth Date.
V2.18 - [Discharge/End of Service Date must be M y ~ g
on or after Admission/Start of Care Date.
V2.19  [Total Charge must be present and must M Y. c Specific edit to be developed and
be a valid non-negative number. pvailable at Go-Live.
V2.20  [The Primary Payer Name must ‘ M v c Epeciﬁc edit to be devetoped and
resent. : vailable at Go-Live.
V2.2] If claim is from a non-Specialty
[Hospital, a valid code must be present. M Y S
See UB-04 manual for list of valid
codes. Type of Bill is usgd-tolierive K

2016-024 Atachment C-2 Requirements d*
New Hampshire Hospital Association Initials .
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STATE OF NEW HAMPSHIRE )
. DEPARTMENT CF HEALTH AND HUMAN SERVICES
Uniform Health Fagilities Discharge Data System (UHFDDS)

CONTRACT 2016-024
: ATTACHMENT C-2 REQUIREMENTS
Eischargc Type for non-Specialty - -
. ospitals.

V2.22  [Statement Begin Period / Start of Service .

Date must be present and must be a valid] M Y ' S

date (month, day, and year).
[V2.23 [The year in Start Of Service Date must M v c [Specific edit to be developed and

be greater than 2008. _ Lﬂvailable at Go-Live,
V2.24  [Start Of Service Date must be before Yy - s

: current System date.’

State Requirements - "
Req# " Requirement Description

RAARr S Fal

V2.25 Start Of Service Date must be on or M g
fore End-Of Service Date.

V2.26 atient Birth Date must be on or before
tart Of Service Date.

¢ System shall allow for the following
hen processing Data files submitted for|
016 and beyond. ’

V3.1 E:schargc Hour must be present on

npatient and Specialty Discharge Types M Y S

d must be a valid code from 00 to 23. '
V3.2 atient Discharge Status must be present
' d must be a valid code. s
V3.3 At least one Patient Reason For Visit
must be present for unscheduted
Outpatient visits. For an unscheduled
visit, Type of Bill is 13 or 8S; Priority M Y C
(Type) of Visitis I, 2, or 5; and at least ’
one Revenue Code is 045X, 0516, 0526, ‘ Specific edit to be developed and
or 0762,  — ' pvailable at Go-Live,

2016-024 Atiachment C-2 Requiremens ' : ’
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heshth Facilittes Discherge Data System (UHFpDS)

CONTRACT 2016-024
ATTACHMENT C2 REQUIREMENTS

V3.4

dmission Hour must be present on
npatient and Specialty Discharge Types
d must be a valid code from 00.to 23.

M

Y - : s

V3.5

Priority (Type) of Admission or Visit -
must be present on Inpatient and
Specialty Discharge Types and must be
one of the following codes: 1,2, 3,4, 5,

9.

State Reguirements ;.

- Req#

chUilen'e"l;Descﬁp tion ‘—- -:): A e

V3.6

oint of Origin for Admission or Visit
ust be present on Inpatient and
pecialty Discharge Types and must be
ne of the following codes: 1, 2,3,4, 5,
, 8,9, D, E, F. For Data with a
ischarge/End of Service Date prior to
712010, valid codes also include: 7, B,

V3.7

'When Admit Type is = "4" (Newbom)
the Point of Origin for Admissions or
Visit can only be codes: 5 or 6

V3.8

ch Procedure Code must include a
corresponding valid Procedure Date
(month. day, and year).

V3.9

Patient City must be present.

V3.10

1 Patient Country is blank or US, then -
[Patient State must be present. [f Patient

State code.

State is present, then is must be a valid -

V3l

If patient State is "NH" then zip code

ust be a valid NH zip code.

pecific edit to be developed and
vailable at Go-Live..

2016-024 Attechment C-2 Reguirements .
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Uniform Health F acilities Discharge Data System (UHFDDS)

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

CONTRACT 2016024 _ .
ATTACHMENT C-2 REQUIREMENTS

Medical Record Number must be

[V3.12 M v S
resent. , .
V3.13 At least one race code must be present -
-[for the patient and it must be a valid M. Y S
de. ‘ '

" State Roquirements . - .,

Req #

Requirernent Description” -

V3.4

AL least-one ethnicity code must be
present for the patient and it must be a
valid code.

V3.15

illing Provider NPI must be present and|
must be 10 digits.

V3.16

The Health Plan ldentifier must be
present for al) payers present on the
klaim: Primary, Secondary, and Tertiary.

Specific edit to be developed and
javailable at Go-Live. '

V3.17

(When present, the |st code present is
always the "Principle” procedure code,
gl others are secondary, tertiary, etc.

V3.18

At least one diagnosis code is required
on all Inpatient and Specialty discharge
types. The Ist code present is always the
"Principle” procedure code, all others -

jare secondary, tertiary, ctc.

2016-024 Anechment C-2 Requirements
New Hampshire Hospital Association Initj
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STATE OF NEW HAMPSHIRE y
OEPARTMENT OF HEALTH AND HUMAN SERVICES
Umfurm Heatth Facilifes Discharge Data System (UHFDDS)
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

Iprevent access to inappropriate or Confidential Data or Services.
Verify the identity and authenticate all of the System’s human _ .
L.ISCI’S before allowing them to use its capabilities to prevent M Y )
. l:zuc(:css to inappropriate or Confidential Data or Services. .
A1.14 JAssign and maintain unique usernames. M Y S

[Enforce complex passwords for Administrator Accounts of ten
AL.15 r:haractcrs or more in accordance with Dol T's Statewide User
Account and Password Policy.

AT.13

Strong password policy
exists and will be aligned with
this requirement.

A schedule for implementing complex passwords that conform
Jto State of NH policy shall be included in the final Work Plan.

E:force the use of complex passwords for general users using
1.16 [eapital letters, numbers and special characters.
A1.17 [Encrypt passwords in transmission and at rest within the
atabase.
[A1.18 [Expire passwords after 90 days.

If\uthoﬁzc users and client applications to prevent access to
A1.19 finappropriate or Confidential Data or Services.
rovide ability to limit the number of pecople that can grant or
A1.20 [change authorizations

Al.2]

tablish ability to enforce session timeouts during periods of
inactivity.

zlz|zl|z|lzlz
W

A1.22

ure application has been tested and hardened to prevent
ritica) application security flaws. ( At a minimum, the web
pplication shall be tested against all flaws outlined in the Open
[Web Application Security Project (OWASP) Top Ten
Khttp://www.owasp.org/index. phplOWASP Top_Ten_Project))

OWASP Top Ten to be
melemmtcd for Go-Live. -

enctration tests were )
performed within the past year
by an external vendor thiat
included validation of
compliance with OWASP (top
ten) recommendations.

Al.23

The appllcahon shall not store authentication cmdcnuals or
kensitive Data in its code. _——

2016-024 Attachment C-2 Requirements
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

Uniform Health Facilities Discharge Oata System (UHFDDS}
CONTRACT 2018-024

A .24

udit all attempted accesses that fail identification,
uthentication and authorization requirements

ATTACHMENT C-2 REQUIREMENTS

M

Y

pppropriate SSU/TLS versions.

IThe Vendor shall insure the security. of websites, including -

M

Y

NHHA uses an SSL VPN

me of NHHA s user
orgenizations from their
workplace.

hardware appliance to encrypt
11 authentication and website
affic using both TLS and SSL | .
.3. NHHA did not remove SSL
.3 as it may block access to

2016-024 Arntachment C-2 Requirements
New Hampshire Hospital Associztion Initi
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heatth Facilities Discharge Data System (UHFODS
CONTRACT 2016-024 ' '
ATTACHMENT C-2 REQUIREMENTS

A1.26

they have taken place. The logs must be kept for (6 months)

JAudit reports as described in
Topic 1.9 Data and Process
Quality Audits to be )

The application must allow a user to explicitly terminate a
session. No remnants of the prior session should then remain.

implemented Go-Live.

A1.28

The application Data shall be protected from unauthorized use
pwhen at rest,

A1.29

ccp any sensitive Data or communications private from
nauthorized individuals and programs.

A1.30

Subscquent application Enhancements or upgrades shall not
move or degrade security requirements.

A1.31

Create change management Documentation and procedures,

Apphication Securiny " Festing

The Vendor shall be responsible for security testing, as-
bppropriate:

|

e vendor continuously monitors
its systems and security
infrastructure. We have full-time

T staff onsite that constantly
Imonitors and reviews system
activity and system logs, and we
have industry standard software
Bnd security appliances to assist in
our continued security reviews and|

2016-024 Attachment C-2 Requirements :
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Fachties Discharge Data System (UHFDDS)

CONTRACT 2015-024

REQUIREMENTS

ATTACHMENT C.2

-[than 20 different applications,

ompliance. Across our
ontinuum, we handle over 2,880
ser accounts, each with role
ccess credentials specific to more

eb-based, intranet programs and
ther user access capabilities. in
his large an environment, with
yriad levels of critical finantial
nformation and personal and
rotected health information, we
o not limit our. security review or
esting to occasional set exercises
(a'though those are

onducted). We have daily,
ngoing, professional oversight
nd review of user activity,
ncluding review of any
nauthorized activity.

[l components of the Software shall be Reviewed and tested to
T1.1 nsure they prolect the State’s Data

omprehensive security is
mplemented for all software
eployments, including review of
roper functioning, with review
nd monitoring to ensure the
bsence of any security
ulnerabilities: This process is
rformed at all stages, including
nstallation, test environment, and
roduction. Software is only made
perational in the production
nvironment after installation and
est environment processes have
roved successful and secure

Providc Verification of testing that focus on the technical,

lBecause the vendor is a HIPAA-

2016-024 Antachment C-2 Requirements
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_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facifities Oischarge Dala System (UHFODS)
CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS

dministrative and physical security controls that have been
T1.2 esigned into the System architecture in order to provide the
ecessary confidentiality, integrity and availability.

" by NIST and other industry

ompliant organization, the
tructure of our security policies
nd plans tracks the Security Rule
equirements spetific to
dministrative, physical and
echnical safeguards, as informed

standards. As such, we verify that
all of our protection measures,
planning, and policles, including
System architecture, have been
reviewed and tested for
vulnerabilities In a manner that
meets and or exceeds HIPAA
Security requirements,

Provide Verification of testing for identification and

uthentication; supports obtaining information about those -
T1.3 garlics attempting to log onto a System or application for security
purposes and the validation of users.

)Consistent with HIPAA and
industry standards, the Vendor
continuously monitors and reviews
log-in failures and any other access
fattempts by any unauthorized
users or accounts. We verify that
our validation procedures for
2ccess user identification and
validation are rigorous and have
proven extremely effective in
lensuring that only authorized and
dssigned users are able to gain
ccess. Additionally, the
egmentation of systems Is highly
pecific and targeted, allowing
ccess only to the specific

unctions and applications for each
ndividual user.

Provide Verification of testing for Access Control; supports the
1.4 anagement of permissions for logging onto a compuler or

2016-024 Attachment C-2 Requirements
New Hampshire Hospital Association Initi
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heatth Facilities Discharge Data System (UHFDDS)

CONTRACT 2016-024

fnetwork.

ATTACHMENT C-2 REQUIREMENTS

rovide Venfication of testing for Encryption; suppons the

upports the granting of abilities to users or groups of users of a M
mputer, application or network. ' '

T1.5 ncoding of Data for security purposes.
. rovide Verification of testing the Intrusion Detection; supports
T1.6 e detection of illegal entrance into a computer System.
Provide Verification of testing the Verification feature;
T1.7 lsupports the confirmation of authority 10 enter a computer - M
System, application or network.
rovide Verification of testing the Digital Signature; guarantees M
T1.8 ¢ unaltered State of a file.
E‘rovidc Verification of testing the User Management feature;
T1.9 |supports the administration of computer, application and network M
ccounts within an organization.
Emvidc Verification of testing Role/Privilege Management;
T1.10

supports the ldcnnﬂcanon and momtonng of activities wnlh:n an
apolication or System.

T1.12

rovide Verification of tcstmg Input Validation; insures the
pplication is protected from buffer overflow, cross-site M
cripting, SQL injection, and unauthorized access of files and/or]
irectories on the server.

IT1.13 |

vide the State with validation of 3rd party penetration testing
rformed on the application and System environment.

T1.14

ior to the System being configured for New Hampshire, the M
endor shall provide attestation and proof of rémediation for all

2016-024 Antachment C-2 Requircments
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facitities Dischargs Data System (UKFDDS)
CONTRACT 2016-024 '
ATTACHMENT C-2 REQUIREMENTS

urity testing to the Department of Information Technology for

cview and Acceptance.
Standiid Testing _
The Vendor must support the users during User Acceptance :
Testing (UAT), where by the State is able to verify and validate M Y S
T2.]1 [that the System is working properly and the specified Services are :

ibe'mg delivered in accordance with the Contract. .

2016-024 Attschment C-2 Requirements g \ .
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STATE OF NEW HAMPSHIRE R
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heatth Facilites Discharge Data System (UHFDDS)
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

endor shall maintain a secure hosting environment providing
H1.1  |all necessary hardware, Software, and Internet bandwidth to M Y ‘ S
provide the Services in this Contract, '
H1.2 tate access will be via VPN or internet Browser. - M Y S
t a minimum. the System should support this client
onfiguration for field machines: :
H1.3 entium 4, 630/3.0GHz PC, Microsoft Windows 7, Internet -
plorer 9, and 128-bit Encryption.
e Vendor shall be solely liable for costs associated with any
E:cach of State Data housed at their location(s) including

1.4 ut not limited to notification and any damages assessed by

€ courts. )
The Vendor shall immediately report any breach in security to
H1.5 |he State of New Hampshire.

H1.6

[The Vendor shall provide a secure Tier 3 or greater Data Center
roviding equipment (including dedicated servers), an on-site

EM‘I system’operator, managed firewall services, and managed
ackup services ' :

The data center is Tier 2 for
power redundancy and Tier 3
for network and cooling. It does]
not have an on-site 24/7 system
operator because the network
enginers are on call 24/7 to

sist in the event of an
emergency. The firewalls and
backup services are managed by
its full time IT employees.

H.1.7

[The Vendor shall monitor the application and all servers.

<A

INHHA shall ensure monitoring

bof servers and applications usin:

t;hird-pany SNMP tool. Alerts
sent to the network engineer

2016-024 Attachment C-2 Requircments :g ! :
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DEPARTMENT OF HEALTH AND HUMAN SERVICES -
Uniform Health Facilities Discharge Data System (UHFDDS)

. STATE OF NEW HAMPSHIRE

CONTRACT 2016024
ATTACHMENT C-2 REQUIREMENTS

ruﬂ'. "

The Vendor shall patch the databases and services on the

HHA shall ensure review and
ply database and operating
ystem patches regularly.

[The Vendor shall monitor system, security and application logs:
H1.9

ystem, security and application
ogs are maintained for .
ppropriate review.

[The Vendor shall provide network redundancy.

HI1.10

d the backbone consists of -
undant switches, routers and

Il of the servers are dual
omed to the network backbone,
irewalls.

[The hosting server for the State be available twenty-four (24)
Hi.11 Jhours a day, 7 days a week except for during scheduled
aintenance? '

endor shall confoim to adequate disaster recovery procedures
defined by the State of New Hampshire,

. vailable 24 hours a day, 7 days

es, the hosting server will be'

week, except for scheduled
aintenance.

ddress the recovery of lost State Data as well as their own.

endor shall have documented disaster recovery plans that
{H2.2 ystems shali be architected to meet the defined recovery needs.

¢ disaster recovery plan shall identify appropriate methods
or procuring additional hardware in the event of a component
ailure. In most instances, Systems shall offer a level of
F—l2.3 dundancy so the loss of a drive or power supply will not be
ufficient to terminate Services however, these failed
omponents will have to be replaced.

Vendor shall adhere to a'defined and documented back-up
EIZ 4 _Bchedule and procedure.

2016-024 Artachment C-2 Requirements
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: _STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Fecifites Discharge Data System (UHFDDS)
CONTRACT 2015024
ATTACHMENT C-2 REQUIREMENTS

Req#| R

ack-up copies of Data are made for the purpose of facilitating
J]-|2 5 restore of the Data in the event of Data loss or System failure.
cheduled backups of all servers must be completed
gularly. At a minimum, the servers shall be backed up
H2.6 [nightly, with one daily, one weekly, and one monthly backup M Y S
ored in a secure location to assure Data Recovery in the event -
{ disaster.
E’hé minimum acceptable frequency is differential backup
nily, and complete backup weekly.
ﬁabes or other back-up media must be securely transferred from
¢ site 1o another secure location to avoid complete Data loss M Y 5
with the loss of a facility. )
If State Data is personally identifiable, Data must be encrypted
H2.9 [in the operation environment and on back up media.
ata Recovery - In the event that recovery back to the last
ackup is not sufficient to recover State Data, the Vendor shall
mploy the use of Database logs in addition to backup media in
¢ restoration of the Database(s) 1o afford a much closer 10 real M Y . S
{H2.10 Rime recovery. To do this, logs must be moved off the volume -
ontaining the Database with a frequency to match the business
ceds.

[H2.7

[H2.8

e Vendor must provide Services through a network

31 ffering adequate performance to meet the business M Y S
uirements of the State.

c System application must be accessible 10 users 99% of the

ime.

2016-024 Attachment C-2 Requirements .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discharge Data System (UHFDDS)
' CONTRACT 2015-024 .
ATTACHMENT C-2 REQUIREMENTS

4.1

The Vendor shall employ security measures ensure that the
State’s Data are protected.

M

H4.2

f State Data is hosted on multiple servers, Data exchanges
tween and among servers must be encrypted.

.@# .

H4.3

AN servers and devices must have currently-suppéned and
Hardened Operating Systems, the latest anti-viral, anti-hacker,
Enti-spam, anti- spyware, and anti-malware utilities. The

n

vironment, as a whole, shall have aggressive intrusion-
etection and firewall protection.

H4.4

il components of the infrastructure shall be Reviewed and
sted to ensure they protect the State’s Data assets. Tests shall

* [focus on the technical, administrative and physical security

Eomrols that have been designed into the System architecture in
rder to provide confidentiality, integrity and availability.

[H4.5

In the development or maintenance of any code, the Vendor
shall ensure that the Software is independently verified and
validated using a methodology. All Software and hardware
shall be free of malicious code.

[H4.6

The Vendor shall notify the State’s Project Manager of any
security breaches within two (2) hours of the time that the
Vendor leams of their occurrence,

H4.7

The Vendor shall ensure its complete cooperation with the
State’s Chief Information Officer in the detection of any
security  vulnerability of the Vendor' hosting infrastructure
fand/or the application.

IH4.s

¢ Vendor shall be solely liable for costs associated with any
reach of State Data housed at their location(s) including
ut not limited to notification and any damages assessed by
& courts. ' — A

2016-024
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discharge Data System (UHFDDS)
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

b

asons. Logs should include System, Appllcatlon Web and

gging should go to centralized logs server for security
atabase logs.

M

[H4.10

e Operating System and the Data base should be built and
ardened wherever possible to guidelines set forth by: CIS
(Center Intemet Security), NIST, and NSA

The solution is currently NIST
compliant as recommended by
the HHS and the Office for Civill
Rights to meet HIPAA security
requirements.

H4.11

[The Data Center shall be physically secured with restricted
Ecccss to the site to personnel with controls such as blomctnc
adge, and other security solutions.

The data center is restricted to
puthorized personnel using
badge security, and racks are

Requts |

[Req # ]Ru;uitement Description

e Vendor shall provide fire detection and suppression Systcm,

hysical security of and infrastructure security of the proposed

Service L el Agreviienl (S

¢ Vendor response time for user support shall conform to the
pecific deficiency class as described below: o Class A
Deficiency - Software - Critical, does not allow System to
operate, no work around, demands imimediate action; Written
Documentation - missing significant portions of information or
nintclligible to State; Non Softwage - Services were inadequate

2016-024 Anachment C-2 Requirements N
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilities Discharge Data System (UHFDDS)
CONTRACT 2016-024 )
ATTACHMENT C-2 REQUIREMENTS

HS.5

d require re-performance of the Service. o Class B
eficiency - System - important, does not stop operation and/or
ere is a work around and user can perform tasks; Written
ocumentation - portions of information are missing but not .
nough to make the document unintelligible; Non Software -
ervices were deficient, require reworking, but do not require
-performance of the Service. o Class C Deficiency -
ystern - minimal, cosmetic in nature, minimal effect on
ystem, low pricrity and/or user cen use System; Written
ocumentation - minimal changes required and of minor editing
ature; Non Software - Services require only minor reworking

d do not require re-performance of the Service. '

HOSTING-CLOUD REQUIRE

HS5.6

User support issues, shall be rcspondcd o accordmg to thc
following: a. Class A Deficiencies - The Vendor shall have

available to the State on-call telephone assistance, with issue
cking available to the State, eight (8) hours per day and five
5) days a week with an email / telephone response within two
2) hours of request; b. Class B & C Defici¢ncies ~The State
all notify the Vendor of such Deficiencies during regular
usiness hours and the Vendor shall respond back within four
4) hours of notification of planned corrective action.

=

¢ Vendor will give two-business days prior notification
o the State Project Manager of all changes/updates and
vide the State with training due to the upgrades and changes.

HS.8

¢ Vendor shall guarantee 99.0% uptime, exclusive of the
larly scheduled maintenance window

f The Vendor is unable to meet the 99.0% uptime requirement,

e Vendor shall credit State’s account in an amount based

2016-024 Anachment C-2 Requirements
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Health Facilites Discharge Data System (UHFDDS)
‘ CONTRACT 2018-024
ATTACHMENT C-2 REQUIREMENTS

L‘l5.9 .

pon the following formula: (Total Contract Item Price/365) x
umber of Days Contract [tem Not Prov:dod The State must
uest this credit in writing.

HS.10

[The Vendor shall provide the State with a personal secure FTP
site 10 be used the State for uploading and downloading files.

S1.1

The Vendor’s System support and maintenance shall commence.
upon the Effective Date and extend through the end of the
ontract Term, and any extensions thereof.

- IS1.4

[The State shall have unlimited access, via phone or Email, to the
[Vendor technical support staff between the hours of 8:00am to
|:30pm- Monday thru Friday ET;

S1.5

[The Vendor résponse time for support shall conform tc the
specific deficiency class as described in the Terms and
Definitions.

¢ System shall allow for the System users to:
01.1 [Have System access (limited and based on role)
ave 3 unique role-based login consisting of a usemame and

01.2 [password to access secured features of the Data System
Ot.3 ave a self-service user login/password reset feature -

[Vendor Shall:

[Provide on-call support to the users (hospital and State) State via)
02.1 email/tclephone during the State's regular business hours (8am —

j4:30pm ET (Eastern Time), Monday through Friday)
02.2__ {Provide troubleshooting Serviecsaypeeded

2016-024 Anachment C-2 Requirements ; é §
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
Uniform Heeh Facilties Discharge Data System (UHFDDS)
CONTRACT 2016-024
ATTACHMENT C-2 REQUIREMENTS

rovide Documentation as well as Documentation updates, to

02.3  [include user manuals, System Documentation (logical and M Y ‘S
hysical), and System Operations.
[Accommodate the training needs of hospital and State users via M v S
024 [web-conferencing as needed and/or refreshers.

Jance Sy Iu\

[Vendor Shali:

ovide Services for patches and upgrades on test System before
promoting to Production servers.

03.1 [Provide defect/bug fix correction . M- Y S
03.2 [Provide QA testing for bug fixes M Y S
03.3  [Provide patching and/or upgrades of atl Soﬁwarc M Y S
Provide Security evaluation (penetration testing per the :
M Y s
3.4 [Contract)

Pradisin

104.1

an Serves:
[Provide for a transition of Services from the State to the Vendor
at the start of Contract and provide for a transition of Services

from the Vendor to dnother party at Contract end.

2016-024 Attachment C-2 Requirements : Z :
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Vendor shall participate in an initial kick-off meeting to.
initiate the Project.

Vendor sha!l provide Project Staff as specified in the RFP.

Pl.4

Vendor shall submit a finalized Work Plan within ten (10)

ays after Contract award and approval by Governor and
ouncil. The Work Plan shall include, without limitation, a
etailed description of the Schedule, tasks, Deliverables,

ritical events, task dependencies, and payment Schedule. The
lan shall be updated as needed.

endor shall provide detailed monthly status reports on the
rogress of the Project, which will include expenses incurred
ontract inception to date, work completed since last status
port, work to be completed before next status report, Project
isks, issues, & concerns, and Projected travel.

s

Il user, technical, and System Documentation as well as
roject Schedules, plans, status reports, and correspondence
ust be maintained as Project Documentation. Documentaticn
ill be provided in Microsofi Office products, e.g., Word,
xcel, Power Point, etc.

PI.6

endor shall participate in monthly Status Cails or Mcetings

determined by the State. Purpose is to Review the Monthly
tatus Report and discuss significant accomplishments and
pcoming activities. Meetings will be no more than 2 hours in
uration. .

P1.7

Vendor shall participate in a Project Wrap-up meeting to' .
-Prescnt the as delivered product design, results of the User
Acceptance Test, and lessons learned that may provide mmghts
for the ‘State for similar future procurements.

1.7

Vendor shall produce draft notes and minutes for all mectmgs
pnd calls with State Project Team. ’
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().ll-('.i-(-'iltl-;_'- l‘ruicc! .\”l.:mu_-.:urlm.'rnli )
endor shall participate in weekly status calls with the State's

f the Data files.

P1.9 roject Manager to discuss issues and concerns related to day- M- Y
1 o-day Data collection and processing.
1.10 [Vendor shall develop a draft apenda for the status calls M Y
1.11 {Vendor shall produce draft notes for the weekly status calls. M Y
Vendor shall panticipate in a Monthly Status Meeting with the -
[P1.12 [State’s Project Manager to Review Project accomplishments, M Y
_ rojected work, issues, concerns, and action items. . .
P1.13 [Vendor shall develop a draft agenda for the Status Meetings. M Y
P1.14 [Vendor shall produce draft notes for the Monthly Status M Y
PMeetings. . _
endor shall develop and maintain a Work Plan and Timeline
h’l .15 Yfor the activities related to the collection and processing of each M Y
car's Data files.
endor shall produce draft notes and minutes for all meetings y
P1.16 jand calls with State Project Team.
P1.17 lt:ndor shall develop and maintain an Action ltem and [ssue Y
g.
Etndor shall establish and maintain a Decision Log to capture
P1.18 fand archive decisions that impact the collection and processing M Y

EN
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