MAY1?7'19 P 2:34 DAS
oW

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH |

Jeffrey A. Meyers 129 PLEASANT STREET, CONCORD, NH 03301
Commissioner 603-271-9544 1-800-852-3345 Ext. 9544
Fax: 603-271-4332 TDD Access: 1-800-735-2964
Katja S. Fox ' www.dhhs.nh.gov
Director
May 2, 2019

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Behavioral Health, to
amend a sole source agreement with Hampstead Outlook Inc., dba Hampstead Hospital, Vendor
#TBD, 218 East Road, Hampstead, NH 03841, in order to increase the number of available beds for
children and youth for acute psychiatric treatment by increasing the price limitation by $50,000 from
$100,000 to $150,000, and by extending the completion date from June 30, 2019 to June 30, 2020,
effective upon the date of Governor and Executive Council approval. 100% General Funds.

This agreement was originally approved by Governor and- Executive Council on August 23,
2017, Item #18 and subsequently amended as approved by the Governor and Executive Council on
June 6, 2018, Item #18.

Funds are available in the following account(s} for SFY 2020.

05-95-92-921010-2053 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVS DEPT, HHS:
BEHAVIORAL HEALTH DIV, BUR FOR CHILDRENS BEHAVRL HLTH, SYSTEM OF CARE

SFY Class Title Activity Current Increasel/ Modified
Code Budget (Decrease) Budget
2018 | 102-500731 Contracts for Program 92102053 $50,000 $0 $50,000
Services
2019 | 102-500731 Contracts for Program 92102053 $50,000 $0 $50,000
Services
2020 | 102-500731 | Contracts for Program 92102053 $0 $50,000 $50,000
) Services
Total | $100,000 $50,000 $150,000




His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

EXPLANATION

This contract is sole source because, other than New Hampshire Hospital, the Contractor is
the only psychiatric hospital in New Hampshire that accepts children and youth and is enrolled with the
Medicaid Managed Care Organizations. By renewing this agreement, more children and youth waiting

in emergency departments can be admitted into psychiatric treatment beds.

The purpose of this request is to enable the Contractor to continue meeting the needs of
children and youth with psychiatric conditions to obtain a psychiatric hospital level of care and
treatment for those conditions.

_ The agreement will allow the Contractor to continue accepting children and youth who are
without insurance and to continue providing the Department with information regarding the
demographics of children and youth utilizing psychiatric hospital level of care. The Contractor will also
continue to inform the Department regarding the proportion of children and youth who are admitted
with Medicaid, private insurance, or are uninsured. The Contractor will also assist the Department by
assessing any system level barriers to timely admissions and discharges of children and youth at this
level of care. ‘

Through this agreement, Hampstead Hospital will be positioned to-assist the Department with
the issue of children and youth waiting in the emergency departments for a psychiatric admission. The
number of children and youth waiting in emergency departments has been steadily increasing over the
past year, culminating in an all-time high in May, 2017. Having access to additional beds will allow
children and youth to move more quickly out of emergency departments and into psychiatric treatment,
as well as back home or to a community-based option. In calendar year 2018, six hundred and sixty-
nine (669) children and youth were admitted to Hampstead Hospital. During the period of July 1, 2019
through June 30, 2020, the Contractor expects to provide services for approximately seven hundred
{700) children and youth, with approximately half being Medicaid members.

On average, in New Hampshire, the number of children and youth waiting in emergency
departments is generally low, with spikes in these numbers at various times of the year such as in the
spring and during holidays. At times, spikes in the numbers have reached an average of fifteen (15)
children and youth waiting in emergency departments on any given day.

Should the Governor and Executive Council determine not to approve this request; children and
youth may continue to experience unnecessary waiting periods and the uncertainty of an appropriate
discharge from the acute care setting, which ultimately may lead to further hospitalizations.

Area served: Statewide

Source of funds: 100% General Funds.

ectfully submitted,

Jeffrey A. Meyers
Commissioner

The Department of Health and Human Services’ Mission is to join communities and famitlies
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Children’s Behavioral Health Acute Care Treatment

State of New Hampshire
Department of Health and Human Services
Amendment #2 to the
Children’s Behavioral Health Acute Care Treatment

This 2™ Amendment to the Children’'s Behavioral Health Acute Care Treatment contract (hereinafter
referred to as “Amendment #2") dated this 5" day of March, 2019, is by and between the State of New
Hampshire, Department of Health and Human Services (hereinafter referred to as the "State” or
“Department”} and Hampstead Outlook Iinc. dba Hampstead Hospital (hereinafter referred to as "the
Contractor"), a corporation with a place of business at 218 East Road, Hampstead, NH 03841.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on August 23, 2017 (item #18), as amended June 6, 2018 (Item #18), the Contractor agreed to perform
certain services based upon the terms and conditions specified in the Contract as amended and in
consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to the Form P-37, General Provisions, Paragraph 18, the State may modify the
scope of work and the payment schedule of the contract by written agreement of the parties;

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services, and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
June 30, 2020.

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$150,000.

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
603-271-9631.

5. Delete Exhibit K, DHHS Information Security Requirements, V4 in its entirety and replace with
Exhibit K, DHHS Information Security Requirements, V5.

Hampstead Outlook Inc. dba Hampstead Hospital Amendment #2
§5-2018-DBH-02-CHILD Page 1 of 3



New Hampshire Department of Health and Human Services

Children’'s Behavioral Health Acute Care Treatment
This amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services
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Hampstead Outlook Inc. dba Hampstead Hospital
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undersigned officer, personally appeared the persor! identified directly above, or satisfactorily proven to
be the person whose name is signed above, and acknowledged that s/he executed this document in the

capacity indicated above.
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My Commission Expires:

Hampstead Outiook Inc. dba Hampstead Hospital Amendment #2
Page 2 of 3
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New Hampshire Department of Health and Human Services
Children's Behavioral Health Acute Care Treatment

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

_Blong

Date

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
Hampstead Qutlook Inc. dba Hampstead Hospital Amendment #2

§S5-2018-DBH-02-CHILD Page 3 of 3



New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident® shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of -Standards and Technology, U.S. Department
of Commerce.

3. “Confidential Information” or “Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally |dentifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regufation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PF1), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Iindustry (PCl), and or other sensitive and confidential information.

4 “End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or deniai of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misptacement of hardcopy documents, and misrouting of physical or electronic

V5, Last update 10/09/18 Exhibit K Contractor Initials -ML
DHHS Information

Security Requirements
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “Personal Information™ (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually |dentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information™ {or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18 Exhibit ¥ Contractor Initials é iéé
DHHS Information

Security Requirements .
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of DHHS for the purpose of inspecting to confirn compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open

V5, Last update 10/09/18 Exhibit K Contractor Initials %g
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

lll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

-

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V5. Last update 10/09/18 Exhibit K Contractor Initials &'L
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

V. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).

V5. Last update 10/09/18 Exhibit K Contractor Initials 4&_
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an intemal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

V5. Last update 10/09/18 Exhibit K Contractor Initials _,&/A,_
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS information Security Requirements

the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with websﬂe and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/iwww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’s Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section Vi. This includes a confidential inforration breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that alt End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is fumished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.

V5. Last update 10/09/18 Extibit K Contractortnitiats S
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

Identify Incidents;

N

Determine if personally identifiable information is involved in Incidents;

w

Report suspected or confirmed Incidents as required in this Exhibit or P-37,

B

ldentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

V5. Last update 10/09/18 Exhibit K Contractor Initials M
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInfonnationSecuﬁtyOfﬁce@dhhs.nh.gov

V5. Last ypdate 10/09/18 Exhibit K Contractor Initials &
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby centify that HAMPSTEAD OUTLOOQK,
INC. is a New Hampshire Profit Corporation registered to transact business in New Hampshire on August 11, 1978. 1 further
certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as far as

this office is concemed.

Business ID; 14319
Certificate Number: 0004495108

IN TESTIMONY WHEREOF,

| hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 12th day of April A.D. 2019.

Fir o

William M. Gardner
Secretary of State




State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby centify that HAMPSTEAD HOSPITAL is
aNew Hampshire Trade Name registered to transact business in New Hampshirc on August 11, 1978. [ further centify that all fees
and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 40122
Certificate Number: 0004508757

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed
the Sﬁal of the State of New Hampshire,
this 2nd day of May A.D. 2019.

Gk

Wiltiam M. Gardner

Secretary of State




CERTIFICATE OF VOTE
, P['h'”f{) KUI’)I'a K , do hereby certify that:

(Name bf the elected Officer of the Agency; cannot be contract signatory)

1.1 am a duly elected Officer of Hamps #cad HOSDI-',‘CJ/
(Agency Name) '

2. The following is a true copy of the resolution duly adopted at a meeting of the Board of Directors of

the Agency duly held on 4lilg
(Date)

RESOLVED: Thatthe (" hie £ Operating OLLcer
(Title of Contract Signatory)

is hereby authorized on behalf of this Agency to enter into the said contract with the State and to
execute any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, as he/she may deem necessary, desirable or appropriate.

3. The forgoing resolutions have not been amended or revoked, and remain in full force and effect as of

the [| dayof _Apcil ,20.19.
(Date Amendment Signed)

4 Ka.*/%wem E. (nallrn < isthe duly elected ' rat, cer”
(Name of Contract Signatory) (Title of Contratt Signato

of the Agency.

" (Signature of the Elected Officer)

STATE OF NEW HAMPSHIRE
County of R o¢ KI‘HSV{) nA
The forgoing instrument was acknowledged before me this / / day of Ap 20202

By W
(Name of Elected Officer of the Agency Q
KL -

(Notry Pule‘dstice of the Peace)

(NOTARY SEAL)

N . ' o, £ \!'4 ) Z
Commission Expires: 1 5/301 §§ 9\:& e;\‘ . 2
ERT T 2
57 S i 2
£ ROV S iy S
AT
7, A TALSTENS
2 e 99\\\’
’l/ HAN W
””[”r il““\“
NH DHHS, Offica of Business Operations July 1, 2005

Bureau of Provider Relationship Management
Certificate of Vote Without Seal



) HAMPOUT-01 — MGARDNER
ACORD CERTIFICATE OF LIABILITY INSURANCE " otioaiz01s

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT:

If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not conter rights to the certificate holdar In lieu of such endorsement(s).

proDucer Licensa # 1780862

HUB internatlonal New England
275 US Route 1
Cumberland Foreside, ME 04110

| GRHLacT Michelle Gardner
[WE, o, Exty: (207) 489-7330 | (A%, nol:

_gafegggss. michelle.gardner@hubinternational.com

INSURER[S) AFFORDING COVERAGE NAIC #
insurer 4 : Coverys Specialty Insurance Company
INSURED INSURER B :
Hampstead Outlook, Inc., Hampstead Hospital INSURER C ;
218 East Road . INSURERD :
Hampstoad, NH 03841
INSURER E :
INSURER F
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS 18 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

iy TYPE OF INSURANCE o e POLICY NUMBER AABOI Te) | (MABON e umITs
A | X | COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s 1,000,000
| cLamsauace | X | ocour 002NH00012784 12/31/2018 | 12/31/2019 | PRMARE IO RENTED o |s 50,000
| MED EXP (Any one person) $ 5,000
| PERSONAL & ADVINJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 3,000,000
| | POLICY D & D LoC PRODUCTS - COMPIOP AGG | § 1,000,000
OTHER: s
| AUTOMOBILE LIABILITY [ COMBINED SINGLELMIT | |
| | anvauto BODILY INJURY {Per person} | §
L] LTSS ory ROTGEULED BODILY INJURY {Per accident) | §
PROPER 3
| A omy P (For acdanty O s
$
A| |umerenams | |occur EACH OCCURRENGE R 1,000,000
X | EXCESS LIAD X | cLaMsmane 002NHO00012784 1213172018 | 12/31/2019 AGGREGATE s 1,000,000
DED I X IRETENTIONS 10,000 Profi 5 1,000,000
PER TH-
RSB SaHeRLaATN ERr L
ANY PROPRIETOR/PARTNEREXECUTIVE E.L. EACH ACCIDENT 3
PFIGERMEMBER EXCLUDED? NiA
andatory In NH) E.L. DISEASE - EA EMPLOYEE] §
if yos, describe Lnder
DESCRIPTION OF OPERATIONS below £ OISEASE - POLICY LIMIT | §
A [Retro: 4-1-85 002NH00012784 1213112018 | 12/31/2019 |Prof'l per claim 1,000,000
A |Profossional Liab 002NH00012784 12/31/2018 | 12/31/2019 |Prof't Aggregate 3,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached if more space is required)

Professional Liabilty subject to Retro date of 4.1-1985.

CERTIFICATE HQLDER

CANCELLATION

State of New Hampshire DHHS
129 Pleasant Street
Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE PCOLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

i

ACORD 25 (2016/03}

© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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CERTIFICATE OF LIABILITY INSURANCE O it

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AKD CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED. the policy(ies) must have ADDITIONAL INSURED proviaions or be endorsed.
tf SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lleu of such endorsement(s).

PROCUCER WE:CT Hellen Hill
FIAKCross Insurance PHONE . (603) 660-3218 [Tk nop; (803) 8454331
1100 Elm Street ADouEss: hhilhcrossagency.com
INSURER{S} AFFORDING COVERAGE NAIC #
Manchester NH 03101 msuRer A :  United States Fire insurance Co 21113
INSURED INSURER B :
Hampstead Qutiook, Inc., DBA: Hampstead Hospital INSURER C :
218 East Road INSURER D |
INSURERE :
Hampstead NH 03841 INSURER £ ;
COVERAGES CERTIFICATE NUMBER:  COl 18-18 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TQ THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

by TYPE OF INSURANCE m POLICY NUMBER e | e LT
COMMERCIAL GENERAL LIABHITY EACH OCCURRENGE s
ciamswoe || ocowR | PRaEs (s mmmen |8
| MED EX# (Ary one person} $
| PERSONAL B ADVINJURY | 5
_EE_N'LAGGREGATE LIMIT APPLIES PER: GEMERAL AGGREGATE $
|| poucy D?& Du:x: PRODUCTS - COMPIOP AGG_ | 3
COTHER: $
| AUTOMOBILE LIABILITY %?'@EEFNGLE TwIT s
ANY AUTO BODILY INJURY (Par parson) )
: moomr mmﬁsmo BODILY INAURY (Per accident) | $
HIRED NON-OWNED [ PROPENRTY DAMASE s
|| auTos omy AUTOS ONLY | (Por scrident)
s
| |UmBRELLALAB | | occur | EACH OCCURRENCE $
EXCESS LAD CLAIMS-MADE AGGREGATE $
pep | | ReEvenmow 3 s
o e
A ey ECLTIvVE NIA 4067309034 (3a.) NH 0713172018 | 07/3172019 | E:L EACHACCIDENT s 1000000
{Mandstory In NH} E.L DISEASE - EAEMPLOVEE | 5 1/000,000
DL SR TON OF OPERATIONS betow EL DISEASE - POLICY umiT_ | ¢ 1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additions| Remarks Schedule, may be sitached N more space i3 required)

Confirmation of Coverage
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOQF, NOTICE WILL BE DELIVERED IN
State of NH DHHS ACCORDANCE WITH THE POLICY PROVISIONS.
129 Pleasant St.
AUTHORIZED REPRESENTATIVE
Concord

ACORD 26 (201603)

© 1988-2018 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH

129 PLEASANT STREET, CONCORD, NH 03301
603-271-9544  1-800-852-3345 Ext. 9544
Fax; 603-271-4332 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Jeffrey A. Meyers
Commissicner

Katja S. Fox
Director

April 17, 2018

His Excellency, Governaor Christopher T. Sununu
and the Honorable Councii
State House
Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for Behavioral Health, to
exercise a renewal option and enter into a sole source amendment with Hampstead Outlook Inc., dba
Hampstead Hospital, Vendor #TBD, 218 East Road, Hampstead, NH 03841,by increasing the Price
Limitation by $50,000 from $50,000 to an amount not to exceed $100,000, to increase the number of
available beds for children and youth for acute psychiatric treatment, and extend the Completion Date
from June 30, 2018 to June 30, 2019, effective upon the date of Governor and Council approval. This
agreement was originally approved by Govemnor and Council on August 23, 2017, Item #18. 100%
General Funds. '

Funds are available in the following account(s) for SFY 2018 and SFY 2019. -

05-95-92-921010-2053 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVS DEPT, HHS:
BEHAVIORAL HEALTH DIV, BUR FOR CHILDRENS BEHAVRL HLTH, SYSTEM OF CARE

SFY Class Title Activity | Current Increase/ Modified
Code Budget (Decrease) Budget
2018 | 102-500731 Contracts for Program 92102053 $50,000 $0 $50,000
Services _
2019 | 102-500731 Contracts for Program | 92102053 $0 $50,000 $50,000.
Services ’ .
Total | -$50,000 $50,000 $100,000
EXPLANATION

This contract’is sole source because, other than New Hampshire Hospital, the Contractor is
the only psychiatric hospital in New Hampshire that accepts children and youth and is enrolled with the
Medicaid Managed Care Organizations. By renewing this agreement, more children and youth waiting
in emergency departments can be admitted into psychiatric treatment beds.

The purpose of this request is to enable the Contractor to continue to meet the need for
children and youth with psychiatric conditions to obtain a psychiatric hospital level of care and
treatment for those conditions. The agreement will allow the Contractor to continue to accept children
and youth without insurance and to provide the Department with information regarding the

’




His Excellency, Govemor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

demographics of children and youth utilizing psychiatric hospital ievel of care and the proportion of
children and youth who are admitted with Medicaid, private insurance, or are uninsured. The
Contractor will also assist the Department by assessing any system level barriers to timely admissions
and discharges of children and youth at this level of care.

As a result of this Agreement, the Contractor will be positioned to assist the Department with
the issue of children and youth waiting in the emergency departments for a psychjatric admission. The
number of children and youth waiting in emergency departments has been steadily increasing over the
past year, culminating in an all-time high in May, 2017. Having access to additional beds will allow
children and youth to move more quickly out of emergency departments and into psychiatric treatment,
as well as back home or to a community-based option. The original contract allowed the Contractor to
provide services to sixty-seven (67) children between QOctober 1, 2017 and March 30, 2018.

On average in New Hampshire, the number of children and youth waiting in emergency
departments is generally low, at between two (2) and six (6) at any given time, with spikes in these
numbers at various times of the year such as in the spring and during holidays. At times, spikes in the
numbers have reached an average of fifteen (15) children and youth waiting.

As referenced in Exhibit C-1 of the Agreement, the Department has the option to extend
services for up to one (1) additional year, contingent upon satisfactory delivery of services, available
funding, agreement of the parties and approval of the Governor and Council. This amendment uses
the one (1) year of renewal, leaving no additional years of renewal. The Department is satisfied with
the services the Contractor has provided.

Should Governor and Executive Council determine not to approve this request; children and
youth may continue to experience unnecessary waiting periods and the uncertainty of an appropriate
discharge from the acute care setting, which ultimately may lead to further hospitalizations.

Area served: Statewide o .
Source of funds: 100% General Funds.

Respectfully submitted,

e e

Katja S. Fox

Diregtor
Jledsng

Je A. Meyers

Approved by:

Commissioner

The Department of Health and Human Services’ Mission is Lo join communities and families
in prouviding opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Children’s Behavioral Health Acute Care Treatment

State of New Hampshire
Department of Health and Human Services
Amendment #1 to the
Children’s Behavioral Health Acute Care Treatment:
This 1* Amendment to the Children’s Behavioral Health Acute Care Treatment contract (hereinafter referred to as
“Amendment #17) dated this 20th' day of February, 2018, is by and between the State of New Hampshire,
Department of Health and Human Services {hereinafter referred to as the "State" or "Department”) and Hampstead
Outlook Inc. dba Hampstead Hospital {hereinafter referred to as "the Contractor"), a corporation with a place of
business at 218 East Road, Hampstead, NH 03841.

WHEREAS, pursuant to an agreement (the "Contract”") approved by the Governor and Executive Council on August
23, 2017 (ltem #18), the Contractor agreed to perform certain services based upon the terms and conditions
specified in the Conlract as amended and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment schedules
and terms and conditions of the contract; and

WHEREAS, pursuant.to the General Provisions, Paragraph 18, the State may modify the scope of work and the
payment schedule of the contract by written agreement of the parties;

WHEREAS, the parties agree to extend the term of the agreement' and modify the scope of services to support
continued delivery of these services, and

NOW THEREFORE, in coﬁsideratipn of the foregoing and the mutuai covenants and conditions contained in the
Caontract and set forth herein, the parties hereto agree as follows:

j. Amend Form P-37, Block 1.7, to read June 30, 2019.

2." Amend Form P-37, —Block 1.8, to increase Price Limitation by $50,000 from $50,000 to read: $100,000

3. Amend Form P-37, Block 1.9, to read E. Maria Reinemann, Esq., Director of Coﬁtracts and Procurement.
4. Amend Form P-37, Block 1.10 to read 603-271-9330.

5. Delete in its entirety Exhibit K version dated 03/29/17 and réplace with Exhibit K version dated 02/07/18.

Hampstead Outlook Inc. dba Hampstead Hospltal Amendment #1
$5-2018-DBH-02-CHILD Page 1 of 3



New Hampshire Department of Health and Human Services
- Children’s Behavioral Health Acute Care Treatment -

This amendment shall be effective upon lhe date of Governor and Executive Councll approval.
IN WITNESS WHEREQF, the parties have set their hands as of the date written below, ‘

State of New Hampshire
Department of Health and Human Services

Ylal VT % Fox

Date Name: |<a¥\ .. & 4:_2)(
Title: ,
| izt
NAME Ha:w?sx-cad HDSQ-V_’V&\

CONT

4)ajig
Date’ ' ' ' Name: Yorvicin. Shea . Fy.D-
Tite:  Chies ‘OPLra.'hné O¥heer

Acknowledgement of Contractor;s signature:

State of __ A/ 4 , County of ‘Rod&r\aLm on A Apr ZO)E__, before the undersigned officer,
personally appeared the person identified directly above, or satlsfactorlly proven to be the person whose name is
signed abgve, and acknowledged that s/he executed this document in the capacity indicated above.

r Justice of the Peace

La_ua.aﬁmfs on
Name and Title of Notary or Justice of the Peace

My Commission Expires: _I(N/ 1519

N 7y,
\\\\ -------- 0&1“‘/,
St g %
SN " ¢4¢
$IT ~F%
3y QRE. PR
=X : :
25t :
H

.. 6‘-... & o 2 ...'.
,’6'/..{{C .n-o"'..éo

Hampstead Outlook Inc. dba Hampstead Hospltal Amendment #1
Page 2of 3

55-2018-DBH-02-CHILD



New Hampshire Department of Health and Human Services
Chlldren's Behavioral Health Acute Care Treatment

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and execution.

OFFICE OF THE ATTORNEY GENERAL

Datd / !‘rllz:u:e: wﬁ&u

| hereby certify that the foregoing Amendment was approved by the Govemnor and Executive Councll of the State
of New Hampshire at the Meeting on: {date of meeting}

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

1

Hampstead Outlock Inc. dba Hampstead Hospita! Amendment #1

$5-2018-DBH-02-CHILD Page 3 of 3



" New Hanpshiré Department of Hedlth and Human Services
Exhibit K

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Déepartment

of Commerce.
i

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and

’ Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by

" the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial Information
(PED), Federal Tax Information (FTT), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contractor, contractor’s employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an exphc}t or implied security policy,
which includes attempts (either failed or successful) to galn unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or

V4, Last update 2.07.2018 ' Exhibit K Contractor Initials Z Z

DHHS Information

Security Requirements .
Page 1 of @ Date _S,ZZ%//?



‘New Ham’psﬂhlre Dephrtment of Health and Human Services
Exhibit K

consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction. N

7. "Open Wireless Network” means any network or segment of a network thatis not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved, by
means of the State, to transmit) willl be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data. . :

8. “Personal Information” (or “PI”") means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc., -
alone, or when combined with other personal or identifying information which is
linked or linkable to a specific individual, such as date and place of birth, mother’s
maiden name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the
United States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI”) has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 CF.R.
§ 160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto. '

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute. '

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not

V4. Last update 2.07.2018 ' - ExhBitK : Contractor In!ﬂah&

DHHS information

Security Requirements ;
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New Hampshire Department of Health and Human Services
' Exhibit K '

use, disclose, maintain or transmit PHI in any manner that would constitute a viclation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
* request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DI-IHS has an opportumty to consent or
object to the disclosure. :

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
- pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are'not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

i

Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.

Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authonzed to receive such mformanon .

Encrypted Web Site. If End User is employmg the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be secure.
SSL encrypts data transmitted via a Web site.

File Hostmg Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

Ground Mail Service. End User may only transmit Confidential Data via certified
ground mail within the continental U.S. and when sent to a named individual.

V4. Last update 2.07.2018 Exhibit K Contractor Inibals
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' New Hampshire Department of Health and Human Services
Exhibit K

/

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User’s mobile device(s) or laptop from which information will
be transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information, SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deietion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices, If End User ié transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

II. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

V4, Last update 2.07.2018 Exhibit K Contractor Inflials _m
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New Hampshire Department of Health and Human Services
Exhibit K

5. The Contractor agrees Confidential Data stored in a Cloud mustbe in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities, The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security Vulncrabxlxty of the
hosting infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
_ sub-contractor systems), the Contractor will maintain a documented process for
: securely disposing of such data upon request or contract termination; and will
- obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for
Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping,

IV, PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
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confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from .
creation, transformation, use, storage and secure destruction) regardless of the media
used to store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
' contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems,

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information,

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those
for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department systemn access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors pnor to system access
being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.
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10. The Contractor will not store, knowingly or unknowingly, any State of New
Hampshire or Department data offshore or outside the boundaries of the United States
unless prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including, but
not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy
Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts
160 and 164) that govern protections for individually identifiable health information
and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to '
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14, Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer, and additional email
addresses provided in this section, of any security breach within two (2) hours of the time
that the Contractor learns of its occurrence. This includes a confidential information
breach, computer security incident, or suspected breach which affects or includes any
State of New Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this :
Contract to only those authorized End Users who need such DHHS Data to perform
their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:
a. comply with such safeguards as referenced in Section IV A. above,
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implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
. are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to receive
such information,

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally Identlﬁable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

1. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
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accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor’s compliance with all applicable obligations and procedures,
Contractor’s procedures must also address how the Contractor will:

1. Identify Incidents;

2. Detefmine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

C. DHHS contact for Information Security issues:
 DHHSInformationSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION FOR BEHAVIORAL HEALTH

Commissioner 603-271-9544  1-800-852-3345 Ext. 9544
- : : Fax: 603-271-4332 TDD Access: 1-800-735-2964
Kaija 8. Fox o www.dhhs.oh.gov
Director ]
July 17, 2017

His Excellency, Governor Christopher T. Sununu

-

v

and the Honorable Council ' ' ' '- "—""-"”'{ o

State House
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division for. Behaworplu:
Health, to enter into a retroactive, sole source Agreement with Hampstead Hospital, Vendor
#TBD, 218 East Road, Hampstead, NH 03841 with a price limitation of $50,000, to increase
the number of available beds for children and youth for acute psychiatric treatment, to be
effective retroactive to July 1, 2017, upon the date of Governor and Executlve Council
approval, through June 30, 2018. 100% General Funds.

Funds are anticipated to be available in the following account for SFY 2018, with -
authority to adjust amounts within the price Ilmltatlon without approval from Governor and
Executive Council.

05-95-92-921010-2053 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVS
DEPT, HHS: BEHAVIORAL HEALTH DIV, BUR FOR CHILDRENS BEHAVRL HLTH,
SYSTEM OF CARE

SFY | Class T T e Activity Code Budget
2018 702-500731 | Contracts for Program 92102053 $50,000
' Services




His Excellency, Govemor Christopher T. Sununu
and the Honorable Council , SRR
Page 2of 3 - : R

EXPLANATION

This contract is sole-source because, other than. New Hampshire Hospital, the
Contractor is the only psychiatric hospital in New Hampshire that accepts children and youth
and is enrolled with the Managed Care Organizations. By entering into this Agreement, more
children and youth waiting in emergency departments can be admitted into psychiatric
treatment beds. This contract is retroactive to compensate the Contractor for accepting
additional children and youth, and for any costs incurred that may be uncompensated due to
issues with timely discharges, during the period of July 1, 2017 through Governor and
Executive Councit approval, : :

The purpose of this request is to enable the Contractor to increase their capacity to
meet the need for children and youth with psychiatric conditions to obtain a psychiatric hospital
level of care and treatment for those conditions.. The Agreement will allow the Contractor to
accept children and youth without insurance and to provide the Depaitment with information
regarding the demographics of children and youth utilizing psychiatric hospital level of care
and the proportion of children and youth who are admitted with Medicaid, private insurance, or
are uninsured. The Contractor will also assist the Department by assessing any system level
barriers to timely admissions and discharges of children and youth at this level of care.

As a result of this Agreement, the Contractor will be positioned to assist the Department
.with the issue of children and youth waiting in the. emergency departments for a psychiatric
admission. The number of children and youth waiting in emergengy. departments has been
steadily increasing over the past year, culminating in-an all-time- hlgh in® ay, 2017. Having
access to additional beds will allow children and youth to move more quickly out of emergency
departments_and into psychratnc treatment, as well as back home or to a community-based
- option.

On average in New Hampshire, the number of children and youth waiting in emergency
departments is generally low, at between two (2) and six (6) at any given time, with spikes in
these numbers at various times of the year such as in the spring and during holidays. At
times, spikes in the numbers have reached an average of fifteen (15) children and youth
waiting. Recently however, the nurnbers have reached as high as thirty (30) children and youth
waiting in emergency departments.

As referenced in Exhibit C-1 of the Agreement, the Department has the option to extend
services for up to one (1) additional year, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and approval of the Govermnor and Council.

Should Governor and Executive Council determine not to approve this request; children
and youth may continue to experience unnecessary waiting periods and the uncertainty of an
appropriate discharge from the acute care sefting, which ultimately may lead to further
hospitalizations.

-Area served. Statewide
Source of funds: 100% General Funds.



His Excellency, Governor Christopher T. Sununu
and the Honorable Council,
Page 30f 3

Respectfully submitted,

Yo

Katja S. Fox
Director

Approved by:

Commissioner

The Department of Health and Hunan Services' Mission is to join communities and families in providing opportunities for
citizens to achieve health and tndependence.



c .
FORM NUMBER P-37 (version 5/8/15)

Subject: Children's Behavioral Health Acute Care Treatment (55-201 8-DBH-02-CHILDY
Mg_q This agreement and all of its attachments shall become public upon submission 1o Governor and

Executive Council for approval. Any information that is pnvatc confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
_ GENERAL PROVISIONS
1. IDENTIFICATION. '
1.1 State / Agency Name 1.2 State Agency Address
NH Department of Health and Hurnan Services 129 Pleasant Street
Concord, NH 03301-3857
1:3 Contractor Name : 1.4 Contractor Address
Hampstead Outlook Inc. dba Hampstead Hospital 218 East Road
Hampstead, NH 03841
1.5 _Contractor Phons 1.6 Account Number 17 Complction Date T8 Price Limitation
Number ; ‘
603-329-5311 T 05-95-92-921010-2053 June 30 2018 $50,000
1.9 Contracting Officer for State Agency - 1.10 Slale Agency Tclephonc Number
Jonathan V. Gallo, Esq., Interim Director 603-271-9246

1

1.12 Name and Title of Contractor Signatory

Patercia Shea . C.00.

113 Acknowledgement: Stateof  A/H . » County of ﬁmeq’\c\.ﬂ-

On 7 -1G9-1% , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the person whose name is signed in block §.11, and acknowledged that s/he executed this dowlmb,&:pacity
indicated inblock 1.12. A Sige s,

1.13.1 Signature of photary Public or Justice of the Peace . & \5 -~ "oy

[Seal . _ i £ 3 QCT. 15, 201

1.132 Name and Title of Notary or Justice of the Peace

Mrayy ‘ VLT A
I_.-’ 4 ‘\
N i r/ H‘Mﬂ%{.“

1.14  State Agency Signature 1.15 Name and Title of Smtc Agency Silgtos)

,y,.)\’:v—ﬁg ‘g Dale:/?"f/l 7 \4«.&'\,_— S -‘}—z,‘}Q . b\/ﬁ'—‘{'v—
1.16 Approval by the N.H. Department of Administration, Division of Persotmle! (if applicable) N

I

By ' Director, On:

I.I‘{ Approval by the Attorney General (Form, Substance and Execution) (if applicable)

ot o g 18] /1]
1.18 Approval by the Governor and Exepiive @%11 { 4aﬁﬂlzcable) l / / 7
By: ' } On:

vy
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 (“State™), engages
contractor identified in block 1.3 ("Contractor™) to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attqchcd
EXHIBIT A which is incorporated herein by reference
(“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and a)l obligations of the parties
hereunder, shall becorne effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the .
Agrecement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

1.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contmctor must complete all Semces by the Completion Date
specified in block ).7. .

4, CONDITIONAL NATURE OF AGREEMENT.
'Notwithstanding any provision of this Agrecment to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hercunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds, In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from'any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contract price, mclhod of payment, and terms of
/payment are identified and more particularly described in
EXHIBIT B which is incorporated hercin by reference.
5.2 The payment by the State of the contract price shail be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor'in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price,

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA

- 80:7 through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement 1o the
contrary, and notwithstanding unexpected circumstances, in
no event shal| the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8,

"+ 6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal suthorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to.utilize auxiliary
aids and services to ensurc that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicabie copynight laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or apphcants for
employment because of race, color, religion, creed, age, sex, -
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.

-6.3 [f this Agreement is funded in any part by monies of the

United States, the Contractor shall comply with all the
pravisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), as supplemented by the

‘regulations of the United States Department of Labor (41

C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Conltractor’s books, records and accounts for the purpose of.
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personncl cngaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for & period of six (6} months after the
Completion Date in block [.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined ¢ffort to
perform the Services to hire, any person who is a State
cmployee or official, who is materially involved in the
procurement, administration or performance of this

Page 2 of 4
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Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

[l
\

‘8. EVENT OF DEFAULT/REMEDIES,

8.1 Any onc or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder
(“Event of Default™):

8.1.]1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failurc to perform any other covenant, term or condition
of this Agreement.

8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedicd, terminate this Agreement, effective two
{2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event

of Default and suspending all payments to be made under this

Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 set off against any other obligatidns the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.
9.1 As used in this Agreement, the word “data™ shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memaoranda, papers, and documents,
all whether finished or unfinished.
9.2 All datz and any property which has been received from
 the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.
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10. TERMINATION. In the cvent of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contrecting
Officer, not later than fifteen (15) days after the date of
termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price camed, to

" and including the date of termination. The form, subject

mater, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State, Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any -
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

- subconiracted by the Contractor without the prior written

notice and consent of the State.

1). INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and -
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penaltics asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agrecment.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurpnce against ali
claims of bodily injury, death or property damage, in amounts
of not less than §1,000,000per occurrence and $2,000,000
aggregate ; and

14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policics described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the

-State of New Hampshire by the N.H. Department of

Insurance, and issued by insurers licensed in the State of New

Hampshire.
Contractor Initials ,_fl
Date



14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, of his or her successor, a cettificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agrecment no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The cerificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a ¢lause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) deys prior written
notice of cancellation or modification of the policy. .

15. WORKERS' COMPENSATION,
15.1 By signing this agreement, the Contractor agrees, -
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281-A
(" Forkers' Compensation”).
/3.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant fo this Agreement. Contractor shal
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers” Compensation in the
manner described in N.H. RSA chapter 28 1-A and sny
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or

. any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be decmed a
waiver of the right of the State to enforce cach and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor. .

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18, AMENDMENT. This Agrecment may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Govemnor and
Exccutive Council of the State of New Hampshire unless no
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such approval is required under the circumstances pirsuant to
State law, rule or policy.

19, CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed 1o confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22, SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITY. [n the cvent any of the provisions of
this Agreement arc held by a court of competent jurisdiction to
be contrary to any siate or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24, ENTIRE AGREEMENT. This Agreement, which may
be cxccuted in a number of counterparts, each of which shall
be deemned an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Contractor Initials _
Date
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Scope 6f Services

1. Provisions Applicable to All Services

1.1. The Contractor will submit a detailed description of the language assistance
services they will provide to persons with limited English proficiency to ensure -
meaningful access to their programs and/or services within ten (10) days of
the contract effective date.

1.2. The Contractor agrees that, to the extent future legisfative action by the New
Hampshire General Court or federal or state court orders may have an impact
on the Services described herein, the State Agency has the right to modify
Service priorities and expenditure requirements under this Agreement so as
to achieve compliance therewith.

2. Scope of Services

2.1. The Contractor shall increase their capacity to provide services, not to exceed
the licensed capacity per Department health facility licensing rules.

2.1.1.

2.1.2.

The .Contractor shall provide services with consideration for unit
census for up to a maximum unit capacity of sixteen (16) children
within the unit that treats children ages five to thirteen (5-13).

The Contractor shall provide services with consideration for unit
census for up to a maximum unit capacity of twenty-three (23} youth
within the unit that treats youth ages thirteen to eighteen (13-18).

The maximum unit census Is determined by the ability to safely staff
the unit. The maximum number of children and youth served will be
limited based on unit census, not solely on unit capacity.

2.2. The Contractor shall provide services to eligible children and youth who are:

221,

222

2.2.3.

2.24.
2.2.5.

Between the ages of five (5} and eighteen (18).

Determined by a cliniclan/practitioner, who has conducted a
thorough psychiatric assessment, to require acute psychiatric
treatment. :

Walting for an acute psychiatric bed while at a New Hampshire
emergency room.

Seeking treatment on a voluntary by guardian basis.

Enrolled in a Medicaid Managed Care company, a pnvate insurance, .
or are uninsured.

2, 3 The Contractor shall prioritize admission of children and youth waliting in
emergency departments for admission to a psychiatric hospital.

2.4. The Contractor shall provide appropriate psychiatric treatment to children and
youth admitted in accordance with the Joint Commission inpatient hospital

Hampstead Hospital
$5-2018-DBH-02-CHILD
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2.5.

2.6,

2.17.

2.8.

29.

2.10.

3.1.

3.2.

accreditation standards and child psychlatric best practices as outlined in the
American Academy of Child and Adolescent Psychiatry (ARACAP),

The Contractor shall collaborate with the Department on issues and barriers
regarding children and youth who are:

25.1. Wailing- in New Hampshire  emergency rooms for psychiatric
treatment.

2.5.2. Waiting for appropriate and timely ‘discharges from Hampstead
Hospital.

The Confractor shall coliaborate with the child or youth's commumty

_ behavioral health provider to ensure:

2.6.1. The transfer of pertinent treatment information prior to discharge, for
the continuity of treatment in the community.

26.2. Appropriate, reasonable, and safe discharge plans for the continued
treatment of the child and youth's condition.

The Contractor shall determine if children and youth who are enrolled with a
Managed Care Organization (MCQ) will require residential treatment for their
condition, upon discharge.

If it is determined that residential treatment is required as part of the child or
youth’s discharge plan, the Contractor shall:

2.8.1. Document the medical necessity using the Early Perlodic Screening,
Diagnosis, and Treatment (EPSOT) regutations.

2.8.2. Submit all required documentation to the MCO the child is enrolled
with, to obtain approval for residential treatment upon discharge.

The Contractor shall assist the family in completing an application for the
Children with Severe Disabilities (CSD) Medicaid Category for any unlnsured
children admitted to the Contractor’s location.

The Contractor shall assist the family in completing an application for Home
Care for Children with Severe Disabilities (HC-CSD) Medicaid if an uninsured
child or youth is-discharged from the Contractors facility to a residential-
treatment setting. .

Definitions

Child with Severe Disabilities (CSD) is an eligibility category In Medicaid for
children with either a physical or behavioral health disability.

Home Care for Children with Severe Disabilities (HC-CSD) Medicaid Is an
eligibllity category in Medicald for children with severe physical or behavioral
health disabllity who requires supports and services at their place of
resldence related to that disability. :

Hampstead Hospita! Exhibit A Contractor Inifials _ €5
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.3.3. Early Perlodic Screening, Diagnosis, and Treatment (EPSDT) regulations are
federal regulations regarding Medicald that provides for early screening,
diagnosis and treatment of a diagnosed condition.

4. Reporting

4.1. The Contractor shall submit a monthly system level assessment to the
Department by the fifteenth (15") day of the month for the previous month
that Includes, but is not limited to:

4.1.1. Barriers to timely admissions and discharges.
4.1.2. lIssues affecting the treatment of particular conditions or ages.

4.2. The Contractor shall submit a monthly progress report to the Department by
the fifteenth (15") day of the month for the previous month, regarding children
who are residents of New Hampshire. The report shall include, but not be
limited to:

4.2.1. Number of children admitted to the hospital.

4.2.2. Number of children discharged from the hospital.

4.2.3. The average length of stay for all discharged children and youth.
4.2.4. The number of Medicaid enrolled children and youth admitted and

discharged. '
42.5. The number of uninsured children and youth admitted and
discharged. : i ' '
4.2.6. For Medicaid enrolled children and youth;
4.2.6.1.Age.

4.2.6.2.Identified gender.
4.2 6.3.Town or city of residence.
4.27. Average length of stay.
4.2.8. Discharge location including, but not limited to:
4281 .Home, foster care.
4.2.8.2.Residential treatment.
4.2.8.3.Sununu Youth Services Center
4.2.8.4."Other” with description. -
4.2.8. Other Department involvement including, but not limited to;
4.2.9.1.Child Protection. | '
4.2.9.2.Juvenile Justice.

Hampstead Hospital . \ Exhiblt A Contractor Iniiats __ £

5$5-2018-DBH-02-CHILD Page 3 of 4 Date __ Z' 14 \ 17



New Hampshirle Department of Health and Human Services AR
Children's Bohavioral Health Acute Care Treatment 'Oy
Exhibit A '

4.3. The Contractor shall mail ail reporting with the monthly invoice to the address
listed in Exhibit B, paragraph 3.5.

5. Performance Measures

5.1. The Contractor shall ensure that the following performance measures are~
monitored monthly to measure the effectiveness of the agreement:

5.1.1. The Contractor shall provide monthly progress reports on time.

5.1.2. The Contractor shall accept eligible children and youth as outlined in
Paragraph 2.2 up to the maximum outlined In Paragraph 2.1.

5.2. The Contractor shall develop and submit to the Depariment, a corrective
action plan for any performance measure that was not achieved by the
fitteenth (15™) day of the following month.

Hampstead Hospital : Exhibit A Contractor Initals _P'S
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‘Method and Conditions Precedent to Payment

1. The State shall pay the Contractor an amount not to exceed the Form P- 37 Block 1B Price
Limitation for the services provided by the Contractor pursuant to Exhibit A, Scope of Services.

2. The Contractor.agrees to provide the services in Exhibit A, Scope of Services, in compliance with

funding requirements. Failure to meet the Scope of Services may jeopardlze the funded Contractor's
current andlor future funding.

3. Payment for said services shall be made monthly as follows:

3.1 The Department will pay the Contractor at the agreed upon daily rate, of ﬁve hundred fifty
~ dollars ($550 00) for any days that are:

3.1.1  Fully uncompensated by the Managed Care Organizations (MCO's) based on the child
no longer meseting the acute care level of treatment.

3.1.2 Fully uncompensated based on the child belng uninsured.

3.2 The Contractor will submit an invoice in a form satisfactory to the State by the fifteenth (15™)
. working day of each month, which identifies and requests reimbursement for authorized
expenses Incurred in the prior month. The invoice must be completed, signed, dated, and
retummed to the Department in order to initiate payment. The Contractor agrees to keep records

of thelr actlvities related to Department programs and services.

3.2.1 ' All other reports required in Exhlbit A, Scope of Services, are to be sent with the
invoice.

3.3 The State shall make payment to the Contractor within thirty (30) days of recelpt of each invoice,

. subsequent to approval of the submitted Invoice and if sufficient funds are available.
Contractors will keep detailed records of their activities related to Depanment-funded programs
and services.

- 34 The final invoice shall be due 1o the State no later than forty (40) days after the contract Form P-
-37, Block 1.7 Completion Date.

3.5 Invoices shall be mailed along with all required reporting to:

Erica Ungarslii
Department of Health and Human Services

Division of Behavioral Health, Bureau for Children's Behavioral Health .
105 Pleasant Street
Concord, NH 03301

3.6 Payments may be withheld pending receipt of required reports or documentation as identified in
Exhibit A, Scope of Services, and in this Exhlbit B.

Hampstead Hospital Exhibit B Contractor Initials
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4 Notwithstanding paragraph 18 cf the General Prov[sions P-37, changes limited to adjusting amounts
between budget line Items, related items, amendments of related budget exhibits within the price
limitation, and to adjusting encumbrances between State Fiscal Years, may be made by written
agreement of both parties and may be made without obtaining approval of the Governor and
Executive Council. . _ -

Hampstaad Hospital . Exhibit B Contraclor Initials Ps
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New Hampshire Department of Health and Human Servicos
Exhlbit C

SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agreesthat all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to efigible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: if the Coniractor is permitted to determine the eligibillty
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each reciplent of services hereunder, which file shall include all .
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Depariment may request or require.

4. Falr Hearings: The Contractor undersiands that all applicants for services hereunder, as well as
individuals declared ineliglble have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right™to a falr
hearing In accordance with Department regulations. -

5. Gratuitles or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State [n order to influence the performance of the Scope of Work detailed In Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to raimburse the Contractor for costs incurred for
any purpose of for any services provided to any individual prior to the Effactive Date of the Contract
.and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for seérvices or (except as otherwise provided by the
federal regulations) prior to a determination that the individual s eligible for such services.

7. Condlitions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed 1o obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final

" Expenditure Report hereunder, the Department shall determine thet the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rales charged by the Contractor to Inel!glble individuals
or other third party funders, the Department may elect to:

7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from.any future payment 1o the Contractor the amount of any prior reimbursement in
excess of costs;

. Exhibit C - Special Provisions Conlractor Initlals Eﬂﬁ
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make-
such repayment shali constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of Individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herain.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8 Maintenance of Records: In addition lo the eligibility records specified above, the Contractor
covenants and egrees to maintain the following records during the Coniract Period:

8.1. Flscal Records: books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be

. maintained In accordance with accounting procedures and praclices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable io the Department, and
to include, without limitation, a!l ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and cther records requested or required by the
Bepartment,

8.2. Statistical.Records: Statistical, enroliment, attendance or visit records for each recipiant of
services during the Contract Period, which records shall include all records of application and

- eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provislon of services and all invoices submitted to the Department to cbtain

. payment for such services. ]

8.3. Medical Records: Where appropriate and as prascribed by the Depariment regutations, the

Contractor shall retain medica! records on each patient/reciplent of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
- agency fiscal year. It is recommended that the report be prepared in accordance with the provision of

Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non

Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations,

Programs, Activities and Functions, issued by the US General Accounting Office (GAQ standards) as

. hey pertain to financial compliance audits.

9.1, Audit and Review: During the term of this Contract and the pariod for retention hereunder, the
Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access 1o all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

8.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it Is
understood and agreed by the Contractor that the Contractor shall be heid liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reporls, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shall not
be disciosed by the Contractor, provided however, that pursuant to state laws and the reguiations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with thelr officlal duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Conlractor’s responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attorney of guardian,

Exhibit C - Special Provisions Contractor Initials 7
DAITH Page 2of5 Cate



New Hampshire Department of Health and Human Services
: Exhibit C

Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

"11. Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the following
limes if requasted by the Department.

11.1. Interim Financial Reports: Written interim financia! reports contalning a detailed description of
all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
Justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2.  Final Report: A final report shall be submitted within thirty {30) days after the end of the term
of this Conlract. The Final Report shall be In a form satisfactory to the Department and shail
contain a summary slatement of progress toward goals and objectives stated in the Proposal
and other information required by the Depariment.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Depariment of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hergunder {(except such obligations as,
by the terms of the Contract are to be performed after the end of the termn of this Contract and/or
survive the termination of the Conlract} shall terminate, provided however, that if, upon review of the
Fina! Expenditure Report the Department shall disallow any expenses claimed by the Coniractor as
costs hereunder the Depariment shall retain the right, atits discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor, -

13. Credits: All documents, notices, press releases, research reports and other malerials prepared
during or resulling from the performance of the services of the Contract shall include the following
statement:

13.1. The preparation of this (report, document elc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

.14. Prlor Approval and Copyright Ownarship: All materiails {written, video, audio} produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reporis. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

15. Operation of Facllities: Compliance with Laws and Regulatlens: In the operation of any facilitiés
for providing services, the Contractor shall comply with all laws, orders and regulations of fedaral,
state, county and municipal authorities and with any diraction of any Public Officer or officers
pursuant to laws which shafl impose an order or duty upon the contractor with respect to the
operation of the facilily or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the sald services,
the Contractor will procure said license or permit, and will at all times comply with the temms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be In conformance with local building and zoning codes, by-
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
COpportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs {OCR), if it has
received a single award of $500,000 or more. If the reciplent receives $25,000 or more and has 50 or

|
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17.

18.

19.

more employees, it will maintain a current EEOP on file and submit an EEQP Certification Form to the
OCR, certifying that its EEOP Is on file. For reciplents receiving less than $25,000, or public grantees’
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR cenlifying it is not required to submit or maintaln an EEQP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEQP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Cemﬂcation Forms are avallable at: http://www ojp.usdo}/aboutiocr/pdfs/cert.pdf.

Limited English Proficiency {LEP): As clarified by Executive Order 13168, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). ' To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title W of the Civii
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

Pllot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed.the Simplified Acquisition Threshold as defined in 48
CFR 2.101 (currently, $150,000) -

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at
41U.8.C. 4712 by section 828 of the Natiohal Defense Authorization Act for Fiscal Year 2013 {Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall Inform ils employees In writing, in the predominanf language of the workforce,
of employee whistieblower rights and protections under 41 U.S.C. 4712, as described in section '
3.908 of the Federal Acquisilion Regulation.

1

(c) The Contractor shall Insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

4

1

Subcontractors: DHHS recognizes that the Contraclor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficlency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated |
funiction(s). This Is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractar and provides for revoking the delegation or imnposing sanctions If
the subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is respansible to ensure subcontractor compliance
with those conditions.
When the Contractor delegates a function to a subcontractor, the Contractor shall do the following
19.1.  Evaluate the prospective subcontractor's abllity to perform the activities, before delegating
the function

- 19.2. Have a written agreement with the subcontractor that speclfies activities and reporting

responsibllities and how sanctions/revocation will be managed If the subcontractor's
performance Is not adequate
19.3.  Monftor the subcontractor's performance on an ongoing basis

Exhibit C = Special Provisiona Contractor Initlals 2 5
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19.4.  Provide to DHHS an annual schedule identifying all subcontractors, délegated functions and
- responsibillties, and when the subcontractor's performance will be reviewed
19.5. OHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action,

DEFINITIONS
As used in the Contract, the following terms shall have the following meanings:

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be
aliowable and relmbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders, :

DEPARTMENT: NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which Is
entitled "Financial Management Guidelines™ and which contains the regulations governing the financial
activities of contractor agencles which have contracted with the State of NH lo receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting forth
the tota! cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor Is to provide to eligible individuals hereunder, shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federa! or state laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the sald reference shall be deemed to mean all such laws, regulations, elc. as
they may be amended or revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prapared by the NH Department of Administrative
Services containing a cornpilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of tmplementmg State-of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Confract will nol supplant any existing federal funds available for these services.

Exhibit C - Special Provisions Contractor Inltials _L
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New Hampshire Department of Health and Human Services

Exhibit C-1

EV $TOG PROVIS

1. Subparagraph 4 of the General Provisions of this contract, Conditional-Nature of Agreement, is replaced as
follows:

4. CONDITIONAL NATURE OF AGREEMENT, ’
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State hereunder,
including without fimitation, the continuance of payments, in whole or in part, under this Agreement are
contingent upon continued appropriation or availability of funds. including any subsequent changes to the
appropriation or availability of funds affected by any state or federal legislative or executive action that

- raduces, eliminates, or otherwise modifies the appropriation or availability of funding for this Agreement
and the Scope of Services provided In Exhibit A, Scope of Services, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of approprialed or avallable funds. In the event
of a reduction, termination or modification of appropriated or available funds, the State shall have the right
lo withhold payment until such furkis become available, If ever. The State shall have the right to reduce,
terminate or modify services under this Agreement Immediately upon giving the Contractor notice of such
reduction, termination or modification. The State shall not be required to transfer funds from any cther
source or account into the Account(s) identified in block 1.6 of the General Provisons, Account Number,
or any other account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding the following
language; .

10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of the State,
30 days after giving the Contractor wrlttan notice that the Slate is exercising its option to terminate the
Agreement.

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early termination,
develop and submit to the State a Transition Plan for services under the Agreement, including but not
limited to, identifying the present and future needs of clients receiving .services under the Agreement
and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provlde detailed information to

-support the Transition Plan including, but not limited to, any information or data requested by the
State related to the termination of the Agreement and Transition Plan and shall provide: ongoing
communication and revisions of the Transition Plan to the State as requested.

10.4 In the event that services under the Agreement, including but not limited to clients recelving services
under the Agreemeni are transitioned to having services deliverad by another entity including
contracted providers or the State, the Contractor shall provide a process for uninterrupted delivery of
services In the Transition Plan,

10.5 The Contractor shall establish a method of notifying clients and other affected individuals about the
transition., The Contractor shall include the proposed communications in its Transition Plan submitted
lo the State as described above.

3. Extension:
The Department reserves the right to renew the Contract for up to one (1) additional year, subject to the
continued avallability of funds, salisfactory performance of services and approval by the Governor and
Executive Council. )

Exhiblt C-1 - Revisions to General Provisions Contractor Inltials PS
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New Hampshlre Department of Heaith and Human Services
Exhiblt D

CERTIFICATION REGARDING D -FREE WORKPLACE REQUIREME

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

uUs DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
~ US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification Is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub, L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 reguiations were amended and published as Part 1l of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior 1o award, that they will maintain a drug-free workplace. Section 3017.630(c} of the
regulation provides that a grantee (and by inference, sub-grantess and sub-contractors) that s a State
may elect to make one cerlification to the Department in each federal fiscal year In lieu of certificates for
each grant during the federsl fiscal year covered by the certification. The certificate set out below is a
materlal representation of fact upon which reliance Is placed when the agency awards the grant. False
certification or violatlon of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or deban’nent. Contractors using this form should
send It to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by: -

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,

: dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and speclfying the actions that will be taken against employees for violation of such
prohibltion;

1.2. Establishing an angoing drug-free awareness program to inform employees about

- 1.2.1. The dangers of drug abuse In the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace;
1.2.3. Any avallable drug counseling, rehabilitation, and employee assistance programs. and
1.24. The pénalties that may be imposed upcn employees for drug abuse violations

" occurring In the workplace; '

1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the stalement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Ablde by the terms of the statement; and
1.4.2. Notify the employer Iin writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such ’
conviction,

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual nolice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant

" officer on whose grant activity the convicted employea was working, unless the Fedaral agency

Exhibit D — Certification regarding Drug Free Contractor Initials PS
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New Hampshire Department of Health and Human Services
Exhlbit D

" has designated a central point for the receipt of such notices. Nolioe shall include the
identification number(s) of each affected grant;-
1.6. Taking one of the following actions, within 30 calendar days of reoeiving notice under
subparagraph 1.4.2, with respect to any employee who is s0 convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
terminalion, consistent with the requirements of the Rehabllitation Act of 1873, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency,
1.7. Making a good faith effort to conlinue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (sireet address, city, county, state, zip code) (list each location)
- Check I3 if there are workplaces on file that are not identified here.

Contractor |\

2/ /11

Date’

Exhibit D - Certification regarding Drug Free Contractor inials i§
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New Hampshlre Department of Health and Human Services
Exhiblt E

CERTIFICATION REGARDING LOBBYING

" The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions exacute the foliowing Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Socilal Services Block Grant Program under Title XX
*Medicald Program under Titlé XiX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifigs, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or atternpting to influence an officer or empioyee of any agency, a Member
of Congress, an officer or employee of Congrass, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. It any funds other than Federal appropriated funds have been paid or will be paid to any person for
Influencing or attempting to Influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, -or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying In accordance with its’instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included In the award
document for sub-awards at all tiers (including subconlracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that aII sub-recipients shalf certify and disclose accordingly.

This certification is a material representation of fact upon which rellance was placed when this transaction
was made or entered Into: Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who falls to file the required
certification shall be subject to a clvil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

7]lﬂ|')

Date .

Y S
Tide: ChidOpe:&nOm cer
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARb!ﬂG DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

1 The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as Identified In Sect!ons 1.11 and 1.12 of the General Provisions execute the following /
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submilting this proposal {contract), the prospective primary participant is providing the
certification set out below,

2. The inabllity of a person to provide the certification required below will not necessarily result in denial
of participalion in this covered transaction. If necessary, the prospective participant shall submit-an
explanation of why it cannot provide the certification. The certification aor explanation will be

~ consldered in connection with the NH Department of Health and Human Services’ {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall dnsquahfy such person from participation in
this transaction. -

3. The cerlification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. !f it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
avallable to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide Immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant [eams
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances. .

5. The terms "covered transaction,” “debarred.” ‘suspended " “ineligible,” “lower tier covered
transaction,” “parlicipant,” *person,” “primary covered transaction,” “principal,” “proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposad covered transaction be entered into, It shall not knowingly enter into any lower tier covered
transaction with a parson who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unfess authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibliity and Voluntary Exclusion -
lLower Tier Covered Transactions,” provided by DHHS, without modification, in all lowsr tier-covered
trans:actlons and in all solicitations for lower tier covered transactions.

LY
8. Aparticipant in a covered transaction may rely upon a certification of a prospective participant in a
- lower tier covered transaction that it is nol debarred, suspended. inefigible, or involuniarily excluded
from the covered transaclion, unless it knows that the cerlification is erroneous. A participant may
decide the method and frequency by which it determines the eligibllity of its principals. Each
participant:may, but is not required to, chack the Nonprocurement List (of excluded parties).

9. Nothing contalned in the foregoing shall be construed to require establishment of a system of records
in order to render In good faith the certification required by this clause. The knowledge and

Exhiblt F - Certification Regarding Debarmant, Suspension Contractor Initials i é
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New Hampshire Department of Health and Human.Services
ExhlbitF

information of a participant is not required to exceed that which is normally possessed by a prudent
person In the ordinary course of business dealings.

10. Except for transactions authorized under paragraph & of these instructions, if a participantin a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation In this transaction, In
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
1. Tlr?e prospective primary participant certifies to lhe best of its knowledge and belief, that it and its
principals:

11.1. are nol presently debarred, suspended, proposed for debarment, declared inallguble or
voluntarily excluded from covered transactions by any Federal depariment or agency;

. 11.2. have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil jJudgment rendered against them for commission of fraud or a criminal offense in
connection with obtalining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property; '

11.3. are not presently Indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated In paragraph (I){b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions {Federal, State or local) terminated for cause or default,

12. Where the prospective primary participant is unable to cerlify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By slgning and submitting this lower tier proposa! {contract), the prospectlve lower tier participant as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1, are not presently debarred, suspended, proposed for debarment, declared ineflgible, or
voluntarily excluded from participation in this transaction by any federal depariment or agency.
13.2. where the prospective lower tier participant Is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submlttlng this proposal {contract) that it will
include this clause entitied “Centification Regarding Debarment, Suspension, Inehglbﬂily. and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all Iower tier covered
transactions and in all sohcutattons for lower tier covered transactions.

%Aj_
Da .
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New Hampshire Depanment of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

. Contractor will comply, and will require any subgraniees or subcontractors to comply, with any applidable
federal nondiscrimination requirements, which may include:’

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohiblits
recipients of federal funding-under this statute from discriminating, either in employment practices orin -
the delivery of services or benefits, on the basis of race, color, religlon, national origin, and sex. The Act
requires certain reciplents to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in empioyment practices or in the delivery of services or
benefits, on the basis of race, colér, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 {42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in'any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financia!
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- - the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. |t does not include
employment discrimination;

-28 CF.R. pt. 31 (U.S, Department of Justice Regu!auons OJJDP Grant Programs); 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity, Policies
"and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations), Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for parinerships with taith-based and neighborhood organizations;

-28 C.F.R. pt. 38 (U.S, Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Coritract Employee Whistleblower Protections, which protects employees agalnst
repnsal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a matefial representation of fact upon which reliance s placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

N

Exhibit G . S
Contraclor Initials
Orpenizations

Carication of Comgliance with raqu pertaining 1o Federal ination, Equal T of Faith-Based
and Whisteblower

. prolectiom .
anrThd .
Rav. 1071114 Page 1 of 2 Date 7! [f] 21 7




New Hampshire Department of Health and Human Services
Exhibit G

In the event a‘Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, nationaf origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Depariment of Health and Human Services Office of the Ombudsman.

.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execule the following
certification:

1, By signing and submitting this proposal {contract} the Contractor agrees to comply with the provisions
indicated above.

Contractor Na

e '
7 //ﬁ, J—) ! N, .
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New Hampshire Department of Health and Human Services
: Exhibit H

CERT JFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

'

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoklng not be permitted in any portion of any Indoor facility owned or leased or
confracted for by an antlty and used routinely or reguiarly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in privale residences, facilities funded solely by
Medicare or Medicald funds, and portions of facilities used for inpatient drug or alcohol treatment. Fallure
to comply with the provisions of the law may resull in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on'the responsible entity.

The Contractor identified in Section 1.3 of the General Provislons agrees, by signature of the Contractor's

representative as identified in Section 1.11 and 1,12 of the General Provisions, to execute the following

certification: o .

1. By signing and submilting this contract, the Contractor agrees to make reasonable efforts 10 comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:

_7)16/12
Date
Title X ricia S M
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¢
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New Hampshire Department of Health and Human Services

Exhibit |

HEALTH INSURANCE PORTABLITY ACT
USINE S l GREEMEN

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Pertability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate" shali mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity" shall mean the Stale of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. *Business Assoclate” has the meaning given such term in section 160.103 of Title 45, Code
pf ‘Federal Regulations.

c. Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. -

d. “Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. "Data Aggregatlon" shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501. :

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXill, Subtitle D, Part 1 & 2 of the American Recovery and Relnvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual® shall have the same meanlng as the term “individual” in 45 CFR Section 160,103
and shall include a person who qualifies as a personal representatwe in accordance with 45
CFR Section 164.501(g).

J.  “Pdvacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health :
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. E ted Ith Information” shall have the same meaning as the term “protected health
information™ in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

32014 , Exhibit | Contractor Initials _‘9?_
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“*Required by Law” shall have the same meaning as the term “required by law™ in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
hisfher designee.

*Security Rule" shall mean the Security Standards for the Protection of Electronic Protected

~Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information® means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
institute. ’

Other Definitions - All terms not otherwise defined herein shalt have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the

" HITECH

@

Act, ' N

Business Assoclate Use and Dlscldsure of Protected Health |nformation.

Business Associate shall not use, disclose, maintain or transmit Protected Health

. Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its dlrectors officers, emplioyees and agents, shall not use, disclose, maintain or transmit
PHlin any manner that would constitute a v(olation of the Privacy and Security Rule.

Business Associate may use or disclose PHI_
l. For the proper management and administration of the Business Associate,
It As required by law, pursuant to the terms set forth in paragraph d. below; or
.. . For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PH{ to a
third party, Business Assoclate must obtain, prior to making any such disclosure, (i}
reasonable assurances from the third party that such PH! will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Assoclate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in responseto a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropnate relief. If Covered Entity objects to such disclosure, the Business
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Associate shall refrain from disclosing the PHI untul Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Assoclate
shall be bound by such additional restrictions and shali not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

A}

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an Impact on the
protected health information of the Covered Entity.

The Business Associate shall Immediately perform a risk assessment when it becomes

" aware of any of the above situations. The risk assessment shall include, but not be

limited to:

o 'The nature and extent of the protected health information involved, including the
. types of identifiers and the likelihood of re-identification;
o The unauthorized person used the protected heaith information or to whom the
disclosure was made;
o Whether the protected health information was actually acquired or viewed
. 0. The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment i in writing to the
Covered Entity.

The Business Associate shall comply wnh all sections of the Privacy, Security, and
Breach Notification Rule.

Business Assoclate shall make available all of its Internal policies and procedures, books
and records relating to the use and disclosure of PHIi received from, or created or
recelved by the Business Associate on behalf of Covered Entity to the Secretary for

"purposes of determining Covered Entity's compliance with HIPAA and the Privacy and

Security Rule. .
Business Associate shall require all of its business assoclates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor’s business associate
agreements wuh Contractor's intended business associates, who will be receiving PHI
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pursuant to this Agreement, with rights 6f enforcement and indemnification from such
business assoclates who shall be govemed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to deten'nlne
Business Associate's compliance with the terms of the Agreement.

Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receliving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record .
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfil its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to

-such disclosures as would be required for Covered Entity to respond to a request by an

individual for an acoounnng of disciosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PH! in accordance with 45 CFR
Section 164.528. .

In the event any individual requests access to, amendment of, or agcounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify

- Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall retum or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate In connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. if return or’
destruction is not feasible, or the disposition of the PH! has been otherwise agreed to in
the Agreement, Business Assoclate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

‘Covered Entity shall promptly notify Business Associate of any changes in, or revocation

of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. - o .

Covered entity shall promptly notify Business Associate of any restrictions on the use or

disclosure of PH! that Covered Entity has agreed to in accordance with 45 CFR 164.522,

to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI. '

Yermination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity’s knowledge of a breach by Business Associate of the Buslness Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity: If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary. - -

Miscellaneous

Definitions and Requlatory Réferen@s. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necassary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity,

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.
Exhibit| Contractor Initial f§
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Q. Seqregation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance Is held Invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition:; to this end the
terms and conditions of this Exhibit | are declared severable.

1. Survival. Provisions In this Exhibit | regarding the use and disclosure of PHI, retun or
destruction of PHI, extensions of the protections of the Agreement in section (3) 1, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

ST
R B 0

Depariment of Health and Human Services
The State

Y2 =

e — T —
Signature of Authorized Representative gnature ed Representative
- r-‘_‘
Yena S s _Fotercia Shea
Name of Adthorized Representative Name of Authorized Representative
Dot hie€ Oper OLL zer
Title of Authorized Representative Title of Authorized Representative
Nayw |1 7-19-17
Datel ' Date
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CERTIFICATION BEQARQ- ING_THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
' ACT (FFATA} COMPLIANCE

The Federal Funding Accountability and Transparency Act {FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on of after October 1, 2010, to report on
data related lo executive compensation and associated first-tier sub-grants of $25,000 or more. If the
Initial award is below $25,000 but subsequent grant modifications result In a'tota) award equal to or over
$25,000, the award s subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the foliowing information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
Amount of award
Funding agency .
NAICS code for contracts / CFDA program number for grants
Program source ’
‘Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)
. Total compensation and names of the top five executives if;
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
- 10.2. Compensation information is not already available through reporting to the SEC.

- O
o

Prime grant reclpients must submit FFATA required data by the end of the month, plus 30 days, In which
the award or award amendment is made, .
The Conlractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward-and Executive Compensation Information), and further agrees
1o have the Contraclor's representative, as identified in Sections 1.11 and 1.12 of the. General Provisions
axecute the following Certification:

The below named Contractor agrees to provide needed informalion as outlined above to the NH
Department of Health and Human Services and to comply wilh all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Chvef 9 P{J‘a‘ftpﬁo m,a__/

. Exhibit J - Cartification Regarding the Federa) Funding Gontractor Infiais_£ 9
Accountability And Transparency Act (FFATA) Compllance : .
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FORM A .

Ag the Contracto},ldenﬁﬂad in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate. :

1. The BUNS number for your entityls: [N/ A

2. Inyour business or organization's preceding completed fiscal year, did your business or organization
recelve (1) 80 percent or more of your annual gross revenue In U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annua
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or

- . cooperalive agreemenlts?

x NO YES
If the answer to #2 above is NO, stop here
It the answer to #2 above Is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Intemal Revenue Code of
19867 :

NO YES
If the answer to #3 above Is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensatlon of the five most highly compensated officers in your business or
organization are as follows:

Name: Amount:
Name: - Amount: _-
Name: Amount:
Name: Amouni:
Name; Amount;
Exhibit J - Certification Regarding the Federal Funding Contractor Initisls
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DHHS INFORMATION SECURITY REQUIREMENTS

1. Confidential Information: In addition to Paragraph #9 of the General Provisions (P-37) for the purpose of this
RFP, the Department's Confidential information includes any and all information owned or managed by the
State of NH - created, received from or on behalf of the Department of Health and Human Services (DHHS)
or accessed in the course of performing contracted services - of which collection, disclosure, protection, and
disposition is govemed by state or federal law or regulation. This information includes, but Is not limited to
Personal Health Information (PHI), Personally identiflable Information (P11), Federal Tax Information (FT),
Social Security Numbers (SSN), Payment Card Industry (PCI), and or other sensttive and confidential
information,

2. The vendor will maintain proper security cantrols to protect Department confidential information collectéd,
processed, managed, andfor stored in the delivery of contracted services. Minimum expectations include:

2.1.Maintain policies and procedures to protect Department confidential information throughout the
information lifecycle, where applicable, (from creation, transformation, use, storage and secure
destruction) regardiess of the media used to store the data (i.e., tape, disk, paper, etc.).

2.2.Maintain appropriate authentication and access controls to contractor systems thal collect, transmit, or
store Depariment confidentlal information where applicable.

2.3.Encrypt, 8t a minimum, any Department confidential data stored on portable media, e.g.. laptops, USB
drives, as well as when transmitied over public networks like the Intemet using current Industry
standards and best practices for strong encryption.

2.4.Ensure proper security moniloring capabitities are in place to detect potential security events that can
impact State of NH systems and/or Depariment confidential information for contractor provided systems,

2.5, Provide seéun'ty awareness and education for its employees, contractors and sub-contractors in support
of protecting Department confidential informatién

2.6.Malntain a documented breach notification and incident response process. The vendor will conlagt the
Department within twenty-four 24 hours to the Department’s contract manager, and additional emall
addresses providad In this section, of a confidential information breach, computer security incident, or
suspected breach which affects or includes any Stale of New Hampshire systems that connect to the
State of New Hampshire network.

2.8.1."Breach” shall have the same meaning as the temn "Breach” in section 164.402 of Title 45, Code of
Federal Regulations. “Computer Security Incident” shall have the same meaning "Computer
Security Incident® in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of Commerce.
Breach notifications will be sent to the following emall addresses:

28.1.1. efinformationOffi dhhs.nh.
26.1.2. HHSIn lionSecu s@dhhs.nh.

2.7.1f the vendor will maintain any Confidentiat Information on its systems (or its sub-contractor systems), the
vendor will malntain a documented process for securely disposing of such data upon request or contract
termination; and will obtain written cerlification for any State of New Hampshire data destroyed by the
vendor of any subcontractors as a part of ongoing, emergency, and or disaster recovery operations.
When no longer in use, electronic media containing State of New Hampshire data shall be rendered
unrecoverable via 8 secure wipe program in accordance with Industry-accepted standards for secure

Exhibit K — DHHS Information Security Requirements Contracior Initlals _PS :
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deletion, or otherwise physically destroying the media (for example, degaussing). The vendor will
document and certify in writing at time of the data destruction, and will-provide written certification to the
Department upon request. The written certification will include all details necessary 1o demonstrate data
has been properly destroyed and validated. Whare applicable, regulatory and professional standards for
retention requirements will be ointly evaluated by the State and vendor prior to destruction.

2.8.If the vendor will be sub-contracting any core functions of the engagement supporting the services for
State of New Hampshire, the vendor will maintain a program of an internal process or processes that
defines speciflc security expectations, and monitoring compliance to security requirements that at a
minimum match those for the vendor, including breach notification requirémints.

3. The vendor will work with the Department to sign and camply with all applicable State of New Hampshire and
Department system access and authorization policies and procedures, systems access forms, and computer
use agreements as pan of obtalning and maintaining access to any Department system(s). Agreements will
be completed and signed by the vendor and any applicable sub-contractors prior to system access being
authorized,

4. If the Department determines the vendor is a Business Associate pursuant to 45 CFR 160.103, the vendor wil
work with the Department to sign and execute a HIPAA Business Assoclate Agraement (BAA) with the
Department and is responsible for maintaining compliance with the agreement.

5. The vendor will work with the Department at its request to complete a survey. The purpose of the survey is to
enable the Department and vendor to monitor for any changes in fsks, threats, and vulnerabilities that may
occur over the life of the vendor engagement. The survey will be completed annually, or an alternate time
frame at the Departments discretion with agreement by the vendor, or the Department may request the.
survey be campleted when the scope of the engagement between the Department and the vendor changes.
The vendor will not store, knowingly or unknowingly, any Stale of New Hampshire or Depariment data
offshore or outside the boundaries of the United States uniess prior express written consent is obtained from
the appropriate authorized data owner or leadership member within the Departiment.
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