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Commissioner

Palricio M. Tilic)'
Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SER VICES

29 HAZEN DRIVE, CONCORD, NH 03301

603-27MSO] 1-800-852-3345 Ext 4501

Fax: 603-27M827 TDD Access: 1-800-735-2964

www.dhhs.nh.gov

August 10, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health
Services, to enter Into a Retroactive amendment to an existing contract with University of New
Hampshire (VC#177867), Durham, NH. to assist with COVID-19 testing at long-term care and
other facilities and to support wastewater surveillance for COVID-19 at New Hampshire Hospital,
with no change to the price limitation of $2,182,500 and no change to the contract completion
date of December 31, 2021, effective retroactive to July 14, 2021 upon Governor and Council
approval. 100% Federal Funds.

The original contract was approved by the Governor on December 30. 2020 and presented to the
Executive Council as an Informational Item on January 22. 2021 (Informational Item #H);
amended with Governor approval on March 3, 2021 and presented to the Executive Council as
an Informational Item on April 7, 2021 (Informational Item #J); amended with Governor approval
on June 4, 2021 and presented to the Executive Council as an Informational Item on June 30,
2021 (Informational Item #N); and most recently amended with Governor and Council approval
on July 14, 2021, item #5B.

Funds were encumbered for this contract as shown below.

05-95-90-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS

DEPT OF, HHS: PUBLIC HEALTH SERV DIV, ADMINISTRATION, LONG TERM CARE
FACILITIES - GOFERR FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 103-502507
Contracts for

Op Svc
90029000 $562,500 $0 $562,500

Subtotal $562,500 $0 $562,500

The Deparlmenl of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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05-95-90-903010-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS

DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 102-500731
Contracts for

Prog Svc
90183538 $1,620,000 $0 $1,620,000

Subtotal $1,620,000 $0 $1,620,000

Total $2,182,500 $0 $2,182,500

EXPLANATION

The Department presented an amendment to this agreement to the Executive Council on
April 7, 2021 (Informational Item #J) to modify the cost per COVID-19 test for samples from long-
term care and other facilities. This request is Retroactive because the most recent amendment
that was approved by Governor and Council on July 14, 2021 included the incorrect cost per
COVID-19 test; therefore, the purpose of this amendment is to revise the cost per test to reflect
the appropriate rate.

The Contractor will continue to test samples from long-term care and other facilities and
to complete COVID-19 biomarker analysis in wastewater samples at select sewer pipe or
manhole locations at New Hampshire Hospital. The University of New Hampshire is providing test
collection supplies to the facilities, including the swabs, tubes, and mail packaging materials.
Once the samples are collected, the University of New Hampshire tests the samples in its
laboratory and sends all COVID-19 test results to the Department; positive results must be faxed
to the Department the same day. Results are communicated to the facility within seventy-two
hours from sample testing.

The number of individuals served through this agreement will depend on the trajectory of
COvfD-19. Through this agreement, the University of New Hampshire may perform up to 6,000
COVID-19 tests per week.

The Department will monitor services by reviewing the daily data from the wastewater
analysis.

As referenced in Exhibit A, Project Period of the original agreement, the parties have the
option to extend the agreement for up to one (1) additional year, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Govemor and Council
approval. The Department is not exercising Its option to renew at this time.

Should the Governor and Council not authorize this request, these critical laboratory
services that support COVID-19 testing at long-term care and other facilities throughout New
Hampshire may not continue, resulting in an Increased risk of COVID-19 transmission.

Area served; Statewide

Source of Federal Funds: Assistance Listing Number #93.323, FAIN #NU50CK000522

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.
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Respectfully submitted,

r—DoeuStgnvd by:
a. n/o.

4C4AS2M412Mn...

Lori A. Shiblnette

Commissioner
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AMENDMENT #4 to

COOPERATIVE PROJECT AGREEMENT

between the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the Governor of the State of New Hampshire on
December 30, 2020, March 3, 2021, and June 4, 2021, and approved by the State of New Hampshire
Governor and Executive Council on July 14, 2021, for the Project titled "COVID-19 Sample Testing,"
Campus Project Director, Marc Eichenberger, is and all subsequent properly approved amendments are
hereby modified by mutual consent of both parties for the reason(s) described below:

Purpose of Amendment (Choose all applicable items);

[~| Extend the Project Agreement and Project Period end date.

Q Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

^Other: Revised scope of work.-

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

Article A. is revised to replace the State Department name of.
to

and/or USNH campus from

Article B. is revised to replace the Project End Date of
of ' and Exhibit A, article B is revised to replace the Project Period of

with the revised Project End Date
with

Article C. is amended to expand Exhibit A by including the proposal titled, " dated .

Article D. is amended to change the State Project Administrator to .

Article E. is amended to change the State Project Director to and/or the Campus Project
Director to .

Article F. is amended to add funds in the amount of N/A and will read: .

■  Total State funds in the amount of $2,182,500 have been allotted and are available for
"^■''^'payment of allowable costs incurred under this Project Agreement. State will not reimburse

Campus for costs exceeding the amount specified in this paragraph.

Article F. is amended to change the cost share requirement and will read:

Campus will cost-share % of total costs during the amended term of this Project
Agreement.

SS-2021-DPHS-14-COVID-01-A04
Campus Authorized Official

Date
8/12/2021
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• Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
Grant/Contract/Cooperative Agreement No. from under ALN# 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreehienti and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a part of this Project Agreement.

• Article 0. is exercised to amend Article(s) of the Master Agreement for Cooperative Projects
between the State of New Hampshire and the University System of New Hampshire dated
November 13, 2002, as follows:

Article is amended in its entirety to read as follows:
Article is amended in its entirety to read as follows:

Article H. is amended such that:

1^ State has chosen not to take possession of equipment purchased under this Project Agreement,
n State has chosen to take possession of equipment purchased under this Project Agreement and will

issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State.

^Exhibit A is amended as attached.

I  I Exhibit B is amended as attached.

All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become effective on the date the
Governor and Executive Council of the State of New Hampshire or other authorized officials approve this
Amendment to the Cooperative Project Agreement.

SS-2021 -DPHS-14-COVID-01 ■A04
Campus Authorized Official

Date

^4

8/12/2021
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IN WITNESS WHEREOF, the following parties agree to this Amendment #4 to the Cooperative
Project Agreement.

By An Authorized Official of:
University of New Hampshire
Name: Karen M. Jensen

Title: Director, Pre-Award

Signature and Date:!"^^^^ 8/12/2021

By An Authorized Official of: the New
Hampshire Office of the Attorney General
Name: Catherine Finds
Title: Attorney

Signature and Date:
8/16/2021

By An Authorized Official of:
NH DHHS, Division of Public Health Services
Name: Patricia Tilley
Title: Director

Signature and Date:
Tflcy 8/13/2021

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:
Title:

Signature and Date:

SS-2021-DPHS-14-COVID-01-A04
.Campus Authorized Official'

Date

8/12/2021
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EXHIBIT A

A. Project Title: COVID-19 Sample Testing

B. Project Period: December 14, 2020 through December 31, 2021.

C. Objectives: See Exhibit A-2 Scope of Services

D. Scope of Work: See Exhibit A-2 Scope of Services, Standard Exhibit I Business Associate
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note
Exhibits C through H and Exhibit J are reserved.

E. Deliverables Schedule: See Exhibit A-2 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-1. Modifications to Exhibit B-1 Scope
of Services are as follows:

1. Modify Exhibit B-1, Payment Terms, Section 3, to read:

3. Payment for services billed to the State of New Hampshire in accordance with Exhibit A-2,
Scope of Services, shall be on a cost reimbursement basis for actual deliverables in the
fulfillment of this Agreement, as specified below:

Service Cost

COVID-19 Testing $45.00 per test

SARS-CoV-2 Biomarker

Analysis
$200

Delivery $80 per run

Training for Sample Collection $200 per event

M

ISS-2021 -DPHS-14-COVID-01-A04  V
Campus Authorized Official

8/12/2021
Date
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Lori A. Sbiblocrie

CoromiuJeDcr

PalrtciaM. TUJey
Direcior

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

D/ra/O/V OF PUBLIC HEALTH SER VICES

29 HAXEN DRIVE, CONCORD, NH 03301

603-27MS01 1-800t8S2-334S Ext. 4501

Fax: 603-27M827 TDD Access: I-800-73S-2964
>vww.dbbs.oh.gov

June 21. 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health
Services, to amend an existing cooperative project agreement with University of New Hampshire
(VC# 177867). Durham. NH. to support wastewater surveillance for COVID-19 at New Hampshire
Hospital, with no change to the price limitation of $2,182,'500 and no change to the contract
completion date of December 31, 2021 effective upon Governor and Council approval. 100%
Federal Funds.

The original contract was approved by the Governor on December 30. 2020. and
presented to the Executive Council as an Informatiorial Item on January 22, 2021 (Informational
Item #H), as approved by the Governor on March 3, 2021. and presented to the Executive Council
as an Informational Item on April 7, 2021 (Informational Item #J). and most recently approved by
the Governor on June 4. 2021, and presented to the Executive Council as an Inforrnational Item
on June 30, 2021, Item # N.

Funds were encumbered for this contract as shown below.

05-95-90-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS

DEPT OF, HHS: PUBLIC HEALTH SERV OIV, ADMINISTRATION. LONG TERM CARE
FACILITIES - GOFERR FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 103-502507
Contracts for

Op Svc
90029000 $562,500 $0 $562,500

Subtotal $562,500 $0 $562,500

05-96-90-903010-19010000 HEALTH AND SOCIAL SERVICES. HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARESCOViD-19

77ir Dfpartmenl of Heollii and Humnn Strvicei'Mitsion {$ lojoin eommuniciti and fomilUi
in providing opporluniliet for cUixent to ochUvt hoallh and independtnct.
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State

Fiscal

Year

Class 1

Account
Class Title

Job

Numt>er

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 102-500731 Contracts for

Prog Svc
90183538 $1,620,000 ' $0 $1,620.00C

Subtotal $1,620,000 $0 $1,620,000

Total $2,182,500 $0 $2,182,500

EXPLANATION

The purpose of this request is to support wastewater surveillance for COVID-19. The
Contractor will complete COVIO-19 biomarXer analysis in wastewater samples at select sewer
pipe or manhole locations at New Hampshire Hospital. The Contractor will complete wastewater
COVID-19 testing to corifirm whether there is a COVID-19 outbreak currently in progress in New
Hampshire Hospital.

New Hampshire Hospital has used various restrictions to manage the COVID-19
pandemic including eliminating the ability for patients to have independent times out of the unit,
limiting the size of groups, eliminating gym and cooking groups as high transmission risk settings,
and eliminating visitation by family and friends. Having the ability to detect whether a COVID-19
outbreak is in progress provides assurances that will allow New Hampshire Hospital to remove
restrictions more quickly.

The number of individuals served through this agreement, will depend on the trajectory of
COVID-19. Through this agreement, the University of New Hampshire may perform up to 6,000
COVID-19 test per week.

The Contractor will complete the processing of the data and provide the supplies and
courier to take the test samples from New Hampshire Hospital to the Contractor's laboratory. The
Contractor will provide the data results and provide guidance throughout the project.

The Department will monitor contracted services by reviewing the daily data from the
wastewater analysis.

As referenced in Exhibit A, Project Period of the original cooperative project agreement,
the parties have the option to extend the agreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval. The Department is not exercising its option to renew at this time.

Should the Governor and Council not authorize this request Wastewater COVID-19 testing
will not occur and Nevv Hampshire Hospital may have increased COVID-19 transmission risk and
perhaps unnecessary restridions to an already vulnerable patient population.



DocuSign Envelope ID: BE02CSO2-C58B-46P7-BEP3-FS3CCB0176E2

His ExoelJency. Governor Christopher T. Sununu
and the Honorable Council

Page 3 of 3

Area served; Statewide'

Source of Funds; CFDA #93.323, FAIN #NU50CK000522

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully submitted,

/  <>^7 OoeuUgnM by:

Ann H. N. Landry
>—3«OAiU7coocixae..

Lori A. Shibinette

Commissioner.
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AMENDMENT #3 to

COOPERATIVE PROJECT AGREEMENT-
. between the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the Governor of the State of New Hampshire on
■ December 30,2020, March 3, 2021, and June 4,2021, for the Project titled "COVID-19 Sample Testing
Campus Project Director, ̂Marc Eichenberger, is and all subsequent properly approved amendments are
hereby modified by mutual consent of both .parties for the reason(s) described below:

Purpose of Amendment fChoose all applicable items);

n Extend the Project Agreement and Project Period end date.

QProvide additional funding from the State for expansion ofthe Scope of Work under the Cooperative
Project Agreement.

^Othcr: Revised scope of work.

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments arc amended as follows (Complete only the applicable items):

Article A. is revised to replace the State Department name of.
to

and/or USNH campus from

with the revised Project End Date
and Exhibit A, article B is revised to replace the "Project Period of with

Article B. is revised to replace the Project End Date of
of

Article C. is amended to expand Exhibit A by including the proposal titled, " dated .

- Article D. is amended to change the State Project Administrator to Christine Bean.
I

Article E. is amended to change the State Project Director to and/or the Campus Project
Director to . ' . , . . ̂

Article F. is amended to add funds in the amount of and will read:

Total State funds in the amount of S2il82,500 have been allotted and arc available for
payment of allowable costs incurred under .this Project Agreement. State will not reimburse
Campus for costs exceeding the amount specified in this paragraph.

Article F. is amended to change the cost share requirement and will read:

Campus will cost-share % of total costs during the amended term of this Project
Agreement.

SS-202"1-DPHS-14-COVID-01-A03
Campus Authorized Official.

Date

6/23/2021
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■  • Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under thiS' Project Agreement as amended are from
Grant/Contract/Cooperative Agreement No. from under CFDAU 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreement, and In accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire ̂ d the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a part of this Project Agreement.

Article G. is exercised to amend Articlc(s) of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002,
as follows;

Article is amended in its entirety to read as follows:
Article is amended in its entirety to read as follows:

Article H. is arnended such that:

^ State has chosen not to take possession of equipment purchased under this Project Agreement,
n State has chosen to take possession of equipmehl.purchased under this Project Agreement and will

issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses, incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State.

n Exhibit A is amended as attached.

•Q Exhibit B is amended as anached.

All other terms and conditions of the Cooperative Project A^eemenl remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become effective.on the date of
Govemor approval of this Amendment to the Cooperative Project Agreement.

SS-2021-DPHS-14-COV1D-01-A03
Campus Authorized Official

6/23/2021
Dale
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IM WITNESS WHER£OF, the following parties agree to this Amendment U l to the Cooperative
Project Agreement.

By An Authorized OfTtcial of:
University of New Hampshire
Name: Karen M. Jensen

Title: Director. Pre-A^^tfd..

Signature and Date:

By An Authorized OfTicial of: the New
Hampshire Office of the Attorney General
Name: Catherine Pinos ■

Title: Attorney

Signature and Date: 6/24/2021

By An Authorized Official of:
NH DHHS, Division of Public Health Services
Name: Patricia Tllley
Title: Director igjgjSJasslBL

6/23/2021 Signature and Date: TWcy 6/24/2021

?D5ow7mrncnc:

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:

Title:

Signature and Date:

SS-2021-DPHS-14-COVIC)-01-A03
Campus Authorized Official.

Dale

6/23/2021
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EXHIBIT A

A. Project Title: COVID-19 Sample Testing

B. Project Period: December 14,2020 through December 31, 2021.

C. Objectives: See Exhibit A-2 Scope of Services

D. Scope of Work: See Exhibit A-2 Scope of Services, Standard Exhibit I Business Associate
A^eement, and Exhibit K DHHS Informational Security Requirements. Please note
Exhibits C through H and Exhibit J areTeserved. ModiHcations to Exhibit A-2 Scope of
Services are as follows:

1. Modify Exhibit A-2, Scope of Service^ Section I,Subsection l.4,toread:

1.4. Provide test collection supplies to the'entilies listed in Subsection 1.2, for surveillance and
outbreak testing, as specified by the Department, in quantities specified by the department,
by Contractor-provided courier service or overnight delivery service, supplies shall include:

1.4.1. Anterior nares swabs;
»  s

l.4;2. Transport tubes; and

1.4.3. Instructions for collection of specimens.

2. Modify Exhibit A-2, Scope of Services, Section I,Subsection 1.6, Paragraph 1.6.1., to read:

1.6.1. Perform up to 6,000 tests per week five (5) days per week, Monday through Friday. The
number'of tests per day may vary as agreed upon by both parties. .

3. Add Exhibit A-2, Scope of Services, Section I., Subsection 1.11, to read:

' 1. 1 1. The Contractor shall complete SARS-CoV-5 biomarker analysis in wastewater samples at
select sewer pipe or manhole at New.Hampshire Hospital. The Contractor shall:
I. II. I. Prepare and supply sample bottles and labels. '
1. 11.2. Provide courier services from New Hampshire Hospital to the Contractor.
1.11.3. Train New Hampshire Hospital staff in sample collection and storage.
1.11.4. Complete pre-processing and extraction of viral RNA.
I.I 1.5. Complete ddPCR quantification of the SARS-CoV-2 NI and N2 biomarkers.

4. Add Exhibit A-2, Scope of Services, Section 4 Reporting Requirements, Section 4.2 to read:

4.2. The Contractor shall submit daily data from the analysis completed in Section 1. 11.

5. Modify Exhibit B-l, Payment Terms, Section 3, to.read:

3. Payment for services billed to the State of New Hampshire in accordance with Exhibit A-2,
Scope of Services, shall be on a cost reimbursement basis for actual deliverables in the
fulfillment of this Agreement, as specifiec below:

Service Cost

COVID-19 Testing $31.25 per test

SARS-CoV-2 Biomarker
$200

Analysis

Delivery $80 per run

SS-2021-DPHS-14-COVID-01-A03 Gi
Campus Authorized Official.

Date

6/23/2021
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Training for Sample Collection. $200 per event

E. Deliverables Schedule: See Exhibit A-2 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-l.

SS-202'l-0PHS-14-COVICW31-A03
Campus Authorized Official.

Date

6/23/2021
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DlVISIOf^ OF PUBLIC HEAL TH SERVICES

29 HAZEN DRtve, CONCORD, NH 03201
003-27M501 !-&00-8SZ-334SEx(.4SOI

Fax: 603-271-4827 TDO Accnx: I-000-735-2964

mvw.dhhs.nb.oov

June 7. 2021

\

His Excellency. Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

INFORMATIONAL ITEM

Pursuant to RSA 4:45, RSA 21-P:43, and Section 4 of Executive Order 2020-04 as

extended by Executive Orders 2020-05. 2020-08. 2020-09, 2020-10. 2020-14.2020-15. 2020-16,.
2020-17, 2020-18, 2020-20, 2020-21, 2020-23, 2020-24. 2020-25, 2021-01. 2021-02. 2021-04,
2021-05, 2021-06, and 2021-08. Governor Sununu authorized the Department of Health and
Human Services, Division of Public Health Services, to enter into a Sole Source amendment to
a cooperative project agreement with the University of New Harnpshire (VC# 177867). Durham.
NH, for laboratory services to assist with testing COVID-19 samples from long-term care and
other facilities, by extending the completion dale from June 30, 2021, to December 31. 2021. with
no change to the price limitation of $2,182,500. 100% Federal Funds.

The original contract was approved by the Governor on December 30, 2020, and
presented to the Executive Council as an Informational Item on January 22. 2021 (Informational
Item UH), and most recently approved by the Governor on March 3. 2021. and presented to the
Executive Council as an Informational Item on April 7; 2021 (Informational Item #J).

Funds are anticipated to be available in State Fiscal Year 2022, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, K needed and justified.

0&-95-9(>-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF. HHS: PUBUC HEALTH SERV DIV, ADMINISTRATION. LONG TERM CARE
FACILITIES - GOFERR FUNDS

State

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 103-502507
Contracts for

Op Svc
90029000 $562,500 $0 $562,500

Subtotal $562,500 $0 $562,500

The Oeparlmetil of Heollh aitci Hinuo» Strvicti' Mission is to join communities and families
in providing opporli/nitiet forciliteus to oehieve health and independence.
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0&.9&-90-903010-19010000 HEALTH AND SOCIAL SERVICES. HEALTH AND HUMAN SVCS
DEPT OF. HHS: PUBLIC HEALTH SERV DtV, BUREAU OF LABORATORY SERVICES. ELC
CARES COVID-19

State
Fiscal

Year

Class /

Account
Class Title

Job

Number
Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2021 102-500731 Contracts for

Prog S'vc
90183538 $1,620,00 $0 $1,620,00

Subtotal $1,620,000 $0 $1,620,000

Total $2,182,500 $0 $2,182,500

EXPLANATION

Tl-iis item is Sole Source because the agreement was originally approved as sole source
and MOP 150 requires any subsequent amendments to be lat>eled as sole source. The
Department, In the interest of the public's health and safety, determined the University of New
Hampshire had the capacity to quickly respond to the COVlD-19 pandemic and assist the New
Hampshire Public Health Latioratory with processing a high volume of COVID-19 tests.

■ The purpose of this amendment to the cooperative project agreement is for the University
of New Hampshire to continue to provide lal>oratory services to assist with testing COVID-19
samples from long-term care and other facilities. The University of New Hampshire is providing
laboratory testing on COVID-19 samples that are received from long-term care and other facilities
and completing pre-testing, testing, and post-testing functions. The University of New Hampshire
is providing test collection supplies to the facilities, which include the swabs, tubes, and mail
packaging materials. Once the samples are collected, the University of New Hampshire tests the
samples in its laboratory and sends all COVID-19 test results to the Department; positive results
must be faxed to the Department the same day. Results are communicated to the facility within
seventy-two hours from sample testing.

The number of individuals served through this agreement, wilt depend on the trajectory of
COVID-19. Through this agreement, the University of New Hampshire may perform up to 6,000
COVID-19 test per week.

As referenced in Exhibit A, Project i='eriod of the original cooperative project agreement,
the parties have the option to extend the agreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and appropriate
Stale approval. The Department Is exercising its option to renew services for six (6) months of
the six (6) months available. ' ' ' ''

Area served: Statewide

Source of Funds: CFDA #93.323, FAIN #NU50CK000522
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In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully submitted.

Lori A. Shiblnette

Commissioner
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AMENDMENT S to

COOPERATIVE PROJECT AGREEMENT
between the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the \

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor on Decernber
30, 2020 and March 3,-2021, for the Project titled "COVlD-19 Sample.Testing Campus Project
Director, Marc Sedam, is and at! subsequent properly approved amendments arc hereby modified by
mutual consent of both parties for the reason(s) described below:

Purpose of Amendment (Choose all applicable itemsJ;

0 Extend the Project Agreement and Project Period end date.

D Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

|~1 Other:

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

•  Article A. is revised to replace the State Department name of and/or USNH campus from
to .

• Article B. is revised to replace the Project End Date of June 30,2021 with the revised Project End
Date of December 31,2021 , and Exhibit A, article B is revised to replace the Project Period of

■ December 14, 2020- June 30, 2021 with December 14, 2020-December 31, 2021

• Article C. is tended to expand Exhibit A by including the proposal titled, " ," dated .

•  Article D. is amended to change the Stale Project Administrator to Christine Bean.

• Article E. is amended to change the State Project Director to and/or the Campus Project
Director to .

• Article F. is amended to add funds in the amount of and will read:
• (

Total State funds in the amount of $2,182,500 have been allotted and are available for
■  payment of allowable costs incurred under this Project Agreement. State will not reimburse
Campus for costs exceeding the amount specified in this paragraph.

•  Article F. is amended to change the cost share requirement and will read:

Campus will cost-share _% of total costs during the amended term of this Project
Agreement.

Campus Authorized Official

—0>'

*^4

5/24/2021
Date
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•  Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
. Crant/Contract/Cooperative Agreement No. from under CFDA# 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit 8, the content of which is incorporated herein as a part of this Project Agreement.

Article G. is exercised to amend Artlcle(s) of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002,
as follows:

Article is amended in its entirety to read as follows:
Article is amended in jis entirety to read as follows:

Article H. is amended such that:

State has chosen not to take possession of equipment purchased under this Project Agreement,
n State has chosen to take possession of equipment,purchased under this Project Agreement and will

issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State.

n Exhibit A is amended as attached.

n Exhibit B is amended as attached. ' -

All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the lylaster
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become elTective on the date of
Governor approval of this Arhendrnenl to the Cooperative Project Agreement.

Campus Authorized Official.
5/24/2021

Dale
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IN WITNESS WHER£OF, the following parties agree to this Amendment # I to the Cooperative
Project Agreement. . ' ^

By An Authorized Official of:
University of New Hampshire
Name: Karen M! Jensen

Signature and Date;

By An Authorized Official of: the New
Hampshire Orficc of the Attorney General
Name: Catherine Plnos . •

Title: Anomey
5/25/2{f21

Signature and Date:

By An Authorized Official of:
NH DHHS, Division of Public Health Services
Name: Patricia Tilley

Title: Director
S724/2021" >1 UULBSiC

Signature and Date. I
V  iiftpaai>4eFS3«=sero4Cs_

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:
Title:

Signature and Date:

•  1

Campus Authorized Official

*»—08

iq|V ■

Date

S/24/2021
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EXHIBIT A - Amendment # 1

A. Project Title: COVID-19 Sample Testing '

B. Project Period: December 14, 2020 through December 31,2021.

C. Objectives: See Exhibit A-1 Scope of Services

D. Scope of Work: See Exhibit A-1 Scope of Services, Standard Exhibit 1 Business Associate.
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note . •
Exhibiu C through H and Exhibit J are reserved. Modifications to Exhibit A-1 Scope of
Services are as follows:

I. Modify Exhibit A-1, Scope of Services, Section 1.6.1, to read:

1.6.1. Perform up to 6,000 tests per week, five (5) days per week (Monday through Friday). The
number of tests per day may vary as agreed upon by both parties.

E. Deliverables Schedule: See Exhibit A-1 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-l.;

Campus Authorized Officiar
S/24/2021

Date
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CXWCORD, NH OUOl

<03-rMS01 |.80b«Sll334S Cxi 4S01
Fu: 60J-27l<4a7 TDD Access: t-«)0>73M964

www4hlt&inb.tev

March 4, 2021

His Exceltency. Goverrwr Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

INFORMATtOWAL ITEM

Pursuant to RSA 4:45. RSA 21-P:43. and Section 4 oT Executive Order 2020-04 as
extended by Executive Orders 2020-05.2020<ld, 2020-09.202O-10.2020-14.2020-15. 2020-16.
2020-17, 2020-16. 2020-20. 2020-21. 2020-23. 2020-24, 2020-25. 2021-01. and 2021-02.
Governor Sununu has authorized the Department of Health and Human Serves. Division of
Public Health Services, to enter into a Retroactive, Sole Source amendmerrt to a cooperative
project agreemerit wHh UnlverBity of New Hampshire (VC# 177867), Durham. NH. for taboratory
eervices to assist in the testing of the COVID-19 samples ifrom long-term care and other fadlltres,
by increasing the price limitation by $562,500 from $1,620,000 to $2,182,500 and by extending
the completion date from December 30,2020, to June 30.2021. effect)^ retroactive to December
31,2020. 100% Federal Funds.

The ohginal contract vras approved by the Governor on Deoerhber 30. 2020. and
presented to the Executive Council as an Informational Item on January 22. 2021 (Informational
Jtem.#H) ^ .

Funds are available in the following accounts for State Fiscal Year 2021, with the authority
to adjust budget line items within the. price limitation through the Budget Office, if needed and
justified.

0&-9S-30-900010-1d510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN 8VCS
DEPT OF, HHS: PUBUC HEALTH SERV OIV, ADMINISTRATION, LONG TERM CARE
FACILniES-GOPERR FUNDS

State

Fiscal

Year

Class /

Accourrt
Class Title ,

Job

Number

Current

Budget

increased

(Decreased)
Amount

Ravish
. Budget

2021 103-502507 :
Contracts for

OpSvc
90029000 $562,500 $0 $562,500

Subtotat $562,500 $0 $562,500

05.95-90-903010-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19

TSt DtporUntnl ctHealth end Human S€rvin»'Minian i$ idjou^ cammiutitui end familitt
in finviduigeppariunilitifer tiliunttaaehitim tuolth and indtptndtnct.
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State
Fiscal

Year

Class/

Account
Class Tttle

Job

Number

Current
Budget

Increased
(Decreased)
Amount

Revised

Budget

2021 102-500731 Contracts for

Prog Svc
90183538 $0 $1,620,000 Sl',620,000

Subrota/ so $1,620,000 Sf,«2Q,000

Total S662,600 $1,620,000 $2,182,600

EXPLAWATIOW

This item is Retroactive because the funding for this agreement was not received from
the Centers for Disease Control for COVIt^lS testir^g untiU^uary 14. 2020. Consequently, the
funds could not be accepted Into the operating budget until after the comptetion date ex^red.
This Hem is Sole Source because the agreement was originally approved as sole source and
MOP 150 requires any subsequent amendments to be tabeled as sole source. The Department,
in the Interest of the public's health and safety, determined the University of New Hamp^ire had
the capacity to quickly respond to the COVlO-19 pandemic and assist the New Hampshire Put}ltc
Health l^oratory with processing a high volume of COVID-19 tests.

The purpose of this amendment to the cooperative proj^ agreement is for the University
of New Hampshire to contirtue to provide laboratory services to assist with testing COVID-19
samples from long-term care and other facilities. The University of New Harhpshire is providing
laboratory testing on COVID-IS samples that are received from long-term care and other facilities
and completing pre-testlr^. testing, and post-testing functions. The University of New Hampshire
Is providing test collection supplies to the facilities, which include the swabs, tubes, and mail
packaging materials. Or^ the samples are collected, the University of New Hampshire tests the

.sampl68.lrvit8latx>rBtory.andeend8altCOVID>19-testresuttstbthe.Dopdrtmenti-positiveresu(ts
must be faxed to the Department the same day. Results are communicated to the facility within
seventy-two hours from sample testing. ^

The number of mdividuals served through this agreement, will depend on the trajectory of
COVID-19. Through this agreement, the University of New Hampshire may perform up to 6,000
COVID-19 tests per week.

As referenced in Exhibit A, Project Period of the ohgmal cooperative project agreement,
the parties have the option to extend the agreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreemer^ of the parties, and appropriate
State approval. The De^rtment is exercising its option to renew services for six (6) months of
the one (1) year available.

Area served: Statewide

Source of Funds: CFDA #93.323, FAIN #NU50CK000522

In the event that the Federal Funds become no longer available. General Funds will nol
be requested to support this program.
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Respectfully eubmitted.

Lori A. Shitinette

Commidsioner
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AMENDMENT#no

COOPERAXrVE PROJECT AGREEMENT

bcWecn ihc

STATE OF NEW HAMPSHIRE, Department of Health and Human Services
aixl the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor on December
30,2020, for the Project tilled "COVlD-19 Sample Testing Campus Project Director, Marc Sedam, is
and all subsequent properly approved amendments are hereby modified by mutual consent of both parties
for the rea5on(s) described below:

Purpose of Amendment tChoose all applicable it<ms>:

Q Extend the Project Agreement and Project Period end date, at no additional cost to the State.

^ Provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

□ Other

Therefore,.the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

•  Article A. is revised to replace the State Department name of _with and/or USNH campus
from to .

• Article B. is revised to replace the Project End Date of December 30,2020 with the revised Project
End Date of June 30,2021 , and Exhibit A, article 8 is revised to replace the Project Period of
December 14,2020 - December 30,2020 with December 14, 2020 - June 30,2021

•  Article C. is amended to expand Exhibit A.by including the proposal titled, " dated .

•  Article D. is amended to change the State Project Administrator to Lisa Morris.

•  Article E. is amended to change the State Project Director to and/or the Campus Project
Director to . ,

•  Article P. is amended to add funds in the amount of $1,620,000 and will read:

Total State funds in the amount of $2,182,500 have been allotted and are available for
payment of allowable costs incurred under this Project Agreement. Slate will not reimburse
Campus for costs exceeding the amount specified in this paragraph.

• Article F. is amended to change the cost share requirement and will read:

Campus will cost-share % of total costs during the amended term of this Project
Agreement.

■ Campus Authonzed Official.
2/4/2021

Ooto
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• Article F. is amended to change (he source of Federal funds paid to Campus and will read:

Federal funds paid (o Campus under this Project Agreement as amended are from
Crant/Contract/Cooperative Agreement No. from under CFDA</ 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a pan of this Project Agreement.

.Article C. is exercised to amend Anicle(s) of the Master Agreement for Cooperative Projects between
the State ofNcw Hampshire and the University System of New Hampshire dated November 13,2002,
as follows:

Article is amended in its entirety to read as follows:
Article is amended in its entirety to read as follows:

Article H. is amended such that:

M Stale has chosen not to take possession of equipment purchased under this Project Agreement,
n State has chosen to lake possession of equipment purchased under this Project Agreement and will

issue instructions for the disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying out State's requested disposition will be
fully reimbursed by State. ' ,

^ Exhibit A is amended as attached.

n Exhibit B is amended as attached.

All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, ell previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire a^eement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing airangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become elTective on the date of
Governor approval of this Amendment to the Cooperative Project Agreement.

•ot

Campus Authorized Official,
2

2/4/2021
Oaie_
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IN WITNESS WHEREOF, the following parties agree to this Amendment U \ to the Cooperative
Project Agreement.

By An Authorized Official of:
University of New Hampshire
Name: Karen M. Jensen

Title: Manager. SpopsogdiiflaaiTis Adminisotiion

Signature and Date:
..^w^^/4/2021

By An Authorized Official of: the New
Hampshire Office of the Attorney General
Name: Catherine Plnos
Title: Anomey

Signature and Date:
2/12/2021

,By An Authorized Official of:
NH DHHS, Division of Public Health Services
Name: Lisa Morris
Title: Director

Signature and Date:
-uvAwutuoo:

By An-AuthoHzed OfTicial of: the New
Hampshire Governor & Executive Cour^cil
Nome:
Title:

Signature and Date:

Campus Auihofizod Official
2

Dale
2/4/2021
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EXHIBIT A - Amendment # 1

A. ProjectTitle: COVID-19 Sample Testing

B. Project Period: December 14, 2020 through June 30, 2021. The Department reserves the right
to extend contracted services for up to additional six (6) months contingent upon available
funding, agreement between the parties and appropriate State approval.

C. Objectives: See Exhibit A-1 Scope of Services

D. Scope of Work: See Exhibit A-1 Scope of Services, Standard Exhibit I Business Associate
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note
Exhibits C through H and Exhibit J are reserved. Modifications to Exhibit A* I Scope of
Services are as follows:

1. Modify Exhibit A-1, Scope of Services, Section 1.4 through 1.4.1.3, to read:

1.4 Provide test collection supplies to the entities listed in Section 1.2, for
surveillance and outbreak testing, as s^cified by the Department, in
quantities specified by the Department, by Contractor provided courier
service or ovemight delivery service, supplies shall include:

1.4.1 Anteriornares swabs;

1.4.2 Transport tubes; and

1.4.3. Instructions for collection of specimens. .

2. Modify Exhibit A-), Scope of Services, Section 1.6.1, to read:

) .6.1. Perform up to 6,000 tests per week six, (6) days per week (Monday through Saturday),.
The number of tests per day may vary as agreed upon by both parties.

C. Deliverables Schedule: See Exhibit A-1 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-i. Modifications to Exhibit B-1
Payment Terms arc as follows;

1. Modify Exhibit B, Methods and Conditions Precedent to Payment, Section 3, to read:

3. Payment for services billed to the Stale of New Hampshire in accordance with Paragraph 2 of
Exhibit B, Scope of Services, shall be on a Fixed Price Level of Effort in the fulfillment of this
Agreement for actual expenditures incurred in the fulfillment of this Agreement, as specified
below:

Rale Per Test $45

Campus Authorlzod OHiciai.

2/4/2021
Data
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEAL TH SERVICES

3»HAID«DftlVC.C0NCCRD.NH 03301

e03*)7l-4S0l 1-6004320349 Cj(..4901
r«j; (03-2714127 TOD Acecu: l-<00-735-2964

Mrww4kb«j)ll.t«v

December 31.2020

Hl8 Exceflency. Goveroof Chrislopher T. Sununu
and the Hbnorable Council

State Hou&e

CoTTOord. New H^pshire 03301
IHFORMATtONAt ITEM ^

Pursuenl to RSA 4:4^ RSA 21-P:43. and Section 4 of Executive Order 2020-04 aa ̂
extended by Executive Orders 2020-05.2020-06,2020-09.2020-10.2020-14.2020-15.2020-16.
2020-17. 2020-18. 2020-20. 2020-21. 2020-23. and 2020-24. Governor Sununu has authorized
the Department of Health and Human Services. Division of Piit>)ic Health Services, to enter Into
a Retroactive, Sole Source cooperative pr^ect agreement with University of New Harnpshire
(VC# 177867), Durham. NH, In the amount of $562,500, for laboratory services to KSisi in the
testing of the COVID-19 samples from long-term care facilities, with (he option to renew for up to
one'(1) additional year, effactlve retroactive to December 14, 2020. through December 30.2020.
100% Other Funds (Oovemor's Office for Emergency Relief and Recovery).

Funds ere available In the following account for State Fiscal Year 2021, with the authority
to adjust budget line Items within the price limitation through the Budget Office, if needed and
justified.

OS-d5-9&-950010-10290000 HEALTH AND SOCIAL SERVICES. HEALTH AND HUflAAN SVCS
DEPT OF, HHS: COMMISSIONER'S OFFICE. OFFICE OF THE COMMISSIONER. OHHS
COViD RELIEF - OOFERR FgNOS

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2021 103-502507 Contracts for Op Svc 95010799 $562,500

Total $562,500

EXPLANATIOH

This cooperative project agreement Is'Retroactive because the Departmerit needed the
Uniyersily of New Hampshire to irnmediately begin using its laboratory to conduct COVIO-16
tests, due to the State's increas^ test'mg needs. This cobperal'tve pro]ect agreement is Solo
Source because the OepertmenC in the interest of the public's health and safety, determined the
University of New Hampshire had the capacity to quicXIy respond to the COyiO-19 pandemic.
The Department reached out to the Univefslly of New Hampshire to assist the New Hampshire
Public Health Lebcralory in processirvg the high rujmtrer of COVID-19 tests.

The purpose of this cooperative project egreement Is for University of New Hempshire to
provide laboratory services to assist in the testing of the COViD-19 samples from long-term care
facilities. The Department anticipates an Increase in the number of individuals being tasted for

Tht Diportmott»/HntlH oiid HuMan Suviti$'hfiuipn <> tamiMimiiiu oiid/omiliu
ill fiiwidini «pparluitilit$ fv oeAwur htcUh oiid indiptndtnf*.
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COVIC>-i9. In order lo Keep up vsdlh the demand of COVlD-19 oulbreaK testing In long-teifm care
teclllUes. t)ie Department needs edditlonel laboratory support

The Univefslty of New Hampshire Is provldino laboratory testing on COVID-IS samples
that are received from long-term care facilities end completing pre*testing. testing, and post-
testing functions. The University of New Hempshire is providing test collection supplies to the
(acfiities. which mcfude the Mbs. tubes, and rr^ail pacKagbig materials. Once the semples are
collected, the Univeralty of New Hemps^e tests the samples in Its laboratory and sends ell
C0VIO19 test results to the Oepartment; positive results must be faxed to the Department the
seme day. Results will be communicoied to the tong-term care fadliiy within seventy-two hours
from sample testing.

The number of Individuals served thro.i^h this agreement. wiD depend on the trajecto^ of
C0V1O-19. Through this egreement. Unive^ity of New Hampshire, may perform up to 6.000
COVID^ID test per week.

As referenced in Exhibit A. Project Period, of the eitsched cooperative project egreement.
the parties have the option to extend the agreement for'up one (1) addllional year, contingent
upon satisfactory delivery of services, available fundlng. agreement of the parties end appropriate
State approval.-

Area served: Statewide

Source of Furids: 100% Other Funds (Governor's Office for Emergency ReHef and
Recovery).

In the event (hot the Other Funds become no longer available. Generel Funds will not be
requested to support (his program.

Respectfully submitled.

4)'i*sLori A. Shibinetle
Commissioner
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COOPERATIVE PROJECT AGREEMENT
between Ibe

STATE OF, NEW HAMPSHIRE. Department of Health and Human Services
find the

Universit>ofNewHampshireoflhcUNIVERSlTY SYSTEM OF NEW HAMPSHIRE "

A. This Cooperative Project Agrcetncni (hereinafter "Project Agreement") is entered into by the State
of New Hampshire, Department of Health and Human Services, (hereinafter "State"), and the
University System of New Hampshire, acting through University of Nov Hampshire,
(hereinafter "Campus"), for the purpose of undertaking a project of mutual interest. This
Cooperative Project shall be carried out under the icnns and conditions of the Master Agreement
for Cooperotivc Projecis between the State of New Hampshire and the University System of New
Hempshire dated November 13,2002, except as ntay be modified herein.

B. This Project Agreement and all obligations of the parties hereunder shall become effective ori the date
the Governor and Executive Council of the State of New Hampshire approve this Project Agreement
("Effective dote") and shall end on December 30, 2020. If the provision of services by Campus
precedes ihc Effective date; all services performed by Campus shall be performed at the sole risk of
Campus and in the event that this Project Agreentcr^i does not become cffeciivc. State shail be under
no obligation to pay Campus for costs incurred or serx'ices performed; however, it this Project.
Agreement becomes effective, alt costs incurred prior to the Effective dote iftai wouW otherwise be
allowable shall be paid under the terms ofihis Project Agreement.

• C. The work to be performed under the terms of this Project Agreement is described in the proposal
identified below and attached to this documcnl as Exhibit A, the content of which is incorporated
herein OS a pan of this Project Agreement.

Project Title: C0V!D-I9 Sample Testing

D. The Following Individuals are designated as Project Administrators. These Project Administrators
shall be responsible for the business aspects of this Prt^ecl 'Agrcenwnt and alt invoices, payments,
project amendments and related correspondence shall be directed to the individuals so designated.
Rrai# Prftieet AdminntrHtor Camniu Proiff I AdminlstralOf

■  Nnme- ^ Nnme: Chcrvl M'oort
Address: Address: University of New Hampshire

Sponsored Programs Administration
• 51 College Rd.'Rm 1 Id
Ditrham.NH 03824

TBO ■ ' Phone: 603-862-4848

E. Tltc Following Individuals arc designated as Project Directors. These Project Directors shall be
responsible for the technical leadership and conduct of the project. All progress reports, completion
reports and related correspondence shall be direacd to the individuals so designated.
■Wi-Prnifft PlrMlor Cainnus Proleet Director

Karc Sedfiffl
Name: Lisa Moms. Director 'Name:
Address: 29 Haien Drive ' Address:
Concord,NH 03301 UwHinf»ovat<on. 21 Madbury Road

•  f* r>nrh»»w wv

Phone: (d03) 271^612 Phone:
60)-662'4l'30

Pftgt 1 or4 5Comnui Aulhorlied Offlclnl
Dn,e-n7n/2020
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.  F. Tola) Slate ftinds in the amount of $562,500 have been alloited and are available for payment of
allowoble costs incurred under this Project Agreement. Slate will not reimburse Campus for costs
c.tcecding the arnouni specified in this paragraph.
Check ifaoolicable

□ Campus will cost-share % of total costs during the term of this Project Agreement.

^ Feder^ funds paid to Campus under this Project Agreement arc from Grant/Contrect/Cobperative
Agreement No. &om CARES-Act Coronavirus Relief Fund under CFDA# 21.019.
Federal regulations required to be passed through to Campus as part of (his Project Agreement,
and in accordance with the Master Agreement for Cooperative Projects between the .State of New
Hampshire and the University System of New Hampshire dated November 13, 2002, ore attached
to this document as E.\hibit B, the conieni of which is incorporeted herein os o part of this Project
Agreement;

0. Check if aoplicable
0 Article(s) 15 of the Master Agreement for Cooperative Projects between the State of New

Hampshire and the University System of New Hampshire dated November 13, 2002 is/arc hereby
amended to read:
Under State law. specifrcaliy RSA'2I-P:4I and RSA 2I-P:53. enihiei and emergency management
workers engaged To emergency monngement xiivities are immune frorh suit. See N.H. Arty. Gen.
Op. No. 2020^04. The Oepanment of Health and Human Services hereby acknowledges that UNH- is
authorized to perform the emergency ntanagcment activities described'herein. In addition, the
Deparlmeni agrees to defend, indemnify, and hold UNH harmless pursuant lo'RSA 99-D:8 for any-
and all claims arising from or relating to UNH's provisions of the. emergency management activities'
described herein. Neither the terms of this M.islcr Agreement nor those of any Project Agreemcni

.  shall be deemed a waiver of sovereign immunity by either pany.

H. H State has chosen not to take possession of equipment purchased under this Project Agreement.
Q Stale has chosen to take possession of equipment purchased iindcr this Project Agreemeni arid will
issue insiructions for ihc disposition of such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying, out State's requested disposition will be
fully reimbursed by State.

This Project Agreement and the Master Agreemeni constitute the entire agreement between State and
Campus regarding this Cooperative Project, and supersede and replace any previously existing
arrangements, oral or written; all.changes herein must be made by Nvritlen amendment and executed for
the parties by their Quthori'ced officials.

IN WITNESS WHEREOF, the University System of New Hampshire, acting through the University of
Nnv Hampshire and the State of New Hampshire, Department of Health and Human Services have
executed this Project Agreement. '
By Ao Authorized OfTicitl of:. By An Authorized Omciui of: Deparlihcni of
Unlvcnlty of New Hampshire Health and Human Services

Name: Karen M. Jcmcn ; Nnme: Lisa Mprris
Tilic- DiffrClor Pfg-Awnrd Soonsnred

Pfoemms Admininnuion Title: birector
Signature and Dale: Signature and Dale:

12/21/2020 I PJ-
••ocoa£«ma<*(-

Page 2 of 4
Campus Authorize OffKial

13//1/2020
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By An Authorized OrTicial of; the New
Hampshire OfTicc of the Auomey General

Catherine Pinoa

Name: Otrector. pre«Award
Tille: Attorney

Stgyju^re^ypd Date:
12/24/2020

■ By An Authorized OfTicUl of: the New
Hampshire Governor & Executive Council

Name:

Tilk:
Si]{psture and Date:

EXHIBIT A

A. ProjeciTitle: C0VI0-l9SampleTesting

B. Project Period: December 14,2020 through Oecember 30,2020. The Departmerit reserves the right
to extend contracted servicesfor up to one (I) additional year contingent upon available funding,
agreement between the parties and appropriate State approval.

C. Objectives: See Exhibit A-1 Scope of Services

D. Scope of Work: Sec Exhibit A-l Scope of Services, Standard Exhibit I Business Associate
Agreement, and Exhibit K DHHS Informational Security Rcqgircntcnu. Please note Exhibits
C through H and Exhibit J ore reserved.

E. Deliverables Schedule; See Exhibit A-i Scope of Services

F. Budget and invoicing Instructions: See Exhibol 8'I

Pngc 3 of 4 (iCampus Auihoriicd OfTiciar'"^"
Pat, u/nm2o
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eXHIBITB

This Projea Agrecmeni is funded under a Crani/Coniraci/Cooperaiive Agreement to State from the
Federal sponsor specified in Project Agreement article F. All applicable requirements, regulations,
provisions, terms and conditions of this Federal Crant/Coniracl/Cooperaiive Agreement are hereby adopted
in full force and effect to the relationship be^vecn State and Campus, except that Nvherever such
requirements, regulations, provisions and terms and conditions differ for INSTITUTIONS OF HIGHER
EDUCATION, the appropriate requirements should be subsiiruted (e.g., .0MB Circulars A-21 and A»l 10,"
rather than 0MB Circulars A«87 and A-102). References to Contractor or Recipient in the Federal
languBge wilt be talcen lo mean Campus; leTerences to the Government or Federal Awarding Agency will
be taken to mean Covemment/Federa) Awarding Agency or Stale or both, as appropriate.

Special Federol provisions arc listed here; 0Nonc or

nPijt a of 4 y
CnmiHis Autt)orIi:ed Offlctar^^
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New HampeKire Department of Health and Human Services
COVID-19 Sample Testing

EXHIBIT A-2

Scone of Services

1. Statement Of Work

1.1. For the purposes of this agreement, all references todays shall mean calendar
days.

1.2. The Contrector shall complete COViD-IQ surveillance and outbreak laboratory
testing of specimens, for the following:

1.2.1. Assisted living facilities;

1.2.2. Long term care facilities; and

1.2.3. Other facilities or entities, as approved by the Department.

r  1.3. The Contractor shall complete C6VID-T9 testing for the entities listed in
Section 1.2, per CfWS OSO-20-38-NH, which includes the following:

1.3.1. . Surveillance testing for staff.

1.3.2. Outbreak testing for staff and residents.

1.4. The Contractor shall conduct COVID-19 pre-testing. testing.-and posl-testir>9
functions, as approved by the Department, the Contractor shall:

1.4.1. Provide test collection supplies to the entities listed in Section 1.2, for
surveillance and outbreak testing, as specified by the Department, in

■ quantities specified by the Department, by Department provided courier
service or overnight delivery service, which supplies shall include:

.1.4.1.1. Anterior naresswabs;

1.4.1.2. Transport tubes:

1.4.1.3. Provide a dedicated printer, as agreed upon; and

1.4.1.4. Instructions for collection of specimens.

1.4.2. Receive all specimens.

1.4.3. Perform the RT-PCR diagnostic Sars CoV-2 test. The Contractor shall:

1.4.3.1. Report all results (positive and negative) electroriically
through the Division of Public Health Service's "ELR"
system. Positive results shajl also be sent to the Division of
Public Health Services via fax at 603r271- 0545. or through
another suitable electronic information system, within the
same day the test results are available.

5
Unlvtnnyot 'NewHvnpAMrt ExhfeU A-l • Seep* Of 5«fvlCM Contrtaor InUtii

12/21/2020
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New Hampshire Department of Health and Human Services
COVID-19 Sample Testing

EXHIBIT A-2

1.4.3.2. Notify the ordering medical provider or facility via erhaiJ that
at! positive-results are available In the Contractors secure
portal within twenty-four (24) hours from testing.

1.4.3.3. An negative results are available in the Contractor's secure
portal.

1.4.3.4. If Contractor experiences delays communicating results, the
Contractor must notify the Department immediately after it
becomes aware of the delay:

1.5. The Department shall ensure that each entity listed in Section 1.2 has its own
Medical Director who is a licensed jrtedica! provider and will serve as the
ordering provider for each COVID-19 test, unless otherwise approved by the
Department. If any entity listed in Section 1.2 does not have its own Medical
Director, Dr. Jonathan Ballard of the NH Division of Public Health, or another •
licensed medical provider designated ^y the Department, shall serve as the
ordering provider for said entity. The Ccntfaclpr shall not be required to perform
any testing for an entity that does not have the required ordering provider.

1.6. The Contractor agrees to provide the pre-testing. testing and post-testing
functions set forth above for the following testing cycles and estimated test
volumes to; ' '

1.6.1. Perform up to 6,000 tests per week, five (5) days per week
'  (Monday through Friday) from the effective date until December 30.

2020;.provided. however, that the Department understands that the
Contractor will begjn by performing 2,000 tests per week and
increase capacity as soon as possible to reach 6,000 tests per week.

1.7. The Contractor shall provide a single point of contact and designated back up
contact for all communications and directives to and from the Department, and
shall notify the Department within twenty-four (24) hours if such point of contact
must be changed.

1.8. The Contractor shall immediately notify the Department's COVID CooiTJinating
Office of test system failures, corrected reports, delays in reporting test results
or any other out-of-the-ordinary issues related to teslirig performed pursuant to
this Agreement, such as incidents of cross-contaminalion.

1.9. Subject matter experts and quality assurance representatives from, the
Contractor shall participate in weekly calls with subject matter experts from the •
Division of Public Health Services to provide updates and discuss operational
and technical issues.

1.10. - The Department shall provide courier services to pick up.specimens at each
of the assisted living or other designated facilities or entities or provid^gxes
and packaging for the return mailing of specimens that is effective in pr^v^ing
inddenls of specimen vial breakage. I

Univ«»*ilyorN»wH»fnpihifB ExWbl -Scop4 0tS4«lo» Cort»Klofln«»b—
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New Hampshire Department of Heahh and Human Services
COVIO-19 Sample Testing

EXHIBIT A-2

2. Exhibits Incorporated

2.1. The Contractor shall use and disdose Protected Health Information in
compliance with the Standards for Privacy of Individually Identifiable Health
Information" (Privacy Rule) (45 CPR Paris 160 and 164) urtder the Health
Insurance Poftablllty, and Accountability Act (HIPAA) of 1996.

2.2. The Contractor shall comply with all Exhibits I and K, which are attached hereto
and incomorated.by reference herein.

3. Confidentiality

3.T The Contractor's Use and Responsibilities for Confidential Information are as
follows.

3.1.1. The Contractor agrees to use. disclose, maintain, or transmit
Confidential-Data from designated entities as required, specifically
authorized, or permitted under the Contract or this Agreement.
Further, the Contractor, Including but rtot limited to all Hs directors,
officers, employees, and agents, agrees not to use. disdose. maintain,
of transmit PHI in any manner that v/ouW constitute a violation of the
Privacy and Security Rules. The Contractor shall provide Confidential
Information as required by the Contract, RSA 141-C:7. RSA 141-C:9,
RSA 141-C:10 and in a form required by Administrative Rule .He-P
301.03 and the 'New Hampshire Local Implementation Guide for
Electronic Laboratory Reporting using HL7 .2.5.1,' Version 4.p
(5/23/2016), found at
httDs://www.dhhs.nh.QOv/dDhs/bDhsi/documents/elroulde.Pdf.

3.1.2. The Contractor shall trarismil the Confidential Information to the

Division of Public Health Services by means of a secure file transport
protocol (sFTP) provided by the Department and agreed to by the
parties and approved by t^ Oepar^ent's Information Security Officer.
3.1.2.1. Any Individual seeking credentials to access the sFTP site

shall sign and return to the Department a 'Data Use and
Confidentiality Agreement' (Attachment A) when requesting
sFTP account.

3.1.3. The Contractor shall transmit the Confidential Information to the

Division of Pubb'c Health Services as required by statute, and as stated
in the Contract "Statement of Work" sections 1.3.4.1 and 1.3.4.2,
namely: , . •

3.1.3.1. All test .results, including but not limited to positive and
negative results, shall be reported through the as
outlined in New Hampshire Local Implementation Gm^for

Un)wtnltyolN«wH»mp»Ni« - EihWiA-t-ScDptofStfvfeas Cant/iclM InKUla
12/21/2020
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New Hampshire Department of Health and Human Services
COVID-19 Sample Testing

EXHIBIT A.2

ELR Using HL 7-2.5.1. Velsion 4.0. 5/23/2016 found at
httDs://www.dhhs.nh.Qov/dDhs/bohsi/documents.

/elrouide.odf.

3.1.3.2. Test results shall be provided wfthln twenty-four (24) hours of
the test being completed through the methods set forth in this
Exhibit B-1.

3.2. As necessary, the Contractor agrees to comply with eny request.to correct or
complete the data once transmitted to the Division of Public Health Services.

3.3. The Contractor agrees (hat the data submitted' shall be the 'minimum
necessary' to carry out the stated use of the data, as defined in the HIPAA
Privacy Rule and in accordance with all applicable CGnfidentlality laws.

3.4. The Contractor and the Department agree to negotiate an amendment to
this Agreement as needed to eddress a Contract .amendment, or any
changes in policy issues, fiscal issues, information security, and other
specific safeguards required for maintaining confidentiality of the data.

4. Reporting Requirements

4.1. The Contractor shaD submit daily reports to ensure all testing completed is
traced, which include, but are not.limlted to:

• 4.1.1. Each facility residents and staff from whom a specimen was obtained,
including the following:

4.1.1.1. Fullname.

4.1.1.2: Name of the testing site.
4.1.1.3. Result of C0VI0*19 testing on these specimens. If available.
4.1.1.4. Infonnation on when specimens were collected, received, and

reported
4.1.2. Information on when results were communicated to the appropriate

individual through the Contractors portal (ordering medical
provider/facility).

4.2. All reports required under this Section 5 shall be available in the Contractors
portal or sent via secure email to the designated OH HS-representative

5. Performance.Measures

5.1. The Cbntractor shall actively and regularly collaborate with the Department to
enhance contract management, improve results, and adjust program delivery
and policy to ensure successful outcomes.

5.2. The Contractor may be required to provide other key data and metrics to the
Department, including client-level demographic, performance, and service
data.

FUnKenity of Now HamptMre -Scepo dScrvlcei Ceniitcky lAkUb

SS-M21-OPKS-»4.COvtO ,Pob«4o»4 0«N
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New Hampshire Department of Health and Human Servlcoe
C0VID*19 Sample Testing..

EXHIBIT A-2

6. Records

6.1. The Contractor shall keep and maintain for 5 years detailed records of (heir
activilies related to Department-funded programs and services and have
records available for Department review, as requested.

6.2. The Contractor shall keep records that include, but are not limited to:

6.2.1. Dooks. records, documents and other electronic or physical data
evidencing and reflecting all costs and other expenses incurred by the
Contractor in the performance of the Contract, and all income recehred
or collected by the Contractor.

6.2.2. All records must be maintained in accordance with accounting
procedures and practices, which siiifficiently and properly reflect all such
costs and expenses, and which are acceptable to the Department, and
to include, without tirnitation. all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers,
requisitions for materials, inventories, valuations of in-klrid contributions,
labor time cards, payrolls, and other records requested or required by

\  the Department.

■ 6/2.3. Statistical, erircilment, attendance or visil records for each recipient of
services, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each
such recipient), records regarding, the provision of services and ail
invoices submitted to the Department to obtain paynient for such
services.

6.3. During the term of this Contract and the period for retention hereunder, the
Department, the United Slates Department of Health and Human Services, and

■ any of their designated representatives shall have access to all reports end
records maintained pursuant to the Contract for purposes of audit, examination,
excerpts and transcripts. Upon the purchase by the Department of the
•maximum number of units provided for in the Contract and upon payment of
the price limitation hereunder. the Contract and ell the obligations of the patties
hereunder (except such obligations as. by the terms of the Contract are to be
perfortped after the end of the term of this Contract and/or survive the
termination of the Contract) shaD terminate, provided however, that if. upon
review of the Final Expenditure Report the Department shall disallow any
expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at Its discretion, to deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

UA>»mUyolK«wH«n»iNi« EihWA-i-Scope Conl/edof InWib'
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New Hampshire Department of Health and Human Services
COVID^19 Sample Testing

EXHIBIT B-1

Payment Tenna

1. , This Agreement is furxled by the CARES Act Coronavirus Relief Fund. CFOA
«21.019.

2.

3.

For (he purposes of this Agreement;

2.1. The Department has identified
accordance with 2 CFR 200.330.

the Contractor as a Contractor, in

Payment for services biDed to the State of New Hampshire In accordar^ce wHh
Paragraph 2 of Exhibit B, Scope of Services, shall t>e on a cost reimbursement
basis for actual expenditures incurred In the fulfillment of this Agreement, as
specified below, and subject to amendment pursuant to the mutual agreement of
the Parties:

Rate Per Test $31.25

A.

5.

6.

7.

8.

9.

10.

The Contractor shal! submit an invoice in a form satisfactory to (he Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses incurred In the prior month.
The Contractor shall ensure the invoice is completed, dated and returned to the
Department in order to initiate payment.

In lieu of hard copies, all invoices may be assigned ar> electronic signature and
emailed to B6th.kelly@DHHS.NH.GOV. or invoices may.be mailed to:

Financial Manager
Department of Health and Human Seiyices
129 Pleasant Street

Concord. NH 03301

The Department shal) make payment to the Contractor within thirty (30) days
of receipt of each invoice, subsequent to approval of the submitted invoice and
if sufficient funds are available.

The final invoice shal) be due to the Department no later than January 15.2021.

The. Contractor must provide the services in Exhibit 6,. Scope of Services, in
compliance with funding requirements.

The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit A-1. Scope of Services.

Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or In part, in the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the said services or products have n^been
satisfactorily completed in accordance with the terms and cor^itioni (^this

UnivmlyelNffwHjmptMr* Etfif&feB-t Conir»eiOf _______

SS.2021-DPHS.t4^VIO Page 1 of 2 unuiolo
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New Hampshire Department of Health and Human Services
COVID-19 Sample Testing

EXHIBIT B-1

agreemcni.

11. Notwithstanding the CPA Agreement, changes limited to adjusting amounts
within the price limitalion and adjusting encumbrances between Slate Fiscal
Years and budget class lines through the Budget Office may be made by written
agreement- of t>oth parlies, without obtaining approval of the Governor and
Executive Counci). if needed and justified.

12. Audits

12.1. The Contractor is requlred.to submit an annual audit to the Department
if .any of the following conditions exlst:_.

12.1.1. Condition A • The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Pari
200. during the most recently completed fiscal year.

12.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28. Ill-b. pertaining to charitable
organizations reviving support of $1,000,000 or more.

12.1.3. Condition C - The Contractor is a public company and required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit.

12.2. If Condition A exists, the Contractor shall submit an annual single audit
performed by an Independent Certified Put)lic Accountant (CPA) to the
Oepartnnent within 120 days after the close of the Contractor's fiscal
year, conducted in accordance with the requirernents of 2 CFR Part
200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements -for Federal awards.

12.3. If Condition B -or Condition C exists, the Contractor shall submit an
annual financial audit performed by an independent CPA within 120
days after the close of the Contractor's fiscal year.

12.4. In addition to. and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shajl be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception has been taken, or which have been
disallosved because of such art exception.

UM*«ni(ro(NewHwnpUiirs EiDMB-1 CWfWwtfllUlb
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New Hampshire Department of Health and Human
Servieoe Exhibit I

STANDARO.EXHIBIT I

The Contractor Identified as •Untverslly of New Hampshire' in Section A of the General Provisions of
the Agreement agrees to compty with the Heatih Insurance PortabBity ar>d Accountability Act, Public
Law 104-191 and wilh the Standards for Pnvacy and Security of tndividually IderrtiHable Health
Information, 45 CFR Parts 160 and 164 and those parts of the HITECH Act applicable to business
associates. As defined herein. 'Business Associate' shall mean the Contractor ar>d subcontractors
and agents of the Contractor thai recerve, use or have access to protected heatth information under ■
this Agreement and 'Covered Enlity' shaD mean the Department of Health end Human Services.

Project Title:
Project Period:

BUSINESS ASSOCIATE AGREEMENT.

(1| . peflnltlons-.

a. 'Breach' shall have the same meaning as the term 'Breach' .in section 164.402 of Tllie 45.
Code of Federal Regulations.

'. b. 'Breach Notification Rule' shall mean the provisioris of the Notification In the Case of Breach
of Unsecured Protected Health Information at 45 CFR Part 164, Subparl D, and amertdments
thereto.

c. .'Business Associate' has the meaning given such term in section 160.103 of Title 45, Code of
Federal Regulations. '

d.- 'Covered Enlitv' has the meaning-given such term in section 160.103 of Title 45, Code of
Federal Regulations.

e. 'Designated Record Set' shall have t.he same meaning as the term 'designated record set' In
45 CFR Section 164.501.

f. 'Data AQOfeoatidn* shall have the same meaning as the term 'data aggregatiorj* in 45 CFR
Section 164.501.

g. 'Health Care Operations' shall have trie same meaning as the term "heallh care operations*
in45CPR Sedion164.SOl.

h. -HITECH Act* means the Heallh Informelion Technology for'Economic and Clinipal Heallh Act,
Title XIII, Subtitle D, Part 1 4 2 of the American Recovery and Reinvestment Act of 2009;

I. 'HIPAA' means the Heallh Insurance Portabiiity and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160,162 and 164.

j. 'Individual' shall have ihe same meaning as the term 'individual' in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.502(9).

. Pagel of S
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k. 'Privacy Rule* shall mean the Standards for Privacy' of Individually Identifiable HeaRh
Information at 45 CFR Parts 160 and 164. promulgated under HIPAA b.y the United States
Department of Health and Human Senrices.

I. 'Prolocted Health Information* shall hove the same meaninQ e$ the term 'protected health
Inroonatlon' In 45 CFR Section 160.103. limited to the information created or received by

'  Buslrvess Associate from or on behalf of Covered Entity.

m." 'Required bv Law* shall have the same meaning as the term "required by lavr in .45 CFR
Section 164.t03.

n.. 'Secretary' shall mean the Secretary of the Department of Keollh and Human Services or
his/hdr designee.

0. 'Security Rule* shall mean the Security Standards for tfie Protection of Electronic Protected
Health Information at 45 Cf^R Part 164. Subparl C. and amendments thereto.

p. 'Unsecured Protected Health Informollon' shall have the same moariing given such term In
section 164.402 of Title 45. Code of Federal Regulations.

q. Other Definitions »AO lerms not otherwise defined herein shall have the mearwg established
under 45 C.F.R. Parts 160. 162 and 164.-3S amended from time to time, and the HITECH Act.

^2) Use and Dlflclosure ef Preteetad Health Information

a. Business Associate shall not use. disclose, maintain or transmK Protected Health Information
(PHI) except as reasonably necessary to provide the senrices outlined under Exhibit A of the
Agreement. Further, the Business Associate, and its directors, officers, employees and
agents, shall not use. disclose, maintain or transmit PHI in any manr>er that would constitute a
violation of (he Privacy and Security Rule.

b. Business Associate may use Of disclose PHI:
I. For the proper management and admirnstration of Ihe Business Associate;
II. As required by law. pursuant to the terms set forth In paragraph d. below, or
III. For data aggregation purposes for (he health care operations of Covered Entity:

c. To tho'extent Business Associate is permitted under the Agreement (Including this Exhibit) to
disclose PHI to a third party. Business Associate must obialn, prior to making any such
disclosure, (i) reasonable assurances from the third party that such PHI will be held
confidentlaify and used or further disclosed only as required by law or for the purpose for which
it was disclosed to the third party, and (ii) an egreement frorn such third party to notify Business
Associate, in accordance with 45 CFR 164.410, of any breaches of the confidenlialily of the
PHI, to (he extent it has obtained knowledge of such breach.

d. The Business Associate shall not. unless such disclosure is reasonably necessary to provide
services under Exhibit A of the Agreement, disclose any PHI in response to a request for
disclosure on the basis that it ts required by law, without first notifying Covered Entity so that •
Covered Entity has an opportunity to ob)8Cl to the disclosure and to seek appropriate relief. If
Covered Entity objects to such disclosure, the Business Associate shall refrain from disclosing
the PHI until Covered Entity has exhausted ail remedies. If Covered Entity does r>^.Abiect to

u
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such disclosure within five (5) business days of Business Associate's notiftcalion. then
Business Associate may choose to disclose this information or object as Business Associate
deems appropriate.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to be
bound by additional restrictions over end 'above those uses or disdosures or security
safeguards of PHI pursuant to the Privacy ar>d Security Rule, the 8usir>ess Associate shall be
bound by such additional restrictions and shall not disdose PHI in violation of such d.ddiUor>al
restrictions end shall abide by any additional reasonable security safeguards.

p) Qbnaatlona Actlvlilft't of Bualneaa Aaaeclate.

a. The Business Assodate shall notify the NH DHHS Information Security via the email address
provided in Exhibit K- Information Security Requirements of this Contract, of any Incidents or
Breaches immediately after the Business Associate has determined thai the aforementioned
has occurred and that Confideniial Data may have been exposed or compromised.

b. The Business Associate shall promptly perform a risk assessment when it becomes aware of
any of the above situations. The risk assessment shall include, but not be limited to, the
foD^rtg information, to the extent it is known by the Business Associate:

•  The nature ersd extent of the protected health information involved. indudir>g Ihe types of
identlfiere and the likelihood of re-ideniificaiion:

,  • The unauthorized person who used Ihe protected health information or to wl>om the
disclosure was made;

• Whether the protected health information was actually acquired or viewed
•  The extent to which the risk to the protected health information has been mitigated.

The Business Associate shalf complete the risk assessment without unreasonable delay and
in no case later than two (2) business days of discovery of the breach artd after completion,
immediately report the findings of Ihe risk assessment in writing to (he Covered Entity.

c. The Business Associate shall comply with all applicable sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books and
■ records relating to (he use and disclosure of PHI received from, or created or received by the
Business Associate on .behalf of Covered Entity to (he Secretary for purposes of determining

^  Covered Entity's comjriiance wHh HIPAA and the Privacy and Security Rule.

e. Business Associate shall require all of Its business associates that receive, use or have access .
to PHI. under the Agreement, to agree In writing to adhere to Ihe same restrictions and
conditions on the use and disclosure of PHI contained hereir>. including (he duty to return or
destroy the PHI as proved under Section 3(1) herein. The Covered Entity shall be considered'
a .direct third party beneficiary of (he Contractor's business associate agreements with
Contractor's intended business associates, who will be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates wt>o
shall be governed by the Agreement for the purpose of use and disclosure of protected health
mfbrmation. r"®*

u
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f. Within live (5) business days of receipt of a written request from Covered Entity, Business
Assodate shall make available during normal business hours at hs ofTices all records, books,
agreements, polides ar>d procedures rdaling to (he use and discbsure of PHI to the Cover^
Entity, for purposes of enabling Covered Ertlity to determine Business Assodate'a compliance
vrflh the terms of this Exhibit.

g. Within ten (10) buslrtess days of .receiving a written request from Covered Entity. Business
Associate shall provide access to PHI in a Designated Record Set to the Covered Entity, or as
directed by Covered Entity, to an individual in order to meet the requlrerrienls under a5 CPR
Section 164.524.

h. Wilhin ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record ateut an Individual contained in a Designated Record Set, the
Business Associate shall make, such PHI'available to Covered Entity (or amendment and
incorporate any such amendment to er^ble Covered Entity to fulfill hs obligations urber 45
CFR Sectkml 64.526.

t. Business Assodate shall document such di^osures of PHI and information relat^ to such
disdosures as'would be required for Covered Entity to respond to a request by an individual
for an accounting of disdosures of PHI in accordance with 45 CFR Section 164.528.

j. Wilhin ten (10) business days of receiving a written request from Covered Entity for a request
for an accounting of disdosures of PHI,. Business Assodate'shall make available to Covered
.Entity such information as Covered Entity may require to fulfifl hs obligations to provide an
accounting of disdosures vrilh respect to PHI in accordance with 45 CFR Section 1^.528.

k. In the event any individual requests access to. amendment of. or accounting of PHI diredly
from the Business Assodate, the Business Associate shall within two (2) business days
forward such request to Covered Enthy. Covered Entity shall have the • responsibBhy of
responding to forwarded requests. However, if forwarding the Indlviduars request lo Covered
Entily would cause Covered Entity or the Business Associate to violate HIPAA and the Privacy
and Security Rule, (he Business Associate shall instead respond to the individual's request as
required by such law and notify Covered Enthy of such response as soon as pradicabte.

I. Within ten (10) business days of termination of the Agreement, for any reason, the Bus'iness
Associate shall return or destroy, as spedFied by Covered Entity, ell PHI received from, or
created or received by the Business Assxiale in connedlon wilh the Agreement, and shall not
retain any copies or back-up tapes of such PHI. If return or destrudion is riot feasible, or the
disposition of the PHI has been othenwise agreed lo in the Agreement, Business Assodate
shall continue to extend the protections of this Exhibit, to such PHI and limit further uses and
disdosures of such PHI to those purposes that make the returp or destruction infeasible. for
so long as Business Associate maintains such PHI. (f Covered Entity, in its sola discretion,
requires that the Business Associate destroy any or all PHI, the Business Associate sheli certify

.  to Covered Entity that the PHI has been destroyed.

(4) QbllQatlona of Covered Entity
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a. Covered Entity shall notify Business Associate of any changes or (imitation(s) In Its Notice of
Privacy Practices provided to indrvlduats In accordance with 45 CFR Section 164.520, to the

^  extent that such change or {imitation may affect Business Associate's use or disclosure of PHI.

b. Covered Entity ^aD promptly notify Business Assodale of any changes in, or revocation of
permission provided to Covered Entity by individuats whose PHI may be used or disclosed by
Business Associate under this Agreement, pursuant to 45 CFR Section 1^.506 or 45 CFR
Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disciosure of PHI that Covered Entity has agreed to In accordance wHh 45 CFR 164.522, to
the extent that such restriction may affect Business Associate's use or disclosure of PHI.

(5) Termination for Cause

In addition to Paragraph 014 of the Master Agreement, the Covered Entity may immediately
terminate' the Agreement upon Covered Entity's knowfedge of a breach by Business
Associate of the Business Associate Agreement set forth herein as Exhibit I. The Covered
Entity may either immediately terminate the Agreement or provide an opportunity for Business
•Associate to cure the alleged breach wilhin a timeframe specified by Covered Entity. If Covered
Entity determines that neither termination r)or cure is feasible. Covered Entity shpD report the
violation to the Secretary.

(6) fi^lacellaneous

a. Definltiohs and Reoulatorv References. AD terms used, but not otherwise defined herein, shall
. have the same meaning as those terms in the Privacy and Security Rule, and the HITECH Act,
as codified at 45 CFR Parts 160 and 164 and as amended from time to time. A reference in
the Agreement, as amended tp include this Exhibit I. to a Section in the Privacy and Security
Ride means the Section as In effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as Is
necessary to amend the Agreement, crictuding this Exhibit, from time to time as is necessary
for Covered Entity to comply with the changes in the requirements of HIPAA. the Privacy and
Security Rule, and applicable federal and state law;

c. Data Ownership. The Business Associate acknov/tedges that it has no ownership rights with
respect to the PHI provided by or created on behalf of Covered Entity under the Agreement.

d. Interpretation. The parties agree that any ambiguity in the Agreement or this Exhibit shall be
resolved to permit Covered Entity to comply with HIPAA. the Privacy and Security Rule arid
the HITECH Act.

/

e. Seoreoation. If any term or condition of this Exhibit I or the application t^reof to any per$dn(s)
or circumstance is held invalid, such Invalidity shaD not affect other terms or conditions which
can be g'lven effect without the invalid term or condition; to this end the terms and conditions
of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI. return or
destruction of PHI, extensions of. the protections of this Exhibit in section (3)(l). and the^tsilense

PsgiSofS V.
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and Indemnfficallon provisions of sedion (3) and Paragraph #14 of the Master Agreement shall
survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties herclo have duly executed this Exhibit i.

DfioaftrT>ent of Health and Human Services

>vl

Hew Hampshire

Signature oi Authorized Representative -

Lisa M. Morris

^r^u'^ol^uthcrized Representative
Karen Jensen

Authorized Representative ■Authorized Representative

Director, Division o^ Public Health srvcs.. Oirecioir, Pre-Award

Title Of Authorized Representative Title of Authorized Repr

1/5/2021

Date

esentative

l/S/2021

Date
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DHHS Information Security Requirements

A. Ocnnitions

The (oDowing terms may be, reflected and have the described meaning In this documer^t:

"Breach* • means the loss of control, compromise, unauthorized disclosure,
unauthorized ecquisilion. unauthorized access, or any almilar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identiriable informatior>.
whether physical or electronic. With regard to Protected Health Information." Breach'
shall have the same meanifTg as the term'Breach* In section
164.402 of Title 45. Code of Federal Regulations.

2. •Computer Security Incident* shaD have the same meaning "Computer Security
Incldcnf section two (2) of NJST PubUcatton 800-61, Computer Security Incidenl
Handling Guide. National Institute of Standards and Technology, U.S. Departmenl of •
Commerce.

3. 'Confidential Information' or 'Confidential Data" means ad confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limilation. Substance
Abuse Treatment" Records. Case Records. Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and el) information owned or managed by.
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
• of which collection, disclosure, protection; and disposilion b governed by slate or
federal law or regulation. This information indudes, but.Is not limited to Protected"
Health Information (PHI). Personal Information (PI). Personal Financial Information
(PFI), Federal Tax Information (FTf), Social Security Numbers (SSN). Payment Card
Industry (PCI), and or other sensitive and confidentirf information.

4. 'End User" means any person or entity (e.g.. contractor, contractor's employoc;
business associale. subcontractor, other downstream user, etc.) that receives DHHS.
data or derivative data in accordance wilh the terms of thb Contract.

5. 'HIPAA* means the Health Insurance PortabiEty and Accountability Ad of 1996 end the
regulations promulgaled thereunder.

6. •incidenl* means an ad thai polenlially violates an explldl or implied security policy,
which Indudes attempts (either (ailed or successful) to gain unauthorized access to a

'  system or Its data, unwanted disruption or denial of service, the unauthorized use of a
system (or the processing or storage of data; end changes lo system hardware,
firmware, or software characlerblics wilhout the owner's knowledge, enstruclion, or
consent. Inddents indude the loss of dale through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouling of physical or electronic

E«riWA.J ConVKlwWJab
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. 'Open Wireless Networt* means any networic or segrrient of a network that is not
designated by the State of New Hampshire's Department of informaUon
Technology or delegate as a protected networx (designed, tested, and approved,
by means, of the State, to transmit) witi be considered an open rwtwork and not
adequately secure for the transmission of ur>encrypted PI, PFI, PHI or confidenlial
DHHS data.

6. 'Personal Information* (or 'PI') means information which can be used to distinguish or
trace an indivkfuaTs identity, such as their name, social security number, personal
.information as defined in New Hampshire RSA 359-C: -19, biorr>e1r1c records, etc.,
alorie, or when combined with other personal or identifying information which is linked
or linkable to a specific irxlividual, such as date and ̂ ace of bihh. rholher's niaiden
name, etc;

9. 'Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at A5 C.F.R. Parts 160 and 1W, promulgated ur>der HIPAA by the United
States Department of Health and Human Services.

10. 'Protected Health information' (or •PHI*) has the same meaning as provided in the
• . definition of 'Protected Health information' in the HIPAA Privacy Rule at 45 C.F.R. §

160.103. . .V '

11. 'Security Rule' shaP mean the Security Standards for the Protection of Electrortic
Protected Health Information at 45 C.F.R. Part 164, .Subpart C. and amcnrtments
thereto.

12. .'Unsecured Protected Health Information' means Protected Health Information that is
not secured by a technology standard that renders Prot^ed Health information
unusaWe. urveadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing.organization that Is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF OHMS AND THE CONTRACTOR

- A. Business Use and Disdosure of Confidential Information.

1. The Contractor must not use. disdose. maintain or transmit Cof^fidenlial Information
except as reasonably necessary as outlined under this Contract. Further. Contractor.

-  including but not limited to all its directors, officers, employees and agents, must not
use. disclose." maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Coniractof must not disclose any Confidential Information in response lo a

Givs. Lau updita 09-2S-30 exMMA-3 ConlractertnUib.
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request for disclosure on (he basis thai it is required by law. in response to a subpcerta,
etc., without first notifying OHMS so that DHHS has an opportunity to consent or object
to the disclosure.

3.' If DHHS r>otirie9-the Controctor'lhat DHHS Kes agreed to bo bound by additional
restrictions over ortd above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
edditional retthciions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative data disclosed to an. End User
must only be used pursuant to the t^s of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract.shall not be used for
any other purposes that are not Indicated in this Contract

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confinT) compliance with the terms of this
Conlract. / ■ '

II. fMETHOOS OF SECURE TRANSfMISSION OF DATA

1. Applicalion ErKryption. 11 End User is transmitting DHHS data containing Conndentiai
Data between applications, the Contractor attests the applications havp t>een

'  evaluated by an expert knowledgeable In cyber security and that said.application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks arvl Portable Storage Devices. End User may not use computer disks or
■  poftabl'e storage devices, such as a thumb drive, as a method of transmitting DHHS data.

3. Encrypted Email. End User may only employ email to transmit Conftdentlal Data if
email is encrypted and being sent to arxl being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User Is employing the Web to transmit Confideniial Data,
the secure socket layers <S$L) musli)e used and the web site must be secure. SSL
encrypts data Iransmitt^ via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User nroy not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data. ' •

•  6. Gfound Mail Service. End User may only transmit Confidential Data via cerlifiod ground
mail within the continental U.S. ar>d when sent to a named irKlivldual.

7. Laptops and PDA; If End User is employing portable devices to transmit Confidentiai
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

5vs. Ust uptftt* 0^2S>20 EtfAtlAO CoinVKtorlAUta
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.' ' .

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidenrtat Data, a virtual private network (VPN) must be installed
on the End User's mobile- device(s) or laptop from which information will be '

transmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also knovm os Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User win structure
the Folder and access .privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for iransmlttin9 Confidential Data will be coded for '
24-hour auto-deletion cycle (i.e. Conftdential Data win be deteled every 24 hours).

•  ̂ V ,

It. Wireless Devices. If End User is transmitting Confidentiat Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor vriD only retain the data and .any derivative of the data for the duration of this
Contract. After such time, the Contractor win have 30 days to destroy the data and any
derrvaltvB in whatever form it may exist, unless, olherwise required by iiaw or permitted under
this Contract. To this end. the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under tfm Contract outside of the United

States. This ̂ ysical location requirement shall also apply in the implementatiort of
cloud computing, cloud service or cloud storage capabtliiies, and includes backup
data and Disaster Recovery localions;

2. The Contractor agrees to er^ure proper security monitoring capabilities are in place
to detect (^ential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security avyareness and education for its End Users
In support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be In a
FedRAMPriHlTECH compliant solution and comply with afl applicable statutes and
.regulations regarding the privacy.'and security. All servers and devices must have
currently-supported and hardened operating systems. thO' latest anti-viral, anti-
hacker. anti-spam, antl-spyware. and anti-malware utilities. The environment, as a

■ vs. LmI upe*l4 00-29-20 CiMtAA-) ConU»cto«lnki<b
OHHSIalormMlon '

. S4cvritvR*qvlrvn4nU 12/21/2020
P*fl» 4 or • Oott



OocuSign Envelope ID; B7FAA004-DFC8-490B-8P78^187033E73A1
(

DoeuS^A Envetope ID: 6374 i E40C7f8^ \ BB-»4A2-£77CFAOF03f8

New Hampshire Department of Health and Human

Services Exhibit K

DHHS Information Security Requirements

whole, must have aggressive intiusiorvdetection and nrewaO protection.

6. The Conuacior agrees to ar>d ensures Its complete cooperation with the State's
Chief Information Offjcer In the detection of any security vulnerability of the hosting
infrastructure.

B. Oisposilion •

1. If the Contractor wiD maintain any Corrfidcntial Informal'ion on its systems (or its sub
contractor systems), the Contractor viill maintain a documented process for securely
disposing of such data upon request or contract termination: and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disaster recovery
oporalions. When no longer in use. electronic media containing Stale of New
Hampshire data shaQ be rendered unrecoverable via a s^re wipe program in*
accordance with industry-accepted standards for secure deletion and media
sanilization, or otherwise ̂ ysically destroying the media {for example, degaussing)
as described in -NISI Special Publication 600-88. Rev 1. Guidelines for Media
Sanilization. National Institute of Standards ar^ Technology. U. S. Depart/henl of
Commerce. The Contractor will document and'ccrtify. in writing at lime of the data,
destruction, and will provide written cerlificdtlon to the Department upon request.
The written certification will include el) details necessary to demonstrate data has
been properly destroyed end vabdaied. Where- applicable, regulatory, and
professional standards for retention requirements will be jointly isvatuated by the
State and Contractor pr'tor to destruction.

2. Unless otherwise specified, within thirty (30) days of Ihe.terminatlon of tte Contract.
Contractor agrees to destroy aQ hard copies of ConfidentiaJ Data using o secure
method such ̂ s shredding.

3. Unlcss otherwise specified, within thirty (30) days of the lerrhination of this Conl/acl.
Contractor agrees to compleiely destroy all electronic Confidential Data by rneans
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: '

1. The Contractor v^ll maintain proper security controls to protect Department confidenUal
Informatibn collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle. where applicable, (from creation. .
transformation, use! storage and secure destruction) regardless of the media used ro
store the data (i.e., tape. disk, paper, etc.).

vs. U«up0»l» 09.29-20 EtftolA-l Co/Ul»(WriflB«h ;
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3. The Cordractor wiO meintain appropriate authentication ana access controls to
contractor systems that collect, transihh. or store Department conndential information
where epplicat^e.

4. The Contractor will er^ure proper security monsloring capabililies are In place to detect
potential security events that can Impaa Slate ,of NH systems and/or Department
conridenlial information for contractor provided systems.

5. The Contractor will provide re9utar security awareness and education for Its End Users
in support-cf protecting Depaitmerti confidential information.

6. If the Contractor will be sub<ontractir»g any core .functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
end monitoring comp!idr>ce to.security requirements lhal at a minimum match those for
the Contractor. Inctuding breach notification requirements.

7. The Contractor wiS vror1< with the Department to sign and comply with all applicable
State of New Hampshire end Department system access end authorization polides and
procedures, systems access forms, and computer use agreements as part of obtainmg
•and maintaining access to any Oeparlmenl sysiem(s).* Agreements wiD be compieted
and signed by (he Cor^tractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Department determines the Contractor is 'a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for malntatnmg compliance with the
agreement.

9. The Conlrador wiD work with the Oepariment at its request to complete a System
Management Survey. The purpose of the survey is to enable the (Apartment artd
Contractor to monitor for any changes In risks, threats, and vulnerabilities that may
occur over the bfe of the Contractor engagennent. The survey will be completed

.  annually, or an alternate lime frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor char>ges.

10. The Contractor will not store, knowingly or unknowjr>gly, any Slate of New Hampshire
or Oepartnwit data offsbore or out&ide the bourxlaries of (he United States unldss prior
express written consent Is obtained from the Information Security Office leadership
member within the Department. ^

11. Data Security Breach Liability. In the event of any security breach Contractor shad
make efforts to investigate the causes of the breoch. promptly take measures to prevent
future breach and minimize any damage or toss resultir>g from the breach. The State
shall recover from the Contractor all costs of response and recovery from

V$.UsiupdM0»-26.26 ttfttlAO ConUKloctftUrt
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the breach, including but not Cmited to: credit monitoring services, mai&ng costs and
costs associated with website and telephone call center cervices necessary due to the
broach.

12. Contractor must, comply with aD applicabia statutes and regulatiorts regarding the
privacy and security of Confider^ial information, artd.must In all other respects maintain
the privacy and security of PI and PHI at a level end scope mat is no! less iruin the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 5528), OHHS Privady Act
Regutatior\s (45 C.F.R. §Sb), HIPAA Privacy and Security Rules (45
C.F.R. Paris 160 and 154) lhat govern protections for irKjividu.ally identifiable health
information and as applicat>le under Slate law.

13. Contractor agrees to establish and maintain appropriate administrative, technlcat. and
physical safeguards to protect (he conndentJalily of the Confideniial Data and to prevent,
unauthorized use or access to li. The safeguards must provide a lave! and scope of
security that Is not less than the level and scope of security requfrements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at hnps://www.nh.gov/doit/v6ndor/ind6x.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain e dKumented breach notification and incident response .
process.

15. Contractor must restrict access to the Confidential Data otdained under this Contract
10 only those authorized End Users who need such OHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users: ,

a Comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confdeniiai Information that is furnished by OHHS under
this Contract from loss, theft or inadvertent disclosure.

b.. Safeguard this information at ell times.

c. Ensure that laptops and other electronic devices/media containing PHI. PI. or Pfl
are encrypted and password-protected.

d. Send emaih containing Confidential Informalion only If encrypted and being sent
to 8r>d being received by email addresses of persons authorized to receive such
Information.

vs. Lul updat* 0^39-20 ExNMA-) Cont/octortnlMl.
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e. Limit disclosure of the Conndentiat Information to the extent pefmitted by law.

I. Conftderttial Information received under Chh Contract and Ir>dividu8iiy identifiable
data derived froim DHHS Data, rhust be stored in an area mat is physically and
technologically secure from access by unoythorized persons during duty hours
as' well OS non-duty hours (e.g.. door locks, card keys, biomotric idenlifiere, etc.).

g. Only eythortzed End Users rhoy transmit the Conndenilel Data, incKidlrtg eny
derivetive files cont^ng personeOy identifiable information, and in oil cases,
such data must be encrypted at all limes when In transii, at rest, or when sloired
on portable rrtedia as required In section IV above.

h.' In all other instances Confidentiai Data must be maintained, used and disclosed
u$ir)g appmpriate safeguards, as determinied by a risk-based assessment of the
circumstances involved.

i. Understand that their user credentials (user name and password) must not be
shared vMth anyone. End Users wlO keep their aedenllal information secure. This
applies to credentials used to access the site directly or indirectly through a third

.  party application.

Contractor is responsible for oversight end compliance of (heir End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance wilh this Contract,
including the privacy and securily requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is_di$posed'
of in accordance with this Contract.

V. LOSS REPORTING.

The Contractor must notify the NH OHMS Information Security via the email address
provided In thb Exhlbll, of any Security Incidents and Breaches immediatety. after the
Contractor has determined that the aforementioned has occurred and that ConfidantiaJ

Data may hove been exposed or compromised.

The Contractor must further handle and report Inddenis and Breaches involving PHI in
accordance with the agency's documented Inddenl HarxDIng end Breach Notification
procedures and In accordance vrith a2 C.F.R. §§ 43l.3(X) - 305. In addition to, and
r>otwlthstanding.'Contractor's compliance wilh aD applicable obligations and procedures,
Contractor's.procedures must also address how the Contractor will:

1. Identify tncidenis;

2. Determine if personally idenlifiaWe information is involved in Incidenls;

3. Report suspected or confirmed Incidents as required in this Exhtoit or P<37;

4. Idenlify ar>d convene a core response group to detennine the risk level of Incidents
and determine risk-based responses to Incidenls; and

5. Oelenmlne whether Breach notificatbn is required, and. If so, kfentify appropriate

vs. Uit OS^2S<20 EitfftAA') CorttrsctorlnJUab
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Sreach T>olificdtion methods, timing, source, and contents from' among different
optioru, end bear costs associated v^th the Breach notice as well as any mitigation
'measures. . - .

Inddenti arvi/or Breaches that Implicale PI must be addressed arid reported, as
eppficable. in accordariee with NH RSA 3S9>C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

'  DHHSIntormationSecurityOfrice@dhhs.nh.gov

8. DHHS contacts for Prrvecy issues:

. DHHSPrivacyOfficcr@dhh5.nh.gov

C. DHHS contact for Information Security issues:

DHHSInformat>on$ecun}yOffice@dhhs.nh.gov

0. DHHS contact for Breach notificalions:

DHHSInformalion$ecurrtyOffice@dhhs.r>h.gov

OHHSPrivacy.Officer@dhhs.nh.gov
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