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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-2714501  1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhhs.nh.gov

Lori A. Shibinette
Commissioner

Patricia M. Tilley
Director

August 10, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive amendment to an existing contract with University of New
- Hampshire (VC#177867), Durham, NH, to assist with COVID-19 testing at long-term care and
other facilities and to support wastewater surveillance for COVID-19 at New Hampshire Hospital,
with no change to the price limitation of $2,182,500 and no change to the contract completion
date of December 31, 2021, effective retroactive to July 14, 2021 upon Governor and Council
approval. 100% Federal Funds.

The original contract was approved by the Governor on December 30, 2020 and presented to the
Executive Council as an Informational Item on January 22, 2021 (Informational Item #H);
amended with Governor approval on March 3, 2021 and presented to the Executive Council as
an Informational ltem on April 7, 2021 (Informational Item #J};, amended with Governor approval
on June 4, 2021 and presented to the Executive Council as an informational Item on June 30,
2021 (Informational ltem #N); and most recently amended with Governor and Council approval
on July 14, 2021, item #5B.

Funds were encumbered for this contract as shown below.

05-95-90-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, ADMINISTRATION, LONG TERM CARE
FACILITIES - GOFERR FUNDS

State : Increased .
Fiscal A?:lzzsr:t Class Title N:rz:er CBI::;'eztt (Decreased) ';ivc;s‘:tj
Year g Amount g
2021 | 103-502507 C°g;a§if°r 90029000 |  $562,500 50| $562,500
Subtotal |  $562,500 s0| $562,500

The Department of Health and Humon Seruices’ Mission is 10 join communities and families
in providing opportunities for citizens to achieve health and independence.
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His Exceltency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 3

05-95-90-903010-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19

State Increased
\ Class / . Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
2021 | 102-500731 | Contracts for | g 1835a8 | $1,620,000 $0 | $1,620,000
Prog Svc e e
| Subtotal | $1,620,000 $0 | $1,620,000
Total | $2,182,500 $0 | $2,182,500
EXPLANATION

The Department presented an amendment to this agreement to the Executive Council on
April 7, 2021 (Informational Iltem #J) to modify the cost per COVID-19 test for samples from long-
term care and other facilities. This request is Retroactive because the most recent amendment
that was approved by Governor and Council on July 14, 2021 included the incorrect cost per
COVID-19 test; therefore, the purpose of this amendment is to revise the cost per test to reflect
the appropriate rate.

The Contractor will continue to test samples from long-term care and other facilities and
to-complete COVID-19 biomarker analysis in wastewater samples at select sewer pipe or
manhole locations at New Hampshire Hospital. The University of New Hampshire is providing test
collection supplies to the facilities, including the swabs, tubes, and mail packaging materials.
Once the samples are collected, the University of New Hampshire tests the samples in its
laboratory and sends all COVID-19 test results to the Department; positive results must be faxed
to the Department the same day. Results are communicated to the facility within seventy-two
hours from sample testing.

1. The number of individuals served through this agreement will depend on the trajectory of
COVID-19. Through this agreement, the University of New Hampshire may perform up to 6,000
COVID-19 tests per week.

The Department will monitor services by reviewing the daily data from the wastewater
analysis.

As referenced in Exhibit A, Project Period of the original agreement, the parties have the
option to extend the agreement for up to one (1) additional year, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council
approval. The Department is not exercising its option to renew at this time.

Should the Governor and Council not authorize this request, these critical laboratory
services that support COVID-19 testing at long-term care and other facilities throughout New
Hampshire may not continue, resulting in an increased risk of COVID-19 transmission.

Area served. Statewide .
Source of Federal Funds: Assistance Listing Number #93.323, FAIN #NU50CK(000522

in the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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Respectfully submitted,

DocuSigned by:
FLovi d. Woaver
ACAAGZO041254T3...

Lori A. Shibinette

Commissioner
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AMENDMENT #4 to
COOPERATIVE PROJECT AGREEMENT
between the
STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the )
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the Governor of the State of New Hampshire on
December 30, 2020, March 3, 2021, and June 4, 2021, and approved by the State of New Hampshire
Governor and Executive Council on July 14, 2021, for the Project titled “COVID-19 Sample Testing,”
Campus Project Director, Marc Eichenberger, is and all subsequent properly approved amendments are
hereby modified by mutual consent of both parties for the reason(s) described below:

Purpose of Amendment (Choose all applicable items):

] Extend the Project Agreement and Project Period end date.

DProvide additional fundiﬁg from the State for expansion of the Scope of Work under the Cooperative
Project Agreement.

: Other: Revised scope of work."

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

 Article A. is revised to replace the State Department name of and/or USNH campus from
to
s Article B. is revised to replace the Project End Date of ‘ with the revised Project End Date
of ~ , and Exhibit A, article B is revised to replace the Project Period of with

e Aticle C. is amended to expand Exhibit A by including the proposal titled, *___ " dated ___.
e Article D. is amended to change the State Project Administrator to

e Article E. is amended to change the State Project Director to ___and/or the Campus Project
Directorto . ’

e Article F. is amended to add funds in the amount of N/A and will read: .

'LTotaI State funds in the amount of $2,182,500 have been allotted and are available for
 payment of allowable costs incurred under this Project Agreement. State will not reimburse
Campus for costs exceeding the amount specified in this paragraph.

T

 Article F. is amended to change the cost share requirement and will read:

Campus will cost-share ___ % of total costs during the amended term of this Project
Agreement. :

$5-2021-DPHS-14-COVID-01-A04 ' k4
Campus Authorized Officia

8/12/2021
Date
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* Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this Project Agreement as amended are from
Grant/Contract/Cooperative Agreement No. from under ALN# 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects betwéen the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a part of this Project Agreement.

e Article G. is exercised to amend Aﬁicle(s) of the Master Agreement for COOperati.ve Projects
between the State of New Hampshire and the University System of New Hampshire dated
November 13, 2002, as follows:

Article is amended in its entirety to read as follows:
Article is amended in its entirety to read as follows:

Article H. is amended such that:

[X] State has chosen not to take possession of equipment purchased under this Project Agreement.

D State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s
end-date. Any expenses incurred by Campus in carrying out State’s requested disposition will be
fully reimbursed by State. :

E_%_ Exhibit A is amended as attached.
[ TExhibit B is amended as attached.
All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously existing arrangéments, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized
officials. ~

This Amendment and all obligations of the parties hereunder shall become effective on the date the
Governor and Executive Council of the State of New Hampshire or other authorized officials approve this
Amendment to the Cooperative Project Agreement.

DS
$5-2021-DPHS-14-COVID-01-A04 o L
Campus Authorized Official

8/12/2021
ate,
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IN WITNESS WHEREOF, the following parties agree to this Amendment #4 to the Cooperative

Project Agreement. ‘ :

By An Authorized Official of:
University of New Hampshire
Name: Karen M. Jensen

By An Authorized Official of:
NH DHHS, Division of Public Health Services
Name: Patricia Tilley

Title: Director, Pre-Award

Title: Director

Docusignad by:

Signature and Date: Eevan fonsen 8/12/2021

DacuSigned by

Signature and Date:ﬁ“"‘*" . _'"'*\'-1 8/13/2021

By An Authorized Official of: thé New
Hampshire Office of the Attorney General
Name: Catherine Pinos

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name;

Title: Attorney

Title:

Signature and Date:

DetuSigned by
. Signature and Date:% -+ 8/16/2021

$8-2021-DPHS-14-COVID-01-A04

A oS
(=
.Campus Authorized Officia

8/12/2021

Date
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EXHIBIT A

A. Project Title: COVID-19 Sample Testing

B. Project Period: December 14, 2020 through December 31, 2021.

C. Objecﬁves: See Exhibit A-2 Scope of Services

D. Scope of Work: See Exhibit A-2 Scope of Services, Standard Exhibit 1 Business Associate’
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note
Exhibits C through H and Exhibit J are reserved.

E. Deliverables Schedule: See Exhibit A-2 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-1. Modifications to Exhibit B-1 Scope

of Services are as follows

1. Modify EXhlbltB | Payment Terms, Section 3, to read:

3. Payment for services billed to the State of New Hampsh1re in accordance with Exhibit A-2,

Scope of Services, shall be on a cost reimbursement basis for actual deliverables in the
fulfillment of this Agreement, as specified below:

Service

Cost

COVID-19 Testing

$45.00 per test

SARS-CoV-2 Biomarker

$200

Analysis
Delivery $80 per run
Training for Sample Collection $200 per event

$8-2021-DPHS-14-COVID-01-A04

D3
(<
Campus Authorized Officta

Date

8/12/2021
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC' HEALTH SER VICES

Lori A Shibloerte 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
. Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M. Tilley ' " www.dbbs.oh.gov

Director

June 21, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House )

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing cooperative project agreement with University of New Hampshire
(VC# 177867), Durham, NH, to support wastewater surveillance for COVID-19 at New Hampshire
Hospital, with no change to the price limitation of $2,182,500 and no change to the contract
completion date of December 31, 2021 effective upon Governor and Council approval. 100%
Federal Funds. '

The original contract was approved by the Governor on December 30, 2020, and
presented to the Executive Council as an Informational Item on January 22, 2021 (Informational
Item #H), as approved by the Governor on March 3, 2021, and presented to the Executive Council
as an Informational Item on April 7, 2021 {Informational Item #J}, and most recently approved by
the Governor on June 4, 2021, and presented to the Executive Council as an Informational Item
on June 30, 2021, ltem # N. '

Funds were encumbered for this contract as shown below.

05-95-90-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, ADMINISTRATION, LONG TERM CARE
FACILITIES — GOFERR FUNDS )

State Increased
Class / . Job Current Revised
Fiscal Class Title . {(Decreased)
Year Account Number Budget Amount Budget
2021 | 103-502507 C°g‘;‘“§fi for | 90020000 |  $562,500 $0| $562,500
Subtotal $562,500 50| $562500

06-95-90-903010-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19 ' -

The Department of Heolth and Human Services’ Mission is lo join communities ond fomilies
in prouiding opporiunities for cilizens to ochieve healih and independence.

50 @
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His Excellency, Govemor Christopher T. Sununu

and the Honorable Council _ } \

Page 2 of 3
State Increased
Class / Job Current Revised
Fiscal Class Title (Decreased) 4
Year A.ccount N.umber. Budget Amount Budget
2021 | 102500731 | COryacis of| 90183538 | 51,620,000 30| $1.620,000
Subtotal| $1,620,000 - $0| $1,620,000
Total | $2,182,5600 - $0 | $2,182,500

' EXPLANATION

The purpose of this request is to support wastewater surveillance for COVID-19. The
Contractor will complete COVID-19 biomarker analysis in wastewater samples at select sewer
pipe or-manhole locations at New Hampsh:re Hospital. The Contractor will complete wastewater

“COVID-19 testing to confirm whether there is a COVID-19 outbreak currently in progress in New
Hampshire Hospital.

New Hampshlre‘ Hospital has used various restrictions to manage the COVID-19
pandemic including eliminating the ability for patients to have independent times out of the unit,
fimiting the size of groups, eliminating gym and cooking groups as high transmission risk settings, -
and eliminating visitation by famity and friends. Having the ability to detect whether a COVID-19
outbreak is in progress provides assurances that will allow New Hampshire Hospital to remove
restrictions more quickly.

The number of individuals served through this agreement, will depend on the trajectory of
COVID-19. Through-this agreement, the University of New Hampsh:re may perform up to 6,000
COVID-19 test per week.

The Contractor wlll complete the processing of the data and provide the supplies and
courier to take the test samples from New Hampshire Hospital to the Contractor’s laboratory. The
Contractor will provide the data results and provide guidance throughout the project.

The Department will monitor contracted services by reviewing the daily data from the
wastewater analysis.

As referenced in Exhibit A, Project Period of the original cooperative project agreement,
the parties have the option to extend the agreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval. The Depariment is not-exercising its option to renew at this time.

Should the Governor and Council not authorize this request Wastewater COVID-19 testing
will not occur and New Hampshire Hospital may have increased COVID-19 transmission risk and
perhaps unnecessary restrictions to an already vulnerable patient population.
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His Excellency, Govemnor Christopher T, Sununu
and the Honorable Council
Page 3of 3

Area served: Statewide .
Source of Funds: CFDA #93.323, FAIN #NU50CK000522

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfulty submitted,

’ - . ' . = Docuigned by: )
. o E\nn H. N. Landry
A . ! 240AD37CO0ED4BS...

‘Lori A, Shibinette
Commissioner.
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AMENDMENT #3 to
COOPERATIVE PROJECT AGREEMENT-
. between the -
STATE OF NEW HAMPSHIRE, Department of Health and Human Services
and the
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the Governor of the State of New Hampshire on
"December 30, 2020, March 3, 2021, and June 4, 2021, for the Project titled “COVID-19 Sample Testing ,”
Campus Project Director, Marc Eichenberger, is and all subsequent properly approved amendments are
hereby modified by mutual consent of both parties for the reason(s) described below: '

Pu rﬁose of Amendment (Choose all applicable items): .

{J Extend the Project Agreement and Project Period end date.

DProwde additional funding from the State for expansmn of the Scope of Work under the Coopcrat:ve
Project Agreement. : .

@Othcr Revised scope of work.

Therefore, the Cooperative Project Agreement is and/or its subsequent properly approved
amcndments are amended as follows (Complete only the applicable items):

¢ Article A. isrevised to replace the State Department name of and/or USNH campus from
__to___.

. Amcle B. is revised to replace the PrOJect End Date of with the revised Project End Date
of , and Exhibit A, article B is revised to rcplace the Project Period of _ with

s * Article C. is amended to expand Exhibit A by including the pr0posal titled, “___," dated
- Article D. is amended to change the State Project Administrator to Christine Bean. '

o Atticle E. is amended to change the State Project Director to ___and/or the Campus Project

Directorto ‘L

o Article F. is amended to add funds in the amount of and will read:

" Total State funds in the amount of $2,182,500 have been allotted and are available for
payment of allowable costs incurred under this Project Agreement. State will not reimburse
Campus for costs exceeding the amount specified in this paragraph.

" Article F. is amended to change the cost share requirement and will read:

Campus will cost-share ___ % of total costs during the amended term of this Project
Agreement, : ‘

o8
(%
' Campus Authorized Official

6/23/2021
Date

§5-2021-DPHS-14-COVID-01-A03
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"« Article F. is amended to change the source of Federal funds paid to Campus and will read:

Federal funds paid to Campus under this: Project Agreement as amended are from
Grant/Contract/Cooperative Agreement No. from under CFDA# 93.323. Federal. regulations
required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a part of this Project Agreement.

Article G.is exercised to amend Article(s) of the Master Agrcc:ﬁcnt for Cooperative Projects between
the State of New Hampshire and the Un_i‘versity System of New Hampshire dated November 13, 2002,

as foliows: :
Article is amended in its entirety to read as follows:
. Article is amended in its entirety to read as follows:

Article H. is amended such that: '

[ state has chosen not to take possession of equipment purchased under this Project Agreement.

F_'-I State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s
end-date. Any expenses.incurred by Campus in carrying out State’s requested disposition will be
fully reimbursed by State. ” '

i_—l_Exhibit A is amended as attached.
l__-‘ Exhibit B is amended as attached.
All ot_hcr terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project
Agreement, and supersede and replace any previously éxisting arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their authorized

" officials.

This Amendment and all obligations of the parties hereunder shall become effective on the date of
" Governor approval of this Amendment to the Cooperative Project Agreement.

Campus Authorized Official

6/23/2021
Date

. ' {+3 ]
' | (u
$8-2021-DPHS-14-COVID-01-A03 ’ |
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N WITNESS WHEREOQF, the following parties agree to this Amendment # 1 to the Cooperative
Project Agreement. ' .

By An Authorized Official of: By An Authorized Official of:

University of New Hampshire : NH DHHS, Division of Public Health Services
Name: Karen M. Jensen Name: Patricia Tilley

Title: Director, Pre-Awatd o ore Title: Director  — perssinearr;

i Einan fonsan : Pt M. Th -
Signatureand Date: | e 6/23/2021 S‘ignat'u're and Date:[ . aca 7 6/24/2021
By An Authorized Official of: the New . By An Authorized Official of: the New
Hampshire Office of the Attorney General Hampshire Governor & Executive Council
Name: Catherine Pinos ‘ . ‘Name: ’

Title: Attorney . o Title: '
Signature and Date: Z ; 6/24/2021 ‘Signature and Date:
= USCATIUIE I ICARE A
- . * . . ’ 0 o.
' | (&
§5-2021-DPHS-14-COVID-01-A03 |

Campus Authorized Officla!

6/23/2021
Dats
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EXHIBIT A

Project. Title: COVID-19 Sample Testing

Project Period: December 14, 2020 through December 31, 2021.

Objectives: See Exhibit A-2 Scope of Services |

Scope o'f Work: See Exhibit A-2 Scope of Service:s, Standard Exhibit l'Busiﬁess.Associa'tc
Agreement, and Exhibit K. DHHS Informational Security Requirements. Please note

Exhibits C through H and Exhibit J arereserved. Modifications to Exhibit A-2 Scope of
Services are as follows:

Modify Exhibit A-2, Scope of Services, Section |, Subsection 1.4, to read:

' 1.4. Provide test collection supplies to the entities listed in Subsection 1.2, for surveillance and

" outbreak testing, as specified by the Department, in quantities spemﬁ’ed by the department,
by Contractor-provided courier serwcc or ovcmlght delivery service, supplies shall include:
t.4.1. Anterior nares swabs; :
i . “
1.4.2. Transport tubes; and

1.4.3. Instructions for collection of specimens.

. Modify Exhibit A-2, Scope of Services, Section |, Subsection 1.6, Paragraph 1.6.1., to read:

1.6.1. Perform up to 6,000 tests per week five (5) days per week, Monday through Friday. The
‘number of tests per day may vary as agreed upon by both pamcs

3. Add Exhibit A-2, Scope of Services, Section 1., Subsection-1.11, to read:

"1.11. The Contractor shall complete SARS-CoV-2 biomarker analysis in wastewater samples at

select sewer pipe or manhole at Néw. Hampshire Hospital. The Contractor shall:
[.11.1. Prepare and supply sample bottles and labels. -
1.11.2. Provide courier services from New Hampshire Hospital to the Contractor.

. 1.11.3. Train New Hampshire Hospital staff in sample collection and storage.
1.11.4. Complete pre-processing and extraction of viral RNA.
1.115. Complcte ddPCR quantification of the SARS-CoV-2 N1 and N2 biomarkers.

. Add Exhibit A-2, Scope of Services, Section 4 Réporting Requirements, Section 4.2 to rcad:

4.2. The Contractor shall submit daily data from the analysis completed in Section 1.11.

Modify Exhibit B-1, Payment Terms, Section 3, to.read:

3. Payment for services billed to the State of New Hampshire in accordance with Exhibit A-2,
Scope of Services, shall be on a cost reimbursement basis for actual deliverables in the
fulfillment of this Agreement, as specified below:

Service : Cost

COVID-19 Testing " $31.25 per test

SARS-CoV-2 Blomarker $200

Analysis .

Delivery $80 per run os

' [
§5-2021-DPHS-14-COVID-01-AD3
Campus Authorized Official

6/23/2021
Date,
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t Training for Sample Collection. | $200 per event ]

~

E. Deliverables ‘Scﬁedule: See Exhibit A-2 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-1.

-

D3
(+
Campus Authorized Official _

6/23/2021
e_

55-2021-DPHS-14-COVID-01-AD3

Dat



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
29 HAZEN DRIVE, CONCORD, NH 03301

603-271-4501  1-BOO-852-3345 Ext. 4501 v
Fax: 603-271-4827 TDD Access: 1-800-735-29064

Lorl A. Shibinette
Commissloner

Patricis AL Titley _www.dhhs.nh.gov
Interim Directer ¢
June 7, 2021
. His Excellency, Governor Christopher T. Sununu
and the Honorable Council
State House
Concord, New Hampshire 03301
INFO ONAL ITEM

Pursuant to RSA 4:45, RSA 21-P; 43, and Section 4 of Executwe Order 2020-04 as

extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16,.
2020-17, 2020-18, 2020-20, 2020-21, 2020-23, 2020-24, 2020-25, 2021-01, 2021-02, 2021-04,

2021-05, 2021-06, and-2021-08, Governor Sununu authorized the Department of Health and
Human Services, Division of Public Health Services, to enter into a Sole Source amendment to
a cooperative project agreemenl with the University of New Hampshire (VC# 177867), Durham,
NH, for laboratory services to assist with testing COVID-19 samples from long-term care and
other facilities, by extending the completuon date from. June 30, 2021, to December 31, 2021, with
no change to the price limitation of $2,182,500. 100% Federal Funds. .

The original contract was approved by the Govermor on December 30, 2020 and
presented to the Executive Council as an Informational Item on January 22, 2021 (Informational
ltem #H), and most recently approved by the Governor on March 3, 2021, and pressnted to the
Exacutive Council as an Informational ltem on April 7; 2021 (informational ltem #J}.

‘ Funds are anticipated to be available in State Fiscal Year 2022, upon the availability and
continued appropnatlon of funds in the future operating budget, with the authorily to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified. .

05-95-90-900010-19510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV Div, ADMINlSTRATION LONG TERM CARE
FACILITIES - GOFERR FUNDS

“State | - \ Increased .
. Class / Job Current Revised
Fiscal ~Class Title {Decreased)
Year Accognt | _Nurnber Budget Amount Budget
2021 | 103502507 | Cgr28= 1" | 50020000 | 3562500 $0| $562,500
' Subtotal $562,500 50| $562,500

The Deparinent of Health and Human Services” Mission is to join communilies and fantilies
in providing opporiunitics for citizens (o vchicve health and independence.




His Excellancy, Govemor Christopher T. Sununu
and the Honorable Councll :
Page 2 of 3 '

05-95-90-903010-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES, ELC
CARES COVID-19

- State ' Increased
g . Class / Job Current Revised
Fiscal Class Title (Decreased)
Year Account ﬂumher Budgelt Amount Budget
. 102-500731 | Contracts for | 90183538
2021 Prog Svc . $1,620,00 | $0( $1.620,00
Subtotal | $1,620,000 $0 | $1,620,000
- ‘ . Total | $2,182,500 $0 | $2,182,500
EXPLANATION

This item is Sole Source because the agreement was originally approved as sole source
and MOP 150 requires any subsequent amendments to be labeled as sole source. The
Department, in the inlerest of the public's health and safety, determined the University of New
Hampshire had the capacity to quickly respond to the COVID-19 pandemic and assist the New
Hampshire Public Health Laboratory with processing a high volume of COVID-19 tests.

" The purpose of this amendment to the cooperative project agreement is for the University
of New Hampshire to continue lo provide laboratory services to assist with testing COVID-19
samples from long-term ‘care and other facilities. The University of New Hampshire is providing
laboratory lesting on COVID-19 samples that are received from long-term care and other facilities
and completing pre-testing, testing, and post-lesting functions, The University of New Hampshire
is providing test collection supplies to the fadilities, which include the swabs, tubes, and mail
packaging materials. Once the samples are collected, the University of New Hampshire tests the -
samples in its laboralory and sends all COVID-19 test results 1o the Department; positive resuits
must be faxed to the Department the same day. Results are communicated to the facility within
sevanty-two hours from sample tesling.

The number of individuals served through this agresment, will depend on the trajectory of
COVID-19. Through this agreement, the University of New Hampsmre may perform up to 6,000
COVID-19 test per week.

As referenced in Exhibit A, Project Period of the original cooperative project agreement,
the parties have the option to extend the agreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and appropriate
Statae approval. The Department is exercising its ophon to renew services for six {6) months of
lhe six {6) months available.

Area served: Slalewide
Source of Funds: CFDA #93.323, FAIN #NU5S0CK000522



His Excetlancy, Govemor Christopher T. Sununu
and the Hoporable Council
Page 3 of 3 -

in the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

‘Raspectfully submitted,
Lori A. Shibinette
Commissioner
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AMENDMENT #2 to ,
COOQPERATIVE PROJECT AGREEMENT
between the :
STATE OF NEW HAMPSHIRE, Department of Health and Human Services
' i and the \
University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor on December
30, 2020 and March 3, 2021, for the Project titled “COVID-19 Sample Testing ,” Campus Project
Director, Marc Sedam, is and all subsequent properly approved amendments are hereby modified by
mutual consent of both parties for the reason(s) described below: '

Purposc of Amendment (_Chéose all applicable items);

@ Extend the Project Agreeme‘ht and Project Period end date.

provide additional funding from the State for expansion of the Scope of Work under the Cooperative
Project Agreement. :

[] Other:

Therefore, the Cooperative Projéct Agreement is and/or its subsequent properly ‘approved'-
amendments are amended as follows (Complete only the applicable items):

e Artticle A. is revised to réplace the State Department name of and/or USNH campus from
to ' . _ A —

e Anricle B. is revised to replace the Project End Date of June 30, 2021 with the revised Project End
* Date of December 31,2021 , and Exhibit A, article B is revised to replace the Project Period of
* December 14, 2020 - June 30, 2021 with.December 14, 2020 — December 31, 2021

+ ‘Article C. is amended to expand Exhibit A by including the proposal titled, “___,” dated __ .
 Article D. is amended to change the State Project Administrator to Christine Bean.

e Article E. is amended to change the State Project Director to ___and/or the Campus Project
Directorto___. : o

4

e Article F. is amended to add funds in the amourit of and will read:

-

. ' : : o
Total State funds in the amount of $2,182,500 have been allotted and are available for
* payment of allowable costs incurred under this Project Agreement. State will not reimburse
~ Campus for costs exceeding the amount specified in this paragraph.

e Article F. is amended to change the cost share requirement and will read:

Campus will cost-share ___% of total costs during the amended term of this Project
Agreement. -

Ay

o : os
- o Campus Aulhorized Officia

—

5/24/2021
Date .
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o Article F. is amended to change the source of Federal funds paid to Campus and will read: '

Federal funds paid to Campus under this Project "Agreement as amended are from
. Grant/Contract/Cooperative Agreement No. from under CFDA# 93.323. Federal regulations
required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached to this document as
revised Exhibit B, the content of which is incorporated herein as a part-of this Project Agreement.

Article G. is cxcrmscd to amend Article(s) of the Maslcr Agreement for Cooperative Projects between
the State of New Hampshire and the University System of New Hampshire dated November 13, 2002,

( as follows: : .
Article is amended in its entirety to read as follows:
Article is amended in its entirety 10 read as follows:

Article H. is amended such that:

‘ [X) State has chosen not to take possessaon of equipment purchased under this Project Agreement.

; l_‘ State has chosen to take possession of equipment purchased under this Project Agreement and will’
issue instructions for the disposition of such equipment within 90 days of the Project Agreement’s
end-date. Any expenses incurred by Campus in carrying out State’s requested disposition will be
fully reimbursed by State. ' '

[ TExhibit A is amended as attached.
[_] Exhibit B is amcndcd as attached. : : : . i
All other terms and condmons of the Coopcratwe PrOJeCt Agreement remain unchangcd

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative PrOJcct
Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parues by their authorized
officials.

This Amendment and all obligations of the parties hereunder shall become effective on the date of
Governor approval of this Amendment 1o the Cooperative Project Agreement.

E

Campus Authorized Official :
5/24/2021

Date
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IN WITNESS WHEREOF, the following pames agree to this Amendment #1to the Cooperanvc

Project Agrccmcnt

By An Authorized Official of:
University of New Hampshire
Name; Karen M. Jensen

Title: Director, Pre-Award

By An Authorized Official of:

NH DHHS, Division of Public Health Services
Name: Patricia Tilley

2/ L47400L

TRUSIR T,
_Signature and Date: [—‘t“""" B

Title: Director

AT LR/ AULL
ﬁ?dm R —rm,

Signature and Date:

N——BOCCIOEAFBTBAYM...

By An Authorized Official of: the New
Hampshire Office of the Attorney General
Name: Catherine Pinos .

S B4SFBISFSBFDCA..,

By An Authorized Official of: the New
Hampshire Governor & Executive Council
Name:

Title: Anomeﬁ L

Signature and Date:

Title:

R AT TICARE

s

Signature and Date:

. s
' @
Campus ‘Authorized Official

Date

© Y 572472021
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EXHIBIT A — Amendment # 1

Project Title: COVID-19 Sample Testing ‘ ' ‘

>

Projecf Period: December 14, 2020 through December 31, 2021.

Objectives: See Exhibit A-1 Scope of Services

c 0 ¥

Scope of Work: See Exhibit A-1 Scope of Services, Standard Exhibit 1 Business Associate,
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note . - -
Exhibits C through H and Exhibit J are reserved. Modifications to Exhibit A-1 Scope of
Services are as follows:

! 1. ‘Modify Exhibit A-1, Scope of Services, Section 1.6.1, to rcad.:,

1.6.1. ,Perfo.r'm up to 6,000 tests per week, five (5) days per week (Monday through Friday). The
number of tests per day may vary as agreed upon by both parties. ‘

E. Deliverables Schedule: See Exhibit A-1 Scope-of Services

F. Budgetand Invoicing Instructions: See Exhibit B-1.,

03
~ Campus Authorized Official

5/24/2021
Date
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‘STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
19 HAZEN DRIVE, CONCORD, NH 0320)

603-2714501 1-800-852-3343 Ext 4501

Fax: 603-2704817 TDD Access: 1-800-735-1564
www dhhanb.gov

March 4, 2021

His Excellency, Govemor Christopher 7. Sununu
“and the Honoreble Coundci!
State House ‘
Concord, New Hampshire 03301

INFORMATIONAL ITEM

Pursuant to RSA 4:45, RSA 21-P:43, and Section 4 of Executive Order 2020-04 as
-extanded by Exacutive Orders 2020-0§, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16,
2020-17, 2020-18, 2020-20, 2020-21, 2020-23, 2020-24, 2020-25, 2021-01, and 2021-02,
Govemnor Sununu has authorized the Department of Health and Human Services, -Division of
Public Health Services, to enter into a ‘Retroactive, Sole Source amendment to a cooperative

joct agreemem with University of New Hampshire (VG 177867), Durham, NH, for 1aboratory
services to assist in the testing of the COVID-19 samples from long-tem care and other faclities,
by increasing the price limitation by $562,500 from $1.620.000 to $2,182,500 and by extending
the completion date from December 30, 2020, to June 30, 2021 effective retroadtive to Dec«embet
31, 2020. 100% Federa! Funds.

The original contract was approved by the Govemor on December 30, 2020, and
presentad to the Executive Council as an lnformauonal Item on January 22, 2021 (Informational

. _Hem.#H)

Funds are available in 1 the fonowb'rg accounts for State Fiscal Year 2021, with the authority
to adjust budgel line ilems within the price limitation through the Budget Office, if neoded and
justified.
05-95-80-900010-18510000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: PUBLIC HEALTH SERV DIV, ADMINISTRATION, LONG TERM CARE
FACILITIES - GOFERR FUNDS

Stnto Increased :
Class/ ' : Job Curront Revised
_Filscal X Class Title . . -{Decreased)
Yoar Account | Number : Budget Amount . Budget
2021 [ 103-502507 ° C"g‘p"’s"vc“’” 90028000 |  $562,500 30| $562.500
Saubtotal $562,500 | $0 $562,500

05-95-90-903040-1901@00 HEALTH AND SOCIAL SERVICES, HEALTH AND H‘UMAN SVCS
‘DEPT OF, HHS: PUBLIC HEALTH SERV DIV, BUREAU OF LABORATORY SERVICES. ELC
CARES COVID-19 :

Tha Department of Healih end Human Sovices” Mission is (o join communities and fomilies
in providing opporiunilies for citizans to achicve heaiih and independence.
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His ExceDency, Govemor Chrstopher T. Sununu

and the Honorshils Councll
Page2cf3.
State Intreased :
Class / Job Current Revised

Flscal Clags Title - {Decreased)

Year Account Number Budget Amount Budget

102-600731 | Contracis for | 69183538 . s
2021 Prog Svc 30 $1,620,000 $1.620,000
Subtotal 30 $1,620,000 | $1,820,000|
Tota) $662,800 | $1,620,000( $2,182,600
EXPLANATION

This item is Retroactive because the funding for this agreement was not received from
the Centers for Disease Control for COVID-19 testing until January 14, 2020. Consequently, the
funds could not ba accepted inlo the operating budget untit after the completion date expired.
This item is Sole Source because the agreement was originally approved as sole source and
MOP 150 requires any subsequent amendments to be tabeled as sole source. The Department,
in the interest of the public's health and safety, determined the University of New Hampshire had
the capacity to quickly reapond to the COVID-18 pandemic and assist the New Hampshire Public .
Hesalth Laboratory with processing a high valume of COVID-18 tests.

The purpose of this amendment to the cooperative project agreement is for the University
of New Hampshire to continue to provide laboratory services to assist with testing COVID-19
samples from tong-term care and other fadlities. The University of New Hampshire is providing
laboratory testing on COVID-19 samples that are received from.long-term care and other facillties
-and completing pre-testing, testing, and post-testing functions. The University of New Hampshire
is providing test coflection supplies to the facilties, which Include the swabs, tubes, and mail
packaging materials. Once the samples are collected, the University of New Hampshire teste the

_.samplos in-ite laboratory.and-sends.all. COVID-18-test-results to the:-Department:- positive-resuits

must be faxed to the Department the same day. Results are oomrnumcated to the facility within
saventy-two hours from sample testing. )

The number of individuals served through this agreement, will depend on the trajeclory of
COVID-19. Through this agreement, the Univereity of New Hampshire may perform up {0 6,000
COVID-19 tests per week.

As referenced in Exhibit A, -Project Period of the original cooperatlve project agreement,
the parties -have the option to extend the sgreement for up to one (1) additional year, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and appropriate
State approval. The Deparimant is exercising its option 1o renew services for six (6) months of
‘the one (1) year available.

Area served: Statewide o
Source of Funds: CFDA #93.323, FAIN #NUS0CK000522

In the event that the Federal Funds becoms no longer available, General Funds will not
be raquested to support this pregram.
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His Excelloncy. Governor Christophes T. Sumumu
ond the Honorable Councl!
Page 3of 3

Respectfully submitted,
Lor A. Shibinette
Commissioner
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AMENDMENT #1 10
COOPERATIVE PROJECT AGREEMENT
berween the

STATE OF NEW HAMPSHIRE, Department of Health and Human Services .
b : and.the

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE

The Cooperative Project Agreement, approved by the State of New Hampshire Governor on December
30, 2020, for the Project titled “COVID-19 Sample Testing ,” Campus Project Director, Marc Sedam, is
and all subsequent properly approved amendments are hereby modified by mutual consent of both parties
for the reason(s) described below: :

Purpose endm C all applicable items):

(] Extend the Project Agreement and Project Period end dale, at no additional cost to the State,

B Provide additional funding from the State for expansion of the Scopc of Work under the Coopcranvc
ijoct Agreement.

] Other:

ey

Therefore, the Cooperative Prolcct Agreement is and/or its subsequent properly approved
amendments are amended as follows (Complete only the applicable items):

- Article A, is revised to replace the State Department name of __- with ___ and/or USNH campus
- from__to__ '

s Article B. is revised to Ecplace the Project End Date of December 30, 2020 with the revised Project
End Date of June 30, 2021 , and Exhibit A, article B is revised to replace the Project Period of
December 14, 2020 - December 30, 2020 with December 14, 2020 — June 30, 2021

> Aricle C. is aménded to expand Exhibit A.by including the proposal titled, “___," dated ___

s Article D. is amended to change the Stale Project Administrator to Lisa Morris.

s Anicle E. is amended to change the State Project Director 1o ___and/or the Campus Project
Directlorto ___

+ Anricle F. is amended to add funds in the amount of $1,620,000 and will read:

Total State funds in the amount. of $2,182,500 have been allotied and are -available for
paymeni of allowable costs incurred under this Project Agreement. State will not rcnmbursc
Campus for costs exceeding the amount specified in this paragraph.

» Anicle F. is amended to change the cost share requirement and will read:

Campus will cost-share ___ % of total costs during the amended term of this Phjmt
Agreement,

]
| £
. . Campus Authorized Official

2/4/2021
Dpto ’
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¢ Article F. is amended to change the source of Federal funds paid 10 Campus and will read:

Federal funds peid to Campus under this Project Agreement as amended are from
Granv/Contract/Cooperative Agreement No. from under CFDA# 93.323. Federal regulations
" required to be passed through to Campus as part of this Project Agreement, and in accordance with
the Master Agreement for Cooperative Projects between the State of New Hampshire and the
University System of New Hampshire dated November 13, 2002, are attached (o this document as
revised ExhibitB, the content of which is incorporated herein as a part of this Project Agreement.

.Article G. is exercised to amend Article(s) of the Master Agreement for Cooperative Projects between
the State of New Hampshire and the Unijversity System of New Hampshire dated Now:mbcr 13 2002,

. as follows:
Article is amended in its entirety 10 read as follows:
Article is amended in its entirety to read as follows:

Arnticle H. 13 amcpded such that:

PA State has chosen not to take possession of equipment purchased-under this Project Agreement.

D State has chosen to take possession of equipment purchased under this Project Agreement and will
issue instructions for the disposition of‘such equipment within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in canymg oul State's requested disposition wnll be
fully reimbursed by State.

R Exhibit A is amended as antached.
- [T1Exhibit B is amended as attached.
All other terms and conditions of the Cooperative Project Agreement remain unchanged.

This Amendment, all previous Amendments, the Cooperative Project Agreement, and the Master
Agreement constitute the entire agreement between State and Campus regarding the Cooperative Project

- . Agreement, and supersede and replace any previously existing arrangements, oral and written; further
changes herein must be made by written amendment and executed for the parties by their aulhonzcd
officials. '

This Amendment and aII obhgauons of the parties hereunder shall become cffecuvc on thc date of
Govemor approw:l of this Amendment to the Cooperative Project Agreement. .

k4

Campus Aulhorized Official

2/4/2021
Dats,
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N WITNESS WHEREOF the followmg partics agree to this Amendment # 1 (0 the Coopcralnvc
Project Agreement.

By An Authorized Official of: : : By An Authorized Official of:

University of New Hampshire NH DHHS, Division of Public Health Services
Name: Karen M, Jensen ) Name: Lisa Morris
Title: Manager, Sponsaged Bmgmms Administsiion _ Title:  Director .
keiein _fonsel /412021 ‘ pﬁ“‘f
~ Signature and Date: aaaa Signature and Date: 0}6(. ik M4/2021
By An Authorized Official of: the New : By An-Autho'rized:Omcial of: the New
Hampshire Office of the Attomcy General Hampshire Governor & Executive Council
Name: Catherine Pinos . Name: - ‘
Title: Auomey — . Title:
_ : C@z— 2/12/2021 o
_Signature and Date: . _Signature and Date:
-l
i
i
[+ ]
(=
Campus Authorized Officiat

27472021
Dale
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EXHIBIT A - Amendment # 1
A. ProjectTitle: COVID-19 Sample Testing

B. Project Period: December 14, 2020 through June 30, 2021. The Department reserves the righ\t
to extend contracied services for up to additional six {6) months contingent upon available
funding, agreement between the parties and appropriate State approval. -

C. Objeétives: See Exhibit A-] Scope of Services

"~ D. Scope of Work: See Exhibit A-1 Scope of Services, Standard Exhibit 1 Business Associate
Agreement, and Exhibit K DHHS Informational Security Requirements. Please note |
Exhibits C through H and Exhibit J are reserved. Modifications to Exhibit A-1 Scope of
Services are as follows: - \

" 1. Modify Exhibit A-1, Scope of Services, Section 1.4 through 1.4.1.3, to read:

1.4  Provide test collection supplies 1o the entities listed in Section 1.2, for
surveitlance and outbreak testing, as specified by the Depantment, in
quantities specified by the Department, by Contractor provided courier
service or overnight delivery service, supplies shall include:

1.4.1 _Antcrior nares swabs;
1.4.2 Transport tubes; and
" 1.4.3. Instructions for collection of specimens.

2. Modify Exhibit A-1, Scope of Services, Section 1.6.1, to read: -

1.6.1. Perform up to 6,000 tests per week six, (6) days per week (Monday through Saturday), .
The number of tests per day may vary as agreed upon by both parties.

E. Deliverables Schedule: See Exhibit A-1 Scope of Services

F. Budget and Invoicing Instructions: See Exhibit B-1. Modnﬁcanons to E)d'llbll B-1
Paymcm Terms are as follows

1. Modjfy Exhibit B, Methods and Conditions Precedent to Payment, Section 3, to read:

3. Payment for services billed to the State of New Hampshirc in accordance with Paragraph 2 of
Exhibit B, Scope of Services, shall be on a Fixed Price Level of Effort in the fulfillment of this N
Agreement for actual expenditures incumred in the fulfillment of this Agreement, as specified
below: ‘

{ . Rale Per Test ] - %45 ° - |

2/4/2021
Date, 14/

Campus Authorized Official ~———
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
2P HAZEN Dlll\;l. CONCORD, NH 03301

6032714500  1-B00-832-2)48 Ext. 4501

Fas: 6011714817 TOD Acrens: 1-450-7)5-1964
www ABhsnh.gov

" December 31, 2020

His Excellency, Governor Chrislopher T. Sununu
and the Hdnorable Councdll : .

State House .
Concord, New Hempshire 03301 )
. INFORMATIONAL ITEM

. " /

Pursugni to RSA 4:45, RSA 21-P:43, and Section 4 of Executive Order 2020-04 a3
extended by Exacutive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16.
2020-17, 2020-18, 2020-20, 2020-21, 2020-23, and 2020-24,-Govemor Sununu has aulhorized
the Depariment of Health and Human Services, Division of Public Health Servicas, lo enter into
a Retroactive, Sole Source cooperalive project agreement with University of New Hampshire
(VC# 177867). Ourham, NH, in the amount of $562,500, for [aboratory services to assist in the

" testing of the COVID-19 samples from tong-term cars facilities, wilh the oplion 1o ranew for up to
ong (1) additional yoar, effective ratroactive to Dacember 14, 2020, through December 30, 2020.
100% Other Funds (Govemor's Office for Emergency Relief and Recovery).

. Funds are svailabls in the following accaunt for State Fiscal Year 2021, with the authority
. 1o adjus! budget tine items within the price limitation through the Budgel Office. if needed and
justified. - .
05-95-95-950010- 19280000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, KHS: COMMISSIONER'S OFFICE, OFFICE OF THE COMMISSIONER, DHHS
COVID RELIEF - GOFERR FUNDS, o

State Clasp / :
Fiscal Yoar Aceount Class Title | Job Number Total Arnount
2021 103-502507- Contracts for Op Svc. 95010799 . $562,500
) ‘ ' Total $562,500
EXPLANATION

" This cooperative project agreement Is Retroactive because the Departmerit needed the
Uniyersily of New Hampshire lo.immediately begin using ils Iaboratory to conduct COVID-18
tests, due {0 the Siale's increased testing needs. This cooperative project agreemant is Solo
Source because the Department, in the intarast of ihe public's heellh and safety, determined the
Universily of New Hampshire had the capacily to quickly respond to the COVID-19 pandemic.
The Department reachad out {0 the Universily of New Hampshire 1o 8ssist the New Hampshire -
Public Heatth Laboratory in processing the high number of COVID-18tests.

The purpose of Ihis cooperalive project egreement is for University of New Hampshire to
provide laboratory services to assist in the testing of the COVID-19 samples from long-term care
facllities. The Dapariment anlicipales an increasa in the number of individuals belng tesled for

The Deporiment of Healih aud Humen Services’ Mizion iv o jein communifies nud[nn-;mu
in providing epportunitics for citiveny 1o cthitwe heolth and indptndence. :
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Hip Excoboncy, Oovemar Christopher T. Sununu
and s Honorabis Cound! .
Pego 2012

COVID-18. In order {0 kesp up with the demand of COVID-19 outbreak lesling in long- term care
tacilitles, the Depariment needs additional laboratory support.

The University of Naw Hempshire is providing laboratory testing on COVID-19 samples
that are recgived from long-term care facilities and compieling pre-tesling, testing, and post-
testing functions. The University o New Hampshire is providing test collecion supplies to the
faciities, which inctude tha swabs, tubes, and mail packaging materials. Once the samples are
collacted, the University of New Hampshire tests the samples in its laboralory and gends ell
COVID-19 test rasults to the Depariment; positive results mus! be faxed to the Department the
same day. Resuits will be communicated (o the lang-term care facility within saventy-two hours
from sample testing.

. The number of Individuals served through this agreement, will depend on the trajectory of
COVID-19. Through this agreement, University of New Hampshite may perform up to 6,000 -
- COVID-18 test per week. . '

As rpfaranced In Exhibil A, Project Perlod, of \he altached cooperative project agreement,
te perties have the oplion to extend the agreament for'up one (1) additional year, contingent
upon satisfaclory delivery of services, available lunding, agreemenl of the parties end eppropriste
State epproval. .

Area served: Stalewide

Source of Furds: 100% Other Funds (Govemors Office for Emergency Refief anﬂ
Recovefy)

in tha aveni thal the Other Funds become no Iongar ava:lab!a Genorsl Funds will notbe
requested to support this program

. Respectfully submitied,

-4y~ Lori A Shibinelie
Commissioner
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COOPERATIVE PROJECT AGREEMENT

between Lhe

STATE OF NEW HAMPSHIRE, Depariment of Health and Human Services.

sndthe

University of New Hampshire of the UNIVERSITY SYSTEM OF NEW HAMPSHIRE *

A. This Cooperative Projéct Agreement (hereinafier “Project Agreement") is-entered into by the Siate
of New Hampshire, Department of Health and Human Services, (hereinafier “Siate”), and the
University System of New Hampshire, scling ‘through “University’ of New Hampshire,
(hereinafier “Campus™), for the purpose of undenaking 2 project of mutup) interesi. This
Cooperative Project shall be carried out under the terns and conditions of the Master Agreement
for Cooperative Projects between the State of New Hampshire and the University System of New
Hampshire dated November 13, 2002, except as may be modified heeein. '

. This Project Agreement and all obligations of the parties hereunder shall become effective on the date

the Governor and Executive Counci) of the State of New Hampshire approve this Project Agreement

(“Effective date”) and shall end on December 30, 2020. If the provision of services by Campus

.. precedes the Effective date; ail services pecformed by Campus shall be performed ot the sole risk of
Campus and in the event that this Project ‘Agreement does not become effective, Stote shall be under
no obligation to pay Campus for costs ‘incurred or services performed; however, if this Project .
Agreement becomes  effective, alf costs incurred prior to the Effective date thal would othenwvise be

allowable shall be paid under the tems of this Project Agreement. .

€. The work to be performed under the terms of this Project Agreement is described in the proposal .

herein as o pan of this Project Agreement.
Project Title: COVID-19 Sample Testing

identified below and attached 1o this document as Exhibit A, the content of which is incorporated

D. The Following Individuals are designated os Project Administrators. These Project Adminisieators
shall be responsible for the business aspects of this Project Agreement and all Anveices, payments,
project amendments and related correspondence shall be directed to the individuals so designated.

Stale Proisct Admini
© Nome "%

C Pri Admini
H_nmLChéwI Mboare

Address;
TBD .

Address: University of New Hampshire
Sponsored Programs Administration
.51 College Rd. Rm 11§
Durham. NH (1824

Phone: T80

Phone:  603.862-4848

E. The Following individuals are designated as Project Directors. These Project Directors shall be
responsible for the technical leadership and-conduct of the project. All progress reports, completion
reports and related correspondence shall be directed to the individuals so designated.

 State Project Director Campus Project Dircctor
) sed
Neme: Lisa Moris, Direclor Name: Marc Sedam
Address: 29 Hazen Drive ' Address:

Concord, NH 03104

uNiInnovation, 21 madbury Road
Sra 101 Ducham MM NIR24

Phone:

Phone: {603) 2M-4612

603-862-4130
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. F. Totel State funds in the amount of $562,500 have been sllotied ‘and are available for payment of
‘sltowable costs incurred under this Project Agreement. State will not rc:mburse Campus for costs
exceeding the amount specified in this paragraph.

Ctieck if applicable

(O Campus will cost-share % of total costs during the term of this Project Agréement.

X Federa! funds paid to Campus under this Project Agreement are from Grant/Contrac/Codperotive
Agreement No. . from 'CARES- Act Coronuvirus Relief Fund under CFDA# 21.019.
“Federal regulations required 10 be passed through 10 Campus as pant of this Project Agreement,
and in accordance with the Master Agreement for Cooperative Projects between the State of New
Hampshire and the Universiry System of New Hanipshire dated November 13, 2002, are attached
. to this document os Exhibil B, the conlcnl of which is incorporeted herein as a part of this Project
Agrtcment

G. Check ifa olicable
Bd Article(s) 1S of the Moster Agreement for Co-opcralwc Projects between the State of New

Hampshire and the University System of New Hampshire dated November 13, 2002 is/are hereby
amended 10 read:
Under State law, specul'rcatly RSA 21-P:41 and RSA 21-P.:53, entities and emergency managemcnt
workers engaged in emergency menagement aclivilies are immune from suit. See N.H. Atty, Gen,
Op. No. 2020-01. The Depariment of Health and Humon Services hereby acknowledges that UNH-is '
outhorized to perform the emergency management activities described “herein, In addition, the
Depariment agrees 10 defend, indemnify, and hold UNK harmless pursuant 10'RSA 99.D:8 for any.
and all claims arising from or relating to UNH's provisions of the. emergency management activilies
described herein, Neither the terms of this Master Agreement nor those of any PI'OJECI Apreemeni

. shall be deemed & waiver of sovereign |mmumly by either panty.

H. (X State has chosen not to take possession ofequ:pmcm purchased under this Project Agrccmcm
[ State has chosen to take possession of equipment purchased under this Project Agreement and will .
issue instructions for the disposition of such equipnent within 90 days of the Project Agreement's
end-date. Any expenses incurred by Campus in carrying.out State's requesied dlsposmon will be
fully reimbursed by Statc.

This Project Agreement end the Master Agreement conslitute the entire agreement bclwccn Siste ond
Campus ‘regarding this Cooperative Project, and supersede and rcplacc any previously existing
arrangemcnts, orsl or writlen; all.changes herein must be madc by written amendmeril and excculed for
the paornties by their authorized officinls. .o

N WITNESS WHEREOI‘ the Universily System of New Hampshire, acting through the University of
Necw Hampshire and the State-of New Hampshm: Department of Health and Human Serv:ces have
executed this Project Agreement, . .

By An Authorized Officinl of:. . By An Authorized Oficiul of: Dcpam’ncnl of
University of New Hampshire Health and Human Semta
Name; Kpren M, Jengeq . . Nome: Lisa Morris
' ministeati Titte: Dircctor

Signature and Date: . Signature nnd Date:

Ouaniligmad by: .
keaan _,}uuu- 12/21/2020 | a‘\-ﬂ- M WWL 12/22/2020 ’

=TT S O ML MCASA . .

Page 2 of 4 : L
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By An Authorized Official of: the New By An Authorized Official of: the New
Hampshire Office of the Anomey General Hampshire Govemnor & Executive Council
Catherina Pinos
Name; pirector, Pre-Award ’ Name:
Title; Attorney Tike:
Signajure, pnd Date: ' . Signoture and Date:
l __5 % i © a2/24/2020 .
EXHIBIT A

A. Project Title: COVID-19 Sample Testing

B. Project Period: December 14, 2020 through Oecember 30, 2020. The Department reserves the right
10 extend contracied services for up 1o one (1) additiona! year contingent upon available funding,
agreement between the parties and appropriate Stote approval, :

C. Objectives: See Exhibit A-1 Scope of Services

D. Scope of Work: See Exhibit A-1 Scope of Services, Standard Exhibit | Business Associatc-
Agreement, and Exhibit’K DHHS Informational Security Requirements. Please note Exhibits -
C through H and Exhibit | are ceserved. o '

E. Deliverables Schedule: See Exhibit A-1'Scope of Services

' F. Budget und Invoicing lnstructions: Sce Exhibit 8-1

t Prgc Yof ¢ k4
Compos Authorized Officin )
o Date TI721/2020
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EXHIBIT B

This Project Agreement is funded under a Granv/Contract/Cooperative Agreement to State from the
Federal sponsor specified in Project Agreement anticle F. All applicable requirements, . regulations,
provisions, terms and conditions of this Federal Gran/ContracUCooperalive Agreement are hereby adopled
in full force and effect to the relationship benween Staie and Campus, except that wherever such
requirements, regulations, provisions and tcrms and conditions differ for INSTITUTIONS OF HIGHER
EDUCATION, the appropriate requirements should be substiruted (e.g., OMB Circulars A-21 and A-110,
rather than OMB Circulars A-B7 and A-102). References to Conlraclor or Recipient in the Federnl
langusge will be taken 10 mean Campus; references to the Govermnment or Federal Awarding Agency will
be 1aken to meen Govermment/Federal Awarding Agency or State or both, os appropriste.

Specisl Federa! provisions arc lisied here: BNone o

. e
Pagcdof 4 ) | £
Cuompus Autherized Officia

Date TITTX/2020
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Now Hampshire Department of Health and Human Services
© COVID-19 Sample Testing '

EXHIBIT A-2

1. Statement of Work

1.1. Forthe purposes of thus agreement all references to days shall mean calendar
days.

1.2.  The Contractor shall complete COVID-19 surveillance and outbreak laboratory
-testing of specimens, for the following:

1.21.  Assisted living facilities;
1.2.2.  Long term care facililigs; and
1.2.3.  Other facilities or entilies, as approved by the Depantment,

¢ 1.3. The Contractor shall complete COVID-19 testing for the entities listed in
Section 1.2, per CMS QS0-20-38-NH, which includes the following:

1.3.4. _ Surveillance testing for staff.
1.3.2. Qutbreak tesling for stafl and residents.

1.4. The Contractor shall conduct COVID-19 pre-testing, testing- and post taslmg
functions, as approved by the Department, the Contractor shall:

1.4.1. Provide test coliection supplies to the entities listed in Section 1.2, for
surveillance and outbreak testing, as specified by the Depariment, in -
.quantities specified by the Department, by Department provided courier
service or overnight delivery senice, which supphes shall include:

1.4.1.1.  Anterior nares swabs;
1412, Transpoi't tubes;
1.4.1.3.  Provide a dedicated priﬁl_er, as agreed'updn; and
A 1414, Instructions for collection of specimens.
1.4.2. Receive all specimens.
1,4.5. Perform the RT-PCR diagnostic Sars CoV-2 test. The Contractor shall:

1.4.3.1. Repon all results {positive and negalive} electronically
* fthrough the Division of Public Health Service’s "ELR"
system. Positive results shall also be sent to the Division of
\ ~ Public Health Services via fax at 603:271- 0545, or through
another suitable electronic information system, within the
same day the test results are available.

o8
(v
Univerafty of New Hampahire Exhilt A-1 = Scopa of Services Contracior Inkizty

' 12/21/2020

§5-2021.0PHS-14.COVID Pegu 10l 5 . Data
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New Hampshire Department of Health and Human Services
¢OVID-19 Sample Testing

EXHIBIT A-2

1.4.3.2: Notify the ordering mediéal provider or facility via email that
all positive- results are available in the Contiactors secure
portai within twenty-four {24) hours from testing.

1.4.33. A1 negatuva results are available in the Contractor's secure
portal. .

1.4.3.4. |t Contracior experiences delays communicaling resulis, the
: Contractor must natity the Department immediately afier it
becomes aware of the delay.

1.5. The Department shall ensure that each entity listed in Section 1.2 has its own
Medical Director who is a’licensed medical provider and will ‘serve as the
ordering provider for each COVID-19 test, unless otherwise approved by the
Department. If any entity listed in Section 1.2 does not have its own Medical
Director, Dr. Jonathan Ballard of the NH Division of Public Health, or another -
licensed medical provider des1gnated by the Depanment shall serve as the
ordering provider for said entity. The Cantractor shall not be required to perform
any testing for an entity that does not have the required ordering prowder

1.6. The Contractor agrees to provide the pre-testing, testing and post-tesllng
funclions set forth above for the following testing cycles and estlmated tes;
volumes to:

1.6.1. Perform up to 6,000 tests per week, five (5) days per week °
/ {(Monday through Friday) from the effective date until December 30,
2020; provided, however, that the Department understands thal the
Contractor will beg;n by performing 2,000 tests per week and
increase capacity as soon as possible to reach 6,000 lests per week.

1.7. The Contractor shall provide a single point of contact and designated back up
conlact for all communications and directives to and from the Deparimenl, and
shall nolify the Department wulhm twenty-four {24) hours if such point of contacl
‘must be changed.

1.8. The Contractor shall :mmedlately notify the Depariment's COVID Coordinating
Office of test system failures, comected reports, delays in reporting test results
or any olher out-of-the-ordinary issues related to testing performed pursuanl fo
this Agreement such as incidents of cross-contamination.

1.9. 'Subject matter experts and quality assurance representatives from the
Contractor shall participate in weekly calls with subject matter experts from-the -
Division of Public Heakth Servicés to provide updates and discuss operational
and technical issues.

1.10. . The ‘Depariment shall provide. courier services to pick up.specimens at each
of the assisted living or other designated facilities or entities or provide bpxes
and packaging for the return maiting of specimens that is effective in pregveniing
inciden!s of specimen wal breakage : L

Univorsily of Hew Hampshing ahiol A-\ - Scope of Sesvices Contractor Intisls

. . 172172020
$.2021.0PHS5- 14LOVID ‘Page 2003 Oate
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Now Hampshire Dopartmont.of Health and Human Services
COVID-19 Sample Testing

EXHIBITA2 .

2. Exhibits Incorporated

© 2.1. The Convactor shall use and disclose Protected Health Information in

. compliance with the Standards for Privacy of Individually ldentifiable Health

Information’ (Privacy Rule) (45 CFR Parts 160 and 164) urider the Health
Insurance Portability and Accountability Act (HIPAA) of 1996,

2.2. The Contractor shall comply with alf Exhibils | and K, which are auached hereto
and incorporated by reference harein. , .

3. Confidentiality

3.1. The Contractor's Use and Responslbthues for Confidential Information are as
follows.

31.1, The Contractor agrees lo use, disclose, maintain, or lransmit
Confidential -Data from designated enlities as required, specifically
authorized, or permifted under the Contract or this Agreement.
Further, the Contractor, including but not lmited to all its directors,.
officers, employees, and agents, agrees not to use, disclose, maintain,
of ransmit PRI in any manner that would constitute a violation of the
Privacy and Security Rules. The Contractor shall provide Confidential
Information as required by the Conltract, RSA 141-C:7, RSA 141-C:9,
RSA 141-C:10 and in & form required by Administrative Rule He-P
301.03 and the “New Hampshire' Local Implementation Guide for
Electronic Laboratory Reporhng using HL7 .2.5.3," Version 4.0
(5/23/2016), found at
hitps:/iwww.dhhs nh.qovidphs/bphsildocuments/elrguide.pd!.

3.1.2. The Contractor shall transmit the Confidentia! Informalion.to the
) Division of Public Health Services by means of a secure file transpor
protocol {sFTP) provided by the Department and’ agreed lo by the

parties and approved by the Department’s Information Security Officer.

3.1.2.1. Any individua! seeking credentiats to access the sFTP sile
shall sign and return to the Department a *Data Use and
Confidentiality Agreement” (Attachment A) when requesung
sFTP account,

3.1.3. The Contractor shall transmit the Confidential In{ormation to the
Division of Public Health Services as required by statute, and as stated
in the Contract "Statement of Work”™ sections 1.3.4.1 and 1.3.4.2,
namely: . .

3.1.3.1. All test results, including but not fimited to positive and
negative results, shall be reported through the

' outlined in New ‘Hampshire Local Implementation G itd tor
University of New Hempahin - Exhinh A1 = 5cope of Services Contractor Initigdy =
12/21/2020

$5.2021-DPHS-14-COVID _ Pags 3ol s ' Date
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EXHIBIT A-2

ELR Using WL 7.2.5.1, Veision 4.0, 512372016 found at
hitps:/iwww, dhhs nh.qov/dphs/hphsidocuments.

felrquide pdf.

3.1.3.2. Test resuits shall be provided within twenty-four (24) hours of
- the test being completed through the methods set forth in this
Exhibit B-1.

3.2. As necessary. the Conlractor agrses to comply with any request to correct or
complate the data once transmitted to the Division of Public Health Services.

3.3. The Contractor agrees that the data submitted' shafl .be the ‘minimum
necessary” to carry out the staled use of the dala, as defined in the HIPAA
Privacy Rule and in accordance with all applicable confidentiality laws.

3.4. The Contractor and the Department agree to negotiate an amendment to
this Agreement as needed 10 address a Contract amendment, or any
chariges in policy issues. fiscal issues, information security, and other '
specific safeguards required for maintaining conhdennahty of the data.

4. Reporting Requirements

4.1. The Contractor shall submit daily reports to ensure all lesting compleled is
traced, which include, but are-not limited to: -

- 4.1.1. Each facility residents and slaff from whom a spectmen was oblained,
including the following: .

4.1.1.1. Fullname.
4.1.1.2: Name of the testing site.
4.1.1.3. Result of COVID-19 testing on these specimens, if available.
4.1.1.4. [nformation on when specimens were collected, rece:ved and
teported

4.1.2. Information on .when results were communicated 1o the appropriate
-individual through the Contractors ponal {ordering  medical
provider/facility).

4.2. All reports required-under this Sechon 5 shall be available in the Contraclors
portal or senl via secure email to the designated DHHS representative

8. Performance.Measures

5.1. The Contractor shall actively and regularly collaborate with the Deparntrment to
enhance contract managemen), improve results, and adjust program delivery
and policy to ensure successful outcomes.

5.2. The Contraclor may be required to provide olher key dala and metrics {0 the
Department, induding * client- Ievel demographlc performance, and service

dala. =
. N

Universlly of Mow Hamnpshirs Exhibi-A-1 - $cope of Services Conliacior Inkishs
! ’ /2172020
§5-2021-DPHS--COVID : Pogesaols
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* EXHIBIT A-2

6. Records

6.1. The Conlrador shall keep and maintain for 5 years detailed records of their
activities related to Depariment-funded programs and services and have
records available for Department review, as requested. .

6.2. The Contractor shall keep records that include, but are not limited to:

. 6.2.1. Books. records, .documents and other electronic or physical data
. evidencing and reflecting all costs and other expenses incurred by the
. Contractor in the performance of the Contract and all moome recelved

or collected by the Contraclor :

6.2.2. All records must be maintained in accordance with accounting
. procedures and practices, which sufficiently and properly reflect all such .
costs and expenses, and which are acceptable to the Department, and
to inctude, without timitation, all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers, -
requisitions for materials, inventories, valuations of in-kind contributions,
labor time cards, payrolls and olher records requested or required by
\ the Department. .

.6:2.3. Slatistical, enrollment, attendance or visit records for each recipient of
services, which records shall inctude all records of application and.
eligibility (including all forms required to determine eligibility for each
such recipient), records regarding.the provision of services and afl
invoices submitted to the Department to obtain payment for such
services.

"6.3. During the term of this Contract and the period for retention hereunder, the
' Department, the Uniled States Depariment of Health and Human Services, and
. any of their designated representatives shall have access to all reports and
records maintained pursuant to the Contract for purposes of audit, examination,
excerpls and transcripts. Upon the purchase by the Department of the
.maximum number of units provided for in the Contract and upon payment of
the price limitation hereunder, the Contract and all the obligations of the parties
hereunder (excepl such obligations as, by the terms of the Contract are to be
performed after the end of the term of this Contract and/or survive the
termination of the Contract} shal terminate, provided however, that if, upon
review of the Final Expenditure Report the Department shall disallow eny
expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, to deduct the dmount of such expenses as are
disallowed or to recover such sums from the Contractor.

c3

Unlverslly of Now Hampahin Exhibl A-) - Scope of Servicey ' ' cw.éormm
; : 12/21/2020
ss.zqn.oms.u-cowo Pagp Sols . _ Oxie
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New Hpmpshire Departmont of Hoalth and Human Services
COVID-19 Sample Tosting
EXHIB]T B-1-

Payment Torms

1. This Agreement is funded by the CARES Act Coronavirus Relief Fund, CFOA
#21.019.

" 2. Forthe purposes of tms Agreement,
2.1. The Depariment has identified the Contraclor as a Comractm in
accordance with 2 CFR 200.330. .

3. Payment for services billed to the State of New Hampshire in accordance w'nh
Paragraph 2 of Exhibit B, Scope‘of Services, shall be on & cost reimbursement
basis for actval expenditures incurred in the fulfilment of this Agreement, as
specified below, and subject to amendment pursuant to the mutual agreement of
the Parties: :

Rate Per Test 1 - *$31.25

4. The Contractos shail submit an invoice in a form satisfactory to the Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses incurred In the prior month,

" The Contractor shall ensure the invoice is completed, dated and retumed to the
Department in order to initiate payment. . .

5. inlieu of hard- -copies, all invoices may be assigned an elecironic signature and
emailed 10 Beth kelly@DHHS.NH. GOV or invoices may be mailed to:

Financial Manager

‘Depanment of Health and Human Senm:es
129 Pleasant Street

Concord, NH 03301

6. The Department shall make payment to the Contractor wilhin thirty (30) days
of receipt of each invoice, subsequent 10 approval of the submitted invoice and
if sufficient funds are available.

The final invoice shall be due to the Department no later than January 15, 2021,

The_Conlractor must provide the services in Exhibit B, Scope of Services, in,
compliance with funding requirements.

" 8. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with' the lerms and conditions
of Exhibit A-1, Scope of Services, .

10. Notwithstanding -anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in pan, in the event
of non-compliance with any Federa) or State law, rute or regulation applicable
1o the services provided, or if the said services or products have npi-keen
satisfactorily completed in accordance with the terms and oondition@this

Univertly of New Hampahire Exoh B-1 Contractor nlishy

§5-2021.-DPHS-14.COVID . Page 1 of 2 ' Dare 12/21/2020
¢ . ' -
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’ . EXHIBIT B-1

agreement.

11. Notwithstanding the CPA Agreement, changes limited to adjusting amounts
within the price timitation and adjusting encumbrances between State Fiscal
Years and budget class lines through the Budget Office may be made by written

greemeni of both parties, without obtaining approval of the Govemor and
Executive Council, if needed and jusltified.

12. Audits

12.1: The Contractor is required to submit an annual audit to the Depanmenl
" it any of the following condilions exist.,

12.1.1. Condition A - The Contractor expended $750,000 or more in
federa! funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recenlly completed fiscal year.

12.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, 1lI-b, penaining {0 charitable
organizations receiving support of $1,000,000 or more.

12.1.3. Condition C - The Contractor is a public company and requured
by-Security and Exchange Commission (SEC) regulations to
submit an annual financial audil.

12.2. If Condition A exists, the Coniractor shall submn an annual single audrt

' performed by an independent Certified Public Accountant (CPA) to the
Department within 120 days after the ciose of the Contractor's fiscal
year, conducted in accordance with the requirements of 2 CFR Parn
200, Subpart F of lhe ‘Uniform Adminisirative Requirements, Cost
Prmc;p!es and Audit Requirements for Federal awards.

12.3. It Condition B or Condition C exists. the Contractor shall submit an _

annual financial audil performed by an independent CPA within 120
* days after the close of the Contractor’s fiscal year.

12.4. In.addition to, and not in any way in limgtation of obligations of the
Contract, it is understood and agreed by the Contractor that ths
- Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
"Contract to which exception has been taken, or which-have been

~ disallowed because of such an exceplion.

§5.2021 OPHS-14-COVID Page 2 of 2 ' Daig 12/21/2020

Uniwersity of Now Hamgshirs ‘Exhi B-1 Coniractor Intists
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New Hampshire Department of Health anhd Human
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'STANDARD EXHIBIT }

The Contractor identifi ed as “Universiy of New Hampsl'ure in Section A of the Genera Provisions of -
the Agreemenl agrees to comply with tha Hes!th Insurante Postabilily and Accountability Act, Public
Low 104-19% and with-the Standards for Prvacy and Securily of Individually tdentifiable. Health
Information, 45 CFR Parts 160 and 164 and lhose pars of the HITECH Act applicable to business

. associates. As defined herein, "Business Associate™ shall mean the Conlractor and subcontractors
and agents of the Contractor thal receive, use or have access (o protecied health information under -
this Agreément and ‘Covered Enlity” shalt mean the Depariment of Health end Human Services. .

Projoct Titlo:
Project Period:

BUSINESS ASSOCIATE AGREEMENT .

(. Delinitions:

a. "Breach” shal have the same meaning as the lem TBréach' in section 164.402 of Title 45,
Code of Federai Regulations,

. b. 'Btepch Notification Rule™ shall mean the provisions of the Nolification in the Case of Breach
of Unsecured Protected Heauh tnformation at 45 CFR Part 164, Subpan D, and amendments
thereto.

c. -Business Associate” hag the meaning given such term in section 160.103 of Tlla 45, Code of
Federal Regulahons . :

-

" d. "Coversd Enlity’ has the meaning given such tenn in sectlon 160.103 of Title 45, Code of
Federal Regulalions, ‘

. e. "Designated Record Set” shall have the same meaning as the term desrgna!ed record set” in

45 CFR Section 164.501.

f Qa_m_ﬂggmmn shai have the same meaning as the term “dala aggregatnon in 45 CFR
Section 164.501.

g. "Health Care Qperalions” shall have the same meaning as the term “healih care operahons

in 45 CFR Section 164 501.

h. “HITECH Acl® means the Health Information Technology ior'Economic and Clinical Health Agt,
Title Xill, Sublitie D, Part 1 & 2 of the American Recovery and Reinvestment Act of 2009:

i. "HIPAA" means the Healih Insurance Portebility and Accountability Acl of 1995, Public Law
104-191 and the Standards for Privacy and Securnly of Indmduauy Identifiable Health *
Information, 45 CFR Parts 160, 162 and 164.

j. “Individual’ shall have the same meaning as the term “individual” in 45 CFR Séction 160.103
and shall include a person who qualifies as a personal representatwe in accordance wilth 45
CFR Section 164.502(g).

‘- k¢
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k. *Prvacy Rule® shall mean the Standards for Privacy of Individually Identifiable Heafth
Information at 45 CFR Pans 160 and 164, promulgated under HIPAA by (he Umted States
Department of Heallh and Human Services.

\ 'Pro;ggg Hegatth Information” shall have the same meaning os he ‘term “protected health
Information™ In 45 CFR Section 160.103, limited to the information crealed or recerved by
" Business Associate from or on behalf of Covered Entily.

m. "Requireq by Law” shall have (he same meaning as Ihe term “required by law” in.45 CFR
. Section 164.10J.

. n,. “Secrelary” shall mean the Sec:oiary of the Department of Health and Human Services or
his/mér dasignes. -

0. “Security Rule” shall mean the Security Standards for the Protoction of Electronic Prozected
. Heatth Inlom\ahon al 45 CFR Pan 164. Subpart C, and amendments thereto.

p. ‘Unsecured Prolected Health Informplion” shall have the same meaning given such temm in
seclion 164 402 of Title 45, Code of Federa! Regulatrons

q. Other Definilions - All terms not otherwise defined herein shall have the meaning established
under 45 C.F.R. Parts 160, 162 and tsd -as amended from time lo time, and the HITECH Act.

() Useand Disclonure of Profectad Heath Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information
(PH)) except as reasanably necessary to provide the services oullined under Exhibil A of the
Agreemeni, Furiher, the Business Associate, and ds directors, officers, employees and
agents, shall not use, disclose, maintain or ransmit PHI in any manner thal would conslitute a

_ violation of the Privacy and Securily Rule.

b. Business Associale may use or disclose PHI:
1. For the proper management and adminisiration of the Business Associate;
JAl.  As required by law, pursuant to the terms set forth in paragraph d. below, or
lil. For date aggregation purposes for the health care operations of Covered Enlily

¢. To lhe-exteni Business Associate is permitied under the Agreement . (unclucﬁng this Exhibit) to

| disclose PHI to a third parly, Business ‘Associate musi oblain, prior 1o making any such

disclosure, (i) reasonable assurances from the third pary thal such PH) will be heid

confidentially and used or further disclosed only as required by law or for the purpose or which

it was disclosed to the third panty. and (ii) an egreement from such third party 10 notify Business

Associale, in accordance with 45.CFR 164.410, of any breaches of the conl’dcnlnalsly of the
PHI, to the extent it has obtamed knowledge of such breach.

d. The Business Assocaate shall nol, unless such disclosure is reasonably necessary lo provide
saervices under Exhibit A of the Agreemenl, disclose any PHI in response o B request for
disclosure on the basis that it is required by law, without first nolifying Covered Entlly so that
Coverad Enlity has an opportunily to objecl {o tha disclosure and to seek appropriate relief. If
Covered Entity objects 10 such disclosure, the Business Associate shall refrain from disdlosing
tha PHI until Covered Enlity has exhausted ail remedies. I Covered Enlity does pect lo

: k4
Pepp20l6
Exhibit | — Buziness Aszociale Agreemen) Cumpus Authorized Oﬂ’lcul y
Rovised 82620 Dote: __YL71/2020



DocuSign Envelope ID; BTFAADD4-DFCB8-49DB-8F78-6187033E73A1

OocuSign Envetape [D: 8374 1E4D-E7F 04 185-04A2-£ TICFSDFOIFS

an Hampshire Department of MHealth and Human -
. Services Exhibit |

'such disclosure within five (5) business days of Business Associate's noification, then
Business Associale may choose to disclose this informalion or object as Business Assoc:ate
deems apprapriate,

e. If the Covered Entity notifies the Business Associate hat Covered Entity has agréed to be
bound by addillona! restrictions over and 'above those uses or disclosures or securily
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate shall be

- ‘bound by such addilional restrictions and shall not disclose PHI in viglatién of such additional
reslrictions and shal abide by sny addiional reasonable security safeguards.

{3  .Qbligations and Activitina of Bualaaas Adaocints.

2. The Business Associate shal notify the NH DHHS Informalaon Security via the email address
provided in Exhibit K- Information Securily Requirements of this Contracl. of any Incidents or
Breaches immediately afier the Business Associate has determined thal the aforementioned
has occurred and that Confidential Data may have been exposed or compromised. )

b. The Business Assaciale shall promptly perform a risk assessment when it becomes aware of
any of the .above situations. The risk assessmenl shall include, but not be limiled to, the
fol)owmg mlormahon to the exient i is known by the Busmess Assocnale

s The n.alufe and extent of the protected heallh lnformauon involved, induding the types of
identifiere and the lixelihood of re-identification;
. » The unauthorized person who used the protecied health information of to whom the
disclosure was made;
' »  Whelher the protected heslth information was actually acquured or viewed
» The extenl to which the risk to the protected health information has been mitigated.

_ The Business Associate shall complete the risk assessment without unreascnable delay and
in no case later than two (2) business days of discovery of the breach and after completion,
immediately report the findings of the risk assessment in writing to the Covered Entity.

¢. The Business Assoclate shall comply with 2l applicable sactsons of the anacy Secunty and
Breach Nolification Rule. .

d. Business Associate shall make available all of its intemal policies and procedures, books and
.records relating 1o the use and disclosure of PH) received from, or created or received by the
Business Associale on behall of Covered Entity to the Secretary for purposes of delermining

1 Covered Entity's complianca with HIPAA and the Privacy and Security Ruie.

e. Business Associata shall require all of its business associates that recelve, use or have access .
to ‘PHI_under the Agreement, lo agree in wiiling to adhere to the same restrictions and
conditions on the use and disclosure of PHI contained herein, including the duly 10 relurn of
desiroy the PHI as provided under Sectlion 3{i} herein. The Covered Entity shall be considered’
a direct third party beneficiary of the Contractor's business associate agreements with
Contractor's inlended -business associates, who will be recelving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates who
shall be governed by the Agreement for the purpose of use and disclosure of protecled heallh
information. : o

k
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1. Wiihin five (5) business days of receipl of a written request from Covered Entity, Business
Associate shall make available during normal business hours at its offices all records, books,
agreements, policles and procedures relaling to the use and disclosure of PHI to the Covered
Entity, for purposes of enabling Covered Enlity to determine Busmess Associale's compiuanca
wilh the terms of this Exhibit,

g. Within ten (10} busineas days of recemng a written request from Covered Enlity, Business
Associate shall provide access to PHI in a Designaled Record Set to the Covered Enlity, or as
directed by Covered Entily, 10 an individual in order 1o meat the requirements under 45 CFR
Section 164,524,

h. Within ten (10) business days of receiving a written request from Covered Entily for an
amendment of PHI or a record about an individual contained in a Designated Record Set, the
Business Associale shall make such PHI available to Covered Entity for amendment and
incorporale any such amendmeni to enable Covered Entity to fulfil) its obligations under 45
CFR Section 164,526,

i. Business Associate shall documeént such disclosures of PHI and information related to such
disclosures as'would be required for Covered Entity to respond to a request by an individual
for an accounting of disclosures of PHI in accordance with 45 CFR Section 164.528.

j. Wilhin ten (10) business days of receiving a written request from Covered Enlity for a request
for an accounling of discdosures of PHI, Business Associate shall make available to Covered
.Entuly such information as Covered Entnty may require to fulfd] its obligations lo provide an
accounting of dusdosures with respect to PH) in accordance with 45 CFR Secuon 164.528.

k. In the avent any mdw:dual requests access 10, amendment of, or accounting of PHI directly
from the Business Associate, the Business Associale shail within two (2) business days
forward such request to Covered Entity. Covered Entity shall have the . responsidiity of -
responding to farwarded requests. However, if forwarding the individual's request 1o Covered
Entily would cause Covered Entity or the Business Associate to violate HIPAA and the Privacy
and Securily Rute, the Business Associate shall instead respond to the individual's request as
required by such law and notify Covered Enlity of such response as soon as praclicable.

. Within 1en {10} business days of lermination of the Agreement, lor any reason, the Business
Associate shall return or destroy, as specified by Covered Enlity, all PHI received from, or
created or received by the Business Associale in conneclion wilh the Agreement, and shall not
relain any copies or back-up tapes of such PHI. If return or destruction is not feasible, or tha
disposilion of the PHI has been otherwise agreed lo in the Agreement, Business. Associate
shall continue to exlend the proteclions of this Exhibil, to such PHI and limit futher uses and
disclosures of such PHI to those purposes that make the return or deslruction infeasibla, for
80 Iong as Business Associate maintains such PHI. If Covered Entity, in ils scle discretion,
requires that the Business Associate desiroy any or all PH), (he Business Associate shell cenrlify

. to Covered Entily that the PHI has been destroyed.

{4)  Qblisationa of Covered Enlity

L
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8. Coverad Entity shall notity Business Associate of any changes or limitation(s) in its Notice of
Privacy Practices provided to individuals In accordance with 45 CFR Seclion 164. 520, 10 the
. .. exten thal such change or fimilation may affect Business Associate's use or disclosure of PHI

b. Covered Enldty shal promplly nolify Business Associale of sny changes in, or revocalion of
permission provided to Covered Entily by individuats whose PHI may be used or disclosed by
Business Associate under this Agreement, pursuant to 45 CFR Section 164,505 or 45 CFR
Section 164,508, .

¢. Covered cnlily shall promplly notity Business Associate of any restriclions on e use or
disclosure of PH! that Covered Entity has ‘agreed to in accordance with 45 CFR 164.522, to
the extent that such restriction may affect Business Associale’s use or disclosure of PHI,

(5). mmmm.m

_in addmon to Paragraph 814 of the Master Agreemenl the Covered Entily may immediately
terminate the Agreement’ upon Covered Enmys knowlodge of a breach by Business
Associate of the Business Associate Agreemen! set forth herein as Exhibit 1. The Covered

~ Entity may ether immediately lermindte the Agreement or provide an opportunity for Business
Associate to cure the alleged breach within a timeframé specified by Covered Eniity. If Covered
Entity determines thal neilther lermmatnon nor cure is feasible, Covered Entily shaﬂ report the
violation to the Secrelary.

(6 Miscellanoous
a. mﬁglllgb 8 and Requlatory References. Al terns uséd, but not otherwise defined herein, shall

. . have the some meaning as thosa temms in the Privacy and Securily Rule, and the HITECH Act,
\ as codified at 45 CFR Parté 160 and 164 and as amended from lime to time. A referenoe in
the Agreement, as amended lo inclyde this Exhibit I, to a Section in the Privacy and Security
Rule means the Section as in effecl or as amended.

b. Amendment. Covered Enlily and Business ‘Agsociate agree to take such action as is
necassary to amend the Agreement, inctuding this Exhibil, from time lo time as is necessary
for Covered Entity io comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and apglicable lederal and slate law! -

c. Data Ownership. Tha Business Associate acknowiedges that il has no ownership rights with
respeci to the PHI prowded by or created on behalf of Covered Entity under the Agreement

d. [nlcrgrg]apgg The parties agree {hat any ambiguity in lhe Agreemenl or this Exh:bcl shall be
resolved lo penmit Covered Entily to comply wilh HIPAA, the Privacy and Secunty Rule and
the HITECH Act.

v . /

e. Searenalion. if any term or condition of this Exhibil | or the applicalion thereof to any person(s)
or circumstance is held invalid, such invalidity shall not affect other terms or conditions which
can be given efecl withoul the invalid 1erm or condition; to this end the terms and conditions
of this Exhiblt | are declared severable.

1. Survival Provisions in this Exhibit | regarding the use and disclosure of PH!, return or
destruction of PH), extensions of the pratactions of this Exhibit in settion (3){1), and \ nse

k4
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and indemnification provisions of section (3} and Paragraph #14 of the Master Agresment shall
survive Lhe termination of the Agreement.

P

IN WITNESS WHEREOF, the parties herelo have duly executed this Exhibit 1.

Deparment of Health and Human Services

_ . ' VaI6io)l New Hampshire
Signalure of Authorized Representative |
l:.aren Jensen

ignalure of Authornized Representalive -
Liss M, Morris

- Aulthorized Representative

Authorized Representative
pirector, oivi'sion. of Public Health Srvcs.,
Title of Authorized Representative

Director, Pre-Award
Title of Authorized Representative

1/5/2021 1/5/2022 -
Date Date
Al
L
A Y
o8
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DHHS information Security Requirements

A. ‘Definitions
The following terms may be reflected and have the described meaning in this document.

1. “Breach” .means the loss of control, compromise, unauthorized disclosure,
wnauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than puthorized users and for an other than authorized
purpose have access aor potenlial access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, - Breach”
shall have the same meaning as the lerm “Breach” in section : .
164.402 of Title 45, Code of Federal Regidations.

2. *Computer Securily Incident® shal have the same meaning “Computer Securily
Incident® in section‘two (2) of NIST:Publication 800-61, Computer Securily [ncident
Handling Guide, National Institute of Standards and Technology, U.S. Depariment of -
Commerce. ' : ‘ . ’

3. *Confidentia! Information” or “Confidential Data”™ means all confidential information
disclosed by one party o the other such as all medical, health, financial, public
assisiance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Heahh Information and
Personally Identifiabla Information, , Lo

Confidentiatl Information also includes any and all information owned or managed by.

. (he State of NH - crealed, received irom or on behalf of the Department of Health and
Human Services (DHMS) or accassed in the course of performing contracied services
- ol which coltection, disclosure, proteciion, and disposilion is governed by state or
federe! law or reguiation. This information includes, bul is not limited to Protected
Health Information (PHI), Persanal Information (P)), Personal Financial Information
(PF1), Federal Tax Information {FT1), Social Security Numbers (SSN), Payment Card
Industry (PCI). and or other sensitive and confidentia) information.

4, "End User means any person or entity (e.g., contractor, contractor’s employes,
business associale, subcontractor, other downstream user, etc.) thal receives DHHS.
dala or derivative dala in accordance with the terms of this Contract.

" 5. *HIPAA" means the Heallh Insurance Portability and Accountability Act of 1996 and the
regulations promulgaled thereunder.

6. ‘Incidenl” means an act thal polentially violates an explicit or implied securlty policy,
which includes asttempts (either failad or successful) to gain unputhorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system lor the processing or slorage of ¢ata; and changes jo system hardware,
firmware, or goftware characterislics wilhout the owner's knowledge, instruclion, or
consent. Incidents include the loss of dala through theft or device misplacemenl, loss
or misplacement of hardcopy documents, and misrouting of physical of elactronic

-1}
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mail, all of which may have the polential to put the data at risk of unaulhonzad
access, use, disclosure, modi u:atron o destruction,

A 7. *Open Wiroless Network™ means any network or segment of 3 network that is not

: designated by the State of New Hampshire’s Depanment of Information
Technology or delegate as a protected network {designed, tested, and approved,
by. means, of the Stale, to transmit) will be conaidered an cpen network and nol
adequately secure for the transmission of unencrypted PI, PFI PHl or confidential
DHHS data.

8. "Personal Information” (or "PI") means information which can be used to distinguish or
trace an individual's idenlily, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C: ‘19, biomelnc records, etc,
alonie, or when combined with other persona! or identilying information which is linked
or linkable to a spec:ﬁc lndr\ﬂdual such as date and place of birlh, molhers maiden
name, etc.

8. 'anacy Rule” shall mean the Standards for Privacy ol Individually Identifiable Health
Information at 45 C.F.R, Parts 150 and 164, promulgated under HIPM by the United
Slates Depanmenl of Heallh and Human Senm:es )

10. “Prolected Health Infarmation” (or *PHI"} has the same meaning as proviced in the
.. definition of “Protected Mealth Information” in the HIPAA anacy Rule at 45 CFR. §
160,103,

.

11, *Securily Rulg® shan mean the Security Standards for the Protection ot Electronic
Prolected Health tnformation at 45 C.F.R. Part 164, Subpart C and amengments
thereto.

12, "Unsecured Protected Heallh (nformation” means Protected Health Information that is
not secured by a technology slandard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Slandards Inslitute. ] )

I. RESPONSIBILITIES OF OHHS AND THE CONTRACTOR -
- A. Business Uae and Disclosure of C;onﬂdential Information.

1, Tha Conlractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contraci. Funther, Contraclor,
- including bul not limited to all its directors, officers, employees and agents, must not
use, disclose; maintain or transmit PHI in any manne ihal would constitute a violation

of the Privacy-and Security Rule.

2. The Conlrac!or must not disclose any Conﬁdennal information in responsa to a

]
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request for drsctosmé on the basis thal il is required’ by law, in response lo a subpoens,
etc., withaut first notifying OHHS so lhat DHHS has an opportunity to-consent or abject
to the disclosura.

3. If DHHS notifies- the Contractor that DHHS has agreed G bo bound by additional
restictions over and above those uses or disclosures or aacurity safeguards of PHI
pursuant to the Privacy and Securily Rule, the Conlractor must be bound by such
additional restrictions and must no! disclose PHI in viclation of such additional
restrictions and must ablde by any additional security safeguards.

4. The Contractor ‘agrees that DHHS Oatd or derivative data disclosed 1o an. End User
must only be used pursuanl lo the lerms of this Contract.

5. The Contractor agrées OMNS Data obtained under this Conlrad shall not be used for
any other purposes (hal are not indicated in this Contract.

6. The Contractor egrees to granl access to the dala to the aulhonzed tepresentatives of-
OHHS for the purpose of inspecting to connrm compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1. Applncahon Encryplion. Il End User is transmitting DHHS data containing Confidential

" Data between applications, the Contraclor attesis the applications have been

evaluated by an expert knowledgeabls in cyber security and that said . application's
encryption capabilities ensure secure transmission via the intemet.

2. "Computer Disks and Portabls Storage Devices. End User may not use computer disks of
- portable storage devices, such as a thumb drive, as a method of lransmitting OHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is ancrypled and being sent 10 and being received by email addresses of
persons authorized o receive such information.

4. Encrypted Web Site. Il End User is employing the Web to transmil Confidential Data,
ihe secure socket layers (SSL) musibe vsed and the web sité must be secure. SSL
encrypts data |ransmmed via a Web sile.

$. Fite Hostling Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Googla Cloud S!orage to transmu! Confidential
Oata.

. B, G;ound Mail Service. End User may only transmit Conrdenha! Daia via certified ground
" mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidantia)
‘Dala said de\m:es must be encrypled and password-protected.

8. Open Wreless Networks. End User may not transmit Confidential Oata via an open

0y
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10.

1.

- wireless network, End User muat employ a virtual prwate natwork (VPN) whon

rempotely transmitting via an open wireless network.

"Remote User Communication. If End User is employing remote commun%cation to

access or transmit Confidenlinl Data, o virlual private network (VPN) mus! be instalted
on the End Ueer's mobile: devoco(u) or laplop from which information will be -
transmitted or accessed, . .

SSH Flie Transfer Protoco! (SFTP), also known as Secure Flle Transter Protocol. If
End User is employing an SFTP {o transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for *
24-hour auto-deletion cycle (i. €. Confidentia) Data wil be defeted every 24 hours).

Wireless Devices. Il 'End User is transmitting Conﬁdeﬂtla! Data via wireless devices, all
data must be encrypted to prevent inappropridle disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will anly retain the dala and any dervative of the data for the duration of this
Contract. After such time, the Conlractor will have 30 days io destroy the data end any
derivalive in whatever form it may exist, unless, olherwise requued by {aw or permitted under

‘this Coniract. To this end, the panties musi:

A. Relention

1. The Contraclor agrees it will nol store, lransler or process data collected in
connection with the services rendered under this Conlract outside of the United
States. This physical location requirement shall also apply in the implementation of .
cloud computing, cloud service or cloud slorage capabililies, and includes backup
data and Disaster Recovery locations: ' .

2. The Contraclor agrees o ensure proper security monitoring capab:lrhes are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information tor contractor provided systems.

3. The'Contraclor agrees to provide security awareness and education for its End Users
in support-of protecting Department confidential information,

4. The Contractor agrees to relain all elactronic and hard copies of Confidential Dala
_in a secure location and identified in section IV, A2 \

S. The Conlractor agrees Conflidential Dala stored in a Cloud must be in a
FedRAMP/HITECH compliant solution end comply with all applicable stahstes and
regulations regarding 1he privacy and securily. All servers and devices must have
currently-supported and hardened operating sysiems, the. lalest anti.viral, anti-
hacker, anli-spam, anfi-spywars, and anti-malware ulilities. The environment, as a

o
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whole, must have aggressive intrusion-detection and firewal protection.

6. The Contractor agrees to and ensures its completé cooperation with the Slate’s
Chief Information Officer in the detectxon oI any security vulnerability of the hosting
infrastructure. ’

B. Disposilion -

1. I the Contractor will maimain any Confidential Information on its systems (or ils sub-
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and wifl obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any

subconlraclors as a part of ongoing, emergency, and or disaster recovery
operations. When no tonger in use, electronic media containing State of New

_ Hampshire dald shall be rendered unrecoverable via a secure wipe.program in’
accordance with industry-accepled slandards for secure defetion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in ‘NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute 'of Slandards and Technology U. S. Depariment of
Commerce. The Contractor will document and cettify. in writing al ime of the dala.
destruction, and will provida written cerification to the Department upon request.
The written certificalion will include a1l detadls necessary to demonsirete dala has

. been properly destroyed and validoied. Where: applicable, regulatory, and
professional slandaras for relention requirements will be |cintly evatuated by the
Stale and Contractor prior to destruction,

2. Unless otherwise specified, within thirty (30) days ol the.termination of this Conlract,
Contractor agrees to desiroy all hard copies of Confidential Dala using a secure
method such -as shredding. .

3. Unless otherwise specified, within thirty (30) days of the lemrhination of this Conlract,
Contractor agrees to complalely destroy all elactronic Conlidential Data by maans
of data erasure, also known as secure data w:pmg

V. PROCEDURES FOR 'SECURITY’

A. Contrador agrees to saleguard the DHHS ‘Data received under this Contratt, and any
derivative data or files, as 1ollows ‘

1. The Comracwf will malritam proper secunly conirats to prolect Depaﬂmam confidenlial
. . informatidbn collecled processed, managed, and/or stored in the delivery of conlracted
sefvices. .

ra The Conlractor will mainlain policies and procedures 1o protect Depariment confidential
information Ihroughoul the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardiess of the media used lo
store the data (i.e., tape, disk, paper, etc.).
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3. The Contrector will maintain approprite authentication and access conlrols to
contractor systems that collect, transfit, or store Oapariment confdential mformat:on
where applicable.

4. The Contraclor will ensure proper securily morulonng capabtlmes arein place to detect
polential security evenls that can Impact State of NH systems and/or Depariment
confidential information lor contracior provided syslems

5. The Contractar will pro\nde regular security swareness and education for its End Users
in support-of protecting Depariment confidential information.

6. If the Conlractor will be subcontracting any core funclions of the engagement

* supporting the services for State of New Hampshie, the Contractor will mainlain a
program of an interna! process or processes that defines apeuﬂc securny expectations,
and momlorlng compliance to secunily requivements that at a minimum match those for
the Contractor, mdsm\g treach notification requirements.

7. The Contractor will work with the Depariment o sign and comply with all applicable
State of New Hampshire and Depatmen! system access and authorization policies and
procedures, syslems access forms, and compuler use agreements as pan of oblaining
-and maimaining access o any Depariment systemis): Agreements will be completed
end signed by the Conlractor and any appllcable sub-contractors prior to system
access being authorized.

8. It the Department determines the Conlraclor is 8 Business Associale pursuant to 45
CFR 160,103, the Contractor will execute 2 HIPAA Business Asscciate Agreement
(BAA) with the Department and is responsible for maintaining compnance with the
agreement.

9. The Conlractor wil work with the Depatment al ils request to complete a3 System
Management Survey. The purpase of the survey is 10 enable the Oepatment and
‘Contractor to monitor for any changes in risks, threals, and vulnerabilities that may
occur over the Ble of the Contraclor engagement. The survey will be completed
annually, of an alternate time frame 21 the Departments discretion with agreement by
the Contractor, or the Departmen! may request the survey be completed when the
scope of ihe engagement between the Department and the Contractor changes

10. The Contrador will not store, knowingly or unknowingly, any Slate of New Harnpsmre
or Department data offshore o outside the boundaries of the United Stales unléss prior
express wrillen consent is obtained from the Information Security Office leadership
.member within the Depatment, )

11, Data Securily Breach Liabilily. In the event of any securily breach Contractor shall
make efforts to investigate the causes of the breech, promplly take measures to prevent
future breach and minimize any damage or Joss resulting from the breach, The State
shall recover from the Contractor all costs of response and recovery from

1]
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12,

the breach, intluding but not bmited lo: credit moniloring services, maiing costs 2nd

cosls pssociated with website and telephone call conter cenvices nocossary due to the
breach,

Contractor mus!, comply with all gpplicable stalules and regulalions regarding the
privacy and security of Confidential Information, and mus! in ail olher respecis maintain
the privacy and securily of Pl and PHI at a level and scope that is not less than the
level and scope of requirements. ppplicable to federal agencies, including, but not
limited to, provisions of the Prvacy Act of 1974 (5 U.S.C. § 552a), OHMS Privacy Act
Reguiations {45 C.F.R. §5b), HIPAA Privacy and Security Rules (45

C.F.R. Parts 160 and 164) hat govern protéctions for Lndmdual'ly identifiable health
information and as applicable under Slale law.

13 Comractor agrees to establish and maintain appropriate administrative, technical, and

14,

15

16

physical saleguards to protec! the confidentialily of the Confidential Oata and lo prevent,
unauthorized use or access to il. The safeguards must provide a fevel end scope of
security that Is nol tess than the level and scope of security requirements established
by the Stale of New Hampshire, Department of Information Technology. Refer 1o
Vendor Resources/Procurament at hitps./Awww.nh.gov/doitivendorfindex.him for the
Depariment of Information Technology policies, guidelines, standards, and. .
procurement inlormalion relating to vendors.

Contractor agrees to maintain a- documented breach nolification and incident response .
process. N

. Contractor must restrict access lo ihe Confidential Dala oblaihed under this Contracl

lo only those authorized End Users who need such DHHS Data to perform their
ofﬁcial duties in connection with pumposes identified in this Contract.
The Contractor musl ensure that all End Users: |

a. Comply with such safeguards as relerenced in Sectnon v A above
imptemented lo protact Confidential Information that is turnished by OHHS under
this Contract from loss, theft or inadvertent disclosure.

b. Safeguard this information ai all times.

Ensure that laptops and other electronic devices/media conta:mng PH), PI, or PFI
are encrypled and passmrd-protecied

d. Send emails containing Confidential Information only if Mand bemg sent
‘to end being received by emaill addresses of persons authonzed to receive such .

Information.
4
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e. Limit disclosure of the Confidentiat Information lo the extent permitted by law.

Confidential Information received under this Contract and individualiy igentifiable
data derived from DHHS Cata, must be slored in an area that is physically end
technologically secure from sccess by unpguthorized persons duting duly hours
a2 well 03 non-duly hours {e.g., door locks, card keys. brometric idantifiers. etc.).

g. Only suinorized End Users may transmi the Confidentiel Data, Inchuding eny
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all limes when in transil, a! resl, or when stored
on poriable media as required in seclion IV above. -

b In all other instances Confidential Oala must be maintained, used and disclosed
5 using appiopriate safeguards, as determined by a nsk-based assessment of the *
circumstances involved.

i. Understand that their user credentials -(user name and password) must no! be
shared with anyone. End Users will keep thelr credenlial information secure. This
applies to credentials used to access IM sile directly of indirecily lhrough a third

. party application, .

Contraclor is responsible for oversighl and compliance of their End Users. DHHS
reserves the righl to conduct onsite inspections o monaftor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations unlil such time the Conl‘ dential Data is dlsposed'
of in accordance with this Contract. )

V. LOSS REPORTING.

The Conlrector must nolily the NH DHHS Information Security via the email address
provided In this Exhibil, of any Securily Incidenis and Breaches immediately, after the
Coniractor has determined that the aforementioned has occurred end that Conflidantial
Data may hove been exposed or compiomised,

The Contractor must further handie and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Mandling end Breach Notification
procedures and in gecordance with 42 C.F.R. §§ 431.300 - 306. In addilion lo, and
notwithstanding, Conlraclor's compliance wilth all applicable obligations and procedures,
Contractor's procedures must glso address how the Contractor wilk .

1. |dentify incidents;

2. Determine i personaily identifiable informalion is involved in Incidents;

3. Report suspected or confirmed lnceaenls as required in 1hn5 Exhibit or P-37;
4

. Idenlify and convene a core response group lo determine the risk level of Incidents
and determine risk-based responses to Incidenls; and

5. Delermine whether Breach notification is required, and, If so, identify appropriate

v B2
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Breach molffication melhods, liming, source, and conlenis from™ among different
options, end bear costs associaled with the Breach nolice as well as-any mitigation
‘measures. . -, '

_Incidents and/or Breaches tha! implicate Pl must be addressed and reported, ay
spplicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS contoct for Data Management or Data Exchange issues.
DHHSInformationSecurityOffice@dhhs.nh.gov
B. DHHS contacts for Privacy issues:
. DHHSPrivacyOfficer@dhhs.nhgov - s
C. OMHS conact for Informaltion Security issues: . o
. DHHS!nformatbnSccur‘ityOfﬁce@dhhs.nh.gov -
- D. DHHKS centact for Breach notifications: )
DHHS!nforma\ionSecuﬁtyOfﬁce@dhﬁs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov

.
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