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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SER VICES

Lor) A. ShiUactte 29 HAZEN DRIVE, CONCORD, NH 03MI
Comsbsioaer 603-271-4501 1-800-052-3345 ExL 4501

Fax: 603-271-4627 TDD Access: 1-800-735-2964
Dm M. Morrb www.dbbs.nb.gov

Director

October 5, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive Sole Source amendment to an existing contract with
Scientific Technologies Corporation (VC#173134-B002), Scottsdale, AZ. for technical
development, support, and services of the New Hampshire Electronic Disease Surveillance
System (NHEDSS), by exercising a renewal option by extending the completion date from June
30, 2020, to June 30, 2022, and by Increasing the price limitation by $589,987 from $2,076,622
to $2,666,609, effective retroactive to June 30, 2020, upon Governor and Council approval. 50%
Federal Funds and 50% General Funds.

The original contract was approved by Governor and Council on October 21, 2015, Hern
#11 and most recently amended with Governor and Council approval on November 8, 2017, Item
#(21). The Department has submitted a request to Govemor Sununu to approve the addition of
$358,000 to support system enhancements to the Electronic Disease Surveillance System related
toCOVID-19.

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the availability and continued
appropriation of funds In the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
If needed and justified.

See attached fiscal details.

EXPLANATION

This request Is Retroactive because more time was needed to negotiate and finalize the
scope of the work prior to the Contractor accepting the terms of the agreement. The Department
Initiated the amendment process with the Contractor in March 2020. However, the Department
required additional time to negotiate a reduced rate with the Contractor more favorable to the
State; the resulting rate was not finalized until August 2020.

This request is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any sukisequent amendments to be identified as sole source. Scientific
Technologies Corporation (STC) Is the only vendor that Is able to provide the maintenance and
support of this proprietary software.
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The purpose of this request is for the Contractor to continue to provide New Hampshire
Electronic Disease Surveillance System maintenance and support. The electronic system and the
associated modules. STD Patient Reporting Investigation Management System (PRISM), and
Tut)erculosis Program Area Module (TB PAM), are used to investigate and track reportable
diseases. The Department uses this electronic system to investigate and track more than 10,000
infectious diseases each year. This electronic system gives the Department capacity to detect
outbreaks of infectious diseases, to respond in a timely manner to control their spread, and to
report these data to the Centers for Disease Control and Prevention, which is a condition of
receiving federal funds for infectious disease prevention and response.

The Contractor will continue to provide annual support and maintenance, including Help
Desk Support, bug fixes, patches, and software updates. In addition, the Contractor will enhance
system functionality as requested by the Department to adjust for changing disease reporting
needs. The system and these enhancements wiii improve the Department's ability to control the
spread of infectious diseases in New Hampshire.

The Department vAW monitor contracted services by requiring the Contractor to:
•  Submit written validation of Requirements for Work for each enhancement

deliverable.

•  Submit written test plans and one (1) week prior to any major software release.
•  Receive State acceptance of enhancement deliverables following their delivery.
•  Participate in bi-weekly contract status calls with the Department.

As referenced in Agreement Part 2, Exhibit C. Special Provisions of the original contract,
the parties have the option to extend the agreement for up to five (5) additional years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and Governor
and Council approval. The Department is exercising its option to renew services for two (2) of the
ftve (5) years available.

Should the Governor and Council not authorize this request, the Department will not have
continued support of these electronic surveillance systems that are critical to responding timely
to infectious diseases, including new outbreaks or other public health threats In accordance with
RSA 141-C.

Area served: Statewide

Source of Funds: 50% Federal Funds and 50% General Funds.

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully submitted.

Lori A. Shibinette

Commissioner

The Deportment of Health and Human Services' Mission ond familiea
I  in providing opportunities for citizens to

RID# 53248



FINANCIAL DETAIL ATTACHMENT SHEET

NH Electronic Disease Surveillance System, Patient Reporting Investiagation Management
System Module, and TB Program Area Module

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT OF,

INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR

DHHS

100% General Funds

SFY Class / Account Class Title Job Number Current Budget
Increase/

(Decrease)
Modified Budget

2016 038-500175 Technology Software 03900052 $183,485 $0 $183,485
2017 038-500175 Technology Software 03900052 $275,227 $0 $275,227
2018 038-500175 Technology Software 03900052 $280,732 $0 $280,732
2019 038-500175 Technology Software 03900052 $280,732 $0 $280,732
2020 038-500175 Technology Software 03900052 $286,346 $0 $286,346

Subtotal $1,306,522 $0 $1,306,522

05.95-90-g02S10-5084 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,

EBOLA GRANT

100% Federal Funds

FAIN# U90TP000535 CFDA# 93.074

SFY Class / Account Class Title Job Number Current Budget
Increase/

(Decrease)
Modified Budget

2016 102-500731 Contracts for Prog Svc 90027030 $100,000 $0 $100,000
Sub-Total $100,000 $0 $100,000

05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
NH EPIDEMIOLOGY AND LABORATORY CAPACITY

100% Federal Funds

FAIN# U50CK000427 CFDA# 93.521

FAIN# U50CK000522 CFDA# 93.323

SFY Class / Account Class Title Job Number Current Budget
Increase/

(Decrease)
Modified Budget

2016 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $50,000
2017 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $50,000
2018 102-500731 Contracts for Prog Svc 90183523 $150,000 $0 $150,000
2019 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $50,000
2020 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $50,000

Subtotal $350,000 $0 $350,000

05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
DISEASE CONTROL

100% Federal Funds

FAIN# U62PS004014 CFDA# 93.944

FAIN# U52PS004684 CFDA# 93.116

SFY Class/Account Class Title Job Number Current Budget
Increase/

(Decrease)
Modified Budget

2016 102-500731 Contracts for Prog Svc 90022000 $14,000 $0 $14,000
2017 102-500731 Contracts for Prog Svc 90022000 $34,000 $0 $34,000
2018 102-500731 Contracts for Prog Svc 90022000 $112,600 $0 $112,600
2019 102-500731 Contracts for Prog Svc 90022000 $10,000 $0 $10,000

Page 1 of 2



FINANCIAL DETAIL ATTACHMENT SHEET

NH Electronic Disease Surveillance System, Patient Reporting Investlagation Management

System Module, and TB Program Area Module

2020 102-500731 Contracts for Proq Svc 90022000 $10,000 $0 $10,000

Subtotal $180,600 $0 $180,600

05-95-90-902510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN

SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,

STD/HIV PREVENTION

100% Federal Funds

FAIN# H25PS0049339 CFDA# 93.977

FAIN# U62PS003655 CFDA# 93.940

SFY Class / Account Class Title Job Number Current Budget
Increase/

(Decrease)
Modified Budget

2016 102-500731 Contracts for Proq Svc 90025000 $31,400 .  $0 $31,400
102-500731 Contracts for Proq Svc 90024000 $13,600 $0 $13,600

SFY 16 Subtotal $45,000 $0 $45,000
2017 102-500731 Contracts for Proq Svc 90025000 $21,500 $0 $21,500

102-500731 Contracts for Proq Svc 90024000 $0 $0 SO

SFY 17 Subtotal $21,500 $0 $21,500
2018 102-500731 Contracts for Proq Svc 90025000 $7,500 $0 $7,500

102-500731 Contracts for Proq Svc 90024000 $10,000 $0 $10,000
SFY 18 Subtotal $17,500 $0 $17,500

2019 102-500731 Contracts for Proq Svc 90025000 $0 $0 $0

102-500731 Contracts for Proq Svc 90024000 $30,500 $0 $30,500
SFY 19 Subtotal $30,500 $0 $30,500

2020 102-500731 Contracts for Prog Svc 90025000 $0 $0

102-500731 Contracts for Prog Svc 90024000 $25,000 $0 $25,000
SFY 20 Subtotal $25,000 $0 $25,000

Subtotal $139,500 $0 $139,500

05-95-90-902510-1901 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, ELC CARES COVID-19

100% Federal Funds

FAIN # NU50CK000522 CFDA# 93.323

01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY

2021 038-500175 Technology Software 3800052 $0 $292,073 $292,073
SFY 21 Subtotal $0 $292,073 $292,073

2022 038-500175 Technology Software I 3800052 $0 $297,914 $297,914
SFY 22 Subtotal $0 $297,914 $297,914

Subtotal $0 $589,987 $589,987
TOTAL $2,076,622 $589,987 $2,666,609
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 28, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services

State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a Retroactive Sole Source contract amendment with
Scientific Technologies Corporation, of Scottsdale, AZ as described below and referenced as DoIT No.
2015-063B.

The purpose of this amendment to continue the maintenance, support and enhancement of
the existing disease surveillance system, known as the New Hampshire Electronic Disease
Surveillance System. This system is used to manage the investigation and response to more
than 8,000 infectious disease reports that are reported each year in New Hampshire under
RSA 141-C. This system is critical to the state's capacity to monitor and control the spread
of infectious diseases, detect outbreaks of infectious diseases, to respond in a timely
manner to control their spread, and to report these data to the Center for Disease Control
and Prevention, which is a condition of receiving federal funds for infectious disease
prevention and response.

The funding amount for this amendment is 5589,987, increasing the current contract from
52,076,622 to 52,666,609 and by extending the completion date to June 30, 2022 from the
original completion date of June 30, 2020. This amendment shall become effective
retroactive to June 30, 2020, upon Governor and Executive Council approval through June
30, 2022.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT #2015-0638

RID: 53248

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System Contract

State of New Hampshire
Department of Health and Human Services

Amendment #2 to the

NH Electronic Disease Surveillance System Contract

This 2^ Amendment to the.NH.EIectronlc.Dlsease Surveillance_System.contract (hereinafter referredjo
as "Amendrhent #2") between the State of New Hampshire, Department of Health and Human Services
(hereinafter referred to as the "Department") and Scientific Technologies Corporation, (hereinafter referred
to as "the Contractor"), a corporation with a place of business at 411 South 1st Street, Phoenix, Arizona
85004.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Govemor and Executive Council
on October 21, 2015, (Item #11), as amended on November 8, 2017, (Item #21), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Contract Agreement - Part I, Section 18, General Terms and Conditions,
Subsection 18.8, Amendment and Contract Agreement • Part 2, Exhibit C, Special Provisions, Section 3
Extensions, the Contract may be amended upon written agreement of the parties and approval from the
Govemor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
In the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Contract Agreement - Part I, Block 1.7, Completion Date, to read:

June 30, 2025.

2. Contract Agreement- Part 1. Block 1.8. Price Limitation, to read:

$3,024,609.

3. Contract Agreement -Part I, Block 1.9, Contracting Officer for State Agency, to read:

Nathan D. White, Director.

4. Contract Agreement - Part I, Block 1.10, State Agency Telephone Number, to read:

603-271-9631.

5. Add Contract Agreement-Part 2, Exhibit A Deliverables, Section 2 Deliverable Schedule. Table
2.1k to read:

Table 2.1 k Implementation Schedule -Deliverables
Ref#

Deliverable
Deliverable

Type
Projected Delivery

Date

CALENDAR YEARS 7-8 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

-  -

C6-1.
Maintenance and Support

C6-1.1. Annual maintenance and support for PRISM, TB
PAM and NHEDSS

Software Quarterly

C6-2.
Optional

C6-2.I. Optional enhancements to be defined using the
Change Order Process

Software 6/30/2022 y!

Scientific Technologies Cofporation

SS.2015-DPHS-063-NEDSS-01-A02

Amendment #2

i-^^'Page 1 of6
Contractor Initials

Date8/l9g02Q



New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System Contract

6. Modify Contract Agreement - Part 2, Exhibit 8 Price and Payment Schedule, Section 1 Payment
Schedule. Subsection 1.2, to read;

1.2 Firm Fixed Price

.  . ...This is a-Flrm Fixed.Rric8-(FFP) Contract totallng.the contract price limitation.in Contract
Agreement - Part 1. Block 1.8, Price Limitation for the period between Date of Governor and
Executive Council approval through the date specified in Coritract Agreement - Part 1, Block
1.7, Contract Completion Date. The Contractor shall be responsible for performing its
obligations In accordance with the Contract. This Contract will allow the Contractor to invoice
the state for the activities in the following tables.

7. Add Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment
Schedule, Subsection 1.2 Firm Fix Price, Tabie 1.2k Payment Schedule to read:

Table 1.2k; Payment Schedule

Ref#
Deliverable

Projected
Delivery
Date

Price Payment
Amount

CALENDAR YEARS 7-8

MAINTENANCE, SUPPORT AND
ENHANCEMENTS

C5-1. Maintenance and Support

C5-3.1. Monthly Year 7 maintenance and
support for PRISM, TB PAM and
NHEDSS

Monthly
$24,339.42 $292,073

C5-3.1. Monthly Year 8 maintenance and
support for PRiSM, TB PAM and
NHEDSS

Monthly
$24,826.21 $297,914

C5-2.
Optional

C5-4.1. Optional enhancements to be
defined using the Change Order
Process

06/30/2022

$358,000 $358,000

Years 7-8 Subtotal for PRISM,
TB PAM. and NHEDSS:

$947,987 $947,987

GRAND TOTAL- CALENDAR

YEARS 1 TO 8:

$3,024,609 $3,024,609

8. Modify Contract Agreement-Part 2, Exhibit B, Section 1. Payment Schedule, Subsection 1.3,
Enhancement Pricing Summary, by deleting Table 1.3: Enhancement Pricing Summary Table In
Its entirety and replacing with the following:

Table 1.3: Enhancement Pricing Summary Table

PRISM TBPAM NHEDSS TOTAL

SFY1 (2016) $37,200 $14,000 $80,400 $131,600

SFY 2(2016) $21,800 $34,000 $94,600 $150,400

/If,

SS-2015-OPHS-06S-NEDSS-01 •A02 Page 2 of 6 Date 8/19/2020



New Hampehtre Department of Health and Human Services
NH Electronic Disease Surveiilance System Contract

SFY 3(2017) $20,000 $15,000 $50,000 $85,000

SFY 3(2017)
(Amendment #1)

$0 $0 $97,600 $97,600

-  SFY 4(20181 $15,000 - $10 000 -$50.000 $75,000

SFY 4(2018)
(Amendment #1)

$0 $0 $115,500 $115,500

SFY 6(2019)
(Amendment #1)

.  $15,000 $5,000 $50,000 $70,000

SFY 6 (2020)
(Amendment #1)

$15,000 $5,000 $25,000 $45,000

SFY 7(2021)
(Amendment #2)

$33,000 $0 $300,000 $333,000

SFY 8 (2022)
(Amendment #2)

$25,000 $0 $0 $25,000

TOTAL: $182,000 $83,000 $863,100 $1,128,100

9. Modify Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment
Schedule, Subsection 1.4 Future Vendor Rates. Table 1.4b, Future Vendor Rates -
^Enhancements to read:

Table 1.4b Future Vendor Rates - Enhancements

Position Title SFY 2016

7/1/16-

6/30/16

SFY 2017

7/1/16-

6/30/17

SFY

2018

7/1/17-

6/30/18

SFY 2019

7/1/18-

6no/i9

SFY 2020

7/1/19-

6/30/20

SFY 2021

7/1/20-

6/30/21

SFY 2022

7/1/21-

6/30/22

Project
Manager $206.70 $219.10 $232.25 $246.18 $260.95 $260.95 $260.95

Account

Executive $218.36 $231.46 $245.35 $260.07 $275.67 $275.67 $275.67

Developer

$155.82 $165.17 $175.08 $185.58 $196.72 $196.72 $196.72

Developer

$155.82 $165.17 $175.08 $185.58 $196.72 $196.72 $196.72

Scientific Technologies Corporation

SS-2015.DPHS-063-NEDSS-01-A02

Amendment #2

Page 3 of 6

Contractor initials //P
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New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System Contract

Help Desk
Specialist $112.36 $119.10 $126.25 $133.82 $141.85 $141.85 $141.85

10. Modify Contract Agreement - Part 2, Exhibit B, Price and Payment Schedule, Section 2 Contract
price, to read:

2. Contract Price

Notwithstanding any provision In the Contract to the contrary, and notwithstanding ut>expected
circumstances, in no event shall the total of all payments made by the State exceed the contract
price limitation In Contract Agreement - Part 1, Block 1.8, Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

The State will not be responsible for any travel or out of pocket expenses Incurred in the
performance of the Senrices performed under this Contract.

11. Modify Contract Agreement - Part 3. Exhibit O, Special Exhibits, Attachments and Certificates,
Section 1, by adding Exhibit K, DHHS Information Security Requirements, which is attached hereto
and incorporated by reference herein.

12. Add Attachment #6; Statement of Work Amendment #2, which Is attached hereto and incorporated
by reference herein.

Scientific Technologies Corporation

SS-2015-DPHS-063-NEDSS-01-A02

Amendment #2

Page 4 of 6
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New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System Contract

All terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #2
remain in full force and effect. This amendment shall be retroactively effective to July 1. 2020 upon the
date of Govemor and Executive Counctl approval.

IN WITNESS WHEREOF; the parties have set ttieir hands as of the date written below,-

State of New Hampshire
Department of Health and Human Services

DatS I <eK[j)n SKtbt nctlx.
Title:

8/19/2020

Date

Scientific Technologies Corporation

iG,
Name:

Title: CEO

Scientific Technologies Corporation

88.2015.DPHS.063.NEDSS.01 .A02

Amendment #2

Page 5 of 6



New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System Contract

The preceding Amendment, having been reviewed by this office, is approved as to form, sut>stance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

-08/26/20-

Trtle^ Catherine Pines, Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Scientific Technologies Corporation Amerxfrnent #2

SS-2015-DPH$-063.NEDSS<I1-A02 Page6of6



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

// /-y
V5. Last update 10/09/18 Exhibit K Contractor Initials i

DHHS Information

Security Requirements

Page 1 of 9 Date 08/06/2020



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7.' "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

/A -7
V5. Last update 10/09/18 Exhibit K Contractor Initials ''^'A t

DHHS Information

Security Requirements
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS'OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrvoted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

JPV5- Last update 10/09/18 Exhibit K Contractor Initials
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private ̂ network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

- /j Q
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems {or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or othenwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage gnd secure destruction) regardless of the
media used to store the data (i.e.. tape, disk, paper, etc.).

/,! '-f iP
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at Its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the priyacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 {5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/Awww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required In section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this'Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification Is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

/' O/■}//
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Performance Standards / Service Level Agreement (SLA)

Structure and Document Purpose

This document outlines STChealth's Public Health Sentinel Package Sendee Level Agreement between

STC and the Client, State of New Hampshire Division of Public Health Seiwiccs; Infectious Disease

Sim'cillancc. The purpose of the document is to ensure the client and STC arc clear on sendees needed to

ensure Sentinel remains operational with minimal intcrnjplion of workflow functionality. The structure of

this document incorporates the following key sections:

•  Document review process, version controls

•  Instance Definitions

•  Issue commitment and process

•  Service Desk and communication process

•  Process for new features and functionality

Document review process, version controls

Version Control

Version Dale Change By

1.0 3-13-2020 STChealth's Public Health Sentinel Package added

additional sections, additional clarity on scr\'ice

descriptions based on client feedback

Kristina

Crane

and

Tiffany

Dent

Review Process

S rC and the client will review the SLA on an annual basis. Contents of this documejil may be amended
as required, provided mutual agreement in writing is obtained from the parties. STC will update its
service level offering document based on the agreed upon changes and deliver the updated document once
all miiluai agreements and approvals have been obtained as required.

In/ornidtion is STC Ccr\fidenTiai Proprietary STGhealth-
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Associated Release Process

The maintenance and siippoH offering includes defect resolution (based on process described),

troubleshooting, and software updates for the feature sets subscribed to by the client, The New Hampshire

Division of Public Health Services Program.

Product Releases

•  STC will submit at least one release annually to its Public Health Sentinel Package. Additional

updates will be provided on a periodic and scheduled basis to address mutually agreed upon

issues and/or enhancements throughout the contract period.

•  Product-driven backlog

0  Visibility of helpdesk tickets logged by other conso>lium members will be made

available.

Process for Application Related Issues or Questions

Clients who have access to Sentinel will have access to a self-help and issue tracking system through the

STC Service Desk. This access will allow client-level users to submit issues or suggested improvements

and view submitted issues by other Sentinel clients. The Service Desk will work on non-critical issues

and questions as they come and will provide monthly consortium level calls to help with prioritization of

tickets. Ad-hoc calls can be scheduled regarding a specific ticket or issue. Regarding application related

issues, STC will work in collaboration to determine the next steps in addressing needed feature changes

(see definition below) to ensure designed functionality.

Defects and Feature Requests are defined as:

• Defects (Non-Critical) - A problem with the functionality of the product, where the system is not

functioning as intended. This results in a work around or a solution by a code fix in a patch or

release.

•  Incident (Non-Critical) - A problem with the system instance that causes an unplanned

interruption to seiwice. This results in a work around or a solution by an operational fix.

•  Feature Request - A request to add new functionality'to the existing system or edit an existing

funclioiialiiy to perform functions with :i new method or obtain new results.

Because of the nature of the software, it is not always clear when repoiling an issue, whether it is a

Defect, Incident or Feature Request. STC reserves the right to move tickets as appropriate after initial

discover)' has been completed and the root cause established. For example, a Defect may be moved to an

Incident or Featui e Request if it deviates from the Scope of Work once the ticket lias been assessed. Any

issue logged by New Hampshire whose status gets changed by STC after our assessment will be

communicated to New Hampshire througii the ticket.

In/orm'aiidn'is STC Co>\fidonTial Proprietary
STChealth
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hems deemed fo he tin inciden! tire the sole responsibility of the client infrastructure team as

STChealth is not responsiblefor the hosting of the Sentinel application at this time.

Critical Issue definition:

Issues (incident or defect) that require an immediate effort for resolution. Any planned work is halted

until the resolution of the issue has been achieved. While there are no guaranteed time frames for

resolution there is a guarantee of immediate effort to resolve. The following are some characteristics of a

Critical Issue:

• Complete or significant loss of function in business critical production systems.

• No workarounds are available to allow business to continue.

• The potential for data corruption or complete loss of service is time sensitive and any delay could

result in catastrophic failure.

STC reserves the right to move or change the priority of a Non-Critical issue (Defect, Incident or Feature

Request) resulting from a Critical Issue incident or defect.

Response Times & Process for Production Critical Issues (Incident or Defect)

Production Instance

•  STC Operations provides 24 hours per day, seven days per week, incident response for

critical issues with the Production Instance. If a ticket is created for a Critical Issue, STC
will take action within an hour ofticket creation to begin to triage the issue and work

towards restoring the system.

•  STC application support requires access to the NHEDSS VPN at all times.

•  Critical Incidents or Defects: S TC will provide the Client Program a written summaiy of

work done and work planned, in the STC Service Desk ticket within 24 hours of ticket

creation. Thereafter, updates will be communicated in the ticket as they are available or

once cvciy 24 hours (Monday - Friday).

Response Times and Process for incidents and defects that are not a defined critical issue

and for non-production instances

•  STC will send a confirmation of "'message received" within I hour for all requests submitted to

the STC Sendee Desk.

•  STC will submit an initial response within 5 business days with either clarifying questions or with

the answer and ne.\t course of action,

•  Non-produelion instance issues will be reviewed during normal STC business hours.

Ir\f6rmaiion is STC Corffidenlial <fc Proprietary ' STCflGSlth
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Customer Success

Support Included:

Applicution Support I^vvul 1-3- Included

Scopti & Purpose:

•  Provide program staff level contact support for a variety of technical issues; identifies,

researches, replicates and attempts to resolve application problems

•  Provide an analysis of reported issues to resolve software bugs, deployment errors or assist

with product enhancements

•  Provide disease surveillance program staff level contact support for a variet)' of technical

issues; identifies, researches, replicates and attempts to resolve technical problems

•  Assist with the identification and/or creation of feasible workaround procedures when

standard procedures for issues do not provide resolution

•  Collaborate with development teams as a client advocate to ensure escalated issues are

properly addressed

•  Assist with gathering requirements and defining scope for internal change requests to

improve the software

•  Attend and collaborate with client level contacts in scheduled meetings to address current

issues or aid in the implementation of new and updated application functionalilj'

•  Provide resolution at a code or data level of repoHed software bugs, deployment errors or to

assist with the deiiveiy of product enhancements

• Develop technical solutions for software bugs when workarounds are not feasible or do not

exist

Third Party Tools and Systems

This Agreement docs not cover problems associated with confiicts, viruses, or any other problem

associated with third party programs that work with STC's products nor does it cover installation or

implementation of the Updates provided to the Licensee by STC.

New Enhancements and Changes to Sentinel Functionality'

For new enhancements and changes to Sentinel functionality, including new third paily intcgiaiions, the

following process will occur:

•  S rC shall work in conjunction with the New l-lampshire Division of Public Health Services to

gather and document the requirements for enhancement requests.

Information is STC Cot]fidential & Proprittaiy
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STC will review, verify nnd validate change order requests from the Client Program on an

ongoing basis. STC will provide feedback, schedule and cost estimates on each submitted change

request within 45 days of the submission of the change request.

STC shall share new prototj'pes with the New Hampshire Division of Public Health Ser\'iccs and

the Consortium during the design and development process for end user feedback.

Once the new scope is clearly defined an amendment to the current contract will be created and

terms agreed upon.

All enhancements pursued are built based on best practices and needs of all clients collectively.

Essentially, we take each request on a case by case scenario and those that are pursued are

completed in the best interest of the product for all users.

Information is S7TC Cp>\fidenrial &,Propriatdry STChealth,



State of New Hampshire

Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that SCIENTIFIC TECHNOLOGIES

CORPORATION is a Arizona Profit Corporation registered to transact business in New Hampshire on February 15, 2002. 1

further certify that all fees and documents required by the Secretary of State's office have been received and is in good standing as

far as this oITice is concemed.

Business ID: 397216

Certificate Number: 0004878793

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 1st day of April A.D. 2020.

William M. Gardner

Secretary of State



CERTIFICATE OF AUTHORITY

1. Todd Watkins. President ^ , hereby certify that:
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. 1 am a duly elected Clerk/Secretary/Officer of Scientific Technolooies Corporation .
(Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on Aoril 1" . 2020, at which a quorum of the Directors/shareholders were present and voting.

(Date)

VOTED: That Michael L. Pooovich. CEO (may list more than one person)
(Name and Title of Contract Signatory)

is duly authorized on behalf of Scientific Technologies Corporation to enter into contracts or agreements with the
State of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. I hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. I further certify that it is understood that the Slate of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,
all such limitations are expressly stated herein.

Dated: 07/30/2020

Signature of Elected Officer
Name: Todd Watkins

Title: President

Rev. 03/24/20



/KCORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/OOrrVYY)

5/1/2020

THIS CERTIFICATE IS ISSUED AS. A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT; If the certificate holder Is an ADDITIONAL INSURED, the policy(ie$) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder In lieu of such endorsement(s).

PRODUCER

Brown & Brown Insurance of AZ. Inc
2800 North Central Avenue, Suite 1100
Phoenix AZ 85004

NAME*^^ Wendy Lebron
/AWn F.11 602-494-6737 Twc. nou 602-287-6737
A0D*REss: wlebron@bbphoenlx.eom

INSURER(S) AFFORDING COVERAGE NAIC«

INSURER A Hartford Casualty Insurance Co 29424

INSURED SCIETEC-Ol

Scientific technologies Corporation
411 S 1st Street
Phoenix AZ 85004 .

INSURER B Axis Insurance Company 37273

INSURERC

INSURERD

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: 1092104307 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS

CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
TYPE OF INSURANCE

AOOL
INSD

SUBR

WVD POLICY NUMBER
POLICY EFF
IMM/DD/YYYYI

POLICY EXP
IMM/DD/YYYYI LIMITS

COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE OCCUR

59SBABE9166 5/9/2020 5/9/2021 EACH OCCURRENCE

dAma'ge'to'reWted
PREMISES lEa OCOirrenea)

MED EXP (Any orw person)

PERSONAL & ADV INJURY

GENl AGGREGATE LIMIT APPLIES PER;

POLICY O JECT H LOC
OTHER:

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGG

Empkiyx benefit*
COMBINED SINGLE LIMIT
(Ea accWern)

S 1,000,000

S 1,000,000

$ 10,000

S 1,000,000

% 2,000.000

S 2,000.000

$1,000,000

AUTOMOBILE LIABILITY

ANY AUTO BODILY INJURY (Par parson)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NONADWNED

AUTOS ONLY

BODILY INJURY (Per acckJeni)

PROPERTY DAMAGE
(Par aeciOent)

UMBRELLA LIAB

EXCESS LIAB

DED

OCCUR

CLAIMS-MADE

59SBABE9166 5/9/2020 5/9/2021 EACH OCCURRENCE S 5.000.000

AGGREGATE $ 5.000,000

RETENTIONS ir) r^r^n

WORKERS COMPENSATION

AND EMPLOYERS- LIABILITY y / N
ANYPR0PRIET0R/PARTN6R/EXECUTIVE
OFFICER/MEMBEREXCLUOEO?
(Mandatory In NH)
If yas, dascrtba under
DESCRIPTION OF OPERATIONS below

□

PER
STATUTE

wr

E.L. EACH ACCIDENT

E.L. DISEASE - EA EMPLOYEE

E.L. DISEASE - POLICY LIMIT

Pro/etsional • Cyber .P00100002145603 3/29/2020 3/29/2021 Each daim
Aggregate kmli

5.000,000
5.000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Ramarhs Schedule, may be attached If more space It required)
RE: 411 SI St street
Phoenix, AZ 850CM

Professional - Cyber coverages;
A-lnsurin^ Agreement A • Media content. Network Security and
Privacy Liability
B - Insuring Agreement B - Data Breach Expenses
C - Network Extortion Expense
See Attached...

CERTIFICATE HOLDER CANCELLATION 30 days

NH Department of Health and Human Services
129 Pleasant St.
Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2016/03)
© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



AGENCY CUSTOMER ID: SCIETEC-01

LOC #:

ACORCf ADDITIONAL REMARKS SCHEDULE Page 1 of i

AGENCY

Brown & Brown Insurance of AZ. Inc
NAMED INSURED

Scientific Technologies Corporation
411 S 1st Street

Phoenix AZ 85004POLICY NUM8ER

CARRIER NAIC COOE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM.

FORM NUMBER: 25 poRM TITLE: CERTIFICATE OF LIABILITY INSURANCE

Excess professional - cyber policies:
Lloyds of London
Policy #MPL1930297.20
03-29-20 to 03-29-21

$5,000,000 excess of $5,000,000

Hudson Specialty Insurance Company
Policy #EMU-12750-4
03-29-19 to 03-29-20
$5,000,000 excess of $10,000,000

30 days cancellation notice.
10 days notice of cancellation for non payment.
Subject to policy terms, conditions, limitations and exclusions.

Additional Insured and Waiver of Subrogation applies Per attached form SS00080405.

Additional Insured: NH Department of Health and Human Services where required per written contract.

ACORD 101 (2008/01) ©2008 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



AKCORCf CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DO/YYYY)

07/31/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Automatic Data Processing Insurance Agency, Inc.

1 Adp Boulevard

Roseland NJ 07068

NAME*^^ Automatic Data Processing Insurance Agency, Inc.
PHONE 1-ftnn.R94-7n94
(A/C. No. Eitl: ' (A/C.Nol:
^.MAIL
ADDRESS:

INSURER(S) AFFORDING COVERAGE NAIC<

INSURER A Raiod by MulUplft Companifts

INSURED Scleniific Technologies Corp

411 S IstSt

Phoenix A2 850042754

INSURERS

INSURER C

INSURER D

INSURER E

INSURER F ,

COVERAGES CERTIFICATE NUMBER: 1613641 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

ADDL

IN9D
SOBR

VYYP POLICY NUMBER
POLICY EFF

(MM/DD/YYYYI
POLICY EXP
fMM/DD/YYYYI LIMITS

COMMERCIAL GENERAL LIABILITY

E 1 1 OCCUR
EACH OCCURRENCE S

CLAIMS-MAC
UAMAUb lU KEN ILL)

PREMISES (Ea occurrence)

MEO EXP (Any one pereon) S

PERSONAL & ADV INJURY s

GENt AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s

POLICY 1 1 1 1 LOG
OTHER:

PRODUCTS • COMP/OP AGG s

s

AUTOMOBILE LIABILITY CUMBINbU SINGLE LIMI1
(Ea accident)

$

ANY AUTO

HEOULED
TOS
N-OWNEO
TOS ONLY

BODILY INJURY (Per person) s

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SL
AL

BODILY INJURY (Per accident) s

NC

At
PROPERTY 6amA(5£
(Per acOdeni) s

s

UMBRELLA LIAB

EXCESS LIAB

cx:cuR

CLAIMS-MAOE

EACH OCCURRENCE $

AGGREGATE s

DEO RETENTIONS s

A

WORKERS COMPENSATION

AND EMPLOYERS' LIABILrTY y / N
ANY PROPRIETOR/PARTNER/EXECUTIVE

0FFICERMEM8ER EXCLUDED? T
(Mandatory In NH) ' , '
Ifyaa. dascdba under
DESCRIPTION OF OPERATIONS below

N/A N 76WEG2T3467 04/01/2020 04/01/2021

V" PER OTli-
A STATUTE ER

E-L EACH ACCIDENT $ 1,000,000

E.L. DISEASE - EA EMPLOYEE $ 1,000,000

E.L. DISEASE • POLICY LIMIT $ 1,000,000

DESCRIPTION OF OPERATIONS! LOCATIONS / VEHICLES (ACORD 101, Additional Rtmark* Sehoduia, may b« attachad If mort apaca 1$ raqulrtd)

CERTIFICATE HOLDER CANCELLATION

State of New Hampshire, Attn: Department of Health and
Human Services

129 Pleasant Street

Concord NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD25 (2016/03)

© 1988-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are registered marks of ACORD



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

DIVISION OF PUBLIC HEALTH SERVICES

Jeffrey A. Me>ers 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501

Fax: 603-271-4827 TOD Access: 1-800-735-2964
Lisa M. Morris www.dhhs.nh.gov

Director

September 28. 2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
amend a sole source agreement with Scientific Technologies Corporation (Vendor #173134-6002),
8444 N. 90'^ St., Suite 100, Scottsdale, AZ 85258, for technical development, support and services of
the New Hampshire Electronic Disease Surveillance System (NHEDSS), Patient Reporting
Investigating Surveillance Manager module, and Tuberculosis Program Area Module, by increasing the
price limitation by $213,100 from $1,863,522 to an amount not to exceed $2,076,622 and increasing
the scope by adding significant enhancements for reporting and integration for case management, with
no change to the completion date of June 30, 2020, effective upon date of Governor and Executive
Council approval. The source of the additional funding is 100% Federal Funds.

Funding to support this request is available in the following accounts in State Fiscal Years 2018
and 2019, and are anticipated to be available in State Fiscal Year 2020 upon the availability and
continued appropriation of funds in future operating budgets, with authority to adjust encumbrances
between State Fiscal Years, through the Budget Office, without further approval from Governor and
Executive Council, if needed and justified.

See attachment for financial details

EXPLANATION

This request is sole source because no other vendor is able to provide the maintenance and
support of this proprietary software. Scientific Technologies Corporation will continue work within the
New Hampshire Department of Information Technology's virtual environment in order to support,
develop new functionality, and system enhancements of the New Hampshire Electronic Disease
Surveillance System (NHEDSS) and two (2) associated modules.

Funds in this amendment will be used to develop a web portal for healthcare providers to be
able to report cases of reportable infectious diseases; to improve how cases and contacts are linked in
the system; to add functionality for viewing case notes so investigators can more easily identify trends
in data not captured in other areas of the system; and to add furictionality so that cases of sexually
transmitted diseases (STD). human immunodeficiency virus (HIV), and tuberculosis (TB) can be
managed in the NHEDSS system rather than separate systems or modules.



His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 2

The NHEDSS and associated modules (Patient Reporting Investigating Surveillance Manager
module and Tuberculosis Program Area Module) are used to investigate and track reporlable infectious
diseases. The Department uses this electronic system to investigate and track more than 10,000
infectious diseases each year. This electronic system gives the Department capacity to detect
outbreaks of infectious diseases, to respond in a timely manner to control their spread, and to report
these data to the Centers for Disease Control and Prevention, which is a condition of receiving federal
funds for infectious disease prevention and response. After a loss of federal funding for the
maintenance of this softvvare, and in recognition of the mission-critical work the system supports,
general funds have been used to support the maintenance of this software since 2012. Federal funds
were awarded specifically to support only the software enhancement work.

Under this agreement, Scientific Technologies Corporation will provide annual support and
maintenance, including Help Desk support, bug fixes, patches, and software updates. In addition,
system functionality will be enhanced to receive and send automated data; apply statistics and
algorithms to detect outbreaks and clusters of infectious disease; and allow creation of customized
forms for more efficient outbreak investigation and response. These enhancements, along with others,
will improve the Department's ability to control the spread of infectious diseases in New Hampshire.

Since 2005, the Department has worked with Scientific Technologies Corporation on the
development and enhancement of the New Hampshire Electronic Disease Surveillance System. In
2013, the Department contracted with Scientific Technologies Corporation to implement the Patient
Reporting Investigation Management System Module and integrate it with the New Hampshire
Electronic Disease Surveillance System product. The New Hampshire Electronic Disease Surveillance
System; Tuberculosis Program Area Module; and Patient Reporting Investigating Surveillance Manager
module are currently hosted within the Depatlment of Information Technology data center in the virtual
environment.

As referenced in Contract 2015-068, Agreement Part 2, Exhibit C, Special Provisions, this
Agreement has the option to extend for five (5) additional years, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and Council.

The following deliverables will be used to measure the effectiveness of the agreement.

1. Delivery of the Project Plans to the State within (ten , business days) of
procurement.

2. Completed maintenance and support of the New Hampshire Electronic Disease
Surveillance System (NHEDSS) and associated modules: Patient Reporting
Investigation Management System Module (PRISM) and Tuberculosis Program
Area Module (TB PAM) in calendar years one (1)-six (6).

3. Provision of support services within the established Scientific Technologies
Corporation service level agreement.

4. Written validation of Requirements for Work for each enhancement deliverable.

5. Written test plans and scripts provided by Scientific Technologies Corporation
one week prior to any major software release.

6. State acceptance of enhancement deliverables following their delivery.

7. STC coordination and participation In bi-weekly contract status calls.

Scientific Technologies Corporation is currently meeting or exceeding the deliverables outlined.
In addition to the planned work for the remaining years in the contract. Scientific Technologies
Corporation is prepared to deliver on enhancements to be paid for with these additional funds within the
appropriate timeframe.
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Should the Governor and Executive Council not authorize this request, the Department will have
to retum $213,100 in federal money that has been approved for surveillance system enhancements.
The enhancements planned will increase surveillance system efficiencies and improve the ease for
which cases can be tracked, linked, and reported to federal partners. Overall, these improvements will
lead to more timely and accurate infectious disease case investigations in accordance with RSA 141-0.

Area served: Statewide.

In the event that the Federal Funds become no longer available, General Funds will not be
requested to support this program.

For account # 05-095-090-90026001-51700000, the CFDA# is 93.944 and the FAIN # is
U62PS004014.

For account # 05-095-090-901832523-18350000. the CFDA# is 93.521 and the FAIN# is

U50CK000427.

ully submitted,Respe

CC

Lisa M. Morris

Director

Approved by^'

JMrey A. Meyers

Commissioner

The Department of Health and IIn/nan Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



FINANCIAL DETAIL ATTACHMENT SHEET

NH Electronic Disease Surveillance System, Patient Reporting investlagation
Management System Module, and TB Program Area Module

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT

OF, INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF,

IT FOR DHHS

100% General Funds

SFY Class / Account Class Title Job Number
Current

Budget

Increase/

(Decrease)

Modified

Budget

2016 038-500175 Technoloov Software 03900052 $  183,485 $0 $  183,485
2017 038-500175 Technoloov Software 03900052 $  275,227 SO S  275,227
2018 038-500175 TechnoloQv Software 03900052 $  280,732 $0 S  280.732
2019 038-500175 Technology Software 03900052 $  280,732 $0 $  280,732
2020 038-500175 Technology Software 03900052 $  286,346 $0 $  286,346

Subtotal $ 1,306,522 $0 $  1,306.522

05-95-90-902510-5084 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND

HUMAN SVS, HHS; DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE

CONTROL, EBOLA GRANT

100% Federal Funds

FAIN# U90TP000535 CFDA# 93.074

SFY Class/Account Class Title Job Number
Current

Budget

Increase/

(Decrease)

Modified

Budget

2016
102-500731 Contracts for Program

Services

90027030 $  100,000 $0 $  100,000

Sub-Total $  100,000 $0 $  100,000

05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE

CONTROL, NH EPIDEMIOLOGY AND LABORATORY CAPACITY

100% Federal Funds

FAIN# U50CK000427 CFDA# 93.521

SFY Class/Account Class Title Job Number
Current Increase/ Modified

Budget (Decrease) Budget

2016 102-500731 Contracts for Prog Svc 90183523 $  50,000 $0 $  50,000
2017 102-500731 Contracts for Prog Svc 90183523 $  50,000 $0 $  50,000
2018 102-500731 Contracts for Prog Svc 90183523 $  50,000 $  100,000 $  150,000
2019 102-500731 Contracts for Prog Svc 90183523 $  50,000 $0 $  50,000
2020 102-500731 Contracts for Prog Svc 90183523 $  50,000 $0 $  50,000

Subtotal $  250.000 $  100,000 $  350,000

05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS. HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, DISEASE CONTROL

100% Federal Funds

FAIN# U62PS004014 CFDA# 93.944
FAIN # U52PS004684 CFDA# 93.116

SFY Class / Account Class Title Job Number
Current

Budget

Increase/

(Decrease)

Modified

Budget

2016 102-500731 Contracts for Prog Svc 90022000 $  14,000 $0 $  14,000
2017 102-500731 Contracts for Prog Svc 90022000 $  34.000 $0 $  34,000
2018 102-500731 Contracts for Prog Svc 90022000 $  15,000 $ $  15,000
2018 102-500731 Contracts for Prog Svc 90026001 $ $  97,600 $  97;600
2019 102-500731 Contracts for Prog Svc 90022000 $  10,000 $0 $  10,000
2020 102-500731 Contracts for Prog Svc 90022000 $  10,000 $0 $  10,000

Page 1 of 2



FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patient Reporting Investlagation
Managemer^t System Module, and TB Program Area Module

Subtotal I $ 83.000 1 5 97,600 I 5 180,600

05-95-90-902510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, STD/HIV PREVENTION

100% Federal Funds
FAIN# H25PS0049339 CFDA# 93.977

CFDA#FAIN# U62PS003655 93.940

SFY Class/Account Class Title Job Number
Current

Budget
Increase/.

(Decrease)

Modified

Budget

2016 102-500731 Contracts for Proq Svc 90025000 $  31.400 $0 $ 31,400
102-500731 Contracts for Proo Svc 90024000 $ 13.600 $0 $ 13.600

SFY 16 Subtotal $ 45,000 $0 $ 45,000
2017 102-500731 Contracts for Proq Svc 90025000 $ 21,500 $0 $ 21.500

102-500731 Contracts for Proq Svc 90024000 , $ . so $
SFY 17 Subtotal $ 21,500 $0 $  21.500

2018 102-500731 Contracts for Proq Svc 90025000 $ 12.500 ($5,000) $ 7.500
102-500731 Contracts for Proq Svc 90024000 $ 5,000 $ 5.000 $ 10.000

SFY 18 Subtotal $ 17,500 $0 $ 17,500
2019 102-500731 Contracts for Proq Svc 90025000 $ 10,000 ($10,000) $ .

102-500731 Contracts for Proq Svc 90024000 $ 5.000 $ 25,500 $  30.500
SFY 19 Subtotal $ 15,000 $ 15.500 $ 30.500

2020 102-500731 Contracts for Proq Svc 90025000 $ 15,000 ($15,000)
102-500731 Contracts for Proq Svc 90024000 $ 10,000 $ 15.000 $ 25,000

SFY 20 Subtotal $ 25,000 $0 $ 25,000
Subtotal $ 124.000 $ 15.500 $ 139.500

TOTAL $ 1.863.522 $ 213.100 $ 2,076.622

Page 2 of 2



T,

STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Gouiet

Commissioner

October 2, 2017

JefTrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source contract amendment with Scientific
Technologies Corporation (STC) of Scottsdale, A2 as described below and referenced as DolT No. 2015-
063A.

The purpose of this request is to enter into a sole source contract amendment with
Scientific Technologies Corporation to continue to provide maintenance, support, and
technical development work of the existing NH Electronic Disease Surveillance System
(NHEDSS) and Tuberculosis Program Area Module (TB PAM), which are STC-licensed
products, and Patient Reporting Investigation Surveillance Manager (PRJSM) module,
which is no-cost software integrated into the NHEDSS system.

The funding amount for this amendment is $213,100.00, increasing the current contract
from $1,863,522.00 to an amount not to exceed $2,076,622.00. The contract shall
become effective upon Governor and Council approval through June 30, 2020.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT#2015-063A

cc: Bruce Smith, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System

State of New Hampshire

Department of Health and Human Services
Amendment #1 to the

New Hampshire Electronic Disease Surveillance System Contract

This 1st Amendment to the New Hampshire Electronic Disease Surveillance System contract
(hereinafter referred to as "Amendment #1") dated this 25th day of August, 2017, is by and between the
State of New Hampshire, Department of Health and Human Services (hereinafter referred to as the
"State" or "Department") and Scientific Technologies Corporation, (hereinafter referred to as "the
Contractor"), a corporation with a place of business at 8444 N. 90th St., Suite 100, Scottsdale, A2
85258.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on October 21. 2016. Item #11. the Contractor agreed to perform certain sen/ices based upon the terms
and conditions specified in the Contract as amended and in consideration of certain sums specified: and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to the General Provisions, Paragraph 18, the State may modify the scope of work
and the payment schedule of the contract by written agreement of the parties; and

WHEREAS, the parties agree to increase the price limitation and modify the scope of services to support
continued delivery of these services;

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree as follows:

1. Amend Contract Agreement-Part 1, Block 1.8, to increase the Price Limitation by $213,100 from
$1,863,522 to read $2,076,622.

2. Amend Contract Agreement-Part 1, Block 1.9. to read Jonathan V. Gallo, Esq., Interim Director
of Contracts and Procurement.

3. Amend Contract Agreement-Part 1, Block 1.10 to read 603-271 -9246.

4. Amend the Contract Agreement-Part 2. Exhibit A, Section 2, Deliverables Schedule, by adding
Table 2.1h, Implementation Schedule - Amendment #1 Deliverables as follows:

Table 2.1 h - Implementation Schedule -Amendment #1 Deliverables

Ref#
Deliverable

Deliverable

Type
Projected Delivery

Date

NHEDSS CALENDAR YEAR 3 and 4

AMENDMENT #1 ENHANCEMENTS

CA-1 Project Management

CA-1.1
Conduct Project Kickoff Meeting Non-software

Pending G & C
approval

CA-1.2 Project master work plan, including
milestones/deliverables

Written
10 days after G & C

approval

2015-063 Amendment *1

Page 1 of 10



New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System

CA-1.3 Validation of Requirements with signed CRs for
Contract Amendment Work for November 2017

release (physician web reporting, case linkage
enhancements, and notes export/view
functionality improvement)

Written
2 weeks after G&C

approval

CA-1.4 Validation of Requirements with signed CRs for
Contract Amendment Work for May 2018 release
(integration of STD/HIV/TB case management
work)

Written 1/15/2018

CA-1.5 Design Documentation for Contract Amendment
for November 2017 release

Written 11/8/2017

CA-1.6 Design Documentation for Contract Amendment
for May 2018 release

Written 1/15/2018

CA-17 Written status reports, meetings and updates to
project plan

Non-software 8i-Weekly

CA-2 System Software

CA-2.1 System walk through and review of adding
physician web reporting, case linkage
enhancements, and export/view notes
functionality improvements for the contract
amendment component of the
November 2017 release

Software

11/30/2017

CA-2.2 System walk through and review of adding
STD/HIV/TB case management integration
changes for the contract amendment component
of the May 2018

Software

4/30/2018

CA-2.3 System ready for review and user testing for
contract amendment component of the November
2017 release

Software 11/30/2017

CA-2.4 System ready for review and user testing for the
contract amendment component of the May 2018
release

Software 04/30/2018

CA-3 User Acceptance Test (UAT)

CA-3.1 Test plan and scripts provided by STC for the
contract amendment component of the November
2017 release

Written 11/30/2017

CA-3.2 State test functionality and provide UAT written
feedback for the contract amendment component
of the Novemtier 2017 release

Non-software

12/1/2017 to

12/10/2017

CA-3.3 Support State during UAT/ Share ALL Testing
Results with Project Team for the contract
amendment component of the November 2017
release

Non-software
12/1/2017 to

12/10/2017

CA-3.4 State Acceptance of System (after UAT) for
adding physician web reporting for contract
amendment component of the November 2017
release

Written
12/31/2017

CA-3.5 State Acceptance of System (after UAT) for case
linkage enhancements for contract amendment
component of the November 2017 release

Written 12/31/2017

CA-3.6 State Acceptance of System (after UAT) for
export/view notes Amctionality improvement for
contract amendment component of the November

Written 12/31/2017

2015-063 Amendment «1
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New Hampshire Department of Health and Human Services
WH Etectronic Disease Surveillance System

2017 release

CA.3.7 Test plan and scripts provided by STC for the
contract amendment component of the May 2018
release

Written 05/31/2018

CA-3.8 State test functionality and provide UAT written
feedback for the contract amendment component
of the May 2018 release

Non-software

6/1/2018 to

6/30/2018

CA-3.9 Support State during UAT/ Share ALL Testing
Results with Project Team for the contract
amendment component of the May 2018 release

Non-software

6/1/2018 to

6/30/2018

CA-3.10 State Acceptance of System (after UAT) for
enhancements to Integrating STO/HtV/T0 case
management into NHEDSS for the contract
amendment component of the May 2018 release

Written
6/30/2018

CA-4
Training

CA-4.1 Demo of new system functionality for contract
amendment component of the November 2017
release

Non-software 11/30/2017 r

CA-4,2 Demo of new system functionality for contract
amendment component of the May 2018 release

Non-software 4/30/2018

CA-S
Deployment

CA-5.1 User operation manual for contract amendment
component of the November 2017 release

Written 12/31/2017

CA-5.2 User support plan for contract amendment
component of the November 2017 release

Written 12/31/2017

CA-5.3 User operation manual for contract amendment
component of the May 2016 release

Written 6/15/2018

CA-5.4 User support plan for contract amendment
component of the May 2018 release

Written 6/15/2018

5. Amend the Contract Agreement-Part 2, Exhibit B, Section 1, Payment Schedule, by adding Table
1.2k, Payment Schedule - Amendment #1, as follows:

Table 1.2k; Payment Schedule • Amendment #1

Ref#

Deliverable

Projected
Delivery
Date

Price Payment
Amounts

NHEDSS CALENDAR YEAR 3 and 4

AMENDMENT #1 ENHANCEMENTS

CA-1
Project Management

CA-1.1
Conduct Project Kickoff Meeting

Pending G &
C approval

CA-1.2
Project master work plan, including
milestones/deliverables

10 days after
G &C

approval

CA-1.3 Validation of Requirements with
signed CRs for Contract Amendment
Work for November 2017 release

(physician web reporting, case

2 weeks after

G&C

approval

2015-063 Amendment #1
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New Hampshire Department of Health and Human Services

linkage enhancements, and notes
export/view functionality
improvement)

CA-1.4 Validation of Requirements with
signed CRs for Contract Amendment
Work for May 2018 release
(Integration of STD/HIV/TB case
management work)

1/15/2018

CA-1.5 Design Documentation for Contract
Amendment for November 2017

release

11/8/2017

CA-1.6 Design Documentation for Contract
Amendment for May 2018 release

'1/15/2018

CA-1.7 Written status reports, meetings and
updates to project plan

Bi-Weekly

CA-2 System Software

CA-2.1 System walk through and review of
adding physician web reporting, case
linkage enhancements, and
export/view note functionality
improvements for the contract
amendment comjxjnent of the
November 2017 release.

11/30/2017 }

CA-2.2 System walk through and review of
adding STD/HIV/TB case
management integration changes for
the contract amendment component
of the May 2018 release

4/30/2018

CA-2.3 System ready for review and user
testing for the contract amendment
component of the November 2017
release

11/30/2017

CA-2.4 System ready for review and user
testing for the contract amendment
component of the May 2018 release

4/30/2018

CA-3 User Acceptance Test (UAT)

CA-3.1 Test plan and scripts provided by
STC for the contract amendment

component of the November 2017
release

11/30/2017

CA-3.2 State test functionality and provide
UAT written feedback for the contract

amendment component of the
November 2017 release

12/1/2017 to

12/10/2017

CA-3.3 Support State during UAT/Share ALL
Testing Results with Project Team for
the contract amendment component
of the November 2017 release

12/1/2017 to

12/10/2017

CA-3.4 State Acceptance of System (after
UAT) for adding physician web
reporting for contract amendment
component of the November 2017
release

12/31/2017 $52,000

2015-063 Amendment #1
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CA-3.5 State Acceptance of System (after
UAT) for adding case linkage
enhancements for contract

amendment component of the
November 2017 release

12/31/2017 $30,200

CA-3.6 State Acceptance of System (after
UAT) for export/view notes
functionality improvement for contract
amendment component of the
November 2017 release

12/31/2017 $15,400

CA-3.7 Test plan and scripts provided by
STC for the contract amendment

component of the May 2018 release

5/31/2018

CA-3.8 State test functionality and provide
UAT written feedback for the contract

amendment component of the May
2018 release

6/1/2018 to

6/30/2018

CA-3.9 Support State during UAT/share all
testing results with the Project Team
for the contract amendment

component of the May 2018 release

6/1/2018 to

6/30/2018

CA-3.10 State Acceptance of System (after
UAT) for enhancements to
STD/HIV/TB case management
integration for the contract
amendment component of the May
2018 release

6/30/2018 $115,500

CA-4 Training

CA-4.1 Demo of new system functionality for
contract amendment component of
the November 2017 release

11/30/2017

CA-4.2 Demo of new system functionality for
contract amendment component of
the May 2018 release

4/30/2018

CA-5
Deployment

CA-5.1 User operation manual for the
contract amendment component of
the November 2017 release

12/31/2017

CA-5.2 User support plan for the contract
amendment component of the
November 2017 release

12/31/2017

CA-5.3 User operation manual for contract
amendment component of the May
2018 release

6/15/2018

CA-5.4 User support plan for the contract
amendment component of the May
2016 release

6/15/2018

Enhancements for Contract

Amendment NHEDSS 2017

Subtotal

12/31/2017

$97,600

Enhancements for Contract

Amendment NHEOSS 2016

Subtotal
6/30/2018

$115,500

2015-063 Amendmenl #1
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6. Amend the Contract Agreement-Part 2, Exhibit B, Section 1. Payment Schedule, Subsection 1.3,
Enhancement Pricing Summary, by deleting Table 1.3: Enhancement Pricing Summary Table in
its entirety and replacing with the following;

Table 1.3: Enhancement Pricing Summary Table

PRISM TB PAM NHEDSS TOTAL

CY1 (2015) $37,200 $14,000 $80,400 $131,600
CY2(2016) $21,800 $34,000 $94,600 $150,400
CY3(2017) $20,000 $15,000 $50,000 $85,000
CY 3 (2017)

(Amendment #1)
$0 $0 $97,600 $97,600

CY4(2018) $15,000 $10,000 $50,000 $75,000
CY4(2018)

(Amendment #1)
$0 $0 $115,500 $115,500

CY5(2019) $15,000 $5,000 $50,000 $70,000
CY 6 (2020) $15,000 $5,000 $25,000 $45,000

TOTAL $124,000 $83,000 $563,100 $770,100

7, Amend the Contract Agreement-Part 2, Exhibit I, Work Plan. Section 7, Application Modification,
by adding Table 7.2, Modifications- Scientific Technologies Corporation Developed - Amendment
#1, as follows:

Table 7.2 Modifications - Scientific Technologies Corporation Developed -
Amendment #1

Requirement Components, If
applicable

NHEDSS

r Unked tabW^ - '^l nhedss
: . • J-rc; •; i ?' ••

' iienhancementSip;!

ienhancementv;.',

Enhancement Description

A web entry tool will be created and added to the BIDC ;
website. This tool will allow a provider to submit a case of any '
reportable infectious disease electronically and securely to the
NH BIDC. The data wl) remain in a staging area which will be i
created to manage all the physician entries. The staging area ;
will be managed by a NHEDSS administrator who will have |
the ability to create a true case of disease or delete a fake or ^
malicious case of disease. This enhancement will also include >

the addition of the CDC HIV adult and pediatric case reporting j
forms to be added to the list of available forms in NHEDSS.

The linked tab in NHEDSS will have features added so that a i

new investigation can be created from the linked tab. It will i
also add some additional variables so that contacts or cases i

can be jabbed with_a_disposition an^ contact type.

Currently, there is no way to view or export notes in NHEDSS.
Functionality will be added to view all notes across cases of !
interest with the potential to be able to export notes into Excel \
or an HTML window. |

2015-063 Aniendmcnt *1
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Requirement

-;StD/HIVca8e>r i

; .J'XKJTJi.i . .'s

Components, if
applicable

NHEDSS

Enhancement Description

NHEDSS users would like to be able to manage STD/HIV
cases within the NHEDSS application. In order to meet
federal reporting requirements, additional enhancements are
required. These include a HIV partner services extract. This
extract is required so that sexual or needle sharing partners
associated with HIV cases can be properly identified,
inten/iev^d, and monitored for infection. Other enhancement
possibilities include integrating TB cases within the NHEDSS
application for case management and required federal
reporting. These enhancements will be determined using the
change request process.

8. Amend the Contract Agreement-Part 2. Exhibit I. Work Plan. Section 8. Preliminary Work Plan,
by adding Table 8.2, Amendment #1 High Level Preliminary NH Project Plan, as follows

Table 8.2 Amendment #1 High Level Preliminary NH Project Plan

Task Name Duration Start Finish

NHEDSS Development Schedule 1 day Wed 11/8/17 Wed 11/8/17

Project Kick Off Meeting 1 day Wed 11/8/17 Wed 11/8/17

November 2017 Contract Amendment

Development Cycle 9 days :Thu 10/26/17 Wed 11/8/17

Requirements Validation 8 days Fri 10/27/17 Wed 11/8/17

Requirements Sign Off 1 day Wed 11/8/17 Wed 11/8/17

November 2017 Contract Amendment

Development 35 days Thu 10/26/17 Thu 11/30/17

Provider Web Reporting 35 days Thu 10/26/17 Thu 11/30/17

Linked Tab Enhancements 35 days Thu 10/26/17 Thu 11/30/17

View/Export Notes improvements 35 days Thu 10/26/17 Thu 11/30/17

STD/HIV case management
enhancements 218 days Thu 10/26/17 Thu 5/31/18

Testing and Quality Assurance 12 days Thu 11/30/17 Fri 12/11/17

Test Plan & Scripts Provided to NH 1 day Thu 11/30/17 Thu 11/30/17

NH User Acceptance Testing 8 days Fri 12/1/17 Fri 12/8/17

Final Modifications 3 days Wed 12/6/17 Fri 12/8/17

Installation 30 days Thu 11/30/17 Fri 12/29/17

Release system Walkthrough & review 12 days Thu 11/30/17 Fri 12/8/17

Install on Training 1 day Fri 12/22/17 Fri 12/22/17

Install on Production 4 days Tues 12/26/17 Fri 12/29/17

Training 9 days Thu 10/26/17 Wed 11/8/17

Training Plan & Schedule 2 days Tues 11/7/17 Wed 11/8/17

Online Training 2 days Tues 11/7/17 Wed 11/8/17

May 2018 Contract Amendment Development
Cycle 150 Tues 1/2/18 Thu 5/31/18

Requirements Validation 14 days Tues 1/2/18 Mon 1/15/18

Requirements Sign Off 1 day Mon 1/15/18 Mon 1/15/18

May 2018 Contract Amendment 137 days Mon 1/15/18 Thu 5/31/18

2015-063 Amendment#!
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Development

STD/HIV/TB case management
integration 137 days Mon 1/15/18 Thu 5/31/18

Testing and Quality Assurance 40 days Mon 5/21/18 Fri 6/29/18

Test Plan & Scripts Provided to NH 10 days Mon 5/21/18 Thu 5/31/18

NH User Acceptance Testing 29 days Fri 6/1/18 Fri 6/29/18

Final f^odifications 29 days Fri 6/1/18 Fri 6/29/18

Installation 15 days Mon 2/22/16 Fri 3/11/16

Release system Walkthrough & review 10 days Mon 5/21/18 Thu 5/31/18

Install on Training 1 day Mon 5/28/18 Mon 5/28/18 ,

Install on Production 1 day Fri 6/29/18 Fri 6/29/18

Training 10 days Mon 5/21/18 Thu 5/31/18

Training Plan & Schedule 1 day Mon 5/21/18 Mon 5/21/18

Online Training 10 days Mon 5/21/18 Thu 5/31/18

9. Amend the Contract Agreement by adding Attachment #5: Statement of Work-Amendment #1,

2015-063 Amendmenl #1
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This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Departm;^t of Health and Human Services

'kin
Date Name;/.it)

Title:

Date

Scientific Technologies Corporation

ii
Name:

Title:

Acknowledgement of Contractor's signature:

State of . County of on $<pk»irb»vni7»>^efQre the
undersigned officer, personally appeared the person identified directly atx^ve, or satisfactorily proven to
be the person whose name is signed above, and acknowledged that s/he executed this document in the
capacity indicated above.

Signa.aj of the Peaceftire of Notary Public or Justice

rj[ir4tTv
Name and Title of Notary or Justice of the Peace

My Commission Expires: \i\iA

JurtnBnwn

NotnyMiic
IMcBpiO^Aitara

llrCQnB.69l«1^2M0^0

2015-063 Amendment «1

Page 0 of 10



New Hampshire Department of Health and Human Services
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

Date Name:
Title:

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name;

Title:

2015-063 AmendmenKI
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Statement of Work
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Amendment Ptl

Created for:

New Hampshire Department of Health and Human Services

Division of Public Health Service

>C!i:i.'TiriC rLCMNOi.OGIliS CORPOitATION

84d4<l NOO"" Street. Suite lOU
Srotisdaie. AZ 85258

480.745.8500

wvvw.stchomo.com



General Description

This State of Work (SOW) outlines the development and implementation of the tasks outlined

below for the STC Disease Surveillance products (Sentinel, TB PAM and PRISM) for New

Hampshire's Disease Surveillance Program.

Period of Performance

Period of Performance for this work: State Fiscal Year: August 1. 2017 to July 31, 2018.

The work will begin upon STC receiving an executed contract (#2015-063). Development tasks will
be scheduled into the release cycle as appropriate for 2017/2018. Work will be delivered into the

testing environment by December 31 to be validated, and will be included in the February 2018

release.

Budget

The development budget includes the following Items:

Development Budget Summary based on estimated Federal Funds;

Consolidated Development

Product Enhancements: STD and TB Federal Funds

through December 31, 2017

Product Enhancements: ELC Federal Funds

Total Enhancements without Option

S  97,600

S  115,500.00

$  213,100.00

Notes

This SOW includes product enhancements for the following items.

Item 1: NH will receive $97,600 from federal funds that will be allocated toward product
enhancements for TB PAM and PRISM for work through December 31, 2017.

Item 2: NH will receive $115,500 from federal funds that will be allocated toward product
enhancements for NHEDSS for work through July 31, 2018.



Deveiopment Schedule

STC follows a quarterly release cycle which integrates an agile development process.

STC Release Cycle

' Release Version

July 15, 2017 November 30, 2017 November

October 16,2017 February 28, 2018 February

January 15, 2018 May 31, 2018 May

April 16, 2018 August 31, 2018 August

NOTE: STC will be working with New Hampshire on the final requirements gathering prior to the
contract being in place to ensure the release deadlines are met

The following is a list of deveiopment tasks that will be developed with the use of the allocated
funds. Each task has been initially reviewed with the New Hampshire program staff, estimated by
STC and provided a tentative release date.

Base Year Development

Mi

NHEDSS

NHEDSS

"No log-in" option for the

Revisions to the Linked tab to

include more Contacts'

information

$ 55,400

$28,200

December 2017

UAT release

•December 2017

UAT release

NHEDSS

NHEDSS

Display notes from multiple

investigati<^s

STD/HIV case management

enhancements

$13,400

$115,500

December 2017

UAT release

2018

TOTAL DEFINED DEUVERABLES COST: $212,500

Development Tasks

The following change requests (CRs) have been estimated based on initial conversations with

DPHS and knowledge of the products and use. Assumptions and estimation criteria are included.
Should requirements change prior to the requirements deadline for the planned release, the

change requests will be re-estimated. CRs may also be re-prioritized to best meet the programs

need. Development tasks may be defined and estimated in the future to appropriately match the

program's future needs.



NHEDSS (Sentinel) Enhancements:

1. Enhance current NHEDSS features to better support HIV case reporting
0  "No login" option for the Physician Card: The physician card will have a "no log-in"

option, which will allow health care providers to report HIV cases to NHEDSS in

close to real-time without needing log-in credentials, which will increase efficiency
and data quality in the reporting of HIV cases to the State.

0  Revisions to the Investigation Linked tab: The feature to link investigations will be
updated to include the ability to identify the contact types for the investigations
identified as contacts of the index patient. Communicable disease invest^ators
will also be able to create a new investigation for a contact if they wish when they

choose to link investigations together.
0  View the notes from more than one investigation: Nurses will have the option to

view investigation notes from more than one Investigation to assist in their work

in reviewing cases of interest. These will appear in a display that will allow for easy
viewing of multiple notes from an investigation and comparison of notes between

investigations.

2. Further integrate STD case management features in NHEDSS to support the work of

communicable disease investigators to collect and report STD investigations to the CDC.
This may include:

0  Reporting extracts

0  Improvements to NHEDSS Reports for better data analysis and report creation

capabilities on STDs/HIV

o  Improvements to tuberculosis case management features (refer to the TB RAM
enhancements section)

TB RAM Enhancements:

3. Enhancements to TB RAM to improve case management features and the user experience
0 Clean up and improvement of the TB RAM user interface to facilitate easier data

entry
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

29 HA2EN DRrVE, COMCORD, NH 03301^627 "ptlbn'cTSLrvicM
e03-271-U«3 1^0^52-3345 ExL 4483 ^ i , mt m !n .7? r

NfcholasA.Tounifm Fw: 603-2714705 TDD Accws: 1-500-735-2964
CofnmtetJofwr

liarc«<l« J. Bobinsky
Acting DIrvctor

September 28. 2015

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

'  REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
enter into a sole source agreement with Scientific Technologies Corporation (Vendor #173134-6002),
6444 N. 90"^ St., Suite 100, Scottsdale, AZ 85258, for the provision of technical development, support
and services of the New Hampshire Electronic Disease Surveillance System, Patient Reporting
Investigating Surveillance Manager module, and Tuberculosis Program Area Module, in an amount not
to exceed $1,863,522, effective upon date of Governor and Executive Council approval through June
30. 2020. The source of funding is 30% Federal Funds and 70% General Funds.

Funding to support this request Is anticipated to be available in the following accounts in State
Fiscal Years'2016, 2017, 2018, 2019, and 2020 upon the availability and continued appropriation of
funds in future operating budgets, with authority to adjust encumbrances between State Fiscal Years,
through the Budget Office, without further approval from Governor and Executive Council, if needed
and justified.

See attachment for financial details

EXPLANATION

This request is sole source because no other vendor is able to take over the maintenance and
support of this proprietary software. Scientific Technologies Corporation will continue work within the
New Hampshire Department of Information Technology's virtual environment in order to support,
develop new functionality, and system enhancements of the New Hampshire Electronic Disease
Surveillance System and two (2) associated modules.

The New Hampshire Electronic Disease Surveillance System and associated modules (Patient
Reporting Investigating Surveillance Manager module and Tuberculosis Program Area Module) are
used to investigate and track reportable infectious diseases. The Department uses this electronic
system to investigate and track more than 10,000 infectious diseases each year. This electronic
system gives the Department capacity to detect outbreaks of infectious diseases, to respond in a timely
manner to control their spread, and to report these data to the Centers for Disease Control and
Prevention, which is a condition of receiving federal funds for infectious disease prevention and
response. After a loss of federal funding for the maintenance of this software, and in recognition of the
mission-aitical work the system supports, general funds have been used to support the maintenance of
this software since 2012; federal funds are now awarded specifically to support only software
enhancement work.
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Under this agreement. Scientific Technologies Corporation will provide annual support and
maintenance, including Help Desk, bug fixes, patches and software u^ates. In addition, system
functionality would be enhanced to receive and send automated data: apply statistics and algorithms to
detect outbreaks and clusters of infectious disease; and allow creation of customized forms for more
efficient outbreak investigation and response. These enhancements, along with others, will improve the
Department's ability to control the spread of infectious diseases in New Hampshire.

Since 2005, the Department has worked with Scientific Technologies Corporation on the
development and enhancement of the New Hampshire Electronic Disease Surveillance System. In
2013, the Department contracted with Scientific Technologies Corporation to implement the Patient
Reporting Investigation Management System Module and integrate it with the New Hampshire
Electronic Disease Surveillance System product. The New Hampshire Electronic Disease Surveillance
System; Tuberculosis Program Area Module; and Patient Reporting Investigating Surveillance Manager
module are currently hosted within the Department of Information Technology data center in the virtual
environment.

As referenced in Contract 2015-068, Agreement Part 2, Exhibit C, Special Provisions, this
Agreement has the option to extend for five (5) additional years, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and Council.

The following performance measures will be used to measure the effectiveness of the
agreement.

1. Delivery of the Project Plans to the State within (ten business days) of
procurement.

2. Completed maintenance and support of the New Hampshire Electronic Disease
Surveillance System (NHEDSS) and associated modules; Patient Reporting
Investigation Management System Module (PRISM) and Tuberculosis Program
Area Module (TB PAM) in calendar years one (1) - six (6),

3. Provision of support services within the established Scientific Technologies
Corporation service level agreement.

4. Written validation of Requirements for Work for each enhancement deliverable.

5. Written test plans and scripts provided by Scientific Technologies Corporation
one week prior to any major sofhvare release.

6. State acceptance of enhancement deliverables following their delivery.

7. STC coordination and participation in bi-weekly contract status calls.

Should the Govemor and Executive Council not authorize this request, the Department will not
be able to maintain the integration and current functionality within the New Hampshire Electronic
Disease Surveillance System; the sexually transmitted disease Patient Reporting Investigating
Surveillance Manager module, and Tuberculosis Program Area Module. Without these systems, the
Department will not have an electronic system to investigate and track more than 10.000 reports of
infectious diseases received each year and report these data to the Centers for Disease Control and
Prevention as required by federal grants. The capacity to detect outbreaks of infectious disease in a
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timely and automated manner would be eliminated. Additionally, the Department's ability to investigate
infectious diseases and control their spread, in accordance with RSA 141-C, would be reduced.

Area served; Statewide.

In the event that the Federal Funds become no longer available. General Funds will not be
requested to support this program.

Respectfully submitted.

Marcella J. Bbbinsky
Acting Director

Approved by:
Nicholas A. Toumpas
Commissioner

The Departmenl of Health and Human Services' Mission is to join communities and families
tn proinding opporluntdes for citizens to achieve health ond independence.



FINANCIAL DETAIL ATTACHMENT SHEET

NH Electronic DIeease Surveillance System, Patient Reporting Investlagatlon Management System Module, and
TB Program Area Module

01-03-03-030010-769S GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPTOF. INFORMATION
TECHNOLOGY DEPTOF, INFORMATION TECHNOLOGY DEPT OF, IT FOR DHHS

100% General Funds

Fiscal Year Class / Account Class Title Job Number

Total Amount

SPY 2016 038-600175 Technology Software 03900052 183.485
SFY 2017 038-500175 Technoioav Software 03900052 275.227

SFY 2018 038-500175 Technology Software 03900052 280.732

SFY 2019 038-500175 Technology Software 03900052 280.732

SFY 2020 038-500175 Technology Software 03900052 286.346

Sub-Total 1,306.522

OS-95-90-902510-S084 HEALTH AND SOCIAL SERVICES. DEPT OF HEALTH AND HUMAN SVS, HHS; DIVISION OF
PUBLIC HEALTH. BUREAU OF INFECTIOUS DISEASE CONTROL, EBOLA GRANT

100% Federal Funds

FAIN# U90TP000S35 CFDA# .93.074

Fiscal Year Class / Account Class Title Job Number

Total Amount

SFY 2016 102-500731 Contracts for Prog Svc 90027030 100,000

Sub-Total 100,000

0S-9S-90-903010-ie3$ HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS: DIVISION OF
PUBUC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, NH EPIDEMIOLOGY AND LABORATORY
CAPACITY

100% Federal Funds

FAIN# USOCK000427 CFDA# 93.521

Fiscal Year Class / Account Class Title Job Number

Total Amount

SFY 2016 102-500731 Contracts for Prog Svc 90183523 50,000

SFY 2017 102-500731 Contracts for Prog Svc 90183523 50,000

SFY 2018 102-500731 Contracts for Prog Svc 90183523 50,000
SFY 2019 102-500731 Contracts for Prog Svc 90183523 50,000

SFY 2020 102-500731 Contracts for Prog Svc 90183523 50,000

Sub-Total 250.000

OS-9S-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS. HHS; DIVISION OF
PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, DISEASE CONTROL

Page 1 of 2



FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patient Reporting Investlagatlon Management System Module, and
TB Program Area Module

100% Federal Funds
pain# U52PS004684 CFDA# 93.116

Fiscal Year Class / Account Class Title Job Number

Total Amount
SPY 2016 102-500731 Contracts for Proa Svc 90022000 14.000
SPY 2017 102-500731 Contracts for Proo Svc 90022000 34.000
SFY 2018 102-500731 Contracts for Proa Svc 90022000 15.000
SFY 2019 102-500731 Contracts for Proo Svc 90022000 10.000
SFY 2020 102-500731 Contracts for Proq Svc 90022000 10,000

Sub-Total 83.000

06-96-90.902610-7636 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HNS: DIVISION OF
PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, STD/HIV PREVENTION

100% Federal Funds

FAIN# H26PS0049339 CFDA# 93.977

Fiscal Year Class / Account Class Title Job Number

Total Amount
SFY 2016 102-500731 Contracts for Proo Svc 90025000 31,400

102-500731 Contracts for Proo Svc 90024000 13.600

SFY 16 Sub Total 45.000
SFY 2017 102-500731 Contracts for Proa Svc 90025000 21,500

102-500731 Contracts for Prog Svc 90024000 •

SFY 17 Sub Total 21.500
SFY 2018 102-500731 Contracts for Prog Svc 90025000 12.500

102-500731 Contracts for Proa Svc 90024000 5.000

SFY 18 Sub Total 17.500
SFY 2019 102-500731 Contracts for Prog Svc 90025000 10.000

102-500731 Contracts for Prog Svc 90024000 5.000

SFY 19 Sub Total 15.000
SFY 2020 102-500731 Contracts for Proa Svc 90025000 15.000

102-500731 Contracts for Proq Svc 90024000 10,000

SFY 20 Sub Total 25.000

Sub Total 124.000

TOTAL 1.863.622

Page 2 of 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 6, 2015

Nicholas Toumpas, Commissioner
State of New Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a sole source contract with Scientific Technologies
Corporation, Scottsdale, AkZ, as described below and referenced as DoITNo. 2015-063.

The purpose of this contract with STC is to attain maintenance, support, and technical
development work of the existing NH Electronic Disease Surveillance System
(NHEDSS) and Tuberculosis Program Area Module (TB PAM), which are STC-licensed
products, and PRISM (Patient Reporting Investigation Surveillance Manager), which Is
no-cost software integrated into the NHEDSS system. The funding amount is not to
exceed $1,306,522 and is effective upon Governor and Council Approval through''june
30, 2020.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sin^rely,!'

6
Denis Goulet

DG/mh

Contract 2015-063

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

agreement-PARTI

Subject: NH Elecironic Disease Surveillance Svsiem Enhancements. Maintenance, and Support Services.
Patient Reporting Investieaiion SurveiHance Manager module, and Tuberculosis Program Area Module

AGREEMENT

The State of New Hampshire and the Contractor herb)" mutually agree as follows;
GENERAL PROVISIONS

1.1 State Agency Name
NH Department of Health & Human Services

1.2 State Agency Address
l29Plea.sant Street

Concord, NH 03301-3857

1.3 Contractor Nan»e

Scientific Technologie.s Corporation
1.4 Contractor Addres.s

8444 N. 90"'St.. Suite 100.
ScoUsdalc. AZ 85258

1.5 Contractor Phone Number

480-745-8500

i.6 Account Number

01-03-03-0300IO-7W5- 038

500175

O5-9S-9O-9O2SlO-5084.tOI-

500731

05-95-90-90.30IO-I835-I02-

500731

05-95-90-90i5lO-5I70-l02-

500731

05-95-9O-9025I0-7536-I02-

500731

1.7 Completion Date
06/30/2020

1.8 Price Limitation

$1,863,522

yn'

/• 1.9 Contracting Officer for State Agency
Drook-Dupee. Bureau Chief

1.10 State Agency Telephone Number
603-271-4483

1 Contractor Signatu 1.12 Name & Title of Contractor Signatory
Todd Watkin.s. President

1.13 Acknowledgement: State of a/M-, County of A

, before the undersigned officer, per.sonaliy appeared the person identified in block (.12 or
satisfactorily proven to be the person whose name is signed in block 1J L and acknowledgedjha^ s^c executed this
document in the capacity indicated in block 1.12.

ornoiAi OUL
1.13.1 Signatme of Notary Public or Justice of the Peace Dankl Ryan

Notary PtrtHic
Stati of Na« Mutes ,

My Comm. fmlret fiH/lU
1.13.2 Name & Title of Notary or Justice of the Peace

OAtJie-L ^YArJ , NOTAfi-V
State Agency Signatur 1.15 Name/Title of State Agency SignatQiv

1.16 A()proval by N.H^'lieparimcnitf Administration. Division of Personnel (if applicable)

bzl Director. On;

1.17 Apprpypl^by Attorney General (Form. Substance and Execution)

/].\/^^i'-/\ Attorney GmcoI, On:
1.18 Approval by the Gove^r & Council

On:

Contract 2015-063 - Agreement Part 1 r-——y
Authorized Scientific Technologies Corporation initials:^/^^
Date: i 0 /3/20!*,'
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TERMS AND DEFINITIONS

The following general coniraciing terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a

Deliverable has satisfied Acceptance Tests or Review.
Acceptance Period The limeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control Supports the management of permissions for logging onto a
computer or network.

Agreement A contract duly executed and legally binding.
Appendix Supplementary material that is collected and appended at the back

of a document.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

CCP Change Control Procedures
Certification' The Vendor's written declaration with full supporting and written

Documentation (including without limitation lest results as
applicable) that the Vendor has completed development of the
Deliverable and ccnified its readiness for applicable Acceptance
Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or
process once development has begun.

Change Order Formal documentation prepared for a proposed change in the
Specifications.

CM Configuration Management.
Completion Date End date for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure under the Contract.

Contract This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to perform
as specified in the Contract Documents.

Contract Agreement Part 1 and Pan 2. The documentation consisting of both the
General Provisions and the Exhibits which rcpre.scnLs the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work.

Contract 2015-063 - Agreement Part I
Authori7ed Scientific Technologies Corporation initialsA //f/
Date: fC/3/ZOfC
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PARTI

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termination
for convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract Agreement.
Section 1.1).

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activities. (See Section 4; Coniraci
Manafiement).

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Part 2. Exhibit B. Section 1.2.

Contractor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Contracted VendorA'endor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Conversion Test A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a form that can
be used by the new System.

COTS Commercial Off-The-Shelf Software.

CR Change Request.

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
Stale of New Hampshire. '

Custom Software Software developed by the Vendor specifically for this project for
the State of New Hampshire.

Data Slate's records, files, forms. Data and other documents or
information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term.

DBA Database Administrator.

Dendencles/Defects A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency - Software - Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to State; Non Software - Services were inadequate

Contract 2015-063 - Agreement Part I
Authorized Scientific Technologies Corporation initials: \
Date: /O/J/zVj-
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DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PARTI

I and require rc-pcrfomiance of the Service.

Class B Deficiency - Software - iinportant. docs not stop operation
and/or there is a work around and user can perform tasks; Wriiien
OiKumeniaiiun • portions of information are missing but not
enough to make the document unintelligible; Nan Software -
Services were dcficicni, require reworking, but do not require re-
performance of the Service.

Class C Deficiency - Software • minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Wr/rren Documentation - minimal changes required and of minor
editing nature: Non Software • Services require only minor
reworkinc and do not require rc-performancc of the Service.

Deliverable A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department An agency of the State.

Department oflnformation
Technology (DoIT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

DHHS Depanment of Health and Human Services.

Documentation All information that describes the installation, operation, and use of
the Software, cither in printed or electronic format.

Digital Signature Guarantees the unaltered state of a file,

Errective Date The Contract and all obligations of the parties hcreundcr shall
become effective on the date the Governor and the Executive

Council of the Slate of New Hampshire approves the Contract.
Encryption Supports the encoding of data for security purpo.scs.

ELR Electronic Laboratory Reporting.
Enhancements Updates, additions, modifications to, and new releases for the

Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to. Enhancements
produced by Change Orders.

Firm Fixed Price Contract A Firm-Fixcd-Price Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of the Vendor's cost
experienec in performing the Contraet.

Fully Loaded Rates are inclusive of all allowable expenses, ineluding, but not
lirrutcd to; meals, ho(el^ousing. airfare, car rentals, car mileage,
and out of pocket expenses.

GAAP Generally Accepted Accounting Principles.
Governor and Executive Council The New Hampshire Governor and Executive Council.

Harvest Software to archive and/or control versions of software.

identification and

Authentication

Supports obtaining information about those parties attempting to
log on to a system or application for security purposes and the
validation of those users.

Contract2015-063-Agreemcnt Part 1
Authorized Scientific Technologies Corporation initials; wA/
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Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT) Information Technology. Refers.to the tools and processes used for
the gathering, storing, manipulating, transmitting, sharing, and
sensing of information including, but not limited to. Data
processing, computing, information systems, telecommunications,
and various audio and video technologies.

Input Validation Ensure the application is protected from buffer overflow, cross-site
scripting, SQL injection, and canonicalization.

Intrusion Detection Supports the detection of illegal entrance into a computer system.
invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by Scientific Technologies
Corporation as essential to work on the Project.

Licensee The State of New Hampshire.
Non Exclusive Contract A contract executed by the State that does not restrict the State from

seeking alternative sources for the Deliverables or Services
provided under the Contract.

New Hampshire Electronic
Disease Surveillance System
(NHEDSS)

New Hampshire Electronic Disease Surveillance System. Owned
and developed by Scientific Technologies Corporation. NHEDSS is
technically referred to as Sentinel, the Scientific Technologies
Corporation licensed product.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other.
Normal Business Hours Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday

through Friday excluding Stale of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day,
President's Day, Memorial Day, July 4''', Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided if requested.

Notice to Proceed (NTP) Notice to Proceed. The State Contract Manager's written direction
to the Vendor to begin work on the Contract on a given date and
lime.

Open Data Formats A data format based on an underlying Open Standard.
Open Source Software Software that guarantees the user unrestricted use of the

Software as defined in RSA 21-R:10and RSA 21-R:11.
Open Standards Specifications for the encoding and transfer of computer data

that is defined in RSA 21-R: 10 and RSA 21-R:13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily operations.

Coniracl 2015-063 - Agrccmenl Part 1 ^ >y
Authorized Scientific Technologies Corporation initials: v ̂
Date: ^ /S/2
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Operational Operational means that the System is operating and fully functional,
all Data has been loaded; the System is available for use by the
State in its daily operations, and the State has issued an Acceptance
Letter.

Order of Precedence The order in which Contract/Documcnt.s control in the event of a

conflict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition In a document
that is lower in the Order of Precedence.

Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Patient Reporting Investigation
Surveiilance Manager (PRISM)

Patient Reporting Investigation Surveillance Manager refers to a
sexually transmitted disease (STD) system that manages infectious
disca.se .surveillaiice data. PRISM i.s open source .software
developed by the Stale of Florida under a GNU license.

Project Team The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work
Plan on time, on budget and to the required specifications and
quality.

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to cn.sure a successful Project.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Rcquc.sts (CR) utilizing the Change Control Procedures
(CCP).

Project Staff • Slate personnel assigned to work with the Vendor on the Project.
Proposal The submission from a Vendor in response to the Request for a

Proposal or Statement of Work.
Regression Test Plan A plan integrated into the Work Plan used to ascertain whether

fixes to Defects have caused errors elsewhere in the

application/process.
Review The process of reviewing Deliverables for Acceptance.
Review Period The period set for review of a Deliverable. If none is specified then

the Review Period is five (S) business days.
RFP A Request For Proposal solicits Proposals to .satisfy State functional

requirements by supplying data processing product and/or Service
resources according to specific terms and conditions.

Rolc/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network.

SaaS- Software as a Service Occurs where the COTS application is hosted but the Slate does not
own the license or the code. The vendor allows the use of the

software as a part of their service.

Contraci 2015-063 - Agreement Part 1
Authorized

Date:
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Schedule The dales described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the
Contract.

Service Level Agreement (SLA) A Service Level Agreement is a signed agreement between the
Vendor and the State specifying the level of Service that is
expected of, and provided by, the Vendor during the term of the
Contract.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract.

Software Deliverables COTS Software and Enhancements.

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which include.s, without
limitation. Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the Slate provided by the
Vendor in response to this RFP.

Specifications The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract,
any performance standards. Documentation, applicable Stale and
federal policies, laws and regulations. State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements described in the Contraci Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

Slate STATE is defined as:

State of New Hampshire
Department of Health & Human Services
Division of Public Health Services

29 Hazen Drive

Concord. NH 03301-6504

Reference to the term "State" shall include applicable agencies.
Statement of Work (SOW) Statement of Work. A Statement of Work clearly defines the basic

requirements and objectives of a Project. The Statement of Work
also defines a high level view of the arehitecture, performance and
design requirements, the roles and responsibilities of the State and
the Vendor. The Contract Agreement SOW defines the results that
the Vendor remains responsible and accountable for achieving.

State's Confidential Records Stale's information regardless of its form that is not subject to
public disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chanter 91-A.

State Data Any information contained within State systems in elcctronie or
paper format.

Contraci 2015-063 - Agreement Part 1
Authorized Scientific Technologies Corporation initials:
Date: /f Jj JZfLr
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State Fiscal Year (SFY) State Fiscal Year. The New Hampshire Slate Fiscal Year c.xtends
from July I" through June 30"' of the following calendar year.

Slate Project Leader State's representative with regard to Project oversight.

Staters Project Manager (PM) State's representative with regard to Project management and
technical matters. Agency Project Managers arc responsible for
review and Acceptance of specific Contract Deliverables, invoice
sign off. and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a .separate Contract with or on behalf of the Vendor.

System All Software, specified hardware, and interfaces and extension.s,
integrated and functioning together in accordance with the
Specifications,

TBD To Be Determined.

Tuberculosis Program Area
Module (TB PAM)

Tuberculosis Program Area Module (TB PAM) refers to a module
within the main NH Electronic Disease Surveillance System
(NHEDSS) created and owned by Scientific Technologies
Corporation.

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets, or
specifics technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement.

Test Plan A plan, integrated in the Work Plan, to verify the code (new or
changed) work.s to fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts and
reports for the test results as well as a tracking mechanism.

Term Period of the Contract from the Effective Date through termination.

Transition Services Services and support provided when Scientific Technologies
Corporation is supporting System changes.

UAT User Acceptance Test.

Unit Test Developers create their own lest data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confirm
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the u.ser requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization.

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network.

Coniraci 2015-063 - Agreement Part I
Authorized Scientific Technologies Corporation Initials: W u/
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Walk Through A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for
development.

Warranty Period A period of coverage during which Scientific Technologies
Corporation is responsible for providing a guarantee for products
and Scrviecs delivered as defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Services The Services to be provided by the Vendor during the Warranty
Period.

Work Hours Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm. eight (8) hour days, forty (40) hour weeks,
excluding State" of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The.Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task. :

Written Deliverables Non-Software written deliverable Documentation (letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.

Contract 2015-063 - Agreement Part 1
Authorized Scientific Technologies Corporation initials;
Date: /^/3r /z fi,
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INTRODUCTION

This Coniraci is by and between the Slate of New Hampshire, acting through New Hampshire Deparimeni
of Health and Human Services (DHHS). and Scientific Technologies Corporation, having iis principal
place of business at 8444 N. 90"* St., Suite 100, Scottsdale. AZ 85258.

The DHHS requires maintenance and support as well as technical development work of the New
Hampshire Electronic Disease Surveillance System (NHEDSS). There are two modules within the
NHEDSS; one module to manage sexually transmitted disease (STD) with the Patient Reporting
Investigation Surveillance Manager (PRISM); and one module for Tuberculosis (TB) cases and data
through the TB Program Area Module (TB PAM). NHEDSS and the associated modules have been
integrated with features such as single sign-on for user efficiency, specific patient investigation
functionality such as searching for co-infections, and population of core demographic fields in the
modules.

This sole source contract of technical support and services will be provided by Scientific Technologies
Corporation since both the NHEDSS and TB PAM are licensed products of Scientific Technologies
Corporation. PRISM is a GNU product that has been integrated into the NHEDSS system. The three
systems will continue to be hosted within the Department of Information Technology virtual
environment. Under this agreement. Scientific Technologies Corporation will; I. Support the applications
as outlined in the Scope of Work, and 2. Perform specific development tasks as detailed below. Specific
development tasks are identified for year one and two of the project and include such as tasks as: ability
to create customized forms for emerging infectious diseases such as Ebola in NHEDSS, development of
interview functionality for in PRISM, and system enhancemenLs in TB PAM including automatic creation
of cases in NHEDSS if a case is determined a "high risk" of TB. Development work for future years will
be identified as needs are assessed during the project phase. A list of development ideas have been
developed and the process for ascertainment of pricing is already well established through the standard
Change Request process and the business requirements will be flushed out between Scientific
Technologies Corporation and DPHS with a mutually agreed upon timeline for implementation that lines
up with scheduled release dates and grant funding dates. The funds set aside for to-be-determined
development work is a relatively small proportion of funds in comparison to the funds that will be used
for maintenance and defined development work.

RECITALS

DHHS desires to have Scientific Technologies Corporation provide support and development of
enhancements for New Hampshire's infectious disease surveillance systems and associated Services for
the State;

Scientific Technologies Corporation wishes to provide support and maintenance for the following system:
NHEDSS and associated mt^ules: Patient PRISM and TB PAM

Contract 2015-063 - Agreement Part 1 ^ y Page 11 of 39
Authorized Scientific Technologies Corporation initials: \ /A/
Date: ^



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT-PARTI

The parties therefore agree as follows:

I. CONTRACT DOCUMENTS

I.l CONTRACT DOCUMENTS

This Contract is comprised of the following documents (Contract Documents);

A. The Contract Agreement - General Provisions
B. Consolidated Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Adtninisirative Services

Exhibit E- Implementation Services
Exhibit E-1 - Security and Infrastructure
Exhibit F- Testing Services
Exhibit G- Maintenance and Support Services
Exhibit H-Requirements
Exhibit I- Work Plan

Exhibit J- Software License and Related Terms

Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- The Vendor Proposal, by reference
Exhibit 0- Certificates and Attachments

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of. the text of the Contract Documents,
the following Order of Precedence shall govern;

a. The State of New Hampshire Terms and Conditions, Form P-37 Contract 2015-
063 Agreement - Part 1.

b. State of New Hampshire, Department of Health and Human Services Contract
2015-063 Agreement - Part 2.

c. Contract Attachment 3 - Scientific Technologies Corporation Statement of Work
NHEDSS, Software Development 2015-2016 August 20, 2015 and Contact
Attachment 4 - Scientific Technologies Corporation Statement of Work
NHEDSS, Software Maintenance & Support 2015-2016 August 21, 2015.

Contract 2015-063 - Agreement Part I ^^ Page 12 of 39
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2. CONTRACT TERM

Scieniific Technologies Corporaiion shall commence work upon issuance of a Notice to Proceed
by the Slate.

The Stale does not require Scientific Technologies Corporation to commence work prior to the
Effective Date; however, if Scientific Technologies Corporation commences work prior to the
Effective Date and a Notice to Proceed, such work shall be performed at the sole risk of Scientific
Technologies Corporation, In the event that the Contract does not become effective, the State
shall be under no obligation to pay Scientific Technologies Corporation for any costs incurred or
Services performed; however, if the Contract becomes effective, all costs incurred prior to the
Effective Date shall be paid under the terms of the Contract.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, method of payment, and terms of payment are identified and more
particularly described in Contract Exhibit B: Price and Payment Schedule.

The payment by the Slate of the contract price shall be the only and the complete
reimbursement to Scientific Technologies Corporation for all expenses, of whatever
nature incurred by Scientific Technologies Corporation in the performance hereof, and
shall be the only and the complete compensation to Scieniific Technologies Corporation
for the services. The State shall have no liability to Scientific Technologies Corporation
other than the Contract Price.

The Slate reserves the right to offset from any amounts otherwise payable to Scientific
Technologies Corporation under this Agreement iho.se liquidated amounts required or
permitted by N.H. RSA80;7 through RSA 80;7-c or any other provision of law.

Notwithstanding any provision in this Agreement to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments authorized or
actually made hereunder, exceed the Price Limitation set forth in General Provisions
Page.l, block 1.8.

3.2 NON-EXCLUSIVE, NOT TO EXCEED CONTRACT

This is a Non-Exclusive. Not to Exceed Contract with price and term limitations as set
forth in the Contract.

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item,
part or portion of an item, group of items, or total Proposal, Scientific Technologies
Corporaiion shall not be responsible for any delay, act. or omission of such other
vendors, except that Scientific Technologies Corporation shall be responsible for any
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delay, act, or omission of the other vendors if such delay, act, or omission is caused by or
due to the fault of Scientific Technologies Corporation.

Notwithstanding any other provision of the Contract to the contrary, in no event shall
total payments under the Contract exceed the amount listed in block 1.8 Price Limitation
of page I of the General Provisions.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both Scientific
Technologies Corporation and Slate personnel. Scientific Technologies Corporation shall
provide all necessary resources to perform its obligations under the Contract. Scientific
Technologies Corporation shall be responsible for managing the Project to its successful
completion.

4.1 THE VENDOR'S CONTRACT MANAGER

'  Scientific Technologies Corporation shall assign a Contract Manager who shall be
responsible for all Contract authorization and administration. Scientific Technologies
Corporation'.? Contract Manager is;

Karl Moeller

Vice President of Public Health

Scientific Technologies Corporation
8444 N. 90*^ St., Suite 100,
Scottsdale, AZ 85258 Tel: (480)-745-8500
Fax: (520)-202-3340

. Email: karl_moeller@stchome.com

4.2 THE VENDOR'S PROJECT MANAGER

4.2.1 CONTRACT PROJECT MANAGER

Scientific Technologies Corporation shall assign a Project Manager who meets
the requirements of the Contract. Scientific Technologies Corporation's
selection of the Contracted Vendor Project Manager shall be subject to the prior
written approval of the State. The State".? approval process may include, without
limitation, at the State's discretion, review of the proposed Scientific
Technologies Corporation Project Manager's resume, qualifications, references,
and background checks, and an interview. The Slate may require removal or
reassignment of Scientific Technologies Corporation's Project Manager who, in
the sole judgment of the State, is found unacceptable or is not performing to the
State's satisfaction.

4.2.2 Scientific Technologies Corporation Project Manager must be qualified to
perform the obligations required of the position under the Contract, shall have

Contract 2015-063 - Agreement Part 1 Page 14 of 39
Authorized Scientific Technologies Corporation initials:.
Date: J 0/SyT.OJS~ V



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT-PART I

full authority to make binding decisions under the Contract, and shall function as
Scientific Technologies Corporation's representative for all administrative and
management matters. Scientific Technologies Corporation's Project Manager
shall perform the duties required under the Contract, including, but not limited to,
those set forth in Exhibit I, Section 2. Scientific Technologies Corporation's
Project Manager must be available to promptly respond during Normal Business
Hours within two (2) hours to inquiries from the State, and be at the site as
needed. Scientific Technologies Corporation's Project Manager mu.si work
diligently and use his/ her best efforts on the Project.

4.2.3 Scientific Technologies Corporation shall not change its assignment of Scientific
Technologies Corporation Project Manager without providing the State written
justification and obtaining the prior written approval of the State. State approvals
for replacement of Scientific Technologies Corporation's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have
comparable or greater skills than Scientific Technologies Corporation FVojcct
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in General Provisions. Section
4.2.1: Contract Project Manager, and in Contract Agreement General Provisions,
Section 4.6: Reference and Background Checks, below. Scientific Technologies
Corporation shall assign a replacement Scientific Technologies Corporation
Project Manager within thirty (30) business days of the departure of the prior
Scientific Technologies Corporation Project Manager, and Scientific
Technologies Corporation shall continue during the thiny (30) business day
period to provide competent . Project management Services through the
assignment of a qualified interim Scientific Technologies Corporation Project
Manager, subject to all requirements as outlined here.

4.2.4 Notwithstanding any other provision of the Contract, the State shall have the
option, acting reasonably and in good faith, to terminate the Contract, declare
Scientific Technologies Corporation in default and pursue its remedies at law and
in equity, if Scientific Technologies Corporation fails to assign a Scientific
Technologies Corporation Project Manager meeting the requirements and terms
of the Contract.

4.2.5 Scientific Technologie.s Corporation Project Manager is:

Devon Sims, MPH
Public Health Advisor

Scientific Technologies Corporation
8444 N. 90*^ St.. Suite 100.
Scottsdale, AZ 85258 Tel: (520)-428-7079
Fax: (520)-202-3340
Email: devon_sims@.slchome.com
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4.3 SCIENTIFIC TECHNOLOGIES CORPORATION KEY PROJECT STAFF

4.3.1 Scienlific Technologies Corporation shall assign Key Project Staff who meet the
requirements of the Contract, and can implement the Software Solution meeting
the requirements set forth in RFP Appendix C: Sysiern Requirement: and
Deliverables, Table C.I: System Requirements and Deliverables-Vendor
Response Checklist. The State may conduct reference and background checks on
Scientific Technologies Corporation Key Project Staff. The State reserves the
right to require removal or reassignment of Scientific Technologies

, Corporation'.s Key Project Staff who arc found unacceptable to the State. Any
background checks shall be performed in accordance with General Provisions
Section 4.6: Background Checks.

4.3.2 Scientific Technologies Corporation shall not change any Scientific Technologies
Corporation Key Project Staff commitments without,providing the State written
justification and obtaining the prior written approval of the State. State approvals
for replacement of Scientific Technologies Corporation Key Project Staff will not
be unreasonably withheld. The replacement Scientific Technologies Corporation
Key Project Staff shall have comparable or greater skills than Scientific
Technologies Corporation Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject
to reference and background checks described in Contract Agreement- General
Provisions. Section 4.6; Reference and Background Checks.

4.3.3 ■ Notwithstanding any other provision of the Contract to the contrary, the State
shall have the option to terminate the Contract, declare Scientific Technologies
Corporation in default and to pursue its remedies at law and in equity, if
Scientific Technologies Corporation fails to assign Key Project Staff meeting the
requirements and terms of the Contract or if, acting reasonably and good faith, it
concludes, notwithstanding the fact that the replacement Project Staff meet the
requirements and terms of the Contract, such replacement Project Staff are not
competent for the purposes setout herein.

4.3.3.1 Scientific Technologies Corporation Key Project Staff shall consist of
the following individuals in the roles identified below:

Scientific Technologies Corporation's Key Project Staff:
Key Member(s) Title

Devon Sims Project Manager
Bruno Bernard NHEDSS & TB PAM

Developer
Matt Guthrie PRISM Developer

Karen Chin Product Manager

Chrissie Gorman Account Executive
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4.4 STATE CONTRACT MANAGER

The State shall assign a Contract jManager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Elizabeth R. Daly
Chief, Infectious Disease Surveillance Section

Division of Public Health Services

NH DHHS

29 Hazen Drive

Concord, NH 03301
Tel; (603) 271-4927

Fax: (603) 271-0545
Email: erdaly@dhhs.statc.nh.us

4.5 STATE PROJECT MANAGER

The State .shall assign a Project Manager. The State Project Manager's duties shall
include the following:
a. Leading the Project;

b. Engaging and managing all Scientific Technologies Corporations;

c. Managing significant issues and risks.

d. Reviewing and accepting Contract Deliverables;

e. Invoice sign-offs;

r. Review and approval of change proposals; and

g. Managing stakeholders'concerns.

The State Project Manager is;

Elizabeth R. Daly
Chief. Infectious Disease Surveillance Section

Division of Public Health Services

NH DHHS

29 Hazen Drive

Concord. NH 03301

Tel: (603) 271-4927
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Fax:(603)271-0545
Email: erdaly@dhhs.state.nh.us

4.6 REFERENCE AND BACKGROUND CHECKS

The State may, at its sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and Scientific Technologies Corporation Key
Project Staff. The State .^hall maintain the confidentiality of background screening
results in accordance with the Contract Agreement - General Provisions-Section 11: Use
of Stale's Information, Confidentiality.

5. DELIVERABLES

5.1 VENDOR RESPONSIBILITIES

Scientific Technologies Corporation shall be solely responsible for meeting all
requirements, and terms and conditions specified in this Contract, regardless of whether
or not a subcontractor is used.

Scientific Technologies Corporation may subcontract Services subject to the provisions
of the Contract, including but not limited to. the terms and conditions in Section 18:
General Terms and Conditions herein. Scientific Technologies Corporation must submit
all information and documentation relating to the Subcontractor, including terms and
conditions consistent with this Contract. The State will consider Scientific Technologies
Corporation to be wholly responsible for the performance of the Contract and the sole
point of contact with regard to all contractual matters, including payment of any and all
charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES

Scientific Technologies Corporation shall provide the State with the Deliverables and
Services in accordance with the time frames in the Work Plan for this Contract, and as

more particularly described in Contract Exhibit A: Contract Deliverables.

Scientific Technologies Corporation may elect to subcontract services to the provisions
of the Contract. Scientific Technologies Corporation must submit all information and
necessary documentation to the subcontractor including terms and conditions consistent
with the Contract. The State will consider Scientific Technologies Corporation to be
wholly responsible for the performance of the Contract and the sole point of contact with

Contract 2015-063 - Agreement Part 1 Page 18 of 39
Authorized Scientific Technologies Corporation initials: \y LA^
Date: t 0



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PARTI

regard (o all contractual matters, including payment of any and all charges resulting from
the Contract.

Upon its submission of a Deliverable or Service, Scientific Technologies Corporation
represents that it has performed its obligations under the Contract associated with the
Deliverable or Service.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from Scientific Tcchnolggics Corporation that a
Non-Software or Written Deliverable is final, complete, and ready for Review, the State
will Review the Deliverable to determine whether it meets the Requirements outlined in

Contract Exhibit A; Coniraci Deliverables. The State will notify Scientific Technologies
Corporation in writing of its Acceptance or rejection of the Deliverable within five (5)
business days of the State's receipt of Scientific Technologies Corporation's written
Certification. If the State rejects the Deliverable, the State shall notify Scientific
Technologies Corporation of the nature and class of the Deficiency and Scientific
Technologies Corporation shall correct the Deficiency within the period identified in the
Work Plan. If no period for Scientific Technologies Corporation's correction of the
Deliverable is identified. Scientific Technologies Corporation shall correct the Deficiency
in the Deliverable within five (5) business days unless otherwise mutually agreed to.
Upon receipt of the corrected Deliverable, the State shall have five (5) business days to
review the Deliverable and notify Scientific Technologies Corporation of its Acccptanec
or rejection thereof, with the option to extend the Review Period up to five (5) additional
business days. If Scientific Technologies Corporation fails to correct the Deficiency
within the allotted period of time, the State may, at its option, continue reviewing the
Deliverable and require Scientific Technologies Corporation to continue until the
Deficiency is corrected, or, upon conclusion of the dispute resolution system set out in
Section (7, if invoked, thereafter immediately terminate the Contract, declare Scientific
Technologies Corporation in default, and pursue its remedies at law and in equity.

5.4 SYSTEM/SOFTWARE TESTING AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Exhibit F: Tesiing Ser^'ices.

5.5 SECURITY

The State must ensure that appropriate levels of security are implemented and maintained
In order to protect the integrity and reliability of its information technology resources,
information, and services. State resources, information, and services must be available on
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an ongoing basis, with the appropriate infrastructure and security controls to ensure
business continuity and safeguard State networks. Systems and Data.

n Security involves all functions pertaining to the securing of Stale Data and Systems
through the creation and definition of security policies, procedures and controls covering
such areas as identification, authentication and non-repudiation.

All components of the Software shall he reviewed and tested to ensure they protect the
State's hardware and software and Its related Data assets. See Exhibit F: Testing
Services for detailed information on requirements for Security testing.

6. SOFTWARE

Scientific Technologies Corporation shall provide the State with Software Licenses and
Documentation set forth in the Contract, and particularly described in Exhibit J: Sofn\'are License
and Related Terms.

7. SERVICES

Scientific Technologies Corporation shall provide the Services required under the Contract
Documents. All Services shall meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

Scientific Technologies Corporation shall provide the State with the administrative
Services set forth in the Contract, and particularly described in Exhibit D: Administrative
Services.

7.2 IMPLEMENTATION SERVICES

Scientific Technologies Corporation shall provide the State with the Implementation
Services set forth in the Contract, and particularly described in Exhibit E: Implementation
Services.

73 TESTING SERVICES

Scientific Technologies Corporation shall perform testing Services for the State set forth
in the Contract, and particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES
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Scientific Technologies Corporation shall provide the State with training Services set
forth in the Contract, and particularly described in Exhibit L; Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

Scientific Technologies Corporation shall provide the State with Maintenance and
support Services for the Software set forth in the Contract, and particularly described in
Exhibit G: Sy.stem Maintenance and Support.

7.6 WARRANTY SERVICES
I

Scientific Techitologies Corporation shall provide the State with warranty Services set
forth in the Contract, and particularly described in Exhibit K: Warranty Services.

8. WORK PLAN DELIVERABLE

Scientific Technologies Corporation shall provide the State with a Work Plan that shall include,
without limitation, a detailed description of the Schedule, tasks. Deliverables, major milestones,
task dependencies, and payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I; Work
Plan. Scientific Technologies Corporation shall update the Work Plan as necessary, but no less
than every two weeks unless otherwise mutually agreed to, to accurately reflect the status of the
Project, including without limitation, the Schedule, tasks, Deliverables, major milestones, task
dependencies, and payment Schedule. Any such updates to the Work Plan must be approved by
the State, in writing, prior to final incorporation into Contract Exhibit I; Work Plan. The updated
Contract Exhibit I: Work Plan, as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the Stale, changes to the Contract Exhibit I: Work Plan
shall not relieve Scientific Technologies Corporation from liability to the State for damages
resulting from Scientific Technologies Corporation's failure to perform its obligations under the
Contract, including, without limitation, performance in accordance with the Schedule.

In the event of any delay in the Schedule, Scientific Technologies Corporation must immediately
notify the State in writing, identifying the nature of the delay, i.e., specific actions or inactions of
Scientific Technologies Corporation or the State causing the problem; its estimated duration
period to reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by Scientific Technologies Corporation to correct
Deficiencies, the Schedule shall not change unless previously agreed in writing by the State,
except that the Schedule shall automatically extend on a day-to-day basis to the extent that the,
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delay does not result from Scientific Technologies Corporation's failure to fulfill its obligations
under the Contract. To the extent that the State's execution of its major tasks lakes longer than
described in the Work Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, acting reasonably and in good faith, if it i.s dissatisfied with the
Vendor's Work Plan or material elements within the Work Plan and reasonably
concludes that such Work Plan, or the material elements contained therein, cannot be

modified in a reasonable period of time to the States' satisfaction. The State's option to
terminate can be exercised upon notice to Scientific Technologies Corporation, and, in
the event that Scientific Technologies Corporation invokes dispute resolution, the parties
are unable to come to a resolve in accordance with the procedures in Section 17 herein.

9. CHANGE ORDERS

The State may make changes, or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information Technology.
Within five (5) business days of Scientific Technologies Corporation's receipt of a Change Order,
Scientific Technologies Corporation shall advise the State, in detail, of any impact on cost (e.g.,
increase or decrease), the Schedule, or the Work Plan.

Scientific Technologies Corporation may request a change within the scope of the Contract by
written Change Order, identifying any impact on cost, the Schedule, or the Work Plan. The State
shall attempt to respond to Scientific Technologies Corporation's requested Change Order within

. five (5) business days. The State Agency, as well as the Department of Information Technology,
must approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an agreement in writing.

All Change Order requests from Scientific Technologies Corporation to the State, and the State
acceptance of Scientific Technologies Corporation's estimate for a State requested change, will
be acknowledged and responded to, either acceptance or rejection, in writing, if accepted, the
Change Ordcr(s) shall be subject to the Contract amendment process, as determined to apply by
the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Upon successful completion and/or termination of the Implementation of the Project, the
Scientific Technologies Corporation shall own and hold all, title, and rights in any
Software modifications developed in connection with performance of obligations under
the Contract, or modifications to Scientific Technologies Corporation provided Software,
and their associated Documentation including any and all performance enhancing
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operational plans and the Vendors' special utilities. Scientific Technologies Corporation
shall license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation developed
under the Contract.

Custom software owned by Scientific Technologies prior to the effective date shall
remain the propcny of Scientific Technologies Corporation.

10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any
propcny which has been received from the State or purchased with funds provided for
that purpose under this Agreement, shall be the property of the State, and shall be
returned to (he State upon demand or upon termination of this Agreement for any reason.

103 VENDOR'S MATERIALS

Subject to the provisions of this Contract, Scientific Technologies Corporation may
develop for itself, or for others, materials that arc competitive with, or similar to, the
Deliverables. In accordance with the confidentiality provision of this Contract, Scientific
Technologies Corporation shall not distribute any products containing or disclose any
State Confidential Information. Scientific Technologies Corporation shall be free to use
its general knowledge, skills and experience, and any ideas, concepts, know-how, and
techniques that arc acquired or used in \be course of its performance under this Contract,
provided that such is not obtained as the result of the deliberate memorization of the State
Confidential Information by Scientific Technologies Corporation employees or third
party consultants engaged by Scientific Technologies Corporation.

Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot Include information or records not subject to public disclosure under New
Hampshire RSA Chapter 91-A, which includes but is not limited to the following: records
of grand juries and petit juries; records of parole and pardon boards; personal school
records of pupils; records pertaining to internal personnel practices, financial information,
test questions, scoring keys and other examination data use to administer a licensing
examination, examination for employment, or academic examination and personnel,
medical, welfare, library use, video tape sale or rental, and other files containing
personally Identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the Slate WWW site, including copyright to all Data and

Contract 2015-063 - Agreement Part I Page 23 of 39
Authorized Scientific Technologies Corporation initials:
Date:



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 1

information, shall remain with the State. The State shall also retain alt right, title and
interest in any user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

Scientific Technologies Corporation .shall provide the State with a copy of the .source
code for the Custom Software, which shall be subject to the License rights. The State
shall receive a worldwide, perpetual, irrevocable, non-exclusive paid -up right and
license to use, copy, modify and prepare derivative works of any custom developed
software.

10.6 SURVIVAL

This Contract Agreement Section 10; Intellectual Property shall survive the icmunation
of the Contract.

n. USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 IJSE OF STATE'S INFORMATION

In performing its obligations under the Contract, Scientific Technologies Corporation
may gain access to information of the State, including Stale Confidential Information.
"State Confidential Information" shall include, but not be limited to, information
exempted from public disclosure under New Hampshire RSA Chapter 91-A: Access to
Public Records and Meetings fsce e.g. RSA Chapter 91-A; 5 Eixemptions). Scientific
Technologies Corporation shall not use the State Confidential Information developed or
obtained during the performance of, or acquired, or developed by reason of the Contract,
except as directly connected to and necessary for Scientific Technologies Corporation's
performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

Scientific Technologies Corporation shall maintain the confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively "release"), all
Stat6 Confidential Information that becomes available to Scientific Technologies
Corporation in connection with its performance under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations. Confidential Information shall
not include information which; (i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to
the receiving party on a non-confidential basis from a source other than the disclosing
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parly, which ihe receiving party believes is not prohibited from disclosing such
information as a result of an obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by the receiving party prior to.
any disclosure of such information made by the disclosing party; or (iv) is disclosed with
the written consent of the disclosing party. A receiving party also may disclose
Confidential Information to the extent required by an order of a court of competent
jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. Scientific Technologies Corporation shall immediately notify the
Slate if any request, subpoena or other legal process is served upon Scientific
Technologies Corporation regarding the State Confidential Information, and Scientific
Technologies Coiporation shall cooperate with the State in any effort the Stale undertakes
to contest the reque.st, subpoena or other legal process, at no additional cost to the State.

In the event of the unauthorized release of State Confidential Information, Scientific

Technologies Corporation .shall immediately notify the State, and the State may
immediately be entitled to pursue any remedy at law and in equity, including, but not
limited to, injunctivc relief.

11.3 VENDOR CONFIDENTIAL INFORMATION

Insofar as Scientific Technologies Corporation seeks to maintain the confidentiality of its
confidential or proprietary information, Scientific Technologies Corporation must clearly
identify in writing all information it claims to be confidential or proprietary.
Notwithstanding the foregoing, the State acknowledges that Scientific Technologies
Corporation considers the Software and Documentation to be Confidential Information.
Scientific Technologies Corporation acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to. RSA
Chapter 91-A. The State shall maintain the confidentiality of the identified Confidential
Information insofar as it is consistent with applicable State and federal laws or
regulations, including but not limited to. RSA Chapter 91-A. In the event the Stale
receives a request for the information identified by Scientific Technologies Corporation
as confidential, the State shall notify Scientific Technologies Corporation and specify the
dale the State will be releasing the requested information. At the request of the State,
Scientific Technologies Corporation shall cooperate and assist the State with the
collection and review of Scientific Technologies Corporation's information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be Scientific Technologies Corporation's sole responsibility and at
Scientific Technologies Corporation's sole expense. If Scientific Technologies
Corporation fails to obtain a court order enjoining the disclosure, the State shall release
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the information on the date specified in the State's notice to Scientific Technologies
Corporation, without any liability to Scientific Technologies Corporation.

11.4 SURVIVAL

This Contract Agreement Section II, Use of State's Infonnation, Confidentiality, shall
survive termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to Scientific Technologies
Corporation shall not exceed the total Contract price set forth in Contract Agreement -
General Provisions, Block 1.8.

12.2 SCIENTIFIC TECHNOLOGIES CORPORATION

Subject to applicable laws and regulations, in no event shall Scientific Technologies
Corporation be liable for any consequential, special, indirect, incidental, punitive or
exemplary damages and Scientific Technologies Corporation's liability to the State shall
not exceed two times (2X) the total Contract price set forth in Contract Agreement -
Page I, General Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to Scientific
Technologies Corporation's indemnification obligations .set forth in the Contract
Agreement-General Provisions Section 13: Indemnification and confidentiality
obligations in Contract Agreement-General Provisions Section II: Use of State's
Information, Confidentiality, which shall be unlimited.

12.3 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant .shall survive termination or Contract conclusion.

12.4 SURVIVAL

This Section 12: Limitation of Liability shall survive lennination or Contract conclusion.
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13. INDEMNIFICATION.

Scientific, Technologic.*! Corporation ."thall defend, indemnify and hold harmle.«:.<! the State, its
officers and employees, from and against any and all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or penalties a.sserted again.si the State, its officers
and employees, by or on behalf of any person, on account of. based or resulting from, arising out
of (or which may be claimed to arise out of) the negligent acts or omissions or willful misconduct
of Scientific Technologies Corporation or the failure to comply with applicable laws in its
performance of this Agreement. Notwithstanding the foregoing, nothing herein contained shall
be deemed to constitute a waiver of the sovereign immunity of the State, .which immunity is
hereby reserved to the State. This covenant in paragraph 13 shall survive the termination of this
agreement.

14. TERMINATION BY STATE

This Section 14 shall survive the termination or Contract Conclusion.

14.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of Scientific Technologies
Corporation shall constitute an event of default hcrcunder ("Event of Default").

a. Failure to perform the Ser\*iccs in accordance with the terms and conditions of
this Agreement and to the reasonable satisfaction of the State;

b. Failure to provide the Services on schedule when delay is attributable primarily
to Scientific Technologies Corporation;

c. Failure to submit any report required; and/or

d. Failure to perform any other covenant contained in the Contract

14.1.1 Upon Ihe occurrence of any Event of Default by Scientific Technologies
Corporation:

a. Unless otherwise provided in the Contract, the State shall provide
Scientific Technologie.s Corporation written notice specifying the Event
of Default and require it to be remedied within, in the absence of a
greater or lesser specification of time, within thirty (30) days from the
date of notice, unless otherwise indicated within by the State ("Cure
Period"). If Scientific Technologies Corporation fails to cure the default
within the Cure Period, and the parties have been unable to come to a
resolve in accordance with the dispute resolution procedures in Section
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17 herein, the State may take any one or more, or all, of the following
actions:

(i) Terminate the Contract effective two (2) days after giving
Scientific Technologies Corporation notice of termination, at its
sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both.

(ii) Give Scientific Technologies Corporation a written notice
specifying the Event of Default and suspending all payments to
be made under the Contract and ordering that the portion of the
Contract price which would otherwise accrue to Scientific
Technologies Corporation during the period from the date of
such notice until such time as the Stale determines that Scientific

Technologies Corporation has cured the Event of Default shall
never be paid to Scientific Technologies Corporation.

(iii) Set off against any other obligations the State may owe to the
Vendor any damages the State suffers by reason of any Event of
Default;

(iv) Treat the Contract as breached and pursue any of its remedies at
law or in equity, or both.

(v) Procure Services that are the subject of the Contract from
another source and Scientific Technologies Corporation shall be
liable for reimbursing the State for reasonable replacement
Services, and all reasonable administrative costs directly related
to the replacement of the Contract and procuring the Services
from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of which shall be subject to the limitations of
liability set forth in the Contract.

In the event that the State reasonably and in good faith concludes that an
Event of Default by Scientific Technologies Corporation is of such a
nature that such breach is incapable of being cured within the Cure
Period, then the State can commence any of the actions set out in Section
14.1 herein immediately after notice to Scientific Technologies
Corporation provided that any purponed termination shall not be
effective until the dispute resolution mechanism in Section 17 is, if
invoked by Scientific Technologies Corporation, completed.
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14.2 TERMINATION FOR CONVENIENCE BY STATE

14.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to Scientific Technologies
Corporation. In the event of a termination for convenience, the State shall pay
Scientific Technologies Corporation the agreed upon price, if separately stated in
this Contraet, for Deliverables for which Acceptance has been given by the State.
Amounts for Services or Deliverables provided prior to the date of termination
for which no separate price is stated under the Contract shall be paid, in whole or
in part, generally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

14.2.2 During the thirty (30) day period. Scientific Technologies Corporation shall wind
down and cease Services as quickly and efficiently as reasonably possible,
without performing unnecessary Services or activities and by minimizing
negative effects on the State from .such winding down and cessation of Services.

14.3 TERMINATION FOR CONFLICT OF INTEREST BV STATE

14.3.1 The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
panics hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

In such case, the Slate shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other
contracted payments that would have become due and payable if Scientific
Technologies Corporation did not know, or reasonably did not know, of the
conflict of interest.

14.3.2 In the event the Contract is terminated as provided above pursuant to a violation
by Scientific Technologies Corporation, the State shall be entitled to pursue the
same remedies against Scientific Technologies Corporation as it could pursue in
the event of a default of the Contract by Scientific Technologies Corporation.

14.4 TERMINATION PROCEDURE - STATE

14.4.1 Upon termination of the Contract, the Stale, in addition to any other rights
provided in the Contract, may require Scientific Technologies Corporation to
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deliver lo ihe Slate any property, including without limitation. Software and
Written Deliverables, for such part of the Contract as has been terminated.

' 14.4.2 After receipt of a notice of termination, and except as otherwise directed by the
Slate, Scientific Technologies Corporation shall:

a. Stop work under the Contract on the date, and lo the extent specified, in
the notice;

b. Promptly, but in no event longer than thirty (30) days after termination,
, terminate its orders and subcontracts related to the work which has been
terminated and settle all outstanding liabilities and all claims arising out
of such termination of orders and subcontracts, with the approval or
ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession of
SCIENTIFIC TECHNOLOGIES CORPORATION and in which the

State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to

the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the
State; and

e. Provide written Certification to the State that Scientific Technologies
Corporation has surrendered to the State all said property.

f. Assist in Transition Services, as reasonably requested by the State at no
additional cost.

15. CHANGES OF OWNERSHIP

In the event that Scientific Technologies Corporation should change ownership for any reason
whatsoever, the State shall have the option of continuing under the Contract with Scientific
Technologies Corporation, its successors or assigns for the full remaining term of the Contract;
continuing under the Contract with Scientific Technologies Corporation, its successors or assigns
for such period of time as determined necessary by the Stale; or immediately terminate the
Contract without liability to Scientific Technologies Corporation, its successors or assigns.

16. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

16.1 Scientific Technologies Corporation shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under the Contract without the prior written
consent of the State. Such consent shall not be unreasonably withheld. Any attempted
transfer, assignment, delegation, or other transfer made without the State's prior written
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consent shall be null and void, and may constitute an event of default at the sole
discretion of the State.

16.2 Scientific Technologies Corporation shall remain wholly responsible for performance of
the entire Contract even if assignees, delegates. Sub Scientific Technologies
Corporations, or other transferees ("A.ssigns") arc used, unless otherwise agreed to in
writing by the Slate, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. In the absence of a written

assumption of full obligations and liabilities of the Contract, any permitted assignment,
delegation, subcontract, or other transfer shall neither relieve Scientific Technologies
Corporation of any of its obligations under the Contract nor affect any remedies available
to the State against Scientific Technologies Corporation that may arise from any event of
default of the provisions of the contract. The State shall consider Scientific Technologies
Corporation to be the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract.

16.3 Notwithstanding the foregoing, nothing heroin shall prohibit Scientific Technologies
Corporation from assigning the Contract to the successor of all or substantially all of the
assets or business of Scientific Technologies Corporation provided that the successor
fully assumes in writing all obligations and responsibilities under the Contract. In the
event that Scientific Technologies Corporation should change ownership, as permitted
under Section 15: Change of Ownership, the State shall have the option to continue under
the Contract with Scientific Technologies Corporation, its successors or assigns for the
full remaining term of the Contract; continue under the Contract with Scientific
Technologies Corporation, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminating the Contract without liability to
Scientific Technologies Corporation, its .successors or a.ssigns.

17. DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential Information),
the party believing itself aggrieved (the "Invoking Party") shall call for progres.sivc management
involvement in the dispute negotiation by written notice to the other party. Such notice shall ̂
without prejudice to the Invoking Party's right to any other remedy pernutted under the Contract-

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
parties at the following successive management levels, each of which shall have a period of
allotted time as specified below in which to attempt to resolve the dispute:
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Dispute Resolution Responsibility and Schedule Table

LEVEL Scientific

Technologies
Corporation

STATE CUMULATIVE ALLOTTED

TIME

Primary Scientific

Technologies
Corporation
Project
Manager

State Project
Manager (PM)

5 Business Days

First Scientific

Technologies
Corporation

Contract

Manager

State Contract

Manager
10 Business Days

Second Scientific

Technologies
Corporation
President

Director of the

Division of Public

Health Services

15 Business Days

The alloited lime for the firsi level negotiations shall begin on the date the Invoking Party's notice
is received by the other party. Subsequent alloited time is days from the date that the original
Invoking Party's notice is received by the other party.

18. GENERAL TERMS AND CONDITIONS

18.1 CONDITIONAL NATURE OF CONTRACT

Notwithstanding any provision of the Contract to the contrary, all obligations of the State,
including, without limitation, the continuance of payments, are contingent upon the
availability and continued appropriation of funds, and in no event shall the State liable
for any payments in excess of such available appropriated funds, in the event of a
reduction or termination of those funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall have the right to terminate
the Contract immediately upon giving Scientific Technologies Corporation notice of such
termination.

The State shall not be required to transfer funds from any other account to the account
identified in General Provisions, Page 1, block 1.6: Account No. in the event funds in that
account are reduced or unavailable.

Contract 2015-063 - Agreement Part I ^
Authorized Scientific Technologies Corporation initials: \//A^
Date: /0/3/ZiffS^ ^

Page 32 of 39



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT.
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PARTI

18.2 COMPLIANCE BY SCIENTIFIC TECHNOLOGIES CORPORATION WITH

LAWS AND REGULATIONS: EQUAL EMPLOYMENT OPPORTUNITY

18.2.1 In connection with the performance of the Contract, Scientific Technologies
Corporation shall comply with all statutes, laws, regulations, orders of federal,
state, county or municipal authorities which impose any obligation or duty upon
Scientific Technologies Corporation, including, but not limited to, civil rights
and equal opportunity laws. Scientific Technologies Corporation shall also
comply with all applicable local, State and federal licensing requirements and
standards necessary in the performance of the Contract. In addition; Scientific
Technologies Corporation shall comply with all applicable copyright laws.

18.2.2 During the term of the Contract. Scientific Technologies Corporation shall not
discriminate against employees or applicants for employment in violation of
applicable State or federal laws, including but not limited to nondiscriminaiion
because of race, color, religion, creed, age. sex. handicap, sexual orientation, or
national origin and shall lake affirmative action to prevent such discrimination.

18.2.3 If the Contract is funded in any part by monies of the United States. Scientific
Technologies Corporation shall comply with all the provisions of Executive
Order No. 11246 ("Equal Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41 C.F.R. Part 60), and
with any rules, regulations and guidelines as the State of New Hampshire or the
United States issues to implement these regulations. Scientific Technologies
Corporation further agrees to permit the Stale, or United Stales, access to any of
Scientific Technologies Corporation' pertinent books, records, and accounts for
the purpose of ascertaining compliance with all rules, regulations and orders, and
covenants and conditions of the Contract.

18.3 REGULATORY/GOVERNMENT APPROVALS

Scientific Technologies Corporation shall obtain applicable regulatory or other
governmental approvals necessary for it to perform its obligations under the Contract.

18.4 WORKERS' COMPENSATION

18.4.1 By signing this agreement, the Scientific Technologies Corporation agrees,
certifies and warrants that the Scientific Technologies Corporation is in
compliance with or exempt from, the requirements of N.H. RSA chapter 281-A
("Workers' Compen.sation").
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18.4.2 To the extent the Scientific Technologies Corporation is subject to the
requirements of N.H. RSA chapter 281-A, Scientific Technologies Corporation
shall maintain, and require any sub Scientific Technologies Corporation or
assignee to secure and maintain, payment of Workers' Compensation in '
connection with activities which the person proposes to undertake pursuant to
this Agreement. Scientific Technologies Corporation shall furnish the
Contracting Officer identified in block 1.9, or his or her successor, proof of
Workers' Compensation in the manner described in N.H. RSA chapter 28 I-A
and any applicable renewal(s) thereof, which shall be attached and arc
incorporated herein by reference. The State shall not be responsible for payment
of any Workers' Compensation premiums or for any other claim or benefit for
Scientific Technologies Corporation, or any sub Scientific Technologies
Corporation or employee of Scientific Technologies Corporation, which might
arise under applicable State of New Hampshire Workers' Compensation laws in
connection with the performance of the Services under this Agreement.

18.5 PERSONNEL

18.5.1 The performance of Scientific Technologies Corporation' obligations under the
Contract shall be carried out by Scientific Technologies Corporation. Scientific
Technologies Corporation shall, at its own expense, provide all personnel,
materials and resources required under the Contract and as necessary to perform
Scientific Technologies Corporation' obligations under the Contract. Scientific
Technologies Corporation warrants that all personnel engaged in the Contract
Services shall he qualified to perform the Services, and shall be properly licensed
and otherwise authorized to do so under all applicable laws.

18.5.2 Unless otherwise authorized in writing, during the term of the Contract, and for a
period of six (6) months after the Completion Date of Che Contract (General
Provisions, Page 1, Block 1.7), Scientific Technologies Corporation shall not
hire, and shall not permit any sub Scientific Tcchnologie.s Corporation or other
person, firm or corporation with whom it is engaged in a combined effort to
perform the Services, to hire any person who is a State employee or official, who
is materially involved in the procurement, administration or performance of the
Contract. This provision shall survive termination of the Contract.

18.5.3 The Chief Information Officer ("ClO") of the Department of Information
Technology, or his designee, shall be the State's representative. In the event of
any dispute governing the interpretation of the Contract, the ClO's deci.sion shall
represent the final position of the Slate.

18.6 WAIVER OF BREACH. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with regard to that Event of
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Default, or any subsequent Event of Default. No express failure to enforce any Event of
Default shall be deemed a waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default on the pan of the Scientific
Technologics'Corporation.

18.7 NOTICE.

Any notice by a party hereto to the other party shall be deemed to have been duly
delivered or given at the time of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parties at the addresses given in blocks 1.2 and I .4,
herein.

18.8 AMENDMENT.

This Agreement may be amended, waived or discharged only by an instrument in writing
signed by the panics hereto and only after approval of such amendment, waiver or
discharge by the Governor and Executive Council of the State of New Hampshire.

18.9 CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and insures to the benefit of the parties and their
respective successors and assigns. The wording used in this Agreement the wording-
chosen by the panics to express their mutual intent, and no rule of construction shall be
applied against or in favor of any pany.

18.10 THIRD PARTIES.

The panics hereto do not intend to benefit any third panics and this Agreement shall not
be construed to confer any such benefit.

18.11. HEADINGS.

The headings throughout the Agreement are for reference purposes only, and the words
contained therein shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this Agreement.

18.12 SPECIAL PROVISIONS

Additional provisions set forth in the attached EXHIBIT C are incorporated herein by
reference.

18.13. SEVERABILITV.

In the event any of the provisions of this Agreement are held by a court of competent
jurisdiction to be contrary to any stale or federal law, the remaining provisions of this
Agreement will remain in full force and effect.

Contract 2015-063 - Agreement Part 1 [ ^^8® 35 of 39
Scientific Tcchn<

Date: / S/Z <^/J
Authorized Scientific Technologies Corporation initial.s



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PARTI

18.14. ENTIRE AGREEMENT.

This Agreement, which may be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and understanding between the
parties, and supersedes alt prior Agreements and understandings relating hereto.

18.15 TRAVEL EXPENSES

The State will not be respon.sible for any travel or out of pocket expenses incurred in the
performance of the Services.

The Vendor must assume all travel and related expenses by "fully loading" the proposed
labor rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

18.16 SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

18.17 PROJECT WORKSPACE AND OFFICE EQUIPMENT
The State agency will work with Scientific Technologies Corporation to determine the
requirements for providing all necessary workspace and office equipment, including
desktop computers for Scientific Technologies Corporation's staff.

18.18 ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject to the applicable State and federal
laws and regulations and restrictions imposed by third parties upon the State, the State
shall provide Scientific Technologies Corporation with access to all program files,
libraries, personal computer-based systems, software packages, network systems, security
systems, and hardware as required to complete contracted services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow Scientific Technologies Corporation to perform its
obligations under the Contract. '

18.19 REQUIRED WORK PROCEDURES
Air work done must conform to standards and procedures established by the Department
of Information Technology and the Slate.

18.20 COMPUTER USE
In consideration for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment. Documentation, information, reports, or data of any kind

. (hereinafter "Information"), Scientific Technologies Corporation understands and agrees
to the following rules:
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a. Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

b. That information shall be used solely for conducting official State business, and
all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall Scientific
Technologies Corporation access or attempt to access any information without
having the express authority to do so.

c. That at no time shall Scientific Technologies Corporation access or attempt to
access any information in a manner inconsistent with the approved policies,
prt>ccdure.s. and /or agreement.s relating to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented,
or sold, and that at all limes Scientific Technologies Corporation must u.se
utmost care to protect and keep such software strictly confidential in accordance
with the license or any other Agreement executed by the State. Only equipment
or.software owned, licensed, or being evaluated by the State, cat) be used by
Scientific Technologies Corporation. Personal software (including but not
limited to palmtop sync software) shall not be installed on any equipment.

e. That if Scientific Technologies Corporation is found to be in violation of any of
the above-stated rules, the User may face removal from the State Contract,
and/or criminal or civil prosecution, if the act constitutes a violation of law.

18.21 EMAIL USE

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is defined as
■'internal Email systems" or "State-funded Email systems." Scientific Technologies
Corporation understands and agrees that use of email shall follow Slate standard policy
(available upon request).

18.22 INTERNETANTRANET USE
The Internet/Intranet is to be used for access to and distribution of information in direct
support of the busine.ss of the State of New Hampshire according to State standard policy
(available upon request).

18.23 REGULATORY GOVERNMENT APPROVALS
Scientific Technologies Corporation shall obtain all necessary and applicable regulatory
or other governmental approvals necessary to perform its obligations under the Contract.
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l«.24 INSURANCE

18.24.1 ScienHfic Technologies Corporation Insurance Requirement

The Scientific Technologies Corporation shall, at its sole expense, obtain and
maintain In force, and shall require any sub Scientific Technologies
Corporation or assignee to obtain and maintain in force, the following
insurance:

18.24.1.1 Comprehensive general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $250,000 per claim and $2,000,000 per occurrence; and

18.24.1.2 Fire and extended coverage insurance covering all property
subject to Section 10.1 herein, in an amount not less than 80% of
the whole replacement value of the property.

18.24.2 The policies described in subparagraph 19.9.1.1 herein shall be on policy
forms and endorsements approved for use in the State of New Hampshire by
the N.H. Department of Insurance, and issued by insurers licensed in the State
of New Hampshire.

18.24.3 The Scientific Technologies Corporation shall furnish to the Contracting
Officer identified in block 1.9. or his or her successor, a certificate(s) of
insurance for ail insurance required under this Agreement. Scientific
Technologies Corporation shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificaie(s) of insurance for
all rcnewal(s) of insurance required under this Agreement no later than fifteen
( 15) days prior to the expiration date of each of the insurance policies. The
certificatefs) of insurance and any renewals thereof shall be attached and are
incorporated herein by reference, each certificate(s) of insurance shall contain
a clause requiring the insurer to endeavor to provide the Contracting Officer
identified in block 1.9, or his or her successor, no less than ten (10) days prior
written notice of cancellation or modification of the policy.

18.24.4 The ACORD Insurance Certificate should note the Certificate Holder in the

lower left hand block including State of New Hampshire, Department Name,
name of the individual responsible for the funding of the contracts and his/her
address.

18.25 EXHIBITS

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

Contract 2015-063 - Agreement Part 1 ^ Page 38 of 39
Authorized Scientific Technologies Corporation initials: \/U^
Date: / ̂/



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT - PART 1

18.26 VENUE AND JURISDICTION
Any action on (he Coniract may only be brought in (he Stale of New Hampshire.
Merrimack County Superior Court.

18.27 SURVIVAL

The lcrm.s, conditions and warranties contained in the Coniract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the Exhibit E Section
3: Record.s Retention and Access Requirements, Exhibit E Section 4: Accounting
Requirements, and General Piovisions-Section 11; Use of Stale's Information,
Confidentiality and General fVovisions- Section 13: Indemnification which shall all
survive the termination of the Contract.

18.28 FORCE MAJEURE

Neither Scientific Technologies Corporation nor the State shall be responsible for delays
or failures in performance resulting from events beyond the control of such party and
without fault or negligence of such party. Such events shall include, but not be limited
to, acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government,
fire, power failures, nuclear accidents, earthquakes, and unusually severe weather.

Except in the event of the foregoing. Force Majeure events shall not include Scientific
Technoiogie.s Corporation's inability to hire or provide personnel needed for Scientific
Technologies Corporation's perfonnancc under the Contract.

18.29 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly
delivered or given at the time of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parlies at the following addresses.

SCIENTIFIC TECHNOLOGIES CORPORATION

8444 N. 9n"''" ST., SUITE 100
SCOTTSDALE. AZ 85258

480-745-8500

STATE OF NEW HAMPSHIRE

' DHHS

29 HAZEN DRIVE '

CONCORD, NH 03301
603-271-4987
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EXHIBIT A

DELIVERABLF^

1. DELIVERABLES

Project Overview
Scicniific Technologies Corporation shall provide maintenance; support, system updates, and
enhancements work for the State system referred to as the New Hampshire's National Electronic
Disease Surveillance System (NHEDSS). The New Hampshire Electronic Disease Surveillance
System (NHEDSS), sexually transmitted disease (STD) Patient Reporting investigation Surveillance
Manager (PRISM), and Tuberculosis Program Area Module (TB PAM) arc interconnected in that
Scientific Technologies Corporation currently provides niaintenance, support, updates, and
enhancement as a sole source contractor. Scientific Technologies Corporation owns the NHEDSS
application (Sentinel) and ha.s integrated PRISM and the TB PAM system and its functionality into a
single sign-on. The contract will specifically include annual support and maintenance, including Help
Desk, bug fixes, patches and software updates, as outlined in the Statement of Wotit (SOW). The
contract will also include enhancements over the contract term.

The State has carefully outlined enhancements of the systems with the vendor for calendar year one
ending December 31, 2015 and calendar year two ending December 31, 2016. For the remaining years
of the contract, the State will seek input from the users and vendor to integrate new enhancements
using the Change Order process. Enhancements for years one and two include new functionality such
as adding a new field, "lost to follow up" to use for data collection and reporting purposes, enhancing
a shared alert report for multiple users to assess disease trends for epidemiology and investigation
purposes, creating the ability to count cases of disease to accurately report case counts for data
analysis reports, developing functionality to create customized real time forms for emerging infectious
diseases .such as Ebola to utilize for tracking, investigation, and response purposes, adding the ability
to track federal grant performance measures in the systems, and a new functionality to transfer
currently collected tuberculosis data to an active case from a latent case.

General Project As.sumptions

1. Scientific Technologies Corporation will provide project tracking tools and templates to
record and manage issues, risks, change requests (CRs). requirements, decision shect.s, and
other documents used in the management and tracking of the project. The State of New
Hampshire and Scieniifie Technologies Corporation Project Managers will review these tools
and templates and determine which will be used for the Project. Training on these tools and
template.s will be conducted at the start of each phase in which they will be used.

2. Prior to the commencement of work on Non-Software and Written Deliverables, Scientific
Technologies Corporation shall provide to the Slate a template, table of conteni.s, or agenda
for Review and prior approval by the Slate. s

3. Scientific Technologies Corporation shall ensure that appropriate levels of security are
implemented and maintained in order to protect the integrity and reliability of the Stale's
Information Technology resources, information, and services. Security requirements arc
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT A

DELIVERABLES

defined in Appendix C-2. Scientific Technologies Corporation shall provide the Slate
resources, information, and Services on an ongoing basis, with the appropriate infrastructure
and security controls to ensure business continuity and to safeguard the confidentiality and
integrity of State networks. Systems and Data.

4. The Deliverables are set forth in the Schedule described below in Section 2. By
uncdnditionally accepting a Deliverable, the Stale reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, In whole or in pan,
through completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

2. DELIVERABLES SCHEDULE

Table 2.1a • Implementation Schedule -Deliverables

Ref« ^
^  Deliverable

Deliverable

Type

Projected
Delivery Date

PRISM CALENDAR YEAR 1 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

PM.
Project Management

Pl-l.l.
Conduct Project Kickoff Meeting Non-software

Pending G & C
approval

Pl-1.2. Project master work plan, including
mile.stones/deliverablc.<>

Written
10 days after G A C

approval

Pl-1.3. Validation of Requirements for Work for November
2015 release

Written 10/21/2015

Pl-1.4. Validation of Requirements for Work for February
2016 release

Written 10/21/2015

Pl-1.5.
Dc.sign Documentation for November 2015 Written 10/21/2015

Pl-1.6.
Design Documentation for February 2016 release Written 10/21/2015

Pt-t.7. Written status report.-;, meetings and updates to project
plan

Non-spflwarc Bi-Wcekly

Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverables
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT A

DELIVERABLES
Pl-2.

System Software

PI-2.1. System walk through and review of syphilis interview
furKtionality. adding system privilege for morbidity
counting, and creating drop down for .interview
assianmcni in November 2015 release

Software 10/31/2015

Pl.2.2. System walk through/review for adding negative lab
results to an existing field record and functionality to
auto populate risk responses in NosTmber 2015 release

Software 10/31/2015

PI-2.3. System ready for review and user testing syphilis
interview functionality, adding system privilege for
morbidity counting, and creating drop down for
interview assignment In November 2015 release

Software 10/31/2015

PI-2.4. System ready for ability to add negative lab results to
existing field record and new functionality to auto
populate risk responses in November 2015 release

Software 10/31/2015

Pl-3.
User Acceptance Test (UAT)

Pl-3.1. Test plan and scripts provided by STC for the
November 2015 release

Written 1001/2015

PI-3.2. Stale tests functionality and provide UAT written
feedback for all components for November 2015
release

Non-software
10/31/2015 to

11/30/15

V PI-3.3. Support State during UAT/ Share ALL Testing Results
with Project Team for November 2015 release

Non-.sofiwarc
10/31/2015 to

11/30/15

PI-3.4. Slate Acceptance of System (after UAT) for syphilis
interview funcd'onality in November 2015 release Written 12/31/2015

Pi-3.5. State Acceptance of System (after UAT) for adding
system privilege for morbidity counting in November
2015 release

Written 12/31/2015

Pl-3.6. State Acceptance of System (after UAT) for creating
drop down for interview assignmeni in November 2015
release

Written 12/31/2015

Pl-3,7. State Acceptance of System (after UAT) for adding
negative lab results to exisiing field record in
November 2015 release

Wriiicii 12/31/2015

Pl-3.8. State Acceptance of System (after UAT) for new
functionality to auto populate risk responses In
November 2015 release

Written 12/31/2015

Pl-4.
Training

PI-4.1. Virtual demo through a wcbinar of new system
functionality for November 2015 release

Non-software 10/31/2015

PJ-5.
Deployment

Coniracl 2015-063 - Agreement Part 2, Exhibit A-Dclivcrables
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STATE OF NEW HAlVfPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT A

DELIVERABLES
Pl-5.1.

User operation manual for November 2015 release Written 12/15/2015

PI-5.2.
User support plan for November 2015 release Written 12/15/2015

Pl-6.
Maintenance and Support

Pl-6.!. Annual maintenance and support for PRISM
(combined with TB PAM and NHEDSS)

Software Ongoing

Table 2,1b • ImplemenUtion Schedule -Deliverables

Ref#
y Ddiverable

Deliverable

Type.
Projected

Delivery Date

TB PAM CALENDAR YEAR 1 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

TBl-l.
Project Management

TBI-I.l.
Conduct Project Kickoff Meeting Software

Pending 0 & C
approval

TBl-1.2. Project master work plan. including
milestones/deliverables

Written
10 days after G &
C approval

TBI-1.3. Validation of Requirements with signed CR for
November 2015 release

Written
10/21/2015'

TB1-I.4. Validation of Requirements with signed CR for
February 2016 release

Written
10/21/2015

TBl-1.5.
Design Documentation for November 2015 release Written

10/21/2015

TBI-1.6.
Design Documentation for February 2016 release Written I/I 5/2016

TBl-1.7. Written status reports, meetings and updates to project
plan

Software Bi-WeekJy

TBl-2.
System Software

TBl-2.1. System walk through and review of laboratory tests
and results displaying in TB PAM

Software 10/31/2015

TBI-2.2. System ready for review and user testing laboratory
tests and results displaying in TB PaM

Software 10/31/2015

TBl-3.
User Acceptance Test (UAT)

TBI-3.1. Test plan and scripts provided by STC for the
November 2015 release

Written
10/31/2015

TBi-3.2. State test functionality and provide UAT written
feedback for all components for November 2015
release

Non-software

10/31/2015 to

11/30/15

TBI-3.3. Suppon State during UAT/ Share ALL Testing
Results with Project Team for November 2015
release

Non-software

10/31/2015 to

I I/30/J5

Comraci 2015-063 - Agreement Part 2, Exhibit A-Deliverables
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT, ,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT A

DELIVERABLES
TBI-3.4. Slate Acceptance of System (after UAT) for

laboratory tests and results displaying in TB PAM
in November 2015 release

Written

12A31/2015

TBM.
Training

TBI-4.1. Demo of new system functionality for displaying lab
results in TO PAM.

Non-software 10/31/2015

TBl-S.
Deployment

TR 1-5.1.
User operation manual for November 2015 release Written 12/15/2015

Tni.5.2.
User support plan for November 2015 release Written 12/15/2015

TBl-6. 1

Maintenance and Support

TBl-6.1. Annual maintenance and .support for TB PAM
(combined with PRISM and NHEDSS) Software Ongoing

Table 2.1c • Implementation Schedule -Deliverables

Ref#
Deliverable

Deliverable

Type
Projected

Delivery Date

NHEDSS CALENDAR YEAR 1 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

Nl-1.
Project Management

Nl-I.l.
Conduct Project Kickoff Meeting Non-software

Pending G & C
approval

NI-1.2. Project ma.stcr work plan, including
milestones/deliverables

Written
10 days after G &
C approval

Nl-l.jl. Validation of Requirements with signed CR for Year 1
Work for November 2015 relca.sc

Written 10/21/2015

NI-1.4. Validation of Requirements with signed CR for Year 2
Work for February 2016 release

Written 10/21/2015

Nl-1.5. Design Documentation for Year 1 for November 2015
release

Written 10/21/2015

Nl.1.6. Design Documentation for Year 2 for February 2016
release

Written I/I5/20I6

Nl-1.7. Written status reports, meetings and updates to project
plan Non-soft ware Bi-Wcekly

Nl-2.
System Software

Nl.2.1. System walk through and review of adding lost to
follow up fields and enhanced shared alerts for
November 2015 release

Software 10/31/2015

N 1-2.2. Review and development of ability to import a file and
new functionality to create simple forms Part } for

Software
10/31/2015

Conlraci 2015-063 - Agreement Part 2, Exhibit A-Dellverables
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015^63

AGREEMENT-PART 2

EXHIBIT A

DELIVERABLES
November 2015

Nl-2.3.
System ready for review and user testing Software 10/31/2015

Nl-3.
User Acceptance Test (UAT)

NI-3.1. Test plan and scripts provided by STC for the
November 2015 release

Written
10/31/2015

N1-3.2. State test functionality and provide UAT written
feedback for all components for November 2015
release

Non-software

10/31/2015 to

11/30/15

N1-3.3. Support State during UAT/ Share ALL Testing
Results with Project Team for November 2015
release

Non-software

10/31/2015 to

11/30/15

Nl-3.4. State Acceptance of System (after UAT) for
adding lost to follow up fields In November 2015
release

Written

12/31/2015

NI-3.5. Slate Acceptance of Sy.sicm (after UAT) for
enhanced shared alerts in November 2015 release

Written
12/31/2015

N1-3.6. Stale Acceptance of System (after UAT) for
ability to import a file and new functionality to
create simple fornvs Part [ in November 2015
release

Written

12/31/2015

NI-4.
Training

NM.l. Demo of new system functionality for November 2015
release

Non-software 10/31/20)5

Nl-5.
Deployment

Nl-5.1.
User operation manual for November 2015 release Written 12/15/2015

Nl-5.2.
U.ser support plan for November 2015 release Written 12/15/2015

Nl-6.
Maintenance and Support

Nl.6.1. Annual maittienance and support for NHEDSS
(combined with PRISM and TB PAM)

Software 1 1/01/2015

Table 2.1d • Implementation Schedtile -Deliverables

Ref#
Deliverables

Deliverable

:t: Type
Delivery Date '

PRISM CALENDAR YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

P2-1.
Project Management

Coniraci 2015-063 - Agrccmcni Pan 2, Exhibit A-Dclivcrablcs
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICED

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART2

EXHIBIT A

DELIVERABLES

P2-I.1.
Conduct Project Kickoff Meeiitig Non-soflwarc 1/5/2016

P2-1.2. Project master work plan, including
milestones/deliverables

Written 1/15/2016

P2-1.3. Written status reports, meetings and updates to project
plan

Non-software Bi-Weekly

P2-1.4. Validation of Requirements for Year 2 Work with State
acceptance

Written 01/15/2016

P2-2.
System Software

P2-2.1. System walk-through and review of centralized notes
funciionaliiv in February 20(6 release

Non-

Software

10/15/2015 to

I/I5/20I6

P2-2.2. System ready for review and user testing for
centralized notes in February 2016 release

Software
1/15/2016

P2-3.
User Acceptance Test (UAT)

P2-3.I. Test plan and scripts provided by STC for the
February 2016 release

Written 1/15/2016

P2-3.2. Slate test functionality and provide UAT written
feedback for all components for February 2016 release

Non-Software l/15/20l6to 1/30/2016

P2-3.3. Support State during UAT/ Share ALL Testing
Results with Project Team for February 2016 release

Non-Software 1/30/2016

P2-3.4. State Acceptance of System (after UAT) for
centralized notes functionality in February 2016
release

Written 1/30/2016

P2-4.
Training

P2-4.[. Virtual demo through a webinar of new system
functionality

Non-software 2/15/2016

P2.5.
Deployment

P2-5.I.
User operations manual for February 2016 release Written 3/15/2016

P2-5.2.
User Support plan for February 2016 release Written 3/15/2016

P2-6.
Maintenance and Support

P2-6.I. Annual maintenance and support fur PRISM
(combined withTB PAM and NHEDSS)

Software Ongoing

P2-7.
Optional

P2.7.1. Optional enhancements to be defined using the
Change Order process

Written 12/31/2016

Contract 2015-063 - Agreement Part 2. Exhibit A-Delivcrablcs
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT A

DELIVERABLES

Table 2.1e • Implementation Schedule -Deliverables

Ref«
,  Deliverables

Deliverable

Type

Projected
Delivery Date .

TB PAM CALENDAR YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

TB2-1.
Project Management

TB2-I.I.
Conduct Project KickofT Meeting Non-software 1/5/2016

TB2-1.2. Project master work plan, including
milestones/deliverables

Written 1/15/2016

TB2-1.3. Written status reports, meetings and updates to project
plan

Non-software Bi-Weckly

TB2-1.4. Validation of Requirements for February 2016 with
State acceptance

Written 01/15/2016

TB2-2.
System Software

TB2-2.1. System walk through and review of fields to capture
criteria for nursing How sheet in February 2016 release

Non-

software
10/21/2015

TB2-2.2. Systems walk through and review of transfer contact
from latent TB case to active in May 2016 release

Non-

software

I/I5/20I6IO

4/15/2016

TB2-2.3. System ready for review and user testing for fields to
capture criteria for nursing flow sheet in February 2016
release

Software

1/15/2016

TB2-2.4. System ready for review and user testing for transfer
contact from latent TB case to active in May 2016
release

Software

4/15/2016

TB2.3.
User AccepUUKc Test (UAT)

TB2-3.I. Test plan and scripts provided by STC for the
February 2016 release

Written 1/15/2016

TB2-3.2. State test functionality and provide UAT written
feedback for all components for February 20l6releasc

Non-software 1/15/2016 to 1/30/2016

TB2-3.3. Support State during UAT/ Share ALL Testing
Results with Project Team for February 2016 release

Written 1/30/2016

TB2-3.4. State Acceptance of System (after UAT) for nursing
flow sheet in February 2016 release

Non-software 1/30/2016

TB2-3.5. Test plan and scripts provided by STC for transfer
contact from latent TB case to active in the May 2016
release

Wriucn 4/15/2016

TB2-3.6. State test functionality and provide UAT written
feedback for all components for May 2016 release

Non-software 4/15/2016 to 4/30/2016

TB2-3.7. Support State during UAT/ Share ALL Testing
Results with Projcci Team for May 2016 release

Written 4/30/2016
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICF^

CONTRACT 2035-063

AGREEMENT-FART 2

EXHIBIT A

DELIVERABLES

TB2-3.8. Slate Acceptance of System (after UAT) for May
2016 release

Non-software 4/3(D/20l6

TB2-4.
Training

TB2-4.I. Demo of new system functionality for fields to
capture nursing flow sheet

Non-software 2/15/2016

TB2-4.2. Demo of new functionality to transfer contact
from latent TB to active

Non-software 4/15/2016

TB2-5.
Deployment

TD2-5.i. User operation manual for fields to capture criteria for
nursing flow sheet

Written 3/15/2016

TB2.5.2. User operation manual for transferring a contact from
latent TB to active

Written 6/15/2016

TB2-6.
Maintenance and Support

TB2-6.I. Annual maintenance and support for PRISM
(combined withTB PAM and NHEDSS)

Software Ongoing

TB2-7.
Optional

TB2-7.1. Optional enhancements to be defined using the
Change Order process

Written 12/31/2016

Table 2.1f • Implementation Schedule -Deliverables

.  Ref# ■
Deliverable

. V

Deliverable

Type
Projected

Delivery Date

NHEDSS CALENDAR YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

N2-I.
Project Management

N2-I.I.
Conduct Project Kickoff Meeting Non-software

Pending G & C
approval

N2-I.2. Project master work plan, including
milestones/deliverables

Written
10 days after G &
C approval

N2-1.3. Written status repons. meetings and updates lo project
plan

Non-software Weekly

N2-I.4. Validation of Requirements for Year 2 Work with Slate
acceptance

Wriucn 01/15/2016

N2-2.
System Software

N2-2.1. System walk through and review of physician card
functionality with lymc disease and ability (o create a
customizable, real time supplemental form for
February 2016 release

Software 10/21/2016

Contraci 2015-063 - Agreement Part 2, Exhibit A-Deliverables
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT A

DELIVERABLES

N2-2.2. System ready for review and user testing for physician
card functionality with lymc disease and ability to
create a cusiotnizable, real-time supplemental form for
February 2016 release

Software
10/21/2015(0

1/(5/2016

N2-3.
User Acceptance Test (UAT)

N2-3.I. . Test plan and scripts provided by STC for the
February 2016 release

Written I/I5/2016'

N2-3.2. Stale lest functionality and provide UAT written
feedback for all components for February 2016
release

Non-software
1/15/2016(0

1/30/2016

N2-3.3. Support State during UAT/ Share ALL Testing
Results with Project Team for February 2016
release

Not\-softwarc 1/30/2016

N2-3.4. State Acceptance of System (after UAT) for
physician card functionality with lymc disease in
February 2016 release in February 2016 release

Written 1/30/2016

N2-3.5. Slate Acceptance of System (after UAT) for
ability to create a customizable, real-time
supplemental form in February 2016 release

Written 1/30/2016

N2-4.
Training

N2.4.I.
Demo of new system functionality Non-software 1/30/2016

N2.5.
Deployment

N2-5.1.
User operation manual for February 2016 release Written 3/15/2016

N2-5.2.
User support plan for February 2016 release Written 3/15/2016

N2-6.
Malnienaitce and Support

'N2-6.1. Annual maintenance and support for NHEDSS
(combined with PRISM and TB PAM)

Software Ongoing

N2-7.
Optional

N2-7.1. Optional enhancements to be defined using the Change
Order Process

Software 12/31/2016

Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverahles
Initial and Date All Pages: - y.
Scientific Technologies Corporation Initials y /
Date /0/J/-Z.a/r ^

Page 10 of 72



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT A

DELIVERABLES

Table 2.1g • Implementation Schedule -Deliverables

Ref#
Deliverable

Deliverable

Type
Projected

Delivery Date

CALENDAR YEAR 3 MAINTENANCE

SUPPORT AND ENHANCEMENTS

C3-1.
Maintenance and Support

C3-I.1. Annual maintenance and support for PRISM, TB
PAMandNHEDSS(SFY 17)

Non-

software

01/01/2017

04/01/2017

C3-1.2. Annual maintenance and support for PRISM, TB
PAM and NHEDSS (SFY 18)

Non-

software

07/01/2018

10/01/2018

C3-2.
Optional

C3-2.1. Optional enhancements to be defined using the
Change Order Process

Software 12/31/2017

Table 2.lh - Implementation Schedule -Deliverables

Ref#
Deliverable

Deliverable

Type
Projected

Delivery Date

CALENDAR YEAR 4 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

C4-1.
Maintenance and Support

C4-1.1. Annual maintenance and support for PRISM,. TB
PAM and NHEDSS (SFY 18/19)

Software Quarterly

C4-2.
Optional

C4-2.1. Optional enhancements to be defined using the
Change Order Process

Software 12/31/2018

Table 2.U • Implementation Schedule -Deliverables

Ref#
Deliverable

Deliverable

Type

Projected
Delivery Date

CALENDAR YEAR 5 MAINTENANCE,
SUPPORT AND ENHANCEMENTS

C5-I.
Maintenance and Support

C6-1.1. Annual maintenance and support for PRISM, TB
PAM and NHEDSS (SFY 19)

Software
01/01/2019

04/01/2019

C6-1.2. Annual maintenance and support for PRISM, TB
PAM and NHEDSS (SFY20)

07/01/2019

10/01/2019

Coniract 2015-063 - Agreement Part 2, Exhibit A-Delivcrabics
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBIT A

DELIVERABLES

C5-2.
Optional

C5-2.I. Optional enhancements to be defined using the
Change Order Process

Software 12/31/2019

Table 2.]j Implementation Schedule -Deliverables

Ref#
/ Deliverable Pclivcrable

Type
Projected

Delivery Date

CALENDAR YEAR 6 MAINTENANCE, SUPPORT
AND ENHANCEMENTS

C6-1.
Maintenance and Support

C6-I.I. Annual maintenance and support for PRISM, TB PAM
and NHEDSS Software Quarterly

€6-2.
Optional

C6-2.1. Optional enhancements to be defined using the Change
Order Process

Software 06/30/2020

TRAINING DELIVERABLES

Training will be in accordance with the rcquircmenis sci fonh in Contraci Exhibit L: Training
Services and ihc Schcdule established by the Work Plan, Contract Exhibit f. All pricing has been
established in Contract Exhibit B: Price and Payment Schedule.

SOFTWARE LICENSES

Software Licenses are set forth in Contract Exhibit 1: Software Ucen.<!e and associated pricing is
established in Contract Exhibit B: Price and Payment Schedule.

Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverablcs
Initial and Date All Pages: , ^
Scientific Technologies Corporation Initial^^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.2 Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $1,863,522 for the period between Date of
Governor and Executive Council approval, through June 30, 2020. Scientific Technologies
Corporation shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow Scientific Technologies Corporation to invoice the State
for the following activities, deliverables, or milestones at fixed pricing/rates appearing in the
price and payment tables below:

Table 1.2a: Payment.Schedule

Ref«
Deliverable

Projected

Delivery Date

Price Payment Amount

PRISM CALENDAR YEAR 1

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

Pl-I.
Project Management

Pl-l.l.
Conduct Project Kickoff Meeting

Pending G &
C approval

Pl-1,2.
Project master work plan, including
milestones/deliverables

10 days after

G&C

approval

Pl-1.3. Validation of Requirements for Work for
November 2015 release

10/21/2015

Pl-1.4. Validation of Requirements for Work for
February 2016 release

10/21/2015

PI-1.5. [Resign Documentation for November
2015

10/21/2015

Pl-1.6. Design Docuntentation for February
2016 release

10/21/2015

Pl.1.7. Written status reports, meetings and
updates to project plan

Bi-Wcekly

Pl-2.
System Software ,

Pl-2.1, System walk through and review of
syphilis interview functionality, adding
system privilege for morbidity counting,
and creating drop down for interview
assignment in November 2015 release

10/31/2015

Pi-2.2. System walk through/review for adding
negative lab results to an existing field
record and functionality to auto populate

10/31/2015

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages:
ScicntificTechnologiesCoqjoraiion InitialsX
Date. fe/s/2.6/r
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

risk responses in November 2015 release

Pl-2.3. System ready for review and user testing
syphilis interview functionality, adding
system privilege for morbidity counting,
and creating drop down for interview
assignment in November 2015 release

I0/3J/20I5

Pl-2.4, System ready for ability to add negative
lab results to existing field record and
new functionality to auto populate risk
responses in November 2015 release

10/31/2015

Pl-3.
User Acceptance Test (UAT)

PI-3.1. Test plan and scripts provided by
Scientific Technologies Corporation for
the November 2015 release

10/31/2015

Pl.3.2. State test functionality and provide UAT
written feedback for all components for
November 2015 release

10/31/2015 to

11/30/15

PI-3.3. Support State during UAT/ Share ALL
Testing Results with Pi'ojcct Team for
November 2015 release

10/31/2015 to

11/30/15

PI-3.4. State Acceptance of System (after UAT)
for syphilis interview functionality in
November 2015 release

12/31/2015

$3,530

Pl-3.5. Slate Acceptance of System (after UAT)

for adding system privilege for morbidity
counting in November 20 i 5 release

12/31/2015

$8,780

PI-3.6. State Acceptance of System (after UAT)
for creating drop dowm for interview
assignment in November 2015 release

12/31/2015

$7,060

Pl.3,7. State Acceptance of System (after UAT)
for adding negative lab results to existing
field record in November 2015 release

12/31/2015

$14,300

PI-3.8. State Acceptance of System (after UAT)
for new functionality to auto populate
risk responses in November 2015 release

12/31/2015

$3,530

P1.4.
Training

PI-4.1. Virtual demo through a webinar of new
system functionality.

10/31/2015

PI-S.
Deployment

PI-5.1.
User operation manual 12/15/2015

Coniraci 2015-063 - Agreemcnl Parl 2 Exhibii B Price and Payment Schedule
Initial and Dale All Pages:
Scientific Technologies Corporation InitialsV
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STATE OF NEW HA\fPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

PI-5.2.
User support plan 12/15/2015

PI-6.
Maintenance and Support

FI-6.1, Annual maintenance and support for
PRISM (combined with TB PAM and

NHEDSS)

Ongoing

PRISM CALENDAR YEAR 1

subtotal

$37,200

Table 1.2b: Payment Schedule

Ref#
Deliverable

Projected
Delivery Date

Price Payment Amount

TB PAM CALENDAR YEAR 1

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

TBl-1. Project Management

TB1-1.1.
Conduct Project Kickofi" Meeting

Pending G &
C approval

TBl.1.2.
Project master work plan, including
milestones/deliverables

10 days after
G&C

approval

TBI-1.3. Validation of Requirements with signed
CR for November 2015 release. Signed
CR.

10/21/2015

TBM.4. Validation of Requirements with signed
CR for February 2016 release. Signed
CR

10/21/2015

TBl-1.5. Design Documentation for November
2015 release

10/21/2015

TBI-1.6. Design Documentation for February
2016 release

1/15/2016

TBI-1.7. Wriiicn status reports, meetings and
utxiates to proicct plan

Bi-Wcckly

TBl-2.
System Software

181-2.1. System walk through and review of
laboratory tests and results di.-iplaying in
TB PAM

10/31/2015

TBI-2.2. System ready for review and user testing
laboratory tests and results displaying in
TB PAM

10/31/2015

Coniraci 2015-063 - Agreement Pan 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages: r
Scientific Technologies Corporation Initials v
Pale/fAAg/f-
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

TBI-3. User Acceptance Test (UAT)

TBI-3.1. Test plan and !u:ripts provided by
Scieniific Technologies Corporation
for the Novemtjcr 2015 relea.sc

10/31/2015

TBl-3.2. State test functionality and provide
UAT written feedback for all

components for November 2015
reica.se

10/31/2015 to

11/30/15

TBl-3.3. Support Stale during UAT/ Share
ALL Testing Results with Project
Team for November 2015 release

10/31/2015(0

1 1/30/15

TB 1-3.4. Slate Acceptance of System (after
UAT) for laboratory tests and
results displaying in TB PAM in
November 2015 release

I2/3I/20I5 $14,000

TBl-4. Training

181-4.1. Demo of new system functionality for
displaving lab result.s in TB PAM.

10/31/2015

TBl-5.
Depioymenl

TBI-5.1. User operation manual for November
2015 release

12/15/2015

TBl-5.2. User support plan for November 2015
release

12/15/2015

TBl-6. Maintenance and Support

TBI-6.1. Annual maintenance and support for TB
PAM (combined with PRISM and

NHEDSS)

Ongoing

TB PAM CALENDAR YEAR 1

SUBTOTAL

$14,000

Table 1.2c: Payment Schedule

Ref#
Deliverable

Projected
Deliveiy Dale

Price Payment
Amounts

NHEDSS CALENDAR YEAR 1

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

Nl-1.
Project Management

,

Nl-l.l.
Conduct Project Kickoff Meeting

Pending G &
C approval

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages:
Scientific Tecjinolpgics Corporation Initials \ /Scientific Te^nologics Corp
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Date: /



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBITS

PRICE AND PAVMENT SCHEDULE

NI-1.2.
Project master work plan, including
milestones/deliverables

10 days after
G&C

approval

Ni-i.3. Validation of Requirements with signed
CR for November 2015 release

tO/21/2015

NI-1.4. Validation of Requirements for February
2016 release. Signed CR

10/21/2015

NI-1.5. Design Documentation for November
2015 release

10/21/2015

Nl.1.6. Design Documentation for February
2016 release

12/1 1/2015

NI-1.7. Written status report.s, meetings and
updates to proiect plan

Bi-Wcekly

Nl-2.
System Software

NI-2.1. Review and development of adding lost
to follow up fields and enhanced shared

alerts for

November 2015 release

10/31/2015

Nl-2.2. Review and development of ability to
impoii a file and new functionality to
create simple forms Pan 1 for November
2015

10/31/2015

Ni-2.3.
System ready for review and user testing 10/31/2015

Nl-3.
User Acceptance Test (UAT)

N1-3.1. Test plan and script.s provided by
Scientific Technologies Corporation
for the November 2015 release

10/31/2015

-

N 1-3.2. State lest functionality and provide
UAT written feedback for all

components for November 2015
release

10/31/2015 to

1 1/30/lS

N1-3.3. Support Stale during UAT/ Share
Al.l, Tc.sting Results with Project
Team for November 2015 release

10/31/2015 to

1I/.30/I5

Nl-3.4. Slate Acceptance of System (after
UAT) for adding lost to follow up
fields in November 2015 release

12/31/2015 S9.400

N1-3.5. State Acceptance of System (after
UAT) for enhanced shared alens in
November 2015 release

12/31/2015 $6,000

N 1-3.6. Stale Acceptance of System (after
UAT) for ability to import a file and
new funciionalitv to create simple

12/31/2015 $50,000

Comraci 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages; . — _
Scientific Technologies Corporation Initials \ /
Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

forms Part 1 in November 2015

release

Nl-4.
Training

N|.4,l. Demo of new system functionality for
November 2015 release

10/31/2015

Ni-s.
Deployment

Nl-5.1. User operation manual for November
2015 release

12/15/2015

Nl-5.2. User support plan for November 2015
release

12/15/2015

Sl-6. Maintenance and Support

N1-6.J. Annual maintenance and suppon for
NHEDSS (combined with, PRISM and
IB PAM) (SFY16)

1 1/01/2015

$41,781

NHEDSS Calendar Year 1

Subtotal:

5111,271

Year 1 Subtotal for PRISM, TB
PAM, and NHEDSS:

$162,471

Table L2d: Payment Schedule

Ref# X.

Deliverables Delivery Dale Price Payment Amount

PRISM CALENDAR YEAR 2

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

P2.I.
Project Management

P2-I.1.
Conduct Project Kickoff Meeting 1/5/2016

P2-1.2. Project master work plan, including
milestones/deliverables

1/15/2016

P2-1.3. Written status reports, meetings and
updates to project plan

Bi-Weekly

P2-1.4. Validation of Requirements for Year 2
Work with State acceptance

01/15/2016

P2-2.
System Software

P2-2.1. System walk-through and review of
centralized notes functionality in
February 2016 release

10/21/2015

P2-2.2. System ready for review and user testing
for centralized notes in February 2016

W15/2016

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages: -
Scientific Technologies Corporation Initial^
Date: ^
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015 063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

release

P2-3.
User Acceptance Test (UAT)

P2-3.I. Test plan and scripts for centralized
notes funclionaliiY

I/I5/20I6

P2-3.2. Test functionality and provide UAT
written feedback for all components

l/l5/20l6to

1/30/2016

P2-3.3. Support Slate during UAT/ Share ALL
Testing Results with State Project Team

1/30/2016

P2-3.4. State Acceptance of System (after UAT)
for centralized notes functionality in
February 2016 release

1/30/2016 S7.800

P2-4.
Training

P2-4.1. Virtual demo through a wcbinar of
new system functionality

2/15/2016

P2.5.
Deployment

P2-5.I.
User operation manual 3/15/2016

P2-5.2.
User support plan 3/15/2016

P2-6.
Maintenance and Support

P2-6.I. Annual maintenance and support for
PRISM (combined with TB PAM and
NHBDSS)

Ongoing

P2.7.
Optional

P2-7.I. Optional enhancements to be defined
using the Change Order process

12/31/2016

SI4.000

PRISM Calendar Year 2 Subtotal:
521,800

\

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
initial and Date All Pages: ■■ —
Scientific Techncjiogies Corporation Initials \f
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICF^

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Table Payment Schedule

Rer#
Deliverables

Projected
Delivery Date

Price Payinent
Amount

TB RAM CALENDAR YEAR 2

MAINTENANCE, SUPPORT AND
ENHANCEMENTS

TB2-I.
Project Management

TB2-I.I.
Conduct Project Kickoff Meeting 1/5/2016

TB2-1.2. Project master work plan, including
milestones/deliverables

1/15/2016

TR2-I.3. Written status reports, meetings and
updates to project plan

Bi-Wcckly

TB2-1.4. Validation of Requirements for
February 2016 with Slate acceptance

01/15/2016

TB2-2.
System Software

TB2-2.I. Systems walk through and review of
fields to capture criteria for nursing
flow sheet in February 2016 release.

10/15/2015 to

1/15/2016

TB2-2.2. Systems walk through and review of
transfer contact from latent TB case to

active in May 2016 release

1/15/2016 to

4/15/2016

TB2-2.3. System ready for review and user
testing for fields to capture criteria for
nursing flow sheet in February 2016
release.

1/15/2016

N

TB2-2.4. System ready for review and user
testing for transfer contact from latent
TB case to active in May 2016 release

4/15/2016

TB2-3.
User Acceptance Test (UAT)

TB2-3,1. Test plan and scripts provided by
Scientific Technologies Corporation
for the February 2016 release

1/15/2016

TB2-3.2. State lest functionality and provide
UAT written feedback for all

components for February 2016 release

1/15/2016 to

1/30/2016

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Dale All Pages: ^
Scientific Technologies Corporation InicialsV
Date: /0/S/l^/r~
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STATE OF NEW HANfPSHlRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

TB2.3.3. Support State during UAT/ Share ALL
Testing Results with Project Team for
February 2016 release

1/30/2016

TB2-3.4. Stale Acceptance of System (after
UAT) for nursing flow sheet in
February 2016 release

1/30/2016

TB2.3.5. Test plan and script.s provided by
Scientific Technologies Corporation
for transfer contact from latent TB case

to active in the May 2016 release

4/15/2016

$17,000

TB2-3.6. State, test functionality and provide
UAT written feedback for all

components for May 2016 release

4/15/2016 to

4/30/2016

$17,000

TB2-3.7. Support State during UAT/ Share ALL ,
Testing Results with Project Team for
May 2016 release

4/30/2016

TB2-3.fi. State Acceptance of System (after
UaT) for May 2016 release

4/30/2016

TB2-4.
Training

TB2-4.I. Demo of new system functionality
for fields to capture nursing flow
sheet

2/15/2016

. TB2-4.2. Demo of new functionality to
transfer contact from latent TB to

active

4/1.5/2016

182-5.
Deployment

TB2-5.1. User operation manual for fields to
capture criteria for nursing flow sheet

3/15/2016

TB2.5.2. User operation manual for transferring a
contact from latent TB to active

6/15/2016

TB2-6.
Maintenance and Support

TB2-6.1. Annual maintenance and support for
PRfSM (combined with TB PAM and
NIIEDSS)

Ongoing

TB2-7.
Optional

TB2.7.I. Optional enhancements to be defined
u.sing the Change Order process

12/31/2016

TB PAM Calendar Year 2

Subtotal:

534.000

Contract 2015-063 - Agreement Pan 2 Exhibit B Price and Payment Schedule
Initial and Date AH Pages; —y
Scientific Technologies Corporation Initials
Dale:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Table l.2f: Payment Schedule

,Ref#
CklJverabk

Projected
Delivery Date

Price Payment
Amount

NHEUSS CALENDAR YEAR

2 MAINTENANCE, SUPPORT
AND ENHANCEMENTS

N2-1.
Project Management

■

N2-I.I.
Conduct Project Kickoff Meeting 1/5/2016

N2-1.2. Project master work plan, including
milestones/deliverables

I/I5/20I6

N2-1.3. Written status reports, meetings and
updates to project plan

Weekly

N2.1.4. Validation of Retjuiremcnis for Year 2
Work with State acceptance

01/15/2016

N2.2.
System Software

N2.2.I. System walk through and review of
physician card funciionaliiy with lymc
disease and ability to create a
customizable, real time supplemental
form for February 2016 release

10/21/2016

N2-2.2. System ready for review and user
testing for physician card functionality
with lyme disease and ability to create
a customizable, real-time supplemental
form for February 2016 release

10/21/2015 to

1/15/2016

N2-3.
User Acceptance Test (UAT)

-

N2-3.I.
Test plan and scripts

1/15/2016

N2-3.2. Test functionality and provide
UAT wTiitcn feedback for all

components

!/l5/20l6to

1/30/2016

N2-3.3. Support Stale during UAT/ Share
ALL Testing Results with State
Project Team

J/30/2016

N2-3.4. State Acceptance of System (after
UAT) for physician card
functionality with lymc disease in
February 2016 release

1/30/2016 519,600

N2-3.5. State Acceptance of System (after
UAT) for ability to create a
customizable, real-time

1/30/2016 $50,000

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
initial and Date All Pages; ^
Scientific Technologies Corporation Initials
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

supplemental form in February
2016 release

N2-4.
Training

N2-4.1.
1 Demo of new system functionality 1/302016

N2-5.
Deployment

N2-5.!.
User operation manual

3/15/2016

N2-5.2.
User support plan

3/15/2016

N2.6.
Maintenance and Support

N2-6.I. Annual maintenance and support for
NHEDSS (combined with PRISM and
TB PAM)(SFY 16/17)

Quarterly
S275.227

(paid quarterly)

N2.7.
Optional

N2-7.1. Optional enhancements to be defined
using the Change Order Process

12/31/2016
$40,000

NHEDSS Calendar Year Two

Subtotal:

$384,827

Year 2 Subtotal for PRISM, TB

PAM, and NHEDSS:

S440.627

Table 1.2g: Payment Schedule

Refff
Deliverable

Projected
Delivery Date

Price Payment
Amount

CALENDAR YEAR 3

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

C3-1.
Maintenance and Support

C3-I.I. Annual maintenance and support for
PRISM, TB PAM and NHEDSS (SPY

17)

01/01/2017

04/01/2017

$137,613

(paid quarterly)

C3-1.2. Annual maintenance and support for
PRISM. TB PAM and NHEDSS (SFY

18)

07/01/2018

10/01/2018

$140,366

(paid quancrly)

C3-2.
Optional

C3-2.1. Optional enhancements to be defined
using the Change Order Process

12/31/2017
$85,000

Coniraci 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages: ^
Scientific Tcchnplogics Corporation Initials \/^
Date: J^/s/Zafr

Page 23 of 72



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 20IS-O63

AGREEMENT-PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Year 3 Subtotal for PRISM, TB

PAM, and NHEDSS;

$362,980

Table 1.2h:Payment Schedule

Rcf#
; Deliverable

Projected
Delivery Date

Price Payment
Amount

CALENDAR YEAR 4

MAINTENANCE,
SUPPORT AND

ENHANCEMENTS

€4-1.
Maintenance and Support

C4-1.1. Annual maintenance and support

for PRISM. TU PAM and

NHEDSS (SFY 18/19)

Quarterly
$280,732

(paid quarterly)

C4-2.
Optional

C4-2.I. Optional enhancemenLs to be
defined using (he Change Order
Process

12/31/2018

$75,000

Year 4 Subtotal for PRISM, TB
PAM. and NHEDSS:

$355,732

Table 1.21: Payment Schedule

Ref#
Deliverable

Projected
Delivery Date

Price Payment
Amount

CALENDAR YEAR 5

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

CS-1.
Maintenance and Support

C3-2.I. Annual maintenance and support for
PRISM. TD PAM and NHEDSS

(SFYi9)

01/01/2019

04/01/20I9

$140,366

(paid quanerly)

C.3-2.2. Annual maintenance and support for
PRISM. TB PAM and NHEDSS

(SFY20)

07/01/2019

10/01/2019

$143,173

(paid quarterly)

C5-2.
Optional

C5-2.I. Optional enhancemenLs to be defined
using the Change Order Process

12/31/2019
$70,000

Year 5 Subtotal for PRISM, TB

PAM, and NHEDSS:

$353,539

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date AM Pages; r —-
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEAI>TH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEIM.ANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBITS

PRICE AND PAYMENT SCHEDULE

Table 1.^: Payment Schedule

Ref#
Deliverable

Projected
Delivery Dale

Price Payment
Amount

CALENDAR YEAR 6

MAINTENANCE, SUPPORT
AND ENHANCEMENTS

C5-3.
Maintenance and Support

C5-3.I. Aniiuai maintenance and support for
PRISM. TB RAM and NHEDSS

Quanerly
$143,173

(paid quanerly)
C5-4.

Optional

C5-4.1. OfMionai enhancements to be defined
using the Change Order Process

06/30/2020
$45,000

Year 6 Subtotal for PRISM. TB

PAM.and NHEDSS:

S18S.I73

GRAND TOTAL- CALENDAR

YEARS 1 TO 6:

Sl.863.522

1.3 Enhancement Pricing Summary

Table 1.3: Enhancement Pricing Summary Table

PRIS

M

TB PAM NHEDSS TOTAL

CY 1 (2015) $37,200 $14,000 $80,400 $131,600

CY2(2016) $21,800 $34,000 $94,600 $150,400

CY3(2017) $20,000 $15,000 $50,000 $75,000

CY4(2018) $15,000 $10,000 $50,000 $75,000

CY5(2019) $15,000 $5,000 $50,000 $70,000

CY 6 (2020) $15,000 $5,000 $25,000 $45,000

TOTAL $124,000 $83,000 $350,000 $557,000

1.4 Future Vendor Rates

The Siaie may request additional Services from the selected Vendor and requires rales in the
event that additional Service is required.

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
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Table 1.4a: Future Vendor Rates • Maintenance

Position Title SPY 2016

7/1/15-6/30/16

SPY 2017

7/1/16-6/30/17

SFY 2018

7/I/I7-

6/30/18

SFY 2019

7/1/18-6/30/19

SFY 2020

7/1/19-6/30/20

Project Manager

{Karen Chin) S206.70 $219.10 $232.25 $246.18 $260.95

Account

Executive

(Chrissle
Gorman) $218.36 $231.46 $245.35 $260.07 $275.67

Developer

(Bruno Bernard) $155.82 $165.17, $175.08 $185.58 $196.72

Developer

(Marcus Wilson) $155.82 $165.17 $175.08 $185.58 $196.72

Help Desk
Specialist

(Tier 2 stafO $112.36 $1 19.10 $126.25 $133.82 $141.85

Table 1.4h: Future Vendor Rates - Enhancements

Position Title SFY 2016

7/I/I5-6/30/I6

SFY 2017

7/1/16-6/30/17

SFY 2018

7/m7-

6/30/18

SFY 2019

7/1/18-6/30/19

SFY 2020

7/1/19-6/30/20

Project Manager

(Karen Chin) $206.70 $219.10 $232.25 $246.18 $260.95

Account

Executive

(Chnssic
Gorman) $218.36 $231.46 S245.35 $260.07 $275.67

Developer

(Bruno Bernard) $155.82 $165.17 $175.08 $185.58 $196.72

Developer

(Marcus Wilson) $155.82 $165.17 $175.08 $185.58 $196.72

Help Desk Specialist

(Tier 2 slafQ $112.36 $1 19.10 $126.25 $133.82 $141.85
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1.5 Software Licensing, Maintenance, and Support Pricing

Table 1.5; Liceasinfi, Maintenance and Support Pridng
System Name Maintenance and Support

SFY 2016 SFY

20J7

SFY

2018

SFY 2019 SFY 2020 Total Cost

NIIEDSS, PRISM, and
TB PAM 038 Contract

Funds, Includes Software

License

$183,485 $275,227

NHEDSS. PRISM, and
TB PAM Purchase Order

Extension Funds

($4$91,743)

Projected 038 Funds $280,732 $280,732 5286,346

TOTAL 038 Funds

$1,306,522

CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $1,863,522. The
payment by the State of the total Contract price shall be the only, and the complete reimbursement to
Scicniific Technologies Corporation for all fees and expenses, of whatever nature, incurred by
Scientific Technologies Corporation in the performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance
of the Services performed under this Contract.

INVOICING

Scientific Technologies Corporation .shall submit correct invoices to the State for all amounts to be
paid by the State. All invoices submitted shall be subject to the State's prior written approval, which
shall not be unreasonably withheld. Scientific Technologies Corporation shall only submit invoices
for Services or Deliverables as permitted by the Contract. Invoices must be in a format as determined
by the State and contain detailed information, including without limitation: itemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the Acceptance
dale triggering such payment; dale of delivery and/or installation; monthly maintenance charges; any
other Project costs or retention amounts if applicable.
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Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will
pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices will not be
backdated and shall be promptly dispatched.

Invoices shall be sent to:

Sheliey Swanson
Bureau of Infectious Disease Control

Division of Public Health Services

New Hampshire Dcpanmeni of Health and Human Services
29 Hazen Drive

Concord. NH 03301-6504
Phone:603-271-7635

Email: sswanson@dhhs.state.iih.us

Note: Scientific Technologies Corporation may elect to have an electronic ACH through
following the Slate registration process.

4. PAYMENT ADDRESS

All payments shall be sent to the following address:
Scientific Technologies Corporation
8444 N.QO"* St.. Suite 100
Scottsdale, AZ 852585

5. OVERPAYMENTS TO SCIENTIFIC TECHNOLOGIES CORPORATION

Scientific Technologies Corporation shall promptly, hut no later than fifteen (15) bu.siness days,
return to the State the full amount of any overpayment or erroneous payment upon discovery or notice
from the Slate.

6. CREDITS

The Slate may apply credits due to the Stale arising out of this Contract, against Scientific
Technologies Corporation's invoices with appropriate information attached.
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1. SPECIAL PROVISIONS

I.I Coniracior's Obligaiions; The Contractor covenants and agrees that all funds received
by the Contractor under the Contract shall be used only as payment to the Contractor for
services provided to eligible individuals and, in the furtherance of the aforesaid
covenants, the Contractor hereby covenants and agrees as follows:

1. Gratuitie.s or Kickbacks: The Contractor agrees that it is a breach of this
Contract to accept or make a payment, gratuity or offer of employment on
behalf of the Contractor, any Sub-Contractor or the State in order to influence
the performance of the Scope of Work detailed in Exhibit A of this Contract.
The State may terminate this Contract and any sub-contract or sub-agreement if
it is determined that payments, gratuities or olTers of employment of any kind
were offered or received by any officials, officers, employees or agents of the
Contractor or Sub-Contractor.

2. Retroactive Payments: Notwithstanding anything to the contrary contained in
the Contract or in any other document, contract or understanding, it is expressly
understood and agreed by the parties hereto, that no payments will be made
hereundcr to reimburse the Contractor for costs incurred for any purpose or for
any services provided to any individual prior to the Effective Date of the
Contract and no payments shall be made for expenses incurred by the
Contractor for any services provided prior to the date on which the individual
applies for services or (except as otherwise provided by the federal regulations)
prior to a deterniination that the individual is eligible for such services.

3. Conditions of Purcha.se: Notwithstanding anything to the contrary contained in
the Contract, nothing herein contained shall be deemed to obligate or require the
Department to purcha.se services hcreunder at a rate which reimburses the
Contractor in excess of the Contractor's costs, at a rate which exceeds the

amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals
or other third parly fundcrs for such service. If at any time during the term of
this Contract or after receipt of the Final Expenditure Report hereunder. the
Department shall determine that the Contractor has used payments hereunder to
reimbur.sc items of expense other than such costs, or has received payment in
excess of such costs or in excess of such rales charged by the Contractor to
ineligible individuals or other third party fundcrs. the liepartment may elect to;

3.1. Renegotiate the rates for payment hereunder. in which event new rates
shall be established;

3.2. Deduct from any future payment to the Contractor the amount of any
prior reimbursement in excess of costs;
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3.3. Demand repayment of the excess payment by the Contractor in which
event failure to make such repayment shall constitute an Event of
Default hereunder. When the Contractor is permitted to determine the
eligibility of individuals for services, the Contractor agrees to reimburse
the Dcpartmcni for all funds paid by the Department to the Contractor
for services provided to any individual who is found by the Department
to be ineligible for such services, at any time during the period of
retention of records established herein.

4. Maintenance of Records: In addition to the eligibility records specified above,
the Contractor covenants and agrees to maintain the following records during
the Contract Period:

4.1. Fiscal Records: books, records, documents and other data evidencing
and reflecting all costs and other expenses incurred by the Contractor in
the performance of the Contract, and all income received or collected by
the Contractor during the Contract Period, said records to be maintained
in accordance with accounting procedures and practices which
sufficiently and properly reflect all such costs and expenses, and which
are acceptable to the Department, and to include, without limitation, all

■ ledgers, books, records, and original evidence of costs such as purchase
requisitions and orders, vouchers, requisitions for materials, inventories,
valuations of in-kJnd contributions, labor time cards, payrolls, and other
records requested or required by the Department.

4.2. Statistical Records: Statistical, enrollment, attendance or visit records
for each recipient of services during the Contract Period, which records
shall include all records of application and eligibility (including all
forms required to determine eligibility for each such recipient), records
regarding the provision of .services and all invoices .submitted to the
Department to obtain payment for such services.

4.3. Medical Records: Where appropriate and as prescribed by the
Department regulations, the Contractor shall retain medical records on
each patient/recipient of services.

5. ConfidenUality of Records: All information, reports, and records maintained
hereunder or collected in connection with the performance of the services and
the Contract shall be Confidential and shall not be disclosed by the Contractor,
provided however, that pursuant to slate laws and the regulations of the
Department regarding the u.se and disclosure of such information, disclosure
may be made to public officials requiring such information in connection with
their official duties and for purposes directly connected to the administration of
the services and the Contract; and provided further, that the use or disclosure by
any party of any information concerning a recipient for any purpose not directly
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connected with the administration of the Department or the Contractor's
responsibilities with respect to purchased services hereundcr is prohibited
except on wriitcn consent of the recipient, his attorney or guardian.

Notwithstanding anything to the contrary contained herein the covenants and
conditions contained in the Paragraph shall survive the termination of the
Contract for any reason whatsoever.

6. Cornpletion of Services; Disallowance of Costs: Upon the purchase by the
Department of the maximum number of units provided for in the Contract and
upon payment of the piice limitation hereundcr. the Contract and all the
obligations of the parties hereunder (except such obligations as, by the terms of
the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that
if, upon review of the Final Expenditure Report the Department shall disallow
any expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, to deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

7. CreditstAll documents, notices, press releases, research reports and other
materials prepared during or resulting from the performance of the services of
the Contract shall include the following statement;
7.1. The preparation of this (report, document etc.) was fjnanccd under a

Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available , or
required, e.g., the United States Department of Health and Human
Services.

8. Prior Approval and Copyright Ownership: All materials (written, video,
audio) produced or purchased under the contract shall have prior approval from
DHHS before printing, production, distribution or u.se. The DHHS will retain
copyright ownership for any and all original mateiials produced, including, but
not limited to. brochures, resource directories, protocols or guidelines, posters,
or reports. Contractor shall not reproduce any materials produced under the
contract without prior written approval from DHHS.

9. Operation of Facilities: Compliance with Laws and Regulations; In the
operation of any facilities for providing services, the Contractor shall comply
with alt laws, orders and regulations of federal, state, county and municipal
authorities and with any direction of any Public Officer or ofTicers pursuant to
laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any
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governmental license or permit shall be required for the operation of the said
facility or the performance of the said services, the Contractor will procure said
license or permit, and will at all times comply with the terms and conditions of
each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract
the facilities shall comply with all rules, orders, regulations, and requirements of
the State Office of the Fire Marshal and the local fire protection agency, and
shall be in conformance with local building and zoning codes, by-laws and
regulations.

10. Subcontractors: DHHS recognizes that the Contractor may choose to use
subcontractors with greater expertise to perform for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the
functionfs). Prior to subcontracting, the Contractor shall evaluate the
subcontractor's ability to perform the delegated function(s). This is
accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or
imposing sanctions if the subcontractor's performance is not adequate.
Subcontractors are subject to the same contractual conditions as the Contractor
and the Contractor is responsible to ensure subcontractor compliance with those
conditions. When the Contractor delegates a function to a subcontractor, the
Contractor shall do the following;
10.1. Evaluate the prospective subcontractor's ability to perform the

activities, before delegating the function
10.2. Have a written agreement with the subcontractor that specifies activities

and reporting responsibilities and how sanctions/revocation will be
managed if the subcontractor's performance is not adequate

10.3. Monitor the subcontractor's performance on an ongoing basis
10.4. DHHS shall, at its discretion, review and approve all subcontracts. If

the Contractor identifies deficiencies or areas for improvement are
identified, the Contractor shall take corrective action.

11. Equal Employment Opportunity Plan (EEOP): The Contractor will provide
an Equal Employment Opportunity Plan (EEOP) to the Office for Civil Rights,
Office of Justice Programs (OCR), if it has received a single award of $500,000
or more. If the recipient receives $25,000 or more and has 50 or more
employee.s, it will maintain a current EEOP on file and submit an EEOP
Certification Form to the OCR, certifying that its EEOP is on file. For recipients
receiving less than $25,000, or public grantees with fewer than 50 employees,
regardless of the amount of the award, the recipient will provide an EEOP
Certification Form to the OCR certifying it is not required to submit or maintain
an EEOP. Nonprofit organizations. Indian Tribes, and medical and educational
institutions are exempt from the EEOP requirement, but are required to submit a
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ccriificaiioii form to the OCR to claim the exemption. EEOP Certification
Forms arc available at: ttp://www.ojp.usdoj/about/ocr/pdfs/ccrt.pdf.

12. Limited English Proficiency (LRP): As clarified by Executive Order 13166,

Improving Access to Services for persons with Limited English Proficiency, and
resulting agency guidance, national origin discrimination Includes
discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and
Title VJ of the Civil Rights Act of 1964, Contractors must take reasonable steps
to ensure that LEP persons have meaningful acce.ss to its programs.

13. Pilot Program for Enhancement of Contractor Employee Whislleblower
Protections: The following shall apply to all contracts that exceed the
Simplified Acquisition Threshold as defined in 48 CFR 2.101 (currently,
$150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT
TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the

whislleblower rights and remedies in the pilot program on Contractor

employee whislleblower protections established at 41 U.S.C. 4712 by

section 828 of the National Defense Authorization Act for Fiscal Year 2013

(Pub. L. 112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant

language of the workforce, of employee whi.stlcblowcr rights and

protections under 41 U.S.C. 4712, as described in .section 3.908 of the

Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this

paragraph (c), in all subcontracts over the simplified acquisition threshold.

1.2 Contract 2015 - 063. Agreement - Pan I, subparagfaph 18.1 of (he General Provisions
of this contract, Conditional Nature of Agreement, is replaced as follows:

18.1 CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all
obligations of the State hercundcr. including without limitation, the
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continuance of payments, in whole or in part, under this Agreement arc
contingent upon continued appropriation or availability of funds, including any
subsequent changes to the appropriation or availability of funds affected by any
state or federal legislative or executive action that reduces, eliminates, or
otherwise modifies the appropriation or availability of funding for this
Agreement and the Scope of Services provided in Exhibit A, Scope of
Services, in whole or in part. In no event shall the State be liable for any
payments hereunder in excess of appropriated or available funds. In the event
of a reduction, termination or modification of appropriated or available funds,
the State shall have the right to withhold payment until such funds become
available, if ever. The State shall have the right to reduce, terminate or modify
services under this Agreement immediately upon giving the Contractor notice
of such reduction, termination or modification. The State shall not be required
to transfer funds from any other source or account into the Account(s)
identified in block 1.6 of the General Provisions, Account Number, 05-95-90-
902010-5260-102-500731 or any other account, in the event funds arc reduced
or unavailable.

1.3 Contract 2015 - 063, Agreement - Part I, Subparagraph 14 of the General Provisions of
this contract. TERMINIATION BY STATE, is amended by adding the following
language;

14.2 The State may terminate the Agreement at any time for any reason, at the sole
discretion of the State, 30 days after giving the Contractor written notice that the
State is exercising its option to terminate the Agreement.

14.3 , The Contractor shall fully cooperate with the State and shall promptly provide
detailed information to support the Transition Plan including, but not limited to.
any information or data requested by the State related to the termination of the
Agreement and Transition Plan and shall provide ongoing communication and
revisions of the Transition Plan to the State as requested.

14.4 The Contractor shall establish a method of notifying clients and other affected
individuals about the transition. The Contractor shall include the proposed
communications in its Transition Plan submitted to the State as described above.

2. INSURANCE

2.1 Contract 2015 - 063. Agreement - Part 1, Subparagraph 18.24.1.1 of the General
Provisions of this contract is deleted and the following subparagraph is added:

18.24.1.1 Comprehensive general liability against all claims of bodily injury, death or
property damage, in amounts of not less than $250,000 per claim and
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$1,000,000 per occurrence and umbrella liability coverage in the amount of
$4,000,000 per occurrence.

3. EXTENSIONS.! This agreement has the option for a potential cxten.sion of up to
Five (5) additional years, contingent upon satisfactory delivery of services, available
funding, agreement of the parties and approval of the Governor and Council.
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1. TRAVEL EXPENSES

The Sciemific Technologies Corporaiion musi assume all reasonable travel and related expenses. All
labor rates will be "fully loaded", including, but not limited to: meals, hotel/hou.sing. airfare, car
rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The Slate will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the Scientific
Technologies Corporation with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security systems, and hardware as required completing the
contracted Services.

The State will use reasonable efforts to provide approvals, authorizations, and decisions reasonably
necessary to allow the Scientific Technologies Corporation to perform its obligations under the
Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Scientific Technologies Corporation shall provide the State access to all State-owned documents,
materials, reports, and other work in progress relating to.this Contract. Upon expiration or termination
of the Contract with the State, the Scientific Technologies Corporation shall turn over all State-owned
documents, material, reports, and work in progress relating to this Contract to the State at no additional
cost to the State. Documents must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS
Scientific Technologies Corporation shall agree to the conditions of all applicable State and federal
laws and regulations, which arc incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal Acquisition
Regulations (FAR) Subpart 4.7 Comrocior Records Retention.

Scientific Technologies Corporation and its Subcontractors shall maintain books, records, documcnLs,
and other evidence of accounting procedures and practices, which properly and sufficiently refleci all
direct and indirect costs invoiced in the performance of their re.spcctive obligations under the Contract.
Scientific Technologies Corporation and its Subcontractors shall retain alt such records for three (3)
years following termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one (I) year following the terntination of all
litigation, including the termination of all appeals or the expiration of the appeal period.
Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal
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officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided within Mcrrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Delivery of and access to such records shall be at no cost to the State during the three (3) year
period following termination of the Contract and one (I) year term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Scientific Technologies
Corporation shall include the record retention and review requirements of this section in any of its
subcontracts.

The Slate agrees that books, records, documents, and other evidence of accounting procedures and
practices related to Scientific Technologies Corporation's cost structure and profit factors shall be
excluded from the Slate's review unless the cost of any other Services or Deliverables provided under
the Contract is calculated or.dcrived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

Scientific Technologies Corporation shall maintain an accounting system in accordance with
Generally Accepted Accounting Principles. The costs. applicable to the Contract shall be
ascertainable from the accounting system and Scientific Technologies Corporation shall maintain
records pertaining to the Services and all other costs and expenditures.
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1. STATE MEETINGS AND REPORTS

The Slate believes ihat effective communication and reporting arc essential to Project success.
}

Scientific Technologies Corporation Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

a. Kickoff Meeting: Participants will include the Stale and Scientinc Technologies Corporation
Project Team and major stakeholders. This meeting is to establish a sound foundation for
activities that will follow.

b. Status Meetings: Participants will include, at the minimum, the Scientific Technologies
Corporation Project Manager and the Slate Project Manager. These meetings will be conducted
at least weekly for PRISM and TB PAM work and bi-weekly for NHEDSs work and address
overall Project status and any additional topics needed in order to ensure that the Project
remains on schedule and within budget. A written status will be emailed to the State Project
Manager. An error report from Scientific Technologies Corporation shall serve as the basis for
discussion.

c. The Work Plan: must be reviewed at each Status Meeting and updated, at minimum, on a bi
weekly basis, In accordance with the Contract.

d. Special Meetings; Need may arise for a special meeting with State leaders or Project
stakeholders to address specific i.ssucs.

e. Exit Meeting: Participants will include Project leaders from Scientific Technologies
Corporation and the State. Discussion will focus on lessons learned from the Project and on
follow up options that the State may wish to consider.

The State expects Scientific Technologies Corporation to prepare agendas and background for and
minutes of meetings, Background for each status meeting must include an updated Work Plan.
Drafting of formal presentations, such as a presentation for the kickoff meeting, will also be Scientific
Technologies Corporation's re.sponsibility.

The Scientific Technologies Corporation Project Manager or Scientific Technologies Corporation
Key Project Staff shall submit monthly status reports in accordance with the Schedule and terms of
this Contract. All status reports shall be prepared in formats approved by the State. The Scientific
Technologies Corporation's Project Manager shall assist the State's Project Manager, or itself
produce reports related to Project Management as reasonably requested by the State, all at no
additional co.st to the State. Scientific Technologies Corporation shall produce Project status reports,
which shall contain, at a minimum, the following:
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1. Project status related to the Work Plan;
2. Deliverable status;

3. Accomplishments during weeks being reported;
4. Planned activities for the upcoming two (2) week period;
5. Future activities; and

6. Issues and concerns requiring resolution.
7. Report and remedies in case of falling behind Schedule

As reasonably requested by the State, Scientific Technologies Corporation shall provide the State
with information or reports regarding the Project. Scientific Technologies Corporation shall prepare
special reports and presentations relating to Project Management, and shall assist the State in
preparing reports ajid presentations, as reasonably requested by the State, all at no additional cost to
the Slate.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

Scientific Technologies Corporation shall employ an Implementation strategy with a timeline

set forth in accordance with the Work Plan:

Scientific Technologies Corporation and the Stale shall adopt a change management approach
to identify and plan key strategies and communication initiatives.

The Scientific Technologies Corporation team will provide training templates as defined in the
Training Plan, which will be customized to address the Stale's specific requirements.
Decisions regarding format, content, style, and presentation shall be made early on in the
process, by the State, providing sufficient time for enhancement.of material as functionality is
defined and configured.

Scientific Technologies Corporation shall utilize an approach that fosters and requires the
participation of State re.sourccs, uses their business expertise to a.ssist with the configuration of
the applications, and prepares the State to assume responsibility for and ownership of the new
system. A focus on technology transition shall be deemed a priority.

Scientific Technologies Corporation shall manage Project execution and provide the tools
needed to create and manage the Project's Work Plan and tasks, manage and schedule Project
staff, track and manage issues, manage changing requirements, maintain communication
within the Project Team, and report status.

Scientific Technologies Corporation shall adopt an Implementation time-line aligned with the
State's required time-line.
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2.2 Timeline

The limeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be established for; the preliminary training plan, the change management
plan, communication approaches. Project standards and procedures finalized, and team
training initiated.

3. PROJECT MANAGEMENT METHOD

Scientiftc Technologies Corporation shall follow a custont designed project management methodology
from Agile Project Management and Water Fall (Project Management Institute - PMI) Project
Management. The approach has adapted portions of Agile and Water Fall to provide the ability to be
more iterative and flexible. Scientific Technologie.s Corporation shall conduct a "Fit for Purpose"/
"Client Fit" review that will enable Scientific Technologies Corporation to tailor the project
management approach based upon the needs and experience of the State. The approach incorporates
Gates (Customer sign-off prior to moving to next pha.sc) to ensure we arc meeting the State's needs.

Scientific Technologies Corporation has provided an outline of project management.

A. standard project will have the following:
1. Requirements Gathering / Review - Client Sign-off
2. Communications Plan

a. Communications Matrix / Plan

b. Roles & Responsibilities.
c. RASCI - Responsibility Assignment Matrix

3. Risk Management
a. Risks that arc considered High-Impact and High-Probability
b. An approved mitigation plan.
c. Mitigation plans for; High- Probability and Medium-Impact, Medium

Probability and High-Impact
4. Change Management - All have client Sign-off
5. Project Issue Management
6. Project Management Schedule/Plan
7. Status Reports
8. Go-Live

a. Go-Live Go^o-Go - Client Sign-off
b. Go-Live Plan

9. Project Close / Transition to Maintenance Plan - Client
a. Sign-off

10. Lessons Learned

11. Other
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Project Management Tools:

1. Projcci Schedules arc created with Microsoft Project 2010 or 2013.

2. Confluence Project Site - A Software tool to foster communication and collaboration is
integrated with the Scicniific Technologies Corporation software enhancement tool, Jira. The
State staff shall have accounts to Confluence and Jira to create tickets, review meeting
minutes, and other system docunKntation.
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1. SECURITY

Scicniific Technologies Corporation shall ensure that appropriate levels of security are implemented
and maintained in order to protect the confidentiality, integrity, reliability and availability of the
Slate's Information Technology resources, information, and services. Security requirements are
defined in Exhibit H of this Contract. Scientific Technologies Corporation shall provide the Slate with
resources, information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business continuity and to safeguard the confidentiality and integrity of
State networks, Systems and Data.
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When Software enhancements are developed. Scientific Technologies Corporation shall provide the following
Products and Services described in this Exhibit F, including but not limited to:

i. TESTING AND ACCEPTANCE

Scientific Technologies Corporation shall bear all responsibilities for the full suite of Test Planning
and preparation throughout the Project. Scientific Technologies Corporation will also provide training
as necessary to the State staff responsible for test activities. Scientific Technologies Corporation shall
be responsible for all aspects of testing contained in the Acceptance Test Plan including support, at no
additional cost, during User Acceptance Test conducted by the State and the testing of the training
materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the finalized Work
Plan. A separate Test Plan and set of test materials will be prepared for each Software function or
module.

All Testing and Acceptance (both business and technically oriented testing) shall apply to testing the
System as a whole, (e.g., software modules or functions, and lmplcmcntation{s)). This shall include
planning, lest scenario and script enhancement, Data and System preparation for testing, and execution
of Unit Tests, System Integration Tests, Conversion Tests, Installation tests. Regression tests.
Performance Tuning and Stress tests. Security Review and tests, and support of the State during User
Acceptance Test and Implementation.

In addition. Scientific Technologies Corporation shall provide a mechanism for reporting actual test
results vs. expected results and for the resolution and tracking of all errors and problems identified
during test execution. Scientific Technologies Corporation shall also correct Deficiencies and support
required re-testing.

1.1 Test Planning and Preparation

Scientific Technologies Corporation shall provide the State with an overall Test Plan that will
guide all te.sting. The Scientific Technologies Corporation provided. State approved. Test Plan
will include, at a minimum, identification, preparation, and Documentation of planned testing,
a requirements traceability matrix, test variants, test scenarios, test cases, lest scripts, lest Data,
test phases, unit tests, expected results, and a tracking method for reporting actual versus
expected results as well as all errors and problems identified during test execution.

As identified in the Acceptance Test Plan, and documented in accordance with the Work Plan
and the Contract, Stale testing will commence upon Scientific Technologies Corporation's
Project Manager's Certification, in writing, that Scientific Technologies Corporation's own
staff has succc.ssfuliy executed all prerequisite Scientific Technologies Corporation testing,
along with reporting the actual testing results, prior to the start of any testing executed by State
staff. The State will be presented with a State approved Acceptance Test Plan, test scenarios,
test cases, test scripts, test data, and expected results.

2015-063 Exhibit F Testing Services
Initial and Date AM Pages: r—-—y.
Scientific Technologies Corporation Initials\j ̂  ^3 of 72
Dale: /0/S7^etC



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT- PART 2

EXHIBIT F

TESTING SERVICES

The Siaie will commence iis testing within five (5) business days of receiving Certification
from Scientific Technologies Corporation that the State's personnel have been trained and the
System is installed, configured, complete, and ready for State testing. The testing will be
conducted by the Slate in an environment independent from Scientific Technologies
Corporation's enhancement environment. Scientific Technologies Corporation must assist the
State with testing In accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the
State.

Scientific Technologies Corporation mu.si demonstrate that their testing methodology can be
integrated with the State standard methodology.

1,2 Unit Testing

In Unit Tejtting, Scientific Technologies Corporation shall test the application component.s on
an individual basis to verify that the inputs, outputs, and processing logic of each application
component functions without errors. Unit testing is performed in either the enhancement
environment or a testing environment.

The goal is to find errors in the smallest unit of software before logically linking it into larger
units. If successful, subsequent testing should only reveal errors related to the integration
between application modules.

The Scientific Technologies Corporation developer, who is responsible for a specific unit of
work, will be responsible for conducting the unit testing of their modules.

Develop the scripts needed to unit test individual application modules.
interface(s) and conversion components.
For application modules, conversions and interfaces the Scientific Technologies
Corporation team will identify applicable test scripts and installation
instructions, adapt them to the Project specifics, test the process, and compare
with the documented expected results.

Unit-Tested Modules that have been tested to verify that the inputs, outputs, and
processing logic of each application module functions without errors.
Individual deuiled test scripts and installation guides list all the required actions
and data to conduct the test, the process for test execution, and the expected
results.

2015-063 Exhibit F Testing Services
Initial and Date All Pages: ^
Scientific Technologies Corporation Initials
Date: ^

Page 44 of 72



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT. PART 2

EXHIBIT F

TESTING SERVICES.

1.3 System Integration Testing

The new Sysiem is tested in integration with other application systems (legacy and service
providers) in a production-like environment. System Integration Testing validates the
integration between the individual unit application modules and verifies that the new System
meets defined requirements and supports execution of interfaces and business processes. The
System Integration Test Is performed in a test environment.

Thorough end-to-end testing shall be performed by the Scientific Technologies Corporation
team(s) to confirm that the Application integrates with any interfaces. The test emphasizes
end-to-end business processes, and the flow of information across applications (IF
APPROPRIATE). It includes all key business processes and interfaces being implemented,
confirms data transfers with external parties, and includes the transmission or printing of all
electronic and paper documents.

K  ?-
f.

'1'4-

Systems Iniegraiion Testing validates (he integration between the target application
modules and other systems, and verifies that the new System meets defined
interface requirements and supports execution of business procc.s.scs. This test
emphasizes end-to-end business processes and the flow of information across the
application. It includes all key business processes and interfaces being
implemented, confirms data transfers with external parties, and includes the
u-ansmi.<sion or printing of all electronic and paper documents.

Take the lead in developing the Systems Integration Test Specifications.
Work jointly with the State to develop and load the data profiles to support the
test Specifications.
Work jointly with the State to validate components of the test scripts.

Work Jointly with Scientific Technologies Corporation to develop the Systems
Integration Test Specification.s.
Work jointly with Scientific Technologies Corporation to develop and load the
data profiles to support the test Specifications.
Work jointly with Scientific Technologies Corporation to validate components
of the test scripts, modifications, fixes and other System interactions with the
Scientific Technologies Corporation supplied Software Solution.

The Iniegraiion-Testcd System indicates that all interfaces between the
application and the legacy and third-pany systems, interfaces, and applications
are functioning properly.

1.4 User Acceptance Testing (UAT)
UAT begins upxjn completion of the Software configuration as required and user training
according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by the
State.

The Scientific Technologies Corporation's Project Manager must certify in writing, that the
Scientific Technologies Corporation's own staff ha.s successfully executed all prerequisite
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Scientific Technologies Corporation testing, along with reporting the actual testing results
prior to the start of any testing executed by State staff.

The State shall be presented with all testing results, as well as written Certification that
Scientific Technologies Corporation has successfully completed the prerequisite tests, meeting
the defined Acceptance Criteria, and performance standards. The State shall commence
testing within five (5) business days of receiving Certification, in writing, from Scientific
Technologies Corporation that the system is installed, configured, complete and ready for
State testing. 'I'he State shall conduct the UAT utilizing scripts developed as identified in the
Acceptance Test Plan to validate the functionality of the System and the interfaces, and verify
Implementation readiness. UAT is performed in a copy of the production environment and
can serve as a performance and stre.ss te.si of the System. The U.ser Acceptance Test may
cover any aspect of the new Sy.stem. including administrative procedures (such as backup and
recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the
production environment. The U.ser Acceptance Test verifies System functionality against
predefined Acceptance criteria that support the successful execution of approved business
processes,

UAT will also serve as a performance and stress test of the System. It may cover any aspect of
the new System, including administrative .procedures such as backup and recovery. The
results of the UAT provide evidence that the new System meets the User Acceptance criteria
as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System meets the User
Acceptance criteria as defined in the Work Plan.

Upon .successful conclusion of UAT and successful System deployment, the State will issue a
letter of UAT Acceptance and the respective Warranty Period shall commence.

'^1
1,'

The System User Acceptance 'lest.s verify System functionality against predefined
Acceptance criteria that support the successful execution of approved processes.

•  Provide the State an Acceptance Te.si Plan and .selection of test scripLs for the
Acceptance Test.

• Monitor the execution of the lest .scripi.s and a.ssi.st as needed during the User
Acceptance Test activities.

• Work jointly with the State in determining the required actions for problem
resolution.

•  Approve the enhancement of the User Acceptance Test Plan and the set of dau
for use during the User Acceptance Test.

• Validate the Acceptance Test environment.
•  Execute the test scripts and conduct User Acceptance Test aciiviiies.
• Document and summarize Acceptance Test result.s.
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• Work Jointly with Scientific Technologies CorpKjration in determining the
required actions for problem resolution.

'• Provide Acceptance of the validated Systems.

The Deliverable for User Acceptance Tesi.s is the User Acceptance Test Results.
These results provide evidence that the new System meets the U.scr Acceptance
criteria defined in the Work Plan.

1.5 Performance Tuning and Stress Testing
Performance and stress testing will not be performed as a part of this contract. The PRISM
application is considered a third-party application and its underlying architectural design and
non-functional capabilities are outside the control of Scientific Technologies Corporation.
However, Scientific Technologies Corporation is willing to work with the State to analyze and
diagnose any untoward results of performance testing performed by the state or other parties.

1.6 Regression Testing

As a result, of the user testing activities, problems will be identified that require correction.
The State will notify the Scientific Technologies Corporation of the nature of the testing
failures in writing. The Scientific Technologies Corporation will be required to perform
additional testing activities in response to State and/or user problems identified from the
testing results. Regression testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused unintended
adverse effects, and to verify that the modified and related (possibly affected) System
components still meet their specified requirements:

a. For each minor failure of an Acceptance Test, the Acceptance Period shall be
extended by corresponding time defined in the Test Plan.

b. Scientific Technologies Corporation shall notify the State no later than <fivc (5)
business days> from the Scientific Technologies Corporation's receipt of written
notice of the test failure when Scientific Technologies Corporation expects the
corrections to be completed and ready for rctesting by the State. Scientific
Technologies Corporation will have up to five (5) business days to make corrections
to the problem unles.s specifically extended in writing by the State.

c. When a programming change is made in response to a problem identified during user
testing, a regression Test Plan should be developed by Scientific Technologies
Corporation based on the understanding of the program and the change being made to
the program. The Test Plan has two objectives:

1. validate that the change/update has been properly incorporated into the
program; and

2. validate that there has been no unintended change to the other portions of the
program.
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d. Scicniific Technologies Corporation will be expected to:
I. Create a set of test conditions, test cases, and test data that will validate that

the change has been incorporated correctly;
Create a set of test conditions, test cases, and test data that will validate that

the unchanged ponion.s of the program .still operate correctly; and
Manage the entire cyclic process.

2.

3.

e. Scientific Technologies Corpwration will be expected to execute the regression test,
provide actual testing results, and certify its completion in writing to the State prior to
passing the modified Software application to the users for rctesting.

In designing and conducting such regression testing, , Scientific Technologies
Corporation will be required to asse.s.s the risks inherent to the modification being
implemented and weigh those risks against the time and effort required for
conducting the regression tests. In other words, Scientific Technologies Corporation
will be expected to design and conduct regression tests that will identify any
unintended consequences of the modification while taking into account Schedule and
economic considerations.

1.7 Security Review and Testing

IT Security involves all functions pertaining to the securing of State Data and Systems
through the creation and definition of security policies, procedures and controls covering such'
areas as identification, authentication and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets. Tests shall focus on the technical,
administrative and physical security controls that have been designed into the System
architecture in order to provide the necessary confidentiality, integrity and availability. Tests
shall, at a minimum, cover each of the service components. Test procedures shall include
penetration tests (pen tests), code analysis, and review.

Service Component Defines the set of capabilities that:
Identification and

Authentication

Supports obtaining information about those parties attempting to
log onto a system or application for security purposes and the
validation of users

Access Control Supports the management of permissions for logging onto a
computer or network

Encr\'ption Supports the encoding of data for security purposes

Intrusion Detection Supports the detection of illegal entrance into a computer system
Verification Supports the confirmation of authority to enter a computer

system, application or network

Digital Signature Guarantees (he unaltered state of a file

User Management Supports the administration of computer, application and network
accounts within an organization.
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Role/Privilege
ManaRcmenl

Supports the granting of abilities to users or groups of users of a
computer, application or network

Audit Trail Capture
and Analysi.s

Suppons the identification and monitoring of activities within an
application or system

input Validation Ensures the application is protected from buffer overflow, cross-
site scripting. SQL injection, and unauthorized access of files
and/or directories on the server.

1.8

Tests shall focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide the necessary confidentiality,
integrity and availability. Tests shall, at a mitiimum. cover each of the service components.

Prior to the System being moved into production Scientific Technologies Corporation shall
provide results of all security testing to the Department of Information Technology for review
and Acceptance. All Software and hardware shall be free of malicious code (malware).

Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.
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1. SYSTEM MAINTENANCE

Scientific Technologies Corporation shall maintain and support the System in all material respects as

described in the Statement of Work for Maintenance (Attachment 3) and Statement of Work for
Development (Attachment 4), applicable program Documentation through the contract end date.

1.1 Scientific Technologies Responsibility
Scientific Technologies shall maintain the in accordance with the Contract. Scientific
Technologies Corporation will not be responsible for maintenance or support for Software
developed or modified by the State including but not limited to new version releases, bug
fixes. Improvements and patches. Scientific Technologies Corporation is not responsible for
the maintenance of hardware or software developed by the State. See Attachments 3 and 4, for
Statement of Work for Maintenance and Development.

1.1.1 Maintenance Releases

Scientific Technologies Corporation shall make available to the State at least four (4)
updates releases per a year per a year for general maintenance releases, and any other
selected functionality releases, patches, and Documentation that are generally offered
to its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1 Scientific Technologies Corporation's Responsibility
Scientific Technologies Corporation will be responsible for performing on-site or remote
technical support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

As part of the Software maintenance agreement, ongoing Software maintenance and support
levels, including all new Software relea.ses, shall be responded to according to the following:

a. Class A Deficiencies (Telephone Support)
For all Class A Deficiencies, Scientific Technologies Corporation shall provide, to
the State, on-call telephone assistance, with issue tracking available to the State,
twenty four (24) hours per day and seven (7) days a week with an e-mail / telephone
response within two (2) hours of request;

b. Class A Deficiencies (On-sUe or Remote Support)

For all Class A Deficiencies, Scientific Technologies Corporation shall provide
support on-site, or with remote diagnostic services, within four (4) business hours of
a request; and

c. Class B & C Deficiencies -The State shall notify the Scientific Technologies
Corporation of such Deficiencies during regular business hours and the Scientific
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Technologies Corporation shall respond back within four (4) hours of notification of
planned corrective action;

3. SUPPORT OBLIGATIONS AND TERM

3.1 Scientific Technologies Corporation shall repair or leplace Software, and provide
maintenance of the Software in accordance with the Specifications and terms and
requirements of the Contract;

3.2 Scientific Technologies Corporation shall maintain a record of the activities related to
waiTanty repair or maintenance activities performed for the Slate;

3.3 For all maintenance Services calls, Scientific Technologies Corporation shall ensure the
following information will be collected and maintained: 1) nature of the Deficiency; 2)
current status of the Deficiency; 3) action plans, dates, and times; 4) expected and actual
completion time; 5) Deficiency resolution information, 6) Resolved by, 7) Identifying number
i.e. work order number, 8) Issue identified by; and

3.4 Scientific Technologies Corporation must work with the Stale to identify and troublcshooi
potentially large-scale System failures or Deficiencies by collecting the following information:
1) mean time between reported Deficiencies with the Software; 2) diagnosis of the root cause
of the problem; and 3) identification of repeat calls or repeat Software problems.

3.5 If Scientific Technologies Corporation fails to coirect a Deficiency within the allotted period
of lime stated above, Scientific Technologies Corporation shall be deemed to have committed
an Event of Default, and the State shall have the right, at its option, to pursue the remedies in
Part 2, Exhibit C, Section 3, as well as to return Scientific Technologies Corporation's product
and receive a refund for all amounts paid to Scientific Technologies Corporation, including but
not limited to, applicable license fees, within ninety (90) days of notification to Scientific
Technologie.s Corporation of the State's refund request.

3.6 If Scientific Technologies Corporation fails to correct a Deficiency within the allotted period
of time stated above. Scientific Technologies Corporation shall be deemed to have committed
an Event of Default, and the State shall have the right, at its option, to pursue the remedies in
Part 1 Section 14.
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Coniraci Requirements described in Contact Attachment 2 - Contract Requirements. Contract
Attachment 3 - Scientific Technologies Corporation Statement of Work NHEDSS Software
Development 20l5-20i6 7-17-2015, and Contract Attachment 4 - Scientific Technologies
Corporation Statement of Work NHEDSS Software Maintenance & Support 2015-2016 7-17-2015
are hereby incorporated into this contract.
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Scientific Technologies Corporation's Project Manager and the State Project manager shall finalize the Work
Plan within ten (10) days of (he Effective Date and further refine the tasks required to implement the Project.
The elements of the preliminary Work Plan are documemed in accordance with Scientific Technologies
Corporation's plan to implement the Application Software. Continued enhancement and management of the
Work Plan is a joint effort on the part of Scientific Technologies Corporation and State Fhrojcct Managers.

The preliminary Work Plan created by Scientific Technologies Corporation and the State is set forth at the
end of this Exhibit.

In conjunction with Scientific Technologies Corporation's Project Management methodology, which shall be
used to manage the Project's life cycle, the Scientific Technologies Corporation team and the State shall
finalize the Work Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It shall also
address intra-task dependencies, resource allocations (both State and Scientific Technologies Corporation
team members), refine the Project's scope, and establish the Project's Schedule. The Plan is documented in
accordance with Scientific Technologies Corporation's Work Plan and shall utilize Microsoft Office Word
product to support the ongoing management of the Project.

I. ASSUMPTIONS

1.1 General ^

•  The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document
State StafTing Matrix.

•  All State tasks must be performed in accordance with the revised Work Plan.
•  All key decisions will be resolved within five (5) business days. Issues not resolved

within this initial period will be escalated to the State Project Manager for resolution.
•  Any activities, decisions or issues taken on by the State that affect the mutually

agreed upon Work Plan timeline, scope, resources, and costs shall be subject to the
identified Change Control process.

•  Scientific Technologies Corporation shall provide a separate e.scrow agreement for
the application.

•  Scientific Technologies Corporation shall maintain an accounting system in
accordance with Generally Accepted Accounting Principles (GAAP).

1.2 Logistics
•  The Scientific Technologies Corporation Team shall perform work at the associated

work locations. Onsitc meetings may occur if needed.
•  The Scientific Technologies Corporation Team may perform work at a facility other

than that furnished by the State, when practical, at their own expense.
•  The Scientific Technologies Corporation Team shall honor all holidays observed by

Scientific Technologies Corporation or the State, although with permission, may
choose to work on holidays and weekends.
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•  The State shall provide assistance with set up of Virtual Private Network (VPN)
accounts and access and accc.ss to any necessary internal Slate networks and/or
software (within State standards).

1.3 Project Management
•  The State shall approve the Project Management Methodology u.sed for the Project.
•  The State shall provide the Project Team with reasonable access to the State

personnel as needed to complete Project tasks.
•  Scientific Technologies Corporation shall utilize an electronic mechanism such as

Atlassain or to serve as the centralized storage of Project documents including
Project Plans, meeting minutes, system documentation, status updates, and other
materials. Tickets will be resolved using Jira/a similar electronic system for creation,
updates, and communication on progress.

•  Scientific Technologies Corporation shall provide accounts to the Ailassian system
for the State Project Team to access documents and create tickets as needed for
technical issues.

•  Scientific Technologies Corporation assumes that an Alternate Project Manager may
be appointed from time to time to handle reasonable and ordinary absences of the
Project Manager.

1.4 Technical Environment and Management
•  The State is responsible for providing the hardware, network, and communication

facilities needed to support the Project,
•  The State will be responsible for daily backup of the servers including the

application and the MS-SQL produced database backups. Any and all costs
associated with problems to restore or recover from a failure due to compromised
Slate backup procedures will be the responsibility of the State. The State will
confirm that the backups are completed correctly if the state-generated backup files
are not valid or are corrupt, the State will notify Scientific Technologies
immediately.

•  Scientific Technologies Corporation shall develop and implement a script for
database backups to be handled via MS-SQL scheduled daily events, whereby
nightly backups of the database will he stored on the production drives. Thirty daily
backups will be retained. The SQL scripting required to make this happen will be the
responsibility of Scientific Technologies Corporation. Scientific Technologies
Corporation will monitor the performance of this script at least weekly to ensure that
usable backups are being made available to the State. All costs associated with
problems to restore or recover from a failure due to compromised Scientific
Technologies Corporation backup procedures will be the responsibility of Scientific
Technologies Corporation.

•  The State will seek approval from Scientific Technologies Corporation before
making any modifications to the application outside the updates provided via the
installation process or run any script that will update the database.
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•  Scientific Technologies Corporation will notify the State Project Manager of
any environment changes or planned updates. The State Project Manager
will then notify DolT of any updates or patches for planning purposes.

•  Designated State .systems administrators and DoIT personnel shall be available and
respond for requests for assistance during normal working hours and for adjustments
to operating systems configurations and tuning.

•  Scientific Technologies Corporation will lead an effort, including the State of New
Hampshire Operations Team, to identify the hardware requirements for the
enhancement, test and production environments. The State of New Hampshire shall
satisfy those hardware requirements prior to Scientific Technologies Corporation
and State of New Hampshire teams building of the environment.

•  Designated State system administrators and DoIT personnel shall be available during
normal working hours and for adjustments to operating systems configurations and
tuning.

1.5 Project Schedule
•  Deployntcni is planned to begin on September I, 2015 with a planned go-live dates

' detailed out in the Scope of Work documents.

1.6 Reporting
•  Scientific Technologies Corporation shall conduct project status meetings (weekly

for work planned and completed in 2015 and biweekly for work in 2016 and
thereafter), and provide written reports that include, but are not limited to. minutes,
action items, test results and related documentation.

1.7 User Training
•  The Scieiuific Technologies Corporation Team will provide demonstrations of

new functionality through a virtual WebEx and recorded with both audio and
video recorded and made available to the Stale Team.

1.8 Performance and Security Testing
•  The Scientific Technologies Corporation Team shall provide the User Acceptance

Testing Scripts for the State Team to complete.
•  Feedback from the State Team for UAT will be captured electronically and sent to

the Scientific Technologies Corporation Project Manager.
•  The Stale shall work with Scientific Technologies Corporation on performance

testing as set forth in Contract Exhibit F - Tesiinn Services.

2. ROLES AND RESPONSIBILITIES

2.1 Scientific Technologies Corporation Team Roles and Responsibilities

2.1.2 Scientific Technologies Corporation Team Project Executive
The Scientific Technologies Corporation Team's Project Executives (Scieniific
Technologies Corporation and Subcontractor Project Executives) shall be
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responsible for advising on and monitoring the quality of the Implementation
throughout the Project life cycle. The Project Executive shall advise the Scientific
Technologies Corporation Team Project Manager and the State's Project leadership
on the best practices for implementing the Scientific Technologie.s Corporation
Software Solution within the State. The Project Executive .shall participate in the
definition of the Project Plan and provide guidance to the State's Team.

2.2 Scientific Technologies Corporation Team Project Manager
The Scientific Technologies Corporation Team Project Manager shall have overall
responsibility for the day-to-day management of the Project and shall plan, track, and
manage the activities of the Scientific Technologies Corporation Implementation Team. The
Scientific Technologies Corporation Team Project Manager will have the following
responsibilities:
•  Maintain communications with the State's Project Manager;
•  Work with the State in planning and conducting a kick-off meeting;
•  Create and maintain the Work Plan;

•  Assign Scientific Technologies Corporation Team consultants to tasks in the
Implementation Project according to the scheduled staffing requirements:

•  Define roles and responsibilities of all Scientific Technologies Corporation Team
members;

•  Provide written weekly updates to the State Program Manager. The updates will be
weekly for work completed up until December 31, 2015 and biweekly for
enhancement work beginning January I, 2016.

•  Notify the State Project Manager of requirements for State resources in order to
provide sufficient lead time for resources to be made available;

•  Review ta.sk progress for lime, quality, and accuracy in order to achieve progre.ss.
•  Review requirements and scheduling changes and identify the impact on the Project

in order to identify whether the changes may require a change of scope;
•  Implement scope and Schedule changes as authorized by the State Project Manager

and with appropriate Change Control approvals as identified in the Implementation
Plan;

•  Inform the State Project Manager and staff of any urgent issues if and when they
arise;

•  Provide the State completed Project Deliverables and obtain sign-off from the
State's Project Manager.

2.3 Scientific Technologies Corporation Team Analysis
The Scientific Technologies Corporation Team shall conduct analysis of requirements,
validate the Scientific Technologies Corporation Team's understanding of the State business
requirements by application, and perform business requirements mapping:
•  Construct and confirm application te.si case scenarios;

•  Produce application configuration definitions and configure the applications;
•  Conduct testing of the configured application;
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•  Produce funciional Specificaiions for extensions, conversions, and interfaces;
•  Assist the Slate in the testing of extensions, conversions, and interfaces;
•  Assist the State in execution of the State's Acceptance Test;
•  Conduct follow-up meetings to obtain feedback, results, and concurrence/approval

from the Slate;

•  Assist with the correction of configuration problems identified during system,
integration and Acceptance Testing; and

•  Assist with the transition to production.

2.4 Scientific Technologies Corporation Team Tasks
The Scientific Technologies Corporation team shall assume the following tasks:

•  Enhancement and review of functional and technical Specification to determine that
they arc at an appropriate level of detail and quality;

•  Enhancement and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

•  Enhancement and Documentation of installation procedures; and

•  Enhancement and execution of unit test scripts;

•  Unit testing of conversions and interfaces developed; and

•  System Integration Testing.

3. State Roles and Responsibilities
The following State resources have been identified for the Project. The time demands-on the
individual Stale team members will vary depending on the phase and specific tasks of the
' Implementation. The demands on the Subject Matter Experts' time will vary based on the need

determined by the State Leads and the phase of the Implementation.

3.1 State Project Manager
The State Project Manager shall work side-by-side with the Scientific Technologies
Corporation Project Manager. The role of the State Project Manager is to manage State
resources (IF ANY), facilitate completion of all tasks assigned to State staff, and
communicate Project status on a regular basis. The State Project Manager represenLs the
State in all decisions on Implementation Project matters, provides all necessary support in
the conduct of the Implementation Project, and provides necessary State resources, as
defined by the Work Plan and as otherwise identified throughout the course of the Project.
The Stale Project Manager ha.s the following rcspon.sibilitie.s:
•  Plan and conduct a Kick-Off meeting with assistance from the Scientific

Technologies Corporation team;
•  Assist the Scientific Technologies Corporation Project Manager in the enhancement

of a detailed Work Plan;

•  Identify and secure the State Project Team members in accordance with the Work
Plan;
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Define roles and responsibililics of all State Project Team members assigned to the
Project;
Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implementation

tasks;

Communicate issues to State management as necessary to secure resolution of any
matter that cannot be addressed at the Project level;
Inform the Scientific Technologies Corporation Project Manager of any urgent
issues if and when they arise; and
Assist the Scientific Technologies Corporation Team staff to obtain requested
information if and when required to perform certain Project tasks.

3.2 State Subject Matter Expertfs) (SME)
The role of the State SME is to assist application teams with an understanding of the
State's current business praaiccs and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:

Be the key u.scr and contact for the Department;
Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;
Assist in validating and documenting user requirements, as needed;

Leads and completes user acceptance testing;

Attends test review meetings:
Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution;
Provides feedback for User Acceptance Testing and enters tickets as needed
to track Deficiencies until resolved;

Assist in mapping business requirements;
Assist in System Integration, and Acceptance Testing;
Assist in performing conversion and integration testing and Data
verification;

Attend Project meetings when requested; and

Assist in training end users in the use of the Scientific Technologies
Corporation Software Solution and the business processes the application
supports.

3.4 State Technical Lead and Architect

The State's Technical Lead and Architect reports to the State's Project Manager and
is responsible for leading and managing the State's technical tasks. Responsibilities
include:

•  Attend technical training as necessary to support the Project;
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•  Assisi ihc Slate and Scientific Technologies Corporation Team Project
Managers to establish the detailed Work Plan;

•  Manage the day-to-day activities of the State's technical resources assigned
10 the Project;

•  Work with Slate IT management to obtain State technical resources in
accordance with the Work Plan;

•  Work with the Scientific Technologies Corporation Technical Lead and the
Slate's selected hardware Scientific Technologies Corporation to archiicct
and establish an appropriate hardware platform for the State's Project
enhancement and production environments;

•  Work in partnership with the Scientific Technologies Corporation and lead
the State technical staffs efforts in documenting the technical operational
procedures and prfx:esses for the Project. This is a Scientific Technologies
Corporation Deliverable and it will be expected that Scientific Technologies
Corporation will lead the overall effort with support and assistance from the
State;

•  Represent the technical efforts of the State as needed during Project
meetings;

•  Assures timely response and resolutions for tickets submitted related to
project; and

•  Arranges and assures for proper backup coverage for ticket response and
resolution and communicates coverage plan to State's Project Manager.

33 Slate Network Administrator (DoIT) -
The Stale Network Administrator will provide technical support regarding networking
requirements administration. The responsibilities will inelude: '
•  Assess the ability of the State's overall network architecture and capacity to

adequately support implemented applications;
•  Establish connections among the database and application servers; and
•  Establish connections among the desktop devices and the Application and databa.sc

servers.

4. SOFTWARE APPLICATION

Deiail whai sofrware is requiredfor the Contractor to perform the activities of the Contract.

5. conversions

There are no conversions planned for this contract.

6. INTERFACES

Interfaces shall be implemented in cooperation with the State. None are planned at this time.
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Table 6.1: RESERVED

liilcrlai'i (Vinipftni'tits. it Ri'spoiKiltli' lU'-'Criplioii

7. APPLICATION MODIFICATION

To more fully address the Slate's requirements, the Scientific Technologies Corporation Team shall
implement the following application modifications. The following Table 6.1 identifies the
modifications that are within the scope of this Contract.

Table 7.1: Modifications - Scientific Technologies Corporation Developed

Kt'tjiiiri'iiU'iil ('iiiiip<iiu-iUs. iC
:ip|)tii':ihlt>

l'!iili;itK'riiii'iil lU-Ncripliiiti

NHEDSS Remove the Lo.st to Follow up on Case
Classification. Create a new drop down
(ycs/no/unknown) question (Label = Lost to follow-
up) on (Op portion of the "Ca.se Reporting" page,
if yes, then ask why (Free text).

1 The field will be exportable A, searchable,
Question and both responses will appear on the print
investigation.
Data Migration will he included with this work to
move data in the Case Oassificaiion to the new

check box.

NHEDSS If User A creates an alert, User B can also sec the

same aleas (assuming both users have the
permission to manage the alerts).
The alerts currently only go to one email, but the
alerts can be viewed by other users with the
permission.

iwtiiiiriTi
Phase 2: Simple XML form enhancement
Assumptions: shared cost with MS (MS to match)

H—
1. Physician Card with Lyme Disease questions.
2. Login i.s required, but can be generic
Facility User in NHEDSS (possible use).
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Kcqtiiri'iiU'in Conipoiiciils. if l''.<iliatu'i-nu-nt lU'vii liitini)
ii|)|ilii;iliU-

NHEDSS - Ebola

TB PAM

TB PAM

TB PAM

PRISM

PRISM

Phase 3: Additional integration between fields and
field validation in an XML form enhancement

Assumptions: shared cost with MS (MS to match)

Allow users to view Sentinel Labs within TBPAM

to increase workflow efficiency and viewing of data
to make informed decisions. I^bs are viewable

within system but not populate data. Populating can
be integrated at a later time and is not part of this
estimate.

This Log will increase efficiencies within TBPAM
and support reporting needs for grant purposes.

Currently allows NH to link the contact to the
original case. The contact can change to a TB
Active case. This CR will map all the fields that
map over from a contact to an Active case.

Syphilis and Gonorrhea Interview. Remove the
requirement for an interview and make it optional.
Add drop down menu for reason not interviewed.

Causes a delay in current morbidity. Currently
PRISM requires a user to complete and close the
case. PRISM docs not allow for morbidity counts if
the case is open.

PRISM

PRISM

PRISM

PRJSM

Negative labs within the same field record with a
different disease. This functionality is present in
STDMIS but not PRISM. Having to complete a full
visit in one field record is not efficient for users to

put in notes, unable to efficiently track information
or pull out for data report purposes.

Add drop down or check box to indicate if an
interview was assigned. If answer is 'no' do not
require to have all the ix fields filledrcijuirc lu iiavc aii tiic ia nciua imcu

Auto populate so all risk questions default to 'did not
ask'

Have all notes viewable in one tab, both within a

Field Record &. within a Patient Profile, similar to

Labs (which can be viewed as LABS within a PR or
ALL LABS within a Pi Profile).
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Ri'tjiiircnu'iit Ciiinpoiu-iitN. it liiiliniu'iMiu-iit Di'st riptioii

HH
This CR will allow the labs to be viewable within

TBPAM, this will not populate data. Populating can
be integrated at a later time but is not part of this
estimate.

8. PRELIMINARY WORK PLAN

The following Table 8.1 provides Che preliminary agreed upon Work Plan for the Contract.

Table 8.1: Hlfih Level Preliminary NH Project Plan

I'avk Nmuf i)ur:iliiiii I'inisli

NHEDSS Development Schedule 1 day Wed 7/1/15 Wed 7/1/15

Project Kick OIT Meeting 1 day Wed 7/1/15 Wed 7/1/15

November 2015 Development Cycle 12 days Wed 7/I5/J5 Thu 7/30/15

Rcouirement.s Validation i 1 days Wed 7/1/15 Wed 7/15/15

Requirements Sign Off 1 day Wed 7/15/15 Wed 7/15/15

November 2015 Development 66 days Thu 7/16/15 Thu 10/15/15

Lost to Follow up Fields 66 days Thu 7/I6/I5 Thu 10/15/15

Shared Alerts 66 day.s Thu 7/16/15 Thu 10/15/15

View Sentinel Labs in TB PAM 66 days Thu 7/16/15 fhu 10/15/15

Syphilis Interview - PRISM 66 days Thu 7/16/15 rhu 10/15/15

Count of Morbidity • PRISM 66 days Thu 7/16/15 Fhu 10/15/15

Negative Labs - PRISM 66 days Thu 7/16/15 rhu 10/15/15

Interview Question - PRISM 66 days Thu 7/16/15 Thu 10/15/15

Auio populate Risk Qs ■ PRISM 66 days Thu 7/16/15 Thu 10/15/15

Form Management Phase 2 66 days Thu 7/16/15 Thu 10/15/15

Testing and Quality Assurance 10 days Men 9/28/15 Fri 10/9/15

Test Plan & Scripts Provided to NH 1 day Men 9/28/15 Mon 9/28/15

NH User Acceptance Testing 9 days Nue 9/29/15 Fri 10/9/15

Final Modifications 5 days Mon 10/5/15 !Fri 10/9/15

Installation 25 days iMon 11/9/15 Fri 12/11/15

Release system Walkthrough & review 9 days Mon 1 1/9/15 Thu ]I/I9/I5

Install on Training 1 day Fri n/20/15 Fri 11/20/15

Install on Production 5 days Mon 12/7/15 i Fri 12/11/15

Training 13 days Mon 11/9/15 Wed 11/25/15

Training Plan & Schedule 3 days Mon 11/9/15 Wed 1 1/11/15

Online Training 3 days Mon 1 1/23/15 Wed 1 1/25/15

February 2016 Development Cycle 120 days Mon 9/28/15 Fri 3/11/16

Requirements Validation 13 days Mon 9/28/15 Wed 10/14/15
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Requirements Sian Off 1 day Thu 10/13/15 Thu 10/15/13

February 2016 Development 66 days Fri 10/16/15 Fri 1/J5/16

Physician Card with Lyine Disease 66 days Fri 10/16/15 Fri I/I5/I6

TB-Contact to TB-Active 66 days Fri 10/16/13 Fri I/I5/I6

Form Management Phase 3 66 days Fri 10/16/15 Fri 1/15/16

Testing and Quality Assurance 40 days Mon 1/4/16 Fri 2/26/16

Test Plan & Scripts Provided to NH 10 days Mon 1/4/16 Fri 1/15/16

NH User Acceptance TcxSiing 30 days Mnn 1/18/16 Fri 2/26/16

Final Modifications 30 days Mon I/I8/I6 Fri 2/26/16

installation 16 days Mon 2/22/16 Fri 3/11/16

Release system Walkthrough & review 5 days Mon 2/22/16 Fri 2/26/16

Install on Training 1 day Mon 2/29/16 Mon 2/29/16

Install on Production 1 day Fri 3/11/16 Fri 3/1 1/16

Training 5 days Mon 2/22/16 Fri 2/26/16

Training Plan & Schedule 1 day Mon 2/22/16 Mon 2/22/16

OnlincTraining 5 days Mon 2/22/16 Fri 2/26/16
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1. LICENSE GRANT

Subject to the payment of applicable license fees set forth in Contract Exhibit B: Price and
Payment Schedule, Scientific Technologies Corporation hereby grants to the Stale a worldwide,
perpetual, irrevocable, non-exclusive, non-transferable, limited license to use the Software and
its associated Documentation, subject to the terms of the Contract. The State may allow its
agents and Contractors to access and use the Software, and in such event, the State shall first
obtain written agreement from such agents and Contractors that each shall abide by the terms
and conditions set forth herein.

2. SOI-TWARE AND DOCUMENTATION COPIES

Scientific Technologies Corporation shall provide the State with a sufficient number of hard
copy versions of the Software's associated Documentation and one (!) electronic version in
Microsoft WORD and PDF formal. The State shall have the right to copy the Software and its
associated Documentation for its internal business needs. The State agrees to include copyright
and proprietary notices provided to the Stale by the Scientific Technologies Corporation on such
copies.

3. RESTRICTIONS

Except as otherwise permitted under the Contract, the Slate agrees not to;
a. Remove or modify any program markings or any notice of Scientific Technologies

Corporation's proprietary rights;
b. Make the programs or materials available in any manner to any third party for use in

(he third party's business operations, except as permitted herein; or
c. Cause or permit reverse engineering, disassembly or recompilaiion of the programs.

4. TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with Scientific Technologies Corporation,

5. VIRUSES

Scientific Technologies Corporation shall provide Software that is free of viruses, destructive
programming, and mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

As a part of its internal enhancement process. Scientific Technologies Corporation will use
reasonable efforts to test the Software for viruses. Scientific Technologies Corporation shall also
maintain a master copy of the appropriate versions of the Software, free of viruses. If the State
believes a virus may be present in the Software, then upon its request, Scientific Technologies
Corporation shall provide a master copy for comparison with and correction of the State's copy
of the Software.
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6. AUDIT

Upon forty-five (45) days written notice, Scientific Technologies Corporation may audit the
Stale's use of the programs at Scientific Technologies Corporation's sole expense. The Slate
agrees to cooperate with Scientific Technologies Corporation's audit and provide reasonable
assistance and access to information. The Stale agrees that Scientific Technologies Corporation
shall not be responsible for any of the State's reasonable costs incurred in cooperating with the
audit. Notwithstanding the foregoing, Scientific Technologies Corporation's audit rights are
subject to applicable State and federal laws and regulations.

7. SOFTWARE NON-INFRINGEMENT

Scientific Technologies Corporation warrants that it has good title to, or the right to allow the
Stale to use all Services, equipment, and Software ("Material") provided under this Contract, and
that such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret of any
third party.

The warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the State
that any Material infringe their.intellectual property rights, Scientific Technologies Corporation
.shall defend and indemnify the State against the claim provided that the State:

a. Promptly notifies Scientific Technologies Corporation in writing, not later than 30 days
after the State receives actual written notice of such claim;

b. Gives Scientific Technologies Corporation control of the defense and any settlement
negotiations; and

c. Gives Scientific Technologies Corporation the information, authority, and assistance
reasonably needed to defend against or settle the claim.

Noiwithstandirig the foregoing, the Slate's counsel may participate in any claim to the extent the
State seek.s to assert any immunities ordefen.sc.s applicable to the State.

If Scientific Technologies Corporation believes or it is determined that any of the Material may
have violated someone else's intellectual property rights, Scientific Technologies Corporation may
choose to either modify the Material to be non-infringing or obtain a license to allow for continued
use, or if these alternatives are not commercially reasonable. Scientific Technologies Corporation
may end the license, and require return of the applicable Material and refund all fees the State has
paid Scientific Technologies Corporation under the Contract. Scientific Technologies Corporation
will not indemnify the State if the State alters the Material without Scientific Technologies
Corporation's consent or uses it outside the scope of use identified in Scientific Technologies
Corporation's user Documentation or if the State uses a version of the Material which has been
superseded, if the infringement claim could have been avoided by using an unaltered current
version of the Material which was provided to the State at no additional cost. Scientific
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CONTRACT 2015-063

AGREEMENT- PART 2

EXHIBIT J

SOFTWARE LICENSE

Technologies Corporation will not indemnify the State to the extent that an infringement claim is
based upon any information design. Specification, instruction. Software, data, or material not
furnished by Scientific Technologies Corporation. Scientific Technologies Corporation will not
indemnify the Slate to the extent that an infringement claim is based upon the combination of any
Material with any products or services not provided by Scientific Technologies Corporation
without Scientific Technologies Corporation's consent.

I. SOFTWARE SOURCE CODE RETENTION

8.1 Scientific Technologies Corporation represents and warrants that the currently
existing source code for the Software licensed to the Slate under the Contract, as
well as the Documentation for such Software will be delivered directly to the
Stale or through a downloadable FTP server within 30 days of the Effective Date.

8.2 All updates and changes as the Software is delivered, maintained and supported
will be delivered to the State directly or through a downloadable FTP server
within 30 days of each update.

8.3 The State agrees to not modify this code and to not use this code or portions
thereof in other applications, without the expressed written consent of Scientific
Technologies Corporation, while Scientific Technologies Corporation remains an
active business.

8.4 The State agrees to not make this code available to other outside vendors or other
state public health programs without the written consent of Scientific
Technologies Corporation, again while the Corporation remains an active
business.

8.5 The State agrees to not transfer the agreement to any other agency.8.1 Scientific
Technologies Corporation represents and warrants that the currently existing
source code for the Software licensed to the State under the Contract, as well as
the Documentation for such Software will be delivered directly to the State or
through a downloadable FTP server within 30 days of the Effective Date.

8.2 All updates and changes as the Software is delivered, maintained and supported
will be delivered to the State directly or through a downloadable FTP server
within 30 days of each update.

8.3 The State agrees to not modify this code and to not use this code or portions
thereof in other applications, without the expressed written consent of Scientific
Technologies Corporation, while Scientific Technologies Corporation remains an
active business.

Contract 2015-063 Agreement Pan 2 Exhibit J-Software License Page 66 of 72
Initial and Date All Pages:initial ana uate All fages:

Scieniinc T^hnologics Corporation Initials \ /nJ
Date: ^



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
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SOFTWARE LICENSE

8.4 The Stale agree.s lo not make ihi.s'codc available to oiher ouisidc vendors or oihcr
Slate public health programs without the written consent of Scientific
Technologies Corporation, again while the Corporation remains an active
busines.s.

8.5 The State agrees to not transfer the agreement to any oiher agency.
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AGREEMENT-PART 2

EXHIBIT K

WARRANTY AND WARRANTY SERVICES

1. WARRANTIES

1.1 Services

Scicnlific Technologies Corporation warrants that the System will operate to conform to
the Spccificalions, terms, and requiremenls of the Contract.

1.2 Software

Scientific Technologies Corporation warrants that the Software, including but not
limited to the individual modules or functions furnished under the Connect, is properly
functioning within the System, compliant with the requiremenls of the Contract, and will
operate in accordance with the Specifications and Terms of the Contract.

For any breach of the above Support and Maintenance warranty, the State's remedy, and
Scientific Technologies Corporation's entire liability, shall be: (a) the correction of
program errors that cause breach of the warranty, or if Scientific Technologies
Corporation cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license and recover the fees paid to Scientific
Technologies Corporation for the program license and any unused, prepaid technical
support fees the State has paid for the program license; or (b) the re-performance of the
deficient Services, or (c) if Scientific Technologies Corporation cannot substantially
correct a breach in a commercially reasonable manner, the State may end the relevant
Services and recover the fees paid to Scientific Technologies Corporation for the
deficient Services.

1.3 Non-Infringement

Scientific Technologies Corporation warrants that it has good title to, or the right to
allow the State to use, all Services, equipment, and Software ("Material") provided
under this Contract, and that such Services, equipment, and Software do not violate or
infringe any patent, trademark, copyright, trade name or other intellectual property rights
or misappropriate a trade secret of any third party.

1.4 Viruses; Destructive Programming

Scientific Technologies Corporation warrants that the Software shall not contain any
viruses, destructive programming, or mechanisms designed to disrupt the performance of
the Software in accordance with the Specifications.

1.5 Compatibility

Scientific Technologies Corporation warrants that all System components, including but
not limited to the components provided, including any replacement or upgraded System
Software components provided by Scientific Technologies Corporation to correct
Deficiencies or as an Enhancement, shall operate with the rest of the System without loss
of any functionality.
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WARRANTY AND WARRANTY SERVICES

1.6 Services

Scientific Technologies Corporation warrants that all Services to be provided under the
Contract will be provided expediently, in a professional manner, in accordance with
industry .standards and that Services will comply with performance standards,
Specifications, and terms of the Contract.

1.7 Personnel

Scientific Technologies Corporation warrants that all personnel engaged in the Services
shall be qualified to perfomi the Services, and shall be properly licensed and otherwise
authorized to do so under all applicable laws.

1.8 Breach of Data

The Scientific Technologies Corporation shall be solely liable for costs associated with
any breach of State Data housed at their location(s) including but not limited to
notification and any damages as.sessed by the courts.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract
and any extensions, with the exception of the warranty for non-infringement, which shall survive
the termination of this Contract.

Contract 2015-063 Agreement Part 2 Exhibit K-Watranty and Warranty Services Page 69 of 72
Initial and Date All Pages:........ «..u rA.. 1 agva.

Scientific Tcchnoloeies Corporation InitiaJsX / ̂
Date: ^ y f V



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT-PART 2

EXHIBIT L

TRAINING SERVICES

Scleniiric Technologies Corporation shall provide the following Training Services.

1. Training

Training will be in accordance with the requirements as identified in the Work Plan,
Contract Exhibit I and in the Statement of Work Maintenance and Support document
(Attachment 3) and Statement of Work Enhancements document (Attachment 4).

Training wilPbe provided by Scientific Technologies Corporation and conducted over an
online demo and training via Web-Ex or sin\ilar online tool. Trainings will be recorded
for both audio and video and made available for use for the State. All pricing has been
established in Contract Exhibit B: Price and Paymeni Schedule.
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VENDOR PROPOSAT.

RESERVED
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EXHIBIT 0

CERTIFICATES AND ATTACHMENTS

Attached are:

1. Contractor's Certifjcatc of Good Standing

2. Contractor's Certificate of Vote/Authority
3. Contractor's Certificate of Insurance

4. Contract Attachment 1 - Department of Health and Human
Services, Exhibits D through J

5. Contract Attachment 2-Contract 2015-063 Requirements

6. Contract Attachment 3 - Scientific Technologies Corporation
Statement of Work NHEDSS Software Development August
20,20152015-20167-17-2015

7. Contract Attachment 4 - Scientific Technologies Corporation
Statement of Work NHEDSS Software Maintenance & Support
2015-20168-21-2015

Contract 2015-063 - Agreement Part 2 Exhibit 0-Certificatcs and Attachments Page 72 of 72
Initial and Date All Pages:
Scientific Technologies Corporation Initials \ / Uv
Date: /O/j/Co/r ^



of ̂ b£o Pamp0f|tre
Pepartmcttt af ̂ tatc

CERTIFICATE

I, Wiliiam M. Gardner, Secretary of State of the State of New Hampshire, do hereby

certify that SCIENTIFIC TECHNOLOGIES CORPORATION a(n) Arizona corporation,

is authorized to transact business in New Hampshire and qualified on February 15,2002.

I further certify that all fees and annual reports required by the Secretary of State's office

have been received.

In TESTIMONY WHEREOF, I hereto

set my hand and cause to be aHixed
the Seal of the State of New Hampshire,
this 26^ day of August, A.D. 2015

William M. Gardner

Secretary of State



CERTIFICATE OF VOTE

I. Michael L. Popovich^ of Scientific Technologies Corporation, do hereby certify that:

1. I am the duly elected CEO of Scientific Technologies Corporation.

2. The following are true copies of two resolutions duly adopted at a meeting of the Board
of Directors of the corporation duly held on September 30. 2015:

RESOLVED: That this corporation may enter into any and all contracts, amendments,

renewals, revisions or modifications thereto, with the State of New Hampshire, acting
through its Department of Health and Human Services.

RESOLVED: That the President is hereby authorized on behalf of this Corporation to
enter into said contracts with the State and to execute any and all documents,

agreements, and other instruments, and any amendments, revisions, or modifications

thereto, as he may deem necessary, desirable, or appropriate. Todd Watkins is the duly
elected President of the Corporation.

3. The foregoing resolutions have not been amended or revoked, and remain in full force

and effect as of October 2.2015.

FN WITNESS WHEREOF, I have hereunto set my hand as the CEO of the corporation this
day of October. 2015.

//

Michael L. Popovich, CEO

STATE OF TEXAS

County of

The foregoing instrument was acknowledged before me this . day of
by Michael L. Pooovich.

OAflRYL JOHNSON
notary public
STATE OF TEXAS

MVCOMM. EXP 5/I3/J7

(NOTARY SEAL)

No^ry^^^l^

,2015

Commission expires:
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CERTIFICATE OF LIABILITY INSURANCE

TAWDEOM

DATE lUMiorrrrr)

8/24/2015

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY ANO CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIRCATE HOLDER.

IMPORTANT: H the certificate holder Is an ADDITIONAL INSURED, the policy(lee) must be erKtorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policies may require an endorsement A statement on this certificate doee not confer rights to the
certdkata holder In lieu of such endorsement(s).

PRODUCCR

Willis of Arizona, Inc.
c/o 26 Century Blvd
P.O. Bok 30S191
Nashville, TN 3723b-9191

Willis Certtflcato Center

a«,:(877) 946-7378 ( Sfig. (888) 467-2378
AMflrasi certificates^wiills.com

WSUnEMtAFPORDmO COVERAGE NAICf

INSURER A: Hartford Casualty Insurance Company 29424
MSUREO

SclentMc Technologies Corporation
6444 N. 90th Street

Suite too

Scottsdale, A2 BS258

wsuRER B: Haftford Underwriters Insurance Comperty 30104

iNtuR£RC:Hartford Insurance Company of Illinois 38288

INSURER 0; Landmark American Insurance Company 33138

INSURER E ; '

INSURER F:

C0VEPM6ES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

VTR TYPE OF INSURANCE mso HYP POLICY NUMBER
POUCYEFF
IMMOCWYYYl

POUCVEXP
IMMXXMYYYYI LIMITS

A X COHMERCM. OfMERAL LUBrUTY

3E [5 OCCUR 59SBQUHS700 03/23/2016 03/23/2016

EACH OCCURRENCE t  1,000,000

{ CLAIMS-ma: UAUAUb lUKLNIbD I  1,000,000

~

UEO EXP (Any on* p«mA} 1  10.0QC

PERSONAL i AQV INJURY 1  1,000,000

CENL AGCPECATE LlUn APPUES PER GENERAL AGGREGATE s  2,000,000

JL pacvDSra Uloc
OTHER:

PflODLCTS . CCMPADPAGG t  2,000,000

i

B

AUTCHOeB.E LIABILITY

59UEQZC3999 03/23/2016 03/23/2016

CGUeWkO SINGLE IMIT
(EaMoermi i  1,000,000

X ANYALITO BOOA.Y INJURY <P«r paiMi) t

ALLCNVNEO
ALTfOS

HIRED AUTOS

sc
Al
>rEi3ULE0
nos
UNOWNED
TOS

aoaiY INJURY (Ptr KbM-n) s

-

N
Al

PKOPLNTY DAMAGE
IPtr aeoMnll

s

s

A

X UMBRELLA LIAB

EXCESS LIAB

X OCCLR

CLAWS-MAOE 59S8QUH6700 03/23/2015 03/23/2016

EACH OCCURRENCE t  4,000.000

AGGREGATE t  4,000,000

DEO 1 X 1 RETENTKJNI 10,000 t

C

WORKERS COKPENSATKM
ANDEMPLOYERrUABlUTY

ANY PROPRIETOR/PARTNER/EXECUTlve rrn
OFnCEFVUEMBER EXCLUOED* H
(lundn^lnNH) ' '
11 vM. flwuKN
OFSCRSmON OF OPERATIONS Mk»

N/A

99WEKZ2082 06/01/2015 06/01/2016

XISVXtuteI i
E.L. EACHACCOENT t  1,000,000

E.L DISEASE ■ EA EMPLOYET t  1,000,000

E.L. DISEASE • POlCY UMrT t  1,000,000

0 fechrtology E&O LCY781424 05/22/2015 05/22/2016 Limits 2,000,000

OesCRJPTfON OF OPERATKmS 1 LOCATIONS / VEHICLES (ACORO 101. AMlMntl RtmsHi* tehWiJ*, mty iRacM H ner* tp*e* U r^ulrW)

CERTIFICATE HOLDER CANCELLATION

Stati of New Hampshire
Department of Health and Human Sarvicea
129 Pleasant Street
.Concord. NH 03301-3857

SHOULD ANY OP THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE OEUVEREO IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

0^
ACORO 26 (2014/01)

91988-2014 ACORO CORPORATION. All rights reserved.

The ACORO name and logo are reglaiered marts of ACORO



Contact Attachment 1 • Department of Health and Human Services Exhibits D through J

New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Wof1<place Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.). and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification;

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS

US DEPARTMENT OF AGRICULTURE • CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the l^ay 25,1990 Federal Register (pages
21661-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors). prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year In lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out t>elow Is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street, '
Concord, NH 03301-6505.

1. The grantee certifies that it will or will continue to provide a drug-free workplace by;
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that maybe imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required t)y paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and i
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal dnjg

statute occuming in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or othenvise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit 0 - Certification regarding Drug Free Contractor Initials
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Contact Attachment 1 - Department of Health and Human Services Exhibits □ through J

New Hampshire Department of Health and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
(  identification number($) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, svith respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily In a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4,1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performartce of work done in
connection with the specific grant.

Place of Performance (street address, dty, county, state, zip code) (list each location)

Check □ If there are workplaces on file that are not Identified here.

Contractor Name:.^/'('ir/^'i ^

Date Name;
Title:
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Contact Attachment 1 • Department of Health and Human Services Exhibits d through J

New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, arxi
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE ■ CONTRACTORS

Programs (indicate applicable program covered):
' 'Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any ager>cy, a Memt>er
of Congress, an officer or employee of Congress, or an employee of a Member of Congress In
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordar>ce with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grams, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name: ^

/"/s/zo/r
Date Name:
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REQARDINQ DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Contractor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation In this covered transaction, if necessary, the prospective participant shall submit an
explar^tion of why it cannot provnde the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Sen/ices' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction, if i| is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) Is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended." "ineligible,' "lower tier covered
transaction," "participant," "person." "primary covered transaction," "principal," "proposal," and
'voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary pahicipant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowir>giy enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled 'Certification Regarding Debarment, Suspension, Ineiigibility and Voluntary Exclusion •
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

6. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or Involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
In order to render in good faith the certification required by this clause. The knowledge and '

ExhtUi F - Cenification Regarding Debarment, Suspension Contractor Initials
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals:
11.1. are not presently debarred. susperKled. proposed fordebarmenl. declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attemptlrig to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal. State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal. State or local) terminated for cause or default.

12. Where the prospective primary participant Is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of Its knowledge and belief that it and its principals;
13.1. are not presently debarred, suspended, proposed fordebarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension. Ineligibility, and
Voluntary Exclusion • Lower Tier Covered Transactions." without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:-^'*** /' hc

/of s/7^o,r
Date Name:

Title:
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal rwndlscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal .
Employment Opportunity Plan requirements;

V- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal fInarKiai
assistance from discriminating on the basis of race, color, or national origin in any program or activity);.

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794). which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 UiS.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C, Sections 1681,1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975^(42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance, it does not include
employment discrimination:

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R, pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239. enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below Is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or vioialion of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1, By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: k!

Date Name; el ik -n c
Tlfle: O . j .

/ ̂ C5 I a
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 16, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identiHed in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as idenliHed in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name: .5^ i'f

/ 0fz/z.6ir
Date

Title: ^
iCeSloleni

Name:
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Exhibit I

HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Pans 160 and 164 applicable to business associates. As defined herein, "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entitv" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Desionated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aooreoation" shall have the same meaning as the term "data aggregation" In 45 CFR
Section 164.501.

-f. "Health Care Ooerations' shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health information Technology for Economic and Clinical Health
Act. TitleXlli, Subtitle D. Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HI PA A" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160,162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule' shall mean the Standards for Privacy of Individually Identifiable Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information' shall have the same meaning as the term "protected health
Information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity. ^

3/2014 Exhibit I Contractor Initials \ /
Health InsurancePortabilityAct
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i. 'Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C. and amendments thereto.

0. 'Unsecured Protected Health Information' means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized indiyiduals and is deyeloped or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise deftned herein shall have the meaning
established under 45 C.F.R. Partis 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.
I

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, In accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide sen/ices under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that It Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 Exhibit I Contractor Initials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shali be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Oblioations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement Including breaches of unsecured
protected health information and/or any security incident that may have an Impact on the
protected health information of the Covered Entity.

b. The Business Associate shall Immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed
0 The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of Its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein. Including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third parly beneficiary of the Contractor's business associate
agreements with Contractor's Intended business associates, who will be receiving PHI

3/20U ExhiWU Contfactof Initials ^
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pursuant to this Agreement, with rights of enforcement and IndemniHcation from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disciosure of
protected heaith information.

f. Within five (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at its offices ail
records, books, agreements, policies and procedures relating to the use and disciosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill Its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
resfxjnsibility of responding to fooA^arded requests. However, if fonwairding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been othenwse agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

3/2014 ExMbill Contfaoor Initials \/
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation's) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement'set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reculatorv References. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment^ Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity In the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/20t4 Exhibit I Contractor Initials
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e. Seareoatlon. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such Invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37}, shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The Stale /n Name of the Contractor

>ignature of Authd^ra Repre^ntative Signahue of Authorized Representative

-

Name of Authorized Representative , Name of Authorized Representative

ifcfirr
Title of Authorized Representative Title of Authorized Representative

fohitC /o/i/z-ar
Date ' Dale
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CERTIFICATION REQARDINO THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT fFFATA^ COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result In a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts ICFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, arxj those
revenues are greater than $25M annually and

10.2. Compensation information Is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days. In which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as Identified in Sections 1.11 and 1.12ofthe General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: /tfc h/tt/oJ/rS C^f^Koi'(t/V

/o/:s/z a, r
Name:

T r idcfj
Title;
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FORMA

As the Contractor identified In Section 1.3 of the General Provisions, I certify that the responses to the
t)elow listed questions are true and accurate.

1. The DUNS number for your entity Is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d))or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above Is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: .

Name:

Name;

Name:

Name:

Name;

Amount:

Amount:

Amount:

Amount;

Amount:

cu/c»*e/i 10713
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Bl.l
ScienitflcTrdwMriotlM Corporation (STCI shaB provide
datatute admantetration support at detailed bdow and

outBned in the Scope o( Work. M STC agrees to meet this reouirement.

S1.2

Provide update! o' the Sentinel, Tuberculosis (IB) Program

Area Module (IB PAM) and Patient Reportint Investigation
Survcirtance Manager (PRISM) products via the Instaflailon -

process (Insullacion performed by STC). M STC agrees to meet this requirement.

61.3 Provide schedule oT updates artd/er patOies for planning

purposes at least 30 days phor. M STC agrees to meet this requirement.

61.4 Database Ad.mlnlstrator (DBA) responsibilities related to

petfonnartce and bR (Be maintenar<ce. M STC agrees to meet tNs requirement.

B1.5

Database backups are handled via MS-SQL scheduled daily

events, whereby nightN backups of the database will be stored

on the production drives. Thirtv daily backups will be retained.

The SQL scripting reoulred to make this happen switi condnuc

tobe theresponsibditvofSTC. SIC wifl monitor the

performance of this script at least weekly to ensure that usable

backups are being correctly stored on the drive. M STC agrees to meet this requirement.

B1.6

Any changes in backup prpcedures performed by STC wNI be

communicated to the State pm via updated documeniation.

Al costs associated with problems to restore or recover from a ,

failure due to compromised STC backup procedures will be the ̂
responsibUtry of STC. M STC agrees to meet this requirement. 1

BM
AHow a user to enter Svphlis cases without an Interview

repuiremem. i M STC agrees to meet this requirement.

Based on the requircmerits gathered and

estimates provided.

62.2
Add a new permission to allow or not require users 10 enter 1

morbitfty counts. 1 M STC agrees to meet this requirement.

Based en the requkemencs gathered and

estimates provided.

62.3
Add the ability to enter negative labs within PRISM to improve

monitoring and reporting. M STC agrees to meet this requirement.

Based en the requirements pthered and

estimates ixovided.

B2.4
Add the ability to indicate H an interview was assigned and H j
no, why. I M STC agrees to meet this requirement.

Based en the requirements pthered and

estimates provided.

B2.S
AutopopuiKe the risk questions with a default answer of *Oid '
not ask*. M STC agrees to meet this requirement.

Baset) en the lequbemcnts gathered and
estimates provided.

B2.6 ;
CentralH the notes section on one ub M STC agrees to meet this requirement.

Based en the requirements gilhered and

estimates provided.

Pat* lor9
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BUSINESS REQUIREMENTS

12.7
intcfnte » Nursiin( Flow Sheet or Pubac He*Rh intervemlont

log to Increase eMdendes wtthin TBPAM «nd luppert

reporting needs. M STC agrees to meet this reoulremenL

Based on the lequlremenli pthered and

estimates provided.

82J
Alow users to view sentmei Laos witnm i bvam to increase

workflow effldency and viewing o( data to make informed M STC agrees to meet this repuirement.

Based on the reouirements gainered and

estimates provided.

82.9
Transfer data Irem a T0<entact to a T0-Acth^ M rrc agrees to meet (his repulremerit

Based en the reouirements pthered and

estimates provided.

WVUd/'W.'.f '!fOUi«>'<.*/£7.»J

B2.10

Allow users (he abBilY to Indkate a case was lost to (diownip

and the reason why. in addttien the file wid need to be

exportable and searchable for Idlow up. monltorini and

reportini purposes. M STC agrees to meet this reouirement.

Based on the reodremems pthered and

estimates provided.

02.11

Cierent functlonaltv allows alerts to viewable by other admin

staff, but can onty be sent to one email address. This added

functionalitv will allow the admin staff to create derts thai are

sent to mufttple emalK. M STC agrees to meet ids reouiremenl. I
Based on the reouirements gathered and

estimates provided.

02.12
Enable the Physician Card fu^ionality with the added Lyme
Disease Questions M STC agrees to meet this reoulrcmeni, i

Based on the requirements pthered and

estimates provided.

02.13
Add a new field to capture the date an Investigation is initiated,

to l>e used for CDC reporting. M STC agrees to meet this reouiremenl.

Based on the requirements gathered and

estvnaits provided.

02.14
Integration d a Form Management Tool to allow Admin Users

to develop their own forms as rieeded. M

!

ISTC agrees to meet this reouiremenl.

Based on the requirements pthered and

estimates provided.
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A1.1
AblNtviOACCeiidau inanoocn nandardt accMi drrven (etcAi*
toccity supported versions in the comments field).

M The only way to access the data It through the
apoflcatlon. oer OoTT restrictions

AI.2
The system software adheres to open standards and is not -
proprielarv.

M STC agrees to meet this requirement.

AIJ The database ptacform adheres to open standards. M JTC agrees to meet this requiremem.

AI.4

The Sohitien must comphrwith Open Standards as specified in
RSA 21-ll:]0and 21-R:13. Inchjd)n| but not limited to Open Data
Pormats.

M STC agrees to meet this reoutrerrsent.

Al.S
Web-based compatible and Inconlorntance with the following
W3C itarxSardsi M STC agrees to meet this requiremenl.

A1.6 XHTML 1.0 M STC agrees to meet this requirement.

AI,7 CSS 2.) M STC agrees to meet this requirement.
Alt XML 1.0 (fourth editioni M STC agrees to meet this requirerrsent.
A1.9 Ability to operate in a virtual environment, with VMWare M STC agrees to meet this reouirement.
Ai.lO CompatiaiUtvwfth EMC Networker lor martaelnt backups M STC agrees to meet this requirement.

Ai.n
Operates on an OradeAinui or Microsoft SQL database platlorm

M STC agrees to meet this requirement. Microsofi SQL db

HHH

Al.lJ

Verify the Identity of or avtherxkate all of apofications, services,
and processes before allowing use of the System to prevent
access to inappropriate or confldeotlal data or services. M STC agrees to meet this requirement.

A1.13

Verify the identitY iitd autheaticate all of the system's human
users belpre allewing them to irse its capabilities to prevent
access to inappropriate or confidential data or services.. M STC agrees to meet this requirement.

AM4

Enforce unique user names.

M STC agrees to meet this requirement.

A1.15

Enforce comple* oasswords lor Administrator Accounts of ten
characters or mote in accordance with OolT's statewide User
Aaount ontf Posswortf Poficv

M STC agrees to meet this requirement.

A1.16
Enforce the use of cempleii passwords for general users using
capital letters, ntvnbers atrd special characters

M STC agrees to meet this reqsrirement.

A].17
Ertcrypt passwords in transmission and at rest within the
database.

M STC agrees to meet this reqsrirement.

A1.18 Capire passwords after 30 days. . M 1  STC agrees to meet this reqinremem. Thh is configurable try the state.

A1.19

Authoriie users and Client appiicaliorts to prevent access to
Inapprcpriale or conEidenlialdala or serwces. M

1

STC agrees to meet this requirement.

i
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APPLICATION REQUIREMENTS

*1.20

Provide Abitiry to limct the rtumbcr a! people thai cat (rant or

clunce authoriutiont
M STC agrees to meet this reauirement.

*1.21

EftaWlt'i ibilltv to enforce tettion timeouts during periods of

Inactivitv.
M STC agrees to meet this reauirement.

*1.22

Etmire apoilcation has been tested and hardened to prevent

crtticai appdotion security Raws. (*i a minimum, the applcatlon

Shan be tested agtrnst all Raws outlirsed In the Open Web

Application Security Proien (OW*sa) Top Ten

(hnpy/w«wr.owasp.or|/indew.php/OWASP_Top_TBt»_Pfoiect>

M STC agrees to meet this reauirement.

*1.23

The application shall net store authenticailon credentials or
sensitive Data In its code.

M STC agrees to meet this reauirement.

At.}4

AuOil al anempted accesses thai fan loentificaiion. auihenUcatien and

aulho-ijation requlrcAtenis M STC agrees to meet this reauirement.

Al.»

The appKcaiion shall leg ai aamiies to a central sarver to prevent

parties to appltatlon transactions from denvlne that they have taken

place. The bfs must be kepi lor a months.
M STC agrees to meet this reauirement.

Al.K

The aeoicallon must allovi a vscr to eipllclWt terminate a session. No

remnants of the prior session shosdd then remain. M STC agrees to meet this reauirement.

Ai.};

Do not ust SolTware ano System Sendees 'or anythin| other than their

designed for use
M STC agrees to meet this reouiremeni,

Al.»

The apotcalion Data shall be proeefled Irom unauittonred use vrhen at

rest M STC agrees to meet this reauirement.

Al.»
Keep any sensitive Data or comnvimcatlons private Iromsmautherlied

Individuals and programs.
M STC agrees to meet this reauirement.

Al.M

Subtcouem application ennancememsor upgraees thai not remove or

degrade seesditv repulrensents M STC agrees to meet this reauirement.

Al.ll

Create change managemenc documpnnrlon and preevAjras

M STC agrees to meet this reautremcni,

PACe 4 of 9
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TESTING
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T1.1
All componenii ol the Saltw*re shall b« reviewed artd tested to

ensure they protect the State's web site ard its related Oata

assets. M

STC agrees to meet ihH requirement.

T1.J

SderttlTic Techrsolofles Corpocaliort shall be resperttibie for

security teitinf. as appropriate. Tests shall locus on the lechnkal,

admlnlttratlve and physical security controls that have been

desi|tted into the System architecture in order to prowde the

rsecessaryconndentiality. intetrity and availabUity. M

STC agrees to meet this reouirement.

TU

Test for Idcistlficaiion ar>d Aulhenticaiion; supports obtaining

informaiion about those parties attempting to log onto a system

or applicatiort for security ptfposes and the validation ol users

M

STC agrees to meet this reqsdrement.

TI,4

Test lor Access Conitol: supports the management of petmtssiorts

for legging onto a computer or network
M

STC agrees to meet this reouirement.

Tli
Test lor encryption; lupperts tne eneodrng ol data for security

ptjrposes
M

STC agrees to meet this requirement.

11.6
Test the Inirusien Detection; supports the detection of iUcgai

entrance into a computer system M
STC agrees to meet tNs requirement.

Tl.7

Test the Verification feature; supports the confirmation ol

authority to enter a computer system. appUcadon or network

M

STC agrees to meet this requirement.

TIJ
Test the Digital Signature; guarantees the unaliered state o< a file

M
HTTPS is conirolled dy OolT

Tl.9

Test the User Management feature; supports the administration

ol computer, appfkatien and network accounts within an

organuaiipn. M

STC egrees to meet this requirement.

Tl.lO

Test Kale/Privilege Management; supports the granting of

labilities 10 users or groups of users ol a computer, applkalion or

1 network M

STC agrees to meet this requirement,

TJ.U

{Test Auolt Trail Capture and Analysis: supports the Mentificatien
:»nd monitoring of activities within an application or system

M

STC agrees to meet this requirement.

T1.17

Test Input Validation: ensures the applkaiipn is protected from

buffer overflow, cresvslte scripting. SQL iniection. and

unaulhorbed access of files and/or directories on the server.

M

STC agrees to meet this requirement.

T1.13
Prior to the System being moved into production, the Vendor

Shan provide results Of al security testing to the Department of

Information Technotogy for review and acceptaiKe. M

STC agrees to meet this requirement.

PaieSoT?
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TESTING

T3.1

Scientific Techndofiet mutt tett the toftwire and the syttem
tnlni an Muttty standard and State approved lettlrtc

methedolotv as more fuBr desolbed In the Coniraa.
1/ SIC agrees to meet this repulrerrsent.

T2.2

1

ScjentMic Technolofict Corporation must perform appfcatlon

stress Kstini and lunini as more fufly described in the Contraa.
1/, STC agrees to meet this requirement.

TI.3 msiallailon Tesrbti SIC agrees to meet this reoulremeni. 2nd ceitfircnaiion made by State

T2,< Support lor User Accepunce Testinf M UAT win be lead by the State

T2J
DAT scripts shaH be provided etectronicaliy to the State for lestlt^

arsd acceptance.
M STC agrees to meet thb requirement.

T2.6

UAT saipts shall be provided in a WordA'Of format arvs results

from the testing will be shared back with Sdeminc Technologies
Corsmration.

M STC agrees to meet this requirement.

T27
Critical Issues identified shall be resohred bv Scientific

Technolegies CeriMration before deplovment.
M STC agrees to meet this requirement.

P»t' 6 at 9



STATE OF NEW HAMPSHIRE

OEPARTMENT OF HEALTH AND HUMAN SERVICES

HEW HAMPSHIRE ELECTRONIC DISEASE SURVEILLANCE SYSTEM .

CONTRACT ATTACHMENT 1 ■ CONTRACT lOIS^JM REQUIREMENTS

iUPPORt i /-.r/./VTf.VA.'.Cf fffOWRf *-?f.VT$

SUPPORT & MAINTENANCE REQUIREMENTS

St.!

^tentiRc Technologies Corporation's support and maintenance shal
commence upon the Effeaive Date and enend through the end of the
Contract term, and any extensions thereof.

.M STC agrees to meet this requirement.

S1.2

.Maintain the Software In accordaisce with the Specincatbm, terms, ar>d

reoutrements of the Contract, inctuding proriding, upgrades and fixes as
reQuired.

M STC agrees to meet this requirement.

Sl.3

Repair or replace the Software, or any portion thereof, so that the System

operates in accordance with the Specifications, terms, and requirements of
the Contract. M SIC agrees to meet this requiremerrt.

$i.«

The Stale shall have unlimited access, via phone or Email, to the Vendor

technical suppon staff between ihe hours of 8:30am to 5:00pm- Monday
thru Friday EST; M STC agrees to meet tfris requirement.

SI.S

Scientirtc Technologies Corporation's response time for support shall
conform to the specific deficiency class as described in Terms and

Conditions.
M STC agrees to meet this requirement.

S1.6

Scientific Technologies Corporation wlU guide the State %vith possible
solutions to resolve issues to maintain a fully functioning and integrated
system, that Is hosted within the OolT environment.

M STC agrees to meet this requirement.

S1.7

Scientific Technologies Corporation shall make available to the State the

latest program updates, general maintenance releases, selected

functlonaBty releases, patches, and Documentation that are generally
offered to its customers, at no additbrtal cost.

M STC agrees to meet this requirement.

SI.S

Scieniiftc Technologies Corporation shall maintain a record of the activities

related to warranty repair or maintenance acttvitJes perfornred (or the

State:
M STC agrees to meet this requirement.

S1.9

For all mainterunce Services calls. The Vendor shall ensure the following

information will be collected and rTsalntalned: 1} nature of the Deficiency: 2)
Current status of the Deficiency; 3} action plans, dates, and times; 4)
expected and actual completion time; 5) DeFiciency resolution information.

6) Resolved by. 7) Identifying number i.e. worfr order number. 6) Issue
identified by;

M STC agrees to meet this requirement.

Page 7 of 9



STATE or NEW HAMKKME

DEPARTMENT OF HEAITN ANO HUMAN SERVICES

NEW HAMPSHIRE ELECTRONIC CMSEASC SURVEILLANCE SYSTEM

CONTRACT ATTACHMENT 2 - CONTRAa 20JS-O63 REQUIREMENTS

SUPPORT & MAINTENANCE REQUIREMENTS

si.io

The Vendor must work with the State to Identlfv arid troubleshoot

potentially large-scale System failures or Deficiencies by collecting the

following information: 1) mean tlnte between reported Deficiencies with the
Software: 2| diagnosis of the root cause of the problem; and 3) identification

of repeat calb or repeat Software problems.

M STC agrees to meet this requirement. Limited to the STC Software

Sl.ll

Phase 2; Vendor shall provide arsd maintain a source code library with

associated Documentation, vendor will provide access to source code and

associated Documentation to NH and will not impede such access in arty

way. NH requires such access to enable NHEDDS/PRISM/TB-PAM

sustainabillty in the event of any disruption In contractual relationships

between NH and Vendor. Nonproprletary Information tvill be uploaded to a

repository. I.e., Harvest, on a periodic basb.

M STC agrees to this requirement.

si.12

All user, technical, and System Documentation as well as Project Schedules,

plans, status reports, attd correspondence must be maintained as Project

Documentation and accessible In electronic format from a shared repository,

i.e.. Harvest. Nonproprietary documentation must be provided to load on a

periodic basis.

M

STC will upload all applicable documentation to NKs

Harvest repository. Alternatively and/or additionally,

STC will provide access to our client portal and other

toots for document sharing and access.

Page 8 of 9



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES .

NEW HAMPSHIRE ElEaRONIC DISEASE SURVEILUNCE SYSTEM

CONTRAa ATTACHMENT 2 • CONTRAa 2015-063 REQUIREMENTS

PROJECT MANAGEMENT

PftOJECT MANACEME.'JT

Pl.l
Scientific Technologies Corporation shall participate in an initial 'cick-oH

meetlna to Initiate the start of each deveteoment Proiect.
- M STC agrees to meet this requirement.

P1.2
Scientific Techrvologies Corporation shall provide Project Staff as specified in

the Contract.
M .STC agrees to meet this requirement.

P1.3 •

Scientific Technologies Corporation shall submit a finalited Work Plan within

ten (10) days after Contract award and approval by Governor and Council.

The Work Plan shall indude. without limitation, a detailed description of the

Schedule, tasks, DelK/erabies, critical events, task dependencies, and

payment Schedule. The plan shall be updated every week for any work

completed In 20iS and every two weeks for work completed in 2016 and

beyond.

M STC agrees to meet this requirement.

P1.4

Scientific Technologies Corporation shall provide written detailed weekly

status report for development work in 201S and biweekly reports in 2016

and every year thereafter. Status reports Include work completed, work

pending, deadline adjustments, and any relevant updates on the progress of

the Project, which will include expenses incurred year to date.

M STC agrees to meet this requirement.

Pl.s

All user, technical, and System Documentation as well as Project Sdtedules,

plans, status reports, and correspondence must be maintained as project

documentation. This shall be in either Word. Excel, PowerPoint or PDF

format and emailed to the State's Project Manager.

M STC agrees to meet this requirement.

Page 9 of 9
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STC

General Description

This Statement of Work (SOW) Identifies and describes important milestones and deliverables for the
period of performance outlined below between Scientific Technologies Corporation (STC) and the New
Hampshire Department of Health and Human Services (DHHS). This document covers the New Hampshire
Electronic Disease Surveillance System (NHEDSS), which includes the following products;
•  Sentinel (core/base system),

•  TB Program Area Module (TB PAM) and

•  Patient Reporting Investigating Surveillance Manager (PRISM).

The budget details the costs of maintenance in the Base Year broken out by product. It also details the
major discount STC provided for the purchase of a suite of services. This discounted total of $275,227 is

scheduled to remain at this rate for year 1 and 2, followed by increases by 2% percent every two years.
This is reflected in the maintenance table below. As requested, an expense In State Fiscal Year (SPY) 2016
also includes development supported by federal funds.

Period of Performance

The period of performance is made up of a base year plus 4 additional optional years:

Yearl: July 1,2015 to June 30,2016

Year 2: July 1,2016 to June 30,2017

Year 3: July 1,2017 to June 30, 2018

Year 4: July 1,2018 to June 30, 2019

Year 5: July 1, 2019 to June 30. 2020

NOTE: A separate Scope of Work provides detail on the development work planned under this agreement
for year 1. The option years do not include product enhancement funds at this time and will be defined

prior to each option year.

SCIEtJIIflC UCHNOIOGIES CORPORATION ' 'i: >.V r.M; PAU/PRiSM S(T\V



STC

Budget

Base Year

nn

1 Maintenance: NHEOSS

2 Maintenance; TB PAM

3 Maintenance: PRISM

Total Maintenance

Note: NH DPHS has purchased 4 months of maintenance from July 1, 2015 to

October 31, 2015. Subsequently, the year 1 price will be reduced to $183,484.50.

4  Product Enhancements: Federal Funds

Total Enhancements

Grand Total (Maintenance + Enhancements)

Maintenance: Option Years 1 to 4

$214,000.00

$34,027.00

$ 27,200.00

$163,484.50

$ 243,000.00

$243,000.00

$426,484.50

Consolidated Maintenance for Option Year 1 thru 4

1 Maintenance: NHEDSS

2 Maintenance: TB PAM

3 Maintenance: PRISM

Total Maintenance

$214,000.00

$34,027.00

$27,200,00

$275,227.00

$218,280.00

$34,707.54

$27,744.00

$280,731.54

$218,280.00

$34,707.54

$27,744.00

$280,731.54

$222,645.60

$35,401.69

$28,298.88

$286,346.17

NOTE: The discounted total of $275,227 is scheduled to remain at this rate for year 1 and 2,

followed by Increases by 2% percent every two years. This is reflected in the maintenance table

above.

SCIlNTfFIC ItCHNOlOGItS CORPORATION -JE V; MA.Mf SHRF UHEDDS/ID PAM/l'RiSM SO'.V
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STC

Notes

The following notes are related to each item listed in the budget.

Item 1: As part of this SOW, STC will provide support for Sentinel and all associated components
available in New Hampshire at the time of this contract. A full list is in Appendix XX. If customizations
are desired by the DHHS, these changes can be made available via a Change Request process.

Item 2: As a part of this SOW, STC will configure the TB RAM solution for DHHS. This configuration
includes implementing DHHS-specific variables. Configuration does not include any customizations to
the application. If customizations are desired by the DHHS, these changes can be made available via a
Change Request process.

Item 3: As a part of this SOW, STC will maintain the version of PRISM installed at the start of this

agreement as well as the integration of PRISM and the New Hampshire Electronic Disease Surveillance
System (NHEDSS). Additionally, the vendor will work with DHHS to review new versions of PRISM as they
become available to determine the best approach to implementing the update if desired by DHHS. STC
will perform four imports of the HIV AIDS Reporting System (HARS) CSV annually. The dates for the
imports are: January 15, April 15, July 15, and October 15. STC will provide the HiV Partner Services
extract in September and May of each year or as required by CDC for grant reporting purposes.

Implementation of new versions / updates of the software will not exceed two per maintenance year.
This is a maintenance agreement only to maintain existing functionality and to install up to two new
updates of the software and does not include any additional customizations or development of new
functionality. If customizations are desired by the DHHS, these changes can be made available via a
Change Request process.

Item 4: For Year 1, NH expects to receive $243,000 from federal funds that will be allocated toward

product enhancements for NHEDSS, TB PAM and PRISM. A separate Scope of Work provides detail on
the development work planned under this agreement.

Is SCILNTlfIC UCHNOIOCIESCORPORAIION t NC.V IIAWPSI'tRL r.H[DDS/IO PAM/pRiSf.l SOW



STC

Maintenance

There are numerous benefits to purchasing a software maintenance agreement with STC. In addition to
experienced staff with specialized experience in communicable disease solutions and programs, COC

relationships, and key relationships/affiliations with nonprofit organizations/associations, maintenance
agreement holders also receive;

•  Sentinel and TBPAM:

o Quarterly releases that include new feature enhancements and scheduled bug fixes (at
least 4 per year)

•  PRISM;

o Within one month of release, STC will review new releases of the PRISM software with

DHHS staff to determine whether the release should be accepted and the best approach
for Incorporating the release,

o Up to two new releases will be installed within three months after becoming available
each year. DHHS will work with STC following their review of the version and determine if

NH would like to take the upgrade,

o  STC will participate in conference calls with other vendors or state health departments if

needed to resolve PRISM-specific issues,

o  Scheduled bug fixes for any deficiencies or problems identified with the existing or

updated software on a mutually agreed upon schedule between STC and NH OHHS.
•  Help Desk Services

o Hours of operation: Monday - Friday, 9AM-7PM Eastern Standard time(excludes STC

Holidays - See Appendix for STC holidays)
o  Help Desk staff via calls and emails

o  JIRA, help desk software accessible to State users

o Weekly or bi-weekly status calls as agreed upon for a contract

•  Consortium

o  Enhancement leveraging between consortium members

o  Facilitation of leveraged effort opportunities

o Monthly conference calls for information exchange and decision making

o Annual User Group Meeting

•  Documentation

o  Release/patch notes
o Updated documentation with each release

NOTE: STC is not responsible for providing any documentation that relates solely to the

PRISM software,

o New documents created based on client needs or requests

o Documentation portal accessible by all clients

•  Additional features are occasionally added/updated in the application at STC's sole discretion.

These may include:

o  Performance enhancements

o  Screen formatting improvements

o General improvements such as new reports, data import tools, help tools
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STC

Training

Training Is not included in the Statement of Work. Once the system is ready, a virtual demonstration of
the system enhancements will be provided to DHHS during one of the regular conference calls. Training is
available at an additional cost, upon request.

Database Administration Support

Vendor Responsibilities include:

•  Provide updates of the Sentinel, TB RAM and PRISM products via the installation process

(Installation performed by STC).

•  Provide schedule of updates and/or patches for planning purposes at least 30 days prior ,

•  DBA responsibilities related to performance and log file maintenance.

•  Database backups are handled via MS-SC^L scheduled daily events, whereby nightly backups of the

database will be stored on the production drives. Thirty daily backups will be retained. The SOL

scripting required to make this happen will continue to be the responsibility of STC. STC will
monitor the performance of this script at least weekly to ensure that usable backups are being

correctly stored on the drive.

•  Any changes in backup procedures performed by STC will be communicated to the State PM via
updated documentation. All costs associated with problems to restore or recover from a failure

due to compromised STC backup procedures will be the responsibility of STC.

Customer Responsibilities include:

•  Daily backup of the servers including the application and the MS-SQL produced database

backups will be the responsibility of DolT. Any and all costs associated with problems to restore

or recover from a failure due to compromised DOIT backup procedures will be the responsibility of

the State of New Hampshire.

•  Obtain approval from STC before making any modifications to the application outside the updates

provided via the installation process or run any script that will update the database (STRONGLY

NOT RECOMMENDED).

•  Upon notification from STC of any environment changes or planned updates, the State Project

Manager will notify DolT of any updates or patches for planning purposes at least 30 days prior.
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STC

Service Level Agreement
STC utilizes tools receive, prioritize, and resolve deficiencies reported in the applications.

STC provides continuous technical support outside our normal business hours of 9AM-7PM Eastern

Standard Time when a client has declared an emergency response situation or when critical deficiencies
arise that must be resolved.

Deficiencies reported through the STC Help Desk are addressed according to the severity level assigned by
the client and STC staff. The helpdesk web-based issue tracking system (JIRA) will be made available on a
24/7 basis to aid both parties in tracking reported issues.

STC uses remote diagnostics technology to connect to the State's Software system/terminals for

troubleshooting, repair, and upgrades.

JIRA Ticket

Priority

Showstopper

Deficiency Level

Critical: Indicates that users are unable to

perform critical known and documented

workflow functions and there is no

workaround; demands immediate action.

•  Software: Applicatior) foils to

execute or execution causes data

integrity problems.

• Written Documentation: missing

significant portions of information
or unintelligible to the State.

•  Non-Software: Services were

inadequate and require re-

performance.

Response

Except for those occurring outside of normal

business hours, all critical deficiencies notices
received by STC during normal business hours

shall be acknowledged by either.email or

telephone response within one (1) hour of

receipt of the request, and remedial services

shall be initiated within four (4) business

hours of receiving the notice of the critical

deficiencies. Target resolution Is one (1)

business day; however, the Project Managers

shall have the discretion to negotiate a

different resolution date. STC's response shall

include onsite visitation or telephone

assistance as necessary to resolve the

deficiency.

High

(possibly

Medium)

Serious: Indicates that this issue has a

significant impact but users can perform their

known and documented critical workflow

functions or a workaround exists.

•  Software: important, does not

stop operation and/or there is a

workaround and user can

perform tasks.

• Written Documentation: portions

of Information are missing but
not enough to make the

document unintelligible.

•  Non-Software: Services were

Except for those occurring outside of normal

business hours, all serious deficiencies notices

received by STC during normal business hours

shall be acknowledged by either email or

telephone response within four (4) hours of
receipt of the request, and remedial services

shall be initiated within eight (8) business

hours of receiving notice of the serious

deficiencies. Target resolution Includes

correction in the next scheduled patch or

release; however, the Project Managers shall

have the discretion to negotiate a different
resolution date. STC's response shall include

onsite visitation or telephone assistance as
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STC

JIRA Ticket

Priority

Deficiency level

Medium/Low

deficient, require re-working, but
do not require re-performance.

Response

necessary to resolve the deficiency.

Non-Critical: Indicates that impact to users is
minimal and can be addressed by business

process or training.

•  So/twore; minimal, cosmetlcin

nature, minimal effect on users.

•  Written Documentation:

minimal, cosmetic in nature.

•  Non-Software: Services require

only minor reworking and do not

require re-performance.

Except for those occurring outside of normal
business hours, all serious deficiencies notices
received by STC during normal business hours

shall be acknowledged by either email or
telephone response within four (4) hours of
receipt of the request, and remedial services

shall be initiated within eight (8) business
hours of receiving notice of the serious

deficiencies. Target resolution includes
correction within the next two scheduled

patches or releases. Target resolution is three

(3) business days; however, the Project

Managers shall have the discretion to

negotiate a different resolution date. STC's

response shall include onsite visitation or

telephone assistance as necessary to resolve

the deficiency.
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STC

Appendix A: Sentinel Components

Epidemiology Software (Sentinel)

Product Code Product Name

X.SENTINEL/DB SENTINEL Database

X.SENTINEL/ELR SENTINEL ELR Interface"

X.SENTINEL/ELR/CMS SENTINEL LIMS Code Management Suite

X.SENTINEL/EM SENTINEL Electronic Messaging

X.SENTINEL/CNMS Case Notification Messaging System

X.SENTINEL SENTINEL

X.SENTINEL/ALERT SENTINEL Alerting

X.SENTINEL/a '  SENTINEL Contact Tracing
X.SENTINEL/FLOW SENTINEL User Configurable Workflow Processes

X.MPLSMS Master Patient Interface - SIIS

Appendix B: STC Holidays
Holiday 2015 Dates

New Year's Day January 1st (Thursday)

Martin Luther King January 19th (Monday)

Presidents Day February 16th (Monday)

Memorial Day May 25th (Monday)

Independence Day July 4th (Friday, July 3rd)

Labor Day September 7th (Monday)

Columbus Day October 12th (Monday)

Veterans Day November 11th (Wednesday)

Thanksgiving Day November 26th (Thursday)

Day after .Thanksgiving November 27th (Friday)

Christmas Eve December 24th (Thursday)

Christmas Day December 25th (Friday)
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Contract Attachment 3

STC

Statement of Work

NHEDSS Software Development
2015-2016
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General Description

This State of Work (SOW) outlines the development and Implementation of the tasks outlined below

for the STC Disease Surveillance products (Sentinel, T6PAM and PRISM) for New Hampshire's

Disease Surveiliance Program.

Period of Performance

Period of Performance for base year: State Fiscal Year: July 1,2015 to June 30,2016.

The work will begin upon STC receiving an executed contract (tt2015-063). Development tasks will

be scheduled into the release cycle as appropriate for 2015/2016 starting with the November 2015

release.

>

Budget

The development budget is outlined in the Maintenance and Development SOW and Includes the
following items:

Development Budget Summary based on estimated Federal Funds: 2015/2016

Consolidated Development for FV 7/1/15 to 6/30/16

Product Enhancements: STD and T6 Federal Funds

through December 31, 2015

Product Enhancements: STD and TB Federal Funds

January 1,2016 through June 30, 2016

Product Enhancements: Federal Funds-Ebola Grant

Product Enhancements: ELC Federal Funds

Total Enhancements without Option

$51,200.00

$41,800.00

$100,000.00

$50,000.00

$243,000.00

Notes

As part of this SOW, the base year will include product enhancements for the following Items.

Item 1: NH will receive $51,200 from federal funds that will be allocated toward product
enhancements for T8 PAM and PRISM for work through December 31, 2015.

Item 2: NH will receive $41,800 from federal funds that will be allocated toward product
enhancements for TB PAM and PRISM for work January 1, 2016 through June 30,2016.

Item 3: NH received $100,000 from an Ebola Grant which Is allocated toward form management
development within NHEODS for work through June 30, 2016.

Item 4: NH will receive $50,000 from federal funds that will be allocated toward product
enhancements for NHEDSS for work through June 30, 2016.
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Development Schedule

STC follows a quarterly release cycle which integrates an agile development process.

July 15, 2015

April 15, 2016

November 30, 2015

August 31, 2016

November

October 15.2015 February 29, 2016 February

January 15, 2016 May 29, 2016 May

August

NOTE: STC will be working with New Hampshire on the final requirements gathering prior to the

contract being in place to ensure the first release (November 2015) deadlines are met.

The following is a list of development tasks based on the business requirements. Each task has
been initially reviewed with the New Hampshire program staff, estimated by STC and provided a
tentative release date.

Base Year Development

,Ji

1 NHEDSS Form Management Phase 2 $50,000 November 2015

2 NHEOSS Form Management Phase 3 $50,000 February 2016

3 NHEOSS Lost to Follow up Field $9,400 November 2015

4 NHEDSS Shared alerts $6,000 November 2015

6
NHEDSS Date Investigation Initiated (Maintenance,

no charge)
November 2015

7 NHEDSS Physician Card with Lyme Disease $19,600 February 2016

8 TBPAM Option to View Sentinel Lab Reports $14,000 November 2015

9 TBPAM Nursing Flow Sheet $17,000 2016

10 TBPAM Contact to Active Data Transfer $17,000 2016

11 PRISM Syphilis Interview $3,530 November 2015

12 PRISM Count of morbidity $8,780 November 2015

13 PRISM Negative Labs $14,300 November 2015

14 PRISM Interview Assigned $7,060 November 2015

15 PRISM Default risk answers $3,530 November 2015

16 PRISM Centralized Notes $7,800 February 2016

TOTAL DEFINED DELIVERABLES COST: $228,000

NOTE: This only covers the items that will be included for Base year (2015-2016). Prior to each
option year, NH and STC will follow the standard process to review the development task list to

prioritize Items, gather requirements and complete estimates. Development tasks will be

completed pending budget.
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Development Tasks

The following change requests (CRs) have estimated based on initial conversations with DPHS and

knowledge of the products and use. Assumptions and estimation criteria are included. Should
requirements change prior to the requirements deadline for the planned release then the change

requests will be re-estimated. CRs may also be re-prioritized to best meet the programs need.

The following CRs for each product area are also defined in the Contract Requirements within the
Development Requirements. DPHS has defined a potential list of future development tasks that

have not been defined or estimated at this time and will be in the future to appropriately match

the programs future needs.

NHEDSS (Sentinel) Enhancements:

1. Integrate form management functionality to allow admin users to create forms on the fly.
o  The initial form management functionality will be created through an xml form

that can be uploaded and used throughout Sentinel. The form management

functionality will be a joint development effort between NH and MS.

2. Expand on the Form Management Functionality to increase capabilities of question types

and logic.

3. Add the ability to allow users to indicate a case was lost to follow-up and the reason why.

o A drop down field with options of yes, no and unknown \

o When yes is selected a text field wilt be available to indicate why.

o  The lost to follow-up field to be exportable with a case and searchable for follow-
up, monitoring and reporting purposes.

4. Expand the alert functionality to allow alerts to be sent to more than one email address.

5. Add the ability to export a deduplication report.
6. Add the date an investigation was initiated.

o  This will be covered under the maintenance cost, but is captured here to include

in the development cycle.

7. Integrate the Physician Card funaionality with added Lyme disease questions.

o  The Physician Card will be a single user login available to all users that need to
complete as necessary.

T8 RAM Enhancements;

8. Create the ability to view the Sentinel labs within TBPAM.

o  The labs will be viewable within TBPAM, but not populate data..
9. Create a Nursing Flow Sheet.
10. Allow TB-Contact cases to be transferred to TB-Active cases as needed.

PRISM Enhancements:

11. Remove requirements for Interview records on Syphilis cases.

12. Allow morbidity to be included in Reports/Counts regardless of case status.
13. Add functionality to attach negative labs in one field record to another.

14. Create a flag that an interview was assigned.
15. Auto-populate all risk questions with a default value of "Did not ask".
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