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April 2. 2019

His Excellency, Governor Christopher T. Sununu |
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health, to
enter into an agreement with Deloitte Consulting, LLP, Vendor #174776, 7 Eagle Square #301,
Concord, NH 03301, to provide a Business Intelligence (Bl) solution, with specific functionality
to surround the creation of an opioid dashboard, in an amount not to exceed $2,270,549,
effective upon date of Governor and Executive Council approval, through November 29, 2019.
100% Federal Funds. |

I

Funds are available in the following account(s) for State Fiscal Year (SFY) 2019 and are
anticipated to be available in SFY 2020, contingent upon legislative approval of the operational
budget with authority to adjust encumbrances jDetvyeen State Fiscal Years through the Budget
Office. I

05-95-90-902510-7039 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, Public Health Crisis Response

State Fiscal

Year
Class/Account Class Title Job Number

Ijotal
Amount

1

2019 102-500731 Contracts for Prog Svc 90703900 $11,745,973

2019 102-500731 Contracts for Prog Svc. 90703902 120,000

2020 102-500731 Contracts for Prog Svc 90703900 $404,576
1

Total $2,270,549

EXPLANATION !

The purpose of this request is for the development of a software system and associated
services that are required for the Department to implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard that is integrated with and expands upon the
Department's existing enterprise wide data warehousing and business intelligence
infrastructure. i
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The Department was notified on August 29. 2018 that it had received $4.0 million dollars
in grant funding from the Centers for Disease Control and Prevention to respond to the opioid
crisis, all of which must be expensed by August 30. 2019. Part of the funding was for data
integration and opioid dashboards. This provides the Department w/ith a unique opportunity to
organize data into meaningful information, identify actionable uses of information and develop
realistic, fact based, evidence-supported policies and programs, which will allow the Department
to accurately focus on how to best address the opioid crisis '

Data related to the opioid crisis, in many respects, presents the largest data management
and analysis challenge of any issue faced not just by the Department, but by the State as a
whole. While the contracted development of the data integration and dashboard system will be
focused on opioids, the infrastructure developed and the data integrated will be fully leveraged
to support ail the analytical challenges the Department faces. For example, key elements of
child welfare data are needed for analysis of opioids, by integrating this data into the
Department's business intelligence infrastructure, the data will then be positioned to meet other
analytic needs of the program. Beyond data integration the contractor will assist the Department
with implementation of high-level analytic tools in its environment, provide technical training for
Department and other agency staff, provide the toolsets needed to implement agile project
management, and provide assistance in developing data governance policies and procedures.
•All these efforts will be applicable to all systems.

The Department maintains, or has access to, multiple systems that compile data on a
variety of health and social issues that correlate with risk, progression, misuse and addiction to
opioids and resulting health consequences, including overdose deaths. These systems organize
and support various functional areas in delivering services to the citizens, as well as systems
that capture information about the health and well-being of the general public. Additionally, other
New Hampshire state agencies and federal partners capture important data related to the opioid
crisis. In aggregate, these systems maintain a large wealth of data.

As an example, during the project, health care claims, state funded treatment, child
welfare, and other key data relative to the opioid crisis will be securely integrated to allow for
analysis, summary reporting and to provide targeted interventions in areas of the state with the
highest burden of Substance Use Disorder. Additionally, the integration efforts will be made to
maximize the future value of the data for other health issues New Hampshire faces now and in
the future.

Deloitte Consulting, LLP was selected for this project through a competitive bid process.
A Request for Proposals/Applications was posted on The Department of Health and Human
Services' web site from October 16, 2018 through December 10, 2018. A bidder's conference
was held on October 30, 2018. The Department received six'(6) proposals/applications. The
proposals/applications were reviewed and scored by a team of individuals with program specific
knowledge. The review included a thorough discussion of the strengths and weaknesses of the
proposals/applications. The Score Summary is attached.

As referenced in the Request for Proposals and in Part 2 - Information Technologies
Provisions, Section 2. Contract Term of this contract, the Departnient has the option to extend
contract services for up to one (1) additional year, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and
Executive Council.
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Area served: State\wide.

Source of Funds: 100% Federal Funds from Centers for Disease Control - Public Health

Emergency Response: Cooperative Agreement for Emergency Response: Public Health Crisis
Response Funding Opportunity Number: CDC-RFA-TP18-1802

In the event that the Federal (or Other) Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted.

rey [. Meyers
rommissioner

The Department of Health and Human Servicxs'Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE
DEFARTTVIENTOF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax; 603-271-1516 TDD Access; l-800-735-2%4

www.nh.gov/doit

Deots Goulet

Commissioner

April 18, 2019

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency's request to enter into a contract with Deloitte Consulting, LLP, of Concord
NH as described below and referenced as DoITNo. 2019-043.

The purpose of this request Is for the development of a software system and associated
services that are required for DHHS to implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard that is integrated with and expands upon
the Department's existing enterprise wide data warehousing and business intelligence
infrastructure.

The amount of the contract is not to exceed $2,270,549, and shall become effective upon
the date of Governor and Executive Council approval through November 29,2019.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council for approval.

Sincerely,

Denis Goulet

DG/kaf

DoIT#20I9-043

cc: Bruce Smith, IT Manager, DolT

"innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
Office of Business Operations

Contracts & Procurement Unit

Summary Scoring Sheet

Data Analytics Platform for Opiold
Crisis

RFP Name

1.

2.

3.

4.

5.

6.

Preliminary Scores from Initial Evaluation

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

RFP Number Reviewer Names

Maximum Actual
Bidder Name Pass/Fail Points Points

Deloitte Consulting, LLC 1000 772

Edifecs, Inc 1000 448

Lewin Group, Inc 1000 771

Pulselight Holdings, Inc 1000 430

SAS Institute, Inc. 1000 725

Spruce Technology, Inc 1000 450

Refined Scores ollowing Oral Presentations

Deloitte Consulting, LLC 1  0 ' 802 1

Lewin Group, Inc 1  ̂ 731 1

David Wieters, Director, Bureau of
Information Services
Andrew Chalsma, Director of Data

Analytics and Reporting, NH

Brian Earp, Senior Financial
Manger, Ofc of Info Sys, DHHS

Richelle Swanson, Adminlstratr III

BIDC, Financial Analyst DPHS

Sai Cherala,Bureau Chief Populatn
Kith & Commnty Srvc

Annette Escaiante, Director

Bureau of Drug & Alcohol Services

Chiahui Chawla



Subject: DHHS-RFP-2019-Q43/RFP-2019-DPHS-l 9-DATAA
FORM NUMBER P-37 (version 5/8/15)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

1.1 State Agency Name
NH Department of Health and Human Services

1.2 State Agency Address
129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name

Deloitte Consulting, LLP.

1.4 Contractor Address

7 Eagle Square #301
Concord, NH 03301

1.5 Contractor Phone

Number

617-437.3483

1.6 Account Number

05-95-90-902510-7039

1.7 Completion Date

November 29, 2019

1.8 Price Limitation

$2,270,549

1.9 Contracting Officer for State Agency
Nathan D. White, Director

Bureau of Contracts and Procurement
✓

1.10 State Agency Telephone Number
603-271-9631

1.11 Contractop^ignature^

7^
1.12 Name and Title of Contractor Signatory

Gregory Spino
Managing Director

1.13 Acknowledgement: State of , County of

^ , before the undersigned officer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the pe.rson whose name is signed in block 1.1 1, and acknowledged that s/Ke executed this document in the capacity
indicaied'in block l'.12. ^

1.1,3, 1 Signature of Notary. Public or Justice of the ^ ^

■" i ; J
fSeaiV" ^l.!3.2 Name and Title,of Notaw or Ji^tf^o^he Peace

1.14 State^gency Signt^re « 1,15 Nai^and Title of State Agency Signatory

1.16 Approval by the N.H. Department of Administration, Division of Personnel (ifapplicable)

By: Director, On;

1.17 Appro^al^ the Attorney General (Form, Substance and Execution) (ifapplicable)

M  V-/n|i9
1.18 Approval by the Governor and Executive Council (ifapplicable)

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The State of New Hampshire, acting
through the agency identified in block 1.1 ("State"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
E.xecutive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hercundcr, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date").

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the Slate be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of

appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that

Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the Stale of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.
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5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United Stales Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary to perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable

laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afler the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this
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Agreement. This provision shall survive termination of this
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative, In the event

of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the Stale
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITV/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 -A or other e.xisting law. Disclosure of data
requires prior written approval of the Stale.

Page 3

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen {15) days after the date of
termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSICNMENT/DELEGATION/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or property damage, in amounts
of not less than $ 1,000,000per occurrence and $2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting OfTicer
identified in block ! .9, or his or her successor, certificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each certificate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 - A
(" IVorkars' Compensalion ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default, or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the pan of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AM EN DM ENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

23. SEVERABILITV. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
Agreements and understandings relating hereto.

Page 4 of4
Contractor Initials _

Date



STATE OF NEW HAMPSHIRE

Department of Health and Human Ser\'iccs
Data Analytics Platform forOpioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-l 9-DATAA

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TABLE OF CONTENTS

TERMS AND DEFINITIONS 2

1. CONTRACT DOCUMENTS II

2. CONTRACT TERM 12

3. COMPENSATION 12

4. CONTRACT MANAGEMENT 13

5. DELIVERABLES 16

6. SOFTWARE 17

7. SERVICES 17

8. WORK PLAN DELIVERABLE 18

9. CHANGE ORDERS 19

10. INTELLECTUAL PROPERTY 19

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY 21

12 LIMITATION OF LIABILITY 23

13 TERMINATION 23

14 CHANGE OF OWNERSHIP 26

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS 27

16 DISPUTE RESOLUTION 27

2019-043/RFP-2019-I^HS-19-DATAA IT Provisions - Part 2 Page 1 of 3
Contractor Initials: o-j'
Date: vA/^-y



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general conlracting terms and definitions apply except as specifically noted elsewhere
in this document.

Acceptance Notice from the State that a Deliverable has achieved the criteria for

Acceptance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has met the criteria for Acceptance Tests or Review.

Acceptance Period The limeframe during which the Acceptance Test is performed

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acceptance
process, criteria, and Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine whether Defects exist in the
application Software or the System to allow for acceptance

Access Control Supports the management of permissions for logging onto a
computer or network

Agreement A contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the back of
a document

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities within an
application or system

Authorized User The Vendor's employees, Contractors, Subcontractors or other
agents who need to access the State's Personal data to enable the
Contractor to perform the Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following the
conclusion of discussions.

Breach or Breach of Security Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information maintained
by a person or commercial entity.

Business Hours Vendor personnel shall work normal business hours between
8:00 a.m. and 4:30 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes to this Schedule may be made upon agreement
with the Slate Project Manager.

CCP Change Control Procedures

Certification The Vendor's written declaration with full supporting and written
Documentation (including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Control Formal process for initiating changes to the proposed solution or
process once development has begun.

20I9-043/RFP-20I9-

Contractor lnitiab:_

Date: ^/(/M
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-I9-DATAA

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Change Order Formal documentation prepared for approving a proposed change in
the Specifications or contract.

CM Configuration Management

Completion Date End date for the Contract

Confidential Information Information required to be kept Confidential from unauthorized
disclosure under the Contract

Contract This Agreement between the State of New Hampshire and a Vendor,
which creates binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement Part 1 and Part 2. The documentation consisting of both the General
Provisions and the Exhibits which represents the understanding and
acceptance of the reciprocal legal rights and duties of the parties with
respect to the Scope of Work

Contract Conclusion Refers to the conclusion of the Contract, for any reason, including but
not limited to, the successful Contract completion, termination for
convenience, or termination for default.

Contract Documents Documents that comprise this Contract (See Contract Agreement,
Section I.I)

Contract Managers The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of the
Contract. These responsibilities shall include but not be limited to
processing Contract Documentation, obtaining executive approvals,
tracking costs and payments, and representing the parties in all
Contract administrative activities. (See Section 4: Contract
Management)

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Exhibit B Paragraph 2.

Contractor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Contracted VendorA'endor The Vendor whose proposal or quote was awarded the Contract with
the Slate and who is responsible for the Services and Deliverables of
the Contract.

Conversion/Migration
Validation Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts It to a form that can
be used by the new System.

COTS Commercial Off-The-Shelf Software

CR Change Request

Cure Period The thirty (30) day period following written notification of a default
within which a contracted vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the
State of New Hampshire

2019-043/ilFP-2019-DR
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Custom Software Software developed by the Vendor specifically for this project for the
Stale of New Hampshire

Data State's records, files, forms, Data and other documents or

information, in either electronic or paper form, that will be used
/converted by the Vendor during the Contract Term

DBA Database Administrator

Deficiencies/Dcfccts A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to its
Specifications.

Class A Deficiency - Software • Critical, does not allow System to
operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or
unintelligible to Slate; Non Software - Services were inadequate and
require re-performance of the Service.

Class B Deficiency - Software - important, does not stop operation
and/or there is a work around and user can perform tasks; Written
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software • Services were
deficient, require reworking, but do not require re-performance of the
Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Software - Services require only minor reworking
and do not require re-performance of the Service.

Deliverable A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by the Vendor to the
State under the terms of a Contract requirement.

Department An agency of the State

Department of Information
Technoloe>' (DoIT)

The Department of Information Technology established under RSA
21-R by the Legislature effective September 5, 2008.

Documentation All information that describes the installation, operation, and use of
the Software, either in printed or electronic format.

Digital Signature Guarantees the unaltered state of a file

Effective Date The Contract and all obligations of the parties hereunder shall become
effective on the date the Governor and the Executive Council of the

State of New Hampshire approves the Contract

Encryption Supports the transformation of data for security purposes

2019-043/RFP-2019-DmS-19-DATAA IT Provisions - Part 2
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Enhancements Updates, additions, modifications to, and new releases for the
Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements produced
by Change Orders

Event of Default Any one or more of the following acts or omissions of a Vendor shall
constitute an Event of Default hereunder ("Event of Default"):

a. Failure to perform the Services as required under the
Contract or on

Schedule;

b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or

condition of the Contract.

Firm Fixed Price Contract A Firm-Fixed-Price Contract provides a price that is not subject to
increase without amending the contract agreement, e.g.., adjustment
simply on the basis of the Vendor's cost experience in performing the
Contract

Fully Loaded Rates are inclusive of all allowable expenses, including, but not
limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
out of pocket expenses

GAAP Generally Accepted Accounting Principles

Governor and Executive Council The New Hampshire Governor and Executive Council.

Harvest Software to archive and/or control versions of software

Identification and

Authentication

Supports obtaining information about those parties attempting to log
on to a system or application for security purposes and the validation
of those users

Implementation The process for making the System fully operational for processing
the Data.

Implementation Plan Sets forth the transition from development of the System to full
operation, and includes without limitation, training, business and
technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to. Data processing, computing,
information systems, telecommunications, and various audio and
video technologies.

Input Validation Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting the
application from cross site scripting, SQL injection, buffer overflow,
etc.

Intrusion Detection Supports the detection of illegal entrance into a computer system

Invoking Party In a dispute, the party believing itself aggrieved

2019-043/RFP-2019-DPHS-19-DATAA IT Provisions - Part 2
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Key Project Staff Personnel identified by the State and by Deloitte Consulting as
essential to work on the Project.

Licensee The State ofNew Hampshire

Non Exclusive Contract A contract executed by the State that does not restrict the State from
seeking alternative sources for the Deliverables or Services provided
under the Contract.

Non-Public Information Data, other than Personal Data, that is not subject to
distribution to the public as public information, it is deemed to
be sensitive and confidential by the State because it contains
information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other

Normal Business Hours Normal Business Hours - 8:00 a.m. to 4:30 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. State
holidays are: New Year's Day, Martin Luther King Day, President's
Day, Memorial Day, July 4'^ Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor to
begin work on the Contract on a given date and time

Open Data Formats A data format based on an underlying Open Standard.

Open Source Soft>vare Software that guarantees the user unrestricted use of the
Software as defined in RSA 21 -R: 10 and RSA 21 -R: 1 1.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 2i-R: 10 and RSA 21-R:i3.

Operating System System is fully functional, all Data has been loaded into the System,
is available for use by the State in its daily operations.

Operational Operational means that the System is operating and fully functional,
all Data has been loaded; the System is available for use by the State
in its daily operations, and the State has issued an Acceptance Letter.

Order of Precedence The order in which Contract/Documents control in the event of a

confiict or ambiguity. A term or condition in a document controls
over a conflicting or ambiguous term or condition in a document that
is lower in the Order of Precedence

Personal Data Data that includes information relating to a person that
identifies the person by name and has any of the following
Personally Identifiable Information (Pll): government-issued
identification numbers (e.g., Social Security, driver's license,
passport); financial account information. Including account
number, credit or debit card numbers; or Protected Health
Information (PHI) relating to a person.
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Project The planned undertaking regarding the entire subject matter of an
RFP and Contract and the activities of the parties related hereto.

Project Team The group of State employees and contracted Vendor's personnel
responsible for managing the processes and mechanisms required
such that the Services are procured in accordance with the Work Plan
on time, on budget and to the required specifications and quality

Project Management Plan A document that describes the processes and methodology to be
employed by the Vendor to ensure a successful Project.

Project Managers The persons identified who shall function as the State's and the
Vendor's representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utilizing the Change Control Procedures
(CCP)

Project Staff State personnel assigned to work with the Vendor on the Proiect
Proposal The submission from a Vendor in response to the Request for a

Proposal or Statement of Work

Regression Test Plan A plan integrated into the Work Plan used to ascertain whether fixes
to Defects have caused errors elsewhere in the application/process.

Review The process of reviewing Deliverables for Acceptance

Review Period The period set for review of a Deliverable. If none is specified then
the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management Supports the granting of abilities to users or groups of users of a
computer, application or network

SaaS- Software as a Service Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use of the
software as a part of their service.

Schedule The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the Contract

Service Level Agreement (SLA) A signed agreement between the Vendor and the State specifying the
level of Service that is expected of, and provided by, the Vendor
during the term of the Contract identified in the Statement of Work.

Services The work or labor to be performed by the Vendor on the Project as
described in the Contract.

Software All custom Software and COTS Software provided by the Vendor
under the Contract

Software-as-a-Service (SaaS) The capability provided to the State to use the Contractor's i
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
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including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Soft>vare Deliverables COTS Software and Enhancements

Sofhvare License" Licenses provided to the State under this Contract

Solution The Solution consists of the total Solution, which includes, without

limitation. Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf.Software provided by
or in conjunction with the Vendor and configured Software
customized for the State provided by the Vendor in response to this
RFP.

Specirications The written Specifications that set forth the requirements which
include, without limitation, this RFP, the Proposal, the Contract, any
performance standards, Documentation, applicable State and federal
policies, laws and regulations, State technical standards, subsequent
Stale-approved Deliverables, and other Specifications and
requirements described in the Contract Documents. The
Specifications are, by this reference, made a part of the Contract as
though completely set forth herein.

State STATE is defined as:

State of New Hampshire
Department of Health and Human Services
129 Pleasant St

Concord, NH 03301

Reference to the term "State" shall include applicable agencies

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements and
objectives of a Project. The Statement of Work also defines a high
level view of the architecture, performance and design requirements,
the roles and responsibilities of the State and the Vendor. The
Contract Agreement SOW defines the results that the Vendor
remains responsible and accountable for achieving.

State's Confidential Records State's information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-A

State Data Any information contained within State systems in electronic or
paper format.

State Fiscal Vear(SFV) The New Hampshire State Fiscal Year extends from July \" through
June 30''' of the following calendar year

State Project Leader State's representative with regard to Project oversight

State's Project Manager (PM) State's representative with regard to Project management and
technical matters. Agency Project Managers are responsible for

20I9-043/R.FP.2019-D
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review and Acceptance of specific Contract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP).

Subcontractor A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

System All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies, interprets, or

specifies technical requirements. It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It
may consist of a timeline, a series of tests and test data, test scripts
and reports for the lest results as well as a tracking mechanism.

Term Period of the Contract from the Effective Date through termination.

Transition Services Services and support provided when <CONTRACTOR> is
supporting System changes.

DAT User Acceptance Test

Unit Test Developers create their own test data and lest scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing Tests done by knowledgeable business users who are familiar with
the scope of the Project. They create/develop test cases to confinn
the System was developed according to specific user requirements.
The test cases and scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and network
accounts within an organization

Vendor/ Contracted Vendor The Vendor whose proposal or quote was awarded the Contract with
the State and who is responsible for the Services and Deliverables of
the Contract.

Verification Supports the confirmation of authority to enter a computer system,
application or network

Virtual Private Network Extends a private network across a public network, and
enables users to send and receive Data across shared or

public networks as if their computing devices were directly
connected to the private network

Walk Through A step-by-step review of a Specification, usability features or design
before it is handed off to the technical team for development

2019-043/RFP.20I9-DP.

Contractor Initial

Date: %

-19-DATAA IT Provisions- Part 2 Page 9 of 3



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Warranty Period A period of coverage during which CONTRACTOR is responsible
for providing a warranty for products and Services delivered as
defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Ser>'ices The Services to be provided by the Vendor during the Warranty
Period.

Work Hours Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour weeks,
excluding State of New Hampshire holidays. Changes to this
schedule may be made upon agreement with the State Project
Manager.

Work Plan The overall plan of activities for the Project created in accordance
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities. Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables Non-Software written deliverable Documentation (letter, report,

manual, book, other) provided by the Vendor either in paper or
electronic format.

2019-043/RFP-2019-D^S-19-DATAA IT Provisions - Part 2
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Health and Human Services ("State"), and Deloitte Consulting LLP, a Delaware Limited Liability
Partnership, ("Contractor"), having its principal place of business at 7 Eagle Square, #301, Concord, NH
03301.

RECITALS

The Stale agrees to have Deloitte Consulting, LLP provide a software system and associated services for
the Department to implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard for the State;

Deloitte Consulting, LLP agrees to provide and implement a scalable Opioid Crisis Response
Management Business Intelligence dashboard as described in the Statement of Work.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

I.l CONTRACT DOCUMENTS

This Contract Agreement (DHHS-RFP-2019-043/RFP-2019-DPHS-! 9-DATAA) is
comprised of the following documents:

A. Part I • Form P-37 General Provision

B. Part 2 • Information Technology Provisions
C. Part 3 - Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions
Exhibit D- Administrative Services

Exhibit E- Implementation Services
Exhibit F- Testing Services
Exhibit 0- Maintenance and Support Services
Exhibit H- Requirements
Exhibit 1- Work Plan

Exhibit J- Software Agreement
Exhibit K- Warranty and Warranty Services
Exhibit L- Training Services
Exhibit M- Agency RFP with Addendums, by reference
Exhibit N- Vendor Proposal, by reference
Exhibit O- Certificates and Attachments

Exhibit P-DHHS Information Security Requirements

2019-043/RFP-2019-D^-19-DATAA IT Provisions - Part 2 Page 1 1 of 3
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Exhibit Q - DHHS Health Insurance Portability Act, Business Associate

Agreement
Exhibit R - DHHS Exhibits

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. State of New Hampshire, DHHS Contract Agreement 20I9-043/RFP-2019-DPHS-19-
DATAA, including Parts I, 2, and 3.

b. State of New Hampshire, DHHS 20I9-043/RFP-20I9-DPHS-I9-DATAA.
c. Vendor Proposal Response to 20I9-043/RFP-20I9-DPHS-I9-DATAA dated December

10, 2018

2. CONTRACT TERM

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parlies, and the receipt of required governmental approvals, including, but not
limited to, Governor and Executive Council of the State of New Hampshire approval ("Effective

Date")-

The Contract shall begin on the Effective Date and extend through November 29, 2019. The
Term may be extended up to one (I) year, ("Extended Term") at the sole option of the State,
subject to the parties prior written agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State and
complete work by the time established through the Project Work Plan. The following statement
shall apply only to the "go-live" date indicated in Exhibit I:

Time is of the essence in the performance of the Contractor's obligation under the

contract.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price. Part I, P37. block 1.8 price limitation, method of payment, and terms of
payment are identified and more particularly described in section 5 of P-37 Agreement and Part 3
Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the Services or
Deliverables identified under this procurement or make an award by item, part or portion of an item,
group of items, or total Proposal, the Contractor shall not be responsible for any delay, act, or
omission of such other vendors, except that the Contractor shall be responsible for any delay, act, or
omission of the other vendors if such delay, act, or omission is caused by or due to the fault of the
Contractor.
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4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the
Contractor and State personnel. The Contractor shall provide all necessary resources to perform
its obligations under the Contract. The Contractor shall be responsible for managing the Project
to its successful completion.

4.1 THE CONTRACTOR'S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Gregory Spino
Managing Director

200 Berkley Street
Boston, MA 021 10

Tel; 617-448-9688

Email: gspino@deloitte.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 Contract Project Manager
The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Contracted Vendor Project Manager
shall be subject to the prior written approval of the State. The State's approval
process may include, without limitation, at the State's discretion, review of the
proposed Contractor's Project Manager's resume, qualifications, references, and
background checks, and an interview. The State may require removal or
reassignment of the Contractor's Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State's satisfaction.

4.2.2 The Contractor's Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Exhibit 1, Section 2. The Contractor's Project
Manager or State approved designee must be available to promptly respond during
Normal Business Hours, typically within one (1) day, to inquiries from the State,
and be at the site as needed. The Contractor's Project Manager must work
diligently and use his/ her reasonable efforts on the Project.

4.2.3 Except in the event of disability, illness, grave personal circumstances, or
separation from service ("Removal Justifications"), the Contractor shall not
change its assignment of the Contractor's Project Manager without providing the
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State written justification and obtaining the prior written approval of the State.
State approvals for replacement of the Contractor's Project Manager shall not be
unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than of the Contractor's Project Manager being replaced; meet the
requirements of the Contract; and be subject to reference and background checks
described above in General Provisions, Section 4.2.1: Coniracl Project Manager.
and in Contract Agreement General Provisions, Section 4.6: Reference and
Background Checks, below. The Contractor shall assign a replacement of the
Contractor's Project Manager within ten (10) business days of the departure of the
prior Contractor's Project Manager, and the Contractor shall continue during the
ten (10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.

4.2.4 Notwithstanding any other provision of the Contract, unless the Contractor cures
the failure within the Cure Period following written notice from the State, the State
shall have the option, at its discretion, to terminate the Contract, declare the
Contractor in default and pursue its remedies at law and in equity, if the Contractor
fails to assign a the Contractor Project Manager meeting the requirements and
terms of the Contract.

4.2.5 CONTRACTOR Project Manager is:
Jeffrey Walker
Senior Manager
200 Berkley Street
Boston, MA 021 10

Tel; 770-241-3846

Email: jefwalker@deloitte.com

4.3 CONTRACTOR KEY PROJECT STAFF

4.3.1 The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in RFP Appendi.xC: System Requirements and Deliverables, Table C.2: System
Requirements and Deliverables- Vendor Response Checklist. The State may conduct
reference and background checks on the Contractor's Key Project Staff. The State
reserves the right to require removal or reassignment of the Contractor's Key Project
Staff who are found unacceptable to the State. Any background checks shall be
performed in accordance with General Provisions Section 4.6: Background Checks.

4.3.2 Except in the event of a Removal Justification, upon commencement of Services by
the applicable Contractor's Key Project Staff member, the Contractor shall not
change any of the Contractor's Key Project Staff commitments indicated below
without providing the State written justification and obtaining the prior written
approval of the Slate. State approvals for replacement of the Contractor's Key
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4.3.3

Project Staff will not be unreasonably withheld. The replacement of the Contractor's
Key Project Staff shall have comparable or greater skills than of'the Contractor's
Key Project Staff being replaced; meet the requirements of the Contract, including
but not limited to the requirements set forth in RFP Appendix C: System
Requirements and Deliverables and be subject to reference and background checks
described in Contract Agreement- General Provisions, Section 4.6: Reference and
Backf^round Checks,

Notwithstanding any other provision of the Contract to the contrary, unless the
Contractor cures the failure within the Cure Period following written notice from the
Slate, the State shall have the option to terminate the Contract, declare the Contractor
in default and to pursue its remedies at law and in equity, if the Contractor fails to
assign Key Project Staff meeting the requirements and lenns of the Contract or if it
the Contractor's replacement Project staff do not meet the requirements of the
Contract.

4.3.3.1 The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

The Contractor's Key Project Staff:

Key Member(s) •  Title'

Gregory Spino Enterprise Architect Lead

Sean Conlin Opioid Analytics Lead

Jeff Walker Project Manager

Kelly Neway Training Lead

Tim Hartman Data Scientist, Lead (PhD)

Dipak Modi Security Lead

Varsha Goel Senior Database (ETL)

Quinn Chasan Digital Analytics

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:

David Wieters

Director, Bureau of Information Services
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9529

Email: david.wieters@dhhs.nh.gov
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4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include the
following;

a. Leading the Project;
b. Engaging and managing all Contractors;
c. Managing significant issues and risks.
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-offs;
f. Review and approval of change proposals; and
g. Managing stakeholders' concerns.

The State Project Manager is:

Andrew Chalsma

Director of Data Analytics and Reporting
Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Tel: 603-271-9425

Email; andrew.chaisma@dhhs.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

The Contractor shall conduct criminal background checks as part of its general hiring processes
and not utilize any staff, including subcontractors, to fulfill the obligations of the contract whose
background checks revealed that they have been convicted of any crime of dishonesty, including
but not limited to criminal fraud, or otherwise convicted of any felony or misdemeanor offense for
which the individual received more than I year of Incarceration. The Contractor shall promote and
maintain an awareness of the importance of securing the State's information among the
Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of the Contracted
Vendor Project Manager and the Contractor Key Project Staff with Vendor concurrence. The Stale
shall maintain the confidentiality of background screening results in accordance with the Contract
Agreement - General Provisions-Section 1 1: Use of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

The Contractor shall be solely responsible for meeting all of its requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the Contract, including but
not limited to, the terms and conditions in the Contract Agreement. The Contractor must submit
any non-confidential information and documentation relating to the Subcontractor, including
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terms and conditions consistent with this Contract upon request. The State will consider the
Contractor to be wholly responsible for the performance of the Contract and the sole point of
contact with regard to all contractual matters, including payment of any and all charges resulting
from the Contract.

5.2 DELIVERABLES AND SERVICES

The Contractor shall provide the State with the Deliverables and Services in accordance with the
time frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contraci Deliverables.

5.3 NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND

ACCEPTANCE

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the Stale will Review the Deliverable to
determine whether it meets the Requirements outlined in Contract E.xhibit A: Contraci
Deliverables. The State will notify the Contractor in writing of its Acceptance or rejection of the
Deliverable within five (5) business days of the Slate's receipt of the Contractor's written
Certification. If the State rejects the Deliverable (i.e. the Deliverable does not meet the
Requirements outlined in Exhibit A), the State shall notify the Contractor of the nature and class of
the Deficiency and the Contractor shall correct the Deficiency within the period identified in the
Work Plan. If no period for the Contractor's correction of the Deliverable is identified, the
Contractor shall correct the Deficiency in the Deliverable within five (5) business days. Upon
receipt of the corrected Deliverable, the Slate shall have five (5) business days to review the
Deliverable and notify the Contractor of its Acceptance or rejection thereof, with the option to
extend the Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of time after at least 3 attempts, the State may, at its option,
continue reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and pursue its
remedies at law and in equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and more
particularly described in Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J; Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contraci Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES
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The Contractor shall provide the Slate with the administrative Services set forth in the
Contract, and particularly described in Exhibit D: Administrative Services.

7.2 IMPLEMENTATION SERVICES

The Contractor shall provide the State with the implementation Services set forth in the
Contract, and particularly described in Exhibit E: Implementation Services.

7.3 TESTING SERVICES

The Contractor shall perform testing Services for the Slate set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L: Training Services.

7.5 MAINTENANCE AND SUPPORT SERVICES

The Contractor shall provide the Stale with Maintenance and support Services for the Software
set forth in the Contract, and particularly described in Exhibit G: System Maintenance and
Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the Slate with warranty Services set forth in the Contract, and
particularly described in Exhibit K: Warranty & Warranty Services.

8. WORK PLAN DELIVERABLE

The Contractor shall provide the State with a Work Plan that shall include, without limitation, a
detailed description of the Schedule, tasks, Deliverables, major milestones, task dependencies, and
payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit 1: Work Plan.
The Contractor shall update the Work Plan as necessary, but no less than every two weeks, to
accurately reflect the status of the Project, including without limitation, the Schedule, tasks,
Deliverables, major milestones, task dependencies, and payment Schedule. Any such updates to the
Work Plan must be approved by the Slate, in writing, prior to final incorporation into Contract Exhibit
I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved by the State, is incorporated
herein by reference.

Unless agreed to in writing by the State, changes to the Contract E.xhibit 1: Work Plan shall not relieve
the Contractor from liability to the Slate for damages resulting from the Contractor's failure to perform
its obligations under the Contract, including, without limitation, performance in accordance with the
Schedule.

In the event of any delay in the Schedule, the Contractor must promptly notify the State in writing,
identifying the nature of the delay, i.e., specific actions or inactions of the Contractor or the State
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causing the problem; its estimated duration period to reconciliation; specific actions that need to be
taken to correct the problem; and the expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the Schedule shall
not change unless agreed to in writing by the State, except that the Schedule shall automatically extend
on a day-to-day basis to the extent that the delay does not result from the Contractor's failure to fulfill
its obligations under the Contract. To the extent that the State's execution of its major tasks takes
longer than described in the Work Plan, or in the event the schedule is extended as a result of a force
majeure event or is caused by a third party, the Schedule shall automatically extend on a day-to-day
basis.

Notwithstanding anything to the contrary, the Stale shall have the option to terminate the Contract for
default, at its discretion the Vendor's Work Plan or elements within the Work Plan fail meet the
requirements of the Contract, unless such failure is cured by the Contractor during the Cure Period
following written notice from the State.

9. CHANGE ORDERS

The State may request changes or revisions at any time by written Change Order. Change Orders
cannot change the price limitation, contract end date or materially change from the Scope of Services
defined within the Request for Proposals (RFP). The State originated changes or revisions shall be
approved by the Department of infomiation Technology. Within five (5) business days of the
Contractor's receipt of a Change Order, the Contractor shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, or the Work Plan and any changes which impact
cost, time and/or scope as agreed to by the parties shall be included within an Amendment to the
Contract.

The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. Change Orders cannot change the
price limitation, contract end dale or materially change the Scope of Services defined within the
Request for Proposals (RFP), unless the parties agree to such changes in an Amendment. The State
shall attempt to respond to the Contractor's requested Change Order within five (5) business days.
The State Agency, as well as the Department of Information Technology, must approve all Change
Orders in writing. The Slate shall be deemed to have rejected the Change Order if the parties are unable
to reach an agreement in writing and any changes which are agreed to by the parties shall be included
within a mutually agreeable Change Order. All Change Order requests from the Contractor to the
State, and the State acceptance of the Contractor's estimate for a State requested change, will be
acknowledged and responded to, either acceptance or rejection, in writing, if accepted, the Change
Order(s) shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in the Software,
and its associated Documentation, shall remain with the Contractor.
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Upon successful completion and/or termination of the Implementation of the Project, the
Contracted Vendor shall own and hold all, title, and rights in any Software modifications developed
in connection with performance of obligations under the Contract, or modifications to the
Contracted Vendor provided Software, and their associated Documentation including any and all
performance enhancing operational plans and the Vendors' special utilities. The Contracted
Vendor shall license back to the State the right to produce, publish, or otherwise use such software,
source code, object code, modifications, reports, and Documentation developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others, materials that
are competitive with, or similar to Custom Software, modifications developed in connection with
performance of obligations under the Contract. In addition, the Vendor shall be free to use its
general knowledge, skills, experience, and any other ideas, concepts, know-how, and techniques
that are acquired or used in the course of its performance under this agreement.

10.2 STATE'S DATA AND PROPERTY

Except for Contractor Technology, all rights, title and interest in State Data shall remain with the
State. Except for Contractor Technology, all data and any property which has been received from
the State or purchased with funds provided for that purpose under this Agreement, shall be the
property of the State, and shall be returned to the State upon demandor upon termination of this
Agreement for any reason, the Contractor shall not access Slate user accounts or State data, except
(I) in the course of data center operations, (2) in response to service or technical issues, (3) as
required by the express terms of this contract or (4) at the State's written request.
"Contractor Technology" means all works of authorship, materials, information and other
intellectual properly created prior to or independently of the performance of the Services, or
created by the Contractor or its subcontractors as a tool for their use in performing the Services,
plus any modifications or enhancements thereto and derivative works based thereon. Contractor
Technology includes HHS Interactive Opioid Insights. The Contractor grants to the State the right
to use, in perpetuity, for the State's internal business purposes, any Contractor Technology
included in the Deliverables in connection with its use of the Deliverables. The Contractor will
provide the training, code, documentation and ability to modify the Contractor technology
independent of the Contractor or some other solution will be provided that meets these terms
without incurring additional costs to the State to meet the deliverables that Contract technology is
identified to meet. Additionally, the State will have the right to use and enhance Contractor
Technology independently from the Contractor.

10.3 CONTRACTOR'S MATERIALS

Subject to the provisions of this Contract, the Contractor may develop for itself, or for others,
materials that are competitive with, or similar to, the Deliverables. In accordance with the
provision of this Contract, the Contractor shall not distribute any products containing or disclose
any State Confidential Infonnation. The Contractor shall be free to use its general knowledge, skills
and experience, and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not obtained as the result
of the deliberate memorization of the State Confidential Information by the Contractor employees
or third party consultants engaged by the Contractor.
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Without limiting the foregoing, the parties agree that the general knowledge referred to herein
cannot include information or records not subject to public disclosure under New Hampshire RSA
Chapter 91-A, which includes but is not limited to the following: records of grand juries and petit
juries; records of parole and pardon boards; personal school records of pupils; records pertaining
to internal personnel practices, financial information, test questions, scoring keys and other
examination data use to administer a licensing examination, examination for employment, or
academic examination and personnel, medical, welfare, library use, video tape sale or rental, and
other files containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights
All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright to all Data
and information, shall remain with the State. The State shall also retain all right, title and interest
in any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the State's copyright.

10.5 CUSTOM SOFTWARE SOURCE CODE

In the event that the State purchases software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The State shall receive a worldwide,
perpetual, irrevocable, non-e.xclusive paid -up right and license to use, copy, modify and prepare
derivative works of any custom developed software. This section does not apply to the Contractor's
proprietary software code.

10.6 SURVIVAL

This Contract Agreement Section 10: Intelleclual Property shall survive the termination of the
Contract.

11 USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. "State Confidential
Information" shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings fsee e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the State
Confidential information developed or obtained during the performance of, or acquired, or
developed by reason of the Contract, except as directly connected to and necessary for the
Contractor's performance under the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
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Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

Subject to applicable federal or State laws and regulations, Confidential Information shall
not include infomiation which: (i) shall have otherwise become publicly available other than
as a result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the
receiving party on a non-confidential basis from a source other than the disclosing party,
which the receiving party believes is not prohibited from disclosing such information as a
result of an obligation in favor of the disclosing party; (iii) is developed by the receiving
party independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
disclosing party. A receiving party also may disclose Confidential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval
of the State. The Contractor shall promptly notify the State if any request, subpoena or other
legal process is served upon the Contractor regarding the State Confidential Information, and
the Contractor shall cooperate with the State in any effort the State undertakes to contest the
request, subpoena or other legal process, at no additional cost to the State.

In the event of the unauthorized release of Stale Confidential Information, the Contractor

shall promptly notify the State, and the State may immediately be entitled to pursue any
remedy at law and in equity, including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State and
federal laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. The State shall maintain the confidentiality of the identified Confidential Information
insofar as it is consistent with applicable State and federal laws or regulations, including but
not limited to, RSA Chapter 91-A. In the event the State receives a request for the
information identified by the Contractor as confidential, the State shall notify the Contractor
and specify the date the State will be releasing the requested information. At the request of
the State, the Contractor shall cooperate and assist the State with the collection and review
of the Contractor's information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be the Contractor's sole responsibility and at
the Contractor's sole expense. If the Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's notice
to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 1 1, Use ofState's Information, Confidentiality, shall
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survive lerminalion or conclusion of the Contract.

12 LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the Stale's liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - General Provisions, Block 1.8.

12.2 CONTRACTOR

Subject to applicable laws and regulations, in no event shall the Contractor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the Contractor's
liability to the State for any claims, liabilities, or expenses relating to this Contract shall not
e.xceed two limes (2X) the total Contract price set forth in Contract Agreement - P-37, General
Provisions, Block 1.8.

Notwithstanding the foregoing, this limitation of liability shall not apply to the Contractor's
obligation set forth in Exliibit K, Section 1.2, as well as the indemnification obligation set forth
below in this Section 12.2 for any third party claims for bodily injury, death, or damage to real or
tangible personal property to the extent caused by the Contractor's negligence or willful
misconduct.

Notwithstanding the monetary limitation contained in this paragraph 12.2 above, in the event
a claim or action is brought against the Slate in which infringement, violation of Contractor's
obligations under the Business Associate Agreement, and/or any third party claims for bodily
injury, death, or damage to real or tangible personal property to the extent caused by the
Contractor's negligence or willful misconduct are alleged, the Contractor, at its own expense,
shall defend, indemnify and hold harmless the State against all such claims or actions for any
e.xpenses, costs or damages, including legal fees and expenses, incurred by the State in
connection with such claims or actions.

12.3 STATE'S IMMUNITY
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
Slate. This covenant shall survive termination or Contract conclusion.

12.4 SURVIVAL

This Section 12: Limitation ofLiability shall survive termination or Contract conclusion.

13 TERMINATION

This Section 13 shall survive the termination or Contract Conclusion.

13.1 TERMINATION FOR DEFAULT
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Any one or more of the following acts or omissions of the Contractor shall constitute an event of
default hereunder ("Event of Default")

a. Failure to perform the Services as required under the Contract or on schedule;
b. Failure to submit any report required; and/or
c. Failure to perform any other covenant, term or condition of the Contract

13.1.1 Upon the occurrence of any Event of Default, which is not cured within the Cure Period
following written notice from the State, the State may lake any one or more, or all, of
the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of a
greater specification of time, thirty (30) days from the date of notice, ("Cure
Period"). If the Contractor fails to cure the default within the Cure Period, the State
may terminate the Contract effective two (2) days after giving the Contractor notice
of termination, at its sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both.

b. Give the Contractor a written notice specifying the Event of Default and suspending
all payments to be made under the Contract solely for the invoices in dispute (and
any such dispute shall be resolved in accordanc with Section 16 below).

c. Set off against any other obligations the State may owe to the Vendor any damages
the State suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or in equity, or
both.

e. Terminate the Contract and procure Services that are the subject of the breach of the
Contract from another source and the Contractor shall be liable for reimbursing the
State for the excess costs of such replacement Services, directly related to the
replacement of the Contract, to the extent the fees that the State actually pays exceed
the fees that the State would have otherwise paid to the Contractor, all of which
shall be subject to the limitations of liability set forth in the Contract.

13.1.2 The Vendor shall provide the Slate with written notice of default, and the State shall cure
the default within thirty (30) days or the Vendor may terminate the Contract.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The Slate may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the State
as well as for any works-in-progress. Amounts for Services or Deliverables provided
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prior to the date of termination for which no separate price is stated under the Contract
shall be paid, in whole or in part, generally in accordance with Contract Exhibit B, Price
and Payment Schedule, of the Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by written notice if it reasonably detennines that
a conflict of interest exists, including but not limited to, a violation by any of the parties
hereto of applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other contracted
payments that would have become due and payable if the Contractor did not know, or
reasonably did not know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by
the Contractor, the State shall be entitled to pursue the same remedies against the
Contractor as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for such part of the Contract as
has been terminated upon applicable payment thereof and provided that any
Deliverables which are provided in-progress shall be provided as-is and without
warranty.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State, the
Contractor shall:

a. The State shall be entitled to any post-termination assistance generally made available
with respect to the services for up to 30 days and subject to applicable payment
therefor, unless a unique data retrieval arrangement has been established as part of the
SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the notice;

c. Promptly, but in no event longer than thirty (30) days after termination, terminate its
orders and subcontracts related to the work which has been terminated and settle all
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outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

d. Take such action as the State reasonably directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of the Contractor and in
which the State has an interest;

e. During any period of service suspension, the Contractor shall not take any action to
intentionally erase any State data.

I. In the event of termination of any services or agreement in entirety, the Contractor
shall not take any action to intentionally erase any State data for a period of:

•  10 days af\er the effective date of termination, if the termination is in
accordance with the contract period

30 days after the effective date of termination, if the termination is for
convenience

•  60 days after the effective date of termination, if the termination is for cause
2. After such period, the Contractor shall have no obligation to maintain or provide

any State data and shall thereafter, unless legally prohibited, delete all State data
in its systems or otherwise in its possession or under its control.

f. Upon applicable payment therefor, transfer title to the State and deliver in the manner,
at the times, and to the extent directed by the State, any property (except for Contractor
Technology) which is required to be furnished to the State and which has been accepted
or requested by the State; and

g. The Contractor shall implement an orderly return of State data in a CSV or another
mutually agreeable format at a time agreed to by the parties and the subsequent secure
disposal of State data;

h. The Contractor shall securely dispose of all requested data in all of its forms residing
on the Contractor devices, when requested by the State. Data shall be permanently
deleted and shall not be recoverable, according to National Institute of Standards and
Technology (NIST)-approved methods. Certificates of destruction shall be provided to
the State.

i. Provide written Certification to the State that the Contractor has surrendered to the

State all said property.

14 CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor, its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors
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or assigns for such period of lime as determined necessary by the State; or immediately terminate the
Contract for convenience without liability to the Contractor, Its successors or assigns.

15 ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent shall
not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State's prior written consent shall be null and void, and may constitute an event of default
at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even if

assignees, delegates. Subcontractors, or other transferees ("Assigns") are used, unless otherwise agreed
to in writing by the State, and the Assigns fully assumes in writing any and all obligations and liabilities
under the Contract from the Effective Date. In the absence of a written assumption of full obligations
and liabilities of the Contract, any permitted assignment, delegation, subcontract, or other transfer shall
neither relieve the Contractor of any of its obligations under the Contract nor affect any remedies
available to the State against the Contractor that may arise from any event of default of the provisions
of the contract. The State shall consider the Contractor to be the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the
Contract to the successor of all or substantially all of the assets or business of the Contractor provided
that the successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that the Contractor should change ownership, as permitted under Section 15: Change of
Ownership, the State shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaining term of the Contract; continue under the Contract with the
Contractor, its successors or assigns for such period of time as determined necessary by the State; or
immediately terminating the Contract without liability to the Contractor, its successors or assigns.

16 DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement in
the dispute negotiation by written notice to the other party. Such notice shall be without prejudice to
the Invoking Party's right to any other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the parties at the following
successive management levels, each of which shall have a period of allotted time as specified below in
which to attempt to resolve the dispute:

Dispute Resolution Responsibility and Schedule Table
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LEVEL , Deloittc Consulting,
■■;LLP

STATE,:
1.

'  , • f -.

CUMULATIVE
ALLOTTED
TIME ..

•Primary Jeffrey Walker
Senior Manager

Andrew Chalsma
State Project
Manager (PM)

5 Business Days

Firs't'-i '
.  -j

Gregory Spino
Managing Director

David Wieters
Director, BIS

10 Business Days

Second; Scott Workman
Managing Director

Jeffrey A. Meyers
Commissioner

15 Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other party. In the event that the parties do not resolve the dispute
within the time periods set forth above, either party may pursue its available remedies, at law or equity,
in accordance with Section 17.7 below.

17 SAAS GENERAL TERMS AND CONDITIONS

17.1 COMPUTER USE
In consideration for receiving access to and use of the computer facilities, network, licensed
or developed software, software maintained or operated by any of the State entities, systems,
equipment, Documentation, information, reports, or data of any kind (hereinafter
"Information"), the Contractor understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting official State business, and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.

c. That at no time shall the Contractor access or anempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. Except for Contractor Technology, that all software licensed, developed, or being
evaluated by the State cannot be copied, shared, distributed, sub-licensed, modified,
reverse engineered, rented, or sold, and that at all times the Contractor must use reasonable
care to protect and keep such software confidential in accordance with the license or any
other Agreement executed by the State. Except for Contractor Technology, only
equipment or software owned, licensed, or being evaluated by the State, can be used by
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the Contractor. Personal software (including but not limited to palmtop sync software)
shall not be installed on any equipment.

e. That if the Contractor is found to be in violation of any of the above-staled rules, or Exhibit
P, DHHS Information Security Requirements, the User may face removal from the State
Contract, and/or criminal or civil prosecution, if the act constitutes a violation of law.

17.2 EMAIL USE

EMail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only and In accordance with
Exhibit P, DHHS Information Security Requirements. Email Is defined as "Internal Email
systems" or "Slate-funded Email systems." The Contractor understands and agrees that use of
email shall follow Stale standard policy (available upon request).

17.3 INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct support

of the business of the State of New Hampshire according to Slate standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform Its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block including
State of New Hampshire, Department Name, name of the individual responsible for the funding
of the contracts and his/her address.

17.6 EXHIBITS

The Exhibits referred to, In and attached to the Contract are incorporated by reference as If
fully included in the text.

17.7 VENUE AND JURISDICTION

Any action on the Contract may only be brought In the State of New Hampshire, Merrimack
County Superior Court.

17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
Intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of the E.xhibit E Section 3:
Records Retention and Access Requirements, Exhibit E Section 4: Accounting Requirements,
and General Provisions-Section 1 1: Use of State's Information, Confidentiality and General
Provisions- Section 14: Termination which shall all survive the termination of the Contract.

17.9 FORCE MAJEURE
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Neither the Contractor nor the State shall be responsible for delays or failures in performance
resulting from events beyond the control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots,
and acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

Except in the event of the foregoing. Force Majeure events shall not include the Contractor's
inability to hire or provide personnel needed for the Contractor's performance under the
Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

TO THE CONTRACTOR:

DELOiT'l'E CONSULTING

7 EAGLE SQUARE

CONCORD. NH 03301

TO STATE:

STATE OF NEW HAMPSHIRE

DEPA RTM ENT OF H E A LTH

HUMAN SERVICES

129 PLEASANT STREET

CONCORD. NH 03301

AND

17.11 DATA PROTECTION -

The Contractor shall comply with E.xhibit P of this Contract, Information Securitv
Requirements.

17.12. DATA LOCATION

The Contractor shall provide its Services to the State and solely from data centers within the
Continental United States. All storage, processing and transmission of Stale data shall be
restricted to information technology systems within the Continental United States. The
Contractor shall not allow its personnel or sub-contractors to store State data on portable
devices, including personal computers, except as set forth in E.xhibit P, DHHS Information
Security Requirements.

17.13. SECURITV INCIDENT OR DATA BREACH NOTIFICATION -

The Contractor shall comply with Exhibit P of this Contract, Information Securitv
Requirements.

17.14. BREACH RESPONSIBILITIES-

The Contractor shall comply with Exhibit P of this Contract, Information Securitv
Requirements.

17.15 NOTIFICATION OF LEGAL REQUESTS
The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under this contract, or
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which might reasonably require access to the data of the State. The Contractor shall refer to
Exhibit P, DHHS Information Security Requirements for additional provisions.

17.16. CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the State's expense.

17.17. SECURITY

The Contractor shall disclose its non-proprietary security processes and technical controls to
the Stale in the form of Contractor's Information Security Statement such that adequate
protection and flexibility can be attained between the State and the Contractor. For example:
virus checking and port sniffing — the State and the Contractor shall understand each other's
roles and responsibilities.

17.18. NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is reasonably
necessary to perform Job duties.

17.19. IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data with respect to the DAP in piecemeal
or in entirety at its discretion without interference from the Contractor. This includes the ability
for the State to import or export data to/from other service providers.

17.20. RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the
responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime and subject to the availability of the State's applicable server), and
provide service to customers as deflned in the SLA.

17.21. RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the Slate believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential security
violation exists with respect to the request, the Contractor shall promptly remove such individual,
the Contractor shall not assign the person to any aspect of the contract or future work orders
without the Slate's consent.
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1. Problem Statement: The Department of Health and Human Services requires a Business
Intelligence (81) Solution, with specific functionality to surround the creation of an opioid
dashboard, utilizing multiple disparate systems data in a single centralized repository of
information. This agreement also requires the necessary training for the Department to
continue to support and expand the solution and utilize additional systems in order to scale
the system and maintain it post-implementation.

2. Goals - Implement a scalable enterprise data analytics platform that serves as a
comprehensive data repository across multiple source systems, providing analytic
capabilities that address the current opioid crisis. Platform will extend the existing Department
Enterprise Business Intelligence (EBI) environment to become the Data Analytics Platform
(DAP).

3. Project Overview The general scope of the project is to provide Deloitte's Health and Human
Services (HHS) Interactive Opioid Insights module, to serve as a baseline solution for the
Department's Comprehensive Opioid Response Business Intelligence (CORBi). The module
shall be comprised of several dynamic Tableau dashboards connected to data, including
machine learning models process and analyzed in R or Python.

4. Statement of Work

4.1. The Statement and Scope of Work are addressed through:
4.1.1. Business Requirements Document
4.1.2. Vendor Response to RFP

5. General Project Assumptions

5.1. The Contractor will provide project tracking tools and templates to record and manage
Issues, Risks, Change Requests, Requirements, Decision Sheets, and other documents
used in the management and tracking of the project. The State of New Hampshire and
the Contractor's Project Managers will review these tools and templates and determine
which ones will be used for the project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used.

5.2. Prior to the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, table of contents, or agenda for Review
and prior approval by the State.

5.3. The Contractor shall help ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the State's Information
Technology resources, information, and services. Security requirements are defined in
Appendix C-2 of the Request for Proposal. The Contractor shall provide the State
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6.

resources, information, and Services on an ongoing basis, with the appropriate
infrastructure and security controls to ensure business continuity and to safeguard the
confidentiality and integrity of State networks, Systems and Data.

5.4. The Deliverables are set forth in the Schedule described below in Section 6. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables (as defined in Section 5.3 of the Contract) In the event the State detects
any Deficiency in the System, in whole or in part, through completion of all Acceptance
Testing, including but not limited to, Software/System Acceptance Testing, and any
extensions thereof.

5.5. Pricing for Deliverables set forth in Exhibit 8: Price and Payment Schedule. Pricing will
be effective for the Term of this Contract, and any extensions thereof based on mutual
agreement.

DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE. The sprints represented
below will be prioritized based upon the minimally viable product as defined in the grant. The
scope of the sprints can be refined and adjusted based on the sprint backlog as agreed upon
by the vendor and the state consistent with the change management process defined in
section 9.:

Activity, Deliverable, or
Milestone

Deliverable Type Estimated Start

Date

Estimated

Finish Date

Agile Sprint Activities

1 Sprint 0 (Project Planning &
Initiation)

Agile Sprint 4/1/2019 4/12/2019

2 Sprint 1 (Child Welfare and
CDC Data Integration &
Visualization)

Agile Sprint 4/15/2019 5/10/2019

3 Sprint 2 (Medicald &
Commercial Claims

Integration)

Agile Sprint 5/13/2019 6/7/2019

4 Sprint 3 (Vital
Records/Medical Examiner,
Grant/State BDAS and

Naloxone Services Data

Integration

Agile Sprint 6/10/2019 7/5/2019

5 Sprint 4 (Live Hospital ED
Surveillance, AHEDD data
Integration & AT-RISK
Predictive Model with

Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019
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6 Sprint 5 (Emergency Medical
Services data (TEMSIS) &
HHSi Opioid Insight
Dashboard

Agile Sprint 8/5/2019 8/30/2019

7 Sprint 6 (30 Day Closeout
Plus remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019

Sprint 0 (Planning and Project Management)

8 Conduct Project Kickoff
Meeting

Non-Software April 2019

9 Work Plan Written April 2019

10 infrastructure Plan,
including Desktop and
Network Configuration
Requirements

Written April 2019

11 Security Plan Written April 2019

12 Communications and

Change Management Plan

Written April 2019

Sprint Execution (Instaiiation, Testing, and System Deployment)

13 Sprint 1 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

14 Sprint 2 Summary Written
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Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements

Traceabllltv Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded Into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

15 Sprint 3 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceabllltv Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded Into

Production

Environment

Software April 2019-
August 2019
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Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

16 Sprint 4 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Dally Scrum Notes Written April 2019-
August 2019

Requirements
Traceabllity Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded Into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

17 Sprint 5 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceabllity Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract Logic

Written April 2019-
August 2019

Code Development
and Unit Testing

Software April 2019-
August 2019

Conduct Integration
Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance Testing
Non-software April 2019-

August 2019
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Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

Sprint 6 (Clean up and Project Closure Activities as Needed)

18 End User Support Plan Written September
2019

Business Continuity Plan Written October 2019

20 Documentation of

Operational Procedures

Written November,
2019

21 Ongoing Hosting Support Non-Software September-
November

2019

22 Conduct Project Exit
Meeting

Non-Software November,
2019

23 Conduct System
Performance (Load/Stress)
Testing

Non-software October, 2019

24 Certification of 3rd Party Pen
Testing and Application
Vulnerability Scanning

Non-software October, 2019
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1. PAYMENT SCHEDULE

1.1. Not to Exceed

This is a FIXED PRICE Contract for the period between the Effective Date
through September 30,2019. The Contractor shall be responsible for
performing its obligations in accordance with the Contract. This Contract will
allow the Contractor to invoice the State for the following activities,
Deliverables, or milestones appearing in the price and payment tables below.

Activity, Deliverable, or
Milestone

Deliverable

Type
Estimated

Start Date

Estimated

Finish

Date

Price

• ; ' : Agile Sprint.Activltles . :

1
Sprint 0 (Project Planning &
Initiation)

Agile Sprint 4/1/2019 4/12/2019 Included

2
Sprint 1 (Child Welfare and CDC
Data Integration & Visualization)

Agile Sprint 4/15/2019 5/10/2019 included

3
Sprint 2 (Medicaid & Commercial
Claims Inteqration)

Agile Sprint 5/13/2019 6/7/2019 Included

4

Sprint 3 (Vital Records/Medical
Examiner, Grant/State BDAS and

Naloxone Services Data

Inteqration

Agile Sprint 6/10/2019 7/5/2019 Included

5

Sprint 4 (Live Hospital ED
Surveillance, AHEDD data
integration & AT-RISK Predictive
Model with Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019 Included

6

Sprint 5 (Emergency Medical
Services data (TEMSIS) & HHSi
Opioid Insight Dashboard

Agile Sprint 8/5/2019 8/30/2019 Included

7
Sprint 6 (30 Day Closeout Plus
remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019 Included

Sprint 0 (P anhing and Pro ect Management

8 Conduct Project Kickoff Meeting Non-Software April. 2019 $115,844

9 Work Plan Written April. 2019 $114,844

10

Infrastructure Plan, including
Desktop and Network
Configuration Requirements

Written April, 2019 $46,338

11 Security Plan Written April. 2019 $46,338
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12
Communications and Change
Management Plan

Written April, 2019 $46,338

Sprint Execution (Installation,Testing, and System Deployment)

13 Sprint 1 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August

2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

14 Sprint 2 Summary Written $381,669.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary
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Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements

Traceability Matrix
Written

April 2019
- August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

15 Sprint 3 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August
2019

Included In the

Sprint
Summary

Dally Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August
2019

Included In the

Sprint
Summary
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

16 Sprint 4 Summary Written $381,569.40

Project Status Reports Written

April 2019
- August

2019

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August

2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary

Deployment Plan Written

April 2019-
August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-

August
2019

Included In the

Sprint
Summary

17 Sprint 5 Summary Written $381,569.40

Project Status Reports Written

April 2019
-August
2019

Included In the

Sprint
Summary

Daily Scrum Notes Written

April 2019
- August
2019

Included In the

Sprint
Summary

Requirements
Traceability Matrix

Written

April 2019
- August
2019

Included In the

Sprint
Summary

Data Migration Design
and Data Source Extract Logic

Written

April 2019-
August
2019

Included In the

Sprint
Summary

Code Development and
Unit Testing

Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Integration
Testing

Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct User

Acceptance Testing
Non-software

April 2019-
August
2019

Included In the

Sprint
Summary
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Deployment Plan Written

April 2019-

August
2019

Included In the

Sprint
Summary

Data Loaded into

Production Environment
Software

April 2019-
August
2019

Included In the

Sprint
Summary

Conduct Training Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Execute Security Plan Non-Software

April 2019-
August
2019

Included In the

Sprint
Summary

Sprint 6 (Cleari up and Project Closure Activities as Needed)

18 End User Support Plan Written
September

. 2019
$0

19 Business Continuity Plan Written
October,
2019

$0

20
Documentation of Operational
Procedures

Written
November,

2019
$0

September

21 Ongoing Hosting Support Non-Software
November

2019

$0

22 Conduct Project Exit Meeting Non-Software
November

2019
$0

23
Conduct System Performance
(Load/Stress) Testing

Non-software
October,

2019
$0

24

Certification of 3rd Party Pen
Testing and Application
Vulnerability Scanning

Non-software
October,

2019
$0

1.2. Proposed Vendor Staff, Resource Hours and Rates Worksheet

1.2.1. The following worksheet indicates STAFFING TITLES individuals that shall be
assigned to the Project, their hours and associated applicable rates. Names
are provided for INFORMATIONAL PURPOSES RELATED TO THE
PROPOSED FIXED PRICE, AND OTHER THAN KEY PERSONNEL, NAMES
ARE SUBJECT TO CHANGE BY DELOITTE AS REQUIRED .

2019-043/RFP-2019.DPHS-I9-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Title Name ,
Initiation

Houris'

Implementation
• Hours

Project
■Close

Out
Hours

Hourly
Rate

Hours
X Rate

Enterprise
Architect Lead

Gregory Spino 30 160 20 $240 $ 50,400

Opioid
Analytics Lead

Sean Conlin 10 90 10 $350 $ 38,500

Project
Manager

Jeff Walker 40 460 40 $220 $ 118,800

ETL and Data
Wrangling
Lead

Abhishek Pathak 160 1200 160 $ 196 $ 297,920

Training Lead Kelly Neway 100 664 100 $ 150 $ 129,600

Data
Visualization

TBD 120 792 120 $ 155 $ 159,960

Data Scientist,
Lead (PhD)

Tim Hartman 40 420 20 $350 $ 168,000

Data Scientist TBD 60 400 20 $215 $ 103,200

Data Scientist TBD 40 190 10 $215 $51,600

Data
Governance

TBD 100 759 160 $ 175 $ 178,325

Security Lead Dipak Modi 0 104 40 $ 196 $28,224

Ul Designer TBD 0 120 40 $ 130 $ 20,800

Clinician Manal Azer 0 100 20 $ 175 $21,000

Physician TBD 0 100 20 $350 $42,000

Senior
Database
(ETL)

Varsha Goel 0 1460 0 $ 145 $211,700

Database
(ETL)

TBD 0 960 0 $ 130 $ 127,400

2019-043/RFP-2019-DPHS-l 9-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform forOpioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-I9-DATAA

PART 3 . EXHIBIT 8

PRICE AND PAYMENT SCHEDULE

Title Name
Initiation

Hours

Implenientation
Hours

Project
Close

.. out

Hours

Hourly
Rate

'  • 1

: HOurS;
X Rate

Database

(ETL)
TBD 0 980 0 $ 130 $ 127,400

Tester TBD 0 1200 120 $ 98 $ 129,360

Tester TBD 0 600 40 $98 $ 62,720

Security TBD 0 600 120 $172 $ 123,840

Digital
Analytics

Quinn Chasan 0 100 0 $- $-

Cloud

Engineer
Sean Wholtman 0 100 0 $350 $ 35,000

Cloud Data

Scientist
Bryce Buffaloe 0 100 0 $- $-

Digital Data
Analyst

TBD 0 128 0 $350 $ 44,800

TOTALS**:, '  . ; ■
■- - " !!■' . • . :>• !  1060

"I, ■ ' ■ '

■j,y
'$

2,270,549

1.3. Future Vendor Rates Worksheet

1.3.1. The State may request additional Services from the selected Vendor AT THE
rates BELOW in the event that additional Service is required "SPY" refers to
State Fiscal Year. The New Hampshire State Fiscal Year runs from July 1
through June 30 of the following calendar year. Positions not identified in the
Proposed Position Worksheet may be included in the Future Vendor Rates
Worksheet.

Table 1.4: Future Vendor Rates Worksheet

SPY 2020" 'SFY2021 ■ \SFY2022 SFY 2023- .

Clinician $ 180 $ 186 $ 191 $ 197

2019.043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-I9-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Data Govemance

Lead

$ 180 $ 186 $ 191 $ 197

Data Scientist Lead

PhD

$443 $456 $470 $484

Data Scientist $361 $371 $382 $394

Data Scientist $361 $371 $382 $394

Data Visualization $ 160 $ 164 $ 169 $ 174

Database (ETL) $268 $276 $284 $293

Enterprise Architect

Lead

$247 $255 $262 $270

ETL and Data

Wrangling Lead

$202 $208 $214 $221

Opioid Analytics

Lead

$361 $371 $382 $394

Physician $361 $371 $382 $394

Project Manager $227 $233 $240 $248

Security $ 177 $ 183 $ 188 $ 194

Security Lead $202 $208 $214 $221

Senior Database

(ETL)

$ 149 $ 154 $ 158 $ 163

Tester $202 $208 $214 $221

Training Lead $ 155 $ 159 $ 164 $ 169

Ul Designer $ 134 $ 138 $ 142 $ 146

1.4. Website Hosting, Maintenance and Support Pricing Worksheet

HOSTED

SERVICES

Year 1 Year 2 Years Year 4 ^ Year 5 TOTAL

Web Site Hosting
Fee*

$27,000 $27,000 $27,000 $27,000 $27,000 $135,000

2019-043/RFP-201Q-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

HOSTED

SERVICES

Year 1 Year 2 Year 3 Year 4 Year 5 TOTAL

Technical Support
and updates

Maintenance and

Updates

GRAND TOTAL $27,000 $27,000 $27,000 $27,000 $27,000 $135,000

NOTE: The prices above represent the price for Google Hosting Services where the State
purchases the services directly from Google, and the Contractor serves as a payee agent.
This hosted services pricing is not included in the Contract Not to Exceed fixed price, but may
be added via a change order. The purchase and licensing of Google Hosting Services shall
be governed by a separate agreement between the State and a third party.

2. CONTRACT PRICE

2.1. Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the
State exceed the amount indicated in the P-37 General Provisions Block 1.8 ("Price
Limitation"). The payment by the State of the total Contract price shall be the only,
and the complete reimbursement to the Contractor for all fees and expenses, of
whatever nature, incurred by the Contractor in the performance hereof.

2.2. The State will not be responsible for any travel or out of pocket expenses Incurred in
the performance of the Services performed under this Contract.

3. INVOICING

3.1, The Contractor shall submit correct invoices to the State for all amounts to be paid
by the State. All invoices submitted shall be subject to the State's prior written
approval, which shall not be unreasonably withheld. The Contractor shall only submit
invoices for Services or Deliverables as permitted by the Contract. Invoices must be
in a format as determined by the State and contain detailed information, including
without limitation: itemization of each Deliverable and identification of the Deliverable
for which payment is sought, and the Acceptance date triggering such payment; date
of delivery and/or installation; monthly maintenance charges; any other Project costs
or retention amounts if applicable.

3.2. Upon Acceptance of a Deliverable, and a properly documented and undisputed
invoice, the State will pay the correct and undisputed invoice within thirty (30) days

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

of invoice receipt (and All disputes shall be resolved in accordance with Section 16
of the Contract). Invoices will not be backdated and shall be promptly dispatched.

3.3. Invoices shall be sent to;

Financial Administrator

Department of Health and Human Services
Division of Public Health

29 Hazen Dr.

Concord. NH 03301

4. PAYMENT ADDRESS

4.1. Payments shall be made via ACH. Use the following link to enroll with the State
Treasury for ACH payments: httDs://www.nh.aov/treasurv/state-vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

5.1. The Contractor shall promptly, but no later than fifteen (15) business days, return to
the State the full amount of any overpayment or erroneous payment upon discovery
or notice from the State.

6. CREDITS

6.1. The State may apply credits due to the State arising out of this Contract, against the
Contractor's invoices with

2019.043/RFP-2019-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

6.2. appropriate information attached

7. PROJECT HOLDBACK

7.1. The State shall withhold ten percent (10%) of each sprint release or milestone
payment amount (per the workplan) for a period of 60 days after first productive use
of the sprint release or milestone as applicable.

THE STATE RESPONSIBILITIES

8.1 The State shall cooperate with the Contractor in the performance of the Sen/ices,
including (i) providing the Contractor with timely access to data, information, and
personnel of the State; (ii) providing DOIT support required to provide, install, maintain
and support the necessary environments and tools; (iii) promptly notifying the Contractor
of any issues, concerns or disputes with respect to the Services and (iv) having
responsibility for data sharing/data use agreements for data sources, assignment of data
privacy and security designations for data, and approval of authorizations and privileges
for data access and disclosure. With respect to the data and information provided by the
State to the Contractor or its subcontractors for the performance of the Services, the
State shall have all rights required to provide such data and information.

8.2. The State shall be solely responsible for; (i) the performance of its personnel and
agents; (ii) the accuracy and completeness of all data and information provided to the
Contractor for purposes of the performance of the Services; (iii) performing all
management functions for the Department; (iv) designating a management member to
oversee the Services; (v) evaluating the adequacy and results of the Services; and (vii)
establishing and maintaining internal controls, including monitoring ongoing activities of
the Department.

2019-043/RFP-2019-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

EXHIBIT C

SPECIAL PROVISIONS

1. Revisions to Form P-37, General Provisions

1.1. Section 4, Conditional Nature of Agreement, is replaced as follows:

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all
obligations of the State hereunder, including without limitation, the
continuance of payments, in whole or in part, under this Agreement
are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability
of funds affected by any state or federal legislative or executive action
that reduces, eliminates, or otherwise modifies the appropriation or
availability of funding for this Agreement and the Scope of Services
provided in Exhibit A, Scope of Services, in whole or in part. In no
event shall the State be liable for any payments hereunder in excess
of appropriated or available funds. In the event of a reduction,
termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds
become available, if ever. The State shall have the right to reduce,
terminate or modify services under this Agreement immediately upon
giving the Contractor notice of such reduction, termination or
modification. The State shall not be required to transfer funds from
any other source or account into the Account{s) identified in block 1.6
of the General Provisions, Account Number, or any other account in
the event funds are reduced or unavailable.

1.2. Subsection 8.1.1. Event of Default/Remedies, is deleted and replaced as
follows:

8.1.1 failure to perform the Services in accordance with the
Agreement.

1.3. Subsection 8.2.1, Event of Default/Remedies, is deleted and replaced as
follows:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater specification of time, thirty (30) days from the date of the notice,
and if the Event of Default is not timely remedied, terminate this

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

EXHIBIT C

SPECIAL PROVISIONS

Agreement, effective two (2) days after giving the Contractor notice of
termination.

1.4. Section 10, Termination, is amended by adding the following language:

10.1 The State may terminate the Agreement at any time for
any reason, at the sole discretion of the State, 30 days after giving
the Contractor written notice that the State is exercising its option to

terminate the Agreement.

10.2 In the event of early termination, the Contractor shall,
within 15 days of notice of early termination, develop and submit to
the State a Transition Plan for services under the Agreement,
including but not limited to, identifying the present and future needs
of clients receiving services under the Agreement and establishes a
process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and
shall promptly provide detailed information to support the Transition
Plan including, but not limited to, any information or data requested
by the State related to the termination of the Agreement and
Transition Plan and shall provide ongoing communication and
revisions of the Transition Plan to the State as requested.

10.4 In the event that services under the Agreement, including
but not limited to clients receiving services under the Agreement are
transitioned to having services delivered by another entity including
contracted providers or the State, the Contractor shall provide a
process for uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying
clients and other affected individuals about the transition. The

Contractor shall include the proposed communications in its
Transition Plan submitted to the State as described above.

1.5. Section 13, Indemnification, is deleted and replaced as follows:

13. The Contractor shall defend, indemnify and hold harmless the
Stale, its officers and employees, from and against any and all losses
suffered by the State, its officers and employees, and any and all
claims, liabilities or penalties asserted against the Slate, its officers
and employees, by or on behalf of any person, or by or on behalf of
any local, state or federal government entity, on account of, based or

2019-043/RFP-2019-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-I9-DATAA

EXHIBIT C

SPECIAL PROVISIONS

resulting from, arising out of (or which may be claimed to arise out of)
the acts or omissions of the Contractor, its subcontractors, and

assignees. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This
covenant in paragraph 13 shall survive the termination of this
Agreement.

13.1 The Contractor shall require any subcontractor,
delegates, or transferees to agree in writing to defend, indemnify and
hold harmless the State, its officers and employees from and against
any and all losses suffered by the State, its officers and employees,
and any and all claims, liabilities or penalties asserted against the
States, its officer and employees, by or on behalf of any person, on
account of, based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the subcontractor,
delegate, or transferee.

1.6. Subsection 14.2, Insurance, is deleted and replaced as follows:

14.2 The policies described in subsection 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued by
insurers licensed or otherwise legally permitted to conduct business
in the State of New Hampshire.

1.7. Subsection 14.3, Insurance, is deleted and replaced as follows:

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified in
block 1.9 or his or her successor, ceilificate(s) of insurance for all
renewal(s) of insurance required under this Agreement no later than
five (5) days prior to the expiration date of each of the insurance
policies. The certificate(s) of insurance and any certificate renewals
thereof shall be attached and are incorporated herein by reference.
Each certificate(s) of insurance shall contain a clause requiring the
insurer to provide the pollcyholder first named insured no less than
thirty (30) days prior written notice of cancellation or modification of
the policy. In turn. Contractor shall provide written notice to

2019-043/RFP-2019-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

EXHIBIT C

SPECIAL PROVISIONS

Contracting Officer identified in block 1.9, or his or her successor, in
the event Contractor is unable to procure replacement insurance
coverage meeting substantially all of the requirements and
specifications herein thirty (30) days prior to cancellation or
modification of the policy.

2. Renewal

2.1. The Department reserves the right to extend this agreement for up to one
(1) additional year, contingent upon satisfactory delivery of services,
available funding, written agreement of the parties and approval of the
Governor and Executive Council.

2019.043/RFP-2019-DPHS-19-DATA A
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-20I9-DPHS-19-DATAA

EXHIBIT D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

1.1 .The Contractor must assume all reasonable travel and related expenses. All
labor rates will be "fully loaded", including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and out of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

2.1. The State will not pay for any shipping or delivery fees unless specifically
itemized in the Contract.

3. ACCESS/COOPERATION

3.1. As applicable, and subject to the applicable laws and regulations, the State
will provide the Contractor with access to all program files, libraries, personal
computer-based systems, software packages, network systems, security
systems, and hardware as required completing the contracted Services.

3.2. The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Contractor to perform its
obligations under the Contract.

4. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

4.1. The Contractor shall provide the State access to all State-owned documents,
materials, reports, and other work in progress relating to this RFP. Upon
expiration or termination of the Contract with the State, the Contractor shall
turn over all State-owned documents, material, reports, and work in progress
relating to this RFP to the State at no additional cost to the State. Documents
must be provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1 .The Contractor shall agree to the conditions of all applicable State and federal
laws and regulations, which are incorporated herein by reference, regarding
retention and access requirements, including without limitation, retention

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-19-DATAA

EXHIBIT D

ADMINISTRATIVE SERVICES

policies consistent with the Federal Acquisition Regulations (FAR) Subpart
4.7 Contractor Records Retention.

5.2. The Contractor and its Subcontractors shall maintain payment related books,
records, documents, specifically applicable to the services The Contractor and
Its Subcontractors shall retain all such records for three (3) years following
termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

5.3. Upon prior notice and subject to reasonable time frames, all such records shall
be subject to inspection, examination, audit and copying by personnel so
authorized by the State and federal officials so authorized by law, rule,
regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise
agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the
Contract and one (1) year term following litigation relating to the Contract,
including all appeals or the expiration of the appeal period. The Contractor
shall include the record retention and review requirements of this section in
any of its subcontracts.

Records made available to the State under this Section may be redacted by the

Contractor to the extent necessary to protect its proprietary and confidential

information and to avoid any invasion of personal privacy.

5.4.The State agrees that books, records, documents, and other evidence of
accounting procedures and practices related to the Contractor's cost structure
and profit factors shall be excluded from the State's review unless the cost of
any other Services or Deliverables provided under the Contract is calculated
or derived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS

6.1. The Contractor shall maintain an accounting system that allows for an audit
per the provisions of Standards for Audit of Governmental Organizations,
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Programs, Activities and Functions, issued by the US Genera! Accounting
Office (GAG standards). The costs applicable to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain
records pertaining to the Services and all other costs and expenditures.
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1. PROJECT MANAGEMENT The State believes that effective communication and

reporting are essential to Project success.

1.1. The Contractor Key Project Staff shall participate in meetings as requested
by the State, in accordance with the requirements and terms of this Contract.

1.1.1. Introductory Meeting: Participants will Include the Contractor's Key
Project Staff and State Project leaders from both Department of Justice
and the Department of Information Technology. This meeting will enable
leaders to become acquainted and establish any preliminary Project
procedures.

1.1.2. Kickoff Meeting: Participants will include the State and the Contractor's
Project Team and major stakeholders. This meeting is to establish a
sound foundation for activities that will follow.

1.1.3. Status Meetings: Participants will include, at the minimum, the
Contractor's Project Manager and the State Project Manager. These
meetings will be conducted at least bi-weekly and address overall
Project status and any additional topics needed to remain on schedule
and within budget. A status and error report from the Contractor shall
serve as the basis for discussion.

1.1.4.The Work Plan: must be reviewed at each Status Meeting and updated,
at minimum, on a bi-weekly basis, in accordance with the Contract.

1.1.5. Special Meetings: Need may arise for a special meeting with State
leaders or Project stakeholders to address specific issues.

1.1.6. Exit Meeting: Participants will include Project leaders from the
Contractor and the State. Discussion will focus on lessons learned from

the Project and on follow up options that the State may wish to consider.

1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation
for the kickoff meeting, will also be the Contractor's responsibility.
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1.3. The Contractor's Project Manager or the Contractor's Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of
this Contract. All status reports shall be prepared in formats approved by the
State. The Contractor's Project Manager shall assist the State's Project
Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The
Contractor shall produce Project status reports, which shall contain, at a
minimum, the following:

1.3.1. Project status related to the Work Plan;
1.3.2. Deliverable status;

1.3.3. Accomplishments during weeks being reported;
1.3.4. Planned activities for the upcoming two (2) week period;
1.3.5. Future activities; and

1.3.6. Issues and concerns requiring resolution.
1.3.7. Report and remedies in case of falling behind Schedule

1.4. As reasonably requested by the State, the Contractor shall provide the
State with information or reports regarding the Project. The Contractor
shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and
presentations, as reasonably requested by the State, all at no additional
cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

2.1.1 The Contractor shall employ an industry-standard
Implementation strategy with a timeline set forth in accordance
with the Work Plan;

2.1.2 The Contractor and the State shall adopt a change management
approach to identify and plan key strategies and communication
initiatives.

2.1.3 The Contractor's team will provide training templates as defined
in the Training Plan, which will be customized to address the
State's specific requirements. Decisions regarding format,
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content, style, and presentation shall be made early on in the
process, by the State, providing sufficient lime for development
of material as functionality is defined and configured.

2.1.4 The Contractor shall manage Project execution and provide the
tools needed to create and manage the Project's Work Plan and
tasks, manage and schedule Project staff, track and manage
issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2 Timeline

2.2.1 The timeline is set forth in the Work Plan. During the initial
planning period Project task and resource plans will be
established for: the preliminary training plan, the change
management plan, communication approaches. Project
standards and procedures finalized, and team training initiated.
Timing will be structured to recognize interdependencies
between applications and structure a cost effective and timely
execution. Processes will be documented, training established,
and the application will be ready for Implementation in
accordance with the Work Plan.

2019-043/RFP-2019-DPHS-19-DATAA

Exhibit E - Implementation Services - Part 3
Date: V/r//^ ^
Contractor's Initials Page 3 of 3



STATE OF NEW HAMPSHIRE

Department of Health and Human Sei^iccs
Data Analytics Platform forOpiold Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-D ATAA

PART 3 - EXHIBIT F

TESTING SERVICES

1. The Contractor shall provide the following Products and Services described in this
Exhibit F, including but not limited to;

2. TESTING AND ACCEPTANCE

1.1.The Contractor, working with the State shall bear all responsibilities for the full
suite of Test Planning and preparation throughout the Project in accordance with
Section 5.3 of the Contract. The Contractor will also provide training as
necessary to the State staff responsible for test activities. The Contractor shall
be responsible for all aspects of testing contained in the Acceptance Test Plan
including support, at no additional cost, during User Acceptance Test conducted
by the State and the testing of the training materials.

1.2. The Test Plan methodology shall reflect the needs of the Project and be included
in the finalized Work Plan. A separate Test Plan and set of test materials will be
prepared for each Software function or module.

1.3. All Testing and Acceptance (both business and technically oriented testing) shall
apply to testing the System as a whole, (e.g., software modules or functions, and
Implementation(s)). This shall include planning, test scenario and script
development, Data and System preparation for testing, and execution of Unit
Tests, System Integration Tests, Conversion Tests, Installation tests. Regression
tests. Performance Tuning and Stress tests. Security Review and tests, and
support of the State during User Acceptance Test and Implementation.

1.4. In addition, the Contractor shall provide a mechanism for reporting actual test
results vs. expected results and for the resolution and tracking of all errors and
problems identified during test execution. The Contractor shall also correct
Deficiencies and support required re-testing.

1.5.TEST PLANNING AND PREPARATION

1.5.1. The Contractor shall provide the State with an overall Test Plan that will
guide all testing. The Contractor provided. State approved. Test Plan will
include, at a minimum, identification, preparation, and Documentation of
planned testing, a requirements traceability matrix, test variants, test
scenarios, test cases, test scripts, test Data, test phases, unit tests.
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expected results, and a tracking method for reporting actual versus
expected results as well as all errors and problems identified during test
execution.

1.5.2. As identified in the Acceptance Test Plan, and documented in accordance
with the Work Plan and the Contract, State testing will commence upon the
Contractor's Project Manager's Certification, in writing, that the
Contractor's own staff has successfully executed all prerequisite
Contractor's testing, along with reporting the actual testing results, prior to
the start of any testing executed by State staff. The State will be presented
with a State approved Acceptance Test Plan, test scenarios, test cases,
test scripts, test data, and expected results.

1.5.3. The State will commence User Acceptance Testing within five (5) business
days of receiving Certification from the Contractor that the State's personnel
have been trained and the System is installed, configured, complete, and
ready for State testing. The testing will be conducted by the State in an
environment independent from the Contractor's development environment.
The Contractor must assist the State with testing in accordance with the
Test Plan and the Work Plan, utilizing test and live Data to validate reports,
and conduct stress and performance testing, at no additional cost.

1.5.4. Testing begins upon completion of the Software configuration as required
and user training according to the Work Plan. Testing ends upon issuance
of a letter of UAT Acceptance by the State.

1.5.5. The Contractor must demonstrate that their testing methodology can be
integrated with the State standard methodology.

1.6. CONVERSION VALIDATION TESTING (If applicable)
In Conversion Validation Testing, target application functions are
validated.
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Activity '

pescription V

*  ' 1

'  " / } 7

7

r

The conversion validation test should replicate the entire

flow of the converted data through the Software Solution.

As the Software Solution is interfaced to legacy or third-

party applications/interfaces, testing verifies that the

resulting flow of the converted data through these interface
points performs correctly.

Contractor Team'

.Responsibilities

. For conversions and interfaces, the Contractor's team will

execute the applicable validation tests and compare execution

results with the documented expected results.

State and^

Contractor

Resporisibilities

Extract and cleanse, if necessary, the legacy data to be

converted in the data conversions.

Work Product

Description
,  t •' - i

Validation-Tested Conversion Programs. These programs

include conversion programs that have been tested to verify
that the resulting converted legacy data performs correctly in

the entire suite of the Application.

1.7. INSTALLATION TESTING

1.7.1. In Installation Testing the application components are installed in the
System Test environment to test the installation routines and are refined
for the eventual production environment. This activity serves as a dry run
of the installation steps in preparation for configuring the production
system.

1.8. USER ACCEPTANCE TESTING (UAT)

1.8.1. The State begins UAT upon completion of the Software configuration as
required and user training according to the Work Plan. Testing ends upon
issuance of a letter of UAT Acceptance by the State and in accordance with
the mutually agreed-upon project timeline.

1.8.2. The User Acceptance Test (UAT) is a verification process performed in a
copy of the production environment. The User Acceptance Test verifies
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System functionality against predefined Acceptance criteria that support
the successful execution of approved business processes.

1.8.3. DAT vj\\\ also serve as a performance and stress test of the System. It may
cover any aspect of the new System, including administrative procedures
such as backup and recovery. The results of the UAT provide evidence
that the new System meets the User Acceptance criteria as defined in the
Work Plan.

1.8.4. The results of the User Acceptance Test provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.8.5. Upon successful conclusion of UAT and successful System deployment,
the State will issue a letter of UAT Acceptance and the respective Warranty
Period shall commence

Activity

Description

The System User Acceptance Tests verify System functionality
against predefined Acceptance criteria that support the
successful execution of approved processes.

Coritractor

Team

Responsibilities

• Provide the State an Acceptance Test Plan and selection of

test scripts for the Acceptance Test.

• Monitor the execution of the test scripts and assist as needed

during the User Acceptance Test activities.

• Work jointly with the State in determining the required actions
for problem resolution.

Sta'te ■ ^
.Responsibilities

/ ,

.  , ' 1 ' • * »,1

,>> i ,

• Approve the development of the User Acceptance Test Plan
and the set of data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

• Execute the test scripts and conduct User Acceptance Test

activities.

• Document and summarize Acceptance Test results.

• Work jointly with the Contractor in determining the required
actions for problem resolution.

• Provide Acceptance of the validated Systems.
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Work Product

Description

The Deliverable for User Acceptance Tests is the User

Acceptance Test Results. These results provide evidence that
the new System meets the User Acceptance criteria defined in
the Work Plan.

1.9. PERFORMANCE TUNING AND STRESS TESTING

1.9.1. The Contractor shall develop and document hardware and Software
configuration and tuning of <SOFTWARE> infrastructure as well as assist
and direct the State's System Administrators and Database Administrators in
configuring and tuning the infrastructure to support the software throughout
the Project

1.10. SCOPE

1.10.1. The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

1.10.2. It will include the measurement of response rates of the application for
end-user transactions and resource utilization (of various servers and
network) under various load conditions. These response rates shall
become the basis for changes and retesting until optimum System
performance is achieved.

1.10.3. Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to
provide the best results.

1.11. Test Types -Performance testing shall use two different types of testing to
determine the stability of the application. They are baseline tests and load
tests.

1.11.1. Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a
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defined business transaction. During baseline testing, each individual
script is run to establish a baseline for transaction response time,
throughput and other user-based metrics!

1.11.2. Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions based on workload

distribution. System response time and utilization is measured and
recorded.

1.12. TUNING

1.12.1. Tuning will be the Contractor led and occur during both the development
of the application and load testing. Tuning is the process whereby the
application performance is maximized. This can be the result of making
code more efficient during development as well as making tuning
parameter changes to the environment.

1.13. REGRESSION TESTING

1.13.1. As a result, of the user testing activities, problems will be identified that
require correction. The State will notify the Contractor of the nature of the
testing failures in writing. The Contractor will be required to perform
additional testing activities in response to State and/or user problems
identified from the testing results. Regression testing means selective re-
testing to detect faults introduced during the modification effort, both to
verify that the modifications have not caused unintended adverse effects,
and to verify that the modified and related (possibly affected) System
components still meet their specified requirements.

1.13.2. In designing and conducting such regression testing, the Contractor will
be required to assess the risks inherent to the modification being
implemented and weigh those risks against the time and effort required
for conducting the regression tests. In other words, the Contractor will be
expected to design and conduct regression tests that will identify any
unintended consequences of the modification while taking into account
Schedule and economic considerations.
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1.14. SECURITY REVIEW AND TESTING

1.14.1. IT Security involves all functions pertaining to the securing of State Data
and Systems through the creation and definition of security policies,
procedures and controls covering such areas as identification,
authentication and non-repudiation.

1.14.2. All components of the Software shall be reviewed and tested to ensure
they protect the State's hardware and software and its related Data
assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in
order to provide the necessary confidentiality, integrity and availability.
Tests shall, at a minimum, cover each of the service components. Test
procedures shall include penetration tests and application vulnerability
scanning.

Service

Component

Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those

parties attempting to log onto a system or

application for security purposes and the
validation of users

Access Control Supports the management of permissions

for logging onto a computer or network

Encryption Supports the encoding of data for security

purposes

Intrusion Detection Supports the detection of illegal entrance

into a computer system

Verification Supports the confirmation of authority to
enter a computer system, application or

network

Digital Signature Guarantees the unaltered state of a file

User Management Supports the administration of computer,
application and network accounts within an
organization.
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Role/Privilege

Management

Supports the granting of abilities to users or

groups of users of a computer, application
or network

Audit Trail Capture

and Analysis

Supports the identification and monitoring of

activities within an application or system

Input Validation Ensures the application is protected from

buffer overflow, cross-site scripting, SQL

injection, and unauthorized access of files

and/or directories on the server.

1.14.3. Tests shall focus on the technical, administrative and physical security
controls that have been designed into the System architecture in order to
provide the necessary confidentiality, integrity and availability. Tests
shall, at a minimum, cover each of the service components. Test
procedures shall include 3''^ party penetration tests and application
vulnerability scanning.

1.14.4. Prior to the System being moved into production the Contractor shall
provide results of all security testing to the Department of Information
Technology for review and Acceptance. All Software and hardware shall
be free of malicious code (malware).

1.15. PENETRATION TESTING (NON-PCI ENVIRONMENT)

1.15.1. The Contractor shall provide verification that their Software and System
environment has undergone penetration testing in accordance with
current recommendations from a recognized industry standards
organization, such as the U.S. Department of Commerce National
Institute of Standards Technology (NIST). The State requires that the
Contractor has this testing performed annually by a qualified third-party
vendor at least annually, and after every major software and/or system
update.
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1. SYSTEM MAINTENANCE

1.1. The Contractor shall maintain and support the System in all material respects as
described in the applicable program Documentation through the contract end date.

2. SYSTEM SUPPORT

2.1. The Contractor will be responsible for performing on-site or remote technical support
in accordance with the Contract Documents, including without limitation the
requirements, terms, and conditions contained herein.

2.2. As part of the 90 day warranty period (as defined in Exhibit K the below), support
levels shall be as follows;

2.2.1. Class A Deficiencies - The Contractor shall have available to the Department

on-call telephone assistance, with issue tracking available to the Department,
during Department business hours (M - F, 8:00 am - 4:30 pm) with an
email/telephone response within two (2) hours of request, or the Contractor
shall provide support with remote diagnostic Services within four (4) business
hours of a request;

2.2.2. Class B & C Deficiencies - The Department shall notify the Contractor of such
Deficiencies during regular business hours and the Contractor shall respond
back within two (2) hours of notification of planned corrective action.

3. SUPPORT OBLIGATIONS AND TERM

3.1. The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications and terms and requirements of the
Contract, including but not limited to S1.1 through SI.20 of the Support and
Maintenance Requirements in Exhibit H Requirements, Attachment 1.

3.2. The Contractor shall maintain a record of the activities related to warranty repair or
maintenance activities performed for the Department.

3.3. For all maintenance Service calls, the Contractor shall ensure the following
information will be collected and maintained: nature of Deficiency; current status of
the Deficiency; action plans, dates and times; expected and actual completion time;

2019-043/RFP-2019-DPHS-19.DATA A

E.xhibit G -Maintenance and Support Services - Part 3
Date: /

Contractor's Initials Page I of 2



STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-20I9-DPHS-19-DATAA

PART 3 - EXHIBIT G

MAINTENANCE AND SUPPORT SERVICES

Deficiency resolution information; Resolved by; Identifying number i.e. work order
number; and Issue identified by.

3.4. The Contractor must work with the Department to identify and troubleshoot potentially
large scale System failures or Deficiencies by collecting the following information:
mean time between reported Deficiencies with the Software; diagnosis of the root
cause of the problem; and identification of repeat calls or repeat Software problems.

3.5. SUBJECT TO THE LIMITATIONS SET FORTH IN SECTION 1.1 OF Exhibit K, If the
Contractor fails to correct a Deficiency within the allotted period of time stated in A
MUTUALLY AGREED SUPPORT PLAN, the Contractor shall be deemed to have
committed an Event of Default, and the State shall have the right, at its option, to
pursue the remedies In Part 2 Section 13.1.1.2 (unless cured during the cure period
upon written notice from the state).
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Attachment 1: Project Requirements is hereby incorporated within.
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1. The Contractor's Project Manager and the State Project manager shall finalize the
Work Plan for Implementation within five (5) days of the Effective Date and further
refine the tasks required to implement the Project. The elements of the preliminary
Work Plan are documented in accordance with the Contractor's plan to Implement
the System. Continued development and management of the Work Plan is a joint
effort on the part of the Contractor and State Project Managers.

2. The preliminary Work Plan for Implementation created by the Contractor and the
State is set forth at the end of this Exhibit.

3. In conjunction with the Contractor's Project Management methodology, which shall
be used to manage the Project's life cycle, the Contractor team and the State shall
finalize the Work Plan at the onset of the Project. This plan shall identify the tasks,
Deliverables, major milestones, task dependencies, and a payment Schedule
required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's team members), refine the Project's
scope, and establish the Project's Schedule. The Plan is documented in accordance
with the Contractor's Work Plan and shall utilize an approved project management
application to support the ongoing management of the Project.

4. ASSUMPTIONS

4.1. General

4.1.1. The State shall provide team members with decision-making authority
to support the Implementation efforts, at the level outlined in the
Request for Proposal Document State Staffing Matrix.

4.1.2. All State tasks must be performed in accordance with the revised Work
Plan.

4.1.3. All key decisions will be resolved within two (2) business days. Issues
not resolved within this initial period will be escalated to the State
Project Manager for resolution.

4.1.4. Any activities, decisions or issues taken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs
shall be subject to the identified Change Control process.

4.1.5. The Contractor shall maintain an accounting system that allows for an
audit, per the provisions of standards for audit of governmental
organizations, programs, activities and functions, issued by the US
General Accounting Office (GAG Standards).
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4.2. PROJECT MANAGEMENT

4.2.1. The State shall approve the Project Management Methodology used
for the Project.

4.2.2. The State shall provide the Project Team with reasonable access to
the State personnel as needed to complete Project tasks.

4.2.3. A Project folder created within the State system, or otherwise agreed
upon solution, shall be used for centralized storage and retrieval of
Project documents, work products, and other material and information
relevant to the success of the Project and required by Project Team
members. This central repository is secured by determining which
team members have access to the Project folder and granting either
view or read/write privileges. The Contractor's Project Manager will
establish and maintain this folder. The State Project Manager shall
approve access for the State team. Documentation can be stored
locally for the Contractor and State team on a "shared" network drive
to facilitate ease and speed of access. Final versions of all
Documentation shall be loaded to the State System.

4.2.4. The Contractor assumes that an Alternate Project Manager may be
appointed from time to time to handle reasonable and ordinary
absences of the Project Manager.

4.3. PROJECT SCHEDULE

4.3.1. Deployment is planned to begin on Jun 27, 2019 with a planned go-
live date of August 25, 2019.

4.4. REPORTING

4.4.1. The Contractor shall conduct daily sprint meetings in addition to bi
weekly status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation.

4.5. USER TRAINING

4.5.1. The Contractor's Team shall lead the development of the end-user
training plan.

4.5.2. A train the trainer approach shall be used for the delivery of end-user
training.

4.5.3. The State is responsible for the delivery of end-user training.
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4.5.4. The State shall schedule and track attendance on all end-user training
classes.

4.6. PERFORMANCE AND SECURITY TESTING

4.6.1. The Contractor's Team shall provide a performance test workshop to
identify the key scenarios to be tested, the approach and tools
required, and best practices information on performance testing.

4.6.2. The State shall work with the Contractor on all testing as set forth in
Contract Exhibit F - Testing Sen/ices.

5. ROLES AND RESPONSIBILITIES

5.1. Contractor Team Roles and Responsibilities

5.1.1. Contractor Team Project Executive

5.1.1.1. The Contractor Team's Project Executives (Contractor and
Subcontractor Project Executives) shall be responsible for
advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall
advise the Contractor Team Project Manager and the
State's Project leadership on the best practices for
implementing the Contractor Software Solution within the
State. The Project Executive shall participate in the
definition of the Project Plan and provide guidance to the
State's Team.

5.1.2. CONTRACTOR TEAM PROJECT MANAGER

5.1.2.1. The Contractor Team Project Manager shall have overall
responsibility for the day-to-day management of the Project
and shall plan, track, and manage the activities of the
Contractor Implementation Team. The Contractor Team
Project Manager will have the following responsibilities;

5.1.2.1.1. Maintain communications with the State's

Project Manager;
5.1.2.1.2. Work with the State in planning and conducting

a kick-off meeting;
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5.1.2.1.3. Create and maintain the Work Plan;
5.1.2.1.4. Assign the Contractor Team consultants to

tasks in the Implementation Project according
to the scheduled staffing requirements;

5.1.2.1.5. Define roles and responsibilities of all the
Contractor Team members;

5.1.2.1.6. Provide spring reports, sprint planning, sprint

retrospective weekly sprint reports and monthly
update progress reports to the State Project
Manager;

5.1.2.1.7. Notify the State Project Manager of
requirements for State resources in order to
provide sufficient lead time for resources to be
made available;

5.1.2.1.8. Review task progress for time, quality, and
accuracy in order to achieve progress;

5.1.2.1.9. Review requirements and scheduling changes
and identify the impact on the Project in order
to identify whether the changes may require a
change of scope;

5.1.2.1.10. Implement scope and Schedule changes as
authorized by the State Project Manager and
with appropriate Change Control approvals as
identified in the Implementation Plan;

5.1.2.1.11. Inform the State Project Manager and staff of
any urgent issues if and when they arise;

5.1.2.1.12. Provide the State completed Project
Deliverables and obtain sign-off from the
State's Project Manager.

5.1.2.1.13. Manage handoff to the Contractor operational
staff;

5.1.2.1.14. Manage Transition Services as needed.

5.1.3. CONTRACTOR TEAM ANALYSIS

5.1.3.1. The Contractor Team shall conduct analysis of
requirements, validate the Contractor Team's understanding
of the State business requirements by application, and
perform business requirements mapping:

5.1.3.2.

20I9.043/RFP-2019-DPHS-I9-DATAA
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5.1.3.3. Construct and confirm application test case scenarios;
5.1.3.4. Produce application configuration definitions and configure

the applications;
5.1.3.5. Conduct testing of the configured application;
5.1.3.6. Produce functional Specifications for extensions,

conversions, and interfaces;
5.1.3.7. Assist the State in the testing of extensions, conversions,

and interfaces;

5.1.3.8. Assist the State in execution of the State's Acceptance Test;
5.1.3.9. Conduct follow-up meetings to obtain feedback, results, and

concurrence/approval from the State;
5.1.3.10. Assist with the correction of configuration problems

identified during system, integration and Acceptance
Testing; and

5.1.3.11. Assist with the transition to production.

5.1.4. CONTRACTOR TEAM TASKS

5.1.4.1. The Contractor team shall assume the following tasks:

5.1.4.1.1. Development and review of functional and
technical Specification to determine that they
are at an appropriate level of detail and quality;

5.1.4.1.2. Development and Documentation of
conversion and interface programs in
accordance with functional and technical

Specifications;
5.1.4.1.3. Development and Documentation of installation

procedures; and
5.1.4.1.4. Unit testing of conversions and interfaces

developed; and
5.1.4.1.5. System Integration Testing.

6. STATE ROLES AND RESPONSIBILITIES

6.1. The following State resources have been identified for the Project. The time
demands on the individual State team members will vary depending on the
phase and specific tasks of the Implementation. The demands on the Subject
Matter Experts' time will vary based on the need determined by the State Leads
and the phase of the Implementation.
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6.1.1. STATE PROJECT MANAGER

6.1.1.1. The State Project Manager shall work side-by-side with the
Contractor Project Manager. The role of the State Project
Manager is to manage State resources (IF ANY), facilitate
completion of all tasks assigned to Slate staff, and
communicate Project status on a regular basis. The State
Project Manager represents the State in all decisions on
Implementation Project matters, provides all necessary
support in the conduct of the Implementation Project, and
provides necessary State resources, as defined by the Work
Plan and as otherwise identified throughout the course of the
Project. The State Project Manager has the following
responsibilities:

6.1.1.1.1. Plan and conduct a kick-off meeting with
assistance from the Contractor team;

6.1.1.1.2. Assist the Contractor Project Manager in the
development of a detailed Work Plan;

6.1.1.1.3. Identify and secure the State Project Team
members in accordance with the Work Plan;

6.1.1.1.4. Define roles and responsibilities of all State
Project Team members assigned to the
Project;

6.1.1.1.5. Identify and secure access to additional State
end-user staff as needed to support specific
areas of knowledge if and when required to
perform certain Implementation tasks;

6.1.1.1.6. Communicate issues to State management as
necessary to secure resolution of any matter
that cannot be addressed at the Project level;

6.1.1.1.7. Inform the Contractor Project Manager of any
urgent issues if and when they arise; and

6.1.1.1.8. Assist the Contractor team staff to obtain

requested information if and when required to
perform certain Project tasks.

6.1.1.1.9. Manage handoff to State operational staff;
6.1.1.1.10. Manage State staff during Transition Services

as needed.
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6.1.2. STATE SUBJECT MATTER EXPERT{S) (SME)

6.1.2.1. The role of the State SME is to assist application teams with
an understanding of the State's current business practices
and processes, provide agency knowledge, and participate
in the Implementation. Responsibilities of the SME include
the following:
6.1.2.1.1. Be the key user and contact for their Agency or

Department;
6.1.2.1.2. Attend Project Team training and acquire in-

depth functional knowledge of the relevant
applications;

6.1.2.1.3. Assist in validating and documenting user
requirements, as needed;

6.1.2.1.4. Assist in mapping business requirements;
6.1.2.1.5. Assist in constructing test scripts and data;
6.1.2.1.6. Assist in System Integration, and Acceptance

Testing;
6.1.2.1.7. Assist in performing conversion and integration

testing and Data verification;
6.1.2.1.8. Attend Project meetings when requested; and
6.1.2.1.9. Assist in training end users in the use of the

Contractor Software Solution and the business

processes the application supports.

6.1.2.2. A State technical SME and a State business SME will be
identified for each of the data sources required as a part of
the CORbi project. These resources will be available as
required throughout the lifecycle of a Sprint starting with the
data acquisition of data to be loaded into the DAP platform.
The State (DHHS) PMO will manage the data acquisition
effort. The DHHS team will be responsible for pushing data
from the data sources into the landing zone (could
potentially be a SFTP server or a landing table) except
where the data source is stored in an Oracle environment

accessible by Informatica. All data element associated with
the data sets being presented will be ingested into the new
location (data mart). This will allow for all data elements to
be stored in their final destination for future use in
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accordance with deliverables B6.1 through B6.16. DHHS
staff will provide the data definitions and security
classifications (e.g. g Pll) forthe data elements to be utilized.
DHHS will also lead with vendor support the design to
specify and validate the extract logic from the landing zone
to the data mart layer and visualizations including tables,
data elements, reference data and any join logic required to

pull data from the landing zone into the data mart layer. The
data source layout and any memorandums of understanding
of other activities that need to be completed in advance of
utilizing a data source will be finalized and provided to the
Deloitte team no later than one week prior to the Sprint start.

6.1.3. STATE TECHNICAL LEAD AND ARCHITECT

6.1.3.1. The State's Technical Lead and Architect reports to the
State's Project Manager and is responsible for leading and
managing the State's technical tasks. Responsibilities
include:

6.1.3.1.1. Attend technical training as necessary to
support the Project:

6.1.3.1.2. Assist the State and the Contractor Team

Project Managers to establish the detailed
Work Plan;

6.1.3.1.3. Manage the day-to-day activities of the State's
technical resources assigned to the Project;

6.1.3.1.4. Work with State IT management to obtain State
technical resources in accordance with the

Work Plan;

6.1.3.1.5. Work in partnership with the Contractor and
lead the State technical staffs efforts in

documenting the technical operational
procedures and processes forthe Project. This
is a Contractor Deliverable and it will be

expected that the Contractor will lead the
overall effort with support and assistance from
the State; and
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6.1.3.1.6. Represent the technical efforts of the State in
daily sprint meetings and the bi-weekly Project
meetings.

6.1.4. STATE TESTING ADMINISTRATOR

6.1.4.1. The State's Testing Administrator will coordinate the State's
testing efforts. Responsibilities include:

6.1.4.1.1. Coordinating the development of system,
integration, performance, and Acceptance Test
plans:

6.1.4.1.2. Coordinating system, integration, performance,
and Acceptance Tests;

6.1.4.1.3. Chairing test review meetings;
6.1.4.1.4. Coordinating the State's team and external

third parties involvement in testing;
6.1.4.1.5. Ensuring that proposed process changes are

considered by process owners;
6.1.4.1.6. Establish priorities of Deficiencies requiring

resolution; and

6.1.4.1.7. Tracking Deficiencies through resolution.

6.2. Data Migration TESTING RESPONSIBILITIES

6.2.1. The Contractor Team and the State, based on their assigned migration
responsibilities, as set forth in Contract Exhibit F: Testing Services
shall identify applicable test scripts and installation instructions, adapt
them to the Project specifics, test the business process, and compare
with the documented expected results.

6.2.2. The Contractor Team and the State, based on their assigned
conversion responsibilities, shall execute the applicable test scripts
that complete the conversion and compare execution results with the
documented expected results.

6.2.3. The State is responsible for documenting the technical Specifications
of all programs that extract and format Data from the legacy systems
for use by the conversion processes.

6.2.4. The Contractor Team and the State, based on their assigned
conversion responsibilities, shall develop and unit test their assigned
conversions.
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6.2.5.

6.2.6.

The State and the Contractor Teams shall jointly conduct System and
Integration Testing, verifying and validating the accuracy and
completeness of the conversions.
The State and the Contractor Teams shall jointly verify and validate the
accuracy and completeness of the conversions for Acceptance Testing
and production.

7. INTERFACES

7.1. Interfaces shall be implemented in cooperation with the State. The following
Table 5.1 identifies the interfaces within the scope of this Contract and their
relative assignment.

7.2. Table: IN-SCOPE INTERFACES

Interface Components,
if applicable

Responsible
Party

Description

Comprehensive
Health Care

Informatipn. ,
System' (CHIS)'* i

'Child .' Welfare

System' '■ " , z A

Automated-
Hospital
Emergency
Department
Data (AHEOby '
Vital ■ ■Records
Data v.,

Drug Over;dose
Death Data . '■

Trauma- ,
Emefgency .' ' ,
Medical
Services /

'^Information ; ;
System- z
(TEMSIS) '
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Interface Components,
if applicable

Responsible
Party

Descriptiori

Grant/State

BDAS.;,' :
Treatment ,

Sen/ices '"; ,

Population '
Data

7.3. Interface Responsibilities (DEPENDENT ON WHO IS WORKING ON THIS
THE CONTRACTOR. THE STATE OR BOTH)

7.3.1. The Contractor Team shall provide the Stale Contractor Application
Data requirements and examples, of data mappings and interfaces
implemented on other Projects. The Contractor Team shall identify
the APIs or ETL the State should use in the design and development
of the interface.

7.3.2. The Contractor Team shall lead the State with the mapping of legacy
Data to the Contractor Application.

7.3.3. The Contractor Team shall lead the review of functional and technical

interface Specifications.
7.3.4. The Contractor Team shall assist the State with the resolution of

problems and issues associated with the development and
Implementation of the interfaces.

7.3.5. The Contractor Team shall document the functional and technical
Specifications for the interfaces.

7.3.6. The Contractor Team shall create the initial Test Plan and related
scripts to Unit Test the interface. The State shall validate and accept.

7.3.7. The Contractor Team shall develop and Unit Test the interface.
7.3.8. The State and the Contractor Team shall jointly verify and validate the

accuracy and completeness of the interface.
7.3.9. The State is responsible for documenting the procedures required to

run the interfaces in production.
7.3.10. The State shall document the technical changes needed to legacy

systems to accommodate the interface.
7.3.11. The State shall develop and test all legacy application changes needed

to accommodate the interface.

7.3.12. The State and the Contractor Teams shall jointly construct test scripts
and create any data needed to support testing the Interfaces.
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7.3.13. The State is responsible for all data extracts and related formatting
needed from legacy systems to support the interfaces.

7.3.14. The State is responsible for the scheduling of interface operation in
production.

8. PRELIMINARY WORK PLAN

8.1. The following Table 11.2 provides the preliminary agreed upon Work Plan for
the Contract.

8.2. Table: High Level Preliminary NH Project Plan DELIVERABLES,
MILESTONES, AND ACTIVITIES SCHEDULE MAY CHANGE AS NEEDED.
SAMPLE ONLY:

Activity, Deliverable, or
Milestone

Deliverable Type Estimated Start

Date

Estimated

Finish Date

Agie Sprint Activities

1 Sprint 0 (Project Planning
& Initiation)

Agile Sprint 4/1/2019 4/12/2019

2 Sprint 1 (Child Welfare
and CDC Data Integration
& Visualization)

Agile Sprint 4/15/2019 5/10/2019

3 Sprint 2 (Medicaid &
Commercial Claims

Integration)

Agile Sprint 5/13/2019 6/7/2019

4 Sprint 3 (Vital
Records/Medical

Examiner, Grant/State

BDAS and Naloxone

Services Data Integration

Agile Sprint 6/10/2019 7/5/2019

5 Sprint 4 (Live Hospital ED
Surveillance, AHEDD

data integration & AT-
RISK Predictive Model

with Google Digital Data)

Agile Sprint 7/8/2019 8/2/2019

6 Sprint 5 (Emergency
Medical Services data

Agile Sprint 8/5/2019 8/30/2019
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(TEMSIS)& HHSi Opioid
Insight Dashboard

7 Sprint 6 (30 Day Closeout
Plus remaining Warranty)

Agile Sprint 9/3/2019 11/29/2019

Sprint 0 (Planning and Project Management)

8 Conduct Project Kickoff
Meeting

Non-Software April 2019

9 Work Plan Written April 2019

10 Infrastructure Plan,

including Desktop and
Network Configuration
Requirements

Written April 2019

11 Security Plan Written April 2019

12 Communications and

Change Management
Plan

Written April 2019

Sprint Execution (Installation, Testing, and System DeDioyment)

13 Sprint 1 Summary Written

Project Status
Reports

Written April 2019-
Auqust 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Logic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019
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Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
Auqust 2019

Execute Security
Plan

Non-Software April 2019-
Auqust 2019

14 Sprint 2 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
Auqust 2019

Requirements
Traceability Matrix

Written April 2019-
Auqust 2019

Data Migration
Design and Data
Source Extract

Logic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
Auqust 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
Auqust 2019

15 Sprint 3 Summary Written

Project Status
Reports

Written April 2019-
August 2019
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Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Loqic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
Auqust 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

16 Sprint 4 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
Auqusl 2019

Requirements
Traceability Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Logic

Written

1

1

April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019
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Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019

Conduct Training Non-Software April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

17 Sprint 5 Summary Written

Project Status
Reports

Written April 2019-
August 2019

Daily Scrum Notes Written April 2019-
August 2019

Requirements
Traceabilitv Matrix

Written April 2019-
August 2019

Data Migration
Design and Data
Source Extract

Logic

Written April 2019-
August 2019

Code

Development and
Unit Testing

Software April 2019-
August 2019

Conduct

Integration Testing

Non-Software April 2019-
August 2019

Conduct User

Acceptance
Testing

Non-software April 2019-
August 2019

Deployment Plan Written April 2019-
August 2019

Data Loaded into

Production

Environment

Software April 2019-
August 2019
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Conduct Training Non-Sofhware April 2019-
August 2019

Execute Security
Plan

Non-Software April 2019-
August 2019

Sprint 6 (Clean up and Project Closure Activities as Needed)
18 End User Support Plan Written September

2019

Business Continuity Plan Written October

2019

20 Documentation of

Operational Procedures

Written November,

2019

21 Ongoing Hosting Support Non-Software September-
November

2019

22 Conduct Project Exit
Meeting

Non-Software November,

2019

23 Conduct System
Performance

(Load/Stress) Testing

Non-software October,

2019

24 Certification of 3rd Party
Pen Testing and
Application Vulnerability
Scanning

Non-software October,

2019
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1. LICENSE GRANT

Exhibit J not used/applicable for this agreement
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Data Analytics Platform for Opiold Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
PART 3 - EXHIBIT K

WARRANTY & WARRANTY SERVICE

1. WARRANTIES

1.1. SYSTEM

1.1.1. The Contractor warrants that the System (i.e. contractor deliverables)

will operate to conform to the Specifications, terms, and requirements

of the Contract during the warranty period the Contractor shall have

no obligation under this section to make warranty repairs attributable

to:

1.1.1.1. The State's misuse or modification of such system;

1.1.1.2. The State's failure to use corrections or enhancements

made available by the Contractor at no additional cost to

the State;

1.1.1.3. The State's use of such system in combination with any

product other than those specified by the Contractor;

1.1.1.4. The quality or integrity of data from other automated or

manual products with which such system interfaces;

1.1.1.5. Hardware, systems, software, telecommunications

equipment or software not a part of such system which is

inadequate to allow proper operation of such system or

which is not operating in accordance with the

manufacturer's specifications; or

1.1.1.6. Operation or utilization of such system in a manner not

contemplated by this Contract.

1.1.2. The warranty set forth in this section shall not apply with respect to

hardware or software that is supplied by a third party to the State.

1.1.3. The Terms and conditions of the warranty to the State with respect to

such hardware or software will be provided by the third party vendor

of such hardware or software.

2019-043/RFP-2019-DPH5-19-DATAA
Exhibit K - Warranty and Warranty Services - Part 3
Date: ^
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
PART 3-EXHIBIT K

WARRANTY & WARRANTY SERVICE

1.1.4. Contractor bears no responsibility of any kind for such hardware or

software and the State shall not look to the Contractor for any

warranty for such products.

1.2. NON-INFRINGEMENT

1.2.1. The Contractor warrants that it has good title to, or the right to allow
the State to use all services, equipment and software ("materials")

provided under this Contract, and that such services, equipment and
software do not violate or infringe any patent, trademark, copyright,
trade name or other intellectual property rights or misappropriate a
trade secret of any third party, except to the extent that such
infringement or violation arises from, or could have been avoided
except for;

1.2.1.1. The State's modifications of the material or use therof in a

manner not contemplated by the Contract;

1.2.1.2. The failure of the State to use any corrections or

modifications made available by the Contractor without

charge:

1.2.1.3. Information, items, instructions or specifications provided

by or on behalf of the State; or

1.2.1.4. The use of the material in combination with any product or

data not provided by the Contractor, whether or not with
the Contractor's consent.

1.2.2. If the State's use of any such material, or any portion thereof is or is
likely to be enjoined by order of a court of competent jurisdiction as
such an infringement or unauthorized use, the Contractor at its option
and expense, shall have the right to:

1.2.2.1. Procure for the client the continued use of such material;

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Data Analytics Platform for Opiold Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
PART 3 - EXHIBIT K

WARRANTY & WARRANTY SERVICE

1.2.2.2. Replace such material with a non-infringing material, or;

1.2.2.3. Modify such material so it becomes non-infringing,

provided that if 1.2.2.1 or 1.2.2.2 is the option chosen by

the Contractor, the replacement or modified material is

capable of performing substantially the same function.

1.2.3. The foregoing provisions of Section 1.2 constitute the sole and
exclusive remedy of the State and the sole and exclusive obligation

of the Contractor, relating to a claim that any of the Contractor's

materials infringes any patent, copyright or other intellectual property

right of a third party.

1.3. VIRUSES: DESTRUCTIVE PROGRAMMING

1.3.1. The Contractor warrants that during the warranty period the

Contractor Deliverables shall .not contain any viruses, destructive

programming, or mechanisms designed to disrupt the performance of

the Software in accordance with the Specifications.

1.4. COMPATIBILITY

1.4.1. The Contractor warrants that during the warranty period all

Contractor deliverables, including but not limited to the components

provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as
an Enhancement, shall operate with the rest of the System without

loss of any functionality.

1.5. SERVICES

1.5.1. The Contractor warrants during the warranty period that ail Services
to be provided under the Contract will be provided expediently, in a
professional manner, in accordance with industry standards and that
Services will comply with performance standards. Specifications, and
terms of the Contract.

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Data Analytics Platform for Opioid Crisis
DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3-EXHIBIT K

WARRANTY & WARRANTY SERVICE

2. WARRANTY PERIOD

2.1. The Warranty Period shall remain in effect for ninety (90) days beyond
implementation of each milestone/sprint as referenced in Exhibit A. If the
contract is Amended the Warranty Period shall remain in effect for ninety (90)
days beyond implementation of each amended updated milestone/sprint. This
warranty period does not apply to the warranty for non-infringement, which
shall remain in effect indefinitely.

2019-043/RFP-2019-DPHS-19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
DHHS.RFP-2019-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT L

TRAINING SERVICES

1. The Contractor shall provide the following Training Services.
1.1.The Contractor shall follow the Analyze, Design, Develop, Implement, Evaluate

(Agile-ADDIE) training design methodology.
1.2.The Contractor shall develop and deliver a Train-the-Trainer (TTT) program, as

well as create self-service capabilities that promote sustainable use of the system
for technical, business and external users.

1.3. Attachment #3 {Page 185 of response), Section D-2.2 State Personnel and
Training is incorporated herein.

State of MM Contract 2019-043

Exhibit L - Training Services - Part 3
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STATE OF NEW HAMPSHIRE

Department of Health and Human Ser\'ices
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-I9-DATAA

PART 3 ■ EXHIBIT M

AGENCY RFP WITH ADDENDUMS, BY REFERENCE

1. Attachment #2, RFP-2019-043/RFP-2019-DPHS-19-DATAA, is incorporated herein.

2019-043/RFP-2019-DPHS-19-DATA A

Exhibit M - Agency RFP with Addendums, by Reference - Part 3
Date, .
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services

Data Analytics Platform for Opioid Crisis

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA
PART 3-EXHIBIT N

VENDOR PROPOSAL, BY REFERENCE

1. Attachment #3, Deloitte Proposal to DHHS-RFP-2019-043/RFP-2019-DPHS-19-
DATAA, Data Analytics Platform for Opioid Crisis dated December 10, 2018 is hereby
incorporated by reference as fully set forth herein.

2019-043/RFP-2019-DPHS.19-DATAA
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STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS-RFP-20I9-043/RFP-2019-DPHS-19-DATAA

PART 3 - EXHIBIT O

CERTIFICATES AND ATTACHMENTS

Attached are:

1. Exhibit H Requirements - Attachment #1
2. Exhibit M Agency RFP with Addendums - Attachment #2
3. Exhibit N Vendor Proposal - Attachment #3
4. Contractor's Certificate of Good Standing
5. Contractor's Certificate of Vote/Authority
6. Contractor's Certificate of Insurance

2019-043/RFP-2019-DPHS-19-DATAA

jrtificate and Attachments - Part 3Exhibit O - C^rti
Date:
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New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

A. Definitions

The foliowing terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, "Breach"
shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Data" means all information owned, managed, created, received, from
or on behalf of, the Department of Health and Human Services (DHHS) that is
protected by information security, privacy or confidentiality rules and state and federal
laws in End Users' possession or control in connection with the performance of
Services. This information includes but is not limited to Derivative Data, Protected
Health Information (PHI), Personally Identifiable Information (Pll), Federal Tax
Information, Social Security Administration, and CJIS (Criminal Justice Information
Sen/ices) data. For the avoidance of doubt. Personal Information, as defined in NH
RSA 359-C:19, does not include business contact information, which includes name,
work postal address, work telephone number, title, office name and work email
address used solely for the purpose of enabling business communications pursuant
to the Contract.

4. Derivative Data" means data or information based on or created from Confidential

Data.

5. "End User" means any person or entity (i.e., Contractor, Contractor's personnel,
business associate, subcontractor, and other Contractor-authorized downstream
user) that is engaged or employed by Contractor to perform Services on behalf of
Contractor pursuant to this Contract.

6. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.

7. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

Securi(y Requirements 'yjV/H
Page 1 of 9 Date f' /
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New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

8. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or Confidential Data.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable
Health Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by
the United States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that

is not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Data.

1. The Contractor must not use, disclose, maintain or transmit Confidential Data except
as reasonably necessary as outlined under this Contract. Further, Contractor, including
but not limited to all its directors, officers, employees and agents, must not use,
disclose, maintain or transmit PHI in any manner that would constitute a violation of the
Privacy and Security Rule as applicable to the Contractor in its performance of the
Services.

2. The Contractor must not disclose any Confidential Data in response to a
request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS, if legally permissible, so that DHHS has an
opportunity to consent or object to the disclosure.

3. The Contractor agrees that Confidential Data or Derivative Data therefrom disclosed to
an End User must only be used pursuant to the terms of this Contract.

4. The Contractor agrees Confidential Data obtained under this Contract may not be used
for any other purposes that are not indicated in this Contract.

5. The Contractor agrees to grant access to relevant information with respect to the

V5. Last update 10/09/18 Exhibit P Contractor Initials ^
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New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

Contractor's handling of Confidential Data as well as make available appropriate
personnel to discuss such information to the authorized representatives of DHHS for
the purpose of inspecting to confirm compliance with the terms of this Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting Confidential Data between
Contractor-controlled applications, the Contractor will first verify the Contractor's
application encryption capabilities to enable secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting Confidential
Data. Encrypted thumb drives may be used with written exception from DHHS
Information Security.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrvpted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End Usermay only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named Individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data, said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
wireless network unless End User employs a virtual private network (VPN) connection
when remotely transmitting via an open wireless network. For the avoidance of doubt.
Contractor's internal network shall not be considered an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If
End User is employing a non-DHHS SFTP to transmit Confidential Data, End User
will structure the Folder and access privileges to prevent inappropriate disclosure of
information. Any non-DHHS SFTP folders and sub-folders used by End User for
transmitting Confidential Data and their Confidential Data will be deleted without
undue delay.

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
Confidential Data must be encrypted to prevent inappropriate disclosure of information.

V5. Last update 10/09/18 Exhibit P Contractor Initials
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New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

I. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the Confidential Data for the duration of this Contract. After such
time, the Contractor will have 30 days to destroy the Confidential Data in whatever form it may
exist, unless, otherwise required by law or permitted under this Contract. If it is infeasible to
return or destroy the Confidential Data, protections pursuant to this Information Security
Requirements Exhibit survive this contract. To this end, the Contractor must:

A. Retention

1. The Contractor agrees it will not store, transfer or process Confidential Ddata
collected in connection with the Services rendered under this Contract outside of the

United States. This physical location requirement shall also apply in the
implementation of cloud computing, cloud service or cloud storage capabilities, and
includes backup data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provides systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified herein.

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All Contractor or End User controlled
servers and devices must have currently-supported and hardened operating
systems, the latest anti-viral, anti- hacker, anti-spam, anti-spyware, and anti-
malware utilities. The environment, as a whole, must have aggressive intrusion-
detection and firewall protection that aligns with leading industry standards.

6. The Contractor agrees to reasonably cooperate with the State's Chief Information
Officer in the detection of any security vulnerability of the hosting infrastructure to
the extent applicable to the scope of the Services.

B. Disposition

If the Contractor will maintain any Confidential Data on its systems {or its sub-contractor
systems), the Contractor will maintain a documented process for securely disposing of such
data upon request or contract termination; and will provide written confirmation to the State
regarding any State of New Hampshire data destroyed by the Contractor or any
subcontractors inadvertently or pursuant to this Exhibit. When no longer in use, electronic
media containing State of New Hampshire Confidential Data shall be rendered unrecoverable
via a secure wipe program in accordance with industry-accepted standards for secure deletion
and media sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U.S. Department of Commerce.
The Contractor will document and confirm in writing the completion of the data destruction,
and will provide such written confirmation to the Department upon request. The written
confirmation will include details reasonably necessary to demonstrate data has been properly
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New Hampshire Department of Health and Human Services

Exhibit P

DHHS Information Security Requirements

destroyed.

1. Unless otherwise specified in the Contract and subject to Section III.B. as soon as
reasonably practical after the completion or the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

2. Unless otherwise specified In the Contract and subject to Section III.B., as soon as
reasonably practical after the completion or the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the Confidential Data received under this Contract, and
any derivative data or files containing Confidential Data, as follows;

1. The Contractor will maintain proper security controls to protect Department Confidential
Data collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department
Confidential Data throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Confidential Data where applicable.

4. The Contractor will take steps to ensure proper security monitoring capabilities are in
place designed to detect potential security events that can impact Department
Confidential Data processed on Contractor-provided and Contractor-controlled
systems.

5. The Contractor will provide regular security awareness and education for its personnel
in support of protecting Confidential Data.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire that involves disclosing
Confidential Data to a subcontractor, the Contractor will enter into a written agreement
with such subcontractor that defines specific security expectations that at a minimum
are substantially the same as those applicable security obligations for the Contractor,
including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.
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8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

10. Data Security Breach Liability. In the event of an Incident, Computer Security Incident,
or Breach the Contractor shall make immediate efforts to contain the Incident/Breach,
to minimize any damage or loss resulting from the Incident, Computer Security Incident,
or Breach, as well as, investigate the cause(s) and promptly take measures to prevent
future Incidents, Computer Security Incidents, or Breaches of a similar nature from
reoccurring.

11. Contractor must, comply with all statutes and regulations regarding the privacy and
security of Confidential Data applicable to Contractor in its performance of the Services,
and must in all other respects maintain the privacy and security of PI and PHI at a level
and scope that is not less than the level and scope of requirements applicable to
Contractor in its performance of the Services, including, but not limited to, provisions of
thePrivacyActof 1974 (5 U.S.C.§ 552a), DHHS Privacy Act Regulations (45 C.F.R.
§5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160 and 164) that govern
protections for individually identifiable health information and as applicable under State
law; in each case that are applicable to Contractor in its provision of Services under the
Contract.

12. Contractor must safeguard the Confidential Data at a level consistent with the
requirements applicable to Contractor in its performance of the Services. Contractor
agrees to establish and maintain appropriate administrative, technical, physical, and
organizational safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it.

13. Contractor agrees to maintain a documented Breach Notification and Incident
Response process that complies with the requirements of this Information Security
Requirements Exhibit with respect to Confidential Data.

14. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such Confidential Data to perform
their official duties in connection with purposes identified in this Contract.

15. The Contractor must ensure that it requires all End Users;

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Data that is furnished by DHHS under this Contract from
loss, theft or inadvertent disclosure.

b. safeguard this Confidential Data at all times.

Exhibit P Contractor Initials
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c. ensure that Contractor-issued laptops and other electronic devices/media
containing PHI, PI, or PFIare encrypted and password-protected.

d. send emails containing Confidential Data only if encrypted and being sent to and
being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Data to the extent permitted by law.

f. Confidential Data received under this Contract and individually identifiable data
derived from Confidential Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed

using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

j. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to reasonably request relevant documentation with respect to
Contractor's handling Confidential Data to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the DHHS's Information Security Officer, Privacy Officer, and
Contracts Unit, via the email addresses provided in this Agreement, of any information
security events, Computer Security Incidents, Incidents, or Breaches that adversely affects
the confidentiality, integrity, or availability of Confidential Data under the control of
Contractor as soon as feasible, but no more than 48 hours after the Contractor has
determined that the aforementioned has occurred and that Confidential Data under the

control of Contractor may have been exposed or compromised.

If a suspected or known information security event. Computer Security Incident, Incident
or Breach involves Social Security Administration (SSA) provided data or Internal
Revenue Services (IRS) provided Federal Tax Information (FTI) under the control of
Contractor, then the Contractor must notify DHH Information Security immediately and
without delay.

The Contractor must comply with all applicable state and federal laws relating t^^e
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privacy and security of Confidential Data, and safeguard the Confidential Data at the level
consistent with the requirements applicable as set forth herein. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if Confidential Data is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit.

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required to the State, and, if so, identify
appropriate Breach notification methods, timing, source, and contents from among
different options to make such notification to DHHS in accordance with this Exhibit.

Incidents and/or Breaches that implicate PI within the Contractor's or End User's
possession or control must be addressed and reported, as applicable, in accordance
withNHRSA 359-C:20{l)(c).

BREACH LIABILITY

Should an Incident, Computer Security Incident, or Breach be determined to have been caused
by the Contractor and/or End User's failure to safeguard State of New Hampshire networks,
systems or DHHS Confidential Data per this Information Security Requirements Exhibit, and/or
P-37, then the State may recover from the Contractor and/or End User all costs of response and
recovery from the Incident, Computer Security Incident, or Breach, including but not limited to:
credit monitoring services, mailing costs, and costs associated with website and telephone call
center services.

VI. CONFLICT OF TERMS

In the event of any conflict or inconsistency between other Contract provisions and the Information
Security Requirements Exhibit, this Exhibit shall control and govern the rights and obligations of
the parties with respect to the subject matter of this Exhibit.

VII. PERSONS TO CONTACT

A. DHHS contact program and policy:

DHHS-Contracts@dhhs.nh.gov

(In subject line insert RFP/Contract Name and Number)

B. DHHS contact for Information Security and Data Management issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

C. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit P Contractorlnitials ^
DHHS Information

Security Requirements cjJc J/a
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New Hampshire Department of Health and Human Services

Exhibit Q

HEALTH INSURANCE PORTABILITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates, As defined herein, "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Pgfinl^lpn?

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title45,
Code of Federal Regulations.

d. "Designated Record Set"shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aggregation" shall have the same meaning as the term "data aggregation" in 45CFR
Section 164.501.

f. "Health Care Ooerations" shall have the same meaning as the term "health careoperations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, Title XIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Sen/ices.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibit I Contractor Initials
Health Insurance Portability Act
Business Associate Agreement
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New Hampshire Department of Health and Human Services

Exhibit Q

I. "Required bv Law" shall have the same meaning as the term "required by law" in 45CFR
Section 164.103.

m. "Secretary"shall mean the Secretary of the Department of Health and Human Servlcesor
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

o. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health

Information (PHI) except as reasonably necessary to provide the services outlined under
Part 2- Information Technology Provisions of the Agreement. Further, Business
Associate, including but not limited to all its directors, officers, employees and agents,
shall not use, disclose, maintain or transmit PHI in any manner that would constitute a
violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
I. For the proper management and administration of the Business Associate:
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations ofCovered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification Rules
of any breaches of the confidentiality of the PHI, to the extent it has obtained knowledge
of such breach.

3/2014 Exhibit 1 Contractor Initials
Health insurance Portabiiity Act
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New Hampshire Department of Health and Human Services

Exhibit Q
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provide services under Part 2 - information Technoiogy Provisions of the Agreement,
disciose any PHi in response to a request for disclosure on the basis that it is required
by law, without first notifying Covered Entity so that Covered Entity has an opportunity
to object to the disclosure and to seek appropriate relief. If Covered Entity objects to
such disclosure, the Business Associate shall refrain from disclosing the PHi until
Covered Entity has exhausted ail remedies.

e. if the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHi pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disciose PHi in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact onthe
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

0  The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired orviewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

3/2014 Exhibit I Contractor Initials
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New Hampshire Department of Health and Human Services

Exhibit Q
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access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

3/2014 Exhibit I CQntractorinitials
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Exhibit Q
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Business Associate shall return or destroy, as specified by Covered Entity, ail PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to
in the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Oblioations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164,520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFRSection
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either Immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

3/2014 Exhibit 1 Contractor Initials,
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necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and SecurltyRule.

e. Seoreoation. if any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of theAgreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services Deloitte Con^lting LLP

ie^tafe ^ NameoftbeXontractor

tgnature of Authorized Representative

Z_i'5A
Name of Authorized Representative

Title of Authorized Representative

wiiiU^
Date

Sig^ur;/of Authorized Representative

Gregory Spino
Name of Authorized Representative

Managing Director

Title of Authorized Representative

04/05/2019
Date
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Exhibit R. DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151 -5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle 0; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required tjy paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or othenwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free Vendor Initials,
Workplace Requirements
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Exhibit D

has designated a centrai point for the receipt of such notices. Notice shall inciude the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

7 Eagle Square #301 •
Concord NH, 03301

Check □ if there are workplaces on file that are not identified here.

Vendor Name; DeloittefXonsulting LLP

ik/'i _
Date Name^fey#y»pino

Title: Managing Director

CU/DHHS'U0713
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION • CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: Deloittfe'^onsulting LLP

Date Name: <|P^r6y Spino
Title: Managing Director
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous \A4ien submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended," "ineligible," "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause, The knowledge and

Exhibit F - Certification Regarding Debarment. Suspension Vendor Initials
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and Its
principals;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency:
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated In paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion ■ Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Vendor Name: Ddloitte Consulting LLP

/A
Date Narrt^ Gregory Spino

Title: Managing Director
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CERTiFiCATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

-  the Omnibus Crime Control and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

• the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

■ the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

. the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

• 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G
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Exhibit R. DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit G

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will fonward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this proposal (contract) the Vendor agrees to comply with the provisions
indicated above.

Vendor Name:Delojtte Consulting LLP

Date ' NameiG^orT^pino
Title: Managing Director

Exhibit G
Vendor Initials
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Vendor Name: Defeitte Consulting LLP

/f
Date / Name: Gregory Spino

Title: Managing Director

Exhibit H - Certification Regarding Vendor Initials
Environmental Tobacco Smoke uJr /s
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit J

CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.
The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Vendor agrees to provide needed information as outlined above to the NH Department
of Health and Human Services and to comply with all applicable provisions of the Federal Financial
Accountability and Transparency Act.

Vendor Name: Ddoitte Consulting LLP

Date ^ Name: Gregory Spino
Title: Managing Director

Exhibit J - Ceftificallon Regarding the Federal Funding Vendor Initials,
Accountability And Transparency Act (FFATA) Compliance
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Exhibit R, DHHS Exhibits
New Hampshire Department of Health and Human Services

Exhibit J

FORM A

As the Vendor identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is: 002563455

2. In your business or organization's preceding completed fiscal year, did your business or organization

receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,

loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual

gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or

cooperative agreements?

X  NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your

business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities

Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of

1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount;

Amount:

Amount:

CU/OHHS/110713

Exhibit J - Certification Regarding the Federal Funding Vendor Initials,
Accountability And Transparency Act (FFATA) Compliance
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STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Vendor Instructions

Vendor Response Column: Place a "Yes" if the current release of the software can fully support ALL the ftmctionality described in the row,
without special customization. A "Yes" can only be used if the delivery method is Standard (see deliver method instructions below).
Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Avaiiable/Not Proposing (see delivery method
instructions below).

Critlcality Column:
(M) Indicates a requirement that is "Mandatory". The Stale considers it to be of such great importance that it must be met in order for the
proposal to be accepted. If the proposer believes that there is something about their proposal that either obviates the need for this requirement or
makes it of less importance this must be explained within the comments. The State retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.-
(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great usefulness but the lack of this,
feature is not considered serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which useful or potentially useful but
not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that indicates how the
requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release, (^ovide anticipated delivery date, version, and service release in the comment
area.)
Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours and average billing rale or
flat cost for the software modification in the comment area. These cost estimates should add up to the total cost for software modifications
found in the cost summary table in Section X of the RFP).
Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality
was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered
into this column.

Working Sheet

Deloitte 2018 Page in-C.2-1 of 86 7



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Vendor Instructions

Vendor Response Column: Place a "Yes" if the current release of the software
can fully support ALL the functionality described in the row, without special
customization. A "Yes" can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be
used with delivery method Future, Custom, or Not Available/Not Proposing (see
delivery method instructions below).

Criticality Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of
such great importance that it must be met in order for the proposal to be accepted.
If the proposer believes that there is something about their proposal that either
obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if
the need of the requirement is reduced or eliminated by another feature of the
proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered
by the State to be of great usefulness but the lack of this feature is not considered
serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered
by the State to be one which useful or potentially useful but not a central feature of
the Project. -

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not
Available/Not Proposing (as defined below) that indicates how the requirement will
be delivered.

Standard — Feature/Function is iiicluded in the proposed system and available in
the current software release.

Future - Feature/Function will be available in a future release. (Provide
anticipated delivery date, version, and service release in the comment area.)
Custom - Feature/Function can be provided with custom modifications.
(Respondent must provide estimated hours and average billing rate or flat cost for
the software modification in the comment area. These cost estimates should add up

Deloitte 2018
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Vendor Instructions

to the total cost for software modifications found in the cost summary table in
Section X of the RFP).
Not Available/Not Proposing - Feature/Function has not been proposed by the
Vendor. (Provide brief description of why this functionality was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of
how the requirement will be met. Free form text can be entered into this column.

'is'
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STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

1. BUSINESS REQUIREMENTS
BUSINESS UEQUIRE.MEM S

State Requirements

Req# Requirement Description Criticality
""^'enSor^
5^«p6n^'

|DeIiyem;^

l-unctionul

Bl.l Intentionally Left Blank

B1.2 Design and implementation of data
visualization standards via a style
guide and example templates
specifically leveraging existing
toolsets and web portals currently in
place'at the state to create a consistent
way for data to be organized and
graphically displayed to meet both
user design and user experience
requirements.

M Yes Standard Deloitte meets this requirement with HHS
Interactive design standards. Deloitte's solution
includes data visualization standards and a style
guide. Standards and style can be easily adjusted to
align with the State's dashboard design and user
experience requirements and can be aligned with
DHHS's style guide standards for the in process
EB! scope of woik with all dashboards presented
through Tableau.

B1.3 Create a method to inventory data
sources associated with the building
of the Opioid Crisis dashboard and an
ongoing process to add to the
inventory of the system and
recommend a strategy for future use
of data analytics and business
intelligence toolsets as well as create
a dashboard in which the source is

tagged as internal or external (to the
Department) and whether the data
contains personally identified
information (PII) or De-identified
information (DII) in alignment with
DHHS security and. data governance
policies

M Yes Standard Deloitte's solution includes a data source inventory
template, which will be used to capture key
metadata that includes but is not limited to Source

Name, AgencyA^endor, Description, Data
Classifications, Business Contact, Technical
Contact, Data Model Link, Data Classifications
etc.

The template can be used as a source for Tableau
to display the information on a dashboard. We can
also implement this requirement using Informatica
Enterprise Data Catalog or Informatica Metadata
Manager bundled with the current licensing at
DHHS/DoIT preference.
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BliSI.M-SS REQUIREMENTS

Req# Requirement Description Criticality

m

'fj5eliver\

' B1.4 Provide professional services to
augment internal capabilities
associated with the following skill
sets:

Business analysis, use case
development, user persona
development,
Data and statistical analysis generally,
Data and statistical analysis specific
to the opioid crisis,
Data integration and transformation.
Data visualization including
geographical information system.
Hardware architecture and design.
Software configuration and training.

M Yes Standard Deloitte meets this requirement with an analytics
practice of over 5,000 experts and depth of
experience with the current DHHS EBI
architecture, tools, and the lines of businesses with
which the DAP platform will orchestrate data
aggregation and analysis.

B1.5 If the proposal is a cloud/hosted
solution provide and establish
hardware and software and/or cloud

services for operation by the State
needed to augment the Department's
infi^lructure.

M Yes Standard The Google Cloud Platform (GCP) will be
established during the project implementation with
a support and subscription model which is
sustainable by DHHS/DoIT as a complement to the
on-site platform for social media data consumption
and ML processing of that data.

B1.6 Implement no later than August 15,

2019 opioid dashboards based on
requirements

M Yes Standard Deloitte with woik with DHHS to create arid

manage a mutually agreeable project plan that will
allow for implementation of the Opioids
dashboards determined as in-scope for Phase 1, by
August 15, 2019.

B1.7 Provide a detailed description of how
you would address charts included in
the Introduction section

M Yes Standard Our detailed description demonstrating how we
will address the charts included in the introduction

is previewed in our executive summary and
elaborated in section D-1.1, Description of
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STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIREMENTS

State Requirements

Req# Requirement Description Crlticality
;:^Vendoi^

■ Respo'hse
vDeliverj'?
VMethod

Solution building upon our HHS Interactive Opioid
Insights capabiliti^.

■  B1.8 Provide context sensitive "Help"
screens/lips and dashboard

instructions

P Yes Standard Deloitte meets this requirement using Tableau's
tooltip feature to address this requirement.

B1.9 Automated reports/notifications/alerts
to users based on subscription or opt
in/out functionality

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this

requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

Bl.lO Design, develop and implement a
holistic Data Analytics Platform
(DAP) that consolidates data from
multiple, currently disparate
Department, other State of New
Hampshire and Federal sources,
systems and formats to meet the
needs of the state's opioid response
and provide the foundation for all
other needs of the Department
programs.

M Yes Standard Deloitte meets this requirement by extending the
EBI Data Warehouse into a holistic data analytics
repository that stores membCT data consolidated
across disparate data sources. Informatica data
integration and data quality software will be
utilized to merge and consolidate from disparate
data sources. This,includes digital data that is
provided with assistance from our teaming partner
Google into DAP.

B2.1 Include support for the future use of
advanced statistical analysis
techniques, predictive analytics and
machine learning

M Yes Standard Deloitte meets this requirement with the proposed
DAP solution architecture providing a foundation
for the State to easily expand advanced analytical
capabilities including predictive analytics and
machine learning build using R and Python.
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STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RTP 2019-043/RFP-2019-DPHS-19-DATAA

BUS 1NESS REQU1REM EM S

State Requirements

Req# Requirement Description Criticality
^Respons^

iDeliveirT-?
^etholllSj.r-' Merits ■

B2.2 Be intuitive and easy to leam,
understand, navigate and use,

M Yes Standard Deloitte meets this requirement using
visualizations and dashboard design methodology
focusses on balancing simplicity, clarity and
efficiency in creating designing dashboards that are
intuitive, with simple navigation, minimum
complexity and maximum ease of use. Our solution
would build on the menu driven navigation model
being established for the current EBl scope of work
to provide enterprise access continuity.-

B2.3 Provide and support average less than
5 seconds with a majority of 1 second
query response times, with or without
user customization,

V

P Yes Standard Deloitte will employ system design and
performance monitoring throughout the
implementation to validate consistent response
times are provided per expected or pre-defined
levels across the DAP system tools.

For Databases based on summarized data, such as
public facing summary dashboards; during design
and testing Deloitte with work with the State to
establish benchmarks for specific dashboards or
types and queries and implement monitoring to
identify any degradation in performance as usage
increases and more data is added to the

environment. Mutually agreeable times shall be
established as a component of the project.

B2.4 Process and load datasets in a fast,
smooth, efficient manner to meet no
older 24 hour stale data

M Yes Standard Deloitte's solution offers the capability to load data
efficiently using Informatica meeting the

1 requirements based on the assumption that the
! source systems can provide access to data on that
frequency.
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIRlCiMKMS

State Requirements

Req# Requirement Description Critical!ty
x^yendoryil
Response^

-,yDeliyei^^
•TMethod.

Comments
4- •

B2.5 The selected vendor must leverage
(where applicable for the vendor
solution) current technologies in place
at State of New Hampshire and
provide recommendations for

alternatives based on proposed
strategy to include but not limited to:
Oracle databases,

Dimensionally modeled data marts,
Extract, Transform, Load (ETL)
software — Informatica,
Statistical analysis tools/software and
server - R Programming and RStudio
Server/Connect, and
Supplementary BI tools leveraging
Tableau for dashboards which:

Consolidate and arranges numbers,
metrics and Department defined
scorecards. Key Performance, and
other, metrics,
Can be tailored for specific roles and
display metrics targeted for a single
point of view.
Includes a customizable interface,
Includes the ability to pull real-time
data

M Yes Standard Deloitte proposed solution architecture leverages
State's existing IT infrastructure including
Informatica PowerCenter, Informatica IDQ,
Tableau, RStudio and the Oracle Database. Our
system will also leverage the Tableau navigation
model as well as the existing schemas.
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19.DATAA

Req#

B2.6

B2.7

BUSINESS REQUIRKMEMS

State Requirements
s:;ysis7si'yf«' 5--at

Requirement Description

Design, develop and implement an
overarching data model, which:
Combines appropriate data elements
from various sources, as needed to
achieve reporting and alert functions.
Includes interfaces, source mapping
and user interfaces; required to
achieve data consolidation and build

the DAP,

Identifies current and future state of

source systems and processes,
Possesses the processing capabilities
to provide large datasel analysis,
including highly complex numerical
analysis of textual, structured, non-
structured, spatial and other data
sources.

Provide metadata tagging of data
sources/elements.
Allows fast and flexible data

integration so that data sources are
able to be integrated in the analytical
^environment and analyzed with
limited advanced notice.

Vendors must include a proposed
architecture for the DAP, that

includes an assessment of the current

EBl for hardware or software

components that are absent but
necessary for success for the DAP
(e.g., additional cores, Oracle

Critjcalit>'

M

M

^Vehdo^.
iRespbnse.

Yes

Yes

^peliyeiy
irMethodl;

Standard

Standard

Comme'nts**^
•  • ■ •• • V

Deloitte's meets this requirement through the
design, develop and implementation of a logical
and physical dimensional data model to support the
predictive analytics and dashboard needs. A'
Metadata repository will be created to identify and
catalog ail source data. The data provided by the
Stale, along with the daiasets Deloitte has
identified, will be uploaded to the oracle data
warehouse in the data tier allowing storage of both
unstructured and structured information of the

various datasets.

Deloitte's proposed system architecture provides a
scalable data analytics platform that extends State's
existing EBl platform to the state's opioid response
and provides a foundation to support analytics
needs for other Department programs such as
SNAP, TANF etc.
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STATE OF NEW. HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIREMEM S

State Requirements

Req# Requirement Description Criticality
^ yeiidor^
^Response;!

.  .

.jDeliYer^A
^iP?IcthbdjJ v  : -v - ■ u-LiGomments "v

,

Partitioning license), which integrates
data from source systems and meets,
or exceeds, the following minimal
requirements:

B2.8 Provides a framework for

organi2ation of data, information
management and technology systems
required to build and implement the
system,

M Yes Standard Deloitte meets this requirement through our
proposed 3-tier architecture provides a scalable
framework to organize, process and visualize the
data and technology systems.

B2.9 Allows for data components of the
architecture to include internal and

external sources of structured and

unstructured data users require to
analyze the opioid crisis

M Yes Standard Deloitte meets this requirement with a proposed
system architecture including a data tier with the

Informatica ETL processes to integrate multiple
internal (existing EBl data) and external structured,
un-structured and spatial data sources.

B2.10 Includes data integration, data
cleansing and the development and
implementation of data dimensional
rules

M Yes Standard Deloitte meets this requirement with a data
governance framework that will define data
cleansing processes and practices. Data integration
and data dimensional rules will also be defined

using Informatica to consume and cleanse data,
including the data imported from Google.

Technical

B3.1 Describes the conceptual and logical
technology components required to
present information to users and
enable them to analyze the data and
its impacts.

M Yes Standard Deloitte meets this requirement, please refer to
Deloitte responses for technical requirement 83.2
to 83.10
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RTP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS UEQUIREMEM S

State Requirements

Req# Requirement Description Criticality
■If

v^yendpi^-
Respioiise

^Deii^ery^r
Metlif^^:

B3.2 Allows for the ability to drill down on
report data by varying levels of
geographic, provider, program,
service and client demographic details

M Yes Standard Deloitte meets this requirement.providing Opioids
dashboards that are fully interactive allowing allow
users to filter and drill down on demand by
geographic hierarchy, provider, program, service
and client demographic details using Tableau.

B3.3 Allow for the extraction of patterns
and knowledge from large amounts of
data.

M Yes Standard Deloitte meets this requirement providing opioids
predictive models configured to analyze large
datasets based on the defined hypothesis and key
predictors to detect hidden patterns thereby
identifying high risk individuals. We accelerate
this using our At Risk HHS Interactive Ooioid
Insight module.

B3.4 Provide predictive or statistical
analysis model, based upon data type
and attributes

P Yes Standard Deloitte meets this requirement using our At Risk
predictive analytical, statistical and risk model that
will delivered and tailored based on NH's
dimensional values and data types.

B3.5 Provides browser-based solution to
support all major browsers.

M Yes Standard Deloitte meets this requirement leveraging Tableau
for Dashboard development which supports all
major browsers namely Google Chrome, Microsoft
Edge, Internet Explorer, Mozilla Firefox, Firefox
ESR and Apple Safari.

Deloitte 2018 Pagelir-C.2-11 of 86 V



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIREMENTS

State Requirements

Req# Requirement Description Cridcality
AVendorSH
•Response

i^Deliveryi
= Method vi

B3.6 Internal multi-tenant sandbox to

provide statistical analysis areas to
look at data with access to the

dimensional based data to design and
develop visualizations on an ad-doc
development-based methodology

M Yes Standard Deloitte meets this requirement with an
architecture that supports a multi-tenant production
sandbox with user schemas for authorized users to

combine production data with local daiasels and
leverage tools such as RStudio, Tableau etc. to
design and develop predictive models and data
visualizations on an ad hoc basis.

B3.7 Internal role-based authentication to

provide view, modify and delete as
well as external facing role-based
solution with ability to define ̂ oup
or user defined access

M Yes Standard Deloitte's solution will leverage Tableau Services
Manager (TSM) to configure and manage role-
based access control to define user groups,
permissions such^as view, modify and delete.
Additionally, dashboards will also support
role/user-based row-level data restrictions.

B3.8 Provide a methodology to track web
traffic and report on number of
viewers, number of this and/or other

measures.

P Yes Standard Deloitte meets this requirement using Google
analytics out-of-box or DolT's preferred tool for
web traffic. In addition, we have proposed
providing DHHS an additional web traffic source,
Google search data for the broader population of
New Hampshire which will aggregated and
imported in the DAP for analysis and presentation.

B3.9 State Sizing and Growth Assumptions M Yes Standard Our solution assumes that the existing platform has
sufficient storage and capacity to design and
implement. If the machine learning modules
require additional compute time during the DDI
phase, the GOP will be available to support peak
utilization using the credits provided by Google.
This assumption is predicated on controlled usage
of adhoc queries to contain power user access
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using commonly accepted industry norms in
collaboration with the DoIT Oracle DBA team.

33.10

84.1

Develop capacity to make data and
information available in meeting the
Department's Federal Reporting
requirements and necessary for
Federal grant applications

sunni-Ai)

The new System must accommodate
the anticipated number of users and
workstations at each location. In order

to support initial sizing expectations,
prior to completion of capacity
planning as part of this project, the
State has estimated the first phase
system must accommodate
approximately 2,000 internal users
(25% active users, 5% concurrent) in
and for future use, 250,000 external
users (10% active users, 2%
concurrent) at this time, and all of
these users are exp^ted to have a
workstation that will access the

System. These initial estimates will
be replaced with the finale user sizing
in the Capacity Plan deliverable as
part of the design phase.
Workstations, network, servers,

storage and WAN connectivity will
be recommended by the vendor to

M Yes Standard

M Yes Standard

Deloitte's solution will provide the foundation for
data and tools to support Department's Federal
Reporting requirements and necessary for Federal
grant applications, including the Healing Grant if
awarded to New Hampshire.

Deloitte's proposed solution leverages the State's
existing environments. The existing EBI
infrastructure is being designed to meet these same
requirements.

Upon finalization of estimates, Deloitte will work
with DHHS and DoIT to complete a capacity plan
and validate hardware, sofhvare, and infrastructure
requirements.

The numbers of users, concurrent usage, and
response time will be managed jointly throughout
the project lifecycle in cooperation with DHHS and
DoIT. The relationship between application
development, usage, aiid infrastructure requires
continual monitoring and planning across
stakeholders, including DHHS and DoIT.
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Method

ensure sizing to access and use the
system.

B4.2 The new shared infrastructure and

functional capabilities need be
designed to be operational 24 hours
per day (hours to be determined by
the state), 7 days per week, and 52
weeks per year. The centralized
servers and resources and public
facing Web site will be designed to be
operational 7 days per week and 24
hours per day. No single disruption is
anticipated to last longer than 8 hours.
The System as a whole will be
available for use 99 percent of the
timeless mutually agreed and
scheduled service/maintenance

intervals.

M Yes Standard The proposed application architecture would
support this requirement and we will work with
DHHS and DoIT to validate that the EBI

infrastructure being re-used to support the solution
to meet the uptime goals for the application.
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B4.3 The new System must support
transparent failover capabilities using
high-availability architectural
elements.

M The proposed application architecture supports
clustering to provide failover. We will work with
DHHS and DolT to validate that the EBI

infrastructure being re-used to support the solution
can meet the failover capabilities.

B4.4 Specify all equipment (if any)
required for the development and
operations of the solutions and
requirements defined in this RFP. The
equipment will be comprised of
industry standard and readily
available components.

M Yes Standard Deloirte's proposed solution leverages the State's
existing environment. Complementary advanced
analytic components for digital data will reside in
the Google Cloud Platform (OOP). The details of
the OOP for the development and operations of the
solutions is defined under section 1.1.12 of the

response.

B4.5 Creating/viewing population-based or
individual-based alerts and

notifications

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this

requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

84.6 SubscribingAJn-subscribing to
alerts/notifications of interest

M Yes Standard Deloitte meets this requirement leveraging
Tableau's Inbuilt Subscribe/ Un-subscribe

functionality to manage alerts/notifications of
interest.

B4.7 Sending notifications through
preferred notification method

M Yes Standard Deloitte meets this requirement leveraging the
1 notification methods supported by Tableau.
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B4.8 Scheduling of distribution of reports
and notifications based on user input
via an "opt in" model

M Yes Standard Alert owners can sign-up themselves and other
users to receive alert emails in Tableau Server.
Each recipient opt-out of alerts with one click,
directly from email.

B4.9 Describe the proposed solution to
meet 508 compliance and DolT
compliance requirements. The
authentication and authorization
solution must be ADA compliant.

M Yes Standard Deloitte's proposed solution will leverage Tableau
as the end user interface with inbuilt 508
compliance per the terms of the license and
subscription agreements. We can provide the link
to vendor's compliance Web site. Authorization
will be provided through the existing DoIT active
directory being used for the current EBl scope of
work.

B4.10 Determining who originates and
approves DAP investment proposals.

P Yes Standard Deloitte meets this requirement through the data
governance processes we will woric with the State
to establish and align with the DAP investment
priorities and budget.

B4.11 Determining the approved
technologies and products developers
must use to build services.

M Yes Standard Deloitte's proposed solution uses industry standard
technologies and products to build services with
capabilities to satisfy the system functional and
technical requirements. The core development
activities will be completed using developer
capabilities provided by Oracle, Informatica and
Tableau.
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B4.12 Defining the procedure for requesting
permission to use a service.

M Yes Standard Deloitte's project management policies will
include processes for service/access requests using
the Application Management Life cycle tool
Atlassian JIRA and/or the DoIT ticket system at
the States preference. Note: We advocate using Jira
for application specific issues (defects, change
requests, etc.) and DoIT system for infrastructure, •
user access, and outages with final distribution of
usage to be jointly agreed upon by DoIT and
DHHS.

B4.I3 Identifying (and executing) what
service and system testing is required
before deploying a service
enhancement.

M Yes Standard Deloitte's Project plan will include standard
service and system testing phases with clearly
defined entry and exit criteria for every release
including service enhancements.

B4.14 Promulgate policies, standards, and
guidelines

M Yes Standard Deloitte Project Management processes will be in
line with the PMI project management policies,
standards and guidelines as will data governance
standards.

B4.15 Facilitation of processes M Yes Standard Deloitte will work with the State to facilitate

Project Management processes as well as standard
governance procedures from project inception
through closure.

B4.16 Collection, analysis and visualization
of metrics

M  . Yes Standard Deloitte's proposed solution will enable collection,
analysis and visualization of key metrics, as
defined in the RFP requirements and demonstrated
throughout our proposed solution.

\
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B4.17 Administer the integration metadata -
for example, DAP metadata (such as
Web Services Description Language)
or business-to-business metadata

(such as electronic data

interchange/XML document
standards).

M Yes Standard Deloitte's proposed solution will administer and
maintain a Metadata repository/dictionary to
identify and catalog ali source data. We assume
that DHHS will have acquired Informatica
Enterprise Data Catalog or will elect to use the
Informatica Metadata Manager which is bundled
with the current license package and we would
plan to use that tool to meet this requirement.

Information about of teaming partner Google's
processes can be found here:

htlDs://cloud. uoo2le.com/dataDreD/docs/ht111L/lnsert
-Metadata 57344600

B4.18 Monitor the associated governance
procedures, through one or more
repositories.

M Yes Standard We assume that DHHS will have acquired .
Informatica Enterprise Data Catalog or will use
Informatica Metadata Manager which is bundled
with the current licensing and will use either to
meet this requirement.

B4.19 Role-based Access and User

Provisioning - Technology
component that enables what
information a particular user is
authorized to access.

M Yes Standard Deloitte's proposed solution will provide access
rights based on thejob function and role, using the
concepts of least-privilege and need-to-know to
match access privileges to defined responsibilities.
TTiis would be completed through both Tableau
and Oracle privilege management.
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B4.20 Users' access rights shall be based on
what roles they play in the enterprise
(State and Counties) and/or what
groups they belong to for external
entities.

M Yes Standard The solution will enable user roles to be defined

with the built-in reports and can be customized to
display level of detail unique to each individual's
role-set, for both internal and external users.
Report and data access will be authenticated
through Active Directory and controlled through
Tableau and Oracle based on user roles and groups.

B4.21 Role-Based Access shall include the

capability to enforce who can update
data versus access and view only.
Further, the update authority should
be defined at the field level within a

panel.

M Yes Standard Deloitte will leverage Tableau's Site Roles feature
to manage this requirement. Along with content
permissions, the site role determines who can
publish, interact with, or only view published
content, or who can manage the site's users and
administer the site itself. The tableau privilege
management will be complemented by Oracle
database privilege management.

B4.22 Authentication of user identities -

Technology component that verifies
the identities of those seeking to
access client data. Shall include

strong authentication supported by an
appropriate infrastructure for identity
and access management.

M Yes Standard The proposed system leveraged the State active
directory with the strong authentication standards
defined and supported by DoIT.

B4.23 The solution must have a mechanism

for Annual Reconciliation of users to

determine if access is still needed.

M Yes Standard The solution will leverage Tableau's admin
functionality to reconcile and manage user access.
We will work with DHHS and DoIT to establish a

review process which could be modeled from New
HEIGHTS or other existing system that manages
annual reconciliation and sample auditing.
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B4.24 Configure, install and train on the
existing Tableau environment to
allow for the usage of R
Programming

M Yes Standard Deloitte will configure, install and train the users
for usage of R programming based on the agreed
strategy for training (Train-the-Trainer or end user
training). User of R will have access to integrate
data from Tableau or directly from the Oracle
database and we will provide knowledge transfer
on our solution components that use R positioning
DHHS/DoIT to sustain and adapt the solution.

B4.25 Logging of activity - For financial,
operational, and legal reasons, the
solution must record all activities in a

log, which must be searchable to
allow administrators to identify any
abnormal pattern of activity.

M Yes Standard Deloitte's proposed solution leverages the State's
existing environments and the existing COTS
products, Informalica, Oracle and Tableau contain
logs of all activity and administrator can search for
abnormal activities as needed.

B4.26 The solution must include the

capability to monitor activity
continually according to a set of pre
defined rules, and to notify
administrators when abnormal

activity is detected

M Yes Standard The applications being utilized provide logging for
ingestion into the States Qradar application for
alert management.
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B4.27 Authorization - Authorization shall

provide access control through
enforcement, and be used to

determine the specific scope of access
to grant to an identity. It must provide
real-time access policy decisions and
enforcement (based on identities,

attributes, roles, rules, entitlements
and so on). Users must be able to
access only what their job functions
allow them to access. For instance, if
a person is a "manager," then he or
she is granted the access necessary to
create or edit a performance review;
however, if a person is not a manager,
then he or she should be able to

review only his or her own
performance review, and only at a
specific stage of the review cycle.
Web access management (WAM),
externalized authorization

management, identity-aware networks
and digital rights management tools
are examples of authorization
technologies.

M Deloltte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator

for fine grained roles-based access management
completed by the Oracle privilege management.
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B4.28 Administration - Administration shall

offer a means of performing identity-
related tasks (for instance, adding a
user account to a specific system).
Administration tools must provide an
automated means of performing
identity-related work that would
otherwise be performed by a human;
examples include tasks such as
creating, updating or deleting
identities (including credentials and
attributes), and administering access
policies (rules and entitlements). User
provisioning shall be considered a
part of administration technology.
Helpdesk agents shall have override
capabilities to correct data and

account errors.

M NO Standard Deioine s proposed solution leverages the State's
existing environments including-active directory
for authentication and Tableau server administrator

for fine grained roles-based access management
completed by the Oracle privilege management.
We assume that the provisioning management will
be integrated with the DoIT ticket system for
consolidated event management.

B4.29 Establishment of an agile State '
enterprise technology platform based
on an DAP architecture

Yes Standard The proposed DAP architecture tools and

methodology support agile and waterfall
development depending on project specific needs
and State preference^

B4.30 The selected vendor must work with

Department to ensure strategic
alignment between the.deployed
technology and the future-state
business processes and operational
model. This collaboration is to occur,
at a minimum, through the following
activities:

M Yes Standard Deloitte's Project Management team will work
with the State leadership team to ensure strategic
alignment between the deployed technology and
the future-state business processes and operational
model and if applicable the Healing Grant. We will
do so by leveraging our knowledge the current EBI
platform and proposed capabilities.
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84.31 Work with Department Executive

Leadership and project team to refine
the overall vision for the project and
to develop a strategic plan for
managing change;

M Yes Standard Deloltte's Project Management team will work
with DHHS to establish a communication plan and
strategy to strategic vision, governance and
stakeholder engagement, including source system
stakeholders.

84.32 Cultivate ownership and teamwork
among stakeholders at executive
levels

P Yes Standard Deloitte project leadership will facilitate recurring
leadership meetings to review Project Management
processes to manage accountability and teamwork.
We will also work with DHHS to energize and
engage stakeholders for the puipose of this project
and the broader EBl/DAP goals of the Department.

84.33 Define a change control process for
considering and accepting or denying
changes (policy, planning, design,
processes, etc.) throughout the project

M Yes Standard Deloitte's Project Management processes will
include Change Management process via a Change
' Control Board to manage changes to following but
not limited to scope, timeline and cost, while
aligning with the overall strategic vision.

Training

85.1 Work with the Department to develop
and deliver training as appropriate to
State users

M Yes Standard Deloitte's solution will include training for Stale
users as defined in section 2.2, State Personnel and
Training.
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B5.2 The Sj^tem training, in addition to
focusing on the navigation and use of
the System, must also focus on how
the System is integrated into the day-
to-day work of end users including
access level, new business processes
and/or workflows that.the System will
support. Additionally, training for the
usage of the back-end environment,
Informatica and database dimensional

M Yes Standard Deloitte's training plan will include functional
training to the end users and technical training to
the administrators and analysts to equip them for
on-going maintenance and operation of the system.
The training model includes shadowing of
resources as well as formal training and computer-
based trainings.

Our approach to training is elaborated on in section
2.2, Slate Personnel and Training.

design will be provided to a team
consisting of State of New Hampshire
database administrators, system
administrators and business analysts
responsible for the on-going
maintenance and support of the
system (outlined further in the
Technical training section).

B5.3 The selected vendor must provide the
State Project Manager with
documented evidence of each
trainee's competence to operate the
System and integrate its support in to
their day-to-day work. Training must
be of sufficient length to ensure
adequate comprehension. Training
must be provided "just in time" prior
to deployment and must
comprehensively address all System
operations as well as security
considerations.

M Yes Standard Deloitte's training team will work with the trainees
to train them on system (technical and functional)
aspects of the implementation. The training
sessions will be scheduled prior to transition with
the system fully functional in the testing
environment.

The training material and sessions will be
documented with pre-defined acceptance and exit
criteria. Our approach to training is elaborated on
in section 2.2, State Personnel and Training.
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B5.4 The selected vendor must organize
and provide formal orientation and
training before System deployment, to
the State development and operations
staff so that they are able to manage
and maintain.the System.

M Yes Standard The Deloitte training team will facilitate training
sessions including kick-off, orientation and system
training sessions. The State operations staff
engaged in shadowing will have hands on
experience prior to hand over.

B5.5 The Contractor will also involve the

State's technical staff in any
enhancements to the System to enable
the staff to become familiar with the

process.

M Yes Standard During operations the State's technical staff will be
integrated into the Deloitte team providing full
transparency so they are able to engage and
understand how changes/enhancements are
integrated into the system.

B5.6 Effective training that will provide the
required skills to use this new
automated tool is critical to the

successful implementation and use of
the new System. The selected vendor
must develop user training curricula,
schedules, training materials and
training evaluation materials. The
selected vendor must maintain an

online training environment that
allows trainees to access the new

System. The selected vendor must
conduct face-to-face, hands-on, user
training in logical groupings at
regional locations determined by the
State, and for managing all training
planning and logistics.

M Yes Standard Deloitte will develop training content/ material,
schedule and facilitate training sessions, gather
feedback to enhance training effectiveness and
gather evaluation material. A repository of this
content will be maintained and made available to

the State for future use. Deloitte will work the State

to create and manage a training calendar/ schedule
based on the state's training needs listed in the
requirement.

Our approach to training is elaborated on in section
2.2, State Personnel and Training.
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B6.1

Requirement Description

The selected vendor shall develop a
prioritized list of data sources to
integrate and migrate into the
Enterprise Data Warehouse. The
selected vendor must identify and
prioritize data sources required to
support each implementation phase.
Additionally, the selected vendor is
required to integrate each respective
data source into the Enterprise Data
Warehouse. The following are the
initial list of data sources to be

migrated into the EDV and utilized to
create the Opioid Crisis dashboard:

Criticality

M

.'V^eiidori
onsg

Yes

^Method'"
.  v ' • :i 4 edm

Standard TTie data sources will be listed and prioritized
depending on the requirement for each
implementation phase to be integrated into the
Enterprise Data Warehouse beginning with the
interfaces defined in the RFP for phase 1. Should
DHHS wish to repriorilize based on source system
constraints or evolving goals, we would work with
DHHS to rebalance priorities and plans.

B6.2 Medicaid and Comprehensive Health
Care Information System (CHIS):
Pharmacy, physical, behavioral health
care claims and Medicaid and

Commercial member data. Note, for

Medicaid, while the data is currently
being integrated under a separate
effort, the vendor will be responsible
for any additional modification
relative to needed enhancements for

opioid dashboards and will develop
Medicaid related.

M Yes Standard Deloitte will expand on its existing implementation
to integrate the additional commercials claims data
from the all payor database into the existing
schema. One of engagement leads, Greg Spino has
extensive experience with all payor claims data
integration in a data warehouse.
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B6.3 Child protection investigations and
findings including whether opioid or
other substance use is possible factor
in the case. Child Welfare

System/DCYF Cases

M Yes Standard Deloitte will integrate with the Child Welfare
finding results including the capturing of .
opioid/substance use as a possible factor. We have
extensive experience working with the Bridges
team and will collaborate with them to extract the

applicable data. In addition, we have integrated
child welfare data into HHS Interactive and have a

strong understanding of child welfare data.

B6.4 Automated Hospital Emergency
Department Data (AHEDD):
Statewide surveillance system collects
real-time data from all 26 New

Hampshire acute care hospital
emergency departments to detect
clusters or monitor potential health
threats in the population such as
respiratory illness during influenza
season, injuries during snow storms,
and drug overdoses during the current
opioid crisis.)

M Yes Standard The Deloitte solution will model and load these

(AHEDD) data, into the environment to support
DAP. Our HHS Interactive solution also has a

baseline Tableau dashboard to report on emergency
admittance that would be extended using NH's
data.

B6.5 Vital Records Data: Real time birth

and mortality records certificates.
Data collected by the NH Division of
Vital Records for NH residents and

births or deaths occurring in NH. NH
resident out-of-state births are

reported to NH through an interstate
exchange agreement.

M Yes

i

Standard The Deloitte solution will integrate with the NH
Division of Vital Records to get Vital records data
on birth and mortality as part of the initial list of
data sources to be migrated to the EDW extending
the current EBI scope of work.
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B6.6 Medical Examiner Report drug
overdose deaths data by Fentanyl (no
other drugs), Fentanyl and Other
Drugs (excluding heroin), Heroin (no
other drugs). Heroin and Other Drugs
(excluding fentanyl), Heroin and
Fentanyl, Unknown Opioids, Other
Opiates/Opioids determined by the
Medical Examiner.

M Yes Standard The Deloitte solution will work with the State to

define the data needs and integrate this source into
the DAP environment, which we assume will be
enhanced by the NMS Labs test for fentanyl
analogs recently approved by NH's Governor and
Council. Our HHS Interactive solution also has a

baseline Tableau dashboard to report on overdoses
that would be extended using NH's data.

B6.7 Emergency Medical Services (EMS)
Trauma Emergency Medical Services
Information System (TEMSIS):
medical responses on Naloxone
administration incidents data and

other overdose related responses.

M Yes Standard The Deloitte solution will integrate with the
Trauma Emergency Medical Services Information
System (TEMSIS) to get medical responses on
Naloxone administration incidents data as part of
the initial list of data sources to be migrated to the
EDW.

B6.8 Grant/State BDAS Treatment

Services Web Information

Technology System (WITS): An
array of levels of care including
outpatient, intensive outpatient,
partial hospitalization, residential,
withdrawal management, and peer
and non-peer recovery support
services for substance use disorders

funded by state and grant funding
(data includes diagnosis codes to
distinguish opioid related treatment).
WITS is vendor hosted using
Microsoft SQL Server and will be

M Yes

1

Standard The Deloitte solution will integrate with the
Grant/State BDAS Treatment Services to get data
on Medication assisted treatment with

Opioid/opiate, meihamphetamine, & cocaine/crack
admissions to state funded facilities, as part of the
initial list of data souiees to be migrated to the
EDW.

Deloilte 2018 Page III-C.2-28 of 86 'I



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIRKMEMS

State Requirements

Req# Requirement Description Criticality
'.;:Vend6f-.

Response

/Delivery^
Method:

•  ' 1. Comments' k.:,

implementing log shipping to deliver
data for use in the EBI DAP and the

opioid dashboards.

B6.9 Population Data: Base data used for
calculation of population based rates
(e.g., crude, specific, and adjusted
mortality rates).

M Yes Standard The Deloitte solution will integrate population data
used for calculation of population-based rates, as
part of the initial list of data sources to be migrated
to the EDW.

B6.10 NH Health WISDOM: Data access

for public health indicators via
interactive dashboards and

community profiles. Customize and
display data in maps, graphs, and
tables related to the NH State Health

Improvement Plan, NH
Environmental Public Health

Tracking Program, and the NH
Occupational Health Surveillance
Program.

M Yes Standard The NH Health WISDOM application includes a
number of opioid data sources and dashboard

capabilities that overlap with the requirements of
this REP and our HHS Interactive solution. We

will work DHHS and in specific the public health
team to determine how best to carry forward the
opioid specific intellectual capital of Wisdom
strengthening public health utilization of the EBI
and DAP platforms and extending existing
investments to further empower analytics users and
administrators.

B6.11 To help ensure that the selected
vendor and the State Project team
fully understand the extent of the
work needed for data conversion, a
detailed study of conversion issues

M Yes Standard We will work with DHHS and source systems to
develop a conversion and cleansing strategy for
each interface iteratively during the design phase in
advance of schema development. The results will
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and requirements will be required of
the selected, vendor.

1

influence the design and define the conversion
strategy and any potential issues.

86.12 Conducting selected data source
analysis to determine conversion
requirements

M Yes Standard Deloitte will analyze data from the selected data
sources and review conversion/ mapping
requirements with State project team during design
sessions.

86.13 Reviewing conversion analysis with
the State Project team, prepare
detailed data conversion plan
(addressing manual and electronic
data)

M Yes Standard Deloitte will document a Detailed data conversion

plan and the conversion requirements and
mappings will be documented and submitted for
State review. Review sessions will be scheduled

and facilitated by the Deloitte team.

86.14 Defining strategies for verifying
and/or correcting existing data

M Yes Standard Deloitte's Data conversion plan will include
strategies on validating data quality and
cleansing/correcting existing data using the
Infoirnatica cleansing capabilities as required.

86.15 Developing data conversion scripts
and test data conversion scripts

M Yes Standard The Deloitte Development and Testing teams will
develop and test the Informatica ETL scripts to
load data from source systems to the EBI Data
warehouse.
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B6.16 In this task the selected vendor must

address data migration issues and a
plan must be in place to ensure the
validation of all conversion routines

and the accuracy and completeness of
all data.

M Yes Standard The Deloitte Data conversion plan will include
standard handling of exceptions and data migration
issues. A reconciliation report will be generated
and shared with the State after processing of the
Informatica ETL to validate accuracy and
completeness of data loads.

Data

Governini

cc

• B7.I Design and Implementation of a data
governance strategy

M Yes Standard Deloitte will design and implement a Data
Governance Strategy (DOS) for the phase one
scope of work that can be leveraged as a
framework for subsequent EBl activities.

B7.2 A DAP initiative requires an
infrastructure reference model that

provides guidance for selecting
technologies and products when
implementing and deploying services.
The Vendor must design and
implement a DAP governance system
that addresses the following
requirements (at a minimum):

M Yes Standard Deloitte will employ a structured product selection
process extending the methods used to select the
current EBl platform components.
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B7.3 Defining methods to ensure that the
services infrastructure supports
robust, secure, scalable, and
interoperable operations.

M Yes Standard Deloitte's data governance strategy integrates data
governance with data modeling (DM), enterprise
architecture (EA) and business processes (BP),
overriding inter-departmental and technical silos
for greater visibility and control across domains.

B7.4 Identifying what are the approved or
standard technologies and products
for service development and
deployment.

M Yes Standard Deloitte will leverage the processes defined in the
Data Governance Strategy to identify approved
and/ or standard technologies and products for
service development and deployment.

B7.5 Designing and implementing
methods, patterns, and technologies
that will be used to support security
(role based authentication and
management for access to data based
on an automated approval process),
reliability, transaction, and
instrumentation requirements.

M Yes Standard Our proposed solution leverages the existing
platform carrying forward security, reliability and
instrumentation requirements of the EBI platform
and extending them for the DAP scope of work.
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B7.6 Determining who determines which
technologies and products go onto the
standards list.

M Yes Standard Out data governance frameworks to be refined in
cooperation with DHHS and DoIT outline the
requisite guidelines to create an effective
governance organization. The proposed
governance structure has four strata; An
executive/steering committee, a Data Governance
Council (DGO), a cohort of Data Stewards, and a
Data Governance Office (DGO). Each stratum has
clear core responsibilities, and Deloitte will work
together with the State establish the framework for
Governance with DHHS and DoIT coordinating
with and engaging the required sponsors and
stakeholders.

B7.7 Defining who needs to approve future
technology and product decisions as
standards evolve in the future.

M Yes Standard TTie Data governance framework will have a
defined governance structure including an
Executive Steering committee to review and
approve future technology and product decisions.

B7.8 Service Design and Development M Yes Standard Service design and development will propagate the
standards currently being developed in cooperation
with DHHS and DoIT.

B7.9 Service design and development
precepts delegate decisions about
services to the appropriate architects
and developers. The Vendor rnust
design and implement a DAP
governance system that addresses the
following requirements (at a
minimum):

M Yes Standard The governance to be established during start-up
and elaborated on throughout the project life cycle
will design the roles and authorities of DHHS,
DoIT, vendor and other stakeholders to be
observed throughout the project life cycle.

Deloitte 2018 Page lII-C.2-33 of 86



STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

BUSINESS REQUIREMEMS

State Requirements

Req# Requirement Description Critical! ty
W Vendor^:
Resifdnse

,^DeUyeiry.i:
'^'Metholii

y-.- 7.. 7:sr1f^Comments,.t.'^''> --ff:-
:•/„ • , -r'-V'v , ; .w"

B7.10 Defining a meihod(ology) to ensure
that services are built the right way.

M Yes Standard Deloitte's Data Governance Framework will define

processes, policies and standards to ensure that
services are built the right way.

B7.11 Determining the appropriate types of
models that must be implemented.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the appropriate type of models are
implemented driven based on policies and
standards.

B7.12 Identifying sign off or approval
requirements for service models.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.

B7.13 Determining the design patterns that
should be used to support DAP
principles.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the desi^ patterns that should be
implemented driven based on policies and
standards.

87.14 Identifying sign off or approval
requirements system or service design
decisions.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.
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B7.15 Establishing technology standards for

a future project.
M Yes Standard Deloitte will leverage our Data Governance

Framework and the lessons learned from the initial

and current implementations to establish
technology standards for a future project. The Data
Governance Framework will be updated, as
necessary, based on learnings.

B7.16 Determining technology selection ^
sign off or approval requirements.

M Yes Standard Deloitte will extend and improve upon the working
relationship with DHHS and DoIT, including
formal usage of technology sign-ofT and approval.

B7.I7 Establishing standard designs for
message formats.

M Yes Standard Deloitte will work with DHHS and DoIT to

establish a standard design for message formats.

B7.18 Determining interface sign off or
approval procedures.

M Yes .Standard Deloitte's Data governance framework and the
Agile Project Management Plan will define the
interface sign off and approval procedures which
will establish the format, protocol, and operational
responsibilities.

B7.19 Defining the required testing for DAP
projects.

M Yes Standard The Testing plan will detail the testing
requirements for the DAP project, including testing
of all associated tiers and recommended full

volume dress rehearsal (mock go-live) to validate
source system inputs and DAP outputs at scale.

B7.20 Establishing completed project
acceptance requirements and
procedures.

1  M
1

Yes Standard Deloitte's Agile Project Management Plan and the
cutover plan will establish completed project

■ acceptance requirements and procedures.
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B7.21 Creating a "prototyping or early
experience" capability to experiment
with and design enhancements to
rules-engines by the program group
for review and approval prior to
entering a more formal development,
testing and release process.

M Yes Standard Our solution includes machine learning capabilities
that allow for prototyping and early experience for
iterative refinement, review and approval. If DHHS
intended this requirement to include provision of a
"rules engine" like Oracles Policy management,
Drools, or IBM I-log (ODM), we recommend the
usage of the New HEIGHTS IBM ODM rules
engine to leverage existing enterprise assets.

B7.22 Configuration and release
management

M Yes Standard We will extend the usage of GitHub to support
configuration management.

B7.23 Configuration management precepts
establish which developers or
administrators are responsible for
configuring a service and preparing it
for production deployment. TTie
Vendor must build on and extend
New Hampshire's release
management processes, or develop
one if the existing process is mutually
determined to be not suitable.
Requirements in this area are to
include the following:

M Yes Standard Based on the ongoing experience and knowledge
of New Hampshire's release management process,
Deloitte will leverage existing processes to
configuration and release management.

B7.24 Establishing objective criterion to
ensure that services are stable upon
production release.

M Yes Standard Deloitte will develop a cutover plan and a go/ no-
go checklist that will establish mutually agreed
upon objective criterion to ensure that services are
stable upon production release.
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B7.25 Defining entire deployable units
including its dependencies.

M Yes Standard Deloitte will leverage the. Deployment plan to
establish processed for defining entire deployable
units including its dependencies.

B7.26 Defining who is responsible for
creating and version managing
configuration files and deployment
packages.

M Yes Standard Deloitte will work with the State to identify roles
and responsibilities for configuration and
deployment management and document in the
Deployment plan.

B7.27 Establishing clear responsibilities and
requirements for system testing,
j>erformance testing, and capacity
planning.

M Yes Standard Deloitte will work with the State to identify
requirements, roles and responsibilities for system
testing, performance testing, and capacity planning
and document in the Testing plan.

B7.28 ^Defining the service staging and
promotion process.

M Yes Standard This will be captured and documented in the
Deployment Plan.

B7.29 Defining and implementing services
registration procedures.

M Yes Standard Our solution is capable of supporting web services
and if appropriate Mulesoft may be utilized
dependent on source system capabilities and usage
of flat files and web services.

B7.30 Defihing what information must be
captured pertaining to a service.

M Yes Standard Deloitte will facilitate design sessions with the
slate to define what information must be captured
from a service. This will be documented as part of
systems documentation.
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B7.31 Defining service provision and
instrumentation requirements.

M Yes Standard Our proposed solution leverages the service
provision and instmmentation provided through
Tableau and Informatica.

B7.32 Establishing signs off or approvals
required to migrate a service into
production.

M Yes Standard The Agile Project Management includes protocols
to establish sign-off or approval processes related
to migrating a service into production. We
recommend usage of the current Jira install to
manage the process and audit trail.

B7.33 Contract management M Yes Standard We anticipate working with DHHS and DoIT
collaboratively during the development of
requirements and design specifications based on
the Memorandum's of Understanding (MOU's) we
anticipate DHHS developing for the source
systems.

B7.34 Contract management precepts shall
define the policies and processes that
potential service consumers use to
obtain permission to access a service.
The proposed DAP governance
solution may extend the existing
provisioning governance system if
suitable, or build a new one as
appropriate. The Vendor must design
and implement precepts in the
following areas:

M Yes Standard See below

B7.35 Ensuring that new consumers do not
crash the system through use,
operation or load.

M Yes Standard Deloitte's Testing plan will include load and
performance testing based on the users expected to
access the system and we will work with DoIT to
establish safeguards in the Oracle database to
protect against over usage. Our Team will work
closely with DoIT to establish the appropriate
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safeguards or database controls/thresholds to
monitor usage spikes and determine appropriate
actions.

B7.36 Establishing the procedures for
requesting permission to use a
service.

M Yes Standard Deloitte will work with the State to establish

Systems Interface Plan with procedures for
requesting permission to use a service. Service
Level Agreements will be established for services
as part of the initial and future implementations.

B7.37 Identifying required information to
request permission to use a service.

M Yes Standard Deloitte's Systems Interface Plan will identify the
required information to request permission to use a
service including but not limited to frequency of
access, load, data extracted, service level
agreements, and support standard.

B7.38 Establishing an impact analysis to be
performed before granting permission
to new consumers.

M Yes Standard Deloitte will work with the State to identify the
type of analysis required before granting access.

B7.39 Determining appropriate sign offs or
approvals to granting permissions to
access the system.

M Yes Standard Deloitte will work with the State to establish a

formal approval process for internal and external
user access to the system. These approvals will be
documented for audit purposes. Access requests
are probably best managed through the DoIT ticket
system. Note: We advocate using Jira for
application specific issues (defects, change
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requests, etc.) and DolT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DolT and
DHHS.

B7.40 Establishing a framework to negotiate
service level agreements (SLAs) for
use of the system.

M Yes Standard The data governance framework will be utilized to
establish a framework to negotiate service level
agreements for use of the system.

B7.41 Defining and implementing SLAs be
reported and enforced.

M Yes Standard The plan will define a process for implementation
of established SLAs.

B7.42 Establishing processes to address
modifications or additional resources

that may be required to suppwrt the
SLAs.

M Yes Standard We will collaborate with DHHS and DolT to

establish processes including but not limited to
Service enhancements and additional resources

required to support the SLAs across the entities
responsible for system components and services.

B7.43 Defining appropriate testing practices
and procedures that are required
before a new consumer can be

provisioned.

M Yes Standard Deloitte will establish a framework for the

different types of users including but not limited to
users who can publish, interact with, or only view
published content, or who can manage the site's
users and administer the site itself. These different

user roles will be tested for appropriate access by
setting up test users with the respective roles.
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B7.44 Establishing a process to provision
new consumers

M Yes Standard Deloitte will establish a framework with different

levels of user access, after working with the state,
and establish a process to get them the appropriate
access.

B7.45 Service monitoring and control M Yes Standard Please see 37.46 below.

B7.46 Service monitoring and control
precepts must be designed and
implemented in such a manner as to
define responsibilities for issues
related to operating a service. The
Vendor may build on and extend or
develop new service management and
operations governance by defining
and implementing precepts that
address the following:

M Yes Standard Through our deployment experience working with
similar States, we recognize the amplified level of
complexity associated with integrating data from
multiple source systems outside of the sponsors
direct domain. Our service monitoring controls and
establishes protocols for management of the
enterprise including source and subscribing
systems.

B7.47 Establishing controls and reporting to
ensure that services behave as

expected.

M Yes Standard Deloitte will leverage existing control to monitor
services and/ or generate error log/ exception
reporting to monitor the services.

37.48 Defining instrumentation and
reporting to track service
consumption and utilization.

M Yes Standard The majority of consumption will be completed
through Tableau which has audit logging to track
consumption complemented by the Oracle database
logs and potentially Google analytics for Web site
monitoring. For Web services, either Informatica
or Mulesoft would be utilized and provide for the
required logging.

37.49 Establishing methods and reporting
procedures to detect, eliminate and

M Yes Standard The usage of the States active directory will pull
forward the strengths of DoIT authentication
system. Additionally, the application logs could be
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prevent against unauthorized service
access.

consolidated into the States Qradar application for
alert management.

B7.50 Create tracking and reporting for
service SLA compliance and
violations.

M Yes Standard Deloitte will collaborate with DHHS and DoIT to

develop reporting for SLA Compliance and
violations.

B7.51 Identification of notifications and

escalation contacts and procedures for
service issues and outages

M Yes Standard The escalation procedures at part of our standard
operations readiness planning and include
protocols not only for the EBl/DAP, but also for
integrated source systems with redundant
call/escalation tree logic. Service outages would be
reported through the DoFT ticket tracking system.

B7.52 Service monitoring and control
capabilities must be biiilt into the
DAP runtime infrastructure. DAP

governance standards must define
where and how to use, report on and
enhance SLAs.

M Yes Standard On our enterprise data warehouse projects, we
work with our clients doing similar work to
determine which metrics are to be monitored and

what tooling exists to support those measurements.
We will collaborate with DolT and DHHS to do

the same for the DAP proiect.
B7.53 Incident management M Yes Standard In addition to setting incident management

standards and processes, we recommend
integrating incident control with the DoIT
maintained ticketing system to track incidents and
responsible parties.

B7.54 Incident management precepts shall
define and implement responsibilities
for monitoring and managing
problems and issues that arise during
the operation of the service. The
Vendor must build on and extend or

develop new incident management
governance by implementing precepts

M Yes Standard We propose extending the DoIT ticketing system
and working with DoIT to develop a response
structure that assists in identifying the pertinent
parties for issue resolution based on roles (e.g.
Oracle DBA, Tableau specialists, source system
owner, etc.) based on symptoms for sustainable
operations.
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that cover the following (at a
minimum):

B7.55 Design and implementation of
processes and procedures to manage
incidents and failures

M Yes Standard We recommend integrating incident control with
the DoIT maintained ticketing system to track
incidents and responsible parties and will work
with DHHS and DoIT to establish the protocols for
the supporting entities. If not able to leverage
DoIT ticketing system then incidents, requests and
failures will be tracked using the Jira application
provided and designed by Deloitte with DHHS and
DoIT.

B7.56 Definition/Identification of

responsibilities for end-to-end service
exception and fault tracicing

M Yes Standard The system design and operational readiness will
define the logging, fault and exception functions
that support the DAP and the roles and
responsibilities for monitoring and root cause
identification and correction.

B7.57 Definition/Identification of

responsibilities for end-to-end service
error identification and resolution.

M Yes Standard See above.
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B7.58 Definition of the escalation path for
SLA violations.

M Yes Standard The escalation and notification process will be
established for SLA standards, including the usage
of tools (Jira/DoIT ticketing system) and protocol
for elevating.

B7.59 Change management M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 - Scope
Control.

B7.60 Change.control management precepts
shall define and implement
responsibilities for managing system
enhancement requests and service
versioning. The Vendor must build on
and extend or develop and implement
new change management governance
by defining precepts that cover (at a
minimum):

M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 — Scope
Control.

B7.61 Implement a process to manage
change requests and to ensure that
enhancements do not introduce

defects in the system.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management processes and
guidelines. A change control board consisting of
State and Deloitte project management will
evaluate potential changes and prioritize to future
releases based on criticality of change. Changes
will be tracked through the existing Jira instance,
including the approval to migrate based on test
results.
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Req# Requirement Description Criticality
^■Jfendpr^^
'Resj^Mse^

'^Deliyqrj'^

B7.62 Design and implement procedures for
requesting service enhancements.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the process for requesting service enhancements.

B7.63 Define what information is required
when requesting a service
enhancement.

I

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the information required while initiating a service
enhancement including but not limited to scope
and reason of change, effort estimate, criticality of
enhancement, risk of not implementing the
enhancement.

B7.64. Design an impact analysis process to
be performed before a service
enhancement request is accepted.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the impact analysis process.

B7.65 Define sign off or approval
requirements for service enhancement
requests.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
sign-off or approval requirements for service
enhancement requests. We recommend using Jira
to track approvals and to provide the audit trail.

B7.66 Define roles, responsibilities and
sequence of events pertaining to the
implementation of an enhancement.

M Yes Standard The Change Management plan will include steps
after a service enhancement is approved by the
Change Control Board and a future release version
is identified.
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B7.67 Develop guidelines to assist the State
in paying for or funding an
enhancement.

M Yes Standard Prioritization and funding is based on numerous
variables including important, complexity, funding
source, human capital, dependent entities and other
similar factors. We will work DHHS to assist in

understanding the factors as well implications for
larger scale projects which may qualify for"
enhanced federal funding.

B7.68 Define recommended methods and a

process for addressing enhancement
requests associated with regulatory
requirements.

M Yes Standard This will also be addressed via the Change
management process and the Change Control
Board while managing overall scope and timelines
of the implementation. In addition, Deloitte has a
national HHS practice that tracks market activities
and can assist in multi-state collaboration.

87.69 Define methods to enable service

versioning and version
control/migration.

M Yes Standard Versioning will be controlled using GitHub to
complement the inherent controls of the stack
components.

B7.70 Establish guidelines on how long
should a previous version(s) of the
service be maintained and

subsequently retired.

M Yes Standard Deloitte will work with the State to establish

retention/ archive rules versioning, in general we
recommend retaining version history for audit
control purposes and historical reference for
similar future efforts.

B7.71 Define what degree of service and
system testing is required before
deploying a service enhancement.

M Yes Standard Deloitte will work with the state to review test

coverage plan and identify exit criteria for testing
of service enhancements. This will be documented

in the Testing plan.
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•  • ,

KijVehdbr .

Response
•: Dellve"ry

Method -
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B7.72 Establish leading practices to mitigate
current consumer disruption when
deploying an enhancement.

M Yes Standard Deloitte will work with the state to review industry
standard practices to mitigate user disruption
during deployments. This will be documented in
the Deployment plan and is standard operating
procedure.

B7.73 Develop procedures to notify
consumers of the enhancement or

changes to the system.

M Yes Standard The Communication plan will capture procedures
to notify consumers of the upcoming system
enhancements, ideally leveraging existing
communication controls like Jira and the DoIT

ticketing system.
B7.74 Develop and implement processes to

fall back to a system previous version
upon discovery of a critical defect.

M Yes Standard Deloitte will identify and document rollback
plan/strategy to fallback to older system version
upon no-go of a planned service enhancement.

B7.75 Data Management M Yes Standard See below

B7.76 Design and Implementation of a data
management strategy including data
warehousing, data quality, and data
integration capabilities. The strategy
will incorporate current practices and
the vendor will work with the current

teams.

M . Yes Standard Deloitte's Data Governance Framework defines a

data management strategy including but not limited
to data warehousing, data quality and data
integration capabilities.
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Req# Requirement Description Criticality
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GI-tSI-RAL SPllCIFICA HONS

Al.l Ability to access data using open standards access
protocol (please specify supported versions in the
comments field).

M Yes Standard Informatica support multiple open
standards access protocols and will be
used to satisfy this requirement. If
required, Mulesofl could also be
utilized'for data integration and
supports numerous open standards.

A1.2 Data is available in commonly used format over which
no entity has exclusive control, with the exception of
National or International standards. Data is not subject
to any copyright, patent, trademark or other trade secret
regulation.

M Yes Standard Our proposed solution uses commonly
adapted data standards and does not
include proprietary data formats.

A1.3 Web-based compatible and in conformance with the
following W3C standards: HTML5, CSS 2.1, XML 1.1

M - Yes Standard The navigation application and Tableau
will both be compatible with W3C
standards: HTML5, CSS 2.1, XML 1.1
standard and we will use SortSite to

validate the navigation application.

APPUCA riOiV Sl-CURITY

A2.1 Verify the identity or authenticate all of the system
client applications before allowing use of the system to
prevent access to inappropriate or confidential data or
services.

M Yes Standard Deloitte will work with the State to

determine and develop security
protocols for the application leveraging
The DolT active directly and FTP
services standards.
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A2.2 Verify the identity and authenticate all of the system's
human users before allowing them to use its capabilities
to prevent access to inappropriate or confidential data or
services.

M Yes Standard Deloitte will work with the state to

determine and configure appropriate
levels of user profiling and
corresponding system access. Deloitte
will only provide user access once the
State has provided formal approval and
will authenticate using the DoIT
activate directory.

A2.3 Enforce unique user names for internal facing solution M Yes Standard User names and profile access will be
unique for the internal-facing solution
using the existing active directory
structure to minimize the security risks
associated with duplicate user names.

A2.4 Enforce complex passwords for Administrator Accounts
in accordance with DolT's statewide User Account and

Password Policy

M Yes Standard Deloitte will enforce complex
passwords for Administrator accounts,
and remain in accordance with DolT's

statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards by using the DoIT

active directory capability in our
system.

A2.5 Enforce the use of complex passwords for general users
using capital letters, nurribers and special characters in
accordance with DolT's statewide User Account and

Password Policy.

M Yes Standard Deloitte will enforce complex
passwords for general user accounts,
and remain in accordance with DolT's

statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards througji usage of the
States activity directory solution.
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A2.6 Encrypt passwords in transmission and at rest within
the database.

M Yes Standard Passwords will be encrypted through
usage of the DoIT active directory
which protects in transmission and at
rest within the database.

A2.7 Establish ability to expire passwords after a definite
period of time in accordance with DoIT's statewide
User Account and Password Policy

M Yes Standard Deloitte will establish the ability to
expire passwords in accordance with
DoIT's statewide policy, as displayed
by Deloitte's current compliance with
DoIT standards.

A2.8 Provide the ability to limit the number of people that
can grant or change authorizations

M Yes Standard Deloitte will work with the State to
determine the number of people
requiring the ability.to grant or change
authorization and develop user
permission roles accordingly.

A2.9 Establish ability to enforce session timeouts during
periods of inactivity.

M Yes Standard Deloitte will work with the State to
determine applicable inactivity jjeriods
and will incorporate session timeouts
into the application which is
configurable through Tableau and
Informatica as well as Oracle.

A2.10 The application shall not store authentication
credentials or sensitive data in its code.

M Yes Standard The application will not store
authentication credentials or sensitive
data in code.

A2.11 Log all attempted accesses that fail identification,
authentication and authorization requirements.

M Yes Standard Failed access attempts will be logged in
the Stales active directory which is
integrated with QRadar.
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jiVeriHbr';i
^Resi)pnset
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A2.12 The application shall log all activities to a central server
to prevent parties to application transactions from
denying that they have taken place.

M Yes Standard Natively, the tableau, informatica and
Oracle databases will log data access.
Those logs can be aggregated into the
States existing QRadar instance for
application management.

A2.I3 All logs must be kept for (6 months) M Yes Standard Deloitte will work with the Slate to

determine archive and purge
requirements for system security data
and logs which is configurable through
Tableau and Informatica for their

respective logs as well as Qradar if
utilized.

A2.t4 The application must allow a human user to explicitly
terminate a session. No remnants of the prior session
should then remain.

M Yes Standard Tableau will allow a user to end (exit)
or logout from a session which will

then be terminated.

A2.15 N/A . M N/A N/A N/A

A2.16 The application Data shall be protected from
unauthorized use when at rest

M Yes Standard Deloitte's proposed solution leverages
the State's existing environments which
encrypts data rest in the Oracle
database.

A2.17 The application shall keep any sensitive Data or
communications private from unauthorized individuals
and programs.

M Yes Standard Deloitte will work with the state to
t

determine and implement user access
roles and permission levels, to keep
sensitive data and communications

private from unauthorized individuals
and programs.
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A2.18 Subsequent application enhancements or upgrades shall
not remove or degrade security requirements

M Yes Standard In the event of future application
enhancements or upgrades, Deloitte
will work with the State to determine

any corresponding security
enhancements or upgrades without
degrading or removing security features
already in place. We recommend the
Jira workflow be established to include

a security validation task for
enhancements and upgrades.

A2.19 Use change management documentation and
procedures

M Yes Standard Deloitte's Agile Project Management
Plan will include Change Management
processes and guidelines.

A2.20 Web Services : The service provider shall use Web
services exclusively to interface with the State's data in
near real time when possible.

M Yes Standard Informatica can support web services
with a plug-in and in addition, the State
has the option of leveraging the
existing Mulesofl enterprise platform
for web services integration. We will
work with DHHS to evaluate each

interface the source system options for
data integration and timing to minimize
data latency.
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TKSTINC 1

1  State Requirements
V.:. 1 v.- • j:.

Req# Requirement Description Criticallty IVRes'^nseW
•(Dellyery«i;
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APPLiCA noj\ si-cuRnr testing

Tl.l All components of the Software shall be
reviewed and tested to ensure they protect the
State's Web site and its related Data assets.

M Yes Standard An application vulnerability scan
will be completed to validate
compliance with industry
benchmarks. ^

Tl.2 The Vendor shall be responsible for providing
documentation of security testing, as
appropriate. Tests shall focus on the technical,
administrative and physical security controls
that have been designed into the System
architecture in order to provide the necessary
confidentiality, integrity and availability.

M Yes Standard Both application vulnerability and
penetration testing will be
completed to complement the user
control and permissions established
through re-use of existing
infrastructure.

T1.3 Provide evidence that supports the fact that
Identification and Authentication testing has
been recently accomplished; supports obtaining
information about those parties attempting to log
onto a system or application for security
purposes and the validation of users

M Yes Standard As part of the Testing Plan we will
work with DoIT to validate logging
for active directory.

T1.4 Test for Access Control; supports the
management of permissions for logging onto a
computer or network

M Yes Standard The Testing Plan will include
checks for all user permission roles
and access controls established.

T1.5 Test for encryption; supports the encoding of
data for security purposes, and for the ability to
access the data in a decrypted format from
required tools.

M

1

Yes

1

Standard Encryption will be managed
through the server platform, Oracle
database. Tableau FTP server, and

Informatica/Mulesoft which are

being extended for this project.
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r Response^r
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T1.6 Test the Intrusion Detection; supports the
detection of illegal entrance into a computer
system

M Yes Standard The Intrusion Detection using
penetration testing will be
integrated by default with the
broader DoIT testing for access to
the on-premise infrastructure. We
will also perform application
penetration testing for the DAP
using Metasploit.

TI.7 Test the Verification feature; supports' the
confirmation of authority to enter a computer
system, application or network

M Yes Standard The proposed solution will use the
State's active directory which is
tested and validated.

T1.8 Test the User Management feature; supports the
administration of computer, application and
network accounts within an organization.

M Yes Standard Accounts will be managed using the
DoIT active directory which will be-
validated through the test plan.

T1.9 Test Role/Privilege Management; supports the
granting of abilities to users or groups of users
of a computer, application or network

. M Yes Standard The Testing Plan will verify
successful implementation of user
access roles as determined by the
State and implemented through
Tableau for end users with

complementary security through
Oracle.

Tl.IO Test Audit Trail Capture and Analysis; supports
the identification and monitoring of acti^ties
within an application or system

M Yes Standard The Testing Plan will include
verification of Audit Trail Capture
and Analysis capabilities.

TMl Test Input Validation; ensures the application is
protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized
access of files and/or directories on the server.

M Yes Standard The Testing Plan will include
application vulnerability
management scanning against the
application prior to go live using
HP Fortify for code scanning and
penetration test using Metasploit.
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T.l.l

2
For web applications, ensure the application
has been tested and hardened to prevent critical
application security flaws. ( At a minimum, the
application shall be tested against all flaws
outlined in the Open Web Application Security
Project (OWASP) Top Ten
(http://www.owasp.org/index.php/OWASP_To
p Ten Project))

M Yes Standard The Web-based portion(s) of the
application, as applicable, will be
tested and prevent security flaws
using HP Fortify for code scanning
and penetration test using
Metasploit.

Tt.l3 Provide the State with validation of 3rd party
security reviews performed on the application
and system environment. The review may
include a combination of vulnerability scanning,
penetration testing, static analysis of the source
code, and expert code review (please specify
proposed methodology in the comments field).

M Yes Standard Deloitte's Advisory unit has
performed 3"" party validation for
New Hampshire as approved by
CMS and would perform the
penetration and application
vulnerability scans.

T1.14 Prior to the System being moved into
production, the Vendor shall provide results of
all security testing to the Department of
Information Technology for review and
acceptance.

M Yes iStandard The Testing Plan will include
validations performed in multiple
test regions prior to Production, and
security testing results will be
provided to the DoIT prior to
production.

T1.15 Vendor shall provide documented procedure
for migrating application modifications from
the User Acceptance Test Environment to the
Production Environment.

M Yes Standard Deloitte will work with the State to
establish protocols and procedures
for the migration of application
components from UAT
environments to Production. We
recommend approvals be captured
using Jira for control and audit trail.

stamUrd ri-snsG
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Req#

T2.1

Requirement Description

The Vendor must test the software and the

system using an industry standard and State
approved testing methodology.

Criticality
MVenddr#^

"3:iResponse];'"
M Yes

fipeliyery;
"^Method

Standara Deloitte's Testing Team will work
with Stale resources to develop a
Testing Plan in accordance with
industry standards.

T2.2 The Vendor must perform application stress
testing and tuning.

M Yes Standard The Testing Plan will include stress
testing and tuning on all application
components as well as full volume
"mock go live" testing.

T2.3 The Vendor must provide documented
procedure for how to sync Production with a
specific testing environment.

M Yes Standard The configuration management plan
will provide procedures for
migrating changes through test
environments into production.

T2.4 The vendor must define and test disaster

recovery procedures.
M Yes Standard Deloitte will work with the State to

extend existing protocols for
disaster recovery from the current
EBI and assist with testing in
collaboration with DoIT.

Deloitte 2018 Page in-C.2-56 of 86



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

4. HOSTING-CLOUD REQUIREMENTS

iiOS riNG-CLOljl) RKQUIRE.MKN IS

State Requirements
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..1; y.end^,^^;
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OPERATIOSS

Hl.l Vendor shall provide an
ANSiyTIA-942 Tier 3 Data
Center or equivalent. A tier 3
data center requires 1)
Multiple independent
distribution paths serving the
IT equipment, 2) All IT
equipment must be dual-
powered and fiilly compatible
with the topology of a site's
architecture and
3)Concurrently maintainable
site infrastructure with
expected availability of
99.982%

. M Yes Standard Deloitte's proposed solution leverages the State's existing
environments for PI and PHI and us such inherits the protections
of the States data center.

The Google platform is Fedramp certified and will only be used
for de-identified data provided by Google from there digital
search repository and if agreeable with the State a de-identified
extract of the all payor claims database.

The Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H1.2 Vendor shall maintain a
secure hosting environment
providing all necessary
hardware, software, and
Internet bandwidth to manage
the application and support
users with permission based
logins.

■M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. The data sourced from Google will be de-identified
and will imported into the DAP consistent with other input data
sources for end user access fiom the on-premise DAP.

H1.3 The Data Center must be
physically secured —

I restricted access to the site to
personnel with controls such
as biometric, badge, and
others security solutions.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and physical controls.
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Policies for granting access
must be in place and
followed. Access shall only
be granted to those with a
need to perform tasks in the
Data Center.

Hl.4 Vendor shall install and

update all server patches,
updates, and other utilities
within 60 days of release
from the manufacturer.

M Yes Standard Deloitte will provide the mentioned system maintenance as it
remains in accordance with the Vendor contract in cooperation
with DoIT (e.g. Oracle).

Hl.5 Vendor shall monitor System,
security, and application logs.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. Deloitte will monitor logs as part of system
maintenance and support activities included within the scope of
the contract.

H1.6 Vendor shall manage the
sharing of data resources.

M Yes Standard Deloitte will work with the State to determine policies
surrounding data resource sharing and implement/follow the
determined protocols.

HI.7 Vendor shall manage daily
backups, off-site data storage,
and restore operations.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. Daily back-ups, off-site data storage, and restore
operations will all be managed and documented in the
Deployment Plan. The Google platform will not serve as the
primary source of data which would require backup, although the
platform is backed up as a GCP standard.
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Metfiod<:

HI.8 The Vendor shall monitor

physical hardware.
M Yes Standard Deloitte's proposed solution leverages the State's existing

environments and DoIT monitors physical hardware.

H1.9 Remote access shall be

customized to the State's

business application. In
instances where the State

requires access to the
application or server
resources not in the DM2, the
Vendor shall provide remote
desktop connection to the
server through secure
protocols such as a Virtual
Private Network (VPN).

M Yes . Standard Deloitte's proposed solution leverages the State's existing
environments and VPN network as required.

HI.10 The Vendor shall report any
breach in security in
conformance with State of

NH RSA 359-C:20. Any
person engaged in trade or
commerce that is subject to
RSA 358-A:3,1 shall also
notify the regulator which has
primary regulatory authority
over such trade or commerce.

All other persons shall notify
the New Hampshire attorney
general's ofTice.

M Yes Standard Any breaches in security will be reported to the designated DAP
security lead for DHHS.

mSASrHR RrXOVliRY
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H2.I

.

Vendor shall have

documented disaster recovery
plans that address the
recovery of lost State data as
well as their own. Systems
shall be architected to meet

the defined recovery needs.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and supporting disaster recovety plans which will
be extended to support this project. Our teaming partner Google's
disaster recovery plans can be found here:
htlT>s://cloiid.200iile.com/solutions/dr-scenarios-for-data.

However, the GCP is a source system and will not be a primary
data store for DHHS's defined source data.

H2.2 The disaster recovery plan
shall identify appropriate
methods for procuring
additional hardware in the

event of a component failure.
In most instances, systems
shall offer a level of

redundancy so the loss of a
drive or power supply will
not be sufficient to terminate

services however, these failed

components will have to be

replaced.

M Yes

1

Standard Deloitte's proposed solution leverages the State's existing
environments and we do not anticipate the acquisition of
additional hardware unless DHHS/DoFT elect to modify the
current disaster recovery plan which does not include a hot site.
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H2.3 Vendor shall adhere to a

defined and documented

back-up schedule and
procedure.

- M Yes Standard Deloitte's proposed solution leverages the State's existing
proposed solution. The Deployment Plan will document all back
up schedules will be jointly developed with DoIT.

Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H2.4 Back-up copies of data are
made for the purpose of
facilitating a restore of the
data in the event of data loss

or System failure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments, including backup copies in cooperation with DoFT.
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H2.5 Scheduled backups of all
servers must be completed
regularly. The minimum
acceptable frequency is
differential backup daily, and
complete backup weekly.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. The Deployment Plan will detail all scheduled
server back-ups, which will at minimum occur daily for
differential backup and weekly for complete backup as jointly
agreed upon by DolT.

H2.6 Tapes or other back-up media
■ tapes must be securely
transferred from the site to

another secure location to

avoid complete data loss with
the loss of a facility.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and back-up media and storage.
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State Requirements

Req#

H2.7

Requirement Description

Data recovery — In the event
that recovery back to the last
backup is not sufficient to
recover State Data, the

Vendor shall employ the use
of database logs in addition to
backup media in the
restoration of the database(s)
to afford a much closer to

real-time recovery. To do
this, logs must be moved off
the volume containing the
database with a frequency to
match the business needs.

/IOS/7,\G SI-CURITY

H3.1 The Vendor shall employ
security measures ensure that
the State's application and
data is protected and how the
system will meet all Federal
and State requirements
currently in law and rules
protecting sensitive personal
health information, as
outlined in the Health

Insurance Portability and
Accountability Act (HIPAA)
and the more stringent Title
42 Code of Federal

Regulations (CFR) Part 2:

Criticallty

M

Response';
Yes

"Ddi\^iy,
MStlibcl

Standard

M Yes Standard

T * X.
'Comments . ! ~ V ^

Deloitte will work with the State to determine the frequency with
which logs are moved to maintain the ability to perform near real
time recovery. Working with DoIT, we would have the option of
recovering from the database logs. Because we use a staging area
to maintain the EBI/DAP platform we would have the option of
recovering from the staging areas if required.

Deloitte will work with the State, and the Data Governance Plan
will document all standards for data management, usage, and
protection in the application and tangential systems based on our
extensive experience supporting the security requirements for
PI/PHI across numerous State clients, including New Hampshire.

Our teaming partner Google's security approach can be found
here: https://cloud.google.coni/securitv/comoliance/hipaa^

However, we will not store PHI or PI on the GCP.
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State Requirements

Req# Requirement Description Criticalit>'
' Respdnsefc

(Confidentiality of Substance
Use Disorder Patient Records

regulation), as outlined by the
Federal Substance Abuse .

Mental Health Services

Administration (SAMHSA)
and the Office of the National

Coordinator for Health

Information Technology
(ONC)

H3.2 If State data is hosted on

multiple servers, data
exchanges between and
among servers must be
encrypted.

M Yes Standard The hosting will be contained on the on-premise DolT platform
with augmented data/capacity on the GCP which will be de-
identified and encrypted.

Our teaming partner Google's encryption policies can be found
here: https://cloud.google.convTcms/docs/encrypt-decrypt

H3.3 All servers and devices must

have currently-supported and
hardened operating systems,
the latest anti-viral, anti-

hacker, anti-spam, anti-
spyware, and anti-malware

utilities. The environment, as

a whole, shall have

aggressive intrusion-detection
and firewall protection.

M Yes Standard Deloitte will work with the State to leverage the existing DoIT
infrastructure and to support version management for the
application components introduced through the DAP.

Our teaming partner Google's compatibility protocols can be
found here:

https://cloud.google.com/blog/products/gcp/exploring-container-
security-running-a-tight-ship-with-kubemetes-engine-1-10
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State Requirements

Req# Requirement Description Criticallty -'■.RespoTfset:-"
H3.4 All components of the

infrastructure shall be
reviewed and tested to ensure
they protect the State's
hardware, software, and its
related data assets. Tests shall
focus on the technical,
administrative and physical
security controls that have
been designed into the
System architecture in order
to provide confidentiality,
integrity and availability.

M Yes Standard The Testing Plan will include verification of the new
infrastructure components and will extend the current controls in
place for the EBI components being leveraged.

H3.5 The Vendor shall ensure its
complete cooperation with
the State's Chief Information
Officer in the detection of
any security vulnerability of
the hosting infrastructure.

M Yes Standard In the event of security vulnerability, Deloitte will cooperate and
collaborate with the State's Chief Information Officer and all
other related parties as it relates to our scope of work and
responsibilities.

H3.6 The Vendor shall authorize
the State to perform
scheduled and random
security audits, including
vulnerability assessments, of
the Vendor' hosting
infrastructure and/or the
application upon request.

M Yes Standard Deloitte will work with the Stale to provide support and/or access
to complete security audits and vulnerability assessments.
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1  IIOS 1ING-CLOUD RICQLilKEMEMS
1  State Requirements

Req # Requirement Description Criticality
■ Response^ V- a-.".. ;■

H3.7 All servers and devices must
have event logging enabled.
Logs must be protected with
access limited to only
authorized administrators.
Logs shall include System,
Application, Web and
Database logs.

M Yes Standard Event logging will be enabled on all servers and devices. Deloitte
will work with DHHS and DoIT to determine the user access roles
that will have access to these logs, including Tableau and
Informatica and with DoIT in specific for Oracle and active
directory logging.

H3.8 Operating Systems (OS) and
Databases (DB) shall be built
and hardened in accordance
with guidelines set forth by
CIS.NIST orNSA

M Yes Standard Both Operating Systems and Databases will extend the current
Oracle platform supported and based on DoIT standards.

H3.9 The Vendor shall notify the
State's Project Manager of
any security breaches within
two (2) hours of the time that
the Vendor learns of their
occurrence.

M Yes Standard Deloitte will notify the Slate's Project Manager within the
specified timeline of security breaches as defined in the Terms
and Conditions of the contract. .

.

H3.10 The Vendor shall be solely
liable for costs associated
with any breach of State data
housed at their location(s)
including but not limited to
notification and any damages
assessed by the courts.

M Yes Standard Deloitte will be fully responsible for the costs incurred as a direct
result of any breaches we cause, per the terms of the mutually
agreeable contract for any breach of Slate data housed at our
location.
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State Requirements

Req# Requirement Description Criticalit}'
Response ;; Method ?r: - • - r- ■

H3.11 The cloud services if used

will be FEDRAMP compliant

r

M Yes Standard Our team partner Google's Cloud Platform is FEDRAMP
Moderate, and will likely be FEDRAMP High by January 2019.
The Informatica layer is FEDRAMP High will be used to lower
information security layer needed before transfer to GCP.
Additionally, only de-identified data will be housed on the GCP.

Si:/i MCE LEVEL AGREEME.M'

H4.1 The Vendor's System support
and maintenance shall

commence upon the Effective
Date and extend through the
end of the Contract lehn, and
any extensions thereof.

M Yes Standard Support and maintenance of the system will commence upon the
effective date and extend through the end of the contract and any
extensions thereof in accordance with the contract.

H4.2 The vendor shall maintain the

hardware and Software in

accordance with the

specifications, terms, and
requirements of the Contract,
including providing, upgrades
and fixes as required.

M Yes Standard Deloitte will maintain the applicable software and hardware
within the terms set forth in the Contract based on defined

responsibilities shared between the vendor, DoIT and DHHS (e.g.
DoIT maintains the EBI platform and network being leveraged s
part of the DAP project.).

H4.3 TTie vendor shall repair or
replace the hardware or
sofhvare, or any portion
thereof, so that the System
operates in accordance with
the Specifications, terms, and
requirements of the Contract.

M Yes Standard The proposed solution utilizes hardware and software acquired by
the State. We will collaborate with the Slate to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract.
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I1()S I1NC7-CL()UI) RKQUIREMKM S

1  State Requirements

Req # Requirement Description Criticality Vendor^
Response.

"Delivery
Method'

Comments

H4.4 All hardware and software

components of the Vendor
hosting infrastructure shall be
fully supported by their
respective manufacturers at
all times. All critical patches
for operating systems,
databases, web services, etc.,
shall be applied within sixty
(60) days of release by their
respective manufacturers.

Yes Standard The proposed solution utilizes hardware and software acquired by
the State. We will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract. The Google Cloud Platform (GCP)
will be maintained by Google as a service.

H4.5 The State shall have

unlimited access, via phone
or Email, to the Vendor

technical support staff
between the hours of 8:30am

to 5:00pm- Monday through
Friday EST;

M Yes Standard Deloitte technical suppon staff will be available to the Vendor
through phone or email between the hours of 8;30am and 5:00pm
EST Monday through Friday.

%
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State Requirements

Req# Requirement Description Criticality
VendoT'^^

'fRes^pnse v:
./jDeliveiyi^
#M(et1io<i^ ./"•Comments ii' ^ "

H4.6 The Vendor shall conform to

the specific deficiency class

as described: o Class A

Deficiency - Software —
Critical, does not allow

System to operate, no work
around, demands immediate

action; Written
Documentation - missing
significant portions of
information or unintelligible
to State; Non Software —

Services were inadequate and
require re-performance of the
Service.

0 Class B Deficiency -
Software - important, does
not stop operation and/or
there is a work around and

user can perform tasks;
Written Documentation -

portions of information are
missing but not enough to
make the document

unintelligible; Non Software
— Services were deficient,
require reworking, but do not
require re-performance of the
Service.

0 Class C Deficiency -
Software - minimal, cosmetic

M Yes Standard Deloitte will conform to the specified deficiency classes when
assessing potential solution defectsr
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State Requirements

HOSriNG-CLOUl) REQUIREMENTS

Vcndbf

^^peliVeryli'

•- v->.

Req# Requirement Description Criticalit>'
' Vendor

•Response'-'
Comments V • '

in nature, minimal effect on
System, low priority and/or
user can use System; Written
Documentation - minimal

changes required and of
minor editing nature; Non
Software - Services require
only minor reworking and do
not require re-performance of
the Service.
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State Requirements

nOS I ING-CLOUl) REQUIREMENTS

Vendor

Req# Requirement Description Criticality
'V>VeWddrJ^
•,iRespoiiM;jf

^DeliveryA
Method? •J- ̂

Comments-

H4.7 As part of the maintenance
agreement, ongoing support
issues shall be responded to
according to the following:
a. Class A Deficiencies - The

Vendor shall have available

to the State on-call telephone
assistance, with issue tracking
available to the State, eight
(8) hours per day and five (5)
days a week with an
email/telephone response
within two (2) hours of.
request;- or the Vendor shall
provide support on-site or
with remote diagnostic
Services, within four (4)
business hours of a request;
b. Class B & C Deficiencies -

The State shall notify the
Vendor of such Deficiencies

during regular business hours
and the Vendor shall respond
back within four (4) hours of
notification of planned
corrective action; The Vendor
shall repair or replace
Software, and provide
maintenance of the Software

in accordance with the

Specifications, Terms and

M Yes Standard Deloilte will work with the State resources to provide
maintenance of ongoing support issues per the terms of the
contract.
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State Requirements

Req# Requirement Description Criticality
■ Response^:

^i^li^fyii

Requirements of the
Contract;

H4.8 The hosting server for the
State shall be available

twenty-four (24) hours a day,
7 days a week except for
during scheduled
maintenance.

M Yes Standard Deloitte will work with the State and DoIT to provide 24/7 access
to the hosting server, except for scheduled maintenance windows.

H4.9 A regularly scheduled
maintenance window shall be

identified (such as weekly,
monthly, or quarterly) at
which time all relevant server

patches and application
up^ades shall be applied.

M

1

Yes Standard Deloitte will work with the State to determine scheduled

maintenance windows and use the determined windows for server

patches and application upgrades in conjunction with DoIT.
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Req# Requirement Description Criticalitj'
Veifdpnei-i^
Response

; Deiivery,:-;
j Method.,

r  . ' • ' ■ Comments ^ r

H4.10 If The Vendor is unable to

meet the uptime requirement.
The Vendor shall credit

State's account in an amount

based upon the following
formula: (Total Contract Item
Price/365) x Number of Days
Contract Item Not Provided.

The State must request this
credit in writing.

M Yes Standard In the event of a failure to meet a mutually agreed uptime
requirement and where Deloitte is determined to be solely at fault,
Deloitte will provide the State with credit in accordance with a
mutually agreed credit formula which can be similar to the
described requirement. However, we would like to clarify the
baseline cost upon which the credit would be calculated, agree to
a reasonable cap on the credit per month, and a grace period after
go live where credits would not apply. Additionally, we would
like to propose that the uptime requirement be calculated based on
a monthly average achievement.

H4.11 The Vendor shall use a

change management policy
for notification and tracking
of change requests as well as
critical outages.

M Yes Standard Deloitte's Agile Project Management Plan will include Change
Management processes and guidelines, including those related to
notification and tracking of change requests. We recommend
using the existing Jira instance for change requests and the DoIT
ticketing system for critical outages consistent with State
standards. If not able to leverage DoIT ticketing system then
critical outages will be tracked using the Jira application provided
and designed by Deloitte with DHHS and DoIT.

H4.12 A critical outage will be
designated when a business
function cannot be met by a
nonperforming application
and there is no work around

to the problem.

M Yes Standard , Deloitte will adhere to the stated definition of a critical outage and
i will work with the State to identify action plans in accordance
with the protocols mentioned above.
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1  State Requirements si"-

Req # Requirement Description Criticality
■ \ VeridoJ;'^
Response'^

' Delivery
^Method '  •. ■ -i;,' ■^■"-.•Gommeiits-'-'^-"'' -•

YM-rY ■ -V . v::_, :
H4.13 The Vendor shall maintain a

record of the activities related
to repair or maintenance
activities performed for the
State and shall report
quarterly on the following:
Server up-time; All change
requests implemented,
including operating system
patches; All critical outages
reported including actual
issue and resolution; Number
of deficiencies reported by
class with initial response
time as well as time to close.

M Yes Standard Deloitte will work with the Slate to determine a tracking
methodology for repair/maintenance-related activities and will
provide the Slate with quarterly reports on the requested metrics,
including incidents tracked throu^ the DoIT ticketing system for
infrastructure maintenance and Jira for application defect tracking.
If not able to leverage DoIT ticketing system then infrastructure
maintenance will be tracked using the Jira application provided
and designed by Deloitte with DHHS and DoIT.

H4.14 The Vendor will give two-
business days prior
notification to the State
Project Manager of all
changes/updates and provide
the State with training due to
the upgrades and changes.

M Yes Standard Deloitte will provide the State with notification of two business
days for all changes and updates and provide the State with
training that results from the changes and updates.

Deloitte 2018 Page lII-C.2-74 of 86 7



STATE OF NEW HAMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
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State Requirements ' ■-T.Weii'doE.'V,-;

Req
#

Requirement Description Criticality iliMen'dpi^
i!;RiTpqnse^ ^Me^gd^

SUPPORT & RI-QU/RI-MPMS
Sl.l The Vendor's System support and maintenance shall

commence upon the Effective Date and extend through the
end of the Contract term, and any extensions thereof.

M Yes Standard

/

Support and maintenance for the
system will commence on the
Effective Date and extend through the
end of the Contract term and any
extensions thereof.

S1.2 Maintain the hardware and Software in accordance with
the Specifications, terms, and requirements of the Contract,
including providing, upgrades and fixes as required.

M Yes Standard Hardware and software components
of the application will be maintained
in accordance with the Contract in
cooperation with DoIT.

S1.3 Repair Software, or any portion thereof, so that the System
operates in accordance with the Specifications, terms, and
requirements of the Contract.

M Yes Standard In the event of repairs being
necessitated, Deloitte will repair
software components in accordance
with the Contract specifications and
responsibilities.

S1.4 The State shall have unlimited access, via phone or Email,
to the Vendor technical support staff between the hours of
8:30am to 5:00pm- Monday through Friday EST;

M Yes Standard Deloitte's technical support staff will
be available to the Vendor through
phone or email between the hours of
8:30am and 5:00pm EST Monday

:  through Friday.
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State Requirements fJ-"': Vcifdor^.^-T

Req
#

Requirement Description Criticality
!;;Yen^O]^
Respdnser

'^Delivery;
' Method °  ■ - ?:T" i vGdmmehts . - ;

Sl.5 The Vendor respjonse time for support shall conform to
the specific deficiency class as described below or as
agreed to by the parties: o Class A Deficiency - Software
- Critical, does not allow System to operate, no work
around, demands immediate action; Written

Documentation — missing significant portions of
information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of
the Service, o Class B Deficiency - Software - important,
does not stop operation and/or there is a work around and
user can perform tasks; Written Documentation - portions
of information are missing but not enough to make the
document unintelligible; Non Software — Services were
deficient, require reworking, but do not require re-
performance of the Service, o Class C Deficiency -
Software - minimal, cosmetic in nature, minimal effect
on System, low priority and/or user can use System';
Written Documentation - minimal changes required and
of minor editing nature; Non Software - Services require
only minor reworking and do not require re-performance
of the Service.

M Response times for system
deficiencies will align with the
appropriate deficiency class as
outlined.

Sl.6 The Vendor shall make available to the State the latest

program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are

generally offered to its customers, at no additional cost.

M Yes Standard Program updates, general
maintenance releases, and

functionality releases/patches will be
made available to the State as

generally offered.
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Req
#

Requirement Description Criticality
"^Response:

iiDelivei^ •

■'Metiiod
S1.7 For all maintenance Services calls, The Vendor shall

ensure the following information will be collected and
maintained: 1) nature of the Deficiency; 2) current status
of the Deficiency; 3) action plans, dates, and times; 4)
expected and actual completion time; 5) Deficiency
resolution information, 6) Resolved by, 7) Identifying
number i.e. work order nuriiber, 8) Issue identified by;

P Yes Standard The stated information will be
collected, tracked, and maintained for
all maintenance calls in Jira.

S1.8 The Vendor must work with the Slate to identify and
troubleshoot potentially large-scale System failures or
Deficiencies by collecting the following information: 1)
mean time between reported Deficiencies with the
Software; 2) diagnosis of the root cause of the problem;
and 3) identification of repeat calls or repeat Software
problems.

P Yes Standard Deloitte will work with the State to
identify and troubleshoot potential
large-scale system failures. This
process will include collection of the
mentioned information and tracking
in Jira for accumulation of prior
issues and resolution for future use
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Requirement Description Criticality

; Response';
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SI.9 As part of the Software maintenance agreement, ongoing
software maintenance and support issues, shall be
responded to according to the following or as agreed to by
the parties: a. Class A Deficiencies — The Vendor shall
have available to the State on-call telephone assistance,
with issue tracking available to the State, eight (8) hours
per day and five (5) days a week with an email/telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b.
Class B & C Deficiencies -The State shall notify the
Vendor of such Deficiencies during regular business hours
and the Vendor shall respond back within four (4) hours of
notification of planned corrective action; The Vendor shall
repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and
Requirements of the Contract; or as agreed between the
parties

M Yes Standard Ongoing software maintenance and
support issues will be responded to in
accordance with the defined
deficiency classes or as agreed upon
by the parties.

SI.10 The Vendor shall use a change management policy for
notification and tracking of change requests as well as
critical outages.

M Yes Standard Deloitte's Agile Project Management
Plan will include Change
Management processes and
guidelines, including those related to
notification and tracking of change
requests in Jira.

SI.11 A critical outage will be designated when a business'
function cannot be met by a nonperforming application and
there is no work around to the problem.

M Yes Standard Deloitte will adhere to the stated
definition of a critical outage and will
work with the State to identify action
plans in accordance with protocols
mentioned above and visibility and
tracking using the DoIT ticket
tracking for incidents. ^
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State Requirements

1

1

.-I!

Vendor.; -I ""

Req
#

Requirement Description Criticality
Response

^pelivei^*?
^iMethbd

81.12 The Vendor shall maintain a record of the activities related

to repair or maintenance activities performed for the State
and shall report quarterly on the following: All change
requests implemented; All critical outages reported
including actual issue and resolution; Number of

deficiencies reported by class with initial response time as
well as time to close.

M . Yes Standard Deloitte will work with the State to

track repair/maintenance-relaied
activities and will provide the State
with reports on the requested metrics,
using the current Jira instance through
on demand dashboards.

81.13 The hosting server for the State shall be available twenty-
four (24) hours a day, 7 days a week except for during
scheduled maintenance.

M Yes Standard Deloitte's proposed solution.
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement.

81.14 The Vendor will guide the State with pKjssible solutions to
resolve issues to maintain a fully functioning, hosted
System.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement.

81.15 A regularly scheduled maintenance window shall be
identified (such as weekly, monthly, or quarterly) at which
time all relevant server patches and application upgrades
shall be applied.

M Yes Standard Working with the State Deloitte will
define the required maintenance
windows for the application,
database, operating system and other
similar components including
regularly scheduled^ upgrade, and as
required maintenance.

81.16 The Vendor will give two-business days prior notification
to the State Project Manager of all changes/updates and
provide the State with training due to the upgrades and
changes.

M Yes Standard Deloitte will meet this requirement by,
providing notification and knowledge
transfer.
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Vendor^ , *. T

Req
#

Requirement Description Criticality
■yendor^'^
Response

Delivery'
Method

81.17 All hardware and software components of the Vendor
hosting infrastructure shall be fully supported by their
respective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc., shall
be applied within sixty (60) days of release by their
respective manufacturers.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deioitte will work
with the State to align to this
requirement.

81.18 The Vendor shall provide the State with a personal secure
FTP site to be used by the State for uploading and
downloading files if applicable.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments including the secure
FTP.
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6. PROJECT MANAGEMENT

PROJECT MANAGEMENT

1  State Requirements

Req# Requirement Description Criticality
~iVehdbir:?£

&

■  i 1 ■?K4i|Gommehts~:r ^ \
PROJI-CT MAt\AGIu\n::Vr

Pl.l Vendor shall participate in an initial kick-off meeting to
initiate the Project.

M Yes Standard Deloitte's team will participate in an
initial kick-off meeting for initiation
of the project.

P1.2 Vendor shall provide Project Staff as specified in the
RFP.

M Yes Standard Deloitte's team will be comprised of
individuals as specified in the RFP
response.

Pi.3 Vendor shall submit a finalized Work Plan within ten
(10) days after Contract award and approval by
Governor and Council. The Work Plan shall include,
without limitation, a detailed description of the
Schedule, tasks, Deliverables, critical events, task
dependencies, and payment Schedule. The plan shall be
updated no less than bi-weekly

M Yes Standard

/

Within the first ten days of contract
award, Deloitte will update the project
plan and maintain the project plan
throughout the duration of the project.

P1.4 In addition to daily agile standups, vendor shall provide
detailed written or online weekly written scorecard in
dashboard format on the progress and status of the
Project, and bi-weekly or other agreed upon period on
funding and expenses including incurred to date

M Yes Standard Deloitte will provide the State with
detailed status reports on an agreed
upon schedule, including expenses
incurred (milestones) in year to date
fashion.

P1.5 All user, technical, and System Documentation as well
as Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation in Word format.'

M Yes Standard Documents will be maintained as
project documentation, in a
SharePoint repository accessible to
DHHS for easy access and document
version control.

P1.6 The selected vendor must define an integrated project
management plan, which;

Yes Standard Deloitte will work with the State to
develop an integrated project plan.
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PROJECT MANAGEMENT

1  State Requirements

ReqU Requirement Description Criticality
Response,

sb'eUyery^
Method^

P1.7 Includes cost estimates for specific work to be
performed,

Yes Standard Cost estimates will be submitted as

part of the response to this RFP.

Pl.8 Defines Department Training as a component of the
implementation plan,

Yes Standard The Deployment Plan and Training
Plan will document procedures
surrounding Department Training.

P1.9 Clearly defines the approach and methodology to be
used in each phase of the project,

Yes Standard Deloitte's Agile Project Management
Plan clearly defines our approach and
methodology for all phases of the
project.

PMC Includes a discovery, detailed requirements and
prioritization component phase of the project,

Yes Standard Deloitte's Agile Project Management
Plan includes a phase for discovery,
detailed requirements gathering, and
prioritization.

PI.II The CORbi project will be managed using an agile
agile approach while still maintaining requirements
documents as product artifacts, allowing the
organization to adapt and change as needed more
efficiently and efTeclively in order to meet the business
needs. The goals will be to provide a bi-weekly
demonstration of work for review and planning for next
steps. The new process will be based on the following
scope as a baseline to the strategy:

Yes Standard Deloitte's Agile Project Management
Plan will allow for bi-weekly
demonstrations of work for review

and planning for next steps and we
look forward to jointly deploying and
supporting the transition to agile and
will bring agile experts as part of our
delivery team. We will also work with
DHHS to structure the milestone

exhibits and approach to align with
the agile delivery model.
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PROJECIMANAGI-MEM

1  State Requirements - "•Veiidbr^ . • ' !

Req U Requirement Description Critical] ty
Response

i^Pelivery

Method

-• r--vY-
. K X ^ Corrixrients ■ ' ^ *

P1.12 Team Formation: The Department in concert with the
awarded vendor will identify the required team
members for the duration of the product delivery. The
team will consist of a product owner, scrum master, and
other team members. There will be several teams based

on the amount of features being worked on at any given
time. Additionally, there will be operational teams to
commit to and complete features associated with user
stories and tasks to keep the system running as well as
product enhancement teams to commit and complete
features associated with user stories and tasks to meet

the changes required by the business.

>  Yes ' Standard Deloitte has included a breakdown of

the sprint activities and a Work Plan
that define scope of activities included
and will work with all State

departments as appropriate within
each sprint and phase of the project
using the Agile team structure.

During the start-up of each sprint, we
will work with DHHS and DoIT to

identify the agile team members and
rolls.

PI.13 Process: The awarded vendor will plan and implement
a process similar to the following:

Yes Standard See below:

PI.14 Backlog Creation and refinement: The Product Owner
working with team members and the business will
create a prioritized backlog of work in the form of high
level features. This will be an on-going process that
must be completed prior to each Sprint Planning
Meeting. Additionally, the Product Owner(s) will
breakdown the features into prioritized user stories
related to the originating features for use in the Sprint
Planning meeting.

Yes Standard Deloitte's Project Management Plan
includes creation and continuous

refinement of a backlog that will be
used in the Sprint Planning meetings
to be recorded in Jira.
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PROJECT MANAGEMENT

1  State Requirements •  •' ' yeridpr.p:'"^..;/; .'y:' : "'V

Req# Requirement Description Criticality
. Vendbf

Riespoiise-
'Delivery
'Method

... i- , •->., • . .. . "4 -C"'" '

: Comments ■ ' r :

PI.15 Sprint Planning Meeting: This meeting will minimally
consist of all team members facilitated by the Scrum
Master and will be focused on clarifying the details of
the prioritized backlog items, re-prioritizing as needed
and obtmning commitment from the team to complete
user stories from the backlog in the proposed sprint not
to exceed 4 weeks with a preferred cadence of 2 weeks.
Additionally the team will then create detailed tasks
and commit to the items individually. The
commitments will be managed using a KanBan tool to
be provided by the vendor and agreed to by both parties
for the teams use throughout the contract period.

Yes Standard Deloitte's Agile Project Management
Plan includes usage of Sprint Planning
meetings as described and using the
Agile KanBan or Scrum process as
jointly agreed upon, which can also be
facilitated through Jira.

Pi.16 Sprint: The sprint will consist of daily standup meetings
(not to exceed 10 minutes) to discuss roadblocks, any
clarification needs associated with work accomplished
the previous day or planned for the current day, or bther
important items to the team. The team will work in
concert with each other preferably within the same
location and will require a meeting room provided by
the awarded vendor for impromptu meetings to move
tasks forward.

Yes Standard Deloitte's Agile Project Management
Plan utilizes daily standup meetings
throughout each project sprint.

-Pi.17 Sprint .Review Meeting: Demonstrate working product
associated with commitments from the sprint planning
meeting. Communicate items to focus on in the next
sprint.

Yes Standard Deloitte's Agile Project Management
Plan includes Sprint Review Meetings
to demonstrate and assess product
progress and commit to future sprint
items using the prioritized backlog.

PI.18 Daily Meeting: Consist of the team members that have
committed to completing tasks in the sprint and will be
no longer than 10 minutes answering the following
questions:

Yes Standard Deloitte's Agile Project Management
Plan includes Daily Meetings that
function as the standup meetings
mentioned above.
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.■ Cdntinents '

.PI.19 What did I complete yesterday? Yes Standard Daily scrum meetings will, address
work completed the prior day.

P1.20 What am 1 doing today? Yes Standard Daily scrum meetings will address
work planned for the day.

PI.21 Are there any roadblocks keeping me from completing
my commitments?

Yes Standard Daily scrum meetings will address
blockers.

PI.22 Develop and obtain buy-in for a stakeholder and
communication management plan and work with the
Department to craft appropriate communication
messages throughout the project

Yes Standard Deloitte will work with the State to
develop a stakeholder and
communication management plan.

P1.23 Conduct organizational assessments and gap analyses
for the affected divisions and programs and facilitate
the development of appropriate organizational
structures and job descriptions

Yes Standard Deloitte will work with the State to
identify and organizational gaps
required to meet the project
objectives.

P1.24 Work with the Department to define business
processes, including use cases, workflows, and business
rules

Yes Standard

1

Deloitte will work with the State to
develop use cases, workflows, and
business rules required to deliver the
project.

P1.25 The project must use agile-like sofhvare development
principles and practices

Yes Standard Deloitte meets this requirement.
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1. INTRODUCTION

1.1. The State 9f New Hampshire, acting through the Department of Health and
Human Services (Department) is releasing this Request for Proposal (RFP) to
procure a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business
Intelligence dashboard.

1.2. Project Overview
1.2.1. New.Hampshire, like many states, is in the midst of responding to the

opioid crisis. New Hampshire has been especially hard hit with one of
the highest overdose rates in the country. At the same time the
Department is limited in its capacity to manage the volume of
information available throughout the state and nationally that' relates to
the opioid crisis. Data related to the opioid crisis in many respects
presents the largest data management and analysis challenge of any
issue faced not just by the Department but by the Stale as a whole.

1.2.2. The Department maintains or has access to multiple systems that
compile data on a variety of health and social issues that correlate with
risk, progression, misuse and addiction to opioids and resulting health
consequences, including overdose deaths. These systems organize
and support various functional areas in delivering services to the
citizens, as well as systems that capture information about the health
and well-being of the general public. In addition, other NH state
agencies and federal partners capture important data related to the
opioid crisis. Improved use of data assets is essential to the
Department's opioid response. Curreritly the primary extent of regular
data reporting on opioids in New Hampshire is the monthly New
Hampshire Drug Monitoring Initiative produced by the Department of
Safety New Hampshire Information & Analysis Center (for a recent
example, see https://www.dhhs.nh.gov/dcbcs/bdas/documents/dmi-
june-2018.pdf).

1.2.3. In aggregate, these systems maintain a large wealth of data and,
historically, have been commissioned and operated to serve the
purposes of varying Bureaus and Divisions within the Department and
other state agencies and stakeholders outside the Department.
Unlocking, consolidating and bringing this data into a holistic Data
Analytics Platform (DAP), allows the Department to identify and drive
meaningful change.
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1.2.4. The Department, in partnership with the Department of Information
Technology, is currently underway with implementation of the initial
components of an Enterprise Business Intelligence platform using
Oracle, Informatica PowerCenter Advanced Edition, Informatica Data
Quality Standard Edition, and Tableau with an expected
implementation of the infrastructure by 12/31/18.

1.2.5. There is an opportunity to organize data into information, identify
meaningful social applications and develop realistic, fact-based,
evidence-supported policies and programs; focusing the Department on
how to best address the current opioid crisis. This opportunity requires
coordination, consideration and dedication in order to make use of data
and analytical resources by putting in place a holistic solution, which
makes use of advanced analytical tools, for use by all levels of
resources including Department subject matter experts, data
scientists/analysts, program managers, and executives, as well as
stakeholders outside the Department. Health and Human Services and
Department of Information Technology staff will work in concert with the
awarded vendor to implement a solution that will be maintained and

'  operated by the State of New Hampshire subsequent to acceptance of
the completed work. '

1.2.6. This RFP provides interested Vendors with the information needed to
understand the desired Data Analytics Platform (DAP), assess the level
of effort required to meet the defined requirements and to submit a
proposal for consideration that;

1.2.6.1. Enables the effective sharing, reuse, and governance of
Enterprise Business and Technical Services through the
deployment of the DAP;

1.2.6.2. Enables the vision for an interoperable approach to the
State's health and human services program data;

1.2.6.3. Enables New Hampshire to replace the current Department
data warehouse, which is a collection of unconnected data
stores, with a true enterprise business intelligence DAP that
will be developed and deployed through a phased approach
for meeting the future technology needs of all of New
Hampshire's DHHS programs as follows:
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1.2.6.3.1. Starting with the implementation of the essential
technical components and capabilities to meet the
State's functional needs for the opioid response,
followed by the expansion of technical and
functional capabilities to meet the needs of other
Department programs;

1.2.6.3.2. Ensuring an agile design, development, and
implementation approach to the Department
enterprise DAP and opioid dashboard;

1.2.6.4. Strengthens data sharing, worker collaboration and decision
support at all levels through a new Department Enterprise
DAP driven by a robust governance model.

1.2.6.5. Ensuring that the proposed Department Enterprise DAP
adhere to confidentiality and privacy requirements of state
rules and state and federal laws, including, but not limited to;
42 CFR Part 2 and 45 CFR 160, 162 and 164.

1.2.7. The Department's intent is to evaluate the necessary software
solution(s), implementation, maintenance and operations, and hosting
services in the context of the RFP. The Department is. interested in
proposals that demonstrate a creative approach to meeting the
requirements for the development of an Enterprise DAP, including a
new Business Intelligence System and an Opioid Dashboard. This
dashboard will be used for both external (anonymous) and internal
(role-based) access and uses (e.g., Opioid Dashboard for both external
(anonymous) and internal (role-based) access and uses.)

1.2.8. Prospective Vendors are encouraged to develop strategic partnerships
in blending the capabilities and skills necessary to develop the best
value solution for the Department.

1.2.9. The purpose of this RFP is to provide sufficient information to
interested Vendors to prepare and submit proposals, presentations and
demonstrations for consideration by the Department for:

1.2.9.1. Designing, developing and implementing (DDI) the proposed
Enterprise DAP and Business Intelligence System that will
meet the known, expected, and future interoperability needs,
integrated reporting, and shared analytics requirements of the
Department and the State

1.2.9.2. Project Management strategies to implement solutions in a
short timeline
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1.2.9.3. Design and implementation of a State managed data
governance and management model

1.2.9.4. Providing on-site user training and complete up-to-date
operational, technical, and user documentation

1.2.9.5. Inventory, migration and training of key staff to perform the
migration of existing data warehouse and reporting
environment as it related to the Opioid dashboard data
sources

1.2.9.6. Creation of an Opioid crisis dashboard leveraging multiple
data sources to allow for real time information gathering (see
Appendix D-1 for high-level requirements diagram)

1.2.9.7. Conducting a post-implementation review and sign off period

1.2.9.8. Hosting and/or on premise support for the proposed system
during the phased DDI effort and proposed maintenance and
operations costs for post full deployment if hosted

1.2.10. This RFP contains instructions governing the Proposals to be
submitted and the material to be included herein; a description of the
solution to be provided; general evaluation criteria; and other
requirements to be met by each Proposal.

1.2.11. The DAP will facilitate analysis that will lead to:

1.2.11.1. Strengthening the outcomes and value of the services
provided by the Department

T2.11.2. Improving the care and well-being of individuals and families
by enabling integrated analysis of intra-Departmental and
State data

1.2.11.3. Promoting a Department organizational structure that
encourages working across traditional boundaries and
embraces change

1.2.11.4. The DAP will support the Department in achieving these
objectives through:

1.2.11.4.1. Data cleansing and quality improvement

1.2.11.4.2. Integrating opioid-related data sets

1.2.11.4.3. Integrating other Department data

1.2.11.4.4. Improving system performance

1.2.11.4.5. Creating semantic interoperability between
disparate data sets
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1.2.11.4.6.Creating hardware, and software architecture
principals that will allow future scalability for
additional data,

1.2.11.4.7. Meta data management,

1.2.11.4.8. Data governance, and

1.2.11.4.9. Creating a system of consent and authorization so-
that protected health information, substance use
disorder treatment information can be obtained, as

needed, and revocations can be tracked.

1.2.11.5. The Department recognizes that a modern and contemporary
information system is required to support the Department's
response to the Opioid Crisis and improving Department
programs' efficiencies, effectiveness, outcomes and quality of
service.

1.2.11.6. High-Level Functionality for the Proposed System.

1.2.11.6.1. The proposed system is to have a DAP that
enables service levels, future upgrades,
replacement, and augmentation allowing the
system to be incrementally modemized throughout
its life span. This is required to enable the system
to fit the future Department needs without a
complete replacement.

1.2.11.7. The proposed system will continue to scale after the contract
completion to incorporate future data sets. Future systems
that will be integrated into the system as time and funding
permits will include but not limited to:

1.2.11.7.1. Community Mental Health Services

1.2.11.7.2. Illicit Drug Use Infectious Disease

1.2.11.7.3. Injury Prevention

1.2.11.7.4. Public Health Home Visiting

1.2.11.7.5. United Healthcare Facilities Discharge Data Set
(emergency department visits and inpatient
discharges)

1.2.11.7.6. Naloxone Distribution by Hubs

1.2.11.7.7. Human Services Programs (e.g., SNAP, TANF)

1.2.11.7.8.BRFSS (Behavioral Risk Factor Surveillance
System)
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1.2.11.7.9. YRBS (Youth Risk Behavior Survey)

1.2.11.7.10. NSDUH (National Survey on Drug Use and
Health)

1.2.11.7.11. PRAMS (Perinatal Risk Assessment
Monitoring System)

1.2.11.7.12. Prescription Drug Monitoring Program

1.2.11.7.13. New Hampshire Hospital Electronic Health
Records

1.2.11.7.14. Housing, Employment Education

1.2.11.7.15. CriminalJustice

1.2.11.7.16. Prevention and Harm Reduction Programs

1.2.11.7.17. Suicide Prevention

1.2.12. Contract Award

The State plans to execute a Not to Exceed (NTE) $2,278,642
Contract as a result of this RFP to include acquisition of necessary
hardware and software to meet the deliverables of the proposed
system. If an award is made, it shall be made based upon evaluation
of the submitted Proposals in accordance with the review process
outlined in Section 5: Proposal Evaluation Process below. The award
will be based upon criteria, standards, and weighting identified in this
RFP. The award may be awarded to a single or multiple vendors
based upon evaluation of the submitted proposals.

1.2.13. Non-Exclusive Contract

Any resulting Contract from this RFP will be a Non-Exclusive
Contract. The State reserves the right, at its discretion, to retain other
Vendors to provide any of the Services or Deliverables identified
under this procurement or make an award by item, part or portion of
an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors,
except that the Contractor shall be responsible for any delay, act, or
omission of the other Contractors if such delay, act, or omission is
caused by or due to the fault of the Contractor.
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If a Contract is awarded, the Vendor must obtain written consent from
the State before any public announcement or news release is issued
pertaining to any Contract award. Such permission, at a minimum,
will be dependent upon approval of the Contract by Governor and
Executive Council of the State of New Hampshire. A Contract award
is contingent on approval by the Governor and Executive Council.

1.3. Contract Term

Time is of the essence in the oerformance of a Vendor's obligations

under the Contract.

1.3.1. The Vendor shall be fully prepared to commence work within 10 days of
contract approval by the G&C full execution of the Contract by the
parties, and the receipt of required governmental approvals, including,
but not limited to. Governor and Executive Council of the State of New

Hampshire approval ("Effective Date").

1.3.2. The Vendor's initial term will begin on the Effective Date and extend
through August, 31, 2019. The term may be extended up to four (4)
years ("Extended Term") at the sole option of the State, subject to the
parties prior written agreement on applicable fees for each extended
term, up to but not beyond AUGUST, 31, 2023.

1.3.3. The Vendor shall commence work upon issuance of a Notice to
Proceed by the State.

1.3.4. The State does not require the Vendor to commence work prior to the
Effective Date; however, if the Vendor commences work prior to the

- Effective Date and a Notice to Proceed, such work shall be performed
at the sole risk of the Vendor. In the event that the Contract does not

become effective, the State shall be under no obligation to pay the
Vendor for any costs incurred or Services performed; however, If the
Contract becomes effective, all costs incurred prior to the Effective
Date shall be paid under the terms of the Contract.

1.3.5. Contract Negotiations and Unsuccessful Bidder Notice

1.3.5.1. If a Vendor is selected, the State will notify the selected
Vendor in writing of their selection and the State's desire to
enter into contract discussions. Until the State successfully
completes discussions with the selected Vendor, all submitted
Proposals remain eligible for selection by the State. In the
event contract discussions are unsuccessful with the selected

Vendor, the evaluation team may recommend another
Vendor.

2019-043/RFP-2019-DPHS.19.pATAA
Page 8 of 30



Attachment #2, Agency RFP with Addendums
STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

1.3.5.2. In accordance with New Hampshire Statutes Chapter 21-
G:37-a. no information shall be available to the public, the
members of the general court or its staff, notwithstanding the
provisions of RSA chapter 91-A: Access to Governmental
Records and Meetings, concerning specific responses to this
RFP, from the time the RFP is made public until the Contract
is actually awarded, in order to protect the integrity of the
public procurement process. This means unsuccessful
Vendors shall not be notified until-after the Governor and

Executive Council have approved the resulting Contract. No
information can be provided to non-selected Vendor until after
Contracts are awarded, at which time non-selected applicants
may submit a written request for more information about the
reasons for not being selected and recommendations that
may make future applications more effective. Such requests
are not considered appeals. Once an applicant has
submitted a letter, the State will attempt to accommodate
such requests within a reasonable time.

1.3.6. VENDOR ETHICS

From the time this RFP is published until a contract is awarded, no bidder
shall offer or give, directly or indirectly, any gift, expense reimbursement, or
honorarium, as defined by RSA 15-B. to any elected official, public official,
public employee, constitutional official, or family member of any such official
or employee who will select, evaluate, or award the RFP. Any bidder that
violates this section shall be subject to prosecution for an offense under rsa
640:2. Any bidder who has been convicted of an offense based on conduct in
violation of rsa 21-G:38. which has not been annulled, or who is subject to a
pending criminal charge for such an offense, shall be disqualified from
bidding on this RFP and every such bidder shall be disqualified from bidding
on any RFP or similar request for submission issued by any state agency.

1.4. Subcontractors

1.4.1. The Vendor shall identify all Subcontractors to be provided to deliver
required Services subject to the terms and conditions of this RFP,
including but not limited to, in Appendix H: State of New Hampshire
Terms and Conditions, and Appendix H-25: General Contract
Requirements herein.

1.4.2. The Vendor shall remain wholly responsible for performance of the
entire Contract regardless of whether a Subcontractor is used. The
State will consider the Vendor to be the sole point of contact with
regard to all contractual matters, including payment of any and all
charges resulting from any Contract.

2019-043/RFP-2019-DPHS.19-DATAA
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2. SCHEDULE OF EVENTS

, The following table provides the Schedule of Events for this RFP through Governor
.  I and Council approval and Notice to Proceed.

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16. 2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23, 2018 2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor

Conference

Oct. 18, 2018 9:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 13, 2018 2:00 pm

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

3. SOFTWARE, REQUIREMENTS AND DELIVERABLES

3.1. Software

Each Proposal must present Software that can fully support the required
functionality listed in Appendix C: System Requirements and Deliverables.

3.2. Requirements

3.2.1. Appendix B: Minimum Standards for Proposal Consideration,
compliance with System requirements, use of proposed
<COTS/SAAS> Software, Vendor Implementation experience, and
proposed Project Team.

2019-043/RFP-2019-DPHS-19-DATAA
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3.2.2. Appendix C: System Requirements and Deliverables, for scope of
work, requirements and Deliverables.

3.2.3. Appendix D: Topics for Mandatory Narrative Responses for Software,
technical, Services and Project Management topics.

3.2.4. Appendix E; Standards for Describing Vendor Qualifications including
Vendor corporate qualifications, team organization and key staff,
Project Manager, and other key staff candidates' qualifications.

3.3. Deliverables

The State classifies Deliverables into three (3) categories: Written Deliverables,
Software Deliverables, and Non-Software Deliverables. Pricing and scheduling
information requirements for these Deliverables are provided in Appendix F: Pricing
Worksfieets. A set of required Deliverables as well as a list of Requirements for
these Deliverables is detailed in Appendix C: System Requirements and
Deliverables. Appendix D: Topics for Mandatory Narrative Responses solicits
responses, which will expound on the Vendors' understanding of the
Irhplementation process, the manner of Service delivery and experience with
similar projects related to the Software, technical Services, and Project
Management topics.

4. INSTRUCTIONS

4.1. Proposal Submission, Deadline, and Location Instructions

4.1.1. Proposals submitted in response to this RFP must be received by the
Department, no later than the time and date specified in Section 2:
Schedule of Events. Proposals must be addressed to:

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
I

c/o Brian Owens

129 Pleasant St.

CONCORD, NEW HAMPSHIRE 03301

4.1.2. Cartons containing Proposals must be clearly marked as follows:

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

RESPONSE TO

DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA

2019.043/RFP-2019-DPHS.19.DATAA
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Data Analytics Platform for Opiold Crisis

4.1.3. Late submissions will not be accepted and will remain unopened.
Delivery of the Proposals shall be at the Vendors' expense. The time
of receipt shall be considered when a Proposal has been officially
documented by the Department, in accordance with its established
policies, as having been received at the location designated above.
The State accepts no responsibility for mislabeled mail; Any damage
that may occur due to shipping shall be the Vendor's responsibility.

4.1.4. Vendors are permitted to submit only one (1) Proposal(s) in response
to this RFP.

4.1.5. The State reserves the right to reject any and all Proposals and to
waive informalities and minor irregularities in Proposals received and to
accept any portion of a Proposal or all items bid if deemed in, the best
interest of the Secretary to do so.

4.1.6. All Proposals submitted in response to this RFP must consist of:

4.1.6.1. One (1) original and seven (7) clearly identified copies of the
Proposal, including all required attachments,

4.1.6.2. One p) copy of the Proposal Transmittal Form Letter
(described in Section 4.18.2: Transmittal Form Letter, herein)
shall be signed by an official authorized to legally bind the
Vendor and shall be marked "ORIGINAL."

4.1.6.3. One (1) electronic copy on USB Flash Drive in MS WORD_
format.

4.1.7. The original and all copies shall be bound separately, delivered in
sealed containers, and permanently marked as indicated above. A
Vendor's disclosure or distribution of its Proposal other than to the
State will be grounds for disqualification.

The cost'Proposal must be labeled clearly and sealed separately from the'
nain Proposal. Each cost Proposal (one f11 original and seven (7) copies
nust be bound separatelv.>.

4.2. Proposal Inquiries
4.2.1. All inquiries concerning this RFP, including but not limited to, requests

for clarifications, questions, and any changes to the RFP, shall be
emailed, citing the RFP title, RFP number, page, section, and
paragraph and submitted to the following RFP State Point of Contact:

Brian Owens

Department of Health and Human Services

2019-043/RFP-2019-DPHS-1S-DATAA
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129 Pleasant St.

Concord. NH 03301

Telephone: 603-271-9634

Email; BRIAN.OWENS@DHHS.NH.GOV

4.2.2. During the Vendor Inquiry Period (see Section 2: Schedule of Events)
Vendors are encouraged to submit questions via email; however, the
State assumes no liability for assuring accurate/complete email
transmission/receipt and is not responsible to acknowledge receipt.

4.2.3. Inquiries must be received by the RFP State Point of Contact (see
above) no later than the conclusion of the Vendor Inquiry Period (see
Section 2: Schedule of Events). Inquiries received later than the
conclusion of the Vendor Inquiry Period shall not be considered
properly submitted and may not be considered.

4.2.4. The State intends to issue official responses to properly submitted
inquiries on or before the date specified in Section 2: Schedule of
Events', however, this date may be subject to change at the State's
discretion. The State may consolidate and/or paraphrase questions for
sufficiency and clarity. The State may, at its discretion, amend this
RFP on its own initiative or in response to issues raised by inquiries, as
it deems appropriate. Oral statements, representations, clarifications,
or modifications concerning the RFP shall not be binding upon the
State. Official responses will be made in writing and posted as an
addendum to the Department of Administrative Services website.

4.2.5. Restriction of Contact With State Employees

From the date of release of this RFP until an award is made and announced

regarding the selection of a Vendor, all communication with personnel
employed by or under Contract with the State regarding this RFP is
fortiiidden unless first approved by the RFP State Point of Contact listed in
Section 4.2: Proposal Inquiries. State employees have been directed not to
hold conferences and/or discussions conceming this RFP with any Vendor
during the selection process, unless otherwise authorized by the RFP State
Point of'Contact.

4.3. Vendor Conference

4.3.1. A non-mandatorv Vendor Conference Vill be held at the following
location on the date and at the time identified in Section 2: Schedule of

Events:

Department of Health and Human Services'

i129;Pleasant St.'

2019-043/RFP-2019-DPHS-19-DATAA
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Concord. NH 03301

4.3.2. All Vendors who intend to submit Proposals are encouraged to attend
the Vendor Conference. Attendance by teleconference is permitted.
Conference numbers will be emailed to registrants upon request.
Vendors are requested to RSVP via email by the date identified in
Section 2: Schedule of Events, indicating the number of individuals who
will attend the Vendor Conference. Vendors are allowed to send a

maximum number of 2 representatives.

4.3.3. Vendors will have an opportunity to ask questions about the RFP and
the State will make a reasonable attempt to answer questions it deems
appropriate. Questions may include, without limitation, a request for
clarification of the RFP; a request for changes to the RFP; suggestions
or changes to the RFP that could improve the RFP competition or lower
the offered price; and to Review any applicable Documentation.

4.3.4. Vendors must email inquiries at least twenty-four (24) hours prior to the
Vendor Conference. No responses will be given prior to the Vendor
Conference. Oral answers will not be binding on the State. The State's
final response to Vendor inquiries and any requested changes to terms
and conditions raised during the Vendor Inquiry Period will be posted to
the website by the date specified as the final State responses to
Vendor inquiries as specified in Section 2: Schedule of Events.
Vendors are responsible for any costs associated with attending the
Vendor Conference.

4.4. Alteration of RFP

The original RFP document is on file with the State of New Hampshire,
Department of Administrative Services. Vendors are provided an electronic
version of the RFP. Any alteration to this RFP or any file associated with this
RFP is prohibited. Any such changes may result in a Proposal being rejected.

4.5. RFP Addendum

The State reserves the right to amend this RFP at its discretion, prior to the
Proposal submission deadline. Any addendum issued in response to the RFP will
be posted to the Department of Administrative Services website. In the event of

'  an Addendum to this RFP, the State, at its sole discretion, may extend the
Proposal submission deadline, as it deems appropriate.

4.6. Non-Collusion

The Vendor's signature on a Proposal submitted in response to this RFP
guarantees that the prices, terms and conditions, and Services quoted have been
established without collusion with other Vendors and without effort to preclude the
State from obtaining the best possible competitive Proposal.

2019-043/RFP-2019-DPHS-19-DATAA
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4.7. Validity of Proposal

Proposals must be valid for one hundred and eighty (180) days following the
deadline for submission of Proposals in Section 2: Schedule of Events, or until the
Effective Date of any resulting Contract.

4.8. Property of the State

All material received in response to this RFP shall become the property of the
State and will not be returned to the Vendor. Upon Contract award, the State
reserves the right to use any information presented in any Proposal.

4.9. Confidentiality of a Proposal

A Proposal must remain confidential until the Effective Date of any resulting
Contract as a result of this RFP. A Vendor's disclosure or distribution of
Proposals other than to the State will be grounds for disqualification.

4.10; Public Disclosure

4.10.1. Subject to applicable law or regulations, the content of each Vendor's
Proposal shall become public information upon the Effective Date of
any resulting Contract.

4.10.2. Any information submitted as part of a response to this Request for
Proposal (RFP) may be subject to public disclosure under RSA chapter
91-A: Access to Governmental Records and Meetings. In addition, in
accordance with RSA chapter 21-G:37: Financial Information

Regarding Requests for Bids and Proposals,, any Contract entered into
as a result of this RFP will be made accessible to the public online via
the website Transparent NH fhttpV/www.nh.aov/transparentnh/V
Accordingly, business financial information and proprietary information
such as trade secrets, business and finaricials models and forecasts,
and proprietary formulas may be exempt from public disclosure under
RSA chapter 91-A:5. IV; Exemptions. If you believe any information
being submitted in response to a Request for Proposal, bid or
information should be kept confidential as financial or proprietary
information; you must specifically identify that information in a letter to
the agency, and should mark/stamp the materials as such. Marking of
the entire Proposal or entire sections of the Proposal (e.g. pricing) as
confidential will neither be accepted nor honored. Notwithstanding any
provision of this RFP to the contrary, Vendor pricing will be subject to
disclosure upon approval of the Contract by Governor and Council.

2019-043/RFP-2019-DPHS-19-DATAA
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4.10.3. Generally, each Proposal shall become public information upon the
approval of Governor and Council of the resulting Contract, as
determined by the State, including but not limited to, RSA chapter 91-A:
Access to Governmental Records and Meetings (Right to Know Law).
The State will endeavor to maintain the confidentiality of portions of the
Proposal that are clearly and properly marked confidential. If a request
is made to the State to view portions of a Proposal that the Vendor has
properly and clearly marked confidential, the State will notify the
Vendor of the request and of the date and the State plans to release
the records. A designation by the Vendor of information it believes
exempt does not have the eiffect of making such information exempt.
The State will determine the information it believes is properly
exempted from disclosure. By submitting a Proposal, Vendors agree
that unless the Vendor obtains a court order, at its sole expense,
enjoining the release of the requested information, the State may
release the requested information on the date specified in the State's
notice without any liability to the Vendors.

4.11. Security

4.11.1. The State must ensure that appropriate levels of security are
implemented and maintained. in order to protect the integrity and
reliability of its Information Technology resources, information, and
services. State resources, information, and services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks,
Systems and Data.

4.11.2. The State will evaluate the degree to which the proposed System is
designed and architected to ensure the confidentiality and integrity of
its valued asset, Data.

4.12. Non-Commitment

Notwithstanding any other provision of this RFP, this RFP does not commit the
State to award a Contract. The State reserves the right, at its sole discretion, to
reject any and all Proposals, or any portions thereof, at any time; to cancel this
RFP; and to solicit new Proposals under a new acquisition process.

4.13. Proposal Preparation Cost

By submitting a Proposal, a Vendor agrees that in no event shall the State be
either responsible for or held liable for any costs incurred by a Vendor in the
preparation of or in connection with the Proposal, or for work performed prior to
the Effective Date of a resulting Contract.

4.14. Oral Presentations/Interviews and Discussion
1

2019-043/RFP-2019-DPHS-19-D ATAA
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The State reserves the right to require Vendors to make oral presentations of their
Proposals and/or to make available for oral presentations/interviews the IT
consultants proposed to implement the COTS/SAAS application. All costs
associated with oral presentations/interviews shall be borne entirely by the
Vendor. Vendors may be requested to provide demonstrations of their proposed
Systems as part of their presentations.

4.15. Required Contract Terms and Conditions

By submitting a Proposal, the Vendor agrees that the State of New Hampshire
terms and conditions, contained in Appendix H: State of New Hampshire Terms
and Conditions herein, shall form the basis of any Contract resulting from this
RFP. In the event of any conflict between the State's terms and conditions and
any portion of the Vendor's Proposal, the State's terms and conditions shall take
precedence and supersede any and all such conflicting terms and conditions
contained in the Vendor's Proposal.

4.16. Proposal Format

Proposals should follow the following format:

4.16.1.1. The Proposal should be provided in a three-ring binder.

4.16.1.2. The Proposal should be printed on white paper with
dimensions of 8.5 by 11 inches with right and left margins of
one (1) inch.

4.16.1.3. The Proposal should also be submitted electronically via CD.

4.16.1.4. The Proposal should use Times New Roman font with a size
no smaller than eleven (11).

4.16.1.5. Each page of the Proposal should include a page number and
the number of total pages and identification of the Vendor in
the page footer.

4.16.1.6. Tabs should separate each section of the Proposal.

4.16.1.7. Exceptions for paper and font sizes are permissible for:
graphical exhibits, which may be printed on white paper with
dimensions of 11 by 17 inches; and material in appendices.

4.17. Proposal Organization

Proposals should adhere to the following outline and should not include items not
identified in the outline.

4.17.1. Cover Page

4.17.2. Transmittal Form Letter

4.17.3. Table of Contents

2019-043/RFP-2019-DPHS-19-DATAA
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4.17.4. Section I: Executive Summary

4.17.5. Section II: Glossary of Terms and Abbreviations

4.17.6. Section III: Responses to Requirements and Deliverables

4.17.7. Section IV: Narrative Responses

4.17.8. Section V: Corporate Qualifications

4.17.9. Section VI: Qualifications of key Vendor staff

4.17.10. Section VII: Cost Proposal

4.17.11. Section VIII: Copy of the RFP and any signed Addendum (a) -
<required in original Proposal only>

4.17.12. Section IX: Appendix

4.18. Proposal Content
4.18.1. Cover Page

4.18.1.1. The first page of the Vendor's Proposal should be a cover
page containing the following text:

STATE OF NEW HAMPSHIRE ^

DEPARTMENT OF HEALTH AND HUMAN SERVICES

RESPONSE TO DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA

DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

4.18.1.2. The cover page should also include the Vendor's name,
contact person, contact telephone number, address, city,
State, zip code, fax number, and email address.,

4.18.2. Transmittal Form Letter

The Vendor must submit signed Transmittal Form Letter with their response
using the Transmittal Form Letter Template provided herewith. Any
electronic alteration to this Transmittal Form Letter is prohibited. Any such
changes may result in a Proposal being rejected.

Remainder of this page Intentionally left blank

2019-043/RFP-2019-DPHS-19-DATAA
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State of New Hampshire Proposal Tra'nsmittal Form Letteri

Company
Name

Address

To: NH DHHS State Point of Contact: BRIAN OWENS

Telephone 603-271-9634

Email: BRIAN.OWENSfa?DHHS.nh.aov

RE: Proposal Invitation Name: DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

Proposal Number: 2019-043/RFP-2019-DPHS-19-DATAA

Proposal Due Date and Time: <MONTH- DAY- YEAR> AT <TIME>

Dear Sir:

Company Name: . hereby offers to sell to the State of New
Hampshire the Services indicated in RFP NH DHHS RFP 2019-043/RFP-2019-DPHS-19-
DATAA data analytics PLATFORM FOR OPIOID CRISIS at the price(s) quoted in
Vendor Response Section VII: Cost Proposal, and Appendix F: Pricing Worksheets, in
complete accordance with all conditions of this RFP and all Specifications set forth in the
RFP and in the State of New Hampshire Terms and Conditions outlined in RFP Appendix
H: State of New Hampshire Terms and Conditions.

Company Signor: is authorized to legally
obligate

Company Name: .

We attest to the fact that:

The company has reviewed and agreed to be bound by all RFP terms and conditions
including but not limited to Appendix H: State of New Hampshire Terms and Conditions,
which shall form the basis of any Contract resulting from this RFP; No new terms and
conditions have been added and no existing terms and conditions have been deleted in
this RFP Proposal.

The Proposal is effective for a period of 180 days or until the Effective Date of any
resulting Contract.

2019-043/RFP-2019-DPHS-19-DATAA
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The prices quoted in the Proposal were established without collusion with other
eligible Vendors and without effort to preclude the State of New Hampshire from obtaining
the best possible competitive price; and

The Vendor has read and included a copy of RFP-2019-043/RFP-2019-DPHS-19-
DATAA and any subsequent signed Addendum (a).

Our official point of contact is

Title

Telephone ^Email.

Authorized Signature • Printed

Authorized Signature

2019-043/RFP-2019-D PHS-1S-DATAA
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4.18.3. Table of Contents

The Vendor must provide a table of contents vyith corresponding page
numbers relating to its Proposal. The table of contents must conform to the
outline provided in Section 4.17: Proposal Organization, but should provide
detail, e.g., numbering, level of detail.

4.18.4. Section I: Executive Summary

The executive summary, which must not exceed five (5) pages, must identify
how the Vendor satisfies the minimum standards for consideration, which are
described in Appendix B: Minimum Standards for Proposal Consideration, to
this Request for Proposals. The executive summary will also provide an
overview of the Vendor's proposed Solution and Services. Vendors are
encouraged to highlight those factors that they believe distinguish their
Proposal.

4.18.5. Section II: Glossary of Terms and Abbreviations

The Vendor must provide a glossary of all terms, acronyms, and
abbreviations used in its Proposal.

4.18.6. Section III: Responses to System.Requirements and Deliverables

4.18.6.1. System requirements are provided in Appendix C: System
Requirements and Deliverables.

4.18.6.2. Using the response tables in Appendix C: System
Requirements and Deliverables, the Vendor must document
the ability to meet the Requirements and Deliverables of this
RFP.

4.18.7. Section IV: Narrative Responses

Section IV solicits narrative responses describing the Software, Technical,
Services and Project Management topics defined for this RFP Project.
Appendix D: Topics for Mandatory Narrative Responses is organized into
sections, which correspond to the different deliverables and aspects of the
scoring process of the Proposal. Discussion of each topic must begin on a
new page.

4.18.8. Section V: Corporate Qualifications

Section V should provide corporate qualifications of all firms proposed to
participate in the Project. Specific information to be provided is described in
Appendix E: Standards for Describing Vendor Qualifications - Section E-1:
Required Information on Corporate Qualifications.

4.18.9. Section VI: Qualifications of key Vendor staff

2019.043/RFP-2019-DPHS-19-DATAA
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This Proposal section must be used to provide required information on key
Vendor staff. Specific information to be provided is described in Appendix E:
Standards for Describing Vendor Qualifications - Sections: E-2: Team
Organization and Designation of Key Vendor Staff; E-3: Candidates for
Project Manager, and E-4: Candidates for Key Vendor Staff Roles.

4.18.10. Section VII: Cost Proposal

The Cost Proposal must describe the proposed cost of the Vendor Proposal
based on and reflected by the inclusion of the completed tables listed in
Appendix F: Pricing Worksheets;

NOTE: Section VII Cost Proposal, must become public information and as
such shall not be made confidential or proprietary. Proposals submitted with
all or part of the Section VII labeled confidential or proprietary shall not be
considered response and shall not be accepted.

4.18.11. Section VIII: Copy of the RFP and any signed Addendum (a)

NOTE: Required in original Proposal only.

4.18.12. SECTION IX: APPENDIX- This section provided for extra
materials as referenced in Appendix D: Topics for Mandatory Narrative
Responses such as Product Literature, Ad Hoc/Federal Reporting,
Interface Standards, Testing (For UAT Plan) and Status Meetings and
Reports.

Remainder of this page intentionally left blank
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5. PROPOSAL EVALUATION PROCESS

5.1. Scoring Proposals

5.1.1. Each Proposal will be evaluated and considered with regard to the
Solution and Services proposed, qualifications of the Vendor and any
Subcontractors, experience and qualifications of proposed candidates,
and cost.

5.1.2. If the State, determines to make an award, the State will issue an intent
to award notice to a Vendor based on these evaluations. Should the

State be unable to reach agreement with the selected Vendor during
Contract discussions, the State may then undertake Contract
discussions with the second preferred Vendor and so on. Such
discussions may continue at the sole option of the State, until an
agreement is reached, or all Proposals are rejected.

5.1.3. The State will use a scoring scale of 1000 points, which shall be
applied to the Solution as a whole. Points will be distributed among the
following factors:

5.1.3.1. 200 points - Proposed Software Solution;

5.1.3.2. 250 points - Vendor's Technical, Service and Project
Management Experience;

5.1.3.3. 100 points - Vendor Company;

5.1.3.4. 200 points - Staffing Qualifications;

5.1.3.5. 250 points - Solution Cost (Rates and Pricing); and

5.1.3.6. 1000 points-Total Possible Score.

5.2. Rights of the State in Evaluating Proposals

The State reserves the right to:

5.2.1.Consider any source of information including but not limited to: State
employees, Internet research and rating agencies, in evaluating
Proposals;

5.2.2. Omit any planned evaluation step if, in the State's view, the step is not
needed;

5.2.3. At its sole discretion, reject any and all Proposals at any time; and

5.2.4. Open Contract discussions with the second highest scoring Vendor, if
the State is unable to reach an agreement on Contract terms with the
highest scoring Vendor.

5.3. Planned Evaluations

2019.043/RFP-2019-DPHS-19-D ATAA
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The State plans to use the following process:

5.3.1. Initial screening:

5.3.2. Preliminary scoring of the Proposals;

5.3.3. Oral interviews and product demonstrations; and

5.3.4. Final evaluation of Proposals.

5.4. Initial Screening

The State will conduct an initial screening step to verify Vendor compliance
with submission requirements and to confirm that the Proposal satisfies the
conditions defined in Appendix B: Minimum Standards for Proposal
Consideration. A Proposal that fails to satisfy either submission requirements
or minimum standards may be rejected without further consideration.

5.4.1. Preliminary Scoring of Proposals

The State will establish an evaluation team to initially score Proposals and
conduct reference checks.

5.4.2. Oral Interviews and Product Demonstrations

Preliminary scores from the initial evaluation of the Proposals will be used
to select Vendors to invite to oral interviews and product demonstrations.

5.4.2.1. The purpose of oral interviews and product demonstrations is
to clarify and expound upon information provided in the
written Proposals. Vendors are prohibited from altering the
basic substance of their Proposals during the oral interviews
and product demonstrations.

5.4.2.2. For each invited Vendor, the oral interview and product
demonstrations will be two (2) hours in length. A highly
structured agenda will be used for oral interviews and product
demonstrations to ensure standard coverage of each invited
Vendor. Information gained from oral interviews and product
demonstrations will be used to refine scores assigned from
the initial review of the Proposals.

5.4.3. Best and Final Offer

The State will not be requesting a Best and Final Offer.

5.4.4. Final Evaluation
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The State will conduct final evaluations as a culmination of the entire process
of reviewing Vendor Proposals and information gathering. Reference and
background checks will be made for finalist or finalists as appropriate. After
making a preliminary determination of award or awards, the State reserves
the right to conduct site visits to a Vendor location and/or government site(s)
that utilizes the Vendor Software.

5.5. Scoring Detail

The State will select a Vendor based upon the criteria and standards contained in
this RFP.

1

5.5.1. Scoring of the Proposed Software Solution

5.5.1.1. The Vendor's Proposed Software Solution will be allocated a
maximum score of (200) points. The main purpose of this
section is to measure how well the Solution meets the

business needs of the Agency. The contribution of scoring
team members representing all stakeholders will be critical in
this section.

5.5.1.2. Factors include but are not limited to:

5.5.1.3. Vendors must include a proposed architecture for the DAP,
which integrates data from source systems and meets, or
exceeds, the following minimal requirements:

5.5.1.3.1. Provides a framework for organization of data,
information management and technology systems
required to build and implement the system,

5.5.1.3.2. Allows for data components of the architecture to
include internal and external sources of structured

and unstructured data users require to analyze the
opioid crisis,

5.5.1.3.3. Includes data integration, data cleansing and the
development and implementation of data
dimensional rules,

5.5.1.3.4. Describes the conceptual and logical technology
components required to present information to
users and enable them to analyze the data and its
impacts,

5.5.1.3.5. Allows for the ability to drill down on report data to
varying layers of detail,

5.5.1.3.6. Allow for the extraction of pattems and knowledge
from large amounts of data,
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5.5.1.3.7. Provide predictive analysis, based upon data,

5.5.1.3.8. Provides browser-based solution to support all
major browsers.

5.5.1.4. Software Architecture -

5.5.1.4.1. Consider the following statistics and growth
assumptions as baseline requirements for the
formulation of their proposal to the State and sizing
of all technical elements (e.g., servers, storage,
networking, software) that are required to deliver
the system to the state.

5.5.1.4.2. Specify all equipment (If any) required for the
development and operations of the solutions and
requirements defined In this RFP. The equipment
will be comprised of industry standard and readily
available components. Define all requirements and
provide a Bill of Materials for all items that will be
ordered and implemented upon review and
agreement by the Department

5.5.1.4.3. The overall infrastructure and equipment must be
sized in accordance with planned use and be
Inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors
and other items as required to comprehensively
support development and ongoing operations for
all required environments.

5.5.1.5. Application - <NOTE: Is there a user group for the
application? How long has it been In operation? What is Its
market share? Is cost of upgrade shared by user groups or
the sole responsibility of the State? Is this included with the
cost of Software Maintenance? How are future upgrades
determined? These and other factors will help the State to
understand the costs and opportunities of using this Software
In the future. >

5.5.1.6. Features - <NOTE: How well does the Solution do the things
the System needs to do? >

5.5.1.7. Compatibility with State Systems - <NOTE: The degree to
which the System uses technologies similar to other State
systems, ease of System modification. Integration and data
storage. >
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5.5.1.8. User Friendliness/Usability and Efficiency - <NOTE; How
quickly can users perform a needed task? How easy is it to
learn, is it intuitive? Is its navigation and interface similar to
other Software used? How steep is the leaming curve? >

5.5.1.9. Criteria for these scores will be found in but are not limited to:

5.5.1.9.1. Proposal Section III: Responses to Requirements
and Deliverables

5.5.1.9.2. Attachment C-2: Requirements <NOTE:
particularly business requirements>

5.5.1.9.3. Proposal Section IV: Narrative Responses

5.5.1.9.4. Vendor Presentation and Demonstration

5.5.2. Scoring of Vendor Technical, Service, and Project Management
Proposal

5.5.2.1. Vendor proposed Services will be allocated a maximum score
of (250) points. <NOTE: In this section the State will score
the technical merits of how the Vendor proposes to carry out
the implementation and maintain the Solution. The
Implementation of the Solution will require the Vendor to
customize or configure the application to meet the
requirements of the State, monitor and ensure its operation
throughout the Warranty Period and, if maintenance is to be
provided, to be a partner in the Solution's operation
throughout its useful life. Technical details of the System,
administrative procedures, how the Vendor manages its
team, the Project and the technical environment will be
critical. How compatible the Vendor's procedures and
technologies are with the State contribute to an assessment
of risk both in the short and long term.>

5.5.2.2. Factors include but are not limited to:

5.5.2.3. Protection of Data - <NOTE: The degree to which
continuous operations are insured against unexpected
problems.>

5.5.2.4. Compatibility with State IT Expertise and Training
Approach - < NOTE: What is the degree to which the
System uses technologies which may be supported by State
personnel.>
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5.5.2.5. Project Execution - < NOTE; Do company procedures
facilitate: communication with the State, the early discovery
and resolution of problems, efficient and effective operation
through Implementation and an effective support structure of
the System.>

5.5.2.6. Project Management Competence - < NOTE:
Administrative, management quality control and oversight.>

5.5.2.7. Ongoing Operations - < NOTE: Post warranty operation
and support.>

5.5.2.8. Criteria for these scores will be found in but are not limited to:

5.5.2.8.1. Proposal Section III: Responses to Requirements
and Deliverables

5.5.2.8.2. Proposal Section IV: Narrative Responses

5.5.2.8.3. Attachment C-2: Requirements

5.5.2.8.4. Proposed Work Plan

5.5.2.8.5. References

5.5.3. Scoring of Vendor Company

5.5.3.1. Vendor Company qualifications will be allocated a maximum
score of (100). It must be established that the Vendor
Company is capable of carrying out the Project through
Implementation, the Warranty Period and the maintenance
period.

5.5.3.2. Factors include but are not limited to:

5.5.3.2.1. How long In business - <NOTE: A proven track
record of operation for a number of years that the
company will continue to support the Syslem>.

5.5.3.2.2. How many years' experience with this product
- <NOTE: Demonstrated competence in working
with the proposed product or Technology.>

5.5.3.2.3. Bench Strength and support structures -
<NOTE: The State will consider the depth of
required technical skill within the company as well
as the Vender's plan for knowledge transfer to
State staff.>
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5.5.3.2.4. References - <NOTE: The measure of a

company's worth is more accurate when made by
a third party that has collaborated with the Vendor
on a similar Project.>

5.5.3.2.5. Litigation - <NOTE: The relevance of
involvement of the company in litigation will be
considered.>

5.5.3.2.6. Financial Strength - <NOTE: Financial strength
when measured by financial statements or a rating
company is an indication of the company's ability
to operate long term and through unexpected
problems.>

5.5.3.2.7. Criteria for these scores will be found in but are not

limited to:

5.5.3.2.7.1. Proposal Section V: Corporate
Qualifications

5.5.3.2.7.2. Vendor Presentations

5.5.3.2.7.3. References

5.5.3.2.7.4. Financial Information

5.5.4. Scoring of Vendor Staffing Qualifications

5.5.4.1. Vendor Staff must have the training and experience to
support the Vendor companies plans to implement and
support the System. Vendor Company qualifications will be
allocated a maximum score of (200)

5.5.4.2. Factors include but are not limited to:

5.5.4.2.1. Staff Training - <NOTE: Staff must have relevant
training to carry out the Project.>

5.5.4.2.2. Staff Certifications - < NOTE: Staff may require
specific Certification to support and configure
needed equipment and Software.>

5.5.4.2.3. Staff Experience - <Training and certification is
important but experience with similar Projects will
be a major contributor to a smooth
lmplementation.>

2019-043/RFP-2019-DPHS-19-DATAA

Page 29 of 30



Attachment #2. Agency RFP with Addendums
STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

5.5.4.2.4. Size and composition of Vendor Team - <Are
there sufficient staff resources and sufficient

qualifications and experience within the Vendor
team to carry out the Project?>

5.5.4.2.5. Criteria for these scores will be found in but are not

limited to:

5.5.4.2.5.1. Proposal Section V: Corporate
Qualification

5.5.4.2.5.2. Proposal Section VI: Qualifications of Key
Staff

5.5.4.2.5.3. Vendor Presentations

5.5.4.2.5.4. References

5.5.5. Scoring the Software Solution Cost

5.5.5.1. Vendor proposed Software Solution cost will be allocated a
maximum score of (250) points. The State will consider the
implementation services costs, provided in Tables F-1:
Activities/Deliverables/Milestones Pricing Worksheet, F-4:
Software Licensing, Maintenance, and Support Pricing
Worksheet and, if appropriate, F-5: Web Site Hosting,
Maintenance, and Support Pricing Worksheet. The cost
information required in a- Proposal is intended to provide a
sound basis for comparing costs.

<NOTE: THE FOLLOWING FORMULA WILL BE USED TO ASSIGN

POINTS FOR COSTS:>

<NOTE: VENDOR'S COST SCORE= (LOWEST PROPOSED COST /
VENDOR'S PROPOSED COST) TIMES

'  NUMBER OF MAXIMUM POINTS FOR SOLUTION COSTS DEFINED IN
SECTION 5.1: SCORING PROPOSALS.>

<NOTE: FOR THE PURPOSE OF THIS FORMULA, THE LOWEST
PROPOSED COST IS DEFINED AS THE LOWEST COST PROPOSED BY

A VENDOR WHO FULFILLS THE MINIMUM QUALIFICATIONS.>

Remainder of this page intentionally left blank
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APPENDIX A: BACKGROUND INFORMATION

1. A-1 Health and Human Services

1.1. The Health and Human Services Is responsible for the health, safety and
well-being of the citizens of New Hampshire. DHHS provides services for
individuals, children, families and seniors, and.administers programs and
services such as mental health, developmental disability, substance abuse,
and public health.

1.2. The mission of the Health and Human Services is to join communities and
families in providing opportunities for citizens to achieve health and
independence

1.3. Project Overview/Justification

1.4. In addition to the Project Overview section included in the Introduction the
Goals and Objectives for CORbi;

1.4.1. Implement a Data Governance and Analytic Strategy to focus the
organizations resources (human and funding) to increase the
availability of information for informed decision making.

1.4.2. Automate and consolidate disparate information systems to provide
a single place for the citizens of New Hampshire to visually obtain
information surrounding the Opioid crisis!

2. A-2 Department of Information Technology and
Technology Status

The Project will be conducted in cooperation with the New Hampshire Department of
Information Technology (DolT). DolT coordinates, the statewide Information
Technology activities.

2.1. A-2.1 Technical Architecture

Components of the State's technical architecture include:
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2.1.1. State Network Environment: The State of New Hampshire operates
a Metropolitan-Area-Network (MAN) in the City of Concord, NH
using a combination of leased and owned fiber optic cable. State of
New Hampshire locations outside of the Concord, NH main facility
are connected via multiple wide-area networks using various
technologies including Carrier Ethernet Services, Microwave
Wireless and VPN Tunnels over the Internet. State Agency
Networks have varying levels of integration and connectivity to the
statewide core for resource sharing and centralized administration
by the Department of Information Technology (DolT). State
agencies connect to the State's central core network location in
Concord to facilitate access to e-mail, the Internet, and the State's
financial applications. Direct support is provided for twenty-one
partner agencies: other State agencies support their own networks,
out-source the support, or use the resources of another agency.

2.1.2. Internet Access: The State of New Hampshire has purchased thru
ARIN its own External IP Address Range and Autonomous System
Number. The State advertises its External IP Space and
Autonomous System Number to two different Internet Service
Providers so as to provide failover in the event of a single ISP
network failure.

2.1.3. The State uses VMWare for Windows server virtualization and
virtual hosts are deployed at two separate State campus sites.
VMWare provides a highly scalable and high availability environment
for the State's many Agencies. If a virtual host fails, VMWare
automatically fails over all of the virtual servers on that host to
another host. The EMC Networker product is used to manage
backups for this environment utilizing Data Domain as the disk to
disk repository.

2.1.4. For the State's Oracle enterprise systems, an Oracle/Linux Solution
(OVM) is used for the virtual environment. Similar to the windows
environment, this Solution provides a highly scalable and high
availability environment and also utilizes the EMC Networker and
Data Domain backup Solution. Data Domain is also employed to
meet the backup requirements within OVM.

2.1.5. The state's current Enterprise Business Intelligence platform
consists of Oracle, Informatica PowerCenter Advanced Edition,
Informatica Data Quality Standard Edition, and Tableau.

2.2. A-2.2 Future Systems Environment
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2.2.1. Future design and development efforts should conform to the
emerging environment as defined by current information technology
Initiatives, the New Hampshire Statewide Strategic Information
Technology Plan, and the State's e-Government Architecture Plan.

2.2.2. This environment is end user centric, utilizing the Internet and Web
whenever possible, promoting electronic transactions, and
centralized common services (security, e-payment, content search),
where possible.

3. A-3 Related Documents Required

Vendors are NOT required to submit these certificates with their Proposal. Vendors will
be required to be a registered company in New Hampshire. The certificates will be
requested from the selected Vendor prior to Contract approval.

3.1. Certificate of Good Standing/Authority (Appendix G-3-ltem A) dated after
April of the current year and available from the Department of State by calling
(603) 271-3244 or (603) 271-3246. Forms are also available on:
http://sos.nh.qov/formslaws.aspx

3.2. Certificate of Vote (Appendix G-3-ltem B)

3.3. Proof of Insurance compliant with Appendix H: State of New Hampshire
Terms and Conditions.

4. A-4 State Project Team

State high-level staffing for the Project will include:

•  Project Sponsor:

•  State Project Manager;

•  State IT Manager;

•  Technical Support Team;

•  Business Process Owners; and

•  User Acceptance Testing Team.

4.1. A-4.1 Project Sponsor

The Project Sponsor, Lisa Morris and Katja Fox, will be responsible for securing
financing and resources, addressing issues brought to his attention by the State Project
Manager, and assisting the State Project Manager in promoting the Project throughout
the State. The Project Sponsor or an appropriate designee will be available to resolve
issues on a timely basis.
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4.2. A-4.2, State Project Manager

The State Project Manager from the Health and Human Services
Project Management Office Project, will be responsible for
everything that the Project does or fails to do, and has the primary
responsibility for seeing to the Project's success.

4.2.1. The State Project Manager for Health and Human Services, will be
responsible for working with the Health and Human Services staff,
State IT Manager, and the Vendor to ensure appropriate execution
of the contract. The State Project Manager will be primary point of
contract for the Vendor and business user and will interact with the

Vendor to address questions or concerns encountered by users as
they arise.

Primary Responsibilities include:

4.2.1.1. Leading the Project;

4.2.1.2. Promoting the Project statewide;

4.2.1.3. Developing Project strategy and approach;

4.2.1.4. Engaging and managing all Vendors;

4.2.1.5. Managing significant issues and risks; and

4.2.1.6. Managing stakeholders' concerns.

4.3. A-4.3 State IT Manager-

The State IT Manager will provide IT support to the State Project Manager and
be the liaison for State IT requirements.

4.4. A-4.4 State technical support team

The State's Technical Support Team supports the current Safety Database tracking
software. During this project this team will serve as subject matter experts and will be
heavily involved in early planning and design activities for the System Tracking
replacement environment.

Primary responsibilities include:

4.4.1. Supporting the project as a technical resource and subject matter
expert;

4.4.2. Assisting with data conversion planning and design;

4.4.3. Assisting with data clean-up prior to conversion; and

4.4.4. Assisting in the development of system security, operational support
models, and system architecture planning activities.

2019-043/RFP-2019-DPHS-19-DATAA - Appendices
Page 4 of 112



Attachment #2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX A: BACKGROUND INFORMATION

4.5. A-4.5 Business Process Owners

The State's Business Process Owners will serve as subject matter experts and
will be heavily involved throughout all aspects of the implementation.

Primary responsibilities include:

4.5.1. Participate in gap analysis work sessions:

4.5.2. Serve as subject matter experts in regard to the current system and
existing business processes;

4.5.3." Help define "to be" business processes;

4.5.4. Active involvement in testing activities; and

4.5.5. Serve as liaisons between business operational departments and
the Vendor's project team.

\  '

4.6. A-4.6 User Acceptance Testing (UAT) Team

N/A

Remainder of this page intentionaliy left blank
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APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL

CONSIDERATION

A Proposal that fails to satisfy the requirements in this section may be rejected without
further consideration.

1. B-1 Submission requirements

1.T.- The Proposal is date and time stamped before the deadline as defined in
Section 2: Schedule of Events. The Vendor has sent the proper number of
copies with the original version of the Proposal marked "ORIGINAL" and the
copies marked "COPY" as defined in Section 4.1; Proposal Submission,
Deadline, and Location Instructions.

1.2. The original Proposal includes a signed Transmittal Letter accepting all terms
and conditions of the RFP without exception.

1.3. The proposed escrow agreement shall be submitted with the Vendor's
Proposal for Review by the State.

2. B-2 Compliance with System Requirements

System requirements and Deliverables are listed in Appendix 0: System Requirements
and Deliverables in this RFP. The proposed Vendor's Solution must be able to satisfy
all mandatory requirements listed.

3. B-3 Current Use of Vendor Proposed Software - Current
Implemented Sites of Vendor proposed Software or
Solution <NOTE: IF APPLICABLE>

Components that constitute the Vendor's proposed Software or Solution suite must be
fully implemented and Operational in at least three (3) government entities comparable
in size and complexity to the State of New Hampshire within the last four (4). years.
The specific Vendor proposed Software version and functionality must be described.

4. B-4 Vendor Implementation Service Experience The
Implementation Vendor must have completed the Vendor proposed Software or
Solution Implementation for at least <three> (3) government clients comparable in
size and complexity to the State of New Hampshire within the last <four> (4) years.
The specific Vendor proposed Software or solution must be described.

5. B-5 Proposed Project Team

The proposed Project Team must include individuals with substantial experience in:

5.1. Each of the disciplines relating to his or her stated project role.
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5.2. Implementing a system that meets the requirements outlined in this RFP.

5.3. The discipline of effective Agile Project Management.

5.4. The discipline of effective risk and issue management.

5.5. The discipline of data analysis, data mining, data modeling, data
visualization, analytics and statistical analysis for like solutions.

5.6. The discipline of predictive and statistical analysis.

5.7. Operational support of government entities comparable in size and
complexity.

5.8. Successful system roll-out.

5.9. Compliance with <Regulations or Publications etc.>

5.10. Effective use of software change management best practice.

5.11. Effective use of defect tracking tools that allow for reporting on test results.

5.12. System modification in order to satisfy unique needs of the Health and
Human Services in New Hampshire.

5.13. Data privacy, data suppression (e.g. The discipline of data analysts, data
mining, data modeling, data visualization, data privacy, data suppression,
analytics and statistical analysis for like solutions.)

5.14. For the purpose of evaluating compliance with this requirement, the Vendor
team is permitted to include Subcontractors.

Remainder of this page Intentionally left blank
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APPENDIX 0: SYSTEM REQUIREMENTS AND DELIVERABLES

1.0-1 SCOPE OF WORK

See Section 1.1 Project Overview

2. C-2 REQUIREMENTS

Vendors shall complete the requirements checklist (Table C-2 General Requirements
Vendor Response Checklist). Table C-2 is included as an attachment to RFP 2019-
043.

3. C-3 DELIVERABLES

Vendors shall complete the response checklist Table C-3 Deliverables Vendor
Response Checklist.

3.1. Table C-3 Deliverables Vendor Response Checklist

Reference
Activity, Deliverable, or Milestone Deliverable Type

Projected Delivery
Date

planning AND PROJECT MANAGEMENT .

1 Conduct Project Kickoff Meeting Non-Software

2 Project Status Reports Written

3 Work Plan Written

4

Infrastructure Plan, including Software
and Hardware requirements

Written

5 Security Plan Written

6

Communications and Change

Management Plan Written
-

7 Agile Project Management Plan Written

9

Systems Interface Plan

and Design/Capability Written
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10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployment Plan Written

13

Comprehensive Training Plan

and Curriculum Written

14 End User Support Plan Written

16

Docuhrientatjon of

Operational Procedures Written

INSTALLATION ;

17 Provide Software Licenses if needed Written

18

Provide Fully Tested Data Conversion
Software or solution Software

19

Provide Software Installed, Configured,
and Operational to Satisfy State
Requirements - Software

TESTING

20

Conduct contiuous Integration and
continuous delivery testing plan Non-Software

22 Perform Production Tests Non-Software

23

Test In-Bound and

Out-Bound Interfaces Software

24

Conduct System Performance
(Load/Stress) Testing Non-Software

25

Certification of 3"^ Party Pen Testing and
Application Vulnerability Scanning. Non-Software

SYSTEM DEPLOYMENT,
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26

Converted Data Loaded Into Production

Environment Software

28 Conduct Training Non-Software

29 Cutover to New Software and solution Non-Software

30 Provide Documentation Written

31 Execute Security Plan Non-Software

OPERATIONS

32 Ongoing Hosting Support if applicable Non-Software

33

Ongoing Support & Maintenance if
applicable Software

34 Conduct Project Exit Meeting Non-Software

Remainder of this page intentionaiiy left blank
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE

RESPONSES

This section provides a series of technical topics that the State of New Hampshire will
consider in selecting a Solution for the Data Analytics Platform for Opioid Crisis.
Vendors must limit narrative responses describing the Software, Technical, Services
and Project Management topics defined for this Project. The following table identifies
specific topics for narratives. A page limit is identified for each topic. If a response to a
topic exceeds the page limit, the State will limit its consideration to the prescribed page
limit.

This section provides a series of topics related to the proposed Software Solution
described in RFP.

Topic Page Limit

'D-1 Proposed Software Solution

Topic 1 - Description of Solution 10

Topic 2 - Software Architecture 7

Topic 3 - Data Governance and Management 10

Topic 4 - User Friendliness and Usability 10

Topic 5 - IT Standards 2

Topic 6 - Data Import/Export and Migration 7

D-2 Technical, Services and Project Management Experience

D'2!1 Security and Protection of Data '

Topic 7 - System Security 10

Topic 8 - Backup and Recovery 2

Topic 9 - Assurance of Business Continuity 3

Topic 10 - Skills and Experience 10

Topic 11 - Project Management Methodology 10

D-2.2 State Personnel and Training. _ - J.,,.
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Topic Page Limit

Topic 12 - UserTraining Approach 3

Topic 13 - Preparation of State Staff 3

'D-2.3 Project Execution ' , •' !

Topic 14 - Implementation Approach 10

Topic 15-Testing 6 "

Topic 16- Migration Strategy 3

Topic 17 - Environment Setup 2

D-2.4 Project Management Cornpetence

Topic 18 - System Acceptance Criteria 6

Topic 19 - Status Meetings and Reports 3

Topic 20 - Risk and Issue Management 3

Topic 21 - Scope Control 2

Topic 22 - Quality Assurance Approach 6

Topic 23 • Work Plan No Limit

D-2.5 Ongoing Operations

Topic 24 - Hosted or On Premise System 5

Topic 25- Support and Maintenance 2

1. D-1 PROPOSED SOFTWARE SOLUTION

1.1. Topic 1 - Description of Solution

Response Page Limit: 10

The State will evaluate whether the proposed Solution includes the required
features.

1.1.1. Provide a detailed description of your proposed Software Solution,
including features and functionality.
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1.1.2. Describe the approach for design, development and implementation
of the required solution functionality.Include this Information for each
functional requirements area; general system, business
requirements, data governance, project management, training,
migration and Inventory and training.

1.1.3. Provide specific details of the implementation strategy to meet all
functional requirements. Provide solution specific information
Including a web based demonstration of the solution. Generic and
marketing description will be considered as insufficient responses.
Additionally, the Vendor Is to define their methodology for
developing design-level use cases and workflows to meet all
requirements.

1.1.4. As a part of the Implementation strategy. Identify and explain
functionality Implications associated with the phased
implementation. All functionality may be leveraged for programs
being Implemented post acceptance of the final delivery of services.
Define exception handling processes where appropriate as well as
any dependencies on existing systems or components of the new
Solution that are needed to provide the specified functionality.

1.1.5. Is your product used for a similar functionality at another State
agency? If so, provide a description of the system and environment.

1.1.6. In what ways does your proposed Solution adhere to the business
and technical requirements?

1.1.7. Is your product dependent on an existing solution not Included in this
proposal?

1.1.8. In what ways does your proposed solution Improve our current
enterprise data warehouse system capabilities?

1.1.9. In what ways does your proposed solution provide enhanced ease of
use for both the inspectors and the administrative users?

1.1.10. Provide an appendix with sales literature describing the functionality
of the proposed Software. Provide a table with references to pages
In" the appendix that describe functionality addressed for all
appropriate topics for narrative responses.

1.1.11. How does your solution meet best practices surrounding a
Development, Stage, Production environment requiring change
management practices between environments while meeting a goal
of continuous Integration and continuous delivery? Environments
required by the State are
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1.1.11.1. Development

1.1.11.2. Testing

1.1.11.3. Training

1.1.11.4. Production

1.1.12. How does your solution address sizing requirements in accordance
with planned use? Be inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors and other items as
required to comprehensively support the development and ongoing
operational effort.

1.1.13. How does the solution address the ability to pull real-time data from
multiple sources and display/track progress over time toward
specific goals?

1.1.14. Provide examples of parameters in your presentation that are
configurable by the end-user.

1.1.15. Describe the solutions drill-down capability that will support detail
level data displays.

1.1.16. Describe the proposed solution's ability to provide static/historical
and dynamic (i.e. real-time) reporting for all program and functional
areas.

1.1.17. What types of built-in (pre-defined) and end-user definable (ad-hoc)
reporting capabilities are included in the proposal?

1.1.18. What types of graphical data presentations (e.g., CIS) will the
proposed solution offer?

1.1.19. How does the proposed solution provide user-defined reporting
views / screens based upon different roles, security profiles, etc. of
various stakeholders?

1.1.19.1. How does configuration for this functionality occur within
the proposed solution?

1.1.20. What is the proposed solution's capability for end-user report / data
exportation at the report and raw data levels? The proposed solution
will export to: Excel, CSV, XML, PDF as well as integrate with
current technology solutions to include Tableau.

1.1.21. How will the solution allow for statistical analysis on population-
based and client based information to drive service, program and
overall business decisions?
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1.1.22. Describe the model summarizing your understanding of how the
data relates to the focused population.

1.1.23. Describe the solutions and structure of data security (PHI or data
suppression requirements) for external (anonymous) and internal
(role-based) access and uses.

1.1.24. How will the solution allow for statistical analysis (e.g. R
Proaramming) on population-based and client based information to
drive service, program and overall business decisions?

1.1.25. Describe how your solution will be used to deliver an Opioid Crisis
Dashboard based upon the following model:

o
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1.1.26. Address how your solution will address the following examples of
functionality:

■ 1.1.26.1. Examples on how holistic analysis of multiple data sets
could be utilized

1.1.26.1.1. Identifying High Risk Individuals and Groups
(demographics) by Area (geographic)

1.1.26.1.2. Utilizing data to mitigate risk and progression
to misuse / targeting early intervention
service to mitigate progression to addiction

Reference Names / Purpose Objective Data
Source

Owner

1 Conducting syndromic analysis to Identify
DODulations most at Risk for Enaaoino in
Substance Misuse.

Utilizing multiple data sources to more
strategically and efficiently target prevention
strategies and programmihg toward high risk
groups within youth, young adult, adult and
older adult populations, residing in certain
geographical areas, that put them at greater
risk for initiating substance misuse and

Utilizing data to
more effectively
and efficiently
target resources
for prevention
strategies &
programs that
target populations
and areas at
greatest risk for

Vital
Records

CD
Deaths

TEMSIS

AHEDD

SVI

NAS

SOS

DOJ/OCME

DOS/EMS

DHHS

DHHS

DHHS

DCYF
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progressing to misuse, addiction and related
consequence

engaging in

substance misuse

to prevent
progression and
related familial,
social and

financial

consequence to
them, their

communities and

the state as

whole.

data

Child

Protect.

Grim.

Just

All

Claims

DOS/Court

DHHS

Identifying individuals' already engaging in
substance misuse but not yet meeting
diagnostic criteria for addiction.

To utilize effective lower cost early intervention
services to prevent progression to addiction and
related consequence. Including fatal and non-
fatal overdose, impacts on families and
communities (including institutions), causing or
exacerbating other behavioral health and or
medical conditions and causing or exacerbating
involvement with criminal justice, child welfare
and or other social service systems.

Developing risk
factor algorithms
utilizing All
Claims. DCFY,
Hospital
Discharge Data
to analyze a host
of co-morbid

medical .
conditions

(disease,
accidents/injury)
associated with

substance misuse

cross referencing
with Pll and DID

level risk factor

multipliers to
target early
intervention

directed at these

individuals to

reduce risk and

progression to
SUD.

All

Claims

Child

Protec.

AHEDD

DHHS

DHHS

DHHS

SVI

1.1.27. Utilizing data to mitigate the progression from risk to misuse and to
addiction and death - Crisis Intervention / Case Management

Reference Names / Purpose Objective Data

Source

Owner

1 Identifvino Pooulations at Risk for Ooioid

Overdose.

Reducing / preventing fatal and non-fatal
Opioids (and polysubstance) overdose by

Using data to
more

strategically and
efficiently reach
out to groups at

Vital

Records

OD Deaths

TEMSIS

SOS

DOJ/OCME

DOS/EMS
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identifying high risk orouDS greatest risk to
prevent fatal
and non-fatal

opiold overdose

AHEDD DPHS

Identifying Individuals at Risk for Opioid
Overdose.

Reducing fatal and non-fatal Overdose by
mitigating risk for individuals with multiple risk

factors for opioid overdose

Identify and
conducting crisis
intervention /

intensive case

management
services /

Naloxone kits;

targeting
individuals at

greatest risk for
fatal and non-

fatal opioid
overdose

Same as

above +

PDMP and

All

Claims Data

OTP Data

Same as

above +

BOP

DHSS

DHHS

Using data for Naloxone distribution to those
at greatest risk for overdose

Reducing / preventing fatal and non-fatal
Opioids overdose by making Naloxone
directly available to individuals that are
continuing illicit opioid use while receiving
SUD treatment from Programs administered
by BDAS / DHHS or from MAT services
provided Opioid Treatment Programs (OTPs)

Using data to be
more strategic
and efficient in

broadly
distributing
Naloxone Kits to

groups at
greatest risk and
directly to
individuals at

greatest risk for
opioid overdose

WITS IT

system

Individual

Overdose

Risk

Assessment

data

DHHS

DHHS

Emerging Threats / Situational Awareness
Reports

Utilizing multiple
data sets for

situational

awareness and

to identify
emerging threats
before there are

outbreaks that

pose a threat to
health and safety

To be

determined

1.1.28. Utilizing Data to Inform Policy - Strategic Planning - Programming
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1.1.28.1. Data analysis outlined above can be utilized to identify
categories (population level strategies, prevention, early
intervention, SUD / MAT treatment, crisis intervention
and recovery services) and types of integrated /
coordinated services that will best meet the

Department's overall quality and outcomes objectives

1.1.29. Determining the Effectiveness of Policies - Strategies and Services

1.1.29.1. By particular elements (examples: Prescribing
regulation, NH PDMP program, school based
substance misuse prevention programs, SUD treatment
Services, or at a systems level (the effectiveness of the
system overall)

1.1.30. Utilizing data to report out on client demographics, provider process
and quality data and client outcomes

1.1.30.1. Client demographic data by provider process data
(locations, type and quantity of services provided),
quality and cost of services and client outcomes.

1.2. Topic 2 - Software Architecture

'  Response Page Limit: 7
The State will evaluate the degree to which the architecture can be supported
over an extended period, including the ease of support.

Provide a description of the technical architecture of the proposed Solution.

1.2.1. What are the benefits of your proposed platform?

1.2.2. Is the proposed solution based upon a 3-tiered, browser-based
architecture?

1.2.3. Does any part of the proposed Solution require Software (other than
a browser) to be installed on the client workstation? If yes, describe
Software that must be installed and the access authorization level

required to install it.

1.2.4. What add-on or third-party Software is required to support the
functionality desired by the State?

1.2.5. What programming languages are used for development,
configuration, and customization of the proposed Solution?

1.2.6. What components of the Software, such as middleware, are
proprietary?

1.2.7. Is your solution dependent on open source software?
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1.2.8. What is the growth potential of the proposed Systerri?

1.2.9. What is the timeframe for technical obsolescence of the proposed
Software? (For the purpose of this question, the version of the
proposed Software would be considered obsolete when support is
no longer available.)

1.2.10. How will the proposed solution allow for end users to share
dashboards to social media (e.g. Twitter, Facebook, Google+ or
other social media websites)?

1.3. Topic 3 - Data Governance and Management

Response Page Limit: 10

The State will evaluate the degree to which the governance plan will be adopted
and streamline as well as provide a Department and Statewide direction to keep
pace with evolving demands.

Data Governance and Management should include but not be limited to the
following:

1.3.1. How will your solution meet the departments needs to establish a
robust governance structure for its strategic move to implement a
managed infrastructure and enterprise Data Analytics Platform
(DAP)?

1.3.2. How will this solution increase delivery of business benefits for New
Hampshire, including faster time-to-market, lower costs, better
consistency, and increased agility?

1.3.3. How will the solution change the planning, development, and
operation of application systems, and require new methods of
collaboration among project teams within the Department?

1.3.4. What will be the base structure of the Governance process and how
will it ensure that the infrastructure, shared business and technical
services being deployed will become shared assets across all the
agencies in State of New Hampshire?

1.3.5. How will the solution address a systematic method for the'
Department to make decisions?

1.3.6. What will your process be to identify who has the authority to make
decisions, establish the precepts (i.e., principles, policies, standards,
and guidelines) that influence decisions?

1.3.7. How will the solution reduce risks and ensure that people
'  accomplish the State's strategy, goals, and priorities?
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1.3.8. How will the solution implement, and subsequently optimize
governance for compliance by balancing between directives that
require interpretation (people make such decisions) and routine or
repetitive directives (computer systems best perform these
decisions)?

1.3.9. What tools and/or technologies will be required to enable DAP
Governance within the State?

1.3.10. How will your solution provide a strategy that enables the State to
document the roles and responsibilities, as well as provide the
recommendations required staffing for the day to day design,
development and implementation of the Department Enterprise DAP
solution.

1.3.11. How will your solution address the Department's roles and
responsibilities, as well as providing the required staffing for the day
to day design, development and implementation of the Department
Enterprise DAP solution?

1.3.12. How will your solution fill, leverage as well as, if applicable, re-define
the following roles?

1.3.12.1. Architects: seasoned professionals with a - wide
knowledge of the IT infrastructure, and have gone
through long implementation cycles for complex
business requirements. Architects are the "nervous
system" of the DAP Competency Center and its
permanent connection to the business; at the same time,
sitting with the developers, architects stay involved in
implementation issues, which keeps their vision up-to-
date. Architects also play a key role with developers in
selecting DAP and integration technologies for future
projects.

1.3.12.2. Developers: . provide detailed internal applications
knowledge. During the early stage of the DAP
Competency Center, developers and architects must
agree on the scope of decision making. More-senior
developers typically provide day-to-day project
management for DAP projects. Security skills are also
necessary, especially when Pll is involved. Statistical
analysis skills are also necessary.
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1.3.12.3. Quality assurance (OA): responsible for testing the
integration work being implemented. Although the QA
staff should leverage its experience in application
development projects, they will face different challenges
when testing DAP and integration projects. The team will
learn DAP and, integration-specific QA skills (for
example, exception testing for integration middleware
message queue overflow).

1.3.12.4. Database Administrators should be included in the DAP

Competency Center. Work streams three, four and five
involve data integration from different sources. As the
integration work beyond the three work streams
differentiates further into multistep integration and
composite applications, data modeling expertise and
enterprise data knowledge will continue to be crucial,
especially when" complex entities, such as the single
view of the citizen/consumer become established assets

of the DAP Competency Center.

1.3.12.5. Operations and system administration staff should
participate at least for the initial three to six months of
the operation of the integrated solution. Once integration
projects complete successfully, they will be moved into
production. Because of the presence of development
and QA staff in the DAP Competency Center, it will be
easier to solve day-to-day issues, and the operation of
the solution will be smoother. Operations staff in the
DAP Competency Center must also agree to specific
configuration management issues with other groups (for
example, development, application Vendors and
integration products), before the integrated solution is
moved to production.
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1.3.12.6. Business analysts, or business-process owners, are
required for the DAP Competency Center when business
process management or business activity monitoring
requirements are present and, in general, when the DAP
Competency Center starts to demonstrate business
value. Architects always sit between business and the IT
department, while business analysts live in the business.
Business analysts' involvement is crucial to DAP
Competency Center activities, such as the definition of
high-level, coarse granularity reusable services in a
service-oriented architecture (DAP), or the setup of an
electronic channel to exchange business information
with state partners.

1.3.13. How will the proposed DAP governance solution provide decision-
making guidance for all stages in the service lifecycle-from planning

'  to retirement?

1.3.14. How will the solution address specific lifecycle stages and issues
associated with the following?

1.3.14.1. . User Security Management Services

1.3.15. How will the solution ensure strategic alignment between the
deployed technology and the future-state business processes and
operational model?

1.3.16. What is the proposed change control process for considering and
accepting or denying changes (policy, planning, design, processes,
etc.) throughout the project?

1.3.17. How will the proposed solution develop and obtain buy-in for a
stakeholder and communication management plan?

1.3.18. How will your methodology address organizational assessments and
gap analyses for the affected divisions and programs and facilitate
the development of appropriate organizational structures and job
descriptions?

1.4. Topic 4 - User Friendliness and Usability

Response Page Limit: 10

The* State values Software that is compatible with its intended user's ability to
use it easily and successfully.

1.4.1. To what extent is the Software used in the proposed solution
intuitive based on the likelihood that the user has experienced other
applications with similar graphic user interfaces.
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1.4.2. How efficient is the Software in terms of the number of operations
required to perform basic tasks.

1.4.3. How does the Vendor's proposed training process support the
application.

1.4.4. How much time is required to make new users fully functional and
able to input into the system?

1.4.5. Explain any function driven capabilities that exist in the proposed
application.

1.4.6. How does the solution address advanced analysis such as
predictive analysis, root cause analysis, actionable information to
determine cost effectiveness, identification of "hotspotters" (clients in
communities with multiple complex health conditions who are high-
utilizers of care, services, etc.)?

1.4.7. How will a user guidance and/or help functions be developed into
the system?

1.5. Topic 5 - IT Standards

Response Page Limit: 2

The State will evaluate the degree to which IT standards used in the Vendor
provided product are compliant with other State Systems, or utilize existing State
standards.

The proposed Solution must comply with Open Standards and Open Data
Formats as mandated by RSA chapter 21-R: Open Standards (HB418 2012).

1.5.1. Describe the degree to which your solution complies with information
technology standards mentioned on the State of NH web site;
http;//www.nh.gov/doit/vendor

. 1.5.2. Is the proposed application considered Open Source Software?

1.5.3. Does it comply with Open Standards, including but not limited to
Open Data Formats?

1.5.4. Describe the degree to which the proposed Solution meets the
requirements of RSA chapter 21-R:10, 21-R:11, 21-R:13.

1.5.5. Identify what industry standards are incorporated in to the Solution.

1.5.6. Identify whether standards employed are national in origin or are
unique to the proposed Software.

1.6. Topic 6 - Data Import/Export Standards and Migration

Response Page Limit: 7
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The State will evaluate the ease of interfacing with our current Data import and
export layouts for Data exchange.

The State anticipates that this system will expand to be leveraged and interfaced
by any department within the state as well as external organizations based on
approved and compliance based data sharing agreements. Describe the
mechanisms and tools included in the proposed System to implement these
interfaces. Be sure to address the following aspects of this topic:

1.6.1. What types of interfaces are possible with the proposed System
(e.g., online, batch, etc.)?

1.6.2. What file and database formats can the solution receive?

1.6.3. What Data is available to other systems? What Data may be
imported/updated from other systems and how is this managed?

1.6.4. What data (if any) isn't available for import/export and how is this
managed?

1.6.5. What tools are provided with the System for the development of
interfaces?

1.6.6. What scheduling tools are required for initiation of interfaces? Are
these tools included with the proposed solution?

1.6.7. Are there any constraints upon the timing of batch interfaces?

1.6.8. Does the System employ standard definitions or file layouts for
interfaces? If so, include a sample in an appendix.

1.6.9. What standard interface formats are used with the proposed
Software? What degree of flexibility is available?.

1.6.10. How does your solution meet the objective of providing a seamless
and productive environment for users.

1.6.11. How does your solution meet all mandatory State requirements and
is consistent with the standards and requirements detailed in this
RFP.

1.6.12. How does your solution meet the requirement of the provision of
development, testing/verification, training, certification, and
production environments to be used to develop, deploy, maintain,
and operate the integrated system.

1.6.13. How will the proposed solution provide the State of New Hampshire
the processes, tools and training to be able to continue the
integration of data sources into the Data Analytics platform?
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2. D-2 Technical, Services and Project Management
Experience

2.1. D-2.1 Security and Protection of Data

2.1.1. Topic 7 - System Security

Response Page limit: 10

The State will evaluate the degree to which System issues can be
avoided.

Software Systems must be reliable, regardless of how they are
delivered. The State's workers and citizens expect government Services
and information to be reliable and available on an ongoing basis to
ensure business continuity.

The State must ensure that appropriate levels of security are
implemented and maintained in order to protect the integrity and
reliability of its Information Technology resources, information, and
Services. State resources, information, and Services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks,
Systems and Data.

The State will evaluate the degree to which the proposed System is
designed and architected to ensure the confidentiality and integrity of its
valued asset. Data.

2.1.1.1. Describe the System security design and architectural
features incorporated into the proposed Software. At a
minimum, discuss the following:

2.1.1.1.1. The identification and authentication

methods used to ensure that users and any
interfacing applications are identified and
that their identities are properly verified.

2.1.1.1.2. The authorization methods used to ensure

that users and client applications can only
access Data and services for which they
have been properly authorized.

2.1.1.1.3. The immunity methods used to ensure that
unauthorized malicious programs (e.g.,
viruses, worms and Trojan horses) do not
infect the application.
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2.1.1.1.4. The methods used to ensure that

communications and Data integrity are not
intentionally corrupted via unauthorized
creation, modification or deletion.

2.1.1.1.5. The methods used to ensure that the parties
to interactions with the application cannot
later repudiate or rebut those interactions.

2.1.1.1.6. The Intrusion Detection methods used to

ensure the detection, recording and review
of attempted access or modification by
unauthorized individuals.

2.1.1.1.7. The privacy methods used to ensure that
confidential Data and sensitive

communications are kept private.

2.1.1.1.8. The System maintenance methods used to
ensure that System maintenance does not
unintentionally disrupt the security
mechanisms of the application or supporting
hardware.

2.1.1.1.9. The testing methods conducted to load and
stress test your Sof^are or Solution to
determine its ability to withstand Denial of
Service (DoS) attacks.

2.1.1.1.10. The ability of your Software to be installed in
a "locked-down" fashion so as to turn off

unnecessary features (user accounts,
operating System services, etc.) thereby
reducing the Software's security
vulnerabilities and attack surfaces available

to System hackers and attackers.

2.1.1.1.11. The notification and escalation process in
the event of an intrusion.

2.1.1.2. Describe the System assurance provisions incorporated
into the proposed Software. At a minimum, discuss the
following;

2.1.1.2.1. What process or methodology is employed
within the proposed Software to ensure Data
integrity?
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2.1.1.2.2. To what degree does your approach rely on
System assurance capabilities of the
relational database management system
(ROMS)?

2.1.1.2.3. If multiple databases are employed, what
extra procedures are employed to ensure
synchronization among databases?

2.1.2. Topic 8 - Backup and Recovery

Response Page Limit: 2

The State will evaluate the degree to which proposed backup and
recovery processes protect mission-critical Data, ease of use of these
processes, and impact of these processes on operation of the System.

The State seeks a sound backup and recovery provision as part of the
Solution. Describe the tools used for backup and recovery of
applications and Data. Describe the impact of the proposed backup
process on the operation of the System. Also, address the following;

2.1.2.1. Use of and method for logging and journaling;

2.1.2.2. Single points of failure and recommended approaches
for their elimination;

2.1.2.3. Approach to redundancy;

2.1.2.4. Please enumerate your high-level methodology for
creation of a Disaster Recovery Plan; and

2.1.2.5. Impact of Software license fees.

2.1.3. The State believes that additional Software license fees solely
related to redundancy for backup and recovery would be
inappropriate. If the Proposal differs from this standard, describe and
provide rationale for the difference.

2.1.4. Topic 9 - Assurance of Business Continuity

Response Page Limit: 3

The State will evaluate the degree to which the proposed plan to assure
business continuity mitigates risk to the State, and it's potential for
Implementation (cost effective and easy to implement).
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2.1.4.1. The State intends to consider provision for assurance of
business continuity as an optional component of the
Solution. Please provide a plan for business continuity if
a disaster occurs at the data center that is hosting the
proposed Solution. This is an optionaTrequirement and
will be included or excluded depending on any additional
cost associated,with the plan.

2.1.4.2. The State believes that additional Software License fees'
solely related to redundancy for assurance of business
continuity would be inappropriate. If the Proposal differs
from this standard, describe and provide rationale for the
difference.

2.1.4.3. Please enumerate -your high-level methodology for
creation of a Business Continuity Plan.

2.1.5. Topic 10 - Skills and Experience

Response Page Limit: 10

The State will evaluate the degree to which the proposed Solution
provides for the skills and experience to meet the requirements in this
RFP.

2.1.5.1. Describe in detail the skills and experience that your
vendor will bring to the State to assist in meeting the
requirements and narrative included in this RFP.

2.1.5.2. Describe at least two (2) other solutions that you have
completed that relates to the requirements for this RFP

2.1.5.3. Describe the manner in which users and system
administrators can view transactional Data.

2.1.5.4. Please describe your experience with organizations
similar to the Health and Hurhan Services and discuss

what historical data they have and have not
converted/migrated into the new system.

\

2.1.5.5. How many years of historical data is typically converted
in a project similar to this one? Describe how you will
help Health and Human Services determine the right
number of years to convert.

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 5
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The State will evaluate the Vendor's approach to project management
methodology.

2.1.6.1. Describe the methodologies used for organizing teams
to implement solutions in an iterative Agile methodology.

2.1.6.2. Describe how your approach meets the requirements for
project management and testing the security of the
Software application and hosting environment.

2.1.6.3. How can you ensure the security and confidentiality of
the State Data collected on the system?

2.1.6.4. What security validation Documentation will be shared
with the State?

2.1.6.5. Do you use internal or external resources to conduct
security testing?

2.2. D-2.2 State Personnel and Training

2.2.1. Topic 12 - User Training Approach

Response Page Limit: 3

The State will evaluate whether the training approach is likely to prepare
users adequately to use the new System from the day of deployment,
including maximum knowledge transfer to allow the State to conduct its
own training in the future.

The State understands the importance of training for a successful
Software Implementation. The State seeks a detailed discussion of
training alternatives in addition to a recommended training approach.

2.2.1.1. Describe the process for an assessment of needs;
identifying casual, power, and specialty users;
developing a curriculum for each audience; and
conducting, evaluating, and refining training courses.

2.2.1.2. Questions to address include, but are not limited to, the
following:

2.2.1.2.1. What type of training (instructor led vs.
computer based) will be used for each
purpose and why?

2.2.1.2.2. What methods will be employed to evaluate
training activities? :

2.2.1.2.3. How will training be coordinated with other
user support activities?
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2.2.1.2.4. Will manuals be adequate to enable trained
users to research answers to their own

questions?

2.2.1.2.5. If the perception is that they are not
adequate, can those manuals be quickly
revised?

2.2.1.2.6. How will the State be prepared to conduct
ongoing training after Implementation is
completed?

2.2.1.2.7. Are training manuals on-line and maintained
as part of a maintenance agreement?

2.2.2. Topic 13 - Preparation of State Staff

Response Page Limit; 3

The State will evaluate whether the provisions to prepare State staff
participating in the Project will enable the staff to contribute
appropriately.

2.2.2.1. Describe how State staff assigned to the Project Team
will be prepared to contribute.

2.2.2.2. Provide an overview of Project Team interactions and
dependencies between functions.

2.3. D-2.3 Project Execution

2.3.1. Topic 14 - Implementation Approach

Response Page Limit: 10

The State will evaluate the quality of analysis, reasonableness, and
flexibility evident in the proposed Implementation approach.

Provide one or more feasible Implementation plans. For each plan
provided:

2.3.1.1. Identify timeframes for major milestones, including timing
for discontinuing legacy Systems if applicable;

2.3.1.2. Discuss cost implications of the plan, including
implications on maintenance fees; and

2.3.1.3. Address the level of risk associated with the plan.

2.3.1.4. What are the highlights (key selling points) of your
proposed approach?
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2.3.1.5. What makes your proposed implementation approach
unique in consideration of your competitors?

2.3.1.6. To assist the State in evaluation of the Implementation
Plan or plans discussed, identify the Implementation
Plan used as a basis for the cost Proposal.

2.3.2. Topic 15- Testing

Response Page Limit: 6 - Appendix Required

The State will evaluate the quality of support the Vendor will supply to
assist State testing staff and the effectiveness of the proposed Defect
tracking and resolution process. The ability of the State Project
leadership to participate in analysis, classification, and establishment of
priorities for suspected Defects will also be evaluated.

State staff will conduct Acceptance Testing, but support from the
selected Vendor is required; refer to Appendix G-2: Testing. To define
the type of support that will be provided, address the following questions:

2.3.2.1. Describe your testing methodology and include a
proposed test plan.

2.3.2.2. Will configured Software be delivered in functional
components for State Acceptance Testing?

2.3.2.3. How much time should the State allow to complete User
Acceptance Testing of a component?

2.3.2.4. What test management and test driver tools will be
employed in quality assurance testing prior to delivery of
code to the State? Will these tools be available to the

State for use in Acceptance Testing?

2.3.2.5. What support will be provided to prepare State staff
during Acceptance Testing? How will on-site support for
the State testing team be provided?

2.3.2.6. How will members of the testing team be prepared to
test the configured Software?

2.3.2.7. What Documentation of configured Software will be
available to the testing team?

2.3.2.8. Based on experience in similar Projects, how many and
what types of Defects are likely to be encountered in
Acceptance Testing? (Include metrics from other
Projects to support this response.)

2019-043/RFP-2019-DPHS-19-DATAA • Appendices
Page 32 of 112



Attachment #2, Agency RFP with Addendums

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS ■ RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX D: TOPICS FOR MANDATORY AND NARRATIVE RESPONSES

2.3.2.9. How much time is available for comprehensive testing
and correction of Defects prior to Implementation?
Based on metrics from similar Projects, is it sufficient?
(Provide information from other Projects to support this
response.)

2.3.2.10. If frequency exceeds the expected level, what corrective
actions will be instituted?

2.3.2.11. How quickly will a suspected Defect be investigated, and
, what classifications are planned for suspected Defects?

2.3.2.12. How quickly will Software Defects be corrected?

2.3.2.13. What specific Software tools will be used to isolate
performance problems?

2.3.2.14. What tools will be used to document and track status of

suspected Defects? -

2.3.2.15. Will these tools be available to the State after the Project
is completed?

2.3.2.16. What role will the State play in classification and
prioritization of Defects?

2.3.2.17. Will System performance be measured and documented
using the State's infrastructure and Data? If yes, how?

2.3.2.18. Provide a sample User Acceptance Test Plan from a
completed Project as an appendix.

2.3.2.19. Testing Prior to UAT;

2.3.2.19.1. The State has a specific approach it
generally requires for testing. Please read
Appendix G2 (Testing Requirements) for this
approach. Please describe your typical
testing methodology and how challenging
you feel it may be to adopt the State's
standard.

2.3.2.19.2. Utilize the first five pages of this topic to
describe the approach you have proposed to
testing. Be sure to cover as applicable;

2.3.2.19.2.1. Installation and Environment Testing

2.3.2.19.2.2. Unit Testing

2.3.2.19.2.3. System Testing
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2.3.2.19:2.4. Regression Testing

2.3.2.19.2.5. Performance Tuning and Stress Testing

2.3.2.19.2.6. Data Conversion Testing and Data Validation

2.3.2.19.2.7. Security Review/Testing

2.3.2.19.3. What test management and test driver tools
will be employed in quality assurance testing
prior to delivery of code to the State? Will
these tools be available to the State for use

in Acceptance Testing?

2.3.3. Topic 16 - Migration Strategy

Response Page Limit: 3

The State will evaluate the degree to which the Vendor will ensure that Data
conversion is effective and impacts State staff to the minimum extent possible.

2.3.3.1. It is our assumption that the Data Conversion/Migration
Plan is a deliverable that will ultimately lay out the plan
required to convert and migrate data from Health and
Human Services systems to the new environment.
Please discuss your high-level approach to carrying out
data conversion/migration activities. Be sure to discuss
software tools and processes used to support this effort.

2.3.3.2. Describe the approach that will be used for assessing
Data quality and conducting Data cleansing prior to
conversion. Please be sure to include whose

responsibility it ■ will be and the 'process you are
proposing to deal with incomplete records in the legacy
system.

2.3.3.3. Discuss the use of automated tools in Data conversion.

When will automated tools be used? When will manual

intervention be required?

2.3.3.3.1. What data do you know will be challenging
to convert/migrate and why? What special
approach will you recommend as part of the
planning document to help reduce the
impact of this challenge on this project?
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2.3.3.3.2. Please discuss your approach to working
with the Agency to document a data
conversion/migration plan and process.
Please also describe how you will determine
how much historical data is available and

what is appropriate to be made available
within the new system.

2.3.3.3.3. Define expectations for State and Vendor
roles during the development of the data
conversion/migration plan and process.

2.3.3.3.4. What lessons learned can you share with us
from other implementations that are
important to understand as part of
development of the data
conversion/migration plan and process?

2.3.4. Topic 17 - Environment Setup

Response Page Limit; 2

The State will evaluate whether proposed environments are sufficient to satisfy
Project needs, including phased Implementation.

2.3.4.1. Describe the different Software and hardware

environments required for the concurrent development,
testing, and production of the proposed Solution.
Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.3.4.2. The State believes that additional Software License fees

solely related to establishing environments for normal
development lifecycle would be inappropriate. If the
Proposal differs from this standard, describe and provide
rationale for the difference.

2.3.4.3. Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.4. D2.4 Project Management Competence

2.4.1. Topic 18 - System Acceptance Criteria

Response Page Limit: 6
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The State will evaluate whether proposed Acceptance criteria will assure the
State that the new System is functioning effectively before being turned over
for State for User Acceptance Testing.

2.4.1.1. Propose measurable criteria for State final Acceptance
of the System.

2.4.1.2. - Discuss how the proposed criteria serve the interest of
the State.

2.4.2. Topic 19 - Status Meetings and Reports

Response Page Limit: 3 - Appendix Required

The State will evaluate the degree to which Project reporting will serve the
needs of State Project leaders.

The State believes that effective communication and reporting are essential to
Project success. At a minimum, the State expects the following:

2.4.2.1. Introductory Meeting: Participants will include Vendor
Key Project Staff and State Project leaders from both the
Health and Human Services and the Department of
Information Technology. This meeting will enable
leaders to become acquainted and establish any
preliminary Project procedures.

2.4.2.2. Kickoff Meeting: Participants will include the State and
Vendor Project Teams and major stakeholders. This
meeting is to establish a sound foundation for activities
that will follow.

2.4.2.3. Status Meetings: Participants will include, at a minimum,
Vendor Project Manager and the State Project Manager.
These meetings, which will be conducted at least
biweekly, will address overall Project status and any
additional topics needed to remain on Schedule and
within budget. A status and error report from the Vendor
will serve as the basis for discussion.

2.4.2.4. The Work Plan: must be Reviewed at each Status

Meeting and updated, at minimum, on a biweekly basis,
in accordance with the Contract.

2.4.2.5. Special Meetings: Need may arise for a special meeting
with State leaders or Project stakeholders to address
specific issues.
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2.4.2.6. Exit Meeting: Participants will include Project leaders
from the Vendor and the State. Discussion will focus on

lessons learned from the Project and on follow up
options that the State may wish to consider.

2.4.2.7. The State expects the Vendor to prepare agendas for
and minutes of meetings. Meeting will include an
updated Work Plan. Drafting of formal presentatioris,
such as a presentation for the kickoff meeting, will also
be a Vendor responsibility.

2.4.2.8. Vendor shall submit status reports in accordance with
the Schedule and terms of the Contract. All status

reports shall be prepared in formats approved by the
State. The Vendor's Project Manager shall assist the
State's Project Manager, or itself produce reports related
to Project Management as reasonably requested by the
State, all at no additional cost to the State. Vendor shall

produce Project status reports, which shall contain, at a
minimum, the following:

2.4.2.8.1. Project Status as it relates to Work Plan

2.4.2.8.2. Deliverable status

2.4.2.8.3. Accomplishments during weeks being
reported

2.4.2.8.4. Planned activities for the upcoming two (2)
week period

2.4.2.8.5. Future activities

2.4.2.8.6. Issues and Concerns requiring resolution

2.4.2.8.7. Report and remedies in case of falling
behind Schedule

2.4.2.9. Be sure to cover the following:

2.4.2.9.1. Timing, duration, recommended participants
and agenda for the kickoff meeting:

2.4.2.9.2. Frequency and standard agenda items for
status meetings;

2.4.2.9.3. Availability for special meetings; and

2.4.2.9.4. Agenda for the exit meeting.
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2.4.2.10. As an appendix, provide an example of status reports
prepared for another Project. Names of the Project and
of any individuals involved may be removed.

2.4.2.11. As reasonably requested by the State, Vendor shall
provide the State with information or reports regarding
the Project. Vendor shall prepare special reports and
presentations relating to Project Management, and shall
assist the State in preparing reports and presentations,
as reasonably requested by the State, all at no additional
cost to the State.

2.4.3. Topic 20 - Risk and Issue Management

Response Page Limit: 3

The State will evaluate the extent to which the proposed approach will
contribute to the timely identification and effective action on issues and risks.
The State will also evaluate whether the approach recognizes and addresses
appropriate State involvement in risk and issue management.

2.4.3.1. Provide proposed methodologies for risk and issue
management. Discuss State and Vendor
responsibilities. The State seeks a clear means to
compare planned versus actual status, including
percentages, at a sufficiently detailed level to ensure the
State can adequately monitor the progress of the
Project. Be sure to identify any essential time
constraints on State actions. Escalation procedures will
be defined in a Contract between the State and the

Vendor.

2.4.4. Topic 21 - Scope Control

Response Page Limit: 2

The State will evaluate the degree to which proposed modifications in scope
are scrutinized to ensure that only essential changes are approved. Evaluation
will also address the quality and timeliness of information that will be available
about a proposed scope change.

2.4.4.1. Suggest an approach for scope control. Describe how
the approach has been employed effectively on another
Project.

2.4.4.2. Demonstrate your firm's ability to manage scope creep
by discussing tools and methodologies, as well as past
Project experiences.
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2.4.5. Topic 22- Quality Assurance Approach

Response Page Limit: 6

The State will evaluate the degree to which proposed procedures will ensure
that Deliverables require limited modification when submitted for approval.

2.4.5.1. The State has identified three categories of Deliverables:

2.4.5.1.1. Written Deliverables, such as a training plan;

2.4.5.1.2. Software Deliverables, such a configured
Software module; and

2.4.5.1.3. Non-Software Deliverables, such as conduct
of a training course.

2.4.5.2. Describe the methodology that will be employed to
assure that each type of Deliverable is of high quality
before submission for State consideration. Discussion

should include but not be limited to:

2.4.5.2.1. Provision for State input to the general
content of, a Written Deliverable prior to
production;

2.4.5.2.2. The standard for Vendor internal Review of a

Written Deliverable prior to formal
submission; and

2.4.5.2.3. Testing of Software Deliverables prior to
submission for Acceptance Testing.

2.4.6. Topic 23 - Work Plan

Response Page Limit: None

The State will evaluate whether the Vendor's preliminary proposed Work Plan
includes a description of the Schedule, tasks. Deliverables, major milestones,
task dependencies, and a payment Schedule. The Work Plan shall also
address resource allocations (both State and Vendor team members). This
narrative should reflect current Project Management "best practices" and be
consistent with narratives on other topics. The Software to be used to support
the ongoing management of the Project should also be described in the Work
Plan.
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The Slate sees a Work Plan as essential to reaching a comprehensive
agreement with a Vendor.' Consequently, the State will seek to refine the
proposed Work Plan prior to Contract approval with the selected Vendor and to
incorporate the refined Work Plan by reference into a Contract.

2.4.6.1. Provide a preliminary Work Plan depicting tasks, task
dependencies, Schedule, milestones. Deliverables, and
payment Schedule. Include the deliverables outlined in
Appendix C (System. Requirements and Deliverables)
and include other deliverables that you, based on past
experience, would recommend be developed on this
project.

2.4.6.2. Define both . proposed Written and Software
Deliverables. Include sufficient detail that the State will

be able to identify departures from the Plan in sufficient
time to seek corrective action. In particular, provide
information about staffing.

2.4.6.3. Describe all Deliverables to be produced in the Project.
Ensure that all Deliverables and milestones are identified

in the Work Plan. Identify and discuss the following:

2.4.6.3.1. ■ All assumptions upon which the Work Plan is
based;

2.4.6.3.2. Descriptions of recommended roles by
activity, and time required for both State and
Vendor members of the Project Team;

2.4.6.3.3. Assignments of members of the Vendor's
team Identified by role to specific tasks; and

2.4.6.3.4. Critical success factors for the Project.

2.4.6.4. Discuss how this Work Plan will be used and State

access to Plan details including resource allocation.

2.4.6.5. Discuss frequency for updating the Plan, at a minimum
weekly and for every status meeting. Explain how the
State will know whether the Project is on Schedule and
within budget.

2.5. D2.5 Ongoing Operations

2.5.1. Topic 24 - Hosted System If Applicable

Response Page limit: 5
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Describe the hosting plan including hardware and software platforms, software
utilities, telecommunications resources, security measures and business
continuity plans. Include a description of servers, computers, software,
programming capability and other equipment and technical resources which
will be used to design, develop, implement and maintain the application.

2.5.1.1. Provide the type and speed of the connection;

2.5.1.2. Information on redundancy;

2.5.1.3. Disaster recovery;

2.5.1.4. Security;

2.5.1.5. Interim staffing for peak help desk demand periods and
transition to a permanent arrangement;

2.5.1.6. Development of a help desk knowledge base; and

2.5.1.7. Metrics based on help desk inquiries.

2.5.2. Topic 25 - Support and Maintenance If Applicable

Response Page Limit: 2

The State will evaluate whether the Vendor's proposed support and
maintenance plan includes a description of the types and frequency of support,
detailed maintenance tasks - including Scheduled maintenance and upgrades,
and any other dependencies for on-going support and maintenance of the
system. This narrative should reflect current "best practices" for these tasks.

2.5.2.1. For how many of your clients do you provide typical
software maintenance and support in operational years
and what percent of your clients does this represent?

2.5.2.2. For how many of your clients do you provide support and
maintenance of the operational environment on behalf of
the State and what percent of your clients does this
represent?

2.5.2.3. What do you find to be the.optimal amount of support?

2.5.2.4. Describe how general support and maintenance skills
are transferred to State technical support personnel for
knowledge sharing.

2.5.2.5. Describe how are support and maintenance issues are
tracked detailing methodology and if any additional
software is required.

2.5.2.6. Describe process for maintenance of the general
knowledge base.

2019-043/RFP-2019-DPHS-19-DATAA - Appendices
Page41of112



Attachment #2, Agency RFP with Addendums

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

APPENDIX D: TOPICS FOR MANDATORY AND NARRATIVE RESPONSES

2.5.2.7. Describe any particular procedures required to handle
escalation and emergency calls.

2.5.2.8. Detail the plan for preventive maintenance and for
upgrade installations.

2.5.2.9. Detail the types and frequency of support tasks required.

Remainder of this page intentionally left blank
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APPENDIX E: STANDARDS FOR DESCRIBING VENDOR

QUALIFICATIONS

Vendor qualifications are important factors in selecting <CORbi Software and
accompanying Implementation and follow on support Services. To facilitate evaluation of
Vendor qualifications, the State seeks information about:

•  Corporate qualifications of each Vendor proposed to participate in the Project;

•  Proposed team organization and designation of key staff;

•  Individual qualifications of candidates for the role of Project Manager; and

•  Individual qualifications of candidates for other key staff roles.

This Appendix identifies specific information that must be submitted.

1. E-1 Required Information on Corporate Qualifications

information is required on ail Vendors who will participate in
the Project. Vendors submitting a Proposal must identify any
Subcontractor(s) to be used.

1.1. E-1.1 Vendor and Subcontractors

The Vendor submitting a Proposal to this Project must provide the following
information: .

1.1.1. E-1.1.1 Corporate Overview (2 page limit)

Identify the proposed role of the firm on the Project. Describe the major
business areas of the firm. Provide a high-level description of the firm's
organization and staff size. Discuss the firm's commitment to the public sector,
experience with this type of Project Implementation and experience in New
Hampshire.

1.1.2. E-1.1.2 Financial Strength

1.1.2.1. Provide at least one of the following:

1.1.2.1.1. The current Dunn & Bradstreet report on the
firm; or

1.1.2.1.2. The firm's two.most recent audited financial

statements; and the firm's most recent un

audited, quarterly financial statement; or
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1.1.2.1.3. The firm's most recent income tax return.

For example, either a copy of the IRS Form
1065, U.S. Retum of Partnership Income or
Schedule E (IRS Form 1040) Supplemental
Income and Loss (for partnerships and S
corporations) OR, IRS Form 1120, U.S.
Corporation Income Return. These forms
are typically submitted when a Vendor does
not have audited financial statements.

1.1.3. E-1.1.3 Litigation

Identify and describe any claims made by clients during the last ten (10) years.
Discuss merits, current status and, if available, outcome of each matter.

1.1.4. E-1.T4 Prior Project Descriptions (3 limited to 3 pages each)

Provide descriptions of no more than three (3) similar projects completed in the
last < four (4) years. Each Project description should include:

1.1.4.1. An overview of the project covering type of client,
objective, project scope, role of the firm and outcome;

1.1.4.2. Project measures including proposed cost, actual project
cost, proposed project schedule and actual project
schedule;

1.1.4.3. Names and contact information (name, title, address and
current telephone number) for one or two references
from the client; and

1.1.4.4. Names and project roles of individuals on the proposed
team for the New Hampshire Project that participated in
the project described.

1.1.5. E-1.1.5 Subcontractor Information

Vendors must provide information on any Subcontractors proposed to work on
this Project. Required information shall include but not be limited to:

1.1.5.1. Identification of the proposed Subcontractor and a
description of the major business areas of the firm and
their proposed role on the Project;

1.1.5.2. A high-level description of the Subcontractor's
organization and staff size;

1.1.5.3. Discussion of the Subcontractor's experience with this
type of Project;
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1.1.5.4. Resumes of key personnel proposed to work on the
Project: and

1.1.5.5. Two references from companies or organizations where
they performed similar services (if requested by the
State).

2. E-2 Team Organization and Designation of key Vendor
staff

Provide resumes of key personnel proposed to work on the Project and an
organizational chart depicting the Vendor Project Team. This chart should identify key
staff required from the Vendor, any Subcontractors, and the State.

Define the responsibilities and length of assignment for each of the roles depicted in
the organizational chart. Identify the positions that should be designated key staff.
Ensure that designation of key Vendor staff includes subject matter experts in the
following areas:

Data Analysis

Data Analytics

Data Quality

Statistics

Data Governance

User Experience (UX) and User Interface (Ul)

Data Modeling

Data Visualizations

Project Management

Training

Data Migration

A single team member may be identified to fulfill the experience requirement in multiple
areas.

2.1. E-2.1 State Staff Resource Worksheet

Append a completed State Staff Resource Worksheet to indicate resources
.expected of organization. Expected resources must not exceed those outlined in
Appendix A; Background Information ~ Section A-4: State Project Team. The
required format follows.
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Table E-2: Proposed State Staff Resource Hours Worksheet

State Role Initiation Configuration Implementation Close Out Total

Project Manager

Position 1

Position 2

Position 3

Position 4

Position 5

State Total

3. E-3 Candidates for Project Manager

Although the State recognizes that staff availability is somewhat uncertain,
qualifications of the Project Manager are particularly critical. Therefore, the State
requires that the Project Manager be identified with some degree of certainty.

For the Project Manager candidate, provide a resume not to exceed five (5) pages In
length addressing the following:

3.1. The candidate's educational background;

3.2. An overview of the candidate's work history;

3.3. The candidate's project experience, including project type, project role and
duration of the assignment;

3.4. Any significant certifications held by or honors awarded to the candidate; and

3.5. At least three (3) references, with contact information, that can address the
candidate's performance on past projects.

4. E-4 Candidates for key Vendor staff Roles

Provide a resume not to exceed ten (10) pages for each key Vendor staff position on
the Project Team. Each resume should address the following:

4.1. The individual's educational background;

4.2. An overview of the individual's work history;
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4.3. The individual's project experience, including project type, project role and
duration of the assignment;

4.4. Any significant certifications held by or honors awarded to the candidate; and

4.5. At least three (3) references, with contact information, that can address the
individual's performance on past projects.
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APPENDIX F: PRICING WORKSHEETS

A Vendor's Cost Proposal must be based on the worksheets formatted as described in
this Appendix.

The Vendor must assume all rea^nable travel and related expenses. All labor rates
will be "Fully Loaded", including, but not limited to; meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

1. F-1 ' Activities/Deliverables/Milestones Pricing Worksheet

The Vendor must include, within the Not-to-Exceed for IT service activities, tasks and
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and tools. The following format must be used to
provide this information.

Table F-1: Activities/Deliverables/Milestones Pricing Worksheet <SAMPLE TABLE>)

Activity, Deliverable, or Milestone . Deliverable Type
Projected Delivery
Date

Price

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeting Non-Software

2 Project Status Reports Written

3 Work Plan Written

4

Infrastructure Plan, including Desktop
and Network Configuration
Requirements

Written

5 Security Plan Written

6

Communications and Charige

Management Plan
Written

7 Requirements Trace ability Matrix Written

B Software Configuration Plan Written
-

9

Systems Interface Plan

and Design/Capability
Written
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10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployment Plan Written

13

Comprehensive Training Plan

and Curriculum
Written

14 End User Support Plan Written
,

15 Business Continuity Plan Written

16

Documentation of

Operational Procedures
Written

INSTALLATION

17 Provide Software Licenses if needed Written

18

Provide Fully Tested Data Conversion
Software

Software

19

Provide Software Installed, Configured,
and Operational to Satisfy State
Requirements

Software

TESTING
>

20 Conduct Integration Testing Non-Software

21 Conduct User Acceptance Testing Non-Software

22 Perform Production Tests Non-Software

23

Test In-Bound and

Out-Bound Interfaces
Software

24

Conduct System Performance
(Load/Stress) Testing

Non-Software

25

Certification of 3"^ Party Pen Testing
and Application Vulnerability Scanning

Non-Software

SYSTEM DEPLOYMENT
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26

Converted Data Loaded into

Production Environment
Software

27

Provide Tools for Backup and
Recovery of all Applications and Data

Software

28 Conduct Training Non-Software

29 Cutover to New Software Non-Software

30 Provide Documentation Written

31 Execute Security Plan Non-Software

OPERATIONS •

32 Ongoing Hosting Support ' Non-Software

33 Ongoing Support & Maintenance Software

34 Conduct Project Exit Meeting Non-Software

2. F-2 Proposed Vendor Staff, Resource Hours and Rates
Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to
indicate the individuals that will be assigned to the Project, hours and applicable rates.
Names must be provided for individuals designated for key roles, but titles are sufficient
for others. Information is required by phase.

Table F-2: Proposed Vendor Staff, Resource Hours and Rates Worksheet

Title ■ ■

.  .u

Name

/ ' i' K'

:i ' i

Initiation; Implementation

' if •'''

Project
Close out

Houfiy,
Rate

Hours X

Rate

Project
Manager

Data Analyst

Database

Specialist

Scrum Master
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Data Scientist

Position #1
1

Position #2

Position #3

TOTALS ■ ;
, 1 1.

,

3. F-3 Future Vendor Rates Worksheet

The state may request additional Services from the selected Vendor and requires rates
in the event that additional Service is required. The following format must be used to
provide this information. "SFY" refers to State Fiscal Year. The New Hampshire State
Fiscal Year runs from July 1 through June 30 of the following calendar year. Positions
not identified in the Proposed Position Worksheet may be included in the Future
Vendor Rates Worksheet.

Table F-3: Future Vendor Rates Workstieet

Position Title SFY 201X SFY201X SFY 201X SFY 201X

Project Manager

Position #1

Position #2

Position #3
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4. F-4 HARDWARE COST worksheet

Table F-4: Hardware

Hardware Name '''
M '

Initial Cost .Maintenance Support and Upgrajdes

Year 1 'f-' Year 2 Year 3 ■ Year 4 1 Year 5

5. F-5 Software Licensing, Maintenance, and Support
Pricing Worksheet

Table F-5: Software Licensing, Maintenance, and Support Pricing Worksheet

Software Name Initial Cost Maintenance Support and Upgrades

Year 1 Year 2 < Year 3 Year 4 Year 5

•
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6. F-6 Web Site Hosting, Maintenance, and Support Pricing
Worksheet

Table F-6: Web Site Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SERVICES Year Year 2
t

Year 3 Year 4 Year 5 TOTAL

Web Site Hosting Fee

Technical Support and
updates

Maintenance and

Updates

GRAND TOTAL 1
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1. APPENDIX G-1 SECURITY

1.1. G-1.1 Application Security

IT Security involves all functions pertaining to the securing of State Data and systems
through the creation and definition of security policies, procedures and controls
covering such areas as Identification, Authentication and non-repudiation. This shall
include but is not limited to;

1.1.1. Develop Software applications based on industry best practices and
incorporating information security throughout the Software
development life cycle;

1.1.2. Perform a Code Review prior to release of the application to the
State to move it into production. The code Review may be done in a
manner mutually agreeable to the selected VENDOR and the State.
Copies of the final, remediated results shall be provided to the State
for Review and audit purposes;

1.1.3. Follow Change Control Procedures (CCP) relative to release of
code;

1.1.4. Develop applications following security-coding guidelines as set forth
by organizations such as, but not limited to Open Web Application
Security Project (OWASP) Top 10, SANS Common Weakness
Enumeration (CWE) Top 25 or CERT Secure Coding; and

1.1.5. Make available to the for review and audit purposes all Software
development processes and require training for application
developers on secure coding techniques.

1.2. G-1.2 PCI DSS Payment Application Data Security Standard (PA DSS)

Whereas the Vendor provides a Commercial Off the Shelf (COTS) product used by the
Health and Human Services, which transmits, processes or stores cardholder Data and
therefore must meet PA-DSS validation requirements

Whereas the Vendor access to the production environment which transmits, processes
or stores cardholder data and therefore is considered a "service provider" under
Requirement 12.8 of the PCI DSS Compliance.

The Vendor agrees to the following provisions:

1.2.1. PCI DSS Payment Application Data Security Standard (PA DSS) -
As the Vendor's product is part of the processing, transmission,
and/or storage of cardholder Data it is hereby agreed that:

1.2.1.1. Vendor agrees to participate in the Payment Card
Security Standards Council (PCI) Payment Application-
Data Security Standards program (PA DSS);
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1.2.1.2. Vendor agrees to provide evidence of compliance with
PA DSS prior to Contract approval; and

1.2.1.3. Vendor will immediately notify the NH DolT Chief
Information Security Officer if it learns its application is
no longer PA DSS compliant and will immediately
provide the DOIT of the steps being taken to remediate
the non-compliance status. In no event should Vendor's
notification to the DolT be later than seven (7) calendar
days after Vendor learns it is no longer PA DSS
complaint.

1.2.2. PCI DSS Requirement 12.8, Service Provider - If the Vendor
provides Services on the production environment used in the
processing, transmission and/or storage of cardholder Data, it is
hereby agreed that: ^

1.2.2.1. Vendor agrees that it is responsible for the security of all
cardholder Data that it obtains or possesses, including
but not limited to the functions relating to storing,
processing, and transmitting the cardholder Data;

1.2.2.2. Vendor attests that, as of the Effective Date of this

Amendment, it has complied with all applicable
requirements to be considered PCI DSS compliant, and
has performed the necessary steps to validate its
compliance with the PCI DSS; and

1.2.2.3. Vendor agrees to supply the current status of Vendor's
PCI DSS compliance, and evidence of its most recent
validation of compliance upon execution of this
addendum to Agency. Vendor must supply to Agency
an attestation of compliance at least annually.

1.2.2.4. Vendor will immediately notify Agency if it learns that it is
no longer PCI DSS compliant and will immediately
provide Agency the steps being taken to remediate the
non-compliance status. In no event shall Vendor's
notification to Agency be later than seven (7) calendar
days after Vendor learns it is no longer PCI DSS
compliant.

1.2.2.5. Vendor acknowledges that any indemnification provided
for under the Contract referenced above applies to the
failure of the Vendor to be and to remain PCI DSS

compliant.
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2. APPENDIX G-2 TESTING REQUIREMENTS

All testing and Acceptance addressed herein shall apply to testing the System. This shall include planning,
test scenario development, Data and System preparation for testing, and execution of Unit Testing, System
integration testing, conversion/migration testing, installation testing, performance, and stress testing. Security
Review and testing, and support of the State during User Acceptance Testing (UAT).

2.1. G-2.1 Test Planning and Preparation

2.1.1. The overall Test Plan will guide all testing. The Vendor provided,
State approved, Test Plan will include, at a minimum, identification,
preparation, and Documentation of planned testing, a requirements
traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, unit tests, expected results, and a
tracking method for reporting actual versus expected results as well
as all errors and problems identified during test execution.

2.1.2. It is crucial , that client training and testing activities not be
abbreviated in order to meet Project Implementation Schedules.
Therefore, the State requires that the testing activities be
represented both in terms of effort and duration.

2.1.3. Vendors must disclose in their Proposals the scheduling
assumptions used in regard to the Client resource efforts during
testing.

2.1.4. State testing will commence upon the Vendor Project Manager's
Certification, in writing, that the Vendor's own staff has successfully
executed all prerequisite Vendor testing, along with reporting the
actual testing results, prior to the start of any testing executed by
State staff.

2.1.5. The State will commence its testing within five (5) business days of
receiving Certification from the Vendor that the State's personnel
have been trained and the System is installed, configured, complete,
and ready for State testing. The testing will be conducted by the
State in an environment independent from the Vendor's
development environment. The Vendor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing
test and live Data to validate reports, and conduct stress and
performance testing, at no additional cost.

2.2. G-2.2 Testing

2.2.1. Testing begins upon completion of the Software configuration as
required and user training according to the Work Plan. Testing ends
upon issuance of a letter of UAT Acceptance by the State.
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2.3.

2.2.2. Vendor must demonstrate that their testing methodology can be
integrated with the State standard methodology described in Table
G-2.2 State Recommended Testing Methodology.

Table G-2.2 State Recommended Testing Methodology, please propose your
methodology and use the following as a guideline.

Reference Topic Guideline ,

1 Unit Testing Application components are tested on an individual basis to verify that the inputs,
outputs, and processing logic of each application component functions without
errors. Unit Testing is performed in either the development environment or a
testing environment.

The goal is to find errors in the smallest unit of Software. If successful,
subsequent integration testing should only reveal errors related to the integration
between application components. /

2 System
Integration
Testing

a. Validates the integration between the individual unit application
components and verifies that the new System meets defined
requirements and supports execution of interfaces and business
processes. The Systems Integration Test is performed in a test
environment.

b. Emphasizes end-to-end business processes and the flow of information
across applications. It includes all key business processes and
interfaces being implemented, confirms Data transfers with external
parties, and includes the transmission or printing of all electronic and
paper documents.

;

0. The State will conduct System Integration Testing, utilizing scripts
developed, as identified in the Test Plan, to validate the functionality of
the System and its interfaces. The State will also use System
Integration Testing to validate modifications, fixes and other System
interactions with the Vendor supplied Software Solution.

3 Conversion

/Migration
Validation

Testing

The Conversion/Migration Validation Testing should replicate the entire flow of
the converted Data through the Software Solution. As the Software Solution is
interfaced to legacy or third-party applications, the testing verifies that the
resulting converted legacy Data performs correctly.

4 Installation

Testing
Application components are installed in the System test environment to test the
installation routines and are refined for the eventual production environment.
This activity serves as a dry run of the installation steps in preparation for
configuring the production System.

5 User

Acceptance
The User Acceptance Test (UAT) is a Verification process performed in a copy
of the production environment. The User Acceptance Test verifies System
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Testing
(UAT)

functionality against predefined Acceptance criteria that support the successful
execution of approved business processes./VWW VWWM IWWW ̂  I www wwww •

The

Vendor'

Vendor's Project Manager must certify in writing, that the
lor's own staff has successfully executed all prerequisite

Vendor testing, along with reporting the actual testing results prior
to the start of any testing executed by State staff.

b. The State will be presented with a State approved Test Plan, test
scenarios, test cases, test scripts, test Data, and expected results,
as weir as written Certification of the Vendor's having completed the
prerequisite tests, prior to the State staff involvement in any testing
activities.

c. UAT will also serve as a perfonnance and stress test of the System.
It may cover any aspect of the new System, including administrative
procedures such as backup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance

'  criteria as defined in the Work Plan

Upon successful conclusion of UAT and successful System deployment, the
State will issue a letter of UAT Acceptance and the respective Warranty Period
shall commence as described in Appendix H: State of New Hampshire Terms
and Conditions - Section H-25.10.1: Warranty Period.

Performanc

e  Tuning
and Stress

Testing

Vendor shall develop and document hardware and Software configuration and
tuning of System infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in configuring and tuning the
infrastructure to support the Software throughout the Project

Performance Tuning and Stress Testing

Scope

The scope of performance testing shall measure the system level metrics critical
for the development of the applications infrastructure and operation of the,
applications in the production environment. It will include the measurement of
response rates of the application for end-user transactions and resource
utilization (of various servers and network) under various load conditions. These
response rates shall become the basis for changes and retesting until optimum
system performance is achieved.

The application transactions shall be identified with specific roles and selected
transactions shall be recorded for the performance measurements. These will
be compared to baselines to determine if object and/or system performance
increases as changes are made.

Performance testing shall consider the full scope of the application infrastructure
with emphasis on the most heavily used or shared transactions. Performance
testing of the application will profile the identified user transactions and assist in
the identifying performance gaps to improve the most critical parts of the
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applications.

Performance testing and tuning shall occur in the final production environment
and shall use a copy of the final production database to provide the best results.

Vendor must lead this effort. Responsibilities include identifying appropriate
tunable parameters and their default and recommended settings, developing
scripts, which accurately reflect business load and coordinating reporting of
results.

Test tvoes

Performance testing shall use two different types of tests to determine the
stability of the application. They are baseline tests and load tests

Baseline Tests: Baseline tests shall collect performance Data and load analysis
by running scripts where the output is broken down into business transactions or
functions. The test is like a single user executing a defined business transaction.
During- baseline testing, each individual script is run to establish a baseline for
transaction response time, throughput and other user-based metrics. Usually
each business transaction is executed multiple times during a single test run to
obtain an average for the user-based metrics required for the performance
testing evaluations. It must be noted that changes made to the code after
baseline testing is completed will skew the results collected to date. All effort will
be made to provide a code test base that is tested in the environment for
problems prior to the establishment of the baseline, which are used in future
testing and tuning efforts. Any changes introduced into the environment after
performance testing has started can compromise the accuracy of the results and
will force a decision to be made whether baseline results need to be recreated.

Load Tests: Load testing will determine if the behavior of a system can be
sustained over a long period of time while running under expected conditions.
Load tests helps to verify the ability of the application environment under
different load conditions based on workload distribution. System response time
and utilization is measured and recorded.

Tuning

Tuning will occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is
maximized. This can be the result of making code more efficient during
development as well as making tuning parameter chang'es to the environment.

For infrastructure tuning, parameters will be identified for all components prior to
undertaking the load testing efforts. This should include a list of the variables.
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their definitions, the default settings, range of acceptable settings and, the
settings as testing begins. This will permit the team to identify the areas of most
potential gain and a starting point. Tuning is a process which is repeated until
the team feels that the systems are running at or near optimum performance.

ImDlementino Performance and Stress Test

Performance and Stress test Tools must be provided by the Vendor for this
effort. Consideration must be given to licensing with respect to continued use for
Regression Testing. If the Vendor is familiar with open source low/no cost tools
for this purpose those tools should be identified in your response.

Scheduling Performance and Stress Testino

Vendor shall perform test planning. The steps for planning include identification
of application functionality as well as what percentage of normal daily use is
represented by each function. This information will become the foundation for
scripting so that tests closely represent what loads in production will look like.

Vendor shall provide definition and expectations from testing. This definition
should include who is in charge of testing and coordinating results, anticipated
run times, logs required for tracking, their locations and which technician is
responsible to track and provide them following each test to the team.

Initial test runs shall be completed to establish that the tests and Data sets can
be run to completion without errors. The ratio of types of transactions which
makeup the test shall be Reviewed prior to the beginning of testing and then
again once testing has begun to make sure that testing accurately reflects the
system performing in production.

Initial tests shall be used to establish a baseline from which all subsequent tests
will be compared. Tests will be considered for baseline status once two of them
have been run within 2% of each other in key and overall perfonnance areas.
No changes to the test scripts or Data sets (with the exception of restores after
each-test) can be done to the test environment once tuning has begun so as to
not damage the comparison to baseline results. The systems must be restarted
prior to each test run to assure all cache is cleaned out. All effort will be made to
run these tests at a time when system and network infrastructure utilization
doesn't impact the results. Tests will be run in close proximity to our
infrastructure to eliminate the public network from our environment.

Post test reporting and result assessment will be Scheduled following each test.
The team will compare these results to the baseline and a determination must be
made to make additional changes to the parameter being tuned or return to the
prior configuration and select another parameter to tune while keeping in mind
that significant changes to any one parameter may require the retestinq of some
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Regression
Testing

others. Careful work on identifying dependencies up front should minimize this
impact.

If Defects are identified in the application during testing, they will be recorded;
however, changes to the application code should be avoided if possible so as
not to affect baseline comparisons. If a change to the application is required
new baselines will be established (and possibly the execution of prior tests to
validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of
the interface to respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of the
system to the point of failure. The goal being to determine weak points in the
system architecture. The tester will identify peak load conditions at which the
program will fail to handle required processing loads within required time spans.

During Performance testing the tester will design test case scenarios to
determine if the system meets the stated performance criteria (i.e. A Login
request shall be responded to in 1 second or less under a typical daily load of
1000 requests per minute.). In both cases, the tester will determine the capacity
of the system under a known set of conditions.

As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Vendor of the nature of the testing failures in
writing. The Vendor will be required to perform additional testing activities in
response to State and/or user problems identified from the testing results.

Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify .that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

a. For each minor failure of an Acceptance Test, the Acceptance
Period shall be extended by corresponding time defined in the
Test Plan.

The Vendor shall notify the State no later than five (5) business
days from the Vendor's receipt of written notice of the test failure
when the Vendor expects the corrections to be completed and
ready for retesting by the State. The Vendor will have up to five
(5) business days to make corrections to the problem unless
specifically extended in writing by the State.

When a programming change is made in response to a problem
identified during user testing, a Regression Test Plan should be
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developed by the Vendor based on the understanding of the
program and the change being made to the program. The Test
Plan has two objectives;

1. Validate that the change/update has been properly incorporated
into the program; and

2. Validate that there has been no unintended change to the other
portions of the program. i

d. The Vendor will be expected to:

1. Create a set of test conditions, test cases, and test data that will validate that
the change has been incorporated correctly;

2. Create a set of test conditions, test cases, and test data that will validate that

the unchanged portions of the program still operate correctly; and

3. Manage the entire cyclic process.

0. The Vendor will be expected to execute the Regression Test,
provide actual testing results, and certify its completion in writing
to the State prior to passing the modified Software application to
the users for retesting.

In designing and conducting such Regression Testing, the Vendor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Vendor will be expected to design'and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

In their Proposals Vendors must acknowledge their responsibilities for regression
testing as described in this section.

Security
Review and

Testing

IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as Identification, Authentication and non-
repudiation.

All components of the Software shall be Reviewed and tested to ensure they
protect the State's hardware and Software and its related Data assets.

Service Component Defines the set of capabilities that:

Identification and

Authentication

Supports obtaining information about those
parties attempting to log onto a system or
application for security purposes and the
validation of users.
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Access Control Supports the management of permissions for
logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes

Intrusion Detection Supports the detection of illegal entrance into a
computer system,

Verification Supports the confirmation of authority to enter a
computer system, application or network.

Digital Signature Guarantees the unaltered state of a file.

' User Management Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege
Management

Supports the granting of abilities' to users or
groups of users of a computer, application or
network.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of
activities within an application or system.

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL injection, and
unauthorized access of files and/or directories

on the server. '

In their Proposal, the Vendors must acknowledge their responsibilities for
security testing. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order
to provide the necessary confidentiality, integrity and availability. Tests shall, at a
minimum, cover each of the service components. Test procedures shall include
3"^ party Penetration Tests (pen test) or code analysis and review.

Prior to the System being moved into production, the Vendor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

9 ' Penetration

Testing
1 Implement a methodology for penetration testing that includes the

following:
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2.

3.

4.

5.

a. Is based on industry-accepted penetration testing approaches (for
example. NISI SP800-115);

b. Includes coverage for the entire ODE perimeter and critical
systems:

c. Includes testing from both inside and outside the network;

d. - Includes testing to validate any segmentation and scope-
reduction controls;

e. Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities listed in PCI DBS Compliance:
Requirement 6.5:

f. Defines network-layer penetration tests to Include components
that support network functions as well as Operating Systems;

g. Includes Review and consideration of threats and vulnerabilities
experienced in the last 12 months; and

h. Specifies retention of penetration testing results and remediation
activities results. '

Perform external penetration testing at least annually and after any
significant infrastructure or application upgrade or modification'(such as
an operating system upgrade, a sub-network added to the environment,
or a web server added to the environment).

Perform internal penetration testing at least annually and after any
significant infrastructure or application upgrade or modification (such as
an operating system upgrade a sub-network added to the environment,
or a web server added to the environment);

Exploitable vulnerabilities found during penetration testing are corrected
and testing is repeated to verify the corrections

If segmentation is used to isolate the CDE from other networks, perform
penetration tests at least annually and after any changes to
segmentation controls/methods to verify that the segmentation methods
are Operational and effective, and isolate all out-of-scope systems from
in-scope systems.
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3. APPENDIX G-3: CERTIFICATES

3.1. A. Certificate of Good Standing

As a condition of Contract award, the Vendor, if required by law, must furnish a
Certificate of Authority/Good Standing dated after April 1, 2018, from the Office of the
Secretary of State of New Hampshire. If your company is not registered, an application
form may be obtained from:

Secretary of State

State House Annex

25 Capitol Street

Concord, New Hampshire 03301

603-271-3244

If your company is registered, a Certification thereof may be obtained from the
Secretary of State.

<Note: Sovereign states or their agencies may be required to submit suitable substitute
Documentation concerning their existence and authority to enter into a Contract>

3.2. B. Certificate of AuthorityA/ote

The Certificate of AuthorityA/ote authorizes, by position, a representative(s) of your
corporation to enter into an Agreement or amendment with the State of New
Hampshire. This ensures that the person signing the Agreement is authorized as of the
date he or she is signing it to enter into Agreements for that organization with the State
of New Hampshire

The officer's signature must be either notarized or include a corporate seal that
confirms the title of the person authorized to sign the Agreement. The date the Board
officer signs must be on or after the date the amendment is signed. The date the notary
signs must match the date the Board officer signs.

You may use your own format for the Certificate of AuthorityA/ote as long as it contains
the necessary language to authorize the Agreement signatory to enter into Agreements
and amendments with the State of New Hampshire as of the date they sign.

3.2.1. B.1 CERTIFICATE OF AUTHORITYA/OTE CHECKLIST

3.2.1.1. B.I .1 SOURCE OF AUTHORITY

Authority must come from the governing body, either:

3.2.1.1.1. A majority voted at a meeting; or
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3.2.1.1.2. The body provided unanimous consent in
writing: or

3.2.1.1.3. The organization's policy or governing
document.

3.2.2. B.1.2 SOURCE OF AUTHORITY WAS IN EFFECT ON DAY

AGREEMENT OR AMENDMENT WAS SIGNED

Certificate must show that the person signing the Contract had authority when they
signed the Agreement or Amendment, either:

3.2.2.1. Authority was granted the same day as the day the
Agreement or Amendment was signed; or

3.2.2.2. Authority was granted after the day the Agreement or
amendment was signed and the governing body ratifies
and accepts the earlier execution; or

3.2.2.3. Authority was granted prior to the day the Agreement or
amendment was signed and it has not been amended or
repealed as of the day the Contract was signed.-

3.2.3. B.I.3 APPROPRIATE PERSON SIGNED THE CERTIFICATE

The person signing the certificate may be the same person signing the Agreement or
Amendment only if the certificate states that the person is the sole director (for corps)
or sole member (for LLCs).

3.3. C. Certificate of Insurance

3.3.1. C.I Comprehensive general liability insurance against all claims of
bodily injury, death or property damage ($1,000,000 per occurrence
and $2,000,000 aggregate)

3.3.2. iC.1.2 pertificate -Holder-, must be: State; of NH, <AGENC'Y
NAME>. Commissioner. > <AGENCY: ADbRESS>. Concord. NH:
bi3301

3.4. Workers Compensation

3.4.1. D.I Workers Compensation coverage may be indicated on the
insurance form described above.

3.4.1.1. D.I.2 Workers Compensation coverage must comply
with State of NH RSA 281-A
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APPENDIX H - STATE OF NEW HAMPSHIRE TERMS AND

CONDITIONS

FORM NUMBER P-37 (version 5/8/15)

AGREEMENT

The State of New Hampshire and the Vendor hereby mutually agree as follows:

GENERAL PROVISIONS

1.1 State Agency Name 1.2 State Agency Address

1.3 Contractor Name 1.4 Contractor Address'

1.5 Contractor Phone

Number

1.6 Account Number 1.7 Completion Date 1.8 Price Limitation

)
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory

1.13 Acknowledgement: State of .County of

On , before the undersigned officer, personally appeared the person identified in block
1.12, or satisfactorily proven to be the person whose name is signed in block 1.11, and acknowledged that
s/he executed this document in the capacity indicated in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

\

[Seal]

1.13.2 Name and Title of Notary or Justice of the Peace

2019-043/RFP-2019-DPHS-19-DATAA - Appendices
Page 68 of 112



Attachment #2. Agency RFP with Addendums

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS ■ RFP 2019-043/RFP-2019-DPHS-19-DATAA
APPENDIX H: STATE OF NEW HAMPSHIRE TERMS AND CONDITIONS

1.14 State Agency Signature

Date;

1.15 Name and Title of State Agency

1.16 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director. On:

1.17 Approval by the Attorney General (Form. Substance and Execution) {if applicable)

By: On:

1.18 Approval by the Governor and Executive Council (if applicable)

By: On;
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2. EMPLOYMENT OCONTRACTOR/SERVICES

TO BE PERFORMED. The State of New

Hampshire, acting through the agency identified in
block 1.1 ("State"), engages contractor identified in
block 1.3 ("Contractor") to perform, and the
Contractor shall perform, the work or sale of goods,
or both, identified and more particularly described in
the attached EXHIBIT A which is incorporated
herein by reference ("Services").

3. EFFECTIVE DATEyCOMPLETION OF

SERVICES.

3.1 Notwithstanding any provision of this
Agreement to the contrary, and subject to the
approval of the Governor and Executive Council of
the State of New Hampshire, if applicable, this
Agreement, and all obligations of the parties
hereunder, shall become effective on the date the
Govemor and Executive Council approve this
Agreement as indicated in block 1.18, unless no
such approval is required, in which case the
Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown
in block 1.14 ("Effective Date").

3.2 If the Contractor commences the Services prior
to the Effective Date, all Services performed by the
Contractor prior to the Effective Date shall be
performed at the sole risk of the Contractor, and in
the event that this Agreement does not become
effective, the State shall have no liability to the
Contractor, including without limitation, any
obligation to pay the Contractor for any prices
incurred or Services performed. Contractor must
complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to
the

contrary, all obligations of the State hereunder,
including, without limitation, the continuance of
payments hereunder, are contingent upon the
availability and continued appropriation of funds,
and in no event shall the State be liable for any
payments hereunder in excess of such available
appropriated funds. In the event of a reduction or
termination of appropriated funds, the State shall
have the right to withhold payment until such funds
become available, if ever, and shall have the right
to terminate this Agreement immediately upon
giving the Contractor notice of such termination.
The. State shall not be required to transfer funds
from any other account to the Account identified in
-block 1.6 in the event funds in that Account are

reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and
terms of payment are identified and more
particularly described in EXHIBIT B which is
incorporated herein by reference.

5.2 The payment by the State of the contract price
shall be the only and the complete reimbursement
to the Contractor for all expenses, of whatever
nature incurred by the Contractor in the
performance hereof, and shall be the only and the
complete compensation to the Contractor for the
Services. The State shall have no liability to the
Contractor other than the contract price.

5.3 The State reserves the right to offset from any
amounts otherwise payable to the Contractor under
this Agreement those liquidated amounts required
or permitted by N.H. RSA 80:7 through RSA 80:7-c
or any other provision of law.

5.4 Notwithstanding any provision in this Agreement
to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all
payments authorized, or actually made hereunder,
exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EOUAL EMPLOYMENT

OPPORTUNITY.
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6.1 In connection with the performance of the
Services, the Contractor shall comply with all
statutes, laws, regulations, and orders of federal,
state, county or municipal authorities which impose
any obligation or duty upon the Contractor,
including, but not limited to, civil rights, and equal
opportunity laws. This may include the requirement
to utilize auxiliary aids and services to ensure that
persons with communication disabilities, including
vision, hearing and speech, can communicate with,
receive information from, and convey information to
the Contractor. In addition, the Contractor shall
comply with all applicable copyright laws.

6.2 During the term of this Agreement, the
Contractor shall not discriminate against employees
or applicants for employment because of race,
color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take
affirmative action to prevent such discrimination.

6.3 If this Agreement , is funded in any part by
monies of the United States, the Contractor shall
comply with all the provisions of Executive Order
No. 11246 ("Equal Employment Opportunity"), as
supplemented by the regulations of the United
States Department of Labor (41 C.F.R. Part 60),
and with any rules, regulations and guidelines as
the State of New Hampshire or the United States
issue to implement these regulations. The
Contractor further agrees to permit the State or
United States access to any of the Contractor's
books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and
conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide
all

personnel necessary to perform the Services. The
Contractor warrants that all personnel engaged in
the Services shall be qualified to perform the
Services, and shall be properly licensed and
otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during
the term of this Agreement, and for a period of six
(6) months after the Completion Date in block 1.7,
the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or
corporation with whom it is engaged in a combined
effort to perform the Services to hire, any person
who is a State employee or official, who is
materially involved in the procurement,
administration or performance of this Agreement.
This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9,
or his or her successor, shall be the State's

representative. In the event of any dispute
conceming the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the
State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or
omissions of the Contractor shall constitute

an event of default hereunder ("Event of
Default");

8.1.1 failure to perform the Services satisfactorily
or on schedule;

8.1.2 failure to submit any report required
hereunder; and/or

8.1.3 failure to perform any other covenant, term
or condition of this Agreement.

8.2. Upon the occurrence of any Event of Default,
the State may take any one, or more, or all, of
the following actions:

8.2.1 give the Contractor a written notice
specifying the Event of Default and
requiring it to be remedied within, in
the absence of a greater or lesser
specification of time, thirty (30)
days from the date of the notice;
and if the Event of Default is not

timely remedied, terminate this
Agreement, effective two(2) days
after giving the Contractor notice of
termination;
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8.2.2. give the Contractor a written notice
specifying the Event of Default and
suspending all payments to be made under
this Agreement and ordering that the
portion of the contract price which would
otherwise accrue to the Contractor during
the period from the date of such notice until
such time as the State determines that the

Contractor has cured the Event of Default

shall never be paid to the Contractor;

8.2.3. set off against any other obligations the
State may owe to the Contractor any
damages the State suffers by reason of any
Event of Default; and/or

8.2.4. treat the Agreement as breached and
pursue any of its remedies at law or in
equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall
mean al information and things developed or
obtained during the performance of. or acquired or
developed by reason of, this Agreement, including,
but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings,
video recordings, pictorial reproductions, drawings,
analyses, graphic representations, computer
programs, computer printouts, notes, letters,
memoranda, papers, and documents, all whether
finished or unHnished.

9.2 All data and any property which has been
received from the State or purchased with funds
provided for that purpose under this Agreement,
shall be the property of the State, and shall be
retumed to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be govemed by
N.H. RSA chapter 91-A or other existing law.
Disclosure of data requires prior written approval of
the State.

10. TERMINATION. In the event of an early
termination of this Agreement for any reason other
than the completion of the Services, the Contractor
shall deliver to the Contracting Officer, not later
than fifteen (15) days after the date of termination, a
report ("Termination Report") describing in detail all
Services performed, and the contract price earned,
to and including the date of termination. The form,
subject matter, content, and number of copies of
the Termination Report shall be identical to those of
any Final Report described in the attached
EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE.

In the performance of this Agreement the
Contractor is in all respects an independent
contractor, and is neither an agent nor an employee
of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have
authority to bind the State or receive any benefits,
workers' compensation or other emoluments
provided by the State to its employees.

12.ASSIGNMENT/DELEGATI0N

/SUBCONTRACTS.

The Contractor shall not assign, or otherwise
transfer any interest in this Agreement without the
prior written notice and consent of the State. None
of the Services shall be subcontracted by the
Contractor without the prior written notice and
consent of the State.

13. INDEMNIFICATION. The Contractor shall

defend, indemnify and hold harmless the State, its
officers and employees, from and against any and
all losses suffered by the State, its officers and
employees, and any and all claims, liabilities or
penalties asserted against the State, its officers and
employees, by or on behalf- of any person, on
account of, based or resulting from, arising out of
(or which may be claimed to arise out of) the acts or
omissions of the Contractor. Notwithstanding the
foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph
13 shall survive the termination of this Agreement.
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14. INSURANCE.

14.1 The Contractor shall, at its sole expense,
obtain and maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in
force, the following insurance:

14.1.1 comprehensive general liability
insurance against all claims of bodily
injury, death or property damage, in
amounts of not less than $1,000,000per
occurrence and $2,000,000 aggregate ;
and

14.1.2 special cause of loss coverage form
covering all property subject to
subparagraph 9.2 herein, in an amount
not less than 80% of the whole

replacement value of the property.

14.2 The policies described in subparagraph
14.1 herein shall be on policy forms and
endorsements approved for use in the State of
New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in
the State of New Hampshire.

14.3 The Contractor shall fumlsh to the Contracting
Officer identified in block 1.9, or his or her
successor, a certificate(s) of insurance for all
insurance required under this Agreement.
Contractor shall also furnish to the Contracting
Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all
renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the
expiration date of each of the insurance policies.
The certificate(s) of insurance and any renewals
thereof shall be attached and are Incorporated
herein by reference. Each certificate(s) of insurance
shall contain a clause requiring the Insurer to
provide the Contracting Officer identified in block
1.9, or his or her successor, no less than thirty (3D)
days prior written notice of cancellation or
modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor
agrees,

certifies and warrants that the Contractor is in
compliance with or exempt from, the requirements
of N.H. RSA chapter 281-A ('Workers'
Compensation").

15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A,
Contractor shall maintain, and require any
subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection
with activities which the person proposes to
undertake pursuant to this Agreement. Contractor
shall furnish the Contracting Officer identified in
block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H.
RSA chapter 281-A and any applicable renewals)
thereof, which shall be attached and are

incorporated herein by reference. The State shall
not be responsible for payment of any Workers'
Compensation premiums or for any other claim or
benefit for Contractor, or any subcontractor or
employee of Contractor, which might arise under
applicable State of New Hampshire Workers'
Compensation laws In connection with the
performance of the Services under this Agreement.

16. WAIVER OF BREACH. No failure by the State
to enforce any provisions hereof after any Event of
Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent
Event of Default. No express failure to enforce any
Event of Default shall be deemed a waiver of the
right of the State to enforce each and all of the
provisions hereof upon any further or other Event of
Default on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the
other party shall be deemed to have been duly
delivered or given at the time of mailing by certified
mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement' may be
amended, waived or discharged only by an
instrument in writing signed by the parties hereto
and only after approval of such amendment, waiver
or discharge by the Govemor and Executive
Council of the State of New Hampshire unless no
such approval is required under the circumstances
pursuant to State law, rule or policy.
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19. CONSTRUCTION OF AGREEMENT AND
TERMS.

This Agreement shall be construed in accordance
with the

laws of the State of New Hampshire, and is binding
upon and inures to the benefit of the parties and
their respective successors and assigns. The
wording used in this Agreement is the wording
chosen by the parties'to express their mutual intent,
and no rule of construction shall be applied against
or in favor of any party.

22. SPECIAL PROVISIONS. Additional provisions
set forth in the attached EXHIBIT C are

incoiporated herein by reference.

23. SEVERABILITY. In the event any of the
provisions of this Agreement are held by a court of
competent jurisdiction to be contrary to any state or

federal law, the remaining provisions of this
Agreement will remain in full force and effect.

20. THIRD PARTIES. The parties hereto do not
intend to benefit any third parties and this
Agreement shall not be construed to confer any
such benefit.

21. HEADINGS. The headings throughout the
Agreement are for reference purposes only, and the
words contained therein shall In no way be held to
explain, modify, amplify or aid in the interpretation,
construction or meaning of the provisions of this
Agreement.

24. ENTIRE AGREEMENT. This Agreement, which
may be executed in a number of counterparts, each
of which shall be deemed an original, constitutes
the entire Agreement and understanding between
the parties, and supersedes all prior Agreements
and understandings relating hereto.
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25. APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

25.1. H-25.1 State of NH Terms and Conditions and Contract Requirements

The Contract terms set forth in Appendix H; State of New Hampshire Terms and
Conditions shall constitute the core for any Contract resulting from this RFP.

25.2. H-25.2 Vendor Responsibilities

25.2.1. The Vendor shall be solely responsible for meeting all requirements,
and terms and conditions specified in this RFP, its Proposal, and any
resulting Contract, regardless of whether or not it proposes to use any
Subcontractor.

25.2.2. The Vendor may subcontract Services subject to the provisions of the
RFP, including but not limited to, the terms and conditions in Appendix
H: State of New Hampshire Terms and Conditions. The Vendor must
submit with its Proposal all information and documentation relating to
the Subcontractor necessary to fully respond to the RFP, which must
include terms and conditions consistent with this RFP. The Vendor

shall remain wholly responsible for performance of the entire Contract
regardless of whether a Subcontractor is used. The State will consider
the Vendor to be the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from any
Contract.

25.3. H-25.3 Project Budget/Price Limitation

The State has funds budgeted for this Project, subject to Appendix H: State of New
Hampshire Terms and Conditions, P-37, General Provision - Section 4: Conditional
Nature of Agreement, and P-37, General Provision - Section 5: Contract Price/Price
Limitation/Payment.

25.4. H-25.4 State Contracts

The State of New Hampshire intends to use, wherever possible, existing statewide
software and hardware Contracts to acquire supporting Software and hardware.

25.5. H-25.5 Vendor Staff

25.5.1. In the Proposal the Vendor shall assign and identify a Project Manager
and key Vendor staff, in accordance with the Requirements and
Deliverables of Appendix C: System Requirements and Deliverables
and Appendix E: Standards for Describing Vendor Qualifications.
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25.5.2. The Vendor's selection of a Project Manager will be subject to the prior
approval of the State. The State's approval process may include,
without limitation, at the Slate's discretion, Review of the proposed
Project Manager's resume, qualifications, references and background
checks, and an interview. The Vendor's Project Manager must be
qualified to perform the obligations required of the; position under the
Contract, have full authority to make binding decisions, and shall
function as the Vendor's representative for all administrative and
management matters. The Project Manager must be. available to
promptly respond during Normal Working Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Vendor
must use his or her best efforts on the Project.

25.5.3. The Vendor shall not change key Vendor staff and Project Manager
commitments (collectively referred to as "Project Staff') unless such
replacement is necessary due to sickness, death, termination of
employment, or unpaid leave of absence. Any such changes to the
Vendor's Project Staff shall require the prior written approval of the
State. Replacement Project Staff shall have comparable or greater
skills with regard to performance of the. Project as the staff being
replaced and be subject to the provisions of this RFP and any resulting
Contract.

25.5.4. The State, at its sole expense, may conduct reference and background
checks on the Vendor's Project Staff. The State shall maintain the
confidentiality of reference and background screening results. The State
reserves the right to reject the Vendor's Project Staff as a result of such
reference and background checks. The State also reserves the right to
require removal or reassignment of the Vendor's Key Project Staff
found unacceptable to the State.

25.5.5. Notwithstanding anything to the contrary, the State shall have the option
to terminate the Contract, at its discretion, if it is dissatisfied with the
Vendor's replacement Project Staff.

25.6. H-25.6 Work Plan

25.6.1. Vendor shall submit a preliminary Work Plan in its Proposal. The Work
Plan shall include, without limitation, a detailed description of the
Schedule, tasks. Deliverables, major milestones, task dependencies,
and payment Schedule. A final Work Plan will be due five (5) business
days after Contract award upon approval by Governor and Executive
Council.
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25.6.2. The Vendor shall update the Work Plan as necessary, but no less than
every two weeks to accurately reflect the status of the Project, including
without limitation, the Schedule, tasks, Deliverables; major milestones,
task dependencies, and payment Schedule. Any updates to the Work
Plan shall require the written approval of the State prior to final
incorporation into the Contract.

25.6.3. Unless otherwise agreed in writing by the State, changes to the Work
Plan shall not relieve the Vendor from liability to the State for any
damages resulting from the Vendor's failure to perform its obligations
under the Contract, including without limitation, performance in
accordance with the Schedule.

25.6.4. In the event of a delay in the Schedule, the Vendor must immediately
notify the State in writing. The written notification will identify the nature
of the delay, i.e., specific actions or inactions of the Vendor or State
causing the problem; its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the
expected Schedule affect the Project.

25.6.5. In the event the Vendor requires additional time to correct Deficiencies,
the Schedule shall not change unless previously agreed in writing by
the State, except that the Schedule shall automatically extend on a day-
to-day basis to the extent that the delay does not result from Vendor's
failure to fulfill its obligations under the Contract. To the extent that the
State's execution of its major tasks takes longer than described in the
Work Plan, the Schedule shall automatically extend on a day-to-day
basis.

25.6.6. Notwithstanding anything to the contrary, the State shall have the
option to terminate the Contract for default, at its discretion, if it is
dissatisfied with the Vendor's Work Plan or elements within the Work

Plan.

25.7. H-25.7 Change Orders

25.7.1. The State may make changes or revisions at any time by written
Change Order. Within five (5) business days of a Vendor's receipt of a
Change Order, the Vendor shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, or the Work
Plan.
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25.7.2. A Vendor may request a change within the scope of the Contract by
written Change Order, identifying any impact on cost, the Schedule, or
the Work Plan. The State shall attempt to respond to a Vendor's
requested Change Order within five (5) business days. The State,
which includes the requesting Agency and the Department of
Information Technology, must approve all Change Orders in writing.
The State shall be deemed to have rejected the Change Order if the
parties are unable to reach an Agreement In writing.

25.7.3. All Change Order requests from a Vendor to the State, and the State
Acceptance of a Vendor's estimate for a State requested change, will
be acknowledged and responded to, either Acceptance or rejection, in
writing. If accepted, the Change Order(s) shall be subject to the
Contract amendment process, as determined to apply by the State.

25.8. H-25.7 Deliverables

The Vendor shall provide the State with the Deliverables and Services in accordance with
the time frames in the Work Plan. All Deliverables shall be subject to the State's
Acceptance as set forth in Appendix H: State of New Hampshire Terms and Conditions -
Section H-25.9; Testing and Acceptance, herein. Upon its submission of a Deliverable,
the Vendor represents that it has performed its obligations under the^'Obntract associated
with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right to reject any and
all Deliverables""in the event the State detects any Deficiency in the System, in whole or in
part, through completion of all Acceptance Testing, including but not limited to,
Software/System Acceptance Testing, and any extensions thereof.

For each denial of Acceptance, the Acceptance Period may be extended, at the option of
the State, by the corresponding time required to correct the Deficiency, retest or Review.

25.8.1. H-25.7.1 Written Deliverables Review

The State will Review the Written Deliverables for an Acceptance Period of five (5)
business days after receiving written Certification from "the Vendor that the Written
Deliverable is final, complete, and ready for Review. The State will notify the
Vendor in writing of its Acceptance or Non-Acceptance of a Deliverable by the end
of the five (5) day Review Period. If any Deficiencies exist, the State will notify the
Vendor in writing of the Deficiency and the Vendor must correct the Deficiency
within five (5) business days of receiving notice from the State at no charge to the
State. Upon receipt of the corrected Deliverable, the State will have five (5)
business days to Review the corrected Written Deliverable and notify the Vendor
in writing of its Acceptance or rejection thereof.

25.8.2. H-25.7.2 Software Deliverables Review
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Described in Section H-25.9; Testing and Acceptance, herein.

25.8.3. H-25.7.3 Non-Software Deliverables Review

The State will Review Non-Software Deliverables to determine whether any
Deficiency exists and notify the Vendor in writing of its Acceptance or non-
acceptance of the Non-Software Deliverable. The Vendor must correct the
Deficiencies within five (5) business days, or-within the period identified in the
Work Plan, as applicable. Following correction of the Deficiency, the State will
notify the Vendor in writing of its Acceptance or rejection of the Deliverable.

25.9. H-25.8 Licenses

The State has defined the Software License grant rights, terms and conditions, and has
documented the evaluation criteria.

25.9.1. H-25.8.1 Software License Grant

The Software License shall grant the State a worldwide, perpetual, irrevocable,
non-exclusive, non-transferable, limited license to use the Software and its
associated Documentation, subject to the terms of the Contract.

The State may allow its agents and Vendors to access and use the Software, and
in such event, the State shall first obtain written Agreement from such agents and
Vendors that each shall abide by the terms and conditions set forth herein.

25.9.2. H-25.8.2 Software and Documentation Copies

The Vendor shall provide the State with a sufficient number of hard copy versions
of the Software's associated Documentation and one (1) electronic version in
Microsoft WORD and PDF format. The State shall have the right to copy the
Software and its associated Documentation for its internal business needs. The

State agrees to Include copyright and proprietary notices provided to the State by
the Vendor on such copies.

25.9.3. H-25.8.3 Restrictions

Except as othen^/ise permitted under the Contract, the State agrees not to:

25.9.3.1. Remove or modify any program markings or any notice of
Vendor's proprietary rights; '

25.9.3.2. Make the programs or materials available in any manner to
any third party for use in the third party's business
operations, except as permitted herein; or

25.9.3.3. Cause or permit reverse engineering, disassembly or
recompilation of the programs.

25.9.4. H-25.8.4 Title
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The Vendor must hold the right to allow the State to use the Software or hold all title, right,
and interest (Including all ownership and intellectual property rights) in the Software and its
associated Documentation.

25.9.5. H-25.8.5 Third Party .

The Vendor shall identify all third party contracts to be provided under the Contract with
the Vendor's Proposal. The terms in any such contracts must be consistent with this RFP
and any resulting Contract, including, but not limited to Appendix H: State of New
Hampshire Terms ar)d Conditions - General Provisions Form P-37.

25.10. H-25.9 Testing and Acceptance

The State requires that an integrated and coherent approach to complete System testing.
Security Review and Testing; Deficiency correction, Acceptance, and training, and that
Warranty Services be provided to ensure a successful Project.

In its Proposal, the Vendor is to include its proposed Test Plan methodology and any
scheduling assumptions used regarding the client resource efforts required during testing.
After Contract award, the Vendor will be required to customize its proposed Jest Plan
methodology to reflect the needs of the Project and include the details of its Test Plan
methodology in the detailed Work Plan (the first Project Deliverable). A separate Test
Plan and set of test materials will be prepared for each Software function or module.

In addition, the Vendor will provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified
during test execution. The Vendor will also provide training as necessary to the State staff
responsible for test activities.

See Appendix G-1 for Testing Requirements

25.10.1. H-25.9.1 Remedies

25.10.1.1. If the Vendor fails to correct a Deficiency within the period of
time allotted by the State, the Vendor shall be deemed to
have committed ari Event of Default, pursuant Appendix H:
State of New Hampshire Terms and Conditions - P-37,
General Provisions - Section 8; Event of Default/Remedies,

and H-25.14: Termination, and the State Shall have the
right, at its option, to pursue the remedies in Section H-
25.14.1: Termination for Default as well as to return the

Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to, applicable license
fees, within ninety (90) days of notification to the Vendor of
the State's refund request
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,25.10.1.2. Notwithstanding any provision of the Contract, the State's
option to terminate the Contract and pursue the stated
remedies will remain in effect until the Vendor completes
the Contract to the satisfaction of the State.

25.10.2.H-25.9.2 System Acceptance

Upon completion of the Warranty Period, the State will issue a Letter of Final
System Acceptance.

25.11. H-25.10 Warranty

25.11.1. H-25.10.1 Warranty Period

The Warranty Period will initially commence upon the State issuance of a Letter of
Acceptance for UAT and will continue for ninety (90) days. If within the last thirty
(30) calendar days of the Warranty Period, the System Software fails to operate as
specified, the Warranty Period will cease, the Vendor will correct the Deficiency,
and a thirty (30) calendar day Warranty Period will begin. Any further Deficiencies
with the Software must be corrected and run fault free for thirty (30) days.

25.11.2.H-25.10.2 Warranties

25.11.2.1. H-25.10.2.1 System

The Vendor shall warrant that the System must
operate to conform to the Specifications,
terms, and requirements of the Contract.

25.11.2.2. H-25.10.2.2 Software

The Vendor shall warrant that the Software is

properly functioning within the System,
compliant with the requirements of the
Contract, and will operate in accordance with
the Specifications. Software shall be archived
and or version controlled through the use of
Harvest Software.

25.11.2.3. H-25.10.2.3 Non-Infringement
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The Vendor shall warrant that it has good title
to, or the right to allow the State to use all
Services, equipment, and Software provided
under this Contract, and that such Services,

equipment, and Software ("Material") do not
violate or infringe any patent, trademark,
copyright, trade name or other intellectual
property rights or misappropriate a trade secret

of any third party.

25.11.2.4. H-25.10.2.4 Viruses; Destructive Programming

The Vendor shall warrant that the Software will

not contain any viruses, destructive
programming, or mechanisms designed to
disrupt the performance of the Software in
accordance with the Specifications.

25.11.2.5. H-25.10.2.5 Compatibility

The Vendor shall warrant that all System
components, including any replacement or
upgraded System Software components
provided by the Vendor to correct Deficiencies
or as an Enhancement, shall operate with the
rest of the System without loss of any
functionality.

25.11.2.6. H-25.10.2.6 Professional Services

The Vendor shall warrant that all Services

provided under the Contract will be provided in
a professional manner in accordance with
industry standards and that Services will
comply with performance standards.

25.11.3. H-25.10.3 Warranty Services

The Vendor shall agree to maintain,, repair, and correct Deficiencies in the System
Software, including but not limited to the individual modules or functions, during
the Warranty Period at no additional cost to the State, in accordance with the
Specifications and terms and requirements of the Contract, including without
limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive programming; and replacing incorrect. Defective or Deficient Software
and Documentation.

Warranty Services shall include, without limitation, the following:
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25.11.3.1. Maintain the System Software in accordance with the
Specifications, terms, and requirements of the Contract;

25.11.3.2. Repair or replace the System Software or any portion
thereof so that the System operates in accordance with the
Specifications, terms, and requirements of the Contract;

25.11.3.3. The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the
State, twenty four (24) hours per day and seven (7) days a
week with an email / telephone response within two (2)
hours of request, with assistance response dependent upon
issue severity;

25.11.3.4. On-site additional Services within four (4) business hours of
a request;

25.11.3.5. Maintain a record of the activities related to Warranty Repair
or maintenance activities performed for the State; and

25.11.3.6. For all Warranty Services calls, the Vendor shall ensure the
following information will be collected and maintained:

25.11.3.6.1. Nature of the Deficiency;

25.11.3.6.2. Current status of the Deficiency:

25:11.3.6.3. Action plans, dates, and times;

25.11.3.6.4. Expected and actual completion time;

25.11.3.6.5. Deficiency resolution information;

25.11.3.6.6. Resolved by;

25.11.3.6.7. Identifying number i.e. work order number;
and

25.11.3.6.8. Issue identified by.

25.11.3.7. The Vendor must work with the State to identify and
troubleshoot potentially large-scale Software failures or
Deficiencies by collecting the following information:

25.11.3.7.1. Mean time between reported Deficiencies with
the Software;

25.11.3.7.2. Diagnosis of the root cause of the problem;
and

25.11.3.7.3. Identification of repeat calls or repeat Software
problems.
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25.11.3.8. All Deficiencies found during the Warranty Period and all
Deficiencies found with the Warranty Releases shall be
corrected by the Vendor no later than five (5) business
days, unless specifically extended in writing by the State, at
no additional cost to the State.

25.11.3.9. If in the Event of Default, the Vendor fails to correct the
Deficiency within the allotted period of time (see above), the
State shall have the right, at its option: 1) declare the
Vendor in default, terminate the Contract, in whole or in
part, without penalty or liability to the State; 2) return the
Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to, applicable license
fees within ninety (90) days of notification to the Vendor of
the State's intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

25.11.3.10. Notwithstanding any provision of the Contract, the State's
option to terminate the Contract and pursue the remedies
above will remain in effect until satisfactory completion of
the full Warranty Period.

25.12. H-25.11 Ongoing Software Maintenance and Support Levels,
The Vendor shall maintain and support the system in all material respects as described in
the applicable program Documentation after delivery and the Warranty Period of ninety
(90) days through the completion of the Contract term.

The Vendor will not be responsible for maintenance or support for Software developed or
modified by the State.

25.12.1. H-25.11.1 Maintenance Releases

The Vendor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

25.12.2. H-25.11.2 Vendor Responsibility

The Vendor shall be responsible for performing on-site or remote technical support
in accordance with the Contract Documents, including without limitation the
requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
■ and support levels, including all new Software releases, shall be responded to
according to the following:
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25.12.2.1. a. Class A Deficiencies - The Vendor shall

have available to the State on-call telephone assistance,
with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone
response within two (2) hours of request: or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request;

25.12.2.2. . b. , Class B & C Deficiencies -The State shall

notify the Vendor of such Deficiencies during regular
business hours and the Vendor shall respond back within
four (4) hours of notification of planned corrective action;

25.12.3. The Vendor shall repair or replace Software, and provide maintenance
of the Software in accordance with the Specifications, Terms and
Requirements of the Contract;

25.12.4. The Vendor shall maintain a record of the activities related to warranty
repair or maintenance activities performed for the State;

25.12.5. For all maintenance Services calls, the Vendor shall ensure the
following information will be collected and maintained:

25.12.5.1. Nature of the Deficiency:

25.12.5.2. Current status of the Deficiency;

25.12.5.3. Action plans, dates, and times;

25.12.5.4. Expected and actual completion time;

25.12.5.5. Deficiency resolution information;

25.12.5.6. Resolved by;

25.12.5.7. Identifying number i.e. work order number; and

25.12.5.8. Issue identified by.

25.12.6.The Vendor must work with the State to identify and troubleshoot
potentially large-scale System failures or Deficiencies by collecting the
following information: 1) mean time between reported Deficiencies with
the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.
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25.12.7. If the Vendor fails to correct a Deficiency within the allotted period of
time Stated above, the Vendor shall be deemed to have committed an
Event of Default, pursuant to Appendix H: State of New Hampshire
Terms and Conditions - Section H-25.14.1: Termination for Default, and
the State shall have the right, at its option, to pursue the remedies in H-
25.14: Termination, as well as to return the Vendor's product and
receive a refund for all amounts paid to the Vendor, including but not
limited to, applicable license fees, within ninety (90) days of notification
to the Vendor of the State's refund request

25.13. H-25.12 Administrative Specifications

25.13.1. H-25.12.1 Travel Expenses

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services. ^

The Vendor must assume all travel and related expenses by "fully loading" the proposed
labor rates to include; but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

25.13.2. H-25.11.2 Shipping and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically itemized
in the Contract.

25.13.3. H-25.12.3 Project Workspace and Office Equipment

The State agency will work with the Vendor to determine the requirements for
providing all necessary workspace and office equipment, including desktop
computers for the Vendor's staff. If a Vendor has specific requirements, they must
be included in the Vendor's Proposal.

25.13.4. H-25.12.4 Work Hours

Vendor personnel shall provide Services between the Work Hours of <8:00 a.m.
and 5:00 p.m. EST, eight (8) hour days, forty (40) hour weeks>, excluding State of
New Hampshire holidays. Changes to this Schedule may be made upon
Agreement with the State Project Manager.

25.13.5. H-25.12.5 Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable State and
federal laws and regulations and restrictions imposed by third parties upon the
State, the State will provide the Vendor with access to all program files, libraries,
personal computer-based systems, software packages, network systems, security
systems, and hardware as required to complete the contracted Services.
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The State will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Vendor to perform its obligations
under the Contract.

25.13.6. H-25.12.6 State-Owned Documents and Data

The Vendor shall provide the State access to all Documents, State Data,
materials, reports, and .other work in progress relating to the Contract ("State
Owned- Documents"). Upon expiration or termination of the Contract with the
State, Vendor shall turn over all State-owned Documents, State Data, material,

reports, and work in progress relating,to this Contract to the State at no additional
cost to the State. State-Owned Documents must be provided in both printed and
electronic format.

25.13.7. H-25.12.7 Intellectual Property

<NOTE: MAY NEED TO BE CHANGED - WORDING DEPENDS ON THE

OWNERSHIP STATUS OF ANY CUSTOM CODE DEVELOPED>

Title, right, and interest (including all ownership and intellectual property rights) in
the Software, and its associated Documentation, shall remain with the Department
of Health and Human Services.

Upon successful completion and/or termination of the Implementation of the
Project, Health and Human Services shall own and hold all, title, and rights in any
solution modifications <Custom Code> developed in connection with performance
of obligations under the Contract, or modifications to the Vendor provided
Software, and their associated Documentation including any and all performance
enhancing operational plans and the Vendors' special utilities. The Vendor shall
license back to the State the right to produce, publish, or othenwise use such
Software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

In no event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Agreement.

25.13.8. H-25.12.8 IT Required Work Procedures

All work done must conform to standards and procedures established by the
Department of Information Technology and the State.

25.13.9. H-25.12.9 Computer Use
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In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the
State entities, systems, equipment, Documentation, information, reports, or
Database Administrator of any kind (hereinafter "Information"), Vendor
understands and agrees to the following rules:

25.13.9.1. Every Authorized User has the responsibility to assure the
protection of information from unauthorized access, misuse,
theft, damage, destruction, modification, or disclosure;

25.13.9.2. That information shall be used solely for conducting official
State business, and all other use or access is strictly
forbidden including, but not limited to, personal, or other
private and non-State use and that at no time shall Vendor
access or attempt to access any information without having
the express authority to do so;

25.13.9.3. That at no time shall Vendor access or attempt to access
any information in a manner inconsistent with the approved
policies, procedures, and /or Agreements relating to system

^  entry/access;
25.13.9.4. That all Software Licensed, developed, or being evaluated

by the State cannot be copied, shared, distributed, sub-
licensed, modified, reverse engineered, rented, or sold, and
that at all times Vendor must use utmost care to protect and
keep such Software strictly confidential in accordance with
the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being
evaluated by the State, can be used by the Vendor.
Personal Software (including but not lihnited to palmtop sync
Software) shall not be installed on any equipment; and

25.13.9.5. That if the Vendor is found to be in violation of any of the
above-stated rules,, the User may face removal from the
State Contract, and/or criminal or civil prosecution, if the act
constitutes a violation of law.

25.13.10. H-25.12.10 Email Use

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is
defined as "internal email systems" or "State-funded email systems." Vendors
understand and agree that use of email shall follow State standard policy
(available upon request).
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25.13.11. H-25-12.11 Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in

direct support of the business of the State of New Hampshire according to State
standard policy (available upon request).

25.13.12. H-25.12.12 Regulatory/Governmental Approvals

Any Contract awarded under the RFP shall be contingent upon the Vendor
obtaining all necessary and applicable regulatory or other governmental
approvals.

25.13.13. H-25.12.13 Force Majeure

25.13.13.1. Neither Vendor nor the State shall be responsible for delays
or failures in performance resulting from events beyond the
control of such party and without fault or negligence of such
party. Such events shall include, but not be limited to, acts
of God. strikes, lock outs, riots, and acts of War, epidemics,
acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

25.13.13.2. Except in the event of the foregoing. Force Majeure events
shall not include Vendor's inability to hire or provide
personnel needed for the Vendor's performance under the
Contract.

25.13.14. H-25.12.14 Confidential Information

25.13.14.1. In performing its obligations under the Contract, the Vendor
may gain' access to information of the State, including
Confidential Information. "State Confidential Information"

shall include, but not be limited to, information exempted
from public disclosure under New Hampshire RSA chapter
91-A: Access to Public Records and Meetings (see e.g.
RSA chapter 91-A: 5 Exemptions). The Vendor shall not
use the State Confidential Information developed or
obtained during the performance of, or acquired, or
developed by reason of the Contract, except as is directly
connected to and necessary for the Vendor's performance
under the Contract.
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25.13.14.2. The Vendor agrees to maintain the confidentiality of and to
protect from unauthorized use, disclosure, publication, and

,  reproduction (collectively "release"), all State Confidential
Information of the State that becomes available to the

Vendor in connection with its performance under the
Contract, regardless of its form.

25.13.14.3. Subject to applicable federal or State laws and regulations,
Confidential Information shall not include information which:

(i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in
Breach hereof; (ii) was disclosed to the receiving party on a
non-confidential basis from a source other than the

disclosing party, which the receiving party believes is not
. prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is developed
by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed
with the written consent of the disclosing party. A receiving
party also may disclose Confidential Information to the
extent required by an order of a court of competent
jurisdiction.

25.13.14.4. Any disclosure of the State's information shall require prior
written approval of the State. The Vendor shall immediately
notify the State if any request, subpoena or other legal
process is served upon the Vendor regarding the State's
Confidential Information, and the Vendor shall cooperate
with the State in any effort it undertakes to contest the
request, the subpoena or other legal process, at no
additional cost to the State.

25.13.14.5. In the event of unauthorized use or disclosure of the State's

Confidential Information, the Vendor shall immediately notify
the State, and the State shall immediately be entitled to
pursue any remedy at law and in equity, including, but not
limited to injunctive relief.
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25.13.14.6. Insofar as the Vendor seeks to maintain the confidentiality
of its confidential or proprietary Inforniation, the Vendor
must clearly identify in writing the information it claims to be
confidential or proprietary. The Vendor acknowledges that
the State is subject to the Right to Know Law, RSA chapter
91-A. The State shall maintain the confidentiality of the
identified Confidential Information-insofar as it is consistent

with applicable State or federal laws or regulations,
including but not limited to, RSA chapter 91-A. In the event
the State receives a request for the information identified by
the Vendor as confidential, the State shall notify the Vendor
and specify the date the State will be releasing the
requested information. At the request of the State, the
Vendor shall cooperate and assist the State with the
collection and Review of the Vendor's information, at no
additional expense to the State. Any effort to prohibit or
enjoin the release of the information shall be the Vendor's
sole responsibility and at the Vendor's sole expense. If the
Vendor fails to obtain a court order enjoining the disclosure,
the State shall release the information on the date specified
in the State's notice to the Vendor without any State liability
to the Vendor.

25.13.14.7. This Contract Agreement, Appendix H; State of New
Hampshire Terms and Conditions - Section H-25.12.14:
Confidential Information shall survive the termination or

conclusion of a Contract.

25.13.15. H-25.12.14 Data Breach

In the event of a Data Breach, the Vendor shall comply with provisions of NH RSA
359-C.

25.14. H-25.13 Pricing

25.14.1. H-25.13.1 Activities/Deliverables/Milestones Dates and Pricing

The Vendor must include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for the Deliverables required based
on the proposed approach, and methodology and tools. A fixed price must be
provided for each Deliverable. Pricing worksheets are provided in Appendix F:
Pricing Worksheets.

25.14.2. H-25.13.2 Software Licensing, Maintenance, Enhancements, and
Support Pricing
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25.14.2.1. The Vendor must provide the minimum Software s'upport
and Services through Software Licensing, maintenance,
Enhancements, and support as detailed in Section H-25.11:
Ongoing Software Maintenance and Support Levels.

25.14.2.2. For Software Licensing, maintenance, and support costs,
complete a worksheet Including all costs In the table. A
worksheet is provided In Appendix F: Pricing Worksheets,
under Table F-4: Software Licensing, Maintenance, and
Support Pricing Worksheet, and Table F-5: Web Site
Hosting, Maintenance, and Support Pricing Worksheet.

25.14.3. H-25.13.3 Invoicing

25.14.3.1. The Vendor shalj submit correct Invoices to the State for all
amounts to be paid by the State. All invoices submitted
shall be subject to the State's written approval, which shall
not be unreasonably withheld. The Vendor shall only
submit invoices for Services or Deliverables as permitted by
the Contract. Invoices must be in a format as determined

by the State and contain detailed information, including
without limitation; itemization of each Deliverable and

identification of the Deliverable for which payment is sought,
and the Acceptance date triggering such payment; date of
delivery and/or Installation; monthly maintenance charges;
any other Project costs or retention amounts If applicable.

25.14.3.2. Upon acceptance of a properly documented invoice, the
State will pay the Invoice within thirty (30) days of invoice
issuance. Invoices will not be backdated and shall be

promptly dispatched.

25.14.3.3. If the State receives an Invoice and the amount on the

invoice is calculated incorrectly, the State shall notify the
Vendor of the alleged error prior to the due date of such
payment. The State and the Vendor agree to use
commercially reasonable efforts to resolve the Invoicing
error within fifteen (15) days from such notification to the
Vendor. The State shall promptly pay upon resolution of
such dispute or within such fifteen (15) day period of an
agreed-upon amount, whichever is later, and no late
charges shall apply to that amount or the originally invoiced
amount.

25.14.4. H-25.13.4 Overpayments to the Vendor
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The Vendor shall promptly, but no later than fifteen (15) business days, pay the
State the full amount of any overpayment or erroneous payment upon discx)very or
notice from the State.

25.14.5. H-25.13.5 Credits

The State may apply credits due to the State, arising out of this Contract, against
the Vendor's invoices with appropriate information attached.

25.14.6. H-25.13.6 Records Retention and Access Requirements

25.14.6.1. The Vendor shall agree to the conditions of all applicable
State and federal laws and regulations, y/hich are
incorporated herein by this reference, regarding retention
and access requirements, including without limitation,
retention policies consistent with the Federal Acquisition
Regulations (FAR) Subpart 4.7 Vendor Records Retention.

25.14.6.2. The Vendor and its Subcontractors shall maintain books,
records, documents, and other evidence of accounting
procedures and practices, which properly and sufficiently
reflect all direct and indirect costs, invoiced in the
performance of their respective obligations under the
Contract. The Vendor and its Subcontractors shall retain all

such records for three (3) years'following termination of the
Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for
one (1) year following the termination of all litigation,
including the termination of all appeals or the expiration of
the appeals period.

25.14.6.3. Upon prior notice and subject to reasonable time frames, all
such records shall be subject to inspection, examination,
audit and copying by, personnel so authorized by the State

, and federal officials so authorized by law, rule, regulation or
Contract, as applicable. Access to these items will be
provided within Merrimack County of the State of New
Hampshire, unless otherwise agreed by the State. Delivery
of and access to such records shall be at no cost to the

State during the three (3) year period following termination
of the Contract and one (1) year term following litigation
relating to the Contract, including all appeals or the
expiration of the appeal period. The Vendor shall include
the record retention and Review requirements of this
section in any of its subcontracts.
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25.14.6.4. The State agrees that books, records, documents, and
other evidence of accounting procedures and practices
related to the Vendor's cost structure,and profit factors shall
be excluded from the State's Review unless the cost or any
other Services or Deliverables provided under the Contract
is calculated or derived from the cost structure or profit
factors.

25.14.7. H-25.13.7 . Accounting Requirements

The Vendor shall maintain an accounting system in accordance with generally
accepted accounting principles. The costs applicable to the Contract shall be
ascertainable from the accounting system and the Vendor shall maintain records
pertaining to the Services and all other costs and expenditures.

25.15. H-25.14 Termination

25.15.1. H-25.14.1 Termination for Default

25.15.1.1. Any one or more of the following acts or omissions of the
Vendor shall constitute an Event of Default hereunder

("Event of Default"):

25.15.1.1.1. a. Failure to perform the Services
satisfactorily or on Schedule:

25.15.1.1.2. b. Failure to submit any report required;
.  and/or

25.15.1.1.3. c. To perform any other covenant, term or
condition of the Contract.

25.15.1.2. Upon the occurrence of any Event of Default, the State may
take any one or more, or all, of the following actions;
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25.15.1.2.1. Unless otherwise provided in the Contract, the
State shall provide the Vendor written notice of
default and require it to be remedied within, in
the absence of a greater or lesser Specification
of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the
State ("Cure Period"). If the Vendor fails to cure
the default within the Cure Period, the State

may terminate the Contract effective two (2)
days after giving the Vendor notice of
termination, at its sole discretion, treat the

Contract as Breached and pursue its remedies
at law or in equity or both;

25.15.1.2.2. Give the Vendor a written notice specifying the
Event of Default and suspending all payments
to be made under the Contract and ordering
that the portion of the Contract price which
would otherwise accrue to the Vendor during
the period from the date of such notice until
such time as the State deterriiines that the

Vendor has cured the Event of Default shall

never be paid to the Vendor;

25.15.1.2.3. Set off against any other obligations the State
may owe to the Vendor any damages the State
suffers by reason of any Event of Default;

25.15.1.2.4. Treat the Contract as breeched and pursue
any of its remedies at law or in equity, or both;
and

25.15.1.2.5. Procure Services that are the subject of the
Contract from another source and the Vendor

shall be liable for reimbursing the State for the
replacement Services, and all administrative
costs directly related to the replacement of the
Contract and procuring the Services from
another source, such as costs of competitive
bidding, mailing, advertising, applicable fees,
charges or penalties, and staff time costs; all of
which shall be subject to the limitations of
liability set forth in the Contract.
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25.15.1.3. In the Event of Default by the State, the Vendor shall
provide the State with written notice of default, and the
State shall cure the default within thirty (30) days.

25.15.1.4. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to
the State. This covenant shall survive termination or

Contract Conclusion.

25.15.1.5. This section H-25.14 shall survive termination or Contract

Conclusion.

25.15.2. H-25.14.2 Termination for Convenience

25.15.2.1. The State may, at its sole discretion, terminate the Contract
for convenience, in whole or in part, by thirty (30) days
written notice to the Vendor. In the event of such

termination for convenience, the State shall pay the Vendor ̂
the agreed upon price, if separately stated, for Deliverables
for which Acceptance has been given by the State.
Amounts for Services or Deliverables provided prior to the
date of termination for which no separate price is.stated will
be paid, in whole or in part, generally in accordance with
Appendix F: Pricing Worksheets.

25.15.2.2. During the thirty (30) day period, the Vendor shall wind
down and cease its Services as quickly and efficiently as
reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on
the State from such winding down and cessation of
Services.

25.15.3. H-25.14.3 Termination for Conflict of Interest

25.15.3.1. The State may terminate the Contract by written notice if it
determines that a conflict of interest exists, including but not
limited to, a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.
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25.15.3.2. In such case, the State shall be entitled to a pro-rated
refund of any current development, support and
maintenance costs. The State shall pay all other Contracted
payments that would have become due and payable if the
Vendor did not know, or reasonably did not know, of the
conflict of Interest.

25.15.3.3. In the event the Contract Is terminated as provided above
pursuant to a violation by the Vendor, the State shall be
entitled to pursue the same remedies against the Vendor as
it could pursue In the event of a default of the Contract by
the Vendor.

25.15.4. H-25.14.4 Termination Procedure

25.15.4.1. Upon termination of the Contract, the State, in addition to
any other rights provided in the Contract, may require the
Vendor to deliver to the State any property. Including
without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

25.15.4.2. After receipt of a notice of termination, and except as
othenA^lse directed by the State, Vendor shall:

25.15.4.2.1. Stop work under the Contract on the date, and
to the extent specified, in the notice;

25.15.4.2.2. Promptly, but In no event longer than thirty
(30) days after termination, terminate its orders
and subcontracts related to the work which has

been terminated and settle all outstanding
liabilities and all claims arising out of such
termination of orders and subcontracts, with the

approval or ratification of the State to the extent
required, which approval or ratification shall be
final for the purpose of this Section;

25.15.4.2.3. Take such action as the State directs, or as
necessary to preserve and protect the property
related to the Contract which Is in the

possession of Vendor and in which State has an
Interest;
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25.15.4.2.4. Transfer title to the State and deliver in the
manner, at the times, and to the extent directed
by the State, any property which is required to
be furnished to State and which has been

accepted or requested by the State; and

25.15.4.2.5. Provide written Certification to the State that
Vendor has surrendered to the State all said
property.

25.16. H-25.15 Limitation of Liability

25.16.1. H-25.15.1 State

25.16.1.1. Subject to applicable laws and regulations, in no event shall
the State be liable for any consequential, special, indirect,
incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to the
Vendor shall not exceed the total Contract price set forth in
Appendix H: State of New Hampshire Terms and
Conditions, Contract Agreement P-37 General Provisions -
Section 1.8: Price Limitation.

25.16.1.2. Notwithstanding the foregoing and any provision of this
Contract to the contrary, in no event does the State waive
its sovereign immunity or any applicable defenses or
immunities.

25.16.2. H-25.15.2 The Vendor

Subject to applicable laws and regulations, in no event shall the Vendor be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and the
Vendor's liability to the State shall not exceed two times (2X) the total Contract price set
forth in Appendix H: State of New Hampshire Terms and Conditions, Contract Agreement
P-37 General Provisions - Section 1.8: Price Limitation. Notwithstanding the foregoing, the
limitation of liability shall not apply to the Vendor's indemnification obligations set forth in
Appendix H: State of New Hampshire Terms and Conditions, Contract Agreement P-37
General Provisions - Section 1.8: Price Limitation, and Appendix H: Sfafe of New
Hampshire Terms and Conditions, Contract Agreement P-37 General Provisions -
Sections 13: Indemnification, and confidentiality obligations in Section H-25.12.14:
Confidential Information, and Data Breach obligations in Section H-25.12.15: Data Breach
which shall be unlimited.

25.16.3. H-25.15.3 State's Immunity
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Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

25.16.4. H.25.15.4 Survival

This Contract Agreement, Section H-25.15: Limitation of Liability shall survive termination
or Contract Conclusion.

25.17. H-25.16 Change of Ownership

In the event that the Vendor should change ownership for any reason whatsoever, the
State shall have the option of continuing under the Contract with the Vendor, its
successors or assigns for the full remaining term of the Contract; continuing under the
Contract with the Vendor, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminate the Contract without liability to the
Vendor, its successors or assigns.

25.18. H-25.17 Assignment, Delegation and Subcontracts

25.18.1.The Vendor shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under the Contract without
the prior written consent of the State. Such consent will not be
unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior written
consent shall be null and void and may constitute an Event of Default at
the sole discretion of the State.

25.18.2. The Vendor shall remain wholly responsible for performance of the
entire Contract regardless of whether assignees, delegates.
Subcontractors or other transferees ("Assigns") are used, unless
otherwise agreed to in writing by the State and the Assigns fully
assumes in writing any and all obligations and liabilities under the
Contract from the Effective Date . In the absence of a written

assumption of full obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract or other transfer shall
neither relieve the Vendor of any of its obligations under the Contract
nor shall it affect any remedies available to the State against the Vendor
that may arise from any Event of Default of the provisions of the
Contract. The State will consider the Vendor to be the sole point of
contact with regard to all contractual matters, including payment of any
and all charges resulting from the Contract.

25.19. H-25.18 Dispute Resolution
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Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted by this Agreement.

'  25.20. H-25.19 Venue and Jurisdiction

The Contract shall be construed in accordance with the laws of the State of New

Hampshire, and is binding upon and inures to the benefit of the parties and their respective
successor and assigns. Any action on the Contract may only be brought in the State of
New Hampshire Merrimack County Superior Court.

25.21, H-25.20 Project Holdback

The State will withhold 10% of the agreed Deliverables pricing tendered by the Vendor in
this engagement until successful completion of the Warranty Period as defined in
Appendix H: State of New Hampshire Terms and Conditions - Section H-25.10.1; Warranty
Period.

25.22. H-25.21 Escrow of Code

Vendor will enter into a source and configuration code escrow Agreement, with a State
approved escrow agent. The proposed escrow Agreement shall be submitted with the
Vendor's Proposal for Review by the State. The escrow Agreement requires the Vendor to
put the Vendor Software source and configuration code in escrow. The source code shall
be released to the State if one of the following events has occurred:

25.22.1. The Vendor has made an assignment for the benefit of creditors;

25.22.2.The Vendor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

25.22.3. A receiver or similar officer has been appointed to take charge of all or
part of the Vendor's assets;

25.22.4. The Vendor or its Subcontractor terminates its maintenance and

operations support Services for the State for the Software or has
ceased supporting and maintaining the Software for the State, whether
due to its ceasing to conduct business generally or otherwise, except in
cases where the termination or cessation is a result of the non-payment
or other fault of the State;

25.22.5. Vendor.defaults under the Contract; or
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25.22.6. Vendor ceases its on-going business operations or that portion of its
business operations relating to, the licensing and maintenance of the
Software.

Remainder of this page intentionatty left blank
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically
noted elsewhere in this document.

Acceptance Notice from the State that a Deliverable has satisfied

Acceptance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is
performed.

Acceptance Test Plan The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System.

Access Control Supports the management of permissions for logging onto a
computer or network.

Agreement A Contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and Analysis Supports the identification and monitoring of activities within
an application or system.

Authorized User The Vendor's employees, Contractors, Subcontractors or
other agents who need to access the State's Personal Data
to enable the Contractor to perform the Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer following
the conclusion of discussions.

Breach or Breach of Security Unlawful and unauthorized acquisition of unencr^ted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information maintained
by a person or commercial entity.

Business Hours Vendor personnel shall work normal business hours between
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8:00 a.m. and 5:00 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes-to this.Schedule may be made upon agreement
with the State Project Manager.

COP Change Control Procedures

Certification The Vendor's written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.

Change Controi Formal process for initiating changes to the proposed
Solution or process once development has begun.

Change Order Formal Documentation prepared for a proposed change in
the Specifications.

Completion Date End date for the Contract. (See Contract Agreement, P-37
General Provisions, Block 1.7)

Confidential Information Information required to be kept Confidential from
unauthorized disclosure under the Contract.

Contract An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement Part 1, 2, and 3. The Documentation consisting of the P-37
General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect to
the Scope of Work.

Contract Conclusion Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents Documents that comprise this Contract. (See Part 2, IT
Provisions - Section 1.1)

Contract Managers The persons identified by the State and the Vendor who shall
tse responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking costs
and payments, and representing the parties in all Contract
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administrative activities.

Contract Price The total, not to exceed amount to be paid by the State.to the
Contractor for product and Services described in the Contract
Agreement. This amount is listed in Part 1, P-37 General
Provisions - Section 1.8: Price Limitation, as well as Part 3.
Exhibit B - Paragraph 2: Contract Price.

Contractor The Contractor and its employees, subcontractors, agents
and affiliates who are providing the Services agreed to under
the Contract.

Contracted VendorA/endor The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Conversion/Migration Validation
Test

A test to ensure that a Data conversion process correctly
takes Data from a legacy system and successfully converts it
to form that can be used by the new system.

COTS Commercial Off the Shelf Software.

CR Change Request

Cure Period The thirty (30) day period following written notification of a
default within which a Contracted Vendor must cure the

default identified.

Custom Code Code developed by the Vendor specifically for this Project for
the State of New Hampshire.

Custom Software Software developed by the Vendor specifically for this Project
for the State of New Hampshire.

Data State's records, files, forms. Data and other documents or
information, in either electronic or paper form, that will be
used /converted by the Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized persons(s) that
results in the use, disclosure or theft of the State's
unencrypted Non-Public Data.

DBA Database Administrator

Deficiencies/Defects A failure, Deficiency, or Defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to
its Specifications.
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Class A Deficiency - Software - Critical, does not allow
System to operate, no work around, demands immediate
action: Written Documentation - missing significant portions
of information or unintelligible to State; Non Sohware -
Services were inadequate and require re-performance of the
Service.

Class 8 Deficiency - Software - important, does not stop
operation and/or there is a work around and user can perform
tasks; Written Documentation - portions of information are
missing but not enough to make the document unintelligible;
Non Software - Services were Deficient, require reworking,
but do not require re-performance of the Service.

Class C Deficiency - Software - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use
System; Written Documentation - minimal changes required
and of minor editing nature; Non Software - Services require
only minor reworking and do not require re-performance of
the Service.

Deliverable A Deliverable is any Written, Software, or NonSoftware
Deliverable (letter, report, manual, book, other), provided by
the Contractor to the State or under the terms of a Contract

requirement.

Department An agency of the State

Department of Information
Technology (DolT)

The Department of Information Technology established under
RSA chaoter 21-R bv the Leoislature effective Seotember 5.

2008.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as "code signing'.

Documentation All information that describes the installation, operation, and
use of the Software, either in printed or electronic format.

Effective Date The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the

Executive Council of the State of New Hampshire approves
the Contract.

Encryption Supports the transformation of Data for security purposes.

Enhancements Updates, additions, modifications to, and new releases for
the Software, and all changes to the Documentation as a
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result of Enhancements, including, but not limited to.
Enhancements produced by Change Orders.

Event of Default Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder ("Event
of Default"): .

a. Failure to perform the Services satisfactorily or on
Schedule;

b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or
condition of the Contract.

Firm Fixed Price Contract A Firm Fixed Price Contract provides a price that is not
subject to increase, i.e., adjustment on the basis of the
Vendor's cost experience in performing the Contract.

Fully Loaded Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses.

GAAP Generally Accepted Accounting Principles.

Governor and Executive Council The New Hampshire Governor and Executive Council.

GUI Graphical user interface.

Harvest ^ Software to archive and/or control versions of Software.

Identification and Authentication Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation The process for making the System fully Operational for
processing the Data.

Implementation Plan Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to. Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation Ensure that the value entered by users or provided by other
applications meets the size, type and format expected.
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Protecting the application from cross site scripting, SQL
injection, buffer overflow, etc.

Intrusion Detection Supports the detection of illegal entrance Into a computer
system.^

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by. the Contracted
Vendor as essential to work on the Project.

Licensee The State of New Hampshire

Non-Exclusive Contract A Contract executed by the State that does not restrict the
State from seeking altemative sources for the Deliverables or
Services provided under the Contract.

Non-Public Information Data, other than Personal Data, that is not subject to
distribution to the public as public information. It is deemed to
be sensitive and confidential by the State because it contains
information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g., meetings, help support. Services, other.

Notice to Proceed (NTP) The State Contract Manager's written direction to the Vendor
to begin work on the Contract on a given date and time.

Open Data Formats A Data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA chaoter 21-R;10 and RSA
chaDter21-R:11.

Open Standards Specifications for the encoding and transfer of computer Data
that is defined in RSA chaoter 21-R:10 and RSA chaoter 21-
R:13.

Operating System System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in Its daily operations, and the State has
Issued an Acceptance Letter.
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Order of Precedence The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition in a
document that is lower in the Order of Precedence.

Personal Data Data that includes information relating to a person that
identifies the person by name and has any of the following
Personally Identifiable Information (Pll): government-issued
identification numbers (e.g., Social Security, driver's license,
passport); financial account information, including account
number, credit or debit card numbers; or Protected Health
Information (PHI) relating to a person.,

Project The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties
related hereto.

Project Team The group of State employees and Contracted Vendor's
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan on time, on budget and to the
required Specifications and quality.

Project Managers The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off. and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff State personnel assigned to work with the Vendor on the
Project.

Proposal The submission from a Vendor in response to the Request
for a Proposal or Statement of Work.

Regression Test Plan A plan integrated into the Work Plan used to ascertain
whether fixes to Defects have caused errors elsewhere in the

application/process.

Review The process of Reviewing Deliverables for Acceptance.

Review Period The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State
functional requirements by supplying Data processing
product and/or Service resources according to specific tenns
and conditions.
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Role/Privilege Management Supports the granting of abilities to users or groups of users
of a computer, application or network.

Schedule The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract.

Services The work or labor to be performed by the Vendor on the
Project as described in the Contract.

Software All Custom Software and COTS Software provided by the
Vendor under the Contract.

Software-as-a-Service (SaaS) The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser {e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

"Software Deliverables All Custom Software and COTS Software and

Enhancements.

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which includes,
without limitation. Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor in response to this RFP.

Specifications The written Specifications that set forth the requirements
which include, without limitation, this RFP. the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described In the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State STATE is defined as:

State of New Hampshire
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<AGENCY >

<Address>

<City. State, Zip>

Reference to the term "State" shall include applicable
agencies.

Statement of Work (SOW) A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance and
design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible, and
accountable for achieving.

State's Confidential Records State's Information regardless of its form that is not subject to
public disclosure under applicable state and federal lav^rs and
reaulations. includina but not limited to RSA chanter 91-A:

Access to Governmental Records and Meetings.

State Data All Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
electronic manipulation of any Data that was created by or in
any way originated with the State, whether such Data or
output is stored on the State's hardware, the Contractor's
hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July l"
through June 30"* of the following calendar year.

State Project Leader State's representative with regard to Project oversight.

State's Project Manager (PM) State's representative with regard to Project Management
and technical matters.. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of a
Change Request (CR).

Subcontractor A person, partnership, or company not in the employment of,
or owned by, the Vendor, which is performing Services under
this Contract under a separate Contract with or on behalf of
the Vendor.

System All Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.
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TBD To Be Determined

Technical Authorization Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be: "

1. Consistent with Statement of Work within statement

of Services;

2. not constitute a new assignment; and

3. not change the terms, documents of Specifications
of the SOW.

Test Plan A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of the
Project. It may consist of a timeline, a series of tests and test
Data, test scripts and reports for the test results as well as a
tracking mechanism.

Term Period of the Contract from the Effective Date through
termination.

Transition Services Services and support provided when the Contracted Vendor
is supporting system changes.

UAT User Acceptance Test.

Unit Test - Developers create their own test Data and test scenarios to
verify the code they have created or changed functions
properly as defined.

User Acceptance Testing (UAT) Tests done by knowledgeable business users who are
familiar with the scope of the Project. They create/develop
test cases to confirm the System was developed according to
specific user requirements. The test cases and
scripts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer, application and
network accounts within an organization.

Vendor/ Contracted Vendor The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Verification Supports the confirmation of authority to enter a computer
system, application or network.

Virtual Private Network (VPN) Extends a private network across a public network, and
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enables users to send and receive Data across shared or

public networks as if their computing devices were directly
connected to the private network

Warranty Period A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warranty Services The Services to be provided by the Vendor during the
Warranty Period.

Work Plan The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C;
System Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables Non-Software written Deliverable Documentation {letter,
report, manual, book, other) provided by the Vendor either in
paper or electronic format.
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SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for sen/ices provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Compliance with Federal and State Laws: If the Contractor is permitted to determine the eligibility
of individuals such eligibility determination shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination: Eligibility determinations shall be made on forms provided by
the Department for that purpose and shall be made and remade at such times as are prescribed by
the Department.

3. Documentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all
information necessary to support an eligibility determination and such other information as the
pepartment requests. The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Department may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regarding that determination. The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right to a fair
hearing in accordance with Department regulations.

5. Gratuities or Kickbacks: The Contractor agreed that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained in the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.'

7. Conditions of Purchase: Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or require the Department to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, at a rate
which exceeds the amounts reasonable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuals or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third party funders. the Department may elect to:
7.1. Renegotiate the rates for payment hereunder, in which event new rates shall be established:
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement in

excess of costs;
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for ail funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

8. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:
8.1. Fiscal Records: books, records, documents and other data evidencing and reflecting all costs

and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the Contract Period, said records to be
maintained In accordance with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, ail ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Statistical Records: Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract.Period, which records shall include all records of application and
eligibility (Including ail forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on pach patient/recipient of services.

9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits.
9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the

Department, the United States Department of Health and Human Services, and any of their
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Confidentiality of Records: All information, reports, and records maintained hereunder or collected
in connection with the performance of the services and the Contract shall be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly connected to the adrhinistration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attorney or guardian.
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

11. Reports: Fiscal and Statistical; The Contractor agrees to submit the following reports at the following
times if requested by the Department.
11.1. Interim Financial Reports: Written interim financial reports containing a detailed description of

all costs and non-allowable expenses incurred by the Contractor to the date of the report and
containing such other information as shall be deemed satisfactory by the Department to
justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
designated by the Department or deemed satisfactory by the Department.

11.2. Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and objectives stated in the Proposal
and other information required by the Department.

12. Completion of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall Include the following
statement:

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

15. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any governmental license or
permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by
laws and regulations.

16. Equal Employment Opportunity Plan (EEOR): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), If it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or
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more employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or maintain an EEOP. Non
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exemption.
EEOP Certification Forms are available at; http://www.ojp.usdoj/about/ocr/pdfs/cert.pdf.

17. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving Access to
Services for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title Vl of the Civil
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whistleblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in 48
CFR 2.101 (currently, $150,000)

Contractor Employee Whistleblower Rights and Requirement To Inform Employees of

Whistleblower Rights (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3.908. |

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not'adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions.

When the Contractor delegates a function to a subcontractor, the Contractor shall do the following:
19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating

.the function

19.2. Have a written agreement with the subcontractor that specifies activities and.reporting
responsibilities and how sanctions/revocation will be managed if the subcontractor's
performance is not adequate

19.3. Monitor the subcontractor's performance on an ongoing basis
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement are identified, the Contractor shall
take corrective action.

DEFINITIONS

As used in the Contract, the following terrns shall have the following meanings: '

COSTS: Shall mean those direct and indirect items of expense determined by the Department to be
allowable and reimbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Services.

FINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is

entitled "Financial Management Guidelines" and which contains the regulations governing the financial
activities of contractor agencies which have contracted with the State of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted by the Contractor on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms and conditions of the Contract and setting forth
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit B of the
Contract.

FEDERAL/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws, regulations, etc. as
they may be amended or revised from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State pf NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.

Exhibit C - Special Provisions Contractor Initials.
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract. Conditional Nature of Agreement, is
replaced as follows;
4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in part,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislative or executive action that reduces, eliminates, or otherwise
modifies the appropriation or availability of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In no event shall the
State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds become available, if ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
Account{s) identified in block 1.6 of the General Provisions. Account Number, or any other
account, in the event funds are reduced or unavailable.

2. Subparagraph 10 of the General Provisions of this contract. Termination, is amended by adding the
following language;
10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of

the State, 30 days after giving the Contractor written notice that the State is exercising its
option to terminate the Agreement.

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of early
termination, develop and submit to the State a Transition Plan for services under the
Agreement, including but not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not limited to. any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.

10.4 In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the State as described above.
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the fpllowing Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES ■ CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31.
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner •

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and spedfying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
' conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free Contractor Initiats.
Workplace Requirements
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1.. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as.
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site{s) for the performance of work done in
connection with the specific grant.

Place of Performance {street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not identified here.

Contractor Name:

Date Name:
Title:

Exhibit D - Certification regarding Drug Free Contractor Initials
Workplace Requirements
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CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lolibying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A

*Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX
'Community Services Block Grant under Title VI
'Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name:

Date Name:

Title:

Exhibit E - Certification Regarding Lobbying Contractor initials.
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following

■ Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Departmerit of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies

r available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended," "ineligible," "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Regarding Debarment. Suspension Contractor Initials
And Other Responsibility Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies .available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals;
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for othenwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall atiach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as

defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lovver tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

Date Name:

Title:

Exhibit F - Certification Regarding Debarment. Suspension Contractor Initials
And Other Responsibility Matters
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor Identified in Section 1.3 of the Genera! Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondischmination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 {42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
.the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section>2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity:

- the Americans with Disabilities Act of 1990 (42 U.S.t. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683,1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F;R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondischmination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G
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in the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor, identified in Section 1.3 of the General Provisions agrees by signature.of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: .

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

Date Name:

Title:

Exhibit G
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification;

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name:

Date Narne:

Titl^-

Exhibil H - Certification Regarding Contractor Initials
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act. Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

<1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entitv" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

I

e. "Data Acqreaation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacv Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibit I Contractor Initiala
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I. "Required bv Law" shall have the same meaning as the term "required by law" In 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that Is not
secured by a technology standard that renders protected health information unusable,
unreadable, or Indecipherable to unauthorized Individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not othenvise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate:
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (I)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which It was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 Exhibit I Contractor Initials
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) ObllQations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to;

0 The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0 The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business'Associate shall require all of Its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

3/2014 Exhibit I Contractor Initials
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pursuant to this Agreement, with rights of enforcement and Indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions {P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement;

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

I. Business Associate shall document such disclosures of PHI and information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosurep of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill Its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to fonwarded requests. However, If forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction Infeasible, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation

of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

0. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3/2014 ExrtbitI Contractor Initials
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Seareaation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit i are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The State Name of the Contractor

Signature of Authorized Representative Signature of Authorized Representative
i

Name of Authorized Representative Name of Authorized Representative

1,

Title of Authorized Representative Title of Authorized Representative

Date Date

3/2014 Exhibit I
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT (FFATAl COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award Is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 {Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are frorh the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC. ^

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed inforrhation as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

Date Name:

Title:

Exhibit J - Certification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act (FFATA) Compliance
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FORMA

As the Contractor identified in Section 1.3 of the General Provisions. I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is;

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here ^

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

CU/DHHS/110713

Exhibit J - Certification Regarding the Federal Funding
Accountability And Transparency Act (FFATA) Compliance
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A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally Identifiable
information, whether physical or electronic. With regard to Protected Health
Information." Breach" shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal Information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of \Arhlch collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, alt of which may have the potential to put the data at risl< of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New .Harhpshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish,
or trace an individual's identity, such as their name, social security number,, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

r

10. "Protected Health Information" (or "t^HI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standairds for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V4. Last update 04.04.2018 Exhibit K Contractor Initials
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there "frorh disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to .confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor| will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the sen/ices rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and Includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
0  Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and Identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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" whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures Its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination: and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer In use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and |vill provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless othenvise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential Information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are In place to
detect potential security events that can impact State of NH systems and/or
Department confidential Information for contractor provided systems.-

5. The. Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Conl'ractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor Is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the sun/ey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

but not limited to, provisions of the Privacy Act of 1974 {5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
establfehed by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating tO|Vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor learns of its occurrence. This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential ̂ Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes Identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in .Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this Information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
resen/es the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacyand security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor learns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 : 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

8. DHHS contacts for Privacy issues:

DHHSPrivacyOfficer@dhhs.nh.gov

0. DHHS contact for Information Security issues:

DHHSInformatlonSecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach notifications:

DHHSInformationSecurityOffice^dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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Vendor Instructions

Vendor Response Column; Place a

"Yes" if the current release of the software can fully support ALL the functionality described in the row, without special
customization. A "Yes" can only be used if the delivery method is Standard (see delivery method instructions below).
Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see
delivery method instructions below).

Crltkality Column:

(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in
order for the proposal to be accepted. If the proposer believes that there is something about their proposal that either
obviates the need for this requirement or makes it of less importance this must be explained within the comments. The State
retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature of the
proposal.

(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great usefullness but
the lack of this feature is not considered serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which usefull or
potentially usefull but not a central feature of the Project.

Delivery Method Column:

Complete the delivery method using a Standard. Future, Custom, or Not Available/Not Proposing (as deOned below) that
indicates how the requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available In the current software release.

Future • Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release
in the comment area.)

Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours and
average billing rate or fiat cost for the software modification in the comment area. These cost estimates should add up to the
total cost for software modifications found in the cost summary table in Section X of the RFP).

Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this
functionality was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form
text can be entered into this column.
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Vendor Instructions

Vendor Response Column:

Place a "Yes" if the current release of the software can fully support ALL the functionality described in the

row, without special customization. A "Yes" can only be used if the delivery method is Standard (see delivery

method instructions below).

Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not

Available/Not Proposing (see delivery method instructions below).

Criticality Column:

(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that

it must be met in order for the proposal to be accepted. If the proposer believes that there is something

about their proposal that either obviates the need for this requirement or makes it of less importance this

must be explained within the comments. The State retains the right to accept a proposal if the need of the

requirement is reduced or eliminated by another feature of the proposal.

(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great

usefullness but the lack of this feature is not considered serious enough to disqualify the proposal.

(0) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which

usefull or potentially usefull but not a central feature of the Project.

Delivery Method Column:

Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined

below) that indicates how the requirement will be delivered.

Standard • Feature/Function Is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and

service release in the comment area.)

Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated

hours and.average billing rate or flat cost for the software modification in the comment area. These cost

estimates should add up to the total cost for software modifications found in the cost summary table in

Section X of the RFP).

Not Available/Not Proposing • Feature/Function has not been proposed by the Vendor. (Provide brief
Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be

met. Free form text can be entered into this column.
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1  BUSINESS REQUIREMENTS
1  State Requirements

1  Req# 1  Requirement Descnptlon 1 Criticallty .  '.Vendor 1 -'-•■Delivery' . - . - ^ .
■--j,. . . . 1 .j-. . ; Comments . '

1 Functional -

--

Bl.l Intentionally Left Blank

B1.2

uesign ano implementation of d^ta visualization it^hdards via a style guide
and example templates specifically leveraging existing toolsets and web
portals currently in place at the state to create a consistent way for data to be
organized and graphically displayed to meet both user design and user
experience requirements. M

B1.3

Create a method to inventory data sources assoicated with the
building of the Opioid Crisis dashboard and an ongoing process to add
to the inventory of the system and recommend a strategy for future
useof data analytics and business intelligence toolsets as well as
create a dashboard in which the source is tagged as internal or
external (to the Department) and whether the data contains
personally identified information (Pll) or De-identified information
(DM) M

B1.4

Provide professional services to augment internal capabilities
associated with the following skill sets:
Business analysis, use case development, user persona development.
Data and statistical analysis generally.
Data and statistical analysis specific to the opioid crisis.
Data integration and transformation.
Data visualization including geographical information system,
Hardware architecture and design.
Software configuration and training. M

Bl.S
If the proposal is a cloud/hosted solution provide and establish
hardware and software and/or cloud services for operation by the
State needed to augment the Department's infrastructure. M

B1.6
Implement no later than August IS, 2019 opioid dashboards based on
requirements M

B1.7
Provide a detailed description of how you would address charts
included in the Introduction section M
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B1.8
Provide context sensitive "Help" screens/tips and dashboard

instructions p

B1.9
Automated reports/notifications/alerts to users based on subscription-

or opt in/out functionality M

Bl.lO

Design, develop and implement a holistic Data Analytics Platform

(DAP) that consolidates data from multiple, currently disparate

Department, other State of New Hampshire and Federal sources,,

systems and formats to meet the needs of the state's opioid response

and provide the foundation for all other needs of the Department

programs. M

B2.1 Include support for the future use of advanced statistical analysis
techniques, predictive analytics and machine learning

<■

M

B2.2 Be intuitive and easy to learn, understand, navigate and use. M

B2.3 Provide and support average less than 5 seconds with a majority of 1
second query response times, with or without user customization. P

B2.4
Process and load datasets in a fast, smooth, efficient manner to meet
no older 24 hour stale data m'
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B2.5

The selected vendor must leverage (where applicable for the vendor

solution) current technologies in place at State of New Hampshire and

provide recommendations for alternatives based on proposed strategy

to include but not limited to:

Oracle databases, -

Dimensionally modeled data marts, j

Extract, Transform, Load (ETL) software - Informatica,

Statistical analysis tools/software and server - R Programming and

RStudio Server/Connect, and

Supplementary Bl tools leveraging Tableau for dashboards which:

Consolidate and arranges numbers, metrics and Department defined

scorecards. Key Performance, and other, metrics.

Can be tailored for specific roles and display metrics targeted for a

single point of view.

Includes a customizable interface.

Includes the ability to pull real-time data M

B2.6

Design, develop and implement an overarching data model, which:

Combines appropriate data elements from various sources, as needed

to achieve reporting and alert functions.

Includes interfaces, source mapping and user interfaces; required to

achieve data consolidation and build the' DAP,

Identifies current and future state of source systems and processes.

Possesses the processing capabilities to provide large dataset analysis,

including highly complex numerical analysis of textual, structured, non

structured, spatial and other data sources.

Provide metadata tagging of data sources/elements,

Allows fast and flexible data integration so that data sources are able

to be integrated in the analytical environment and analyzed with

limited advanced notice. M
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B2.7

Vendors must include a proposed architecture for the DAP, which

integrates data from source systems and meets, or exceeds, the

following minimal requirements: M

62.8

Provides a framework for organization of data. Information

management and technology systems required to build and

implement the system. M

B2.9

Allows for data components of the architecture to include internal and

external sources of structured and unstructured data users require to

analyze the opioid crisis M

B2.10
Includes data Integration, data cleansing and the development and

Implementation of data dimensional rules M

Technica 1

B3.1

Describes the conceptual and logical technology components required

to present Information to users and enable them to analyze the data

and its impacts. M

83.2 Allows for the ability to drill down on report data by varying levels of

geographic, provider, program, service and client demographic details M

83.3
Allow for the extraction of patterns and knowledge from large

amounts of data. M

83.4
Provide predictive or statistical analysis model, based upon data type

and attributes P

83.5
Provides browser-based solution to support all major browsers. M

83.6
Internal multi-tenant sandbox to provide statistical analysis areas to

look at data with access to the dimensional based data to design and

develop visualizations on an ad-doc development based methodology M

83.7

Internal role based authentication to provide view, modify and delete

as well as external facing role based solution with ability to define

group or user defined access M

83.8
Provide a methodology to track web traffic and report on number of

viewers, number of this and/or other measures. P

83.9 State Sizing and Growth Assumptions M
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B3.10

Develop capacity to make data and intormation available in meeting the

Department's Federal Reporting requirements and necessary for Federal

grant applications M

SUBHEAC) i

B4.1

The new System must accommodate the anticipated number of users

and workstations at each location. In order to support initial sizing

expectations, prior to completion of capacity planning as part of this

project, the State has estimated the first phase system must

accommodate approximately 2,000 internal users (25% active users,

5% concurrent) in and for future use, 250,000 external users (10%

active users, 2% concurrent) at this time, and all of these users are

expected to have a workstation that will access the System. These

initial estimates will be replaced with the finale user sizing in the

Capacity Plan deliverable as part of the design phase. Workstations,

network, servers, storage and WAN connectivity will be recommended

by the vendor to ensure sizing to access and utilize the system. M

B4.2

The new shared infrastructure and functional capabilities need be

designed to be operational 24 hours per day (hours to be determined

by the state), 7 days per week, and 52 weeks per year. The centralized

servers and resources and public facing web site will be designed to be

operational 7 days per week and 24 hours per day. No single

disruption is anticipated to last longer than 8 hours. The System as a.

whole will be available for use 99 percent of the timeless mutually

agreed and scheduled service/maintenance intervals. M

B4.3
The new System must support transparent failover capabilities using high-

availability architectural elements. M

B4.4
Specify all equipment (if any) required for the development and operations of

the solutions and requirements defined in this RFP. The equipment will be

comprised of industry standard and readily available components. M

B4.5
Creating/viewing population-based or individual-based alerts and

notifications M

B4.6 Subscribing/Un-subscribing to alerts/notifications of interest M

B4.7 Sending notifications through preferred notification method M
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B4.8
Scheduling of distribution of reports and notifications based on user

input via an "opt in" model M

B4.9

Describe the proposed solution to meet 508 compliance and DolT

compliance requirements. The authentication and authorization

solution must be ADA compliant. M

84.10
Determining who originates and approves DAP investment proposals. P

B4.11
Determining the approved technologies and products developers

must use to build services. M

B4.12
Defining the procedure for requesting permission to use a service. M

B4.13
Identifying (and executing) what service and system testing is required

before deploying a service enhancement. M

B4.14 Promulgate policies, standards, and guidelines M

B4.15 Facilitation of processes M

84.16 Collection, analysis and visualization of metrics M

B4.17

Administer the integration metadata - for example, DAP metadata

(such as Web Services Description Language) or business-to-business

metadata (such as electronic data interchange/XML document

standards). M

84.18
Monitor the associated governance procedures, through one or more

repositories. M

84.19

Role-based Access and User Provisioning - Technology component

that enables what information a particular user is authorized to

access. M

84.20

Users' access rights shall be based on what roles they play in the

enterprise (State and Counties) and/or what groups they belong to for

external entities. M V

84.21
Role-Based Access shall include the capability to enforce who can

update data versus access and view only. Further, the update

authority should be defined at the field level within a panel. M
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B4.22

Authentication of user identities - Technology component that verifies

the identities of those seeking to access client data. Shall include

strong authentication supported by an appropriate infrastructure for

identity and access management. M '

B4.23
The solution must have a mechanism for Annual Reconciliation of

users to determine if access is still needed. M

B4.24
Configure, install and train on the existing Tableau environment to

allow for the usage of R Programming M

•

B4.2S
Logging of activity - For financial, operational, and legal reasons, the

solution must record all activities in a log, which must be searchable

to allow administrators to identify any abnormal pattern of activity. M

B4.26

The solution must include the capability to monitor activity continually
according to a set of pre-defmed rules, and to notify administrators

when abnormal activity is detected M

B4.27

Authorization - Authorization shall provide access control through

enforcement, and be used to determine the specific scope of access to
grant to an identity. It must provide real-time access policy decisions

and enforcement (based on identities, attributes, roles, rules,

entitlements and so on). Users must be able to access only what their

job functions allow them to access. For instance, if a person is a

"manager," then he or she is granted the access necessary to create or,

edit a performance review; however, if a person is not a manager, '
then he or she should be able to review only his or her own

performance review, and only at a specific stage of the review cycle.
Web access management (WAM), externalized authorization

management, identity-aware networks and digital rights management

toots are examples of authorization technologies. M
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B4.28

Administration - Administration shall offer a means of performing

identity-related tasks (for instance, adding a user account to a specific

system). Administration tools must provide an automated means of

performing identity-related work that would otherwise be performed

by a human; examples include tasks such as creating, updating or

deleting identities (including credentials and attributes), and

administering access policies (rules and entitlements). User

provisioning shall be considered a part of administration technology.

Helpdesk agents shall have override capabilities to correct data and

account errors. M

B4.29
Establishment of an agile State enterprise technology platform based

on an DAP architecture P

B4.30

The selected vendor must work with Department to ensure strategic

alignment between the deployed technology and the future-state

business processes and operational model. This collaboration is to

occur, at a minimum, through the following activities: M

B4.31

Work with Department Executive Leadership and project team to

refine the overall vision for the project and to develop a strategic plan
for managing change; M

1

84.32
Cultivate ownership and teamwork among stakeholders at executive

levels P

B4.33

Define a change control process for considering and accepting or
denying changes (policy, planning, design, processes, etc.) throughout

the project M

Training
.

B5.1
Work with the Department to develop and deliver training as

appropriate to State users M
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B5.2

The System training, in addition to focusing on the navigation and use

of the System, rnust also focus on how the System is integrated into

the day-to-day work of end users including access level, new business

processes and/or workflows that the System will support.

Additionally, training for the usage of the back-end environment,

informatica and database dimensional design will be provided to a

team consisting of State of New Hamshire database administrators,

system administrators and business analysts responsible for the on

going maintenance and support of the system (outlined further in the

Technical training section). M

85.3

The selected vendor must provide the State Project Manager with

documented evidence of each trainee's competence to operate the

System and integrate its support In to their day-to-day work. Training

must be of sufficient length to ensure adequate comprehension.

Training must be provided "Just in time" prior to deployment and

must comprehensively address all System operations as well as

security considerations. M

85.4

The selected vendor must organize and provide formal orientation

and training before System deployment, to the State development

and operations staff so that they are able to manage and maintain the

System. M

85.5

The Contractor will also involve the State's technical staff in any

enhancements to the System to enable the staff to become familiar

with the process. M

-
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B5.6

Effective training that will provide the required skills to use
this new automated tool is critical to the successful

implementation and use of the new System. The selected
vendor must develop user training curricula, schedules,
training materials and training evaluation materials. The
selected vendor must maintain an online training
environment that allows trainees to access the new

System. The selected vendor must conduct face-to-face,
hands-on, user training in logical groupings at regional
locations determined by the State, and for managing all
training planning and logistics. M

Inventory and Migration |_ ' t  _
■

B6.1

The selected vendor shall develop a prioritized list of data sources to

integrate and migrate into the Enterprise Data Warehouse. The

selected vendor must identify and prioritize data sources required to

support each implementation phase. Additionally, the selected vendor

is required to integrate each respective data source into the Enterprise

Data Warehouse. The following are the initial list of data sources to be

migrated into the EDV and utilized to create the Opioid Crisis

dashboard: M

B6.2

Medicaid and Comprehensive Health Care Information System (CHIS):

Pharmacy, physical, behavioral health care claims for all NH Medicaid

services and for most commercially insured population in New

Hampshire. Medicaid member data will be integrated into the EBI

warehouse under a separate effort by Spring 2019.) M

B6.3

Child protection investigations and findings including whether opioid

or other substance use is possible factor in the case. Child Welfare

System/DCYF Cases M
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B6.4

Automated Hospital Emergency Department Data (AHEDD): State

wide surveillance system collects real-time data from all 26 New

Hampshire acute care hospital emergency departments to detect

clusters or monitor potential health threats in the population such as

respiratory illness during influenza season, injuries during snow

storms, and drug overdoses during the current opioid crisis.) M

B6.5

Vital Records Data: Real time birth and mortality records certificates.

Data collected by the NH Division of Vital Records for NH residents

and births or deaths occurring in NH. NH resident out-of-state births

are reported to NH through an interstate exchange agreement. M

B6.6

Drug overdose deaths data by Fentanyl (no other drugs), Fentanyl and
Other Drugs (excluding heroin), Heroin (no other drugs). Heroin and

Other Drugs (excluding fentanyl). Heroin and Fentanyl, Unknown

Opioids, Other Opiates/Opioids determined by the Medical

Examiner.Medical Examiner Report M

■

B6.7

Emergency Medical Services (EMS) Trauma Emergency Medical

Services Information System (TEMSIS): medical responses on Naloxone

administration incidents data. A data collection and analysis capability
system that provides for the evaluation of the emergency medical and

trauma services system (TEMSIS). M

B6.8

Grant/State BDAS Treatment Services: Medication assisted treatment

with Opioid/opiate, methamphetamine, & cocaine/crack admissions

to state funded facilities. An array of levels of care including

outpatient, intensive outpatient, partial hospitalization, residential,

withdrawal management, and peer and non-peer recovery support
services. M

B6.9
Population Data: Base data used for calculation of population based

rates. M -
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66.10

NH Health WISDOM: Data access for public health indicators via

interactive dashboards and community profiles. Customize and display

data in maps, graphs, and tables related to the NH State Health

Improvement Plan, NH Environmental Public Health Tracking Program,

and the NH Occupational Health Surveillance Program.- M

66.11

To help ensure that the selected vendor and the State Project team

fully understand the extent of the work needed for data conversion, a

detailed study of conversion issues and requirements will be required

of the selected vendor. M

'

66.12
Conducting selected data source analysis to determine conversion

requirements M

66.13 Reviewing conversion analysis with the State Project team, prepare

detailed data conversion plan (addressing manual and electronic data) M

66.14
Defining strategies for verifying and/or correcting existing data M

66.15
Developing data conversion scripts and test data conversion scripts M

66.16
In this task the selected vendor must address data migration issues

and a plan must be in place to ensure the validation of all conversion

routines and the accuracy and completeness of all data. M

Data Governance J

87.1 Design and Implementation of a data governance strategy M

67.2

A DAP initiative requires an Infrastructure reference rhodel that

provides guidance for selecting technologies and products when

implementing and deploying services. The Vendor must design and

implement a DAP governance system that addresses the following

requirements (at a minimum): M

67.3 Defining methods to ensure that the services infrastructure supports

robust, secure, scalable, and interoperable operations. M

67.4
Identifying what are the approved or standard technologies and

products for service development and deployment. M
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B7.5

Designing and implementing methods, patterns, and technologies that

will be used to support security, reliability, transaction, and

instrumentation requirements. M

B7.6
Determining who determines which technologies and products go

onto the standards list. M

B7.7
Defining who needs to approve future technology and product

decisions as standards evolve in the future. M

B7.8 Service Design and Development M

B7.9

Service design and development precepts delegate decisions about

services to the appropriate architects and developers. The Vendor

must design and implement a DAP governance system that addresses

the following requirements (at a minimum): M

B7.10
Defining a method(ology) to ensure that services are built the right
way. M

-

87.11
Determining the appropriate types of models that must be

implemented. M

B7.12
Identifying sign off or approval requirements for service models. M

B7.13
Determining the design patterns that should be used to support DAP

principles. M

67.14
Identifying sign off or approval requirements system or service design

decisions. M

B7.15 Establishing technology standards for a future project. M

B7.16
Determining technology selection sign off or approval requirements. M

B7.17 Establishing standard designs for message formats. M

B7.18 Determining interface sign off or approval procedures. M

87.19 Defining the required testing for DAP projects. M

87.20
Establishing completed project acceptance requirements and

procedures. M

87.21

Creating a "prototyping or early experience" capability to experiment

with and design enhancements to rules-engines by the program group

for review and approval prior to entering a more formal development,

testing and release process. M
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B7.22 Configuration and release management M

B7.23

Configuration management precepts establish which developers or

administrators are responsible for configuring a service and preparing

it for production deployment. The Vendor must build on and extend

New Hampshire's release management processes, or develop one if

the existing process is mutually determined to be not suitable.

Requirements in this area are to include the following: M

B7.24
Establishing objective criterion to ensure that services are stable upon

production release. M

B7.25 Defining entire deployable units including its dependencies. M

B7.26
Defining who is responsible for creating and version managing

configuration files and deployment packages. M

B7.27
Establishing clear responsibilities and requirements for system testing,

performance testing, and capacity planning. M

87.28 Defining the service staging and promotion process. M

B7.29 Defining and implementing services registration procedures. M

B7.30
Defining what information must be captured pertaining to a service. M

B7.31
Defining service provision and instrumentation requirements. M

B7.32
Establishing signs off or approvals required to migrate a service into

production. M

B7.33 Contract management M

B7.34

Contract management precepts shall define the policies and processes

that potential service consumers use to obtain permission to access a

service. The proposed DAP governance solution may extend the

existing provisioning governance system if suitable, or build a new one

as appropriate. The Vendor must design and implement precepts in

the following areas: M

B7.35
Ensuring that new consumers don't crash the system through use,

operation or load. M

B7.36
Establishing the procedures for requesting permission to use a service. M
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B7.37
Identifying required information to request permission to use a

service. M

87.38
Establishing an impact analysis to be performed before granting

permission to new consumers. M

87.39
Determining appropriate sign offs or approvals to granting

permissions to access the system. M

87.40
Establishing a framework to negotiate service level agreements (SLAs)

for use of the system. M

87.41 Defining and implementing SLAs be reported and enforced. M

87.42
Establishing processes to address modifications or additional

resources that may be required to support the SLAs. M

87.43
Defining appropriate testing practices and procedures that are

required before a new consumer can be provisioned... M

87.44 Establishing a process to provision new consumers M

87.45 Service monitoring and control M

87.46

Service monitoring and control precepts must be designed and

implemented in such a manner as to define responsibilities for issues

related to operating a service. The Vendor may build on and extend or

develop new service management and operations governance by

defining and Implementing precepts that address the following: M

87.47
Establishing controls and reporting to ensure that services behave as

expected. M

87.48
Defining instrumentation and reporting to track service consumption

and utilization. M

87.49
Establishing methods and reporting procedures to detect, eliminate

and prevent against unauthorized service access. M

87.50
Create tracking and reporting for service SLA compliance and

violations. M

87.51
Identification of notifications and escalation contacts and procedures

for service issues and outages M

87.52
Service monitoring and control capabilities must be built into the DAP

runtime Infrastructure. DAP governance standards must define where

and how to use, report on and enhance SLAs. M

t

87.53 Incident management M  1
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87.54

Incident management precepts shall define and implement

responsibilities for monitoring and managing problems and issues that

arise during the operation of the service. The Vendor must build on

and extend or develop new incident management governance by

implementing precepts that cover the following (at a minimum): M

'

87.55
Design and Implementation of processes and procedures to manage

incidents and failures M

87.56
Definition/Identification of responsibilities for end-to-end service

exception and fault tracking M

87.57
Definition/Identification of responsibilities for end-to-end service

error identification and resolution. M

87.58 Definition of the escalation path for SLA violations. M

87.59 Change management M

87.60

Change control management precepts shall define and implement

responsibilities for managing system enhancement requests and

service versionlng. The Vendor must build on and extend or develop

and implement new change management governance by defining

precepts that cover (at a minimum): M

87.61 Implement a process to manage change requests and to ensure that

enhancements don't Introduce defects in the system. M

87.62
Design and implement procedures for requesting service

enhancements. M

87.63
Define what information is required when requesting a service

enhancement. M

87.64
Design an impact analysis process to be performed before a service

enhancement request is accepted. M

87.65
Define sign off or approval requirements for service enhancement

requests. M

87.66
Define roles, responsibilities and sequence of events pertaining to the

implementation of an enhancement. M

87.67
Develop guidelines to assist the State in paying for or funding an

enhancement. M
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B7.68 Define recommended methods and a process for addressing

enhancement requests associated with regulatory requirements. M

87.69
Define methods to enable service versioning and version

control/migration. M

87.70
Establish guidelines on how long should a previous version(s) of the

service be maintained and subsequently retired. M

87.71
Define what degree of service and system testing is required before

deploying a service enhancement. M

87.72
Establish leading practices to mitigate current consumer disruption

when deploying an enhancement. M

87.73
Develop procedures to notify consumers of the enhancement or

changes to the system. M

87.74
Develop and implement processes to fall back to a system previous

version upon discovery of a critical defect. M

87.75 Data Management M

87.76

Design and Implementation of a data management strategy including

data warehousing, data quality, and data integration capabilities. The

strategy will incorporate current practices and the vendor will work

with the current teams. M
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APPLICATION REQUIREMENTS

State Requirements ; Vendor ' ''V.-.', •

Req 0 Requirement Description Criticality
'  Vendor

- Response -

'  Deli^ry -

Method -
.Comments

GENERAL SPECIFICATIONS i

Al.l
Ability to access data using open standards access protocol (please specify

supported versions in the comments field).
M

Al.2

Data is available in commonly used format over which no entity has exclusive

control, with the exception of National or International standards. Data is not

subject to any copyright, patent, trademark or other trade secret regulation.
M

Al.3
Web-based compatible and in conformance with the following W3C

standards; HTML5. CSS 2.1. XMLl.l
M

APPLICATION SECURITY ]

A2.1

Verify the Identity or authenticate all of the system client applications before

allowing use of the system to prevent access to inappropriate or confidential

data or services.

M

A2.2

Verify the identity and authenticate all of the system's human users before

allowing them to use its capabilities to prevent access to inappropriate or

confidential data orservires. .

M

A2.3 Enforce unique user names for internal facing solution M

A2.4
Enforce complex passwords for Administrator Accounts in accordance with

Doll's statewide User Account and Password Policv
M

A2.5

Enforce the use of complex passwords for general users using capital letters,

numbers and special characters in accordance with DolT's statewide User

Account and Password Policv.

M

A2.6 Encrypt passwords in transmission and at rest within the database. M

A2.7

Establish ability to expire passwords after a definite period of time in

accordance with DolT's statewide User Account and Password Policy M

A2.8
Provide the ability to limit the number of people that can grant or change

authorizations
M

A2.9
Establish ability to enforce session timeouts during periods of inactivity.

M

A2.10
The application shall not store authentication credentials or sensitive data in

Its code.
M

A2.11
Log ail attempted accesses that fail identification, authentication and

authorization reouirements.
M

A2.12

The application shall log all activities to a central server to prevent parties to

application transactions from denying that they have taken place. M
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Req# Requirement Description Criticality
t Vendor .

•Response .

. Delivei^J^
/ Methodf""

Comments

A2.13 All logs must be kept for (6 months) M

A2.14
The application must allow a human user to explicitly terminate a session. No

remnants of the orior session should then remain.
M

-

A2.15
•

M

X2.I6
The application Data shall be protected from unauthorized use when at rest

M

A2.17
The application shall keep any sensitive Data or communications private from

unauthorized individuals and oroerarhs.
M

A2.18
Subsequent application enhancements or upgrades shall not remove or

degrade securitv reouirements
M

A2.19 Utilize change management documentation and procedures M
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1  TESTING
1  State Requirements - Vendor . |

1 Req' Requirement Description . Cmkallty
- jVendor..
t ̂ Rescmse^-

.Delivery;*:.

Meihod-rJ
p  v^^.tConvnents . IV- 1

APPLICATION SECURITY TESTING

Tl.l All components of the Software shall be reviewed and tested to ensure

they protect the State's web site and its related Data assets. M

T1.2

The Vendor shall be responsible for providing documentation of

security testing, as appropriate. Tests shall focus on the technical,

administrative and physical security controls that have been designed

Into the System architecture in order to provide the neces^ry

confidentiality, integrity arid availability. M

T1.3

Provide evidence that supxts the fact that Identification and

Authentication testing has been recently accomplished; supxTs

obtaining information about those parties attempting to log onto a

system or application for security purxses and the validation of users

M

T1.4
Test for Access Control; supxrts the management of permissions for

logging onto a computer or network M

T1.5

Test for encryption; supxTs the encoding of data for security

X''POses, and for the ability to access the data in a decrypted format
from required tools. M

T1.6
Test the Intrusion Detection; supxiTs the detection of illegal entrance

into a computer system M

T1.7
Test the Veritication feature; supxtts the confirmation of authority to

enter a computer system, application or network M

Tl,8

Test the User Management feature; supxrts the administration of

computer, application and network accounts within an organization.

M

T1.9

Test Role/Privilege Management; supxTs the granting of abilities to

users or groups of users of a comxf^t, application or network

M

Tl.lO

Test Audit Trail Capture and Analysis: supx^ts the identification and

monitoring of activities within an application or system

M

Tl.ll

Test Input Validation; ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and unauthorized access of

files and/or directories on the server. M

T.1.12

For web applications, ensure the application has been tested and

hardened to prevent critical application security flaws. (At a minimum,

the application shall be tested against all flaws outlined in the

Web Application Security Project (OWASP) Tx Ten

(http://www.owasp.org/inde)(.php/OWASP Top Ten Project))

M

■
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T1.13

Provide the State with validation of 3rd party security reviews

performed on the application and system environment. The review

may include a combination of vulnerability scanning, penetration

testing, static analysis of the source code, and expert code review

(please specify proposed methodolc^ in the comments field).

T1.14

Prior to the System being moved into production, the Vendor shall

provide results of all security testing to the Department of Information

Technology for review and acceptance.

M

Tl.lS

Vendor shall provide documented procedure for migrating application

modifications from the User Acceptance Test Environment to the

Production Environment.

M

STANDARD TESTING

T2.1
The Vendor must test the software and the system using an industry

standard and State approved testing methodology.
M

T2.2 The Vendor must perform application stress testing and tuning. M

T2.3
The Vendor must provide documented procedure for how to sync

Production with a specific testing environment.
M

T2.4 The vendor must define and test disaster recovery procedures. M
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-

HOSTING-CLOUD REQUIREMENTS
1  State Requirements ! :_■ '-il: i'Vendb'r"-"' ' -7^ J'"\

Req# Requirement Description Criticaiity
1 'Vendor ,
Response'

Delivery T;-
! '-Methddl^*

,  Comments

OPERATIONS

Hl.l Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or equivalent. A tier 3
data center requires 1) Multiple independent distribution paths serving the IT
equipment, 2) All IT equipment must be dual-powered and fully compatible with
the topology of a site's architecture and 3)Concurrently maintainable site
infrastructure with expected availability of 99.982%

M

H1.2 Vendor shall maintain a secure hosting environment providing all necessary
hardware, software, and Internet bandwidth to manage the application and
suDDort users with oermission based loeins

M

H1.3 The Data Center must be physically secured - restricted access to the site to
personnel with controls such as biometric, badge, and others security solutions.
Policies for granting access must be in place and followed. Access shall only be
granted to those with a need to perform tasks in the Data Center.

M

H1.4 Vendor shall install and update all server patches, updates, and other utilities
within 60 davs of release from the manufacturer.

M

H1.5 Vendor shall monitor System, security, and application logs. M

HI.6 Vendor shall manage the sharing of data resources. M

H1.7 Vendor shall manage daily backups, off-site data storage, and restore operations. M

H1.8 The Vendor shall monitor physical hardware. M

H1.9 Remote access shall be customized to the State's business application. In instances
where the State requires access to the application or server resources not in the
DM2, the Vendor shall provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).

M

Hl.lO The Vendor shall report any breach in security in conformance with State of NH
RSA 3S9-C:20. Any person engaged in trade or commerce that is subject to RSA
3S8-A:3, 1 shall also notify the regulator which has primary regulatory authority
over such trade or commerce. All other persons shall notify the New Hampshire
attnrnow opnoral'c nffirp

M

DISASTER RECOVERY
— -

—
—

—  -
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H2.1 Vendor shall have documented disaster recovery plans that address the recovery
of lost State data as well as their own. Systems shall be architected to meet the
defined recoverv needs.

M

H2.2 The disaster recovery plan shall identify appropriate methods for procuring
additional hardware in the event of a component failure. In most instances,

systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
tn hp rpnIarpH

M

.

H2.3 Vendor shall adhere to a defined and documented back-up schedule and

orocedure. •

M

H2.4 Back-up copies of data are made for the purpose of facilitating a restore of the
data in the event of data loss or Svstem failure.

M

H2.5 Scheduled backups of all servers must be completed regularly. The minimum

acceptable frequency is differential backup daily, and complete backup weekly.
M

H2.6 Tapes or other back-up media tapes must be securely transferred from the site to
another secure location to avoid complete data loss with the loss of a facility.

M

H2.7 Data recovery - In the event that recovery back to the last backup is not sufficient

to recover State Data, the Vendor shall employ the use of database logs in addition
to backup media in the restoration of the database{s) to afford a much closer to

real-time recovery. To do this, logs must be moved off the volume containing the
database with a frequency to match the business needs.

M

HOSTING SECURITY
-

H3.1 The Vendor shall employ security measures ensure that the State's application and
data is protected and how the system will meet all Federal and State requirements
currently in law and rules protecting sensitive personal health information, as

outlined in the Health Insurance Portability and Accountability Act (HIPAA) and the
more stringent Title 42 Code of Federal Regulations (CFR) Part 2: (Confidentiality of

Substance Use Disorder Patient Records regulation), as outlined by the Federal
Substance Abuse Mental Health Services Administration (SAMHSA) and the Office
of the National Coordinator for Health Information Technology (ONC)

M

-

H3.2 If State data is hosted on multiple servers, data exchanges between and among
servers must be encrvoted.

M
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H3.3 All servers and devices must have currently-supported and hardened operating
systems, the latest anti-viral, anti-hacker, anti-spam, antl-spyware, and anti-

malware utilities. The environment, as a whole, shall have aggressive intrusion-
riptPrtlnn and firpwall nrntPrtinn

M

H3.4 Alt components of the infrastructure shall be reviewed and tested to ensure they
protect the State's hardware, software, and its related data assets. Tests shall

focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide confidentiality,
intPoritvanH awailahilin/

M

H3.5 The Vendor shall ensure its complete cooperation with the State's Chief

Information Officer in the detection of any security vulnerability of the hosting
infra'strurtiire.

M

H3.6 The Vendor shall authorize the State to perform scheduled and random security
audits, including vulnerability assessments, of the Vendor' hosting Infrastructure
and/or the aoolication unon rpniipst.

M

H3.7 All servers and devices must have event logging enabled. Logs must be protected
with access limited to only authorized administrators. Logs shall include
Svstem. Aoolication. Web and Dafahasp loes.

M

H3.8 Operating Systems (OS) and Databases (DB) shall be built and hardend in

accordance with euidelines set forth bv CIS. NIST or NSA
M

H3.9 The Vendor shall notify the State's Project Manager of any security breaches
within two (2) hours of the time that the Vendor learns of their occurrence.

M

H3.10 The Vendor shall be solely liable for-costs associated with any breach of State data
housed at their location(s) including but not limited to notification and any
damaeps assessed bv the courts.

M

H3.11 The cloud services if used will be FEDRAMP compliant M.'
SERVICE LEVEL AGREEMENT

;
H4.1 The Vendor's System support and maintenance shall commence upon the Effective

Date and extend through the end of the Contract term, and any extensions
thereof.

M

H4.2 The vendor shall maintain the hardware and Software in accordance with the

specifications, terms, and requirements of the Contract, including providing,
UDcrades and fixes as renuired.

M

.'.i

H4.3 The vendor shall repair or replace the hardware or software, or any portion
thereof, so that the System operates in accordance with the Specifications, terms,
and reouirempnts of the Contract.

M
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H4.4 All hardware and software components of the Vendor hosting infrastructure shall

be fully supported by their respective manufacturers at all times. All critical

patches for operating systems, databases, web services, etc, shall be applied within

sixty (60) days of release by their respective manufacturers.

H4.5 The State shall have unlimited access, via phone or Email, to the Vendor technical

support staff between the hours of 8:30am to 5:00pm- Monday through Friday

EST: ^

M

H4.6 The Vendor shall conform to the specific deficiency class as described: o Class A

Deficiency - Software - Critical, does not allow System to operate, no work around,

demands immediate action; Written Documentation - missing significant portions

of information or unintelligible to State; Non Software • Services were inadequate

and require re-performance of the Service.

o  Class B Deficiency - Software - important, does not stop operation and/or

there is a work around and user can perform tasks; Written Documentation -

portions of information are missing but not enough to make the document

unintelligible; Non Software - Services were deficient, require reworking, but do

not require re-performance of the Service.

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on

System, low priority and/or user can use System; Written Documentation -

minimal changes required and of minor editing nature; Non Software - Services

require only minor reworking and do not require re-performance of the Service.

M

H4.7 As part of the maintenance agreement, ongoing support issues shall be responded

to according to the following:

a. Class A Deficiencies - The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the State, eight (8) hours per

day and five (S) days a week with an email / telephone response within two (2)

hours of request; or the Vendor shall provide support on-site or with remote

diagnostic Services, within four (4) business hours of a request;

b. Class B & C Deficiencies -The State shall notify the Vendor of such Deficiencies

during regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective action; The Vendor shall repair or

replace Software, and provide maintenance of the Software in accordance with the

Specifications, Terms and Requirements of the Contract;

M
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H4.8 The hosting server for the State shall be available twenty-four (24) hours a day, 7

davs a week exceot for durine scheduled maintenance.

M

H4.9 A regularly scheduled maintenance window shall be identified (such as weekly,

monthly, or quarterly) at which time all relevant server patches and application

uoerades shall be aoolied.

M

H4.10 If The Vendor is unable to meet the uptime requirement, The Vendor shall credit

State's account in an amount based upon the following formula: (Total Contract

Item Price/365) x Number of Days Contract Item Not Provided. The State must

rent lesr this rrpriit in writino

M

H4.11 The Vendor shall use a change management policy for notification and tracking of

chanee reouests as well as critical outaees.

M

H4.12 A critical outage will be designated when a business function cannot be met by a

nonperforming application and there is no work around to the problem.

M
-

H4.13 The Vendor shall maintain a record of the activities related to repair or

maintenance activities performed for the State and shall report quarterly on the

following: Server up-time; All change requests implemented, including operating

system patches; All critical outages reported including actual issue and resolution;

Number of deficiencies reported by class with initial response time as well as time

M

H4.14 The Vendor will give two-business days prior notification to the State Project

Manager of all changes/updates and provide the State with training due to the

uoerades and changes.

M
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SUPPORT & MAINTENANCE REQUIREMENTS
1  State Requirements "Vendor,;,-.-if r :." 'i .'i 1

1 Req It Requirement Description Critlcality
• .- Vendor . -

Response

: Delivery. ■

Method
si ? -i- "if - • j-• , ; wmmenu , |

SUPPORT & MAINTENANC£ REQUIREMENTS

Sl.l

The Vendor's System support and maintenance shall commence upon the
Effective Date and extend through the end of the Contract term, and any
extensions thereof.

M

S1.2

Maintain the hardware and Software in accordance with the Specifications,

terms, and requirements of the Contract, including providing, upgrades and

fixes as reouired.

M

S1.3

Repair Software, or any portion thereof, so that the System operates in

accordance with the SpeciHcations, terms, and requirements of the Contract. .  M

S1.4

The State shall have unlimited access, via phone or Email, to the Vendor

technical support staff between the hours of 8:30am to 5:00pm- Monday
throueh Fridav FST-

M

S1.5

The Vendor response time for support shall conform to the specific deficiency

class as described below or as agreed to by the parties: o Class A

Deficiency - Software - Critical, does not allow System to operate, no work

around, demands immediate action; Written Documentation - missing

significant portions of information or unintelligible to State; Non Software -

Services were inadequate and require re-performance of the Service, o

Class B Deficiency • Software - important, does not stop operation and/or

there is a work around and user can perform tasks; Written Documentation •

portions of information are missing but not enough to make the document

unintelligible; Non Software - Services were deficient, require reworlcing, but

do not require re-performance of the Service, o Class C Deficiency •

Software - minimal, cosmetic in nature, minimal effect on System, low

priority and/or user can use System; Written Documentation - minimal

changes required and of minor editing nature; Non Software - Services

require only minor reworking and do not require re-performance of the

Service.

M

51.6

The Vendor shall make available to the State the latest program updates,

general maintenance releases, selected functionality releases, patches, and

Documentation that are generally offered to its customers, at no additional

cost.

M
'
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Reqtt Requirement Description Criticality
Vendor

ResDonse

. Delivery -

Method
: Comments" ' .

S1.7

For all maintenance Services calls. The Vendor shall ensure the following

Information will be collected and maintained: 1} nature of the Deficiency; 2|

current status of the Deficiency; 3) action plans, dates, and times; 4) expected

and actual completion time; 5) Deficiency resolution information, 6) Resolved

by, 7] Identifying number i.e. work order number, 8} Issue identified by;

P

S1.8

The Vendor must work with the State to identify and troubleshoot potentiaiiy

large-scaie System failures or Deficiencies by collecting the following
information; 1) mean time between reported Deficiencies with the Software;

2) diagnosis of the root cause of the problem; and 3} identification of repeat

calls or repeat Software problems.

P

S1.9

As part of the Software maintenance agreement, ongoing software

maintenance and support issues, shall be responded to according to the

following or as asgreed to by the parties: a. Class A Deficiencies • The

Vendor shall have available to the State on-cali telephone assistance, with

issue tracking available to the State, eight (8) hours per day and five (5} days

a week with an email / telephone response within two (2) hours of request;

or the Vendor shall provide support on-site or with remote diagnostic

Services, within four (4) business hours of a request; b. Class B & C

Deficiencies -The State shall notify the Vendor of such Deficiencies during

regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective action; The Vendor shall repair or

replace Software, and provide maintenance of the Software in accordance

with the Specifications, Terms and Requirements of the Contract; or as

agreed between the parties

M
'

Sl.lO
The Vendor shall use a change management policy for notification and

trackins of chanee reouests as well as critical outaees.
M

Sl.ll

A critical outage will be designated when a business function cannot be met

by a nonperforming application and there is no work around to the problem. M

S1.12

The Vendor shall maintain a record of the activities related to repair or

maintenance activities performed for the State and shall report quarterly on

the following: All change requests implemented; All critical outages reported

including actual issue and resolution; Number of deficiencies reported by

class with initial response time as well as time to close.

M
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PROJECT MANAGEMENT

State Requirements ^  ■ •- -5:-:'4Vend6r

1 Reqff 1  Requirement Description Criticality
' Vendor

' - Resobnse :

Delivery.; ?
■  Comments

\ PROJECT MANAGEMENT -

— .. . .

1

Pl.l
Vendor shall participate in an initial kick-off meeting to initiate the Project.

M

P1.2 Vendor shall provide Project Staff as specified in the RFP. M

P1.3

Vendor shall submit a finalized Work Plan within ten (10) days after Contract

award and approval by Governor and Council. The Work Plan shall include,
without limitation, a detailed description of the Schedule, tasks. Deliverables,

critical events, task dependencies, and payment Schedule. The plan shall be
updated no less than <every two weeks.>

M

P1.4

Vendor shall provide detailed <bi-weekly or month[y> status reports on the

progress of the Project, which will include expenses incurred year to date. M

Pl.S

All user, technical, and System Documentation as well as Project Schedules,
plans, status reports, and correspondence must be maintained as project
documentation. (Define how- WORD format- on-Line, in a common library or
on naoPfi

M

P1.6
The selected vendor must define an Integrated project management
plan, which;

P1.7 Includes cost estimates for specific work to be performed.

Pl.S
Defines Department Training as a component of the Implementation
plan.

P1.9
Clearly defines the approach and methodology to be used in each

phase of the project.

Pl.lO
Includes a discovery, detailed requirements and prioritization

component phase of the project.
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Pi.ii

The Department has historically followed a waterfall approach to

enacting changes. This Is usually accomplished by having

requirements meetings, followed by vendor design based on the

requirements, with a development, unit test, integration test, system
test and regression testing. Finally ending up with a migration to

production and training and post-production review. With this RFP the

goal will be to adjust to a more agile approach, allowing the

organization to adapt and change as needed more efficiently and

effectively In order to meet the business needs. The goals will be to

provide a bi-weekly demonstration of work for review and planning for

next steps. The new process will be based on the following scope as a

baseline to the strategy:

PI. 12

Team Formation: the Department in concert with the awarded vendor

will identify the required team members for the duration of the

product delivery. The team will consist of a product owner, scrum

master, and other team members. There will be several teams based

on the amount of features being worked on at any given time.

Additionally, there will be operational teams to commit to and

complete features associated with user stories and tasks to keep the

system running as well as product enhancement teams to commit and

complete features associated with user stories and tasks to meet the

changes required by the business.

PI. 13
Process: The awarded vendor will plan and implement a process

similar to the following:

PI.14

Backlog Creation and refinement: The Product Owner working with

team members and the business will create a prioritized backlog of

work in the form of high level features. This will be an on-going

process that must be completed prior to each Sprint Planning Meeting.

Additionally, the Product Owner(s) will breakdown the features into

prioritized user stories related to the originating features for use in the

Sprint Planning meeting.
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P1.15

Sprint Planning Meeting: This meeting will minimally consist of all

team members facilitated by the Scrum Master and will be focused on

clarifying the details of the prioritized backlog items, re-prioritizing as

needed and obtaining commitment from the team to complete user

stories from the backlog in the proposed sprint not to exceed 4 weeks

with a preferred cadence of 2 weeks. Additionally the team will then

create detailed tasks and commit to the items individually. The

commitments will be managed using a KanBan tool to be provided by

the vendor and agreed to by both parties for the teams use

throughout the contract period.

PI.16

Sprint: The sprint will consist of daily standup meetings (not to exceed

10 minutes) to discuss roadblocks, any clarification needs associated

with work accomplished the previous day or planned for the current

day, or other important items to the team. The team will work in

concert with each other preferably within the same location and will

require a meeting room provided by the awarded vendor for

impromptu meetings to move tasks forward.

PI.17

Sprint Review Meeting: Demonstrate working product associated with

commitments from the sprint planning meeting. Communicate items

to focus on in the next sprint.

PI.18

Daily Meeting: Consist of the team members that have committed to

completing tasks in the sprint and will be no longer than 10 minutes

answering the following questions:

PI.19 What did 1 complete yesterday? .

P1.20 What am 1 doing today?

P1.21
Are there any roadblocks keeping me from completing my

commitments?

P1.22
Develop and obtain buy-in for a stakeholder and communication

management plan and work with the Department to craft appropriate

communication messages throughout the project
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P1.23
Conduct organizational assessments and gap analyses for the affected

divisions and programs and facilitate the development of appropriate

organizational structures and job descriptions

P1.24
Work with the Department to define business processes, including use

cases, workflows, and business rules

PI.25 The project must utilize agile-like software development principles and practices
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Attachment #2. Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #1

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to:

1. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct.. 16. 2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23. 2018 2:00 pm

(Mandatory or Optional) Vendor Conference;
location identified in Section 4.3: Vendor

Conference

Oct. 30. 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5. 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 13. 2018 2:00 pm

Final date for Proposal submission Dec. 10. 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30'am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #1
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Attachment #2. Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

ADDENDUM #2'

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to;

1. Update the time of the Vendor Conference listed on the Cover page to read:

Vendor Conference Oct. 30, 2018; 10:00 a.m. EST

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #2
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #3

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department is publishing this addendum to:

1. Update the date for Proposals Due listed on the Cover page to read:

Proposals Due Dec. 10, 2018, 2:00 p.m. EST
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Addendum #3
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #4

On October 16. 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are
qualified to provide a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business Intelligence
dashboard.

The Department Is publishing this addendum to:

1. Add Attachment C-2 to the Request for Proposals:

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #4
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Vendor Instructions

Vendor Response Column: Place a

"Yes' if the current release of the software can fully support ALL the functionality described in the row, without special

customization. A "Yes" can only be used if the delivery method is Standard (see del'rvery method instructions below).

Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see

delivery method instructions below).

Critkallty Column:

(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in

order for the proposal to be accepted. If the proposer believes that there Is something about their proposal that either

obviates the need for this requirement or makes it of less importance this must be explained within the comments. The State

retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature of the

proposal.

(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great usefullness but

the lack of this feature is not considered serious enough to disqualify the proposal.

(0) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which usefuli or

potentially usefuli but not a central feature of the Project. ^

Delivery Method Column:

Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that

indicates how the requirement will be delivered.

Standard - Feature/Function is Included in the proposed system and available in the current software release.

Future • Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release

in the comment area.)

Custom - Feature/Funaion can be provided with custom modifications. (Respondent must provide estimated hours and

average billing rate or flat cost for the software modification in the comment area. These cost estimates should add up to the

total cost for software modifications found in the cost summary table in Section X of the RFP).

Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this

functionality was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form

text can be entered into this column.
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i  BUSINESS REQUIREMENTS
1  . State Requirements

1  Req # Requirement Description Crrticality
/ yeridor

ResDorise

. • ̂ pellveryt -y
Methddi f

Comments .;

Functional "" 1

Bl.l

B1.2

Design ana implementation or oata visualization standards via a style guide

and example templates specifically leveraging existing toolsets and web

portals currently in place at the state to create a consistent way for data to be

organized and graphically displayed to meet both user design and user

experience requirements.

B1.3

Create a method to Inventory data sources assoicated with the

building of the Opioid Crisis dashboard and an ongoing process to add

to the inventory of the system and recommend a strategy for future

useof data analytics and business intelligence toolsets as well as

create a dashboard in which the source is tagged as internal or

external (to the Department) and whether the data contains

personally identified information (Pll) or De-Identified information

(DM)

Bl,4

Provide professional services to augment internal capabilities

associated with the following skill sets:

Business analysis, use case development, user persona development.

Data and statistical analysis generally.

Data and statistical analysis specific to the opioid crisis,

Data integration and transformation.

Data visualization including geographical information system.

Hardware architecture and design,

Software configuration and training.

B1.5
If the proposal is a cloud/hosted solution provide and establish

hardware and software and/or cloud services for operation by the

State needed to augment the Department's infrastructure.

B1.6
Implement no later than August 15, 2019 opioid dashboards based on

requirements

B1.7
Provide a detailed description of how you would address charts

included in the Introduction section
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B1.8
Provide context sensitive "Help" screens/tips and dashboard

instructions

B1.9
Automated reports/notifications/alerts to users based on subscription

or opt in/out functionality

Bl.lO

Design, develop and implement a holistic Data Analytics Platform

(DAP) that consolidates data from multiple, currently disparate

Department, other State of New Hampshire and Federal sources,

systems and formats to meet the needs of the state's opioid response

and provide the foundation for all other needs of the Department

programs.

B2.1 Include support for the future use of advanced statistical analysis

techniques, predictive analytics and machine learning

B2.2 Be intuitive and easy to learn, understand, navigate and use.

82.3 Provide and support average less than 5 seconds with a majority of 1

second query response times, with or without user customization.

B2.4
Process and load datasets in a fast, smooth, efficient manner to meet

no older 24 hour stale data
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B2.5

The selected vendor must leverage (where applicable for the vendor

solution) current technologies in place at State of New Hampshire and

provide recommendations for alternatives based on proposed strategy
to include but not limited to:

Oracle databases,

Dimensionally modeled data marts.

Extract, Transform, Load (ETL) software - Informatica,

Statistical analysis tools/software and server - R Programming and

RStudio Server/Connect, and

Supplementary Bl tools leveraging Tableau for dashboards which:

Consolidate and arranges numbers, metrics and Department defined

scorecards. Key Performance, and other, metrics.

Can be tailored for specific roles and display metrics targeted for a

single point of view.

Includes a customizable interface.

Includes the ability to pull real-time data

82.6

Design, develop and implement an overarching data model, which:

Combines appropriate data elements from various sources, as needed

to achieve reporting and alert functions.

Includes interfaces, source mapping and user interfaces; required to

achieve data consolidation and build the DAP,

Identifies current and future state of source systems and processes.

Possesses the processing capabilities to provide large dataset analysis,

including highly complex numerical analysis of textual, structured, non

structured, spatial and other data sources.

Provide metadata tagging of data sources/elements.

Allows fast and flexible data integration so that data sources are able

to be integrated in the analytical environment and analyzed with

limited advanced notice.
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B2.7

Vendors must include a proposed architecture for the DAP, which

integrates data from source systems and meets, or exceeds, the

following minimal requirements:

B2.8

Provides a framework for organization of data, information

management and technology systems required to build and

implement the system.

B2.9

Allows for data components of the architecture to include internal and

external sources of structured and unstructured data users require to

analyze the opioid crisis.

B2.10
Includes data integration, data cleansing and the development and

implementation of data dimensional rules.

[jechnica1  1

B3.1

Describes the conceptual and logical technology components required

to present information to users and enable them to analyze the data

and its impacts.

■ 83.2 Allows for the ability to drill down on report data by varying levels of

geographic, provider, program, service and client demographic details

B3.3
Allow for the extraction of patterns and knowledge from large

amounts of data.

B3.4
Provide predictive or statistical analysis model, based upon data type

and attributes

B3.5
Provides browser-based solution to support all major browsers.

B3.6
Internal multi-tenant sandbox to provide statistical analysis areas to

look at data with access to the dimensional based data to design and

develop visualizations on an ad-doc development based methodology

■

-

83.7

Internal role based authentication to provide view, modify and delete

as well as external facing role based solution with ability to define

group or user defined access

B3.8
Provide a methodology to track web traffic and report on number of

viewers, number of this and/or other measures.

83.9 State Sizing and Growth Assumptions
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83.10

Develop capacity to make data and intormation available in meeting the
Department's Federal Reporting requirements and necessary for Federal

grant applications

/

\ SUBHEAD

84.1

The new System must accommodate the anticipated number of users

and workstations at each location. In order to support initial sizing

expectations, prior to completion of capacity planning as part of this

project, the State has estimated the first phase system must

accommodate approximately 2,000 internal users (25% active users,

5% concurrent) in and for future use, 250,000 external users (10%

active users, 2% concurrent) at this time, and all of these users are

expected to have a workstation that will access the System. These

initial estimates will be replaced with the finale user sizing in the

Capacity Plan deliverable as part of the design phase. Workstations,

network, servers, storage and WAN connectivity will be recommended

by the vendor to ensure sizing to access and utilize the system.

-

84.2

The new shared infrastructure and functional capabilities need be

designed to be operational 24 hours per day (hours to be determined

by the state), 7 days per week, and 52 weeks per year. The centralized

servers and resources and public facing web site will be designed to be

operational 7 days per week and 24 hours per day. No single

disruption is anticipated to last longer than 8 hours. The System as a

whole will be available for use 99 percent of the timeless mutually

agreed and scheduled service/maintenance intervals.

84.3
The new System must support transparent failover capabilities using high-
availability architectural elements.

84.4
Specify all equipment (if any) required for the development and operations of
the solutions and requirements defined in this RFP. The equipment will be

comprised of industry standard and readily available components.

1

84.5
Creating/viewing population-based or individual-based alerts and

notifications

84.6 Subscribing/Un-subscribing to alerts/notifications of interest
84.7 Sending notifications through preferred notification method
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B4.8
Scheduling of distribution of reports and notifications based on user

Input via an "opt in" model

B4.9

Describe the proposed solution to meet 508 compliance and DolT

compliance requirements. The authentication and authorization

solution must be ADA compliant.

B4.10

Determining who originates and approves DAP Investment proposals.

B4.11
Determining the approved technologies and products developers

must use to build services. ;

B4.12
Defining the procedure for requesting permission to use a service.

64.13
Identifying (and executing) what service and system testing is required

before deploying a service enhancement.

64.14 Promulgate policies, standards, and guidelines

B4.15 Facilitation of processes

B4.16 Collection, analysis and visualization of metrics
-

B4.17

Administer the integration metadata - for example, DAP metadata

(such as Web Services Description Language) or business-to-business

metadata (such as electronic data interchange/XML document

standards).

84.18
Monitor the associated governance procedures, through one or more

repositories.
-

B4.19

Role-based Access and User Provisioning - Technology component

that enables what information a particular user is authorized to

access.

84.20

Users' access rights shall be based on what roles they play in the

enterprise (State and Counties) and/or what groups they belong to for

external entities.

B4.21
Role-Based Access shall include the capability to enforce who can

update data versus access and view only. Further, the update

authority should be defined at the field level within a panel.
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B4.22

Authentication of user identities - Technology component that verifies
the identities of those seeking to access client data. Shall include

strong authentication supported by an appropriate infrastructure for

identity and access management.

64.23
The solution must have a mechanism for Annual Reconciliation of

users to determine if access is still needed.

84.24
Configure, install and train on the existing Tableau environment to

allow for the usage of R Programming

64.25
Logging of activity - For financial, operational, and legal reasons, the
solution must record all activities in a log, which must be searchable ■

to allow administrators to identify any abnormal pattern of activity.

64.26

The solution must include the capability to monitor activity continually
according to a set of pre-defined rules, and to notify administrators

when abnormal activity is detected

64.27

Authorization - Authorization shall provide access control through

enforcement, and be used to determine the specific scope of access to
grant to an identity. It must provide real-time access policy decisions

and enforcement {based on identities, attributes, roles, rules,

entitlements and so on). Users must be able to access only what their

job functions allow them to access. For instance, if a person is a

"manager," then he or she is granted the access necessary to create or

edit a performance review; however, if a person is not a manager,
then he or she should be able to review only his or her own

performance review, and only at a specific stage of the review cycle.
Web access management (WAM), externalized authorization

management, identity-aware networks and digital rights management

tools are examples of authorization technologies.
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B4.28

Administration - Administration shall offer a means of performing

identity-related tasks (for instance, adding a user account to a specific

system). Administration tools must provide an automated means of

performing identity-related work that would otherwise be performed

by a human; examples include tasks such as creating, updating or

deleting identities (including credentials and attributes), and

administering access policies (rules and entitlements). User

provisioning shall be considered a part of administration technology.

Helpdesk agents shall have override capabilities to correct data and

account errors.

B4.29
Establishment of an agile State enterprise technology platform based

on an DAP architecture

B4.30

The selected vendor must work with Department to ensure strategic

alignment between the deployed technology and the future-state

business processes and operational model. This collaboration is to

occur, at a minimum, through the following activities:

B4.31

Work with Department Executive Leadership and 015 to refine the

overall vision for the project and to develop a strategic plan for

managing change;

B4.32
Cultivate ownership and teamwork among stakeholders at executive

levels

B4.33

Define a change control process for considering and accepting or

denying changes (policy, planning, design, processes, etc.) throughout

the project

Training II - • •  If * •*
II 1

Work with the Department to develop and deliver training as

appropriate to State users
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The System training, in addition to focusing on the navigation and use

of the System, must also focus on how the System is integrated into

the day-to-day work of end users including access level, new business

processes and/or workflows that the System will support.

Additionally, training for the usage of the back-end environment,

informatica and database dimensional design will be provided to a

team consisting of State of New Hamshire database administrators,

system administrators and business analysts responsible for the on

going maintenance and support of the system (outlined further in the

Technical training section).

The selected vendor must provide the State Project Manager with

documented evidence of each trainee's competence to operate the

System and integrate its support in to their day-to-day work. Training

must be of sufficient length to ensure adequate comprehension.

Training must be provided "just in time" prior to deployment and

must comprehensively address all System operations as well as

security considerations.

The selected vendor must organize and provide formal orientation

and training before System deployment, to the State development

and operations staff so that they are enabled to manage and maintain

the System.

The Contractor will also involve the State's technical staff in any

enhancements to the System to enable the staff to become familiar

with the process.
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Effective training that will provide the required skills to use
this new automated tool is critical to the successful

implementation and use of the new System. The selected
vendor must develop user training curricula, schedules,
training materials and training evaluation materials. The
selected vendor must maintain an online training
environment that allows trainees to access the new

System. The selected vendor must conduct face-to-face,
hands-on, user training in logical groupings at regional
locations determined by the State, and for managing all
training-planning and logistics.

Inventory and Migration '

The selected vendor shall develop a prioritized list of data sources to

integrate and migrate into the Enterprise Data Warehouse. The

selected vendor must identify and prioritize data sources required to

support each implementation phase. Additionally, the selected vendor

is required to integrate each respective data source into the Enterprise

Data Warehouse. The following are the initial list of data sources to be

migrated into the EDV and utilized to create the Opioid Crisis

dashboard:

Medicaid and Comprehensive Health Care Information System (CHIS):

Pharmacy, physical, behavioral health care claims for all NH Medicaid

services and for most commercially insured population in New

Hampshire. Medicaid member data will be integrated into the EBI

warehouse under a separate effort by Spring 2019.)

V

Child protection investigations and findings including whether opioid

or other substance use is possible factor in the case. Child Welfare

System/DCYF Cases
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Automated Hospital Emergency Department Data (AHEDD): State

wide surveillance system collects real-time data from all 26 New

Hampshire acute care hospital emergency departments to detect

clusters or monitor potential health threats in the population such as

respiratory illness during influenza season, injuries during snow

storms, and drug overdoses during the current opioid crisis.)

Vital Records Data: Real time birth and mortality records certificates.

Data collected by the NH Division of Vital Records for NH residents

and births or deaths occurring in NH. NH resident out-of-state births

are reported to NH through an interstate exchange agreement.

-

Drug overdose deaths data by Fentanyl (no other drugs), Fentanyl and

Other Drugs (excluding heroin). Heroin (no other drugs). Heroin and

Other Drugs (excluding fentanyl). Heroin and Fentanyl, Unknown

Opioids, Other Opiates/Opioids determined by the Medical

Examiner.Medical Examiner Report

Emergency Medical Services (EMS) Trauma Emergency Medical

Services Information System (TEMSIS): medical responses on Naloxone

administration incidents data. A data collection and analysis capability

system that provides for the evaluation of the emergency medical and

trauma services system (TEMSIS).

Grant/State BDAS Treatment Services: Medication assisted treatment

with Opioid/opiate, methamphetamine, & cocaine/crack admissions

to state funded facilities. An array of levels of care including

outpatient, intensive outpatient, partial hospitalization, residential,

withdrawal management, and peer and non-peer recovery support

services.

Population Data: Base data used for calculation of population based

rates.
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NH Health WISDOM: Data access for public health indicators via

interactive dashboards and community profiles. Customize and display
data in maps, graphs, and tables related to the NH State Health

Improvement Plan, NH Environmental Public Health Tracking Program,

and the NH Occupational Health Surveillance Program.

-

To help ensure that the selected vendor and the State Project team

fully understand the extent of the work needed for data conversion, a

detailed study of conversion issues and requirements will be required

of the selected vendor.

Conducting selected data source analysis to determine conversion

requirements

Reviewing conversion analysis with the State Project team, prepare

detailed data conversion plan (addressing manual and electronic data)

Defining strategies for verifying and/or correcting existing data

Developing data conversion scripts and test data conversion scripts

In this task the selected vendor must address data migration Issues

and a plan must be in place to ensure the validation of all conversion

routines and the accuracy and completeness of all data.

Data Covernance i; ii 1

Design and implementation of a data governance strategy

A DAP initiative requires an Infrastructure reference model that

provides guidance for selecting technologies and products when

implementing and deploying services. The Vendor must design and

implement a DAP governance system that addresses the following

requirements (at a minimum):

Defining methods to ensure that the services infrastructure supports

robust, secure, scalable, and interoperable operations.

Identifying what are the approved or standard technologies and

products for service development and deployment.
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Designing and implementing methods, patterns, and technologies that
will be used to support security, reliability, transaction, and

instrumentation requirements.

Determining who determines which technologies and products go

onto the standards list.

Defining who needs to approve future technology and product

decisions as standards evolve in the future.

Service Design and Development

Service design and development precepts delegate decisions about

services to the appropriate architects and developers. The Vendor

must design and implement a DAP governance system that addresses

the following requirements (at a minimum):

Defining a method(ology) to ensure that services are built the right
way.

Determining the appropriate types of models that must be,

implemented.

Identifying sign off or approval requirements for service models.

Determining the design patterns that should be used to support DAP

principles.

Identifying sign off or approval requirements system or service design
decisions.

Establishing technology standards for a future project.

Determining technology selection sign off or approval requirements.

Establishing standard designs for message formats.

Determining interface sign off or approval procedures.

Defining the required testing for DAP projects.

Establishing completed project acceptance requirements and

procedures.

Creating a "prototyping or early experience" capability to experiment

with and design enhancements to rules-engines by the program group

for review and approval prior to entering a more formal development,

testing and release process.
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Configuration and release management

Configuration management precepts establish which developers or

administrators are responsible for configuring a service and preparing

it for production deployment. The Vendor must build on and extend

New Hampshire's release management processes, or develop one if

the existing process is mutually determined to be not suitable.

Requirements in this area are to include the following:

•

Establishing objective criterion to ensure that services are stable upon

production release.

Defining entire deployable units including its dependencies.

Defining who is responsible for creating and version managing

configuration files and deployment packages.

Establishing clear responsibilities and requirements for system testing,

performance testing, and capacity planning.

Defining the service staging and promotion process.

Defining and implementing services registration procedures.

Defining what information must be captured pertaining to a service.

Defining service provision and instrumentation requirements.

Establishing signs off or approvals required to migrate a service into

production.

Contract management

Contract management precepts shall define the policies and processes

that potential service consumers use to obtain permission to access a

service. The proposed DAP governance solution may extend the

existing provisioning governance system if suitable, or build a new one

as appropriate. The Vendor must design and implement precepts in

the following areas:

Ensuring that new consumers don't crash the system through use,

operation or load.

Establishing the procedures for requesting permission to use a service.
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Identifying required information to request permission to use a

service.

Establishing an Impact analysis to be performed before granting

permission to new consumers.
-

Determining appropriate sign offs or approvals to granting

permissions to access the system.

Establishing a framework to negotiate service level agreements (SLAs)
for use of the system.

Defining and implementing SLAs be reported and enforced.

Establishing processes to address modifications or additional

resources that may be required to support the SLAs.

•

Defining appropriate testing practices and procedures that are

required before a new consumer can be provisioned.

Establishing a process to provision new consumers

Service monitoring and control

Service monitoring and control precepts must be designed and

implemented in such a manner as to define responsibilities for issues

related to operating a service. The Vendor may build on and extend or

develop new service management and operations governance by

defining and implementing precepts that address the following:

Establishing controls and reporting to ensure that services behave as

expected.

Defining instrumentation and reporting to track service consumption

and utilization.

Establishing methods and reporting procedures to detect, eliminate

and prevent against unauthorized service access.

Create tracking and reporting for service SLA compliance and

violations.

Identification of notifications and escalation contacts and procedures

for service issues and outages

Service monitoring and control capabilities must be built into the DAP

runtime infrastructure. DAP governance standards must define where

and how to use, report on and enhance SLAs.

Incident management
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Incident management precepts shall define and implement

responsibilities for monitoring and managing problems and issues that

arise during the operation of the service. The Vendor must build on

and extend or develop new incident management governance by
implementing precepts that cover the following (at a minimum):

Design and implementation of processes and procedures to manage
incidents and failures

Definition/Identification of responsibilities for end-to-end service

exception and fault tracking

Definition/Identification of responsibilities for end-to-end service

error identification and resolution.

Definition of the escalation path for SLA violations.

Change management

Change control management precepts shall define and implement

responsibilities for managing system enhancement requests and
service versioning. The Vendor must build on and extend or develop
and implement new change management governance by defining
precepts that cover (at a minimum):

Implement a process to manage change requests and to ensure that

enhancements don't introduce defects in the system.

Design and implement procedures for requesting service

enhancements.

Define what information is required when requesting a service
enhancement.

Design an impact analysis process to be performed before a service

enhancement request is accepted.

Define sign off or approval requirements for service enhancement

requests.

Define roles, responsibilities and sequence of events pertaining to the
implementation of an enhancement.

•

Develop guidelines to assist the State in paying for or funding an
enhancement.

"t
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Define recommended methods and a process for addressing
enhancement requests associated with regulatory requirements.

Define methods to enable service versioning and version

control/migration.

Establish guidelines on how long should a previous version(s) of the

service be maintained and subsequently retired.

Define what degree of service and system testing is required before
deploying a service enhancement.

Establish leading practices to mitigate current consumer disruption

when deploying an enhancement.

Develop pr-ocedures to notify consumers of the enhancement or

changes to the system.

Develop and implement processes to fall back to a system previous
version upon discovery of a critical defect.

'

Data Management

Design and Implementation of a data management strategy including
data warehousing, data quality, and data integration capabilities. The
strategy will incorporate current practices and the vendor will work

with the current teams.

DHHS-RFP-2019-043/RFP-2019-DPHS-19-OATAA 1. BUSINESS REQUIREMENTS



with Addendums Attachment

C-2

APPLICATION REQUIREMENTS

State Requirements ^  Vendor 1

Req 0 Requirement Description Criticallty '  .Vendor

r ■ Response

Delivery .
.  • Comments
^'-Method ' ' .

GENERAL SPECIFICATIONS

Al.l
Ability to access data using open standards access protocol (please specify

supported versions in the comments field).
M

A1.2

Data is available in commonly used format over which no entity has exclusive

control, with the exception of National or International standards. Data is not

subject to any copyright, patent, trademark or other trade secret regulation.
M

A1.3
Web-based compatible and in conformance with the following W3C

standards: HTML5. CSS 2.1. XML 1.1
M

APPLICATION SECURITY \

A2.1

Verify the identity or authenticate all of the system client applications before

allowing use of the system to prevent access to inappropriate or confidential

data or servirps.

M

A2.2

Verify the Identity and authenticate all of the system's human users before

allowing them to use its capabilities to prevent access to inappropriate or

confidential data or servires..

M

A2.3 Enforce unique user names for internal facing solution
M

A2.4
Enforce complex passwords for Administrator Accounts in accordance with

DolT's statewide User Account and Password PoHcv
M

A2.5

Enforce the use of complex passwords for general users using capital letters,

numbers and special characters in accordance with DolT's statewide User

Account and Password Polirv.

M

A2.6 Encrypt passwords in transmission and at rest within the database. M

A2.7

Establish ability to expire passwords after a definite period of time in

accordance with DolT's statewide User Account and Password Policy M

-

A2.8
Provide the ability to limit the number of people that can grant or change

authorizations
M

A2.9
Establish ability to enforce session timeouts during periods of inactivity.

M

A2.10
The application shall not store authentication credentials or sensitive data in

its code.
M

A2.11
Log all attempted accesses that fail identification, authentication and

authorization reouirements.
M

A2.12

The application shall log all activities to a central server to prevent parties to

application transactions from denying that they have taken place. M
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Req # Requirement Description Criticality
Vendor

Response

Delivery

Method
Comments

A2.13 All logs must be kept for (6 months) M

A2.14
The application must allow a human user to explicitly terminate a session. No

remnants of the orior session should then remain.
M

A2.15 M

A2.16
The application Data shall be protected from unauthorized use when at rest

M

A2.17
The application shall keep any sensitive Data or communications private from
unauthorized individuals and oroerams.

M

A2.18
Subsequent application enhancements or upgrades shall not remove or

degrade securitv reouirements
M

A2.19 Utilize change management documentation and procedures M
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TESTING

1  State Requirements .. •- . Vendor. - 1

1 Req* Requirement Description CrHlcaKty
Vendor

fieiuMhse

DeDvery -

Method
Comments 1

APPLICATIONSeCURITY TC5TING

Tl.l All components of the Software shall be reviewed and tested to ensure

they protect the State's web site and Its related Data assets. M

T1.2

The Vendor shall be responsible for providing documentation of

security testing, as appropriate. Tests shall focus on the technical,

admlntstrative and physical security controls that have been designed

Into the System architecture in order to provide the necessary

conftdentiality. Integrity and availability. M

T1.3

Provide evidence that supports the fact that Identification and

Authentication testing has been recently accomplished; supports

obtaining information about those parties attempting to log onto a

system or application for security purposes and the validation of users

M

T1.4
Test for Access Control; supports the management of permissions for

logging onto a computer or network M

T1.5

Test for encryption; supports the encoding of data for security

purposes, and for the ability to access the data In a decrypted format
from required tools. M

T1.6
Test the Intrusion Detection; supports the detection of illegal entrance

into a computer system M

T1.7
Test the Verification feature; supports the confirmation of authority to

enter a computer system, application or network M

T1.8

Test the User Management feature; supports the administration of
computer, application and network accounts within an organization.

M

T1.9

Test Roie/Privllege Management; supports the granting of abilities to

users or groups of users of a computer, application or network

M

Tl.lO

Test Audit Trail Capture and Analysis; supports the identification and

monitoring of activities within an application or system

M

Tl.ll

Test Input Validation; ensures the application is protected from buffer

overflow, cross-site scripting, SQL injection, and unauthorized access of

files and/or directories on the server. M

T.1.12

For web applications, ensure the application has been tested and

hardened to prevent critical application security flaws. (At a minimum,

the application shall be tested against all flaws outlined In the Open

Web Application Security Project (DWASP) Top Ten

(http://www.owasp.org/index.php/OWASP Top Ten Project))

M
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T1.13

Provide the State with validation of 3rd party security reviews

performed on the application and system environment The review

may include a - combination of vulnerability scanning, penetration

testing, static analysb of the source code, and expert code review

(please specify proposed methodology in the comments field).

M

T1.14

Prior to the System being moved into production, the Vendor shall

provide results of all security testing to the Department of information

Technology for review and acceptance.

M

T1.15

Vendor shall provide documented procedure for migrating application

modiTscations from the User Acceptance Test Environment to the

Production Environment

M

STANDARD TESTING

T2.1
The Vendor must test the software and the system using an industry

standard and State approved testing methodology.
M

T2.2 The Vendor must perform application stress testing and tuning. M

T2.3
The Vendor must provide documented procedure for how to sync

Production with a speciRc testing environment.
M

T2.4 The vendor must define and test disaster recovery procedures. M
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|; HOSTING-CLOUD REQUIREMENTS
1 ' State Requirements 1  . Vendor 1

Req# Requirement Description Criticality
. ̂Vendor

^Response

Delivery*-

I -, Method "
-  \ -^^Co^hments^> j

\oPERATIONS •

Hl.l Vendor shall provide an ANSI/TIA-942 Tier 3 Data Center or equivalent. A tier 3

data center requires 1) Multiple Independent distribution paths serving the IT

equipment, 2) All IT equipment must be dual-powered and fully compatible with

the topology of a site's architecture and 3)Concurrently maintainable site

infrastructure with expected availability of 99.982%

M

H1.2 Vendor shall maintain a secure hosting environment providing all necessary

hardware, software, and Internet bandwidth to manage the application and
suDOort users with oprmission based loeins.

M

H1.3 The Data Center must be physically secured - restricted access to the site to

personnel with controls such as biometric, badge, and others security solutions.
Policies for granting access must be in place and followed. Access shall only be

granted to those with a need to perform tasks in the Data Center.

M

H1.4 Vendor shall install and update all server patches, updates, and other utilities

within 60 davs of release from the manufacturer.

M

H1.5 Vendor shall monitor System, security, and application logs. M

H1.6 Vendor shall manage the sharing of data resources. M

H1.7 Vendor shall manage daily backups, off-site data storage, and restore operations. M

H1.8 The Vendor shall monitor physical hardware. M

H1.9 Remote access shall be customized to the State's business application. In instances

where the State requires access to the application or server resources not in the

DM2, the Vendor shall provide remote desktop connection to the server through

secure protocols such as a Virtual Private Network (VPN).

M

Hl.lO The Vendor shall report any breach in security in conformance with State of NH

RSA 3S9-C:20. Any person engaged in trade or commerce that is subject to RSA

358-A:3,1 shall also notify the regulator which has primary regulatory authority

over such trade or commerce. All other persons shall notify the New Hampshire
attrtrnow oisnorarc nffi<-A

•M

DISASTER RECOVERY
-
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H2.1 Vendor shall have documented disaster recovery plans that address the recovery

of lost State data as well as their own. Systems shall be architected to meet the

defined recoverv needs.

M

H2.2 The disaster recovery plan shall identify appropriate methods for procuring

additional hardware in the event of a component failure. In most instances,

systems shall offer a level of redundancy so the loss of a drive or power supply will
not be sufficient to terminate services however, these failed components will have
tn hp rpnlaroH

M

H2.3 Vendor shall adhere to a defined and documented back-up schedule and

orocedure.

M

H2.4 Back-up copies of data are made for the purpose of facilitating a restore of the
data in the event of data loss or Svstem failure.

M

H2.5 Scheduled backups of all servers must be completed regularly. The minimum

acceptable frequency is differential backup daily, and complete backup weekly.
M

H2.6 Tapes or other back-up media tapes must be securely transferred from the site to

another secure location to avoid complete data loss with the loss of a facility.
M

H2.7 Data recovery - In the event that recovery back to the last backup is not sufficient

to recover State Data, the Vendor shall employ the use of database logs in addition

to backup media in the restoration of the database(s) to afford a much closer to

real-time recovery. To do this, logs must be moved off the volume containing the

database with a frequency to match the business needs.

M

HOSTING SECURITY
*

H3.1 The Vendor shall employ security measures ensure that the State's application and

data is protected and how the system will meet ail Federal and State requirements

currently in law and rules protecting sensitive personal health information, as

outlined in the Health Insurance Portability and Accountability Act (HIPAA) and the

more stringent Title 42 Code of Federal Regulations (CFR) Part 2: (Confidentiality of

Substance Use Disorder Patient Records regulation}, as outlined by the Federal

Substance Abuse Mental Health Services Administration (SAMHSA) and the Office

of the National Coordinator for Health Information Technology (ONC)

M

H3.2 If State data is hosted on multiple servers, data exchanges between and among

servers must be enervated.

M
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H3.3 All servers and devices must have currently-supported and hardened operating

systems, the latest anti-viral, anti-hacker, anti-spam, anti-spyware, and anti-

malware utilities. The environment, as a whole, shall have aggressive intrusion-
Hptprtion and firpwall nrntprtinn

M

H3.4 All components of the infrastructure shall be reviewed and tested to ensure they

protect the State's hardware, software, and its related data assets. Tests shall

focus on the technical, administrative and physical security controls that have

been designed into the System architecture in order to provide confidentiality.

M

H3.5 The Vendor shall ensure its complete cooperation with the State's Chief

Information Officer in the detection of any security vulnerability of the hosting

infrastructure.

M

H3.6 The Vendor shall authorize the State to perform scheduled and random security

audits, including vulnerability assessments, of the Vendor' hosting infrastructure

and/or the aonlication uoon reauest.

M

H3.7 All servers and devices must have event logging enabled. Logs must be protected

with access limited to only authorized administrators. Logs shall include

Svstpm Annliration Wpb and Database loes.

M f

H3.8 Operating Systems (OS) and Databases (DB) shall be built and hardend in

accordance with guidelines set forth bv CIS. NIST or NSA

M

H3.9 The Vendor shall notify the State's Project Manager of any security breaches

within two (2) hours of the time that the Vendor learns of their occurrence.

M

H3.10 The Vendor shall be solely liable for costs associated with any breach of State data

housed at their location(s) including but not limited to notification and any

damapps assessed hv the roiirts.

M

H3.11 The cloud services if used will be FEDRAMP compliant M

SERVICE LEVEL AGREEMENT !

H4.1 The Vendor's System support and maintenance shall commence upon the Effective

Date and extend through the end of the Contract term, and any extensions

thereof.

M

H4.2 The vendor shall maintain the hardware and Software in accordance with the

specifications, terms, and requirements of the Contract, including providing,

unprades and fixes as reouired.

M

H4.3 The vendor shall repair or replace the hardware or software, or any portion

thereof, so that the System operates in accordance with the Specifications, terms,

and reauirements of the Contract.

M
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H4.4

H4.5

AH hardware and software components of the Vendor hosting infrastructure shall
be fully supported by their respective manufacturers at all times. All critical •

patches for operating systems, databases, web services, etc, shall be applied within

sixty (60) days of release by their respective manufacturers.

The State shall have unlimited access, via phone or Email, to the Vendor technical

support staff between the hours of 8:30am to SiOOpm- Monday through Friday

£SL

M

H4.6

H4.7

The Vendor shall conform to the specific deficiency class as described: o Class A

Deficiency - Software - Critical, does not allow System to operate, no work around,

demands immediate action; Written Documentation - missing significant portions

of information or unintelligible to State; Non Software - Services were inadequate

and require re-performance of the Service.

0  Class B Deficiency - Software - important, does not stop operation and/or

there is a work around and user can perform tasks; Written Documentation -

portions of information are missing but not enough to make the document

unintelligible; Non Software - Services were deficient, require reworking, but do
not require re-performance of the Service.

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on

System, low priority and/or user can use System; Written Documentation -

minimal changes required and of minor editing nature; Non Software - Services

require only minor reworking and do not require re-performance of the Service.

As part of the maintenance agreement, ongoing support issues shall be responded

to according to the following:

a. Class A Deficiencies - The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the State, eight (8) hours per

day and five (5) days a week with an email / telephone response within two (2)

hours of request; or the Vendor shall provide support on-site or with remote

diagnostic Services, within four (4) business hours of a request;
b. Class B & C Deficiencies -The State shall notify the Vendor of such Deficiencies

during regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordance with the

Specifications, Terms and Requirements of the Contract;

M

M
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H4.8 The hosting server for the State shall be available twenty-four (24) hours a day, 7

davs a week exceot for during scheduled maintenance.

M

H4.9 A regularly scheduled maintenance window shall be identified (such as weekly,

monthly, or quarterly) at which time all relevant server patches and application

uoeradps shall be aoolied.

M

H4.10 If The Vendor is unable to meet the uptime requirement. The Vendor shall credit

State's account in an amount based upon the following formula: (Total Contract

Item Price/365) x Number of Days Contract Item Not Provided. The State must

M

H4.11 The Vendor shall use a change management policy for notification and tracking of

change reouests as well as critical outages.

M

H4.12 A critical outage will be designated when a business function cannot be met by a

nonperforming application and there is no work around to the problem.

M

H4.13 The Vendor shall maintain a record of the activities related to repair or

maintenance activities performed for the State and shall report quarterly on the

following: Server up-time; All change requests implemented, including operating

system patches; All critical outages reported including actual issue and resolution;
Number of deficiencies reported by class with initial response time as well as time

M

H4.14 The Vendor will give two-business days prior notification to the State Project

Manager of all changes/updates and provide the State with training due to the

iinpradps and rhaneps.

M
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SUPPORT & MAINTENANCE REQUIREMENTS

State Requirements .i . Vendor ' 1

Reqtt Requirement Description Criticallty
C.F^Vendbr.sC-"

"Response

K . Delivery;..-*' . .... . . • 1
I f. ■ . • Comments .
> ; Method - • . r? . y 1

SUPPORT & MAINTENANCE REQUIREMENTS

S1.1-

The Vendor's System support and maintenance shall commence upon the

EffeCTlve Date and extend through the end of the Contract term, and any M •

S1.2

Maintain the hardware and Software in accordance with the Specifications,

terms, and requirements of the Contract, including providing, upgrades and M

S1.3

Repair Software, or any portion thereof, so that the System operates in

accordance with the Specifications, terms, and requirements of the Contract. M

51.4

The State shall have unlimited access, via phone or Email, to the Vendor

technical support staff between the hours of 8:30am to 5:00pm- Monday M

S1.5

The Vendor response time for support shall conform to the specific deficiency

class as described below or as agreed to by the parties: o Class A

Deficiency - Software - Critical, does not allow System to operate, no work

around, demands immediate action; Written Documentation • missing

significant portions of information or unintelligible to State; Non Software -

Services were inadequate and require re-performance of the Service, o

Class B Deficiency - Software • important, does not stop operation and/or

there is a work around and user can perform tasks; Written Documentation -.

portions of information are missing but not enough to make the document

unintelligible; Non Software - Services were deficient, require reworking, but

do not require re-performance of the Service, o Class C Deficiency-

Software • minimal, cosmetic in nature, minimal effect on System, low

priority and/or user can use System; Written Documentation • minimal

changes required and of minor editing nature; Non Software - Services

require only minor reworking and do not require re-performance of the

Service.

M

/

S1.6

The Vendor shall make available to the State the latest program updates,

general maintenance releases, selected functionality releases, patches, and

Documentation that are generally offered to its customers, at no additional

cost.

M  i -
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Req» Requirement Description - Criticallty
Vendor

Response '

Delivery

Method
, Comments ^

S1.7

For all maintenance Services calls, The Vendor shall ensure the following

information will be collected and maintained: 1} nature of the Deficiency; 2)

current status of the Deficiency; 3) action plans, dates, and times; 4) expected

and actual completion time; 5) Deficiency resolution information, 6} Resolved

by, 7) Identifying number i.e. work order number, 8) Issue identified by;

P
-

S1.8

The Vendor must work with the State to identify and troubleshoot potentially

large-scale System failures or Deficiencies by collecting the following

information: 1) mean time between reported Deficiencies with the Software;

2) diagnosis of the root cause of the problem; and 3) identification of repeat

calls or repeat Software problems.

P

S1.9

As part of the Software maintenance agreement, ongoing software

maintenance and support issues, shall be responded to according to the

following or as asgreed to by the parties: a. Class A Deficiencies - The

Vendor shall have available to the State on-call telephone assistance, with

issue tracking available to the State, eight (8) hours per day and five (5) days

a week with an email / telephone response within two (2) hours of request;

or the Vendor shall provide support on-site or with remote diagnostic

Services, within four (4) business hours of a request; b. Cass B & C

Deficiencies -The State shall notify the Vendor of such Deficiencies during

regular business hours and the Vendor shall respond back within four (4)

hours of notification of planned corrective action; The Vendor shall repair or

replace Software, and provide maintenance of the Software in accordance

with the Specifications, Terms and Requirements of the Contract; or as

agreed between the parties

M

Sl.lO
The Vendor shall use a change management policy for notification and

tracklne of chanee reouests as well as critical outaees.
M

Sl.ll

A critical outage will be designated when a business function cannot be met

by^a nonperforming application and there is no work around to the problem. M

51.12

The Vendor shall maintain a record of the activities related to repair or

maintenance activities performed for the State and shall report quarterly on

the following: All change.requests implemented; All critical outages reported

including actual issue and resolution; Number of deficiencies reported by

class with initial response time as well as time to close.

M

-
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PROJECT MANAGEMENT

State Requirements ^yendbr

Req It Requirement Description Crtticallty
'Vendor

' Response

Delivery s

r. Method:
i.. . : Cornments

PROJECT MANAGEMENT

Pl.l
Vendor shall participate in an initial kick-off meeting to initiate the Project.

M

P1.2 Vendor shall provide Project Staff as specified in the RFP. M

P1.3

Vendor shall submit a finalized Work Plan within ten (10) days after Contract

award and approval by Governor and Council. The Work Plan shall include,

without limitation, a detailed description of the Schedule, tasks, Deliverables,

critical events, task dependencies, and payment Schedule. The plan shall be

updated no less than <every two weeks.>

y

M

P1.4

Vendor shall provide detailed <bi-weekly or monthly> status reports on the

progress of the Project, which will include expenses incurred year to date. M

P1.5

All user, technical, and System Documentation as well as Project Schedules,

plans, status reports, and correspondence must be maintained as project

documentation. (Define how- WORD format- on-Line, in a common library or
nn nanpr^

M

P1.6
The selected vendor must define an Integrated project management

plan, which;

P1.7 Includes cost estimates for specific work to be performed.

P1.8
Defines Department Training as a component of the implementation

plan.

P1.9
Clearly defines the approach and methodology to be used in each

phase of the project.

Pl.lO
Includes a discovery, detailed requirements and prioritization

component phase of the project.
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PI.11

The Department has historically followed a waterfall approach to

enacting changes. This is usually accomplished by having

requirements meetings, followed by vendor design based on the

requirements, with a development, unit test, integration test, system

test and regression testing. Finally ending up with a migration to

production and training and post-production review. With this RFP the

goal will be to adjust to a more agile approach, allowing the

organization to adapt and change as needed more efficiently and

effectively in order to meet the business needs. The goals will be to

provide a bi-weekly demonstration of work for review and planning for

next steps. The new process will be based on the following scope as a

baseline to the strategy:

P1.12

Team Formation: the Department in concert with the awarded vendor

will identify the required team members for the duration of the

product delivery. The team will consist of a product owner, scrum

master, and other team members. There will be several teams based

on the amount of features being worked on at any given time.

Additionally, there will be operational teams to commit to and

complete features associated with user stories and tasks to keep the

system running as well as product enhancement teams to commit and

complete features associated with user stories and tasks to meet the

changes required by the business.

P1.13
Process: The awarded vendor will plan and implement a process

similar to the following:

P1.14

Backlog Creation and refinement: The Product Owner working with

team members and the business will create a prioritized backlog of

work in the form of high level features. This will be an on-going

process that must be completed prior to each Sprint Planning Meeting.

Additionally, the Product Owner(s) will breakdown the features into

prioritized user stories related to the originating features for use in the

Sprint Planning meeting.

DHHS-RFP-2019-043/RFP-2019-DPHS-19-DATAA 6. PROJECT MANAGEMENT
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P1.15

Sprint Planning Meeting: This meeting will minimally consist of all

team members facilitated by the Scrum Master and will be focused on

clarifying the details of the prioritized backlog items, re-prioritizing as

needed and obtaining commitment from the team to complete user

stories from the backlog in the proposed sprint not to exceed 4 weeks

with a preferred cadence of 2 weeks. Additionally the team will then

create detailed tasks and commit to the items individually. The

commitments will be managed using a KanBan tool to be provided by

the vendor and agreed to by both parties for the teams use

throughout the contract period.

P1.16

Sprint: The sprint will consist of daily standup meetings (not to exceed

10 minutes) to discuss roadblocks, any clarification needs associated

with work accomplished the previous day or planned for the current

day, or other important items to the team. The team will work in

concert with each other preferably within the same location and will

require a meeting room provided by the awarded vendor for

impromptu meetings to move tasks forward.

P1.17

Sprint Review Meeting: Demonstrate working product associated with

commitments from the sprint planning meeting. Communicate items

to focus on in the next sprint.

P1.18

Daily Meeting: Consist of the team members that have committed to

completing tasks in the sprint and will be no longer than 10 minutes

answering the following questions:

PI. 19 What did 1 complete yesterday?

PI.20 What am 1 doing today?

P1.21
Are there any roadblocks keeping me from completing my

commitments? i -

Develop and obtain buy-in for a stakeholder and communication

management plan and work with the Department to craft appropriate

communication messages throughout the project
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Conduct organizational assessments and gap analyses for the affected

divisions and programs and facilitate the development of appropriate

organizational structures and Job descriptions
Work with the Department to define business processes, including use

cases, workflows, and business rules
The project must utilize agile-like software development principles and practices
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Attachment #2, Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #5

On October 16. 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are qualified
to provide a software system and associated services for the Department to implement a
scalable Opioid Crisis Response Management Business Intelligence dashboard.

The Department is publishing this addendum to:

1. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16,2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23, 2018 2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor Conference

Oct. 30. 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 16, 2018

Final date for Proposal submission Dec. 10, 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm '

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

2019-043/RFP-2019-DPHS-19-DATAA
Addendum #5
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Attachment #2, Agency RFP with Addendums

New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

ADDENDUM #6

On October 16, 2018, the New Hampshire Department of Health and Human Services
published a Request for Proposals, requesting proposals from vendors who are qualified
to provide a software system and associated services for the Department to Implement a
scalable Opioid Crisis Response Management Business Intelligence dashboard.

The Department is publishing this addendum to:

1. Delete and replace Section 4, Instructions, Sub-section 4.16 Proposal Format,
Paragraph 4.16.1, Sub-paragraph 4.16.1.3, with the following:

4.16.1.3 The Proposal should also be submitted electronically via USB
Flash Drive

2. Delete Section 5, Proposal Evaluation Process, Sub-section 5.5 Scoring
Detail, Paragraph 5.5.1 Scoring-of the Proposed Software Solution, Sub-
paragraph 5.5.1.2

3. Delete and replace Section 2, D-2 Technical, Services and Project
Management Experience, Sub-section 2.1, D-2.1 Security and Protection of
Data, Paragraph 2.1.6, with the following:

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 10

The State will evaluate the Vendor's approach to project management
methodology.

2.1.6.1 Describe the methodologies used for organizing teams to implement
solutions in an iterative Agile methodology.
2.1.6.2 Describe how your approach meets the requirements for project
management and testing the security of the Software application and hosting
environment.

2.1.6.3 How can you ensure the security and confidentiality of the State Data
collected on the system?
2.1.6.4 What security validation Documentation will be shared with the State?
2.1.6.5 Do you use internal or external resources to conduct security testing?

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #6

Page 1 of 1
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

4. Delete and replace Section 1, D-1 Proposed Software Solution, Sub-section
1.1 Topic 1 - Description of Solution, Paragraph 1.1.9, with the following:

1.1.9 In what ways does your proposed solution provide enhanced ease of
use for administrative users?

5. Delete and replace Section'2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16, 2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23, 2018 2:00 pm

(Mandatory or Optional) Vendor Conference;
location identified in Section 4.3: Vendor Conference

Oct. 30, 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 16, 2018

Final date for Proposal submission Dec. 10. 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Jan. 3, 2019

Vendor Presentation & Demo (2 hours) Jan. 4. 2019
'

Vendor Presentation & Demo (2 hours) Jan. 7, 2019

Selection / Notification Jan. 11. 2019

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #6
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AttachrimM o. va.uiur rruuosai Deloitte Consulting LLPirr^n^, Ver^or Pr<jposal

Deloitte 7 Eagle Square #301, Concord,
NH 03301, USA

December 10, 2018

State Of New Hampshire

Department of Health and Human Services

do Brian Owens

129 Pleasant St.

Concord, New Hampshire 03301

Response to DHHS RFP 20I9-043/RFP-2019-DPHS-19-DATAA

Dear Mr. Owens:

Deloitte* is pleased to submit this proposal to the New Hampshire Department of Health and Human
Services in response to the Request for Proposal (RFP) for a Data Analytics Platform for Opioid Crisis,
DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA.

We have reviewed the detailed requirements of your RFP and are submitting a proposal that we believe is
responsive to your needs and required.services.

Deloitte Consulting agrees that the State of New Hampshire terms and conditions, contained in Appendix
H - State of New Hampshire Terms and Conditions, shall form the basis of any Contract resulting from
this RFP. We would like to discuss some clarifications and additions to these terms, which would be

similar to those contained in the recent contracts between Deloitte Consulting and the State of New
Hampshire. The prices, terms and conditions, and services quoted were established without collusion with
other Vendors and without effort to preclude the State from obtaining the best possible competitive
proposal.

The State of New Hampshire and the Department of Health and Human Services are valued clients of
Deloitte. We are a market leader in the services you require - through this response, we believe we can
provide advanced analytics and data modeling services that will help New Hampshire provide innovative
solutions to stemming the opioid epidemic.

Please contact me at (617) 448-9688 or gpsino@deloitle.com if you have any questions regarding our
submission.

Sincerely,

Deloitte Consulting LLP

By:.4^
Gregory Spino

Managing Director

' As used in this document. 'Deloitte' means t^ioitte Consulting LLP. a subsidiary of Deloitte LLP. Please see

www.deloitte.coni/us/about for a detailed description of the legal structure of Deloitte LLP and its subsidiaries. Certain
services may not be available to attest clients under the rules and regulations of public accounting.
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Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Section I: Executive Summary
jScctlon l - Executive Summary.

New Hampshire bucked the national trend with a lower than

average increase in opioid deaths for 2017 as reported by the
Centers for Disease Control. However, New Hampshire still
ranks in the top six for opioid-related overdose deaths. The CDC
reports deaths from synthetic opioids, other than methadone,
continue to rise at alarming rates. Evolving usage of prescribed
and increasingly-illicit opioids presents unique and complex
challenges.

The hub-and-spoke model for treatment and the Sununu Center

program for at-risk youth have the potential to turn the tide.
Enriched data sources, like the NMS Labs test for fentanyl
analogs, recently approved by NH's Governor &Council, provide
valuable insight. As prevention, treatment, and recovery models
evolve, data driven decisions will aid targeting of scarce
resources.

At the front lines of the opioid
epidemic, Nev/ Hampshire is
fighting for a holistic solution

Better data offer's insight to:

■

Target Investment In
prevention and

treatment

T
Refine strategy Advance OHHS's

broader enterprise
analytics vision

Measure outcomes

Figure I-l. Data Driven Decisions.

Knowing who, where, and how to intervene is essential to bending the opioid curve. Our demonstrated
ability to integrate, aggregate, and analyze'data sources in the EBI/DAP platform makes Deloitte a safe
set of hands. Our HHS Interactive opioid machine learning models and dashboards used by commercial
and public-sector clients offer DHHS proven capabilities. Our collaboration with Google offers DHHS
out-of-the-box thinking to address two opioid analytics puzzles: data latency and access .to population
insight before citizens become treatment clients.

Should New Hampshire be selected by the National Institute of Health (NIH) as a Healing Grant awardee,
our DAP solution will be a strong enabler of the State's broader opioid strategy.

Accelerated delivery using HHS Interactive Opioid Insights
Deloitte's HHS Interactive Opioid Insight solution offers a strong foundation to deliver the DHHS
vision for CORbi, including:

Opioid-centric dashboards with drilldown capabilities provide visibility and trending
for populations, demographics, drug management, network coverage, overdose,
death, infant dependency, naloxone, and other similar indicators from multiple
perspectives.

Benchmnrk

Interactive visualizations to understand opioid-related activity (diagnosis, procedures,
prescription patterns, and mortality) with comparisons across NH counties and
nationally to more effectively target services. Our benchmarking consumes 30+
publicly-accessible datasets from agencies such as the CDC and SAMSHA.

Confidential

Deloitte 2018 Page'I-7of 662
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G
Populdtion Profile

n

DAP Integration

In addition to the phase one data sources identified by DHHS, we propose
integration of Google Search data for opioid terms into DAP.

>72% of Americans Search when they are having a Health-Related Issue;
11n 20 parches on Google is HisaHh-Relatod:

@

3000+ Health-Related Search Queries Per Second in the US.

Most opioid analytics correlate latent data for death, overdose, MAT therapy, and
other similar institutional events; this provides modest insight to a person's journey
and little opportunity to nudge behavior as it evolves. Ingestion of search and
audience data will provide new insights using real-time data, including:

Geographic Trending - Aggregate "big picture" behavior trending by zip code-
based on population opioid search data; this will help shape DHHS's understanding
of how citizens search for opioid resources and trending by zip code across the state.

Audience Profiling - Search data joined with de-identified Google data (search
predicates, demographics, location, device, etc.) provides insight into audience
groups and behaviors related to opioids; this gives DHHS greater insight into who is
doing what and where. For example, do treatment search rates as a percentage of
population vary by demographic, location (urban/rural), income, etc.?

Nudging - The nudge may likely be delivered as a Google.com advertisement (link)
that would be displayed in response to the target search predicates. For example, a
search for 'Opioid Treatment' in NH could result in an ad link to NH's hub-and-
spoke Web site landing page. The advertisement search data is also the key input to
audience profiling.

Our health care data scientists' machine learning models identify at-risk individuals.
Results of these models have been validated and refined by comparing historical
outcomes against prospective models to tune for accuracy. Our models are informed
by our experience with federal, state, and private sector healthcare clients who share
common goals with DHHS. Our models cover the spectrum from identification of
risk to potential abuse to recovery.

The Google population profiling data and the At-Risk modeling described above will
be combined to develop journey map insights. Audience profile data and de-
identified data from the All Payors Claims Database (APOD) data will be ingested
into a machine learning model on the Google Cloud Platform(GCP) to correlate
audience behavior and healthcare outcomes, providing insights to influence
behavior, ideally before an adverse event is presented in an institutional setting.

The solution proposed by Deloitle, including the integration of Google data and GCP
machine learning, will be fully integrated into the existing EBI platform, maximizing
leverage of DHHS's investment and extending the EBI capability to include the new
data sources and capabilities. Extending.the EBI requires strong governance. We
bring the experience and commitment to work with DHHS to establish strong and
sustainable governance.

Integrating the existing EBI database provides DHHS a platform and capability to
address current challenges and the flexibility to adapt, extend, and re-use as DHHS's
vision evolves. This approach is far more adaptable than a static or shrink-wrapped

'Deloitte 2018^ Page 1-8 of 662
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DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

solution similar to the Medstat product deployed for claims-specific analytics by
DHHS several years ago. In those cases, the vendor owns the product that you just
lease. You will be harnessing the full power of your platform, including the ability to
tune and refine machine learning models, source data consumption, and dynamic
reporting capabilities.

TX
W1

VA

Mil OH

NY

CA

GA
GK

Figure 1-2. DAP aligned with DHHS investment and complemented by Opioid assets.

National and local experience to extend your EBI investment

We value our ongoing collaboration with DHHS and DolT,

understand your data and EBI platform, have vast national HHS and
opioid experience, and, for the fourth year in a row, are Gailner's #1
ranked global leader in Data and Analytics.

Cross-Sector opioid and advanced analytics experience

Over the last three years, Deloitte has established an opioid presence
across the Government at the federal, state, and local levels with over

10 successful projects and 12+ publications. We are bringing together
50+ data sources for predictive artificial intelligence modeling.

With over 5,000 analytics practitioners, we bring deep experience Figure 1-3. Deloitte s wealth
.  , . • I r-.i • ofHHS analytics experience.
helping.organizations leverage one of their most important assets - j r
their information. Deloitte also collaborates with industry leaders like Google, Tableau, Oracle, and
Informatica to innovate and optimize.

Committed and innovative partnership with Google

Our partner, Google, is equally committed to solving the Opioid epidemic and will provide platform
credits and human capital to collaborate with DHHS and Deloitte to deliver on this ground-breaking
vision within the constraints of DHHS's fixed budget. The CDC pursued a similar strategy using opioid
search data from Google advertising to evaluate program goals backed by survey data, and Proiect Jigsaw
was able to identify a decision journey framework for radicalization and techniques to deter individuals
from joining terrorist organizations. The Google results will be exported to the on-premise DAP and
CORbi dashboards for end user access and usage across complementary DHHS EBI initiatives.

Harmonizing our analytics capabilities with existing state initiatives

Advanced Predictive Analytics. We work with clients to integrate massive datasets and generate
dashboards that detect patients at high risk for opioid addiction by analyzing trends in prescription,
medical and social behavior. We provided analytics experience for the CDC Data Collation and
Integration for Public Health Event Response (DCIPHER) platform to assist with surveillance and
prevention efforts of the National Center for Injury Prevention and Control (NCIPC).

Prescription Drug Monitoring Program (PDMP) Analytics. In the Commonwealth of Pennsylvania,
we tracked prescription patterns of patients, pharmacies, and providers at both an aggregated and
individual level with Geographic Information System (GIS) modeling. We also conducted Medicaid data
analysis to identify 'doctor-shoppingVpill mills.

Deloitte 2018 : Page 1-9 of 662
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At-Risk Prediction Modeling. We have extensive experience developing predictive models for opioids.

For example, CeltiCare Health and Centene worked with Deloitte to provide population assessments to

identify opioid users who are at "high risk" for either Diversion or Overdose to share with providers for

needed management of identified members (e.g., drug testing, additional therapy, care escalation, etc.).

The "A" team with deep Data Analysis and Predictive Analytics experience

We are proposing Sean Conlin and Greg Spine as Engagement Leads, and Jeff Walker as the Project
Manager. Sean has 20+ years of experience managing a wide array of advanced analytic projects. Sean

serves as Deloitte's national leader in Cognitive Analytics and Machine Learning; he led our opioid work

with Centene and is working with Dartmouth on the Healing Grant application. Greg has 20+ years of

experience, including experience integrating claims and healthcare datasets with human services data in

complex ecosystems. Jeff has over 14 years of experience designing and delivering public sector analytics

platforms. Jeff and Greg both have deep experience with the DHHS's EBI architecture and extensive

experience with data integration and Deloitte's HHS Interactive solution.

Complementing Sean, Greg, and Jeff is a team of data scientists, analytics specialists, and our Google

partners. We will apply that experience to realize DHHS's vision, using data to improve outcomes for

those struggling with opioid use disorders (OUDs). Our depth of national opioid and analytics experience,

and knowledge of DHHS's environment, uniquely positions us to collaborate with DHHS and DolT, and,

if successful. New Hampshire's Healing grant partners.

Our vision aligns with yours

Driving down opioid addiction and death rates is the single most

important measure of project success. However, predicting who may

become addicted, and under what circumstances, offers opportunities

for earlier and effective interventions. Early detection saves

unimaginable pain and suffering for New Hampshire families and

communities. Understanding who, when, and how to bend the curve

will be invaluable as DHHS and NH evolve and adapt to an ever-

changing, deadly, and complex epidemic.

A shared goal for the
greater good.

Driving opioid addiction and death
rates down Is the single most
Important measure of success.

Known risk traits can help identify
and prevent incidents before they
occur:

. who when I \ how

Figure 1-3. Shared lesion.
Our team is committed to the journey ahead. We believe we can help

turn the tide on this epidemic by bringing together the right tools, capabilities, and people to collaborate

with DHHS and DolT. We will extend your existing investments in the EBI project, the potential Healing

Grant, the hub-and-spoke network, Sununu center, and other initiatives by aligning with and helping to

shape your vision. We bring opioid specific capabilities and new and innovative approaches, including

cognitive machine learning models for opioids and pre-built opioid-specific dashboard and drill down

capabilities.

We appreciate the complexities presented by the opioid challenge and the importance of collaborating

with DHHS to build a solution uniquely designed for New Hampshire's data and goals. We recognize that

through NH Wisdom and other similar initiatives you have invested intellectual capital in opioid

analytics. We look forward to working with you to pull forward and build upon those capabilities,

combing our collective intellectual capital and assets. We are committed to working shoulder-to-shoulder

with DHHS and DolT, providing knowledge transfer and enabling transparency throughout the project

life cycle. The DAP solution offered by Deloitte will be one that DHHS and DolT can maintain, extend,

and re-use for today's needs and tomorrow requirements.
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Appendix B: Minimum Standards for Proposal
Consideration

RFP Requirements (Note: Deloitte accepts and meets'thc requirements
as defined in the RFP and summarized below) \ ;

.  .

t  " ' * 1
Reference Page

B-1 Submission requirements , .

1.1. The Proposal is date and time stamped before the deadline as defined ... Met

1.2. The original Proposal includes a signed Transmittal Letter accepting ... Met. Yes, Attached

Separately.

1.3. The proposed escrow agreement shall be submitted with the Vendor's .. Page 638

i B-2Coihpliahce with System Requirements . *  J * * ^ .

System requirements and Deliverables are listed in Appendix C: System... Page 23

\ B-3 Current Use of Vendqr^Prpposed Software - Current Implemented
j Sites of Veiidbr proposed Software or Solution '

•  * . A < •

Components that constitute the Vendor's proposed Software or Solution
suite

Page 111 to Page 256
I

1 B-4 Vendor Implementation Service Experience '• ' .
Implementation Vendor must have completed the Vendor proposed Software Page 257 to Page 270

1 ^5 Proposed Project Team .
1 The proposed Project Team must include individuals with substantial
j experience in . .

5.1. Each of the disciplines relating to his or her staled project role. Page 271 to Page 314

5.2. Implementing a system that meets the requirements outlined in this RFP. Page 271 to Page 314

5.3. The discipline of effective Agile Project Management. Page 271 to Page 314

5.4. The discipline of effective risk and issue management. Page 271 to Page 314

5.5. The discipline of data analysis, data mining, data modeling, data ... Page 271 to Page 314

5.6. The discipline of predictive and statistical analysis. Page 271 to Page 314

5.7. Operational support of government entities comparable in size and
complexity.

Page 271 to Page 314

5.8. Successful system roll-out. Page 27Lto Page 314

5.9. Compliance with <Regulations or Publications etc. Page 271 to Page 314

5.10. Effective use of software change management best practice. Page 271 to Page 314

5.11. Effective use of defect tracking tools that allow for reporting on test
results.

Page 271 to Page 314

5.12. System modification in order to satisfy unique needs of the HHS in NH Page 271 to Page 314

5.13. Data privacy, data suppression Page 271 to Page 314

5.14. For the purpose of evaluating compliance with this requirement, the
Vendor..

Page 271 to Page 314

Figure 1-4. Compliance cross reference to Deloitte response.
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Section H: Glossary of Terms and Abbreviations
'Section II: Glossary of Terms and Abbreviations
The Vendor must provide a glossaiy of all terms, acronyms, and abbreviations used in its Proposal.

Acronym Definition ' v;

AAA Agile for Advanced Analytics

ABL Above the Baseline

ACA American Counseling Association

ACPD Academy for Continuous Professional Development

AD Active Directory

ADDIE Analysis, Design, Development, Implementation, and Evaluation

AHEDD Automated Hospital Emergency Department Data System

AHIP ' America's Health Insurance Plans

AES Advanced Encryption Standard

AIM Analytics and Information Management

AI Artificial Intelligence

ALM Application Life Cycle Management

ANT Another Neat Tool

APCD All-Payer Claims Database

APD Advance Planning Document

API Application Programming Interface

APM Agile Project Management

ASIS American Society for Information Science

ASM Automatic Storage Management

AWS Amazon Web-Services

BB NAIC Public Debt Rating

BBB NAIC Public Debt Rating

BC/DR Business Continuity/Disaster Recovery

BCM Business Continuity Management

BCP Business Continuity Planning

BDAS Bureau of Drug and Alcohol Services

BETH3 TAP BETH3- Buildings (Facilities) -Equipment -Technology (IT
Hardware/Software/Infrastructure) -Human Resources -3rdParties (Dependencies)
TAP - Total Asset Protection

BI Business Intelligence

BIS Bureau of Indian Standards >

BL Baseline
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jAcronym Definition" ; .. ' , - V " ■  " 1

BLD Bid files

BMCO Bureau of Medicaid Managed Care Operations

EA-BOM Enterprise Architect-Business Operating Model

BP Business Processes

BPR Business Process Reengineering

BS Bachelor of Science

CA Chartered Accountant

CAL Client Account Lead

CARES Community Aging and Retirement Services

CBT Gomputer-Based Training

CCB Change Control Board

CCC Course on Computer Concepts

CCMP Communication and Change Management

CCNA Cisco Certified Network Associate

CDC Centers for Disease Control & Prevention

CDPH California Department of Public Health

CPA Chartered Financial Analyst

CFI Corporate Finance Institute

CHS Center for Health Solutions

CHFS Cabinet for Health and Family Services

CI Competitive Intelligence or Customer Intelligence

CJIS Criminal Justice Information Services

CMMI Capability Maturity Model Integration

CMR Change Management Request

CMS Center for Medicare and Medicaid Services

COBIT Control Objectives for Information and Related Technology

COBOL Common Business Oriented Language

COE Center of Excellence

COTS COTS

CPU Central Processing Unit

CRM Customer Relationship Manager

CSE Child Support Enforcement

CSS Cascading Style Sheets

CSV Comma-separated Values

DAT Digital Audio Tape

DAP Data Analytics Platform
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Acronym • 'Definition" . ,

DARPI The Division pf-Analysis, Research and Practice Integration

DBA Database Administrator

DBSCAN Density-based spatial clustering of applications with noise

DC Deloitte Consulting

DCIPHER Data Collation and Integration for Public Health Event Response

DCYF ̂ Division for Children, Youth and Families

DDI Development, Design and Implementation 1

DED Deliverable Expectations Document

DEV Development

DC Data Governance

DGO Data Governance Organization

DCS Data Governance Strategy

DHHS Department of Health and Human Services

DHR Department of Human Resources

DHS Department of Homeland Security

DHSS Department of Health and Social Services

DM Data Modeling

DMAS Department of Medicaid Assistance Services

DNS Domain Name System

DOD Department of Defense

DOH Department Of Health

DoIT Department of Information Technology

DoJ Department of Justice

DPHS Division of Public Health Services

DPW Department of Public Welfare

DSS Decision Support System

DUV Distribution of Usage Variances

DW Data Warehouse

EA Enterprise Architecture

EBI Enterprise Business Intelligence

ED Emergency Department

EDI Electronic Data Interchange

EDM Enterprise Data Management

EDW/BI Enterprise Data Warehouse/Business Intelligence

EMS Express Mail Service

EOHHS Executive Office of Health and Human Services
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jAcronym ^Definition •
1

EPLC Enterprise Performance Life Cycle

EPM Enterprise Performance Management

ESB Enterprise Service Bus

ESR Extended Support Release

ETL Extract, Transform, Load

EVD Deloitte's Agile based Enterprise Value Delivery Methodology

EVD for IM Deloitte's Enterprise Value Delivery for Information Management

FAHM Fellow, Academy for Healthcare Management

FAQ Frequently Asked Questions '

FBI Federal Bureau of Investigation

FDA Food and Drug Administration

FFS Fee-for-service

FISMA The Federal Information Security Management Act

FNS Food and Nutrition Service

FTP File Transfer Protocol

GBM Gradient Boosting Machine

GCP Google Cloud Platform

GIS Geographic Information System

GLM Generalized Linear Model

GPS Government and Public Services

HCBC Home and Community Based Care

HCIA Heath Care Innovation Awards

HEIGHTS Help empowering individuals to get help transitioning to self-sufficiency

HHS US Department of Health and Human Services

HHVBP Home Health Value-Based Purchasing

HIE Health Information Exchange

HIPAA Health Insurance Portability and Accountability Act of 1996

HITECH Health Information Technology for Economic and Clinical Health

HITRUST The Health Information Trust Alliance

HIV Human Immunodeficiency Virus

HIX Health Insurance Exchange

HP Hewlett-Packard

HPE Hewlett Packard Enterprise

HTML Hyper Text Markup Language

HTTP Hyper Text Transfer Protocol

HTTPS Hyper Text Transfer Protocol Secure
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jAcronym Definition ' ,
1

lAM identity and Access Management

IBM International Business Machines

ICAM Identity, Credentials and Access Management

ICD Interface Control Document

ICF Integrated Controls Framework

ID Identification Data

IDC International Data Corporation

IDO Insights Driven Organization

IDQ Informatica Data Quality

IDS Intrusion Detection Systems

IE Integrated Eligibility

lES Integrated Eligibility System

IP Internet Protocol

IPS Intrusion Prevention Systems

IRS Internal Revenue Service

ISO International Organization for Standardization

ISS Integration Services Solution

IT Information Technology

ITF Integrated Test Facility

ITIL Information Technology Infrastructure Library

ITSM IT Service Management

IV &V Independent Verification and Validation

JAMA Journal of the American Medical , Association

JIRA Proprietary issue tracking product

LDAP Lightweight Directory Access Protocol

LLP Limited Liability Partnership

LMS Learning Management System

LTSS Long-Term Services and Supports

MA Massachusetts

MAT Medication-Assisted Therapy

MAGI Modified Adjusted Gross Income

MARS-E 2.0 Minimum Acceptable Risk Standards for Exchanges

MAT ' Medication Assisted Treatment

MBA Master of Business Administration

MCCM Medicare Care Choices Model

MCI Master Client Index
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lAcronyni Definition . - ' . . ■ i

MECT Medicaid Enterprise Certification Toolldt

S/MIME Secure/ Multipurpose Internet Mail Extensions

ML Machine Leaming

MLTC Managed Long-Term Care

MMIS Medicaid Management Information System

MOU Memorandum of Understand

MS' Microsoft

MVP Minimum Viable Product

NAIC National Association of Insurance Commissioners

ND North Dakota

NCHS National Center for Health Statistics

NCIPC National Center for Injury Prevention and Control

NECSES New England Child Support Enforcement System

NH New Hampshire

NISTSP National lnstitute of Standards and Technology

NMS National Medical Services

NPPES National Plan and Provider Enumeration System

NY New York

OCM Organizational Change Management

O&G Oil & Gas

ODAR Office of Disability Adjudication and Review

ODM Original Design Manufacturer

ODS Operational Data Store

OMAP Office of Medical Assistance Programs

ONDIEH Office of Noncommunicable Diseases, Injury and Environmental Health

OSO Office of Security Operations

OT .Organization Transformation

OUD Opioid Use Disorder

PA Pennsylvania

PAHM Professional, Academy for Healthcare Management

PBM Pharmacy Benefit Management

PC Project Controller

PDF Portable Document Format

PDMP Prescription Drug Monitoring Programs

PHI Protected Health Information

PI Personal Information
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jAcronym Definition '

PH Personally identifiable Information

PL Programming Language

PLP Principle of Least Privilege

PM Project Manager

PMI Project Management Institute

PMBOK Project Management Institute Body of Knowledge

PMN Pre-manufacture Notice

PMO Project Management OfTice

PMP Project Management Professional

PSP Principle of Separation of Privilege

POV Point Of View

PROD Production

QA Quality Assurance

QAM Quality Assurance and Monitoring

QC Quality Control

QRGs Quick Reference Guides

RACI Responsible, Accountable, Consulted, Informed

RAID Risk, Action Items, Issues and Decisions

RBAC Role Based Access Control

RCA Root Cause Analysis

RDMS Relational Database Management System

REST Representational State Transfer

RFC Request for Change

REP Request for Proposal

RFQ Request for Quotation

RMAN Recovery Manager

ROC Receiver Operating Characteristic

ROI Return on investment

RPO Recovery Point Objective

RSA Rivest, Shamir, & Adleman

RTD Resubmission Turnaround Document

RTM Requirement Traceability Matrix

RTO Recovery Time Objective

SAMSHA Substance Abuse and Mental Health Services Administration

SAS Statistical Analysis System

SAT System Acceptance Testing
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jAcronym ^ Definition . . . "  4.
.• . 1

•  J

SBIRT Screening, Brief Intervention, and Referral to Treatment

SDLC Systems Development Life Cycle

SEIM Security Event and Information Management

SFTP Secure File Transfer Protocol

SI Systems Integration

SIEM Security Information and Events Management

SIT System Integration Testing

SLA Service Level Agreement

SME Subject Matter Expert

SNAP Supplemental Nutrition Assistance Program

SOA Service-Oriented Architecture

SOAP Simple Object Access Protocol

SOW Statement of Work

SPI Schedule Performance Indicator/Index

SPOF Single Point of Failure

SQL Structured Query Language

SSA Social Security Administration

SSL Secure Socket Layer

SYS System

SUD Substance Use Disorders

TARB Technical Architectural Review Board

TANF Temporary Assistance for Needy Farhilies --

TCCB Technical Change Control Board

TDS Team Diagnostic Survey

TEMSIS Trauma Emergency Medical Services Information System

TIP TrafFicking-In-Persons

TLS/SSL Transport Layer Security/ Secure Sockets Layer

TOAD Database Management Toolset from Quest Software

TSA Transportation and Security Administration

TSM Tableau Services Manager

TTT Training the Trainers

UAT User Acceptance Testing

UI/UX User Experience (UX) and User Interface (UI)

URL Uniform Resource Locator

US United States

USDC US District Court

Deloitle 2018 Pageri-20 of 662



AttachmS{IWrCdBilbf®¥|6iiiklMPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

I'Acronym Definition . • ^ ^ .
»  , " . 1

VM Virtual Machine

VPC Virtual Private Cloud

WAT Web Application Firewall

WAN Wide Area Network

WISQARS Web-based Injury Statistics Query and Reporting System

WSDL Web Services Description Language

XML Extensible Markup Language

xss Cross-Site-Scripting

GCP Google Cloud Platform

Figure II-5. Acronym definitions.
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Section HI: Responses to Requirements and Deliverables

C-2 Requirements

Section III: Responses to System Requirements and Deliverables

4.18.6.1 . System requirements are provided in .Appendix C: System Rec|uiremeni.s and Deliverable.s.

4.1 S.6.2. U.siiig the response table.s in .Appendix C: System Requirements and Deliverables, theA'endor must document the ability to meet the Requirements
and Deliverables of this RFF.

N'eiidor instruction.s

Vendor Response Column: Place a "Yes" If the current release of the software can fully support ALL the functionality described in the row,
without "special customization. A "Yes" can only be used if the delivery method is Standard (see delivery method instructions below).
Otherwise, enter an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see delivery method
instructions below).

Criticality Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of such great importance that it must be met in order for the
proposal to be accepted. If the proposer believes that there is something about their proposal that either obviates the need for this requirement or
makes it of less importance this must be explained within the comments. The State retains the right to accept a proposal if the need of the
requirement is reduced or eliminated by another feature of the proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered by the State to be of great usefullness but the lack of this
feature is not considered serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered by the State to be one which useful) or potentially usefull but
not a central feature of the Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not Available/Not Proposing (as defined below) that indicates how the
requirement will be delivered.

Standard - Feature/Function is included in the proposed system and available in the current software release.
Future - Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release in the comment
area.)
Custom - Feature/Function can be provided with custom modifications. (Respondent must provide estimated hours and average billing rate or
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flat cost for the software modification in the comment area. These cost estimates should add up to the total cost for software modifications
found in the cost summary table in Section X of the RPP).
Not Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality
was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered
into this column.

Working Sheet

N'endor Instructions

Vendor Response Column: Place a "Yes" if the current release of the software
can fully support ALL the functionality described in the row, without special
customization. A "Yes" can only be used if the delivery method is Standard (see
delivery method instructions below). Otherwise, enter an "No"; A "No" can only be
used with delivery method Future, Custom, or Not Available/Not Proposing (see
delivery method instructions below).

Criticallty Column:
(M) Indicates a requirement that is "Mandatory". The State considers it to be of
such great importance that it must be met in order for the proposal to be accepted.
If the proposer believes that there is something about their proposal that either
obviates the need for this requirement or makes it of less importance this must be
explained within the comments. The State retains the right to accept a proposal if
the need of the requirement is reduced or eliminated by another feature of the
proposal.
(P) Indicates a requirement which is "Preferred". This requirement is considered
by the State to be of great usefullness but the lack of this feature is not considered
serious enough to disqualify the proposal.
(O) Indicates a requirement which is "Optional". This requirement is considered
by the Stale to be one which usefull or potentially usefull but not a central feature
of the Project.
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Vendor Instructions

Delivery Method Column:
Complete the delivery method using a Standard, Future, Custom, or Not
Available/Not Proposing (as defined below) that indicates how the requirement will
be delivered.

Standard - Feature/Function is included in the proposed system and available in
the current software release.

Future - Feature/Function will be available in a future release. (Provide
anticipated delivery date, version, and service release in the comment area.)
Custom - Feature/Function can be provided with custom modifications.
(Respondent must provide estimated hours and average billing rate or flat cost for
the software modification in the comment area. These cost estimates should add up
to the total cost for software modifications found in the cost summary table in
Section X of the RFP).
Not Available/Not Proposing — Feature/Function has not been proposed by the
Vendor. (Provide brief description of why this functionality was not proposed.)

Comments Column:

For all Delivery Method responses vendors must provide a brief explanation of
how the requirement will be met. Free form text can be entered into this column.
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1. BUSINESS REQUIREMENTS

lUJSINLSS RKQUIRK.MKM S

1  State Requirements 1  Vendor j j

Req# Requirement Description Criticality
Response

!^Deliver>'^
Method

>  ' -il^^Comments :
Functional

BI.I Intentionally Left Blank
,

B1.2 Design and implementation of data
visualization standards via a style
guide and example templates
specifically leveraging existing
toolsets and web portals currently in
place at the state to create a consistent
way for data to be organized and
graphically displayed to meet both
user design and user experience
requirements.

M Yes Standard Deloitte meets this requirement with HHS
Interactive design standards. Deloitte's solution
includes data visualization standards and a style
guide. Standards and style can be easily adjusted to
align with the State's dashboard design and user
experience requirements and can be aligned with
DHHS's style guide standards for the in process
EBl scope of work with all dashboards presented
through Tableau.

B1.3 Create a method to inventory data
sources assoicated with the building
of the Opioid Crisis dashboard and an
ongoing process to add to the
inventory of the system and
recommend a strategy for future use
of data analytics and business
intelligence toolsets as well as create
a dashboard in which the source is

tagged as internal or external (to the
Department) and whether the data
contains personally identified
information (PlI) or De-identified
information (DII)

M Yes Standard Deloitte's solution includes a data source inventory
template, which will be used to capture key
metadata that includes but no limited to Source

Name, AgehcyA'endor, Description, Data
Classifications, Business Contact, Technical
Contact, Data Model Link, Data Classifications
etc.

The template can be used as a source for Tableau
to display the information on a dashboard. We can
also implement this requirement using Informatica •
Enterprise Data Catalog or Informatica Metadata
Manager bundled with the current licensing at
DHHS/DoIT preference.
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BUSINESS REQUIRKMICM S

1  State Requirements .  - Vendor

Req # Requirement Description Critical] ty
Vendor

Response
Delivery
Method

r Comments

B1.4 Provide professional services to
augment internal capabilities
associated with the following skill
sets:

Business analysis, use case
development, user persona
development.
Data and statistical analysis generally,
Data and statistical.analysis specific
to the opioid crisis,
Data integration and transformation.
Data visualization including
geographical information system,
Hardware architecture and design,
Sofhvare configuration and training.

' M Yes Standard Deloitte meets this requirement with an analytics
practice of over 5,000 experts and depth of
experience with the current DHHS EBl
architecture, tools, and the lines of businesses with
which the DAP platform will orchestrate data
aggregation and analysis.

"}■

B1.5 If the proposal is a cloud/hosted
solution provide and establish
hardware and software and/or cloud
services for operation by the State
needed to augment the Department's
infrastructure.

M Yes Standard The Google Cloud Platform (OOP) will be
established during the project implementation with
a.support and subscription model which is
sustainable by DHHS/DoIT as a complement to the
on-site platform for social media data consumption
and ML processing of that data.

B1.6 Implement nojater than August 15,
2019 opioid dashboards based on
requirements

M Yes Standard Deloitte with work with DHHS to create and
manage a mutually agreeable project plan that will
allow for implementation of the Opioids
dashboards determined as in-scope for Phase 1, by

1 August 15, 2019.

B1.7 Provide a detailed description of how
you would address charts included in
the Introduction section

]

M Yes Standard.

1

Our detailed description demonstrating how we
will address the charts included in the introduction
is previewed in our executive summary and
elaborated in section D-l.l, Description of
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BUSIM:SS RI'QUIRKiMKMS

State Requirements .Vendor,.

Req# Requirement Description Criticality
Vendor

Response
Delivery
Method

tComments

Solution building upon our HHS Interactive Opioid
Insights capabilities.

B1.8 Provide context sensitive "Help"
screens/tips and dashboard
instructions

P Yes Standard Deloitte meets this requirement using Tableau's
tooltip feature to address this requirement.

B1.9 Automated reports/notifications/alerts
to users based on subscription or opt
in/out functionality

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this

requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

BI.IO Design, develop and implement a
holistic Data Analytics Platform
(DAP) that consolidates data from
multiple, currently disparate
Department, other State of New
Hampshire and Federal sources,
systems and formats to meet the
needs of the state's opioid response
and provide the foundation for all
other needs of the Department
programs.

M Yes Standard Deloitte meets this requirement by extending the
EBI Data Warehouse into a holistic data analytics
repository that stores member data consolidated
across disparate data sources. Informatica data
integration and data quality software will be
utilized to merge and consolidate from disparate
data sources. This includes digital data that is
provided with assistance from our teaming partner
Google into DAP.

B2.1 Include support for the future use of
advanced statistical analysis
techniques, predictive analytics and
machine learning

M Yes Standard Deloitle meets this requirement with the proposed
DAP solution architecture providing a foundation
for the State to easily expand advanced analytical
capabilities including predictive analytics and
machine learning build using R and Python.
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-

lUJsiM-ss ri:quiri:mi:ms

1  State Requirements '.1 -Vendor;:

Req# Requirement Description Criticality
Vendor

Response
Delivery
Method

1 Comments

B2.2 Be intuitive and easy to leam,
understand, navigate and use,

M

-

Yes Standard Deloitte meets this requirement using
visualizations and dashboard design methodology
focusses on balancing simplicity, clarity and
efficiency in creating designing dashboards that are
intuitive, with simple navigation, minimum
complexity and maximum ease of use. Our solution
would build on the menu driven navigation model
being established for the current EBI scope of work
to provide enterprise access continuity.

B2.3 Provide and support average less than
5 seconds with a majority of 1 second
query response times, with or without
user customization.

P Yes Standard Deloitte will employ system design and
performance monitoring throughout the
implementation to validate consistent response
times are provided per expected or pre-defined
levels across the DAP system tools.

B2.4 Process and load datasets in a fast,
smooth, efficient manner to meet no
older 24 hour stale data

, M Yes Standard Deloitte's solution offers the capability to load data
efficiently using Informatica meeting the
requirements based on the assumption that the
source systems can provide access to data on that
frequency.

Deloitte 2018 Page m-C.2-29 of 662



AttachmS^W^S^&lb^Q&^ii^MPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Req#

B2.5

BUSINKSS RI-QUIRKMI-MS

State Requirements

Requirement Description

The selected vendor must leverage
(where applicable for the vendor
solution) current technologies in place
at State of New Hampshire and
provide recommendations for

alternatives based on proposed
strategy to include but not limited to:
Oracle databases,
Dimensionally modeled data marts,
Extract, Transform, Load (ETL)
software - Informatica,
Statistical analysis tools/software and
server - R Programming and RStudio
Server/Connect, and
Supplementary B! tools leveraging
Tableau for dashboards which:

Consolidate and arranges numbers,
metrics and Department defined
scorecards, Key Performance, and
other, metrics,
Can be tailored for specific roles and
display metrics targeted for a single
point of view.
Includes a customizable interface.
Includes the ability to pull real-time
data

Criticality

M

Vendor

. Vendor

Response

Yes

Delivery
Method

Standard

Comments

Deloitte proposed solution architecture leverages
State's existing IT infrastructure including
Informatica PowerCenter, Informatica IDQ,
Tableau, RStudio and the Oracle Database. Our

system will also leverage the Tableau navigation
model as well as the existing schemas.
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lUJSINKSS RIIQlJIRKiMKMS

State Requirements Vendor

ReqU Requirement Description Critical] ty
Vendor

Response
Delivery
Method

Comments

B2.6 Design, develop and implement an
overarching data model, which:
Combines appropriate data elements
from various sources, as needed to
achieve reporting and alert functions.

Includes interfaces, source mapping
and user interfaces; required to
achieve data consolidation and build

the DAP,

Identifies current and future state of

source systems and processes.
Possesses the processing capabilities
to provide large dataset analysis,
including highly complex numerical
analysis of textual, structured, non-
structured, spatial and other data
sources,'

Provide metadata tagging of data
sources/elements.

Allows fast and flexible data

integration so that data sources are
able to be integrated in the analytical
environment and analyzed with
limited advanced notice.

M Yes Standard Deloitte's meets this requirement through the
design, develop and implementation of a logical
and physical dimensional data model to support the
predictive analytics and dashboard needs. A
Metadata repository will be created to identify and
catalog all source data. The data provided by the
State, along with the datasets Deloitte has
identified, will be uploaded to the oracle data
warehouse in the data tier allowing storage of both
unstructured and structured information of the

various datasets.

B2.7 Vendors must include a proposed
architecture for the DAP, which

integrates data from source systems
and meets, or exceeds, the following
minimal requirements:

M Yes Standard Deloitte's proposed system architecture provides a
scalable data analytics platform that extends State's
existing EBl platform to the state's opioid response
and provides a foundation to support analytics
needs for other Department programs such as
SNAP, TANF etc.
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biisim:ss requirkmkms

State Requirements
"  • • - .

"Vendorjl;'!;

Req # Requirement Description Crlticality
Vendor'

Riesporise:
v^peliyeify.
Method r

.  . H-Gdmiherits* • -
.  •• • ..i-. ,.-. • • ; ,

B2.8 Provides a framework for

organization of data, information
management and technology systems
required to build and implement the
system,

M Yes Standard Deloitte meets this requirement through our
proposed 3-tier architecture provides a scalable
framework to organize, process and visualize the
data and technology systems.

B2.9 Allows for data components of the
;architecture to include internal and

external sources of structured and

unstructured data users require to

analyze the opioid crisis

M Yes Standard Deloitte meets this requirement with a proposed
system architecture including a data tier with the
Informatica ETL processes to integrate multiple
internal (existing EBI data) and external structured,
un-structured and spatial data sources.

B2.!0 Includes data integration, data
cleansing and the development and
implementation of data dimensional

mles

M Yes Standard Deloitte meets this requirement with a data
governance framework that will define data
cleansing processes and practices. Data integration
and data dimensional rules will also be defined

using Informatica to consume and cleanse data,
including the data imported from Google,

Technical

B3.1 Describes the conceptual and logical
technology components required to
present information to users and
enable them to analyze the data and
its impacts,

M Yes Standard Deloitte meets this requirement, please refer to
Deloitte responses for technical requirement B3.2

to B3.10

B3.2 Allows for the ability to drill down on
report data by varying levels of
geographic, provider, program,
service and client demographic details

M Yes Standard Deloitte meets this requirement providing Opioids
dashboards that are fully interactive allowing allow
users to filter and drill down on demand by
geographic hierarchy, provider, program, service
and client demographic details using Tableau.
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Delivery
: Method

•  - 1? . * . ' • •

1 .Comments .

B3.3 Allow for the extraction of patterns
and icnowledge from large amounts of
data,

M Yes Standard Deloitte meets this requirement providing opioids
predictive models configured to analyze large
datasets based on the defined hypothesis and key
predictors to detect hidden patterns thereby
identifying high risk individuals. We accelerate
this usine our At Risk HHS Interactive Onioid

Insight module.

B3.4 Provide predictive or statistical
analysis model, based upon data type
and attributes

P Yes Standard Deloitte meets this reauirement usine our At Risk

predictive analytical, statistical and risk model that
will delivered and tailored based on NH's

dimensional values and data types.

B3.5 Provides browser-based solution to

support all major browsers.
M Yes Standard Deloitte meets this requirement leveraging Tableau

for Dashboard development which supports all
major browsers namely Google Chrome, Microsoft
Edge, Internet Explorer, Mozilla Firefox, Firefox
ESR aihd Apple Safari.

B3.6 Internal multi-tenant sandbox to

provide statistical analysis areas to
look at data with access to the

dimensional based data to design and
develop visualizations on an ad-doc .
development-based methodology

M Yes Standard Deloitte meets this requirement with an
architecture that supports a multi-tenant production
sandbox with user schemas for authorized users to

combine production data with local datasets and
leverage tools such as RStudio, Tableau etc.-to
design and develop predictive models and data
visualizations on an ad hoc basis.
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. in 1

B3.'7 Internal role-based authentication to

"provide view, modify and delete as
well as external facing role-based
solution with ability to define group
or user defined access

M Yes Standard Deloitte's solution will leverage Tableau Services
Manager (TSM) to configure and manage role-
based access control to define user groups,
permissions such as view, modify and delete.
Additionally, dashboards will also support
role/user-based row-level data restrictions.

B3.8 Provide a methodology to track web
traffic and report on number of
viewers, number of this and/or other
measures.

P Yes Standard Deloitte meets this requirement using Google
analytics out-of-box or DolT's preferred tool for
web traffic. In addition, we have proposed
providing DHHS an additional web traffic source,
Google search data for the broader population of
New Hampshire which will aggregated and
imported in the DAP for analysis and presentation.

B3.9 State Sizing and Growth Assumptions M Yes Standard Our solution assumes that the existing platform has
sufficient storage and capacity to design and'
implement. If the machine learning modules
require additional compute time during the DDI
phase, the GCP will be available to support peak
utilization using the credits provided by Google.
This assumption is predicated on controlled usage
of adhoc queries to contain power user access
using commonly accepted industry norms in
collaboration with the DoIT Oracle DBA team.

B3.I0 Develop capacity to make data and
information available in meeting the
Department's Federal Reporting
requirements and necessary for
Federal grant applications

M Yes Standard Deloitte's solution will provide the foundation for
data and tools to support Department's Federal
Reporting requirements and necessary for Federal
grant applications, including the Healing Grant if
awarded to New Hampshire.
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SVIilll-AI)

B4.1 The new System must accommodate
the anticipated number of users and
workstations at each location. In order

to support initial sizing expectations,
prior to completion of capacity
planning as part of this project, the
State has estimated the first phase
system must accommodate

approximately 2,000 internal users
(25% active users, 5% concurrent) in
and for future use, 250,000 external
users (10% active users, 2%
concurrent) at this time, and all of
these users are expected to have a
workstation that will access the

System. These initial estimates will
be replaced with the finale user sizing
in the Capacity Plan deliverable as
part of the design phase.
Workstations, network, servers,
storage and WAN connectivity will
be recommended by the vendor to
ensure sizing to access and use the
system.

Yes Standard Deloitte's proposed solution leverages the State's
existing environments. The existing EBI
infrastructure is being designed to meet these same
requirements.

Upon finalization of estimates, Deloitte will work
with DHHS and DoIT to complete a capacity plan
and validate hardware, software, and infrastructure
requirements.
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B4.2 The new shared infrastructure and

functional capabilities need be
designed to be operational 24 hours
per day (hours to be determined by
the slate), 7 days per week, and 52
weeks per year. The centralized
servers and resources and public
facing Web site will be designed to be
operational 7 days per week and 24
hours per day. No single disruption is
anticipated to last longer than 8 hours.
The System as a whole will be
available for use 99 percent of the

M Yes Standard The proposed application architecture would
support this requirement and we will work with
DHHS and DoIT to validate that the EBI

infrastructure being re-used to support the solution
to meet the uptime goals for the application.

i.
timeless mutually agreed and
scheduled service/maintenance

intervals.

B4.3 The new System must support
transparent failover capabilities using
high-availability architectural
elements.

M The proposed application architecture supports
clustering to provide failover. We will work with
DHHS and DoIT to validate that the EBI

infrastructure being re-used to support the solution
can meet the failover capabilities.

B4.4 Specify all equipment (if any)
required for the development and
operations of the solutions and

requirements defined in this RFP. The
equipment will be comprised of
industry standard and readily
available components.

M Yes Standard Deloitte's proposed solution leverages the State's
existing environment. Complementary advanced
analytic components for digital data will reside in
the Google Cloud Platform (GCP). The details of
the GCP for the development and operations of the
solutions is defined under section 1.1.12 of the

response.
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B4.5 Creating/viewing population-based or
individual-based alerts and

notifications

M Yes Standard Deloitte meets this requirement leveraging
Tableau's data-driven alerts feature to address this

requirement. Users will be able to manage their
notifications/alerts preferences with one click,
directly from the email.

B4.6 SubscribingAJn-subscribing to
alerts/noiificalions of interest

M Yes Standard Deloitte meets this requirement leveraging
Tableau's Inbuilt Subscribe/ Un-subscribe

functionality to manage alerts/notifications of
interest.

B4.7 Sending notifications through
preferred notification method

M Yes Standard Deloitte meets this requirement leveraging the
notification methods supported by Tableau.

B4.8 Scheduling of distribution of reports
and notifications based on user input
via an "opt in" model

M Yes Standard Alert owners can sign-up themselves and other
users to receive alert emails in Tableau Server.

Each recipient opt-out of alerts with one click,
directly from email.
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B4.9 Describe the proposed solution to
meet 508 compliance and DoIT
compliance requirements. The
authentication and authorization

solution must be ADA compliant.

M- Yes Standard Deloitte's proposed solution will leverage Tableau
as the end user interface with inbuilt 508

compliance per the terms of the license and
subscription agreements. We can provide the link
to vendor's compliance Web site. Authorization
will be provided through the existing DoIT active
directory being used for the current EBI scope of
work.

B4.10 Determining who originates and
approves DAP investment proposals.

P Yes Standard Deloitte meets this requirement through the data
governance processes we will work with the State
to establish and align with the DAP investment
priorities and budget.

B4.1I Determining the approved
technologies and products developers
must use to build services.

M Yes Standard Deloitte's proposed solution uses industry standard
technologies and products to build services with
capabilities to satisfy the system functional and
technical requirements. TTie core development

activities will be completed using developer
capabilities provided by Oracle, Informatica and
Tableau.
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B4.12 Defining the procedure for requesting
permission to use a service.

M Yes Standard Deloitte's project management policies will
include processes for service/access requests using
the Application Management Life cycle tool
Atlassian JIRA and/or the DolT ticket system at
the States preference. Note: We advocate using Jira
for application specific issues (defects, change
requests, etc.) and DoIT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DolT and
DHHS.

B4.13 Identifying (and executing) what
service and system testing is required
before deploying a service
enhancement.

M Yes Standard Deloitte's Project plan will include standard
service and system testing phases with clearly
defined entry and exit criteria for every release
including service enhancements.

B4.I4 Promulgate policies, standards, and
guidelines

M Yes Standard Deioitte Project Management processes will be in
line with the PMl project management policies,
standards and guidelines as will data governance
standards.

B4.15 Facilitation of processes M Yes Standard Deioitte will work with the State to facilitate

Project Management processes as well as standard
governance procedures from project inception
through closure.

B4.I6 Collection, analysis and visualization
of metrics

M Yes Standard Deloitte's proposed solution will enable collection,
analysis and visualization of key metrics, as
defined in the RFP requirements and demonstrated
throughout our proposed solution.
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B4.17 Administer the integration metadata —
for example, DAP metadata (such as
Web Services Description Language)
or business-to-business metadata

(such as electronic data

interchange/XML document-
standards).

M Yes Standard Deloitte's proposed solution will administer and
maintain a Metadata repository/dictionary to
identify and catalog all source data. We assume
that DHHS will have acquired Informatica
Enterprise Data Catalog or will elect to use the
Informatica Metadata Manager which is bundled
with the current license package and we would
plan to use that tool to meet this requirement.

Information about of teaming partner Google's
processes can be found here:
httDs://c!oud. uooule.com/dataDreD/docs/html/lnsert

-Metadata 57344600

B4.18 Monitor the associated governance
procedures, through one or more
repositories.

M Yes Standard : We assume that DHHS will have acquired
Informatica Enterprise Data Catalog or will use
Informatica Metadata Manager, which is bundled
with the current licensing and will use either to
meet this requirement.

B4.19 Role-based Access and User

Provisioning - Technology
component that enables what
information a particular user is
authorized to access.

M Yes Standard Deloitte's proposed solution will provide access
rights based on the job function and role, using the
concepts of least-privilege and need-to-know to
match access privileges to defined responsibilities.
This would be completed through both Tableau
and Oracle privilege management.

%
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B4.20 Users' access rights shall be based on
what roles they play in the enterprise
(State and Counties) and/or what
groups they belong to for external
entities.

M Yes Standard The solution will enable user roles to be defined^
with the built-in reports and can be customized to
display level of detail unique to each individual's
role-set, for both internal and external users.

Report and data access will be authenticated
through Active Directory and controlled through
Tableau and Oracle based on user roles and groups.

B4.21 Role-Based Access shall include the

capability to enforce who can update
data versus access and view only.
Further, the update authority should
be defined at the field level within a

panel.

M Yes

•

f

Standard Deloitte will leverage Tableau's Site Roles feature
to manage this requirement. Along with content
permissions, the site role determines who can
publish, interact with, or only view published
content, or who can manage the site's users and
administer the site itself. The tableau privilege
management will be complemented by Oracle
database privilege management.

B4.22 Authentication of user identities -

Technology component that verifies
the identities of those seeking to
access client data. Shall include

strong authentication supported by an
appropriate infrastructure for identity
and access management.

M Yes Standard The proposed system leveraged the State active
directory with the strong authentication standards
defined and supported by DoIT.

B4.23 The solution must have a mechanism

for Annual Reconciliation of users to

determine if access is still needed.

M Yes Standard The solution will leverage Tableau's admin
functionality to reconcile and manage user access.
We will work with DHHS and DoIT to establish a

review process which could be modeled from New
HEIGHTS or other existing system that manages
annual reconciliation and sample auditing.
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B4.24 Configure, install and train on the
existing Tableau environment to
allow for the usage of R

Programming

M Yes Standard Deloitte will configure, install and train the users
for usage of R programming based on the agreed
strategy for training (Train-the-Trainer or end user
training). User of R will have access to integrate
data from Tableau or directly from the Oracle
database and we will provide knowledge transfer
on our solution components that use R positioning
DHHS/DoIT to sustain and adapt the solution.

B4.25 Logging of activity - For financial,
operational, and legal reasons, the
solution must record all activities in a

log, which must be searchable to
allow administrators to identify any
abnormal pattern of activity.

M Yes Standard Deloitte's proposed solution leverages the State's
existing environments and the existing COTS
products, Informatica, Oracle and Tableau contain
logs of all activity and administrator can search for
abnormal activities as needed.

B4.26 The solution must include the

capability to monitor activity
continually according to a set of pre
defined rules, and to notify
administrators when abnormal

activity is detected

M Yes Standard The Applications being utilized provide logging for
ingestion into the States Qradar application for
alert management.
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State Requirements

Requirement Description

Authorization - Authorization shall

provide access control through
enforcement, and be used to
determine the specific scope of access
to grant to an identity. It must provide
real-time access policy decisions and
enforcement (based on identities,
attributes, roles, rules, entitlements
and so on). Users must be able to
access only what their job functions
allow them to access. For instance, if
a person is a "manager," then he or

she is granted the access necessary to
create or edit a performance review;
however, if a person is not a manager,
then he or she should be able to

review only his or her own

performance review, and only at a
specific stage of the review cycle.
Web access management (WAM),
externalized authorization

management, identity-aware networks
and digital rights management tools
are examples of authorization
technologies.

Criticallty

M

Vendori
V

Vendor

Response'

 i-

'Delivery
Method

^Comments

Deloitte's proposed solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator

for fine grained roles-based access management
completed by the Oracle privilege management.
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B4.28

Requirement Description

Administration - Administration shall
offer a means of performing identity-
related tasks (for instance, adding a
user account to a specific system).
Administration tools must provide an
automated means of performing
identity-related work that would
otherwise be performed by a human;
examples include tasks such as
creating, updating or deleting
identities (including credentials and
attributes), and administering access
policies (rules and entitlements). User
provisioning shall be considered a
part of administration technology.
Helpdesk agents shall have override
capabilities to correct data and
account errors.

Criticality ; Vendor
Response

M NO

Delivery'
Method

Standard

'Comments

Deloitte's proposed .solution leverages the State's
existing environments including active directory
for authentication and Tableau server administrator
for fine grained roles-based access management
completed by the Oracle privilege management.
We assume that the provisioning management will
be integrated with the DoIT ticket system for
consolidated event management.

B4.29 Establishment of an agile State
enterprise technology platform based
on an DAP architecture

Yes Standard The proposed DAP architecture tools and
methodology support agile and waterfall
development depending on project specific needs
and State preference.

B4.30 The selected vendor must work with
Department to ensure strategic
alignment between the deployed
technology and the future-state
business processes and operational
model. This collaboration is to occur,
at a minimum, through the following
activities:

M Yes Standard Deloitte's Project Management team will work
with the State leadership team to ensure strategic
alignment between the deployed technology and
the future-state business processes and operational
model and if applicable the Healing Grant. We will
do so by leveraging our knowledge the current EBI
platform and proposed capabilities.
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B4.31 Work with Department Executive
Leadership and project team to refine
the overall vision for the project and
to develop a strategic plan for
managing change;

M Yes Standard Deloitte's Project Management team will work
with DHHS to establish a comrhunication plan and
strategy to strategic vision, governance and
stakeholder engagement, including source system •
stakeholders.

B4.32 Cultivate ownership and teamwork
among stakeholders at executive
levels

P Yes Standard Deloitte project leadership will.facilitate recurring
leadership meetings to review Project Management
processes to manage accountability and teamwork.
We will also work with DHHS to energize and
engage stakeholders for the purpose of this project
and the broader EBI/DAP goals of the Department.

B4.33 Define a change control process for
considering and accepting or denying
changes (policy, planning, design,
processes, etc.) throughout the project

M Yes Standard Deloitte's Project Management processes will
include Change Management process via a Change
Control Board to manage changes to following but
not limited to scope, timeline and cost, while
aligning with the overall strategic vision.

Training'

B5.I Work with the Department to develop
and deliver training as appropriate to
State users

M Yes Standard Deloitte's solution will include training for State
users as defined in section 2.2, State Personnel and
Training.

>
!
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State Requirements

Requirement Description

The System training, in addition to.
focusing on the navigation and use of
the System, must also focus on how
the System is integrated into the day-
to-day work of end users including
access level, new business processes
and/or workflows that the System will
support. Additionally, training for the
usage of the back-end environment,
informatica and database dimensional

design will be provided to a team
consisting of State of New Hampshire
database administrators, system
administrators and business analysts
responsible for the on-going
maintenance and support of the
system (outlined further in the
Technical training section).
The selected vendor must provide the
State Project Manager with
documented evidence of each

trainee's competence to operate the
System and integrate its support in to
their day-to-day work. Training must
be of sufficient length to ensure
adequate comprehension. Training
must be provided "just in time" prior
to deployment and must
comprehensively address all System
operations as well as security
considerations.

Critical] ty

M

M

^Vendorji:

-Vendor

Response

Yes

Yes

Delivery.
Method

Standard

Standard

Comments'

Deloitte's training plan will include functional
training to the end users' and technical training to
the administrators and analysts to equip them for
on-going maintenance and operation of the system.
The training model includes shadowing of
resources as well as formal training and computer-
based trainings.

Our approach to training is elaborated on in section
2.2, State Personnel and Training.

Deloitte's training team will work with the trainees
to train them on system (technical and functional)

aspects of the implementation. The training
sessions will be scheduled prior to transition with
the system fully functional in the testing
environment.

The training material and sessions will be
documented with pre-defined acceptance and exit
criteria. Our approach to training is elaborated on
in section 2.2, State Personnel and Training.
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B5.4 The selected vendor must organize
and provide formal orientation and
training before System deployment, to
the State development and operations
staff so that they are able to manage
and maintain the System.

M Yes Standard The Deloitte training team will facilitate training
sessions including kick-off, orientation and system
training sessions. The State operatioris staff
engaged in shadowing will have hands on
experience prior to hand over.

B5.5 The Contractor will also involve the

State's technical staff in any
enhancements to the System to enable
the staff to become familiar with the

process.

M Yes Standard During operations the State's technical staff will be
integrated into the Deloitte team providing full
transparency so they are able to engage and
understand how changes/enhancements are
integrated into the system.

B5.6 Effective training that will provide the
required skills to use this new
automated tool is critical to the

successful implementation and use of
the new System. The selected vendor
must develop user training curricula,
schedules, training materials and
training evaluation materials. The
selected vendor must maintain an

online training environment that
allows trainees to access the new

System. TTte selected vendor must
conduct face-to-face, hands-on, user
training in logical groupings at
•regional locations determined by the
State, and for managing all training
planning and logistics.

M Yes Standard Deloitte will develop training content/ material,
schedule and facilitate training sessions, gather
feedback to enhance training effectiveness and
gather evaluation material. AYepository of this
content will be maintained and made available to

the State for future use. Deloitte will work the State

to create and manage a training calendar/ schedule
based on the state's training needs listed in the
requirement.

Our approach to training is elaborated on in section
2.2, State Personnel and Training.
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Mi}>ruuon

B6.1 The selected vendor shall develop a
prioritized list of data sources to
integrate and migrate into the
Enterprise Data Warehouse. The
selected vendor must identify and
prioritize data sources required to
support each implementation phase.
Additionally, the selected vendor is
required to integrate each respective
data source into the Enterprise Data
Warehouse. The following are the
initial list of data sources to be
migrated into the EDV and utilized to
create the Opioid Crisis dashboard:

M Yes

t

Standard The data sources will be listed and prioritized
depending on the requirement for each
implementation phase to be integrated into the
Enterprise Data Warehouse beginning with the
interfaces defined in the RFP for phase 1. Should
DHHS wish to reprioritize based on source system
constraints or evolving goals, we would work with
DHHS to rebalance priorities and plans.

B6.2 Medicaid and Comprehensive Health
Care Information System (CHIS):
Pharmacy, ph>^ical, behavioral health
care claims for all NH Medicaid
services and for most commercially
insured population in New
Hampshire. Medicaid member data
will be integrated into the EBI
warehouse under a separate effort by
Spring 2019.)

M Yes Standard Deloitle will expand on its existing implementation
to integrate the additional commercials claims data
from the all payor database into the existing
schema. One of engagement leads, Greg Spino has
extensive experience with all payor claims data
integration in a data warehouse.
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B6.3 Child protection investigations and
findings including whether opioid or
other substance use is possible factor
in the case. Child Welfare

System/DCYF Cases

M Yes Standard Deloitte will integrate with the Child Welfare
finding results including the capturing of
opioid/substance use as a possible factor. We have
extensive experience working with the Bridges
team and will collaborate with them to extract the

applicable data. In addition, we have integrated
child welfare data into HHS Interactive and have a

strong understanding of child welfare data.

B6.4 Automated Hospital Emergency
Department Data (AHEDD):
Statewide surveillance system collects
real-time data from all 26 New

Hampshire acute care hospital
emergency departments to detect
clusters or monitor potential health
threats in the population such as
respiratory illness during influenza
season, injuries during snow storms,
and drug overdoses during the current
opioid crisis.)

M Yes Standard The Deloitte solution will model and load these

(AHEDD) data into the environment to support
DAP. Our HHS Interactive solution also has a

baseline Tableau dashboard to report on emergency
admittance that would be extended using NH's
data.

B6.5 Vital Records Data: Real time birth

and mortality records certificates.
Data collected by the NH Division of
Vital Records for NH residents and

births or deaths occurring in NH. NH
resident out-of-state births are

reported to NH through an interstate
exchange agreement.

M Yes Standard The Deloitte solution will integrate with the NH
Division of Vital Records to get Vital records data
on birth and mortality as part of the initial list of
data sources to be migrated to the EDW extending
the current EBI scope of work.
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B6.6 Drug overdose deaths data by
Fentanyl (no other drugs), Fentany)
and Other Drugs (excluding heroin),
Heroin (no other drugs). Heroin and
Other Drugs (excluding fentanyl),
Heroin and Fentanyl, Unknown ■

Opioids, Other Opiates/Opioids
determined by the Medical
Examiner.Medical Examiner Report

M Yes Standard The Deioitte solution will work with the State to

define the data needs and integrate this source into
the DAP environment, which we assume will be
enhanced by the NMS Labs test for fentanyl
analogs recently approved by NH's Governor and
Council. Our HHS Interactive solution also has a

baseline Tableau dashboard to report on overdoses
that would be extended using NH's data.

B6.7 Emergency Medical Services (EMS)
Trauma Emergency Medical Services
Information System (TEMSIS);
medical responses on Naloxone
administration incidents data. A data

collection and analysis capability
system that provides for the
evaluation of the emergency medical
and trauma services system
(TEMSIS).

M Yes Standard The Deioitte solution will integrate with the
Trauma Emergency Medical Services Information
System (TEMSIS) to get medical responses on
Naloxone administration incidents data as part of
the initial list of data sources to be migrated to the
EDW.

B6.8 Grant/State BDAS Treatment

Services: Medication assisted

treatment with Opioid/opiate,
methamphetamine, & cocaine/crack
admissions to state funded facilities.

An array of levels of care including
outpatient, intensive outpatient,
partial hospitalization, residential,
withdrawal management, and peer
and non-peer recovery support
services.

M Yes Standard The Deioitte solution will integrate with the
Grant/State BDAS Treatment Services to get data
on Medication assisted treatment with

Opioid/opiate, methamphetamine, & cocaine/crack
admissions to state funded facilities, as part of the
initial list of data sources to be migrated to the
EDW.
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B6.9 Population Data: Base data used for
calculation of population based rales.

M

J

Yes Standard The Deloitte solution will integrate population data
used for calculation of population-based rates, as
part of the initial list of data sources to be migrated
to the EDW.

B6.10 NH Health WISDOM: Data access

for public health indicators via
interactive dashboards and

community profiles. Customize and
display data in maps, graphs, and
tables related to the NH State Health

Improvement Plan, NH
Environmental Public Health

Tracking Program, and the NH
Occupational Health Surveillance
Program.

M Yes Standard The NH Health WISDOM application includes a
number of opioid data sources and dashboard
capabilities that overlap with the requirements of
this RPP and our HHS Interactive solution. We

will work DHHS and in specific the public health
team to determine how best to carry forward the
intellectual capital of Wisdom and to strengthen
public health utilization of the EBl and DAP
platforms extending existing investments to further
empower analytics users and administrators.

B6.ll To help ensure that the selected
vendor and the State Project team
fully understand the extent of the
work needed for data conversion, a
detailed study of conversion issues
and requirements will be r^uired of
the selected vendor.

M Yes Standard We will work with DHHS and source systems to
develop a conversion and cleansing strategy for
each interface iteratively during the design phase in
advance of schema development. The results will"
influence the design and define the conversion
strategy and any potential issues.

B6.12 Conducting selected data source
analysis to determine conversion
requirements

M Yes

1

Standard Deloitte will analyze data from the selected data
sources and review conversion/ mapping
requirements with State project team during design
sessions.
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B6.13 Reviewing conversion analysis with
the Stale Project team, prepare
detailed data conversion plan
(addressing manual and electronic
data)

M Yes Standard Deloitte will document a Detailed data conversion

plan and the conversion requirements and
mappings will be documented and submitted for
State review. Review sessions will be scheduled

and facilitated by the Deloitte team.

B6.I4 Defining strategies for verifying
and/or correcting existing data

M Yes - Standard Deloitte's Data conversion plan will include .
strategies on validating data quality and
cleansing/correcting existing data using the
Informatica cleansing capabilities as required.

B6.15 Developing data conversion scripts
and test data conversion scripts

M Yes Standard The Deloitte Development and Testing teams will
develop and test the Informatica ETL scripts to
covert data from source systems to the Enterprise
Data warehouse.

B6.I6 In this task the selected vendor must

address data migration issues and a
plan must be in place to ensure the
validation of all conversion routines

and the accuracy and completeness of
all data.

M Yes Standard The Deloitte Data conversion plan will include
standard handling of exceptions and data migration
issues. A reconciliation report will be generated
after processing of the Informatica ETL to validate
accuracy and completeness of conversion and ETL
processing of data.

Data 1

Goveman

i-e 1 ;

B7.1 Design and Implementation of a data
governance strategy

M Yes Standard Deloitte will design and implement a Data
Governance Strategy (DOS) for the phase one,

scope of work that can be leveraged as a

framework for subsequent EBl activities.
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B7.2 A DAP initiative requires an
infrastructure reference model that

provides guidance for selecting
technologies and products when
implementing and deploying services.

The Vendor must design and
implement a DAP governance system
that addresses the following
requirements (at a minimum):

M Yes Standard Deloitte will employ a structured product selection
process extending the methods used to select the
current EBI platform components.

B7.3 Defining methods to ensure that the
services infrastructure supports
robust, secure, scalable, and
interoperable operations.

M Yes Standard Deloitte's data governance strategy integrates data
governance with data modeling (DM), enterprise
architecture (EA) and business processes (BP),
overriding inter-departmental and technical silos
for greater visibility and control across domains.

B7.4 Identifying what are the approved or
standard technologies and products
for service development and
deployment.

M Yes Standard Deloitte will leverage the processes defined in the
Data Governance Strategy to identify approved
and/ or standard technologies and products for
service development and deployment.

B7.5 Designing and implementing
methods, patterns, and technologies
that will be used to support security,
reliability, transaction, and
instrumentation requirements.

M Yes Standard Our proposed solution leverages the existing
platform carrying forward security, reliability and
instrumentation requirements of the EBI platform
and extending them for the DAP scope of work.
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B7.6 Determining who determines which
technologies and products go onto the
standards list.

M Yes Standard Out data governance frameworks to be refined in
cooperation with DHHS and DoIT outline the
requisite guidelines to create an effective
governance organization. The proposed
governance structure has four strata; An
executive/steering committee, a Data Governance
Council (DOG), a cohort of Data Stewards, and a
Data Governance Office (DGO). Each stratum has
clear core responsibilities, and Deloitte will work
together with the State establish the framework for

Governance with DHHS and DoIT coordinating
with and engaging the required sponsors and
stakeholders.

B7.7 Defining who needs to approve future
technol^ogy and product decisions as
standards evolve in the future.

M Yes Standard The Data governance framework will have a
defined governance structure including an
Executive Steering committee to review and
approve future technology and product decisions.

B7.8 Service Design and Development M Yes Standard Service design and development will propagate the
standards currently being developed in cooperation
with DHHS and DoIT.

B7.9 Service design and development
precepts delegate decisions about
services to the appropriate architects
and developers. The Vendor must
design and implement a DAP
governance system that addresses the
following requirements (at a
minimum):

M Yes Standard The governance to be established during start-up
and elaborated on throughout the project life cycle
will design the roles and authorities of DHHS,
DoIT, vendor and other stakeholders to be

obseived throughout the project life cycle.
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B7.10 Defining a method(ology) to ensure
that services are built the right way.

M Yes Standard Deloitte's Data Governance Framework will define

processes, policies and standards to ensure that
services are built the right way.

B7.I1 Determining the appropriate types of
models that must be implemented.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the appropriate type of models are
implemented driven based on policies and
standards.

B7.12 Identifying si^ off or approval
requirements for service models.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail.

B7.!3 Determining the design patterns that
should be used to support DAP
principles.

M Yes Standard Deloitte will leverage the Data Governance
Framework to ensure the right strata of individuals
determine the design patterns that should be
implemented driven based on policies and
standards.

B7.14 Identifying sign off or approval
requirements system or service design
decisions.

M Yes Standard The Data Governance Framework will identify
sign-off or approval requirements. We recommend
usage of the current Jira install to manage the
process and audit trail. r
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B7.15 Establishing technology standards for
a future project.

M Yes Standard Deloitte will leverage our Data Governance
Framework and the lessons learned from the initial

and current implementations to establish
technology standards for a future project. The Data
Governance Framework will be updated, as
necessary, based on learnings.

B7.16 Determining technology selection
sign off or approval requirements.

M Yes Standard Deloitte will extend and improve upon the working
relationship with DHHS and DoIT, including
formal usage of technology sign-off and approval.

B7.17 Establishing standard designs for
message formats.

M Yes Standard Deloitte will work with DHHS and DoIT to

establish a standard design for message formats.

B7.18 Determining interface sign off or
approval procedures.

M Yes Standard Deloitte's Data governance framework and the
Agile Project Management Plan will define the
interface sign off and approval procedures which
will establish the format, protocol, and operational
responsibilities.

B7.19 Defining the required testing for DAP
projects.

M Yes Standard The Testing plan will detail the testing
requirements for the DAP project, including testing
of all associated tiers and recommended full

volume dress rehearsal (mock go-live) to validate
source system inputs and DAP outputs at scale.

B7.20 Establishing completed project
acceptance requirements and
procedures.

M Yes '  Standard Deloitte's Agile Project Management Plan and the
cutover plan will establish completed project
acceptance requirements and procedures.
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B7.21 Creating a "prototyping or early
experience" capability to experiment
with and design enhancements to
rules-engines by the program group
for review and approval prior to
entering a more formal development,
testing and release process.

M Yes Standard Our solution includes machine learning capabilities
that allow for prototyping and early experience for
iterative refinement, review and approval. If DHHS,
intended this requirement to include provision of a
"rules engine" like Oracles Policy management,
Drools, or IBM I-log (ODM), we recommend the
usage of the New HEIGHTS IBM ODM rules
engine to leverage existing enterprise assets.

B7.22 Configuration and release
management

M . Yes Standard We will extend the usage of GitHub to support
configuration management.

B7.23 Configuration management precepts
establish which developers or
administrators are responsible for
configuring a service and preparing it
for production deployment. The
Vendor must build on and extend

New Hampshire's release
management processes, or develop
one if the existing process is mutually
determined to be not suitable.

Requirements in this area are to
include the following:

M Yes Standard Based on the ongoing,experience and knowledge
of New Hampshire's release management process,
Deloitte will leverage existing processes to
configuration and release management.

B7.24 Establishing objective criterion to
ensure that services are stable upon
production release.

M Yes Standard

i

Deloitte will develop a culover plan and a go/.no-

go checklist that will establish mutually agreed
upon objective criterion to ensure that services are
stable upon production release.
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B7.25 Defining entire deployable units
including its dependencies.

M Yes Standard Deloitte will leverage the Deployment plan to
establish processed for defining entire deployable
units including its dependencies.

B7.26 Defining who is responsible for
creating and version managing
configuration files and deployment
packages.;

M Yes Standard Deloitte will work with the State to identify roles
and responsibilities for configuration and
deployment management and document in the
Deployment plan.

B7.27 Establishing clear responsibilities and
requirements for system testing,
performance testing, and capacity
planning.

M Yes Standard Deloitte will work with the State to identify
requirements, roles and responsibilities for system
testing, performance testing, and capacity planning
and document in the Testing plan.

87.28 Defining the service staging and
promotion process.

M Yes Standard This will be captured and documented in the
Deployment Plan.

B7.29 Defining and implementing services
registration procedures.

M Yes Standard Our solution is capable of supporting web services
.,and if appropriate Mulesoft may be utilized
dependent on source system capabilities and usage
of flat files and web services.

87.30 Defining what information must be
captured pertaining to a service.

M Yes Standard Deloitte will facilitate design sessions with the
state to define what information must be captured
from a service. This will be documented as part of
systems documentation.
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B7.31 Defining service provision and

instrumentation requirements.
M Yes Standard Our proposed solution leverages the service

provision and instrumentation provided through
Tableau and Informatica.

B7.32 Establishing signs off or approvals
required to migrate a service into
production.

M Yes Standard The Agile Project Management includes protocols
to establish sign-off or approval processes related
to migrating a service into production. We
recommend usage of the current Jira install to
manage the process and audit trail.

B7.33 Contract management M Yes

•

Standard We anticipate working with DHHS and DoIT
collaboratively during the development of
requirements and design specifications based on
the Memorandum's of Understanding (MOU's) we
anticipate DHHS developing for the source
systems.

87.34 Contract management precepts shall
define the policies and processes that
potential service consumers use to
obtain permission to access a service.
The proposed DAP governance
solution may extend the existing
provisioning governance system if
suitable, or build a new one as
appropriate. The Vendor must design
and implement precepts in the
following areas:

M Yes Standard See below

•X

87.35 Ensuring that new consumers do not
crash the system through use,
operation or load.

M Yes Standard Deloitte's Testing plan will include load.and
performance testing based on the users expected to
access the system and we will work with DoIT to
establish safeguards in the Oracle database to
protect against over usage.
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B7.36 Establishing the procedures for
requesting permission to use a
service.

M Yes Standard Deloitte will work with the State to establish
Systems Interface Plan with procedures for
requesting permission to use a service. Service
Level Agreements will be established for services
as part of the initial and future implementations.

B7.37 Identifying required information to
request permission to use a service.

M Yes Standard Deloitte's Systems Interface Plan will identify the
required information to request permission to use a
service including but not limited to frequency of
access, load, data extracted, service level
agreements, and support standard.

B7.38 Establishing an impact analysis to be
performed before granting permission
to new consumers.

M Yes Standard Deloitte will work with the State to identify the
type of analysis required before granting access.

B7.39 Determining appropriate sign offs or
approvals to granting permissions to
access the system.

M Yes Standard Deloitte will work with the State to establish a
formal approval process for internal and external
user access to the system. These approvals will be
documented for audit purposes. Access requests
are probably best managed through the DoIT ticket
system. Note: We advocate using Jira for
application specific issues (defects, change
requests, etc.) and DoIT system for infrastructure,
user access, and outages with final distribution of
usage to be jointly agreed upon by DoIT and
DHHS.
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B7.40 Establishing a framework to negotiate
service level agreements (SLAs) for
use of the system.

M Yes Standard The data governance framework will be utilized to
establish a framework to negotiate service level
agreements for use of the system.

B7.41 Defining and implementing SLAs be
reported and enforced.

M, Yes Standard The plan will define a process for implementation
of established SLAs.

B7.42 Establishing processes to address
modifications or additional resources

that may be required to support the
SLAs.

M Yes Standard We will collaborate with DHHS and DolT to

establish processes including but not limited to
Service enhancements and additional resources

required to support the SLAs across the entities
responsible for system components and services.

B7.43 Defining appropriate testing practices
and procedures that are required
before a new consumer can be

provisioned.

M Yes Standard Deloitte will establish a framework for the

different types of users including but not limited to
users who can publish, interact with, or only view
published content, or who can manage the site's
users and administer the site itself. These different

user roles will be tested for appropriate access by
setting up test users with the respective roles.

B7.44 ! Establishing a process to provision
new consumers

M Yes Standard Deloitte will establish a framework with different

levels of user access, affer working with the state,
and establish a process to get them the appropriate
access.

B7.45 Service monitoring and control M Yes Standard please see B7.46 below.
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B7.46 Service monitoring and control
precepts must be designed and
implemented in such a manner as to
define responsibilities for issues
related to operating a service. The
Vendor may build on and extend or
develop new service management and
operations governance by defining
and implementing precepts that
address the following:

M Yes Standard Through our deployment experience working with
similar States, we recognize the amplified level of
complexity associated with integrating data from
multiple source systems outside of the sponsors
direct domain. Our service monitoring controls and
establish protocols for management of the
enterprise including source and subscribing
systems.

B7.47 Establishing controls and repwrting to
ensure that services behave as

expected.

M Yes Standard Deloitte will leverage existing control to monitor
services and/ or generate error log/ exception
reporting to monitor the services.

B7.48 Defining instrumentation and
reporting to track service
consumption and utilization.

M Yes Standard The majority of consumption will be completed
through Tableau which has audit logging to track
consumption complemented by the Oracle database
logs and potentially Google analytics for Web site
monitoring. For Web services, either Informatica
or Mulesofl would be utilized and provide for the
required logging.

B7.49 Establishing methods and reporting
procedures to detect, eliminate and
prevent against unauthorized service
access.

M Yes Standard The usage of the States active directory will pull
forward the strengths of DolT authentication
system. Additionally, the application logs could be
consolidated into the States Qradar application for
alert management.

B7.50 Create tracking and reporting for
service SLA compliance and
violations.

M Yes Standard Deloitte will collaborate with DHHS and DoIT to

develop reporting for SLA Compliance and
violations.
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B7.51 Identification of notifications and
escalation contacts and procedures for
service issues and outages

M Yes Standard The escalation procedures at part of our standard
operations readiness planning and include
protocols not only for the EBI/DAP, but also for
integrated source systems with redundant
call/escalation tree logic. Service outages would be
reported through the DoIT ticket tracking system.

B7.52 Service monitoring and control
capabilities must be built into the
DAP runtime infrastructure. DAP
governance standards must define
where and how to use, report on and
enhance SLAs.

M Yes Standard On our enterprise data warehouse projects, we
work with our cli^ts doing similar work to
determine which metrics are to be monitored and
what tooling exists to support those measurements.
We will collaborate with DoIT and DHHS to do
the same for the DAP project.

B7,53 Incident management . M Yes Standard In addition to setting incident management
standards and processes, we recommend
integrating incident control with the DoIT
maintained ticketing system to track incidents and
responsible parties.

B7.54 Incident management precepts shall
define and implement responsibilities
for monitoring and managing
problems and issues that arise during
the operation of the service. The
Vendor must build on and extend or
develop new incident management
governance by implementing precepts
that cover the following (at a
minimum): •

M Yes Standard We propose extending the DoIT ticketing system
and working with DoIT to develop a response
structure that assists in identifying the pertinent
parties for issue resolution based on roles (e.g.
Oracle DBA, Tableau specialists, source system
owner, etc.) based on symptoms for sustainable
operations.

B7.55 Design and implementation of
processes and procedures to manage
incidents and failures

M Yes Standard We recommend integrating incident control with
the DoIT maintained ticketing system to track
incidents and responsible parties and will work
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."Delivery
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with DHHS and DoIT to establish the protocols for
the supporting entities.

B7.56 Definition/Identification of

responsibilities for end-to-end service
exception and fault tracking

M Yes Standard The system design and operational readiness will
define the logging, fault and exception functions
that support the DAP and the roles and
responsibilities for monitoring and root cause
identification and correction.

B7.57 Definition/Identification of

responsibilities for end-to-end service
error identification and resolution.

M Yes Standard See above.

B7.58 Definition of the escalation path for
SLA violations.

M Yes Standard

1

The escalation and notification process will be
established for SLA standards, including the usage
of tools (Jira/DoIT ticketing system) and protocol
for elevating.

B7.59 Change management M Yes Standard Our change managerrient methodology is defined
in our response to topics 11 Project management,
20 Risk & issue Management and 21 — Scope
Control.
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B7.60 Change control management precepts
shall define and implement
responsibilities for managing system
enhancement requests and service
versioning. The Vendor must build on
and extend or develop and implement
new change management governance
by defining precepts that cover (at a
minimum):

M Yes Standard Our change management methodology is defined
in our response to topics 11 Project management,
20 Risk & Issue Management and 21 - Scope
Control.

B7.61 Implement a process to manage
change requests and to ensure that
enhancements do not introduce
defects in the system.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management processes and
guidelines. A change control board consisting of
State and Deloitte project management will
evaluate potential changes and prioritize to future
releases based on criticaiity of change. Changes
will be tracked through the existing Jira instance,
including the approval to migrate based on test
results.

B7.62 Design and implement procedures for
requesting service enhancements.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the process for requesting service enhancements.

B7.63 Define what information is required
when requesting a service
enhancement.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the information required while initiating a service
enhancement including but not limited to scope
and reason of change, effort estimate, criticaiity of
enhancement, risk of not implementing the
enhancement.
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B7.64 Design an impact analysis process to.
be performed before a service
enhancement request is accepted.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
the impact analysis process.

B7.65 Define sign off or approval
requirements for service enhancement
requests.

M Yes Standard Deloitte's Agile Project Management Plan will
include Change Management Plan with details on
sign-off or approval requirements for service
enhancement requests. We recommend using Jira
to track approvals and to provide the audit trail.

B7.66 Define roles, responsibilities and
sequence of events pertaining to the
implementation of an enhancement.

/

Yes Standard The Change Management plan will include steps
after a service enhancement is approved by the
Change Control Board and a future release version
is identified.

B7.67 Develop guidelines to assist the State
in paying for or funding an
enhancement.

M Yes Standard - Prioritization and funding is based on numerous
. variables including important, complexity, funding
' source, human capital, dependent entities and other
similar factors. We will work DHHS to assist in

understanding the factors as well implications for
larger scale projects which may qualify for
enhanced federal funding.

B7.68 Define recommended methods and a

process for addressing enhancement
requests associated with regulatory
requirements.

M Yes Standard This will also be addressed via the Change
management process and the Change Control
Board while managing overall scope and timelines
of the implementation. In addition, Deloitte has a
national HHS practice that tracks market activities
and can assist in multi-state collaboration.
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B7.69, Define methods to enable service

versioning and version
control/migration.

M Yes Standard Versioning will be controlled using GitHub to
complement the inherent controls of the stack
components.

B7.70 Establish guidelines on how long
should a previous version(s) of the
service be maintained and

subsequently retired.

M

(

Yes Standard Deloitte will work with the State to establish

retention/ archive rules versioning, in general we
recommend retaining version history for audit
control purposes and historical reference for
similar future efforts.

B7.71 Define what degree of service and
system testing is required before
deploying a service enhancement.

M Yes Standard Deloitte will work with the state-to review test

coverage plan and identify exit criteria for testing
of service enhancements. This will be documented

in the Testing plan.

B7.72 Establish leading practices to mitigate
current consumer disruption when
deploying an enhancement.

M Yes Standard Deloitte will work with the slate to review industry
standard practices to mitigate user disruption
during deployments. This will be documented in
the Deployment plan and is standard operating
procedure.

B7.73 Develop procedures to notify
consumers of the enhancement or

changes to the system.

~~Yes """Stalidard The Communication plan will capture procedures
to notify consumers of the uf)coming system
enhancements, ideally leveraging existing
communication controls like Jira and the DoIT

ticketing system.

B7.74 Develop and implement processes to
fall back to a system previous version
upon discovery of a critical defect.

M Yes Standard Deloitte will identify and document rollback
plan/strategy to fallback to older system version
upon no-go of a planned service enhancement.
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B7.75 Data Management M Yes Standard See below
B7.76 Design and Implementation of a data

management strategy including data
warehousing, data quality, and data
integration capabilities. The strategy
will incorporate current practices and
the vendor will work with the current
teams.

M ■ Yes Standard Deloitte's Data Governance Framework defines a
data management strategy including but not limited
to data warehousing, data quality and data
integration capabilities.
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GUMiRAL SPliClFICA nOi\S

Al.l Ability to access data using open standards access>
protocol (please specify supported versions in the
comments field).

M Yes Standard Informatica support multiple open
standards access protocols and will be
used to satisfy this requirement. If
required, Mulesoft could also be
utilized for data integration and
supports numerous open standards.

A1.2 Data is available in commonly used format over which
no entity has exclusive control, with the exception of
National or International standards. Data is not subject
to anycopyright, patent, trademark or other trade secret
regulation.

M Yes Standard Our pro|X)sed solution uses commonly
adapted data standards and does not
include proprietary data formats.

A1.3 Web-based compatible and in conformance with the
following W3C standards: HTML5, CSS 2.1, XML 1.1

M Yes

i

Standard The navigation application and Tableau
will both be compatible with W3C
standards: HTML5, CSS 2.1, XML 1.1
standard and we will use SortSite to
validate the navigation application.

APPUCA nON SECURITY

A2.1 Verify the identity or authenticate all of the system
client applications before allowing use of the system to
prevent access to inappropriate or confidential data or
services.

M Yes Standard Deloitte will work with the State to
determine and develop security
protocols for the application leveraging
The DolT active directly and FTP
services standards.
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A2.2 Verify the identity and authenticate all of the system's
human users before allowing them to use its capabilities
to prevent access to inappropriate or confidential data or
services. ^

f

M Yes Standard Deloitte will work with the stale to

determine and configure appropriate
levels of user profiling and
corresponding system access. Deloitte
will only provide user access once the
State has provided formal approval and
will authenticate using the DoIT
activate directory.

A2.3 Enforce unique user names for internal facing solution M Yes Standard User names and profile access will be
unique for the internal-facing solution
using the existing active directory
structure to minimize the security risks
associated with duplicate user names.

A2.4 Enforce complex passwords for Administrator Accounts
in accordance with DoIT's statewide User Account and

Password Policy

-  M Yes Standard Deloitte will enforce complex
passwords for Administrator accounts,
and remain in accordance with DoIT's

statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards by using the DoIT
active directory capability in our
system.

A2.5 Enforce the use of complex passwords for general users
using capital letters, numbers and special characters in
accordance with DoIT's statewide User Account and

Password Policy.

M Yes Standard Deloitte will enforce complex
passwords for general user accounts,
and remain in accordance with DoIT's

statewide policies, as displayed by
Deloitte's current compliance with
DoIT standards through usage of the
States activity directory solution.
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A2.6 Encrypt passwords in transmission and at rest within
the database.

M Yes Standard' Passwords will be encrypted through ,
usage of the DoIT active directory
which protects iri transmission and at
rest within the database.

A2.7 Establish ability to expire passwords after a definite
period of time in accordance'with DolT's statewide
User Account and Password Policy

M Yes Standard Deloitte will establish the ability to
expire passwords in accordance with
DolT's statewide policy, as displayed
by Deloitte's current compliance with
DoIT standards.

A2.8 Provide the ability to limit the number of people that
can grant or change authorizations

1

M Yes Standard Deloitte will work with the State to

determine the number of people
requiring the ability to grant or change
authorization and develop user
permission roles accordingly.

■A2.9 Establish ability to enforce session timeouts during
periods of inactivity.

M Yes Standard Deloitte will work with the State to
determine applicable inactivity periods
and will incorporate session timeouts
into the application which is
configurable through Tableau and
Informatica as well as Oracle.

A2.I0 The application shall not store authentication
credentials or sensitive data in its code.

M Yes Standard The application will not store
authentication credentials or sensitive
data in code.

A2.I1 Log all attempted accesses that fail identification,
; authentication and authorization requirements.

M Yes Standard Failed access attempts will be logged in
the States active directory which is
integrated with QRadar.
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A2.12 The application shall log all activities to a central server
to prevent parties to application transactions from
denying that they have taken place.

M Yes Standard Natively, the tableau, informatica and
Oracle databases will log data access.
Those logs can be aggregated into the
States existing QRadar instance for
application management.

A2.13 All logs must be kept for (6 months) M Yes Standard Deloitte will work with the State to

determine archive and purge
requirements for system security data
and logs which is configurable through
Tableau and Informatica for their

respective logs as well as Qradar if
utilized.

A2.14 The application must allow a human user to explicitly
temiinate a session. No remnants of the prior session
should then remain.

M Yes Standard Tableau will allow a userjo end (exit)
or logout from a session.which will
then be terminated.

A2.15 N/A M N/A N/A N/A

A2.16 The application Data shall be protected from
unauthorized use when at rest

M Yes Standard Deloitte's prop>osed solution leverages
the State's existing environments which
encrypts data rest in the Oracle
database.

A2.17 The application shall keep any sensitive Data or
communications private from unauthorized individuals
and programs.

M Yes Standard Deloitte will work, with the stale to

determine and implement user access
roles and permission levels, to keep
sensitive data and communications

private from unauthorized individuals
and programs.
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A2.18 Subsequent application enhancements or upgrades shall
not remove or degrade security requirements

M Yes Standard In the event of future application
enhancements or upgrades, Deloitte
will work with the State to determine

any corresponding security
enhancernents or upgrades without
degrading or removing security features
already in place. We recommend the
lira workflow be established to include

a security validation task for
enhancements and upgrades.

A2.19 Use change management documentation and
procedures

M Yes Standard Deloitte's Agile Project Management
Plan will include Change Management
processes and guidelines.

A2.20 Web Services : The service provider shall use Web
services exclusively to interface with the State's data in
near real time when possible.

M Yes Standard Informatica can support web services
with a plug-in and in addition, the State
has the option of leveraging the
existing Mulesofl enterprise platform
for web services integration. We will
work with DHHS to evaluate e^h
interface the source system options for
data integration and timing to minimize
data latency.

s
■%
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APPUCA r/av SECURITY TESTING

Tl.l All components of the Software shall be
reviewed and tested to ensure they protect the
State's Web site and its related Data assets.

M Yes Standard An applicatioh'.vulnerability scan
will be completed to validate
compliance with industry
benchmarks.

T1.2 The Vendor shall be responsible for providing
documentation of security testing, as
appropriate. Tests shall focus on the technical,
administrative and physical security controls
that have been designed into the System
architecture in order to provide the necessary
confidentiality, integrity and availability.

M Yes Standard Both application vulnerability and
penetration testing will be
completed to complement the user
control and permissions established
through re-use of existing
infrastnicture.

TI.3 Provide evidence that supports the fact that
Identification and Authentication testing has
been recently accomplished; supports obtaining
information about those parties attempting to log
onto a system or application for security
purposes and the validation of users

M Yes Standard As part of the Testing Plan we will
work with DoIT to validate logging
for active directory.

T1.4 Test for Access Control; supports the
management of permissions for logging onto a
computer or network

M Yes Standard The Testing Plan will include
checks for all user permission roles
and access controls established.

T1.5 Test for encryption; supports the encoding of
data for security purposes, and for the ability to
access the data in a decrypted format from
required tools.

M

1

Yes Standard Encryption will be managed
through the server platform, Oracle
database, Tableau FTP server, and
Informatica/Mulesoft which are

being extended for this project.
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T1.6 Test the Intrusion Detection; supports the
detection of illegal entrance into a computer
system

M Yes Standard The Intrusion Detection using
penetration testing will be
integrated by default with the
broader DoIT testing for access to
the on-premise infrastructure. We
will also perform application
penetration testing for the DAP
using Metasploit.

T1.7 Test the Verification feature; supports the
confirmation of authority to enter a computer
system, application or network

M

j

Yes Standard The proposed solution will use the
State's active directory which is
tested and validated.

T1.8 Test the User Management feature; supports the
administration of computer, application and
network accounts within an organization.

M Yes Standard Accounts will be managed using the
DoIT active directory which will be
validated through the test plan.

T1.9 Test Role/Privilege Management; supports the
granting of abilities to users or groups of users
of a computer, application or network

M Yes Standard The Testing Plan will verify
successful implementation of user
access roles as determined by the
State and implemented through
Tableau for end users with
complementary security through
Oracle.

Tl.lO Test Audit Trail Capmre and Analysis; supports
the identification and monitoring of activities
within an application or system

M Yes Standard The Testing Plan will include
verification of Audit Trail Capture
and Analysis capabilities.

Tl.ll Test Input Validation; ensures the application is
protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized
access of files and/or directories on the server.

M Yes Standard The Testing Plan will include
application vulnerability
management scanning against the
application prior to go live using
HP Fortify for code scanning and
penetration test using Metasploit.
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T.I.I

2

For web applications, ensure the application
has been tested and hardened to prevent critical
application security flaws. ( At a minimum, the
application shall be tested against ail flaws
outlined in the Open Web Application Security
Project (OWASP) Top Ten

(http:'//www.owasp.org/index.php/OWASP To
p Ten Project))

M Yes Standard The Web-based portion(s) of the
application, as applicable, will be
tested and prevent security flaws
using HP Fortify for code scanning
and penetration test using
Metasploit.

T1.I3 Provide the State with validation of 3rd party
security reviews performed on the application
and system environment. The review may
include a combination of vulnerability scanning,
penetration testing, static analysis of the source
code, and exf>ert code review (please specify
proposed methodology in the comments field).

M Yes Standard Deloitte's Advisory unit has
p^ormed 3"" party validation for
New Hampshire as approved by
CMS and would perfbrm the
penetration and application
vulnerability scans.

T1.14 Prior to the System being moved into
production, the Vendor shall provide results of
all security testing to the Department of
Information Technology for review and
acceptance.

M Yes Standard The Testing Plan will include
validations performed in multiple
test regions prior to Production, and
security testing results will be
provided to the DolT prior to
production.

Tl.15 Vendor shall provide documented procedure
for migrating application modifications from
the User Acceptance Test Environment to the
Production Environment.

M Yes Standard Deloitte will work with the State to

establish protocols and procedures
for the migration of application
components from UAT
environments to Production. We

recommend approvals be captured
usine Jira for control and audit trail

STANDARD ThST/NG
-
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T2.1 The Vendor must test the software and the

system using an industry standard and State
approved testing methodology.

M Yes Standard Deloitte's Testing Team will work
with State .resources to develop a
Testing Plan in accordance with
industry standards.

T2.2 The Vendor must perform application stress
testing and tuning.

M Yes •

i' . .

V*'

Standard The Testing Plan will include stress
. testing and tuning on all application
components as well as full volume
"mock go live" testing.

T2.3 The Vendor must provide documented
procedure for how to sync Production with a
specific testing environment.

M Yes Standard The configuration management plan
will provide procedures for
migrating changes through test
environments into production.

T2.4 The vendor must define and test disaster

recovery procedures.
M . Yes Standard Deloitte will work with the State to

extend existing protocols for
disaster recovery from the current
EBI and assist with testing in
collaboration with DolT.
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OPERATION'S

Hl.l Vendor shall provide an
ANSiyTlA-942 Tier 3 Data

Center or equivalent. A tier 3
data center requires 1)
Multiple independent
distribution paths serving the
IT equipment, 2) All IT
equipment must be dual-
powered and fully compatible
with the topology of a site's
architecture and

3)Concurrently maintainable
site infrastructure with

expected availability of

99.982%

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments for PI and PHI and us such inherits the protections
of the States data center.

The Google platform is Fedramp certified and will only be used
for de-identified data provided by Google from there digital
search repository and if agreeable with the State a de-identified
extract of the all payor claims database.

The Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H1.2 Vendor shall maintain a

secure hosting environment
providing all necessary
hardware, software, and
Internet bandwidth to manage
the application and support
users with permission based
logins.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. The data sourced from Google will be de-identified
and will imported into the DAP consistent with other input data
sources for end user access from the on-premise DAP.

H1.3 The Data Center must be

physically secured —
restricted access to the site to

personnel with controls such
as biometric, badge, and
others security solutions.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and physical controls.
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Delivery
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Comments -

Policies for granting access
must be in place and
followed. Access shall only
be granted to those with a
need to perform tasks in the
Data Center.

'

H1.4 Vendor shall install and

update all server patches,
updates, and other utilities
within 60 days of release
from the manufacturer.

M Yes Standard Deloitte will provide the mentioned system maintenance as it .
remains in accordance with the Vendor contract in cooperation
with DoIT (e.g. Oracle).

HI.5 Vendor shall monitor System,
security, and application logs.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. Deloitte will monitor logs as part ofsystem
maintenance and support activities included within the scopye of
the contract.

Hl.6 Vendor shall manage the
sharing of data resources.

M Yes Standard Deloitte will work with the State to determine policies
surrounding data resource sharing and implement/follow the
determined protocols.

Hl.7 Vendor shall manage daily
backups, off-site data storage,
and restore operations.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. Daily back-ups, off-site data storage, and restore
operations will all be managed and documented in the
Deployment Plan. The Google platform will not serve as the
primary source of data which would require backup, although the
platform is backed up as a OOP standard.
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Req# Requirement Description Criticality
-Vendbr

Response
Etellvery
Method

-..i .w ,

•  -.* • .r'.Go'mments' '■ v-.

H1.8 The Vendor shall monitor
physical hardware.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and DoIT monitors physical hardware.

H1.9 Remote access shall be
customized to the State's
business application. In
instances where the State
requires access to the
application or server
resources not in the DMZ, the
Vendor shall provide remote
desktop connection to the
server through secure
protocols such as a Virtual
Private Network (VPN).

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and VPN network as required.

HI.10 The Vendor shall report any
breach in security in
conformance with State of
NH RSA 359-C:20. Any
person engaged in trade or
commerce that is subject to
RSA 358-A:3,1 shall also
notify the regulator which has
primary regulatory authority
over such trade or commerce.
All other persons shall notify
the New Hampshire attorney
general's office.

M Yes Standard Any breaches in security will be reported to the designated DAP
security lead for DHHS.

DISASTER RrXOViiRY " ]
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Req # Requirement Description Criticality
Vendor

Response
Delivery
Method

Comme

H2.1 Vendor shall have

documentedidisaster recovery
plans that address the
recovery of lost State data as
well as their own. Systems
shall be architected to meet

the defined recovery needs.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and supporting disaster recovery plans which will
be extended to support this project Our teaming partner Google's
disaster recovery plans can be found here:
htlT)s://cloud.20oule.com/solutions/dr-scenarios-for-data.

However, the GCP is a source system and will not be a primary

data store for DHHS's defined source data.

H2.2 The disaster recovery plan
shall identify appropriate
methods for procuring
additional hardware in the

event of a component failure.
In most instances, systems
shall offer a level of

redundancy so the loss of a
drive or power supply will
not be sufficient to terminate

services however, these failed
components will have to be
replaced.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and we do not anticipate the acquisition of
additional hardware unless DHHS/DoIT elect to modify the
current disaster recovery plan which does not include a hot site.

N
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Req # Requirement Description Criticalit>'
Vendor >

Response
" Delivery •
Method

Comments . ;

H2.3 Vendor shall adhere to a

defined and documented

back-up schedule and
procedure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
proposed solution. The Deployment Plan will docurrient all back
up schedules will be jointly developed with DoIT.

Google Cloud Platform has a 99.95% SLA, Google BigQuery
Service, and the standard storage class of Google Cloud Storage
have a 99.9% SLA except for the Durable Reduced Availability
Storage class of Google Cloud Storage which has a 99% SLA.

H2.4 Back-up copies of data are
made for the purpose of
facilitating a restore of the
data in the event of data loss

or System failure.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments, including backup copies in cooperation with DoIT.

>
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-^Delivery^^
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H2.5 Scheduled backups of all
servers must be completed
regularly. The minimum
acceptable frequency is
differential backup daily, and
complete backup weekly.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments. The Deployment Plan will detail all scheduled
server back-ups, which will at minimum occur daily for
differential backup and weekly for complete backup.as jointly
agreed upon by DoIT.

H2.6 Tapes or other back-up media
tapes must be securely
transferred from the site to

another secure location to

avoid complete data loss with
the loss of a facility.

M Yes Standard Deloitte's proposed solution leverages the State's existing
environments and back-up media and storage.
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State Requirements

Req#

H2.7

Requirement Description

Data recovery - In the event
that recovery back to the last
backup is not sufficient to
recover State Data, the

Vendor shall employ the use
of database logs in addition to
backup media in the
restoration of the database(s)
to afford a much closer to

real-time recovery. To do
this, logs must be moved off
the volume containing the
database with a frequency to
match the business needs.

i/osiii\G siiCURnr

H3.1 The Vendor shall employ
security measures ensure that
the State's application and
data is protected and how the
system will meet all Federal
and State requirements
currently in law and rules
protecting sensitive personal
health information, as
outlined in the Health

Insurance Portability and
Accountability Act (HIPAA)
and the more stringent Title
42 Code of Federal

Regulations (CFR) Part 2:

Criticality

M

Vendor;

■■Vendor
Response

Yes

Deliyeiy^
Method L
Standard

M Yes Standard

Comments
;  .

Deloitte will work with the State to determine the frequency with
which logs are moved to maintain the ability to perform near real-
time^recovery; Working with DoIT, we would have the option of
recovering from the database logs. Because we use a staging area
to maintain the EBI/DAP platform we would have the option of
recovering from the staging areas if required.

Deloitte will work with the State, and the Data Governance Plan
will document all standards for data management, usage, and
protection in the application and tangential systems based on our
extensive experience supporting the security requirements for
PI/PHI across numerous State clients, including New Hampshire.

Our teaming partner Google's security approach can be found
here: littps://cloud.ijoogle.coiu/securitv/compliance/hinaa/.
However, we will not store PHI or PI on the GCP.
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1  State Requirements ,Vendor .

Req# Requirement Description CrlticaUt>'
^ Vendor

Response
■Delivery
Method

Comments
'• •

(Confidentiality of Substance
Use Disorder Patient Records
regulation), as outlined by the
Federal Substance Abuse
Mental Health Services
Administration (SAMHSA)
and the Office of the National
Coordinator for Health
Information Technology
(ONC)

H3.2 If State data is hosted on
multiple servers, data
exchanges between and
among servers must be
encrypted.

M Yes Standard The hosting will be contained on the on-premise DoIT platform
with augmented data/capacity on the GCP which will be de-
identified and encrypted.

Our teaming partner Google's encryption policies can be found
here: https://cioud.google.coni/kms/docs/encrypt-decrypt

H3.3 All servers and devices must
have currently-supported and
hardened operating systems,
the latest anti-viral, anti-
hacker, anti-spam, anti-
spyware, and anti-malware
utilities. The environment, as
a whole, shall have
aggressive intrusion-detection
and firewall protection.

M Yes Standard Deloitte will work with the State to leverage the existing DoIT
infrastructure and to support version management for the
application components introduced through the DAP.

Our teaming partner Google's compatibility protocols can be
found here:
https://cloud.google.com/blog/products/gcp/exploring-conlainer-
security-running-a-tight-ship-\viih-kubemetes-engine-l-lO
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State Requirements

Req# Requirement Description Criticality
'yenddr;

Responser*^
' Deli very : /\-_,..:,^,,^mments . v,

H3.4 All components of the
infrastructure shall be

reviewed and tested to ensure

they protect the State's
hardware, software, and its
related data assets. Tests shall

focus on the technical,
administrative and physical
security controls that have
been designed into the
System architecture in order
to provide confidentiality,
integrity and availability.

M Yes Standard The Testing Plan will include verification of the new
infrastructure components and will extend the current controls in
place for the EBI components being leveraged.

H3.5 The Vendor shall ensure its

complete cooperation with -
the State's Chief Information

Officer in the detection of

any security vulnerability of
the hosting infrastructure.

M Yes Standard In the event of security vulnerability, Deloitte will cooperate and-
collaborate with the State's Chief Information Officer and ail

other related parties as it relates to our scope of work and
responsibilities.

H3.6 The Vendor shall authorize

the State to perform
scheduled and random

: security audits, including
vulnerability assessments, of
the Vendor' hosting
infrastructure and/or the

application upon request.

M Yes Standard Deloitte will work with the State to provide support and/or access
to complete security audits and vulnerability assessments.
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State Requirements -k-'r^'iyehdor ; :

Req# Requirement Description Criticality
- Vendor^
Response

Delivery
-Method.

k  Cprhments": .

H3.7 All servers and devices must

have event logging enabled.
Logs must be protected with
access limited to only
authorized administrators.

Logs shall include System,
Application, Web and
Database logs.

M Yes Standard Event logging will be enabled on all servers and devices. Deloitte
will work with DHHS and DoIT to determine the user access roles

that will have access to these logs, including Tableau and
Informatica and with DoIT in specific for Oracle and active
directory logging.

H3.8 Operating Systems (OS) and
Databases (DB) shall be built
and hardend in accordance

with guidelines set forth by
CIS, NIST orNSA

M ■ Yes Standard Both Operating Systems and Databases will extend the current
Oracle platform supported and based on DoIT standards.

H3.9 The Vendor shall notify the
State's Project Manager of
any security breaches within
two (2) hours of the time that
the Vendor learns of their

occurrence.

M Yes Standard Deloitte will notify the State's Project Manager within the
specified timeline of security breaches.

H3.I0 The Vendor shall be solely
liable for costs associated

with any breach of State data
housed at their locati9n(s)
including but not limited to
notification and any damages
assessed by the courts.

M Yes Standard Deloitte will be fully responsible for the costs incurred as a direct
result of any breaches we cause, per the terms of the mutually
agreeable contract for any breach of State data housed at our
location.

Deloitte 2018 Page ni-C.2-87 of 662 'I



Attachm6SM5]rE^Mbh®^(HAlMPSHIRE — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-l^ft)ATAA

lOS'l ING-CLOUl) REQUIREiMlCNTS

State Requirements Vendor ■ ^

Req# Requirement Description , Criticality
Vendor'

Response
, Delivery
Method

Cothfnciits

H3.11 The cloud services if used

will be FEDRAMP compliant
M Yes Standard Our team partner Google's Cloud Platform is FEDRAMP

Moderate, and will likely be FEDRAMP High by January 2019.
The Informatica layer is FEDRAMP High will be used to lower
information security layer needed before transfer to GOP.
Additionally, only de-identified data will be housed on the GCP.

1 SliRVICE U-VTJ. AGREHMEM
1

H4.1 The Vendor's System support
and maintenance shall

commence upon the Effective
Date and extend through the
end of the Contract term, and
any extensions thereof.

M Yes Standard- Support and maintenance of the system will commence upon the
effective date and extend through the end of the contract and any
extensions thereof in accordance with the contract.

H4.2 The vendor shall maintain the

hardware and Software in

accordance with the

specifications, terms, and
requirements of the Contract,
including providing, upgrades
and fixes as required.

M Yes Standard Deloitte will maintain the applicable software and hardware
within the terms set forth in the Contract based on defined

responsibilities shared between the vendor, DoIT and DHHS (e.g.
DoIT maintains the EBI platform and network being leveraged s
part of the DAP project.).

H4.3 The vendor shall repair or
replace the hardware or
software, or any portion
thereof, so that the System
operates in accordance with
the Specifications, terms, and
requirements "of the Contract.

M Yes Standard The proposed solution utilizes hardware and software acquired by
the State. We will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract.
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Response
Ddivery
Method
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H4.4 All hardware and software

components of the Vendor
hosting infrastructure shall be
fully supported by their
respective manufacturers at
all limes. All critical patches,
for operating systems,
databases, web services, etc,
shall be applied within sixty
(60) days of release by their
respective manufacturers.

Yes Standard The proposed solution utilizes hardware and software acquired by
the Stale. We will collaborate with the State to support upgrades
and execution of maintenance support agreements within the
terms set forth in the Contract. The Google Cloud Platform (GCP)
will be maintained by Google as a service.

H4.5 The State shall have

unlimited-access, via phone
or Email, to the Vendor

technical support staff
between the hours of 8:30am

to 5:00pm- Monday through
Friday EST;

M Yes Standard • Deioitte technical support staff will be available to the Vendor
through phone or email between the hours of 8:30am and 5:00pm
EST Monday through Friday.

*
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Req#

H4.6

Requirement Description

The Vendor shall conform to

the specific deficiency class
as described: o Class A

Deficiency - Software -
Critical, does not allow
System to operate, no work
around, demands immediate
action; Written
Documentation — missing
significant portions of
information or unintelligible
to State; Non Software -
Services were inadequate and
require re-performance of the
Service.

o Class B Deficiency -
Software —important, does
not stop operation and/or
there is a work around and

user can perform tasks;
Written Documentation -

portions of information are
missing but not enough to
make the document

unintelligible; Non Software
— Services were deficient,
require reworking, but do not
require re-performance of the
Service.

o Class C Deficiency -
Software - minimal, cosmetic

Criticality
^ Veriddf

Response

M Yes

Delive^
Method

Standard

Comments A

Deloitte will conform to the specified deficiency classes when
assessing potential solution defects.
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State Requirements Vendor

Req# Requirement Description Criticality
Vendor

Response
Delivery
Method

Comments

in nature, minimal effect on
System, low priority and/or
user can use System; Written

Documentation - minimal

changes required and of
minor editing nature; Non
Software - Services require
only minor reworking and do
not require re-performance of
the Service.

Deloitte 2018 Page ni-C.2^91 of 662



ARachm83WrCdB<ibNS/^<li^UMPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

llOS'l lNG-CLOUD RKQUlRKMiCNTS

State Requirements ■^-^^Vend!pr-;;;;;:g|;>::'^
r^-

■■

Req# Requirement Description Criticalitj' Ved^or
Response

Delivery
Method

t T;-.'."-.
Comments

■-■Vi. .'-
H4.7 As part of the maintenance

agreement, ongoing support
issues shall be responded to
according to the following:
a. Class A Deficiencies - The
Vendor shall have available
to the State on-call telephone
assistance, with issue tracking
available to the Slate, eight
(8) hours per day and five (5)
days a week with an
email/telephone response
within two (2) hours of
request; or the Vendor shall
provide support on-site or
with remote diagnostic
Services, within four (4)
business hours of a request;
b. Class B & C Deficiencies -
The State shall notify the
Vendor of such Deficiencies
during regular business hours
and the Vendor shall respond
back within four (4) hours of
notification of planned
corrective action; The Vendor
shall repair or replace
Software, and provide
maintenance of the Software
in accordance with the
Specifications, Terms and

M Yes Standard Deloitte will work with the State resources to provide
maintenance of ongoing support issues per the terms of the
contract.
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{  State Requirements
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Req# Requirement Description Criticality : yendor,
Response

• •Delivery■'~
Metho'd'

ii- A" " '
. ;:_eb'mmcnts •

Requirements of the
Contract;

H4.8 The hosting server for the
State shall be available
twenty-four (24) hours a day,
7 days a week except for
during scheduled
maintenance.

M Yes Standard Deloitte will work with the State and DolT to provide 24/7 access
to the hosting server, except for scheduled maintenance windows.

H4.9

••

A regularly scheduled
maintenance window shall be
identified (such as weekly,
monthly, or quarterly) at
which time all relevant server
patches and application
upgrades shall be applied.

M Yes Standard Deloitte will work with the State to determine scheduled
maintenance windows and use the determined windows for server
patches and application upgrades in conjunction with DoIT.
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■ Vehdor;).

Response
rbeiiye^-
- Method'

Comments r

H4.10 If The Vendor is unable to

meet the uptime requirement,
The Vendor shall credit

State's account in an amount

based upon the following
formula: (Total Contract Item
Price/365) x Number of Days
Contract Item Not Provided.

The State must request this
credit in writing.

M Yes Standard In the event of a failure to meet a mutually agreed uptime
requirement and where Deloitte is determined to be solely at fault,
Deloitte will provide the State with credit in accordance with a
mutually agreed credit formula which can be similar to the
described requirement. However, we would like to clarify the
baseline cost upon which the credit would be calculated, agree to
a reasonable cap on the credit per month, and a grace period after
go live where credits would not apply. Additionally, we would
like to propose that the uptime requirement be calculated based on
a monthly average achievement.

H4.1I The Vendor shall use a

change management policy
for notification and tracking
of change requests as well as
critical outages.

M Yes Standard Deloitte's Agile Project Management Plan will include Change
Management processes and guidelines, including those related to
notification and tracking of change requests. We recommend
using the existing Jira instance for change requests and the DolT
ticketing system for critical outages consistent with State
standards.

H4.12 A critical outage will be
designated when a business
function cannot be met by a
nonperforming application
and there is no work around

to the problem.

M Yes Standard Deloitte will adhere to the stated definition of a critical outage and
will work with the State to identify action plans in accordance
with the protocols mentioned above.

H4.13 The Vendor shall maintain a

record of the activities related

to repair or maintenance
activities performed for the
State and shall report
quarterly on the following:
Server up-time; All change
requests implemented,
including operating system

M Yes Standard Deloitte will work with the State to determine a tracking
methodology for repair/maintenance-related activities and will
provide the State with quarterly reports on the requested metrics,
including incidents tracked through the DoIT ticketing system for
infrastructure maintenance and Jira for application defect tracking.
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Req# Requirement Description Criticality
Vendor .

.Response
Delivery'

.. Method:
Comments ~

patches; All critical outages
reported including actual
issue and resolution; Number

of deficiencies reported by
class with initial response
time as well as time to close.

-

H4.14 The Vendor will give two-
business days prior
notification to the State

Project Manager of all
changes/updates and provide
the State with training due to
the upgrades and changes.

M Yes Standard Deloitte will provide the State with notification of two business
days for all changes and updates and provide the State with
training that results from the changes and updates.
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SUPPORI & ;MAIMT:.\ANCK requirkmkn is

1  State Requirements Vendor
' . i' •? - .4

Req
#

Requirement Description Criticality
. Vehdoh"

Response
Delivery
Method

SUPPORT & j\//l/A7/:AVlA'C/: REOUIREMEM'S

SI.l The Vendor's System support and maintenance shall
commence upon the Effective Date and extend through the
end of the Contract term, and any extensions thereof.

M Yes Standard Support and maintenance for the

system will commence on the
Effective Date and extend through the
end of the Contract term and any
extensions thereof.

S1.2 Maintain the hardware and Software in accordance with

the Specifications, terms, and requirements of the Contract,
including providing, upgrades and fixes as required.

M Yes Standard Hardware and software components
of the application will be maintained
in accordance with the Contract in

cooperation with DoIT.

S1.3 Repair Software, or any portion thereof, so that the System
operates in accordance with the Specifications, terms, and
requirements of the Contract.

M Yes Standard In the event of repairs being
necessitated, Deloitte will repair
software components in accordance
with the Contract specifications and
responsibilities.

S1.4 The State shall have unlimited access, via phone or Email,
to the Vendor technical support staff between the hours of
8:30am to 5:00pm- Monday through Friday EST;

M Yes Standard Deloitte's technical support staff will
be available to the Vendor through
phone or email between the hours of
8:30am and 5:00pm EST Monday
through Friday.
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Req
#

Requirement Description Criticalit>'
Vendor .

Response
Delivei^'
Method

Comhieiits
I.

S1.5 The Vendor response time for support shall conform to
the specific deficiency class as described below or as
agreed to by the parties: o Class A Deficiency - Software
- Critical, does not allow System to operate, no work
around, demands immediate action; Written
Documentation — missing significant portions of
information or unintelligible to State; Non Software -
Services were inadequate and require re-performance of
the Service, o Class B Deficiency - Software - important,
does not slop operation and/or there is a work around and
user can periform tasks; Written Documentation - portions
of information are missing but not enough to make the
document unintelligible; Non Software — Services were
deficient, require reworking, but do not require re-
performance of the Service, o Class C Deficiency -
Software - minimal, cosmetic in nature, minimal effect
on System, low priority and/or user can use System;
Written Documentation — minimal changes required and
of minor editing nature; Non Software — Services require
only minor reworking and do not require re-performance
of the Service.

M Response times for system
deficiencies will align with the
appropriate deficiency class as
outlined.

S1.6 The Vendor shall make available to the State the latest

program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are

generally offered to its customers, at no additional cost.

M Yes Standard Program updates, general
maintenance rdeases, and
functionality releases/patches will be
made available to the State as

generally offered.
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Req
#

Requirement Description Criticality
.Vendor

Response

Delivery^
Method

Comments
•f "

SI.7 For all maintenance Services calls, The Vendor shall
ensure the following information will be collected and
maintained: 1) nature of the Deficiency; 2) current status
of the Deficiency; 3) action plans, dates, and times; 4)
expected and actual completion time; 5) Deficiency
resolution information, 6) Resolved by, 7) Identifying
number i.e. work order number, 8) Issue identified by;

P Yes Standard The stated information will be

collected, tracked, and maintained for
all maintenance calls in Jira.

S1.8 The Vendor must work with the State to identify and
troubleshoot potentially large-scale System failures or
Deficiencies by collecting the following information: 1)
mean time between reported Deficiencies with the
Software; 2) diagnosis of the root cause of the problem;
and 3) identification of repeat calls or repeat Software
problems.

P Yes Standard Deloitte will work with the State to

identify and troubleshoot potential
large-scale system failures. This
process will include collection of the
mentioned information and tracking
in Jira for accumulation of prior
issues and resolution for future use
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suppoRr & MAIM i:\ANci: rkquiremi:m s

Req
#

Sl.9

Si.10

SI.11

State Requirements

Requirement Description

As part of the Software maintenance agreement, ongoing
software maintenance and support issues, shall be
responded to according to the following or as agreed to by
the parties: a. Class A Deficiencies - The Vendor shall
have available to the State on-call telephone assistance,
with issue tracking available to the State, eight (8) hours
per day and five (5) days a week with an email/telephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b.
Class B & C Deficiencies -The State shall notify the
Vendor of such Deficiencies during regular business hours
and the Vendor shall respond back within four (4) hours of
notification of planned corrective action; The Vendor shall
repair or replace Software, and providemaintenance of the
Software in accordance with the Sjjecifications, Terms and
Requirements of the Contract; or as a'^eed between the
parties

The Vendor shall use a change management policy for
notification and tracking of change requests as well as
critical outages.

A critical outage will be designated when a business
function cannot be met by a nonperforming application and
there is no work around to the problem.

Criticality

M

M

M

Vendor

Respohse

Vendor?

Yes

Yes

Yes

Delivery
•'Method

Standard

Standard

Standard

Comments

Ongoing software maintenance and
support issues will be responded to in
accordance with the defined

deficiency classes or as agreed upon
by the parties.

Deloitte's Agile Project Management
Plan will include Change
Management processes and
guidelines, including those related to
notification and tracking of change
requests in Jira.
Deloitte will iadhere to the stated

definition of a critical outage and will
work with the State to identify action
plans in accordance with protocols
mentioned above and visibility and
tracking using the DoIT ticket
tracking for incidents.
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SUPPORT & MAIM KNANCK RI-QUIRKMUMS

State Requirements .  Vendor ' " ^;

Req
#

Requirement Description CriticaUt>'
Vendor

Response

Delivery

Method
Comments '

SI.12 The Vendor shall maintain a record of the activities related

to repair or maintenance activities performed for the State
and shall report quarterly on the following: All change
requests implemented; All critical outages reported
including. actual issue and resolution; Number of
deficiencies reported by class with initial response time as
well as time to close.

M Yes Standard Deloitte will work with the State to

track repair/maintenance-related
activities and will provide the State
with reports on the requested metrics,
using the current Jira instance through'
on demand dashboards.

SI.13 The hosting server for the State shall be available twenty-
four (24) hours a day, 7 days a week except for during
scheduled maintenance.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement.

SI.14 The Vendor will guide the State with possible solutions to
resolve issues to maintain a fully functioning, hosted
System.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement.

SI.15 A regularly scheduled maintenance window shall be
identified (such as weekly, monthly, or quarterly) at which
time all relevant server patches and application upgrades
shall be applied.

M Yes Standard

1

Working with the State Deloitte will
define the required maintenance
windows for the application,
database, operating system and other
similar components including
regularly scheduled, upgrade, and as
required maintenance.

SI.16 The Vendor will give two-business days prior notification
to the State Project Manager of ail changes/updates and
provide the State with training due to the upgrades and
changes.

M Yes Standard Deloitte will meet this requirement by
providing notification and knowledge
transfer.
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SUPPORT & MAIM KXANCi: RKQIJIRKMEM S

State Requirements

Req
#

Requirement Description Criticality
Vendor

Response
Delivei^
Method

■  i-'y I Comments

S1.17 AA\ hardware and software components of the Vendor
hosting infrastructure shall be fully supported by their

rtepective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc, shall
be applied within sixty (60) days of release by their
respective manufacturers.

M Yes Standard

1

Deloitte's proposed solution
leverages the State's existing
environments and Deloitte will work

with the State to align to this
requirement;

Si.18 The Vendor shall provide the State with a personal secure
FTP site to be used by the State for uploading and
downloading files if applicable.

M Yes Standard Deloitte's proposed solution
leverages the State's existing
environments including the secure
FTP.
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6, PROJECT MANAGEMENT

PROJIX 1 M ANAGFMK.NT

State Requirements ••;Yentlpfrjl- . - - ' .

Req# Requirement Description Criticality
Vendor r

'Response:
Delivery
. Method

!i p fComments - .

PROJECT MAN A CEMENT 1

Pl.l Vendor shall participate in an initial kick-off meeting to
initiate the Project.

M Yes Standard Deloitte's team will participate in an
initial kick-off meeting for initiation
of the project.

PI.2 Vendor shall provide Project Staff as specified in the
RFP.

M Yes -Standard Deloitte's team will be comprised of
individuals as specified in the RFP
response.

Pt.3 Vendor shall submit a finalized Work Plan within ten

(10) days after Contract award and approval by
Governor and Council. The Work Plan shall include,

without limitation, a detailed description of the
Schedule, tasks, Deliverables, critical events, task

dependencies, and payment Schedule. The plan shall be
updated no less than <eveiy m-o w'et!ks.>

M Yes Standard Within the first ten days of contract
award, Deloitte will update the project
plan and maintain the project plan
throughout the duration of the project.

Pl.4 Vendor shall provide detailed <bi-weekly or monthly>
status reports on the progress of the Project, which will
include expenses incurred year to date.

M

/

Yes Standard Deloitte will provide the State with
detailed status reports on an agreed
upon schedule, including expenses
incurred (milestones) in year to date
fashion.

PI.5 All user, technical, and System Documentation as well

as Project Schedules, plans, status reports, and
correspondence must be maintained as project
documentation. (Define how- WORD format- online, in
a common library or on paper)

M Yes Standard Documents will be maintained as

project documentation, in a
SharePoint repository for easy access
and document version control.

Pl.6 The selected vendor must define an integrated project
management plan, which;

Yes Standard

1
1

Deloitte will work with the State to

develop an integrated project plan.
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1  PROJECT MANAGEMENT
1  State Requirements 1  -'.Yehlipy l: . "V* _ j
Req # Requirement Description Critical! ty

:  .Vendor .

Response
Delivery,
Method

T  ■•!! ^Comments y.;
yiii

P1.7 Includes cost estimates for specific work to be
performed,

Yes Standard Cost estimates will be submitted as
part of the response to this RFP.

P1.8 Defines Department Training as a component of the
implementation plan,

Yes Standard The Deployment Plan and Training
Plan will document procedures
surrounding Department Training.

P1.9 Clearly defines the approach and methodology to be
iLsed in each pha^e of fhe project,

Yes Standard Deloitte's Agile Project Management

methodology for all phases of the
project.

PI.10 Includes a discovery, detailed requirements and
prioritization component phase of the project.

Yes Standard Deloitte's Agile Project Management
Plan includes a phase for discovery,
detailed requirements gathering, and
prioritization.

PI.II The Department has historically followed a waterfall
approach to enacting changes. This is usually
accomplished by having requirements meetings,
followed by vendor design based on the requirements,
with a development, unit test, integration test, system
test and regression testing. Finally ending up with a
migration to production and training and post-
production review. With this RFP the goal will be to
adjust to a more agile approach, allowing the
organization to adapt and change as needed more
efficiently and effectively in order to meet the business
needs. The goals will be to provide a bi-weekly
demonstration of work for review and planning for next

Yes Standard Deloitte's Agile Project Management
Plan will allow for bi-weekly
demonstrations of work for review
and planning for next steps and we
look forward to jointly deploying and
supporting the transition to agile and
will bring agile experts as part of our
delivery team. We will also work with
DHHS to structure the milestone
exhibits and approach to align with
the agile delivery model.
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PROJFXT .MANACl-MKM

1  State Requirements 'iT :

Req# Requirement Description Criticality
Vendor

Response
Delivery
Method

^Commentsr

steps. The new process will be based on the following
scope as a baseline to the strategy:

P1.12

s

Team Formation: The Department in concert with the
awarded vendor will identify the required team
members for the duration of the product delivery. The
team will consist of a product owner, scrum master, and
other team members. There will be several teams based

on the amount of features being worked on at any given
time. Additionally, there will be operational teams to
commit to and complete features associated with user
stories and tasks to keep the system running as well as
product enhancement teams to commit and complete
features associated with user stories and tasks to meet

the changes required by the business.

Yes

1

Standard Deloitte has included a breakdown of

the sprint activities and a Work Plan
that define scope of activities included
and will work with all State

departments as appropriate within
each sprint and phase of the project
using the Agile team structure.

During the start-up of each sprint, we
will work with DHHS and DoIT to

identify the agile team members and
rolls.

PI.13 Process: The awarded vendor will plan and implement
a process similar to the following:

Yes Standard See below:
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PROJKCr MANAGKMKNT

State Requirements f:- :V, ̂ ; Vendor.

Req# Requirement Description Criticality
• Vendor

Response
Delivery
Method

•  ,Comments

PI.14 Backlog Creation and refinement: The Product Owner
working with team members and the business will
create a prioritized backlog of work in the form pf high
level features. This will be an on-going process that
must be completed prior to each Sprint Planning
Meeting. Additionally, the Product Owner(s) will
breakdown the features into prioritized user stories
related to the originating features for use in the Sprint
Planning meeting.

Yes Standard Deloitte's Project Management Plan
includes creation and continuous

refinement of a backlog that will be
used in the Sprint Planning meetings
to be recorded in Jira.

P1.I5 Sprint Planning Meeting: This meeting wiU minimally
consist of ail team members facilitated by the Scrum
Master and will be focused on clarifying the details of
the prioritized backlog items, re-prioritizing as needed
and obtaining commitment from the team to complete
user stories from the backlog in the proposed sprint not
to exceed 4 weeks with a preferred cadence of 2 weeks.
Additionally the team will then create detailed tasks

and commit to the items individually. The
commitments will be managed using a KanBan tool to
be provided by the vendor and agreed to by both parties
for the teams use throughout the contract period.

Yes Standard Deloitte's Agile Project Management
Plan includes usage of Sprint Planning
meetings as described and using the
Agile KanBan or Scrum process as
jointly agreed upon, which cari also be
facilitated through Jira.

PI.16 Sprint: The sprint will consist of daily standup meetings
(not to exceed 10 minutes) to discuss roadblocks, any
clarification needs associated with work accomplished
the previous day or planned for the current day, or other
important items to the team. The team will work in
concert with each other preferably within the same
location and will require a meeting room provided by
the awarded vendor for impromptu meetings to move
tasks forward.

Yes Standard Deloitte's Agile Project Management
Plan utilizes daily standup meetings
throughout each project sprint.
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PROJKCT MANAGKMK.M

j  State Requirements Vendor
S' . . .

Req# Requirement Description Criticality
Vendor

Response
Delivery
Method

•  Comments

PI.17 Sprint Review Meeting: Demonstrate working product
associated with commitments from the sprint planning
meeting. Communicate items to focus on in the next
sprint.

Yes Standard Deloitte's Agile Project Management
Plan includes Sprint Review Meetings
to d^onstrate and assess product
progress and commit to future sprint
items using the prioritized backlog.

PI.18 Daily Meeting: Consist of the team members that have
committed to completing tasks in the sprint and will be
no longer than ID minutes answering the following
questions:

Yes Standard Deloitte's Agile Project Management
Plan includes Daily Meetings that
function as the standup meetings
mentioned above.

PI.19 What did I complete yesterday? Yes Standard Daily scrum meetings will address
work completed the prior day.

P1.20 What am I doing today? Yes Standard Daily scrum meetings will address
woiic planned for the day.

P1.21 Are there any roadblocks keeping me from completing
my commitments?

Yes Standard Daily scrum meetings will address
blockers.

P1.22 Develop and obtain buy-in for a stakeholder and
communication management plan and work with the
Department to craft appropriate communication
messages throughout the project

Yes Standard Deloitte will work with the State to

develop a stakeholder and
communication management plan.

PI.23 Conduct organizational assessments and gap analyses
for the affected divisions and programs and facilitate
the development of appropriate organiMtional
structures and job descriptions

Yes Standard Deloitte will work with the State to

identify and organizational gaps
required to meet the project
objectives.

PI.24 Work with the Department to define business
processes, including use cases, workflows, and business
lilies

Yes Standard Deloitte will work with the State to

develop use cases, workflows, and
business rules required to deliver the
project.
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PROJECr .MANAGEMKNT

State Requirements -i'cVendbr '

Req # Requirement Description Criticality
^^ridofV
Response

Delivery

Method
r "! ' ■Comments"

P1.25 The project must use agile-like software development
principles and practices

Yes Standard Deloitte meets this requirement.
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C-3 Deliverables

.Reference Actmt>', Deliverable, or Milestone ' ' _ . • ' Deliverable Type Projected Dellveiy Date •
9

PLACING AND PROJECT MANAGEMENT
1

■  1

1 Conduct Project Kickoff Meeting Non-Software Feb 2019

2 Project Status Reports Written Feb 2019

3 Work Plan Written Feb 2019

4 Infrastructure Plan, including Software and Hardware
requirements

Written Feb 2019

5 Security Plan Written Feb 2019

6 Communications and Change Management Plan Written Feb 2019

7 Agile Project Management Plan Written Feb 2019

8 Systems Interface Plan and Design/Capability Written Mar 2019

9 Testing Plan Written Mar 2019

10 Data Conversion Plan and Design Written Feb 2019

11 Deployment Plan Written Jul2019

12 Comprehensive Training Plan and Curriculum Written Apr 2019

13 End User Support Plan Written Jul 2019

14 Documentation of Operational Procedures Written Aug2019

^INSTALLATION ■■

15 Provide Software Licenses if needed Written N/A

16 Provide Fully Tested Data Conversion Software or solution Software N/A

17 Provide Software Installed, Configured, and Operational tp
Satisfy State Requirements

Software Mar. 2019

TESTING •' ■ !

18 Conduct continuous integration and continuous delivery
testing plan

Non-Software Mar 2019
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Reference Activity, Deliverable, or Milestone Deliverable T>'pe Projected Deliver)' Date j

19 Perform Production Tests Non-Software Aug2019

20 Test In-Bound and Out-Bound Interfaces Software Mar 2019

21 Conduct System Performance (Load/Stress) Testing Non-Software Jul2019

22 Certification of 3cd Party Pen Testing and Application
Vulnerability Scanning

Non-Software Jul 2019

23 Converted Data Loaded into Production Environment Software Aug 2019

24 Conduct Training Non-Software Jul 2019

25 Cutover to New Software and solution Non-Software Aug 2019

26 Provide Documentation Written Aug 2019

27 Execute Security Plan Non-Software Jul 2019

OPERATIONS j

28 Ongoing Hosting Support if applicable Non-Software N/A

29 Ongoing Support & Maintenance if applicable Software N/A

3D Conduct Project Exit Meeting Non-Software Aug 2019

Figure IIl'C.3-6. Deliverables,

Deloitte 2018 PageIIl-C.3-109 of 662



AttachmSHl/^ffTEdBlbhtt/yiiilAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

This page is intentionally left blank.

Deloitte 2018 PageIIl-C.3-110 of 662



AttachmS^W^CdB(lb^S/^(li^MPSUIR£ — Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Section IV: Narrative Responses
)Scction IV; N'nrrntive Responses. . ■ !
Section IV solicits narrative responses describing the Software. Technical, Services and Project Management topics
defined for this RFP Project. Appendi.x D: Topics for Mandatory Narrative Responses is organized into sections,
which correspond to the ditTerent deliverables and aspects of the scoring process of the Proposal. Discussion of
each topic mu.st begin on a new page.

Section

HIGHUGHTS

D-l. Proposed Software Solution

Deloitte understands the Department is seeking a

scalable enteiprise data analytics platform that

serves as a comprehensive data repository across

multiple source systems providings analytic

capabilities that address the current opioid crisis

and serve as the foundation to realize your goals to

organize data into information, identify

meaningful social applications, and develop

realistic, fact-based, evidence-supported policies

and programs. Our proposal leverages and extends

your EBI environment to become the Data

Analytics Platform (DAP), delivering the "single source of truth" and providing a

scalable platform to rapidly integrate new data sources.

Deloitte proposes to bring value to the Department by implementing and operating the HHS Interactive
Opioid Insights module that is purpose built for opioid analytics and will serve as the baseline solution for
the Department's Comprehensive Opioid Response Business Intelligence (CORbi). This module is
comprised of several dynamic Tableau dashboards connected to data, including machine learning models

processed and analyzed in R or Python. Opioid Insights offers multiple capabilities previewed in the
executive summary and highlighted below:

Deloitte's solution delivers an

integrated analytics platfonn that
provides:

Single source of.truth

Real lime Insights

Faster business value

Predictive modeling capabilities

inteirrated visualizations

Bcnchmitrk

Benchmark metrics for states and counties to track trends over time and create a

customizable comjX)site risk score based on more than 20 publicly accessible datasets.

This score can be especially valuable when combined with New Hampshire's datasets

as input to various predictive machine leaming models.

Opioid-centric dashboards with drilldown capabilities provide visibility and trending for

populations, demographics, drug management, network coverage, overdose, death,

infant dependency, naloxone, and other similar indicators from multiple perspectives.
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G
Population Profile

A

Population profiling offers multiple vantage points to understand the broader population

behavior related to opioids mined from Google digital datasets, including:

• Geographic Trending - Aggregate "big picture" behavior trending by zip code.

• Audience Profiling - Search data joined with de-identified Google data (search
predicates, demographics, location, device, etc.) provides insight into audience groups

and behaviors related to opioids.

• Nudging - The nudge may likely be delivered as a Google.com advertisement (link)

that would be displayed in response to the target search predicates.

• At-Risk+ — Machine modeling combining Audience profile data and de-identifled

data from the All Payors Claims Database (APCD) to develop journey map insights.

At risk machine learning outputs informed by our experience with federal, state, and

private sector healthcare clients who share common goals with DHHS. Our models

cover the spectrum from identification of risk to potential abuse to recovery.

Our solution addresses your technical and functional requirements and builds upon the.existing EBI

platform, extending the data model to incorporate eight new data sources identified for Phase 1 of this

project. Opioid Insights delivers value and flexibility to address the rapidly changing health care

environment, presenting accurate and timely data to support analysis and decision making for the
Department's opioid crisis management processes and establishes a foundation that is critical to driving

and achieving the Department's analytics goals and objectives.
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Topic 1 - Description of Solution
[Topic I;- Description of Solution ' '

.1 Provide a detailed description of your proposed Software Solution, including features and functionality.

Our HHS Interactive Opioid Insights is comprised of the scalable components using a platform that
aligned with and is extendible through your EBI/DAP platform, like the HHS Interactive LTSS module

currently being deployed for DHHS. We will integrate HHS Interactive assets, DHHS intellectual capital

captured in Wisdom and other comparable sources, the data defined by DHHS, and the existing

architecture extending. We will extend and enhance your EBI platform building DAP with additional data

acquisition, predictive analytics, and data visualization capabilities that meet your requirements using our
pre-buill assets. Our solution tailored for DHHS can be transitioned with no proprietary limitations or

restrictions on DHHS's usage supporting your vision of re-use for future use-cases. Opioid Insights offers
Informatica based data acquisition scripts, integrated data models, R and Python based predictive models.

Tableau based data visualization accelerators for the Opioid Crisis Dashboard and our GOP digital data

inputs for population and behavior trending.

Our proposed solution has three main architectural layers upon which our HHS Interactive Opioid Insight
assets are built and will be extended into the EBI/DAP for DHHS. The following figure provides further

explanation of the features and functionalities of each layer of the architecture.

/Lavcr Features and Functionalit>'

Collect & • Enable Fast and Easy Data Collection and Integration: Collects and integrates
Ingest complex data from multiple sources and in variable formats with flexibility to handle

the required standards and to rapidly adapt to changes; Supports near real-time and real
time data collection and ingestion using Informatica and if required, Mulesoft depending
on subscribing system API preferences and use-cases.

• Transform Data Into Useful Information: Uses innovative, proven, tested, and
refined data loading and transformation processes enhancing data quality, accuracy.

• Model and Document Data: Brings together DHHS, industry, and Deloitte Team
health care concepts and accelerators into a single model and data dictionary for flexible
and consistent views of data, to document referential integrity and data quality mles.

• Derive Business Rules: Standardizes and provides transparency of business rules used
within the solution to allow DHHS to reuse, modify, and consistently employ business
rules for incoming data for improved information delivery and decision-making.

• Enhance Existing EBI Databases: Delivers physical implementation of modeled data,
providing broad and fast access to g-anular and aggregated data in business areas (i.e.,
commercial claims, child welfare investigation, Opioid Treatments, Medical Examiner
Findings, Hospital ED syndromic surveillances, ER Medical and Trauma services, and
population rates) to support current and future data, Bl, and analytics needs.

Analyze, • Standardize Approach for Data Science: Implement predictive analytics approach
Model & standardizing hypothesis creation, model development, tuning, and outcome analysis
Integrate leveraging our At-Risk machine learning model developed and tested for opioids.

• Analyze Large Datasets to Predict Future Events: Perform staitistical analysis, linear
modeling, and regression analysis on large structured, semi- structured, and un
structured datasets.

• Integrate Findings: Support integration of the risk scores into Data Warehouse and
Dashboards; alerts can be sent to authorized users if thresholds are exceeded.
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jLaycr Features'and Functionalit>'

Present • Self-service, User Friendly, Always Available, Browser Based Portal: Promote self-
service and inspire clear insights and decision-making leveraging and tailoring our
baseline HHS Interactive Opioid Insight dashboard accelerators which present our
indicators, benchmarks and machine learning model outputs through an easy to navigate
UI which would be seamless with your existing EBI navigation model (wrapper).

• Enterprise Licensing Model: Allows immediate and increased user base expansions,
including external user access, without additional license cost.

• Explore Disparate and Common Data Securely: Provides very fast data exploration
in a secure manner based on user roles and permissions; allows for generation of
standard dashboards and ad hoc views that can be exported to multiple formats.

• Identify Opportunities for Oversight, Reform, and Performance Measurement:
Advances DHHS's ability to apply statistical, geographical, predictive, trending,
multivariate, and other types of analysis to data to assist in analyzing health and social
issues impacting NH citizens.

Supporting • Audit, Balance, and Control: Provides an auditable events function that tracks end
Application user access to confidential data tracking how, when, and who accessed data; an audit
Services trail assists with identifying and mitigating threats of unauthorized access attempts.

• Metadata and Data Governance: Defines roles and responsibilities across the
Medicaid enterprise and governs data including creation, standards, escalation of issues,
sharing, and how policies governing quality are developed.

• Data Privacy and Security: Validates that data is appropriately protected, accessed,
and used according policy guidelines.
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Using the above-mentioned features and functionalities as a reference, we have developed the conceptual
architecture of our Opioid Insights solution illustrating the main components of the solution, tailored to
meet the Department's DAP requirements.

jTopicjl - Description of Solution ^ '
i . 1.2 Describe ihe approach for design, development and implementation of the required solution ...

Our overall approach to deliver the solution functionality required as part of CORbi is built on Deloitte's
Agile for Advanced Analytics (AAA) methodology. Our AAA methodology combines lessons learned,
best practices, and experience delivering analytic projects for hundreds of commercial, federal, and state
clients. Our AAA methodology provides a robust repository of accelerators, tools, and guidarice tailored
to meet the Department's requirements. Approach to each functional requirement area is described in

section IV-D2.4 Topic 23: Work Plan.

jTopic 1 - Pescription of Solution • , • ,

: 3 Provide specific details of the iinplemeiuation strategy to meet all functional requirements. ...

We have tailored our AAA methodology, as described in section IV. D 2.1: Topic 11, to deliver CORbi.
Our approach supports implementation of the data acquisition and data quality programs to integrate the
specified sources into the EBI DataMart, predictive models, and Tableau dashboards, using an agile
iterative delivery. This process will be accelerated through inheritance from HHS Interactive Opioid
Insights. Our AAA agile implementation approach includes a planning phase followed by five individual
four-week sprints to complete the system requirements, design, build, and test of all functional
components. Upon completion of the sprints, the project moves to the final phase, Deliver and Operate,
where activities such as overall user acceptance testing, deployment, and operationalizing the solution are
completed.

Design level use cases and workflows will be developed through visioning sessions, starting with the
planning phase, and will continue to iterate during each sprint to help the team establish an understanding
of end user requirements. Following are potential activities included during the visioning sessions.

iDesign Level Use Gases & Workflow Development Activities i ,
Persona development • Outline the goals and pain points and needs of end user communities

stakeholders

User journey mapping • Develop a flow of activities that current stakeholders perform as part of
their use of existing datasets and analyses

Business question • Develop a prioritized list of business questions based on the inputs from
prioritization the current stakeholder, available datasets and analyses.

Data mapping • Align datasets to the prioritized questions and acknowledge data
limitations in answering those questions

Key Predictors • Identify key variables and data elements within the datasets that

stakeholders feel may help predict certain outcomes

Dashboard Wireframes • Develop prototypes based on inputs from personas, user journeys and
business question prioritization

Figure IV-D. 1-8. Use CaseWorkJJow Management.
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Should we be selected for orals, we will be prepared to share a Web-based demonstration of our solution.

jTopic 1 - PcscriptiQii of Soiution

1.1.4 As a part ofthe implemefnation strategy, identify and explain functionality implications ...

Our approach allows us to build upon the EBI platform by expanding the data model to incorporate the
additional datasets required, deploying our HHS Interactive Opioid Insight accelerators, including our At-
Risk and At-Risk + predictive models, and integrating our Tableau based dashboards, including our
opioid indicators and benchmarks. This strategic design approach allows for subsequent releases to build
upon prior releases, enabling functionality to be deployed and reviewed in an iterative manner. The
exception and error handling framework established for EBI is leveraged and extended to DAP, providing
a single consistent enterprise framework.

|Topicl - Pescriptioii of Solution i [
1.1-5 l.>^ your pioduct used lor a .similar functionality ai anocher State agency? If so, provide a description ...

Yes, the core components of our solution and our team have delivered similar functionality at another
State agency. Refer to Section V. Corporate Qualifications for a detailed description of the implemented
system and environment.

jTopic' 1 - Description of Solution . ' ' . ' ;
1.1.6 In what ways docs your proposed Solution adhere to the busine.ss and technical requirements?

Our proposed solution aligns with the requirements in attachment C-2. It builds upon the EBI platform by
expanding the data model to incorporate the additional datasets and by deploying the data acquisition and
data quality programs. It delivers our At-Risk predictive models and dashboard that support Phase I
indicators and extends the platform with cloud-based machine leaming environment to process structured
and unstructured data, including the proposed Google browsing data for population behavior analysis.
Lastly, a data governance framework is delivered to align data standards.

|Topic 1 pescnpfion of Solution ' ,
1.1.7 Is your produci dependent on an existing solution not included in thi.s proposal?

Yes, to provide the state with the best value and reusability, we are proposing to leverage and build on
your existing EBI environment. This provides the state a fully integrated data model, integration toolset,
and end-user interface while eliminating redundant work and expense that would otherwise be required.

;Topic 1 - Description of Solution ' . '•

1.1.8 In what ways docs your proposed .solution improve our cunent enteipri.se data warehouse system ...

Opioid Insights extends your EBI platform with trickle feed and real-time data acquisition. It builds upon
the EBI DataMart to become the DAP serving as a "Single Source of Truth". It enables predictive
modeling and integrates an innovative Google Cloud Platform, providing New Hampshire additional new
search and location-based datasets. The solution provides advanced data visualizations and self-service
data discovery and statistical analysis, including a data governance framework that establishes the
foundation for a holistic DAP.

,Topic 1-Description of Solution
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1.1.9 In whai ways does your proposed soluiion provide enhanced ease ofiise for both the inspectors and ...

Opioid Insights provides the flexibility and enhanced ease-of-use for inspectors and administrative users
to manage and monitor the end user access layer as outlined in the table below.

User Group; Capabilities

Inspector • Browser based interface to easily monitor traffic to dashboards, traffic to data
sources, actions by all users, actions by specific user, and actions by recent users.

Administrator • Browser based administrative site to manage content and assign permissions, run
extract refreshes, create groups and projects, monitor site activity, optionally add
users, and perform other content-related tasks

• Used to monitor performance of Dashboards, background tasks for extracts,
background tasks for non-extracts, background task delay, stats for load times, stats
for space usage, and server disk space.

Figure IV-D. 1-9. Inspection Capabilities.

[Topk 1 - Description of Solutioiii - . , " ''ri . .. ■ " ; ,, • ■ i
1.1.10 Provide an appendix with sales literature describing the fmiciionality ofthe proposed Software...

The Section IX: Appendix provides the sales literature describing our proposed solution's functionality.
The table below lists the literature included in the appendix.

jFunctionality
HHS Analytics - Advanced Analytic Solutions for Health and Human Services

Understanding Opioids Through Digital Data

Figure IV-D. 1-10. Sales Literature.

jT^ic 1^ Description of Solution ' • . ' , " .
l.l.l I How does your solution meet best practices surroiiiKling a Development, Stage, Production environment...

The existing EBI environments will be leveraged to support DAP and the Opioid Insights solution. All
code is developed, and unit tested in the development environment prior to migration to a Testing
environment where access is restricted to authorized tester for integration testing. After all the entry and "
exist criteria is satisfied, code is scheduled for deplojinent to Training and/or Production, depending on
whether or not the release requires end user training. Code is migration between environments following
well documented deployment processes with code versioning and release notes. Our AAA methodology
allows for agile development while also enforcing deployment standards required to limit code defects.

^Topic 1 - DwcHption of Solution ■' ' . ..
1 .1.12 How does your soluiion address sizing requirements in accordance with planned use? Be inclusive ...

Our proposed solution builds upon the existing EBI platform infrastructure, adding advanced data
acquisition, predictive analytics, and data visualization capabilities to implement the Phase 1 scope of
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work while establishing the foundation for the Department's long-term vision. With anticipated capacity
expansion already planned for the EBI platform, no additional hardware or software will be required.

To support scalability, our DAP solution is based on a 3-tiered architecture that includes a data tier,
application tier, and a presentation tier, allowing the Department to easily scale each tier independently
depending on the need at any given time, while load balancing each tier independently, improving overall
performance to comprehensively support the development and ongoing operational effort of DAP.

jTopic 1 - Description of Solution '
1.1.13 How docs the solution address the ability to pull real-time data from multiple sources and ...

Opioid Insights real-time data acquisition function leverages Informatica PowerCenter Real-Time and
provides the Department the capability to access and integrate real-time data from multiple sources while
monitoring the statistics of the data being processed into the DataMart through Informatica administration
console. For example, the live hospital ED surveillance data, which is inrscope for Phase 1, can be pulled
real-time into the DataMart to allow the Department to monitor potential health threats as they occur. The
real-time data acquisition function enables continuous data processing and supports batch, trickle feed,
and real-time data integration latencies within a single optimized environment.

iTopic I - Description of Solution
1.1.14 Provide cxample.s of parameters in your presentation that are configurable by the end u.ser.

1 .1.15 Describe the solutions drill-down capability that will suppoii detail level data di.spiays.

1.1.16 Describe the proposed solution's ability to provide static/historical and dynamic (i.e. real-time) reporting for
all program and functional area.s.

1.1.17 What types of built-in (pre-defined) and end u.ser detmable (ad hoc) reponing capabilities are included in the
proposal?

1.1 . IS What types of graphical data presentations (e.g., GIS) will the proposed solution offer?

Opioid Insights - Indicators and Benchmarks

modules provide a repository of Tableau-

based opioid dashboard accelerators that will

be tailored to meet your dashboard needs,

significantly accelerating dashboard
implementation through our understanding of
the Department's dashboard standards, our

familiarity with the existing Tableau
environment, and our significant experience
implementing dashboards to meet your
business objectives as summarized below.
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Figure IV-D. 1-11. Opioid Insights Sample

I Dashboard^ Capabilities

Parameters • Dashboard features pre-built dashboard parameters as interactive dynamic filters
such as Geography (e.g. County), Dimensional Category (e.g. Prescribing patterns).
Dimensional Metrics (e.g. Rx rate), Demographics (e.g. age/sex/race), and Time
(e.g. year/month); Authorized users will be able to select values they want to display

Drill-down • Dashboard allows authorized users to drill-down into the underlying transactional
level data from every data point, including graphical charts
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|Dashboard Capabliitles

Time Trends • Dashboards use historical data, allowing users to monitor data over time with ease;
Time series trends include days, weeks, months, years, etc.

Dynamic • Dashboards support real-time insight into data, enabling users to visualize the data,
Reporting filter on demand, and simply click to dig deeper into underlying the data

Graphical • Dashboards are built in Tableau, which includes over 24 simple to advanced chart
Representation types, including the ability to integrate with Google maps APIs to display fully

interactive street view

Figure iy-D.1-12. Opioid Insights Dashboard Capabilities.

We also anticipate working with DHHS to propagate and extend your existing opioid investments (e.g.
Wisdom) and possibly to complement the Healing Grant should NH be awarded.

^J'oplc I - Descrlptioii.of Solution" , • i

1.1.19 How does the proposed solution provide user-defined reporting views/screens based upon ...

1.1.19.1. How does configuration for tiiis functionality occur within the proposed solution?

Active Directory integration will support customized views based on already defined user roles.

Safeguarding sensitive data and extending existing data and tool access policies will be a key aspect of

our solution, which can be customized during use case development. Each user role will be defined with

the built-in reports and can be customized to display a relevant level of detail unique to the individual's
role-set through Tableau administrator. This will customize Information based on where the user Is

located, as well as the immediate data sets accessible by this individual. Recommendations on other

relevant reports within their user scope, or frequently viewed by similar users, can be presented to
increase usability and transparency.

jTopic l.- pescriptioii of Solution ' ,

1.1.20 What i.^ the proposed solution's capability for end user report/data exportalion at the report and ...

Our presentation layer is implemented in Tableau providing authorized end users with the capability to

view and export underlying raw data to export data into Excel, CSV, XML, PDF.

fTopic 1 Description of Solution • .

1.1 ,21 How will the solution allow for statistical analysis on population based and client-based inforniallon ...

1.1.24 How will the solution allow for siaii.slical analysis (e.g. R Programming) on population-based and ...

We support the Department's need to perform statistical analysis on population and client-based

information stored in the DataMart. Authorized users can view statistical indicators on the canned

dashboards or use Tableau to connect to the DataMart and derive statistical insights on an ad hoc basis

using pre-built functions such as standard deviation, mode, kurtosis, skewness, correlation, and

covariance. Users will also be able to use R and Python plugins to connect to existing advanced statistical

models to compute descriptive statistics on the population and member datasets imported into Tableau.

We also go above and beyond baseline requirements by inte^ating consumer browsing digital data sets
from Google to be understand the population behavior outside of institutional setting.

Topic I - Description of Solution

1.1.22 Describe the model summarizing your understanding of how the data relates to the focused-population.
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Data will need to be mapped to the prioritized questions the State is looking to answer. This will drive
data dimensions (e.g., high risk populations). Based on the dimensions that are created, Deloitte will map
data to each dimension to allow for the statistical modeling and data visualization that will be used to
answer questions such as Can we detect similar geographic areas or sub-populations where we can
transfer successful treatment or intervention techniques?; Who are the bad actors, companies, hospitals,
etc. linked to those who have higher risk for OUD and recidivism?; How can we use the identification of
high risk populations in the justice system to improve treatment or intervention options?

(Topic 1 - Description of Solution .
1.1.23 Describe the solutions and stnicture of data security (PHI or data suppression requirements) for...

The solution will provide access rights based on the job function and role, using the concepts of least-
privilege to match access privileges to responsibilities. Access right will be managed using the data
governance model and workflow tool (likely the DoIT help desk ticket system) to maintain audit records
of all changes. Additionally, Pll/ PHI data will be masked and/or encrypted to safeguard the data.

■Topic 1 - Description of Solution . •
1.1.25 Describe how your solution will be used to deliver an Opioid Crisis Dashboard based upon the ...

As described in our response to question (RFP Topic 1-1.1.1), HHS Interactive Opioid Insights, aligns
with your requirements and will be integrated with phase one data sources and tailored to predict OUD
risk scores, and dashboards to visualize indicators and benchmarks as illustrated below:
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Figure IV'D.l'lS.Proposed solution modelfor CORbi
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jTopic 1 - Description of Solution ^ .
1.1.26 Addre.ss how your solution will addiess the following examples offiinctionality;
1.1.26.1. Examples on how holistic analysis of multiple data sets could be utilized

1 .1.26.1.1. Identifying High Risk Individuals and Groups (demographics) by Area (geographic)
1.1.26.1.2. Using data to mitigate risk and progression to misuse/targeting early intervention service ...

By connecting datasets integrated into the DataMart, the State can develop an enhanced view of an
individual's network and identify threats. Using our At-Risk capability provides insight to understand the
high-risk factors for an individual's propensity for opioid use disorder (OUD) and identifying key actors
within the system and their influences (i.e. people, places, events). Deloitte's Opioid insights solution will
create this insight using data to understand trends and patterns of high risk individuals. We will
complement this core capability by going deeper and combining Google digital data with the goal of
correlating behavior indicators online with institutional data to better understand the broader landscape.

At-Risk model will be trained on datasets in the DataMart, conducting millions of checks across massive
datasets to find relationships at the individual level providing early warning of a possible misuse
situation. As the predictive score increases it correlates with the progression from misuse to OUD and to
elevated risk of death. Opioid Insights dashboards will provide the interaction with the individual data
including results of the At-Risk model. Dashboards will display aggregated results of high risk
individuals across all levels of geography including their current and permanent demographic dimensions.
Department can analyze the results on the dashboards to examine geographic patterns in opioid misuse
and mortality - places where opioid overdoses and deaths occurred more frequently, targeting early
intervention to mitigate individuals At-Risk of addiction.

t

[Xopk 1-Description of Solution
1.1.27 U-sing data to mitigate the progression from risk to misuse and to addiction and death - Crisis ...

Deloitte will focus on combining influential risk factors as discovered in analysis and incorporating them
into an individual-based model for assessing how these factors influence the likelihood of overdose and
death. By leveraging an individual-based network analysis, we will build an overarching model to assess
changes in multiple observed networks as described above.

iTopic 1-Description of Solution ■ -
1.1.28 Using Data to inform Policy - Strategic Planning - Programming
I.1.28.1. Data analysis outlined above can be utilized to identify categories (population level strategies, ...

By combing an individual's trajectory through multiple state, federal, and publicly accessible sources, we
begin to develop a better picture to prescribe personalized and targeted treatment interventions for the
right person at the right time. This will be accomplished through a combination of capabilities we offer
through HHS Interactive Opioid Insights, including our At-Risk machine learning model, our multi-state
and county benchmarks, and our opioid trending reports across key influential variables including
emergency admittance, newboms bom to addiction, deaths from opioids, etc. Our integration with the
Google digital data set will augment these core capabilities help to identify consumer behavior outside of
institutions providing insight into outreach, prevention and nudging opportunities to shape behavior.

.Topic I - Description of Solution

1.1.29. Determining the Effeciivene.xs of Policies - Strategics and Services

1.1.29.1. By particular elements (e.xamples: Prescribing regulation, NH PDMP program, school based ...
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Opioids Insights solution focuses on combining influential risk factors and incorporating them into the
At-Risk model for assessing how these factors influence the.likelihood of overdose and death, which will
allow the Department to understand an individual's network and where potential risks might lie. This will
empower New Hampshire state policy and stakeholders to make more informed decisions to develop
policies, treatments, and interventions to improve OUD and mortality rates.

By leveraging a machine learning model, we can build an overarching view to assess changes in multiple
observed networks. Clustering algorithms are used to identify commonalities within a population,
maximizing variation between clusters and minimizing variation within clusters. At-Risk model uses K-
means clustering to identify groups of individuals that have similar characteristics to one another, using
the following process:

• An iterative process assigns an individual to the cluster with the "nearest mean"

• The means are recalculated with the inclusion of new individuals

• Process is repeated until the assignments no longer change

Clusters represent groupings of individuals that are the most similar to one another, which Deloitte will
leverage to determine patterns that are associated with overdose deaths. The various clusters can then be
further analyzed to understand how risk factors vary within each sub-population. For each cluster,
subsequent regression techniques can be leveraged to identify factors leading to successful strategies and
services. The State can strengthen programs and services to prevent OUD and death rates tailored to each
cluster.

jTopic I - Description of Solution • .
1.1.30. Using data to report out on client demographics, provider process and qualii>' data and client ... 1.1.30,
Client demographic data by provider process data (locations, type and quantity of services ...

Deloitte's proposed Opioid Insights dashboard module "Indicators" includes advanced interactive data
visualizations providing actionable insights into client demographics, provider services, quality of service
and Department's cost of services provided empowering Department's decision-makers with scenario-
based potential outcomes integrating the predictions from the At-Risk models. Deloitte will conduct

" stakeholder interviews and visioning sessions during the planning phase of the project to identify the
critical data points refining the dashboard and models provided through our HHS Interactive Opioid
Insights solution based on New Hampshire's available dataset and priority questions.
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Topic 2 - Software Architecture
jl'opic 2 ̂'Soft>>'«re Architecture; . ' ^
1.2vl What are the benefits of your proposed platfonn?

J

Deloitte understands the Department's vision for unlocking, consolidating, and bringing data into a

holistic Data Analytics Plalfoim (DAP) that promotes increase in the delivery of business benefits for

New Hampshire, including faster time-to-market, lower costs, better consistency, and increased agility.

Our proposed HHS Interactive - Opioid Insights is an industry leading, unified solution that provides a

multi-tiered architecture that aligns with the Department's vision for a holistic analytics platform with a

flexible data model that can support dynamic decision making needs by providing an enterprise view that
allows effective connection with multiple internal and external data sources, enabling the data warehouse

as the primary analytics repository. The table below provides the proposed platform capabilities and

benefits to the Department.

IKey Capabilities'. Benefits to DHHS ! • ♦ . , |

HHS Interactive

Opioid
Accelerators

Our benchmarks, indicator dashboards, and machine learning models will
accelerate delivery of DHHS's goals and objectives.

Google Cloud
Accelerators and

Search Datasets

Integrates with
the Existing EBI
Infrastructure

and Data Model

Central Data

Repository

Interoperability

Enables

Predictive

Analytics &

The solution includes New Hampshire-based google search datasets, that will be
used by our proposed At-Risk-+ model, which will combine search data with the
de-identified APCD member claims data from EBI to produce early indications
of geo-based OUD trends. Google Cloud Machine Learning engine and Google
Maps APIs will drive our proposed At-Risk + model, enabling deep data insights
into behavioral "nudging" strategies that may be helpful as an intervention for
individuals'At-Risk of OUD, especially across social media platform, along with
real-time geo spatial data analysis. Nudging will be facilitated through add
placement for DHHS service Web site links based on search result predicates.

DHHS and Deloitte hit the ground running by leveraging Deloitte's experience
with EBI and Opioid analytics, EBI Infrastructure assets. Data Model, and
Opioid Insights pre-configured accelerators to jump start the project, leading to
efficient use of time and resources right from the start.

Re-use and extension of the current platform including provision of our HHS
Interactive asset without restrictions on DHHS usage. This positions the
Department for long term goals without vendor lock-in or duplicative
infrastructure and cost.

The centralized data repository reduces data quality issues that are otherwise
created due to data loss or data corruption through data transfers between
multiple repositories. DHHS will save time and money as it will not require
multiple resources to manage multiple repositories.

The solution will be scalable to provide for interoperability between solutions
across departments. The 3-tier architecture allows for the solution to connect
with other sources to bring in more data or provide access to transfer data
to/from other data sources as DHHS needs evolve.

The solution provides substantial advanced analytics capabilities through
statistical analysis techniques, predictive analytics, and machine learning,
enabled by the Opioid Risk Tool for more reliable, accurate, and actionable risk
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IKey Capabilities . Benefits to! DHHS

Advanced Data

Visualizations

Supports Role-
based Security

Supports Agile
Project Delivery

identification. The solution's advanced visualization capability provides quick
access to relevant insights and allows DHHS to interact with the data, providing
dynamic filters, drill down, and geo-spatial capability through user fnendly
interfaces in the Tableau dashboards.

Through Role-based security, DHHS will have more granular control of users
and device access. Access will be provided only to necessary resources and
restricted to unnecessary resources. This allows for improved performance as all
users will not have access to everything, preventing unnecessary processing
time.

DHHS will have more visibility into the development of the solution and will be
able to prioritize features based on business value for each cycle. Agile project
delivery will allow for increased adaptability to changing requirements through
the product backlog.

Figure IV-D.1'14. Platform Capabilities and Benefits.

I Topic 2 - Software Architecture ■

1.2.2 Is the proposed .solution ba.sed upon a 3-liered, browser-based archiieciiire?
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Yes, our proposed

Opioid Insights is a 3-

tiered, browser-based

architecture, which is

a combination of

COTS products, open
source software, and

reusable assets.

Organizing the

architecture into a data

tier, application tier,

and presentation tier

improves the

scalability and

performance of the
platform, allowing the
Department to scale Figure IV-D.l-lS. NH DAP Architecture.
each tier independently depending on the need at any given time, while load balancing each tier
independently, improving overall performance. Modularizing into tiers also increases reliability and
availability by hosting different parts of the platform on separate servers and using cached results.

The solution is based upon a 3-tiered, browser-based architecture as depicted in the architecture diagram
Figure [V-D.l-9. NH DAP Architecture.

The solution's data tier includes an Oracle Data Warehouse that is fed using Informatica (ETL tool),
through ETL processes to integrate the data sources identified by the State (Medicaid Commercial
Member & Claims, Child Welfare DCYF Cases, Grant/State Bd!aS & Naloxone Services, Vital

Deloitte 2018 Page IV-D.l-124of 662 J



AttachmS3W^C^B(lb^^)i^4i^MPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Records/Medical Examiner data, Live Hospital ED Surveillance AHEDD, Emergency Medical Services

TEMSIS, and Population (e.g. Cursus) Data). The ETL tool is fully integrated and scalable with best-of-

breed components and processing capabilities needed to handle internal and external sources of large

structured and unstructured data required to generate data analysis. The ETL tool enables data acquisition

in a batch mode and near-real-time (micro-batches). Data loading can be customized based on the State's

requirement. Deloitte will validate and profile the data and then perform processing to create an analysis-

ready dataset using data blending. Deloitte will apply data verification methods to yield a richer, more

nuanced understanding of the available data. Different data sources require different verification methods

and questions. Our vast Public-Sector experience has shown that variables across health groups at a local,

state, and federal level are often defined differently. We will .work to develop clean data that "speaks the

same language." Deloitte brings extensive experience in data integration to identify and combine data

from multiple sources and migrate it into a one-stop data portfolio for DHHS with logical movement,

effective internal accessibility, and secure protection.

Deloitte will also use metadata management to resolve data quality issues. As higher volumes of data are

ingested, the risk of misinformation and incomplete or undefined data grows, reducing the overall

usefulness of the data stored, which ultimately impacts the quality of any downstream analyses.

Designing a metadata process fi-om the beginning enables efficient data organization and trust throughout

the pipeline, preventing the data from degrading. Effective metadata management not only builds trust

through clearly identified data, but also enables shared knowledge of how data is defined and related,

expediting future analyses.

Through the data transformation process, the acquired data is cleansed, validated, and transformed to fit

the data model, and then is loaded into the Data Warehouse. The data tier brings together DHHS,

industry, and Deloitte Team health care concepts and accelerators into a single model and data dictionary

for flexible and consistent views of data, with supporting details and governance processes to document

referential integrity and data quality rules. Deloitte's enhanced ETL methodologies reduce the time it

takes to collate, transform, and integrate data from disparate sources, thus improving performance.

The solution's application tier includes R and Python, with connections established to the data warehouse.

This application tier configuration serves as a powerful data processing engine to perform statistical
analysis, linear modeling, and regression analysis on large structured, semi-structured and un-structured

datasets, allowing for batch processing workloads that perform analytics quickly and effectively. Using R

and Python, we perform exploratory data analysis, where our team of experienced data scientists assess

datasets against analytic models for missing or defective data, identify relevant features, and structure the

data for modeling. We can quickly identify potential defects and data quality issues, assess multivariate

datasets for trends and relationships, and formulate hypotheses. Our team uses visual techniques, such as

simple scatter plots, to identify anomalies in multivariate data, box plots to identify outliers, and

correlation matrices to assess collinearity and for variable selection. The resulting insights of these >

exploratory techniques serve as inputs for model development. We use the results of the model

development process as inputs for model evaluation to compare and assess models to highlight impacts

and biases. Models are evaluated on the accuracy of their performance, along with the benefits and ease

of implementing each model. Our models support integration of the risk scores into the Data Warehouse

and Tableau Dashboards. Additionally, alerts can be sent to authorized users if the model results exceed a

certain threshold.

The solution's presentation tier consists of the Tableau Server, which houses dynamic Tableau

dashboards connected to data that is processed and analyzed in R and Python. Bringing together analysis
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I

,  results in an integrated solution and directing them to identified personas is crucial to developing insights
into actionable outcomes. The presentation framework Deloitte brings to tie back the analysis to the end
user personas is the crux of our design methodology. The dashboards are accessible through desktop tools
as well as through web browsers. Access to the dashboards can be restricted based on roles, providing
more granular control of users and device access.

Through Deloitte's strategic partnership with Google, the solution also provides a cloud platform that
provides the combined analytics capabilities of our two firms. For this solution, Google will provide the
following unique assets and capabilities: (1) New Hampshire-based Search datasets (Digital data) tied to
SUD with research showing early indications of geo-based SUD trends (2) Machine Learning engine that
provides deep data insights into digital data captured; (3) Google Maps API engine that integrates with
dashboards to provide real-time geospaiial data analysis.

The above architecture gives flexibility to development teams by allowing them to update a specific part
.  of the solution independently of the other parts. This added flexibility can improve overall time-to-market

and decrease development cycle times by giving development teams the ability to replace or upgrade
independent tiers without affecting other parts of the system. Scalability is another high-quality advantage
of a 3-layer architecture. By separating out the different tiers, DHHS can scale each tier's components
independently, depending on the need, at any given time.

Topic 2 - Software Architecture

1.2.3 Docs any pan ofihe proposed Solution require Software (other than a browser) to be installed on the client
workstation? lfye.s, describe Software that niu.st be in.stalled, and the access authorization level required to, install it.

Deloitte's proposed Opioids Insights solution is based upon a unique mix of packaged technologies,
COTS products, and reusable assets, most of which are already being used at the State for the EBl
platform. The Tableau visualizations are delivered via a browser, and developers will require several
tools.

The table below provides software that is required to be installed on the client workstation.

jSoftAvare •Description , Access Authorization Level ' ;

Informatica Power

Center

Develop data acquisition and
transformation programs

• ETL Developer

Informatica Data

Quality
Develop data validation, cleansing,
and consolidation programs

• ETL Developer

Tableau Creator Explore and build custom datasets;
build data visualizations

• Dashboard Developer

• Power Users

R & Python

Libraries

Develop statistical and predictive
models

• Data Scientist

• Power Users

Figure iy-D.1-16. Client Workstation Software.

'Topic 2 - Software Architecture

1.2-4 Whai add-on or third-party Software is required to .support the functionality desired by the State?
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Our proposed solution, Opioid insights, leverages the Department's Enterprise Business Intelligence
infrastructure that includes Oracle Database, Informatica Power Center, Informatica Data Quality,
Tableau Creator, and Tableau Server. In addition to the software included under the EBI infrastructure,
Opioid Insights will require open source software libraries of R and Python to develop predictive models.

jTopic 2-Software Architecture
1.2.5 What programming languages are used for development, configuration, and customization of the proposed
Solution?

The table below provides the programming languages used for development, configuration, and
customization of Deloitte's proposed Opioid Insights solution components.

|Solution Compoiients Programming Language " . ; '

Oracle Data Warehouse SQL and PL/SQL

Data Acquisition, Standardization,

Transformation

SQL & Informatica proprietary functions

Predictive Models R and Python

Dashboards SQL & Tableau proprietary functions

Figure IV-D.1-17. Solution Componentsand Supported Programming Languages.

)Topic 2 - Software. Architecture .
•  ' - t

1.2.6 What components of the Software, such as middleware, are proprietary?

Deloitte's proposed Opioid Insights solution utilizes no Deloitte propriety software, only standard COTS
products already utilized in the DHHS enterprise architecture along with the GCP platform included in
our DAP proposal for digital data trending.

jTopic 2 - Soft>varc Arcliitecture

1.2.7 Is yoiii solution dependent on open source software?

Yes, Deloitte's Opioid Insights solution utilizes open source software libraries of R and Python to
develop predictive models. Both of these software libraries run on a wide variety of UNIX platforms,
Windows, and MacOS.

[Topic 2j- Soft>vare Architecture
1.2.8 Wiiat is the growth potential of the propo.sed System-

The Deloitte team currently working to deploy EBI understands that future growth potential is dependent
on a strong foundational model and solid design principles. As EBI evolves to become the Data Analytics
Platform (DAP), which serves as the underpinnings of the Opioid Insights solution,, these same design
principles continue to drive our development. The design of the data layer is typically the least
appreciated component. However, our experience tells us that this is the most critical activity when
building an enterprise analytics environment. New data sources are integrated by leveraging common
dimensions such as member or provider, allowing users to perform complex analysis across disparate
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populations. Common data sources are modeled to support ease of use and extensibility, considering and
evaluating design options to support future growth over short term needs.

With respect to the analytics capabilities of the machine learning and analytics models and visualizations
serve as a framework to build upon as new data and models are integrated. The solution is scalable to
include more advanced statistical analysis, predictive analytics, and machine learning to meet the State's
future needs in Phase 2 and beyond. The underlying visualization layer, built leveraging Tableau,
supports building out a robust analytic visualization layer with decentralized publishing capabilities,
provided to authorized users, to support a multi-agency strategy. Additionally, the integration of the
Google Cloud Platform provides capabilities to integrate new and innovative data sources, such as Google
search, location, and YouTube and other social media data. These datasets, combined with the Google
Machine Leaming engines, provide an environment that can be scaled to meet the largest, most complex
data challenges the future holds. The GCP platform could be used to augment to the DAP platform for
high intensity compute activities like training of new machine leaming models or other intermittent
demand capacity tasks.

jTopic 2 - Software Architecture ' ■ . - . ■ '' ■ "_!
1.2,9 What is the time frame for technical obsolescence of the proposed Software? (For the purpose of this
c]uestion, the version of the proposed Softwai'e woiiid-be considered obsolete when suppon is no longer available.)

Our proposed solution leverages the Department's existing Enterprise Business Intelligence
inffastmcture. The table below provides our understanding of the current version and the obsolescence
dates associated with the on-premise software. The GCP platform is provided as SaaS.

isomvare
Vt ■ ersioh

Oracle 12c August 2019
Informatica Power Center Advanced .10.2.0 Latest version offered by Informatica. No end
Edition date set by Informatica for this version.
Informatica Data Quality Standard
Edition

Tableau Server 2018.3 Core based Subscription Model, will receive
Tableau Desktop quarterly updates as along as the subscription is

active.

Figure IV-D.1-18. Opioid Insights Proposed Software Version and Vendor Support End Dates.

Topic 2 - Spftwflrc Architecture

1.2.10.How will the proposed solution allow for end users to share dashboards to social media (e.u. Twitter,
Facebook, Google+ or other social media websites)?

Opioids Insights dashboards provide authorized end users with the following options to share information
with other authorized users as well as on public-facing social media websites.

How do you want to share your insights? ^

Share an Image ShareaLIRL Share a PDF/Excel/CSV
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I  . . ' How do you want to share your insights?
All visualizations can be

exported as high-resolution
images to post to social media
sites such as Twitter,
Facebook, or Google+

Using a pre-defined public-
view user role, specific links
can be hosted and shared to

allow followers to interact with

public dashboards via a
hyperlink

Detailed data that supports the
visualizations can be exported to file-
sharing sites to increase accessibility
to data

I»i<

HH PuWkKMllh
QMrVMiHnBl

Check out how our 'hub and spoke'
treatment model Is mlucinjt opioid abuse
In Nw Hampshire.
opfold36o.coni/\1cwD«ishboard/2837i'
^  A Fwd* ***

ft

\

E-Si-

Figure IV-D.1'19. Opioid Insights Options to Share Visualizations.

In addition, for datasets or aggregates which DHHS considers to be "public access" the Tableau platform
can be used to expose analytics using the inbuilt Tableau capabilities with guest access similar to the
DHHS Wisdom. These techniques could also be combined with the Google nudge strategy placing the
access points as advertisement links based on search predicates.

Deloitte- 2018 Page rV-D. 1-129 of 662



AttachmS3W)^EdWb^ffi¥|5^iAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Topic 3 - Data Governance and Management
{Topic 3 - Data Governance and Mnnagement ' •

1.3.1 [ low will your solution meet the departments needs to establish a robust governance structure for its ...

The governance structure that will enable the

efTective sharing, reuse, and governance of
Enterprise Business and Technical Services

improving collaboration, data stewardship,
and data driven decision support at all levels.

Our approach is based Agile for Advanced
Analytics (AAA) Data Governance (DO)
Framework that is centered around a

collaborative approach giving stakeholders the
required context to make good decisions,
documenting data flow for accountability, and
promote compliance with existing and
upcoming data governance standards. This

approach integrates with Data Modeling
(DM), Enterprise Architecture (EA) and
business processes (BP), superseding inter
departmental and technical silos for improved
visibility and control across domains.

Datn GoverDance Framework

l)jL>

ArchitcctuiV'
Organizaiton

Technology/
Diitu

(•ovcrnnnci-

!'>:) nu-Hork

I Policies.
I Principles

&

.Siunditnls

I'iDCCSSCS

A Prucliccs
liovcniaiicc

.Metrics

l-'iuhli.<d with li coinprchcnsiv
chongc manugement

Figure IV-D.1-20. AAA Data Governance Framework.Our proposed framework is made of six

components that include Organization,
Policies & Standards, Governance Metrics, Processes & Practices, Technology, and Data Architecture.

The table below lists key activities supporting the phase one scope of work the DG framework which will
establish the foundation for future phases.

'Activity Details

Working sessions/interviews are conducted focusing on the existing & targeted state
of maturity, while prioritizing people, process, and technology to enable
organization transformation. These sessions will provide a platform for agency-level
input and collaboration for the development of a customized DG strategy.

The DG strategy will document the approach to expanding and/or implementing a
data governance organization to meet both DHHS DAP project needs. The outputs
will help the State deliver and sustain data integrity through people and"processes,
while enabling the technology required to manage, maintain, and leverage
information as a resource.

Define Data We identify and provide information to formalize data policies and procedures for
Governance managing the data domains within the scope of this RPP. These policies and
Policies & procedures will cover data governance related activities, such as metadata
Procedures management, data profiling, and data privileging, and will leverage leading

practices and learnings.

Evaluate Current

Data Governance

Practices

Define Data

Governance

Strategy &
Framework
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lActivitN' Dctailis

Mentor Data Slate and Agency personnel will receive mentoring to promulgate data governance.
Governance This will,be done via coordination with Organizational Change Management
Champions (OCM) teams.

Figure IV-D.1-2L Key activities involved in establishing the DG Framework.

■Topic j - Data Governance and Management
1.3.2 How will liiis soliilion increase delivery of business benefits for New Hanip.shire, including faster.. .

Deloitte's AAA approach to the data governance framework is underpinned by the belief that the end goal
of data governance is to change data from a cost of doing business into a value-added asset. The business
benefits can be grouped around four themes:

JTheme' Benefit !
Data Quality • Unlock the value of data by establishing the rigor to ensure that data is accurate and
Assurance conforms to "fit for purpose" business standards

• Create an integrated central repository of data sources with the necessary tools to
rapidly integrate new data sources, enhance existing predictive models, and provide
the capability that allows end users to build and deploy dashboards or visualizations

Cost and • Reduce cost and development time by creating decision rights and associated
Time Savings accountability for process changes

• Cut the lime spent on reconciling and mapping data for different use cases across the
platform and increase use case flexibility

Operational • Provide an integrated central repository of data sources with the necessary tools to
Agility rapidly integrate new data sources and enhance existing predictive models

> Empower end users to build and deploy dashboards or visualization rapidly
Consistency • Create a platform for consistency and transparency in data-driven decision making by
and increasing the repeatability of analytic results
Transparency * Provide consistent definitions and data lineage across the organization through

Business Glossary and Metadata Management
Figure IV-D.1-22. AAA Data Governance Framework Business Benefits.

■ Topic 3 - Data Covcrnniice and Management . -
1.3.3 How will the .solution chajige the planning, development, and operation of application systems, and ...

Cross-functional, multidisciplinary teams collaborating to deliver a holistic solution need to be supported
at the organization level by eliminating silos and effectively managing the application life cycle. Our DG
framework will document the process and compliance parameters required to support decision-making
and to facilitate the planning, development, and operational facets of the solution across the life cycle of
the DAP project.
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Figure IV-D. 1-23. DAP Life Cycle.

Clear objectives and separation of roles within teams, as well as demarcation of work between multiple
teams, is important to minimizing duplication of efforts and supporting the identification and leveraging
of cross-team dependencies. The following are the sample collaboration methods that we will leverage for
this project:

I Sample Collaboration Methods . '
Representative cross-team daily stand-ups will encourage teams to share high-level updates on their
respective team's work, identify impediments, and collaborate with other teams.

Multiple stakeholder check-in enables the State and other stakeholders to discuss scope, acceptance
criteria, and dependencies to align and prioritize initiatives and validate solution backlogs. This
approach creates stakeholder alignment and helps facilitate decision making. '

Regular monthly cross-team review and planning sessions allow teams to define high-level
requirements, map cross-team dependencies, and help teams understand the integration of team
outputs.

Creation of a cross-team retrospective platform empowers teams to examine and reflect on their
collaboration processes, identify action items, and create accountability for improvements.

^Topic 3- Data Governance and Management ,
1.3.4 What will be the base structure of the Governance process and how will it en,surc that the inrrastriicturc...

The base structure of the DO framework will support the effective mobilization of shared infrastructure,
business, and technical service components in the DAP platform for re-use across the State.

I Component Description

Processes, Policies,
Standards and

Procedures

Organization,
Roles and

Responsibilities

Evolving processes, policies, standards, and procedures are key to enabling
effective data governance through process automation, including data
stakeholders in decision-making and the evolution of procedures to
accommodate the increasingly distributed nature of data.

Extending the roles and responsibilities of the DO framework to the
development life cycle, focusing on data security roles and empowering Data
Stewards.

Technology and
Tool Capabilities

Tools such as cognitive and automation technologies, effective integration, and
leading data security practices support data governance.

Data Cataloging Cataloging data to create an enterprise level Data Catalog is instrumental to
establishing a holistic helping stakeholder to discover, understand, and trust
potentially relevant assets; This provides a semantic approach for content
discovery.

Figure IV-D.1-24. Components ofthe DG Framework Base Structure.
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jTopic 3 - Data Governance and Management ' ' i
1.3.5 How will the solution address a systematic method for the Department to make decisions?

1.3.6 Wiiat will your process be to identify wito has the authority to make decision.s, establi.sh the precepts ...

The established and agreed upon framework will define the process and the key roles and responsibilities
of the decision makers. Data-related challenges are mitigated through reducing ambiguity, establishing
clear accountabilities, and circulating data-related information to all stakeholders. A Data Management
and Execution team is created with the responsibility for maintaining the alignment between stakeholders
and clearly delineating lines of responsibility based on data ownership.

jTopic 3 - Data Governance and Manngement ' i

13.1 How will the soluiion reduce risk-s and ensure that people accomplish the State's .strategy, goals, and ...

The new DO framework supports a culture of informed decision making by establishing standardized
processes and a clearly defining decision making structure which helps drive project success and reduce
ambiguity around data which is one of the state's most important assets. By standardizing data quality and
establish a well-defined metadata process across systems in scope of the DAP, and by clearly identifying
data owners and data steward, project risk is dramatically reduced while ensuring the State's overall DAP
strategy, goals, and priorities more easily achieved.

[Xopic 3 - Data Governance and Management .
1 .3.8 How will the solution,implement, and subsequently optimize governance for compliance by ...

The compliance decision paradigm can be separated into three strata:

• Automation centric: High-volume, Low-subjectivity

• Human centric: Low-volume, High-subjectivity

• Hybrid: Combination of computer systems and human action

The DG framework will contain a set of decision rules to identify the optimal route for each directive
according to the compliance profile, e.g. data with Personally Identifiable Information (PII) and Protected
Health Information (PHI) will be directed to computer systems for processing to ensure strict individual
privacy.

• Automated rule-based tasks can be conducted without physical and temporal constraints, can make
objective decisions, and are scalable. However, these are not flexible and lack accountability and
transparency.

• Compliance tasks which need decision making, which involves context-based attributes, usually need
human input to incorporate ethical decisions. However, this can also lead to human error and biases as
well as less efficiency.

• A hybrid approach where machine learning algorithm with guidance from humans may be the best
method to span these two approaches.

.Topic 3- Data Governance and Mftnagenicnr

1.3.9 What tools and/or technologies will be required to enable DAP Governance within the State?
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To meet phase I data governance requirements we do not envision the need for additional tools beyond
those available. As part of the phase I data governance framework development process the team will
included evaluate the need for a tool and include tool recommendations if appropriate.

The ideal tool provides a holistic, pan-enterprise view of data governance programs by collating domain
knowledge scattered across disconnected silos. It should integrate across all tiers in the DAP Program for
oversight across the DAP process flow. Deloitte's DC framework will provide tool recommendations for
the Department to enable DAP Governance within the State, maximizing the use of Department's existing
tools while supplementing with additional tools that provide enterprise-level data governance &
management.

(Topic 3 — Data Coveriin'nce and Mariagem'ent 1
1..).10 How will your solution provide a strategy that enables the State to document the roles and responsibilities...

Deloitte's AAA methodology for Data Governance revolves around identification of critical activities to

support the effective implementation of the data governance and management decision, and then mapping
roles and responsibilities from these activities to create a RACI chart. A RACI chart is a matrix of all the

activities or decision-making authorities undertaken in an organization set against all the people or roles.
This matrix is developed to coalesce these functions in the form of a staffing plan with clearly defined
roles and responsibilities as illustrated below:

Roles

Is |J §
'—EOS C

5  "

jCowrnjuice
IStra(cgy

iDsta Policies

i& Principles.

Organization

iCoscrnance

Processes '

(Tools &

.Technology

'CoNcmance
■ Bements

Legend

Nil nAtoc-ooiJ

Figure IV-D.l-lS. Sample RACI Matrixfor Data Governance & Management.

Topic 3- Data Governance and Maiiiigement ■ ,

1 ..5.1 1 How will your solution address the Depariment s roles and responsihiliries, as well as providing the
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The DG framework will define the Department's roles and responsibilities, along with the skills required
for the staff to be part of the DAP governance and management team as previewed in the table below:

{Roles. Responsibilities ' ' . '

Program • Provide guidance and direction, review completed deliverables, support resource
Sponsor availability

Project • Manage day-to-day activities - project communication, analysis, deliverable
Manager development, issue resolution, manage risks, issues, action items and delivery

State Team Business and Technology SMEs:

Core Project Team - Facilitate information requests, perform detailed reviews of work
products and deliverables, assist in execution of project activities

System application SMEs - Provide details on existing applications, requirements, and
react to target-state scenarios

Business leaders and SMEs — Provide a history of existing initiatives, business drivers,
application suitability, future business capabilities
Functional SMEs on Material, Vendor and Customer data — Deliver key statistics and
performance data, provide information on current state, provide documentation

Key
Stakeholders

Review approach/results, provide feedback and direction

Represent project in senior executive meetings
Identify and assign appropriate resources and access to extended team

Data Owner Approve data domain and attribute definitions, calculations, and requirements
Ensure consistency and quality across types of data
Review and approve data standard specifications

Escalate cross-functional data standardization decisions to the Data Governance

Council

Data

Steward

Set, communicate, and implement business practices and standards by domain
Work in groups by domain area to monitor standards, practices, and processes
Rationalize changes and assess impacts
Escalate data issues or opportunities to the Data Organization
Monitor and audit the quality of data within the DAP domain

Data

Custodian

Set, communicate, and implement technical practices and standards for data
Work in groups to monitor standards, practices, and processes
Rationalize changes and assess impacts
Escalate data issues and opportunities to the Data Governance Organization.
Identify technical challenges and issues as it pertains to DAT source system data

Figure IV'D.1-26: Recommended Roles for Department's Governance Team.

{Topic 3 - Data Govcriiance and Management

1.3.12 How will your .solution fill, leverage as well a.s, if applicable, re-define the following roles?
1.3.12. [. Archiicct-s; 1.3.12.2. Developers; 1.3.12.3. Quality assurance (QA"): 1.3.12.4. Database Administrators;
1.3.12.5. Operations and system administration staff: 1.3.12.6. Business analysts
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Deloitte has provided a list of project resources required to meet the RFP requirements. The role of the
architect is the responsibility of Greg Spino, currently working on the EBI implementation. Greg has over
twenty years of dat'^arehouse, data integration and analytics experience building and support multi-
agency platforms.

The development lead, AbHishek Pathak, has prior experience leading complex data integration and
analytic projects with specific experience working on the New Hampshire MMIS. Abhishek will lead a
team of ETL developers, Database Administrators, Data Modelers and Tableau Developers. Our team
offers resources that understand the current NH infrastructure and environments reducing risk and
facilitating strong collaboration.

Business Analyst and Quality Assurance positions are vital roles on the project and are filled from
Deloitte pool of public sector resources with experience on large Health and Human Services data
integration projects.

[Topic 3,- Data Governance and Miinagcmcnt

1 .3.13 How will ilie proposed DAP governance solution provide decision making guidance Ibi all stages in ...

As stated in response 1.3.6, proposed governance framework will provide decision making guidance for
the establishment of Organization, Policies, Principles & Standards, Processes & Practices. The
framework will provide a life cycle structure leveraging predefined deliverables templates and content.

jTopic 3 - Data Governance and Management y

1.3.14 How will the .solution address specific life cycle stages and issue.s a.ssocia!ed with the following?
1.3.14.1. User Security Management Services

Designing security for authorized users of DAP is critical. User security management supports selective
restriction of access to source/intermediate/target systems, various environments, and data interaction
interfaces through authentication, authorization, and access control. Authentication verifies user identity,
authorization determines the user permissions, and access control enforces the security permissions to use
the data. The Role Based Access Control (RBAC) model determines access based on a user's role and
implements the Principle of Least Privilege (PLP) and Principle of Separation of Privilege (PSP).

User security management is a composite of two processes

Maintiuning a catalog ofiiscr access prolllcs

•  Builds aiui iruiimains an active rcposiioiy ot all
ol tlic user accc.ss pn>lilcs

•  Audil.s ihe access prolilc.s pcriiHlically li>r
consistency witli rcquireincni

•  Asses the access leijucsts liir I'l.l'and PSP
compliance

•  Ih aluatc acccs.s pnillles when new
liinctionalitics arc added or removed

Provlsioniiig useracccss requests

Venlles the user

'ProN'ides aeeess rights
Msmiiors the identity status
Renii"»ycs orrcstricts access according to role
changes

lj)gs mid tracks access lor eohiplianee

NH DAPOC-OltB

Figure IV-D.1-2 7. Profiles and Proyisioning,

A critical aspect of the DAP, Agile security management, is a continuous, pervasive, and proactive
method of protecting assets, and involves all team members during all life cycle phases as illustrated
below:
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Stage/Phase . • ' Action:

Initiation/ Discovery Document existing systems/applications and users

Configure users in the Identity Management solution with support for single
sign-on

Review existing security policies and their impact on the scope of the project
Identify legacy misaligned default settings or unnecessary privileges
Change default passwords or configurations allowing access without
authentication

Design/ Development Formalize the project security expectations in the Cross Functional
Requirements
Include information about the level of security needs in the acceptance
criteria

Create an inventory of human resources and process to identify/prioritize
potential threats

Review the security of feature on PIT and PHI data storage, encryption, and
access protocols

Test to validate behavior if a non-privileged user attempts to access
privileged information

Delivery/Maintenance • Verily services are configured to follow the PLP and PSP guidelines
• Develop an incident response plan, for recovery and mitigation from a-

vulnerability incident

• Verify monitoring infrastructure to detect unauthorized access via
logs/network monitoring

Figure IV-D. 1-28. Life cycle Themes.

[^fopic 3 - Datn Governance and Mnnagemynt
1.3.15 How will the solution ensure .«^trategic alignment between the deployed technology and the future-state ...

To maintain strategic alignment, critical components need to flex and change as the strategy itself shifls in
response to the evolving requirements of stakeholders. The key factors for organizational agility include:

• Lean process redesign - Streamline processes and minimize waste

• Digitization - Digitize stakeholder experience and operations

• Advanced analytics - Provide intelligence to facilitate decisions

• Intelligent process automation - Replace routine human tasks

• Business process outsourcing - Outsource to vetted providers

fTopic 3 - Data Governance nnd Manngenicnl . . "

1.3.16 What i.s the propo,sed change control process tor considering and accepting or denying chanues...

The need for change management and control is a salient feature of our AAA methodology due its
iterative nature, the amount of chum created, and consequently, its impact on project climate and
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readiness. A detailed explanation of the change management control flow is provided in Topic 21 -Scope
Control question 2.4.4.2.

{Topic 3 - Datn Governance and Mafiagemcut

1.3.17 How will the propo.scd solution develop and obtain buy-in for a stakeholder and communication ...

Our methodology provides a stakeholder and communication management plan and approach to

collaborative workshops for DAP. Creating transparency and measuring project progress for stakeholders
is a key pillar of our methodology. Topic 3 - Work Plan, 2.4.6.1 elaborates our methodology for

communication management.
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Figure IV-D.1-29. Collaborative Workshops with Stakeholders (Illustrative).

jTopic 3 -T Data Governance and Management ' . '
1.3.18 How will your methodology address organizational a.ssessments and gap analyses for the affected ..,

Deloitte addresses this requirement through our AAA methodology which combines our knowledge of the
NH DHHS organization and systems along with our experience with the EBI project. Our approach

includes identification of key participants, gathering input from stakeholders using our data capabilities
assessment toolkit, and documenting that will be covered in our organizational gap assessments.

Daia

Governance

Dala

Standards

CommuDication

Rusincss

Ownership
Data Source

Prioritization

Central Data

Repository

Technology

Uiid-to-Hnd

Integration &
Sviichronization

Figure IV-D. 1-30. Data Capabilities.

Our proposed DG framework will create a Data Governance Organization (DGO) structure to guide the
people, processes, and technologies needed to manage and protect the State's data assets. The DGO will

be organized in a pyramid structure to manage participation, and to facilitate strategy, guidance, and

effective decision making.
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Figure IV-D.l-ili Data Governance Organization Tier Model.
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Topic 4 - User Friendliness and Usability
IXopic 4 - User Friendiiiifss and Usability ,
1.4.1. To whai extent is the Software u.sed in the proposed soltition intuitive based on the likelihood that the user
has experienced other applications with similar graphic user interfaces.

Opioid Insights dashboard modules "Indicators" and "Benchmarks" will leverage the same user
experience design techniques and software platform (Tableau) that was selected by DHHS based on ease
of use. The Tableau based platform is currently being used to build EBI dashboards for DHHS, including
LTSS and Granite Advantage. The Opioid Crisis dashboards would be accessible through the same login,
navigation model and with the same UIAJX theming.

LTSS Executive Provider

Dashboard Service Coordination Oversight Current Provider Network

- ifti

TSS-

o

llBI.I Oq m B

cii'
liu^B. iO 10

This high level provider dashboard
will display key high level LTSS
provider metrics and include the
ability to Alter these metrics down
to a medium level of granularity

The service coordination oversight
dashboard will display key detailed
LTSS agency-level metrics and
include the ability to Alter these
metrics down to a medium level of

granularity

The current provider network
dashboard will display key detailed
LTSS provider metrics and include
the ability to Alter these metrics
down to a medium level of

granularity

Figure IV-D. 1-32. Sample dashboards^ currently in the process of being themedfor DHHS.

OurHHS intCTBCtive Opioid Accelerators use the same underlying technology and will be themed to
match with your selected Ul/UX schema and navigation model. This will provide a unified, clean and
intuitive user flow, matched with helpflil built-in user guides.

We understand the significance of the analytical outcomes represented in the user interface of this tool.
Livelihoods are at stake and depend on the ability of your analysts and leaders to make decisions through
interpretation of effectively displayed data. The accelerators we bring are based on our familiarity with
your team, your evolving preferences, and your existing investment. We will provide a unified and
seamless experience differentiating us from our competitors.

Opioid Insights approach to design is based on our proven AAA methodology which is a 4-step iterative
process to achieve a user-centric design that fuels the creation of a well-designed system that resonates
more deeply with your stakeholders as illustrated below. Prior to the onset of this project, the existing
platform UIAJX theming and infrastructure will be established, allowing us to shift to interactive Agile
development leveraging the inbuilt capabilities of Tableau to rapidly deliver sprints with live work
products using the process outlined below:
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Figure IV-D. 1-33 AAA User-Centric Design Approach.

User Interface Design Approach

Research Stakeholder interviews and visioning sessions to gain a better understanding of the
end-user personas. We then design for key personas which are a representation of the
major user groups most consistently using Opioid Insights. These personas - selected
by you - become the center of our methodology. We work to understand their core
business questions, preferences, working styles, historical technological constraints,
and working conditions.

Envision At this step we begin designing the user experience. We explore intersections
between user and operation needs, and work alongside your users to develop interim
work products using the Agile sprint delivery model. Specifically, we map core
business questions specific to each persona and create data-to-decision-to-action
flows such that the right business questions can be clearly answered and acted upon.
As users provide input and feedback during our design process, pride of ownership is
created and barriers to adoption are reduced. By bringing users along the design
journey with us, we are preparing your teams to use these systems from day one, so
that they can quickly be self-reliant and prepare their colleagues to be the same.

Prototype We refine the user experience'through prototyping using wireframes to rough out the
initial sketch and/or directly in Tableau depending on the design predicates. During
prototyping we will transition from wireframes'(if they are required to sketch out the
initial solution parameters) to prototyping of dashboards and indicators directly in
Tableau using an Agile process that includes sharing in process asset development
and iterative sprint-based work product delivery.

Iterate Final step is to iterate. This process allows us to further refine the user experience
through a reexamination of user personas, business questions, and data-to-decision-
to-action flows. At each iteration, we update and validate the wireframes or the
solution where back-end changes are required working through the prioritized
backlog.

Figure IV-D. 1-34. Design Life cycle.

Topic 4 - User Frieiidliricss and Usability ;" .

1.4.2. How efficient i.s ihe Software in terms of the number of operations required to perform basic tasks.

Our AAA methodology offers efficiency across three dimensions as illustrated in the table below;
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Our Proposed Solution Efficiencies

Design Our team will develop user interfaces to answer durable, enduring questions to ensure
Efficiency the dashboards provide answers to business questions that are most asked over an

extended period by their respective personas. For each of these questions, we seek to
reduce the number of steps to retrieve an answer, often centralizing the answers into
single-glance, or single-click locations (e.g., key performance indicator bars or
pages). For the Opioid Crisis Dashboards, we will leverage our HHS Interactive
Opioid Insight dashboards along with existing NH experience (e.g. NH Wisdom).

Performance

Efficiency
Performance is a crucial component of our design methodology. In addition to
following the best design practices that we have developed with our years of
experience in Tableau implementations, our team will apply the Tableau performance
recorder to identify and fix the problem spots which slowdown the response times.
For example, using functions such as "hide all unused fields option", applying extract
filters, optimizing extracts by performing calculations in the database and reducing
nested calculations etc. will improve the query speed and performance, leading to
accelerated viewing of analytics.

Day-one results
efficiency

Opioid Insights includes "Benchmarks" which is our proprietary list of opioid risk
metrics and algorithms that will be configured into the Department's environment, to
bring you insights on day one.

Figure IV-D.1-35. Solution Efficiencies.

Opioid Insights dashboards provide enhanced data
visualization and integration of unique, geographically-
specific indicators of the opioid epidemic. They enable
surveillance of various aspects of the opioid epidemic,
including opioid prescribing patterns, illegal activity, opioid
drug deaths, emergency room visits, and treatment
facilities. Department stakeholders can use the tool to
understand opioid-related activity (diagnosis, procedures,
prescriptions, mortality) and identify potential areas for
intervention.
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Figure IV-D. 1-36. Sample Dashboards.

Dashboards enable data assessment at differing geographic granularity: state, region, county and township
level. By looking at the problem geographically. Department will be able to assess problem areas, track
trends over time, forecast future values, and identify areas to act.

The solution also includes Google data sets, including New Hampshire-based google search datasets, that
will be used by our proposed At-Risk + model, which will combine search data with the de-identified
APCD member claims data from EBI to produce early indications of geo-based OUD trends.

h^qplc 4 - User Friendliness and Usability ■ .
I.4..V How does tlie Vendor's proposed training process support the application?

We believe the combination of a user-centric design approach with a Train-the-Trainer methodology and
a shadowing approach for power users and developers to be most effective for training the largest number
of users to support the application.
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By engaging stakeholders at every step of the development process, we gain buy-in and user insights. The
state staff will also be integrated with the Deloitte team through consistent collaboration and shadowing,
which will allow the state staff to have all the needed knowledge to continue to improve the application.
We also provide the participating stakeholders a core set of users who understand the infrastructure that
supports and business rationale behind each element of Opioid Insights. This experience will enable these
stakeholders to serve as resources for other as Opioid Insights is rolled out.
By including a shadowing approach for continuous knowledge transfer and a unified Deloitte and state
team, the application will be understood by a multitude of cross functional team members. This will allow
more users to be able to help others learn about the system and be a part of the training process.
We will design our Train-the-Trainer curriculum and shadowing sessions using real-life scenarios tailored
to your operational priorities and required analytics challenges. ^

For more information on our training development and approach, see section D.2.2.

iTopic 4 - User Fricridliiicss and Usability ; , , • .
1.4.4. How much time is required to make new users fully functional and able lo input into the system?

Our user-centric design process intends to reduce the time from the introduction of Opioid Insights to a
fully functional user base. This is due to the quick and easy understanding that is a core component of
user-centric design. We anticipate that the average user would be able to navigate and use the dashboards
with little to no training through usage of an intuitive navigation model and visual self-explanatory
dashboards that use fly over and annotation to provide context.

We expect trained (or untrained) users will be able to put their skills lo the test immediately through: 1)
the intuitive design structure; 2) the instructional tool tips and Quick Reference Guides incorporated
throughout Opioid Insights (see section 1.4.7 for more information).
There will be quick instructional sessions hosted by a combination of Deloitte trainers and state trainers
from the Train-the-Trainer program that will help users further their skills and abilities within the
application. This will be supplemented by the QRG's and hands on exercises that will allow for the users
to quickly gain the knowledge that will allow for them to be fully functional in the new application. All in
all, a new user can understand full functionality of the application within a few days of starting the
training curriculum.

This training will be augmented by deeper dive training for DHHS and DoIT staff that will be working
with the core technologies along with shoulder to shoulder knowledge transfer to prepare the State to
transition and/or extend the DAP investment without reliance on a vendor.

Topic 4 - User FricndJincss and Usability \ , |
1.4.5. E.xplain any function driven capabilities that exist in the proposed apfjiication.

We will be implementing Opioid Insights dashboards in Tableau. Tableau is developed with the function-
driven capabilities for: exporting datasets and visualizations to various output types (e.g., .csv, .pdf);
viewing across user types by user screen preference (e.g., desktop, laptop, tablet, smart phone);
customizing to user preferences and clean user flows and intuitive design features; flexibility across
browsers; and Section 508 compliance, among others.

All of our end user outputs from our HHS Interactive Opioid Insights, including Indicators, Benchmarks,
At-Risk and At-Risk+ will be managed using the same basic end-to-end process described below:

Deloitte 2018 ' ' Page iy-D.l-i43 of 662



AttachmS3W^E^0'^o^®^(^iAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

• Exporting data and visualizations: Your data should be accessible in the form most relevant to your
reader. Opioid Insights dashboards provide capabilities for printable reports that can be customized in
the Page Set-up dialogue box. Where users simply need raw data, dashboard allows authorized users to
drill-down into the underlying transactional level data from every data point, including graphical charts
with options to export the data in .csv format for further analysis.

• Viewing across screen preferences: Users have different preferences; some like to view data on a cell
phone on the quick trip to the board room, others like to dig into the data across three screens. We want
to make sure that we build Opioid Insights to do just this. Native Tableau functionality will be
leveraged to adjust and preview the look and feel of dashboards to be compatible with any device.
Tableau's "fit all" option allows us to automatically scale the view of dashboards across multiple frame

• sizes. Where the automatic functionality does not cut it, Tableau allows us to customize views based on

the most common screen preferences by Department's users.

• Customization for a clean user experience: User experience is the governing principle of our AAA
dashboard design methodology, our proposed Tableau based dashboards provide Department users a
clean interface, attractive color palate, and continuously supported updates from Tableau allow us to
adapt a user experience with the evolving needs of your users.

• Flexibility across browser types: Tableau Server, Tableau Public, and Tableau Online seek to deliver

compatible experiences across all browsers. Web browsers with HTML 5 <canvas> element (Internet
Explorer 9.0, Firefox, Chrome, and Safari) are supported for client-side rendering. This means that we
will be able to adjust how much data will be rendered across computers and mobile devices based on
view complexity thresholds. This will allow us to ensure that display speeds are adjusted according to
the processing power of a user's system.

• Compliance: We recognize the importance and value of Section 508. Tableau based Opioid Insights
dashboards helps us to meet that degree of compliance. Tableau Versions 10.2 and later support
adaption and support for screen readers, braille keyboards, and keyboard-only navigation. The Color-
Blind Palette also allows us to select colors that can be quickly understood by viewers of all abilities.

Topic 4,-^ User Friendliness and Usability • . ' , ' ■ .

1.4.6. How does the .solution addre.s.s advanced analysis such as predictive analysis, root cause analysis, actionable
information to determine cost-effectiveness, identification of'hot-spotier.s" (clients in communities with multiple
comple.x health conditions who are high-utilizers of care, services, etc.)?

Consistent with Deloitte's #1 ranking as a provider of applied analytic solutions (see corporate experience
section), the Deloitte solution provides a wealth of advanced analytic capabilities including in the three
areas detailed below: predictive analysis and root cause analysis, identification of "Hot spotters", and
determination of cost-effectiveness. Key to Deloitte's independent rankings is our ability to make
advanced analytics easily accessible within a user's organization by using proven solutions like HHS
Interactive along with labs where clients participate in finalizing the customized user interface design.
Deloitte has completed 1000s of our persona-driven design labs like what we will provide New
Hampshire. This customization increases the "usability" and user-friendliness of the solution, namely, it
improves user acceptance and adoption, increases the impact the analytics have on how people do their
job and meaningfully improves how the analytics help the organization achieve its mission.

Predictive Analysis and Root Cause Analysis: As an individual becomes at elevated risk of OUD or is
clinically diagnosed with OUD, the factors that drive this condition are informed by data from multiple
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systems. Putting this comprehensive person-centric or "360" view together around an individual is critical
and will be a valuable outcome of this project. It is also a key factor in the NIH HEALing operating
model should the New Hampshire/Dartmouth team be selected. Once this person-centric view is in place,
advanced machine learning predictive models (see At-Risk and At-Risk+ in section 1.1.26) are trained to
provide early identification of CUD based on various attributes proven as predicators as we will
demonstrate through the iterative model refinement and benchmarking against historical data to "proof
the model.

Once identified at the individual level, this information is aggregated to the community or state level. The
HHS Interactive user interface allows for this information to be filtered, soned, and analyzed across
multiple dimensions. Views will allow visibility into correlations between the predictions and the input
variables subject to various filters. Deloine's experience shows a key to developing accurate predictive
models for individual opioid users is to use both time series of the data (i.e. changes at the individual level
over time are important for making early and accurate predictions of OUD) and "synthetic" variables such
as life factors (social, medical, welfare, prescription, treatment, etc.) which allow for multi-step model
training. This last step is important, so the model does not become a "black box" but rather we can easily
understand the variables, mostly synthetic, that drive the OUD prediction thus encouraging user
acceptance of the predictions. The usability and user friendliness of the solution allows for a rich array of
data manipulation across the three types of data: geospatial, temporal and topic specific including the
above-mentioned life factors for the individual aggerated to the community or state level.
Deloitte has experience building predictive models for a variety of commercial and public clients. For
example, a Medicaid MSO in the Midwest hired Deloitte to build an At-Risk model to identify who
within a ~1M patient population of opioid users was at elevated risk of OUD. The model used data sets
like what will be used in New Hampshire. When compared with a competing rules-based predictive
model, the At-Risk model produced impressive predictive results including: 85% accuracy (vs 15%), 10%
error rate (vs 50%) and 50% faster predictions (4-5 months vs 9 months). The results were easily accessed
through a user interface based on HHS Interactive. An additional version of the At-Risk model used
massive, person-centric Lifestyle data provided by Deloitte called PredictRisk which provides -1500
commercially accessible data elements on every adult (268M) in the U.S. updated monthly. The NIH
HEALing proposal exclusively includes using this Lifestyle data on every adult in the 15 New Hampshire
sites (-500,000 adults). This Lifestyle data when combined with the New Hampshire government data
will have the potential to drive powerful at-risk OUD predictions with the potential to significantly help
not only New Hampshire but, through NIH, many other states.

Identification of "Hot spotters": Having direct access to All Provider Claims Data at the individual
level provides direct access to aggregated costs per person. This is important to understand and monitor
the Hot Spotter population. Data exploration views will facilitate analysis and insights into the drivers
behind this population and their associated costs. The ICD codes covering types of costs, treatments,
diagnoses, outcomes, etc. will be particularly helpful. Importantly these individual data sets can be
aggerated in the tool based on geographic areas ranging from small communities to counties and the
entire State.

In addition to individual claims data, geospatial opioid-related information is important for understanding
the Hot Spotter population. Deloitte through its Opioids Insight solution brings a wealth of relevant data
to this topic. Accessed through HHS Interactive, data from 20+ open sources are linked across
geographies and time to provide situational awareness around prevalence, prescriptions patterns (legal
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opioids), illegal consumption/seizures, as well as locations and size of treatment assets. Data exploration
is enabled through an intuitive, self-serve map-based user interface.

The importance of policy makers having this situational awareness is illustrated by a tragic story in New
Hampshire. A boarding community in Massachusetts has emerged as a major source of fentanyl. The
movement of this fentanyl throughout New Hampshire has increased the Hot Spotter population, heavily
impacting costs and deaths in New Hampshire. This is a major reason New Hampshire has moved from a
state struggling with a population abusing prescription opioids into a state struggling with illegal
injectable opioids which result in far more Hot Spotters and deaths. Threats like this will morph over time
and the proposed solutions will provide policy makers with easily accessible, intuitive tools to anticipate,
identify and understand the root cause behind many of these drivers of the Hot Spotters population.

Actionable Information to determine Cost-effectiveness: Tying health outcomes to strategic
investments/inputs to the system will be important for New Hampshire to evaluate the return on its
investment, and an important marker for where to invest in the future. Analysis tools predominantly using
the APOD data set will enable direct treatment costs to be aggregated and viewed in various clusters and
through different filters including LCD codes for diagnosis, treatment and outcomes. Further work can .
give data exploration views that study the duration of treatment and time to recurrence or successful
avoidance of recurrence.

This foundation can be extended in phase 2 and beyond. New Hampshire's integrated data sets will
provide the ability to gain visibility into costs associated with opioids at a level previously not possible. A
more sophisticated approach to determining cost-effectiveness for various expenditures that this project
will enable involves capture costs at three levels: individual direct medical costs including associated with
treatment, costs associated with an individual beyond their medical costs (e.g. TANF, SNAP, child
services, law enforcement) and costs associated with dependents across various government programs.
The accuracy of these costs across all data sets may require additional entity resolution activity beyond
phase 1 requirements but the techniques and tools are known. What this will enable is.the ability to look '
at an individual and model multiyear projected costs at the three levels. Then scenarios for different

treatments can be modeled. This will allow for more informed policy decisions. For example, consider a
single mother with dependents who has OUD and treatment options are being considered. The model
might show, without treatment, heavy consumption of government resources across many programs and
departments by her and her dependents that over 5 years there is a 90% chance the costs will exceed
$500,000. At the end she and her dependents will still not be self-sufficient. Treatment A may cost
$20,000 and will have minimal impact on the projected costs. Treatment B might cost $100,000 up front
but entails a rigorous 90 day in-patient treatment coordinated with child care and when she exists the

treatment, immediate job training, job placement, transportation credits, housing credits, SNAP and
TANF benefits plus Medicaid. Under the second scenario the model may show a 70% chance she and her
dependents will be self-sufficient within the 5 years and in total consume substantially fewer government
resources. Although these models are not part of the phase 1 requirements, the foundations for this type of
analysis to determine cost-effectiveness will be in place.

Clarity of Bias and Risk for all Models: For all data science approaches and models, Deloitte will work
to help New Hampshire stakeholders understand biases and risks associated with the data science models.
Within the visual presentation of our analytics, Deloitte will present interpretable explanations of model
insights, as well as error rates and confidence scores. These explanations will help clarify for New
Hampshire stakeholders the differences in various sub-populations or individual clusters as developed in
the various models. Deloitte will leverage our opeti-source Model Descnber tool as an accelerator in
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developing these explanations. The overall goal of outputs from Model Describer is to help people

understand what the model is 'thinking'. For example:

♦ What is the confidence level for each prediction?

♦ Which variables are important in making a prediction?

♦ Does the model over weight one sub^-population when making predictions?

jTopic4 - User Friendlmess and Usability • < ■ i ^ , f
1.4.7. How will a usei' guidance and/or help functions be developed into the system?

Opioid Insights will include user guides and help functions embedded into the Tableau dashboards and be

available on-demand. Every dashboard will feature a user guide accessible by clicking on the ® icon on
the top right comer of the dashboard, as well supplementary micro-leamings will be available when the

user hovers over the KPls. Opioid Insights dashboards leverage Tableau's tool tip functionality to deliver

this functionality. Embedded user guides will include K.PI definitions, dataset criteria in addition to

general help on direct the user through a series of steps to find an analytical result or through a series of

simple action tasks, such as dashboard navigation or steps to export the dashboard view.
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Topic 5 - IT Standards
jTppIc 5 - IT Standards . , .

The State will evaluate the degree lo which IT standards used in ihe Vendor provided produci are complianl with
other State Systems or use existing State standards.

The proposed Solution must comply with Open Standards and Open Data Formats as tnandaied by RSA chapter 21 -
R.: Open Standards {HB4I8 2012).

We recognize the importance of adhering strictly to the currently existing IT Standards in place within the
State. Deloitte prides itself on its currently ongoing relationship with the State and its full compliance
with legislated IT Standards in New Hampshire over the past 20+ years. The proposed solution is
complying with the articles mandated by RSA chapter21-R: Open Standards (HB418 2012).
Additionally, all activities relating lo the encoding and transfer of data produced or utilized by the
proposed solution meet the criteria for open standards defined in RSA chapter 21 -R: 10.

Article Standard Definition DAP Solution

21-R:10(I) Open source The software that allows the user
software unrestricted use of the software for any

purpose and unrestricted access to the

respective source code, freedom to make
and distribute copies of the software

Any software developied as a
part of this solution meets the
definition of Open source
software

21-

R:10(H) 11
Open
Standard

Specification for encoding the transfer of
data that is free to use in perpetuity, no
restriction on the use of data stored in

format, creation of software to maintain
the data, a human readable format, etc.

All the data stored in human

readable format and the data

transfer between other agenesis
follows open data standards

21-

R:10(HI)
Proprietary
software

Does not fulfill all the guarantees
provided by open source software

Solution uses open source
software wherever it is

applicable. State EBI standard
dashboard tool Tableau and ETL

tool Informatica is proprietary
software

21-R:13 Use of open
data formats

Comply with open standards for
accessing, storing, or transferring of data

Solution meets the criteria

Figure IV'D.1'37. RSA 21.R: Open Standards Mapping.

M.5.1, DCvScribe the degree to which your solution complies with information technology standards mentioned on the
State of NH VVcb site: htiD://www.nh.gov/doit/vendQr

The proposed solution complies with the standards and best practices as outlined on the Department of
Information Technology's Web site. ^
• Technology - As mandated by DoIT standards, the description of software, hardware, environmental,

and network considerations are addressed in this proposal.

• Accessibility - The solution is Section 508 compliant
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• Branding - DAP Solution will be designed based on the established EBI platform standards and UI/UX
themes which will be approved by the State.

• Functionality — DAP Solution will be designed to meet State standards for content organization, content
presentation, usability, capability, schema, expandability, and extensibility.

|1.5.2. Is the proposed application considered Open Sourcc.Soflvvare?

The proposed solution is considered as Open Source Software as defined in RSA chapter 21 -R excluding
propriety software that the State is also already approved for use in the EBI solution including Tableau,
Informatica. In addition, we are using the Google Cloud Platform (GCP) to process the Google digital
search data.

j 1.5.3. Does it comply with Open Standaids, including but not'Umited to Open Data Format's? " . ' |

The proposed solution complies with Open Standards and Open Data Format. Within the terms of the
contract, the proposed solution and associated data will be coded to:

• Be free to implement and use in perpetuity and have no restrictions on the use of data stored in the
proposed format . -...v

• Have no restrictions on the creation of software that utilizes data codified as in the solution and have a
specification for all to read, written in commonly accepted technical language

• Be documented so that anyone can write software that can read and interpret the complete semantics of
data stored in the solution's format and meet the criteria of an open data format

• Allow any file written in the solution's format to be identified as adhering/not adhering to the format

1.5.4. Describe the degree to which the proposed Solution meets the requirements of RSA chapter I'-R-10 21- 1
jR:[l,21-R:[3: ^ ^ ' y ... . ■; ; ■ ; . , y ;

The proposed solution meets the requirements of RSA chapter 21 -R: 10 as discussed above as pertains to
the solution's Open Source software. Open Data Format, and open standards. As RSA chapter 21 -R: 13
further expands upon the definitions of Open Standards and Open Data Format and the commissioner's
compliance with them, it is worth noting that the proposed solution meets the conditions stipulated in
chapter 21-R: 13 as well.

11.5.5. Identify what industry'standaids arc incorpordted in to the Solution. " . -j 1.5.6. Idenlify whether standards employed are national in origin or are unique'lo the proposed Soft ware.

Deloitte offers a longstanding history of successful implementation of analytical solutions of similar
origin, and we draw on our own experience, as well the industry's current standard practices, to
incorporate standards surrounding the software architecture, data governance, data modeling, user access
profiling, user friendliness, user experience and user-centric design, and data modeling and analysis.

Topic 6 - Data Import/Export Standards and Migration
iTopic 6 - Data Import/Fxport Standards and MigrntJon ^
The Slate will evaluate the ease of interfacing witii our current Data import and e.Npoit layoiii.s tor Data exciiange.
The State anticipates that this system will expand to be leveiaged and interfaced by any department within the .state
as well as external organizations based on approved and compliance-based data .sharing agreements. De.scribe the
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mechanisms and tools included in ihe proposed System to implement these interfaces. Be sure to address the
following aspects of this topic:

Topic 6 - Data Import/Export Standards and Migration

1.6.1. What types of interfaces are possible with the proposed Sy.stem (e.g., oniiite, batch, etc.)?
1.6.2. What file and database format.s can the solution receive?

Colli'ti Ingest

, R« files /
Oelimiled Files

, X.MU .

;soNs KB! I.HndingSchema

Deloltte's proposed solution will support both batch and online interfaces to integrate the data from state-
identified Opioid-related data sources and additional relevant public and private datasets.

Deloitte understands that, as part of Phase-1 of the DAP Project, the State would like to integrate data
from multiple source systems such as Medicaid Commercial Member and Claims, DCYF, Vital Records,
EMS, and other source

systems. From our experience

working on the EBl platform.
Deloitte proposes lo,use the

existing Informatica ETL to

ingest and organize the data

from these source systems;
this provides the State with a

capability to import the data
in a variety of formats
including delimited (csv,
pipe), fixed width, XMLs, and

JSONs natively. If required or
preferred, we also have the

option of using the States
Mulesofl ESB platform as a
middleware solution for Web

services offering extensive
data exchange standards and

Direct DitabBe

I"" eonneaivity (ODOC,
iOQC. Ndive)

Batch InofiKc

Online Imerface

API Dditnited

FileCall

Snarre Data Cop}'
Nil EAKC.OOM

Oau Acquisition Services

Figure IV-D. 1-38. Data Exchange Interfaces & Formats.

the ability to integrate with Informatica.
I

With Informatica as the data integration tool for the EBI platform, our solution has the ability to receive
data from a wide variety of files and database formals.'Some of the common formats that the State could

leverage as part of this solution are listed in the table below.
/-V

h)atabase & File Formats

Relational tables, views & synonyms (SQL Server. Oracle, MS Access, DB2, Sybase, Teradata etc.)
Fixed-width and delimited flat files that do not contain binary data

COBOL Files

XML Files ~~

Web Services Description Language (WSDL)

Figure IV-D.1-39. Database & File Formats.
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jTopic 6 7 Data Import/Export.Srnndnrds and Migration ' , |

1.6.3. Wbai Data is available to oilier systems? What Data may be imported/updated from other systems and hou^ is
this managed?

Deloitte is currently building the EBI platform for
the Department and has integrated data from
multiple source systems. The current architecture
lands the data in its source format in the landing
layer and then the transformed data is delivered to

the DataMart layer to enable analytics. With'
integration of the data sources identified for the

Opioid Insights solution, a large repository of -
curated datasets would be available to be shared with

other systems as shown in the Figure IV-D. 1 -34.

In addition, the digital data ingested from Google
into. DAP could also be leveraged. Should NH be
awarded the Healing Grant, the data built into DAP
could be integrated with the Healing Grant data
creating complementary and potentially integrated
ecosystems.

(Datasets available to other systems

• Consolidated Member Data (Demographics)

• Reference Data

• Claims and Provider Data

• Behavioral health and Long-Term Care Data

• Enrollment and Eligibility data

• Opioid Prescription and Treatment Data

• Emergency Services and ED Visits Data

• Mortality and vital records Data

• Naloxone distribution and admin Data

Figure IV-D. 1-40. Datasets available to other
systems.

These and other datasets initially or ultimately included in DAP can be shared with other systems in the
following three ways:

• Direct access to the data in the DAP Platform: The consuming systems will have opportunity to
either access the granular data in raw format from EBI Landing layer or the transformed and conformed
data from the EBI DataMart layer. The data will be secured using views; role-based access to views will
be made available for consuming systems.

• Data Access from Tableau Server: The data can be exported from Tableau in excel, csv and PDF
formats for consumption

• Data Extracts from the EBI Platform: Data Extracts can be developed to extract data from the EBI
Platform in accordance with the data sharing agreements.

• Web Services: Subscription via Web services for data to be exchanged in real-time.

Data imports/updates from other systems will be

performed and managed using our Data Management
practices. Data management includes all the steps in the
data integration life cycle starting from data ingestion,
which includes initial conversion and delta loads, data

transformation, and data loads, which includes direct

updates or inserts to the target databases and/or historical
data tracking. In the proposed solution, data from the
sources documented in the Figure lV-D.1-35. will be
imported and transformed using the ETL for the initial and incremental data loads. Data will be imported
into the landing layer in the source'formats. Data Standardization and Data Transformation rules will
subsequently be applied to conform and transform the data and deliver it to DataMart layer for reporting

Data Sources

Medicaid Commercial Member &

Claims

Live Hospital ED Surveillance

AHEDO

Child Welfare OCYF Cases Emergency Medical Services

TEMSIS

Grant/State BOAS & Naloxone

Services

Other Opioid and Drug
Abuse related datasets

lyitai Records/ Medical Examiner

Figure IV-D.1-41. Data Sources for Opioid
Insights.
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and analytics. Modeling techniques like Type-1 and Type-2 Slowly Changing Dimensions will be

leveraged to preserve the referential integrity and history of the data in the DataMart. Columns such as

create date, modified date, and source identifier would be incorporated in the data model to support the
audit, balance, and controls. Overall, the solution will employ robust data management practices to
deliver data that meets high quality and integrity needs.

ITopic 6 - Data Import/Export Standards nnd Migfation _ _ ' • ^ '
1.6.4. What data (if any) is not available for impoil/export and how i.s this managed?

Data sharing agreements and roles and authorizations provided to stakeholders will be used to manage
access to data. Data which the Department wishes to restrict access will be managed through active

directory, Tableau and Oracle.

Topic 6 - Data Import/gxport Standards and Migration < ' "

1.6.5. What lool.s are provided with the System for the development of interfaces?

The solution has two types of interfaces and the following tools will be used to develop them:

• Data Interface

- Existing BTL tool, Informatica, will be leveraged to build the data interfaces to ingest and transform
the data from source systems and deliver the data to the landing and DataMart layers in the EBI
platform

I

- Python and R would be used to meet any specific data wrangling and standardization needs

• User Interface

- Tableau will be used to visualize the data via reports and dashboards

- R would be used to build statistical models which could further be integrated with Tableau to support
advanced analytics

<Topic 6 - Data Import/Export Stnndnrds and Migrntiph ; '

1.6.6, Whai scheduling tools are required for initiation of interfaces? Are these tools included with the proposed
solution?

Deloitte understands that a scheduler facilitates batch execution with the defined dependencies and

reduces manual intervention and risk; we propose using the existing Informatica scheduler to initiate
interfaces and configure dependencies, which can be either time- or event-based. The following types of
schedules will be built as part of the solution.

!step Schedule .; Program Type
" ̂ * ' * ' *

Purpose . . ;

il- 1 Ingestion
\ Schedule

Data Ingestion This schedule focuses on ingesting the source data into the
EBI landing layer

2 Standardization

, and wrangling
1 schedule

Data Quality In this schedule, the jobs related to profiling and enhancing
data quality will be executed in the EBI Staging layer

/*

3 'Transformation
schedule

Data

Warehouse

Build

The data will be transformed and conformed prior to loading
into EBI DataMart in this schedule
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Step Schedule Program.Type -Purpose ' 'j
4, AI/ Machine R & Python

learning Schedule
This schedule will execute R «& Python Models on the data
for generating statistical and graphical results

5  ' Data Visualization Reports
Schedule

Reporting jobs will build aggregate tables in the EBI
DataMart to support Tableau dashboards in this schedule

Figure IV-D.1-42. Interface Schedules.

I^Fopic 6 - Data Import/Export Standards and Migration
1.6.7. Are there any constraints upon the timing of batch interface.s?

There are no timing constraints associated with our solution, however, batch jobs loading the data to the
EBI landing layer need to be tightly coordinated with the schedules of the sources systems identified in
this RFP.

The data loads to the subsequent EBI DataMart layer will adhere to defined dependency rules. Conformed
dimensions, such as person or member, is core to Opioid analysis and will be loaded prior to loading of
the factual data from other sources like EMS, Claims, and Vital Records. Aggregate facts to support
Tableau dashboards would be loaded toward the end of the data load schedule.

iTopic 6 - Dnta Import/Export Stondftrds and Migration , , ■ .
1.6.S. Docs ihe System employ standard definitions or flic layouts for interface.s? If.so, include a .sample in an
appendix.

The solution will be configured to meet the State's business needs for opioid analytics on the Data
Analytics Platform. Our solution will use existing data import and export layouts used for data exchange
as much as possible to integrate the data in an expeditious and efficient manner.
For new data sources not covered by the existing data exchanges, Deloitte proposes to leverage the
existing data integration tool, Informatica, to ingest data into the EBI platform. The solution will be
flexible to accommodate a variety of data formats supported by Informatica such as csv, pipe delimited,
fixed width, and xml from source systems, as defined in the agreement, and will land the data in the EBI
landing layer in the source format.

iTopic 6j-pjit^niport/Export Standards and Migration " ' ^ ;
1.6.9. What siandard interface formats arc ii.sed with the proposed Software? What degree of flexibility is available?

The proposed solution has flexibility to support the predominant industry standard formats using
Informatica. However, it expects the sources to share the data in the format defined in the data sharing
agreements for ingestion into the EBI platform.

iTopie 6-Data Import/Export Standii"rd.s and Migration ' » '
1.6.10. [-low does your solution meet the objeciive of providing a .seamless and productive environment for users

One of the objectives of our solution is to provide business users with a centralized repository of the data
entities that support effective analytics to address Opioid crisis through a single instance of Tableau with
a unified navigation model and UIAJX theme. The proposed data model that will store the data at the
lowest level of granularity as possible.
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Deloitte's Data Model Is divided into three layers:

• EBl Landing Layer: The data from the identified source systems in this RFP will be stored in the
granular source format in the landing layer. This will help users perform source data specific analysis
easily using the identified use cases.

• EBI Staging Layer: This layer will be primarily used to stage and standardize the data before de-
normalizing it in the DataMart layer. This layer is generally not used by the users and is more for
supporting the data transformations.

• EBI DataMart Layer: Dimensional subject areas will be built by combining the data received from
multiple data sources in this layer. The facts and conformed dimensions will help the users complete
cross-functional, cross-program analysis and help unearth factors that may be leading to opioid crisis. In
addition to the granular dimension tables, this layer will also house the aggregate reporting tables that
will enable better-performing Tableau reports and dashboards.

Our approach of data integration and data modeling will help users with a one stop shop or a centralized
data repository of all the data needs to analyze business problems, glean patterns and trends, and derive
actionable insights related to the crisis, thereby making it seamless and productive for the users.

The Tableau reports that will be presenting the key metrics and visualizations will be automated refreshed
based on schedules that align with the incoming data batch schedules to reflect the most current data on
the dashboards and scorecards. In summary, Deloitte's modular design for data analytics platform would
account for the State's needs for automation in data ingestion, transformation, and delivery to enable
seamless, secure, and productive usage of data and analytics by business users and data scientists.

|Topic 6 - pnta ImportyExport Standards and Migration
1.6.11. How docs your solution meet all mandatory State requirements and is consi,stent with the standards and
requirements detailed in this RFP.

Deloitte's proposed solution meet State requirements as defined by our response in this topic area as well
our broader response. The proposed design provides a scalable platform for future data integration and
analytics consistent with the Departments vision-for an adaptable and extendable platform. We extend the
existing EBI platform, which is being developed based on State standards and will leverage the tools,
technologies, processes, and practices to meet RFP requirements.

jTopic 6 - Data lmport/Export Standards and Migrafiori . . . i
1.6.12. How does your solution meet the requirement of the provision of development, testing/verification, training,
certillcation, and production environments to he used to develop, deploy, maintain, and operate the integrated
system.

Our overall approach to deliver the Opioid Insights solution is built on Deloitte's Agile for Advanced
Analytics (AAA) methodology as described in section 1.1.11. As part of the SDLC, Deloitte recommends
conducting development, testing, certification, and production deployment. Deloitte will work with
stakeholders and leverage the established processes to move through the SDLC phases in the agile
framework. Also, Data Governance will establish new standards, policies, and rules that may be needed to
streamline the process. Lastly, the existing EBI support team will be augmented to provide operational
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support for the data analytics platform for Opioid crisis. We recommend using Jira to manage this life
cycle creating a process and audit trail for validation of interfaces.

|Topic 6 —Datn'Import/Export Standards nnd Migration . •
1.6.13. How wiil the proposed solution provide the State of New Hampshire the processes, tools and training to be
able,to continue the integration of data sources into the Data .Analytics platform?

Deloitte's proposed solution-will use modular architecture as described in section 1.2.2. The solution

offers a flexible data ingestion process where source data will be consumed by the ETL process and
stored in the EBI landing layer in the source system format with Informatica as the underlying toolset.

Our intent is to continue to promote knowledge transfer on Informatica, including shoulder to shoulder

collaboration and shadowing for the DHHS/DolT staff identified for ongoing support and future
expansion. By extending NH's current tool selection, we minimize the knowledge transfer required for

the new DAP capabilities. It is our expectation that assuming the State commits resources, DHHS/DolT

would have the skills to assume responsibility from and/or augment vendor staff at State discretion.

Deloitte, as part of knowledge transfer activities, will document processes to integrate new data sources to
the platform. This process will include the considerations for data ingestion, data standardization using
Informatica Data Quality, and data modeling for effective cross program analysis.
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D-2. Technical Services and Project Management Experience

D-2.1 Security and Protection of Data

Deloitte brings a strong understanding,
recognition, and a fresh perspective of the
business criticality of security. We' have a
history of effective engagement within New
Hampshire, including support of similarly

sensitive client data within the integrated
eligibility system, New HEIGHTS.

Deloitte brings industry-leading security specialists with
extensive experience securing information for both public
and private sector health and human services clients. This,
coupled with our strong understanding of and proven ability
to implement security controls frameworks for current New

Hampshire systems, positions us as a strong partner to
support your security and business continuity needs.

IDC MarketSc^pe Worldwide Risk Consulting Services Vendor Assessment

IDC MarfcetScape Worldwide Rbk Consulting Services |

• MARS-E 2.0 security requirements
expertise and strong paitnership with
CMS

•  35 years of experience managing
security requirements

•  1300+ cyber risk clients nationally

•  IDC ranked Deloitte the leader in

Worldwide Risk Seiwices

•  Four decades of managing PHI and
PII

• As per Forrester. ''Deloilie has the
largest number of dedicated BC
professionals of any vendor... as well
as the broadest geographic reach and
presence

LM«m

tmn

MOMty

%
•ce

o[MM

»iwwlnm
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On these projects, we have created
protection and security standards to

safeguard client information and data and

to ensure business continuity. Our existing
processes and standards meet the State's

requirements and security policies and are
aligned with federal and state laws,

regulations, and policies. The proposed
HHS Interactive Opioid Insights solution
will be tailored align to the State's existing
backup and disaster recovery plan through
a close collaboration with DHHS and

DoIT.

SiQtS^
NH DAPOC-0094

Figure IV-D.2.I-0. Deloitie's ranked by IDC MarketScape.
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The following Figure IV-D.2.1-1 illustrates the features and benefits of the proposed approach for this

project;

%

Physical Security "
Physical safeguards and controls that provide protection via a multidayered security '
structure and cohtrols access for the facility by using least privilege principles; It

iVProsides redundant components with active takeove'r capabilities to provide
y uninieiTupted availability ofdatajto its ci^lomers along with environmental control
measures sijch as fire detection and suppression systems.

Administrative Security
Administratiw safeguards utilize stringent standards of
Access Control to administer access using Least privileges

to its own employees and NIST recommended password
standards. It provides capability to administer access by
using granular level and fine-grained security and provides
SSL enciyption using end-to-end security and using SSL
ccrtificates from verified vendors.

, Data Securit>'
Administrative safeguards .verify that iLSei-s that have been pro.visioned

' "" access by the custonier usinggranular level access authorizations can
only access customers' data, utilizes encryption forthc customers' data

^ :and pfovides^securetransmissipnbetyeenenvironments. ' .

Figure IV-D.2.1-43. Features and Benefits.
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Topic 7 - System Security
(Topic 7-System Security

2.1.1 The Siale will evaluate the degree to which System issues can be avoided....
The State will evaluate the degree to which the proposed System is designed and architected to ensure the
confidentiality and integrity of its valued asset. Data.

2.1.1.1. Describe the System security design and architectural features incorporated into the proposed Software. .At
a minimum, discuss the following:

2.1.1.1.1. The identification and authentication methods used to ensure that users and any interfacing applications
are identitled and that their identities are properly verified.

Our proposed solution will integrate with the State's Active Directory (AD) and leverage it as the source
for user authentication. This will ensure that access is only granted after a user is identified/authenticated
with their existing state issued user id and password (based on DolT's access control standards) and that
the sensitivity of the data available corresponds with the users' access credentials. This will be enabled
using role-based access control in Tableau and Oracle.

The Data Analytics Platform that supports the HHS Interactive Opioid Insights solution uses an integrated
set of products and processes designed to work together to improve security at every level, as depicted in
the figure below:

File Transfer Protocols and File Servers

Dedicated FTP server credentials will be created for processes delivering and
sourcing the files from the file servers. These credentials will be stored in the
state's Active Directory.

Oracle Databases

Access is granted to the users using the native authentication mechanism. Oracle
stores and manages local administrative accounts and ̂ ants access to a sub-set of
privileged users with separate credentials.

Inforiiiaticn (Data Integration Tool)

Identification and authentication will be inplemented using the integration with
the Stale's Active Directory. This will ensure that no unauthorized user will have
ability to transform the data with malicious intent.

Tableau (Data Visualization Tool)

Identification and authentication will be implemented using the integration with
the State's Active Directory with further security controls inpiemented in
Tableau's authorization model.

ei

rii

Figure IV-D. 2.1-44. Component Security.

ToplcJ? - Sysleni Security '
2.1.1.1.2. 1 he authorization methods u.sed to ensure that users and client applicaiion.s can only acce.ss Data and
services for which they have been properly authorized.
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Unauthorized or inappropriate access to DAP data would undermine the confidence of a fragile
community. Equally as important to securing this sensitive data is providing the access necessary to curb
an epidemic that takes the life of nearly one person a day in New Hampshire.

System controls will be established to conform with data protection requirements. Authorization will play
a key role in protection of both data and services. DAP will be built on an architecture and a set of
practices that place a strong emphasis on security and data protection. The solution will provide multi-
layered security capabilities, including authentication, authorization, data protection, secure
communication, and role-based authorization services.

The data is accessible to authorized analysts via direct SQL queries, to end users through Tableau, and to
other applications using Web services or SFTP. These access methods will be configured to provide
access at a granular/object level through the assignment of system roles that it will manage internally.
Controlled access is provided using the algorithm of least privilege by providing users only what they
need to fulfill their assigned responsibilities. Solution security controls enforce user access to databased
on assigned roles.

The data protection strategy will be aligned with the data sharing agreements between DHHS and data
source providers. The policies and standards that will apply for the protection of the data will depend on
the data, the governing agency, and the governing agency's regulations, including:

• Social Security Administration (SSA) data sharing agreements will be reviewed for clauses requiring
data share partners' compliance with SSA policies, among other data protection measures.

• Protected Health Information (PHI) data sharing agreements will be reviewed for language outlining
compliance requirements pertaining to HIPAA, HITECH, and HITRUST, among other data protection
measures.

• Personal Identifiable Information (PII) data sharing agreements will be reviewed for language
requiring compliance with NIST SP 800-53 Rev 4.

The data protection strategy will be aligned with the Memorandum of Understanding (MOU's) that
governs data sharing agreements between DHHS and data source providers. Based on the results of these
activities, the schemas and access methods will be aligned with the requirements defined above.

^Tdpk7-Syste'm_^curity ' ^ -
2.1.1.1.3. 1 he immunity method.s used to en.sure that unauthorized malicious programs (e.u., viruses, worms and
Trojan ho.rses) do not infect the applicaiion.

Deloitte will use the State's network security controls, including but not limited to, IPS, IDS, Firewall,
and antivirus software, to secure the DAP and the information contained in the system. Infrastructure
security capabilities of the State network environrnent, such as firewalls, application firewalls, antivirus,
patching, configuration management, and vulnerability scanning, will be leveraged to provide
mechanisms to defend the security solution from intemal and external threats.

Any custom code that is developed by Deloitte will be scanned using HP Fortify to identify any
vulnerabilities, and these will be remediated prior to implementation.

For data on the Google cloud, the solution includes vulnerability scans for security threats through Cloud
Security Scanner. It will automatically scan and detect four common vulnerabilities, including but not
limited to, cross-site-scripting (XSS), Flash injection, mixed content (HTTP in HTTPS), and
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outdated/insecure libraries. Additionally, VirusTotal wiil be used to analyze files and URLs, enabling the
identification of viruses, worms, trojans, and other kinds of malicious content detected by antivirus
engines and Web site scanners. Data loaded in the Google cloud platform will be de-identified to further
reduce the risk of exposure in the data lake platform.

ic 7 - System Security

2.1.1.1.4. The methods used to ensure that communications and Data integrity are not inlentionaily corrupted via
unauihorized creation, modification or deletion.

As part of the security design, we allocate resources to develop the application security design to protect
data from unauthorized access, modification, or deletion throughout the 3-tier architecture of the solution
The security methods maintain data integrity to the Datawarehouse and Informatica in the data tier,
Python, R Studio, and Tableau server in the application layer. Tableau dashboards in the presentation
layer, and Web services and SFTP for subscribing systems.

Our on-premise solution will extend the controls and methods currently being deployed to protect
sensitive data entrusted to DHHS. As required by the State, Deloitte will define an Application Security
Plan, capturing the security controls and approach as per the compliance requirements in alignment with
state and federal standards, to counter security threats and protect data integrity, confidentiality, and
availability. The plan will outline how data will be protected from modification and replay attacks during
exchange of data over the network. As data progresses through transformation, only automated,
authorized system functions modify data in a uniform and consistent fashion. These changes will be
tracked and stored so users can easily understand the data transformation process. All activity within the
database is audited with insert and create dates, associated user credentials, and the system functions that
executed these activities. Users will be restricted from running update, insert, or delete statements on
permanent tables. Virtual or "soft" deletes will be leveraged on an as-needed basis, and all records will be
considered for recovery and back up.

The de-identified data stored on the Google Cloud Platform will be encrypted at rest and while in transit
over the Internet to ensure that communication and data integrity is not intentionally corrupted.
Additionally, systems will be set up with secure access and will be associated with cryptographic
credentials that will be authenticated for any communication to exclude unauthorized modification and
deletion of data. The solution will use the Advanced Encryption Standard (AES) to encrypt data at rest.

(Topic 7 - System Securit>' ' j

2.1.1.1.5. The metliod.s used to ensure that the panics to interactions with the application cannot later repudiate or
rebut those interactions.

Building upon the work delivered as part of the EB! project, our solution will maintain detailed audit logs
of actions performed by an authenticated user throughout the 3-tier architecture of the solution, i.e.
Datawarehouse and Informatica in the data tier. Python, R Studio, and Tableau server in the application
layer, and Tableau dashboards in the presentation layer. This information will include user id, action
taken, action timestamp, and IP address used to connect. These pieces of information memorialize
interactions with the application to protect against repudiation or rebuttal of interactions and their actions.
Additionally, SSL, certificates, and encryption non-repudiation mediums will be implemented by the
solution in conjunction with access management to ensure a transaction was initiated by the user.
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.J
{Topic 7 - System Securit)' ' ' - ■ '
2.1.1.1.6. The Intrusion Detection methods u.secl to ensure the detection, recording «nnd review ofattempted access
or modification by unauthorized individuals.

Intrusion Detection Systems (IDS) play a vital role in protecting the data security of DAP. We will
implement preventative measures and employ intelligent detection controls at data entry points.

For on-premise data will leverage the State's existing network security infrastructure (e.g., firewalls,
Intrusion Detection Systems (IDS), Intrusion Prevention Systems (IPS), geofencing), and Security
Incident and Event Management Systems (SIEM) using the IBM QRadar solution to prevent user identity
and data from leaking to unauthorized users.

Data stored on the Google cloud will be protected by the perimeter defense soliition, including network
firewalls built into Google VPC and web application firewall capabilities, preventing detection and
modification of data by unauthorized users.

[Topic 7 - System Security ;
2.1.1.1.7.'] he privacy meihod.s used to en.sure that confidential Data and sensitive communications are kept private.

We understand the various regulations with which the solution must comply, including but not limited to,
HIPAA security and privacy rule requirements, and are proposing a solution that protects confidential
data from unauthorized access while protecting private communications within the solution components .
and between the end user and the solution.

To protect confidential data, our solution takes a 3-pronged approach that maintains data privacy and
makes data available only to those who have a business need to access/view it. These include:

• Protecting data at rest: The data in the Oracle databases will be encrypted using Oracle native
encryption mechanisms and will be monitored to protect against exposure of confidential data through
direct access to the databases from the OS. Additionally, Informatica will be configured to purge all the
staging tables once the ETL processes have been completed.

• Protecting data in transit: The data transmission protocol established in the EBI Database and
Informatica will be carried forward to DAP and traffic will be carried over encrypted channels using
Transport Layer Security (TLS). Secure/Multipurpose Internet Mail Extensions (S/MIME) will be used
for securing email communications. End user access to the application via the browser will be available
only over Hyper Text Transfer Protocol Secure (HTTPS) when viewing confidential data.

• Authorizing access to data: Access to confidential datasets on Tableau will only be granted after
authenticating and authorizing users. The application tier components for Python, R Studio, and
Tableau will use the State's Active Directory as the authoritative source for user identities. Access
rights will be granted to individuals based on their job function and role, using the concepts of least-
privilege and need-to-know. Requests for additional access will follow a formal process that involves a
request and an approval from an authorized State representative, such as the data steward or data owner.
Access to infrastructure native accounts will be limited to a very small subset of application developers
and administrators. This access will be reviewed periodically to verify the user has a documented
business need requiring access.

Data that is uploaded to GCP for further analytics/analysis will be de-identified, aggregate data that will
be imported to DAP for end user access.
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{Topic 7 - System Securit>' • - ' . i. '
2.1.1.1.8. The Sy.slem mainienance melhods used to ensure that System maintenance does not unintentionaily
disrupt the security mechanisms of the application or supporting hardware.

Deloitte has extensive experience operating Change Management processes in complex multi-vendor
operating environments. These processes govern how application changes, including standard system
maintenance, code/configuration updates, and infrastructure changes, including patches and upgrades, are
deployed in the production environment.

Our proposed change control approach contains four steps:

• Change Identification

-• Change Evaluation/Impact Assessment '

• Change Review/Authorization

• Change Implementation

Step 1: Change Identification

A Change Management Request (CMR) is used for

identifying changes to system maintenance and

enhancements. The CMR is intended to capture detailed
information, such as description of the change request, priority.

Step 2: Change Evaluation/Impact Assessment

Distinguishing

FACTORS

Deloitte has delivered excei:)tional
maintenance and operations installations
in other states, including large enterprise
platforms like Georgia. Pennsylvania,
and Texas. We will bring that same
expertise and production proven solution
to the DAP environment to minimize

issues and risks.

affected components, and due date.

The purpose of this phase is to facilitate effective change decisions. Some of the key assessment tasks are
outlined below. >

• Classify the impact: substantial, moderate, or minimal.

•  Identify the components that are affected by the change, analyze the extent of the change required for a
component, and prevent authorized modifications from accidentally defeating its security mechanism.

• Identify the web application components impacted by the change and perform vulnerability testing for
components that are accessible to end users through their browser.

• Perform regression testing across environments, considering critical systems functionality, potentially
affected performance, security, interoperability, and other relevant non-functional requirements
established by New Hampshire.

Step 3: Change Review/Authorization

After a CMR has been evaluated and analyzed by the project team, the change request details are
presented. Ailer a consensus is reached on how to proceed, approved OMRs are assigned a priority:
critical, high, medium, or low.

Step 4: Change Implementation

Once the change request has been approved and prioritized, the project team can begin development,
implementation, and regression testing.
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The system maintenance security requirement will maintain the levels of security specified in the security
requirements during the usage phase. The configuration and policy will be adopted to track and monitor
system changes and prevent disruptions to the system.

{Topic 7 - System Securit>'

2.1.1.1.9. The testing methods conducted to load and stress test your SoUware or Solution to detennine it.s ability to
withstand Denial of Service (DoS) attacks.

Deloitte will conduct security functional testing, which takes into
consideration the overall testing requirements, including people,
processes, and infrastructure required for a successful
implementation of DAP. Our team will build a core set of test cases

that will be leveraged for our solution testing. These test cases,
among several others, include specific stress tests that focus on DoS
attacks on the various components within the solution, including the
data tier databasesAnformaiica and user-facing Tableau.

The stress testing will be performed in conjunction with ^
performance testing and will help measure the software's availability Figure IV-D.2.1'4S. Security
and resistance to DoS attacks. The stress testing will be performed to Testing Types.
break the system under rigorous tests and determine the points of
failures. The results of the testing will enable us to deliver a solution that can comfortably withhold the
stress of day-to-day operations and demands, as well as be secure from known attacks like DoS. In
addition, we will complete penetration tests and collaborate with DoIT for Nessus scanning performed
against the server for any vulnerabilities that may exist and will resolve issues, if found, in cooperation
with DoIT.

jTopic 7 - System Security • ' • • I

2.1.1.1.10. The ability of your Software to be installed in a -jocked-down" fashion so as to turn off unnecessary
features (user accounts, operating Sy.stem services, etc.) thereby reducing the Software's security vulnerabilities and
attack surfaces available to Svslem hackers and attackers.

The solution will be deployed on the hardened DoIT servers that are "locked-down" to the State
standards. In addition, the software will be configured to reduce the exposure and attack surface by
applying the principles of least privilege and least functionality (i.e., restricting ports, protocols,
functions, and services), employing layered defenses, deprecating unsafe functions, and eliminating
Application Programming Interfaces (APIs) that are vulnerable to cyber-altacks.

jTopic 7 - Sys^m Securihc
2.1.1.1.11. The notification and escalation process in the event of an intrusion.

The solution deployed on-premise will leverage the existing Security Information Event
Management(SIEM) for monitoring and identifying non-standard access patterns. Deloitte will work with
the Stale to enable monitoring of events based on gathered event information, unauthorized local,
network, and remote connections through a SIEM tool. State security personnel will be alerted to take
necessary actions in the event of suspicious events through QRadar. The tool will be configured in
cooperation with DoIT to produce periodic security management reports, including State-approved
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corrective action plans. It will also generate incident reporting and near-real-time alerts to the State team
based on security thresholds that will be jointly agreed to by Deloitte and the State.

The solution deployed on Google Cloud will include intrusion detection services that alert administrators
of malicious activity and policy violations and identify corrective actions;, Google will handle any
infrastructure level intrusions and immediatel^notify Deloitte if the intrusions impact (or are suspected to
impact) any of Deloitte's solution components'.

An Incident Report will be created for intrusion events impacting our solution and will include the details
of the incident, the steps taken to mitigate any immediate threat, the steps taken to ascertain the scope and
nature of the breach, the nature of the breach itself, the list of affected individuals, and any other relevant
information relating to the incident. Incidents will be tracked using the DolT tracking system.

[Topic 7 - System Security . • ' '
2.1.1.2. Describe the System a.ssurance provisions iiicoiporated into the proposed Software. At a minimum, discuss
the following:

2.1.1.2.1. What process or methodology is employed within the proposed Software to ensure Data integrity?

All the layers of the solution design contribute to provisioning of system assurance. The data landing
layer focuses on landing the data from various systems like MMIS, Commercial Claims,.Child Welfare
system. Vital Records, Hospital data, EMS data etc. in their original format to aid data reconciliation. The
data integration processes leverage Deloitte's standard Audit, Balance, and Control steps to enhance
traceabiiity to records as the data flows between various data stores. The validation steps flag the error
records for remediation and re-processing. At the database layer, data modeling and the ETL process will
be designed to include data quality validation and integrity.

Finally, the Deloitte team engages with the data stewards to manage operations and support in order to
train them on the data flow processes, quality checks, and recovery processes in the event of failure.

[TopiW - Sys^m Secwity ' ' .
2.1.1.2.2. To what degree does your approach rely on System a.ssurahce capabilities of the
relational database management sy.siem (RDMS)?

Modem relational database management systems (RDMS) offer several features that help with system
assurance. The standard features of securing the data at rest (in RDMS), such as setting user accounts and
authentication, setting up privileges and roles for securing the data access, leveraging features like
transparent data encryption, user session management, and database audit, will be leveraged. In addition,
the proposed solution improves system assurance by placing controls at the data integration and data
visualization layer. Section 2.1.1.2.1 discussed some of the aspects of the system assurance at the data
integration layer. The data visualization layer. Tableau, will be the main medium of analyzing and
visualizing opioid analytics. Coarse and fine-grain security measures will be implemented at this level,
securing access to objects and data therein only to authorized users.

In summary, the solution will not only leverage the assurance capabilities of the databases, but also
contributes to the design of assurance in the each of the data integration and data visualization layers to
provide greater confidence to the end user regarding data integrity.

Topic 7 - System Security

2.1.1.2.3. if multiple database.s are employed, what extra procedures are employed to ensure
synchronization atnong databases?
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Multiple databases are currently not proposed in the current solution, but in the event that the architecture
decision is made to have multiple parallel databases to support failover or maintain business continuity in
the event of catastrophic failure, data synchronization methods will be employed. The Oracle tools and
capabilities currently used by the State on their EBI platform can be utilized for future data
synchronization needs:

• Active Data Guard: A tool provided by Oracle to create, monitor, and maintain standby databases and
eliminate single point of failure.

• RMAN: Helps with fine-grained, point- in-time table recovery from the baclcup. It depends on the RPO
"defined by the state for its databases.

• ASM: Leveraging the mirroring capabilities of the Oracle's Automated Storage Management.

• Oracle GoldenGate: A tool provided by oracle to replicate/synchronize the data in real time across
database technologies to create baclcup or disaster recovery databases.

Although the GCP platform is being integrated for digital data and associated machine learning, that data
will be aggregated and imported into DAP using the same approach as will be used for other data sources
and there is no database integration planned.
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Topic 8 - Backup and Recovery
jl'opic 8 - Backup and Recovery • ' .

2.1.2 The State will evaluate the degree to which proposed backup and recovery processes protect ini.s.sion-critical
Data, ease of use of these processes, and impact of these processes on operation of the System. The Stale seeks a
sound backup and recovery provision as part of the Solution. Describe the tools used for backup and recovery of
applications and Data. Describe the impact of the proposed backup process on the operation of the System. Also,
address the following:

2.1.2.1. Use of and method for logging and journaling;

Logging and journaling ensures data consistency and integrity in the event of a failure during a
transaction. With logging and journaling, the databases maintain file content changes that foster faster
recovery.

The proposed DAP will reside on the existing EBI repository on Oracle database servers hosted by DoIT.
These databases leverage DolT's established database backup procedures for existing databases hosted
within the DolT datacenters and meets the State's defined RPO and RTO requirements.

The DBAs use Oracle's RMAN utility for journaling, logging, and backup capabilities to meet disaster
recovery and business continuity requirements. The backups and transaction logs captured between the
scheduled backups help with complete recovery of the data within the agreed RTO. The GCP uses data
sourced from DAP that could be re-extracted as needed and would not require a log based recovery.

jTopic 8 - Backup aiid Recovery . . , . '
2.1.2.2. Single points of failure and recommended approaches for their elimination;

Deloitte proposes to mitigate the risk that arises from Single Point of Failure (SPOF) by establishing
redundancy at two levels: Hardware and Software.

jSoftware Gomponent ' Migration Strategy
Data Ingestion.& Organization • Periodically back up the Informatica repository databases and the

Informatica component metadata (XMLs)

Data Visualization • Backup Tableau report and dashboard files

Google Cloud Data ♦ Data in Google Cloud platform to be rapidly rebuilt using the raw
data available in EBI

Machine Learning Models • Backup models in R and Python regularly

Figure IV-D.2.1'46. Mitigation Strategies for Software Components.

DoIT supports numerous mission critical applications for the Slate and manages their respective
infrastructures to provide a highly available, robust hosting environment. Our proposed solution leverages
DolT's existing backup and disaster recovery procedures to mitigate SPOFs at the hardware level.

DAP is a data-rich environment that is built on copies of data from other authoritative sources. The
software tools within the solution, though not deployed as clusters, in a redundant.format, have a high
degree of resilience as they can be recovered rapidly along with the data. The SofWare based SPOFs
mitigation approach for our solution is enumerated in the Figure IV-D.2.1-4
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[Topic 8 - Backtip and Rc'Covcr>'

2.1.2.3. Approach to redundancy

Deloitte will work with DoIT and DHHS to facilitate redundancy in the solution at two levels: Hardware
and Software

• Hardware redundancy is accomplished by having redundant components in the existing redundant
infrastructure working in parallel in the fault tolerant mode within the DoIT Datacenter.

• Software code components will be designed modularly, versioned, and maintained redundantly to
support deployment and recovery, should one or more components be corrupted through application
clustering for Informatica and Oracle. . '

•Topic 8 - Backup and Recovery •

2.1.2.4. Please eiuimerate your high-level methodology for creation of a Disaster Recoveiy Plan
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Deloitte will leverage its
Enterprise Resilience

Methodology, which is

inclusive of Business

Continuity, Disaster
Recovery, Crisis

Management, and Emergency
Management. It outlines an

industry standard set of

activities used to establish and

operate a Business Continuity
and Disaster Recovery
program. This methodology is
aligned with global and
national frameworks

including ISO 22301, ASIS,
and ITIL. The methodology
utilizes tools and accelerators that allow Deloitte to assist DHHS and DoIT in effectively achieving the
DR objectives of the Data Analytics Platform for Opioid Crisis. Throughout the engagement, Deloitte
will leverage elements of our methodology along with existing DoIT driven BC and DR methods to
provide a single operational framework that will work effectively within the existing DoIT frameworks.
Figure rV-D.2.1 -5 illustrates our methodology.

1  '\«;iivlilM/Prnce<lurrs(rian) r>«vel«|>mem |
Crisis Man.ij.vmciii'l-'nKrgcnuy Response i'lati

Op<ndk<nat(nniiDut}

Duiklio|(F*ciiiiiei) Rccoveiy Hunan Rciouice

(WotUbtcc) Cbniinuii)'
EquvmcBi RMOvety

Technobiy (DiiuteO
Recovcfv

ThM-Ptny (Supply Chan)
Raikeocc

'iniitiiii^ cuul
Awareness

'I'esiiiii: and
Simulation

(>nK<>in» Mxi nlcnjiicc

»•«

Figure IV-D.2.1-47. Deioitte's Enterprise Resilience Methodology.

jTopic 8 - Backup and Recovery

2.1.2.5. Iinpaci ofSoflwarc license fees.

Our backup and recovery strategy for the proposed Opioid Insights solution aligns with the State's vision
of leveraging the existing strategies and frameworks. We do not require additional Software license solely
related to redundancy for backend recovery as highlighted in the preceding sub-sections.
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Topic 9 - Assurance of Business Continuity
jTopic 9 - Assurance of Business Continuity. , • . •♦ > ^ ;
The State will.evaluate.the degree lo which the proposed plan to assure business continuity mitigates risk to the
State, and it is potential for Implementation (cost-elTective and easy to implement).

2.1.4.1. The State intends to consider provision for assurance of business continuity as an optional component of
the Solution. Please provide a plan for business continuity if a disaster occurs at the data center that is hosting the
proposed Soliiiion. This is an optional requirement and will be included or excluded depending on any additional
cost associated with the plan.

While the goal of the overall security program is to reduce the likelihood of a disruption, Deloitte will
work with the State to develop and irhplement a Disaster Recovery/Business Continuity Program that
enables the recovery of the IT infrastructure used to deliver the Opioid Insights solution. This will help
end-to-end business processes to continue should a disruptive event occurs. The proposed program will
include the following basic activities:

• Prioritizing the activities to be recovered by conducting a Business Impact Analysis

• Performing a risk assessment for each of the IT services as part of the Opioid Insights solution to
identify the assets, threats, vulnerabilities, and countermeasures for each IT service

• Evaluating the options for recovery, producing a contingency plan, and testing, reviewing, and revising
the contingency plan on a regular basis

DAP will be housed using the current EBI infrastructure. This database is regularly backed by DBAs, as
per the DoIT-established database backup procedures, to enable its recovery within RPO and RTO

thresholds defined by the State. This will enable the state to stand up any business process relevant to the
data in the EBI very quickly after an adverse event.

Furthermore, the solution intends to combine the data with the search metrics on a Google cloud platform
(GCP) to build de-identified data sets on GCP, on which machine learning algorithms could be executed
for deriving insights on Opioid crisis related factors. While Google provides robust disaster recovery
mechanisms on recovering the environment quickly for business continuity, Deloitte proposes to rapidly
rebuild the data on the GCP using the data on the DAP source data to re-build if required. This will act
like additional insurance to help with business continuity in an adverse event.

In summary, Oracle database backups and transaction logs provide the necessary backup capabilities to
protect critical data on the on-premise database in case of an unforeseeable disaster event, and this data in

its de-identified/aggregate format could be further loaded to the cloud platform, should that be needed, for

a complete data recovery, thereby enabling business continuity. Our approach for the assurance of
business continuity of DAP does not include building a separate DR environment. Our strategy focuses
on rapidly rebuilding and recovering the solution and its data for the continuity of business operations.

iTopic 9 - Assurance of Business Continuity ' ■ L - '
2.1.4.2. The State believes thai additional Software License fees .solely related to redundancy for a.ssurance of
business contiiuiily would be inappropriate. Iftiie Proposal differs from this .standard, describe and provide
rationale for the difference.

Our backup and recovery strategy for DAP aligns with the State's vision. We do not require additional
Software license solely related to redundancy for assurance of business continuity as highlighted in the
preceding sub-section.
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jTopic 9 - Assurance of Business Coiitimiity
2.1.4.3. Please enumerate your high-level methodology for creation ofa Business Cominiiivy Plan.

We will work with DHHS and D6IT to leverage and align the business continuity plan for DAP with the
overall Business Continuity plan of DoIT for the on-premise solution. This section provides an overview
of our high-level methodology for the creation of a Business Continuity Plan that would be used to guide
our collaboration with DHHS and DoIT in the joint developrrient of the BCP.

Deloitte's Business Continuity Management methodology, guided by the global Risk Intelligence
Program methodology and International BCM Standard ISO 22301, is a proven framework for applying
Business Continuity Management Services. The modular nature of the framework allows for specific
aspects of the methodology to be utilized and integrated with the State's overall risk management
program. Each of these phases - Assess, Develop, Implement and Monitor - outline the key activities to
be conducted for designing, creating, and enhancing business continuity management at an enterprise
level as illustrated in the BCM process outline below.
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Figure IV-D.2.1-48. Business Continuity Management Methodology.
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Topic 10 - Skills and Experience
[Topic 10 - Skills and Experience

The State will evaluate the degree to which the proposed Solution provides for the skills and experience to meet the
requirements in this RFP.

2.1.5.1. De.scribe in detail the skills and experience that your vendor will bring to the State to assist in meeting the
requirements and narrative included in this R.FP.

Deloitte is already investing in finding ways to combat the opioid crisis and brings a team with the
necessary skills and experience to help New Hampshire develop a comprehensive platform to address this
critical issue.
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Figure IV-D.2.1-49. Deloitte's MultidiscipUnary Analytics Capahiiities.

Confidential

Deloitte 2018 rV-D.2;l-171 of 662'



AttachmSal'6^EeWb^ffi¥^fl4iAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Our proposed CORbi project team is comprised of personnel who have extensive experience delivering
analytics solutions for our clients, have delivered analytics solution in cloud platform, have a successful
track record of working with Health and Human Services agencies, have hands-on experience as in multi-
specialty medical treatment centers, and understand the complexities of the opioid epidemic. The team
includes individuals from multiple disciplines of Deloitte's diverse Advanced Analytics practice and
Health & Human Services practice, which is made up of local resources and national leadership to assist
in meeting the requirements included in this RFP.

Deloitte has a proven track record of bringing a team that delivers projects that have objectives like the
ones listed in the RFP and assisting organizations to advance their missions. Our approach to staffing is
based on years of experience successfully deliyenn^rojects for HHS clients and is regularly updated
with lessons learned to provide the most efficient approach to managing a project team. In addition, we
bring an unmatched ability to quickly scale both in the data analytics and predictive capabilities focused
domains based emergent needs on the project. Deloitte's extensive network of practitioners includes a
global analytics practice of more than 5,000 individuals, a U.S.-based Delivery Center with more than
2,500 individuals, and a network of 3,000 Public Sector practitioners focused in Northeast state capitols.

The proposed team are prepared with a spectrum of analytics and visualization skills, including but not
limited to, languages such as R and Python, commercial partnerships spanning numerous business
intelligence and off-the-shelf software platfoiins, including top-tier alliance with Informatica for data
management, longtime alliance with Tableau for visualization, and Platinum partnership with Oracle for
database management. Deloitte's Informatica practice has more than 3,000 practitioners with training and
experience in delivering big data integration initiatives leveraging Informatica PowerCenter for data
integration and Informatica Data Quality for data cleansing and quality improvement. We have used
Tableau in over 350 projects and with more than 5,000 Deloitte practitioners trained and active with
Tableau.

In assessing personnel for the project, the Deloitte Team looked at the following core competencies for
potential project staff:

• Experience and Knowledge. Direct experience, advanced analytics knowledge, and skills relevant for
understanding substance use disorder, delivering analytics, how it corresponds to the State's vision, and
the processes necessary for a successful implementation.

• Communication. Ability to communicate and work together as a team-with subcontractors, DHHS
staff, data source vendors, and other stakeholders-using our Project Management methodology of AAA
as our approach to achieving common objectives and goals.

• Understanding and Managing Expectations. Proven ability to complete tasks and activities based on
project plans similar in size and scope to the project.

Confidential
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Based on our understanding, some of the critical skillsets and responsibilities of our DAP Project team
members are listed below:

ioAPiproject Role • Responsibilities

ETL & Data

Wrangling Lead

Data Scientist

Data Governance

Lead

Develop and manage data movement strategy from source system to target
Collect data requirements and build data transformation logic for the business
use cases

Formulate data loading and technical architecture design

Advise leadership in use case selection and prioritization
Conduct use case-defined Exploratory Analyses and Visioning Sessions
Provide advanced analytics augmentation through data science techniques
Implement the phased target operating model to effectively deliver and
maximize added business value across the subset of selected use cases

Develop and manage the respective logical data model(s)
Formulate data source integrity validations and anomaly detection
Implement the organization's data governance models

Physician and
Clinician

Visualization Expert
and U1 Designer

Training Lead

Cloud Analytics,
Cloud Engineer,
Digital Data Analyst
and Cloud Data

Scientist

Provide input on appropriate use of data sets

Develop conclusions from data analysis

Support identification of appropriate interventions based on treatment data
\

Collaborate closely with data scientists to develop both lightweight and big
data visualizations to the specification of key stakeholders
Iteratively refine visualizations through analytics labs and POV developments
Conduct stakeholder interviews to define requirements for functional
prototypes

Collaborate with the stakeholders and the Deloitte team to develop training
materials

Implement change management approach

Provide advanced analytics in cloud through data science techniques
Develop analytics models and implement the solution in a cloud platform
Advise on the integration with the cloud analytics platform

Security Lead and
Security Analyst

Advise security features like authentication and authorization for the solution

Advise required security changes based on collaboration with stakeholders for
the solution

Figure IV-D.I.l-SO. DAP Project Roles and Responsibilities.
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[Topic 10 - Skills iirid Experienci* , , j
2.1.5.2. Describe al leasi two (,2) other solutions that vou have completed that relates to the requirements for this
RFP

A proven record of excellence is the single biggest predictor of successful project delivery to the State. As.
illustrated in the following table, Deloitte brings multi-agency, state, and commercial experience
delivering solutions and capabilities related to the requirements for this RFP. More information about
these projects, as well as other similar solutions, can be found in Section V.

iCIient rProjectOverS'iew Solution Requirements ;> ■

Centers for

Disease Control

and Prevention

ONDIEH Management
Support - DARPI
Support and WISQARS
Visualization

Application

Development

CDC's Web-based Injury Statistics Query and Reporting
System (WISQARS"^"^) is an interactive, online database
that provides fatal and nonfatal injury, violent death, and
cost of injury data - including Opioid fatalities - from a
variety of trusted sources. The system uses many data sets,
including NCHS mortality data that NCIPC seeks to
integrate into the DCIPHER system.

CDC engaged Deloitte to modernize the existing
WISQARS applications through end-to-end development of
advanced data visualizations tools including
conceptualization, design, development, and knowledge
transfer

Pennsylvania
Department of
Human Services

PA Office of Medical

Assistance Programs
Technical Assistance

The Pennsylvania (PA) Office of Medical Assistance
Programs (OMAP) administers the joint state/federal
Medical Assistance (MA) or Medicaid program that
purchases health care for~2.7 million Pennsylvania
residents. OMAP is responsible for enrolling providers,
processing provider claims, establishing rates and fees,
contracting and monitoring of MCOs, and detecting and
deterring provider recipient fraud and abuse.

Beginning in 2014, Deloitte helped develop and maintain a
cloud-based analytics solution to collect, validate, store,
and analyze data from multiple sources including Managed
Care Organizations, the Independent Enrollment Broker,
and the state's MMIS.

Figure IV-D.l.l-Sl. Examples of DA Projects Delivered.

;Topic 10 —Skills nhd Experience ' . ^ ,

2.1.5.3. Describe the manner in which users and system administrators can view transactional Data.

It is critical that State system administrators and users view transactional data. As described in the section
2.1, the platform will integrate with the State's Active Directory for authentication needs and maintain
security of the data within each of the components in the solution architecture using respective
authorizations capabilities.

ConlTdential
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The proposed solution architecture for DAP provides two interfaces where clients will have access to the

data:

♦ Enterprise Business Intelligence Data Mart (Oracle Database)

- End users will have the ability to view and query the data using tools like query studio, Oracle's SQL

Developer, or TOAD. The access can be restricted by setting the user profile and grant framework to
restrict users logging into the database.

• Tableau (Leverages the data model and the base tables in the datamart)

- Bl-enabled dashboards will be created using Tableau acting as the presentation layer for the

underlying data. Tableau provides great flexibility and agility to present the data as per customer
requirements.

Typically, role-based secure access will be provided on the database tables. This access will be controlled

via two ways: (a) Database Authentication (b) Database Views. Users wilfhave access to only those data
entities according to role security. All access will be in "Read Only" mode.

Tableau provides both coarse and fine grain access to the datasets, reports, and dashboards available
across various sites configured in Tableau. After authentication of users in the State's Active Directory,
users will be navigated to the landing page; only those dashboards that they are authorized to view/access
will be visible in the landing area. Based on assigned privileges, users will be able to create reports and

dashboards or just interact with them.

Administrators will have full access to the transactional data and will be responsible for the upkeep of the
data in the EBI platform.

In summary, the data analytics platform will provide multiple options as listed above to authenticated

business users and administrators to securely access the underlying transactional data.

jTopic 10 - Skills and Expenency ' . ' ^
2.1.5.4. Plea.se describe your e.xperience with organization" similar to the Health and Human Services and discuss
what iiistorical data they have and have not converted/migrated into the new system.

Deloitte employs a robust

Analytics and

Information Management

(AIM) practice comprised

of over 5,000

practitioners with

significant experience

delivering analytics

solutions to Health and

Human Services clients.

We were also recently

named as a global leader

in analytics and

infoirnation management

by both Gartner and

Kennedy Research.
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Figure IV-D.2.1-52. Deloitte's State Government Analytics and
Information Management Experience.
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Deloitle offers a broad suite of analytics capabilities to help clients harness the most value from their data
to enable informed, insight-driven decision making. As highlighted in the graphic above, Deloitte's HHS
experience spans the entire nation. We have partnered with numerous state agencies to design, develop,
and implement analytics solutions focused on integrating the right data to the make the right decisions.

One of the key services which we provide to HHS clients is focused on data conversion and migration.
Data conversion services combine and integrate data from multiple departments, programs, and sources
into a single unified data repository to support analytics. Deloitte's data conversion approach always
starts with understanding your key business objectives and needs in order to determine the required
sources of data. Once the required sources have been identified, Deloitte's migration approach focuses on
profiling, extracting, cleansing, transforming, and loading data into a structured format.

The project team for this initiative brings significant experience using with similar data and tools. Using
Informatica, we build the processes or mappings which connect to source repositories, extract required
data elements, transform databased on join conditions/logic, and load data into the new repository.
Depending on the individual business need, data can be loaded into several areas within the repository.

Typically, all required data is loaded into the landing or staging area. Data within the landing area is
usually a direct load or copy from the source repository. Once data has been loaded into the landing area,
only a subset of information will be loaded into the target repository or schema. Target data is typically
transformed in Informatica to model and join the information in an optimized format.

As indicated above the specific data required is contingent on your business needs and objectives.
Deloitte brings extensive experience converting and migrating a wide array of Health and Human Service
related information. The graphic below highlights a subset of the data which we have converted and
migrated to support Health and Human Service related analytics.
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Figure iy-D.2.1-53. Deloitte experience in Data Conversion Sources.

As indicated above, we bring extensive experience in data conversion and migration activities to identify
and combine data from multiple sources and migrate it into a one-stop data repository for DHHS's
analytics needs. We currently provide data conversion services for numerous HHS clients using tools
such as Informatica to integrate large and siloed data sets in a centralized enterprise data warehouse. A
few key examples of our experience are highlighted in the table below:

;Kentucky Child Support Enforcement

Client/Project Name:

Kentucky Cabinet for Health and Family Services (CHFS) - Child
Support Enforcement (CSE)
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iKcntucky Child Support Enforcement
Services Delivered Data Warehousing, Conversion, Data Integration, Data Wrangling, Visualization,

Dashboards,

Opportunity/
Challenge

Solution

Impact

The Cabinet for Health and Family Services (CHFS) is responsible for providing
a broad array of Health and Human Services to the citizens of Kentucky. The
Child Support Enforcement (CSE)-agency within CHFS is a service delivery
agency that is responsible for the collection and distribution of Child Support to
the custodial parents of the children of the Commonwealth. Currently, CSE is
serving over a million Commonwealth citizens and children and distributes nearly
$400 million annually.
Child Support is a data-driven program requiring information from many
disparate systems. In Kentucky these systems reside on multiple platforms. A
final hurdle for the program has been a complete inability to proactively monitor
program performance on a timely basis at all levels: statewide, regionally, locally.
CSE requested Deloitte to help in integrating the complex data sets stemming
from disparate data sources and visualizing the data to be able to gather actionable
and data-driven insights specific to program outcomes and operations.

Deloitte delivered a data warehouse and visualization solution consisting of
integrating a series of child support-related data sets and applications into a
single, dimensionally-modeled data warehouse solution and the creation of
several dashboards to improve case management and increase collections.
The delivered solution provided CHFS with enhanced visibility into program
data, providing greater flexibility to conduct timely analysis without the need for
IT involvement. Moreover, the solution has enabled caseworkers to analyze data
specific to their case load, which fosters and encourages proactive measures and
increases productivity by reducing manual activity. At the CHFS Leadership
level, the data warehouse solution improves visibility into program data,
establishes a single source of the truth, and communicates how the agency is
performing against key child support enforcement performance measures.

,1—

•i...

1
SSi

Figure IV-D.2.1-S4. CSE Dashboard,

CHFS has realized the collection of an additional $20 million dollars annually for
the children of Kentucky. In addition, Kentucky substantially improved their
compliance and performance with federal performance incentives enabling
Kentucky to significantly increase federal grant and performance funding.

Figure IV-D.2.1-55. Kentucky Child Support Enforcement Data Conversion.
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|CARES Income Maintenance (IM) Management Reporting
Client/Project Name:

State of Wisconsin Departoent of Health Services

Services Delivered Data Warehousing, Data Integration, Conversion, Visualization

Opportunity/ Deloitte has collaborated with the State of Wisconsin Department of Health
Challenge Services (DHS) for over 25 years on the Wisconsin CARES project. CARES is a

State eligibility system that administers benefits, including Medicaid, SNAP,
Child Care, and TANF for more than one million recipients.
Prior to engaging Deloitte for enhanced reporting and data analytics, reporting at
WI DHS was supported by disparate data sources. In March 2012, DHS engaged
Deloitte to implement a multi-layer. Enterprise Data Warehouse (EDW) to
support the state's data analytics needs for Medicaid, SNAP, and other public
assistance programs.

Solution Deloitte adopted an incremental approach to provide modem business intelligence
capabilities to a broad range of diverse stakeholders including: state executives,
local agency managers, and case workers.

The key objectives of the Business Intelligence modernization project included:
• Centralizing data into a unified repository supporting federal, state, agency, and

regional service areas reporting requirements

• Providing sophisticated analytical tools to analyze data more effectively and
produce richer insights

• Providing a secure self-ser\'ice portal for automated report generation
• Standardizing methods for regional service areas to monitor high priority

performance standards for their contract.

• Establishing a single version of tmth to support data discovery and enhance
insight

Impact As part of this initiative Deloitte leveraged their knowledge of HHS programs and
delivered the following:
• Integrated data warehouse that supports easy integration of stmctured, semi-

stmctured and unstmctured data from both internal and extemal sources

• Intuitive self-service business intelligence interface where DHS business users
and Technical staff can create and access specific sets of reports and queries,
reducing reliance on contractor staff •

• Reports that assist DHS and IM consortia in understanding inefficiencies in
business processes, drive performance management, understand program
population, and evaluate program integrity across the programs of assistance

• Fully automated standard CMS and FNS compliance reporting with enhanced
analytical capabilities that allow DHS to analyze agency performance and
program effectiveness

Figure IV-D.2,1-56. CARES IM Data Conversion.

Topic lU-Skllls and Experience, t

2.1.5.5. How many years of historical daia is typically converted in a project similar to this one? Describe how you
will help Health and Human Services determine the right number of yeans to convert.
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As part of the DAP Project, Deloitte will work closely with DHHS to determine the appropriate amount
of historical data to covert and migrate to support the comprehensive Opioid analytics and dashboards.
Based upon prior experience and best practices, we typically convert five (5) years' worth of data to the
EBI platform as part of initial data transfer. For this project, we would do so from the following systems:

• Medicaid Commercial Member & Claims

• Child Welfare (DCYF Claims)

• Grant/State BDAS & Naloxone Services

• Vital Records/Medical Examiner

• Live Hospital ED Surveillance

• EMS and Population data

The State would be able to leverage that breadth of historical data in our proposed solution and leverage
that information to create multi-year trends regarding treatment and deaths across multiple dimensions
such as demographics, geography, and opioid sources.

After the initial migration, Deloitte will collaborate with DHHS to schedule monthly data loads that will
incorporate additional data, augmenting the data warehouse and downstream Google digital data.
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Topic 11 - Project Management Methodology
Combining Data Science with rapid ingestion and integration of multiple large data sets to develop
analytic solutions makes traditional project management techniques impractical. Attempting to predict
every challenge or opportunity prior to project onset often proves counter-productive. To overcome this
reality, Deloitte teams use a tailored Agile for Advanced Analytics (AAA) methodology to deliver
transformational analytics while rapidly communicating any adjustments to scope, timeline, or
deliverables.

jTopic 11 - Project Managcnient Mctliodology •

The State will evaluate the Vendor's approach to project management methodology.
2.1.6.1. Describe the meihodologies used for organizing teams to impleinem solutions in an iterative Agile
meihodology.

Deloltte's methodology manages CORbi delivery using sprint iterations for each dimension of the
solution. These iteratioiis allow for maximum analysis and minimum risk of error for each dataset and
easily incorporates user feedback at each deployment. This methodology and framework guide our teams
to rapidly build incremental and measurable value.
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Figure IV-D.2.1-57. Deloltte's Analytics Scrum Model will deliver a product increment every four
weeks, thus iteratively solving key business questions while providing constantfeedback and limiting
delivery risk.

To arrive at each deliverable within a given dimension, our approach is structured around the use of
Scrum methodologies, focusing oh the use of integrated development teams conducting independent but
complimentary four-week sprints. Each sprint would be tailored uniquely toward delivering incremental
and measurable value across the current dimensions and would be organized generally across four main
functions: Stakeholder Engagement, Collect & Ingest, Analyze Model & Integrate, and Present.

The Stakeholder Engagement Sprint Phase:

The Stakeholder Engagement phase occurs during every sprint and focuses on the development of key
analytical questions that will be answered by Deloltte's Opioid Insights solution in order to understand
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opioid-related activity (diagnosis, procedures, prescriptions, mortality) and identify potential areas for
intervention. These key questions are created in partnership with the solution owners and relevant
stakeholders and a backlog of "user stories" is created. These user stories are evaluated and prioritized
based on stakeholder priority, technical feasibility, availability of data, and the expected impact on the
mission of intervention. Unlike formulaic project management methods where this phase would occur
only once in the entire project, in our approach this phase occurs at the beginning of each sprint to help
identify the nature of the challenges of each sprint and the clarity of the sprint's requirements and data.
The Stakeholder Engagement phase helps define the definition of done for each product increment.

The Collect & Ingest Sprint Phase:

The Collect & Ingest phase allows our teams to completely understand the datasets that were defined as

being necessary inputs to address critical issues and answer key questions during the planning phase. The
Oracle data warehouse will be leveraged to create data tables from the ingested data sources. Data tables
will be modeled, integrated into Oracle, and made available to be used as inputs to the predictive models
and data visualizations being developed in later phases.

In accordance with our Agile for Advance Analytics methodology, during this phase, we anticipate the
following data sets iteratively and incrementally being prioritized, modeled, and stored in Oracle as part
of the EBI platforms transition to DAP;

• Sprint 1: Child Welfare and CDC Population Data

• Sprint 2: Medicaid and Commercial Claims

• Sprint 3: Vital Records/Medical Examiner and Grant/State BDAS & Naloxone Services

• Sprint 4: Live Hospital ED Surveillance AHEDD

• Sprint 5: Emergency Medical Services TEMSIS

The Analyze, Model, & Integrate Sprint Phase:

In the Analyze, Model, and Integrate phases our teams analyze and integrate data sets to create a data '
model that is easy to consume for visualization, predictive modeling, and ad hoc reporting. Our teams
design rigorous research projects and validate data science techniques proactively and quickly based on
the incremental data ingested in the prior phase. This means that instead of completing the full analysis
prior to testing and gaining feedback, the sprint model allows our teams to learn rapidly while also
resulting in fewer errors in the final Opioid Insights solution. As the State progresses into future more
complex phases of the project the models will be extended. These phases will focus on developing
solutions to the previously produced user stories that in turn contribute to addressing opioid addiction
intervention such as:

• How are local areas with different socioeconomic characteristics impacted differently by opioid abuse?

• Do health care providers in different areas tend to prefer certain types of MAT over others, due to
efficacy or cost considerations?

• Are certain treatment units/administrators more effective than others?

• Is there a relationship between treatment outcomes and the number of social groups or community
support groups in the vicinity of treatment entities?

• What individual risk factors result in higher rates of opioid abuse, relapse, and/or mortality rates?
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• Does reduced access to prescription opioids cause increases in use and addiction to illicit opioids or
other drugs?

• How do changing networks impact an individual's behavior and risk-level over time?

• How does access and utilization of medical and treatment services effect OUD outcomes?

• Should treatment be tailored to specific geographic areas or custom-defined communities?

• Can we detect similar geographic areas or sub-populations where we can transfer successful treatment
or intervention techniques?

• Who are the bad actors, companies, hospitals, etc. linked to those who have higher risk for OUD and
recidivism?

• How can we use the identificatipn of high risk populations in the justice system to improve treatment or
intervention options?

The answers to these questions are addressed in the Model Development and Selection portion of the
phase. Our team uses visual techniques such as simple scatter plots on smaller components of the solution
to identify anomalies in multivariate data, box plots to identify outliers, and correlation matrices to assess
collinearity and for variable selection. The team also has extensive experience working with missing
values and sparse datasets. We can implement a range of data imputation and sparse matrix analysis
techniques to save samples and build stronger models despite missing data.

Appropriate models for the problem class are selected from the Deloitte model library. Our model library
includes models based on advanced statistics, mathematics, engineering, statistical process control,
operations research, risk analysis, signal processing, artificial intelligence, simulation, and several other
novel approaches. For the CORbi project, Deloitte will establish an instance of the Deloitte Opioid At
Risk Plus model to connect to the data within the platform for exploratory analysis within the designated
State environment.

The Present Sprint Phase:

The Present phase focuses on tailoring the incremental value delivered by the Agile for Advanced
Analytics methodology to their intended audiences and providing the results of the analytics solutions in a
manner that functionally supports decision-making. The presentation framework Deloitte brings to tie
back the analysis to the end user personas is the crux of our design thinking methodology. Deloitte will
deploy the HHS Interactive Opioid Insights solution which includes the Indicator dashboard in this phase.
Deloitte will work with the State to incorporate the KPl's in the Indicator dashboard with the metrics in
the existing WISDOM solution to create visualizations for exploratory analysis within the designated
Stale environment. Existing code will be brought into the established environment, and the existing
Tableau visualization data source connections will be updated based on the new data sources and
predictive models to prepare the tool for updates which will ultimately become the Opioid Crisis
Response Management Dashboard.

The Delivery Sprint Phase:

The final 4-week sprint will focus on final delivery of the work across all Phases. This will include:

a. Final testing (UAT) and validation of At Risk/At Risk Plus models and the Indicator Dashboard

b. Conduct final training activities
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c. Provide any remaining documentation

d. Conduct project exit meeting

I

Our teams know that the value of a complex analysis is lost if the insights it brings are lost on its
audience. To accomplish this, our teams use a persona-driven approach to A^le for Advanced Analytics
outputs. At the end of the Integrate & Present phase of the sprints, the development team delivers an
incremental product that meets the previously determined definition of done and that the users can use in
order to provide critical feedback to inform the next sprint. The final delivery phase will focus on closure
of all sprints, migration of the final components to the Production environment, and validation that users
can leverage DAP to manage the Opioid Crisis.

iTopic II - Project Managemeiif Methodology

2.1.6.2. Describe how your approach meets the requirements fbr project management and testing ihe security of the
Sofiware application and hosting environment

Deloitte performs a number of proactive measures with each incremental delivery during each sprint for
the security of the Sofiware application, its hosting environment and the data. This means that rather than
trying to identify all security vulnerabilities and protections at the end of the solution's delivery, the
security measures are adapted and put into place with each iteration in each sprint. These measures
include:

• Secure code review - Secure code reviews are performed using Hewlett Packard (HP) Fortify. The
secure code review is performed for any custom code developed as part of the solution before being
released into production. The assessment of the code is performed during the user acceptance testing to
check that the code adheres to the know code conventions and best practices. A list of defects is tracked
in the defect tracking system with remediation recommendations.

• Environment Penetration testing - Vulnerability assessment for the solution and its supporting
hosting/infrastructure will be performed prior to production release of the solution. We use Tenable
Nessus or Metasploit to run automated penetration testing scans and conduct manual testing to provide
contextual interpretation in order to weed out false positives. These tests will be conducted in close
coordination with the DoIT staff to ensure that it does not trigger alerts from their monitoring tools.
Additionally, any identified vulnerabilities will be shared with DoIT and a plan for their remediation
developed and co-executed with DoIT and Deloitte.

Topic 11 - Project Management McthodolQg>^

2.1 -6.3- How can you ensure the security and contldeiuialiiy of the State Data collected on the sy.stem?

Security and privacy are not an aflerthought, but rather at the forefront of the process during each and
every sprint.To protect confidential data that exists in each sprint, our solution takes a 3-pronged
approach that ensures that data privacy is maintained and data is available to only those who have a
business need to access/view it consistent with DHHS's broader data and security governance vision.
These include:

• Protecting data at rest: The data in the Oracle databases will be encrypted using Oracle native
encryption mechanisms ensuring thai direct access to the databases from the OS will expose any
confidential data. Additionally, Informatica will be configured to purge all the staging tables once the
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ETL processes have been completed, ensuring that there is not data within the solution once the
processing has been completed.

• Protecting data in transit: The data transmissions within the solution components will be carried out
over encrypted channels using Transport Layer Security (TLS). Secure/ Multipurpose Internet Mail
Extensions (S/MIME) will be used for securing email communications and end user access to the
application via the browser will be available only over Hyper Text Transfer Protocol Secure (HTTPS)
when viewing confidential data.

• Authorizing access to data: Access to confidential data will only be granted after authenticating and
authorizing the users. The application tier components will use the State's Active Directory as the
authoritative source for user identities. Access rights will be granted to individuals based on their job
function and role, using the concepts of least-privilege and need-to-know. Requests for additional
access will follow a formal process that involves a request and an approval from an authorized State
representative, such as the data steward or data owner. Access to infrastructure native accounts will be
limited to a very small subset of application developers and administrators and this access will be
reviewed periodically to ensure that people with a business need have access. Fine grained roles based
access will be managed through the Tableau administrator in combination with broader permissions
managed through Oracle.

Additionally, access rights will be provided and refined during each sprint, based on an individual's job
function and role, using the concepts of "least-privilege" and "need to know" to match access privileges
to defined responsibilities based on data governance standards. Requests for additional access at any lime
during a sprint will follow a formal process that involves a request and an approval from a data or system
owner/manager/other executive as dictated by the security policy. Approvals are managed by workflow
tools that maintain audit records of all changes.

jTopjy 11 - Project MnnagcmKht MethodoloEV

2.1.6.4. What security validation Documentation will be siiarec! with the Slate?

Security testing processes during each individual sprint includes detailed reporting on.
vulnerabilities/issues unique to that sprint's deliverable that are identified during our scans/testing, their
remediation options and their criticality. These reports will be shared with DHHS. Additionally, Deloitte
will conduct manual testing to verify the results of the automated scans in order to filter out the false-
positives. The vulnerabilities that are verified by our manual process will be logged as defects in the
defect tracking system and will also be available to the State for viewing/reporting.

Topic 11 - Project Manngemcnl Methj)d6logy
2.1.6.5. Do yqii use internal or c.Niemal resources to conduct security testing?

Deloitte has a dedicated Cybersecurity Advisory practice. The security testing for each incremental phase
of the solution, per our Agile for Advanced Analytics Methodology, will be conducted by professionals
with experience and expertise in running the security testing tools and conducting manual validations to
rule out the false positives so that the team can focus on the real issues. Our team has previously been
approved by CMS to conduct security validations for DHHS in NH, including for work completed by
Deloitte Consulting for formal assessments, including MARS-E 2.0 analysis.
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I

D-2.2 State Personnel and Training

Providing effective and timely training and knowledge transfer on the use of a new
system is critical to overall adoption. Our experience shows that effective knowledge
transfer is continuous and relies on a positive, collaborative learning environment
established early in the project life cycle. Our training and knowledge transfer
program establishes a foundation at the beginning of the project, builds upon that
foundation throughout the project, and ultimately prepares NH staff for full
transition of the responsibilities at the end of the contract term.

Deloitte follows an Agile-ADDIE - Analyze, Design, Develop, Implement, Evaluate - training design
methodology, which integrates multiple collaborative feedback opportunities to develop a training
program that prepares users to efficiently and accurately use the system.

Dcvi'lupincnt
linplcniciitntiun/

Kvaliiaiion.

NH OAPOC-OCMI

Figure IV-D.2.2-S8. The Agile-ADDIE Model.
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Topic 12 - User Training Approach
jTopic 12 - User Trnining Approach • j ' •

2.2.1 The State will evaluate whether the training approach is likely to prepare users adequately to u.se the new
System from the day of deployment, including rria.ximum knowledge transfer to allow the State to conduct its own
training in the future...

2.2.1.2. Questions to address include, but are not limited to. the following...

Deloitte has successfully applied the Agile-ADDIE model to guide the development and delivery of
training programs for government agencies and commercial entities deploying business intelligence
systems. Our approach focuses on developing and delivering a Train-the-Trainer (TTT) program and
creating self-service capabilities that promote sustainable use of the system for technical, business, and
external users. Key components of our plan are listed in Figure IV-D.2.2-2 below.

[Question Response • '
2.2.1.2.1 Training is conducted in a classroom setting and leverages conceptual overviews with hands-

on practice exercises to allow NH facilitators to become more familiar with training materials
and the new system, allowing for a more consistent delivery experience to end users.

A measure of results and impact on
the research team

Targets the transfer of knowledge
or attitude to research DCti\'ities

r I.evei2 A tneasiirc of knowledge
r [.earning and skills acquired

1 • A measure of research team

Reaction ^  member satisfaction

2.2.1.2.1 We follow the Kirkpatrick
Assessment Model to evaluate the

success of the training program,
focusing on four key components:
reactions, learning, behavior, and
results. We work with NH to

develop key metrics in each of
these areas such as surveys,
tracking use of support materials
(downloads/views), tracking
overall uptake and usage of the
tool post-training, as well as support requests. We develop a survey using the PollEverywhere
tool to assess reactions, learning, and satisfaction with the training.

2.2.1.2.3 The training team is integrated with the user support teams, including the usability and user
acceptance t6st teams, and NH staff'shadows' to reinforce traceability, consistency, and
overall usability. Post-launch, a formal feedback mechanism is used between each team to
verify that user input is distributed to all relevant teams to enhance the quality of user support
and drive tool and training improvement opportunities.

2.2.1.2.4 Our goal is to provide manuals that are comprehensive to enable trained users to research
answers to their own questions. We routinely update manuals on a mutually-agreed-upon
maintenance schedule. If specialty questions arise that are not covered by the manual,
additional support is provided through TTT, job shadowing, virtual office hours, and other
formal mechanisms to facilitate knowledge development.

2.2.1.2.5 Manuals are updated on a mutually-agreed-upon maintenance schedule in response to
feedback from stakeholders. To the extent possible, we update manuals prior to product
releases. If clear gaps are identified that require an immediate response, we provide off-cycle
updates for NH approval.

2.2.1.2.6 The primary focus of our approach is a rigorous TTT methodology that involves instructor-
led training supported by overview materials, quick reference guides (QRGs). and in-class

Deloitte 2018 Page,IV-D.2.2-186 of 662



AttachmS^W^CdB^^ffi¥|5(ti^MPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19.DATAA

iQuestiun Response
exercises.- in addition, we integrate icnowledge transfer activities, including mentorship and
office hour programs, to provide additional learning support during the transition phase.

2.2.1.2.7 All training manuals and other support materials will be available in a shared repository and
maiiitained, including version control documentation, as part of a maintenance agreement.

Figure IV-D.2.2-59. Response to User Training Approach Questions.

We work with NH staff to determine business and performance goals, gather training requirements, and
identify targeted stakeholders from the three end user groups (casual, specialty, and power) impacted by
the new implementation. We develop and deliver a needs assessment to identify and determine skill levels
and abilities and to define learner preferences and needs for each end user group. We apply the principles

of human-centered design to understand and collect data on the experience of stakeholders with current

tools, as well as their anticipated needs and uses for the new system. The information gathered through

this process is supplemented with information gathered through usability/design sessions and user
acceptance testing to inform recommendations for the training plan and curriculum. Recent EBI training
experience has given us insights into current user needs. For example, we anticipate formal and informal

shadowing to represent a significant component of our training and knowledge transfer effort.

We will work DHHS and DoIT to create a Comprehensive

Training Plan and Curriculum, which includes FIT,

QRGs, and associated materials. The training plan includes a

list of proposed trainings for each user group, including
format, duration, goals, a storyboard, and proposed Suppoiting CMS Million Hearts®
assessment methodology. The curriculum is based on the implementation througli activities
analysis gathered from the needs assessment, working with
NH to finalize the objectives of training for each group. For • 15 webinars, 2000+ pailicipants
example, power users might be trained on creating custom • OnOemand video training

analyses using Tableau, including the underlying datasets, • Average trainee satisfaction rating
while casual users are trained on using pre-set reports. over 90%

We support the operational teams creating the Communications and Change Management Plan and
Documentation of Operational Procedures (SOPs). In addition, we propose rapid design prototyping to
allow NH to provide early feedback into training design and minimize rework later in the process. Please

refer to Figure IV-D.2.2-3 below for recommended training materials for the i l l session.

jltcm Description/Rationale

Evidence of

EXPB^B4CE

Overview One PowerPoint for each user group to support the delivery of conceptual overview.
Materials

Quick Reference Short, targeted training documents (I -2 pages per QRG) that represent the
Guides (QRGs) transactions that most of the end users complete in the system.

TTT Session TTT includes a one-day, instructor-led session delivered to a class of 6 participants
identified by NH, two per user group. These participants are identified early in the
design phase of the project, shadow designated Deloitte team members throughout
the development process, and work with the training team to develop materials to use
with their designated user group. They receive formal in-person training on the final
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item Description/ Rationale

product to prepare for final training handoff. TTT is delivered in a computer-lab
setting to provide hands-on practice with the application in a non-production
environment. Following a conceptual overview to the group, participants break into
three groups - casual, power, and specialty users - to review concepts and materials
specific to those user groups, then transition to hands-on practice with targeted use
case exercises.

In-class

Exercises

Hands-on practice to facilitate experiential learning during the TTT session includes
scenarios with test logins, steps to follow, test data to manipulate, and expected
results.

Training
Evaluation

One online evaluation developed using PollEverywhere to gather feedback from
participants on the TTT session and supporting materials.

Figure IV-D.2.2-3. Recommended Training Materials.

Materials are updated as determined by the maintenance'release schedule; however, if there is an urgent
need for an update outside of the schedule, we review such requests to determine and mutually agree upon
when it be accommodated. Understanding that the needs of the training program evolve over time, we
remain flexible and responsive as the tool and its users evolve.
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Topic 13 - Preparation of State Staff

Key

}Topic 13 - Preparation Staff

The Slate will evaluate whether the provisions to prepare State staff participating in the IToject will enable the staff
to contribute appropriately.

2.2.2.I. Describe how State staff assigned to the Project Team will be prepared to contribute.

Our plan offers State staff the opportunity to learn their roles
and responsibilities through a demonstrated knowledge
transfer methodology based on in-person, real time
interactions. This knowledge transfer program occurs
throughout the system development life cycle to allow for Benefits of a shadowang approach:
State staff to contribute to the design, development, ♦ Individualized support
implementation, and maintenance of the system, in addition • in-person discussions
to knowledge transfer, the State staff are integrated into the . Customized topics based on proiect
team through regular and consistent communication, allowing assigtiments
for State staff to remain aware and make informed decisions. , Just-in-tinie learning
The knowledge transfer program includes multiple • Real-time Q&A
components to drive success:

• Smart Pairings: We identify appropriate mentors within the Deloitte team based on their project role,
relevant knowledge, and skills that will be transferred to State staff meniees. Each mentor is responsible
for providing skill coaching to State mentees within their specific project role. Mentors focus on
coaching day-to-day skills needed to complete project assignments and are actively involved during
system and infrastructure development and documentation.

• On-The-Job Training: The project facility provides a collaborative learning environment for State
staff and the Deloitte project team. Deloitte resources work side-by-side with State counterparts to
successfully complete project assignments. Our approach provides State staff an opportunity to learn
and practice completing the same project tasks, applying the same methodologies, and using the same
tools as the Deloitte resources. State staff increase involvement and self-sufficiency over time,
culminating in the ability to independently perform system tasks associated with their respective roles.

• Shadowing Material: Deloitte mentors and NH mentees must agree on what material to cover during
shadowing. The training team develops a checklist and plan in coordination with State staff to
determine all the required knowledge to be transferred; this allows for a tracking mechanism to verify
that staff have gained the agreed-upon knowledge. This checklist is reevaluated throughout
development and shadowing to verify it has the appropriate material included as the development of the
tool progresses.

• Formal Meetings: Meetings are scheduled every other sprint to track the knowledge transfer progress.
Status reports on knowledge transfer are shared with project leadership following this meeting. Times
may be set by the training team so mentors and mentees can focus on a specific set of knowledge
transfer topics. An example of a formal shadowing session with Deloitte mentors and NH mentees is
working together through the setup of a source-to-landing layer ETL mapping and workflow, then
having State staff build similar mappings based off their recent mentor/mentee experience.
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• Informal Sessions: Mentors and mentees schedule their own time to familiarize themselves with these
materials. These are mostly demonstration-focused to give mentees hands-on experience with the
material, as well as to ask their mentor questions and get real-time answers. These sessions are focused
on a specific topic, but can be scheduled as

needed. An example of an informal shadowing
session could be working through a defect when
there is an issue in order to learn the best

approach for resolving the defect.

Office Hours: Mentors hold office hours twice

per week to allow State staff to ask any questions
they may have. These sessions do not focus on a

specific topic but are instead time where the

mentors are completely available to discuss

questions/issues, work through a defect together,
etc.

Continuing Knowledge Transfer: The State
trainers participating in TTT activities are among
the mentees involved in this knowledge transfer.
After they complete the training program and
knowledge transfer, the State trainers are also

prepared to help support other State staff on
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Figure iy-D.2.2-4. Knowledge Transfe7^Sdf-
Assessment Survey.

material related to the tool. This allows for future State staff to prepare to contribute after the tool is in
place.

• Assess Knowledge Transfer Progress: Knowledge Transfer assessments are conducted on a regular
basis to gather self-assessment details from State staff. These assessments enable State staff members to
rate their familiarity with identified skills and/or tools. It also gives them the opportunity to request
additional training in certain project-specific areas where they may need more assistance or have a
further interest. Figure D2.2.-4 above provides an example of a self-assessment survey.

The knowledge transfer activities and support mechanisms as noted above provide a customized approach
for continuous learning and development of NH IT staff. This collaborative, on-the-job program prepares
NH staff to independently manage and maintain the tool going forward.

^Toplc of State StalT '
2.2.2.2. Pro\nde an over\'iew of Project Team inieractions and dependencies beiwecn function.s.

As previously mentioned, creating a unified project team with Deloilte and NH staff is critical to the
overall success of the project. This unified project team has a set of joint meetings that allow for regular
and consistent communication.

• Dally Scrum: Throughout the project life cycle, there are daily agile scrum meetings that are attended
by cross-functional Deloitte and State staff. At these meetings, discussions occur about the activities for
the previous and current day and what barriers exist to complete tasks. By having the unified project
team in these meetings, any dependencies that exist between Deloitte and State staff are identified early.
Dependencies that occur among different functions such as policy, analytics, data modelers, and
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developers can also be managed during these meetings. This allows for a quicker resolution as well as
the ability to take preventative measures before any barriers occur.

• Design Meetings: Design is a collaborative effort between the Deloitle functional and technical team

members as well as the State team members. By having this collaborative effort among the different
sub-teams on the project, a more comprehensive design can be created. With input from all key
stakeholders when discussing design, there are significantly fewer issues, such as design expectations
being different than the end product. For example, by having developers in design meetings, there can
be input as to the level of effort required for different designs.

• Shadowing Meetings: The formal and informal shadowing meetings explained above help to decrease
dependencies due to an increased understanding of the development process by State staff. Through
shadowing and actively participating throughout the project life cycle, State staff are able to take more
ownership of the development and maintenance of the system and leadership of the overall project.

• Defect Review and Triage: As defects are reviewed, key stakeholders within the Deloitte and State
unified team are in attendance. This allows for the priorities and level of effort for fixes to be
determined and understood by a multitude of team members with different perspectives. The key
stakeholders from the State prioritize which defects require immediate fixes and what defects are nice-
to-have changes that can be deprioritized for future development.
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D-2,3 Project Execution

The Deloitte team leverages the project management disciplines included within our
Agile for Advanced Analytics methodology based on the principles from agile and
scrum, the Capability Maturity Model Integration (CMMl), and the Project
Management Book of Knowledge (PMBOK).

The Data Analytics Platform for Opioid Crisis will be delivered using our Agile for Advanced Analytics
methodology (AAA). Our methodology combines lessons learned, best practices, and experience
delivering analytic projects for hundreds of commercial, federal, and state clients. Our methodology
provides a robust repository of accelerators, tools, and guidance focused around delivering key analytics
capabilities. An agile approach enables the solution to evolve with adherence to predefined timelines and
budget constraints to deliver the highest value in the shortest amount of time.

Our approach aims to be pervasive across the enterprise, engaging with stakeholders to help shift the
organization towards becoming an Insight Driven Organization (IDO). IDO's consider the business need,
strategy, people, and process components required to successfully deliver analytics work. Our
methodology contains structured development processes, tools, templates, IDO guidance, and deliverables
that benefit engagements by:

• Enhancing delivery quality through leveraging lessons learned, defined management processes, and key
accelerators

• Providing flexibility to quickly react to changing client needs and priorities

• Reducing program risk with a set of standardized, demonstrated processes

• Accelerating the analytics journey by embedding insight capabilities into core processes and operations

• Increasing client engagement and feedback through agile approaches
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Topic 14 - Implementation Approach
iTopic 14 - Implemcntntion Approach ■ '

The State will evaluate the quality oranalysis. reasonableness, and flexibiliiy evident in the proposed
Implementation approacii. Provide one or more feasible Implementation plans. For each plan
provided:

2.3. I.I. Identify timeframes for major milestones, including timing for discontinuing legacy Systems if applicable;

Deloltte's implementation Approach to Data Analytics Platform for Opioid Crisis will be Agile and
will follow the below approach.

• Based on Scrum

• Focus on working analytics products and continuous improvement

• Scope defined using product and sprint backlogs and prioritized by the product owner to forecast
releases with the roadmap

• Work managed through quick iterations called sprints, facilitated by the scrum master, and progress is
visualized on a task board (or equivalent tool)

• Team measures include capacity, velocity, and burndown
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Figure D-2.3-60. Agile Approach.

The major milestones as part of the implementation approach are illustrated below and elaborated on in.
section 2.4, Topic 23 Work plan.

Sprint 0: The milestone which will be achieved as part of the sprint 0 are the key foundational planning
and scoping documents (e.g. Sprint Plan, Work Plan, Kick-off, Communication plan etc.) that will lay the
foundation for future sprints. The key members of the team, consisting of both the State and Deloitte
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■personnel, will initiate the project and organize the people and processes needed to jointly manage and
monitor the project execution and define working parameter to support successfully delivery.

Sprint 1: The milestone which will be achieved as part of Sprint lis the acquisition of all eight data
sources defined in the RFP. This sprint will analyze, integrate, and operationalize data from the source
systems to the landing layer. Additionally, during this phase, the first two of the eight sources, Child
welfare and CDC population data, will be modeled and integrated into the EBI schema to support
predictive modeling and visualizations. The time frame for the milestone will be 4 weeks.

Sprint 2: The milestone which will be achieved as part of Sprint 2 is the modeling and integration of the
Commercial claims data. This data set is critical to the project success and is isolated in a single sprint.
During this sprint, the data is modeled and integrated into the EBI schema along with Medicaid Claims.
The time frame for the milestone will be 4 weeks.

Sprint 3: The milestone which will be achieved as part of Sprint 3 will be full integration of the Vital
records/Medical Examiner, Grant/State BDAS, and Naloxone data sources. These data will be analyzed,
modeled, and integrated into the EBI schema, continuing to evolve the EDI schema to become the Data
Analytics Platform (DAP). The sprint will include the model formulation, finalize the key predictors,
perform exploratory analysis, and assess variable correlations and relationships. During this sprint the
team will also evaluate and design the integration for the Google behavioral trending data to determine on
how best to use the NH specific Google's datasets to predict early indications of geo-based OUD trends.
The time frame for the milestone will be 4 weeks.

Sprint 4: The milestone which will be achieved as part of Sprint 4 is the full integration of the live
Hospital ED Surveillance AHEDD data. These data will be analyzed, modeled, and integrated into the
EBI schema. This Sprint will also cover predictive model development activities and the design of Opioid
Crisis Dashboard. The de-identified claims data will be migrated to the Google cloud, the At-Risk model
will be redeveloped into At-Risk+ model integrating the behavioral search data leveraging the Google's
machine learning platform. The predictive results will be sent back to the Data Analytics Platform for
integration into the data model and visualizations. The time frame for the milestone will be 4 weeks.

Sprint. 5: The milestone which will be achieved as part of Sprint 5 is full integration of the Emergency
Medical Services TEMSIS data. These data will be analyzed, modeled, and integrated into the EBI
schema, completing the phase I data modeling of the Data Analytics Platform. The predictive models, will
be refined, and the Opioid Crisis Dashboard development will be completed. The time frame for the
milestone will be 4 weeks.

Sprint 6: The milestone to be achieved during the final sprint is the delivery and transition of a fully
functioning solution. The final production code migration takes place, end-lo-end user testing is executed,
and training is completed.

Topic 14 — Implemcntntion Approach ' I
2.3.1.2. Discuss cost implications of the plan, including implications on maintenance fees; and ...

Our agile implementation approach and our sprint design plan is constructed to support an efficient and
rapid delivery with the iterative integration of data. The plan framework was designed to create a
consistent process that minimizes risk and provides clear direction.

Each sprint starts with a review of the previous sprint and works on any backlog refinement which will be
required in the new sprint. The new sprint is then planned along with the previous sprint backlog.
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The estimation tool enables the planning using the below details.

e. Define Duration: The number and duration of sprints are defined as well as the type of each sprint.

f. Define Resource Assumptions: The number of resources per skillset is defined for sizing. This is not
intended to be the number of resources on the project. It is an assumption used for sizing.

g. Define Size and Features: Epics/Features are defined and sized (T-shirt sizing) by skillset. These are
added together to translate into "effort" (i.e., number of sprints per skillset).

h. Compare Duration vs Effort: The duration of the project is used with the epic/feature sizing to
calculate the needed capacity per the expected scope (i.e., no. of scrum teams needed with a specific
skillset).

i. Review Resource Plan: The comparison in the previous step provides the estimated number of
resources and scrum teams. The assumptions can be adjusted as needed to re-estimate.

Deloitte Agile estimation is a way to determine relative size on a project-by-project basis. This tool is a
management aid for cost estimation. T-shirt size estimation can have a 25% variance given its relativity,
and that estimation is done at a high level rather than at a task level.

The implications of using Agile methodology and cost implications of using the agile estimation
framework are as follows:

! Features Benefits

Minimize risk A consistent process and tool used across the practice will minimize risk
and provide clear direction for Agile projects; It'can also provide the
foundation for effective contracting

Speed and flexibility A proven solution that meets the needs of service offerings will decrease the
time to develop an estimate and eliminates the need to reinvent the wheel —

Real-life experience A solution that is consistently used and updated provides lessons learned
and real-life experiences to new projects

Leverage through life A solution delivering forecasting functionality can be used throughout the
cycle . project to confirm the ability to deliver

Figure D-2.3-61 Features and Benefits of Agile Methodology.

jTopic 14 - Impleniciitiitioii Approach

2.?.1.3. Address the level of risk a.s.sociated with the plan

The plan was created with a detailed understanding of your existing EBI solution, including the
infrastructure, the tools, and technology recently procured, and the data model being designed. With this
knowledge, our team evaluated the new data sources and the project objectives and drafted an initial set of
sprints, summarized in 2.3.1.1 and more details provided in the Work Plan section 2.4 Topic 23. All this
knowledge informed our sprint design, significantly reduced the delivery risk, and enabled us to construct
a plan to meet the tight timeline defined in the proposal. The team understands how these new data
sources will be integrated into the existing data model, how these data will be leveraged by our At-Risk
predictive model, and how the opioid dashboards will be integrated into the existing solution, all
contributing to reduce the risk within our delivery plan.
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jTopic 14 - ImplemcnUtion Approach
2.3.1.4. What are the highliglits (key selling points) of your propo.sed approach?

Deloitte's Agile for Advanced Analytics (AAA) tailors
agile to fit the unique complexities of a data integration
project. Our Analytics Scrum Model will deliver a

product increment every four weeks, thus iteratively
solving key business questions while providing constant
feedback and limiting delivery risk. It is critical to note
that while a product increment is delivered every four
weeks, a key assumption of our delivery model is

frequent and constructive interaction with the users of the
analysis. A regular cadence of discussions, feedback
sessions, and demos, not just at the end of the four-week
sprint, is one of the strongest arguments for using Agile.
These interactions help bring clarity to the direction of the
product and can lead the analysis down different but
higher value avenues based on the teams having time to
constructively ideate.

jjopic 14 - Ihipicnieiitation Approach
2.3.1.5. What makes your proposed implementation approach unique in consideraiion of your competitors?
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Figure D-2.3-62. Benefits of AAA.
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Our implementation approach is different from our competitors in four key areas:

1. Know your Environment - We helped design and deploy your existing environment; our approach
leverages this knowledge and is tailored accordingly.

2. Reuse - We designed an approach that maximizes the reuse of your existing assets, providing the
most value to the State.

3. Accelerators - We bring specific accelerators, built on the same technology slack as your solution, to
speed the development process (e.g. At-Risk predictive model, HHS Interactive Framework)

4. Knowledge Transfer - We provide full knowledge transfer, enabling the State to support, leverage,
and build upon the platform moving forward.

Additional Deloitte's differentiators related to our approach include:

• Deloitte's Agile for Advanced Analytics (AAA) methodology combines lessons learned, best
practices, and experience delivering analytic projects for hundreds of commercial, federal, and slate
clients. Our AAA methodology provides a robust repository of accelerators, tools, and guidance tailored
to meet the Department's requirements.

• Deloitte's understanding of data governance and our experience helping government clients establish
governance frameworks offers a unique differentiation for this implementation.

- Deloitte understands Data Governance and will help to establish a governance structure that will
enable the effective sharing, reuse, and governance of Enterprise Business and Technical Services,
thereby improving collaboration and data driven decision support at all levels.
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- Deloitte's approach integrates with Data Modeling (DM), Enterprise Architecture (EA) and business
processes (BP), superseding inter-departmental and technical silos for greater visibility and control
across various departments, while also ensuring that security and privacy are not an afterthought.

• Deloitte's experience with Medicaid data, All Payer Claims Database and Human Services data
integration project informed the development of our approach. The team has direct and relevant
experience and is equipped to make this project successful within the tight time frame define.

fTopic 14 - Implemcntalioii Approach ' ' • J.,! ' ' . r
2-3.1.6. To assist the State In evaluation of the Implementation Plan or plans discus.sed, identify the ...

The project estimates are based on the work defined in Section 2.4 Topic 23 and serve as the basis our
estimates. Project estimation is about accuracy - making the right decisions about scope, costs, resources,
deliverables, and delivery milestones. Deloitte has its own proprietary Project Estimation & Planning
Suite tool that is designed to help drive this accuracy, and in turn, facilitate the effective management of
project risks.

The Agile Estimation solution provides the following value.

A consistent process and tool to [>e used across ilie

practice will minimi/e risk <ind prodde clear direction for
Agile for Advanced Analytics projects. It can also
proridc the foundation for effecti\e contracting.

A proven soiutionihat meets the needsofservice

offerings will decrease the lime to dcvelopan estimate
and eliminates the need to reinvenulie wheel. '

A soliitiontliai is consistently used and updated provides
lessons learned and real-life experiences to newprojccts.

'A

3

A

A solutiondcHvering forecasting functionality can be used
throughout the pro ject to connrni the ability to deliver.

DAP0C.0(H5

Figure D-2.3-63. AAA Solution Value.
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Topic 15-Testing
iTopic 15-Testing ' : ' ..

2.3.2 I he State will evaluate the quality of support the Vendor will supply to assist State testinc staff and
2.3.2.1. Describe your te.sting melhodoiogy and include a proposed test plan. '

Deloitte's approach to testing mirrors our broader principle: that quality must be built in from the
beginning. Our agile approach to testing includes validations throughout the Sprint life cycle to obtain
feedback and re-testing of the key components of the solution. Our team will work with the project
stakeholders and key subject matter experts to engage in the validations of each component as they are
developed, and unit tested. Any defects identified during testing activities are reviewed, triaged, and
prioritized by Deloitte in collaboration with the Department. All prioritized defects are resolved and re-
tested for confirmation. Based on the schedule, additional testing activities may be required. For example,
for public facing dashboards, security testing may be required, or if we are delivering a predictive
analytics model, a series of validation activities are executed to tune and calibrate the model.

The table below provides details on the testing phases included in Deloitte's testing methodology that
may be leveraged for the CORbi project.

♦Testing Phase Description . |
Unit Testing Unit testing validates that individual functions are configured and/or developed to

appropriately translate technical and functional requirements. Deloitte Scrum team will
execute test scripts to validate the acceptance criteria. This will include ETL programs
and reporting dashboard components. Fixing errors earlier will help with overall

'  implementation timeline and effort.
ETL Test ETL test scripts will include steps to create data in source systems, execute data loads
Scripts into DAP, compare data values between source and each layer of the DAP, and verify

the fillers applied when selecting the records from source.
Dashboards Includes steps to verify the text, layout, and security for the reporting views, confirm the
Test Scripts aggregated numbers by executing SQL queries against the source data, verify the

various dashboard filters are applied to the appropriate source data columns, and
validate changes to underlying data are updated accurately within the dashboard.

System Validate system functionality meets the approved design as well as the business needs
Testing as specified.by the requirements. Documents system test results in shared location,

including information pertinent to requirements traceability matrix and defects. The
defects will be evaluated into Critical, High, Medium, and Low categories based on the
impact to overall sprint release. State participants may view the progress of system
testing and monitor results at their convenience leveraging JIRA. This provides
opportunities for questions and clarifications early in the process, thus saving time and
providing better preparation for UAT.

Integration The objectives of this task are to establish the approach and define the scenarios for
Testing integration testing. Integration testing focuses on testing all the elements of in-scope

end-to-end business requirements. The intent is to mimic real-life business processes in
a testing environment and determine whether the solution meets the Requirements.
During the sprint cycle, an early integration testing m\\ be performed to validate the
processes (or parts of processes) that were completed in the sprint to identify early
integration issues. If available, Production data will be leveraged during Integration
testing to identify any data anomalies as early as possible.
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■Testing Phase Description

Regression Regression testing will be conducted to re-run tests to validate that previously validated
Testing components are still functioning after additional software is added to the environment.

In an agile environment, regression testing will be conducted in later sprints to verify
that the components previously developed are still functioning as expected.

Performance/ The objective of this activity is to document the scope, scenarios, and logistics required
Stress Testing to verify performance of the system's underlying technical architecture. The approach

simulates load using lower environments, production volume data, and batch jobs to
measure the system's response time, latency, throughput, and resource utilization. Once
a performance risk or issue has been identified, Deloitte identifies the root cause of

.  issues, develops solution designs, and initiates performance tuning requests.
Data Prepare a data conversion plan, prepare SQL scripts to test data validity post conversion,
Conversion validate results, discuss data quality issues, update assumptions and implement fixes as
Testing required. In an ETL environment, this includes validating that the data loaded from each

source is loaded accurately into the target database.
Security Security Testing will be conducted as part of non-functional testing. Deloitte will work
Testing with State staff to leverage existing infrastructure and processes to meet the security

requirements. Deloitte staff assisting to manage user administration and security
processes will follow State's existing policies and practices. The CORbi team will use
existing Oracle advanced security capabilities used for EBI project for transparent data
encryption. The data at rest will be encrypted and the authorized applications will be
able to decrypt data when displaying to authorized users. Security vulnerability testing
will be performed on Tableau dashboards published to the public.

Installation Confirms all components of the solution have been properly installed, configured, and
and can be accessed by the appropriate stakeholders. Testing of the environment will include
Environment execution of ETL mappings and refresh of Tableau dashboards and predictive models in
Testing the environment specified for validation.
Production Once Production deployment activities have completed, Deloitte performs production
Validation validation. If no issues are uncovered, Deloitte allows users to log onto the system with

changes deployed. Deloitte performs post-production monitoring and any incidents
identified are quickly escalated to the State with the goal of achieving or maintaining
system stability. Incidents requiring a change are reviewed with the State for

j  prioritization and emergency releases are scheduled based on direction from the State.
Acceptance The User Acceptance Test (UAT) phase continues the process of validating the solution
Testing meets the business requirements, allows the State to validate the end user experience

and gives the Slate the ability to validate the design and reassess functionality if needed.
Deloitte will continue to support the State throughout the UAT phase to validate and
confirm the new business functions are performing as specified. As each component is
ready, the State will be able to perform UAT.

Figure 0-2.3-64. Testing Phase Details.

Topic 15-Testing /
2.3.2.2. Will configured Software be delivered in functional components for State Acceptance Testing?

Yes, as each functional component is completed and has been tested by the Deloitte team, the State team
will be able to validate. For example, as ETL mappings are completed the data will be loaded in an
environment to allow for the State team to validate the accuracy of the data and the business rules applied.
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iTopic 15-Testing '

2.3.2.3, How much lime should the State allow to complete User Acceptance Testing of a component?
.J

Deloitte will work with Slate to come up with an appropriate timeline for testing the components based on
the scope, complexity, functional and non-functional requirements. Overall UAT effort could range from
2-5 days for a 4-week Sprint.

[Topic 15 - Testing _
2.3.2-4. What test nianagenieni and test driver tools will be employed in quality assurance testing prior to ...

The Jira tool will be used for test management and quality assurance prior to delivery of code to the State.
These tools will be available to the Stale similar to what is being performed for the current New
HEIGHTS and EBI projects.

iTopic IS-Testing ' ■

2.3.2.5. What support will be provided to prepare State staff during Acceptance Testing? How will on-site ...

The Deloitte team will be available on site to prepare the State for acceptance testing. The diagram below
outlines the multi-discipline approach to UAT preparation.

User Acceptance Testing (UAT) Approach

Preparation \^alid:ition Resolution

Our team worksjointly with the State
to prepare for user testing throu^:

• Prep meetings

« Brainstorming sessions

• Functionality demos

• Systemtestscenarios

• Kick-off meetings (I

UAT scenarios can easily be traced
back to requirements:,

• Functionality

• End User e.xpcrience

• Documentation

(p

When defects are found,'we will work
closely with the State towards
resolution thou^:

• Scheduled defect review meeting

• Defect reporting

• Timely rctesting

NH DAKXr-OOW

Figure £>^2.3-65. UAT Approach.

ITopIc 15 - Testing ^

2.3.2.6. How will members of the testing team be prepared to test the configured Software?

The testing team will be part of the Scrum team and included in the daily stand up meetings. In addition,
all design documentation will be reviewed with members of the testing team, the data model will be
reviewed with the team, and working sessions walking through the data validated in system testing will be
performed prior to the State team performing testing. In addition, a series of meetings will be setup for
test planning, scenario discussion, scenario prioritization, testing kickoff and demo, testing release and
status meetings and any additional testing clarification meetings.

Topic 15-Testing

2.3.2.7. What Documeniation of configured Software will be available to the te.sting team?

• Charter
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• Requirements Documents and Requirements Traceability Matrix

• User Stories and Acceptance Criteria

• Design Deliverables including ETL Specifications and Dashboard Mockups/Checklists

• Unit Test Scripts and Results

• System Test Scripts and Results

jTopic 15-Testing

2-3.2.8. Based on cxpcricnco in similar Projecis, how many and what lypes of Delects are likely to be ...

In previous analytics implementations, approximately 5 - 10 % of UAT scenarios had defects or required
clarification. None of these were critical or high defects. The nature of the defects include applying
complex source data filters, layout of a dashboard/reporting view, or due to the nature of the data received
from the source.

iTopic 15 -^csring

2.3.2.9. How much time is available for comprehen.sive testing and cotrection of Defects prior to ...

Deloitte implements a robust testing approach with multiple phases and plans for contingency in case of
unforeseen issues. The time available for testing is dependent upon the complexity of the Sprint, data
available, and components developed in each Sprint. The general timeline within each Sprint for testing is
2-3 weeks. Based on metrics from similar Agile Analytics implementations this time is sufficient.

Tquc 15-Tcsring j

2.3.2.10. [f frequency exceeds the expected level, what corrective actioii.s will be instituted?

Deloitte will track and report all defects, closely monitoring the trends and root causes to identify if
additional cycles are required for requirements clarification, unit testing, system impact and
reprioritization. Frequency increases can be a result of multiple factors to include unclear requirements,
invalid defects logged, or code quality. Deloitte will work with the State to assess the root cause of
frequency increase and put a plan in place to correct in upcoming Sprints.

Topdc 15-Testing _
2.3.2.11 ■ How quickly will a suspected Defect be invesiigatcd. and what ciassincations are plnimed for...

Defects should be classified into Critical, High, Medium and Low. The investigation of a defect will be
within 2 business days and will be prioritized based upon the classification.

Topic 15 - Testing

2.3.2.12. How quickly will Sofiware Defects be corrected?

Based on priority, defects identified during unit testing, system testing and UAT will be reviewed with
the State and prioritized. All Critical and High defects will be corrected within the same sprint. Medium
and Low defects reviewed and identified during the Sprint review may be deferred to a future sprint.

Topic 15-Tcsring

2.3.2.13. What specific Software tools will be u.sed to isolate performance problems?
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Our solution will use existing tools pan of State's infrastructure. Rational Performance Tester will be
used to mimic reporting user transactions to simulate a large transaction load on the server. Server
response time measurements will be collected to identify the presence and cause of any potential
bottlenecks.

jTopic 15-Testiiig
2.3.2.14. What tools will be used to document and track status of suspected Defect.s?

Our solution will use existing tools part of State's infrastructure. Jira will be used for documenting and
tracking status of suspected defects.

j'l'opic 15 - Testing-
2.3.2.15. Will these tools be available to the Stale after the Project is completed?

Yes, these tools will be available to the State after the project is completed per the renewal licenses
procured by the State. CORbi project team members will be configured for the Jira tool during the project
planning.

jTopic IS - Testing
2.3.2.16. What role will the State play in classification and prioritization of Defects?

Prior to the user acceptance phase, The State and Deloitte will review defects created to assess
prioritization based on relevant documentation and criticality to the business. During the user acceptance
phase, the State will be responsible for creating defects and assigning defect classification. During the
UAT status meetings, defects will be reviewed to validate that the appropriate classification and
prioritization has been assigned.

[Topic 15 - Testing • ,

2.3.2.17. Will System performance be measured and documented using tlie Stale's infrastructure and Data? ...

Yes, system performance will be measured and documented using the State's infrastructure and data as
mentioned within 2.3.2.1.

[^fopic IJ-Testing t
2.3.2.18. Provide a sample User Acceptance Test Plan from a completed Project as an appendix.

See appendix.

Topic 15 ~ Testing

2.3.2.19. Testing Prior to UAT;

2.3.2.19.1. The Stare.has a specific approach it generally requires for testing. Please read .Appendix G2 ...

Deloitte's testing methodology is described above in response to 2.3.2.1. As specified in the table, the
Deloitte methodology includes the components included in the State mandated guidelines within
Appendix G2. The Deloitte team will work with the State to review the Deloitte methodology for testing
to make sure the State's standards have been achieved.

Topic 15-Testing

2.3.2.19.2. Use the first five pages of this topic to describe the approach you have propo.sed to
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lesring. Be sure to cover as applicable:

2.3.2.19.2.1. Installation and Environment Testing

2.3.2.19.2.2. Unit Testing

2.3.2.19.2.3. System Te.sting

2.3.2.19.2.4. Regression'Testing
2.3.2.19.2.5. Performance Tuning and Stress Testing

2.3.2.19.2.6. Data Conversion Testing and Data Validation

2.3.2.19.2.7. Security Review/Testing

2.3.2.19.3. What test management and test driver tools will be employed in quality assurance testing
prior to delivery of code to the State? Will these tools be available to the State for u.-^c in Acceptance Testing?

As mentioned in the response to 2.3.2.1, Deloitie's testing methodology includes multiple phases to
validate that the solution is functioning as expected. The figure below displays the sprint cycle iterative
approach of which the building and testing of the solution is included prior to each release.

Distov<*rv
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Figure D-2.3'66. Iterative Approach to Building & Testing Solution.

Similar to what is currently being performed for the DHHS New HEIGHTS and EBI projects JIRA will
be used as the test management and driver tool. JIRA bundles can be effectively used to manage the
testing status and to effectively manage defects.
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Topic 16 - Migration Strategy

j^Topic 16 - Migration Strategy ' " I !
I he State will evaluate the degree to which the Vendor will ensure that Data conversion is effective and impacts ....
2.3.3.1. It is our assiiinption that the Data Conversion/iVligrntion Plan is a deliverable that will ultimately lay ...

Deloitte has vast experience in successfully implementing data conversion projects in the public-sector
domain with regards to creating Enterprise Data Warehouse (EDW) based analytical solutions. Our data
conversion and migration strategy incorporates the following general guiding principles and leading
practices to help address the unique aspects of data conversion and migration.

• Promote collaboration between State representatives and the Deloitte team to provide a thorough
understanding of the data requirements from both the target and source systems and to confirm and
refine these requirements.

• Use tools and automated processes to optimize the conversion process and support the proposed
implementation schedule

• Employ repeatable development, testing, and implementation cycles of the data conversion process,
allowing for continual improvement of data quality and reduction of data issues with each cycle.

The high-level approach to converting and migrating data into the DAP platform varies based on the
process used to migrate the data. Please see the table below on the various approaches and supporting data
migration tools.

'Approach Description Tools Used

Convert/Migrate The Conversion and migration of a complete database
complete via ETL will be leveraged when certain restrictions
Database via prevent the database from being completely copied and
ETL moved from the existing server to the DAP platform.

In this scenario, the legacy database will be retired and
the ETL's will be a one-time data load.

Database to The Database to Database migration of data from a
Database data source includes a direct database connection to a

source. This connection could be either a live

connection or on a batch interval to extract data into

the DAP platform.

Flat File to

Database

The Flat File to Database migration process includes
the extraction of data from a source into a flat file. The

flat file can be in multiple formats (.CSV, Fixed
Width, Pipe-Delimited, etc.) and stored on an SFTP
server or the Informatica server to be consumed via an

ETL process.

Oracle PL/SQL, Informatica
PowerCenter

Oracle SQL Developer,
Informatica PowerCenter

NH SFTP, Oracle SQL
Loader, Informatica
PowerCenter

Figure D-2.3-67. Conversion & Migration Approaches.

■Topic 16-Migration Strategy
2.3.3.2. Describe the approach that will be used for assessing Data quality and conducting Data cleansing ...
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As part of the Data migration and conversion process all data will be loaded into a landing layer in raw
data formats before converting and migrating data into a structure for consumption in dashboards and
predictive models. Deloitte assesses quality of the databased across six core dimensions - completeness,
uniqueness, timeliness, validity, accuracy, and consistency. Based on any quality concerns or issues, we
create a data mitigation plan to address key concerns which may include creation of exception reports or
flagging of data quality records in the database. Informatica Data Quality (IDQ) also includes the ability
to create data quality dashboards as a part of the solution. The roles and responsibilities for data quality
and cleansing by phase are included in the table below.

jPhase . Task/Acfivit)'/Event De.scriptlon State Task Deloitte Task \

Design, Source system extract delivery/Extract issues Lead Support
Development source system extract data purification/cleansing/parsing

and load landing
Support Lead

Staging reconciliation reports/Load Target table/Data
Validation

Support Lead

System Test Identify scenarios (test cases) for testing/ provide data for
testing

Support Lead

System testing with migrated data/issue resolution/issue
fix and retest

Support Lead

UAT Provide jointly agreed amount of converted data in UAT
regionAJAT Issue resolution

Support Lead

UAT Testing/ /Fix validation Lead Support

Go-Live Identify operational impacts/migration setup and
Migration execution

Support Lead

Critical data validation /Final data load count validation Lead Support

Figure D-2.3-68. Roles & Responsibilitiesfor Data Quality & Cleansing.

)Topic 16 - MIgrhtion Strategy •

2.3.3.3. Di.scuss the use of automated tools in Data conversion....

2.3.3.3.1. What data do you know will be challenging to convcrL/migrate and why? What special approach...

Automated tools will be used throughout the data conversion and data migration process. Informatica
mappings and workflows will be used to extract data from the various data sources and load data into the
DAP platform on a pre-defined cycle. As required, IDQ transformations will also be automated and
embedded into the ETL mappings to cleanse data on a pre-defined frequency as defined in the user story,
for each sprint; Based on our experience, the following data sources will be challenging to migrate.

iData Source What makes this source challenging Special Approach

Commercial Dealing with APOD datasets presents several If authorized, the team can work with
Claims unique challenges including data quality and data the APCD vendor to provide a feed to

consistency issues. Additionally, member data is link existing client ID to the APCD
generally de-identified preventing direct linkage identifier,
to other data sources.

Figure D'2.3-69. Conversion & Migration, Challenges & Approach.
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jTopic 16 -Migration Strategy
2.3.3.3.2. Please discuss your approach lo wurking with the Agency to document a data conversion/migration ...

During the Strategy and Planning phase, the Data Migration Plan is developed. The plan describes the
Deloitte's comprehensive approach to meeting the State's migration requirements including State
participation in data migration activities, security measures, data cleansing approach, post-migration
cleanup, and contingency procedure. The plan will be reviewed for every sprint.

The determination on the amount of historical data to be loaded into the DAP environment is based upon
requirements for trending in dashboards, the amount of data required to support predictive models, and
potential policy and federal guidelines for data storage of specific data. The team will work with the State
on defining these requirements prior to loading data into the landing environment.

[Topic 16 - Migration Sfrateg}'- - ]
2.3.3.3.3. Define e.xpectations for State and Vendor role.-i during the developmem of the data conversion/...

Development of the data conversion and migration plan will involve careful review and feedback from
State and Vendor to approve the plan and docurhentation. Understanding of the existing data structures,
data sharing agreements, and policy rules will be expected to be provided by the State as a part of this
process. Documentation of these rules along with best practices for converting and migrating data will be
the responsibility of the Deloitte team.

{Topic 16 - Migration Strategy ■
2.3.3.3.4. What lessons learned can you share with us From other implcmeniaiious that are important to ...

A few of the lessons learned shared from other Implementations of a similar size and scope are below.

• Validating with production data as early as possible

• Implementing applicable cleansing in source system

• Understanding and Implementing appropriate data governance and sharing policies up front in the
project

• Engaging all key stakeholders, including the DoIT organization throughout the project is crucial to
project success
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Topic 17 - Environment Setup
I'l opic 17 - Environment Setup
The State will evaluate whether proposed environments ore suftlcieni to satisfy Project needs, including phased
[mpieinentaiion.

2.3.4.1. Describe the different Software and hardware environments required for the concurrent development,
testing, and production of the proposed Solution. Discus.s how the proposed environments support the
Implementation of the hosted Solution, including all necessary training.

As part of the EBI Project, DHHS and DoIT are building the infrastructure that will support the Data
Analytics Platform for the Opioid Crisis. Following figure D-2.3-11 clearly shows the two application
servers and the two database servers that will support the Development, Test and Production
environments via virtual environment for the all the key architecture components of the Opioid Insights
solution. The virtual machines (VMs) on the application servers will host the Informatica ETL used for
the data integration and Tableau environment for Opioid Insights dashboard. The virtual machines on the
database servers will host the production and non-production Oracle databases that act as the backend for
the solution. Additionally, the other architecture components like R and Python will be installed and
configured on the application server VMs to support advanced analytic capabilities of the Opioid Insights
solution. The Deloitte team, will work with the State on assessing the environment below for scalability
with the data sources in scope for the CORbi project.

Kty
fT» •

$*rv«f 1

10 9or%

S\i Ct nAM

Phytleal 2

Sl2 60 RAM

\  /

\  /

\  /

\  I

\  I
Virtuallzed
App Layer

I  »

><MC«

\»0

0 CQf*
S12 60 RAM912 CO RAH

Virtualized

Database
Layer

FigureD-2.3-70. ViriualizedLayers.

Environments:

Development - This environment will be used by the development team to create their code and perform
unit testing based on Oracle DW, Informatica ETL mappings and Tableau dashboards.
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Test - This environment will be used by the testing and
training teams to setup their scenarios. This will be an
independent environment from the development
environment to facilitate the Integration, User Acceptance
(System) and Regression testing. We will work with DolT
to create database schemas that support these testing
activities and also support DoIT with code migrations across
environments.

F^vsleal Server Architecture Component trtvlronment(VMi)

Server - 1 Informatice ETL Productlort

Tableau Production

Server-2 Grade 12C Production

Server - 3 Informattca ETL Test

Tableau Test

Tableau Oeveloprttent

Server-4 Grade 12C Test

Grade 12C Development

Training - Application Demos and Trainings to the Environment.
business users on Tableau dashboard usage will also be conducted in the test environment. A separate
folder structure will be set up with the proper security controls to allow only those users engaged in
training to access dashboards to be leveraged as a sandbox after the training is conducted.

Production - The tools setup in this environment will be used for deployment of the production
application and support day to day operations for the Opioid Insights solution.

iTopk 17 - Environntont Setup. ' . [

2.3.4.2. The State betieve.s that adciitionat Software License fees solely related to establishing environments for
normal development life cycle would be inappropriate. If the Proposal ditTers from this standard, describe and
provide rationale for the difference.

Our environment strategy for the proposed Opioid Insights solution aligns with the State's vision of
leveraging the existing infrastructure, both hardware and software for this initiative. We do not require
State to procure any additional Software licenses fees solely related to environment build out for this
project. /

jTopIc 17 - Environment Setup ,
2.3.4.3. Discuss how the proposed environmems support the Implementation of the hosted Solution, including all
necessary training.

As discussed in the section

2.3.4.1, DHHS and DoIT

has already procured the

hardware and software that

will support the CORbi

project. The figure D-2.3-13
clearly articulates how each

of the server will be used to

support the software Figure D-2.3'72. How Servers Will Support the SDLC.
development life cycle of the Opioid Insights solution. Deloitte will work closely with DoIT on code
migration and enabling the environments through their standard access provisioning processes on ODAR
and JIRA.

Physical

Server

Technology Development tntegratlon

Testing

System

Testing

Regression

Testing

Production Demos and

Training

Server-1
Informatica Yes

Tableau Yes

Server-2 Oracle Yes

Informatica Yes Yes Yes Yes

Server-3 Tableau Ves Yes Yes Yes Yes

Python/R Yes Yes Yes Yes Yes

Server-4 Grade Yes Yes Yes Yes Yes
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D-2.4 Project Management Competence

Deloitte delivers using well-executed and proven methods, Jncluding the Agile for
Advanced Analytics (AAA) methodology that will be used to govern this project.
We appreciate and understand the unique challenges that can occur throughout the
course of data driven, complex projects like CORbi based on our experience
supporting other states and working with NH DHHS.

Our Project Management methodology anticipates and mitigates challenges and issues before they arise.
CORbi project is a complex project with multiple simultaneous Sprints combined with a rapid turnaround
time for the deliverables. The sections below detail Deloitte's AAA methodology, approach, and
processes in managing the CORbi project, specifically focusing on agile delivery, 360-degree
communication, timely delivery, quality and consistency. AAA has been used effectively in the past for
agile project delivery in NY, PA, and TX that are similar in size and scope to the CORbi project. We
recently used a similar agile delivery approach for the DCYF salesforce pilot project with live sprint
review demonstrations of completed task prioritized from backlog, including previewing in process work.
AAA and its supporting Project Management suite of tools provide the State with visibility and insight
into Deloitte's methodology and our Agile project delivery. At the onset of this project, our usage of
existing EBI platform and our HHS Interactive Opioid Insight accelerators will place us in a strong
position to deliver using Agile as illustrated in our preliminary sprint plans in our project management
approach.

We will communicate through our scrum facilitation as well as well as status reports for project
leadership providing updates on schedule, milestones, time and schedule variance, ongoing Activities, key
risks, issues and action items.

Our sprint scope management provides clarity through granular definition of the epics and user stories
and usage of backlog. Our familiarity with the DHHS environment and data will be an advantage during
project startup placing us in a strong position to hit the ground quickly with the first sprint beginning
immediately following the Governor and Council project approval.
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Topic 18 - System Acceptance Criteria
jroplc 18 - System Acceptance Criteria - ' ,
The State will evaluate whether proposed Acceptance criteria will a.^stire the Slate that the new System is
functioning effectively before being turned over for State for User Acceptance Testing.
2.4.1.1 ■ Propose measurable criteria for State fmal Acceptance of the System.

Deloitte's proven testing procedures confirm that the Implemented solution meets the specific needs of
DHHS, maintains the level of data quality required, and validates system readiness. Through the use of
our AAA methodology, which includes a series of templates, tools, and accelerators to validate well-
defined testing, the testing phase for this implementation is both efficient and effective. One such tool is
the Acceptance Criteria Checklist, which validates that the new System is functioning effectively before
being turned over for State for User Acceptance Testing. From our past experience, we believe System
Acceptance Criteria are critical for DHHS because it enables you to have confidence in the CORbi project
being implemented.

We propose to bring the following Acceptance Criteria Categories for consideration. Working together,
Deloitte and DHHS will agree on the System Acceptance Criteria during the early planning stages of the
project.

• Requirements met-e.g., validated that the • Solution Readiness-e.g., data loaded is
corresponding requirements for the specific sprint validated; security profiles are set up; data
have been met wrangling and load processes, predictive

• Technical infrastructure - e.g., local hardware models and dashboards deployed; the processes
in the UAT environment is in place; performance configured for the CORbi project; all
tested deployments smoke tested

• UAT Ready System-e.g., Systems Integration • Training-e.g., course material complete and
Test (SIT) complete; defects resolved as per deployed; UAT testers have been trained
agreed upon guidelines; load test has been • Regression testing - e.g., Regression testing of
completed previously deployed components to confirm

• Data set up-e.g., data (obfuscated/deidentified new deployment did not negatively impact their
if applicable) has been loaded into the UAT functioning
environment and tested and is ready for use

Figure IV-D.2.4'73. Acceptance Criteria Categories.

To facilitate an orderly and quality implementation of the System prior to UAT, the criteria will be
developed and reviewed collaboratively with the DHHS team at the onset of each sprint. The proposed
criteria would include:

• Sprint demonstration use-case validations completed in real-time for the DHHS agile scrum product
owner and supporting team

• The planned test Scenarios for Systems Integration Testing (SIT) have been executed, validated by the
test lead and the test results documented

• Defects found in test execution are entered in the defect tracking system and' have been resolved or a
resolution identified.

• No outstanding critical or high severity defects remain; a plan to resolve any medium severity defects is
in place
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• With respect to interface testing, successful functioning of the application with either real data (when
the interface is ready for handshake) or stubbed data (if the interface is not ready for handshake) is
considered to be the completion of interface-based testing

• Installation instructions or build guides are completed by the application team and an environment
readiness walk-through is completed

• UAT Environment has been configured and delivered to the testing team by the application team and
application architect

• Shakeout of the UAT Environment is completed and is fiilly operational with no major issues including
the verification of:

- Basic application functionality

-Test data and

- User logins

jTopic 18 - System Acceptance Crircfia !
2.4.1.2. Discuss how the proposed criteria seive the interest of the State.

1

Deloitte's framework incorporates testing for each Sprint to confirm that the System is ready for the next
phase. The following table lists how the proposed Acceptance Criteria serves the interest of the State.

1  ' ,

1 Acceptance Criteria v
How the proposed criteria ser>'e the interest of- j
the State 1

The planned test Scenarios for Systems
Integration Testing (SIT) have been executed,
validated by the test manager and the test results
documented

Confirms that the features and functionalities of the

System were tested by the Deioitte team prior to
UAT

Defects found in test execution are entered in the

defect tracking system and have been resolved or
a resolution identified.

Confirms to DHHS that a resolution for the defects

has been identified and defects will be resolved

either prior to UAT or during UAT. Demonstrates
system is fit for use and meets the needs of the

business

No outstanding critical severity defects remain; a
plan to resolve any high severity defects is in
place

Confirms that a stable System is in place

Test results have been reviewed with the relevant

project team and project leadership
Provides confidence to DHHS that all required tests
have been executed and passed

Test Execution Results from SIT in the form of

completed Test Checklists are published by the
Deioitte Test Team to DHHS.

Test execution communication meetings are
scheduled (status meeting and defect meeting)

Systems Integration Testing (SIT) is complete and
signed off for the modules being tested

Provides DHHS leadership a preview and good
understanding of the status of the functioning of the
System and set expectations for the users prior to
UAT
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|Acccptance Criteria How the proposed criteria scr\'c the interest of 1
the State ^ !

Installation instructions or Build Guides are

completed by the application team and an
environment readiness walk-through is completed

Demonstrates the readiness of the environment - set

up of infrastructure, software components, etc.

Test Environment has been configured and
delivered to the testing team by the application
team and application architect

Confirms that the testing environment is ready for
the UAT to begin. Though this does not demonstrate
System readiness, this criterion is to test the

readiness of the environment to execute UAT

Shakeout of Test Environment completed and is
fully operational with no major issues including
the verification of:

• Basic application functionality
• Test data and

• User logins

Demonstrates that the UAT user profiles are set up
and the System is working as expected with the

appropriate test data

Figure iy-D.2.4-74. How Proposed Acceptance Criteria Serves the Interest of the State.
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Topic 19 - Status Meetings and Reports
jTopic 19 - Status Meetings and Reports
The State will evaluate the degree to which Project reporting will serve the needs of Slate ...
2.4.2.1. InlroducLory Meeting: Participants will include Vendor Key Project StafTand State ...

At the start of the engagement, Deloitte works with DHHS to identify all required introductory meetings,
including contract planning, project kick-off, project management planning sessions and develops
required meeting presentation and documentation. Participants in these meetings include key project
vendor staff, State project leaders from DHHS, and DolT. During these initial meetings, the vision and
the mission statements for the project are established, project governance communication protocols and
guidelines are established. The project timelines and schedules are finalized, deliverables submission and
approval processes are reviewed, project management tools such as issue and defect tracking tools are
defined, critical success factors are determined, and a 30 day/60 day plan is created.

Our advisory team includes Scott Workman, who has a long history with DHHS, will be sponsoring this
project, and will be available to the State as required to address and concerns or issues that may develop
during project delivery as a point of escalation.

jTopic 19 - Status Meetings and Reports
2.4.2.2. Kickofi Meeting; Participant.s will include the Slate and Vendor Project Team.s and major stakeholders.
This meeting is to establi.sh a sound foundalion for activities that will follow.

The kickoff meeting establishes a sound foundation for the activities to follow and sets the stage for the
entire project. For previous engagements, Deloitte has coordinated with other stakeholders and compiled
a concise kickoff meeting presentation to cover all the pertinent topics. Details around timing, agenda,
and participants for the kick-off meeting are included in section 2.4.2.9.1.

[Topic 19-Status Meetings and Reports ' •
2.4.2.3. Status Meeiings: Participants will include, at a minimum. Vendor Project Manager...

Deloitte will conduct weekly status meetings to address overall project status and any additional topics
needed to review the project health and bum down. The participants include the vendor project manager.
State project manager, and key project staff. As part of the project status review, Deloitte provides weekly
progress and work plan updates supported by relevant documentation (i.e. dashboards, reports), to
confirm that key stakeholders understand project performance, outstanding and current risks, issues,
decisions, and action items. Any remedial or mitigating action for variances will also be noted in the
status report. These meeting will be in addition to and complement the scrum planning and stand-up
meetings.

•Topic 19 - Status Meetings and Reports

2.4.2.4.1 he Work Plan: must be Reviewed at each Status Meeting and updated, at minimum, on a ...

Deloitte will update the project work plan weekly and include relevant project work plan reviews during
the status meetings, specifically focused on project critical path items and external dependencies in
accordance with the contract. By establishing a cadence and updating the work plan regularly, Deloitte
will leverage metrics like the Deliverable Completion Rate and Schedule Performance Index (SPI) to
quantify the project progression.
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jTopic 19 - Status Meetings and Reports

2.4,2-5. Special Meetings: Need may arise for a special meeting with State leaders or Project...

In addition to the formal status meetings, Deloitte anticipates a strong on the ground contingent to
collaborate dynamically with DHHS and DoIT. We understands that ad hoc and special meetings between
State leaders or project stakeholders are essential and expect to engage with State staff on a regular basis
to clear roadblock and make forward.progress working as one team.

'Topic 19 — Status Meetings and Reports

2.4.2.6. Exit Meeting: Participaius will include Project leaders from the Vendor and the State...

Deloitte will conduct an exit meeting (retrospective) at the end of each spring to review the lessons
learned and collected during the project life cycle. This will be supported by exit tasks including turnover-
related items as part of the overall project closure.

jTopic 19 - Status Meetings and Reports

2.4.2.7. The Slate expects the Vendor to prepare agendas for and ininuies of meetings. Meeting ...

Deloitte will prepare agendas, formal presentations/reports, and maintain an updated work plan for
meetings. During the meeting Deloitte will document meeting notes, which will be stored on SharePoint.
The project SharePoint site will serve as a common project document repository for the State and
Deloitte. In addition to the detailed meeting minutes, Deloitte will also update or log new risks, issues,
action items, and decisions on SharePoint, when applicable. As a pivot from current project delivery, we
plan to move towards a more interactive minutes (decision) process. We will use live projection so that
the meeting community can participate and view captured information in real-time. This will also extend
to product feature reviews and backlog management.

iTopic 19 - St»tu.s Meetings nnd Reports ,

2.4.2.S. Vendor shall .subinii status reports in accordance with the Schedule ...(2.4.2.8.1 -2.4.2.8.7)

At a minimum, Deloitte will produce project status reports that contain the following:

• Current status (on track, off track). Work plan overview, along a timeline, which notes the different
sprints

• Deliverable status including the key Milestones, like Sprint start/end dates and deliverable submission
dates. Progress and accomplishments made during the weeks included in the report

• Planned activities for the upcoming two (2) week period, Upcoming milestones^ deliverables, meetings
and reviews

• A summary of risks, issues, and action items logged in Jira and organized by severity. Risks requiring
DHHS input and guidance are further elaborated, including response strategies and triggering points,
and number of days since the risk was identified. Overdue items flagged for immediate follow up and
appropriate escalation.

• Progress against work plan start date, end date, and duration for project activities

Topic 19 - Status Meetings and Reports

2.4,2.9. Be sure to cover the following: ... (2.4.2,9.1 -2.4.2.9.4)
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2.4.2.9.1. Based on our experience with other similar projects, Deloitte recommends having the kick-off
meeting within the first two weeks of the project. The participants for the kick-off meeting include key
project leaders from Deloitte and DHHS such as the Project Sponsor, Project Manager, Contract
Manager, other major stakeholders including users of the system, business users. The duration of the
kickoff meeting may range from 2 to 3 hours, and the meeting will cover the following topics in the
agenda: Review of Project Charter, the Project Org Chart, Key Project Members, Project Timelines and
Schedule, Communication guidelines/protocols, Project Scope, Stakeholder roles and responsibilities, and
next steps (30/60 Day Plan).

2.4.2.9.2. Given the dynamic and critical nature of the project, Deloitte proposes a weekly status meeting
with DHHS. Agendas are coordinated with the State and published prior to the meeting. Beyond
reviewing the documentation (i.e. meeting agenda, work plan, risk and issues report) prepared for the
meeting, Deloitte focuses on outcome driven meetings to keep all stakeholders informed in a timely
manner regarding key decisions and critical project roadblocks. The standard agenda for status meetings,
at the minimum, includes a project status update, review of RAID (Risk, Action Items, Issues and
Decisions) log, and a discussion on any critical items that need DHHS's immediate attention.

2.4.2.9.3. Deloitte is committed to making our team available for any special meetings to discuss topics
'  that are not covered during the regular meetings or status update meetings as well as for scrum planning

and stand-up meetings.

2.4.2.9.4. Exit meeting take place at the end of each spring and upon project close-out to review the
lessons learned and collected during the project life cycle and other turnover-related items. iSprint review
meetings take place at the end of each Sprint, lessons learned are reviewed and documented, and changes
are implemented for subsequent sprints cycles

iTopic 19 - Status Meetings and Reports > ^ .

2.4.2.10. As an appendix, provide an example of statu-s reports prepared for another Project. Names ...

2.4.2.10 - The graphic below shows the summary page of a sample status report from another Deloitte
analytics engagement, see appendix for the sample status report.
Wn»i tnB»i

I  tn

Figure iy-D.2.4-7S. Example ofStatus Report.

Topic 19 r Status Meetings nnd Reports *

2.4.2.11. A.k reasonably requested by the State, Vendor shall provide the State with information ...

Deloitte understands the requirement and will support creation of special ad hoc reports and presentations
for CORbi project to support client stakeholder goals toward project success.
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Topic 20 - Risk and Issue Management
I'l'opic 20 - Risk and Issue Management
2.4,3.1. Provide proposed meihodologies for risk and issue inanagemeni. Discuss Siatc and Vendor responsibilities.
The Stale .seeks a clear means to compare planned versus actual siatu.s, including percentages, at a sufficiently
detailed level to ensure the State can adequately monitor the progress of the Project. Be sure to identify anv
essential time constraints on State action,s. E.scalaiion procedures will be defined in a Contract between the State
and the Vendor.

Deloitte's risk and issue management practices use the principles advocated by Project Management
Institute Body of Knowledge (PMBOK) and focus on the following key processes:

Risk and Issue Identification

The onset of each sprint as the first opportunity to identify internal and external risk elements. As we
begin a sprint, we note potential areas of risk that may arise from project scope, staffing, schedule
execution, requirements gathering, software delivery, quality plans, stakeholder communications, and
other deliverables. Extra focus, monitoring and tracking is done with respect to source system data
availability, access and quality to mitigate risks associated limited availability and poor quality of data
during data integration activities. Our national and local experienced uniquely positions us to provide
guidance and navigate through these concerns. Risk identification may arise from team/client meetings,
analysis, document reviews, workgroups, and other day-to-day sprint-related activities. The identified
risks are then captured in a risk register. Risk description, impact description, risk assessment, owner, and
response strategy are a few of the data elements tracked within each risk entry. Active risks are tracked
and published in the weekly project status report. Issues can arise from risks that become realized. A risk
that is realized will either initiate the risk response plan or be logged as a new issue to be addressed by the
project's defined issue management process.

Approach, Methods, and Tools to Analyze, Prioritize, and Escalate Risks

Risk analysis involves the assessment of risk exposure derived from the likelihood of the event occurring,
and the severity of consequences or impact of realization: Risk evaluation also includes the prioritization
of risks, so that highly rated risks receive more anal>^is, resources, and attention. Identified risks need to
be re-evaluated throughout the sprint life cycle, because conditions and priorities can change over time.
The probability of risks is assigned within a range of 10-90% occurrence as seen below. If a risk has a
100% probability, then it is realized and becomes an issue. The following table can serve as a guideline
for assigning probability value for a risk:

1 Probability Probability Value Description

0-29% -  2 Not Likely

30-59% 3 Low Likelihood

60-79% 4 Likely

80-99% 5 Highly Likely

100% Occurred: Risk became an Issue

Figure iy-D.2.4-76. Guidelinefor Assigning Probability Value for a Risk.
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When risks are identified, they are qualitatively analyzed in terms of impact and probability. Both impact
and probability are assessed on a range of 1 - 5, with 1 being Low and 5 being High. The two values are
then multiplied to compute an overall risk exposure score:

Risk Exposure Score = Probability Value * Risk Impact

Risk exposure features the priority level of any given risk. The exposure score is a range of 1 - 25, as
calculated in the below table.

Probability

■ ; 1 (0-10%) 2(10-20%). 3.(30-50%) 4 (60-70%) 5 (80-90%)

1 — Minimal I 2 3 4 5

CL
£

2 - Low 2 4 6 8 10
mm

3 - Medium 3 6 9 12 ^  15

4-High 4 8 12 16 20

5 - Critical 5 10 15 20 25

Figure iy-D.2.4-77. Sample Exposure Score Range.

The severity of the risk dictates the escalation process; Lower severity risks are managed within
individual or cross-team committees while higher severity risks are raised to the project manager and
possibly the project leadership and are discussed during status meetings.

Once escalated, the risks are assigned an owner who will work through in mitigating the risk. The Risk
Assignee will create a formal risk response plan for risks that are determined to be High Exposure. Other
risks are monitored and reviewed but will not have formal risk response plans. Risk response planning
will be a joint responsibility between the State and Deloitte resources.

Communication of Issues and Risks

Deloitte will work with the State to come up with a process flow to triage, validate, prioritize, and
escalate the various risks and issues that arise during the course of a sprint.

Our approach to communicating risks will focus on probability and frequency of occurrence of the risk
arid tailored messages delivered through multiple channels. Our approach to communicating issues will
focus on messaging to identify impacted stakeholders. Tailored messages delivered through multiple
channels (i.e. SharePoint, Email, status meetings, ad hoc meetings, status reports) at specific limes, over
the course of the project, will enable stakeholders to understand project risks and issues.

If agreeable, we suggest using Jira to track risk. Jira dashboards will help the State monitor and control
project issues and risks. Examples of risk and issue monitoring dashboard panels built by Deloitte in past
projects are

♦ Cumulative Issues and Risks by Status

♦ Active Issues by Severity

♦ Active Issues Aging by Severity
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Roles and Responsibilities

The table below illustrates the responsibilities shared by the State and Deioitte in the risk and issue

management process.

jEntit>' Responsibilit)'
State • Support Deioitte in resolving risks and issues

• Review risk and issue management process workflows and provide feedback

Deioitte • Implement risk and issue management methodologies and workflows
• Identify, communicate/escalate project risks and issues and track them to closure

Figure iy-D.2.4-78. Roles and Responsibilities ofState and Deioitte.
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Topic 21 - Scope Control
-Scop^oiitrol

2.4.4.1 Suggest an approach for scope control. Describe how the approach'has been employed effectively on
another Project.

Deloitte has successfully controlled scope on a variety of projects using agile. We will extend those
lessons learned from retrospective and similar efforts which we have played forward in our approach to
comparable analytics projects.

jropic 21 - Scope Control
2.4.4.2. Deinonstrjte your firm s ability to manage scope creep by discussing tools and methodologies, as well us
past Project experiences.

Scope control for the CORbi project is critical to successful and timely delivery of the project. The
Deloitte team proposed for this project has decades of experience delivering similarly complex, data-
related projects and understands the need to work closely with the Stale to manage scope and maintain a
focused approach. We will also be engaging a certified agile coach to introduce the method to project
participants and assist with project start-up setting a strong foundation for scope management.

The User Story Backlog and the Requirement Traceability Matrix (RTM) and are the foundations to
document to scope management and acceptance criteria for each user story associated with a particular
sprint and maintain traceability between user story and the technical design document(s)/artifact(s) and
test cases(s) associated with each user story. The User Story clearly defines the functions to be delivered
within each sprint.

The RTM provides traceability regarding the project's scope, requirements, and deliverables, and allows
for visibility into whether they remain as originally procured when compared to the baseline. The RTM
enables users to find the origin of each technical and/or functional user story and understand the changes
impacting the user story. It also identifies gaps between user story requirements and subsequent life cycle
events, such as design and testing; and it confirms completeness and coverage of requirements. These
tools give the State capabilities to effectively manage scope creep.

In addition to user stories and the RTM. one of the most essential ingredients to scope management is a
team that understands vour vision and environment and is committing to finding the highest value wav

forward within budget constraints. We have consistentlv demonstrated this abilitv working with DHHS to
innovate and adapt to meet or exceed expectations while remaining on budget.

Any user story requirement identified as out of scope is managed through a change management control
process. Change management is the process for managing proposed changes to a project through a
defined and controlled change control process. Once a change from the sprint baseline has been '
identified, the formal change management process is initiated. This process includes documenting the
change in the change management tool used by the State, collecting requirements, estimating the change
(effort and costs), and determining system, module, and stakeholder impacts, prior to reviewing the
change with the State's Change Control Board (CCB). Deloitte provides day-to-day support for the
controls, processes, procedures, and tools supporting the State's CCB by adjudicating the sprint change
requests through the change management life cycle.

Impact analysis of the change is performed by Deloitte on behalf of the State and includes:
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• Categorizing the potential impact to scope, cost, and schedule of any change

• Prioritizing the change

• Assessing and prioritizing the implementation plan

• Approving/disapproving the change

• Monitoring the change

We have a strong history of collaborating with DHHS when priorities evolve and change orders can
include zero cost adjustments in priorities and approved scope (backlog) to align with the Departments
evolving goals when feasible. Through this process, Deloitte also provides the ability to accommodate
data changes and/or additions for state, federal, administrative, and clinical data structures/elements.

The following diagram illustrates a typical change control process flow implemented by Deloitte.

Change Control Process Flow
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Figure IV-D.2.4'79. Change Control Process Flow.
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Topic 22 - Quality Assurance Approach
( Topic 22- Quality Assurance Approach
The State will evaluate the degree to which proposed procedures will ensure that Deliverables require limited
modification when submitted for approval.
2.4.5.1. The State has identified three categories of Deliverables;
2.4.5.1.1. Written Deliverables, such as a training plan;

2.4.5.1.2. Software Deliverables, such a configured Software module; and
2.4.5.1.3. Non-Software Deliverables, such as conduct of a training course.

Our approach: Deloitte's structured approach to quality assurance and monitoring provides DHHS with
a solution that meets the quality objectives and standards of DHHS. Our quality management processes
and controls are focused around improving results and outcomes, integrating quality management in each
step of the implementation and into operations, as well as managing risks by identifying and tracking
defects early to take the required corrective measures for quality improvement. Initiatives like the CORbi
project impact downstream systems that may include NH healing grant if awarded, which require
coordinated and integrated quality assurance and monitoring approaches. Our quality management
processes and project management methodology address these challenges by working collaboratively
with DHHS and resolving them.

Our Process: The CORbi project is an innovative and challenging undertaking, with critical components
such as complex business rules, heterogenous data from eight different sources, and interfaces with third-
party systems. These complexities are compounded when the project is following an agile delivery as the
impact of such complexities is instantaneous with short time frames for each sprint which create the need
for having a mature quality management process. We recognize that inattention to quality leads to
reactive thinking, inconsistent results, and ineffective decision-rhaking. We consider it critical to focus on
establishing an integrated quality management process. We proactively identify any data quality issues,
establish a realistic schedule and scope within each sprint, to include testing, reviews and defect
resolution, and reduce risk by Quality I'lttccss Activ (ties

infusing our subject matter experts
early in the sprint cycle. We also use
the same set of quality resources for
each sprint cycle to leverage the
knowledge gained and lessons
learned from previous sprint cycles.
The process is made up of three
parts: I) define quality 2) monitor'

quality, and 3) improve quality, as
illustrated in the figure IV-D.2.4-8.

2.4.5.1.1 As a part of our quality

assurance approach for submitting

Define Qiialilv

•  Identiiy deliverables for each Sprint Cycle
• Set deliverable standards ,
• Review and approve process design with the State
• Set quality expectations

MniiilorQualit}

• Review deliverables against standards
• Conduct peer reviews
• Perform management reviews

•  Informal deliverable reviews

Improve Qunlity

■ Produce quality dcliverabbs

• Complete deliverable walk-through
■ Submit quality deliverables
• Post deliverable submissbn debriefs

NII.DAJ«X>00»Figure iy'D.2.4'80. Quality Process.

written deliverables, Deloitte has a structured process in reviewing and finalizing the deliverable
internally prior to submitting to the State. For example, if we are preparing the Communication and
Change Management Plan (CCMP), one of the required deliverables, the quality assurance approach
process starts off with the creation of a Deliverable Expectations Document (DED), which contains the
proposed structure and content of CCMP. The DED also contains information related to the deliverable
review process, acceptance criteria, schedule, roles and responsibilities, associated artifacts, and outline.
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The document is reviewed with DHHS to gel feedback on the expected content and structure of the

CCMP. Provided DED feedback is incorporated into the actual deliverable. The DED clearly sets

expectations on the deliverables. Once DHHS approves the DED, it is used as the template to create the

actual deliverable. The deliverable creation process goes through a rigorous internal review once the

content is put together by the deliverable owner. The team leads, and the project manager review the

deliverable and provide feedback prior to submission to DHHS. Once submitted to DHHS, Deloitte works

with the State to determine if a walk-through is necessary to enable easier review of the deliverable.

Depending on the amount of feedback and changes, Deloitte may make the changes to the deliverable

during the walk-through and submit an updated version as appropriate. This approach has worked

successfully in many projects and we are confident it will also work for DHHS.

2.4.5.1.2 Our deliverable and project activities undergo multiple levels of testing to make sure that they

are of highest quality requiring minimal changes prior to acceptance testing. The different types of testing

performed by Deloitte team have been explained in our response for 2.4.5.2.3

2.4.5.1.3 As a part of our quality assurance approach any non-software deliverable such as a training

course undergoes the same review and scriitiny to deliver a quality deliverable to DHHS. For example,
while delivering a training course for DHHS members, the Deloitte team has a defined training approach

as per our AAA methodology. The approach outlines various steps to deliver the training course, has
checks and balances to minimize any modifications when it is ready for submission to the State for

approval.

We discuss with the State the proposed structure and content of our training materials and gain approval
prior to creating the materials. The developed deliverables are peer reviewed and reviewed by the
leadership team to confirm that the deliverable is of quality. We review the course content with the State

prior to distribution and the trainers deliver the course to a limited set of DHHS users to confirm the right
content and delivery of the course. Any changes needed will be done prior to finalizing the course content

and submission to DHHS.

fTopic 22- Quality- Assuraiv^Approach^ ; . " ^ ̂ !
2.4.5.2. Describe ilie methodology that will be employed to assure ihai each type ofDeliverabie is of high quality
before submission for Stale consideration. Discu.ssion should include but not be limited to:

2.4.5.2.1. Provision for State input to the general convent of a Written Deliverable prior to production;

2.4.5.2.2. The standard for Vendor internal Review of a Written Deliverable prior to formal submission; and

2.4.5.2.3. Testing of Software Deliverables prior to submission for Acceptance Testing

Deloitte's structured approach to quality assurance and monitoring provides DHHS with a solution that
meets the quality objectives and standards of DHHS. Our quality management processes and controls

focus on improving results and outcomes, integrating quality management in each phase of the
implementation and into operations, as well as managing risks by identifying and tracking defects early to
take the required corrective measures for quality improvement.

2.4.5.2.1. Our approach to quality assurance and monitoring incorporates industry best practices. This
applies to all deliverables including written deliverables. The written deliverable submission process
starts off with the creation of a Deliverable Expectations Document (DED). Before beginning work on

deliverables, agreement on content and forrriat is crucial. A DED allows the Slate and Deloitte to
collaboratively define deliverable expectations in terms of content, structure, timeline, and acceptance
criteria. Used alongside the artifacts comprising the deliverable, the DED is used to sufficiently define the
format, structure, and acceptance criteria. The DED is submitted for the State's review and approval
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which provides a provision for State input to the
general content of the written deliverable prior to
creation of the written deliverable. We strongly
believe DHHS should be actively involved while
the Deloitte Team is drafting deliverables. The
agency's involvement, coupled with the DED
process, minimizes surprises and establishes
expectations before submission to nunimize

disconnects on content or level of detail. We

believe this also enables us to effectively make
use of the short review cycle suggested by

DHHS. Once the Deloitte Team receives

approval from DHHS on the expected content
and format, we move forward on the deliverable

per the project schedule. The Deloitte Team

proactively reviews and agrees upon deliverable
content and format prior to the scheduled start

date to facilitate transparency and minimize the
risk of unforeseen setbacks.

0

A
Quality

Assuranc

Ml UAKX*4ll9

Figure IV'D

e

.2.4'81. Quality Assurance Approach.

2.4.5.2.2. Our approach to quality assurance and monitoring has a standard internal deliverable review
process. The internal review enables a quality output prior to submission to DHHS. The Deliverable
internal reviews are performed by the project team to: (1) verify the completeness of a deliverable, (2)
verify the accuracy of a deliverable, (3) confirm that a deliverable meets project standards (for example,
using the right template), as well as any deliverable-specific or custom requirement, and (4) confirm that
the content of a deliverable meets its objectives and is consistent with prior approved or related
deliverables, if any. The Deloitte team employs multiple types of deliverable reviews to help confirm that
each deliverable meets specified requirements, the cornerstone of which is the DED process to give
DHHS a precursor view and input to a deliverable's development. Once the Deloitte Teani completes the
internal deliverable review process, the deliverable is submitted to DHHS for review with a deliverable
review comment log.

2.4.5.2.3. Our approach to quality assurance and monitoring is based on lessons learned from our
previous implementations similar in size and complexity to the CORbi project. We support our approach
to testing and reduce overall project risk with certified processes that comply with the Project
Management Book of Knowledge (PMBOK) leading practice standard for project management and align
with the proposed AAA methodology. Our objective for testing is to provide testing that produces a high-
quality, high-performing application that meets your system requirements and design. Our testing
approach and methodology is detailed and includes multiple levels of testing of the functionality and
application. Each phase of testing achieves a higher level of system stability.

An exponential increase in cost and risk occurs when defects are found later in the life cycle of an
application. So, prior to handing over the application for acceptance testing, a.dedicated team of testers
test the application thoroughly to confirm that the system is ready for acceptance testing. The Deloitte
team performs multiple levels of testing, each with a specific objective and goal in mind. The multiple
levels of testing prior to acceptance testing are described in the table below:
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Dcloifte Test

Phase
Test Phase Description

Unit Testing Unit testing is used to verify the input and output for each component/module. For
example, in the CORbi project, the dashboards are unit tested by the developers once
development is complete. Successful testing indicates the validity of the dashboard
and confirms traceability to the design. During unit testing, the developer tests each
dashboard individually and verifies against a check-list to confirm that the dashboard
that they created is working as per expectations.

For example, dashboard unit testing includes testing the structure/format of the
dashboards, validity of the content, functionality such as clicks, filters, sort work as
defined in the specifications. The check-list is created prior to beginning of the
development and the check-list is used as a guide for unit-testing. This enables
development consistency among components developed by different developers.

System Testing System testing serves to validate functionality and confirm that all business
requirements are met as expected and confirms that the system performs properly,
both from a functional and technical perspective.

Integration Integration testing follows the successful completion of system testing and the
Testing integration of one component within the application with other components. We

perform end-to-end testing in relation to the business process and technical
coordination of individual units or modules with the larger system. This testing
confirms that the different components within an application can properly interact and
interface with each other.

Regression Regression testing verifies that system modifications have not caused unintended
Testing effects and that the existing software or system components still comply with specified

requirements. For example, verifying impact to existing EBI Platform data structures
with the inclusion of the new data sources identified for the CORbi project.

Figure iy-D,2.4-82. Testing Phases,

Defined Acceptance Criteria are agreed upon and established for each phase of testing as discussed in
Topic 18 - User Acceptance Criteria. Each phase is determined complete if the Acceptance Criteria are
met. Completion of Integration Testing and acknowledgement that the criteria are satisfied initiates the
beginning of Acceptance Testing phase activities to begin.
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Topic 23 - Work Plan
iTopic 23 - Work Plan
The State will evaluate whether the Vendor's preliminary proposed Work Plan includes a description ofthe
Schedule, tasks, Deliverables, major milestones, task dependencies, and a payment Schedule. The Work Plan shall
also address resource allocations (both State and Vendor team members). This narrative should reflect current
Project Management "best practices'' and be consistent with narratives on other topics. The Software to be used to
support the ongoing management of the Project should ai.so be described in the Work Plan.

'I he State sees a Work Plan a.s essential to reaching a comprehensive agreement with a Vendor. Consequently, the
Slate will seek to refine the propo.sed Work Plan prior to Contract approval with the selected Vendor and to
incorporate the refined Work Plan by reference into a Contract.

2.4.6.1. Provide a preliminary Work Plan depicting ta.sks. task dependencies, Schedule, milestones. Deliverables,
and payment Schedule. Include the deliverables outlined in Appendi.\ C (System Requirements and Deliverable.s)
and include other deliverables that you, based on past experience, would recommend be developed on this project.

We bring knowledge from our ongoing collaboration with | Z ~
DHHS/DoIT and our national analytics practice and will ^QCupD ̂
combine this knowledge with expertise in opioids and data HIGHU GHTS
science. We will expand on your existing platform
infrastructure using a tailored agile methodology to include DHHS benefits from Deloitte's
more advanced analytics capabilities to combat the opioid approach that:
crisis. • Leverages an iterative, agile, and
_ , . . flexible advanced analyticsDeloitte IS well pos.tioned to deliver the work plan through approach tailored to deliver
extensive technical and subjective matter experience and insigluful results
our innovative delivery methodology; specifically, we . data-drive.i thinking to
differentiate ourselves as follows; offer a fresh, innovative perspective
• 'Our understanding of the Department's programs, analytics

applications, architecture, and your Enterprise Business * Includes subject matter experience
Intelligence (EBI) platform helps us significantly existing environment and
accelerate delivery and reduce time spent for opioid analytics to accelerate the
onboarding, conducting knowledge transfer, deli\ er> of tasks
understanding data structures, and understanding the Governance required in working with additional
agencies (e.g. Department of Information Technology).

• The Department is already working with Deloitte and continuing to build on the success ofthe EBI
platform is the best way to deliver meaningful results by the end of August.

• Our team has experience delivering data wrangling, data integration, data governance,
visualization, and predictive analytics capabilities required to execute the tasks indicated within
this RFP.

• Our Gartner recognized leading analytics practice brings demonstrated advanced analytics
capabilities such as machine learning, artificial intelligence, predictive analytics, and cognitive
engagement to help continuously grow and enhance the Department's analytics capabilities.

Based on our understanding of the RFP tasks, as well as our understanding of the Department's objectives
related to data analytics, we have structured the subsequent section to detail our proposed methodology
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and approach' for delivering this project. Our goal is to work collaboratively with you to help achieve each
of the objectives defined in the RFP.

Our Understanding of Your Objectives

•As a thought leader in analytics,
Deloitte understands that you are'
seeking advanced analytics services

to help harness the value of your
data to improve the insights into the
opioid crisis which empower the
State to take meaningful actions.

Deloitte provides a tailored

approach across your key objectives
as listed below in

Figure rV-D.2.4-ll.

Work Plan

Build an InlcgRitcd Data
and Analytics Platform to

Provide a .Single Souitre of
the Tiiitii

Create A! Predictive

Models to Provide

.Insights and Answer

I  Key Questions

Build an Opioid

Crisis Response
Dashboard to |

Suiface insights
Wliich \\'ill Dris e

Meaningful Action

Promote an

organi/ational stiiictiire
that encourages working

across traditional

boundaries and

embraces change

Figure IV-D.2.4'83. Deloitte applies a tailored approach, a
skilled team, and a deep understanding of your data to meet your
key objectives.

Our work plan begins with a look

into our proposed project schedule
The project schedule provides an

overview of the key workstreams

and activities that we will be

undertaking. Following the project
schedule, we provide additional
details on the each of the proposed
sprints as well as our plan for
project management and data

governance. Our team will refine the schedule at the start of the project based on priorities and scope
approved by DHHS.

Sprint Summary

The sprints described below will use an Agile for Advanced Analytics project management methodology
to deliver transformational analytics while rapidly communicating any adjustments to scope, timeline, or
deliverables. Deloitte's Agile for Advanced Analytics project management methodology and overarching
framework provides incremental value with each Sprint through multiple iterative deliveries. These
deliveries will incorporate, and adjust rapidly to, continuous user feedback during each sprint as opposed
to feedback loo late in the process that would incur extra costs (both time and resources) to fully integrate.
This methodology and framework guide our teams to rapidly build iterative and measurable value.

To arrive at delivery on each of the tasks in a given sprint, our approach is structured around the use of
Scrum methodologies, focusing on delivering incremental value during each sprint based on tasks and
activities determined through prioritization with key stakeholders. The following graphic summarizes the
sprints, including data sources, tasks, and deliverables for Sprints 0-6:
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Figure IV-D,2.4-12. Overview ofProposed Sprints Including Data Sources, Tasks and Deliverables.

Detailed Sprint Descriptions

In this section, we provide detailed sprint descriptions that include duration, goals, tasks, and deliverables.
A few notes below on the detailed sprint descriptions.

• Key milestones are included in each of the detailed sprint descriptions

• Task Dependencies for each of the sprints will build on the prior one to lead to successful delivery of
the Opioid Insight solution

• The successful integration of the data sources laid out below in the sprint plans is a key dependency for
the creation of the Al-Risk Predictive Model

• Both the successful integration of the data sets laid out below in the sprint plans as-well as the
successful completion of the At-Risk Predictive Model are key dependencies for the creation of the
Opioid Insight Dashboards
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Sprint 0 - Planning Phase (4 Weeks)

To kick off the project, we wiD conduct a discovery sprint (Sprint 0), including a working session with
Department stakeholders. This will determine the high-level priority business needs and capabilities
required throughout the project.

Goal: The primary goal is to review current state issues, confirm user groups, and identifying questions
that will define the priorities and requirements for the Opioid Insight solution. This includes the
development of required plans across multiple areas that will allow for successful project management,
data governance, and delivery.

Task 1: Determine high-level priority business needs and capabilities with Department
stakeholders

Our understanding of the Department's goals for this project in conjunction with knowledge of the EBl
data landscape and architecture will help guide the direction of these conversations. Our approach to the
working session(s) includes the following steps: (1) Gather appropriate stakeholders to allow for us to
capture perspective from across the Department. (2) Collect and categorize stakeholders' questions
related to the relevant data, to help identify relevant and compelling use cases for prioritization.
(3) Facilitate the group through a prioritization exercise to identify the maximum impact and feasibility of
the solution. (4) Apply our knowledge of EBl architecture and data in estimating the level of effort for
priority business questions to realize maximum throughout the project.

Task 2: Develop plans across multiple areas for successful project management, data
governance and delivery

Following the working sessions with key stakeholders, we will develop numerous planning documents
detailed below in the deliverables section. Based on these documents, we will develop a product backlog
which will allow requirements to be revisited, reprioritized, and used to guide decision making. Jira is the
key Agile Project Management (APM) tool we use to track Backlog Items. We will also use it for Sprint
Planning to achieve the key deliverables for this task, the Scrum schedule and Sprint planning purposes.
The schedule will detail the Sprints with the outcomes of each Sprint. The Sprint Plan will identify the
objectives, scope, approach, and acceptance criteria for each Sprint. We are using Jira as the APM on our
current EBl project supporting the Department, so we understand how to quickly establish a new project
in Jira.

Deliverables

The following deliverables are included as part of the initial planning phase (Sprint 0):

• Project Kickoff Meeting

• Work Plan

• Infrastructure Plan

• Security Plan

• Communications and Change Management Plan

• Agile Project Management Plan

• Comprehensive Training Plan and Curriculum
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• Provision of Software Licenses if needed

• Provision of Software Installed, Configured, and Operational to Satisfy State Requirements

Sprint 1 (4 Weeks)

Goal: There are two primary goals of the sprint: 1) Complete data acquisition of all eight data sources;
analyze, integrate, and operationalize the acquisition of the new data sources into the EBl landing schema.
Confirm and implement the file validation logic and perform data profiling to provide feedback on data
integrity to inform future sprints. This lays the foundation for all future sprints and enable early access to
data. 2) Begin to enhance the EBI data model; integrate Vital Records, Child Welfare Case Data, and
CDC Population data required to support predictive analytics.

Stakeholder Engagement

As part of the stakeholder engagement phase, we will be reviewing the user stories and acceptance criteria
identified for Sprint 1, defining detailed requirements, data acquisition and data model design along with
creating tasks to complete the user stories.

To accomplish the goals defined for sprint I, Deloitte proposes the following three tasks that focus on
setting up the foundation for the "Collect and Ingest" track.

Task 1: Load to EBI Landing Schema and Profile Data

Following the existing EBI development processes, the team's focus is on identifying and integrating all
of the eight new data sources into the existing EBI landing schema. Working closely with each data
source owner to define the interface requirements, the team establishes the connections and defines the

required load processes in accordance with existing standards. This includes establishing data frequencies,
file exchange validation logic and error processing and notification mechanisms. Upon completion of the
integration of the new sources to the landing schema in their raw format the team is positions for success
in future sprints with nearly access to data for profiling and quality assessments to drive future
requirements.

Similar to what was performed for the EBI project, some of the data sources will have data elements
which are utilized downstream in the EBI Data Mart schema (e.g. data elements from New Heights used
in the LTSS dashboarding) whereas other data sources will be loaded into the environment for analysis
and ad hoc usage in their raw format (e.g. the CHIS database load).

The figure below depicts the existing EBI platform and schemas at the start of the CORbi project.
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Figure iy-D.2.4-84. Current FBI Landing.

The data sources depicted in dark green above indicate data sources which are mentioned in the RFP
however, some of these sources are already available in the existing EBl platform.

For consistency with the standards created during the EBI project, each new data source will be loaded
into the EBI landing layer in the same structure as created in the source system or file extract. The new
data sources being loaded into the EBI platform will go through a profiling exercise to make sure that the
data types specified in each data source match the data types created in the EBI landing layer to address
any source data quality concerns. Additional validations such as check sum count validations will also be
performed between the data sources and the EBI landing to validate that the correct number of records is
received. The figure below depicts what the EBI data platform will look like at the end of this task.
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Figure iy-D.2.4-85. Updated EB! Landing Post Task 1 Completion.
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Task 2: Perform Standardization and Data Wrangling

The focus of this task will be on converting the raw data format stored in landing into a cleansed and
standardized data set. Data discovery sessions will be conducted with the key stakeholders to hypothesize

the business questions and identify the appropriate datasets within each source which will be standardized

into the existing data structures. Individuals landed from population data set and the Child Welfare data

set will be cleansed and conformed to the standard applied in the existing EBI structure for individuals

which have already been loaded into the EBI platform. Removal of special characters, trimming of key

demographic values, and conforming of the data structures will be applied in the EBI staging layer for

these data sets.

Task 3: Modeling, Integration Design, and load into specified EBI schema

During this task the business rules required to load data into the EBI data mart layer for consumption will

be applied. The Deloitte team will work with the Department to enhance the data structures currently

stored in the EBI data mart environment. Similar to what is currently performed on the EBI project, the

Deloitte team will review the data model and ETL specifications with the State to make sure that the data

structures being developed provide ease of use for ad hoc reporting, consumption, predictive modeling as

well as dashboard development. While consuming the Child Welfare and Population data in this phase,

the Deloitte team will extend the existing EBI dimensional data model where required while also creating

additional tables and views for consumption. The data modeling process is driven by core design

principles to create a unified data model enabling the State to analyze and understand data across multiple
dimensions. This entails leveraging and enhancing existing core dimensions, such as member and
provider, where possible to reduce duplication and enhance usability. The diagram below is a conceptual

model of the existing data stored within the EBI platform today.
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Figure iy-D.2.4-86. EBI Conceptual Data Model.

During the load process of Child Welfare and DCYF Case data, the MCI subject area above will be
leveraged to load individuals from these source systems into a common set of tables that will store all
individuals currently loaded into the EBI platform. Currently, the MCI contains individuals from the
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NEWHEIGHTS, NECSES, and the BRIDGES systems. Individuals from the OPTIONS systems is
scheduled to be loaded in early 2018 along with the individuals from the data sources included in this
Sprint.

The following table serves as an example of the data which will be contained in the EBI_PERSON table
at the end of this task in Sprint 1 with the highlighted rows representing the new individuals loaded.

SSN rTKNicrrr

1 123 1234S NtWHCtGHH JMk iohnton 1  Im 1 11/1/1978 987U4121 Hbetnic
2 113 23834 BAIOGES 34(k JoJvuon 1  1 Im 1 11/1/1978 9876S4321 Hap4'MC
3 123 93723 NECSES iMk JoJvuon 1 M 11/1/1978 9876S4321 HlKMnk
4 1  123:918124 OPTIONS jKk Jehnion 1 M 11/1/1978 Hbptnlc
S 123 32189 POPUIATION 1 Jack 1 Joltruon 1 M 11/1/1978 987CS4321 HitMnk

Figureiy-D.2.4-87. Person table includedin the EBIMCISchema,

Child Welfare case data will be assessed and evaluated to extend data structures currently in the EBl
platform similar to the work being performed on individuals. New subject areas will be created where
required.

Deliverables

The following deliverables are included as part of sprint I:

• Systems Interface Plan and Design/Capability

• Testing Plan

• Change Control Document and Deliverable for new Data Loads

• Data Model and ETL Specifications

Sprint 2 (4 Weeks)

Goal: The goal for Sprint 2 is to complete the integration of Medicaid Claims data and commercial
claims data into the core EBI model. As part of the current EBI project, the Medicaid Claims data have
been loaded into the current EBI schema. The Deloitte team will work with the State to assess the
similarities between the Medicaid Claims data and commercial claims data and follow a similar process to
integrate the commercial claims data into the existing EBI Schema.

Stakeholder Engagement: As part of the stakeholder engagement phase, Deloitte team will review the
user stories and acceptance criteria identified for Sprint 2, defining detailed requirements, data acquisition
and data model design along with creating tasks to complete the user stories.

To accomplish the goal for Sprint 2, Deloitte proposes the following two tasks:

Task 1: Perform standardization and data wrangling

During Sprint 1, commercial claims data were loaded into the

EBI Landing layer. In this sprint, commercial claims data will
be loaded into the EBI Staging layer through a set of ETL
process. Data discovery sessions'will be conducted withjhe
key stakeholders to hypothesize the business questions and
understand how to leverage the existing claims, provider, and
reference data subject areas created for Medicaid Claims to
support the commercial claims load. During these sessions,

Did you
—«—A..-—^

KNOW?

The data structure created as a part of
the cuixent EBI project contains a data
model to support Claims Data and
Provider Data, and Reference table

values to support claims reporting.
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we will leverage the knowledge of the existing EBI team responsible for developing the existing claims
structures to assist in providing subject matter expertise on the commercial claims. Per the current design
of the EBI Schema for Medicaid Claims, a staging layer is built to allow specific data
reconciliation/debugging activity to happen for pre, during or post load data validations, as well as to
support complex transformation logic such as grouping of sequence of claims together. Similarly, to
complete the integration and the merge of the commercial claims cata, the Deloitte team will identify the
variations of data types from the landing layer to standardize the datasets prior to integrating with the
Medicaid Claims data. For example, when loading the Medicaid Provider data, the Deloitte team brings
the National Plan and Provider Enumeration System (NPPES) file obtained from CMS for specific States
as the base for loading provider information. This data is then merged with data from MMIS which
contains providers who submitted claims which are not in the NPPES data set. The Deloitte team will

work with the Department to follow a similar process for Commercial Claims by creating a staging table
to support the extension of the current EBI provider tables. This process will be followed for Commercial
Claims data as well to create a staging table to support the extension of the existing claim header and
detail tables. The standardization, conforming; and data wrangling in this task will ensure the success of

the integration with the Medicaid data as well as provide scalability for data sets in the future.

KUI Srbt-miis

NH.MA»MLVT"■'NPPES,

iubfi*ted defcmi
ktNffCSMMs

luwwItttJ cMm
In NffCS State#s

NH DAPOC-0118

Figure IV-D.2.4-88. Provider Recommended Load Process.

Task 2: Modeling, Integration Design, and load into EBI schema

Once the Commercial Claims data are prepared in the staging layer, the data are loaded into the existing
EBI Schema which contains three core subject areas: 1) The Claim Fact tables, 2) The Provider
Dimension, and 3) Reference Dimension tables which stores reference codes and their descriptions related
to claims. The current design of EBI Medicaid Data Model provides the end user the ability to query
various types of claims data, perform aggregation, and ad hoc analysis at both header or at the line level
based on the requirement of the Medicaid Claims data. The figure below shows the conceptual model for
the current EBI subject areas which support Medicaid Claims.
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Figure IV-D.2.4'S9. Core Medicaid Model.

Deloitte will leverage the existing design of the Medicaid Claims data to bring in the Commercial Claims
data which will also be loaded into the three core areas with the applicable attributes. Attributes will be
added to the existing data model to denote claims which come from the Medicaid population versus the
Commercial Claims population. The diagram below illustrates the existing Medicaid model with the
Commercial Claims data included.

DAP Data Platform

Medicaid.Claims

EBI Oaim Tablu

MCO.ClAIM.CPlTN.fftCT MCD_ClAJM_HEAO£A_rACT MCO.CUUM_UN£_FACT

CLAIM CATEGORY INO CLAIM CATEGORY INO CLAIM CATEGORY INO

Commercial Claims
CORbl Clalmt Load

Figure iy-D.2.4-90. DAP Data Platfornu
As mentioned in Task 1, the current provider table in the EBI schema merges both providers from the
NPPES data for a specific set of States with providers who have submitted Medicaid Claims. The staging
table created in task 1 will be used to load the providers who have submitted Commercial Claims into the
EBI Data Mart Provider table, EBI_PRVDR_NPI_DIM. Once integrating the provider information from
commercial claims data, additional attributes might be added into the existing provider table. The
following diagram shows how the data will be represented in the extended Provider table.

PROVIDER NPI SEQ PROVIDER ID NPI

Source

Indketor PROVIDER TYPE CD PROVIDER NM

1 123 12345 MMIS Billing Provider
PETERBOROUGH FAMILY
DENTAL & IMPLANT CENTER

2 345 23834 NPPES ReferrinR Provider John Marbol

3 456 18124 Commercial Service Pacility
WENTWORTH DOUGLASS
HOSPITAL

4 567 32189 Commerica! Billine Provider JOHNNY DENTAL CENTER

Figure IV-D.2.4-91. Provider Data Sample Including Commercial.
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The existing reference table structure will be leveraged for commercial claims if applicable. The Deloitte
team will also identify and analyze the distinct characteristics of the Commercial Claim Data and

additional reference codes required and incorporate into the existing EBl data model. Below is a snapshot
of the current reference dimension tables which are used to support the Medicaid Claims which includes
dimensions to allow for breaking data down by Date, Gender, Geography, and other key factors.

Current EBl Reference Data Model

I'D .Pitl.BM |'/tO_CL«.M_1»V»V |W.DJK3V,«P.PM
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p

t

iF
I pirmrnBM mg

Figure IV-D.2.4-92. Current EBl Reference Data Model.

Deliverables

The following deliverables are included as part of Sprint 2:

•  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 3 (4 Weeks)

Goal: The goals associated with Sprint 3 are to: 1) Complete the integration of Vital Records/Medical
Examiner data and Grant/State BDAS and Naloxone Services into the DAP, 2) Initiate the design
activities for the data elements required for predictive modeling, 3) Perform exploration and assess the
relationship between variables used in the predictive modeling development 4) Evaluate and desjgn the
integration for the Google behavioral trending data.

Stakeholder Engagement: As part of the stakeholder engagement phase, Deloitte team will be reviewing
the user stories and acceptance criteria identified for sprint 3, and defining detailed requirements, data •
acquisition and data model design along with creating tasks to complete the user stories.

To accomplish the goals defined for sprint 3, Deloitte

proposes the following three tasks: Did you

Task 1: Perform standardization and data wrangling

In this task, the Vital Records/Medical Examiner and

Grant/State BDAS and Naloxone Services data will be loaded

from the EBl landing layer into the EBl Staging layer through

KNOW?

Data from the Vital Records

(BVRODS) database was loaded into
the EBl Landing enxdronmeni as a pan
of the current EBl project.
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a set of ETL processes. Data discovery sessions will be conducted with the key stakeholders to identify
the key business questions the Department would like to visualize, integrate into a predictive model, or
leverage to create reports. During these sessions, the Deloitte team will leverage the experience of our key
Clinician, Manal Azar, to discuss the key business questions with the Department. Similarly, the existing
EBl team will support in driving discovery sessions to assess the best way to integrate the Vital
Records/Medical Examiner and Grant/State BDAS and Naloxone data into the DAP. Once the discovery
is complete, the Deloitte team will apply the appropriate data cleansing routines and begin conforming
data dimensions to the data already loaded in the DAP. For example, new individuals will be staged for
loading into the MCI schema to continue to provide conformity of an individual in New Hampshire and
their demographics. Additional, the evaluation and integration design activity related to the google
behavior data begin.

Task 2: Modeling, Integration Design, and load into EBI Data Mart schema

Once data has been loaded into the staging layer, the Deloitte team will work with the Department to
continue extending the EBI Data Mart Schema within the DAP platform to incorporate the Vital
Records/Medical Examiner and Grant/State BDAS and Naloxone Services data for dashboarding, ad hoc
reporting, and predictive modeling. New individuals will be loaded into the MCI schema with the
appropriate attributes denoting death and birth information along with the overdose related information
received from the Vital Records/Medical Examiner data source. Additional subject areas will be created
as required to capture level of care and facility related information which is brought in from the
Grant/State BDAS and Naloxone Services dataset. The figure below illustrates how the data model will
look at the end of this task in Sprint 3.
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Figure IV'D.2.4'93. DAP Platform Through Sprint 3.
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Task 3: Finalize key predictors, perform exploratory analysis, assess variable correlations
and relationships

After data has been prepared and appropriately loaded into a user-friendly data model for consumption,
the predictive model forpiulation activities will occur. During this Sprint, we will begin with exploratory
data analysis, where our team of experienced data scientists assess datasets against analytic models for
missing or defective data; identify relevant features; and structure the, data for predictive modeling. We
can quickly identify potential defects and data quality issues, assess multivariate datasets for trends and
relationships, and formulate hypotheses. Visually exploring the data along the various dimensions in the
feature set can yield insights about the nature of the relationship with the target, exposing the need for
additional features that must be generated and included in the final model. Furthermore, visualizations can
be used to confirm and validate model assumptions and assert overall stability, as well as examine
forecast stability regarding performance within the model training and test sets. The design and
development of the Opioid Insights dashboards will occur in Sprints 4 and 5 however we will work with
the Department to produce some preliminary visualizations for analysis purposes. Some illustrative
examples may include:

• How are local areas with different socioeconomic characteristics impacted differently by opioid abuse?

• Do health care providers in different areas tend to prefer certain types of MAT over others, due to
efficacy or cost considerations?

• Are certain treatment units/administrators rnore effective than others?

•  Is there a relationship between treatment outcomes and the number of social groups or community
support groups in the vicinity of treatment entities?

• What individual risk factors result in higher rates of opioid abuse, relapse, and/or mortality rates?

• Does reduced access to prescription opioids cause increases in use and addiction to illicit opioids or
other drugs?

• How do changing networks impact an individual's behavior and risk-level over time?

These h^otheses may then be wrapped into higher-level questions such as the following:

• How does access and utilization of medical and treatment services effect OUD outcomes?

• Should treatment be tailored to specific geographic areas or custom-defined communities?

• Can we detect similar geographic areas or sub-populations where we can transfer successful treatment
or intervention techniques?

• Who are the bad actors, companies, hospitals, etc. linked to those who have higher risk for OUD and
recidivism?

• How can we use the identification of high risk populations in the justice system to improve treatment or
intervention options?

Deloitte data scientists will use these questions to inform their data hypotheses for analysis, aligning them
to critical issues and key questions. These hypotheses will be iteratively discussed with the Department
throughout the engagement, as findings are developed through analytics sprints. During this task the team
will also evaluate the Google behavioral data on how best to utilize the NH specific Google's datasets to
predict early indications of geo-based OUD trends.
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Deliverables

The following deliverables are included as part of Sprint 3:

• Integrated Data Model

•. Change Control Document and Deliverable for new Data Loads

Sprint 4 (4 Weeks)

Goal: The goals associated with Sprint 4 are to; 1) Complete the integration of Live Hospital ED
Surveillance AHEDD data, 2) Complete development of the Ai-Risk Predictive Model, 3) Begin
wireframe designs on the HHSi Opioid Insight Dashboards.

Stakeholder Engagement Phase: As part of the stakeholder engagement phase, Deloitte team will be
reviewing the user stories and acceptance criteria identified for sprint 4, defining detailed requirements,
data acquisition and data model design along with creating tasks to complete the user stories.

To accomplish the goals defined for sprint 4, Deloitte proposes the following three tasks:

Task 1: Perform standardization and data wrangling

In this task, the Live Hospital ED Surveillance AHEDD data will be loaded from the EBI landing layer
into the EBI Staging layer through a set of ETL processes. Data discovery sessions will be conducted
with the key stakeholders to identify the key business questions relative to potential health threats
received from the data source. During these sessions, our key Clinician, Manal Azar, will continue to
assist the Department in driving business outcomes related to this Hospital ER data.

Task 2: Modeling, Integration Design, and load into EBI Data Mart schema

Once data has been loaded into the staging layer, the Deloitte team will work with the Department to
continue extending the EBI Data Mart Schema within the DAP platform to incorporate the Live Hospital
ED data for dashboarding, ad hoc reporting, and predictive modeling. As new individuals are loaded into
the MCI, the team will work with the Department
to determine if individual attributes should be

added to the MCI schema as a result of an

individual being treated at hospitals which are
sharing data. Where possible, the data will be

stored at the lowest level of granularity however
data may be aggregated to capture cluster data or

to store the health threat data at an aggregate level.
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Figure IV-D.2.4-94. Deloitte Model Library.

working with missing values and sparse dalasets. We can implement a range of data imputation and
sparse matrix analysis techniques to save samples and build stronger models despite missing data. These
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exploratory techniques serve as inputs for model development. Appropriate models for the problem class

are selected from the Deloitte model library. As shown in Figure IV-D.2.4-23 above, our model library

includes models based on advanced statistics, mathematics, engineering, statistical process control,

operations research, risk analysis, signal processing, artificial intelligence, simulation, and several other
novel approaches.

Based on our extensive experience and knowledge of model characteristics, we aim to select the best

performing model, taking into consideration data characteristics including complexity, type, quality and
completeness of information. In addition, the modeling process is conducted using best scientific and

analytics practices to avoid model over fit and to choose appropriate testing, validation and testing

datasets.

Extracting meaningful insights from the data requires advanced analytical techniques using machine
learning to be perforrried by seasoned professionals with unique perspectives and the right balance of

curiosity as well as focus on business objective. Our existing model library and experience will serve as
accelerators in the model development process to answer the questions posed by the State.

Deloitte will deliver two predictive models, Al-Risk and At-Risk+. The At-Risk on-prem machine
learning (ML) model is based on a proven model used commercially on behalf of a State government to
predict individuals at elevated risk of Opioid misuse, OUD or Death. The At-Risk+ is an enhanced

version which exists in the GCP cloud and the model uses both de-identified NH State data (same used in

At-Risk) plus Google search data. The connection between the data and the four focused populations -
youth, young adult, adult, and older adiilt - is complicated by the distinction between legal and illegal

opioid users. The All Claims Payer Data (Medicaid Claims + Commercial Claims) is a foundational data

set used across all populations and is particularly helpful with the legal users at all ages. The initial At-
Risk model will be built using an ensemble machine learning approach. Several years of historical data
including the ACPD will be used for training the models and for scoring their performance.

The Al-Risk model will be trained on 7 data sets assuming all are available. Basic entity resolution work
will be performed to connect "same as" records based on a 6-10 data field match. The seven data sets

include Medicaid Claims, Medicaid Eligibility, MCl, Vital Records, Medical Examiner, and LTSS. These

data sets will be particularly effective with populations of young adults, adults, and older adults struggling
with legal prescription opioids. For example, the At-Risk machine learning model was successfully
applied to -1 million Medicaid opioid users for a midwestem state. When compared to a competing rules-
based predictive model, At-Risk produced remarkable results: accuracy (85% vs 15%), error rate (10% vs

50%) and lead-time to make a prediction (4-5 Months vs 9 Months). Data and predictions on the youth
population will depend on their inclusion in the ACPD. The At-Risk ML model's excellent results are a

result of how the data model is built. At-Risk uses an ensemble approach where multiple competing

models are trained on historical data then each model makes predictions on a test data set. The most

accurate model continues, and the others are discarded. The winning model passes through additional

rounds of competition until the final model is finished and deployed. In the past the optimized At-Risk
model makes important use of the ICD9/10 codes for the original diagnosis when the first Opioid was

prescribed. The model then uses hundreds of data elements to separate out who for example in the

population that started an opioid due to back pain had legitimate back pain and who was fraudulently

seeking pills. The At-Risk model for NH will be trained on the NH data using this approach.
t

The At-Risk+ will operate in the Google Cloud Platform (GCP) and provide a meaningful demonstration

of the power of Cloud, the GCP ML platform, and the predictive ability of Google's search data. Google

can track search terms down to neighborhood size geographic areas. Google has shown a strong positive
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correlation between certain opioid related search terms and increased levels of OUD and death. The At-

Risk+ will demonstrate the predictive power of this additional search data for New Hampshire. Data from

NH will be de-identified then sent to the cloud where,it will feed into the At-Risk+ predictive model and

the Google search data for the geographic area associated with the individual's domicile. The resulting
prediction will be sent back on-premise for storage. Importantly, NH will be able to experience the power

of GCP to automate the O and M of the predictive models. These models will undergo periodic retraining
and GCP provides a remarkable array of services to semi-automate this process.

Task 4: Design Opioid Insights Dashboard Wireframes
nnSitati-
iiitcraci/vi-

s  / \

\
ns

Figure IV'D.2.4-95. Sample HHSi Opioid Insights Indicators Dashboard

During wireframe design sessions, we focus on identifying the key business questions which the
Department would like tO'adcTress using dashboards. Business questions are typically captured during
focused sessions with stakeholders. In addition, throughout these sessions, we also work to understand

and collect the key data sets which are required to support dashboard development.

We use a question-driven approach to the sessions, meaning that the focus remains on the business
questions identified during previous discussions and identification of hypothesis to be proved or
disproved by the dashboard. For example, if you are trying to identify the trends for the number of opioid
related hospital visits, you may hypothesize that certain external factors lead to spikes. By pulling in data
from the dimensions developed in the DAP, the user may be able to prove or disprove their hypothesis by
slicing the data set by gender or by a geographic region.

As the Department is providing feedback on the business questions answered by the dashboards, the
Deloitte team will create dashboard wireframes. The wireframes lay out easy-to-understand visuals

focused on key business questions. We will confirm the types of visuals that are used to portray the data,
the filters used to update the data and the expected logic behind the visuals with the stakeholders prior to
development of the dashboards.

Deliverables

The following deliverables are included as part of Sprint 4:

• Integrated Data Model

• At-Risk and At -Risk+ Predictive Models

• HHS interactive Opioid Insights Dashboards Wireframe Design
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Sprint 5 (4 Weeks)

Goal: The goals associated with Sprint 5 is to; 1) Complete integration of the Emergency Medical
Services data (TEMSIS), 2) Enhance the At-Risk Predictive model with TEMSIS data, 3) Develop the

HHSi Opioid Insight Dashboard 3) Migrate the selected de-identified claims data to the Google cloud for
development of the At-Risk+ opioid model.

Stakeholder Engagement Phase: As part of the stakeholder engagement phase, Deloitte team will be

reviewing the user stories and acceptance criteria identified for sprint 5, defining detailed requirements,

data acquisition and data model design along with creating tasks to complete the user stories. To
accomplish the goals defined for sprint 5, Deloitte proposes the following four tasks:

Task 1: Perform standardization and data wrangling

In this task, the TEMSIS data will be loaded from the EBI landing layer into the EBI staging layer

through a set of ETL processes. Data discovery sessions will be conducted with the key stakeholders to
focus on identifying the key business questions regarding incidents on NARCAN emergency responses.

During these sessions, our key Clinician, Manal'Azar-,-will continue to assist the Department in driving
business outcomes related to this data set. Data will also be staged as necessary for confirming to the

existing EBI structures and data sets previously loaded into the staging schemas.

Task 2: Modeling, Integration Design, and load into EBI Data Mart schema

Once data has been loaded into the staging layer as required, the Deloitte team will work with the State to

continue extending the EBI Data Mart Schema within the DAP to incorporate the TEMSIS data for
dashboarding, ad hoc reporting, and predictive modeling. As performed in previous sprints, new
individuals are loaded into the MCI. The team will work with the Department oh whether individual

attributes should be added to the MCI schema as a result of an individual being treated for Narcan or

having any other emergency and trauma related services. The TEMSIS data will be merged with the data

created for the EBI project as well as the data setsioaded as a part of the CORbi project into the DAP

with a data model which creates ease of use for end users. '

Task 3: Refine At-Risk Predictive Models

After forming the At-Risk and At-Risk+ models in Sprint 3

and completing development of the models in Sprint 4, we

will perform refinement on the At-Risk and At-Risk+ models

to help tune and calibrate. The key to creating a successful,
highly adaptable predictive models is to make sure that they

are dynamic and repeatable. A common pitfall is to over-fit
the model to the training sample data set and effectively
create a model that overemphasizes patterns found in the

sample data and are not repeatable on a different data set. To

offset this concern, we evaluate models based on the

OU

KNOW

The LTSS dashboards being deployed
as a part of the current EBI project are
a subset of the overall HHS interactive

solution. This task builds upon the
HHS interactive solution by deploying
the Opioid Insights module to the
existing environment.

accuracy of their performance through visualizing model

results and fit statistical techniques. These techniques help to compare the observed model outcome with
actual real-world results to support model confidence and accuracy.
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Overall, our predictive analytics objective for this project is to help the Department derive actionable
insight to enhance decision making. We highli^t here that incorporating generated insights and
predictions into an overall business process requires change management, training, and overcoming
adoption barriers, all of which are being conducted throughout the project to deliver a comprehensive
solution.

Task 4: Develop Opioid Insights Dashboard

In this task we focus on the

development of the designed
dashboards based on the

wireframes created in Sprint 4.

Dashboard development
typically includes building
visualization themes, controls

and interfaces based on the

defined wireframes. In addition,
during the Build phase Deloitte
works to set up and configure
dashboard security. Security
configuration activities are

required to help validate that
only authorized users can access

1 •

I ,

Figure iy-D.2.4-96. HHSInteractive Dashboard,

the dashboard. After the dashboards have been developed, demonstrations will be held with the
Department stakeholders to review the dashboards and provide feedback. These feedback sessions are
focused on confirming the quality of the dashboard as it relates to the documented design and confirming
the dashboard addresses the Department's key business questions. Deloitte will conduct internal testing to
validate that the dashboard aligns with the intended design prior to any sessions with the Department.
Following the Department validation of the dashboard, the HHS interactive Opioid Insights dashboard
will be deployed to the server using the existing Tableau license. Once the dashboard is deployed, we can
coordinate transfer of the Tableau data structure and workbook to the Department and conduct turnover
and knowledge transfer activities of the visualization results.

Deliverables

The following deliverables are included as part of Sprint 5:

• Deployment Plan

•  Integrated Data Model

• Refined At-Risk and At-Risk+ Predictive Models

• HHS interactive Opioid Insights Dashboard

Delivery Phase - Sprint 6 (4 Weeks)

Goal: To conclude the project, we will conduct a delivery sprint (Sprint 6), including productionizing the
environment, conducting final UAT, deploying the final At-Risk Predictive Model and HHS interactive
(HHSi) Opioid Insight Dashboards, and holding final training and transition activities.
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Task 1: Productionize the Environment

After completing data integration and modeling, finalizing of the At-Risk predictive model, and
development of the HHSi Opioid Insight Dashboard, we will tune and calibrate the environment to see
that it is ready for use in production by all stakeholders. This will include stress testing and execution of
the security plan.

Task 2; Conduct Final UAT

Final user acceptance testing will be conducted to make sure that all components of the HHSi Opioid
Insight environment are working properly and to standards defined throughout the project.

I

Task 3: Deploy final At-Risk Predictive Model and HHSi Opioid Insight Dashboards

The final, tested versions of the At-Risk Predictive Model and HHSi Opioid Insight Dashboards will be
rolled into the production environment.

Task 4: Conduct final training and transition activities

As part of the delivery phase, final user training will take place for the At-Risk Predictive Model and
HHSi Opioid Insight Dashboards. This will include all documentation for the environment, predictive
models, and dashboards.

Deliverables

The following deliverables are included as part of the final delivery phase (Sprint 6):

• End User Support Plan

• Documentation of Operational Procedures

• Conduct System Performance (Load/Stress) Testing

• Certification of 3rd Party Pen Testing and Application Vulnerability Scanning

• Go- Live - Cutover to New Software and solution

• Provide Documentation

• Execute Security Plan

. Final UAT

• Final Training

• Final Deployment of At-Risk and At-Risk+ Predictive Models

• Productionize HHSi Opioid Insight Dashboards

• Conduct Project Exit Meeting

Data Governance

Deloitte will produce a written Data Governance structure and framework that will occur concurrently
with all other phases. Our proposed governance model will enable the effective sharing, reuse, and
governance of Enterprise Business and Technical Services through the deployment of DAP. The model
will also strengthen data sharing, worker collaboration and drive decision support at all levels through
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I.

DAP. Finally, the combined Data Governance and Analytic Strategy will enable State to focus on
resources to increase the availability of information for informed decision making.

The Deloitte approach is based on our Agile for Advanced Analytics framework and marks a shift from
the traditional static governance goals such as maintaining business glossary, dictionaries, and data
catalogs. The new framework is centered around a more collaborative approach focused on giving the
stakeholders the required context to make good decisions, documenting the data flow for accountability
upcoming data governance standards. This approach integrates with Data Modeling (DM), Enterprise
Architecture (EA), and business processes (BP), superseding inter-departmental and technical silos for
greater visibility and control across domains, while also ensuring that security and privacy are not an
afterthought, but rather at the forefront of the process during every sprint. This means understanding the
regulations that each incremental deployment within DAP must comply with, including but not limited to
HIPAA security and privacy rule requirements.

To protect confidential data that exists in each sprint, our solution takes a 2-pronged approach to maintain
data privacy and make data available to only those who have a business need to access/view it. Our
approach is concerned with protecting data at rest and data in transit.

Access to confidential data will only be granted afler authenticating and authorizing the users. The
application tier components will use the State's active directory as the authoritative source for user
identities. Access rights will be granted to individuals based on their job function and role, using the
concepts of least-privilege and need-to-know. Requests for additional access will follow a formal process
that involves a request and an approval from an authorized State representative like the data steward or
data owner. Access to infrastructure native accounts will be limited to a very small subset of application
developers and administrators and this access will be reviewed periodically so that only people with a
business need have access.

The payment schedule as required in this topic is further elaborated in section F-1
Activities/Deliverables/Milestones Pricing Worksheet.

.'Popic 23 - Work Plan

2.4.6.2. Define both propo.sed Wriiten and Software Deliverables. Include sufficieni detail that the State will be able
to identify departures from the Plan in sufficient time to seek corrective action. In particular, provide information
about staffing.

2.4.6.3. Describe all Deliverables to be produced in the Project. Ensure that all Deliverables and milestones are
identified in the Work Plan. Identify and di.scus.s the following:
2.4.6.3.1. All a.s.siimplions upon which the Work Plan is based:

2.4.6.3.2. Descriptions of recommended roles by activity and lime required for both Slate and Vendor members of
the Project Team;

2.4.6.3.3. .Assignments of members of the Vendor's team identified by role to specific tasks; and
2.4.6.3.4. Critical success factors for the Project.

Below is a table of deliverables for each of the sprints outlined above (Each number in parentheses ties to
Table C-3 in RFP; if there is no number in parentheses, the deliverable is in addition to what is included
in Table C-3).

Sprint Timeline Deliverables

Ongoing February- • Project Status Reports (2)
August . Data Conversion Plan and Design (I I)
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'Sprint Timeline Deliverables

• Provide Fully Tested Data Conversion Software or solution (18)
• Conduct continuous integration and continuous delivery testing plan (20)
• Perform Production Tests (22)
• Test In-Bound and Out-Bound Interfaces (23)
• Converted Data Loaded into Production Environment (26)
• Conduct Training (28)
• Ongoing Hosting Support if applicable (32)
• Ongoing Support and Maintenance if applicable (33)

Planning February • Conduct Project KickofT Meeting (1)

• Work Plan (3)

•  Infrastructure Plan (4)

• Security Plan (5)

• Communications and Change Management Plan (6)
• Agile Project Management Plan (7)
• Comprehensive Training Plan and Curriculum (13)
• Provide Software Licenses if needed (17)
• Provide Software Installed, Configured, and Operational to Satisfy State

Requirements (19)

Sprint 1 March • Systems Interface Plan and Design/Capability (9)
• Testing Plan (10)

• Change Control Document and Deliverable for new Data Loads

• Data Model and ETL Specifications

Sprint 2 April •  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 3 May •  Integrated Data Model

• Change Control Document and Deliverable for new Data Loads

Sprint 4 June •  Integrated Data Model

• At Risk Predictive Model

• HHSi Opioid Insights Wireframe Design

Sprint 5 July • Deployment Plan (12)

•  Inte^ated Data Mode
• Change Control Document and Deliverable for new Data Loads

Deliver August • End User Support Plan (14)

• Documentation of Operational Procedures (16)
• Conduct System Performance (Load/Stress) Testing (24)
• Certification of 3rd Party Pen Testing and Application Vulnerability

Scanning (25)

• Go Live - Cutover to New Software and solution (29)
• Provide Documentation (30)
• Execute Security Plan (31)

• Conduct Project Exit Meeting (34)
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Figure iy'D.2.4-97. Proposed Deiiverabies list

Vendor Staff

The table below lists the roles and responsibilities table for Key Vendor Staff that will be fbrther refined
during project initiation in conjunction with the State.

;Resource
y

Rote Responsibilities/Tiisks
Projected !
Hours >

Greg Spino Enterprise
Architecture

Lead

As the Enterprise Architecture Lead, Greg aligns
the proposed solution with existing NH DHHS
infrastructure. He works closely with the project
manager, Jeff, to manage and monitor key success
metrics for the project.

210

Sean Conlin Opioid As the Opioid Analytics Lead, Sean provides
Analytics Lead subject matter expertise on a range of analytics

topics to the team. He works closely with Jeff to
navigate questions, offer optimal solutions and
provide direction on the business expectations
from the solution.

110

Jeff Walker Project
Manager

As the Project Manager, Jeff provides day-to-day
direction to team members regarding activities
and timelines, manages project risks, and
contributes to and reviews all deliverables prior to
submission.

540

Abhishek Pathak STL and Data

Wrangling
Lead

As the ETL and Data Wrangling Lead, Arvind
leads the data-specific efforts of the project,
employs his big data experience to lead the data
engineering, data manipulation, and data
exploration and analysis alongside the remainder
of the data science and project management team.

1520

Tim Hartman Data Science

Lead

As the Data Science Lead, Tim serves as an
intermediary between data governance and
visualization, providing expertise on the
interpretation, utilization, and usage of the data at
hand.

240

Kelly Neway Training Lead As the Training Lead, Kelly drives the training '
and change management efforts required along
with solution implementation. She will
collaborate with the project management, Jeff, to
build out a training schedule that meets the needs
of the project stakeholders in a timely fashion.

864

TBD Data

Visualization

A data visualization team member design the
visual aspects of the reports and dashboards to
make them more intuitive.

1032

TBD ^ Data Scientist

(2)

A data scientist interprets the data and build
different predictive and analytics data models that
will be integrated into the solution.

480
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iResourcc
i

Role ResponsibilltiesArasks
Projected
Hours 1

(

Nil-Lante

Lamptey
Data

Governance

Lead

As a Data Governance Lead, Nii-Lante
coordinates with the state to setup a data
governance structure around the project.

1019

Dipak Modi Security Lead As a Security Lead, Dipak Modi oversees the
security features like authentication and
authorization for the solution.

144

Neluka

Wijegunawardena
U1 Designer As a U1 Designer, Neluka brings innovative and

intuitive screen designs that can help a user
navigate the solution more efficiently

160

Manal Azer Clinician As a Clinician, Manal brings her experience as a
registered nurse to support the team in decision
making for building models that accommodate for
dependencies between treatments.

120

Douglas
Rosendale

Physician The physician supports the team in building
models and making decision to weave in
considerations for medical treatments and other

substance use disorder medications.

120

TBD ETL

Developer (3)
Three ETL developers will be part of the team 3420

TBD Security
Analyst

Security analyst will be part of the team 720

TBD Testers (2) Two testers will be part of the team I960

Quinn Chasan Digital
Analytics

Quinn advises the team on the analytics model
that are being integrated into the google cloud
platform.

100

Sean Wohltman Cloud

Engineer
As a Cloud Engineer, Sean advises the
infrastructure requirements for building the
analytics platform.

100

Bryce Buffaloe Cloud Data

Scientist

As a Cloud Data Scientist, Bryce advises the team
on the analytics model that are being integrated
into the google cloud platform.

100

TBD Digital Data
Analyst

Digital data analyst will be part of the team 128

Figure IV-D.2.4'98. Key Vendor Staff.

State Personnel Involvement

Deloilte will collaborate closely with the State Project Team during each phase of the project. Based on
the requirements and tasks set forth in the RFP, we completed the following Proposed State Staff
Resource Hours Worksheet that lists resources and the minimal estimated time commitment of the State

Project Team based on our preliminary Work Plan. The extent of effort (time) required by Slate staff can

vary considerably based on the degree of engagement from product owners, stakeholders, staff looking to
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cross train, and other similar factors which are difficult to estimate prior to a joint collaboration and
dialog.

jstatc Role '.Initiation ' Configuration Implementation Close Out Total

Project Sponsor 10 10 10 10 40

State Project Manager 20 60 60 25 165

State IT Manager 5 20 40 5 70

Technical Support
Team

20 65 30 60 175

Business Process

Owners

160 440 440 160 1,200

User Acceptance Team 0 0 160 0 160

State Total Hours 215 595 740 260 1,810

Figure IV-D. 2.4-99. State Personnel In volvement.

Assumptions

• Member linking will be done to support analytic requirements, i.e. the level of confidence target is in
the 90% range

• Key personnel from the State, including data source subject matter experts, will be engaged throughout
the Project to support the process and will be empowered to make timely decisions.

• Neither the Contract nor this SOW may be modified except as otherwise agreed by Deloilte and the
State. Either party may request changes to the services, Deliverables, and/or any other aspect of this
SOW through a written change request ("Change Request"). Promptly thereafter the parties shall
discuss what impact the Change Request will have on the services and Deliverables and on pricing,
timing, and other terms of this SOW. Any changes to this SOW agreed upon by the parties as a result of
the foregoing process shall be set forth in a change order signed by the parties ("Change Order"). Once
a Change Order is signed it shall amend, and become part of, this SOW. Neither party is obligated to
change the services. Deliverables, or any other aspect of this SOW unless a Change Order for such
change has been signed by the parties.

• The State shall provide Deloitle with at least 30 days written notice and opportunity to cure prior to any
suspension or termination of this SOW resulting from Deloitte's failure to perform any of its
obligations.

• Pre-existing Materials shall also include modifications and derivative works to any items that constitute
Pre-Existing Materials. The State consents to Deloitte using any of its Pre-Existing Materials that
Deloitte believes is useflil in the performance of^^the services hereunder.

• The State will deliver data per the jointly agreed upon timelines. In the event of any delay encountered
with the State's ability to deliver the data or any delay encountered that is beyond Deloitte's control, the
State will collaborate with the vendor, using a change order if required, to address the adverse impact.

• Deloitte warrants that it shall perform the Services in good faith and in a professional manner.
Notwithstanding anything to the contrary in the contract, Deloitte disclaims all other warranties of
merchantability and fitness for a particular purpose.
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Critical Success Factors

• Based on experience, the single biggest success factor for transformative data analytics project is strong
leadership. Involvement of key stakeholders and a strong project sponsor with the authority to make and
enforce decisions is essential to successful implementation.

• Early access to data and clear understanding of the data provided by the source system owner is another
key success factor for any data integration, analytics or reporting project. Data analysts understand that
analytic requirements evolve iteratively with consumption and review throughout the lifecycle; only
when data is available can informed decision be properly made.

• In order to meet the project deliverables within the desired timeframe the team will need to adhere to a
tight scope control processes. We understand the important goals the State desired to achieve with this
project and clearly articulating the scope of each sprint will align the team's activities and set clear
expectations.

• As this will be one of the Departments larger projects delivered using agile, a commitment of the State
and vendor resources to understand, commit to, and follow the agile and scrum practices will be
essential. This includes a commitment of the required effort and the appropriate intellectual capital at
the point in time dictated by the process.

Lastly, timely decision making is required to prevent the project from missing key dates. We will work
with the State to establish the decision-making structure and the team will communicate and escalate as
needed to support the State's decision-making process. This decision making process will require
adaptability on the part of the vendor and State to innovate through challenges collectively.

[Topic 23 - Work Plan
2.4.6.4. Discus.s how thi.s Work Plan will be used and Slate acce.ss to Plan details including resource allocation

2.4.6.5. Discuss frequency for updating the Plan, at a minimum weekly and for every status meeting. E.xplain how
the State will know whether the Project is on Schedule and wiiiiin budget.

One of the key work products required to support project success is a detailed project work plan. Deloitte
will use Microsoft Project to create, update, and maintain the work plan for this project. The work plan
includes the key activities, planned start and end dates, assigned resources, anticipated duration, key
milestones, and dependencies needed to deliver the project. Given the dynamic and critical nature of the
CORbi project, Deloitte proposes a weekly status meeting with DHHS to address overall project status
and any additional topics needed to review the project health and bum down.

Deloitte will update the project work plan weekly and include relevant project work plan reviews during
the status meetings, specifically focused on project critical path items and external dependencies in
accordance with the contract. In addition to sharing the work plan during regularly scheduled status
meetings, Deloitte will also make the most updated version of the work plan available via SharePoint for
the State to access. Throughout the project life cycle, Deloitte will actively leverage the work plan to
manage and monitor overall project delivery. Our team will update actual start and actual completion
dates, as well as percentage of activity completion, to monitor delivery progress. This allows us to run
monitoring reports to understand late or slipping tasks to proactively mitigate and manage task
completion.
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D-2.5 Ongoing Operations

Deloitte has a demonstrated track record of providing quality maintain and operation
services. We are committed to collaborating with DHHS/DolT staff to define and

document Maintenance & Operations (M&O) functions and transition these tasks to
the State at the end of the contract term.

Approach

ITIL, PMI &ITSM based,

approach tailed to NH needs

Innovations

Leading innovations,

enriched user ejqjerience &
inproved usability

Our approach to Operations and Maintenance applies
industry-leading IT Service Management (ITSM) and DolT
standards and processes to guide the efficiency design,
management, and operations of IT activities and functions.

Our collaborative approach promotes working shoulder-to-
shoulder with DolT and DHHS staff during the development
and deployment to promote efficient transition of

maintenance and operations support post go-live. The figure
below describes the features of Deloitte's M&O methodology
that supports innovations, demonstrated enterprise
architecture, and the ITlL-based approach tailored to the
needs of the Data Analytics Platform (DAP).

Section

HIGHUGHTS

Deloitte's M&O methodology
includes the following bcnefiis;

.  PMI, ITIL and ITSM-based

approach for effective and
efficient service delivery.

•  Experience with 40+ states
providing a platform for the
exchange of innovative ideas and

lessons learned.

Architecture

Enterprise architecture

enabled & production-proven

Methodology .

Enterprise Delivery

Methodotogy for M&O

NH DAPOC-OOS2

Figure IV-D.2.S-100. Deloitte's M&O Methodology Benefits.
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Topic 24 - Hosted System If Applicable
jTopic 24 - Hosted System If Applicable
Describe the hosting plan including hardware and solUvare platforms, software utilities, telecommunicaiions
resources, security measures and business continuity plans. Include a description of servers, computers, software,
programming capability and other equipment and technical resources which will be used to design, develop,
implement and maintain the application.

The core Data Analytics Platform and Opioid Insights will be hosting within the State environment. The
Google components will be hosted in secure FedRamp GCP. We recognize the importance of process as
DHHS operates, maintains, and enhances the DAP. Our team and approach have been tailored to reflect
best practices cultivated across the many other States we support. Our approach and assets place DHHS in
a position of strength to use, sustain, and enhance the DAP:

Figure rV-D.2.5-2. below shows the list of hardware and software components proposed as part of the
solution for M&O activities for the DAP application.

jType Purpose Description Status ;

Software Database Oracle 12c Existing

Software Data Integration Informatica Existing

Software Data Visualization Tableau Creator Licenses Existing

Software Data Processing Python, R, Tableau Prep Existing

Software Project Management Atlassian Jira Existing

Software Incident Management Atlassian Jira Existing

Software Configuration Management Atlassian Jira Existing

Software Version Management Git Open Source

Software Continuous Integration Jenkins Open Source

Software SortSite W3C validation Existing

Software HP Fortify Application Vulnerability Existing

Software Metasploit Penetration Testing Existing

Software Build Scripting Apache Another Neat Tool (ANT) Open Source

Software Data Modeling SQL Modeler, Erwin Existing

Software Programming Java, Angular 5, R, Python Open Source

Software IDE Eclipse Open Source

Software Google Cloud Platform Compute Engine (VMs), Data Transfer, Big
Query, Machine Learning APIs

New

Hardware Database Servers HPE BL460C Blades Existing

,Hardware Application Servers HPE BL460C Blades Existing

Software Operating Systems Red Hat Enterprise Seiyer and Linux for
Virtual Datacenters

Existing

Hardware Host Servers 8 core VPP L4 VMware vSphere 6 with
Operations Management Enterprise PI

Existing
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jTypc Purpose - Description Status

Software ESB Interface Mule Existing

Software FTP Server NHFTP Server Existing

Software Security Management Apache LDAP Open Source

Figure IV-D.2.5-101. List ofHardware and Software Components Proposed.

I2.5.I.I. Provide the lype and speed of the connection; i

The application usage, architecture, perfonnance requirements, and security requirements are key
parameters that influence the network bandwidth requirements. As described below, the network latency,
peering issues, bandwidth at upstream providers, and incident users using their internet connections for
other reasons aside from this application affect the perceived performance of the connection and the
amount of bandwidth required to keep the performance adequate. Our process embeds tools to measure,
tune, and validate the application performance. The results optimize efficiency and network utilization
while also providing the inputs necessary for DoIT to maintain and tune network access across the broad
spectrum of potential stakeholders and their physical locations (Brown Building, District Offices, Hazen
Drive, etc.).

J

j Parameter Impact on Bandwidth DAP Solution j

End-user Internet

speed (high-speed,
and wireless

connections)

To meet any of these network speeds, The application is designed to use as little
the application must have a lightweight bandwidth as possible, so that the
<^®sign. application can perform adequately over

any type of Internet connection.

Background
network activity

Some applications perform continuous
background operations to feed the data
while the user views data on a page.

Data load from various internal systems to
the EBI platform use the current network
assets and are expected not to cause any
bottlenecks as it runs off-period hours.

Data encryption in
transit

Encryption adds to bandwidth
consumption and can cause IP
fragmentation.

The servers are configured to support the
most current encryption level -TLS 1.2.

Data backup
strategy

Network bandwidth requirements will
change depending on data backup
frequency and chosen platform.

As the database and backup media are
sitting in the same network, no additional
consideration is needed from a network

bandwidth point of view.

Figure IV-D.2.S-102, Parameters and Bandwidth Impacts.

j2.5.1.2. Information on redundancy

The DAP production systems and interfaces are designed for high availability by considering component
redundancy, clustered solutions, data replication, and failover capabilities to support optimal operational
performance, even at times of high loads. On-premise architecture redundancy significantly improves
reliability and cost and will be finalized in collaboration with DoIT to maximize value of the on-premise
platform and to support expanded utilization as the EBI platform matures and grows. This strategy will
extend the current work being completed to establish the baseline EBI platform.
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j2.5.1.3. Disaster recovery

Deloitte's approach to Disaster Recovery (DR) and Business Continuity (BC) builds upon leading
industry practices drawn both from past experiences and ongoing service for states with projects of
similar size and scope as well as our work collaborating with DHHS and DoIT in New Hampshire. We
understand the DHHS's need to sustain critical business operations even during catastrophic conditions.
We understand that during a disaster, the DAP will be one part of the overall business continuity action
plan that DHHS will need to execute. Given our experience, Deloitte recognizes there are several possible
external events that make systems susceptible to an outage. These can include, but are not limited to;

• System failures: Hardware failure of critical servers or disk failures

• Natural disasters: Catastrophic events such as earthquakes, tornadoes, or fire

• Man-made disasters: Human errors, fire, theft or sabotage, and electrical power outages

• Electronic attacks: Security breaches, hackers, and computer viruses

The mitigation strategies for each of the above risks will vary and are driven by acceptable downtime
limits (the length of time the system is unavailable) and budget constraints. As part of our DR approach,
we will collaborate with DHHS and DbIT to build on the current DR strategy which falls under the
broader scope of the DoIT data center DR plan. The off-premise Google platform will be designed so that
the system can reload from the onsite DAP in the event of a failure, minimizing the cost of DR
infrastructure.

'2.5.1.4. Security

Deloitte is uniquely positioned to assist the State on this important initiative given our history of
providing cyber risk services for New Hampshire and other states, as well as our deep bench of IT
security risk assessment specialists.

Security processes include performing a risk analysis of each target environment to determine what the
best approach is to implementing and operating security features. Threats evolve, and our security
approach is designed to facilitate ongoing effectiveness based on new standards as well security scanning
and monitoring results using tools updated regularly to protect against the latest threats. We work with the
DoIT to leverage existing security tools and department-specific security practices to be incorporated in
the DAP. For the DAP, the security infrastructure will build on the EBI platform and the evolving DHHS
governance model.

During the Design, Development, and Implement (DDI) phase, we will establish the baseline foundation
for security, including fine grained controls at the database and application (Tableau security controls)
levels, allowing access limits based on defined roles and profiles of the DAP user community. These
controls will be integrated with the broader DHHS data governance and stewardship roles being
established to manage data.

2.5.1.5. Inierim stafllng for peak help desk demand periods and tiaiVsition to a permanent arrangement;
2.5.1.6. Development of a help desk knowledge base; and
2.5.1.7. Meirics based on help desk inquiries
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Deloitte has a long history of providing help desk support for our State HHS clients, including interim
and transitional support. We understand that DHHS will provide the permanent help desk services
support. We recommend that during the transition, Jira be used to track and manage incidents and
problems. The ticket history maintained in Jira is searchable and would serve as the help desk knowledge-
base. Jira provides aggregate and drill-down reporting through real-time dashboards.

The application's M&O Plan will incorporate descriptions of the help desk functions and their interaction
with other support activities of the application's M&O Plan. Deloitte will use Jira to support the help desk
functionality. All Help Desk calls and resolutions are documented in Jira to maintain a help desk
knowledge base.
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Figure IV-D.2.5-104. Help Desk Dashboard,

Deloitte staff will support DoIT and DHHS staff with help desk staff supplementing the transitional
DHHS/DoIT staff as the project moves from DDI to operations. Deloitte will provide the necessary
support to resolve issues and document solutions. During this phase, Deloitte will employ a broad process
which incorporates stakeholder feedback to properly align priorities to maintenance activities, while also
emphasizing a reduction in overall system defects to improve system stability and usability at go-live

A set of standard reports, produced through Jira, will facilitate oversight and understanding of help desk
activities. The help desk staffing requirements will be documented for DHHS/DoIT and clearly defined
roles and responsibilities identified. Should the State require additional resource support, Deloitte will
work with DHHS/DoIT to provide resources necessary to support the environment.
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Topic 25 - Support and Maintenance If Applicable
iTopic 25 - Support nnd Maintemincc If Applicable
The State will evaluntc whether the Vendor's proposed supporiand maintenance plan inclncles ...

This proposal assumes full transition of support and maintenance to the State post go-live however,
should the state support the team will work with the State to design a support model that meets your goals
and objectives. Our M&O approach is guided by our experiences collaborating with DoIT and our usage
of ITIL standards. Our typical approach to support and maintenance provides the structure required to
predictably manage and monitor the status of the M&O activities, along with the flexibility needed to
proactively address issues. The types of services provide in our typical M&O engagement includes not
only application "defect", or "break fixes", but also activities such as performance monitoring and tuning,
software upgrades, and application enhancements.

The following highlights the features of our approach to the DAP's support & maintenance:

lActivity Type Frequency ; Activity Type Frequency ■

Monitoring Application
outages

Automated New/Enhanced Reports On Request

Help desk support Daily Ad hoc Reporting On Request

Policy and Application
Enhancements

On Request User Maintenance On Request

Software Upgrades and
Emergency Patches

Quarterly/On
Demand

Bach Support for ETL and Reports
generation

Daily

Figure IV-D.2.5-10S. M&O Activity Types and Descriptions.

2.5.2.1. For how many of your clients do you provide typical software maintenance and support...
2.5.2.2. For how many of your clients do you provide support and maintenance of the operational ...

Deloitte serves thousands of clients worldwide across the public and private sectors, a large percentage of
whom use maintenance services. We have implemented HHS systems in 45 slates including
implementation, maintenance and operation, modernization of legacy systems, all based on MARS-E
standards. Currently, we are providing M&O services in 27 states, which is approximately 60% of total
number of state projects we have implemented in the past 5 years.

'2.5.2.3. What do you find to be the optimal amount of support?

The optimal support model for Opioids Insights would include staff to evolve existing data input,
continue schema development, provide performance tuning, and continued support for Tableau
visualizations and reporting would be (1) Operations Manager, (2) Business Analyst (2) Informatica
experts (2) Tableau developers and (1) DBA.

2.5.2.4. Describe how general support and maintenance skills are transferred to State technical ...

^2.5.2.5. Describe how arc support and maintenance issues are tracked detailing methodology ...
2.5.2.6. De.scribe proce.ss for maintenance of the general knowledge base •
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The knowledge repository is maintained in Jira with a!l details including root-cause analysis and
workaround, fix, and process improvements for each problem and incident reported. State technical
support personnel can access this repository and it will be used to transfer the operations activities to
DoIT staff. The following figure explains the process of maintaining the general knowledge base and the
knowledge sharing process:

Incident

Manage ment

rault/Kvent/

Peif. Manaueincnt

Input

,AV

O "

."2'

K O

O 1)

oU

Process

Incident

Management

Change

Manai'ement

Output

NH DAPOC-0102

Figure IV-D.2.5-106. Problem Management Approach.

■[1.5.2.1. Describe any piaiticular procediircs required to handle escalation and emergency calls.

The process follows the typical problem management process with shortened timelines and faster
responses. The Help desk will determine the incident scope and escalate to the appropriate team (DBA,
systems, application, network, etc.), which analyzes the issue, determine the root cause, apply the data
fix/come up with a workaround, and fix the issue. The call tree would be developed in collaboration with
DHHS and DoIT teams to handle escalation and emergency calls. This documented process will be used
to manage incidents, problems, and escalations during the transition period and is recommended for
DHHS/DoIT following transition.

12.5.2.8. Detail the plan for preventive maintenance and for upgrade installations.
'2.5.2.9. Detail the types and frequency of support tasks required ^ ,

As a part of our typical M&O approach, the change management process describes the procedure
associated with the operation, support, and maintenance of live systems. The list below is the sample
checklist for preventive maintenance and for upgrade installations and tasks associated with maintaining
and operating the DAP application.

'Support Task Frequency •Preventive .Maintenance Frequency ;
Running database backups Daily Monitoring & reporting disk usage Auto Alerts
Helpdesk support Daily Security Vulnerability Scans Monthly
Break fixes Monthly release System Monitoring 24/7 (Auto)
Audit Support Annual/On-Demand 3rd Party tools upgrades Timely
Change Management Monthly Log Monitoring Automated
Database activities Weekly Disaster Recovery Annual

Figure IV-D.2.S-107. Maintenance and Operations Tasks and Activities.
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Section V: Corporate Qualifications
IScction V; Corporate Qualifications

Section V should provide corporate qualitlcations of all firms proposed to participate in the Project. Specific
information to be provided is described in Appcndi.i E; Standards for Describing Vendor Qualitlcations - Section
E-1; Required Infomiation on Corporate Qualifications.

Deloitte brings over 30 years of health and human

services experience, is ranked by Gartner as #1 in

Business Analytics for execution, and has been a

leader in helping governments address the opioid

crisis. We are energized and committed to

working side-by-side with DHHS to use data to

drive meaningful change in solving, the opioid

crisis.

^ , Distinguishing

W FACrOFS

Deloille meets your requirements
through:

• Our eminence and thougiu
leadership on using analytics to
help governments address the
opioid crisis

• Our e.xperience implementing
advanced analytics across multiple
states, federal agencies, and
commercial clients

• Our unmatched nationwide HHS

experience

•  25+ years of serving the State of
New Hampshire, and specifically
ser\'ing DHPIS.

We provide a strong, integrated team with deep data
analysis capabilities, predictive analytics experience, and

experience supporting clients across the opioid

ecosystem. As the recognized leader of analytics consulting,
Deloitte offers a broad suite of capabilities for analytics and
data modeling. We understand that opioid addiction has far

reaching impacts — it strains our health care resources,

stresses child welfare systems, reduces the economic vitality
of families, and drains first responders. Our team combines the requisite skill sets of data discovery,
data ingestion and integration, data migration/conversion, statistical modeling, user design, and
visualization to meet your needs and objective. We will apply those competencies to help New
Hampshire develop strategies and creative solutions across the ecosystem.

We add value by leveraging intellectual capital and accelerators. Leveraged delivery is a critical
input to our successful collaborations with New Hampshire and our other HHS clients. We provide
value-added services that help New Hampshire advance policy and process objectives using analytics as
an enabler to improve outcomes. Deloitte has had the opportunity to work with various governments,
agencies, and commercial entities to tackle the opioid crisis. These experiences have led Deloitte to
invest in a dedicated data science and visualization team to specifically focus on opioid related data.
The goal of our investment is to help clients, academics, and other organizations quickly analyze trends
and patterns in the data to better inform decisions. Our intellectual capital will be shared with New
Hampshire in this project.
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E-1.1 Vendor and Subcontractors

E-1.1.1 Corporate Overview
Corporate Overview

Identify the proposed role of the firm on the Project. Describe the major business areas of the firm. Provide a high-
level description of the firm's organization and staff size. Discuss the firm's commitment to the public sector,
e.xpcrience with this type ofProject Implementation and experience in New Hampshire. (2-pagc limit)

Deloitte's role is to serve as the prime contractor to design, build, and implement a scalable Opioid Crisis
Response Management Business Intelligence dashboard within the scope of the RFP. This includes
providing project management, clinical support, technical services, and ongoing support.

Deloitte is a full service, multi-functional organization that provides consulting, audit, tax, and financial
advisory services. Deloitte brings industry-leading advanced analytics specialists with extensive
experience in data science and data modeling for both public sector and private sector clients. Deloitte has
94,000+ practitioners across 120 offices in the US. We employ a robust Cognitive Data Analytics practice
comprised of 5,000+ practitioners, and our breadth of experience allows us to draw on leading resources
across this practice and others to meet your needs and Objectives.

Deloitte's industry-leading predictive analytics capabilities coupled with an unmatched understanding of
your existing programs, data sources, and structures have led to joint successes with the State of New . .
Hampshire and DHHS, demonstrating that we bring the applicable skills and experience to help with this .
critical initiative and, furthermore, inspiring the trust and confidence that we can work together
successfully to tackle the most challenging health crisis of our time.

Commitment to the Public Sector and New Hampshire

Deloitte's commitment to our government clients is core to who we are. Deloitte has nearly 12,000
practitioners dedicated to our Government and Public Services (GPS) consulting practice, with more than
4,500 focused on state and local government clients. More than one-third of our GPS practitioners
specialize in Health and Human Services. We bring together our Health and Human Services and
Cognitive Analytics practices to provide project management, data modeling, and analytics experience to
meet DHHS's goals and expectations for this engagement.

Deloitte has been, and will continue to be, committed to the State of New Hampshire. Since 1996, we
have become a trusted partner to the State, and are currently helping the Stale on many of its most
challenging initiatives in a host of critical areas such as enterprise business intelligence, cybersecurity,
data management, and Medicaid modernization. We have more than 100 Deloitte professionals who are
actively supporting various projects and initiatives across different agencies for the State.
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Dehitie's NatioriolHuman Services Experience

Deloltle's Health and Human Semces Experience
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Figure V-108. Deloitte's Public Sector Experience within Health and Human Services.

Commitment to the Nation^s Fight against the Opioid Epidemic
/

Deloitte believes that given the widespread impact of the problem, curbing the opioid crisis lies in wide-

scale, integrated solutions with contributions from all impacted sectors. Deloitte is committed to making a
positive impact in our communities, and as such, we have thrown our strengths and resources behind
conducting research, sharing knowledge, innovating solutions, and providing client services dedicated to

quelling this epidemic.

Deloitte has taken a number of steps to make a positive impact on this issue. Our health care research arm

- the Deloitte Center for Health solutions - has released research on strategies for combating opioid
addiction, covering the full scope of the healthcare space, exploring efforts across the provider, payer, and

patient arenas, while also considering environmental, policy, and community efforts. Additionally,
Deloitte launched a firmwide initiative, the Deloitte Opioid Strategies Community, to consolidate

activities and coordinate teams to combat the opioid crisis, with the ultimate goal of promoting

collaboration to effectively respond to this crisis. Deloitte staff have won and participated in 'hackathons'

across the country on this topic - for example, a team of Deloitte staff recently won first place in an

opioid 'codeathon' for the Commonwealth of Pennsylvania. Deloitte is currently supporting data analytics

projects related to the opioid epidemic at the FDA, CDC, the DOJ/DEA, and the DOD, as well as with

states hard-hit by the epidemic, including Ohio and Virginia. Deloitte is also working with life sciences
organizations to help increase access to treatment and to prevent addiction thru alternative pain
management therapies. We feature three of these projects in our project qualifications.

Our experience developing strategies and solutions across this ecosystem for our clients uniquely

positions us to help the State of New Hampshire. We provide specific project qualifications later in this
Section V to demonstrate the breadth and depth of our experience related to opioids.

E-1.1.2 Financial Strength
E-l.1.2 Finnncial Strength

Provide at least one of the following;

1.1.2.1.]. The current Dunn & Brad.streei report on the firm; or

!.1 .2.1.2. The firm's two most recent audited financial statements; and the firm's most recent unaudited, quarterly
fi nancial statement: or
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1e-1..1.2 Financial Strength ,
1 .1.2.1.3. The firm's most recent income tax return. For example, either a copy oFthe IRS Form
1065, U.S. Return of Partnership Income or Schedule E (IRS Form 1040) Supplemental Income and Lo.ss (for
paimerships and S corporations) OR IRS Form 1 120, U.S. Corporation Income Return. The.sc forms are typically
submitted when a Vetidor does not have audited financial .statements.

Deloitte LLP and its subsidiaries (the "U.S. Finns") have more than 94,000 professionals in nearly 120
offices in 100 U.S. cities providing consulting, audit, advisory, and tax services. In the following section,
we provide the information requested in the RFP to demonstrate the financial strength of the Deloitte
organization.

Current Dun & Bradstreet Report

The current Dun & Bradstreet report is attached in the Section D( - Appendix.

Two Most Recent Financial Audited Statements

Since the U.S. Firms are privately owned partnerships, they do not have audited financial statements, nor
do they file other corporate financial information such as a 10-K. The following section includes
consolidated, un-audiled financial information for the U.S. Firms that is publicly available. Should you
have additional questions regarding the financial information, please contact Sherif Saicr, Deputy Chief
Financial Officer of Deloitte LLP, at (212) 436-6042 or Graham Cowie, U.S. Firms' Controller of
Deloitte Services LP, at (615) 882-7270.

For the most recent fiscal year ended June 2, 2018, the U.S. Firms had revenue of U.S. $19.9 billion.

iDcIoitte LLP and Subsidiaries-By The Numbers , ■' 1
jus Firm's (US$ Billions) 2018 - 2017. 2016

I-- 1

Offices (national and regional) 120 115 113

People 94,637 84,890 78,642
Consolidated Revenues $19.9 $18.6 $17.5

Current Assets $5.1 $4.7 $4.6

Other Assets 6.7 6.6 6.2

Total Assets $11.8 $11.3 $10.8
Current Liabilities ^ $3.1 $2.7 $2.6

Other Liabilities 4.0 4.0 3.8

Partnership Equity 4.7 4.6 4.4

Total Liabilities Partnership Equity (US$) $11.8 $11.3 $10.8

Woridng Capital $2.0 $2.0 $2.0

Current Ratio 1.7:1 1.7:1 1.8:1

Consolidated Revenues by Business
Audit and Enterprise Risk Services 28.6% 29.5% •29.3%

Consulting '  50.6% 48.5% 48.4%

Financial Advisory Services 3.9% 4.6% 4.7%
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jDcloittc LLP. and Subsidiaries- By The Numbers

Tax , 16.9% 17.4% - 17.6%
Source: Deloitte LLP. New York

Figure V-109. Deloitte U.S. Firms FY18 Consolidated Financial Information.

Deloitte LLP and Subsidiaries (U.S. Firms) Consolidated Financial Information: Comments

• Current Assets consist principally of cash, client receivables, and prepaid expenses.

• Other Assets consist principally of property and prepaid pension cost.

• Current Liabilities consist principally of accounts payable, accrued expenses, and accrued
compensation and benefits.

• Other Liabilities consist principally of long-term senior notes payable to insurance companies, with
maturities through 2034.

• Partnership Equity consists of capital invested by partners and undistributed earnings.

Further, although the U.S. Firms do not have a rating from one of the nationally recognized credit rating
agencies, their privately placed debt is assigned a designation by the National Association of Insurance
Commissioners ("NAIC"). The U.S. Firms' privately placed debt carries an NAIC 1 designation, NAlC's
highest designation, which is comparable to an A or better rating from one of the nationally recognized
rating agencies. Detailed information regarding Deloitte LLP in the U.S. is provided in the chart below:

fNAIC Designation/Rating Comparabie to a Public Debt Rating of Viewed As ! ;

1 A or better Investment grade

2 BBS Investment grade

3 BB Non-investment grade

4 B Non-investment grade

5 CCC Non-investment grade/junk

6 Default status Non-investment grade

Figure V-IIO. NAIC Rating Benchmarks.

The above financial information was prepared for internal purposes. This financial information has not
been audited and does not present the financial position, results of operations, or other financial
information in accordance with generally accepted accounting principles.

The use of this information is restricted to your consideration in providing you professional services. Any
other use or circulation of this information is prohibited.
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E-1.1.3 Litigation
IE-1.1.3 Litisation

Identify and describe any claims made by clients during the last ten (10) years. Discuss merits, current statu.s and, if
available, outcome ofeach matter.

Deloitte Consulting LLP, as one of the leading providers of consulting settees, is routinely involved in
complex consulting projects, often involving large-scale systems implementations and multiple service
providers. Although we are justifiably proud of our record of client satisfaction, such projects do
occasionally give rise to disagreements over contract requirements, and we are occasionally, though
rarely, involved in litigation with clients pertaining to our consulting services. We do not believe that such
matters will affect our ability to provide consulting services, or that they will affect our ability to serve the
State of New Hampshire in connection with this proposed engagement.

E-1.1.4 Prior Pro ject Descriptions (3 limited to 3 pages each)
IE-I.1.4 Prior Project Descriptions (3 limited to 3 pages each) • j

Provide de.'^crjptions of no more than three t3) similar project.^ completed in the last < four (4) years. Each Project
description should include:

1 .1.4.1. An overview of the project covering type ofclient. objective, project scope, role of the firm and outcome;
1.1.4.2. Project measures including proposed cost, actual project cost, proposed project schedule and actual proiect
schedule;

1.1.4.3. Names and contact information (name, title, address and current telephone number) for one or two
references from the client; and

1.1.4.4. Names and project roles of individuals on the proposed team for the New Hampshire Project that
participated in the project described.

Deloitte's client engagements provide the best evidence of our capabilities. Our clients, your peers, are
best positioned to provide the most credible testimonials regarding our ability to perform on the CORbi
project. These projects provide examples of the value we deliver to their organizations and the value we
deliver to New Hampshire.

As required by your RFP, we are providing three similar projects completed within the last four
years. For additional examples of similar project implementations and our experience with other health
and human services organizations, please review Section D-2.J.5 Topic 10-Skills and Experience.

Three Prior Project Descriptions

While we have numerous public sector and commercial clients wherein we have demonstrated our
advanced analytics capabilities related to opioids, we have selected the following completed projects to
showcase the depth and breadth of Deloitte's capabilities as they relate to this project:

j. US HHS Centers for Disease Control: ONDIEH Management Support — DARPI Support and
WISQARS Visualization Application Development

k. Indivior: Analytics for Communities In Need Opioid Use Disorder Treatment

1. Commonwealth of Pennsylvania Department of Human Services: Cloud Medicaid Analytics

Confidential
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These project examples exemplify the value we deliver to other states, agencies, and organizations, and
the value we intend to deliver for New Hampshire.

1. Centers for Disease Control

Centers for Disease Control and Prevention

National Center for Injury Prevention and Control (NCIPC) - Division of
Analysis, Research and Practice Integration (DARPl) Support and WISQARS
Visualization Application DevelopmentCkntkmi ren Oiicasc'

COMTROI. AND PneveNTION

Type of Client: US Federal Public Health Agency

Project Overview: CDC's Web-based Injury Statistics Query and Reporting System (WISQARS'"''^) is
an interactive, online database that provides fatal and nonfatal injury (including opioid overdose data),
violent death, and cost of injury data from a variety of trusted sources. Deloitte worked closely with
NCIPC to design and deliver a series of data visualization applications that arm critical stakeholders in
the opioid crisis with accurate information on drug overdose rates across key demographic areas
including geography, gender, age, and race/ethnicity. .

Project Measures:

Nature and Scope
of Project:

Proposed Project Cost: $1,150,000 (DAPRI Total -multiyear)
.Actual Project Cost: within planned budget

Proposed Project Schedule: 9/30/2017-9/28/2019

Actual Project Schedule: on schedule

Project Description; CDC's WISQARS"'"" (Web-based Injury Statistics Query
and Reporting System) is an interactive, online database that provides fatal and
nonfatal injury, violent death, and cost of injury data from a variety of trusted
sources. The tools are public facing and utilized by researches, policy makers, and
the general public. One of the uses of the system is to explore fatal and non-fatal
drug overdose data, including opioids, to understand trends in age, race, and
ethnicity over time in different geographies of the US. Deloitte's work involves
modernize the existing WISQARS applications through end-to-end development
of advanced data visualizations tools including conceptualization, design,
development, and knowledge transfer. Deloitte employed user centered design to
co-design drug overdose use case and other prominent public inquiries with
NCIPC clients.

Tasks Delivered:

• Conceptualized the required data analysis tool

• Developed wireframes

•  Iterated data visualizations through collaborative user-oriented frameworks

• Captured requirements uncovered during the visualization design stages
• Cataloged system functional requirements into required CDC EPLC documents

and guided effort through stage gates

• Developed projects and'web-applications development
• Met 508 requirements through documenting of testing efforts
• Supported User Acceptance Testing and incorporated feedback into existing

and in-development modules.

The data visualization outputs can be viewed here:

Confidential
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CCNTCRI pon DiSCASI'

CONTMOL AND PREVCNTION

Centers for Disease Control and Prevention

National Center for Injury Prevention and Control (NCIPC) - Division of
Analysis, Research and Practice Integration (DARPI) Support and WISQARS
Visualization Application Development

1 hltDs://\visaars-viz.cdc.2Ov:8006/

Objectives Met: Modernizing the existing WISQARS applications

Client Reference

Information:

-  • , h ;1  ;

Reference Contacts:

Name: Mindy McCarthy

Title: Division of Analysis, Research and Practice Integration (DARPI)
Address: 1600 Clifton Road, NE Atlanta, Georgia 30329

Telephone: (404) 639-4242

Email: McCarthy, Malinda (CDC/ONDIEH/NCIPC) <cYct5f('7).cclc.yov>

Name/Project'Role of Proposed Project Team Members who Participated in this Project f
N/A

\

Confidential
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2. Private Sector

INDIVIOR Indivior

Type of Client: Life Sciences

Project Overview: Used data science approaches and combination of secondary, non-traditional data
sources to understand the national opioid epidemic at a community level, and to understand drivers to
act to improve patients' access to treatment and quality of life.

Project Measures: , Proposed Project Cost: $370,000

Actual Project Cost: $370,000

Proposed Project Schedule: March 2018 - May 2018

Actual Project Schedule: March 2018 - May 2018

Nature and Scope
of Project:

Project Description: The current opioid crisis is a significant public health issue
for which medication-assisted treatment (MAT) has been shown to be effective.
Significant geographic variations exist along dimensions, such as rate of drug
dependence, opioid-related overdose deaths, prescription and illicit drug abuse,
and access and availability to MAT. Indivior worked with Deloitte to use data
science to harness the depth and breadth of available data to understand the
possible drivers and actions to mitigate the risk of opioid use disorder (OUD) and
help to ensure local communities have sufficient access to treatment.

Tasks Delivered:

Defined risk scores using data science techniques: an opioid risk score and a
treatment availability score

Assigned scores to each county/geographic area

Established a framework to identify community level needs

Employed clustering algorithms to group communities with different unmet
needs based on their opioid risk score and treatment availability score

Identified drivers and pathways that can inform various modes of action
specific to each group of communities

Objectives Met:

Built a substantial database that can answer different business questions
Established a robust framework to identify community level needs

Engaged a broad set of client groups to link insights to actions

Developed a good working model and great momentum for data-driven
strategic thinking and communications

Identified which communities are struggling with OUD and have limited access
to MAT '■
Where MAT availability is high, found distinctive differences between
communities where OUD risk is still high vs. where OUD risk is low
Revealed clear patterns in the data of OUD risk, MAT opportunity, and
geographically-based diversion risks and issues to analyze further

Confidential
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^|:|NDIVIOR Indivior

• Quantified the impact of formulary coverage on volume growth and market
share

Client Reference

Information:

Reference Contacts:

Name: Debby Betz,

Title: Chief Officer, Corporate Affairs and Communications, Indivior

Address: 10710 Midlothian Turnpike, Suile430, North Chesterfield, VA 23235
Telephone: 0 +1 (804) 423-7082; M +1 (804) 370-0585

Email: Debbv.bet7.('fl)indi\nor.coni

Name/Project Role of Proposed Project Team Members who Participated in this Project

N/A

Confidential
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3. Commonwealth of Pennsylvania OMAP

Pennsylvania Department of Human Services

Office of Medical Assistance Programs Technical Assistance ContracttP

Type of Client: State Health and Human Services Agency

Project Overview:

The PA Office of Medical Assistance Programs administers the joint state/federal Medical Assistance
(MA), or Medicaid program, that purchases health care for close to 2.4 million Pennsylvania residents.
The PA Office of Medical Assistance Programs is responsible for enrolling providers, processing
provider claims, establishing rates and fees, contracting with and monitoring managed care
organizations, and detecting and deterring provider recipient fraud and abuse.
Deloitte provides a wide range of data analysis, data integration services for Medicaid quality, and
program data for Pennsylvania's Medicaid program.

Project Measures

Nature and Scope.
of Project:

Proposed Project Cost: Since this is multi-year contract, depending on the
number of task orders issued, the annual contract value ranges from $2.5M -
$3M and 8-10 PTEs per year.
Actual Project Cost: Task orders have been completed on-time and on-budget.
Proposed Project-Schedule: Since this is multi-year contract, depending on
the number of task orders issued, the annual contract value ranges from $2.5M
-$3M and 8-10 PTEs per year.
Actual Project Schedule: Task orders have been completed on-time and on-
budget.

Project Description: Beginning in 2014, Deloitte helped develop and maintain a
cloud-based analytics solution to collect, validate, store, and analyze data from
multiple sources, including Managed Care Organizations, the Independent
Enrollment Broker, and the state's MMIS.

Tasks Delivered:

• Provided the Bureau of Medicaid Managed Care Operations (BMCO) with
analytical oversight tools to support compliance with Medicaid Managed Care
Rule updates

• Designed an integrated data model to combine and store data from the state's
MMIS, along with the state's provider revalidation system, to create and
maintain process oversight dashboards, allowing OMAP to easily track and
prioritize providers to be revalidated, applying federal provider revalidation
guidelines

• Designed and configured the Extraction, Transformation, and Loading (ETL)
for the data intake and cleansing processes

• Developed an advanced geospatial analytics engine and hot spotting
visualizations to assist OMAP in understanding and oversight of their MCOs
provider networks based on network adequacy standards

• Conducted analyses to identify gaps where MCOs, Providers, Federally
Qualified Health Centers (FQHCs), and other contracted entities were not
meeting contractual obligations, using the data sets to help OMAP meet federal
oversight requirements

Coniidential
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Pennsylvania Department of Human Services

Office of Medical Assistance Programs Technical Assistance Contract

• Developed and supported an integrated provider network data integration
solution with the state's 9 MCOs and the state's Independent Enrollment
Broker

• Provided guidance and heath care analytics subject matter expertise to OMAP's
Office of Clinical Quality Improvement as they begin to leverage statewide
healthcare quality data collected through the state's Health Information
Exchange (HIE)

Objectives Met:

• Expanded access - Using advanced data comparison technologies and
geospatial hot spotting, Deloitte was able to help identify underserved areas of
the state down to the city block level. OMAP is now better able to work with
MCOs to increase provider enrollment in those areas and provide improved
access to the services they need.

•  Improved program oversight - With the cloud solution, the oversight process
time frame was reduced from months to days. OMAP is now more able to
focus on assessing the quality of the MCOs'services.

• Better able to adapt - The new flexible platform in the cloud enables OMAP to
respond to evolving state and federal oversight requirements in a more timely
manner.

Client Reference Reference Contacts:

Information: r Name: Erin Slabonik

Title: Contract Manager, PA Department of Human Services
Address: 625 Forster Street, Harrisburg, PA 17120
Telephone: 717-787-1871

Email: erslabonik(<7/state.Da.iis

[Name/Project Role of Proposed Project Team Members who Participated in this Project:
N/A

Confidenrial
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E-1.1.5 Subcontractor Information
t  ... ^ ,

Subcontractor Information

Vendors must provide information on any Subconiraclors proposed to work on this Project. Required information
shall include but not be limited to:

1.1.5.1, Identification of the propo.sed Subcontractor and a description of the major business areas of the firm and
their proposed role on the Project;

1.1.5.2. A high-level descript ion of the Subcontractor's organiziUion and siaiT size;
1.1.5.5. Discussion of the Siibconiractors experience with this type of Project;
1.1.5.4. Resumes of key personnel proposed to work on the Project; and
1 .1.5.5. Two references from companies or organizations where they peiformed similar services (if requested by the
State).

For this important project, Deloitle is partnering with Google.

Google's business is data. Google approaches problem solving from a new and innovate point of view,
beginning with the data. Google's toolset crawls through vast, unstructured datasets mainly via automated
machine learning systems to try to get ahead of likely audience behaviors.

Google is proposing three vantage points that use digital data to understand and engage citizens impacted
by opioids:

• Geographic Trending: Opioid search predicate statistics can be captured across the full spectrum of
New Hampshire's.population. This data would provide an aggregate perspective and "big picture"
trending information by zip code.

• Audience Profiling: This extends geographic trending by associating individual data (de-identifled)
known to Google for individuals using the search predicates that would be defined for DHHS opioid
data collection. This includes data like demographics, location, device, etc. This is the same approach
used by commercial entities to understand their audience (who is shopping for full sized SUV's and
what influences purchasing behavior). The results will provide DHHS insight into the nature of the
audience groups and behaviors specific to the groups related to opioids.

• Journey Mapping: The audience profiling data would be ingested into a machine learning model on
the GCP using de-identified data from the All Payers Claims Database (APCD) to correlate audience
data and healthcare outcome data to improve the understanding and ability to influence behavior.

Google's mission is to organize the world's information and make it universally accessible and useful.
Within its 55,000 person complement, Google has a dedicated government practice, focused on
developing and delivering solutions that support state governments. Resumes for the google personnel
proposed to work on the Project can be reviewed in Section E-4 Non-Key Personnel Resumes.

Google also brings deep experience in helping organizations leverage data to drive decision and policy
making. For example, Google partnered with the CDC to build an opioid awareness campaign that
spurred action by consumers and enabled the public health team to break down the Search Lifl results by
geographic area, meaning they could see — even down to the county level — where the campaign was
working and could optimize future ads.
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Section VI: Qualifications of Key Vendor Staff
I Section VI: Qualifications of Key Vendor Staff- ^ ̂  ^
This Proposal section must be used to provide required information on key Vendor staff. Specific information to be
provided is described in Appendi.\ E; Siandard.s for Describing Vendor Qualifications - Sections; £-2: Team
Organization and Designation of Key Vendor Staff; E-3: Candidates for Project Manager; and E-4; Candidates for
Key Vendor Staff Roles.

In addition, we bring an unmatched ability to quickly scale both in the data analytics and predictive
capabilities focused domains based emergent needs on the project. Deloitte's extensive network of

practitioners includes a global analytics practice of more than 5,000 individuals, a U.S.-based Delivery
Center with more than 2,500 individuals, and a iietwork of 3,000 Public Sector practitioners focused in

Northeast.state capitols. Combined with the analytics experience of our Google team members, we offer
NH DHHS a team ready to drive insights from complex data sets.

s

Assembling the right team members with the appropriate blend of skills and

experience is essential to maximizing the value of analytics for DHHS. Deloitte

brings to NH DHHS an integrated team with the experience and skills needed to

provide ongoing insights to the opioid epidemic across New Hampshire.

Our team for NH DHHS includes individuals with clinical backgrounds, data
visualization skills, and health and human services data analytics knowledge.

The Deloitte team, brings DHHS access to

talented individuals with experience in data

analysis, data analytics, data quality, statistics,

data governance, UX and Ul, data modeling, data

visualizations, project management, training and
data migration.

in addition to having the right team, in our

experience, including our work with NH DHHS,

the most successful projects have been the ones

where the. Deloitte and state teams have

collaborated closely. Our team looks forward to

forging a shoulder-to-shoulder, working

relationship with KH DHHS staff.

Section

HIGHUGHTS

Mow our proposed team will help
achieve success

•  Selected personnel meet or exceed
all e.xpecied qualifications defined
in the RFP.

• Our team brings specific HHS
domain experience delivering
solutions.

•  Personnel will deliver this

engagement working side-by-side
with the State of New Hampshire.
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The Deloitte team's Starfish model, as shown
in Figure V1 • 1, illustrates how we bring a
multi-faceted skillset to give NH DHHS
access to analytics capability spanning data
modeling techniques, programming
languages, and platforms.

Moreover, we have the ability to scale
quicidy in both the data analytics and
predictive capabilities focused domains,
based on the emergent needs on the project.
Deloitte's extensive network of practitioners

includes a global analytics practice of more
than 5,000 individuals, a U.S.-based Delivery
Center with more than 2,500 individuals, and
a network of 3,000 Public Sector

practitioners focused in Northeast state

Industry & Process

Mathematics

& Science

Data &

Conleni

Creative & Digital
Engagement

— Data Scientists

Architect and Pbttbrm Devs

Representative Talent Profiles

Tcchnobgy &
Iraegratbn

— Busness Experience Lead
' Designers sh.dakk.-.o»)j

Figure VI-IIL Deloitte Starfish Model for Staffing
Analytics Projects.

capitols. Combined with the analytics experience of our Google team members, we offer NH DHHS a
team ready to drive insights from complex data sets.

This section includes the organizational chart showing our proposed team and resumes of the key
personnel.
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E-2 Team Organization and Designation of key Vendor Staff
jE-2Teant Orgaiii/atioii and Designation of key Vendor Staff ^ ;
Provide resumes of key personnel proposed to work on the Project and an organizational chart depicting the Vendor
Project Team. This chart should identify key staff required from the Vendor, any Subcontractors, and the State.
Define the responsibilities and length of assignment for each otThe roles depicted in the organizational chart.
Identify the po.siiions that .should be de.signated key staff. Ensure that designation of key Vendor staff includes
subject matter expeiis in the following areas:
• Data Analysis

• Data Analytics

• Data Quality

• Statistics

• Data Governance

• User E.xperience fUX) and User Interface (Ul)

• Data Modeling

• Data Visualizations

»  Project Management

• Training

• Data Migration

A single team member may be identified to fulfill the experience requirement in multiple areas.

Our team, shown in the figure below, has been assembled to deliver results for the State, on-time and on-
budgel. As the prime vendor, Deloitte will be the primary point of contact for the state and will be
responsible for the successful delivery of all project requirements.

The figure below illustrates the organizational chart for the proposed team:

Stata Projaet Sponsors

Lisa Morris / Katja Fox

m. > Entarprisa Archltactura

GrsgSpino ^

Stata Projact Manager .rj

Stota IT

Manager
StataSubject
Matttr Exerts

Business Process
Owner

Tachnleal

Support Taam

User

Acceptance
Testing Team

Oplotd Analytics

Saan Conlin ^

Projact Managar

Jaff Walker
tBI Prowct

Turn

[^NH Ensagamant Advisor

'..Scon Workman !

Oau Sdanea Advisor

Chris Stehno

Opioid arejact Taom

, ETL A Data
Wrangling

Load

Abhishek Pathali

Oau

Sdamlst

Laad

Tim Haftman

Data

Visualization
Data Sciantisc

12)

FTl Davalopar

Tat«ar(2)

Data

Covarnanea

Laad

Nii-Lance Lampiey

Sacurity
Laad

04pak Modi

Ul

Dasignar
Keluka

Wljagunawardana

Sacurity
Analyst

.til

Kelly Neway

Cloud

Analytks

Ouinn Chasan

Clinician

Manal Ater

Cloud

Enginoar

SeanWohlunan

@ """"'"I
Douglas

Rosendale

Cloud

Data

Sciantiit

Bryce Buffaloe

Digital Data
AnalyR

Figure VI-112. Proposed Organizational Chart
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For positions on the organizational chart without named resources, individuals will be identified from
Deloitte and Google's deep pool of resources, based on the skills and timing of the project phase. The
table below lists the roles and responsibilities table for key personnel. Responsibilities may be further
refined during project initiation in collaboration with DHHS.

^Resource Role Responsibllit}'

Greg Spino
Enterprise
Architecture Lead

As the Enterprise Architecture Lead, Greg aligns the proposed
solution with existing NH DHHS infrastructure. He works
closely with the project manager, Jeff, to manage and monitor
key success metrics for the project.

Sean Conlin
Opioid Analytics
Lead

As the Opioid Analytics Lead, Sean provides subject matter
expertise on a range of analytics topics to the team. He works
closely with Jeffto navigate questions, offer optimal solutions
and provide direction on the business expectations from the
solution.

Jeff Walker Project Manager

As the Project Manager, Jeff provides day-to-day direction to
team members regarding activities and timelines, manages
project risks, and contributes to and reviews all deliverables
prior to submission.

Abhishek

Pathak

ETL & Data

Wrangling Lead

As the ETL & Data Wrangling Lead, Abhishek leads the data-
specific efforts of the project, employs his big data experience
to lead data engineering, data manipulation, and data
exploration and analysis together with the data science and
project management team.

Tim Hartman Data Science Lead

As the Data Science lead, Tim serves as a connection between
data governance and visualization, providing expertise on the
interpretation, utilization, and usage of the data at hand.

Kelly Neway Training Lead

As the Training Lead, Kelly drives the training and change
management efforts required along with solution
implementation. She will collaborate with the project manager,
Jeff, to build out a training schedule that meets the needs of the
project stakeholders in a timely fashion.

Figure VI-113. Roles and Responsibilitiesfor Key Staff.

E-2.1 Proposed State Staff Resource Hours Worksheet
! E-2.1 Slate StafTResource Worksheet • ■ \

.Append a completed State Staff Re.source Worksheet to indicate resources expected of organization. Expected
resources must not exceed those outlined.in Appendi.x A: Background Information - Section A-4: State Project
Team. Tlie required forniai follows. ' T*"

Deloitte will collaborate closely with the State Project Team during each phase of the project. Based on
the requirements and tasks set forth in the RFP, we completed the following proposed State Staff
Resource Hours Worksheet that lists expected resources and estimated time commitment of the State
Project Team based on our preliminary Work Plan.

The Worksheet assumes part-time support for all expected resources. The Project Sponsor will be
minimally involved to secure financial requests, address issues identified by the State Project Manager,
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and assist in promoting the Project throughout the State. The State Project Manager and Business Process
Owners will be more heavily engaged throughout all phases of the project, with the latter group involved
in testing activities as well. The Technical Support Team will be more heavily involved in early planning
and design activities, and their involvement will slowly taper off as the project reaches the
Implementation and Close Out phases. If the State Project Manager or the subject matter experts are able
to dedicate additional hours beyond what is estimated in this Worksheet, Deloitte will work with the State
to adjust the timing and tasks within the project Work Plan to accommodate the additional opportunities
for their prospective and input throughout critical activities of the project.

1 State Role Initiation Configuration Implementation "Close Out Total ;

Project Sponsor 10 10 10 10 40

State Project Manager 20 60 60 25 165

State IT Manager 5 20 40 5 70

Technical Support Team 20 65 30 60 175

Business Process

Owners

160 440 440 160 1,200

User Acceptance Team 0 0 160 0 160

State Total Hours 215 595 740 260 1,810

Figure VI-114. Proposed State Staff Resource Hours Worksheet
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E-3 Candidates for Project Manager
|E-3 Candidates for^ Project Manager . .
Although the State recogiiize.s that staff availability is somewhat uncertain, qualifications of the Project Manager
are panicularly critical. Therefore, the Slate requires that the Project Manager be ideniined with some degree of
certainty. For the Project Manager candidate, provide a resume not to exceed five (5) pages in length addressing the
following;

3.1. The candidate's educational background;

3.2. Anoverviewofthecandidate's work hislorx':

3.3. The candidate's project experience, including project type, project role and duration of the assignment;
3.4. Any .significant certifications held by or honors awarded to the candidate; and

3.5. At least three (3) references, with contact information, that can address the candidate s performance on past
projects.

Our analytics practice brings direct experience helping organizations leverage one of their most important
assets - information. We have worked with numerous state, federal; and commercial clients to enhance
efficiency, reduce cost, and improve programs through fact based, information-driven decision making.
Our team has been carefully selected for DHHS based on their unique skill sets and background in
analytics. To help meet DHHS goals, we have assembled an experienced leadership team to work
collaboratively to deliver this project. Our leadership team possesses strong project delivery capabilities,
demonstrated results, and a wide array of experience in working with state and federal health and human
service programs.

Jeff Walker, our proposed Project Manager, has over 14 years of experience in
designing and delivering data solutions within the Public Sector. Currently, Jeff
is the project manager for the Enterprise Business Intelligence (EBI) project
team with The State of New Hampshire DHHS and leads his team in Concord to
build out the existing EBI platform to include installation of analytics tools,
training, and designing and delivering data marts and analytics dashboards. He
plans to extend his experience from the EBI project to successfully deliver this
Opioids analytics project for DHHS. Jeff brings his experience from across the
data analytics spectrum including building analytics strategies, data governance,
and design and delivery of full Data Warehouse and Analytics platforms.

Resumes and the references are provided in the Key Personnel Resumes section as per the RFP
requirement.

Jeff

o Walkei

Contldential
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E-4 Candidates for Key Vendor Staff Roles

)E-4 Candidates for key Vendor Staff Roles ^ ̂
Provide a resume not to exceed ten (10) pages for each key Vendor staff position on

the Project Team. Each resume should address tlie following:
4.1. The individual's educational background;

4.2. An overview of the individual's work history:

4.3. The individual's project e.xperience. including project type, project role and duration of the assignment;
4.4. Any .significant certifications held by or honors awarded to the candidate: and

4.5. At least three (3) references, with contact information, that can address the individual's performance on past
project.s.

Our personnel bring strong predictive analytic capabilities along with a wide array of experience in health
and human service programs. This section provides a detailed description of how the proposed team
members meet the personnel requirements stipulated in the RFP and includes their resume with examples
of previous experience, which qualifies them for this initiative.

Enterprise Architecture Lead
Greg Spine has over 20 years of Public Sector experience designing and
delivering complex solutions that focus on creating business value. He has
focused on designing, building, and deploying large-scale human services
solutions, including data warehouses and analytic platforms, business
intelligence tools as well as common client and master data solution. Greg
understands how to architect and design a flexible and extensible Enterprise
Medicaid Data Warehouse that can evolve to meet the dynamics needs of a

®  Medicaid environment. Greg understands the role of master data management
and the need to create a single-source-of-truth that state leaders can trust to drive
decisions in health care investments.

9

Opioid Analytics Lead
Sean Conlin has over 20 years of experience managing and executing a wide
array of advanced analytic projects. Sean's most recent advanced analytics
projects include a'multi-agency Opioid analytics project for the State of Ohio, an
Opioid analytics project for the Centers for Disease Control, and a network-
based analysis solution for the Department of Homeland Security (DHS) which
enables DHS to identify, predict, and prevent potential illicit. Sean is currently

Sean Deloitte's national Public Sector leader in Cognitive Analytics and Machine© ' Learning.
Conlin
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ETL and Data Wrangling Lead
Abhishek Pathak has over 16 years of Information Technology experience in
various global program/project management, consulting, delivery and client
facing roles. Abhishek has led and succesfiilly delivered many data analytics
implementations for state Medicaid and commercial plans/payers. He is
experienced in architecting enterprise technology solutions and integration
platforms, business intelligence platforms, analytical dashboards,,and big data
solutions.

Abhi

O
shek

Pathak

Data Science Lead

Tim Hartman has extensive experience in healthcare analytics such as refining
substance abuse predictive models, identifying vulnerable patients and
segmenting patients into groups for different interventions. He recently worked
at IBM Watson Healthcare building population healthcare analytic models. Tim
has a Ph.D. in molecular physics from the University of Wisconsin and an MBA
from the University of Chicago Booth Business School. He has spent the last
five and a half years working on various projects requiring insights into

Hartman complicated healthcare datasets.

Training Lead

>1

Kelly

Newav

Kelly Neway has over 19 years of change management, business process
reengineering (BPR), system testing, training, implementation and operational
experience with government and commercial clients. She has deep experience
with health and human services agencies. She has led large teams through
complex transformations where she was responsible for organization transition
planning, As-ls/To-Be and gap analyses, system requirements
gathering/validation, test planning and execution, training development and
delivery, knowledge transfer, implementation planning and support, and
communications management.

Deloitte 2018
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NH Engagement Advisor

Scott

Workman

Scott Workman has over 24 years of IT advisory, project management, and
health and human services experience. Of the 24 years, Scott has worked with
NH DHHS for over 20 years and is currently serving as the project executive for
New HEIGHTS. Scott assist states in the optimization of services to protect and
care for the vulnerable and to promote health and independence. He offers
innovative thinking, a deep understanding of technology, and insights into health
and human services best practices. He has served as a project executive for
projects ranging from Affordable Care Act implementation, LTSS
modernization, Fee-for-Service to Managed Care transition, Expanded Medicaid,
streamlined applications for MAGI, statewide document.imaging, and content
management implementations. His technology expertise includes UIAJX design,
document capture, workflow management, forms design, configuration
management, security architecture, and process management.

Chris

Stehno

Data Science Advisor

Chris Stehno has over 25 years of healthcare and insurance experience. He
specializes in in advanced analytics and their business applications in the
healthcare and life insurance industries. His work includes consulting on the
convergence of lifestyle based behavioral data, and electronic medical records.
He specializes in data mining, predictive modeling, AI, opioid analytics and
behavioral nudging applications. Chris has developed business applications
include augmenting underwriting and pricing decisions, understanding and
predicting the motivation factors behind unhealthy behaviors and readiness to
change triggers, and advanced analytics to predict substance use disorders, and
enhancing risk-based sales, marketing and retention efforts. Chris pioneered the
use of third party publicly available data for morbidity and mortality modeling.
He has built models that reflect an individual's propensity to be at-risk for a
disease, an individual's willingness to change lifestyle attributes which are
contributing to the at-risk state or substance use disorders, and behavioral
nudging applications to take advantage of this knowledge. Chris is a frequent
speaker on alternative data sources, predictive modeling, advanced opioid
analytics and behavior analytics and has been published and quoted in many
publications including the Society of Actuaries Healthwatch. The American
Academy of Actuaries Contingencies. The Journal of Disease Management.
Predictive Modeling News and The Wall Street Journal.

Resumes and references are provided in the Key Personnel Resumes section as per the RFP requirement.
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Key Personnel Resumes

Gre ory Spin o
Enterprise Architecture Lead

Overview of Work History

Greg has extensive Public-Sector experience designing and
delivering complex solutions that focus on creating business
value. He has focused on designing, building and deploying
large-scale human services solutions, including Data
Warehouses and Analytic platforms, Business Intelligence
tools as well as common client and master data solution.

Greg has deep experience and understanding of how to
architect and design a flexible and extensible Enterprise
Medicaid Data Warehouse that can evolve to meet the

dynamics needs of a Medicaid environment. Greg
understands the role of master data management and need to
create a single-source-of-truth that the business can trust.
Additionally, Greg has worked with several slates on their
All Payers Claims Database implementation and planning
which required integration from dozens of payers and of
disparate data sources.

His career has been focused on leveraging data to drive
organizational change and support new business initiatives.
He has experience with cross agency performance

Why

Gregi

20+ years of extensive Public
Sector practice experience
delivering complex solutions
that focus on creating business
value

Focus on creating large scale
Data Warehouse and Analytic
platform solutions

Understands the role of master

data management and need to
create a single-source-of-truth
that the business can trust

management helping clients track key performance metrics
and monitor those metrics against outcomes. He has overseen and directed several Medicaid focused
initiatives; building Medical Homes Platforms to support providers, creating bundled payment
methodologies to support payment reform, implementing automated Medicaid forecast methodology to
support the Medicaid budget process, implementing an approach to intake all required data and manage
the DUALs population. All of these efforts have been focused on leveraging data and technology to
support the business vision.

Educational Background

Boston University Bachelor of Arts in Economics

Confidential

Deloitte 2018' PageVI-280 of 662;



Attachm83W]^Ed&^b^®¥^(^iAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Project iNamc
& Type

Wyoming
Department of
Health

Type:

Enterprise data
warehouse

implementation

Duration & Role

Duration: 9 months

Role:

Oversaw the contract management activities and work with the client to align the
project goals and objectives. Worked with the client to define the vision for the
enterprise data warehouse. Managed the team of analyst and developers to design,
build and test the solution.

Rhode Island

Healthcare

Exchange
(HSRI)

Type:

Enterprise
analytics
strategy

Metropolitan
Consulting
Corporation

Type:

Enterprise data
warehouse,

implementation

Rhode Island

Executive

Office of

Duration: 12 months

Role:

Worked with the client to design the enterprise analytics strategy and create a
roadmap that would extend beyond the current project. Led the design of the data
marts and aligned them with specific business needs as prioritized by the client.
Managed the process to evaluate and select the appropriate business intelligence
tool suite. Oversaw the requirements process for the data marts, dashboards and
reporting functionality. Engaged the cross-agency business owners, Medicaid,
Department of Public Health and the Rhode Island Quality Institute to ensure
alignment and support for their needs.

Duration: 12 years

Role:

Built and maintained a 20+ Terabyte data warehouse that includes claims history
and eligibility information for about 1.8 million members, covering over 12 years of
claims history. Led the effort to achieve federal certification for the Debision
Support System (DSS) components during overall Medicaid Management
Information System (MMIS) deployment. Collaborated with business users,
analytic teams and EOHHS IT to develop the single business intelligence platform
serving over 1,500 users across 30 business units and agencies. Managed the multi-
year, $35+ million project budget, Drafted Bond Briefs and Advance Planning
Document (APD) for each project to secure Federal Government/ CMS funding.
Worked closely with business users in all major EOHHS projects from project
inception to ensure that their reporting and analytic requirements are'met. Provided
EOHHS with an Enterprise Reporting platform to manage reporting needs for all
EOHHS-developed applications. Drafted RFPs, managed vendor relationships, and
managed contract deliverables. Developed several analytic applications including
EHSResults, which was a Governor's initiative for performance management and
transparency in government

Duration: 41 months

Role:

Conlldential
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Relevant Project Experience

Health and

Human

Services

Type:
Technical

analytical
architecture

design

Led the effort to engage several State Agencies in the Business Requirements
process to ensure the APCD supported their current and future analytic needs.
Developed a proposed future state architecture to support the overall project vision
and business needs. Assisted the State in the drafting of the RFPs for vendor
selection and supported the entire vendor selection process. Provided technical
oversight and guidance to ensure the project delivered a solid technical foundation
while meeting the delivery timeline. Engaged with the Analytic vendor to ensure
the delivery of all analytic products aligned with business user needs.

Rhode Island

Healthcare

Exchange
(HSRI)

Type:
Reporting and
analytic
solution

strategy

Duration: 15 months

Role:

Led the engagement team to gather an understand of the current state capabilities of
the organization. Led JAD session to define business and technical requirements.
Evaluated alternate approaches to deliver analytics, both database and business
intelligence solutions. Oversaw the delivery of reporting and analytic environment
to support current needs while positioning the client to migrate to a more robust
platform. Discussed transition plan and strategy with executive leadership on how
to move forward with the next phase of the reporting and analytic solution.

Maryland
Healthcare

Quality

Commission

Tvoe: Data

model

designing

Duration: 15 months

Role:

Worked closely with the technical leads to ensure the solution aligned with the
business needs. Oversaw the data model design to ensure the model supported its
primary function which was rapid query response to support analytics and
reporting. Provided guidance and direction for the implementation of the new
business intelligence environment and evaluated various tools to ensure alignment
with business needs. Led the effort to implement a data quality and reconciliation
program by working with the client and the State's Division of Insurance to create a
formal process.

Certifications Held or Honors Awarded

Chartered Financial Analyst (CPA)

References

Alda Rego

Assistant Secretary for
Administration and Finance

Massachusetts Executive Office

of Health and Human Services

alda.ret;o(<7.tmassmail.state.ma.us

Terry Dougherty

Executive Director, Health
Systems Transformation

University of Massachusetts

Medical School

ierr\^douahertv(a^umassmed.edu

Melissa Pullin

Chief of Staff, Department of
Transitional Assistance, MA
Executive Office of Health

and Human Services

miDullin(?<;.fflnail.coin
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Sean Con!in

f  Opioid Anaiytics Lead

Overview of Work History

Sean has significant experience managing and executing a
wide array of advanced analytic projects. Sean's most
recent advanced analytics projects include implementing a
Mission Graph solution for the Department of Homeland
Security (DHS) which enables DHS to identify, predict,
and prevent potential illicit crime and/or terrorist attacks
and supporting TSA build system-of-system models that
have driven more than 150 critical security-related
operational decisions. In addition, Sean has helped
implement a number of advanced analytics solutions for
federal clients including the Center for Medicare and
Medicaid Services (CMS), the State of Texas,
Immigration and Customs Enforcement, the Center for
Disease Control (CDC) and the Transportation and*
Security Administration (TSA). Sean brings experience
delivering all phases of advanced analytics life cycle from
initial planning and strategy development through solution
implementation. Sean is viewed a trusted advisor to his
clients in analytics and has helped numerous organizations
grow and expand their analytics footprint

Why

Sean?

20+ years of experience in
leading mission-focused
cognitive and analytics
transformation projects

Viewed as a trusted advisor to

his client on helping improve
strategic decision making
through advanced innovative

analytical capabilities

Deloitte's national leader in

Cogtiilive Analytics and
Machine Learning

Educational Background

University of Michigan Bachelor of Science in Computer Engineering

University of Michigan Bachelor of Science in Mechanical Engineering

Northwestern University - McCormick
College of Engineering

Master of Science in Manufacturing Engineering

Northwestern University - Kellogg
School of Management

Master of Business Administration
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Relevant Project Experience

Project Name
& Type

Duration & Role

Department of
State

Tvoe: Data

Transformation

Project)

Duration; 18 months

Role:

Served as the project manager for the Trafficking-In-Persons (J/TIP) office. The
J/TIP office publishes the definitive annual report for country level assessments of
performance on addressing human trafficking. The project focused on the
development of a python-based LDA model |With a java script front end that was used
to read an unlimited amount of text and automatically organize it into 20 Minimum
Standard "buckets" with relevance scoring applied to every document. This resulted
in a significant increase in the volume of information an analyst could take into
consideration, dramatically improving efficiency and the quality of the J/TIP report.

Transportation
Security
Administration

Type:
Predictive

analytics and
data

visualizations

Duration: 3 vears

Served as the project manager for our TSA initiative. Similar to the needs of DHS,
Sean's focus at TSA was conducting a series of data analysis, data visualization, and
predictive analytics capabilities to better understanding their TSA Pre>/® Program.
Some of the key facts TSA was interested in analyzing focused on enrollment
demographics, forecasting volume, client, complaints, expanding their target
audience, and driving increased enrollment. As part of this initiative a series of
dashboards were implemented to visualize key model outcomes and empower TSA
employees to analyze data on a near real time basis.

Transportation
Security
Administration

Tvoe: Risk-

based

modelling

Duration: 3 vears

Directly managed and led Deloitte's OSO (Office of Security Operations) Cargo
Inspection initiative, which /focused on developing the first ever risk-based model
and algorithm designed to flag suspicious cargo or packages for review and
inspection. During the initial month after the risk algorithm was implemented OSO
increased seizure of illicit cargo by nearly 20% nationally while at the same time
reducing overall searches by nearly 7%.

Certifications Held or Honors Awarded

N/A

References

Dr. Mark Livingston

Deputy Undersecretary of
Security, U.S. Navy

mark.a.lingston I @.na vv.mil

John Halinski

CEO S&R Inc (former Deputy
Administrator of TSA)

ivvlialinski@hotmail.com

Kyle Ballard

Senior Coordinator, Office to

Monitor and Combat

Trafficking in Persons, U.S.
Department of State

BaUardKM@.state.ifov
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Jeff Walker
Project Manager

Overview of Work History

JefT, our proposed Project Manager, has over 14 years of
experience in designing and delivering data related
solutions within the Public-Sector industry. Currently,
Jeff is the project manager for the Enterprise Business
Intelligence (EBI) project team with The State of New
Hampshire DHHS and leads his team in Concord to build
out the existing EBI platform to include installation of
analytics tools, training, and designing and delivering data
marts and analytics dashboards. He plans to extend his
experience from the EBI project and direct the team to
successfully deliver the project.

Jeff has focused across the data analytics spectrum to
include building analytics strategies, data governance, and
design and delivery of full Data Warehouse and Analytics platforms.

1

Jeff?

4+ years of experience with
delivering data related solutions

Brings experiences from current
PM role in New Hampshire

Hands-on experience across the
data analytics spectrum

Educational Background

Prarie View A&M University Bachelor of Business Administration in Management
Information Systems

Relevant Project Experience

Project Name
& Type

Duration & Role

New

Hampshire
Department of
Health and

Human

Services

Type: HHS

Analytics
Platform

Duration: 7 month.s

Role;

Leading the effort to collaborate with the DHHS business users and the DolT team
to perform platform and tool selection and installation of the EBI platform. Working
with the DHHS business users to incorporate multiple data sources into the EBI
platform and design and develop dashboards to allow for performance monitoring
across multiple programs. Managing the team responsible for training of the
Informatica Powercenter and Informatica Data Quality tools as well as Tableau
Desktop, Tableau Prep, and Tableau Server for the DHHS organization.

Ohio

Department of
Duration: 3 months

Role:

Contldential - i
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Administration

Services

Type:

Enterprise
Data

Governance

and Master

Data

Management

Oversaw a team responsible for gathering Master Data Management (MDM)
requirements to master individuals across the Medicaid agency and Ohio Benefits
Management system to create a single identifier and master demographics across the
State. Led the Data Governance thread responsible for creating a data governance
strategy across the multiple agencies to create an Enterprise governance structure
for mastering individuals and providers.

Rhode Island

Department of
Health and

Human

Services

Type: HHS

Analytics Data
Mart and

Dashboards

Duration: 66 months

Role:

Managed a Data Analytics effort to design data marts, combine all reconciliation
data sources, and build Tableau Dashboards to support both executives and data
analyst for the Health Insurance Exchange (MIX). Led a team responsible for data
conversion activities (to include capturing control points, detailed validation, and
exception reporting). Led the design and development of 1095 reporting to both
CMS and the IRS. Managed the delivery of an enterprise reconciliation to facilitate
reconciliation efforts between multiple data targets to include a Financial
Management System, and 4 major Insurance Carriers. Architected data extracts to
be provided out of the Integrated Eligibility platform into the States Medicaid data
warehouse

Certifications Held or Honors A warded

Oracle Endeca Server 2.3

Informatica Data Quality 8.6
Teradata DecisionCast End User Training
Informatica Powercenter 8.0

References

Ben Shaffer Amy Black Elena Nicolella Andrew Chalsma

Chief Operations Data and Reporting Executive Director, Director of Data
Officer Manager Department New England Stales Analytics and
DHS, RI Executive. of Administration, Consortium Systems Reporting Quality
Office of Health and- Health Source Rhode Organization Assurance and

Human Services Island (NESCSO) Improvement, NH
Benjamin.ShafferfS'ohh amv.blaclcf«)isi.com elena.nicolella^f/)nescso DHHS

s.n.uov •org andrew.chalsmafa)dhhs.

nh.gov
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Abhishek Pathak
ETL & Data Wrangling Lead

Overview of Work History

Abhishek has over 16 years of Information Technology
experience. As a BI and Analytics practitioner, he has led
engagements with the focus on system integration, data .
strategy, business and IT alignment, business value
roadmaps, data integration, big data and analytics strategy,
and enterprise implementations.

By using his global and cross-industry experience with a
strong business acumen and planning and execution skills,
Abhishek has led and successfully delivered many data
analytics implementations across healthcare (state Medicaid
and commercial plans/payers), banking and financial, and
travel and hospitality industries.

Wh

Abhishek?

16+ years of Information
Technology experience across
multiple Bl and Analytics
activities

Kands-on experience delivering
large scale Enterprise Medicaid
Systems and Decision Support
SystemsHe has hands-on experience with data integration, business

intelligence, configuration management, quality assurance,
and project management tools. He is experienced in providing technical leadership and coordination of
software delivery activities including overall requirements analysis, systems analysis, design,
integration, quality assurance, implementation and production support.

Educational Background

Georgia Institute of Technology Master of Business Administration

Government Engineering College
(Bhopal, India)

Bachelor of Engineering in Computer Science

Relevant Project Experience

Project Name
& Type

Louisiana

State Medicaid

System
Integration

Type: Data

Repository and
Reporting
Delivery

Duration & Role

Duration: 7 months

Role:

Led the design and development of data repository and reporting work for the State
of Louisiana to integrate the identified Provider Management module with the
stale's enterprise architecture (EA). Led the delivery of a centralized data repository
that enables the State to consolidate provider and future modules' operational data
over time to decrease reliance on individual module vendor's data storage. Designed
the wireframes and built Splunk dashboards to monitor the services and database
operations performance during the integration and data exchange. Led the

Confidential
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Health Plan

Type: Data

Repository
Implementation

State MMIS

and PBM

system

Type; Data

Management
and BI Strategy

requirement and entire SDLC process to build data repository, dashboards and
analytical reporting.

Duration: 8 months

Role:

Led the strategic data lake implementation program within the finance organization.
Assumed end-to-end program accountability to provide cost-effective and high
value solutions to build a single unified data repository in Hadoop to support all the
financial data reporting and analytics needs to support strategic and compliance
reporting and data analysis. Led 30 person team, which included architect
(Data/Integration), project managers, developers, business analyst, and Bl testers to
support end to end implementation including planning, requirement, development,
quality assurance, scope management, risk assessment, budget management and
resource utilization. Worked with the business and IT teams to develop the Agile
delivery plan for the key functionality and data. He led the requirement sessions,
design and development of data ingestion, integration, conformance and enrichment
layers by leveraging big data technologies and frameworks within the Hadoop
ecosystem (Pig, Hive, Sqoop) and IBM Big Integrate. Liaised & coordinated with
different technology and service vendors to support the implementation. Worked
with different business teams and functional SMEs to define the common entities,
attributes and their inter-relation. Responsible for developing and implementing
recovery plans for off-schedule and unanticipated occurrences. Also responsible for
preparing periodic management and customer reports and presentations. Tracked
project against its schedule, budget and scope and periodic reporting status to IT and
business leadership team.

Duration: 7+ years

Role:

Led the data management and business intelligence teams that provided data and
analytics solutions and technical/architectural direction for several multi-million-
dollar data enabled projects including MMIS, and Pharmacy Benefit Management
(PBM) implementations and O&M support. Led the data management strategy
(Data Conversion and Interfaces) and implementation plans by working with the
State, functional SMEs and application & reporting teams. Designed and delivered
large and complex Enterprise Medicaid Systems and Decision Support System for 3
States -NH, ND and AK in less than 18 months by leading the entire SDLC.
Engaged with other project stakeholders through the entire SDLC to ensure that
solution delivery is on-time, on-budget, on-scope and on-quality. Developed the
reference architecture and reusable solution frameworks which reduced the data
ingestion and transformation effort by 30% for a state's implementation. Helped in
streamlining the release management process which resulted in 80% reduction in
deployment/environment related defects and release issues by improving the overall
quality of the deliverables.

Certifications Held or Honors Awarded

Project Management Professional (PMP)
Informatica
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References

Uma Bhusari Rhonda Harris Tim Box

Data Management Lead, NH Data Management and BI Lead, Data and Reporting Lead, LA
MMIS ND MMIS PM SI (Deloitte)
Uma.Bhusarifn'clhhs.nh.120V Ronda.Hanris^.CoL'nosanre.coiTi Tboxta)Deloilie.com
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Tim Hartman

Data Scientist Lead

Overview of Work History

Tim has extensive experience in healthcare analytics having
recently worked at IBM Watson Healthcare building
population healthcare analytic models. Tim has a Ph.D. in
molecular physics from the University of Wisconsin and an
MBA from the University of Chicago Booth Business
School. He has spent the last five and a half years working
on various projects requiring insights into complicated
healthcare datasets. He has worked in population health
analytics and developed methodology for identifying
vulnerable patients and segmenting them into groups for
different interventions, recently working to build and refine
substance abuse predictive models. At a leading payer, he
worked in payment integrity, using predictive analytics to
identify fraud, waste and abuse to identify and rank provider
risk. Recently Tim has worked with clients on projects
projecting budget impacts, related to program changes,

Tim?

Extensive experience in
healthcare analytics

Hands-on experience building
predictive anal>tics to identify
fraud, waste and abuse, and rank
provider risk

Worked on IBM Watson

Healthcare building population
healthcare analytics models

driving medical and pharmacy costs and identifying a range
of possible alternatives to contain costs. In addition to having expertise with advanced statistical
methodology (factor analysis, cluster analysis, dimension reduction, machine learning, etc.) and
statistical/data manipulation tools (R, SAS, SQL, Hadoop, Python, Excel, etc.) Tim is experienced in
presenting results to internal and external clients. He has a strong knowledge of the major issues facing
healthcare today and is excited to take on roles that use both strategic and technical skills, in line with
his education which includes both a highly quantitative doctorate and a strategic and management-
oriented MBA.

Educational Background

University of Chicago Booth School of
Business

Master of Business Administration in Strategic
Management and Analytic Management

University of Wisconsin Doctor of Philosophy in Molecular Physics

Brown University Master of Science in Physics

University of Illinois Bachelor of Science in Mathematics and Engineering
Physics

Relevant Project Experience

Project Name
& Type

Duration & Role
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Population
Health

Analytics
Program

Development

Tvoe: Health

plan analytics

implementation

Duration: 20 months

Role:

Technical team lead in developing programs for health plans.needing sophisticated
methodology for identifying patients likely to be "vulnerable" (high-spend) in the
next calendar year. Designed and implemented methodology based on discussions
with subject matter experts (SMEs) who helped identify latent factors contributing
to high member spend (i.e. non-adherence to medication, safety issues,
susceptibility/demographics). The end result was a program that could be sold to
client health plans that would a) identify a list of likely vulnerable patients from
their population and b) recommend a relevant intervention to prevent the potential
high-spend from materializing.

Payment
Integrity

Tvoe:

Advanced

statistical

analytics
implementation

Duration: 18 months

Role:

Technical team lead in developing advanced methodologies for identifying
overpaid healthcare (medical and pharmaceutical) claims before they were paid out
(i.e. in "pre-pay"). Used advanced statistical techniques such as machine learning
(random forest, GBM, GLM, etc.) to model likelihood of overpayment. Interacted
heavily with SMEs in various subject areas to better understand the root causes of
claim overpayment and use this knowledge to create model variables to improve
predictive capability. Focused on enhancing usage of member data as complexity of
member claim history correlates with probability of claim overpayment.

Payer

Analytics

Type:
Predictive

analytics

implementation

Duration: 15 months

Role:

Team lead for developing predictive analytics capabilities for a subdivision of a
large professional services firm using structured claims data (commercial,
Medicare, Medicaid). Led projects for external clients throughout the project life
cycle, from writing project proposals, to implementing the modelling, to building
presentation decks for the final deliverable. Projects included cost estimation for
employer health plans and estimation of cost savings due to baby boomer retirement
from the employer's workforce and possible replacement by younger workers. Led
internal development of analysts/consultants in the usage of advanced analytics
software.

Certiflcations Held or Honors Awarded

Professional, Academy for Healthcare Management (PAHM) certification by America's Health
Insurance Plans (AHIP)
Fellow, Academy for Healthcare Management (FAHM) certification by America's Health Insurance
Plans (AHIP)
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References

Marinka Natale Karen Spratley Greg Spino
Senior Director, Payment Senior Director, Payment Consulting Managing Director,
Integrity, Aetna (Formerly) Integrity, Aetna GPS HST Core, Deloitte

Marinka.Naiale(<7).email.com Sorat]evKf(r/)aetna.coni usDinow'deloitte.com
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Ken N&^y
Training Lead

Overview of Work History

Kelly is a Senior Solution Manager specializing in Human
Capital - Organization Transformation (OT), Technology
Adoption. She has 19 years of change management,
business process reengineering (BPR), system testing,
training, implementation and operational experience with
Government and Commercial clients. She has led large
teams through complex transformations where she was
responsible for organization transition planning, As-Is/To-
Be and gap analyses, system requirements
gathering/validation, test planning and execution, training
development and delivery, knowledge transfer,
implementation planning and support, and communications
management.

Kelly?

19+ years of change ■

management, business process
reengineering (BPR) and training
experience

Hands-on experience leading
large teams througli complex
training implementations

Educational Background

Pennsylvania State University Bachelor of Science in Management and Human
Resources

Relevant Project Experience

Project Name &
Type

Public Sector

Project

Type: Process

and training
delivery

Organization
Transformation

Duration & Role

Duration: 13 months

Role:

Responsible for hiring and onboarding three waves of subcontractors for a total of
60 resources. Developed and delivered process and policy training followed by
hands-on computer-based system training for three weeks for each wave of
subcontractors. Developed and delivered three proficiency assessments to gauge
knowledge, retention, and overall readiness prior to deployment to a production
environment. Established operational procedures to reduce application backlog
through daily assignment tracking, daily/weekly throughput targets,
individual/team performance metrics, and overall Q&A support. Reduced the
application backlog by 80% from 14,000 to 3,000 within 5 months. Developed
and distributed daily and weekly executive status reports to communicate
progress.

Duration: 38 months
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Communications

Center of

Excellence

(Deloitte)

Type:

Organizational
Transformation

State

Government

Client

Type: Business

Process

Reengineering

Role:

Responsible for establishing and delivering USDC-based projects for the Human
Capital OT practice (110 staff) in Mechanicsburg, PA and Orlando, FL. Worked
closely with Deloitte onsite team leadership to manage approximately 60
concurrent projects for Government and Commercial sectors; project teams
include various levels and range in size from one to ten staff._Focus areas
included change management, training design/development/delivery, end user
support, communications, and multimedia services. Additional responsibilities
included oversight of the OT Communications Center of Excellence (Comms
CoE) with 12 resources (48 projects completed, 12 projects currently) and the
Actuarial & Insurance Solutions practice with 8 resources.

Duration: 60 months

Role:

Assisted state government client with business process reengineering (BPR),
application design, development, testing, training, knowledge transfer,
communications, and implementation of a custom application, which is used to
track integrated case management and service delivery for injured workers. Led
the business process reengineering effort consisting of 13 staff through the
identification and documentation of As-Is and To-Be business processes, gap
analysis, recommendations, and requirements validation. Activities included:
development and facilitation of executive visioning session and project vision
statement, planning, coordination, and communication of nearly 100 client
agency sessions and focus group sessions within four months, development of
226 As-Is and 121 To-Be process flows using IndustryPrint, identification of 240
gaps and recommendations, analysis and documentation of 1600 business and
functional requirements, and creation and submission of four deliverables, which
provide the foundation for system design and development activities.

State

Government

Client

Type: Business

Process

Reengineering

Duration: 53 months

Role:

Assisted state government client with business process reengineering (BRP),
application design, development, testing, training, knowledge transfer,
communications, and implementation of a custom application to track integrated
case management and service delivery to more than 1.4 million citizens.
Coordinated the evaluation and selection of the team's learning management
system (LMS) and authoring tool. With a team of 30 staff and trainers, managed
the following activities: training logistics for more than 30 facilities across the
state, selection, management, and coordination of 26 trainers, training material
development for 21 courses, statewide training delivery to 5,000 end users
through 300 course^pfferings, and post-implementation support with more than
200 site visits.

State

Government

Client - Major

Duration: 7 months

Role:
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Medicaid System
Enhancement

Type; Training

Liaison

Assisted state government client with application design, development, testing,
training, and implementation of a major Medicaid eligibility system enhancement.
Managed and coordinated implementation related activities such as workflow
process analysis, system acceptance testing (SAT), end user training, and
implementation planning and support. Responsible for assisting the client training
organization with: evaluation and recommendation of pilot and statewide training
approach and plans, development and modification of client training materials for
7,000 end users, and coordination and communication of updates regarding the
training environment.

Certifications Held or Honors Awarded

N/A

References

Deb Ferrelra

Human Capital OT Managing
Director and USDC HC

Offering Lead

Deloitte Consulting

deferreira@deloitte.coin

Bryan Reed

Commonwealth of

Pennsylvania, Department of
Labor & Industry (DLI), Office
of Information Technology
(WCAIS Project Manager)
brreed@pa-uov

Ben Shaffer

Chief Operations Officer

DHS, R1 Executive Office of
Health and Human Services

Benjamin. Shaffer(aiohhs.ri.gov
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Non-Key Personnel Resumes

Nii-Lante Lamptey
Data Governance Lead

Overview of Work History

Nii-Lante has 13+ years of full software development life cycle and consulting experience and has
been a practitioner In the firm's Analytics and Information Management service line for +10 years. His
Deloitte Public Sector experience includes structured and unstructured data management (enterprise
content management, metadata management, master data management), data integration/data
warehousing (DW), businesses intelligence, analytics, data visualization, service-oriented architecture
and CRM. In addition, Nii-Lante has extensive experience in leadership roles including as a functional
(e.g. requirements gathering, testing, communications/adoption) and technical lead, and program
manager. Nii-Lante also has over 2 Vi (30 months) years of commercial experience in the Financial
Services Industry. This includes major leadership and implementation roles in ETL
architecture/development (Ab Initio), testing, project management and planning.

Educational Background

University of Virginia Executive Master of Business Administration

University of Virginia Bachelor of Science in Computer Engineering

Relevant Project Experience

Project Name
& Type

Duration & Role

Federal

Government

client

Type:

Enterprise Data
Management
and

Modernization

Initiatives

Duration: 51 months

Role:

Led a portfolio of four projects (under a $120M contract) on the delivery of master
data management, metadata management and data visualization projects, providing
senior vice presidents executive-level insight into operational performance, loan
portfolio ($2T) risk analysis, and financial institution performance and management.
Managed three teams of 10+ personnel through the requirements gathering, design,
development, and testing activities. Served as the day-to-day manager and managing
client relationships. Led the implementation and enhancements efforts for a data
mart/reporting initiative (using Business Objects) to provide clients with self-service
and access to data via the web/desktops. Led a project and portfolio management
implementation and process improvement recommendation for the client's
modernization initiatives to improve integrated program delivery, risk mitigation
and visibility into project performance in a multi-contractor, multi-vendor
environment.

Conlldential
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Government Duration: 13 months

agency

Role:

Type:
SharePoinl

2010 Internet

Implementation
and

Enhancements

Led 10+ practitioners in the redesign and overall delivery of a highly visible,
Internet facing portal for government agency and its stakeholders, issuers and
investors. This included driving the development, testing and deployment SDLC
activities for the team. Served as the day-to-day manager interfacing with the client
and platform teams on a regular basis to support the implementation of the Web site
through the full SDLC. Owned and led the development of core technical
deliverables such as the Design Document, Implementation Plan, Test Plan and
User's Guide. Managed project financials and budget for the project and managed
these items in accordance to the project schedule. Led the status reporting,
requirements refinement, and development walkthroughs of the site with the client.
Led the operation and maintenance activities and implementation of the 30+
enhancements (e.g. advanced searching, user experience improvements) through the
full development life cycle for deployment to the public facing Web site.

Civilian Duration: 24 month.s

Housing
Agency

Role:

Tvoe: Asset

Management
Systems

Enhancements/

Implementation

Led 5 practitioners in the delivery of three key Salesforce/CipherCIoud Integration
projects for a civilian housing agency and the implementation of enhancements to
Salesforce modules including MR, workflow and decision management. Managed
the requirements gathering, design, development, testing and deployment activities
for the team. Served as the day-to-day manager interfacing with the client and
platform teams on a regular basis to support the implementation of issuer
application portal. Managed project financials and budget for the project and
managed these items in accordance to the project schedule. Coordinated
infrastructure readiness activities with network, security, third-party and platform
teams. Led status reporting, requirements refinement, and development
walkthroughs of the solution with the client.

Civilian Duration: 8 months

Agency

Role:

Type; Loan

Servicing Data
Repository
Implementation

Led 4 practitioners in the execution of the medium sized data integration project for
a civilian agency's budget and economic modeling division. This solution allowed
the agency to gain greater insight into its data and provide predictive capabilities to
the portfolio per the GAO's recommendations. Managed the requirements
gathering, design, development, testing and deployment activities for the team.
Served as the day-to-day manager interfacing with the client and platform teams on
a regular-basis to support the implementation through the full SDLC. Managed
project financials and budget for the project and managed these items in accordance
to the project schedule. Coordinated infrastructure readiness activities with the
network and platform teams. Led status reporting, requirements refinement, and
development walkthroughs of the solution with the client.

Certifications Held or Honors Awarded
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♦ PMP training, PMI Member
• Actively pursuing Harvard Publishing Management Certificates

References

Derick Masengale Tony Andraos Greg McHugh
Managing Director Managing Director Managing Director
Deioitte Consulting Deioitte Consulting Deioitte Consulting
dmaseniiale(?ij.deIoitte.com tandraosf?/J.deloitte.com LniichuL'h('(7;deloitte.com
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Dipak Modi
Security Lead

Overview of Work History

A seasoned cybersecurity professional with over 13 years of professional services and consulting
experience, Dipak brings strong subject matter experience in application, infrastructure & cloud
security.

Dipak has extensive experience focused on design, architecture, implementation and management of
enterprise solutions with a focus on Cybersecurity, has a deep understanding of security and privacy
controls across a wide spectrum of regulations and guidelines, including but not limited to NIST 800-
53, HIPAA, IRS 1075, MARS-E 2.0.

He brings experience in Identity, Credentials and Access Management (ICAM) and has worked on
building several ICAM & cybersecurity programs across industries, using an array of industry leading
-products from vendors like IBM, Oracle, Sailpoint, HPE and CA.

Dipak has served state government clients for the past seven years and brings a strong understanding of
the Health and Human services within the State government. Additionally, he has served several clients
within the financial services and consumer and industrial products industries. Dipak also brings strong
database modeling, data warehousing and business intelligence skills from his prior professional
experiences.

Educational Background

University of Maryland College Park Bachelor of Science in Computer Science

Relevant Project Experience

Project Name &
Type

Department of
Medicaid

Assistance

Services

(DMAS),
Virginia

Type:

Integration
Services Solution

Duration Si Role

Duration: 7 months

Role:

Security architect for the Integration Services Solution (ISS) module of the
MMIS Modernization project. Designed the Identity, Credential, Access
Management (ICAM) solution using IBM Security Suite of products for the
platform. Responsible for the overall security of the solution delivered as a
software as a service (SaaS) solution, built in an IBM Cloud infrastructure.
Responsible for the regulatory compliance of the solution with NIST 800-53,
MARS-E 2.0 and Commonwealth specific security and privacy regulations.
Designed the Security monitoring and reporting use_cases for Splunk for
Enterprise Security. Designed the solution for securing real-time web-services
using the IBM Datapower appliance. Led meetings with the department CIO and
the project managers across the program to discuss and elaborate on the security
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solution as envisioned by the CISO. Managed the day to day operations of the
security team and responsible for managing the budget.

Department of
Health and.

Human Services

(DHHS), State of
New Hampshire

Tvpe; Identity
Management
Solution

Duration: 38 months

Role:

Security program manager for one of the crown jewel applications for the agency.
Solution architect for the Identity management (IdM) solution for the IE
application, responsible for the account life cycle management for both DHHS
employees/contractors and citizens using the application. Wrote the detailed
design specifications document for the IdM solution. Managed several security
work threads aimed at improving the overall security posture of the department,
including security and privacy risk assessments, security testing and vulnerability
management activities, unstructured data management, third party risk
management, security training development, disaster recovery/contingency plan
creation, testing and updates. Led the development of the security and,privacy
compliance artifacts based on NIST 800-53 and MARS-E 2.0. Served as the
security point-of-contact for the ISO and the Integrated Eligibility Program
Manager. Managed the day to day operations of the security team and responsible
for managing the budget.

Department of
Human

Resources

(DHR), State of

Maryland

Type: AWS

Security
infrastructure

Duration: 10 months

Role:

Security program manager for the MD THINK program, responsible for the
overall security of the infrastructure built on the Amazon Web-Services (AWS)
platform. Led the development of the security compliance artifacts based on
NIST 800-53 set of security and privacy controls. Led the security program that
included designing, implementing and managing services across identity and
access management (1AM), security event and information management (SEIM),
application security (vulnerability) testing, network security and regulatory
compliance. Solution architect for the 1AM solution for the MD THINK
infrastructure platform built upon Sailpoint IdentitylQ, ForgeRock Directory
Services (Open DJ) and ForgeRock Access Management (Open AM). Led the
solution design for the SIEM solution for the platform built upon SPLUNK
Enterprise Security. Led meetings with the department CTO, the Deputy CTO
and the application team to draft a formal set of technical and functional

requirements for the project.

Pennsylvania
Liquor Control
Board (PLCB),

Pennsylvania

Type: Identity
Management
Solution

Duration: 8 months

Role:

Solution architect for the provisioning automation project. Led a team of security
professionals responsible for the automation of the provisioning for Oracle e-
Business Suite and Oracle Store Inventory Management ERP applications
through IBM's Security Identity Manager. Led client meetings to draft the
technical and functional requirements. Wrote the detailed design specifications
document for the solution. Worked with the Department of Public Welfare
(DPW), along with PLCB to implement the project with cross agency
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infrastructure. Managed the day to day operations of the implementation team and
reported on their progress along with communicating risks and issues to the
client. Responsible for managing the budget by preparing the project's financial
status every period & outlining the causes for deviations.

Department of
Health and

Social Services

(DHSS), State of
Delaware

Tvpe:

Authentication

and

Authorization

implementation

Duration: 18 months

Role:

Worked as the Lead Security Architect for the Integrated Eligibility (IE)
Modernization project built on the Microsoft .Net platform. Architected the
authentication/authorization along with the security for the application's web-
service communications. Designed and documented the security solution

comprising of Oracle Identity Manager, Oracle Access Manager, Oracle Adaptive
Access Manager, Oracle Enterprise Gateway and HP Arcsight. Facilitated
numerous conversations with the client educating them on the CMS and IRS
requirements around multi-factor authentication, password policy, session
timeouts, audit logging, reporting and FTI data usage. Assisted the Information
resource management .team in the preparation of the System Security Plan and the
Information Security Risk Assessment. Managed the IT risk and compliance
work streams overseeing the compliance documentation, SIEM implementation
and vulnerability assessment efforts. Managed the day to day operations of the
implementation team and reported on their progress along with communicating
risks and issues to the client.-Responsible for managing the budget by preparing
the project's financial status every period & outlining the causes for deviations.

Certifications Held or Honors Awarded

• Certified Information System Security Professional

References

John N. Pasquale Dries Tromp Badrinath Neman!

Chief Information Security System Administration CyberSecurity Sr. Manager,
Officer, Delaware Health and Manager, SAP Operations Government & Public Services

Social Services Cargill Inc. Cyber Strategy, Deloitte &

iohn.Dasauale(a)s(ate.de.us dries tromDr(7karihll.com ToucheLLP

bnemanirt7).deloilte.com
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Manal Azer

Clinician

Overviews of Work History

Experienced healthcare professional with a unique ability to bridge the gap between healthcare policy and
clinical reality. Eleven years of experience across management consulting, nursing, and nonprofit
leadership.

Educational Background

Loyola University New Orleans Master of Science in Nursing

Northern Virginia Community College Associates of Science in Nursing

University of Maryland Bachelor of Arts in Health Policy and Communication

Relevant Project Experience

Project .Name &
Type

Duration & Role

Centers for

Medicare &

Medicaid

Services

Tvoe: Data

extraction

algorithm

implementation

Duration; 5 months

Role:

Served as clinical subject-matter expert (SME) for Centers for Medicare & Medicaid
Services Civil Money Penalties Reimbursement Program (CMS CMPRP).
Supported CMPRP technical assistance and toolkit teams in delivering impactful
targeted interventions and resources to nursing homes. Within data analytics team,
developed clinically sound algorithms and technical specs for data extraction from
CMS data sources.

Patient First Duration: 29 months

Tvoe: Deliver

patient care
Role:

Ensured medical protocols are appropriately implemented and documented for all
patient visits and follow-up care at high-volume care center. Delivered preventive
and emergency care, clinical assessments, therapeutic interventions, and patient
education. Supported controlled substance and prescription medication distribution.

Centers for

Medicare &

Medicaid

Services

Duration: 120 months

Role:

Confidential jM
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Type: Clinical

SME

Mission Life

Center

Type; Medical

clinic operations
oversight

The National

Council

Type: Medical

clinic operations
oversight

Provided clinical SME and management support for CMS contracts including Home
Health Value-Based Purchasing (HHVBP), Heath Care Innovation Awards (HCIA)
Hospital Quality Performance Measurement (MIDS HMDM), and Medicare Care
Choices Model (MCCM). Served as SME for technical assistant teams,
demonstration models, national roundtables, and quality measure development
projects. Directly advised federal clients for federal, state, and commercial
healthcare projects.

Duration: 24 months

Role:

Engaged in strategic planning and oversight of all medical clinic operations for a
primarily homeless population with chronic comorbidities and addiction. Directed
quality assurance for a database of approximately 1,400 patients. Secured funding
for provisions of medical care to underserved populations. Recruited and developed'
teams to support clinic sustainability, expand medical offerings, and launch
community teaching initiatives.

Duration: 18 months

Role:

Engaged in strategic planning and oversight of all medical clinic operations.
Directed quality assurance for a database of approximately 1,400 patients.
Developed a report on medication-assisted therapy (MAT) for treatment of
individuals with narcotic addictions including the medical process, success and
failure rates, and controversies surrounding MAT. Conducted literature reviews and
focus groups with primary care physicians on Screening, Brief Intervention, and
Referral to Treatment (SBIRT) tool efficacy for identifying patients who are at risk
for illicit drug or alcohol dependence.

Certifications Held or Honors Awarded

Nightingale Award for Community Service

Registered Nurse - Commonwealth of Virginia - Multistage Privilege
Advanced Cardiovascular Life Support, and Pediatric Advanced Life Support

References

Mohini Venkatesh John Basta Amy Abadir

Vice President of Practice Executive Director, Mission Senior Manager, Public Payer
Improvement, National Council Life Center and Health System Strategy,
for Behavioral Health .) ohn. Basta cmai 1 .com Biogen
Mohini V^rtJthenalionalcouncil.orfi amvabadirff/)Lmmil.com
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las Rosendale
Physician

Overview of Work History

Dou
i—

Dr. Douglas Rosendale is the Chief Medical Interoperability Officer engaging across the government
and public health sectors where he is focused on improving health quality and safety by advancing
interoperability, informatics, and clinical and digital transformation initiatives. He has 25+ years of
clinical practice, executive leadership, and health IT experience within the government and private
sectors spanning clinical, technical, and informatics initiatives. Doug has a critical understanding of the
governance, cultural, and technical architectures required to support health care transformation.
Prior to joining Deloitte, Dr. Rosendale was the founder and CEO of CAlRNformatics. He also served
as the Senior Physician Advisor for Clinical Informatics at the VHA and also as the CMIO for the
VA/DoD Interagency Program Office. He founded and chaired the Health IT Innovation Development
program under the White House Office of Science and Technology Policy. Doug is a board certified
surgeon and a Harvard trained informatics leader.

Educational Background

Lee University Bachelor of Science in Chemistry and Biology

Des Moines University Doctorate of Osteopathy

Relevant Project Experience

Project iNanie &
Type

Duration & Role

Deloitte Chief

Medical

Interoperability
Officer (CMIO)

Tvoe: Medical

SME

Duration: 12 months

Role:

Lead the Deloitte healthcare interoperability strategy and engaged with federal
clients including: Veterans Affairs, Department of Defense, Health and Human
Services, as well as commercial partners engaged with Veterans and Service ^
members care. Instituted the first "Clinical Informatics and Requirements
Division" (CIRD) across VA/DoD in order to identify the clinical and technical
systems required to support the various workflows and capabilities globally. This
included "readiness" components for DoD, and also the seamless transfer of
Service Members that become Veterans.

White House

Office of Science

and Technology
Policy (OSTP)

Duration: 12 months

Role:

As directed by the White House, developed the first national Online HINI
clinical guidance application that was implemented across all of VA and launched
on Flu.Gov, in order to direct patients toward the best care based on personal

Conildenlial
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Tvoe: Medical

SME

conditions. Also led the team that developed the VA Suicide Hot-Line application
in order for the hot-line operators to have real-time access to all clinically relevant
information globally.

Veterans Affairs/

Department of
Defense

Interagency
Program Office
(IPO)

Tvoe: Medical

SME

Duration: 12 months

Role:

Supported federal partners including Health and Human Services, VA,
and DoD toward accomplishing a value-based model of healthcare that is enabled
by interoperable information systems and secure network architectures. The
grander vision is to promote an open interoperable architecture for our Service
Members, Veterans, and US citizens in order to leverage technology for improved
healthcare, healthy living, and a system that learns through cognitive information
systems.

Veterans' Health

Administration

Tvoe: Medical

SME-,;....;,

Duration: 2 vears

Role:

Oversaw the functional requirements and business process modeling for all of
Veterans Health Administration (VHA). This included hundreds of clinical and
administrative software systems that supported 170 hospitals, 1300 clinics, and
55K clinicians. Responsible for business process reengineering, requirements
development, procurement oversight, standards, and implementation of all EHR
systems across Veterans Health.

Certifications Held or Honors Awarded

American Board of Osteopathic Surgeons
Fellow, American College of Surgeons
Fellow, American College of Osteopathic Surgeons

Colorado Medical License
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Neluka \Afijegunawardena
UI Designer

Overview of Work History

Neluka has significant experience in data management and front-end development providing services
related to health care data processing, data quality, and reporting for large federal projects. She also has
experience with project management, work-stream leadership, and strategic roadmap development. She
specifically supported audit sustainment efforts for a large Department of Defense (DoD) client and has
also worked in a clinical healthcare setting for 2 years as a Senior Emergency Medicine Scribe at Inova
Fairfax's Level 1 Adult and Pediatric Trauma and Emergency Center.

Educational Background

Virginia Polytechnic Institute and State
University

Bachelor of Science in Finance

Relevant Project Experience

Project Name &
Type

Duration & Role

Healthcare

Sector client

Duration: 7 months

Role:

Type:

Interactive

dashboard

implementation

Led Tableau development team for the conversion of public facing client Web site
application to interactive dashboard. Alteryx work stream lead who managed
development and implementation of multiple Alteryx projects. Projects included
continuous automated monitoring (Leading to early detection and resolution of
over 5 major data errors within 1st year of pilot project), source to target testing,
insight driven analysis, and data masking initiatives. Created and developed
Google Analytics site and Google Data Studio dashboard that were successfully
adopted across 11 client applications. Developed and implemented
Python/Selenium scripts for testing automation pilot in Agile development
environment.

Department of Duration: 2.3 months

Defense client

Role:

Tvoe: Data

solutions
Served as Data Management and Operations Lead, directly managing 6
individuals. Team provided large-scale data solutions across engagement by
leveraging Alteryx Designer, Excel, and SAP EGG 6.0 (MM, Fl). Alteryx
Designer workflows were created on a recurring basis for data preparation,
cleansing, transformation, and testing (source to target). Workflow products were
then distributed to multiple client teams for reporting use. Team also leveraged
Alteryx to deliver data for ad hoc data requests. Project Management Lead for 50+
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resource engagement with management over engagement budget/cost workbook
maintenance, deliverable tracking, work paper management, contract modification
implementation, resource labor and travel tracking and invoicing. Participated in
comprehensive accounting line level analysis with client Finance/Accounting
leadership resulting in creation of formal recommendations in support of audit
readiness to audit sustainment transition. Supported inventory business process
tracking and reconciliation implementation efforts across vendor and customer
enterprise resource planning systems resulting in formal process assessment
reports.

Certifications Held or Honors Awarded

N/A

References

Karthik Balakrishnan

Senior Manager

Deloitte Consulting

karbalaki'ishnan@dcioitte.com

Kevin Footer

Senior Manager

Deloitte Consulting

krooter@deloiite.com

Charles Chiang

Specialist Leader

Deloitte Consulting

chchiantKfli.deloitte.com
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Quinn Chasan
—/V —

Cloud Analytics

Overview of Work History

Quinn Chasan is currently the Head of Customer Analytics with Google Cloud Platform
implementations for the U.S. Public Sector. He runs all work that sits at the intersection of Cloud,
Marketing Analytics, and Google Data for the US. He led 400+ unique initiatives across the US
Government, leading marketing analytics efforts for the team for 4+ years, implementing improved
efforts for 100+ public health campaigns within CMS, CDPH, NY, DOH, CDC, FDA, SAMHSA, and
others. Quinn was one of the four Search product experts for 2+ years on attribution between Search
and Web site analytics via Google Analytics. He consulted on marketing analytics for over 600 SMBs
to improve tracking systems for customer experience on site and feeding that back into media outreach.
He trained 50+ marketing analytics specialists in small groups across two languages, three countries,
four business units, and five sectors. He is fluent in Google Media stack for consumer and user data:
AdWords, DoubleClick, Google Analytics, Tag Manager, Search Console, etc.

Educational Background

Claremont McKenna College Bachelor of Arts in Government & Legal Studies
Dual Major

Relevant Project Experience

Project Name
& Type

Duration & Role

Google Cloud
Platform

Implementation

Type:
Relationship

Management

Duration: 7 months

Role:

Responsible for all work that sits at the intersection of Cloud, Marketing Analytics,
and Google Data for the US Public Sector. Big Data integration projects include
military gaming platforms, opioid analysis, marijuana tourism, suicide prevention,
healthcare exchange planning, etc. that require deep insights from both Google and
the Customer.

Paid Media Duration: 4 vears

Type:
Relationship
Management

Role:

Senior Account Manager for the US Government team, working with the US
Department of Health and Human Services, as well as all related State Government
entities (e.g. California Dept of Health), military clients (Army, Marines, Coast
Guard, etc), and Civilian Revenue Agencies (USPS, Amtrak, etc). Led Google's
media relationship with all US Healthcare Exchanges including operationalizing
Covered California's Search media and their attribution work leading to
CalHEERS, as well as Healthcare.gov, NY State of Health and a dozen others on
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improving attribution and simplifying customer journey by improved attribution
processes. Managed a support team in Delhi that assisted with the technical
implementation of paid-media-to-UX design decisions, providing ongoing client
recommendations. Led integration efforts of Google Ad-backed data into clients
Web site and media attribution models.

Certifications Held or Honors Awarded

• N/A
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Sean Wohltman

Cloud Engineer

Overview of Work History

Sean has over 10 years of experience at Google developing and implementing innovative, cost saving,
products and solutions for commercial and Public Sector customers. Most recently, Sean designed
Google's Maps Imagery program on Google Cloud Platform which has delivered tens of millions of
dollars in cost savings for imagery to state and local geospatial agencies over the last 4 years.
Simultaneously, Sean helped NBC Universal use Google Cloud and Maps Platforms to launch the 2018
Jurassic World Alive mobile location based game at scale for millions of daily users. In a previous role
at Google, Sean developed and implemented solutions for federal Defense and Intelligence customers
to operate Google Earth on premises and in austere environments. Since 2010, Sean has also spent a
signifipnt portion of his time each year volunteering on Google's Crisis Response team, where he
coordinates data sharing between sate, local, and federal agencies and the public during major crisis
events.

Educational Background

Virginia Polytechnic and State
University

Master of Science in Geographic Information Systems

Virginia Polytechnic and State
University

Bachelor of Arts in Geography

Relevant Project Experience

Project Name
& Type

Duration & Role

Launching
^^Jurassic

Duration: 11 months

World Alive" Role:

mobile game

Tvoe: Gooele

Cloud Platform

implementation

Technical Account Manager for real-world gaming partners Liidia, Inc. and NBC
Universal for launch of "Jurassic World Alive" mobile game. Handled all technical
requirements for launch and developed several GCP based workflows for updating
billions of real-world playable locations. Geo CE for Canada, Central and Eastern •
US, and select top accounts.

Google Earth
Enterprise
Open Source
Launch

Duration: 12 months

Role:

Developed vision and go to market for GEE OS on Google Cloud Platform.
Coordinated GEE Partner activities and customer engagements to drive GCP
adoption, shared dataset ecosystem, and new pipeline for Google Maps Imagery
Sales.

Conlldentia! i
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Tvdc: Market

strategy cloud
platform

Google Maps
Imagery Sales

Tvne: Trainine

development

Duration: 12 months

Role:

Technical sales lead for relaunch of Google Maps Imagery Sales. Refined new
imagery offering and led partner enablement and training on the Imagery sales
process. Defined and delivered Go to Market training and tools for partners. Helped
imagery partners double their sales forces and their respective pipelinesTor'2017.
Began Google Earth Engine trusted tester trials for State and Local agencies.

Migrating
Google
Imagery
customers from

Google Maps
Engine to
Google Cloud
Platform

Tvne: Cloud

Migration

Duration: 12 months

Role;

Technical sales lead for migrating Google Imagery customers from Google Maps
Engine to Google Cloud Platform. Trained partners, coordinated internal teams, and
moved all active customers from 2014 imagery business from GME to GCP in Ql.
Provided cross product pre-sales support for Geospatial Technology provider,
CartoDB.com, introduced them to Google Cloud Platform, helped them migrate to
GCP and become a GCP customer.

Google Maps
Engine
Migration

Tvne: Cloud

Migration

Duration: 12 months

Role:

Contributed significantly to Google Maps Engine Migration efforts, focused largely
on using Google Cloud Platform offerings as an alternative. Lead author for
Serving Raster Data on Google Cloud Platform which served as technical
foundation for Google Imagery sales program in 2015.

Certifications Held or Honors Awarded

Google Cloud Certified - Professional Cloud Architect

Contldential
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ce Buffaloe

Cloud Data Scientist

Overview of Work History

Bryce has over 4+ years of experience managing and executing a wide array of data engineering
projects. Bryce's most recent projects include architecting and implementing a Google Cloud Platform
serverless data pipeline, ETL, and data warehouse. In addition, Bryce has helped implement a number
of data engineering solutions for federal clients including the design of linear regression models, )
optimization of high performance model serving, and data migration to Google Cloud. Bryce brings
experience designing all phases of data engineering life cycle from initial planning, strategy
development through solution implementation. Bryce is viewed a trusted advisor to his clients in data
engineering and has helped numerous organizations grow and expand their big data and analytics
footprint.

Educational Background

Temple University Bachelor of Arts in Management Information Systems

Relevant Project Experience

Project Name
& Type

Durntion <& Role

Cloud

migrations to
Google Cloud
Platform

Type: Cloud

migration

Duration; 11 months

Role:

Architected customer cloud migrations to Google Cloud Platform. Advised federal,
state and local, and commercial customers on data engineering practices

for data migration, model creation, model serving, and Google Cloud pre-built
model consumption. Removed technical blockers from customer engagements,
while providing industry best practices and solutions. Created of cloud-based data
pipeline POC environment with partner to quickly connect multiple data sources to
Google Cloud Platform serverless data lake and data warehouse solutions. Assisted
customers with implementing data analytics solutions using social media, custom
data sources, and public datasets.

Technical

Solution Plan

Enablement

Type: GDPR

assessment

Duration: 3 months

Role:

Responsible for west coast GDPR data assessment structure and partnership with
3rd party vendor. Worked with 3rd party vendors to create analytics driven sales
pipelines for new and existing technologies. Supported commercial and Public
Sector client teams in pre-sales and RFP responses. Lead new sales pursuits and
solution architecture at a worldwide media company. Managed project teams to
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meet client deliverables, while creating value adds and additional sales
opportunities.

Ecosystem
Solution

Architect

Type: Cloud

migration

Duration: 16 months

Role:

Architected approaches and cost models for delivery and technology to position

engagement teams for new and existing clients. Focused on supporting client teams
engaged in devops, data engineering, cloud, and emerging technologies for delivery,
new pursuits, workshops, trainings, and client presentations. Delivered data, cloud
and container migration assessments, roadmaps, and implementation. Drove resale
and services for projects through our operating groups and partners. Drove the
creation of production beta offerings internally to create accelerators and go to
market solutions for our clients. Advisor to clients and client teams on technology
needs based on requirements, business strategy, goals, and expectations. Client
Account Lead (CAL) for a worldwide media company delivering business growth
strategy work, addressing operational and administrative needs, while aligning IT
with business goals.

Certifications Held or Honors Awarded

AWS Solution Architect Associate

Nutanix Platform Professional

Nutanix Platform Sales Engineer

CCNA

CCNA Security

Google Cloud Professional Cloud Architect

Google Cloud Professional Data Engineer

Certified Kubemetes Administrator (In Progress)
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Section VII: Cost Proposal
^Section VIII: Copy of the RFP and any signed Addendum (a) •

The Cost Proposal must describe the proposed cost otThe Vendor Proposal based on and reflected by the inclusion"
of the completed tables listed in Appendix F: Pricing Worksheets;

Our Cost Proposal is separately attached.
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Section Vni: Copy of the RTF and any signed Addendum

'  (a)
jScction VIII: Copy of t]ie RFP mid any sighed Addendum (a) . \ . j
Copy of the RFP and any signed Addendum (a)
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STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS • RFP 20194)43/RFP'2019-OPHS-19-DATAA

1. INTRODUCTION

1.1. The State of New Hampshire, acting through the Department of Health and
Human Services (Department) is releasing this Request for Proposal (RFP) to
procure a software system and associated services for the Department to
implement a scalable Opioid Crisis Response Management Business
Intelligence dasht>oard. ,

1.2. . Project Overview
1.2.1. New Hampshire, like many states, is in the midst of responding to the

opioid crisis. New Hampshire has been especially hard hit with one of
the highest overdose rates in the country. At the same time the
Department is limited in its capacity to manage the volume of
information available throughout the state and nationally that relates to
the opioid crisis. Data related to the opioid crisis in many respects
presents the largest data management and analysis challenge of any
issue faced not just by the Department but by the State as a whole.

1.2.2. The Department maintains or has access to multiple systems that
compile data on a variety of health and social issues that correlate with
risk, progression, misuse and addiction to opibids and resulting health
consequences, including overdose deaths. These systerhs organize
and support various functional areas in delivering sen/ices to the
citizens, as well as systems that capture information about the health
and well-being of the general public. In addition, other NH state
agencies and federal partners capture Important data related to the
opioid crisis. Improved use of data assets Is essential to the
Department's opioid response. Currently the primary extent of regular
date reporting on opioids in New Hampshire is the monthly New
Hampshire Drug Monitoring Initiative produced by the Department of
Safety New Hampshire Information & Analysis Center (for a recent
example, see https://www.dhhs.nh.gov/dcbcs/bdas/documents/dmi-
june-2018.pdf).

1.2.3. In aggregate, these systems maintain a large wealth of data and.
historically, have been commissioned and operated to serve the
purposes of varying Bureaus and Divisions within the Departrhent and
other state agencies and stakeholders outside the Department,
unlocking, consolidating and bringing this data into a holistic Data
Analytics Platform (DAP), allows the Department to identify and drive
meaningful change.
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1.2.4. The Department, in partnership with .the Department of Information
Technology, is currently underway with implementation of the initial
components of an Enterprise Business Intelligence platform using
Oracle, Informatica PowerCenter Advanced Edition, Informatica Data
Quality Standard Edition, and Tableau with an expected
implementation of the infrastructure by 12/31/18.

1.2.5. There is an opportunity to organize data Into information, identify
meaningful social applications and develop realistic, fact-based,
evidence-supported policies and programs; focusing the Department on
how to best address the current opioid crisis. This opportunity requires
coordination, consideration and dedication in order to make use of data
and analytical resources by putting in place a holistic solution, which
makes use of advanced analytical tools, for use by all levels of
resources including Department subject matter experts, data

. scientists/analysts, program managers, and executives, as well, as
stakeholders outside the Department. Health and Human Services and
Department of Information Technology staff will work in concert with the
awarded vendor to implement a solution that will be maintained and
operated by the State of New Hampshire subsequent to acceptance of
the completed work.

1.2.6. This RFP provides interested Vendors with the Information needed to
understand the desired Data Analytics Platform (DAP), assess the level
of effort required to meet the defined requirements and to submit a
proposal for consideration that;

1.2.6.1. Enables the effective sharing, reuse, and governance of
Enterprise Business and Technical Services through the
deployment of the DAP;

1.2.6.2. Enables the vision for an interoperable approach to the
State's health and human services program data;

1.2.6.3. Enables New Hampshire to replace the current Department
data warehouse, which is a collection of unconnected data
stores, with a true enterprise business Intelligence DAP that
will be developed and deployed through a phased approach
for meeting the future technology needs of all of New
Hampshire's DHHS programs as follows:

2019.043/RFP.2019.DPHS.1 WJATAA
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1.2.6.4.

1.2.6.3.1. Starting with the implementation of the essential
technical components and capabilities to meet the
State's functional needs for the opioid response,
followed by the expansion of technical and
functional capabilities to meet the needs of other
Department programs;

1.2.6.3.2. Ensuring an agile design, development, and
Implementation approach to the Department
enterprise DAP and opioid dashboard;

Strengthens data sharing, worker collaboration and decision
support at all levels through a new Department Enterprise
DAP driven by a robust governance model.

1.2.6.5. Ensuring that the proposed Department Enterprise DAP
adhere to confidentiality and privacy requirements of state
rules and state and federal laws, including, but not limited to;
42 CFR Part 2 and 45 CFR 160.162 and 164.

1.2.7. The Department's intent is to evaluate the necessary software
solution{s), implementation, maintenance and operations, and hosting
services in the context of the RFP. The Department is interested In
proposals that demonstrate a creative approach to meeting the
requirements for the development of an Enteiprise DAP, including a
new Business Intelligence System and an Opioid Dashboard. This
dashboard will be used for both external (anonymous) and Internal
(role-based) access and uses (e.g., Opioid Dashboard for both external
(anonymous) and Internal (role-t>ased) access and uses.)

1.2.8. Prospective Vendors are encouraged to develop strategic partnerships
in blending the capabilities and skills necessary to develop the best
value solution for the Department.

1.2.9. The purpose of this RFP is to provide sufficient information to
interested Vendors to prepare and submit proposals, presentations and
demonstrations for consideration by the Department for:

1.2.9.1. Designing, developing and implementing (DDI) the proposed
Enterprise DAP and Business Intelligence System that will
meet the known, expected, and future interoperability needs,
integrated reporting, and shared analytics requirements of the
Department and the State

1.2.9.2. Project Management strategies to implement solutions in a
short timeline

2019-043mFP.201 S-DPHS-I ATAA
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1.2.9.3. Design and implementation of a State managed data
governance and management model

1.2.9.4. Providing dn-site user training and complete up-to-date
operational, technical, and user documentation

1.2.9.5. Inventory, migration and training of key staff to perform the
migration of existing data warehouse and reporting
environment as it related to the Opioid dashboard data
sources

1.2.9.6. Creation of an Opioid crisis dashboard leveraging multiple
data sources to allow for real time information gathering (see
Appendix D-1 for high-level requirements diagram)

1.2.9.7. Conducting a post-implementation review and sign off period

1.2.9.8. Hosting and/or on premise support for the proposed system
during the phased DDI effort and proposed maintenance and
operations costs for post full deployment if hosted

1.2.10. This RFP contains instructions governing the Proposals to be
submitted and the material to be included herein; a description of the
solution to be provided; general evaluation criteria; and other
requirements to be met tiy each Proposal.

1.2.11. The DAP will facilitate analysis that will lead to:

1.2.11.1. Strengthening the outcomes and value of the services
provided by the Department

1.2.11.2. Improving the care and well-t>eing of individuals and families
by enabling integrated analysis of Intra-Departmenta) and
State data

1.2.11.3. Promoting a Department organizational structure that
encourages working across traditional boundaries and
embraces change

1.2.11.4. The DAP will support the Department In achieving these
objectives through:

1.2.11.4.1. Data cleansing and quality improvement

1.2.11.4.2. Integrating opioid-related data sets

1.2.11.4.3. Integrating other Department data

1.2.11.4.4. Improving system performance

1.2.11.4.5. Creating semantic, interoperability between
disparate data sets

2019-C43/RFP-2019-DPHS-19-OATAA
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1.2.11.4.6. Creating hardware and software architecture
principals that will allow future scalability for
additional data,

1.2.11.4.7. Meta data management,

1.2.11.4.8. Data governance, and

1.2.11.4.9. Creating a system of consent and authorization so
that protected health information, substance use
disorder treatment information can be obtained, as
needed, and revocations can be tracked.

1.2.11.5. The Department recognizes that a modem and contemporary
information system is required to support the Department's
response to the Opioid Crisis and improving Department
programs' efficiencies, effectiveness, outcomes and quality of
service.

1.2.11.6. High-Level Functionality for the Proposed System.

1.2.11.6.1. The proposed system is to have a DAP that
enables service levels, future upgrades,
replacement, and augmentation allowing the
system to be incrementally modernized throughout
its life span. This is required to enable the system
to fit the future Department needs without a
complete replacement.

1.2.11.7. The proposed system will continue to scale after the contract
completion to Incorporate future data sets. Future systems
that will be Integrated Into the system as time and funding
permits will include but not limited to;

1

1.2.11.7.1. Community Mental Health Services

1.2.11.7.2. Illicit Drug Use Infectious Disease

1.2.11.7.3. Injury Prevention

1.2.11.7.4.,Public Health Home Visiting

1.2.11.7.5. United Healthcare Facilities Discharge Data Set
(emergency department visits and inpatient
discharges)

1.2.11.7.6. Naloxone Distribution by Hubs

1.2.11.7.7. Human Services Programs (e.g., SNAP, TANF)

1.2.11.7.8. BRFSS (Behavioral Risk Factor Surveillance
System)

2019>043/RPP-201»-DPH$.1 d^ATAA
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1.2.11

1.2.11

1.2.11

1.2.11

1.2.11

1.2.11

1.2.11

1.2.11

1.2.11

1.2.12. Contract Award

7.9.YRBS (Youth Risk Behavior Survey)^

7.10. NSDUH (National Survey on Drug Use and
Health)

7.11. PRAMS (Perinatal Risk Assessment
Monitoring System)

7.12. Prescription Drug Monitoring Program

7.13. New Hampshire Hospital Electronic Health
Records

7.14. Housing. Employment Education

7.15. Criminal Justice

7.16. Prevention and Harm Reduction Programs

7.17. Suicide Prevention

The State plans to execute a Not to Exceed (NTE) $2,278,642
Contract as a result of this RFP to include acquisition of necessary
hardware and software to meet the deliverables of the proposed
system. If an award Is made, It shall be made based upon evaluation
of the submitted Proposals in accordance with the review process
outlined in Section 5: Proposal Evaluatior} Process below. The award
will be based upon criteria, standards, and weighting identified in this
RFP. The award may be awarded to a single or multiple vendors
based upon evaluation of the submitted proposals.

1.2.13. Non-Exclusive Contract

Any resulting Contract from this RFP will be a Non-Exclusive
Contract. The State reserves the right, at its discretion, to retain other
Vendors to provide any of the Services or Deliverables identified
under this procurement or make an award by item, part or portion of
an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors,
except that the Contractor shall be responsible for any delay, act, or
omission of the other Contractors if such delay, act, or omission is
caused by or due to the fault of the Contractor.

2019-C43mFP-2019-DPHS-19-0ATAA
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If a Contract is awarded, the Vendor must obtain written consent frorn
the State before any public announcement or news release is issued
pertaining to any Contract award. Such permission, at a minimum,
will be dependent upon approval of the Contract by Governor and
Executive Council of the State of New Hampshire. A Contract award
is contingent on approval by the Governor and Executive Council.

1.3. . Contract term

Time is of the essence In the performance of a Vendor's obligations
under the Contract.

1.3.1. The Vendor shall be fully prepared to commence work within 10 days of
contract approval by the GSC full execution of the Contract by the
parties, and the receipt of required governmental approvals, including,
but not limited to. Governor and Executive Council of the State of New
Hampshire approval ("Effective Date").

1.3.2. The Vendor's initial term will begin on the Effective Date and extend
through August, 31, 2019. The term may be extended up to four (4)
years ("Extended Term") at the sole option of the State, subject to the
parties prior written agreement on applicable fees for each extended
term, up to but not beyond AUGUST, 31, 2023.

1.3.3. The Vendor shall commence work upon issuance of a Notice to
Proceed by the State.

1.3;4. The State does not require the Vendor to commence work prior to the
Effective Date; however. If the Vendor commences work prior to the
Effective Date and a Notice to Proceed, such work shall be performed
at the sole risk of the Vendor. In the event that the Contract does not

become effective, the State shall be under no obligation to pay the
Vendor for any costs incurred or Sen/ices performed; however, if the
Contract becomes effective, all costs incurred prior to the Effective
Date shall be paid under the terms of the Contract.

1.3.5. Contract Negotiations and Unsuccessful Bidder Notice

1.3.5.1. If a Vendor is selected, the State will notify the selected
Vendor in writing of their selection and the State's desire to
enter into contract discussions. Uritil the State successfully
completes discussions with the selected Vendor, all submitted
Proposals remain eligible for selection by the State. In the
event contract discussions are unsuccessful with the selected

Vendor, the evaluation team may recommend another
Vendor.

201d4)43/RFP.2019-DPHS-1 ATAA
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1.3.5.2. In accordance with New Hampshire Statutes Chapter 21-
G:37-a. no Information shall be available to the public, the
members of the general court or its staff, notwithstanding the
provisions of RSA chapter 91-A: Access to Governmental
Records and Meetings, concerning specific responses to this
RFP, from the time the RFP is made public until the Contract
is actually awarded, in order to protect the integrity of the
public procurement process. This means unsuccessful
Vendors shall not be notified until after the Governor and
Executive Council have approved the resulting Contract. No
information can be provided to non-selected Vendor until after
Contracts are awarded, at which time non-selected applicants
may submit a written request for more information about the
reasons for not being selected and recommendations that
may make future applications more effective. Such requests
are not considered appeals. Once an applicant has
submitted a letter, the State will attempt to accommodate
such requests within a reasonable time.

1.3.6. VENDOR ETHICS

From the time this RFP is published until a contract is awarded, no bidder
shall offer or give, directly or Indirectly, any gift, expense reimbursement, or
honorarium, as defined by rsa i&-b. to any elected official, public official,
public employee, constitutional official, or family member of any such official
or employee who will select, evaluate, or award the RFP. Any bidder that
violates this section shall be subject to prosecution for an offense under rsa
640:2. Any bidder who has t)een convicted of an offense based on conduct in
violation of rsa 2i-G:38. which has not been annulled, or who is subject to a
pending criminal charge for such an offense, shall be disqualified from
bidding on this RFP and every such bidder shall be disqualified from bidding
on any RFP or similar request for submission issued by any state agency.

1.4. Subcontractors

1.4.1. The Vendor shall identify all Subcontractors to be provided to deliver
required Services subject to the terms and conditions of this RFP,
including but not limited to, in Appendix H; State of New Hampshire
Terms and Conditions, and Appendix H-25: General Contract
Requirements herein.

1.4.2. The Vendor shall remain wholly responsible for performance of the
entire Contract regardless of whether a Subcontractor is used. The
State will consider the Vendor to be the sole point of contact with
regard to all contractual matters, including payment of any and all
charges resulting from any Contract.

2019.043mFP.2019-DPHS.1»OATAA
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2. SCHEDULE OF EVENTS

The following table provides the Schedule of Events for this RFP through Governor
and Council approval and Notice to Proceed.

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16,2018 12:00 pm

Notification to the State of the number of
representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23. 2018 2:00 pm

(Mandatory or Optional) Vendor Conference;
location identified in Section 4.3; Vendor

Conference

Oct. 18. 2018 9:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 13, 2018 2:00 pm

Final date for Proposal submission Dec. 10, 201.8 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Selection / Notification Dec. 19 10:00 am

3. SOFTWARE, REQUIREMENTS AND DELIVERABLES

3.1. Software

Each Proposal must present Software that can fully support the required
functionality listed in Appendix C: System Requirements and Deliverables.

3.2. Requirements
3.2.1. Appendix B: Minimum Standards for Proposal Consideration,

compliance with System requirements, use of proposed
<COTS/SAAS> Software, Vendor Implementation experience, and
proposed Project Team.

201»^3/RFP.2019-DPH5-1 S^ATAA
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3.2.2. Appendix C: System Requirements end Deliverables, for scope of
work, requirements and Deliverables.

3.2.3. Appendix D; Topics for Mandatory Narrative Responses for Software,
technical, Services and Project Management topics.

3.2.4. Appendix E; Standards for Describing Vendor QuaZ/ffcatfons including
Vendor corporate qualifications, team organization and key staff.
Project Manager, and other key staff candidates' qualifications.

3.3. Deliverables

The State classifies Deliverables into three (3) categories; Written Deliverables,
Software Deliverables, and Non-Software Deliverables. Pricing and scheduling
information requirements for these Deliverables are provided in Appendix F: Pricing
Worksheets. A set of required Deliverables as well as a list of Requirements for
these Deliverables is detailed In Appendix C: System Requirements and
Deliverables. Appendix D: Topics for Mandatory Narrative Responses solicits
responses, which will expound on the Vendors' understanding of the
Implementation process, the manner of Sen/ice delivery and experience with
sirnilar projects related to the Software, technical Services, and Project
Management topics.

4. INSTRUCTIONS

4.1. Proposal Submission, Deadline, and Location Instructions
4.1.1. Proposals submitted in response to this RFP must be received by the

Department, no later than the time and date specified in Section 2:
Schedule of Events. Proposals must be addressed to:

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

c/o Brian Owens

129 Pleasant St.

CONCORD, NEW HAMPSHIRE 03301

4.1.2. Cartons containing Proposals must be clearly marked as follows:

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

RESPONSE TO

DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA
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4.1.3. Late submissions will not be accepted and will remain unopened.
Delivery of the Proposals shall be at the Vendors' expense. The time
of receipt shall be considered when a Proposal has been oiffidally
documented by the Department, in accordance with Its established
policies, as having been received at the location designated above.
The State accepts no responsibility for mislabeled mail. Any damage
that may occur due to shipping shall be the Vendor's responsibility.

4.1.4. Vendors are pennitted to submit only one (1) Proposal(s) in response
to this RFP.

4.1.5. The State reserves the right to reject any and all Proposals and to
waive informalities and minor irregularities in Proposals received and to
accept any portion of a Proposal or all Items bid if deemed in the best
interest of the Secretary to do so.

4.1.6. All Proposals submitted In response to this RFP must consist of;

4.1.6.1. One (1) original and seven (7) clearly identified copies of the
Proposal, including all required attachments,

4.1.6.2. One {1) copy of the Proposal Transmittal Form Letter
(described In Section 4.18.2: Transmittal Form Letter, herein)
shall be signed by an official authorized to legally bind the
Vendor and shall be marked 'ORIGINAL."

4.1.6.3. One (1) electronic copy on USB Flash Drive jn MS WORD
format.

4.1.7. The original and all copies shall be bound separately, delivered in
sealed containers, and permanently marked as indicated above. A
Vendor's disclosure or distribution of its Proposal other than to the
State will be grounds for disqualification.

The cost Proposal must ̂  'labeled.clearly and seated Mparately from the"
nain Proposal. Each cost Proposal fone .(1)_originai and3even_(7)_coples
must be bound separateiv.>P~

4.2. Proposal Inquiries
4.2.1. All inquiries concerning this RFP, including but not limited to. requests

for clarifications, questions, and any changes to the RFP, shall be
emailed, citing the RFP title, RFP number, page, sectiori, and
paragraph and submitted to the following RFP State Point of Contact:

Brian Owens

Department of Health and Human Services

2019^3rRFP.2019-DPHS-19-DATAA

Page 12 of 30

Deloitte 2018 • Page Vni.329 of ,662- V



AttachmSSVI^rC^dibNO^di^MPSmRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE

Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP.2019-DPHS-19-DATAA

129 Pleasant St.

Concord, NH 03301

Telephone; 603-271-9634

Email: BRIAN.OWENS@DHHS.NH.GOV

4.2.2. During the Vendor Inquiry Period (see Section 2: Schedule of Events)
Vendors are encouraged to submit questions via email; however, the
State assumes no liability for assuring accurate/complete email
transmission/receipt and is not responsible to acknowledge receipt.

4.2.3. Inquiries must be received by the RFP State Point of Contact (see
above) no later than the conclusion of the Vendor Inquiry Period (see
Section 2: Schedule of Events). Inquiries received later than the
conclusion of the Vendor Inquiry Period shall not be considered
properly submitted and may not be considered.

4.2.4. The State Intends to issue official responses to properly submitted
Inquiries on or before the date specified in Section 2: Schedule of
Events, however, this-date may be subject to change at the State's
discretion. The State may consolidate and/or paraphrase questions for
sufficiency and clarity. The State may, at its discretion, amend this
RFP on its own initiative or in re^onse to issues rajsed by inquiries, as
It deems appropriate. Oral statements, representations, clarifications,
or modifications concerning the RFP shall not be binding upon the
State. Official responses will be made in writing and posted as an
addendum to the Department of Administrative-Services vtrebsite.

4.2.5. Restriction of Contact VWth State Employees

From the date of release of this RFP until an av/ard is made and announced

regarding the selection of a Vendor, all communication with personnel
employed by or under Contract with the State regarding this RFP is
forbidden unless first approved by the RFP State Point of Contact listed in
Section 4.2: Proposal Inquiries. State employees have been directed not to
hold conferences and/or discussions concerhing this RFP with any Vendor
during the selection process, unless otherwise authorized by the RFP State
Point of Contact. • '

A. 3. Vendor Conference

4.3.1. A non-mandatorv Vendor Conference will be held at the following
location on the date and at the time identified in Section 2: Schedule of

Events:

Deoarlmeht of Health arid.Human'Services

1129 Pleasant St)

2019.043rRFP-2019-DPHS-19-DATAA
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4.3.2. All Vendors who intend to submit Proposals are encouraged to attend
the Vendor Conference. Attendance by teleconference is permitted.
Conference numbers will be erhatled to registrants upon request.
Vendors are requested to RSVP via email by the date identified In
Section 2; Schedule of Events, Indicating the number of individuals who
will attend the Vendor Conference. Vendors are allowed to send a

maxirrium number of 2 representatives.

4.3.3. Vendors will have an opportunity to ask questions about the RFP and
the State will make a reasonable attempt to answer questions it deems
appropriate. Questions may include, without limitation, a request for
clarification of the RFP; a request for changes to the RFP; suggestions
or changes to the RFP that could improve the RFP corripetitipn of lower
the offered price; and to Review any applicable Documentation.

4.3.4. Vendors must email inquiries at least twenty-four (24) hours prior to the
Vendor Conference. No responses will be given prior to the Vendor
Conference. Oral answers will not be binding on the State. The State's
final response to Vendor Inquiries and any requested changes to terms
and conditions raised during the Vendor Inquiry Period will be posted to
the website by the date specified as the final State responses to
Vendor inquiries as specified in Section 2: Schedule of Events.
Vendors are responsible for any costs associated with attending the
Vendor Conference.

4.4. Alteration of RFP

The original RFP document is on file with the State of New Hampshire,
Department of Administrative Services. Vendors are provided an electronic
version of the RFP. Any alteration to this RFP or any file associated with this
RFP is prohibited. Any such changes may result in a Proposal being rejected.

4.5. RFP Addendum

The State reserves the right to amend this RFP at its discretion, prior to the
Proposal submission deadline. Any addendum issued In re^nse to the RFP will
be posted to the Department of Administrative Services website. In the event of
an Addendum to this RFP, the State, at Its sole discretion, may extend the
Proposal submission deadline, as it deems appropriate.

4.6. Non-Collusion

The Vendor's signature on a Proposal submitted in response to this RFP
guarantees that the prices, terms and conditions, and Services quoted have been
established without collusion with other Vendors and without effort to preclude the
State from obtaining the best possible competitive Proposal.

201d-d43/RPP.201»-DPHS-19-bATAA
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4.7. Validity of Proposal

Proposals must be valid for one hundred and eighty (180) days following the
deadline for submission of Proposals In Section 2: Schedule of Events, or until the
Effective Date of any resulting Contract.

4.8. Property of the State

All material received in response to this RFP shall become the property of the
State and will not be returned to the Vendor. Upon Contract award, the State
reserves the right to use any information presented in any Proposal.

4.9. Confidentiality of a Proposal

A Proposal must remain confidential until the Effective Date of any resulting
Contract as a result of this RFP. A Vendor's disclosure or distribution of
Proposals other than to the State wili be grounds for disqualification.

4.10. Public Disclosure

4.10.1. Subject to applicable law or regulations, the content of each Vendor's
Proposal shall become public information upon the Effective Date of
any resulting Contract.

4.10.2, Any information submitted as part of a response to this Request for
Proposal (RFP) may be subject to public disclosure under.RSA chapter
91 ♦A: Access to Govemmentel Records and Meetings. In addition, In
accordance with RSA chapter 21«G:37: Financial Information
Regarding Requests for Bids and Proposals,, any Contract entered into
as a result of this RFP will be made accessible to the public online via
the website Transparent NH fhttp7/www.nh.QovAransbarentnh/1.
Accordingly, business financial information and' proprietary information
such as trade secrets, business and financials models and forecasts,
and proprietary formulas may be exempt from public disclosure under
RSA chapter 91-A:5. IV; Exemptions'. If you belieye any information
being submitted in response to a Request for Proposal, bid of
information .should t»e kept confidential as financial or proprietary
information; you must specifically identify that information in a letter to
the agency, and should mark/stamp the materials as such. Marking of
the entire Proposal or entire sections of the Proposal (e.g. pricing) as
confidential will neither be accepted nor honored. Notwithstanding any
provision of this RFP to the contrary, Vendor pricing will be subject to
disclosure upon approval of the Contract by Governor and Council.

2019-043/RFP-2019-DPHS-1»4)ATAA
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4.10.3. Generally, each Proposal shall become public information upon the
approval of Governor and Council of the resulting Contract, as
determined by the Slate,, including but not limited to, RSA chanter 91-A:
Access to Govemmentel Records and Meetings (Right to Know Law).
The State will endeavor to maintain the confidentiality of portions of the
Proposal that are clearly and properly marked confidential. If a request
is made to the State to view portions of a Proposal that the Vendor has
properly and clearly marked confidential, the State will notify the
Vendor of the request and of the date and the State plans to release
the records. A designation by the Vendor of Information it believes
exempt does not have the effect of making such information exempt.
The State will determine the information it believes is property
exempted from disclosure. By submitting a Proposal, Vendors agree
that unless the Vendor obtains a court order, at its sole expense,
enjoining the release of the requested information, the State may
release the requested Information on the date specified in the State's
notice vyithout any liability to the Vendors.

4.11. Security
4.11.1. The State must ensure that appropriate levels of security are

implemented and maintained in order to protect the integrity and
reliability of Its Information Technology resources, information, and
services. State resources, information, and services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks,
Systems and Data.

4.11.2. The State will evaluate the degree to which the proposed System is
designed and architected to ensure the confidentiality and integrity of
Its valued asset. Data.

4.12. Non-Commitment

Notwithstanding any other provision of this RFP, this RFP does not commit the
State to award a Contract. The State reserves the right, at Its sole.discretion, to
reject any and all Proposals, or any portions thereof, at any time; to cancel this
RFP; and to solicit new Proposals under a new acquisition process.

4.13. Proposal Preparation Cost \

By submitting a Proposal, a Vendor agrees that in no event shall the State be
either responsible for or held liable for any costs incurred by a Vendor in the
preparation of or in connection with the Proposal, or for work performed prior to
the Effective Date of a resulting Contract.

4.14. Oral Presentations/Interviews and Discussion

M19-043/RFP-201 S-DPHS-i 9-DATAA
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The State reserves the right to require Vendors to make oral presentations of their
Proposals and/or to make available for oral presentations/interviews the IT
consultants proposed to implement the COTS/SAAS application. All costs
associated with oral presentations/interviews shall be borne entirely by the
Vendor. Vendors may be requested to provide demoristrations of their proposed
Systems as part of their presentations.

4.15. Required Contract Terms and Conditions

By submitting a Proposal, the Vendor agrees that the State of New Hampshire
terms and conditions, contained in Appendix H: Sfafe of New Hampshire Terms
arid Conditions herein, shall form the basis of any Contract resulting from thiis
RFP. In the event of any conflict between the State's terms and conditions and
any portion of the Vendor",s Proposal, the State's terms and conditions shall take
precedence and supersede any and all such conflicting terms and conditions
contained in the Vendor's Proposal.

4.16. Proposal Format

Proposals should follow the following format;

4.16.1.1. The Proposal should be provided in a three-ring binder.

4.16.1.2.The Proposal should be printed on white paper with
dimensions of 8.5 by 11 inches with right and left margins of
one (1) inch.

4.16.1.3. The Proposal should also be submitted electronically via CD.

4.16.1.4. The Proposal should use Times New Roman font with a size
no smaller than eleven (11).

4.16.1.5. Each page of the Proposal should include a page number and
the number of total pages and identification of the Vendor in
the page footer.

4.16.1.6. Tabs shOuld separate each section of the Proposal.

4.16.1.7. Exceptions for paper and font sizes are permissible for:
graphical exhibits, which may t>e printed on ̂ ite paper with
dimensions of 11 by 17 inches: and material in appendices.

4.17. PropoMi Organization

Proposals ̂ ould adhere to the following outline and should not include items not
identified in the outline.

4.17.1. Cover Page

'4.17.2. Transmittal Form Letter

4.17.3. Table of Contents

2019-043rRFP-2019-DPHS.1943ATAA
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4.17.4. Section I; Executive Summary

4.17.5. Section II: Glossary of Terms and Abbreviations

4.17.6. Section III: Responses to Requirements and Deliverables

4.17.7. Section IV: Narrative Responses

4.17.8. Section V; Corporate Qualifications

4.17.9. Section VI: Qualifications of key Vendor staff

4.17.10. Section VII: Cost Proposal

4.17.11. Section VIII: Copy of the RFP and any signed Addendum (a) -
<required in original Proposal only>

4.17.12. Section IX: Appendix

4.18. Proposal Content
4.18.1. Cover Page

4.18.1.1. The first page of the Vendor's Proposal should be a cover
page containing the following text:

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

RESPONSE TO DHHS RFP 2019-043/RFP-2019-DPHS-19-DATAA

DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

4.18.1.2. The cover, page should also include the Vendor's name,
contact person, contact telephone number, address, city.
State, zip code, fax numtDer, and email address.

4.18.2. Transmittal Form Letter

The VerKJor must submit signed Transmittal Form Letter with their response
using the Transmittal Form Letter Template provided herewith. Any
electronic alteration to this Transmittal Form Letter is prohibited. Any such
changes may result in a Proposal being rejected.

Remainder of this page intentionally left blank
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State of New Hampshire Proposal Transmittal.Fcrm Letter

Company
Name

Address

To: NH DHHS State Point of Contact: BRIAN OWENS

Telephone 603-271-9634

Emall^BRIAN■OWENSe)DHHS■nh■aov
RE: Proposal Invitation Name: DATA ANALYTICS PLATFORM FOR OPIOID CRISIS

Proposal Number: 2019-043/RFP-2019-DPHS-19-DATAA
Proposal Due Date and Time: <MONTH- DAY- YEAR> AT <T1ME>

Dear Sir:

Company Name: hereby offers to sell to the State of New
Hampshire the Services indicated in RFP NH DHHS RFP 2Q19-043/RFP.2019-DPHS-19.
DATAA DATA ANALYTICS PLATFORM FOR OPIOID CRISIS at the price(s) quoted in
Vendor Response Section VII: Cost Proposal, and Appendix F: Pricing Wohtsheets, in
complete accordance with all conditions of this RFP and all Specifications set forth in the
RFP and in the State of New Hampshire Terms and Conditions outlined in RFP Appendix
H: State of New Hampshire Tenvs and Conditions.

Company Signor:
obligate
Company Name: _

is authorized to legally

We attest to the fact that:

The company has reviewed and agreed to be bound by all RFP terms and conditions
including but not limited to Appendix H: State of New Hampshire Terms and Conditions,
which shall form the basis of any Contract resulting from this RFP; No new terms and
conditions have tseen added and no existing terms and conditions have been deleted in
this RFP Proposal.

The Proposal is effective for a period of 180 days or until the Effective Date of any
resulting Contract.
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The prices quoted in the Proposal were established without collusion with other
eligible Vendors and without effort to preclude the State of New Hampshire from obtaining
the t>est possible competitive price; and

The Vendor has read and Included a copy of RFP-2019-043/RFP-2019-DPHS-19-
DATAA and any subsequent signed Addendum (a).

Our ofTiclal point of contact Is

Title

Telephone Email

Authorized Signature Printed

Authorized Signature

2019^3rRFP.2019-DPHS-1943ATAA
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4.18;3. Table of Contents

The Vendor must provide a table of contents with corresponding page
numbers relating to its Proposal. The tat>le of contents must conform to the
outline provided in Section 4.17; Proposal Organization, but should provide
detail, e.g.. numbering, level of detail.

4.18.4. Section I; Executive Summary

The executive summary, which must not exceed five (5) pages, must Identify
how the Vendor satisfies the minimum standards for consideration, which are
described in Appendix 8: Minimum Standards for Proposal Consideration, to
this Request for Proposals. The executive summary will also provide an
overview of the Vendor's proposed Solution and Services. Vendors are
encouraged to highlight those factors that they believe distinguish their
Proposal.

4.18.5. Section II: Glossary of Terms and Abbreviations

The Vendor must provide a glossary of ail terms, acronyms, and
abbreviations used in Its Proposal.

4.18.6. Section III: Responses to System Requirements and Deliverables

4.18.6.1. System requirements are provided in Appendix C: System
Requirements and Deliverables.

4.18.6.2. Using the response tables in Appendix C: System
Requirements and Deliverables, the Vendor must document
the ability to meet the Requirements and Deliverables of this
RFP.

4.18.7. Section IV: Narrative Responses

Section IV solicits narrative responses describing the Software. Technical.
Services and Project Mariagement topics defined for this RFP Project.
Appendix D: Topics for Mandatory Narrative Responses is organized Into
sections, which correspond to the different deliverables and aspects of the
scoring process of the Proposal. Discussion of each topic must t>egin on a
new page.

4.18.8. Section V: Corporate Qualifications

Section V should provide corporate qualifications of all firms proposed to
participate in the Project. Specific information to be provided is described In
Appendix E: Standards for Desctibing Vendor Qualifications - Section E-1:
Required Information on Corporate Qualifications.

4.18.9. Section VI: Qualifications of key Vendor staff

2019-043/RFP-201S-DPHS-1SDATAA
Page 21 of 30

Deloitte 2018 ^ Page vni-338 of 662



Attachm83rt/^6XEdWt)^ffi)^JlAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department.of Health and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

This Proposal section must be used to provide required information on key
Vendor staff. Specific information to be provided is described in Appendix E:
Standards for Describing Vendor Qualificarions - Sections: E-2: Team
Organization and Designation of Key Vendor Staff. E-3: Candidates for
Project Manager, and E-4: Candidates for Key Vendor Staff Roles.

4.18.10. Section VII: Cost Proposal

The Cost Proposal must describe the proposed cost of the Vendor Proposal
based on and reflected by the inclusion of the completed tables listed in
Appendix F: Pricing Worksheets',

NOTE: Section VII Cost Proposal, must become public information end as
such shall not be made confidential or proprietary. Proposals ̂brriitted with
all or part of the Section VII labeled confidential or proprietary shall not be
considered response and shall not be accepted.

4.18.11. Section Vltl: Copy of the RFP and any sighed Addendum (a)

NOTE: Required in original Proposal only._
4.18.12. SECTION IX: APPENDIX- This section provided for extra

materials as referenced in Appendix D: Topics for Mandatory Narrative
Responses such as Product Literature, Ad, Hoc/Federal Reporting,
Interface Standards, Testing (For DAT Plan) arid Status Meetings and
Reports.

Remainder of this page Intentionally left blank
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5. PROPOSAL EVALUATION PROCESS

5.1. Scoring Proposals
5.1.1. Each Proposal will be evaluated and considered with regard to the

Solution and Services proposed, qualifications of the Vendor and any
Subcontractors, experience and qualifications of proposed candidates,
and cost.

5.1.2. If the State, determines to make an award, the State will issue an intent
to award notice to a Vendor based on these evaluations. Should the
State be unable to reach agreement with the selected Vendor during
Contract discussions, the State may then undertake Contract
discussions with the second preferred Vendor and so on. Such
discussions may continue at the sole option of the State, until an
agreement is reached, or all Proposals are rejected.

5.1.3. The State will use a scoring scale of 1000 points, which shall be
applied to the Solution as a whole. Points will be distributed among the
following factors;

5.1.3.1. 200 points - Proposed Software Solution;

5.1.3.2. 250 points - Vendor's Technical, Sen/ice and Project
Management Experience;

5.1.3.3. 100 points - Vendor Company;

5.1.3.4. 200 points - Staffing Qualifications;

5.1.3.5. 250 points - Solution Cost (Rates and Pricing); and

5.1.3.6. 1000 points - Total Possible Score.

5.2. Rights of the State in Evaluating Proposals

The State reserves the right to:

5.2.1. Consider ariy source of information including but not limited to: State
employees, Internet research and rating agencies, in evaluating
Proposals;

5.2.2. Omit any planned evaluation step if, in the State's view, the step Is not
needed;

5.2.3. At its sole discretion, reject any and all Proposals at any time; and

5.2.4. Open Contract discussions with the second highest scoring Vendor, if
the State is unable to reach an agreement on Contract terms with the
highest scoring Vendor.

5.3. Planned Evaluations

2019-043fRFP-2019-DPHS-19«ATAA
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The State plans to use the following process;

5.3.1. Initial screening;

5.3.2. Preliminary scoring of the Proposals;

5.3.3. Oral interviews and product demoristrations; and

5.3.4. Final evaluation of Proposals.

5.4. initial Screening

The State will conduct an initial screening step to verify Vendor compliance
with submission requirements and to confirm that the Proposal ̂ tisfies the
conditions defined in Appendix B: Minimum Standards for Proposal
Consideration. A Proposal that fails to satisfy either submission requirements
or minimum standards may be rejected without further consideration.

5.4.1. Preliminary Scoring of Proposals

The State will establish an evaluation team to initially score Proposals and
conduct reference checks.

5.4.2. Oral Interviews and Product Demonstrations

Preliminary scores from the Initlai evaluation of the Proposals will be used
to select Vendors to Invite to oral Interviews and product demonstrations.

5.4.2.1. The purpose of oral interviews and product demonstrations is
to clarify and expound upon infprrhation provided in the
written Proposals. Vendors are prohibited from altering the
basic substance of their Proposals during the oral interviews
and product demonstrations.

5.4.2.2. For each invited Vendor, the oral interview and product
demonstrations will be two (2) hours In length. A highly
structured agenda will be used for oral interviews and product
demonstrations to ensure standard coverage of each invited
Vendor. Information gained from oral interviews and product
demonstrations will be used to refine scores assigned from
the Initial review of the Proposals.

5.4.3. Best and Final Offer

The State will not be requesting a Best and Final Offer.

5.4.4. Final Evaluation

2019-043mFP.2019-DPHS-1 »4)ATAA
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The State will conduct final evaluations as a culmination of the entire process
of reviewing Vendor Proposals and information gathering. Reference and
background checks will tie made for finalist or finalists as appropriate. After
making a preliminary determination of award or awards, the State resen/es
the right to conduct site visits to a Vendor location and/or government site(s)
that utilizes the Vendor Software.

5.5. Scoring Detail
The State will select a Vendor based upon the criteria and ^andards contained in
this RFP.

5.5.1. Scoring of the Proposed Software Solution
5.5.1.1. The Vendor's Proposed Software Solution will be allocated a

maximum score of (200) points. The main purpose of this
section is to measure how well the Solution meets the
business needs of the Agency. The contribution of scoring
team memtDers representing all stakeholders will be critical in
this section.

5.5.1.2. Factors include but are not limited to;

5.5.1.3. Vendors must include a proposed architecture for the DAP,
which integrates data from source systems and meets, or
exceeds, the following minimal requirements:
5.5.1.3.1. Provides a framework for organization of data,

information management and technology systems
required to build and implement the system,

5.5.1.3.2. Allows for data components of the .architecture to
include intemal and external sources of structured
and unstructured data users require to analyze the
opioid crisis,

5.5.1.3.3. Includes data integration,, data cleansing and the
development and implementation of data
dimensional rules,

5.5.1.3.4. Describes the conceptual and logical technology
components required to present information to
users and enable them to analyze the data and its
impacts,

5.5.1.3.5. Allows for the ability to drill down on report data to
varying layers of detail,

5.5.1.3.6. Allow for the extraction of patterns and knowledge
from large amounts of data,

2019-643/RFP.2019-DPHS-19-DATAA
Page 25 of 30

DeIoitt6 2018 PageVUIr342 of 662



Attachm83lfl?rE^0<fcNE^cttAlMPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RTF 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department of HeaKh and Human Services
Data Analytics Platform for Opiold Crisis

DHHS • RFP 20194)43/RFP-2019-DPHS.194)ATAA
\

5.5.1.3.7. Provide predictive analysis, based upon data,

5.5.1.3.8. Provides browser-based solution to support all
major browsers.

5.5.1.4. Software Architecture-

5.5.1.4.1. Consider the following statistics and growth
assumptions as baseline requirements for the
formulation of their proposal to the State and sizing
of all technical elements (e.g., servers, storage,
networking, software) that are required to deliver
the system to the state.

5.5.1.4.2. Specify all equipment (if any) required for the
development and operations of the solutions and
requirements defined in this RFP. The equipment
will be comprised of industiy standard and readily
available components. Define all requirements and
provide a Bill of Materials for all items that will be
ordered and implemented upon review and
agreement by the Department

5.5.1.4.3. The overall infrastructure and equipment must be
sized in accordance with planned use and be
Inclusive of all hardware, storage, networking,
backup/restore, database, file system, monitors
and other items as required to comprehensively
support development and ongoing operatiohs for
all required environments.

5.5.1.5. Appllcatlon - <NdTE; Is there a user group for the
application? How long has it been in operation? What is Its
market share? Is cost of upgrade shared by user groups or
the sole responsibility of the State? Is this included with the
cost of Software Maintenance? How are future upgrades
determined? These and other factors will help the State to
understand the costs and opportunities of using this Softvyare
in the future. >

5.5.1.6. Features - <NOTE: How well does the Solution do the things
the System needs to do? >

5.5.1.7. Con^patlblllty with State Systems - <NOTE; The degree to
which the System > uses, technologies similar to other State
systems, ease of System modification, integration and data
storage. >

20104)43/RFP-201».DPHS-1 S-DATAA
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5.5.1.8. User F.riendliness/Usabnity and Efficiency <NOTE; How
quickly can users perform a needed task? How easy Is it to
learn, is it Intuitive? Is Its navigation and internee similar to
other Software used? How steep is the learning curve? >

5.5.1.9. Criteria for these scores will be found in but are not lirhited to:

5.5.1.9.1. Proposal Section III: Responses to Requirements
and Oeliverabtes

5.5.1.9.2. Attachment C-2: Requirements <NOTE:
particularly business requlrements>

5.5.1.9.3. Proposal Section IV: Narrative Responses

5.5.1.9.4. Vendor Presentation and Demonstration

5.5.2. Scoring of
Proposal

Vendor Technical, Service, and Project Management

5.5.2.1. Vendor proposed Services will be allocated a maximum »pre
of (250) points. <NOTE: In this section the State will score
the technical merits of how the Vendor proposes to carry out
the implementation and maintain the Solution. The
Implementation of the Solution will require the Vendor to
customize or conngure the application to meet the
requirements of the State, monitor and ensure its operation
throughout the Warranty Period and, if maintenance is to be
provided, to be a partner in the Solution's operation
throughout its useful life. Technical details of the System,
administrative procedures, how the Vendor manages Its
team, the Project and the technical environment wiil be
critical. How compatible the Vendor's procedures and
technologies are with the State contribute to an assessment
of risk both In the short and long term.>

5.5.2.2. Factors include but are not lirhited to:

5.5.2.3. Protection of Data - <NOTE: The degree to which
continuous operations are insured against unexpected
problems.>

5.5.2.4. Compatibility with State IT Expertise and Training
Approach - < NOTE: What is the degree to which the
System uses technologies which may be supported by State
personnel.>

2019^3mFP.201 S-DPHS-IS-DATAA
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5.5.2.5. Project Execution - < NOTE: Do company procedures
facilitate: communication with the State, the early discovery
arid resolution of problems, efficient and effective operation
through Implementation and an effective support structure of
the System.>

5.5.2.6. Project Management Competence - < NOTE:
Administrative, management quality control and over8lght.>

5.5.2.7. Ongoing Operations - < NOTE; Post warranty operation
and support.>

5.5.2.8. Criteria for these scores will be found in but are not limited to:

5.5.2.8.1. Proposal Section III: Responses to Requirements
and Deliverables

5.5.2.8.2. Proposal Section IV: Narrative Responses

5.5.2.8.3. Attachrnent C-2: Requirements

5.5.2.8.4. Proposed Work Plan

5.5.2.8.5. References

5.5.3. Scoring of Vendor Company

5.5.3.1. Vendor Company qualifications will be allocated a maximum
score of (100). It must be established that the Vendor
Company is capable of carrying out the Project through
Implementation, the Warranty Period and the maintenance
period.

5.5.3.2. Factors include but are not limited to:

5.5.3.2.1. How long in business - <NOTE: A proven track
record of operation for a number of years that the
company will continue to support the System>.

5.5.3.2.2. How rrony years' experience vvlth this product
- <NOTE: Demonstrated competence in working
with the proposed product or Technology.>

5.5.3.2.3. Bench Strength and support structures -
<NOTE: The State will consider the depth of
required technical ̂ ill within the company as well
as the Vender's plan for knowledge transfer to
State staff.>
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5.5.3.2.4. References - <NOTE: The measure of a
company's worth Is more accurate when made by
a third party that has collabdfated with the Vendor
on a similar Project.>

5.5.3.2.5. Litigation - <NOTE; The relevance of
involvement of the company in litigation will be^
consjdered.>

5.5.3.2.6. Financial Strength - <NOTE; Financial strerigth
when measured by financial statements or a rating
company Is an indication of the company's ability
to operate long teim and through unexpected
problems.>

5.5.3.2.7. Ciiteria for these scores will be found in but are not
limited to;

5.5.3.2.7.1. Proposal Section V: Corporate
Qualifications

5.5.3.2.7.2. Vendor Presentations

5.5.3.2.7.3. References

5.5.3.2.7.4. Financial Information

5.5.4. Scoring of Vendor Staffing Qualifications

5.5.4.1. Vendor Staff must have the training and experience to
support the Vendor companies plans to Implement and
support the System. Vendor Company qualifications will be
allocafed a maximum score of (200)

5.5.4.2. Factors Include but are not limited to:

5.5.4.2.1. Staff Training - <NOTE: Staff must have relevant
training to carry out the Project.>

5.5.4.2.2. Staff Certifications - < NOTE: Staff may require
specific Certification to support and configure
needed equipment and Software.>

5.5.4.2.3. Staff Experience - <Training ahd certification Is
important but experience with similar Projects will
be a major contributor to a smooth
Implementation.>
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5.5.4.2.4. Size and composition of Vendor Team - <Are
there sufficient staff resources and sufficient
qualifications and experience within the Vendor
team to carry out the Project?>

5.5.4.2.5. Criteria for these scores will be found in but are not
limited to;

5.5.4.2.5,1. Proposal Section
Qualification

V: Corporate

5.5.4.2.5.2. Proposal Section VI: Qualifications of Key
Staff

5.5.4.2.5.3. Vendor Pre^ntations

5.5.4.2.5.4. References

5.5.5. Scoring the Software Solution Cost

5.5.5.1. Vendor proposed Software Solution cost will be allocated a
maximum score of (250) points. The State will consider the
implementation services costs, provided in Tables F-1:
AcOvit'es/DeliverBbles/Milestones Pricing Worksheet, F-4:
Software Licensing. Maintenance, and Support Pricing
Worksheet and. if appropriate, F-5: Web Site Hosting.
Maintenance, and Support Pricing Worksheet. The cost
information required in a Proposal is intended to provide a
sound basis for comparing costs.

<NOTE: THE FOLLOWING FORMULA WILL BE USED TO ASSIGN
POINTS FOR COSTS:>

<NOTE: VENDORS COST SCORE-

VENDORS PROPOSED COST) TIMES

NUMBER OF MAXIMUM POINTS FOR SOLUTION COSTS DEFINED IN
SECTION 5.1: SCORING PROPOSALS.>

<NOTE: FOR THE PURPOSE OF THIS FORMULA. THE LOWEST
PROPOSED COST IS DEFINED AS THE LOWEST COST PROPOSED BY
A VENDOR WHO FULFILLS THE MINIMUM QUALIFICATIONS.>

(LOWEST PROPOSED COST /

Remainder of this page Intentionally left blarik
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APPENDIX A: BACKGROUND INFORMATION

1. A-1 Health and Human Services

1.1. The Health and Human Services Is responsible for the health, safety and
well-being of the citizens of New Hampshire. DHHS provides services for
Indlvlduais, children, families and seniors, and administers programs and
services such as mental health, developmental disability, substance abuse,
and.public health.

1.2. The mission of the Health and Human Services is to join communities and
families in providing opportunities for citizens to achieve health and
independence

1.3. Project Overview/Justification

1.4. In addition to the Project Overview section included in the Introduction the
Goals and Objectives for CORbi:

1.4.1. Implement a Data Governance and Analytic Strategy to focus the
organizations resources (human and funding) to increase the
availability of information for informed decision making.

1.4.2. Automate and consolidate disparate information systems to provide
a single place for the citizens of New Hampshire to visually obtain
information surrounding the Opioid crisis.

2. A-2 Department of Information Technology and
Technology Status
The Project will be conducted in cooperation with the New Hampshire Department of
Information Technology (DolT). DolT coordinates the statewide Information
Technology activities.

2.1. A-2.1 Technical Architecture

Components of the State's technical architecture include:
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2.1.1. State Network Environment: The State of New Hampshire operates
a Metropolrtan-Area-Network (MAN) in the City of Concord, NH
using a combination of leased and owned fiber optic cable. State of
New Hampshire locations outside of the Concord, NH main facility
are connected via muilipie wide-area networks using various
technologies including Carrier Ethernet Services, Microwave
Wireless and VPN Tunnels over the Intemet. State Agency
Networks have varying levels of integration and connectivity to the
statewide core for resource sharing and centralized administration
by the Department of information Technology (DoiT). State
agencies connect to the State's central core network location in
Concord to ^cilitate access to e-mail, the Intemet, and the State's
financial applications. Direct support is provided for twenty-one
partner agencies: other State agencies support their own networks,
out-source the support, or use the resources of another agency.

2.1.2. intemet Access: The State of New Hampshire has purchased thru
ARIN its owri External IP Address Range and Autonorhous System
Number. The State advertises its External IP Space and
Autonomous System Number to two different Intemet Service
Providers so as to provide failover in the event of a single ISP
network Allure.

2.1.3. The State uses VMWare for Windows server virtuaiization and
virtual hosts are deployed at two separate State canripus sites.
VMWare provides a highly scalable and high availability environment
for the State's many Agencies, if a virtual host 4ils, VMVS^re
automatically fails over ail of the virtual servers on that host to
another host. The EMC Netwotker product is used to manage
backups for this environment utilizing Data Domain as the disk to
disk repository.

2.1.4. For the State's Oracle enterprise systems, an Oracie/Unux Solution
(OVM) is used for the virtual environment. Similar to the windows
environment, this Solution provides a highly .scalable and high
availability environment and also utilizes the EMC Netwofker and
Data Domain backup Solution. Data Domain is also employed to
meet the backup requirements within OVM.

2.1.5. The state's current Enterprise Business Intelligence platform
consists of Oracle, Informatica PowerCenter Advanced Edition,
informatica Data Quality Standard Edition, and Tableau.

2.2, A-2.2 Future Systems Environment
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2.2.1. Future design and development efforts should conform to the
emerging environment as defined by current Information technology
initiatives, the New Hampshire Statewide Strategic Information
Technology Plan, and the State's e-Govemment Architecture Plan.

2.2.2. This environment is end user centric, utilialng the Internet and Web
whenever possible, promoting electronic transactions, and
centralized common services (security, e-payment, content search),
where possible.

3. A-3 Related Documents Required
Vendors are NOT required to submit these certificates with their Proposal. Vendors will
be required to be a registered company in New Hampshire. The certificates will be
requested from the selected Vendor prior to Contract approval.

3.1. Certificate of Good Standing/Authority (Appendix G-3-ltem A) dated after
April of the current year and available from the Department of State by calling
(603) 271-3244 or (603) 271-3246. Forms are also available on:
http://sos.nh.Qov/formslaws.aspx

3.2. Certificate of Vote (Appendix G-3-ltem B)

3.3. Proof of Insurance compliant with Appendix H: Sfafe of New Hampshire
Terms and Conditions.

A. A-4 State Project Team

state higtvlevel staffing for the Project will include:

•  Project Sponsor;

•  State Project Manager;

•  State IT Manager;

•  Technical Support Team;

•  Business Process Owners; and

•  User Acceptance Testing Team.

4.1. A-4.1 Project Sponsor

The Project Sponsor, Lisa Morris and Katja Fox. will be responsible for securing
financing and resources, addressing issues brought to his attention by the State Project
Manager, and assisting the State Project Manager in promoting the Project throughout
the State. The Project Sponsor or an appropriate designee will be available to resolve
issues on a timely basis. <
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4.2. A-4.2 State Project Manager

The State Project Manager from the Health and Human Services
Project Management Office Project, will be responsible for
everything that the Project does or fails to do. and has the primary
responsibility for seeing to the Project's success.

4.2.1. The State Project Manager for Health and Human Services, will be
responsible for working with the Health and Hurhan Services staff.
State IT Manager, and the Vendor to ensure appropriate execution
of the contract. The State Project Manager will l^e primary point of
contract for the Vendor and business user and will interact with the
Vendor to address questions or concerns encountered by users as
they arise.

Primary Responsibilities Include;

4.2.1.1. Leading the Project;

4.2.1.2. • Promoting the Project statewide;

4.2.1.3. Developing Project strategy and approach;

4.2.1.4. Engaging and managing all Vendors;

4.2.1.5. Managing signiflcant issues and risks; and

4.2.1.6. Managing stakeholders' concerns.

4.3. A-4.3 State IT Manager-

The State IT Manager will provide IT support to the State Project Manager and
be the liaison for State IT requirements.

4.4. A-4.4 State technical support team

The State's Technical Support Team supports the current Safety Database tracking
software. During this project this team will serve as subject matter experts and will be
heavily involved in early planning and design activities for the System Tracking
replacement environment.

Primary responsibilities include:

4.4.1. Supporting the project as a technical resource and subject matter
expert;

4.4.2. Assisting with data conversion planning and design;

4.4.3. Assisting with data clean-up prior to conversion; and

4.4.4. Assisting in the development of system security, operational support
models, and system architecture planning activities.
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4.5. A-4.5 Business Process Owners

The State's Business Process Owners will sen/e as subject matter experts and
will be heavily involved throughout all aspects of the implementation.

Primary responsibilities include;

4.5.1. Participate in gap analysis work sessions;

4.5.2. Serve as subject matter experts in regard to the current system and
existing business processes;

4.5.3. Help define "to be" business "processes;

4.5.4. Active Involvement in testing activities; and

4.5.5. Serve as liaisons between business operational departments and
the Vendor's project team.

4.6. A-4.6 User Acceptance Testing (UAT) Team

N/A

Remainder of this page Intentionally left blank
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APPENDIX B: MINIMUM STANDARDS FOR PROPOSAL
CONSIDERATION
A Proposal that fails to satisfy the requirements in this section may be rejected without
further consideration.

1.8-1 Submission requirements
1.1. The Proposal is date and time stamped before the deadline as defined in

Section 2: Schedule of Events. The Vendor has sent the proper number of
copies with the original version of the Proposal marked "ORIGINAL" and the
copies marked "COPY" as defined in Section 4.1: Proposal Subrnssion,
Deadline, and Location Instructions;

1.2. The original Proposal includes a signed Transmlttal Letter accepting all terms
and conditions of the RFP without exception.

1.3. The jsroposed escrow agreement shall be submitted with the Vendor's
Proposal for Review by the State.

2. B-2 Compliance with System Requirements
System requirements and Deliverables are listed in Appendix C: System Requirements
and Deliverables in this RFP. The proposed Vendor's Solution must be able to satisfy
all mandatory requirements listed.

3. B-3 Current Use of Vendor Proposed Software - Current
Implemented Sites of Vendor proposed Software or
Solution <NdTE: IF APPLICABLE>

Components that constitute the Vendor's proposed Software or Solution suite must be
fully implemented and Operational in.at least three (3) government entities comparable
in size and complexity to the State of New Hampshire within the last four (4) years.
The specific Vendor proposed Software version and functionality must t>e described.

4. B-4 Vendor Implementation Service Experience The
Implementation Vendor must have completed the Vendor proposed Software or
Solution Implementation for at least <three> (3) government clients comparable in
size and complexity to the State of New Hampshire within the last <four> (4) years.
The specific Vendor proposed Software or solution must t>e described.

5. B-5 Proposed Project Team
The proposed Project Team must include individuals with substantial experience in:

5.1. Each of the disciplines relating to his or her stated project role.
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5.2. Implementing a system that meets the requirements outlined in this RFP.

5.3. The discipiine of effective. Agiie Project Management.

5.4. The discipline of effective riskand issue management.

5.5. The discipline of data analysis, data, mining, data modeling, data
visualization, analytics and statistical analysis for like solutions.

5.6. The discipline of predictive and statistical analysis.

5.7. Operational support of government entities comparable in size and
complexity.

5.8. Successful system roll-out.

5.9. Compliance y/ith <Regulations or Publications etc.>

5.10. Effective use of software change management best practice.

5.11. Effective use of defect tracking tools that allow for reporting on test results.

5.12. System modification in order to satisfy unique needs of the Health and
Human Services in New Hampshire.

5.13. Data privacy, data suppression (e,g. The discipline of data analysis, data
mining, data modeling, data visualization, data privacy, data suppression,
analytics and statistical analysis for like solutions.)

5.14. For the purpose of evaluating compliance with this requirement, the Vendor
team is permitted to include Sutxontractors.

Remainder of this page Intentionally left blank
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APPENDIX C: SYSTEM REQUIREMENTS AND DELIVERABLES

1.0-1 SCOPE OF WORK

See SectionM.1 Project Overview

2. 0-2 REQUIREMENTS

Vendors shall complete the requirements checklist (Table C-2 General Requirements
Vendor Response Checklist). Table C-2 Is included as an attachment to RFP 2019-
043.

3. C-3 DELIVERABLES

Vendors shall, complete the response checklist Table C-3 Deliverables Vendor
Response Checklist.

3.1. Table C-3 Deliverables Vendor Response Checklist

Reference
Activity, Deliverable, or Milestone Deliverable Type

Projected Delivery
Date

'  ' * *1 ' ' 1 ' • 1

PLANNING AND PROJECT MANAGEMENT ' '

1 Conduct Project KIckoff Meeting Non-Software

2 Project Status Reports Written

3 Work Ran Written

Infrastructure Ran, Including Software
and Hardware requirements

Written .

5 Security Ran Written

5

Communications and Change

Management Plan Written

7 Agile Roject Managerrient Plan Written

3

Systems Interface Plan

and Design/Capability Written
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10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployrnent Plan Written

13

Comprehensive Training Ran

and Curriculum Written

14 End User Support Ran Written

16

Documentation of

Operational Rocedures Written

INSTALLATION

17 Rovide Software Licenses if needed Written

18

Rovide Fully Tested Data Conversion
Software or solution Software

19

Rovide Software Installed, Configured,
and Operational to Satisfy State
Requirements Software

TESTING

20

Conduct contiuous Integration and
continuous delivery testing plan Non-Software

22 Perform Production Tests Non-Software

23

Test ImBound and

Out'Bound Interfaces Software

24

Conduct System Perfornnance
load/Stress) Testing Non-Software

25

Certification of 3"* Party Pen Testing and
Application Vulnerability Scanning. ^on-Software

-

SYSTEM DEPLCYMENJ
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26
Converted Data Loaded into Production
Environment Software

28 Conduct Training Non-Software

29 Cutover to New Software and solution Non-Software

30 Provide Documentation A/rltten

31 Execute Security Plan Non-Software

OPERATIONS.

32 Ongoing Hosting Support if applicable Non-Software

33
Ongoing Support & Maintenance if
applicable Software

34 Conduct Project Exit Meeting Non-Software

Remainder of this page Intentionally left blank
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APPENDIX D: TOPICS FOR MANDATORY NARRATIVE

RESPONSES

This section provides a series of technical topics that the State of New Hampshire will
consider in selecting a Solution for the Data Analytics Platform for Opioid Crisis.
Vendors must limit narrative responses describing the Software, Technical], Services
and Project Management topics defined for this Project. The following table identifies
specific topics for narratives.' A page limit is identified for each topic, (f a response to a
topic exceeds the page limit, the State will limit its consideration to the prescribed page
limit.

}

This section provides a series of topics related to the proposed Software Solution
described in RFP.

Topic yl Page'Limit

D-1 Proposed'Software SoM.ion 'V; . -jj''-

Topic 1 - Description of Solution 1.0

Topic 2 - Software Arcrttecture 7

Topic 3 - Data Governance and Management 10

Topic 4 - User Friendliness and UsatXIity 10

Topic 5 - IT Standards 2

Topic 6 - [3ata Import/Export and Migration 7

D^2 'Technical, Seryices and ProjecLMahageTOnt Experience • !'•'

'£^2f'-SaunYy'arx#Fh3i'e5f^_|bfDafai' ,T'; , • " •

Topic 7 - System Security 10

topic 8 - Backup and Recovery 2

Topic 9 - Assurance of Business Continuity 3

Topic 10 - Skills and Experience 10

Topic 11 - Project Management Methodology 10

[y2.2^StatePers6nneland.Tr&ning jii, • ■i ;
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Topic '' ii i Page Limit

Topic 12 - User Training Approach 3

To^ 13 - Preparalion of State Staff 3

l>Z3Prc^t,£xecuijdh '' ,-' 1. '  ! •

Topic 14 - Implementation Approach 10

Topic 15-Testing 6

Topic 16- MlgrationStrategy 3

Topic 17 - Environment Setup 2

D-2.4'Pf6j^t ManagementjCdm^terce. \;;.

Topic'IS- System Acceptance Criteria 6

Topic 19 • Status Meetings and Reports 3

Topic 20 • Risk and Issue Management 3

Topic 21 • Scope Control 2

Topic 22 • Quality Assurance Approach 6

Topic 23-Work Plan No Limit

C^2.5 0ngoihg Operaftoris ' ' . ' '

Topic 24 - Hosted or On Premise System 5

Topic 25- Support and Maintenance 2

1. D-1 PROPOSED SOFTWARE SOLUTION

1.1. Topic 1 - Description of Solution

Re^onse Page Limit; 10

The State wil) evaluate whether the proposed Solution includes the required
features.

1.1.1. Provide a detailed description of your proposed Software Solution,
including features and functionality.

2019-043/RFP-2019-DPHS-19-DATAA. Appendices
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1.1.2. Describe the approach for design, development and implementation
of the required solution functionality.Include this information for each
functional requirements area; general system, business
requirements, data governance, project management, training,
migration and inventory and training.

1.1.3. Provide specific details of the Implementation strategy to meet all
functional requirements. Provide solution specific information
including a web based demonstration of the solution. Generic and
marketing description will be considered as insufficient responses.
Additionally, the Vendor is to define their methodology for
developing design-level use cases and workflows to meet ail
requirements.

1.1.4. As a part of the implementation strategy, identify and explain
functionality implications associated with the phased
implementation. All functionality may be leveraged for programs
being implemented post acceptance of the final delivery of services.
Define exception handling processes where appropriate as well as
any dependencies oh existing systems or components of the new
Solution'that are needed to provide the specified functionality.

1.1.5. Is your product used for a similar functionality at another State
agency? If so, provide a description of the system and environment.

1.1.6. In what ways does your proposed Solution adhere to the business
and technical requirements?

1.1.7. Is your product dependent on an existing solution not included in this
proposal?

1.1.8. In what ways does your proposed solution improve our current
enterprise data warehouse system capabilities?

1.1.9. In what ways does your proposed solution provide enhanced ease of
use for both the inspectors and the administrative users?

1.1.10. Provide an appendix with sales literature describing the functionality
of the proposed Software. Provide a table with references to pages
in the appendix that describe functionality addressed for all
appropriate topics for narrative responses.

1.1.11. How does your solution meet best practices surrounding a
Development. Stage, Production environment requiring change
management practices between environments while meeting a goal
of continuous integration and continuous delivery? Environments
required by the State are

2019-043/RFP.2019-OPHS-1S-DATAA - Appendices
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1.1.11.1. Development

1.1.11.2. Testing

1.1.11.3. Training '

1.1.11.4. Production

1.1.12. How does your solution address sizing requirements in accordance
with planned use? Be inclusive of all hardware, storage, networking,,
backup/restore, database, file system, monitors and other items as
required to comprehensively support the development and ongoing
operational effort.

1.1.13. How does the solution address the ability to pull real-time data from
multiple sources and display/track progress over time toward
specific.goals?

1.1.14. Provide examples of parameters in your presentation that are
configurable by the end-user.

1.1.15. Describe the solutions drill-down capability that will support detail
level data displays.

1.1.16. Describe the proposed solution's ability to provide static/historical
and dynamic (i.e. real-time) reporting for all program and functional
areas.

1.1.17. VVhat types of built-in (pre-defined) and end-user definable (ad-hoc)
reporting capabilities are included in the proposal?

1.1.18. What types of graphical data presentations (e.g., GIS) will the
proposed solution offer?

1.1.19. How does the proposed solution provide user-defined reporting
views / screens based upon different roles, security profiles, etc. of
various stakeholders?

1.1.19.1, How does configuration for this functionality occur within
the proposed solution?

1.1.20. What is the proposed solution's capability for end-user report / data
exportation at the report and raw data levels? The proposed solution
will export to: Excel, CSV, XML, PDF as well as Integrate with
current technology solutions to include Tableau.

1.1.21. How will the solution allow for statistical analysis on population-
based and client based information to drive service, program and
overall business decisions?

201d-043/RFP-2019-DPHS-ie-DATAA - Appendices
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.1.1.22. D^cribe the model summarizing ,your .understanding of how the
idaia relates to the focused population.

1.1.23. D^cribe the solutions and structijre of'data security (PHI of data .
suppression requirements) for e)tfernal (aporiyrnous) and Internal
.(role-based) access and.uses.

1.1.24. How. will the solution' allow for statistical analysis', (e.g.- : R".. .-
Proorammiriol on population-based, and .client based^rifprni.atibri'.'tCf^#-^
•drive service, prograrn and overall business decisions?'' ' ' •

1.1.25. Describe hovv your'solution will be used to deliver an OpiOid-Crlsis"
Dashboard based upon the following model;

Cempiprien9iv«Opioidflripons<*^ ^

^'Uiieu lntr!ll2ence{C0Rt)lj: '.

FttavtlKKtt*

RkM 7IkUlU.ftAiMM t WIMi

OcTte^ Acbiu I Kiun

icar«dK

' wvttmt
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1
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MimwdAi

wnAWwert
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A4li. Weew W•

»■ I mmu Ml I Mfft an'i* la'w^om

e*Xi pe»e#«■!
I mtmm •*■■■ w
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1.1.26: Address how your solution will address the ."following examples of
functionality:"
1.1.26.1. Examples on how holistic analysis of multiple data.sets

cpuldbeutHized
1.1.26.1.1. Identifying High Risk Individuals ^d Groups

,(dem6graphics).by Area (geographic)
1.1.26.1.2. Utilizing data to mitigate risk and progression

to misuse / targeting early ihteivention
"service to mitigate progressioh'to addiction

Reference Names/Aj rpose- Objective beta
Source

•Owner-

1 Conducting syndromiC' analysis to Identify
DODUlations" most at Risk' fnr Fnnafiinn ir.
Substance [Misuee.
Utilizing, .multiple daia sources to more
strategically and anciently target prevention
strategies and programmhg toward high'risk
groups wlhin youth, young adult, adult and
older adult populations.' residing In certain
geographical areas; that' put them at greater
risk for iiiitiating substance rhbuse and

Utilizing data to
more' .'effedivsly
and effidehtly
target re^urces
for.' '• prevention:
strategf0Si-'^'-,--u'v8».
p rog ta'itis^'^**''th'/h
target populalidhs
and areas '..at
greatest risk for

Vrtal
-Records'

CD
Deaths

TEMStS

AHEDD

SV1

NAS

;SOS

DOJ/OCME

DO&€MS

DHHS

pHHS .
DHHS

DCYF
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progressing to misuse, addiction and related
consequence

Identifying individuals' already engaging in
sutKtance misuse but not yet meeting
diagnostic criteria for addiction.

To utiliae effective lower cost early intervention
services to prevent progression to addiction and
related consequerce. Including fatal and non-
fatal overdose, irppacts on families and
communities (including institutions), causing or
exacerbating other behavioral health and or
medical corxtitlons and causing or exacerbating
involvemerit with criminal justice, child welfare
and or other social service systems.

engaging in
substance misuse

to prevent
progression and
related familial,
social and

financial

consequence to
them. their
communities and

the state as

whole.

Developing risk
factor algorithms
utilizing All
Claims, DCFY,
Hospital
Discharge Data
to analyze a host
of co-morbid

medical

conditions

(disease,
accidents/ir^ury)
associated with

substance misuse

cross referencing
with Pll and DID

level risk factor

multipliers
target
intervention

directed at these

individuals to

reduce risk and

progression to
SUD.

to

earty

data

Child

Protect-

Crim.

Just

All

Claims

All

Claims

Child

Protec.

AHEDD

SVI

DOS/Court

DHHS

DHHS

DHHS

DHHS

1.1.27. Utilizing data to mitigate the progression from risk to misuse and to
addiction and death - Crisis Intervention / Case Management

Reference Names / Purpose Objective Data

Source

Owner

1 Identifvina Pooulations at Risk for Ooioid

Overdose.

Reducing / preventing fatal and non-fatal
Opioids (and polysubetance) overdose by

Using data to
more

strategically and
efTiciently reach
out to groups at

Vital

Records

OD Deaths

TEMSIS

SOS

DOJ/OCME

DOS€MS

2019-043mFP.2019>OPHS-ia-DATAA. Appendices
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identifying high risk arouos

.identifying Individuals at Risk for Opioid
Overdose.

Reducing fatal and non-fatal Overdose by
mitigating risk for individuals with multiple risk
factors for opioid overdose

Using data for Naioxone distribution to those
at greatest risk for overdose

Reducing / preventing fatal and non-fatal
Opioids overdose by making Naloxone
directly available to individuals that are
continuing illicit opioid use while receiving
SUD treatment from Programs administered
by BOAS / DHHS or from MAT services
provided Opioid Treatment Programs (OTPs)

Emerging Threats / Situational Awareness
Reports

greatest risk to
prevent fatal
and non-fatal

opioid overdose

Identify and
conducting crisis

intervention /

intensive case

management
services /

Naloxone kits:

targeting
individuals at

greatest risk for
fatal and non-

fatal opioid
overdose

Using data to be
more strategic
and efficient In

broadly
distributing
Naloxone Kits to

groups at
greatest risk and
directly to
individuals at

greatest risk for
opioid overdose

Utilizing multiple
data sets for

situational

awareness and

to identify
emerging threats
t)efore there are

outbreaks that

pose a threat to
health and safety

AHEDD

Same as

above

POMP and

All

Claims Data

OTP Data

WITS IT

system

individual

Overdose

Risk

Assessment

data

To be

determined

DPHS

Same as

above +

BOP

DHSS

DHHS

DHHS

DHHS

1.1.28. Utilizirtg Data to Inform Policy - Strategic Planning - Programming

2019-043/RFP-201».DPHS-ie-DATAA - Appendices
Page l8of 112

Deloitte 2018 Page Vm-365 of 662



Attachm8ffW^^Ed0Jfo^®1^(HAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Depaitment of HeaKh and Human Seivices

Analytics Platform for Opiold Crisis
DHHS - RFP 20194)43/RFP-20194)PHS-19-DATAA

APPENDIX D: TOPiCS FOR MANDATORY AND NARRATIVE RESPONSES

1.1.28.1. Data analysis outlined atx)ve can be utilized to identify
categories (population level strategies, prevention, early
intervention, SLID / MAT treatment, crisis intervention
and recovery services) and types of integrated /
coordinated services that will best meet the
Department's overall quality and outcomes objectives

1 .-1.29. Determining the Effectiveness of Policies - Strategies and Services

1.1.29.1. By particular elerrients (examples: Prescribing
regulation, NH PDMP program, school based
substance misuse prevention programs, SUD treatment
Services, or at a systems level (the effectiveness of the
system overall)

1.1.30. Utilizing data to report out on client demographics, provider process
and quality data and client outcomes

1.1.30.1. Client demographic data by provider process data
(locations, type and quantity of services provided),
quality and cost of services and client outcomes.

1.2. Topic 2 - Software Architecture

Response Page Limit: 7

The State will evaluate the degree to which the architecture can be supported
over an extended period, including the ease of support.

Provide a description of the technical architecture of the proposed Solution.

1.2.1. What are the benefitsof your proposed platform?

1.2.2. Is the proposed solution based upon a 3-tiered, browser-based
architecture?

1.2.3. Does any part of the proposed Solution require Software (other than
a browser) to be installed on the client workstation? If yes, describe
Softvvare that must be installed and the access authorization level
required to install it.

1.2.4. What add-on or third-party Software is required to support the
functionality desired by the State?

1.2.5. What programming languages are used for development,
configuration, and customization of the proposed Solution?

1.2.6. What components of the Software, such as middleware, are
proprietary?

1.2.7. Is your solution dependent on open source software?

2019-043/RFP-20ie-DPHS-1B-DATAA • Appendices
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1.2.8. What is the growth potential of the proposed System?

1.2.9. What is the timeframe for technical ot>solescence of the proposed
Software? (For the purpose of this question, the version of the
proposed Software would be considered obsolete when support is
no longer available.)

1.2.10. How will the proposed solution allow for end users to share
dashboards to social rnedia (e.g. Twitter, Facebook, Google-*- or
other social media websites)?

1.3. Topic 3- Data Governance and Management

Response Page Limit; 10

The State will evaluate the degree to which the governance pliar) will be adopted
and streamline as wejl as provide a Departrnent and Statewide direction to keep
pace with evolving demands.

Data Govemance and Management should include but not be limited to the
following:

1.3.1. How will your solution meet the departments needs to establish a
robust governance structure for its strategic move to implement a
managed infrastructure and enterprise Data Analytics Platform
(DAP)?

1.3.2. How will this solution increase delivery of business t>enefits for New
Hampshire, including ^ster time-to-market, lower costs, better
consistency, and increased agility?

1.3.3. How will the solution change the planning, development, and
operation, of application systems, and require new methods of
collaboration among project teams within the Department?

1.3.4. What will be the base structure of the Govemance process and how
will it ensure that the infrastructure, shared business and technical
services being deployed will become shared assets across all the
agencies in State of New Hampshire?

1.3.5. How will the solution address a systematic method for the
Department to make decisions?

1.3.6. What will your process be to identify who has the authority to make
decisions, establish the precepts (i.e., principles, policies, standards,
and guidelines) that influence decisions?

1.3.7. How will the solution reduce risks and ensure that people
accomplish the State's strategy, goals, and priorities?

2019-043rRFP-2019-DPHS.19-DATAA • Appendices
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1.3.8. How will the solution implement, and subsequently optimize
governance for compliance by t»alancing between directives that
require interpretation (people'make such decisions) and routine or
repetitive directives (computer systems best perform these
decisions)?

1.3.9. What tools and/or technologies will be required to enable DAP
Governance within the State?

1.3.10. Hovy will your solution provide a strategy that enables the State to
document the roles and responsibilities, as well as provide the
recommendations required staffing for the day to day design,
development and implementation of the Department Enterprise DAP
solution.

1.3.11. How will your solution address the Department's roles and
responsibilities, as well as providing the required staffing for the day
to day design, development and implementation of the Department
Enterprise DAP solution?

1.3.12. How will your solution
the following roles?

1.3.12.1. Architects; seasoned professionals with a wide
knowledge of the IT infrastructure, and have gone
through long implementation cycles for complex
business requirements. Architects are the "nervous
system" of the DAP Competency Center and its
permanent connection to the business; at the same time,
sitting with the developers, architects stay involved in
implementation issues, which keeps their vision up-to-
date. Architects also play a key role with developers in
selecting DAP and integration technologies for future
projects.

1.3.12.2. Developers: provide detailed internal applications
knowledge. During the earty stage of the DAP
Competency Center, developers and architects must
agree on the scope of decision making. More-senior
developers typically provide day-to-day project
management for DAP projects. Security skills are also
necessary, especially when Pll is involved. Statistical
analysis ̂ ills are also necessary.

I, leverage as well as. if applicable, re-define
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1.3.12.3. Quality assurance (OA); responsible for testing the
integration work being implemented. Although the QA
staff should leverage its experience in application
development projects, they will face different challenges
when testing DAP and Integration projects. The team will
learn DAP and integration-specific OA skills (for
example, exception testing for integration middleware
message queue overflow).

1.3.12.4. Database Administrators should be included in the DAP
Competency Center. Work streams three, four and five
involve data Integration from different sources. As the
integration work beyond' the three work streams
differentiates further into multistep integration and
composite applications, data modeling expertise and
enterprise data knowledge will continue to be crucial,
especially when complex entities, such as the single
view of the citizen/consumer becorhe established assets
of the DAP Competency Center.

1.3.12.5. Operations and system administration staff should
participate at least for the initial three to six months of
the operation of the integrated solution. Once integration
projects complete successfully, they will be moved into
production. Because of the presence of development
and QA staff in the DAP Competency Center, it will be
easier to solve day-to-day issues, and the operation of
the solution will be smoother. Operations staff in the
DAP Cdmpetericy Center must also agree to specific
configuration management issues with other groups (for
example, development, application Vendors and
integration products), t>efore the integrated solution is
moved to production.
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1.3.12.6. Business analysts, or business-process owners,' are
required for the DAP Competency Center when business
process management or business activity rhonitoring
requirements are present and. in general, when the DAP
Competency Center starts tc demonstrate business
value. Architects always sit between business.and the IT
department, while business analysts live in the business.
Business analysts' involvement is crucial to DAP
Competency Center activities, such as the definition of
high-level, coarde granularity reusable services in a
service-oriented architecture (DAP), or the setup of an
electronic channel to exchange business information
with state partners.

1.3.13. How will the proposed DAP governance solution provide decision-
making guidance for all Sages in the service llfecycle-from planning
to retirement?

1.3.14. How will the solution address specific lifecycle stages and issues
associated with the following?

1 .ll 4.1. User Security Management Services

1.3.15. How will the solution ensure Srategic alignment between the
deployed technology and the future-Sate business processes and
operational model?

1.3.16. What is the proposed change control process for considering and
accepting or denying changes (policy, planning, design, processes,
etc.) throughout the project?

1.3.17. How will the proposed solution develop and obtain buy-in for a
stakeholder and communication management plan?

1.3.18. How will your methodology address organizational assessments and
gap analyses for the affected divisions and programs and facilitate
the development of appropriate organizational structures and job
descriptions?

1.4. Topic 4 - User Friendliness and Usability

Response Page Limit; 10

The State values Software that is compatible with its Intended user's ability to
use it easily and successfully.

1.4.1. To what extent is the Software used in the proposed solution
intuitive based on the iikelihood that the user has experienced other
applications with similar graphic user interfaces.
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1.4.2. How efficient is the Software In terms of the number of operations
required to perfonn basic tasks.

1.4.3. How does the Vendor's proposed training process support the
application.

1.4.4. How much time is required to make new users fully functional and
able to input into the system?

1.4.5. Explain any function driven capabilities that exist in the proposed
application.

1.4.6. How does the solution address advanced analysis such as
predictive analysis, root cause analysis, actionable information to
determine cost effectiveness, Identification of "hotspotters" (clients in
communities with multiple complex health conditions who are high-
utilizers of care, services, etc.)?

1.4.7. How will a user guidance and/or help functions be developed into
the system?

1.5. Topic 5-IT Standards
Response Page Limit; 2
The State will evaluate the degree to which IT standards used in the Vendor
provided product are compliant with other State Systems, or utilize existing State
standards.

The proposed Solution must comply with Open Standards and Open Data
Formats as mandated by RSA chapter 21-R: Open Standards (HB418 2012).

1.5.1. Describe the degree to which your solution complies with information
technology standards mentioned on the State of NH web site:
http://www.nh.gov/dbit/vendor

1.5.2. Is the proposed application considered Open Source Software?
1.5.3. Does it comply with Open Standards, including but not limited to

(  Open Data Formats?
1.5.4. Describe the degree to which the proposed Solution meets the

requirements of RSA chapter 21-R:10, 21-R:11, 21-_R:13.
1.5.5. Identify what industry standards are incorporated in to the Solution.
1.5.6. Identify whether standards employed are national in origin or are

unique to the proposed Software.

1.6. Topic 6 - Data Import/Export Standards and Migration
Response Page Limit; 7
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The State will evaluate the ease of interfacing with our current Data import and
export layouts for Data exchange.

The State anticipates that this system will expand to t>e leveraged and interfaced
by any department within the state as well as external organizations based on
approved and compliance based data sharing agreements. Describe the
mechanisms and tools Included in the proposed System to Implement these
interfaces. Be sure to address the following aspects of this topic:

1.6.1. What types of interfaces are possible with the proposed System
(e.g., online, batch, etc.)?

1.6.2. What file and database formats can the solution receive?

1.6.3. What Data is available to other systems? What Data may be
imported/updated from other systems and how is this managed?

1.6.4. What data (if any) isn't available for import/export and how is this
managed?

1.6.5. What tools are provided with the System for the development of
Interfaces?

1.6.6. What scheduling tools are required for initiation of Interfaces? Are
these tools included with the proposed solution?

1.6.7. Are there any constraints upon the timing of batch interfaces?

1.6.8. Does the System employ standard definitions or file layouts for
interfaces? If so, Include a sample In an appendix.

1.6.9. What standard interface forrriats are used with the proposed
Software? What degree of flexibility is available?.

1.6.10. How does your solution meet the objective of providing a seamless
and productive environment for users.

1.6.11. How does your solution meet all mandatory State requirements and
is consistent with the standards and requirements detailed in this
RFP.

1.6.12. How does your solution meet the requirement of the provision of
development, testing/verification, training, certification, and
production environments to be used to develop, deploy, maintain,
and operate the integrated system.

1.6.13. How will the proposed solution provide the State of New Hampshire
the processes, tools and training to be able to continue the
integration of data sources into the Data Analytics platform?
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2. D<2 Technical, Services and Project Management
Experience

2.1. D-2.1 Security and Protection of Data

2.1.1. Topic 7 - System Security

Response Page limit: 10

The State will evaluate the degree to which System issues can be
avoided.

Software Systems must be reliable, regardless of how they are
delivered. The State'sworkers and citizens expect government Services
and information to be reliable and available on an ongoing basis to
ensure business continuity.

The State must ensure that appropriate levels of security are
Implemented and maintained In order to protect the Integrity and
reriabilrty of its Information Technology resources, Information, and
Services. State resources. Information, and Services must be available
on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and safeguard State networks,
Systems and Data.

The State will evaluate the degree to which the proposed System Is
designed and architected to ensure the confidentiality and integrity of Its
valued asset, Data.

2.1.1.1. Descrit>e the System security design and architectural
features Incorporated into the proposed Software. At a
minimum, discuss the following:

2.1:1.1.1. The Identification and authentication

methods used to ensure that users and any
Interfacing applications are Identified and
that thelr'identities are properly verified.

2.1.1.1.2. The authorization methods used to ensure

that users and client applications can only
access Data and ^rvices for which they
have been properly authorized.

2.1.1.1.3. The immunity methods used to ensure that
unauthorized malicious programs (e.g.,
viruses, worms and Trojan horses) do not
' infect the application.
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2.1.1.1.4. The methods used to ensure that

communications and Data integrity are not
Intentionally corrupted via unauthorized
creation, modification or deletion.

2.1.1.1.5. The methods used to ensure that the parlies
to interactions with the application cannot
later repudiate or rebut those interactions.

2.1.1.1.6. The Intrusion Detectioh methods used to

ensure the detection, recording and review
of attempted access or modification by
unauthorized individuals.

2.1.1.1.7. The privacy methods used to ensure that
confidential Data and sensitive

communications are kept private.

2.1.1.1.8. The System maintenance methods used to
ensure that System maintenance does not
unintentionally disrupt the security
mechanisms of the application or supporting
hardware.

2.1.1.1.9. The testing methods conducted to load and
stress test your Software or Solution to
determine Its ability to withstand Denial of
Service (DoS) attacks.

2.1.1.1.10. The ability of your Software to be installed in
a 'locked-down' feshion so as to turn off

unnecessary features (user accounts,
operating System services, etc.) thereby
reducing the Software's security
vulnerabilities and attack surfaces available

to System hackers and attackers.

2.1.1.1.11. The notification and escalation process in
the event of an intrusion.

2.1.1.2. Descrit>e the System assurance provisions incorporated
into the proposed Software. At a minimum, discuss the
following;

2.1.1.2.1. What process or methodology is employed
within the proposed Software to ensure Data
Integrity?
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2.1.1.2.2. To What degree does your approach rely on
System assurance capabilities of the
relational database management system
(ROMS)?

2.1.1.2.3. If multiple databases are employed, what
extra procedures are employed to ensure
synchronization among databases?

2.1.2. Topic 8 - Backup and Recovery

Response Page Limit; 2

The State will evaluate the degree to which proposed backup and
recovery processes protect mission-critical Data, ease of use of these
processes, and impact of these processes on operation of the System.

The State seeks a sound backup and recovery provision as part of the
Solution. Describe the tools used for backup and recovery of
applications and Data. Describe the impact of the proposed backup

'  process.on the operation of the System. Also, address the following:

2.1.2.1. Use of and method for logging and journallng;

2.1.2.2. Single points of failure and recommended approaches
for their elimination:

2.1.2.3. Approach to redundancy;

2.1.2.4. Please enumerate your high-level methodology for
creation of a Disaster Recovery Plan; and

2.1.2.5. Impact of Software license fees.

2.1.3. The State believes that additional Software license fees solely
related to redundancy for backup and recovery would be
inappropriate. If the Proposal differs from this standard, describe and
provide rationale for the difference.

2.1.4. Topic 9-Assurance of Business Continuity

Response Page Limit: 3

The State will evaluate the degree to which the proposed plan to assure
business continuity mitigates risk to the State, and it's potential for
Implementation (coist effective and easy to implement).
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y

2.1.4.1. The State intends to consider provision for assurance of
business continuity as an optlohai component of the
Solution. Please provide a plan for business continuity if
a disaster occurs at the data center that is hosting the
proposed Solution. This Is an optional requirement and
will be included or excluded depending on any additional
cost associated with the plan.

2.1.4.2. The State believes that additional Software License fees

solely related to redundancy for assurance of business
continuity would be inappropriate. If the Proposal differs
from this standard, describe and provide rationale for the
difference.

2.1.4.3. Please enumerate your high-level methodology for
creation of a Business Continuity Plan.

2.1.5. Topic 10 - Skills and Experience

Response Page Limit; 10

The State will evaluate the degree to which the proposed Solution
provides for the skills and experience to meet the requirements in this
RFP.

2.1.5.1. Describe in detail the skills and experience that your
vendor will bring to the State to assist in meeting the
requirements and narrative included in this RFP.

2.1.5.2. Describe at least two (2) other solutions that you have
completed that relates to the requirements for this RFP

2.1.5.3. Describe the manner in which users and system
administrators can view transactional Data.

2.1.5.4. Please describe your experience with organizations
similar to the Health and Human Services and discuss

what historical data they have and have not
converted/migrated into the hew system.

2.1.5.5. How many years of historical data is typically converted
in a project similar to this one? Describe how you will
help Health and Human Services determine the right
number of years to convert.

2.1.6. Topic 11 - Project Management Methodology

Response Page Limit: 5
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The State v/ill evaluate the Vendor's approach to project management
methodology.

2.1.6.1. Descrit^ the methodologies used for organizing teams
to implement solutions in an iterative Agile methodology.

2.1.6.2. De^rit)e how your approach meets the requirements for
project management and testing the security of the
Software application and hosting environment.

2.1.6.3. How can you ensure the security and confidentiality of
the State Data collected on the system?

2.1.6.4. What security validation Documentation will be shared
with the State?

2.1.6.5. Do you use internal or external resources to conduct
security testing?

2.2. D-2.2 State Personnel and Training

2.2.1. Topic 12 - User Training Approach

Response Page Limit; 3

The State will evaluate whether the training approach is likely to prepare
users adequately to use the new System from the day of deployment,
including maximum knowledge transfer to allow the State to conduct its
own training in the future.

The State understands the importance of training for a successful
Software Implementation. The State seeks a detailed discussion of
training alternatives in addition to a recommended training approach.

2.2.1.1. Descritse the process for an assessment of needs;
identifying casual, power, and specialty users;
developing' a curriculum for each audience; and
conducting, evaluating, and reHning training courses.

2.2.1.2. Questions to address include, but are not limited to. the
following:

2.2.1.2.1. What type of training (instructor led vs.
computer based) will t>e used for each
purpose and why?

2.2.1.2.2. What methods will be employed to evaluate
training activities?

2.2.1.2.3. How will training be coordinated with other
user support activities?
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2.2.1.2.4. Will manuals be adequate to enable trained
users to research answers to their own

questions?

2.2.1.2.5. If the perception is that they are not
adequate, can those manuals be quickly
revised?

2.2.1.2.6. How wili the State be prepared to conduct
ongoing training after implementation is
completed?

2.2.1.2.7. Are training manuais on-line and maintained
as part of a maintenance agreement?

2.2.2. Topic 13 - Preparation of State Staff

Response Page Limit; 3

The State wiii evaiuate whether the provisions to prepare State staff
participating in the Project will enabie the staff to contribute
appropriately.

2.2.2.1. Describe how State staff assigned to the Project Team
will be prepared to contribute.

2.2.2.2. Provide an overview of Project Team interactions and
dependencies between functions.

2.3. D-2.3 Project Execution

2.3.1. Topic 14 - implementation Approach

Response Page Limit: 10

The State will evaiuate the quality of analysis, reasonableness, and
flexibility evident in the proposed implementation approach.

. Provide one or more feasible implementation plans. For each plan
provided:

2.3.1.1. identify timeframes for major milestones, including timing
for discontinuing legacy Systems if applicable;

2.3.1.2. Discuss cost implications of the plan, including
implications on maintenance fees; and

2.3.1.3. Address the level of risk associated with the plan.

2.3.1.4. What are the highlights (key selling points) of your
proposed approach?
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■  2.3.1.5. What makes your proposed implementation approach
unique in consideration of your competitors?

2.3.1.6. To assist the State in evaluation of the Implementation
Plan or plans discussed, identify the implementation
Plan used as a basis for the cost Proposal.

2.3,2. Topic 15-Testing

Response Page Limit; 6 - Appendix Required

The State will evaluate the quality of support the Vendor will supply to
.  . assist State testing staff and the effectiveness of the proposed Defect

tracking and resolution process. The ability of the State Project
leadership to participate in analysis, classification, and establishment of
priorities for suspected Defects will also be evaluated.

State staff will conduct Acceptance Testing, but support from the
Elected Vendor is required; refer to Appendix G-2: Testing. To define
the type of support that will be provided, address the following questions:

2.3.2.1. Describe your testing methodology and include a
proposed test plan.

2.3.2.2. Will configured Software t;>e delivered in functional
components for State Acceptance Testing?

2.3.2.3. How much time should the State allow to complete User
Acceptance Testing of a component?

2.3.2.4. What test management and test driver tools will be
employed in quality assurance testing prior to delivery of
code to the State? V\^II these tools be available to the

State for use in Acceptance Testing?

2.3.2.5. .What support will be. provided to prepare State staff
during Acceptance Testing? How will o"n-sile support for
the State testing team be provided?

2.3.2.6. How will members of the testing team be prepared to
test the configured Software?

2.3.2.7. What Documentation of configured Software will be
available to the testing team?

2.3.2.8. Based on experience in similar Projects, how many and
what types of Defects are likely to be encountered in
Acceptance Testing? (include metrics from other
Projects to support this response.)
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2.3.2.9. How much time is available for comprehensive testing
and correction of Defects prior to Implementation?
Based on metrics from similar Projects, Is it sufficient?
(Provide information from other Projects to support this
response.)

2.3.2.10. If frequency exceeds the, expected level, what corrective
actions will be instituted?

2.3.2.11. How quickly will a suspected Defect be investigated, and
what classifications are planned for suspected Defects?

2.3.2.12. How quickly will Software Defects be corrected?

2.3.2.13. What specific Software tools will be used to isolate
performance problems?

,2.3.2.14. What tools will be used to document and track status of
suspected Defects?

2.3.2.15. Will these tools be available to the State after the Project
is completed?

2.3.2.16. What role will the State play in classification and
prioritization of Defects?

2.3.2.17. Will System performance measured and documented
using the State's infrastructure and Data? If yes, how?

2.3.2.18. Provide a sample User Acceptance Test Plan from a
completed Project as an appendix.

2.3.2.19. Testing Prior to UAT:

2.3.2.19.1. The State has a specific approach it
generally requires for testing. Please read
Appendix G2 (Testing Requirements) for this
approach. Please describe your typical
testing methodology and how challenging
you feel it may be to adopt the State's
standard.

2.3.2.19.2. Utilize the first five pages of this topic to
describe the approach you have proposed to
testing. Be sure to cover as applicable;

2.3.2.19.2.1. Installation and Environment Testing

2.3.2.19.2.2. Unit Testing

2.3.2.19.2.3. System Testing
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2.3.2.19.2.4. Regression Testing

2.3.2.19.2.5. Performance Tuning arid Stress Testing

2.3.2.19.2.6. Data Conversion Testing and Data Validation

2.3.2.19.2.7. Security Review/Testing

2.3.2.19.3. What test management and test driver tools
vrill be employed in quality assurance testing
prior to delivery of code to the State? Will
these tools be available to the State for use

in Acceptance Testing?

2.3.3. Topic 16 - Migration Strategy

Response Page Limit; 3

The State will evaluate the degree to which the Vendor will ensure that Data
conversion is effective and impacts State staff to the minirhum extent possible.

2.3.3.1. .It is our assumption that the Data Conversion/Migration
Plan is a deliverable that will ultimately lay out the plan
required to convert and migrate data from Health and
Human Services systems to the new environment.
Please discuss your high-level approach to carrying out
data conversion/migration activities. Be sure to discuss
software tools and processes used to support this effort.

2.3.3.2. Describe the approach that will be used for assessing
Data quality and conducting Data deansing prior to
conversion. Please be sure to indude whose
responsibility it will t>e and the process you are
proposing to deal with incomplete records in the legacy
system.

2.3.3.3. Discuss the use of automated tools in Data conversion.
When will automated tools be used? When will manual
intervention be required?

2.3.3.3.1. What data do you know will be challenging
to convert/migrate and why? What special
approach will you recommend as part of the
planning document to help reduce the
impact of this challenge on this project?
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2.3.3.3.2. Please discuss your approach to working
with the Agency to document a data
conversion/migration plan and process.
Please also describe how you will determine
how much historical data is available and
what is appropriate to be made available
within the nevi/ system.

2.3.3.3.3. Define expectations for State and Vendor
roles during the development of the data
conversion/migration plan and process.

2.3.3.3.4. What lessons learned can you share with us
from other implementations that are

'  Important to understand as part of
development of the data
conversion/migration plan and process?

2.3.4. Topic 17 - Environment Setup

Response Page Limit; 2

The State will evaluate whether proposed environments are sufficient to satisfy
Project needs, including phased Implementation.

2.3.4.1. Describe the different Software and hardware

environments required for the concurrent development,
testing, and production of the proposed Solution.
Discuss how the proposed environments support the
Implementation of the hosted Solution, Including all
necessary training.

2.3.4.2. The State believes that additional Software License fees
solely related to establishing environments for normal
development llfecycle would be Inappropriate. If the
Proposal differs fronri this standard, descrite and provide
rationale for the difference.

2.3.4.3. Discuss how the proposed environments support the
Implementation of the hosted Solution, including all
necessary training.

2.4. D2.4 Project Management Competence

2.4.1. Topic 18 - System Acceptance Criteria

Response Page Limit: 6
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The State will evaluate whether proposed Acceptar^ce criteria will assure the
State that the new System is functioning effectively before being turned over
for State for User Acceptance Testing.

2.4.1.1. Propose measurable criteria for State final Acceptance
of the System.

2.4.1.2. Discuss how the proposed criteria serve the interest of
the State.

2.4.2: Topic 19 - Status Meetings and Reports

Response Page Limit: 3 - Appendix Required

The State will evaluate the degree to which Project reporting vvill serve the
needs of State Project leaders.

The State believes that effective communication and reporting are essential to
Project success. At a minimum, the State expects the following:

2.4.2.1. Introductory Meeting: Participants will include Vendor
key Project Staff and State Project leaders from both the
Health and Human Sen/ices and the Department of
Information Technology. This meeting will enable
leaders to become acquainted and establish any
preliminary Project procedures.

2.4.2.2. Wckoff Meeting: Participants will include the State and
Vendor Project Teams and major stakeholders. This
meeting is to establish a sound foundation for activities
that will follow.

2.4.2.3. Status Meetings: Participants will include, at a minirnum,
Vendor Project Manager and the State Project Manager.
These meetings, which will be conducted at least
biweekly, will address overall Project status and any
additional topics needed to remain on Schedule and
within budget. A status and error report from the Vendor
will serve as the basis for discussion.

2.4.2.4. The Work Plan: must be Reviewed at each Status

Meeting and updated, at minimum, on a biweekly basis,
in accordance with the Contract.

2.4.2.5. Special Meetings: Need may arise for a special meeting
with State leaders or Project stakeholders to address
specific issues.
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2.4.2.6. Exit Meeting; Participants will include Project leaders
from the Vendor and the State. Discussion will focus on

lessons learned from the Project and on follow up
options that the State may wish to consider.

2.4.2.7. The State expects the Vendor to prepare agendas for
and minutes of meetings. Meeting will include an
updated Work Plan. Drafting of formal presentations,
such as a presentation for the kickoff meeting, will also
be a Vendor responsibility.

2.4.2.8. Vendor shall submit status reports in accordance with
the Schedule and terms of the Contract. All status

reports shall be prepared in forrhats approved by the
State. The Vendor's Project Manager shall assist the
State's Project Manager, or itself produce reports related
to Project Management as reasonably requested by the
State, all at no additional cost to the State. Vendor shall
produce Project status reports, which shall contain, at a
minimum, the following:

2.4.2.8.1. Project Status as it relates to Work Plan

2.4.2.8.2. Deliverable status

2.4.2.8.3. Accomplishments during weeks being
reported

2.4.2.8.4. Planned activities for the upcoming two (2)
week period

2.4.2.8.5. Future activities

2.4.2.8.6. Issues and Concerns requiring resolution

2.4.2.8.7. Report and remedies in case of falling
behind Schedule

2.4.2.9. Be sure to cover the following:

2.4.2.9.1. Timing, duration, recommended participants
and agenda for the kickoff meeting;

2.4.2.9.2. Frequency and standard agenda items for
status meetings;

2.4.2.9.3. Availability for special meetings; and

2.4.2.9.4. Agenda for the exit meeting.
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2.4.2.10. As an appendix, provide an example of status reports
prepared for another Project. Names of the Project and
of any individuals involved may be removed.

2.4.2.11. As reasonably requested by the State, Vendor shall
provide the State, with information or reports regarding
the Project. Vendor, shall prepare special reports and
presentations relating to Project Management, and shall
assist the State in preparing reports and presentations,
as reasonably requested by the State, all at no additional,
cost to the State.

2.4.3. Topic 20 - Risk and Issue Management

Response Page Limit; 3

The State will evaluate the extent to which the proposed approach will
contribute to the timely identification and effective action on issues and risks.
The State will also evaluate whether the approach recognizes and addresses
appropriate State involvement in risk and Issue management.

2.4.3.1. Provide proposed methodologies for risk and issue
management. Discuss State and Vendor
responsibilities. The State seeks a clear means to
compare planned versus actual status, including
percentages, at a sufficiently detailed level to ensure the
State can adequately monitor the progress of the
Project. Be sure to identify any essential time
constraints on State actions. Escalation procedures virill
be defined in a Contract between the State and the

Vendor.

2.4.4. Topic 21 - Scope Control

Response Page Limit: 2

The State will evaluate the degree to which proposed modifications in scope
are scrutinized to ensure that only essential changes are approved. Evaluation
will also address the quality and timeliness of information that vvill be available
about a proposed scope change.

2.4.4.1. Suggest an approach for scope control. Describe how
the approach has been employed effectively on another
Project.

2.4.4.2. Demonstrate your firm's ability to manage scope creep
by discussing tools and methodologies, as well as past
Project experiences.
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2.4.5. Topic 22- Quality Assurance Approach
Response Page Limit; 6
The State will evaluate the degree to which proposed procedures will ensure
that Deliverables require limited modification when submitted for approval.

2.4.5.1. The State has Identified three categories of Deliverables: ■'
2.4.5.1.1. Written Deliverables, such as a training plan;
2.4.5.1.2. Software Deliverables, such a configured

Software module; and
2.4.5.1.3. Non-Software Deliverables, such as conduct

of a training course.
2.4.5.2. Describe the methodology that will be employed to

assure that each type of Deliverable is of high quality
before submission for State consideration. Discussion
should include but not be limited to:

2.4.5.2.1. Provision for State input to the general
content of a Written Deliverable prior, to
production;

2.4.5.2.2. The standard for Vendor internal Review of a
Written Deliverable prior to formal
submission; and

2.4.5.2.3. Testing of Softwirare Deliverables prior to
submission for Acceptance Testing.

2.4.6. Topic 23 - Work Plan
Response Page Limit: None
The State will evaluate whether the Vendor'is preliminary proposed Work Plan
includes a description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and a payment Schedule. The Work Plan shall also
address resource allocations (both State and Vendor team members). This
narrative should reflect current Project Management "best practices' and be
consistent with narratives on other topics. The Software to be used to support
the ongoing management of the Project should also be described in the Work
Plan.
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The State sees a Work Plan as essential to reaching a comprehensive
agreement with a Vendor. Consequently, the State will seek to refine the
proposed Work Plan prior to Contract approval with the selected Vendor and to
incorporate the refined Work Plan by reference into a Contract.

2.4.6.1. Provide a preliminary Work Plan depicting tasks, task
dependencies, Schedule, milestones, Deliverables, and
payment Schedule, include the deliverables outlined in
Appendix C (System Requirements and Deliverables)
and include other deliverables that you, based on past
experience, would recommend be developed on this
project.

2.4.6.2. Define both proposed Written and Software
Deliverables, include sufficient detail that the State will
be able to identify departures from the Plan in sufficient
time to seek corrective action, in particular, provide
information about staffing.

2.4.6.3. Describe aji Deliverables to be produced in the Project.
Ensure that all Deliverables and milestones are identified
in the Work Plan. Identify and discuss the following;

2.4.6.3.1. All assumptions upon which the Work Plan is
based;

2.4.6.3.2. Descriptions of recommended roles by
activity and time required for both State and
Vendor members of the Project Team;

2.4.6.3.3. Assignments of members of the Vendor's
team identified by role to specific tasks; and

2.4.6.3.4. Critical success factors for the Project.

2.4.6.4. Discuss how this Work Plan will be used and State
access to Plan details including resource allocation.

2.4.6.5. Discuss frequency for updating the Plan, at a minimum
weekly and for every status meeting. Explain how the
State will know whether the Project is on Schedule and
within budget.

2.5. D2.5 Ongoing Operations

2.5.1. Topic 24 - Hosted System if Applicable

Response Page limit: 5
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Describe the hosting plan Including hardware and software platforms, software
utilities, telecommunications resources, security measures and business
cbhtlnuity plans. Include a desciiption of servers, computers, sofbware,
programming capability and other equipment and technical resources which
will be used to design, develop, Implement and maintain the application.

2.5.1.1. Provide the type and speed of the connection;

2.5.1.2. Information on redundancy;

2.5.1.3. Disaster recovery;

2.5.1.4. Security;

2.5.1.5. Interim staffing for peak help desk demand periods and
transition to a permanent arrangement;

2.5.1.6. Development of a help desk knowledge base; and

2.5.1 .T. Metrics based on help desk.Inquiries.

2.5.2. Topic 25 - Support and Maintenance If Applicable

Response Page Limit; 2

The State will evaluate whether the Vendor's proposed support and
maintenance plan Includes a description of the types and frequency of support,
detailed maintenance tasks - Including Scheduled maintenance and upgrades,
and any other dependencies for on-going support and maintenance of the
system. This narrative should reflect current "best practices" for these tasks.

2.5.2.1. For how many of your clients do you provide typical
software maintenance and support In operational years
and what percent of your clients does this represent?

2.5.2.2. For how many of your clients do you provide support and
maintenance of the operational environment on behalf of
the State and what percent of your clients does this
represent?

2.5.2.3. What do you find to be the optimal amount of support?

2.5.2.4. Describe how general support and maintenance skills
are transferred to State technical support personnel for
knowledge sharing.

2.5.2.5. Describe how are support and maintenance Issues are
tracked detailing methodology and if any additional
software Is required.

2.5.2.6. Describe process for maintenance of the general
knowledge base.
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2.5.2.7. Describe any particular procedures required to handle
escalation and emergency calls.

2.5.2.8. Detail the plan for preventive maintenance and for
upgrade installations.

2.5.2.9. Detail the types and frequency of support tasks required.

Remainder of this page intentionally left blank
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APPENDIX E; STANDARDS FOR DESCRIBING VENDOR
QUALIFICATIONS

Vendor qualifications are Important factors in selecting <CORbi Software and
accompanying Implementation and follow on support Services. To facilitate evaluation of
Vendor qualifications, the State seeks infomnation about:

•  Corporate qualifications of each Vendor proposed to participate in the Project;

•  Proposed team organization and designation of key staff;

•  Individual qualifications of candidates for the role of Project Manager; and

•  Individual qualifications of candidates for other key staff roles.

This Appendix identifies specific Information that must be submitted.

1. E-1 Required Information on Corporate Qualifications

Information Is required on all Vendors who will participate In
the Project. Vendors submitting a Proposal must Identify any
Subcontractor(s) to be used.

1.1. E-1.1 Vendor and Subcontractors

The Vendor submitting a Proposal to this Project must provide the following
Information:

1.1.1. E-1.1.1 Corporate Overview (2 page limit)

Identify the proposed role of the firm on the Project. Describe the major
business areas of the firm. Provide a high-level description of the firm's
organization and staff size. Discuss the firm's commitment to the public sector,
experience with this type of Project Implementation and experience in New
Hampshire.

1.1.2. E-1.1.2 Financial Strength

1.1.2.1. Provide at least one of the follovving:

1.1.2.1.1. The current Dunn & Bradstreet report on the
firm; or

1.1.2.1.2. The firm's two most recent audited financial
statements; and the firm's most recent un
audited, quarterly financial statement; or
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1.1.2.1.3. The firm's most recent income tax retum.

For example, either a copy of the IRS Form
1065, U.S. Retum of Partnership Income or
Schedule E (IRS Form 1040) Supplemental
Income and Loss (for partnerships and S
corporations) OR IRS Form 1120, U.S.
Corporation Income Return. These forms
are typically submitted when a Vendor does
not have audited financial statements.

1.1.3. E-1.1.3 Litigation

Identify and descnbe any claims made by clients during the last ten (10) years.
Discuss merits, current status and, if available, outcome of each matter.

i .1.4. E-1.1.4 Prior Project Descriptions (3 limited to 3 pages each)
Provide descriptions of no more than three (3) similar projects completed in the
last < four (4) years. Each Project description should Include:

1.1.4.1. An overview of the project covering type of client,
objective, project scope, role of the firm and outcome;

1.1.4.2. Project measures Including proposed cost, actual project
cost, proposed project schedule and actual project
schedule;

1.1.4.3.

1.1.4.4.

1.1.5. E-1.1.5

Names and contact information (name, title, address and
current telephone numl^er) for one or two references
from the client; and

Names and project roles of individuals on the proposed
team for the New Hampshire Project that participated in
the project described.

Subcontractor Information

Vendors must provide information on any Subcontractors proposed to work on
this Project. Required Information shall Include but not be limited to:'

1.1.5.1. Identification of the proposed Subcontractor and a
description of the major business areas of the finn and
their proposed role on the Project;

1.1.5.2. A high-level description of the Subcontractor's
. organization and staff size;

1.1.5.3. Discussion of the Subcontractor's experience with this
type of Project;
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1.1.5.4. Resumes of key personnel proposed to work on the
Project; and

1.1.5.5. Two references from companies of organizations where
they performed similar services (if requested by the
State).

2. E-2 Team Organization and Designation of key Vendor
staff

Provide resumes of key personnel proposed to work on the Project and an
organizational chart depicting the Vendor Project Team. This chart should identify key
staff required from the Vendor, any Subcontractors, and the State.

Define the responsibilities and length of assignment for each of the roles depicted in
the organizational chart. Identify the positions that should be designated key staff.
Ensure that designation of key Vendor staff Includes subject matter experts in the
following areas:

•  Data Analysis

•  Data Analytics

•  Data Quality

•  Statistics

•  Data Governance

•  User Experience (UX) and User Interface (Ul)

•  Data Modeling

•  Data Visualizations

•  Project Management

•  Training

•  Data Migration

A single team member may be identified to fulfill the experience requirement in multiple
areas.

2.1. E-2.1 State Staff Resource Worksheet

Append a completed State Staff Resource Worksheet to indicate resources
expected of organization. Expected resources must not exceed those outlined in
Appendix A: Background Information - Section A-4: State Project Team. The
required format follows.
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Table E-2: Proposed State Staff Resource Hours Worksheet

state Role Irntiation Configuration Implementation Close Out Total

Project Manager

Position 1

Position 2

Positions

Position 4

Position 5

State Total

3. E-3 Candidates for Project Manager

Although the State recognizes that staff availability is somesvhat uncertain,
qualifications of the Project Manager are particularly critical. Therefore, the State
requires that the Project I^Aanager be identified with some degree of certainty.
For the Project Manager candidate, provide a resume not to exceed five (5) pages in
length addressing the following:

3.1. The candidate's educational background;

3.2. An overviewofthe candidate's work history;

3.3. The candidate's project experience, including project type, project role and
duration of the assignment;

3.4. Any significant certifications held by or honors awarded to the candidate; and

3.5. At least three (3) references, with contact information, that can address the
candidate's peiformance on past projects.

4. E-4 Candidates for key Vendor staff Roles

Provide a resume not to exceed ten (10) pages for each key Vendor staff position on
the Project Team. Each resume should address the'following:

4.1. The individual's educational background;

4.2. An overview of the individual's work history;
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4.3. The individuars project experience, including project type, project role and
duration of the assignment;

4.4. Any significant certifications held by or honors awarded to the candidate; and

4.5. At least three (3) references, with contact information, that can address the
Individual's performance on past projects.

Remainder of this page Intentionally left blank
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APPENDIX F: PRICING WORKSHEETS

A Vendor's Cost Proposal must be based on the v^orKsheets formatted as described in
this Appendix.

The Vendor must assume all reasonable travel and related expenses. All labor rates
wli) be 'Fully l.oaded', Including, but not limited to: meals, hotel/housing, airfare, car
rentals, car mileage, and out of pocket expenses.

1. F.1 Activities/Deliverables/Milestones Pricing Worksheet

The Vendor must include, within the Not-to-Exceed for IT service activities, tasks and
preparation of required Deliverables, pricing for the Deliverables required based on the
proposed approach, and methodology and tools. The following format must be used to
provide this Information.

Table F-1: ActivitiGS/Deliverables/Milestones Pricing Worksheet <SAMPLE TABLE>)

Activity, Deliverable, or Milestone Deliverable Type
Projected Delivery
Date

^rice

PLANNING AND PROJECT MANAGEMENT'

1 Conduct Project Kickoff Meeting Non-Software

2 'roject Status Reports Written

3 Work Plan Written

4

Infrastructure Plan, including Desktop
snd Network Configuration
Requirements ,

Written

5 Security Plan Written

5

Communications and Change

Management Plan
Written

7 Requirements Trace ability Matrix Written

S Software ConTiguralion Plan Written

9

Systems Interface Plan

3nd DesigrVCapability
Written
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10 Testing Plan Written

11 Data Conversion Plan and Design Written

12 Deployment Ran Written

13

Domprehensive Training Ran

and Cirriculum
Written

14 End User Support Plan Written

15 Business Continuity Plan Written

16

Documentation of

C^rational Procedures
Written

INSTALLATION

17 Rovide Software Licenses if needed Written

18

Rovide Fulfy Tested Data Conversion
Software

Software

19

Rovide Software Installed, Configured,
and Operational to Satisfy State
Requirements

Software

TESTING

20 Donduct Integration Testing Non-Software

21 Conduct User Acceptance Testing Non-Software

22 Perform Production Tests Non-Software

23

Test In-Bound and

Out-Bound Interfaces
Software

24

Conduct System Performance
Load/Stress) Testing

•^orvSoftware

25

Certirrcation of 3'® Party Pen Testing
and Application Vulnerability Scanning

NorvSoflware

SYSTEM DEPLOYMENT
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26

OonyerteO Data Loaded into
=^oduction Environment Software

27
^Vovide Tods for Backup and
Recovery of all Applications and Data Software

28 Conduct Trdning Non-Software
1

29 Cutover to New Software Non-Software

30 ^ovide Documentation Written

31 Execute Security Plan Non-Software

OPERATIONS

32 Ongoing Hosting Support Non-Software

33 Ongoing Support & Maintenance Software

34 Conduct Project Exit Meeting NorvSoftware >

2. F-2 Proposed Vendor Staff, Resource Hours and Rates
Worksheet

Use the Proposed Vendor Staff Position, Resource Hours and Rates Worksheet to
indicate the Individuals that will be assigned to the Project, hours and applicable rates.
Names'must be provided for individuals designated for key roles, but titles are sufficient
for others. Infonnatlon is required by phase.

Table F-2: Proposed Vendor Staff, Resource Hours and Rates Worksheet

Title - ' Name,!" ■

f

Initiation . Iriplemehtation

. V'' ■ "

Project ,'
.Close, out;

.1/1'

Hourly'
Rate'"-

Hours , X
Ra'te '

Project
Manager

Data Analyst

Database

Specialist

Scrum Master
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Data Scientist

Positiori #1

Position tt2

Position »3

TOTALS!' T  '
u :,f ■ - • V

3. F-3 Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates
In the event that additional Service is required. The following format must be used to
provide this information. "SPY" refers to State Fiscal Year. The New Hampshire State
Fiscal Year runs from July 1 through June 30 of the following calendar year. Positions
not identified In the Proposed Position Worksheet may be included in the Future
Vendor Rates Worksheet.

Table F-3: Future Vendor Rates Worksheet

l^sition'Title, SPY 201X SFY 20;ix;

Project Manager

Position Ui

Position #2 -

Position iiZ
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4. F-4 HARDWARE COST worksheet
Table F-4: Hardware

•Hardware Name!: •
k  i'' I' .

fhitlaipost' MalrUerance Suppo'rt'and U^rades

y- ' • -y ■ Yearl • vy' Vear'i"' ' I'Year'af •,Year4 lYearlS;- '

5. F-5 Software Licensing, Maintenance, and Support
Pricing Worksheet

Table F-5; Software Licensing, Maintenance, and Support Pricing Worksheet

^^fNvare'Name Initial Cost^
,  . . . • • 1 . \

iMaintehance'Support'and Upgrades

1
Yearl Year 2

■■V
Y^r 3 Year 4 Years

-
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6. F-6 Web Site Hosting, Maintenance, and Support Pricing
Worksheet

Table'F-6: Web Site Hosting, Maintenance, and Support Pricing Worksheet

HOSTED SERVICES Year 1 Year 2: Year'3, Year 4 Years TOTAL

Web Site Hosting Fee

Technical Support and
updates

Maintenance and

Updates

GRAND TOTAL 9
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1. APPENDIX G-1 SECURITY

1.1. G-1.1 Application Security

IT Security involves all functions pertaining to the securing of State Data and systems
through the creation and definition of security policies, procedures and controls
covering such areas as Identification, Authentication and non-repudiation. This shall
include but is not limited to:

1.1.1.. Develop Software applications based on industry best practices and
incorporating Information security throughout the Software
development life cycle;

1.1.2. Perform a Code Review prior to release of the application to the
State to move it into production. The code Review may b^e done in a
manner mutually agreeable to the selected VENDOR and the State.
Copies of the final, remediated results shall be provided to the State
for Review and audit purposes;

1.1.3. Follovv Change Control Procedures (CCP) relative to release of
code;

1.1.4. Develop applications following security-coding guidelines as set forth
by organizations such as, but not limited to Open Web Application
Security Project (OWASP) Top 10, SANS Common Weakness
Enumeration (CWE) Top 25 or CERT Secure Coding; and

1.1.5. Make available to the for review and audit purposes all Software
development processes and require training for application
developers on secure coding techniques.

i .2. G-1.2 PCI DSS Payment Application Data Security Standard (PA DSS)
Whereas the Vendor provides a Commercial Off the Shelf (COTS) product used by the
Health and Human Services, which transmits, proces^s or stores cardholder Data and
therefore must meet PA-DSS validation requirements

Whereas the Vendor access to the production environment which transmits, processes
or stores cardholder data and therefore is considered a "service provider".under
Requirernent 12.8 of the PCI DSS Cornpliance.

The Vendor agrees to the following provisions:

1.2.1. PCI DSS Payment Application Data Security Standard (PA DSS) -
As the Vendor's product is part of the processing, transmission,

. and/or storage of cardholder Data it Is hereby agreed that:

1.2.1.1. Vendor agrees to participate in the Payment Card
Security Standards Council (PCI) Payment Application
Data Security Standards program (PA DSS);
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1.2.1.2. Vendor agrees to provide evidence of compliance with
PA DSS prior to Contract approval; and

1.2.1.3. Vendor will immediately notify the NH .DolT Chief
Information Security Officer if it leams its application is
no longer PA OSS compliant and will immediately
provide the DOIT of the steps being taken to remediate
the non-compliance status. In no event should Vendor's
notification to the OolT be later than seven (7) calendar
days after Vendor learns it is no longer PA DSS
complaint.

1.2.2. PCI DSS Requirement 12.8, Service Provider - If the Vendor
provides Services on the production environment used in the
processing, transmission and/or storage of cardholder Data, it is
hereby agreed that;

1.2.2.1. Vendor agrees that it is responsible for the security of all
cardholder Data that it obtains or possesses, including
but not limited to the functions relating to storing,
processing, and transmitting the cardholder Data;

1.2.2.2. Vendor attests that, as of the Effective Date of this
• Amendment, it has complied with all applicable
requirements to be considered PCI DSS compliant, and
has performed the necessary steps to validate its
compliance with the PCI DSS; and

1.2.2.3. Vendor agrees to supply the current status of Vendor's
PCI DSS compliance, and evidence of its rpost recent
validation of compliance upon execution of this
addendum to Agency. Vendor must supply to Agency
an attestation of compliance at least annually.

1.2.2.4. Vendor will immediately notify Agency if it learns that it is
no longer PCI DSS compliant and will immediately
provide'Agency the steps being taken to remediate the

,  non-compliance status. In no event shall Vendor's
notification to Agency be later than seven (7) calendar
days after Vendor learns it is no longer PCI DSS
compliant.

1.2.2.5. Vendor acknowledges that any indemnification provided
for under the Contract referenced above applies to the
failure of the Vendor to be and to remain PCI DSS

compliant.
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2. APPENDIX G-2 TESTING REQUIREMENTS
All testing and AccefXance'addressed herein shall apply to testing the System, This shall include planning,
test scenario development, Data and System preparation for testing, and execution of Unit Twtir^, ̂ tem
integratioh testing, conversion/migration testing, installation testing, performance, and stress testing. Security
Review and testing, and support of the State during User Acceptance Testing (UAT).

2.1. G-2.1 Test Planning and Preparation

2.1.1. The overall Test Plan will guide all testing. The Vendor provided.
State approved. Test Plan will Include, at a minimum, Identification,
preparation, and Documentation of planned testing, a requirements
traceablllty matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, unit tests, expected results, and a
tracking method for reporting actual versus expected results as well
as all errors and problems Identified during test execution.

2.1.2. It Is crucial that client training and testing activities not be
abbreviated in order to meet Project Implementation Schedules.
Therefore, the State requires that the testing activities be
represented both In terms of effort and duration.

2.1.3. Vendors must disclose In their Proposals the scheduling
assuniptiohs used In regard to the Client resource efforts during
testing.

2.1.4. State testing will commence upon the Vendor Project Manager's
Certification, In writing, .that the Vendor's own staff has successfully
executed all prerequisite Vendor testing, along with reporting the
actual testing results, prior to the start of any testing executed by
State staff.

2.1.5. The State will commence its testing within five (5) business days of
receiving Certification from the Vendor that the State's personnel
have been trained and the System Is Installed, configured, complete,
and ready for State testing. The testing will be conducted by the
State In an environment Independent from the Vendor's
development environment. The Vendor must assist the State with
testing In accordance with the Test Plan and the Work Plan, utilizing
test and live Data tp validate reports, and conduct stress and
performance testing, at no additional cost.

2.2. G-2.2 Testing

2.2.1. Testing begins upon completion of the Software configuratipn as
required and user training according to the Work Plan. Testing ends
upon Issuance of a letter of UAT Acceptance by the State.

2019^3/RFP-2019-DPHS-19-DATAA • Appendices
Page 57 of 112

Deloitte 2018 . . ^ Page Vm-404 of 662



AttachmS3WrC^0tib^'9&Vf^(H^MPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department .of Health and Human "Services
Data Analytidi Platform for Opiold Crisis'

DHHS • RFP 2019-043/RFP-2019-DPHS-1d-DATAA
APPENDIX G.2; TESTING REQUIREMENTS

2.2.2. Vendor must demonstrate that their testing methodology can be
Integrated with the State standard methodology described in Table
G-2.2 State Recorhmended Testing Methodology.

2.3. Table G-2.2 State Recommended Testing Methodology, please propose your
methodology and use the following as a guideline.

.Reference Topic Guideline

1 Unil Testing Application components are tested on an individual t^sis to verify that the inputs,
outputs, and processing logic of each application component functions without
errors. Unit Testing is performed in either the development environment or a
testing environment.

The goal is to Tind errors in the smallest unit of Software. If successful,
subsequent integration testing should only reveal errors related to the integration
t>etween application components.

2 System
Integration
Testing

a. Validates the integration txtween the individual unit application
components and verifies that the new System meets defined
requirements and supports execution of interfaces and business
processes- The Systems integration Test is performed in a test
environment,

b. Emphasizes end-to-end business processes and the flow of information
across applications, it includes all key t>usiness processes and
interfaces t>eing implemented, confirms Data transfers with external
parties, and includes the transmission or printing of all electronic and
paper documents.

c. The State will conduct System Integration Testing, utilizing scripts
developed, as identified in the Test Plan, to validate the functionality.of
the System and its interfaces. The State will also use System
Integration Testing to validate modifications, fixes and other System
interactions with the Vendor supplied Software Solution.

3 Conversion

/Migration
Validation

Testing

The Conversion/Migration Validation Testing should replicate the er<ire flow of
the converted Data through the Software Solution. As the Software Solution is
interfaced to legacy or third-party applications, the testing verifies that the
resulting converted legacy Data performs correctly.

4 Installation

Testing
Application components are installed in the System test environment to test the
installation routirfes and are refined for the eventual production environment.
This activity serves as a dry njn of the installation steps in preparation for
configuring the production System,

5 User

Acceotance

The User Acceptance Test (UAT) is a Verification process performed in a copy
of the oroduction environment. The User Accertance Test verifies System
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Testing
(UAT)

functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

a. The Vendor's Project Manager must certify in writing, that the
Vendor's own staff has successfully executed all prerequsite
Vendor testing, along with reporting the actual testing results prior
to the start of any testing executed by State staff.

b. The State will be presented with a State approved Test Plan, test
scenarios, test cases, test scripts, tesi Data, and expected results,
as well as written Certification of the Vendor's having completed the
prer^uisite tests, prior to the State staff involvement in any testing
activities.

c. UAT will also serve as a performance and stress test of the System.
It may cover any aspect of the new System, including administrative
procedures such as tackup and recovery. The results of the UAT
provide evidence that the new System meets the User Acceptance
criteria as defined in the Work Plan

Upon successful conclusion of UAT and successful System deployment, the
State will issue a letter of UAT Acceptance and the respective Warranty Period
shall commence as described In Appendix H; State of New Hampshire Terms
and Conditions • SecUoh H-25,10.l: Warrartty Period.

Performanc

e  Tuning
and Stress

Testing

Vendor shall develop and document hardware and Software configuration and
tuning of System infrastructure as well as assist and direct the State's System
Adrriinistrators arxJ Database Administrators in configuring and tuning the
infrastructure to support the Software throughout the Project

Performance Tuning and StressTesting

Scope

The scope of performance testing shall measure the system level metrics critical
for the development of the applications infrastructure and operation of the
applicatioris in the production environment. It will Include the measurement of
response rates of the application lor end-user transactions and resource
utilization (of various servers and network) under various load conditions. These
response rates shall tiecome the basis for changes and retesting until optimum
system perforrrwrxje is achieved.

The application transactions shall be Identified with specific roles and selected
transactions shall be recorded for the performance measurements. These will
be compared to baselines to determine If object and/or system performance
increases as changes are made.

Performance testing shall conslder the full scope of the application infrastructure
with emphasis on the most heavily used or shared transactions. Performarwe
testing of the application will profile the Identified user transactions and assist in
the identifying performance gaps to Improve the most aitical parts of the
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applications.

Performance tesUng and tuning shaii occur in the final production environment
and shall use a copy of the final production database to provide the best results.

Vendor must lead this effort. Responsibilities include identifying appropriate
tunable parameters and their default and rea)mmended settings, develdpirig
scripts, wivch accurately reflect business load and coordinating reporting of
results.

Test types

Performance testing shall use two different ty'^s of twts to, determine the
stability of the application. They are tiiaseline tests and load tests

i: Baseline tests shall collect performance Data and load analysis
by running scripts vmere the output is broken down into business transactions or
functions. The test is like a single user executing a defined business transaction.
During baseline testing, each individual script is run to establish a baseline for
transaction response time, throughput and other user-based metrics. Usually
each business transaction is executed multiple times during a single test run to
obtain an average for the user-based metrics required for the performance
testing evaluations. It rrujst be noted that changes made to ttie code after
baseline testing is conpleted will skew the results collected to date. All effort v^ll
be made to provide a code test base that is tested in the environment for
problems prior to the establishment of the traseiine, which are used in future
testing and tuning efforts. Any changes introduced into the environment after
performance testing has started can compromise the accuracy of the results and
will force a decision to be made whether baseline results need to t:>e recreated. '■

Load Tests: Load testing will determine if the behavior of a system can be
sustained over a long period of lime while running under expected conditions.
Load tests helps to verify the ability of the application environment under
different load conditions tjased on workload distribution. System response time
and utilization Is measured and recorded.

Tuning

Tuning will occur during both the development of the application and load
testing. Tuning Js the process whereby the application performance is
maximized. This can be the result of making code more efficient during
development as well as making tuning parameter changes to the environment.

For infrastructure tuning, parameters will be identified for all components prior to
undertaking the load testing efforts. This should include a list of the variables.
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their definitions, the default settings, range of acceptatjie settings and the
settings as testing t^egins. This will permit the team to identify the^areas of most
potential gain and a starting point. Tuning is a process which'is repeated until
the team feels that the systems are running at or near optimum performance.

Imotementina Performance and Stress Test

Perforrnaixe and Stress test Tools must be px'ovided by the Vendor for this
effort. Consideration must be given to licensing with respect to continued use for
Regression Testing, If the Vendor is familiar with open source low/rx) cost tools
for this purpose those tools should be identified in your response.

Scheduling Performance and Str^ Testing

Vendor shall perforrh test planning, Ttx steps for planning include identification
of application functionality as well as what percentage of normal daily use is
represented by each function. This information will become the foundation for
saipting so that tests closely represent what loads in production will look like.

Vendor shall provide definition and expectations from testing. This definition
should include who is in charge of testing and coordinating results, anticipated
run times, logs required for tracking, their locations and which technician is
responsible to track and provide them following each test to the team.

Initial test runs shall be completed to establish that the tests and Data sets can
be njn to completion without errors. The ratio of types of transactions which
makeup the test shall te Reviewed prior to the tpeginning of testing and then
again once testing has begun to make sure that testing accurately reflects the
systerh performing in production.

Initial tests shall t:ie used to establish a baseline from wfiich a|l subsequent tests
will be compared. Tests will be considered for baseline status once two of them
have been njn within 2% of each other in key and overall perfomnarce areas,.
No Changes to the test scripts or Data sets (with the ̂ ception of restores after
each test) can be done to the test environment once tuning has begun so as to
not damage the comparison to baseline results. The systemsmust be re^arted
prior to each test run to assure all cache is cleaned out. All effort will t:e miade to
run these tests at a time when system and network infrastructure utilization
doesnl impact the results. Tests will be run in close proximity to our
infrastructure to eliminate the public network from our errvironment.

Post test reporting and result assessment will tx Scheduled following each test.
The team will compere these results to the baseline and a determination must te
made to make additional changes to the parameter being tuned or return to the
prior conTiguration and select another parameter to tune while keeping in mind
that significant changes to any one parameter may require the retesting of some
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Regression
Testing

others. Careful work on idertifying dependencies up front should minimize this
impacL

If Defects are identified in the application during testing, they will be recorded;
however, changes to the'application code should be avoided If possible so as
not to affect baseline comparisons. If a change to the application is required
new bas^ines will be established (and possibly the execution of piior tests to
validate changes with the new application) before testing can continue.

When performing capacity testing against a GUI the focus will be on the ability of
the interface to respond to user input

During stress/load testing the tester will attempt to stress or load an aspect of the
system to the point of failure. The goal being lo determine weak points in the
system architecture. The tester will Identify peak load conditions at which the
program will fail to handle required processing loads within required time spans.'

During. Performance testing the tester will design test case scenarios to
determine if the system meets the stated performance criteria (i.e. A Login
request shall be responded to in 1 second or less under a typicat daily load of
1000 requests per minute.). In both cases, the tester will determine the capacity
of the system under a known set of conditions.

As a result, of the user testing activities, problems will be IdentiTied that require
correction, The State will notify the Vendor of the nature of the testing failures in
writing. The Vendor will be required lo perform additional testing activities in
response to State and/or user problems identified from the testing results.

Regression Testing means selective re-testing to detect faults introduced durirg
the modification effort, both to verify that the modificattons have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

a. For each minor failure of an Acceptance Test, the Acceptance
Period shall be extended by corresponding time defined in the
Test Plan,

b. The Vendor shall notify the State no later than five (5) business
days from the Vendor's receipt of written notice of the test failure
when the Vendor expects the corrections to be completed and
ready for retesting by the State. The Vendor will have up to five
(5) business days to make corrections to the problem unless
specifically exterxled in writing by the State.

c. When a programming change is made in response to a problem
identified during user testing, a Regression Test Plan should be
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developed by Ihe Vendor based on the understanding of the
program and the change being made to the program. The Test
Plan has two objectives:

1. Validate that the change/update has been properly incorporated
into the program; and

2. Validate that there has tjeen no unintended change to the other
portions of the program.

d. The Vendor will tje expected to:

1. Create a set of test conditions, test cases, and test data that will validate that
the change has t«eh incorporated correctly;

2. Create a set of test conditions, test cases, and test data that vrlll validate that
the unchanged portions of the program still operate correctly; and

3. Manage the entire cyclic process.

e. The Vendor will be expected to execute the Regression Test,
provide actual testing results, and certify its completion in writing
to the State prior to passing the modified Software application to
the users for retesting.

In designing and conducting such Regression Testing, the Vendor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
Regression Tests. In other words, the Vendor will be expected to design and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

In.their Proposals Vendors must acknowledge their responsibilities for regression
testing as described in this section.

Security
Review and

Testing

IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as Identification, Authentication and non-
repudiation.

Ail components of the Software shall be Reviewed and tested to ensure they
protect the State's hardware and Software and its related Data assets.

Service Component Defines the set of capabilities that;

Identification and

Authenticatbn

Supports obtaining information about those
parties atterhpting to log onto a system or
application for security purposes and the
validation of users.
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Access Control Supports the management of permissions for
logging onto a computer or rietvrork.

Encryption Supports the encoding of (Data for security
purposes

Intrusion (Detection Supports the detection of illegal entrance irito a
computer system.

Verification Supports the confirmation of authority to enter a
computer system, application or network.

Digital Signature Guarantees the ureltered state of a file.

User Management Supports the administration . of computer,
applicatior) and network accounts wthin an
organization,

Role/Priviiege
Management

Supports the granting of abilities to users or
groups of users of a computer, application or
network.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of
activities within an application or system.

Input Validation Ensures the application is protected from buffer
overflow, cross-site scripting, SQL ir^ection, and
unauthorized access of files and/or directories

on the server.

In their Proposal, the Vendors must acknovi^edge their responsibilities for
security testing, Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order
to provide the necessary conHdentiaiity, integrity and availatrility. Tests shall, at a
minimum, cover each of tfTe service components. Test procedures shall include
3'^ party Penetration Tests (pen test) or code analysis and review.

Prior to the System being moved into production, the Vendor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance, Ail Software and hardware shall be free of malicious
code (maNvare).

9 Penetration .

Testing
1. implement a methodology for penetration testing that inc.ludes the

following:
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a. Is based on industry-accepted penetration testing approaches (for
example, NIST SP800-115);

b. includes coverage for the entire' CDE perimeter and critical
systems;

c. Includes testing from both inside and outside the network;

d. Includes testing to validate any segmentation and scope-
reduction controls;

e. Defines application-layer penetration tests to include, at a
minimum, the vulnerabilities itsted in PCI DSS Comolianee
Requirement 6.5:

t. Defines network-iayer penetration tests to include components
that support network functions as well as Operating Systems;

g. Includes Review and consideration of threats and vulnerabilities
experienced in the last 12 months; and

h. Specifies retention of penetration testing results and remediation
activities results.

2. Perform external penetration testing at ieast annually and after any
signincant irfrastructure or application upgrade or modification (such as
an operating system upgrade, a 6ut>-network added to the environmerX.
or a web server added to the environment).

3. Perform inlernai penetration testing at ieast annually and after any
significant infrastructure or application upgrade or modification (such as
an operating system upgrade a 8ul>-network added to the environment,
or a web server added to the environment).

4. Expioitatjle vulnerabilities fourxl during penetraUon testing are corrected
and testing is repeated to verify the corrections

6. If segmentation is used to isolate the CDE from other networks, perform
penetration tests at least annually and after any ctranges to
segmentation controls/methods to verify that the segmentation methods
are Operational and effective, and isolate all out-of-scope systems from
in-scope systems.

Remainder of this page Intentionally left blank
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3. APPENDIX G-3: CERTIFICATES

3.1. A. Certificate of Good Standing

As a condition of Contract award, the Vendor, if required by law, must furnish a
Certificate of Authority/Good Standing dated after April 1, 2018, from the Office of the
Secretary of State of New Hampshire. If your company is not registered, an application
form may be obtained from:

Secretary of State

State House Annex

25 Capitol Street

Concord, Nevy Hampshire 03301

603-271-3244

If your company is registered, a Certification thereof may be obtained from the
Secretary of State.

<A/ofs; Sovereign states or their agencies may be required to submit suitable substitute
Documentation concerning their existence and authority to enter into a Contract>

3.2. B. Certificate of AuthorityA/ote

The Certificate of AuthorityA/ote authorizes, by position, a representative(s) of your
corporation to enter into an Agreement or amendment with the State of New
Hampshire. This ensures that the person signing the Agreement is authorized as of the
date he or she is sighing it to enter into Agreements for that organization with the State
of New Hampshire

The officer's signature must be either notarized or include a corporate seal that
confirms the title of the person authorized to sign the Agreement. The date the Board
officer signs must be on or after the date the amendment is signed. The date the notary
signs must match the date the Board officer signs.

You may use your own format for the Certificate of Authority/Vote as long as it contains
the necessary language to authorize the Agreement signatory to enter into Agreements
and amendments with the State of New Hampshire as of the date they sign.

3.2.1, B.I CERTIFICATE OF AUTHORITYA/OTE CHECKLIST

3.2.1.1. B.1.1 SOURCE OF AUTHORITY

Authority must come from the governing body, either:

3.2.1.1.1. A majority voted at a meeting; or
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3.2.1.1.2. The body provided unanimous consent In
writing: or

3.2.1.1.3. The organization's policy or governing
document.

3.2.2. B.1.2 SOURCE OF AUTHORITY WAS IN EFFECT ON DAY

AGREEMENT OR AMENDMENT WAS SIGNED

Certificate must show that the person signing the Contract had authority when they
signed the Agreement or Amendment, either:

3.2.2.1. Authority was granted the ^me day as the day the
Agreement or Amendment was signed; or

3.2.2.2. Authority was granted after the day the Agreement or
amendment was signed and the governing body ratifies
and accepts the earlier execution; or

3.2.2.3. Authority was granted prior to the day the Agreement or
amendment vvas signed and it has not been amended or
repealed as of the day the Contract was signed.

3.2.3. B.I .3 APPROPRIATE PERSON SIGNED THE CERTIFICATE

The person signing the certificate may be the same person signing the Agreement or
Amendment only if the certificate states that the person is the sole director (for corps)
or sole member (for LLCs).

3.3. C. Certificate of Insurance

3.3.1. C.I Comprehensive general liability insurance against all claims of
bodily injury, death or property damage ($1,000,000 per occurrence
and $2,000,000 aggregate)

3.3.2. X.I .2 Certificate Holder- rnust be:- State ,of NH, <AGENCYj
NAME?'.'~Xommissibner." <AGENCY ADDRESS:*. Concord. NH.'

3.4. Workers Compensation

3.4.1. D.I Workers Compensation coverage may be indicated on the
insurance form described above.

3.4.1,1. D.1.2 Workers Compensation coverage must comply
with State of NH RSA 281-A

Remainder of this page Intentionally left blank
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APPENDIX H - STATE OF NEW HAMPSHIRE TERMS AND
CONDITIONS

FQRM NUMBER P-37 (version 5/8/15)

AGREEMENT

The State of New Hampshire and the Vendor hereby mutually agree as follows:

GENERAL PROVISIONS

1.1 State Agency Name 1.2 State Agency Address

1.3 Contractor i^me 1.4 Contractor Address

1.5 Contractor Phone
Number

1.6 Account Number 1.7 Completion Date 1.8 Price Umilation

1.9 Contracting Officer for State Agency I.IOState Agency Telephone Numl)er

1.11 Contractor Signature 1.12 Name arxl Title of Contractor Signatory

1.13 Acknowledgement: State of .County of

On , before the undersigned officer, personally appeared the person identified in block
1.12, or satisfactorily proven to be the person whose name Is signed in block 1.11, and acknowledged that
s/he executed this document in the capacity indicated in block 1.12.

1.13.1 Signature of Notary Public or Justice of the Peace

[Seal]

1.13.2 Name and Title of Notary or Justice of the Peace
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1.14 State Agency Signature

Date:

1,15 NameandTitleof State Agency

1.16 Approval by the N.R Departmert of Administration, Division of Personnel (if applicable)

Byi Director, On;

1.17 Ap^oval by the Attorriey General (Form, Substance and Execution) (if applicabte)

By; On:

1.18 Approval by the Governor and Executive Courcil (if applicable)

By: On;
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2. EMPLOYMENT OCONTRACTGR/SERVICES
TO BE PERFORMED, The State of New

Hampshire, acting through the agency identified in
block 1,1 (■Slate*), engages contractor identified in
block 1,3 ("Contractor*) to perform, and the
Contractor st^ll perform, the wor1< or sale of goods,
or both, Identified and more paiticularly described in
the iattached EXHIBIT A which is incorporated
herein by reference ("Services').

3, EFFECTIVE DATE/COMPLETION OF
SERVICES,

3.1 Notwithstanding any provision of this
Agreement to the contrary, and subject to the
approval of the Goverror and Executive Council of
ttie State of New Hampshire, if ap|^icst)le, this
Agreement, and all obligations of the parties
hereunder, shall become effective on the date the
Governor and Executive Council approve this
Agreement as indicated in block 1,13, unless no
such approval is required, in which case the
Agreement shall t^ecome effective on the date the
Agreement is signed by the Stale Agency as shown
in block 1,14 ('Effective Date*).
3.2 If the Contractor commences the Services prior
to the Effective Date, all Services performed by the
Contractor prior to the Effective Date shall be
performed at the sole risk of the Contractor, artd in
the event that this ^reement does not tjecome
effective, the State shall have no liability to the
Contractor, inclucfing without limitation, any
obligation to pay the Contractor for any prices
incurred or Services performed. Contractor must
complete ail Services by the Completion Date
specified in block 1,7.

4, CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to
the

contrary, all oWigations of the State, hereunder.
including, without limitation, the continuance of
payments hereunder, are contingent upon the
availability and continued appropriation of funds,
and in no event shall the ^ate be liafc>le for any
payments hereurider in excess of such available
appropriated funds. In the event of a reduction or
termination of appropriated funds, the- State shall
have the right to withhold payment until such funds
become available, if ever, and shall have the right
to teiminate this .Agreement Immediately upon
giving the. Contractor notice of such termination.
The State shall not Ee required to transfer funds
from any other account to the Account idenlifiisd in
block 1.6 in the event furxls in that Account are
reduced or unavailable.

5, CONTRACT PRICE/FRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of paymenL and
terms of payment are identified and more
particularly described in EXHIBIT B which is
incorporated herein by reference.

5.2 The payment by the State of the contract price
shall be the only and the complete reimbursement
to the Contractor for all expenses, of whatever
nature incurred ty the Contractor in the
performance hereof, and shall be the only, and the
complete compensation to the Contractor for the
Services, The State shall have no liability to the
Contractor other than the contract price.

5.3 The State reserves the right to offset from any
amounts otherwise payable to the Contractor under
this Agreement those liquidated amounts required
or permitted t>y N.H, RSA 80:7 through RSA 80:7-c
or any other provision of law.

5.4 Notwithstanding any provision in this Agreement
to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all
payments authorized, or actually made hereunder,
exceed the Price Limitation set forth in block 1,8,
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6.1 In connection with the performance of the
Services, the Contractor shall comply with all
statutes, laws, regulations, and orders of federal,
state, county or municipel authorities which impose
any' obligation or duty upon the Contractor,
itxfuding, but not limited to. civil rights and equal
opportunity laws. This may include the requirement
to utilize auxiliary aids and service to ensure that
persons with communication disabilities, including
vision, hearing and speech, can corrvnunicate with,
rece'tve information from, and convey information to
the Contractor. In addition, the Contractor shall
comply with all appiicabie copyr^lght laws.

6.2 Dunng the term of "this Agreement, the
Contractor shall not discriminate against employees
or applicants for employment because of race,
color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take
afTrmative action to prevent sLich discrimination.

6.3 If this Agreement Is funded in any part t>y
monies of the United States, the Contractor shall
cdm'ply with all the provisions of Executive Order
No. 11246 ("Equal Employment Opportunity"), as
supplemented lay the regulations of the. United
States Department of Lator (41 C.F.R. Part 60).
and with any rules, regulations and guidellr^es as
the State of New Hampshire or the United States
issue to implement these regulations. The
Contractor further agrees to permit the State or
United States access to any of the Contractor's
books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations
and orders, arxj the covenants, terms and
conditions of this Agreement. ,

7. I^ERSONNEL

7.1The Contractor shall at its own expense provide
all

personnel necessary to perform the Services, The
Contractor warrants that all personnel engaged in
the Services shall be qualifled to perform the
Services, and shall be property licensed and
otherwise authorized to do so under all applicable
laws.

7.2 Ur^ess otherwise authorized in writing, during
the terni of this Agreement, and for a period of six
(6) months after the Completion Date in block 1.7,
the Contractor shall not hire, and shall riot pertnit
any sulxontfactor o"r other person, firm 6'r
corporation with whom it is er^aged in a combined
effort to perform the Services to hire, any person
who is a State employee or official, who is
materially Involved in the procurement,
administration or perfonnance of this Agreement.
This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9,
or his or her successor, shall be the State's
representative. In the event of any dispute
concerning the interpretation of this Agreemerit, the
Contracting Officer's decision shall be final for the
State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Arry one or more of the following acts or
omissions of the Contractor stall constitute

an event of default hereunder ("Event of
Defai^t"):

8.1.1 faHure to perform the Services satisfactorily
or on schedule;

8.1.2 failure to sulxnit any report required
hereurxJer; and/or

8.1.3 failure to perform any other covenant, term
or condition of this Agreement.

8.2. Upon the occurrence of any Event of Default,
the State may take any one, or more, or all, of
the following actions:

8.2.1 give the Contractor a written notice
specifying the Event of Default and
requiring it to be remedied within, In
the ataence of a greater or lesser
specification of time, thirty (30)
days from the date of the notice;
and if the Event of Default Is not

timely remedied, terminate this
Agreement, effective two(2) days
after giving the Contractor notice of
termination;
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8.2.2. give :the Contractor a written notice
specifying the Event of Default and
suspending'aii payments to be made under
this Agreement and ordering that the
portion of the contract price which would
.otherwise accrue to the Contractor during
the period from the date of such notice until
such time as the State determines that the

Contractor ttas cured ttie Event of Default

stiall never be paid to the Contractor;

8.2.3. set off against arty other obligations the
Slate may owe to the Contractor any
.damages the State suffers by reason of any
Event of Default; and/or

8.2.4. treat the Agreement as breacfted and
pursue any of its remedies at law or in
equity, or tjoth.

9. DATA/ACCESS/CONFiDEf^JTiALiTY/

PRESERVATION.

9.1 As used in this Agreerrient, ttie word 'data' shall
mean ai informat'on and things developed or
obtained during the performance of, or acquired or
developed by reason of, this Agreement, including,
IxJt not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings,
video recordings, pictorial reproductions, drawings,
analyses, graphic representations, computer
programs, computer printouts, notes, letters,
memoranda, papers, and documents, all whether
finished or unfinished.

9.2 All data and any property which has been
received from the State or purchased with funds
provided ̂ r that purpo^ under this Agreement,
shall be the property of the State, and shall be
returned to the State upon demand or upon
termination of this Agreement for any reason.

9.3 Confidentiality of data shall be governed tiy
N.H. RSA Chapter 91-A or other existing law,
Disclosure of data requires prior written approval of
trie State.

10. TERMINATION. In the event of an eariy
termination of this Agreement for any reason other
than the completion of the Services, tfte Contractor
shall deliver to the Contracting Officer, not later
than fifteen (15) days after the date of termination, a
report fTermination Report") describing in detail at)
Services performed, and the contract price earned,
to and Including the date of termihaUon. The form,
subject matter, content, and number of copies of
tfie Tennination Report shall be identical to those of
any Final Report descritied in the attached
EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE,

In the performance of this Agreement the
Contractor is in all respects an independent
contractor, and is neither an agent nor an employee
of the State. Neitlier the Contractor nor any of its
ofllcers, employees, agents or memtsers shall have
authority to bind the State or receive any l^ehefits,
workers' compensation or other emolurnents
provided by the State to its employees.

12.ASSIGNM ENT/DELEGATION

/SUBCONTRACTS.

The Contractor shall not assign, or otherwise
transfer any interest in this Agreement without ttie
prior written notice and consent of the State. None
of the Services stvill sulxontracted by the
Contractor without the prior written notice and
consent of the State.

13. INDEMNIFICATION, The Contractor shall

defend, indemnify and ix>ld harmless the State, its
officers and employees, from and against any and
all lo^s suffered by the State, its officers and
employees, and any and ail claims, liabilities or
penaHies asseried against the State, its officers and
employees, by or on behalf of any person, on
account of, based or resulting from, arisir^ out of
(or which may be claimed to arise out of) the acts or
omissions of the Contfactor, Notwithstanding the
foregoing, nothing herein contained shall be
deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is tiereby
reserved to the State. This covenant in paragraph
13 shall survive the termination of this Agreemerrt.
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14. INSURANCE,

14.1 The Contractor shall, at its sole expense,
obtain and maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in
force, the following Insurance;

14.1.1 comprehensive general liability
insurance against all claims of bodily
injury, death or property damage, in
amounts of not less than $1,000.000per
occurrence and $2,000;000 aggregate ;
and

14.1.2 special cause of loss coverage form
covering all property sut^ect to
suC)paragraph 9.2 herein, in an amount
not less than 80% of the whole

replacement value of the property.

14.2 The policies described in subparagraph
14.1 herein shall be on policy forms and
endorsements approved for use In the State of
New"Hampshlre by the N.H. Department of
Insurance, and issued by Insurers licensed in
the State of New Hampshire.

14.3 The Contractor shaH'fumish to the Contracting
OfTrcer identified in block 1.9, or his or her
successor, a certificate(s) of insurance for all
Insurance required un^r this Agreement.
Contractor shall also furnish- to the Contracting
Officer identified in block 1.9, or his or her
successor, certificate(s) of insurance for all
renewal(s) of insurance required under this
Agreement no later than thirty {^) days prior to the
expiration date of each of the insurance policies.
The certificate(s) of Insurance and any renewals
thereof shall be attached and are incorporated
therein Ijy reference. Each certificate(8) of insurance
shall contain a clause requiring the insurer to
provide the Contracting Officer identified in block
1,9, or his or her successor, no less than thirty (30)
days prior written notice of cancellation or
modification of the policy.

15. WORKERS'COMPENSATION,

15.1 By signing this agreement, Ihe Contractor
agrees,

certifies and svarrants that the Contractor is in

compliance with or exempt from, the requirements
of N.H, PSA chapter 281-A CV/orkers'
Compensation').

15.2 To the extent the Contractor is, subject to the
requirements of N!H. RSA chapter 281-A,
Contractor shall maintain, and require any
sulxontractor or assignee to secure and maintain,
payment of Workers' Compensation in ooniiectlon
with activities which the person proposes to
undertake pursuant to this Agreement. Contractor
Shall furnish the Contracting Officer identified in
block 1,9, or his or her successor, proof of Workers'
Compensation in the manner d^rlbed in N.H.
RSA chapter 281-A and any applicable rehewal(s)
thereof, which shall be attached and are
incorporated herein by reference. The State shall
not be responsible for payment of any Workers'
Compensation premiums or for any other claim or
t>enefit for Contractor, or any sulxontractor or
employee of Contractor, which might arise under
applicable State of New Hampshire Workers'
Compensation laws in connection v/lth the
performance of the Services under this Agreement

16. WAIVER OF BREACH. No failure by the State
to enforce any provisions hereof after any Event of
Default shall be deemed a waiver of its rights with
regard to that Event of Default, or ar^ subsequent
Event of Default. No express failure to enforce any
Event of Default shall be deemed a waiver of the

right of the State to enforce each and all of the-
provisions hereof upon any further of other Event of
Default on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the
other party shall be deemed to have t>een duly
delivered or given at the time of mailing by certified
mall, postage prepaid, in a United. States Post
Office addressed to the parties at tlx addresses
given in Uocks 1.2 arX 1,4, herein.

18, AMENDMENT. This Agreement may be
amended, waived or discharged only by an
instrument in writing signed by the parties hereto
and only after approval of such amendment, waiver
or discharge by the Governor and Executive
Council of the Slate of New Hampshire unless no
such approval is required under the circumstances
pursuant to State law, rule or policy.
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19. CONSTRUCTION OF AGREEMENT AND

TERMS.

This Agreement shall be construed in accordance
with the

laws of the State of New Hampshire, and is birxling
upon and inures to the twnefit of the parties and
their respective successors and assigns. The
wording used in this Agreement is the wording
chosen \yf the parties to express their mutual intent,
and no orle of construction shall be applied against
or in favor of any party.

22. SPECIAL PROVISIONS. Additional provisions
set forth in the attached EXHIBIT C are

incorporated herein by reference.

23. SEVERABILITY. In the event any of the
provisions of this Agreement are held by a court of
competent jurisdiction to be corttrary to any state or
federal law, the remaining provisions of this
Agreement svili remain in full force and effect

20, THIRD PARTIES. The parties hereto do not
intend to benefit any third parties and this
Agreement shall not be corrstrued to confer any
such benefit.

21. HEADINGS. The headings throughout the
Agreement are for reference purposes onty, and the
words contained Iherein.shali in no way be held to
explain, modify, amplify or aid in the irterpretation,
construction or meaning of the provisions of this
Agreement.
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25. APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

25.1. H-25.1 State of NH Terms and Conditions and Contract Requirements
The Contract terms set forth in Appendix H: State of New Hampshire Terms ar)d
Conditions shall constitute the core for any Contract resulting from this RFP.

25.2. H-25.2 Vendor Responsibilities

25.2.1. The Vendor shall be solely responsible for meeting all requirements,
and terms and conditions specified in this RFP, its Proposal, and any
resulting Contract, regardless of whether or not It proposes to use any
Subcontractor.

25.2.2. The Vendor may subcontract Services subjed to the provisions of the
RFP, including but not limited to. the terms and conditions in Appendix
H: State of New Hampshire Terms and Conditions. The Vendor must
submit with its Proposal all information and documentation relating to
the Subcontractor necessary to fully respond to the RFP, which must
include terms and conditions consistent with this RFP. The Vendor
shall remain wholly responsible for performance of the entire Contract
regardless of whether a Subcontractor is used. The State will consider
the Vendor to be the sole point of contact with regard to ail contractual
matters, including payment of any and all charges resulting from any
Contract.

25.3. H-25.3 Project Budget/Price Limitation
The State has funds budgeted for this Project, subject to Appendix H; Sfafe of New
Hampshire Terms and Conditions, P-37, General Provision - Section 4: Cohditidnal
Nature of Agreement, and P-37, General Provision - Section 5; Contract Price/Price
Limitation/Payment.

25.4. H-25.4 State Contracts

The State of New Hampshire intends to use, wherever possible, existing statewide
software and hardware Contracts to acquire supporting Software and hardware.

25.5. H-25.5 Vendor Staff

25.5.1. In the Proposal the Vendor shall assign and identify a Project Manager
and key Vendor staff. In accordance with the Requirements and

. Deliverables of Appendix C: System Requirements end Deliverables
and Appendix E: Standards for Describing Vendor Qualifications.
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25.5.2. The Vendor's selection of a Project Manager will be subject to the prior
approval of the State. The State's approval process may include,
without limitation, at the State's discretion, Review of the proposed
Project Manager's resume, qualifications, references and background
checks, and an interview. The Vendor's Project Manager must be
qualified to perform the obligations required of the position under the
Contract, have fiill authority to make binding decisions, and shall
function as the Vendor's representative for all administrative and
management matters. The Project Manager must be available to
promptly respond during Normal Working Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Vendor
must use his or her best efforts on the Prpject.

25.5.3. The Vendor shall not change key Vendor staff and Project Manager
commitments {collectively referred to as "Project StafT) unless such
replacement is necessary due to sickness, death, termination of
employment, or unpaid leave of absence. Any such changes to the
Vendor's Project Staff shall require the prior written approval- of the
State. Replacement Project. Staff shall have comparable or greater
skills with regard to performance of the Project as the staff being
replaced and t>e subject to the provisions of this RFP and any resulting
Contract.

25.5.4. The State, at its sole expense, may conduct reference and background
checks on the Vendor's Project Staff. The State shall maintain the
confidentiality of reference and tDackground screening results: The State
reserves the right to reject the Vendor's Project Staff as a result of such
reference and background checks. The State also reserves the right to
require removal or reassignment of the Vendor's Key Project Staff
found unacceptable to the State.

25.5.5. Notwithstanding anything to the contrary, the State shall have the option
to terminate the Contract, at its discretion, if it is dissatisfied with the
Vendor's replacement Project Staff.

25.6. H-25.6 WorK Plan

25.6.1. Vendor shall submit a preliminary Work Plan in its Proposal. The Work
Plan shall indude, without limitation, a detailed description of the
Schedule, tasks, Deliverables, major milestones, task dependences,
and payment Schedule. A final Work Plan will be due five (5) business
days after Contract award upon approval by Governor and Executive
Council.
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25.6;2. The Vendor shall update the Work Plan as necessary, but no less than
every two weeks to accurately reflect the status of the Project, including
without limitation, the Schedule, tasks. Deliverables, major milestones,
task dependencies, and payment Schedule. Any updates to the Work
Plan shall require the written approval of the State prior to final
incorporation into the Contract.

25.6.3. Unless othenA^ise agreed in writing by the State, changes to the Work
Plan shall not relieve the Vendor from liability to the State for any
damages resulting from the Vendor's ̂ ilure to perform its obligations
under the Contract, including vi/ithout limitation," performance in
accordance with the Schedule.

25.6.4. In the event of a delay in the Schedule, the Vendor must immediately
notify the State in writing. The written notification will identify the nature
of the delay, i.e., specific actions or inactions of the Vendor or State
causing the problem; its estimated duration period to reconciliation;
specific actions that need to be taken to correct the problem; and the
expected Schedule affect the Project.

25.6.5. In the event the Vendor requires additional time to correct Deficiencies,
the Schedule shall not change unless previously agreed-in writing by
the State, except that the Schedule shall automatically extend on a day-
to-day basis to the extent that the delay does not result from Vendor's
failure to fulfill its obligations under the Contract. To the extent that the
State's execution of its major tasks takes longer than described in the
Work Plan, the Schedule shall automatically extend on a day-to-day
basis.

25.6.6. Notwithstanding anything to the contrary, the State shall have the
option to terminate the Contract for de^ult, at its discretion, if it is
dissatisfied with the Vendor's Work Plan or elements vflthln the Work

Plan.

25.7. H-25.7 Change Orders

25.7.1. The State may make changes or revisions at any time by written
Change Order. Within five (5) business days of a Vendor's receipt of a
Change Order, the Vendor shall advise the State, in detail, of any
impact on cost (e.g.. Increase or decrease), the Schedule, or the Wor1(
Plan.
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25.7.2. A Vendor may request a change within the scope of the Contract by
written Change Order, identifying any Impact on cost, the Schedule, or
the Work Plan. The State shall attempt to respond to a Vendor's
requested Change Order within five (5) business days. The State,
which includes the requesting Agency and the Department of
Information Technology, must approve all Change Orders in writing.
The State shall be deemed to have rejected the Change Order if the
parties are unable to reach an Agreement in writing.

25.7.3. All Change Order requests from a Vendor to the State, and the State
Acceptance of a Vendor's estimate for a State requested change, will
be acknowledged and responded to, either Acceptance or rejection, in
writing. If accepted, the Change Order(s} shall be subject to the
Contract amendment process, as determined to apply by the State.

25.8. H-25.7 Deliverables

The Vendor shall provide the State with the Deliverables and Services in accordance with
the time franies in the Work Plan. All Deliverables shall t^e subject to the State's
Acceptance as set forth In Appendix H: Sfafe of New Hampshire Terms and Conditions -
Section H-25.9: Testing and Acceptance, herein. Upon its submission of a Deliverable,
the Vendor represents that it has performed its obligations under the Contract associated
with the Deliverable.

By unconditionally accepting a Deliverable, the State reserves the right to. reject any and
all Deliverables in the event the State detects any Deficiency in the System, in whole or In
part, through completion of all Acceptance Testing, including but not limited to,
Software/System Acceptance Testing, and any extensions thereof.

For each denial of Acceptance, the Acceptance Period may be extended, at the option of
the State, by the corresponding time required to correct the Deficiency, retest or Review.

25.8.1. H-25.7.1 Written Deliverables Review

The State will Review the Written Deliverables for an Acceptance Period of five (5)
business days after receiving written Certification from the Vendor that the Written
Deliverable is final, complete, and ready for Revlevv. The State will notify the
Vendor in writing of its Acceptance or Non-Acceptance of a Deliverable by the end
of the five (5) day Review Period. If any Deficiencies exist, the State will notify the
Vendor in writing of the Deficiency and the Vendor must correct the Deficiency
within five (5) business days of receiving notice fi'om the State at no charge to the
State. Upon receipt of the corrected Deliverable, the State will have five (5)
business days to Review the corrected Written Deliverable and notify the Vendor
in writing of its Acceptance or rejection thereof.

25.8.2. H-25.7.2 Software Deliverables Review
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Described in Section H-25.9; Testing and Acceptance, tierein.
25.8.3. H-25.7.3 Non-Software Deliverables Review

The Stale will Review Non-Software Deliverables to determine whether any
Deficiency exists and notify the Vendor In writing of its Acceptance or non-
acceptance of the Non-Software Deiiverabie. The Vendor must correct the.
Deficiencies within five (5) business days, or within the period identified in the
Work Plari, as applicable. Following correction of the Deficiency, the State will
notify the Vendor in writing of its Acceptance or rejection of the Deliverable.

25.9. H-25.8 Licenses

The State has defined the Software License grant rights, terms and conditions, and has
documented the evaluation criteria.

25.9.1. H-25.8.1 Software License Grant
I

The Software License shall grant the State a worldwide, perpetual, irrevocable,
non-exclusive, non-transferable, limited license to use the Software and its
associated Documentation, subject to the terms of the Contract.
The State may allow its agents and Vendors to access and use the Software, and
in such event, the State shall first obtain written Agreement from such agents and
Vendors that each shall abide by the terms and conditions set forth herein.

25.9.2. H-25.8.2 Software and Documentation Copies
The Vendor shall provide the State with a sufficient number of hard copy versions
of the Software's associated Documentation and one .(1) electronic version in
Microsoft WORD and PDF format. The State shall have the right to copy the
Software and its associated Documentation for Its internal business needs. The
State agrees to include copyright and proprietary notices provided to the State by
the Vendor on such copies.

25.9.3. H-25.8.3 Restrictions

Except as otherwise permitted under the Contract, the State agrees not to:
25.9.3.1. Remove or modify any program markings or any notice of

Vendor's proprietary rights;
25.9.3.2. Make the programs or materials available in any manner to

any third party for use in the third party's business
operations, except as permitted herein; or

25.9.3.3. Cause or permit reverse engineering, disassembly or
recompilation of the programs.

25.9.4. H-25.8.4 Title
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The Vendor must hold the right to allow the State to use the Software or hold all title, right,
and Interest (including all ownership and intellectual property rights) in the Software and its
associated Documentation.

25.9.5. H-25.8.5 Third Party

The Vendor, shall Identify all third party contracts to be provided under the Contract with
the Vendor's Proposal. The terms In any such contracts must be consistent with this RFP
and any resulting Contract, including, but not limited to Appendix H; State of New
Hampshire Terms and Conditions - General Provisions Form P-37,

25.10. H-25.9 Testing and Acceptance

The State requires that an integrated and coherent approach to complete System testing,
Security Review and Testing, Deficiency correction. Acceptance, and training, and that
Warranty Services be provided to ensure a successful Project.

In its Proposal, the Vendor is to include Its proposed Test Plan methodology and any
scheduling assumptions used regarding the client resource efforts required during testing.
After Contract award, the Vendor will be required to customize its proposed Test Plan
methodology to reflect the needs of the Project and include the details of its Test Plan
methodology in the detailed Work Plan (the first Project Deliverable). A separate Test
Plan and set of test materials will be prepared for each Software function or module.

In addition, the Vendor will provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems Identified
during test execution. The Vendor will also provide training as necessary to the State staff
responsible for test activities.

See Appendix G-1 for Testing Requirements ^

25.10.1. H-25.9.1 Remedies

25.10.1.1. If the Vendor falls to correct a Deficiency within the period of
time allotted by the State, the Vendor shall be deemed to
have committed an Event of De^ult, pursuant Appendix H:
State of New Hampshire Terms and Conditions - P-37,
General Provisions - Section 8: Event of Default/Remedies,
and H-25.14; Termination, and the State Shall have the

right, at its option, to pursue the remedies in Section H-
25.14.1: Termination for Default as well as to return the

Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to, applicable license
fees, within ninety (90) days of notification to the Vendor of
the State's refund request
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25.10.1.2. Notwithstanding any provision of the Contract, the State's
option to terminate the Contract and pursue the stated
remedies will remain in effect until the Vendor completes
the Contract to the satisfaction of the State.

25.10.2. H-25.9.2 System Acceptance

Upon completion of the Warranty Period, the State will issue a Letter of Final
System Acceptance.

25.11. H-25.10 Warranty

25.11.1.H-25.10.1 Warranty Period

The Warranty Period will initially commence upon the State issuance of a Letter of
Acceptance for UAT and will continue for ninety (90) days. If within the last thirty
(30) calendar days of the Warranty Period, the Systerh Software fails to operate as
specified, the Warranty Period vi/ill cease, the Vendor will correct the Deficiency,
and a thirty (30) calendar day Warranty Period will begin. Any further Deficiencies
with the Software must be corrected and run feult free for thirty (30) days.

25.11.2.H-25.10.2 Warranties

25.11.2.1. H-25.10.2.1 System

The Vendor shall warrant that the System must
operate to conform to the Specifications,
terms, and requirements of the Contract.

25.11.2.2. H-25.10.2.2 Softvrare

The Vendor shall warrant that the Software is

property functioning within the System,
compliant with the requirements of the
Contract, and will operate in accordance with
the Specifications. Software shall be archived
and or version controlled through the use of
Harvest Software.

25.11.2.3. H-25.10.2.3 Non-Infringement
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The Vendor shall warrant that it has good title
to, or the right to allow the State to use all
Services, equipment, and Software provided
under this Contract, and that such Services,
equipment, and Software ("Material") do not
violate or infringe any patent, trademark,
copyright, trade name or other intellectual
property rights or misappropriate a trade secret
of any third party.

25.11.2.4. H-25.10.2.4 Viruses; Destructive Programming

The Vendor shall warrant that the Software will
not contain any viruses, destructive
programming, or mechanisrhs designed to
disrupt the performance of the Software in
accordance with the Specifications.

25.11.2.5. H-25.10.2.5 Compatibility

The Vendor shall warrant that all System
components, including any replacement or
upgraded System Software cdmponents
provided by the Vendor to correct Deficiencies
or as an Enhancement, shall operate with the
rest of the System without loss of any
functionality.

25.11.2.6. H-25.10.2.6 Professional Services

The Vendor shall warrant that all Services
provided under the Contract will be provided in
a professional manner in accordance with
industry standards and that Services will
comply with performance standards.

25.11.3. H-25.10.3 Warranty Services

The Vendor shall agree to maintain, repair, and correct Deficiencies in the System
Software, including but not limited to the individual modules or functions, during
the Warranty Period at no additional cost to the State, in accordance with the
Specifications and terms and requirements of the Contract, including without
limitation, correcting all errors, and Defects and Deficiencies; eliminating viruses or
destructive programming; and replacing incorrect. Defective or Deficient Software
and Documentation.

V\^rranty Services shall Include, without limitation, the following:
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25.11.3.1. Maintain the System Software in accordance with the
Specifications, terms, and requirements of the Contract;

25.11.3.2. Repair or replace the Systern Software or any portion
thereof so that the System operates in accordance with the
Specifications, terms, and.requirements of the Contract;

25.11.3.3. The Vendor shall have available to the State on-call

telephone assistance, with issue tracking available to the
State, twenty four (24) hours per day and seven (7). days a
week with an email / telephone response within two (2)
hours of request, with assistance response dependent upon
issue severity;

25.11.3.4. On-site additional Services within four (4) business hours of
a request;

25.11.3.5. Maintain a record of the activities related to Warranty Repair
or maintenance activities performed for the State; and

25.11.3.6. For all Warranty Services calls, the Vendor shall ensure the
following information will t:>e collected and maintained:

25.11.3.6.1. Nature of the Deficiency;

25.11.3.6.2. Current status of the Deficiency;

25.11.3.6.3. Action plans, dates, and times;

25.11.3.6.4. Expected and actual completion time;

25.11 !3.6.5. Deficiency resolution inforrriation;

25.11.3.6.6. Resolved by;

25.11.3.6.7. Identifying numlier i.e. work order number;
and

25.11.3.6.8. Issue identified by.

25.11.3.7. The Vendor must work with the State to identify and
troubleshoot potentially large-scale Software failures or
Deficiencies by collecting the following information:

25.11.3.7.1. Mean time between reported Deficiencies with
the Software;

25.11.3.7.2. Diagnosis of the foot cause of the problem;
and

25.11.3.7.3. Identification of repeat calls or repeat Software
problems.
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25.11.3.6. All Deficiencies found during the Warranty Period and all
Deficiencies found with the Warranty Releases shall be
corrected by the Vendor no later than five (5) business
days, unless specifically extended in writing by the State, at
no additional cost to the State.

25.11.3.9. If in the Event of Defeult, the Vendor feils to correct the
Deficiency within the allotted period of time (see above), the
State shall have the right, at its option; 1) declare the
Vendor In default, terminate the Contract, in whole or in
part, without penalty or liability to the State; 2) return the
Vendor's product and receive a refund for all amounts paid
to the Vendor, including but not limited to, applicable license
fees within ninety (90) days of notification to the Vendor of
the State's intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

25.11.3.10. Notwithstanding any provision of the Contract, the State's
option to ternriinate the Contract and pursue the remedies
above will remain in effect until satisfactory completion of
the full Warranty Period.

25.12. H-25.11 Ongoing Software Maintenance and Support Levels

The Vendor shall maintain and support the system in all material respects as descrit>ed in
the applicable program Documentation after delivery and the Warranty Period of ninety
(90) days through the completion of the Contract term.

The Vendor vwll not be responsible for maintenance or support for Software developed or
modified by the State.

25.12.1. H-25.11.1 Maintenance Releases

The Vendor shall make available to the State the latest program updates, general
maintenance releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

25.12.2. H-25.11.2 Vendor Responsibility

The Vendor shall be responsible for performing on-site or remote technical support
in accordance with the Contract Documents, including without limitation the
requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Software releases, shall be responded to
according to the following:
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25.12.2.1. a. Class A Deficiencies - The Vendor shaii

have avaiiable to the State on-cail telephone assistance,
with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an emali / teiephone
response within two (2) hours of request; or the Vendor
shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request;

25.12.2.2. b. Ciass BSC Deficiencies -The State shaii

notify the Vendor of such Deficiencies during regular
business hours and the Vendor shaii respond back within
four (4) hours of notification of pianned corrective action;

25.12.3. The Vendor shaii repair or replace Software, and provide maintenance
of the Software in accordance with the Specifications, Terms and
Requirements of the Contract;

25.12.4. The Vendor shaii maintain a record of the activities reiated to warranty
repair or maintenance activities performed for the State;

25.12.5.For aii maintenance Services calis, the Vendor shaii ensure the
foiiowing information wiii be collected and maintained;

25.12.5.1. Nature of the Deficiency;

25.12.5.2. Current status of the Deficiency;

25.12.5.3. Action pians, dates, and times;

25.12.5.4. Expected and actuai compietion time;

25.12.5.5. Deficiency resolution information;

25.12.5.6. Resolved by;

25.12.5.7. identifying number i.e. work order numt)er; and

25.12.5.8. issue identified by.

25.12.6. The Vendor must work with the State to Identify and troubleshoot
potentially large-scale System failures or Deficiencies by collecting the
foiiowing information: 1) mean time between reported Deficiencies with
the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.
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25.12.7. If the Vendor falls to correct a Deficiency within the allotted period of
time Stated above, the Vendor shall be deemed to have committed an
Event of Default, pursuant to Appendix H: State of New Hampshire
Terms and Condftfons - Section H-25.14.1; Termination for Default, and
the State shall have the right, at its option, to pursue the remedies In H-
25.14: Termination, as well as to return the Vendor's product and
receive a refund for all amounts paid to the Vendor, Including but not
limited to, applicable license fees, within ninety (90) days of notification
to the Vendor of the State's refund request

25.13. H-25.12 Administrative Specifications

25.13.1. H-25.12.1 Travel Expenses

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

The Vendor must assume all travel and related expenses by "fully loading' the proposed
labor rates to include, but not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and put of pocket expenses.

25.13.2. H-25.11.2 Shipping and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically Itemized,
in the Contract.

25.13.3. H-25,12.3 Project Workspace and Office Equipment

The State agency will work with the Vendor to determine the requirements for
providing all necessary workspace and office equipment. Including desktop
computers for the Vendor's staff. If a Vendor has specific requirements, they must
be included in the Vendor's Proposal.

25.13.4.H-25.12.4 Work Hours

Vendor personnel shall provide Services between the Work Hours of <8:00 a.m.
and 5:00 p.m. EST, eight (8) hour days, forty (40) hour weeks>, excluding State of
New Hampshire holidays. Changes to this Schedule may be made upon
Agreement with the State Project Manager.

25.13.5. H-25.12.5 Access/Cooperation

As applicable, and reasonably necessary, and subject to the applicable State and
federal laws and regulations and restrictions imposed by third parties upon the
State, the State will provide the Vendor with access to all program files, libraries,
personal computer-based systems, software packages, network systems, security
systems, and hardware as required to complete the contracted Services.
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The state will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Vendor to perform its obligations
under the Contract.

25.13.6. H-25.12.6 State-Owned Documents and Data

The Vendor shall provide the State, access to all Documents, State Data,
materials, reports, and other wort< in progress relating to the Contract ("State
Owned Documents"). Upon expiration or termination of the Contract with the
State, Vendor shall turn over all State-owned Documents, State Data, rnaterial,
reports, and work In progress relating to this Contract to the State at no additional
cost to the State. State-Owned Documents must be provided in t>oth printed and
electronic format.

25.13.7. H-25.12.7 Intellectual Property

<NOTE: MAY NEED TO BE CHANGED - WORDING DEPENDS ON THE
OWNERSHIP STATUS OF ANY CUSTOM CODE DEVELOPED>

Title, right, and interest (including all ownership and intellectual property rights) in
the Software, and its associated Documentation, shall remain with the Department
of Health and Human Services.

Upon successful completion and/or termination of the Implementation of the
Project, Health and Human Services shall own and hold all, title, and rights in any
solution modifications <Custom Code> developed in connection with performance
of obligations under the Contract, or modifications to the Vendor provided
Software, and their associated Documentation including any and all performance
enhancing operational plans and the Vendors' special utilities. The Vendor shall
license back to the State the right to produce, publish, or otherwise use such
Software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

In no event shall the Vendor be precluded from developing for Itself, or for others,
materials that are competitive with, or similar to Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other Ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this Agreement. )

25.13.8. H-25.12.8 IT Required Work Procedures

Alt work done must conform to standards and procedures established by the
Department of Information Technology and the State.

25.13.9. H-25.12.9 Computer Use
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In consideration for receiving access to and use of the computer ̂cilities, network,
licensed or developed Software, Software maintained or operated by any of the
State entities, systems, equipment, Documentation, Information, reports, or
DatalMse Administrator of any kind (hereinafter "Information"), Vendor
understands and agrees to the following rules;

25.13.9.1. Every Authorized User has the responsibility to assure the
protection of information from unauthorized access, misuse,
theft, damage, destruction, modification, or disclosure;

25.13.9.2. That information shall be used solely for conducting official
State business, and all other use or access is strictly
forbidden Including, but not limited to, personal, or other
private and non-State use and that at no time shall Vendor
access or attempt to access any Information without having
the express authority to do so;

25.13.9.3. That at no time shall Vendor access or attempt to access
any information in a manner inconsistent with the approved
policies, procedures, and /or Agreements relating to system
entry/access;

25.13.9.4. That all Software Licensed, developed, or being evaluated
by the State cannot be copied, shared, distributed, sub-
licensed, modified, reverse engineered, rented, or sold, and
that at all times Vendor must use utmost care to protect and
keep such Software strictly confidential in accordance with
the license or any other Agreement executed by the State.
Only equipment or Software owned, licensed, or being
evaluated by the State, can be used by the Vendor.
Personal Software (including but not limited to palmtop sync
Software) shall not be installed on any equipment; and

25.13.9.5. That if the Vendor is found to be in violation of any of the
above-stated rules, the User may face removal from the
State Contract, and/or criminal or dvll prosecution, if the act
constitutes a violation of law.

,25.13.10. H-25.12.10 Email Use

Mail and other electronic communication messaging systems are State of New
Hampshire property and are to be used for business purposes only. Email is
defined as "internal email systems" or "State-funded email systems." Vendors
understand and agree that use of email shall follow State standard policy
(available upon request).
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25.13.11. H-25-12.11 Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in

direct support of the business of the State of New Hampshire according to State
standard policy (available upon request).

25.13.12. H-25.12.12 Regulatory/Governmental Approvals

Any Contract awarded under the RFP shall be contingent upon the Vendor
obtaining all necessary and applicable regulatory or other governmental
approvals.

25.13.13. H-25.12.13 Force Majeure

25.13.13.1. Neither Vendor nor the State shall be responsible for delays
or failures in performance resulting from events beyond the
control of such party and without ̂ ult or negligence of such
party. Such events shall include, but not be limited to, acts
of C^d, strikes, lock outs, riots, and acts of War, epidemics,
acts of Government, fire, power Allures, nuclear accidents,
earthquakes, and unusually severe weather.

25.13.13.2. Except in the event of the foregoing, Force Majeure events
shall not include Vendor's inability to hire or provide
personnel needed for the Vendor's performance under the
Contract.

25.13.14. H-25.12.14 Confidential Information

25.13.14.1. In performing its obligations under the Contract, the Vendor
may gain access to information of the State, including
Confidential Information. 'State Confidential Information"

shall include, but not be limited to, information exempted
from public disclosure' under New Hampshire RSA chapter
91-A; Access to Public Records and Meetings (see e.g.
RSA chapter 91-A: 5 Exemptions). The Vendor shall not
use the State Confidential Information developed or
obtained during the performance of, or acquired, or
developed by reason of the Contract, except as is directly
connected to and necessary for the Vendor's performance
under the Contract.
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25.13.14.2. The Vendor agrees to maintain the confidentiality of and to
protect from unauthorized use, disclosure, publication, and
reproduction (collectively "release'), all State Confidential
Information of the State that becomes available to the

Vendor in connection with its performance under the
Contract, regardless.of its form.

25.13.14.3. Subject to applicable federal or State laws and regulations.
Confidential Information shall not include information which;

(i) shall have otherwise become publicly available other
than as a result of disclosure by the receiving party in
Breach hereof; (ii) was disclosed to the receiving party on a
non-confidential basis from a source other than the

disclosing party, which the receiving parly believes is not
prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (ii!) is developed
by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed
with the written consent of the disclosing party. A receiving
party also may disclose Confidential Information to the
extent required by an order of a court of competent
jurisdiction.

25.13.14.4. Any disclosure of the State's information shall require prior
written approval of the State. The Vendor shall immediately
notify the State if any request, subpoena or other legal
process is served upon the Vendor regarding the State's
Confidential Information, and the Vendor shall cooperate
wHh the State in any effort it undertakes to contest the
request, the subpoena or other legal process, at no
additional cost to the State.

25.13.14.5. In the event of unauthorized use or disclosure of the State's

Confidential Information, the Vendor shall immediately notify
the State, and the State shall immediately be entitled to
pursue any remedy at law and in equity, including, but not
limited to injunctive relief.
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25.13.14.6. insofar as the Vendor seeks 19 maintain the confidentiality
of its conridential or proprietary information, the Vendor
must clearly identify in writing the information it claims to be
confidential or proprietary. The Vendor acknowledges that
the State is subject to the Right to Know Law, RSA chapter
91-A. The State shall maintain the confidentiality of the
identified Confidential information insofar as it is consistent
with applicable State or federal laws or regulations,
including but not limited to, RSA chapter 91 -A. In the event
the State receives a request for the information identified by
the Vendor as confidential, the State shall notify the Vendor
and specify the date the State will be releasing the
requested information. At the request of the State, the
Vendor shall cooperate and assist the State with the
collection and Revlevy of the Vendor's information, at no
additional expense to the State. Any effort to prohibit or
enjoin the release of the information shall be the Vendor's
sole responsibility and at the Vendor's sole expense. If the
Vendor ̂ ils to obtain a court order enjoining the disclosure,
the State shall release the information on the date specified
in the State's notice to the Vendor without any State liability
to the Vendor.

25.13.14.7. This Contract Agreement, Appendix H: State of New
Hampshire Terms, and Conditions - Section H-25.12.14:
Conridential Information shall survive the termination or

conclusion of a Contract.

25.13.15. H-25.12.14 Data Breach

In the event of a Data Breach, the Vendor shall comply with provisions of NH RSA
359-C.

25.14.H-25.13 Pricing

25.14.1.H-25.13.1 Activities/Deliverables/Milestones Dates and Pricing

The Vendor must include, within the fixed price for IT service activities, tasks, and
preparation of required Deliverables, pricing for the Deliverables required based
on the proposed app/oach, and methodology and tools. A fixed price must be
provided for each Deliverable. Pricing worksheets are provided in Appendix F:
Pricing Worksheets.

25.14.2. H-25.13.2 Software Licensing, Maintenance, Enhancements, and
Support Pricing
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25.14.2.1. The Vendor must provide the minimum Software support
and Services through Software Licensing, maintenance,
Enhancements, and support as detailed in Section H-25.11;
Ongoing Software Maintenance and Support Levels.

25.14.2.2. For Softvrare Licensing, maintenance, and support costs,
complete a worksheet including all costs In the table. A
worksheet is provided In Appendix F; Pricing Worksheets,
under Table F-4: Software Licensing, Maintenance, and
Support Pricing Worksheet, and Table F-5: Web Site
Hosting, Maintenance, and Support Pricing Worksheet.

25.14.3. H-25.13.3 Invoicing

25.14.3.1.. The Vendor shall submH correct invoices to the State for all
amounts to be paid by the State. All Invoices submitted
shall be subject to the State's written approval, which shall
not be unreasonably ̂withheld. The Vendor shall only
submit Invoices for Services or Deliverables as permitted by
the Contract. Invoices must be in a format as determined
by the State and contain detailed Informatiori, Including
without limitation; itemlzation of each Deliverable and
identification of the Deliverable for which payment Is sought,
and the Acceptance date triggering such payment; date of
delivery and/or installation; monthly maintenance charges;
any other Project costs or retention amounts If applicable.

25.14.3.2. Upon acceptance of a property documented invoice, the
State will pay the invoice within thirty (30) days of invoice
issuance. Invoices will not be backdated and shall be
promptly dispatched.

25.14.3.3. If the State receives an invoice and the amount on the
invoice Is calculated incorrectly, the State shall notify the
Vendor of the alleged error prior to the due date of such
payment. The State and the Vendor agree to use
commercially reasonable efforts to resolve the Invoicing
error within fifteen (15) days from such notification to the
Vendor. The State shall promptly pay upon resolutioh of
such dispute or within such fifteen (15) day period of an
agreed-upon amount, whichever is later, and no late
charges shall apply to that amount or the originally invoiced
amount.

25.14.4. H-25.13.4 Overpayments to the Vendor
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The Vendor shall promptly, but no later than fifteen (15) business days, pay the
State the full amount of any overpayment or erroneous payment upon discovery or
notice from the State.

25.14.5.H-25.13,5 Credits

The State may apply credits due to the State, arising out of this Contract, against
the Vendor's invoices with appropriate Information attached.

25.14.6. H-25.13.6 Records Retention and Access Requirements

25.14.6.1. The Vendor shall agree to the conditions of all applicable
State and federal laws and regulations, which are
incorporated herein by this reference, regarding retention
and access requirements, including without limitation,
retention policies consistent with the Federal Acquisition
Regulations (FAR) Subpart 4,7'Vendor Records Retention.

25.14.6.2. The Vendor and its Subcontractors shall maintain books,
records, documents, and other evidence of accounting
procedures and practices, which properly and sufficiently
reflect all direct and indirect costs, invoiced in the
performance of their respective obligations under the
Contract. The Vendor and its Subcontractors shall retain all
such records for three (3) years following termination of the
Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for
one (1) year following the termination of all litigation,
including the termination of all appeals or the expiration of
the appeals period.

25.14.6.3. Upon prior notice and subject to reasonable time frames, all
such records shall be subject to inspection, examination,
audit and copying by personnel so authorized by the State
and federal officials so authorized by law, rule, regulation or
Contract, as applicable. Access to these items will be
provided within Merrimack County of the State of New
Hampshire, unless otherwise agreed by the State. Delivery
of and access to such records shall be at no cost to the
State during the three (3) year period following termination
of the Contract and one (1) year term following litigation
relating to the Contract, including all appeals or the
expiration of the appeal period. The Vendor shall include
the record retention and Review requirements of this
section In any of its subcontracts.
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25.14.6.4. The State agrees that books, records, documents, and
other evidence of accounting procedures and practices
related to the Vendor's cost structure and profit factors shall
be excluded from the State's Review unless the cost or any
other Services or Deliverables provided under the Contract
is calculated or derived from the cost structure or'^profit
factors.

25.14.7. H-25.13.7 Accounting Requirements

The Vendor shall maintain an accounting system in accordance with generally
accepted accounting principles. The costs applicable to the Contract shall be
ascertalnable from the accounting system and the Vendor shall maintain records
pertaining to the Services and all other costs and expenditures.

25.15. H-25.14 Termination

25.15.1. H-25.14.1 Termination for Default

25.15.1.1. Any one or more of the following acts or omissions of the
Vendor shall constitute an Event of Default hereunder
("Event of Default"):

25.15.1.1.1. a. Failure to perform the Services
satisfactorily or on Schedule;

25.15.1.1.2. b. Failure to submit any report required;
and/or

25.15.1.1.3. c. To perform any other covenant, term or
condition of the Contract.

25.15.1.2. Upon the occurrence of any Event of Default, the State may
take any one or more, or all, of the following actions:
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25.15.1.2.1. Unless Otherwise provided in the Contract, the
State shall provide the Vendor written notice of
default and require it to be remedied within, in
the absence of a greater or lesser Speciflcation
of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the
State ("Cure Period"). If the Vendor feils to cure
the default within the Cure Period, the State
may terminate the Contract effective two (2)
days after giving the Vendor notice of
termination, at its sole discretion, treat the
Contract as Breached and pursue its rehfiedies
at law or In equity or t^oth;

25.15.1.2.2. Give the Vendor a written notice specifying the
Event of Default and suspending all payments
to be made under the Contract and ordering
that the portion of the Coritract price which
would othen/vise accrue to the Vendpr during
the period from the date of such notice until
such time as the State determines that the

Vendor has cured the Event of Default shall

never be paid to the Vendor;

25.15.1.2.3. Set off against any other obligations the State
may owe to the Vendor any damages the State
suffers by reason of any Event of De^ult;

25.15.1.2.4. Treat the Contract as breeched and pursue
any of its remedies at law or in equity, or both;
and

25.15.1.2.5. Procure Services that are the subject of the
Contract from another source and the Vendor

shall be liable for reimbursing the State for the
replacement Services, and all administrative
costs directly related to the replacernent of the
Contract and procuring the Services from
another source, such as costs of competitive
bidding, mailing, advertising, applicable fees,
charges or penalties, and staff time costs; all of
which shall be subject to the limitations of
liability set forth in the Contract.
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25.15.1.3. In the Event of Default by the State, the Vendor shall
provide the State with written notice of defeult, and the
State shall cure the de^ult within thirty (30) days.

25.15.1.4. Notwithstanding the foregoing, nothing herein contained
shall be deemed to constitute a waiver of the sovereign
Immunity of the State, which immunity is hereby reserved to
the State. This covenant shall survive teimination or

Contract Conclusion.

25.15.1.5. This section H-25.14 shall survive termination or Contract
Conclusion,

25.15.2. H-25.14.2 Termination for Convenience

25.15.2.1. The State may, at its sole di^retlon, terminate the Contract
for convenience, in whole or in part, by thirty (30) days
written notice to the Vendor. In the event of such

termination for convenience, the State shall pay the Vendor
the agreed upon price, if separately stated, for Deliverables
for which Acce^ance has been given by the State.
Amounts for Services or Deliverables proyided prior to the
date of termination for which no separate price is stated will
be paid, in whole or in part, generally in accordance with
Appendix F: Pricing Worksheets.

25.15.2.2. During the thirty (30) day period, the Vendor shall wind
down and cease its Services as quickly and efficiently as
reasonably possible, without performing unnecessary
Services or activities and by minimizing negative effects on
the State from such winding down and cessation of
Services.

25.15.3. H-25.14.3 Termination for Conflict of Interest

25.15.3.1. The State may terminate the Contract by written notice if it
determines that a conflict of interest exists, including but not
limited to. a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.
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25.15.3.2. In such case, the State shall be entitled to a pro-rated
re^jnd of any current development, support and
maintenance costs. The State shall pay all other Contracted
payments that would have become due and payable if the
Vendor did not know, or reasonably did not know, of the
conflict of interest.

25.15.3.3. In the event the Contract is. terminated as provided above
pursuant to a violation by the Vendor, the State shall be
entitled to pursue the same remedies against the Vendor as
it could pursue in the event of a de^ult of the Contract by
the Vendor.

25.15.4. H-25.14.4 Termination Procedure

25.15.4.1. Upon termination of the Contract, the State, in addition to
any other rights provided in the Contract, may require the
Vendor to deliver to the State any property, including
without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

25.15.4.2. After receipt of a notice of termination, and except as
otherwise directed by the State, Vendor shall:

25.15.4.2.1. Stop work under the Contract on the date, and
to the extent specified, in the notice;

25.15.4.2.2. Promptly, but in no event longer than thirty
(30) days after termination, terminate its orders
and subcontracts related to the work which has

been terminated and settle all outstanding
liabilities and all claims arising out of such
termination of orders and subcontracts, with the
approval or ratification of the State to the extent
required, which approval or ratification shall be
final for the purpose of this Section;

25.15.4.2.3. Take such action as the State directs, or as
'  necessary to preserve and protect the property

related to the Contract which is in the

possession of Vendor and in which State has an
interest;
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25.15.4.2.4. Transfer title to the State and deliver In the

manner, at the times, and to the extent directed
by the State, any property which is required to
be furnished to State and which has been

accepted or requested by the State; and

25.15.4.2.5. Provide written Certification to the State that

Vendor has surrendered to the Stete all said

property.

25.16. H-25.15 Limitation of Liability

25.16.1.H-25.15.1 State

25.16.1.1. Subject to applicable laws and regulations, in no event shall
the State be liable for any consequential, special, indirect,
incidental, punitive, or exemplary damages. Subject to
applicable lav/s and regulations, the State's liability to the
Vendor shall not exceed the total Contract price set forth in
Appendix H: State of New Hampshire Terms and
Conditions. Contract Agreement P-Z? General Provisions -
Section 1.8; Price Limitation.

25.16.1.2. Notwithstanding the foregoing and any provision of this
Contract to the contrary, in no event does the State waive
its sovereign immunity or any applicable defenses or
immunities.

25.16.2.H-25.15.2 The Vendor

Subject to applicable laws and regulations, in no event shall the Vendor be liable for any
consequential, special. Indirect, incidental, punitive or exemplary damages and the
Vendor's liability to the State shall not exceed two times (2X) the total Contract price set
forth in Appendix H: State of New Hampshire Terms and ConcStions. Contract Agreement
P-37 General Provisions - Section 1.8: Price Limitation. Notwithstanding the foregoing, the
limitation of liability shall not apply to the Vendor's indemnification obligations set forth In
Appendix H: State of New Hampshire Terms and Conditions. Contract Agreement P-37
General Provisions ■ Section 1.8: Price Limitation, and Appendix H: State of New
Harhpshire Terms and Conditions. Contract Agreement P'37 General Provisions -
Sections 13: Indemniflcatiori. and confidentiality obligations in Section H-25.12.14:
Confidential information, and Data Breach obligations in Section H-25.12.15: Data Breach
which shall be unlimited.

25.16.3. H-25.15.3 State's Immunity

201»-043/RFP-201»-DPHS-1»«ATAA - Appendices
Page98ori12

Deloitte 2018 PageVUl.445 of 662 V



AttachmS^W^C^BdR)^ffi¥|5(H^MPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 2019-043/RFP-2619-DPHS-19-DATAA
APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

Notwithstanding the foregoing, nothing herein contained shall t^ deemed to constitiite a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

25.16.4. H.25.15,4 Survival

This Contract Agreement, Section H-25.15: Limitation of Liability shall survive termination
or Contract Conclusion.

25.17. H-25.16 Change of Ownership

In the event that the Vendor should change ownership for any reason whatsoever, the
State shall have the option of continuing under the Contract with the Vendor, its
successors or assigns for the full remaining term of the Contract; continuing under the
Contract with the Vendor, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminate the Contract without liability to the
Vendor, its successors or assigns.

25.18. H-25.17 Assignment, Delegation and Subcontracts

25.18.1.The Vendor shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under'the Contract without
the prior written consent of the State. Such consent will not be
unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior written
consent shall t>e null and void and may constitute an Event of Default at
the sole discretion of the State.

25.18.2. The Vendor shall remain wholly responsible for perfonriance of the
entire Contract regardless of whether assignees, delegates.
Subcontractors or other transferees ("Assigns') are used, unless
otherwise agreed to in writing by the State and the Assigns fijily
assumes in writing any and all obligations and liabilities under the
Contract from the Effective Date . In the absence of a written

assumption of full obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract or other transfer shall
neither relieve the Vendor of any of its obligations under the Contract
nor shall it affect any remedies available to the State against the Vendor
that may arise from any Event of Default of the provisions of the
Contract. The State will consider the Vendor to be the sole point of
contact with regard to all contractual matters, including payment of any
and all charges resulting from the Contract.

25.19. H-25.18 Dispute Resolution
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Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
lnforrt»ation). the party believing itsielf aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party's right to any
other remedy permitted by this Agreement.

25.20. H-25.19 Venue and Jurisdiction

The Contract shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon and inures to the benefit of the parties and their respective
successor and assigns. Any action on the Contract may only be brought in the State of
New Hampshire Merrimack County Superior Court.

25.21. H-25.20 Project Holdback

The State will withhold 10% of the agreed Deliverables pricing tendered by the Vendor in
this engagement until successful completion of the Warranty Period as defined in
Appendix H: State of New Hampshire Terms and Conditions • Section H-25.10.1: Warranty
Period.

25.22. H-25.21 Escrow of Code

Vendor will enter into a source and configuration code escrow Agreement.'with'^a State
approved escrow agent. The "proposed escrow Agreement shall be submitted with the
Vendor's Proposal for Review by the State. The escrow Agreement requires the Vendor to
put the Vendor Software source and configuration code in escrow. The source code shall
be released to the State If one of the following events has occurred:

25.22.1. The Vendor has made an assignment for the benefit of creditors;

25.22.2. The Vendor institutes or Incomes subject to a liquidation or bankruptcy
proceeding of any kind;

25.22.3. A receiver or similar officer has been appointed to take charge of all or
part of the Vendor's assets;

25.22.4. The Vendor or its Subcontractor terminates its maintenance and
operations support Services for the State for the Software or has
ceased supporting and maintaining the Software for the State, whether
due to its ceasing to conduct business generally or otherwise, except in
cases where the termination or cessation is a result of the non-payment
or other fault of the State;

25.22.5. Vendor defaults under the Contract; or

2019-043/RPP-2019-DPHS.1M}ATAA - App«ndiC6S
Page 100 of 112

Deloitte; 2018 Page Vni-447 of. 662



Attachm83WffrB^WbP®\ij6<HAlMPSHlRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Data Analytics Platform for Opioid Crisis

DHHS - RFP 20194)43/RFP-2019^PHS-194DATAA
APPENDIX H-25: GENERAL CONTRACT REQUIREMENTS

25.22.6. Vendor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the
Software.

Remainder of this page Intentionally left blank
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically
noted elsewhere in this document.

Acceptance Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Delfverabie has.satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is
performed.

Acceptance Test Ran The Acceptance Test Plan provided by the Vendor and
agreed to by the' State that describes at a .minimum, the
specific Acceptance process, criteria, and Schedule for
Deiiverables-

Acceptance Test and Review Tests performed to determine that no Defects exist in the
application Software or the System,

Access Control Supports the management of permissions for logging onto a
computer or network.

Agreement A Contract duly executed and legally binding.

Appendix Supplementary material that is collected and appended at the
tack of a docunient.

Audit Trail Capture and Analysis Supports the identification and monitoring of activHjes within
an application or system.

Authorized User The Vendor's employees, Contractors, Subcontractors or
other agents wtio need to access the State's Personal Data
to enable the Contractor to perform the Services required.

Best and Final Offer (BAFO) For negotiated procurements, a Vendor's final offer foiiowing
the conclusion of discussions.

Breach or Breach of Security Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information maintained
tjy a person or commerciai,entity.

Business Hours Vendor personnel shall work normal business hours between
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8:00 a.m. and 5:00 p.m. EST, eight (8) hour days, forty (40)
hour weeks, excluding State of New Hampshire holidays.
Changes to this Schedule may t)e made upon agreement
with the State Project Manager.

CCP Ctiange Control Procedures

Certification The Vendor's written declaration with full supporting and
written Documentation (including without lirntatlon test
r^ults as applicatile) that the Vendor has corrpleted
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.

Change Control Formal process for initiating changes to the proposed
Solution or process once development has begun.

Change Order Formal Documentation prepared for a proposed change in
the Specifications.

Compietion Date End date for the Contract. (See Contract Agreement, P-37
Genera! Provisions, Block 1.70

Confidential Information Information required to be kept Confidential from
unauthorized disclosure under the Contract.

Contract An Agreement between the State of New Hampshire and a
Vendor, wNch creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreement Part 1, 2, and 3. The Documentation consisting of the P-37
General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect to
the Scope of Work.

Contract Conclusion Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
compietion, termination for convenience, or termination for
default

Contract Documents Documents that comprise this Contract. (See Part 2, IT
Provisions - Section 1.1)

Contract Managers The persons ideitlfied by the State and the Vendor who shall
be responsible for all Contractual authorization ar>d
administration of the Contract. These responsibilities shall
include but not be limited' to processing Contract
Documentation, obtaining executive approvals, tracking costs
and oavments. and rebresentina the oarties in all Contract
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administrative activities.

Contract Price The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the Cortract
Agreement. This amount is listed in Part 1, P-37 General
Provisions - Section 1.8: Price Limilaiion. as well as Part:3,
Exhibit B - Paragraph 2: Contract Price.

Contractor The Contractor and its employees, subcontractors, agents
and affiliates who are providing the Services agreed to under
the Contract.

Contracted VendorAi'endor The Vendor whose Proposal or quote was awarded the
Contract with the. State and who is responsible for the
Services and Deliverables of the Contract.

ConversiorVMigration Validation
Test

A test to ensure that a Data conversion process correctly
takes Data from a legacy system and successfully converts it
to form that can be used t>y the new system.

COTS Commercial Off the Shelf Soflvrare.

CR Change Request

Cure Period The thirty (30) day. period following written notification of a
default wttNn which a' Contracted Vendor must cure the

default identified.

Custom Code Code developed by the Vendor specifically for this Project for
the State of New Hampshire.

Custom Software Software developed by the Vendor specifically for this Project
for the State of New Hampishire.

Data Slate's records, files, forms, Data and other documents or
information, in either electronic or paper form, that will be
used /converted by the Vendor during the Contract Term.

Data Breach The unauthorized access by a non-authorized persons(s) that
results in the use. disclosure or theft of the State's
unencrypted Non-Public Data.

DBA Database Administrator

Deficiencies/Defects A failure, Deficiency, or Defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to
its Specifications.
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Class A Oeflciency - Sottwara • Critical, does not allow
System to operate, ro work arourxl, demarxte rmmediate
action; \Mitten Documentation • missing significant portions
of information or urdntelligible to State; Non Software •
Services were inadequate and require re-performance of the
Service.

Class B Deficiency - Software • important, does not stop
operation andfor there is a work around and user can perform
tasks; Written Occumenfafton • portions of information are
missing but not enough to make the document unintelligible;
Non Scfiware • Services were tDeficient, require reworking,
but do not require re-performance of the ̂ rvice.

Class C Deficiency - Sqfiware ■ minimal, cosmetic in nature,
minimal effect on Systern, low priority and/or user can use
System; Witten Ooournenlalion ■ nvn'imal changes required
and of mirwr editing nature; Non Software • Sen/ices require
only nvnor reworking and do not require re-performance of
the Service,

Deliverable A Deliverable is any Written, Software, or NonSoftware
Deliverable (letter, report, manual, book, ̂ her), provided by
the Contractor to the State or under tfie terms of a Cortract

requirement.

Department An agency of the State

Department of Informatcn
Techfwlogy (DofT)

The Department of Information Technology established urxJer
RSA chaoter 21-R bv the l_eQlslature effective Seotember 5

20O8.

Digital Signature Certification that guarantees the unaltered state of a file, also
known as "code signing*.

Documentation All information that describes the installation, operation, and
use of the Software, either in printed or electronic format.

Effective Date The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the

Executive Council of the State of New Hampshire approves
the Contract

Encryplion Supports the transformation of Data for security purposes.

Enhancements Updates, additions, modirications to, and new relea^s for
the Softv/are. and all chanoes to the Documentation as a
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result of Enhancements, including, but not limited to,
Enhancements produced tiy Change Orders.

Event of Default Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder fEvent
of Default'):

a. Failure to perform, the Services satisfactorily or on
Schedule;

b. Failure to sutmit any report required; and/or

c. Failure to perform any other covenant, term or
condition of the Contract.

Firm Fixed Price Contract A Firm Fixed Price Contract provide a price that is not
subject to increase, i.e., adjustment on the basis of :the
Vendor's cost experience in performing the Contract

Fully Loaded Rates are inclusive of all allowable expenses, including, but
not lirnited to; meals, hotel/housing, airfare, car rentals, car
mileage; and out of pocket expenses.

GAAP Generally Accepted Accounting Principles.

Governor and Executive Council The New Hampshire Governor and Executive Council.

GUI Graphical user interface.

Harvest Software to arcNve artd/or control versions of Software.

Identification arxj Authentication Supports obtaining information about those parties
attempting to log on to a system or" application for security
purposes and the validation of those users.

Implementation The proc^ for making the System fully Operational for
processing the Data.

Implementation Plan Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Information Technology (IT) Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to. Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation Ensure that the value entered by users or provided by other
aoDlications meets ttie size, tvoe and format exoected.
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Protecting the application from cross site scripting, SQL
injection, buffer overflow, etc.

Intrusion Detection Supports the detection of illegal entrance into a computer
system. •

Invoking Party In a dispute, the party believing itself aggrieved.

Key Project Staff Personnel identified by the State and by the Contracted
Vendor as essential to ivork on the Project.

Licensee The State of New Hampshire

Non-Exdusive Contract A Cohtract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables or
Services provided under the Contract

Non-Public Information Data, other than Personal Data, that is not subject to
distribution to the public as public informatioa It js deemed to
be sensitive and confidential by the State because it contains
information that is exempt by statute,' ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written

Deliverables, e.g., m^tings, help support, Services, other.

Notice to. Proceed (NIP) The State Contract Manager's svritten direction to the Vendor
to Ijegin work on the Contract on a given date and lime,

Open Data Formats A Data format based on an underlying Open Standard.

Open Source Software Software that guarantees the user unrestricted use of the
Software as defined in RSA chaoter 21-R:10 and RSA

chapter 21-R-11. ,

Open Standards Specifications for the encoding and transfer of computer Data
that is defined in RSA chanter 21-R:10 arxJ RSA chabter 21-

R:13.

Operating System, System is fully functional, all Data has been loaded into the
S^tem, is available for use t>y the State in Its daily
operations.

Operational

]

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its dally operations, and the State has
issued an Acceptance Letter.
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Order of Precedence The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition in a
document that is lower in the Order of Precedence.

Personal Data Data that includes Information relatirig to a person that
identifies the person by name and has any of the following
Personally lder<ifiable Information (Pll); govemmeri-issued
identification numbers (e.g.. Social Security, driver's license,
passport); financial accouri information, including accourt
number, credit or debit card numbers; or Rotected Health
Information (PHI) relating to a person.

Project The planned undertaking regarding the entire subject rriatter
of an RFP and Contract and the activities of the parties
related hereto.

Project Team The group of State enployees and Contracted Vendor's
personnel responsible for managing the processes and
mechanisms required such that the Services are procured in
accordarxe with the Work Ran on time, on budget arxj to the
required Specifications and quality.

Project Managers The persons Identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Oantract Deliverables, invoice sign off, and
Review and approval of Change Requests (OR) utilizing the
Change Control Procedures (COP).

Project Staff State personnel assigned to work with the Vendor on the
Project,

Proposal The submission from a Vendor in response to the Request
for a Roposal or Statemerf of Work.

Regression Test Ran A plan integrated into the Work Ran used to ascertain
whether fixes to Defects have caused errors elsewhere in the
a pplication/process.

Review The process of Reviewing Deliverables for Acceptance.

Review Period The period set for Review of a Deliverable. If none is
specified ttien the Review Period Is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Roposals to satisfy Stale
functional requiremerSs t?/ supplying Data processing
product and/or Service resources according to specific terms
and conditions.
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Role/FTivilege Management Supports the granting of abilities to users or groups of users
of a computer, application or network.

Schedule The dates de^ribed in the Work Pian for deadlines for
performance of Services and other Project events and
activities under the Contract

Services The work or labor to be performed by the Vendor on the
Project as described in the Contract.

Software All Custom Software and COTS Software provided i>y the
Vendor under the Contract.

Software-as-a-Service (SaaS) the capatjility provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessitjie from various client devices
through a thin-client interface such as a Web browwr (e.g.,
Wet>-tased email) or a program interface. The State does not
manage or control the urxJerlying cloud Infrastructure
including network, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Software Oelrverables All Custom Software and COTS Software and

Enhancements.

Software License Licenses provided to the State under this Contract.

Solution The Solution consists of the total Solution, which includes,
without limitation, Software and Services, addressing .the
requirements and terms of the Specifications. The off-the-
shelf Software and configured ^fhware customized for the
State provided by the Vendor in response to this RFP.

Sp^ifications The written Specifications that set forth the requirements
which include, without llmitalion, this RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable Stale and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, arvj other Specifications artd requirements
described in the Contract Documents. The Specifications
are, t>y this reference, made a part of the Contract as though
completely set forth herein.

State STATE is defined as;

State of New Hampshire
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<AGENCY >

<Address>

<City, State. Zip>

Reference to the term "State" shall Include applicable
agencies.

statement of Work (SON) A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view.of the architecture, performence and
design requiremerts, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SCW
defines the results that the Vendor remains responsible and
accountable for achieving.

State's Ccnfidentiai Records State's information regardless of Its form that is hot subject to
public disclosure under applicable state and federal laws and
rwulations, includino but not limited to RSA chaoter 91.A:

Access to Gcvemmentat Reccfds and Meetings.

State Data All Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
eiectronic manipulation of any Data that was created by or in
any way originated with the State, whether such Data or
output Is stored on the State's hardware, the Contractor's
hardware or exists in any system own^, maintained or
otherwise controlled by the State or by ttie Contractor.

State Fiscal Year (SPY) The New Hampshire State Fiscal Year extends from July 1"
through June 30"* of the following calendar year.

State Project Leader Stale's representative with regard to Project oversight.

State's Project Manager (PM) State's representative with regard to Project Mariagement
and technical matters. Agency Project Managers are
responsible for Review arxj Acceptance of specific Corttract
Deliverables, Invoice sign off, and Review and approval of a
Change Request (CR).

Sutxontractor A person, partnership, or company not in the employment of,
or owned by. the Vendor, which is performing Services under
this Contract under a separate Contract with or on t)ehalf of
the Vendor,

System All Software, specified hardware, and irtferfaces and
extensions, irtegrated and functioning together in
accordance with the Spedficatbns,
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TBD To Be Determined

Technical Authorizalion Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be;

1. Consistent with Statement of Work witNn statement
Of Services;

2. not constitute a new as^nmenl; and

3. not change the terms, documents of Specifications
of the SOW.

Test Plan A plan, integrated in the Work Plan, to verify the code

(new or changed) works to fulfill the requirements of the
Project, It may consist of a timeline, a series of tests and test
Data, test scripts and reports for the test results as well as a
tracking mechanism.

Term Period of the Contract from the Effective Date through
termination.

Transition Services Servtces and support provided when the Contracted Vendor
Is supporting system changes.

UAT User Acceptance Test.

Unit Test Developers create their own test Data arxl test scenarios to
verify the code they have created or changed functions
properly as defined.

User Acceptance Testing (UAT) Tests done by knowledgeable business users who are
familiar with the scope of the Project. They create/develop
test cases to confirm the System was developed according to
specific user reqiirements. The test cases and
saipts/scenarios should be mapped to business
requirements outlined in the user requirements documents.

User Management Supports the administration of computer,- application and
network accounts within an organizatfon.

Vendor/ Contracted Vendor The Vendor whose Proposal or quote was awarded the
Contract wrth the State and who is responsible for the
Services and Deliverabies of the Contract.

Verification Supports the conflrmatbn of authority to enter a computer
system, application or network.

Virtual Private Network (VPN) Extends a private netsvork across a public network, and

2019^3/RFP-2019.DPHS-19-DATAA - Appendices
Page 11101112

Deloitte 2018 Page VnM58of662



Attachm8^iM^^E^^fo^ffi^(liAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

STATE OF NEW HAMPSHIRE
Department of Heattti and Human Services
Data Analytics Platform for Opiold Crisis

DHHS - RFP 20194)43/RFP.2019-OPHS-19-DATAA
Terms and Definitions

enables users to serxl and receive Data across shared or
public networks as if their computing devices were directly
connected to the private network

Warranty Period A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Warranty Releases Code releases that are done during the Warranty Period.

Warrarty Services The Services to be provided by the Vendor during the
Warranty Period,

Work Plan The overall plan of activities for the Project created in
accordance with the Contract. Tlie plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requiremerts and Detiverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables Non-Software written Deliverable Documertation (teller,
report, manual, book, other) provided by the Vendor either in
paper or electronic format.
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SPECIAL PROVISlbNS

Contractors OWigatiore: The Contractor covenants and agrees that all funds received by the Contractor
under, the Contract shall be used only as payment to the Contractor for services provided to eligible'
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenartfs and
agrees as follows;

1. Compliance with Federal and State Laws; If the Contractor is permitted to determine the eligibility
of individuals such eligibility detennlnation shall be made in accordance with applicable federal and
state laws, regulations, orders, guidelines, policies and procedures.

2. Time and Manner of Determination; Eligibility determinations shall be nrtade on fomis provided by
the Department for that purpose and shall te made and remade at such times as are prescribed by
the Department

3. Documentation: Iri addition to the determir^ion forms required by the Department, the Contractor
sl^il maintain a data file on each recipient of services hereunder, which Hie shall include all
infomiation necessary to support an eligibility determination and such other information as the
Department r^uests, The Contractor shall furnish the Department with all forms and documentation
regarding eligibility determinations that the Department may request or requlre.

4. Fair Hearings: The Contractor understands that all applicar^ for services hereunder, as well as
individuals declared ineligible have a right to a fair hearing regarding lhat determination. The
Coritractor hereby covenants and agrees that all applicants for services shall be pennitted to fill out
an application form and that each appiicant.or re-applicant shall be informed of his/t>er right to a fair
hearing in accordance with Department regulations.

5. Gratuities or Kickt»ack$: The Contractor agreed that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on t>ehalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. Ttie State may terminate this Contract and any sutvcontract or sub-agreement if it is
determined that payrrients, gratuities or offers of employment of any kind were offered or received by
any officials, offlcers, employees or agents of the Contractor or Sub-Contractor.

6. Retroactive Payments: Notwithstanding anything to the contrary contained In the Contract or in any
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services'provided to any individual prior to the Effective Date of tiTe Contract
and rp payments shall be made for expenses Incurred by the Contractor for any services provided
prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.

7. Conditions of Purchase; Notwithstanding anything to the contrary contained in the Contract, nothing
herein contained shall t>e deemed to obligate or require the (Department to purchase services
hereunder at a rate which reimburses the Contractor In excess of the Contractors costs, at a rate
wNch exceeds the amounts reasoriable and necessary to assure the quality of such service, or at a
rate which exceeds the rate charged by the Contractor to ineligible individuats or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report twreunder, the Department shall determine that the Contractor has used

'  payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible individuals
or other third party funders, the Department may elect to:
7.1. Renegotiate the rates for payment hereunder, In wWch event new rates shall tie established;
7.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement in

excess of costs;

ExhiUI C - Sp«ciai ProwidoRS
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7.3. Demand repayment of the excess payment by the Contractor in which event failure to make
such repayment shall.constitute an Event of Default hereunder. When the Contractor Is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid t>y the Department to the Contractor for services
provided to any individual who is found by the Department to be Ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:'

6. Maintenance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the foliowing records during the Contract Period:
8.1. Fiscal Records; books, records, documents and other data evidencing and reflecting all costs

and other expenses incurred by the Contractor in the performance of the Contract, and.all
incorne received or collected tsy the Contractor during the Contract Period^ said records to be
maintained in accordance with accounting procedures and practices which sufficiently and
properly reflect ail such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and originai evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
irvkind contributions, iabor time cards, payrolls, and other records requested or required by the
Department

8.2. Statistical Records: Statistical, enroilmerTt, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and all Invoices submitted to the Department to obtain
payment for such services.

8.3. Medical Records: Where appropriate and as prescribed tiy the Department regulations, the
Contractor shall retain medical records on pach patient/recipient of serwces.

9, Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
agency fi^l year. It is recommended that the repxirt be prepared in accordance with the provision of
Office of Management and Budget Circular A-133. "Audits of States, Local Governmente, and Non
Profit Organizations" and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compiiarce audits.
9.1. Audit and Review: During the term of this Contract and the period for retention hereunder, the

Department, the United States Departmerit of Health and Human Services, and any of their
designated represeniatives shall have access to all reports and records maintained pursuant to
the Contract for purpo^ of audit, examination, excerpts and transcripts.

9.2. Audit Liabilities: In addition to and not in any way in limitation of otiilgations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has been taken or which have been disallowed because of such an
exception.

10. Cbnfldentlalityof Records: All information, reports, and records mairtained hereunder or collected
in connection with the performance of the services and the Contract slWii be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant to state laws arxi the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
putjiic officials requiring such information in connection with their official duties arxi for purposes
directly connected to the adrninistration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipieilt, his
attorney or guardian.

ExMM C - Special PrcMticis Ccntractor InitiaJs.
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason wtiatsoever.

11. Reports: RiscaJ and Statistical: The Contractor agrees tosutxnit the following reports at the following
times'if requested by the Department.
11.1, Interim Financial Reports; Written interim financial reports containing a detailed description of

all costs and non-allowable expenses Incurred by th'e Contractor to the date of the report and
containing such other information as shall be deemed satisfactory,t>y ttie Department to
justify the rate of payment hereunder, Such f^inanda! Reports shail l5e submitted on the form
designated by the Department or deemed saiisfactoryljy the Department

11.2. Final Report; A final report shall t>e submitted within thirty (30) days after the end of the term
of this Contract. The Rnal Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals and ot:>jectjves stated in the Proposal
and other information" required tjy the Departmer«.

12. Completion of Services: Disallowance of Costs: Upori the purchase t>y the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
tiereunder, the Contract and all the obligations of the parties hereunder (except such obligations as.
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if. upon review of the
Final Expenditure Report the Department shall disallow any expenses claimed ty the Contractor as
costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Credits: All documents, notices, press releases, research reports'and other materials prepared
during or resulting from the performance of the services of the Contract shall indude the following
statement:

13.1. The preparation of this (report, document etc.) was financed under a Contract with the State
of New Hampshire, Department of Health and Human Services, with funds provided in part
t)y the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

14. Prior Approval and Copyright Ownership: All materials (written, video, audio) prockxed or
purchased under the contract shall have prior approval from DHHS before printing, production,
distritxjtion or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource'dlrectories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS.

15. Operation of Facilities: Compliance wtth l^ws and Regulations: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shall impose an order or duty upon the contractor with respect to the
operation of the facility or the provision of the services at such facility. If any govemmental license or
permit shall be requir^ for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with ail rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with local building and zoning codes, by
laws and regulations.

16. Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employment
Opportunity Plan (EEOP) to the .Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more. If the recipient receives $25,000 or more and has 50 or

Extiibil C - Special Prcwialcns
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more emptoyees, it will maintain a current EEOP on file and submit an EEOP Certification Form to.the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grarrtees
with fewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Certification Form to the OCR certifying it is not required to submit or rpalntain an EEOP: Non
profit organizations, Indian Tribes, and medical arxl educational'institutions are exempt from the
EEOP requirement, but are required to sulxnit a certification form to the OCR to claim the exemption.
EEOP Certification Forrnsare available at: http://www.ojp.usdoj/aboutA3cr/pdfs/cert.pdf.

17. Limited English Proflctency(LEP): As clarified by Executive Order 13166, improving Access to
Servlces'for persons with Limited English Proficiency, and resulting agency guidance, national origin
discrimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnitxis Crime Control and Safe Streets Act of 1968 and Title VI of the Civil
.Rights Act of 1964, Contractors must take reasonatsle steps to ensure that LEP persons have
meaningful access to its programs.

18. Pilot Program for Enhancement of Contractor Employee Whlstleblower Protections: The
following shall apply to ail contracts that exceed the Simplified Acquisition Threshold as defined in 48
CFR 2.101 (currently, $150,000)

Contractor Employee Whistleblower Rights and Requirement To Inform Employees of
Whistleblower Fights (SEP 2013)

(a) This contract and employees working on this contract will be subject to the wNstletjiower rights
and remedies in the pilot program on Contractor employee whistleblower protections established at
41 U.S.C. 4712 t>y section 828 of the National Defense Authorization Act for Fiscal Year 2013 (Pub. L.
112-239) and FAR 3,908.

{b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C., 4712, as described in section
3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the sutstance of this clause, including tfiis paragraph (c), in all
sutxontracts over the simplified acquisition threshold.

19. Subcontractors: DHHS recognizes that the Contractor may choose to use sutwontractors vrilh
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsiljiiity and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the sutxontractof's ability to perform tfie.delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate. Subcontractors are sitoject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with thb^ conditions.

When the Contractor delegates a function to a sutxontractor, the Contractor shall do the following:
19.1. Evaluate the prospective subcontractor's ability to perform the activities, before delegating

trie function

19.2. Have a svritten agreement with the sutxxjiitractor that specifies actisities and reporting
responsibilities and how sanctions/revocation will t:)e managed if the subcontractor's
performance is not adequate

19.3. Monitor the subcontractor's performance on an ongoing basis

Exhibit C - Sp«dal Pro/islons Ccntrador Initials .
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed

19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deficiencies or areas for improvement,are identified, the Contractor shall
take corrective action.

DEFINITIONS

As used in the Contract, the following terms shall have the following meanings:

COSTS: Shall mean those direct and Indirect Items of expense determined by the bepertment to be
allowatJie and reimbursatsie in accordance with cost and accounting principles estabiished in accordance
with state and federal lasvs, regulations, rules and orders.

DEPARTMENT: NH Department of Health and Human Sen/ices.

FINANCIAL MAf^lAGEMENT GUIDELINES: Shall mean that section of the Contractor Manual which is
entitled "Financial Management Guidelines" arxl which contairrs the regulations governing the financial
activities of contractor agencies which have contracted with the State of NH to receive funds.

PROPOSAL: If applicable, shall mean the document submitted ty the Contractor'on a form or forms
required by the Department and containing a description of the Services to be provided to eligible
individuals by the Contractor in accordance with the terms artd conditions of the Contract and setting forth
the total cost and sources of revenue for each service to be provided under the Contract.

UNIT: For each service that the Contractor is to provibe to eligible individuals hereunder, shall mean that
period of time or that specified activity determined by the Department and specified in Exhibit 8 of the
Contract.

FEDERAi/STATE LAW: Wherever federal or state laws, regulations, rules, orders, and policies, etc. are
referred to In the Contract, the said reference shall be deemed to mean all such laws, regulations, etc. as
they may be amended or revised from the time to time.

COhJTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative
^rvices containii^ a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of Implementing State of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will not supplant any existing federal funds available for these services.

ExNUt C - Spedal Prcvidcns Contractor Initials.
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REVISIONS TO GENERAL PROVISIONS

Subparagraph 4 of the General Provisions of this contract. Conditional Nature of Agreement, is
replaced as follows;
4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in part,
under this Agreement are contingerit upon continued appropriation or availability of funds,
including any sut»equent changes to the appropriation or availai?ility of funds affected tjy
any state or federal legislative or executlve.action that reduces, eliminates, or otherwise
modifies the appropriation or availability of furxJing for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services,.in whole or in part. In no event shall the
State l3e liable for any payments hereunder iri excess of appropriated or available funds. In
the eye.nt of a reduction, termination or modification of appropriated or available funds, the
State shall have the right to withhold payment until such funds l5ecome available, if ever. The
State shall have the right to reduce, terminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from'any other source or account into the
Accourit(s) identiried in block 1.6 of the General Provisions, Account Numtser, or ariy other
account, in the event funds are reduced or unavailabte.

Subparagraph 10 of the General Provisions of this contract. Termination, is amended t>y adding the
following language;
10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of

the Slate, 30 days after giving the Contractor written notice that the State is exercising its
option to terminate the Agreement.

10.2 In the event of early lermihation, the Ctytractor shall, within 15 days of notice, of early
tenmirration, develop and sutxnit to the State a Transition Ran for servioes under ttie
Agreement, including but not limited to, Identifying the present and future needs of dients
receiving services under the Agreement and establishes a process to. meet those needs.

10.3 The Contractor sfiall fully cooperate with ttie State and shall promptly provide detailed
information to support ttie Transitiori Ran including, txit not limited to, any information or
data requested by the State related to the termination of the Agreernent and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested.

10.4 In the event that services under the Agreement, including but not limited to clients receiving
services under ttie Agreement are transitioned to having services delivered by another entity
including contracted providers or the aate, It^ Contractor shall provide a process for
uninterrupted delivery of sen/ices in the Transition Ran.

10.5 The Contractor sfiall establish a method of notifying clients and other affected individuals
about the transition. Ttie Contractor shall include the proposed communications in.its
Transition Ran submitted to the State as described above.

CU04Hfi/11071}
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CERT1PICATK)N REQAROINQ DRUQ^REE WORKPLACE REQUIREMENTS

The Contractor identrfied in Section 1,3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub, L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identired in Sections
1,11 and 1.12 of the General Provisions execute thefoilowir^ Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE . CONTRACTORS

This'certincation is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 198,8 (Pub. L 100-690, Title V. Subtitle D; 41 U.S.C, 701 et seq,). The January 31.
1989 regulations were amended and published as Part II of the May 25.1990 Federal Regster (pages
21681-21691), and require certification by grantees (artd by inference, sub-grantees and sub
contractors). prior to av/ard, that they will maintain a drug-free workplace. Section 3017,630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
materiai/epresentation of fact upon which reliance is pHaced when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payrnents, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department oil Health and Human Services
129 Pleasant Street.
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a daig-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, poswss'ion or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing dn^-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a dnjg-free workplace;
1.2.3,- Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4, The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace;
1.3.- Making it a requirernent that each employee to be engaged in the performance of the grant be '

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1, Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than ftve calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calerxlar days after receiving notice under
subperagraph 1,4,2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit 0 - Certillchtion regarding Drug Free Contracta Inlbala
Workplace Requirements
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has designated a central point for the receipt of such notices. Notice shall.lnclude the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subperagraph 1.4.2, with respect to arv employee who.'is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended: or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1,1.2,1.3,1.4,1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Flace of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file that are not Identified here.

Contractor Name;

I

Date Name:
Title:

Exhibit D -Certllleatlen regarding Drug Free Contractor Initials
Workptaca Requirements
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CERTtPICATION REQARDINQ LOBBYING

The Cortractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the Gerrera! Provisions execute the following Certification;

US DEPARTMENT OF HEALTH AND HUMAN SERVICES • CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE • CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
•CfMld Support Ertforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
•Medicaid Program under Title XIX
•Community Services Block Grait under Title VI
•CWid Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal ap|*opriated funds have been paid or will paid by or on behalf of the undersigned, to
any person for influerrclng or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congre«, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loarj, or cooperative a£peement (and by specific mention
sub-grantee or subcontractor). '

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with trts
Federal contracL grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and subnet Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructtons, attached and identified as Standard Exhibit E-l.)

3. The undersigred shall require that the language of this certification be included in the av/ard
document for srij-awards at all tiers (Including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was priaced when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction Imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than S10.0CX) and not more than $100,000 for
each such failure.

Contractor Name:

Date Name:

Title:

Exhibit E - Cefliflctiicn Regtrdlng Lcbbying Contractor Initials.

cwcHH&noTts Page 1 ol 1 Date

Deloitte 2018 Page VnM68 of 662



Attachm8^W^E^0tlb^G)V|6(H^MPSHIR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043mFP-2019-DPHS-19-DATAA

DO NOT RETURN SAMPLE CONTRACT

REFERENCE FOR APPENDIX A ONLY AppeOdiX
New Hampshire Department of Health and Human S^ldST"'

Exhibit F

CERTIFiCATION REQARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILfTY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with tfie provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, end Other Resporrsibiiity Matters, and further agrees to have ihe Contractor's
representative, as Identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification;

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting tWs proposal (contract), the prospective primary pafticlpant is providing the

certification set out tielow.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of perticipetion in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why It cannot provide the certification. The certification or expfanation svill be
considered in connectton with the NH Department of Health and Human Services' (DHHS)
determination whett^r to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this dause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined ttial the prospective
primary participarit knowingly rendered an erroneous certification, in addition to other remecfies
avaitaWe to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospecttve primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (co^act) is sidxnitted if at any time the prospective primary participant learns
ttiat its certification was erroneous vyhen submitted or has become erroneous by reason of charged
circumstarces.

5. The terms 'covered transaction," 'debarred," 'suspended,' 'ineligible.' 'Icwer tier covered
transaction.* 'participant,' 'person,' 'primary covered transaction,* 'principal,' 'proposal,* and
•Voluntarily excluded,' as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549:45 CFR F»art 76. ̂ e the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not krxjwingty enter into any tower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees tiy submitting this proposal that it will include the
clause titled "Certification Re^rding Debarment, Suspension, Ineligibility and Voluntary Exclusion •
Lower Tier Covered Transactions,' provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for tower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not .debarred, suspended, ineliglljle, or Involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant-may
decide the method and frequency by wNch it determines the eligitjility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require estatilishrTrent of a system of records
in order to render in good faith the certification required by this clause. The knowled^ and

ExhiW F -CertiflCiUon RBgsrtlng OcMiment, Suspension Conlndcr tniUsIs
And Other Re^MosibUty Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the orcSnary course of txisiness dealings.

10. Except for transactions authorized under paragraph 6 of tfiese Instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or volunteriiy excluded from participation in this transaction, in
addition to other remedies available to the,Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief that it and its

principals;
11.1. are not presently debarred, suspended, proposed for debarmerfl, declared ineligible, or

voluntarily excluded from covered transactions tjy any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convfcted'of or had

8 civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or locaO
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlenient, theft, forgery, bribery, falsificalion or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently Indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, aate or local) with commission of any of the offenses enumerated in paraoraoh (l)(b)
of this certification; and

11.4. have not wltfiin a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certincation, such prospective participent shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting tNs lower tier proposal (contract), the prospective lower tier participant, as

defined In 45 CFR Part 76, certifies to the t»8t of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from perticipation in this transaction by any federal department or agency.
13.2. where the prospective lovyer tier participant is unable to certify to any of the above, such

prospective participent shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it wilt
include this clause entitled 'Certirication Regarding Detjarmenl, Suspension, Iheligibility, and
Voluntaiv Exclusion - Lower Tier Covered Transactions,* without mocSfication in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

Date Name:
Title:

ExhM F - Cert/flctllan Regarding Oabarment, Suspension Corttreelcr Inlliels
And Odier ResponsiNllty Metiers

ajflMM&MCiTij Pige2ol2 OKe

Deloitte 2018 ^ Page Vni-470 of 662



AttachmS3WtfrE^MbP'ffi¥(5itAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

DO NOT RETURN SAMPLE COfvn"RACT

REFERENCE FOR APPENDIX A ONLY AppefldiX I 1
New Hampshire Department of HMith and Human Servites-'

Exhibit O

CERTIFiCAtiON OF COMPLiANCE WITH REQUiREMENTS PERTAINiNQ TO
FEDERAL NONDiSCRiMiNATiON. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHiSTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the Generai Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the foiiownng
certification:

Contractor will comply, and will require any subgrantees or sulxontractors to comply, with any applicable
federal r>ondiscrimination requirements, which may include:

•  the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C, Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or tjenefits, on the tsasis of race..color, religion, nationai origin, and sex. The Act
reqiires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act Recipients of federal funding under this
statute are proN'bited from discriminatir^, either in employment practices or in the delivery of services or
tjenefits, on the t>asis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohitxts recipients of federal financial
assistance from discriminating on the t^sis of race, color, or natior^l origin in any program or activity);

• the Rehabiiiiation Act of 1973 (29 U.S.C. Section 794), wNch prohitxts recipients of Federal financial
assistance from dlscriminatirijg on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 19X (42 U.S.t. Sections 12131 -34). which prohibits
discrimination and ersures equal opportunity for persons with disabilities in employment. State and local
govemrnent services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972,(20 U.S.C. Sections 1681,1683,1685-86), which prohibits
discrimination on the basis of s^ in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age'in programs or actisities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pL 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Polides
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-tased and community
organizations); ̂ ecutive Order No. 13559, which provide fuixJamentai ptir>ciples arxJ policy-making
criteria for partnerships with faith-t>ased arxj neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistlebiower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L 112-239, enacted January 2.2013) the Pilot Program for
Enhancement of Contract Employee WhistletJiower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is ptac^ when the
agency awards the grartt. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarmert.

Exhibit G
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In the event a Federal or State court or Federal or State administraUve agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
agairrst a recipient of funds, the recipient will forward a copy of the findng to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsmaa

The Contractor identified In Section 1.3 of the General Provisions agrees tjy signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

I , By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated atxjve.

Contractor Name;

Date Name:

Title:

ExMMG

Contractor InlUaK
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CERTIFICATION REQARDINQ ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmentel Tobacco Smoke, also known as Ihe Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portbn of any Indoor facility owned or leased or
contracted for by an entity and used routinely or regiiarly for the provision of health, day care, education,
or library services to children urider the age of 18, if the services are funded by Federal programs either
directly or through State or local governmer^s, by Federal granL contract loan, or loan guarantee. The
law does not apply to children's services provided In private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment Failure
to comply with the provisions of the taw may result In the imposition of a clvii rrwnetary penalty of up to
S1000 per day and/or the Imposition of an administrative compliance order on the responsitile entity.

The Cortractor identified in Section 1,3 of the General Provisions agrees, by signature of the Corbactor's
represenfative as identmed in Section 1.11 and 1.12 of the General Provisions, to execute the followire
certificatjon:

1. By signing and submitting trts contracL the Contractor agrees to make reasonable efforts to comply
with ell applicable provisions of PutJiic Law 103-227, Part 0, known as the Pro-Children Act of 1994.

Contractor Name;

Date Narne:

Title:

Exhibit H - C«ttincaUon Regerting Contractor Irtltials
EnWcnmonltl Tobacco Smoke
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor Ider^fied in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with ttie Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. 'Covered Entity" has the meaning given such term in section 160.103 of Title 45.
Code of Federal Regulations.

d. "Desicnated Record Set' shall have the same meaning as the term "designated record set'
in 45 CFR Section 164.501.

I

e. "Data AQareaation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Ooerations" shall have the same meaning as the term 'health care operations"
In 45 CFR Section 164.501.

g. "HITECH Acf means the Health Information Technology for Economic and Clinical Health
Act. TitleXIII. Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. 'HIPAA' means the Health Insurance Portatxlity and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160,162 and 164 and amendments thereto.

i. "Individuar shall have the same meaning as the term "individuaF in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

J

\. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. 'Protected Health Information' shall have the same meaning as the term 'protected health
information" in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

V2014 Extilbiil Contractor Inltlalt
Healtn insurance Portability Act
Business Assodaie Acreement
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•Reouired bv Law" shall have the same meaning as the term "required by bw" In 45 CFR
Section 164.103.

0.

"Secretary" shall mean'the Secretary of the Department of Health and Human Services or
his/her designee.

"Securttv Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart 0, and amendments thereto.

"Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definrtions • All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use. disclo^, maintain or transmit Protected Health
Information (PHI) except as reasonably riecessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c.

d.

To the extent Business Assocbte is pemitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required'by law or for the purpose for which it was
disclosed to the third party; and (11) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent It has obtained
knowledge of such breach.

The Business Associate shaD not, unless such disclosure Is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by bw. without tirst notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/2014 Exhiblll
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclo^ PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Busingga AssQciate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer irrimediately
after the Business Associate becomes aware of any use or disclosure of protected
health information hot provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

c.

d,

e.

The nature and extent of the protected health Information involved, including the
types of identifiers and the likelihood of re^identlflcation;
The unauthorized person used the protected health information or to whom the
disclosure was made;
Whether the protected health information was actually acquired or viewed
The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and.immediately report the findings of the risk assessment In writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI cohtained herein. Including
the duty to return or destroy the PHI as provided under Section 3 (1). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI

3/2014 ExtiiUtl
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pursuant to this Agreement, with rights of enforcement and indemnification from such
busiriess associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) buslrtess days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at its ofnces all
records, iTooks, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliarwe with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from CoVered Entity,
Business As^ciate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record alx)ut an individual contained in a Designated Record
Set. the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate ariy such amendmerit to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHl in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such,request to Covered Entity. Covered^Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI

.  received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has t>een otherwise agreed to in
the Agreement, Business Associate, shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeastble, for so long as Business
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that the PH! has t>een destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or llmltation(s) in its
Notice of.Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520. to the extent that such charige or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522.
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report tt)e
sriblation to the Secretary.

(6) Miscellaneous

a- Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall.have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference In the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b.

c.

d.

3/2014

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as Is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity:

Inteioretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA. the Privacy and Security Rule.

EchlUt!
Heaim Insurtflce PcnabttltY Act
Business Assodste Agreement
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Seareoation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the Invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I. the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

The State Name of the Contractor

Signature of Authorized Representative Signature of Authorized Representative

Name of Authorized Representative Name of Authorized Representative

Title of Authorized Representative Title of Authorized Representative

Date Date

ExMbill

HealUi ln»urtnc» PortaMUtyAcl
Business Assodale Agreement
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CERTIFICATION REQARDINQ THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT (FFATAI COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to orgreaterlfran $25,000 and awarded on or after October 1. 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant mbdifications r^ult in a total award equal to or over -
$25,000, the avrard is sutiject to the FFATA reporting requirements, as of the date of the award,
in accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensatiqn Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or cofitract award subject to the FFATA reporting requirements:
1. Name of entity
2. Amount of award

3. Funding agency •
4. NAICS code for contracts / CFDA program numtser for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity '■
8. Principle prface of performance
9. Unique IdentiHer of the entity (DUNS #f)
10. Total oomper^tion and names of the top five executives if;

10.1. More ttian 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation Irrformation is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amerxlment is made.
The Coniractor identified in Section 1.3 of the Generii Provisions agrees to comply with "the provisions of
The Federal Funding Acccurrtability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Execi^ve Compensatioh Information), and further agrees
to tave the Contractor's reprewntative, as identified in Sections 1.,11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed Information as outlined above to the NH
Department of Hearth and Human Services artd to cqrnpiy with all applicable provisions of the Federal
Financial Accountability and Transparency Act

Contractor Name;

Date Name:
Title;

ExhibI J - Cortillcatlon Regarding the Federal Fundlrtg Contraeta Inldala.
Accountability And Transparency Act (FFATA) Compliance
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FORMA ^

As the Contractor identified In Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for your entity is;

2. In your business or organlzaUon's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, 8Utxx)ntracts,
loans, grants, sub^rants, and/pr cooperative agreements; and (2) 525,000.000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants. and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO. stop here

if the answer to #2 above is YES, please answerthe following:

3. Does the public have access to information about the compensation of the executives in your'
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a). 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

\i

NO YES

If the answer to «3 above is YES. stop here ^

If the answer to UZ above is NO, please answer the following:

4. The narnes and compensation of the five rnost highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:.

Name:

Amount:

Amount:,

Amount:

^ount:.

Amount;

Exhib* J - C«rtiflc«licn Rogardng the Federal Funding
AccountabitltyAnd TransperencyAct (FFATA) Ccrnpllence
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\  •

A. Dennitlons

The following terms may be reflected and have the described meaning In this document:

1. "Breach" means the loss of control, corriprorhise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any sImiJar term referring to
situations 'where persons other than authorized users and for an other than
authorized purpose have access or potential access to personalty identifiable
information, whether physical or electronic. Wth regard to Protected Health
Information.' Breach" shall have the same meaning as the term 'Breach' in section
164.402 of Title 45, Code of Federal Regulations.

2.

4.

"Computer Security Incidenr shall have the same meaning 'Computer Security
Inddenr in section two (2) of NIST Publication 800-61. Conputer Security Incident
Handling Guide. National institute of Standards and Technology, U.S. Department
of Commerce. • :

•  '• V

"Confidential Inforrrtation" or 'Confidential Data" means all confidential information
disclosed by one party to the other such as ail medical, health, financial, public
assistance benefits and personal information including without lirrotatio'n, Substance
Abuse Treatment Records. Case Records. Protected Health Information and
Personally Identifiable Information. ,

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is govemed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI). Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),

. Payrrient Card Industry (PCI), and or other sensitive and confidential information.

"End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

"HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

Incidenr means an act that potentially violates ar^ explicit or implied security policy,
w^tich includes attempts (either hiiled or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics v^thout the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V4. Last update 04.04.2010 Exttlbl K
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open VVfireless Netwof1<" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information

. Technology or delegate as a protected network (designed, tested, end
approved, by means of the State, to transmit) will be considered ah open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security nun^r, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc..
alone, pr when combined vAh other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "IPrivacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "^Hl") has the same meaning as provided in the
definition of 'Protected Health Information" in the HIPAA Mvacy Rule at 45 C F R §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
protected Health Information at 45 C.F.R. Part 164, Subpart C. and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Heafth Inforn^tiori that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a steindards developing organization that is accredited by
the American National Standards Institute.

RESPONSIBIUTIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use. disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V4. Last updata 04.04.201S ExNb< K
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request for disclosure or^ the basis that it is required by law, in response to a
subpoena, etc., without first riptifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be tMund by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in sriolation of such additional

restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have

•  • • '-been evaluated by an expert knov^rledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Ericrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresMS of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web sKe must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and vyhen sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

V4. Last update 04.04.2016 - ExhiMK Contractor INliets.
DHHS Information
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wireless network. End User must employ a virtual pnvate network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile devicefs) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP). also krtown as Secure RIe Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cyde (i.e. Confidential Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of iriformation.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days, to destroy the data and any
derivative in whatever form it may exist, unless, otherv^se required by law or permitted
under this Contract. To this end, the parties must;

A Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection vMth the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
doud computing, doud service or doud storage capabilities, and indudes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to deted potential security events that can impad State of NH systems
and/or Department confidential information for contrador provided systems.

3. The Contrador agrees to prosride security avereness arxf education for its End
Users In support of proteding Department confidential information.

4. The Contrador agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in sedion IV. A2

5. The Contrador agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution'and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and'devices must haye
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

V4. Las(updsts04.04.20ie ExhlMK Cootreelor InlUalt
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whole, must have aggressive intrusion-detection and firev.^11 protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written.certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall t}e rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88. Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and jmII provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory arid professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, wfthin thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows;

1. The Contractor will .maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use. storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authenticatioh and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring ca^bilities are in place to
detect potential security events that can impact State of NH systems and/or
Departn^nt confidential Information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. if the Contractor will be. sub-contracting ariy core functions of the engagement
supportirig the services for State of New Hampshire, the Contractor vvill maintain a
'program of an interrtal process or processes that deilnes specific security
expectations, and rrionitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system($). Agreements will be
completed and signed by the Contactor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BA^ with the Department and is responsible for nraintaining compliance with the
agreement.

9. The Contractor will work'with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, tfireats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion wth agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liabiltty. In the event of any security breach Contractor shall
make efforts to Investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from

V4. Last update 04.04.2010 Exhiliil K

DHHS Information

Sacurfty Requirements
Page C of 9

Contractor Initials.

Date.

Deloitte 2018' Page VUI-487 of 662 V



AttachmS0rt/®rEd0lbNE^4iAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

OO NOT RETURN - SAMPLE CONTRACT APPENDIX REFERENCE FOR APPENDIX A ONLY

New Hampshire Department of Heailirand Human Services

Exhibit K

DHHS Information Security Requirements

the breach, including but not limited to; credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations {45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under istate law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent uriauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh,gov/doitArendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procuren^nt information relating to^vendors.

14. Contractor agrees to, maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within tvNO
(2) hours of the time that the Contractor learns of its occurrence: This includes a
confidential information breach, computer security incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply vMth such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information tliat is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this Information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PR are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvoted and being
sent to and being received by email addresses of persons authorized to
receive such information.

V4. Last up<l8te.04.04.20lS ExNMK
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that Is
physically and technologically secure from access by unauthorized persorts
during diity hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable Information, and in all cases,
such data must be encr^ted at all times when In transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed' using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or Indirectly through
a third party application.

Contractor is responsible for oversight arid compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided In herein, HIPAA
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance wtth this Contract. ^

V. LOSS REPORTINQ

The Contractor must notify the Stete's Privacy Officer, Information Security Office and
program Manager of any Security Incidents and Breaches within two (2) hours of the
tinDe that the Contractor learns of their occurrence.

\

The Contractor must further handle and report Incidents and Breaches involving PHI In
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.3(X) - 306. In addition to, and
notwithstanding. Contractor's compliance with ell applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents:

2. Determine If personalty identifiable information is involved in Inddents;

3. Report suspected or confirmed Inddents as required in this Exhibit or P:37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

V4. Last update 04,04.201fl ExWM K Contractor Wttals
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N^. Hampshire pepartmont of Health and Human Services
Data AnalytlciPlatrorm for Opioid Crisis

ADDENDUM#!

.On October 16. 2018, Ihe New Hampshire Departrhenl of HeatlK arid Human Services
published, a Reque^ for Proposals, requesting proposals ifrom vendors, who-^are
qualified to pr6\rtde a software sy^eni and associated services for the.Departmeht"to
:lmplemerit a scalable Opioid Crisis Response Management Business Intelligence
dashboart.

The Department Is publishing this addendum to;

1. Deleto and replace Section 2, Schedule of Events, vdth the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct., 16. 2018 12:00 piti

Notification to the State of the number of
representatives' attending the (Mandatory, or
Optional)'yeridor Conference

Oct. 23. 2018 2:00 pm

(fuiandatbry or Optipnal) Vendor Cbriference;
location Identified In Section 4.3: Vendor
Coniference

Oct. 30. 2018 10:00. am

Vendor inqulry.Perlod ends (final Inquiries due) Nov. 5. 2018 2:00 pm

Final State responses to Vendor Inquiries Nov. 13. 2018 2:00 pm

Final date for Proposal submission Dec. 10. 2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 arn

Vendor Presentation & Derrio (2 hours) Dec. 17 1:00 pm

Vendor Presenlatlbri & Demo (2 hours) Dec. 16 8:30'am

Selection/Not rication Dec. 19 10:00 am

2019-043/RFP-2019^DPHS-19-DATAA
Addendum #1

Page 1 of 1

Oregory Spino

Deloitte 2018!' PageVni-490of662



Attachm8HW3rEeWt)hffi¥|54iAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

•M

New Hampshire p^artment of Health an d Human Services
Data Analytics Platform for bpiold Crisis

ADDENDUM #2

On October 16. 2018, the New Hampshire Departrhent of Heatth and Human"Services
published a Request for Proposals, requesting proposals ftom vendors, who 'are
qualified to provide a software ̂ em and associated services for the Departmerrt to
-Implement a scalable .:Opioid .Crisis Response Management .Business Intelligence
dashboard.

The Department is publishing this addendurri to:

1. Update the time of the Vendor Conference listed on the Cover page to read:

Vendor Conference Oct. 30. 2018; lOMajn. EST

Orcgoiy Splno

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #2

Page 1 of 1
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•M

. New Hampshire p^artm^ of Heaith and Human Service
Data Analytics Platfdrrh for Opioid Crisis

ADDENDUM #3

On October 16, 2018, the New Hampshire Department of Heallh' and Humah^Sen/lces
published a Request for Proposals, requesting proposals from vendors, who 'are
qualified to provide'a software s^eni arid associated services for the Department to
Implement a scalable Oplbld Crisis Response Management Business Intelligence
dashboard.

The Department Is publishing this addendum to:

1. Update the date forProposals Due ilsted on the Cover page to read:

Proposals Due Dec. TO, 2018; 2:00 p.m. EST

Gregory Spino

2019-043/RFP-201 9tDPHS-1 9-DATAA
Addendum #3

Page 1 of 1
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New Hampshire p^artn^ of Heattti and Human Services
Data Analytics Platform for Opiold Crisis

AD:DENbUM#4

On October 16, 2018, the New Hampshire Department of Health and HumaffSeiVlces
published a Requesd for Proposals, requesting proposals from vendors, who-are
qualified to provide a software sy^etti and associated servlcis's for the Department to
:lmplement a scalable .;Opiold Crisis Response Management Business Intelligence
dashboard.

The'Deparlment irpubllshlng thiiaddendum to;

1. Add Attachment C-2 to the Request for Prdposais:

Gregory Spino^

2019-043/RFP-2018:DPHS-19-DATAA
Addendum #4

Page 1 of 1
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. VmdOf Initructloni

>«* II (woimfK r Am ̂ t<* nftvM un tiMr MBCt Mi M liralBn«WMe1Md to «■ r<M, ivMW
M(oMnis>v* can•#! ba laad II MhamnWMd it S(an«a>4 tt** Cibiari matfiMitagtcMnt baionb
0emlM,cnMi an*l**;**H«*cMarttb*tM«w)hd«MrrMM>iaaauan.CiMM\o>iaai*ii<«teWNotP>a»otv«lM
Caiitti iwwlte<lfpgtgi»»»ilt |.

CibMtMiM
tM)»i«a<M<'iei*anMmi>«ib-MM«Mwt'- ThaSmcmMwiK wl>a(iuKl>»Mi bmtmi iMkwwibciwki
irtaik»»<» mill Iliabgiotx. tUMiniiii bala.wttMtfwaman'HW^cutBgkxa^aMiaWw

l»»*riwMba»iwmaiMM»«cCI—lni»o»tinct»iliw<it.»iWntd«»*i»»eatwi», IbulMW
mWe r1#« e«ew « fMeenlil »• iwe eldi i«e*ewkrWucW e aenewd b» wew Wuf. el »•

ni"«eia><'a«*enen<>M»li*et<toMr, twalemCttiweie bcgiellMWbtBeSaceMHelyeeauaefcOt^'bui
aw lack 4 Ha iMBira la nea aviMa>«4 aeriae eneaeri« ■aeuailir»«araeaaal
18)N*«tt»»«If eei»iieWchbn»tleeir, rNaieaiiieirenkccnaWweebatteSaaM<B»aenewHoiyieliaiar
MacMfetr «aeM kua net a (Hieal iMUe d Va IHfect.

*"»'d»ttieCdkmiiie»edMilnt«tidawl.laiau»e,CMatew>,«titctiaiieiatiM'gi»i(eKdi^<»e»»^kdea»)a»«l

^...c ,nnn ,,|M,>,i,|,|„
f eeveiWH <!•*,)
a - iMCaraAindai can ka vOTiead •WtoeBm nodScaHni. (k^odvii itut praiMa eaSnaMe loin Md
p gantna «l« oal H e<a aaltaiva medMcaitanIn 8* ceemn tiw. Ihea csal eam^ iMH aM ue asM

■seal cm fcr adlataia madnkMlM lewie h «>c ceei KMnarr aakta ki lacwn I d M wei
»aa<«iaka*li/mikiikiil«|-leel»e«ffd«acnkaai»<kaen|inwaekT«<eHn«ca-(rrmHi»aaleMCii|iejw«l»ala>Htkincewmi».^net»n)e(aHI

Ht ai OaHei * aAekm 'aimvai lanemmel pimda a brlal mknekenelheaithi reeukeeianc etf ka mat lieetcm
■It can ka vHTM kiaB M cAaim.

ONHS'»Min«-W}/V^)Olt-D»MVl»OA1A« HcntuaiOHS

Pra(«ct ftaquircntanti Aitidvnani

C-2

1. BUSINESS REQUIREMENTS
I  StitB R«qulrefnenb 1  Vendor ti - 1
1 B*4* j  Re^wirenaem DaecifpUen 1  CrtlkaUv 1  Vandu

1  Raaserwa
j  OalWy
1  UMhaJ

1  CorMMnu 1
1 fumtiensl -

Bia

L414n ana IfflplUUMlIIW S Bill WUiilUilUSI'iUUtni VtJ 1 fOiU
•nd eumplk (emplkiei apeetflcalv lcvtr««ln( etblfni (o^> and »cb
porub currently In place at thetlale tocrulecceneialeiit eravler data tobe
erienind and frepMealy dUplayed to meal belh uaer deiitn and arnr
Bperlante reaulramenta.

tiJ

Create « method to Inventory data loiecMtktoleaied aalih the
buddlnf o'the Opioid Crbb diahbcerd and an onping proeeac toatid
to the Inventory of the lytiem end recommend a ktrategy for future
utc of deta anetyda end builneu intelti|erKc toobeta et well et
creete a dathboard In tadtlch the Muroe Ik cagied at Eternal or
cxtentil (to the Oepcrtment) end whether the data eontalrta
oerkonallv Identified Infoimatton (HI) or Oe^dcndfled Information
lOll)

•14

Provide profetslonal terdeef to augment Internal «apaMld«
atudated with the following tUfl acti;
Butlnett analy»b, uie ceM development, iser penona develepntent,
Dan and itatlttlcal anafyilk generelly.
Data andicatlitlcal anatyklttpedfie to the opioid crlsb.
Data Integratlonandtranafcrmatlon.
Data idkualiaclon Indudlng georaphleal Information lyuam.
Hartiware architecture and detlgn.
Software eonnguratfon and training.

BU
If the propoul Ft a ddud/hottad tolutfon provide and ettabUth
hardware end tofnvare and/or doud lenicet for operation by the
State needed to auiment the Oeoertment't Infraitrwcture.

kl4
Implement no liter then August IS. 2019 opioid dashboards based on
requirements

Bl.'
Provide a detailed description of bow you would address dierts
Irtduded in the Introducdan section

OHH5-«fP-201M«3/RP-2019-OPHS-19-OATAA 1. BUSINESS UQUUtEMENTS
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Proi«c( ll«qulr«m«na Aiuehmcnt

C-2

. IIJ
Provtd* conitxt trndtlvt 'Hdp* KTMu/tlp* «nd diihbot'd

intsructiani

•IJ
Automjtcd rvports/notinutlorv/atefa co u*«n b«i«d on tubtcffpUon
Of opt In/oul fut)cilen«lnr

•LU

OMifn. d«vdop and Implafxarit a Kotttdc Oaia Analydci Platform'

(DAP) thai eof^ldates data from muitlpla. ovrantfy dliparata

Oaparcmant, otfiar Staia of N«w Hampahfra and Fadaral lourcaa,
lyitama and format* to ritatt th« naada of th« atata'i opfofd raaporM

and ̂ ovfda tha foundation fof all othar naadt of the Oapartmant

procrams.

■2.1 Incfuda auppori for tha futura u*a of advancad itatlttleal analysl*
taefmlquai. pradlctlwa analytlei and machina laamlni

■2J Ba Intultlva ar>da**v to loam, undariiand, navtuata and usa.

■2.1 Provfda andmppertivarica las* than S taeond* with a majority of 1
aacond ouary rasponaa tfmat, with or wlthoui u*ar cuwofnliatlon.

■3.4
Proea** and load datatats In a lau. tmooth, affkfant mannar to maat
no oldar 24 hour itala data

0HHS.RFP.201»^J«3/Rn'-Jm9-0PHS-1W)ATAA t. BU9NE5S REQUMEMCNTS
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Prefect Aequlrcmena Atuchment

C-2

The Miected wtdor mutt l«««ra(* (where (ppUcible for the vender

tdutlon) current taehftoio«les In pUce at State of New HampthJre and
provide recommendations (or itiernatNes based on proposed tirtti«v
U irKlude but not Rmlted to:

Orade databases,

Obnentbrvillv modeled data rnaits,

Ertraet. Tramform, load (ETl) software - Informatica,

Sudstieal analysb tods/software and server • A Proframmlni atvd
RStudIo Server/Co nneci arxi

Supplemecttarv B) tools levera|ln| Tableau for dashboards whkh:

Consolidate and arrancet numbers, matrlo and Department dadnad
scorecards, Xe<r Performance, and other, met/to.

Can be talorad (or speddc roles and dlsptay metrics targeted 'or a
tingle polnl of view.

Includes a customizable Interface.

irtcludes the abllltv to pull reel-time data

Design, develop and Implement an overarching data model, which:

Combines appropriate data elertvents from various sources, as rveeded

to achieve reporting and alert functions,

Includas Intarfaces, source mapping and user Interfaces; required to

achieve data consolidation and buld the DAP,

Identifies current and future state of source tyitents and processes,

Possesses the jarocessfrtg cipabiSiies to provfde large ditasat analysis,
indudlitg hf^tly complex numerical,anelysJs of textual, structured, nan

suuctured, tpatfal and other dau sources. -

Provfde metadata tagging of data soureei/elemertts.

AJIcnvs fast and flexible data Integration so that data sources arc able

to be iniegiaiid In the anelytlcal ertvfronment and analyzed wfth

Umlicd advanced notice.

DHHS-APP-20I»^»3/RFP-2019-OPHS-1«ATAA 1. BUSINESS RSQUiftEMCNTS
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Pro(«c( ft«quir«mantx AtachnMot

C-2

B2.7

Vendor* muu Indud* * propOMd irtNaciur* la the OAP, which

Intepea* dea from wurte lyttem* end mees, a exceed*, the

(oiiowlnit minlmel reoulrements;

t2J

Ptaddc* « Irimework for apnizedon of dea, Informiilon

mtnecement and lechndofv (v*temi requfred to build ertd

■midemeni the lystern.

■2J

Allow* fa del* componens of the architecture to Indude Iniernel irM
exarrtal *our«e* of ttructaed end un*truetur*d date loeri roqula a
anahrte the oolotd criifi.

B2.10
Ineludet dan Ince^tton.dau dean*In( and the development and
Implementation of data dimensional rules.

r#rAii<ca 1

BU

Deserfees the eorteeptual and loficat technolof/ eompenenu required
m proMnt Infamatlon a user* and enabi* them a analvz* the diu
and Ip ImoacP.

•IJ Allow* fa the ablBty adrll down on repat daa bv v*rvln|leveb of
■eoeraphle. provlda. aoram, sendee and dicnt demotpaphic deul*

iU
Alloar lor the extraction of pectemt and knowled(e from large
amounts of dec*.

UA
Provide a*dlctlvc a suifsdcal arsilysls model, besed upon dets type
«nd attributes

UJ
Provides broarser-besedalutienaaoporiaJI mala browrsers.

U4
Internal multi-tenant sandbox a aovlde sladstlcsl analytls are** a
look at data with access to the dlmentlonal besed data a design and
develop vftualfrailorss on an ad-doc deveiopmeni based methodotogy

O.T

Intanal rde besed euthentkedon a aovlde view, modify and delete
as wefl as nnmal fadng role bssed solution wia ability a define
ipoup a mar defined access

U-t
Provide a methodofogy a crack web craflk and repat on number of
viewer*, number of this and/a other measacs.

OJ Sum Sblngand Orovrth Atsumptlora

DHH&4(FP-2019^3/R^-2O19-OPHS>19^TAA 1. BUSINESS BEQUIftEMEmS
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Pr«f«ct ll«qulr«m«na AtadvTwnt

C-J

1 u.u Davatopupaovle nuk* OMj and IntormMlon tvaiiau* w tnaatini tna

BtparUTWK't ftdml Rapenlnt r«qulr«fMni> and ndcttaafv'or Ndtral
(finl appUeatWia

SUBUlAi3
—

1

UJ

Tlw n«w Sy»t«m mwi aceonwnedat* th« antlciptidd number of loea

and worlataUon* ai M«b loeailon. In ocdtr to tupport initial ddni
•itpdeatlons. prior to eomplatlon of capacity plannlni aa part of (Ha

profact, tha Suta haa aatintatad tfia firat phaaa ayatam noni

iCco<Timodaraappre>ifma(alv2,000lniarnal uaara{25Kactlva uaara,
SK cofwurrant) In ar>d lor future uaa, 250.000 «ktornal uaara (lOK
aellva uaara, 2X concurrent) at thii dme, ar<d all of thaaa uaeri are

aapactad to ha«« a wrorlaatlon thai wlO accata the Syitam. Thaaa

blilal aadmataa v>n be replaced with dte finale uaar aJdnp in the
Capacity Plan daHverable ai part of the deal^ phaaa. Workitadona.

natworfe, aarvart, aiora|a and WAN conneciMty will be recommendad

by the wider to enaura ablnp to aeeaa and utilba tha lyaiam.

HJ

The naw thirad Infraatruetura and functional capabAldaa naad ba

deaignad to ba operational 24 houra par day (houra to ba datarmlnad
by tha ttaia). 7 daye par weak, and 52 weeki par year. Tha cantralbad

aervera and raaourcaa and public facing wab altt wRI ba daal^ad to ba

operatlanal 7 daya per week and 24 hotva per day. No aln^a
dlarupdon la antldpiiad to laat longer dian S houra. The Syaiam aa a

whela will ba 8<MQabia for uaa 99 percent of the timalata mutualy
iipead and aehadutad aarvlca/malntananea lntar\eb.

MJ
The naw Syitam mua lupport irimparani laAovar capabHiliai uilng Nglv
ivilabllllv archltaetural alamtntv

Spadfy aa aquipmani (rf any) raqulrad for thadatalopmanaand oparadona ef
Ihe adutlena and raqulramenu defined in ihii RFP. The equlprMnt wA be
cemerbed ef Induatry ninderd end reedPv avaRable CDmeenenti.

MJ
Creetfng/vlawfng poputeilon-beaed or Indlvldual-beaed ilcrti end
notlfieedana

SubterlbfnttAln-aubecrlbeig to ilerti/nodfleitlona of Intareat
M.T Sanding nodfleeclorH chroufti prafarrtd netlflcatfon method

OHHMIFP-201»^3/RFP-2019-OPH$-19^TAA 1. BUSINESS REQUIREMENTS
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Proi«c( R«quirem«nts Aiuchmant

C-2

vx
SchtduRng of dbulbutfon of rtporu «nd nodflcaciom biMd on usor

Input vit an 'opt In* medal

U3

Daicrfca tha praootad Mluclon to maat SOS complUnea a nd Oo(T

compUancaraqutramanu. ThaauthaniieaUonandauthorlzaclon

aolutlon muft baADAcomptant.

M.U
Oatarmlrdnii who orlglnaiai and approval OAP invattmant proooiali.

Oattrmlnlni tha approvad lachrtoloflas and product! davalopari

muit uia to build tarvieas.

W.12
Oaflnlni tha procadura for raquMdnt pormbtlon to uta a larvlca. ,

•4.U
Identffvinf (and axacutfr^) what tarvica and lyitam tattJnf Is raqulrad
bafera dapbybtg ■ aarvica anhaneamant.

M.U Promuliiata poUcJai, tandards, and puldallnat
M.U Fadlilatlen el procaiia*

M.U Collaetion. analysb and vftuallutlon of matria

M.I7

Admlhlitar tha lnte|railcn matadau • for aampla, OAP matadaa

(such as Wab Sarvicai Oaacrlptlon Lanfuaga) or bualnats-to-buslnau

matadata (such as alactronlc data Intarchanga/XML documant

standards).

M.U
Monitor tha asseciaiad lovarnanca procaduras, through ona or mora

rapesltorias.

M.U

Rola-baMd Aecais and User Provfiioning • Tacftnolocr componant
that anablat what Information a particular uaar Is authcrlsad to

access.

M.2e

Utars' aecau rights thai ba baiad on wf>a t rdai thav plav In tha

antarprlsa fStata and Countlas) and/or vrhat groups thav baiortg to for

aitarrtal antlUas.

S*.21
Rola-fiaiad Accass shall IrKluda tha capabflltv to anforca who can
updaia data versus accau and view cnlv. Furthar. tha update

authority should ba defined at tha Raid laval witNn a parttl.
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Profoct Re4uir«m«na Aiuchm«nt

C-J

M.Z2

AuihvnUcjilon of uwf Idtntllin • Ttchnotocveemponanc thtt varfflM

(h« Idcntiiln of thoM mkln« loiatu clont d«u. Sh«ll ineJud*
ttronc <ueh«ntteation tupportod bv*n •ppropriatt infratcructur* iot

ld«n(fiv and a<c«u manaiamont.

MJl
Tha joKjticn mutthavaa meehanlsin for Annual Racondllatlonof

uMrs to dttarmfna II accatt b aifil naadad.

Conflguta. iftttali and infn on th« aidtUni Tablaau arMronmanc to

aOcw for tha uMita of R ProKrammlni

lowln|or aciMiv • For flnandal oparatlonal, and la(al raaMns. iha
Mlutlon must raeord all aoUvltlas in a log, wNch mutt ba saarchaMa

to allow administrators to IdantHyany abnormal oattarn of aetl«ftv.

M.M

Tha loluiion must Includa (ha oapabiRtY to monitor actlvtty conttnuaSy
aeeerdlnf to a sat of pra-darinad rulaa, and to notify admlnbtrators
wftan abnormal aedvfry Is datactad

Authorltalion • Authorfjatlon thaM prmlda accasi control throufh
anforcamant. and ba usad todatarmlna thaipadfic scopaof aecasato
pant to an idantlcy.lt mutt orovfda raal-dma accass poUeydadslont

and anforcamant (basad on idantltlaa. attrlbutaa, rolat, rulas,

antldamanu and soon). Usars must ba aWa to accass only «rhat ihalr

lob functloni alow tham to accasa. For Instanca, If a parson b a

'managar,* than ha or tha b pantad tha accass naeaisary to craata w
adii a parferrrtanca ra«4aw; howavar. If a parson Is not a macwgar.
than ha or sha should ba abia to ravfaw only hb or har own

parformanca ravtaw, and onfy at a spadfic staga of tha ravfaw cyda.
Wab accau managamant (WAM), axtarnalltad authorfzatksn

managamant. Uandiy^wara natworks and digtui rights managatitant
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Pra(«ct A«4uIr*m*nB Atnchmtni

C-2

Admlnlitrttion • Admlnhtratlcn thai! offar i rnatrit of parformlr^
Idaniltr-relitad taakt (lor Insunca, addln| a uaar account to a ipaclltc

«y»tam). AdmWitntJon tod* rnuit provfda an autorrtatad maara of

parierminf Idanitty-ratatad wort that wouM otharwlM ba parforttiad

by a human; axtmdta Inchida icska tuch at eraadnc, updaUr^ or
dalatlni Idantidai (Indudlnf cradantlab and attributat), and

admlnlttarlni accaii pdkfat (rulaa and antlilamantt|, Utar
provltionlni (hall ba cortsldarad a pan of admlnlitratlon tachndofv.

Halpdatk attna ihall haw ovartlda capaUIIilas to corract data and

account arrort.

MJ*
Eaubllihmant of an a|la Stata antarpdaa tachndogy platfdrm baaad
on an OAParchhaetura

HJO

Tha Mlaetad vandor muat wort with Oapartmam to aniura itractfic

aKftut^t batwaan tha daployad tachndogy and tha futura-tUia
busirtaM procaatat and oparational modal. Thia cdLaboratton it to
occur, at a rttlnlmum. through thafoOowlnRactMtlat;

Work with Dapartmant Exacudwa Laadarthlp and CIS to raflna tha

ovaralliMonror thaprolaetand todavabpa ttratagieptanror
manatinachanM;

MJ2
Cidthata ownartNp and taamwork among aukahddarf at ajcacutfva

levdt

MJS

OaOna a changa contrd procats lor conaldarlng and accaptlr« or

danylngchangat (pdlev. plannli^ datign, procaaaa*. ate.) throu^teut
thaprolact

T/oinvif7I Wort wilh th« 0<^rtm*ni to dwvlop and d«lv«t i/«lnin| n
approprlatt to Sm» ufra

OHHS^Fp.201»^>«/RfP-J019-OPHS-l»OATAA I. BUSINESS fCQUUtEMENTS

Deloitte 2018' Page Vm-50i of 662 "v
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ProfMt R«quir*m«nti AtUthmanc

C-2

rh« Syittfn tr*lnln(. In iddllfen i« focuslnien th« ntvlfiUon and tJM
of th« Systam. mutt abo focus on how Iha SyMani b IntOfiaead into
ih« d«v(»d*v work of trtd utort Indudlni kcms lavtl, now budnou

procosus and/or wortfiowi that tho SnMm wOl support.

Addlilonatv, tralnini for tho usjfo of tho bsck-orKi onvfrortmont.
mCormatka and daubasa dimamlorsal dosi^ wtl bo providod to a

ttam condstint of Staio of Now Hamshiro daiibaso adndnlsnators,
tystom admlntstraiors and buslnou analysti rosponslUo (or tho orv-

foinc malntonaneo and support of tho systom (oudlnod furthor In tho

Tochnical tnlrdnc soction).

Tho soloctod vorxfor must prevfdo tho Stato Prejaet Manaior with
documoniod ovidanca of oach tralnoo's compoconco to oporato (ho
Systom and Intorato lu support In to thoir dayto^y work. Tralnlnp
must bo of sufOciont lor>(th to aniura adaquata compraharwion.

Trafnlng must ba pro>ddad *Jiat in dmo* prior to dopfeytnam and

must comprohonslvafy addrais all Systom oporatfons as wot as
soeurfiy corsidorationa.

Tho soloctod Mnder mutt organlia and pro<dda formal orlanutlon

and ualnini boforo Systom dopteymont. to tho Stato dowatopmom

and oporatlona staff to diai tl^ ara onabM id manafa and maintain
tha Systom,

Tha Contractor wilt alto Inwivo di# State's tochnical staff In any
anftaneamonts to tha Sytlam to anaUa tha tuff to bocomo famlUr
with tha procats.
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Aitachm«n<

C-J

ERoctlva tnlniho thst wiiU provids the required tUnt to uee
thl« new lutomated tod it critical to the Bucceeafut

irnplementation and uae of the new System. The selected
vendor must develop user training curricula, schedules,
training materials artd training evaluation materials. The
selected vendor must melntaln an online training
envlrorunont that adcws trainoes to access the new

System. The selected vertdor must conduct face-to-toce,
handSKin, user training in logical groupings at regional
locatloiw determined by the State, and for managing all
training planning and toatstica.

Th* Mlactsd vendor thsll d»vlop • priorlUicd IStel dau lourca* to

lnt»^t»indrnl|rat»lntsrh«Ent*rertMDaaWtr«hotiM. The

t«l«cttd vtndcr fnuilldantifyaftd prforltludau lourcatrsqulrad to

(upcort Mch Implamantition ph*M. Addlilonallv, tha Mlactsd v«ndor

b raqulrad to Ineasrata aaelt raipactlva data tourea Into tha Entarprba
Data WarahMiaa. Tha (ollowlns ar« tha Inttlal Iht of data aourcai to ba

mffratad Into iha EDV and utIUzad » craata tha Opfold Cdtb
dashboard:

Madicald and Comprehensive Health Cara Inlormatlort Svstam (CHtS):

Pharmacy, physical, behavferal haallh caradabra (or aB NH Madicald

sarvkas and (or most commarclaly Irtsurad popUallon In New

Hampshlra. Madicald membar data wBI ba Intasratad Into the E6J
vraraheusa under a taoarata cf(ort by Sprlne 2019.)

CMId protection Invastlsadons and (Indlngslndudlns whadier opioid

or ether subatarKa use Is posslbia factor In tha case. Child Wallare

Systam/OCYF Cases
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Pre^tct R«qulr«(n«nt» Attachmtnt

C-J

Automa(«4 Hoipltal ErrwriancyDtptrimant Dau |AHEOO|; Sta(a-

wlda lurvadtanca av«»m eollacts raal-tlma dau from all 26 N*w

Hamoafdra aeuta cara hoapful atnartancvdaparunano to data«i

dutta'i or mordtor potartdal haalth thraatt In tha population auch at

ratplratorv IBnau durlnf kiDuarua iaaion. In^irfaa during mow
Morrm. and dm| ovardosat durlnf tha currant opield crWa.)

Vlul Racords Oau;Raal dma birth and mortaHtyracordicartlflcatas.

Dau colaciad by tha NH OMtibn of Vital Racords for NH ratldano

»nd Urtha or daatha occurrini In WH. NH rasJdant out^f-ttaia births

ara taoorted to NH itvoufit an Intarauta axchanna aiaaamanc.

Drug owardoiedaatfta data by Fantanyl (noothar druci), Famanyl and
Othar Drugs {axduding haroln), Htroln (no othar druft). Hatoin and

Othar Drugs (cxdudlng fantanyll Haroiit and Pantanyl, Unknown

OpMds. Otftar Opiataa/Opicldi datarml/tad by tha Madkal

Cxamlrtar.Madlcal Examktar Rapert

EmaffancvMadlcalSarvlcas(EMS)Traunu EntargencyMadkal
Sarvlcaa Information Syitam (TCMSIS): madlcsi rasperaaa on Natosona

admlnittration Incldana data. A data eollactlon and analysis capabillcy

lystatn tfwt providat for tha avaluadon of tha amargancy madlcal and

trauma lartAcaatvttam (TEMSiS).

Sram/Suta BOASTraatmantSartdcas; Madlcailon aubtad oaatmant

wfth Opiold/opiala, mathamphaumlna, fi cocalna/aaek admlulons

ID iUta fundad fadUtlas. An array of lavals of cara IrKfuding

outpailani, Iniamlva outpailani, partial hoapltalliation, raaidanilal,
wlthdrawii managamanl. and paai and norvpaar racovary support

sarvlcaa.

Population Data: Basadata usad forcalculadonof population basad

rataa.
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Prt(«Ct R«quir*n>«nt( Atachm«nt

C-2

NH Hailth WSOOM: D«U (Ccmi (v pubic hnllh hdlcaren «U

initnctK« d«thbotrdi ind eommonfty profflt*. CutumlM ind dbpltv

daa fat (n«p(, irapht, and ubiM raiiiad n tht NH Sut« HMldi

Imptcwnxnt Plan. NH Envlrwwnamsl Public Health Traddr^ Pro(ram,

and tha NH Occusatianal Haalth Survallanc* Proaram.

To halp anaurt that iha taiactad >wndor and tha Stata Prpfaet eaam
Uhr undantand thaajctantef thanMrl naadad bt data convatilon, a
dataflad uiby el eonvanion teauaa and raqulraniant* w<l ba raqukad
of tha aalaetad wander.

Conductlni lalaciad data wurea analyab todatarmina oyivankn

raqulramanta

Ravlawfneeonvarilon analytis with tha Suta Prcfaei taam, prapara
datallad data convatian elan laddraaalna manual and aiacironle data)

Oannlm iD-aiaglai for wartfyinaand/er cerracdnc aidttlni data

Oai^oelmdati ccmwrilon Krlps and act data conwarilon icrlpu

In thb lack iha aalactad nandor nuiti adtkau data mlpatSon bauat

and a plan mutt ba In placa to anwra iha validation of al eonwartlon

toutlnai and tha accuracy and comelatanatt of al data.

Doro d0ir#nioiir# *

Daalei and Impltmenunen el a data aBvarrtanca atratarr

>

A OAP Irdtiat'wa raqtdrat an Infrattruetura rafarartca modal that

provWai' fuldanea for talactint tachnoioclai and product* whan
Implamantlnt and ilaployint aarvkai. Tha Vandei mutt da«%n and
Implamant a OAP (owarnanca tyitam cftat ad^attai tha foKowlr^
rattulramantt (at a mMrTwm);

Daflnfnt mathodt to aniura that tha aanfcat btfraatnjatara tupoont

robutc. aacura, tealabla. and Intaroparabia ooaratlont.

tdtnttfyinc what aia tha ipprovad or tundard tachnolo^aa and
product* for aarvfca devaleomeni and daploymant.
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ProfACt R«quir*m«nta A(uchm«ni

C-2

Ottlpiinf »nd Imphmtntinf mvthodi. ptatmt, «nd udinotoflw (htt
wOl te uMd CO Mpporl ueurlcy, rvbUIitv, ciinueUon, «td

Inttnjmtnatlon r*auir«>n*na.

0«urnWnIn( wtw dtMrmtow which taciwielccln end producu |o
onto th« tundwdi Dm.

Mining who riMdi to tpprov* Fuiur* lachnoloty and product
docbioni at ttindardi ««olv* In tha hrtura.

Sorvica Oadipi and Davatoorrwrn

Sarvlea dadgn and davalopmam pracapts dalagata dacMwu about

•arvlct* to tha approprtata arcNtacts and da<olopan. Tha Vaidor
muat datJ^ and Inplamaot a OAP govarnanea ayitam chat addrtiaaa

(ha (diowlng raQubamanti (at a minimum):
Oafldng a mothod(clogv) to anaura that tarvlcts ara bult tha right
wav.

Datarmlnlng tha approprtata lypat of modab that mu$t ba

Implamantad.

■dantlfytng algn off or approval raqulramants for larvtca modala.
Oatarthlning (hadaaign patearm that thould ba usad to upport DAP
princfplai.
Idartttfylng tip off or approval raqdramants fyttam or aarvka dasip
dadiJom.

Ettabllthlna taehnolocv Uandardt (or a hjtura proiaet.

Datarmlnint tachodorr lalactlon tip off or approval raoulramanti.
EttabOtMng icandard datitra (or mattaga formats.
Oatarmlning Incarfaca tip off or approval procadurat.
Daftdna tha raodrad (attina lor OAR prdactv
Establiddngcemplattd profaet aeeapunea raquirtmans and
procaduras.

Craating a 'prototyping or airlyerparftnca* capabllty to aiparfmant
with and dailp anhancamants to rules-anglnai by tha prtgram roup
for ravlaw and approval prior to antaring a mera formal davalapmant.
tasting artd ralaasa procaas.
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Attachm83iV®]^E^Wb^®^iiAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
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Pro|«ct R«Qulr«m«na Atta(hn>*n(

C-J

Con'ltuntfon tnd rtiMM m«nigam«m

Cenflfurtdon practpts eabHth wMch d*v«top*n or
idnilniwroion art rnponabla for eonflgurinta Mrvtca and prtpartng
tt (or preducdon daplovinaftt. Tha Vandor muit buBd on and anand

Naw HamptNrt's rtlaaM managrmant procctMt. or davatep orw l(

d>a adttlnc prooan U mutually daiarmlnad id ba not uiiabla.

Raoulramana In Mt araa ara to Induda tha leBowlnr.

Eatablbhlngobjactii* crltarion to atmira that wrvfeai ara tuWa upon
produetlan ralaaaa.

Daflnlrii aniira daployabla unha Indudlna Is dapandandaa.

OaOning who It raipombia for cratUngand variton mantgfr^
canflguratlon flai and dapleymant padtaaaa,

EMablbhlng daar raiponilWNila* and raqulramantafor tytttm taadr^
oarformanea laitina. and eaoadtv oSnnlna.

Danrdng tha larvlea tiadrv and promotion procau.
Dadnlng and Implemandn* aarvtca* rattfstration preeadurat.

Daflnfna what Information mutt ba eapturad partalnit^ to a larvtM, '

Oaflrdng tandca provhlon ai>d Intuumantation raoulramanta.

EataUbhlng aigm off or apprewab raoulrad to migrata a tarutca Into

produetian.

Contract managamani

Contract managamant pracapt* than tiaflrw itw pollclatand procaisa*

that potanllal tar>Hca corsuman uaa to obtain parmhilen toaccatt a

tarvica. Tha proptsad OAP gownanea tolution may niand tha

axbtlng provltioning goaarnanea ayitam [1 tultaUa, or buM a now Ona
as approprlata. Tha Vandor muu daalgn and Implarmnt praeaps In

lha foUowlrvi araat:

Enuirint thai now eonaumart don't craah tha cyttam ihrei^ uaa,

oparalien or load.

Ettafallihlna tha preeadura* for rapuacting parmlsslan to uta a tarvtea.
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Prefect RequircmffiB Attachment

C-2

Identifying required Iniormetlon n requeu pecmlnion to use i

service.

Establishing an Impact enafysls to be performed before granting
eermJssion to new conaumers.

Determining appreprlace sign oils or approvals b grantSsg

permbstona to access (he syseim.

EsteblbMng a framawerit to negodata sarvlea level apeemenu (SlAs)

for toe of the system.

Oeflnlne end Impierrtentfng SOs be raoorted trtl ertfarced,

EsUfcMshing procasaes to addreu modifleatlora or adddonal

rasources (hat mey be required to supoon the SlAa.

Oeflningeppreprleie wsdng practices and procedures that are
required before a new eemumer can be provisioned.

Establlahlng a process to provision rtew constimers

Service monitorine and control

Sendee rnonltorlng and control precepts mutt be designed artd
implemented In such e manner as to define respomlbKUes Iw Issues

routed to operating a servlca. The Veralor may birld on and eirtend or

develop new service menigemeni and operations governance by
dellnini and impiemen line precepts that address the following:

CscaWbhlng controh and reporting to eneure that services behave as

eroected.

Defining InsbumentaClon srtd reporting to Pack servlca coraumptlon

and uttlcatlon.

EsCtbibMng methods and reporting procedures to detect, allmlnaie
and prevent aialnst unauthorised service access. ,

Craete tracking and repordrg for service StA eompilaiKe and

viotstlara.

Identtflcatlor of netlfleatlena and etealadon esntaeti and procedures

for service Issues and outages

Service rrvonltsrlng arvd centrd apablltfaa mutt be btdit Into the DAP

runtime kdratirtxture. DAP governance standards must deflrw where

and how to use. report er> aivd enhance SlAs.

■(Kident managameni
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■•qufrariMnli Atti«hm«nt

C-2

Inddant mirM|*m«nc pracvpti dull defln* and Intplamam
rttponslMldai (or monltorfng and managing probitmt and hstm that
arba during chooparattonof ihasarvlM. TTwVartdoc mutt build on
and aland or daoalop naw Inddam managamant govamanea bv
Implamantlng oracaots that cooar tha (oHowIng (ac a minimum):
Daslgn and Implamantatlon of proetiaat and procaduias to maruga
Inddana and (allurat

Oaflnltlon/ldandflcadonol raaoontlbflltJai (orand-to^nd larvica
awapdon and fault tracking
OaflnlUon/ldandflatfon of raaporulblltlat (or and-to-and larvica
arror Idandftcailon arKi raioludon.
Daflnlifen el tha aacaladon oath for SLA violatiom.
Changi managamant

Ctanga control managamant pracapu ahall daflna and Implamant
raaaonalMldat for managing fyttam anhancamcnt raquasa and
larvica t«nlonlng. T>ia Vandor muat buOd on and artard or davalep
and Implamant r>aw change managamant gewnanca by defining
pracatm that cover (at a mMmuml:

Implamant a procau to rrkarraga change raouam and to anaura that
anhaneamanti don't Invoduca dafacte m tlw svitam.
Oaeign and Implamant proeadurat tar raquaedng aarvlca
anhancamania.

Oaflna what Intarmaiion h raqulrad whan taquastbrg a larvlea
anhaneamanL
Datlgn an Impaci analyeli procan to ba parformad before a aarvica
enhancernant raouaM la aceaotad.

Oaflna lign off or appoval ragultamano lor aarvlea anhancamanl
raquaaa.

Oaflna rela*, raapomlbflltiaa and taquanca of avarrts parulning to tha
Implamamation of an anhancamant.

Oavatop guldalnaa to axtbt the State In paying (or or funding an
anhaneamanL

DHH$-RF?-2019-0O/RFP-n>19-0PHS-l»^ArAA 1. BUSINESS REQUtREMCNTS
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Pro(«ct HequlrtnMnts Atuehmant

C-2

D«fln« rvcofrviwncM mMhodi ind < praeau (or addrntlni

•nh«r<nfntni raouMU «t*od«t«d with rMubtorv raouiramcnts.

Ovftn* nwthodi to tntbl* Mrvic* vwilenini artd variion

COnmVrrtfvillOn,

EMabtbh ̂ idalinas on how kong *houM « pmtou* v«rtlon{t} of Itw
b« milmtlnad ind tubw<iuanthr rttlrad.

OaAna what day•« «( Mrvtc* and rywam ia»«(r« h cagiirad bafort

dtpiovlni a (ar>dca anhancarnant.

Eitab<bh loading pracdcai to mMpta currant consumar dltrupdon

whan daploiring an anhartcamant.

Oavatop procaduras to rvtlfy contuman o( (ha anhancarnant or

ehangti to tha lyiiacn.

Oavatop andImplamant pcocaiM* (efall baek tea tyitam pra<dou*
vartlen upon dlaeovary el a critical dalact.

Oaca Manatamant

Oailpv and Implawantattoo of a dan rnanagawant ctrttagv including

data warahouaing, data ouallty. artd data Intagratlcn eapabflltlaa. Tha

uratagr wU Ineorporata currant practkas and tha vando wHI worli

with dta currant taawi.

OHH&-APP-201»^3/RFP-2019-OPHS>1M)ATAA 1. BUSINESS REQUIflEMCNTS
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Pniltet R«qulr«m«nC( Aitachmtni

C-2

APPLICATION REQUIREMENTS

Stats Rsqulmncnts
'

Vpndor .

u.. ^  ll*«i4ra«Mr« DncrtpNion' Crttlcalltv
Vandor

' Paaponio

Oalhwry

A4«th»d
1  CofwiMnu • 1

at'JlHAl S^CCIflC^TIO'A ""

Al.I
AWUty 10 Kcn* d(t4 vting open iund«rd> miom p«wotol (p<«n« tpoctfy
•uoowted »w»it>n» In the cnmrnnMi fiHrf).

M

AU

In eemmenty uMd fomut evif wNeAnotiiRy KMOthalv*
centred wth tho OKtoilen d NMUntl or iiiumttlentl aindtrdt. D*t* b M
iub|aet toiny copyri^. pMont, (r«4«m«rtiere(h«rtnd«Mcr«t rofuUilon.

M

A13
WcMttod compMfUsind In cenfornxnc* wiih tha folo«rin| WK
iUn»J.nh;HTMt» WJ I XMI 11

M

AI>flKA riON UCU*IJ>

AIJ

Vwtfy tho MonlJIv or •ythoMlcoto 4|I at tho tysorn dltni •ppKcoHora boforo

•Bexrlnc loe et tho «y«1om to prtvom occot lolMppreprtiteercerrfldonllal M

A2J

Vartfy tho Momtty omI (uthtndcoto *1 of tho tyuom'i human tson Mora
»IO«ln| thorn 10 iMO •> capaMtloo lo prtvoni actola <0 Inapproprtato or M

AU Entano unl^to uaor nantoa for Intomol fadr^ loAjlton M

A2.4
Enforce cempla paitwerdt for AdrnWArttor Accounlt In accordanco with
CwrrntalawM. Uttr Attrrunt ard Parwonf Pofcv

M

AU

Enforca tho UM of (ompla paacworda lor pnoral uunualn|cap«allotlcrt.
numberi and apodal chancicn In accordance •rich DofTa aUtowWo Uaor
Arrrmmt .nrl Pnllrv

At

A2.S EncrypI paaaworda fei trantmfiaian and at real wRMh the dat^ao. M

AJ.7

EitaUbhabttlylOdipiropatfwordtaAor a doflnooporledef timain

accordance adth OefTt Aatea^ Uaor Account and Pasawerd PcUcy M

A2J
PrertdalhaabOttytalimlltho numbor of people that can prant or change
iurhorlratlrm •

M

A2S
ElUbUah abWy to enforce aeaaion ilmoouii during perledi of madMy.

i M

A2.10
The application ahal not atore aulhonllcatfon crodanclah or aontoiredala In

Hcpdo.
Alt

A2.11
log al attempted aceettn that fafl Identlflcatlan. authcniicallon and

itRhottraimn rmiilrrmmlv
M

A2J]

rhe appUeailen thai leg aH aciMUca to a central tervcr to prevent pirliea to
appMcatlen tranuetlent from denying that they have taken place. M

0HHS-ilFP-2019-O43/REP-2Ol9-OPHS>19^TAA 2. APPUCADON -SOFTWAAE
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Preftcc R«qulr«m«nts Atc*chm«nt

C-2

MqulrvrMn DMcrtpdon CrttlcslkY
Vandar

haaoonaa

OaltotTT

Mathed
Cotimam

A2.n *1 top mtnt ba (or (• moraht) M

A2.14
Th* *pplie*Ston mint *lto«r • human uMr le •v'toR'y ttrmlntta • Mstton. No

M

A2.1& M

ALIC
Th* ippUatton Dtti thai b* proiactfd from uruuthertaod uwwhan «t r«M

M

U.17
ThctppRutton ihil Itocp iny MnMlvcOna or communlattors prioita from
uneiifhnrtml Awf eieei«rafm

M

U.l«
ki^t«qu«ni <ppflc«tieAtnh«AearMRti«up|r»d«»tMI net rtmMor

M

A2.1< Utltaachancanuniatmam decumarxailan and procaduraa M

OHHS.APP-201»^3/RFP-2O19-OPKS-l»^TAA 2. APPUCATWN -SOFTWARE
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! .  . TtniNO *
1  Steta Maqi^vwnH Vanto 1

M,. Ml Muto :r.
1 to—t
1 Mwaw 1  Oaaia 1

f»itfCwrrrrnTJM . . ..
— • -

-  - • —

—  .

Tl.l 4icMfOMMtt itftfer KAwvt M to mmM Mri lencg toMwe
thrp ito touawtv u

tli

ito tow *aito »toae<h» to ptortonetoiewealwoi
w wtT wton * itolto tow ito N«Ntoui.
toHUaftfto ato Ptoto4tvcirtf (toiitoiilto to« to»a4n^iM
toaltoto—MJitomwi hatow la fiavto ito aMfwy
reaWmWt. toesinaaa *toWto, M

rij

Mtoa fvtoiaa Uto M»anm k* tot ttol iMtoMa atoi
•tftotoUH* toiMg toi to«a meatV wan
•Mtotoi btofMuttoi toM tto» Mrtto attoatolto >• to '
•rtoaiaiapAaltaatoircirirrwtoMi«to<tto itoilhiaalww

w

114
iM to m<m toaaiat wpW* nw mm^tumrn pi to

itoito aato a cuaiii i m iwtoort H

TU

lf« to tantoito itogaH to Mvarito 4^ *** to wHtr

pwpam «K to to to*i la tto «*» h » totitoH tomil
fiam ivavNd to*. M

t#« to eiiaitoiOtortw; tototo to Mnw af toto

M

M./
T»4 to VvctralBa imm; in»wli to <aitowiw at toto»v la
HVfatCMBtof fvtofn Matr^tM « ae«Mtf%

nj Ctototo. Mia'irt JiMatowltoaiafM^to.
to

ton •< gmtotf toner a cgototo. atokitwi w

to

D.U

Tto toM tto Ctoto to tmif^ mtmn to toaircaiiBA m

awtoeq ar attaelnweto aaaavfcaHea «i nton

to

iijt

IM toal V^toAiMs ttoto to 4pa*jito h totoM bto toto

ai*«tei 1tovto ^ htortoA to atoidwM auamtf
tan toto atoiaia« cm to M

M.U

f« «totokaitow atom to jptoaiba tot toAtorn to
tototo Waiewia cfito lull alto waMy ton. (M a atototo,

toaw* «to ritoito toto 4iiton aaltod ai to (to*
to! topfcadawtoialytototKtoW) lap tw
Mr/toawoB«to«raAMnato^toMto laa Tea tototl)

to

OMA m m9 X9 OAIAA

-\
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nji

NOMie Hw «| JM pmtf Wfmti mm
pwfcwwM m \fm Ilwmw

Mtfk mMi •! WMM <o«t. tt»4 ee* m4m M

n.u
to 0w SreteNei eon# M iMetiw 0« mmi tfiai

He*<» wnSt¥ ̂ «etwfT WHile 1he B»#«rtwe «1 weubw
THl»e*M h* m*w jM

to

11.15 imtik «heeMii*» tiw IM IwImmI to ihi
he#W!1»l f

to

n.t
itoV»itodiMttr«lhtin*Mt« JMM ivhwii ■»»<«•etotofv
ijahvti aM VjI« iMihM mMMaMw. to

nw vmhof itohJ h»fto(to «M totokii jni to

T}.1
ihr v««*w n«*l toM* hwiewW toOi«tfiir» tor ito« tofM
Nd«wf W eM4 w<eh Mvwwl.

to

n.4 the imitoi MMMtoM toetoer toqii^i^ to

19MIM
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Attachment C-2

HOSTING-CLOUD REQUIREMENTS

1  State Requirements Vertdor

1 RaqidnfMnl Oescrtptba Ciltkilkv
Vender

Ratpettta

Datvaiy

Method
1  CenuMMs

ClflfATIOfJS -

.. ... .

Hl.l VendortheSprMldean ANSI/nA'942 Tier3DiuCenter oreeuNalcni. Atjer3
data canter raqiirei 1| Mutdpla Indapandancdlsoiliudon pachaaervtnetha IT
aoulpmant, 2) All IT aqulpmant mutt dadual-dowarad and hjOycompadbta with
(ha topdosvc^a lite'i crddtaoura and SjCormrrandv malntilnebla tita
infrattruava vdth etpecud avalaUUtv of 99.9S2K

M

H1.2 Vendor thai metntaln a tecura hetdna arwfrwnant prevUinf all naceaiarv
hardwata, tsfMrera, ar^ tntarnat bandwfdd) to rnenaaa the appBeaUon and

M

HU The Data Canter mutt baphydcalyteeurad-rcsulctadacceB to the tiles ^
pertennel wttt< eentreb tuch at blometrlc. bade*, and ottwra taoirltv aelutiwic.

Mdatidt pandnc access muH be in piece and follo«wd. Access shdlonfyba
panted to these wllh a need xa parfcrm tasks In the Oats Center.

M

H1.4 Vendor Shan mstal and update al server petchet. updatet, and other udUdas
within 60 davt nl ratoate frnm (ha marv rfaaturar.

M

Hl.S Vartdcr than monltcr Syttam. tacvity. and appUcatfon Iocs. M

Hl.< Vartdor thai maruee the sharlnf of data raiourcas. M

HI.7 Vender shall mana|i daDy bad(,upi. ofl-alie data stomp, and restore oparetlons. M
j

Hl.S the Vendor thai monitor phytlca 1 harthvarc. M

HU Remote acteisihall be cietomltad to the Sata's business sppncadon. In Instances
where the State raquirai access to the applleatlon or wrver retdurcet not In the

0M2. the Verajor shall protMa remote dadctop eonnectton u the tarvar throi.«h
ucura protocols such as a Virtual Prlvata Network (VPN).

M

Ht.lO ThaVandorshil report any breech Insecurity In eenlermanei wIthSiiti of NH
RSA3S»CJ0. Any pemenenppd In imdeofcenwnerte that b subject to RSA
3SA-AJ, 1 thai alto notify the rafiJaior which hat prtmary mplatory authorltv

orer Kjch trade or commarca. All other partora shall notify the New HameaNra

M

-

DiSAjrfff fffcovfnr —

0HHS-RfP-2O19-O43/Rfp.2019-OPHS-19-[)ATAA
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Atlschment C-2

K2.1 Vv^dor (hrt lawt documtnud dimar (•cov«ry pUm ttwt «ddrM» th* r*«ev«r*
oFlotiSuM d«ti« waSm MrewrtSnttmsthal bt trdduettd temMt itw

M

»12.2 Tht diuttir ntof*ry pi*n thtl Uantlfir ipprepfiia mithod* (cr prooirlni
•ddRtond hbfdwvt In 0a «w«f( ol« compontnc tihjr*. In moit incanett

lYitBfns thai offtr «t«*«l of radundancy »tt» ka of * drh* cr pewtf «dl

not b* tuffldtnc to Mrmlrutt londnt howtwtr. (hott fatod ewnponans «ll haw*

M

HU Vtndor thai *dh*r* nadtRnad and doetananiad badiH^ itfiadulaand M

Mr4 Badc-up coptai of dan ar* mada tor 0ia purpoaa d (adBtattng a raatora of 0>* M

HL5 SdHdulad backupa of.aR tarvan midt b* cemptatad raiUarty. Tht minimum
aceapnU* fraquaney It dlflvtntftl baOkupdaDy, and complaia backup wwaaUv.

M

H2.6 Tapat orotttar badt^ madia upas must ba taoaaly nnsianad from ttiailta to
aneihsrtaeuraleeaUert to avoid comptaudau laa with iha lea el a faellcy.

M

H2.7 Dau racowary - In tha avant thai racpwary badi lothalait backtv Is not luffldant

O raowar Stan Osn. tha Vandor shaft ampioy 0» tM ol databOM ic(i In addition

to badnv madU In dia faster*dan d iha danbasafs) naltord a much door id
raaPtlm* raconary. Todo diis. lo(s must ba mowad off tha wotuma ecnnlnk^ tha

datibaMwdiha fraquaney emitdiihabudnatantads.

M

HMTiNa sftumrf

NXl Tha Vandor shal amptoy taeudtv nMasisas ansura dtst tha Suta's ippRcadoh and

dau b procactad and how tha systam wdD maataS Fadaral and Siata laquiramanti
currantly In law and rtias protactlrv lansltlva panonal haallh tntormatlon, as

oucRnad In Osa Haaiih Inturanca PortabBty and Acoouncabllty Aa (HIPAA) and tha

mora strlncant Tltla fZCodaol Ndaral AapUadons ̂ R) Part I: IConlldantlalty of
Substanca Um Oisardar Pattani Racocdt rt^dadonX at outflnad by Ota ladtral

Siteunc* Abua* Manul Haahh Sandcat Admlnltcratlon (SAMHSA) and Om Of flea

of tha National Coordinator for Haalth Information Tedmdcey (ONC)

M

HU If Suia dau Is hcand on muldpla tafvars. dat* eadenjes batwaan ard amonf
sarvartmuMbaantTvoted.

M

' DKHS-RFP-2(n9-043/R|:p-2019-0PHS-19-CMTAA

Deloitte 2018 PageVm-516of662



Attachm8^V4^^^€6lib^S)^(H^lVlPSHlR£ - Department of Health and Human Services
Data Analytics Platform for Opipid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

AttKhmeni C-2

HU All urwtrsand dairfcttmuM hava aranil^Muppervd and Kardanadoparadng

tvsHm*. cha latMtand-vIral. tnd-haclcar. and-ipam, and-ipyMr*. and ant^

mahMra utIBUa*. Tha trMtbnmtni, at a whda. tfiali hava acFtttPM Int/wtorv

M

H3.4 All ecmponana ol tha tntiattnjaua thaB ba >rd»»ad and tattad toanama thav '

proiact ttw Staca't hardwara, loftwara. and luralatad dau a«ati. Tata thall

loaa on tha tachnlcal. adtnlnitffatlva and phydcal taojrfty cantrolt thai hava
t>aan datlvMd Ino ttia Syttam arcNtaova In ordar to pfowldt confldandaHty.

M

H>.S Iha Vandor thai araura Id complaiacsoparttion with tha Suta'i CNaf

irnormadon Ofllcar in'tha dctacdon olany tceurlty viinanblUrv cF tha hotdnc
M

Tha Vandor thai authertaa tha Stata to parform t<hadulad and random tacorlty

Budid, Indudtng vulnarabBltv aBaMmanta, of dta Vandor' hoidng Infiattructura
M

AlltarvartanddavMMmuithavaavaniloc^ngartablad. Loci mutt ba protectad
Mtth aceaM 1 ml cad to enhrauchertiad admlnlatntDn. Lo(t thai tnduda

M

H}.a OparaiIn(Svsiarnt(05)and Oatabatat (OeithaO ba bull and hardand In M

HJ4 Iha Vandor thai nodfy tha Stata't Profact Mana«ar of anr tacurltv braachat
■vtthln tyio (2) houri of Cha dma that tha Vandor laarni of ihalr oesurranea.

M

H},10 Tha Vandor thai ba tolahrlablaforcetdattodaad wfchany braachofSatadau
houiad at Ihalr locadon(i) Indudlnf but not Hrnlcad to nodflcaiion and arif
Hmmm MunuH (h* mirt«

M

HI.11 Tha doud tanrieai If uiad aril ba PEORAMP compHini M
ukvkhivii MUMifir -  . . - 1
H4.1 Tha Vtndor'i Syictmuppori and malntananca thall eemmanca upon tha Eflactlva

Data and aztand throu^ tha and of tha Contract tarm. and any axianriont
rh»f»n<

M

H4.2 Tha vandor thall rrulnlain dia htrdwara and Soflwart In tecordartca vdth iha
leadflctdoRt. HrTnt.and raqUramandof ihaContrtct. induding providing

M

H4J Tha vandor that! raptlr or rtplaea tha hardwara or toftware, or trrr portian
iharaof, to that tha Syttam oparatat In accordanct with tha SpadflcatlarB. tarmt.
itnri r»niilfm»nK tha

M

0KHS-RFP-2O19-O43/RfP-2019-0PHS-19-0ATAA
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Attachment 02

AH harOwtr* and componanta of lha Vcndot hoadr^ Infrawuctm ihaB
ba fuOy lupporiad by tMr rtspact^ manufaenean at all ttmas. AH critical
patchM for oMratInt ayitami daabatai wtb tarvicas, ate. thall ba appHad tvlthin
itof (60) dayi of ralaaaa by ihalr raipacdM manufacturan.

Tha Saia ihall hava unlmltad acctM, via phona or Emal. to tha Vandor tadvdcal

n»portttiffbatw*anchahOtfto(SaOamcoS«Opm-Monday dwA^hFctday
ESL_
lha Vandor ihal contorm to tha ipactflc dafldancy dau ai daacrtbad: o Claaa A
Dafldancy - Softwara • Crldeal. doat not allow Synam to oparati. no wort aroud.
damandt irnmadlataacdoa' Wrfttan Deeumantadon • mbsing dgnllleani aordona
of Infermaticnof unintallltfMa to Scata: Non Softwara • Sarvtca* wara btadaquaia
and rapuira ra-parformanca of tha Sarvica.

Ota B Oafkiancy -Soflweta • Important, doaa not itop oparitlan ard/»
ttara It a wort aroiaid ar>d uiar can partDrmmict; Wrfttan Dotumancaden •
poitlcrtt of In lormadon am mliainf but not enorjlh to maka lha doetanani
unlntan^bla; NonSottwara -Sanrlca* wara daSdant, rapulmraworldr^ butdo
not raoiira ra^iormanct ol lha $ar«tca.

data C Otfldaney • Soflwara • mlrtmal. cotmadc In naojra, irdnimal adaet en
SyMm. Imr priortty and/or laar can uaa Sysiam; VAIttan Ooeunwiiacton -
mMmal dtanpn r^frnd and of mbtor «lltin| natiaa: Ncn Softwara • Sarvleaa

raqidra only minor ravwridn« and do net rapuira ra^rionnanea oi tha Sarvica.

At part of lha malniananca ayaamant. onyfng (upport btuM tlwl «• ra«<y«iad

Co according to ihi Id lowing:
I. Oats A Dcflciandaa • Tha Vtnda tfwl hava avaRablt to tha Siaia orvcal

lalaphona lulctanca. with baua oacUng avafaUa to tha Stata, tight (8) hourt par
day and llvt (S) dlyaa waak wtlh an amal / talapliont rttponM within two (2)
hounof raputtt or tha Vandor iftaH provUa tupport orvdta or with mmon

diagnostic Sarvicat, within four (4) butlnast hourt of a raguast;
b. Clan BBC Oafldanctai -Tha Stata thai nodN lha Vander of such Dallciniciat

diving rtyiar buiinast hcun and iha Vandor thall rtpM bade within lour («)

houn of nodlleation of plannad eerraciha action; Tha Vandn thai rvair cr
rtpkea Softwara, and protMa malmanarKt of tha Softwara In aetordarwa wtlh tha
SpadHcadon^ Tarmt and Raqulramanta ol llw Contract;

0HHS-RFP-2m9043/WP-2019-OPHS-19-OATAA
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AttKhment C-2

H4.t Tht hotting Mrvtr tor cN S(*H (hoU b« mlUblt twimv-lour (24) houn • d«v. ̂
itn 1 we»* enwot lor duflnR KhcduM fn4int»r»ne#.

M

H4.( A rtgidwhr tch«dulad mtinttntncs window ihil bt UtnUAM (tuch m WMkly,

inontMY, or quirMrly) at arf^leh dm* at ralavant larvar Mtchat and appDeatlen
M

H4.i0 If Tha Vandor b unaUa to matt (ha upilma raqUramanc Fha Vwidor thai cradli
Stttf* account to an amount baaad upon tN todowtog (ormula; (Toul Contnct
Itam Prka/96S) x Nwnbar o< Obyi Contract Itam Net Provided. Fha Stata mun

M '

H4.11 Iht Vandor shal taa a chtr^ managtmani pcfky 'or mtirieatien and tradrlngoF
charwa rwuttB ai wail at eriiiCBl outam

M

H4.U A crtdeal outage wdibadaalgrtatad whan a buiinen function camoc ba mat bva
nonparfarnilng appfleadcn and tharalino work around to tha proMm.

M

H4.t) Tha Vandor thai maintain a record of tha actMtiaa related to repair or
rrtalntanarKa aetMtlci parfcrmeid for the Stata and thaD raiiort quariarlvan tfa
loikMvInt; Server up-time; Ail cha>v> reouetti Implememed. todudir^ eperadng
tyitam patchas; All erftieal oungaa raportad todtding actual Imui and raMlutlon;
Number ei dafldandas raportad by dtaa with liVtlil raaportaa tkna at wal ti tima

M

H4.14 tha Vandor wli gfra Iwo-butlntst dayt prior nodlTcitlon n tha State Profaet
Manager of allchanget/updatat and provlda tha Sutt with Uainingdua to tha
linerart^r anH rhaneea

M

DHHS-RfP-2019-043/RrP-201»-[>PHS-19-DATAA
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^retta lUqwIfOMRU

SUPPORT & MAINHNANCE REQUIREMENTS

crouiVMf^Ti'

Tkt tfOm nmn ttd rnseww# *•! ■(—«€« wm aa
MMIn DM* M Uii^ A* tM if dM Cmsm MnA wv
USlAliBlfiVSL
i»Alma Uw Uidwfi aM Wmmi *> ifUmci Mk A* ianAitiMpi
lAnA. Md raWMiMMi«« A« CMtno. MA4lii| mvMm ani
asuumtsi
AMO Softwi, w uy ioaMa A«fMf. « Ail At tt«uai MWitn ■
mciA Wi »■* Ai AiOfciiiiit, Awm. aid laaifWiaiia tt Aa Cemna.

A* Saa itiiH kM tokriMi* Mcmt. vi pioM «r (rait n A« Vwiir
•cMol HVeen Mttt kiOMik OM Man if dOan W MX*a<i- kWW
eBHttfiMeUSi
Ika ViMii -11111 ■ II tn-i fj- iiAiiri Aaf liitntniln i>i ipiilli n(«iw |
dwMfiicAifkilewWHiyiidekrtlitewliis: • Oiitk
[Af>:Aici • liftaiwi • tiilCkl iO«t alpia AaWi a BBiriM. ii nart

icaMi IWiMi BiorMitaUi. wAiii
■pftaMiaafWiUmwtAiAliliAHWl A»»A:>AiSifH.»<».

f lijiAi li tiiilACmiirfAiliniei. •
Cha ICifUiiicii • laflMiN • nforUM. iM Ml ̂  iiirMBi Mi/it

iMrt Kitad Md «•« «• (ifAnk Aak« Wron OKuiwaotlM •
*«*•< l*raiidoi m inAdN Ad w tie«#i A neA Ai dww
leiiieeeWi; Nii lifhewi. Swim iwi diteiil, imfie iwwl^ Ad
d»i«r<w*ii»«MlgtniiCitfAitifViCi. • OMiCOAlCMkea■
•-* iitftiii II |T,[,|| till
AWAraM/w lair a« WikiAMi WrtAi DsoniiaUA - MklfiAl
AikfH nqidrid Aid if iMmt adMHOiOm No* WtHira • Swlcki
i«A*w Ailr "Air itwWt aid de •* rwii lewkniwiaif »•
SAVk*.

Tki VMdir dak laA mMA 10 At tola Aa Mail »ntnm Afilii
ril —WAwaa Alaaaaa, MMad hwdeaaer raAaaat. taidiat, a«

SaaaaaaACtoa Aat an pMn% iflarad A a MBaaan, M ao addisaal

OHKMWAIOU-OiVVP-IOlAOAIS-lAMTM i. SUdPORT • MUNTtNANCI
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frafM RtqubvotflU Muciwwm C-I

M* MKCIHIlllllklBill Otocdnp
-"9533— IMavT

Caaianrdi

U.'

tar •! ntmUMM* <ri>, Ita <taitda> M cnwt tin takMa
MamMM n« M wlhOi* mt —lialm* >) aMur* Om (Wklwo; Z

Mn« nuaal an OaicaieR 1) MOM «hn. iMM. ikm 4 caMHtf
Ma»tl>ntmiaaily«a«ini SOjUBnifi 'iiBliiHBa WarmMai.H >■«*■»<
>y.tlWin»i>n»n*«rln.w»rtnan»nti*»».l|lntHnnaa»n

P

nj

Wadar ana ■»«> wnh an inu to Wtaairnx ir»Mta«i>Mt aBWlly
artamta IritMi h»itm ar OaAclaadii a> otaciait Rn Mtaalm
bdanMaaa: il nnaa ann Mwaaa laaartad Oataiaadn mUi tka Whnn;
D «n«aa On real CMM a(M traMaw aad n MaaWkauaa ofraaaM
■ taar reeeet lelVaere praetataa.

P

>14

•a pan ai Ua laltnaia laaianaaata apraaanat, ea^ni aaftaiara
naMaMBta aad —part hauaa, iM Pa laiaiijn w umaiai u tlM
Msnnt ar n MRaa* W Pa tta partlat: a. Chtt A OaActaaciaa - Kn
Madar dua ha«t wndipla td dn ftait aa-al tdipPin anPaaacA woi

aain tncUai aiUhPii« an ttPla. tWil m Pdin ear dap aad (M H dTR
I waat wttaaannd/iilianii rawanaaadOaaMQ)Paiai al rminn
V On ttaadar Rnl ptedda ttRpOR aanUt ar nop lawaa dkfMM
larvcat, ncPM taw (a) PaRaan Paun a raawaac P- Ona 1 k <
Wlein>aa«-IPa ftua ftad aetfp tPa MMv « ikP OaRdaadM dnwt
ta«uki Pielean kein lad On ttaadar Rial n»aal Pact adMn ton HI
towiRaadkatiad el atoned enraconeicltoai TPa VPader idai wP w
tiptoa taftaara. aad piaadi imi—aim a< Hn toltanra la acteidiaca
a«i> en taacdtauaaa. Term aad kaaitouaaao al era Coniace ar a<
irtad PatWBi toe pareai

H

u.a
IPa Vaadar toak an a ckaap raaaaearaaai paliep tor aaefteaaaa aad

M

U.ll
AcracalauaeiMdiPadniRntad whaa IPunaaaa hdwina carnal Paani
Pp a iiinntanaPn appdcallaa aad CPara h aanert areuad la On piaplini. H

tLU

■Pa Waadar dnl mWlan a reaerd al tin acurdw ntond la rapiP ar
niainnaa aciarcna paitorraad lai toa ha* aad dial riaen anrtarip n

lartdtod achdl Imm aad inatdtop Wmd* a* ddtoaadaa martto to
daaa adUi eeto naeaan tw* aa wal aa Wae w deae.

W
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fUqufraRMna Atudun«nt C-2

PROJEa MANAGEMEriT

Sat* R«quirtfn*nts Vendor |

AniiKUMi* 0»ntlp>lun Crflkalkv.
Vander Dalherr 1

Mathod 1
Camreanca |

ffOjKr V-AKAilMlffT

n.i
Vanlar iJul partiOptM In wi Mtltl Het^ niMthif to MU*M th« Pr«f«a.

M

pij lender iM prevtdi PrctKI ti*" •• tOMM in Uio tfP. M

pij

Vender tJul M*n>* * NntlMd Wart PWn witMn (an (10) days <fi*r Cor<r*o

•ward and •dprewal bf Oaocmer and CeundL Ttia Wart Hin thil Indudt,
wtJtew InMatlon. a dataladdaaeflfilenetih* Scttadul*. taib. PaPraraWaa,

crtilcal aoaraa. ta*> dapandartdav and paymani Sdtadula. ThafdanihaBba

updalad re laat than aataor <«« aaata^

M

n.<

VarWar thai pretdda datalad laarlvr ar rnencMyt ttatua rapant on (ha

pra|r**> of th* Prefaet. whkh wH incKA Mpanaaa wcwad yaar to data. M

n.i

Al uaar, tadMdcal. and Aniam OeevmawaUen at wad aa Prefact Ichadultt.

etam, ualut rapem, and cerraapendanea mutt be malmalnad aa pie)*e

deeunwaaalert (DaJIna hear'WORDfermat-arvUna, bit cemmen IbnrYer
U

n.*
Th* aatactad vendor mot deflna an Imayatad preface maruitmant

plan,wtdch;
P1.7 Irchjdateoat auJmatai for aoadflc wort teb* parformad.

P14
Dcflnat Oaparimam TraMnf aa a oomporwnt of (ha Implanidncatlon

pian.

PIJ
CIcarlv daflnaa th* approach and rn*(hodolo(r to b* uaad In aach
phas* of th* profacL 1

P1.10
Indudaa* d>aco«erv. datalad raqubamants and prtorldutlen
componant phaaaof th* profact.
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PnilKt Ftcauirtnwna Atuchmtnt C-2

Pt.ll

Th« 0«p*( inwiu hn hbteriaDy faflcotd • w(t*rf«l tpprotdi Co

in*ctlntch*n|n. TNtbuMlv«cconwflsh«dbrh*v(rv-

r«4iir«fn«nn rn««tlnp. felwowJ by vtfidoj dM%n b«Md on tht
roquiromona. with < domolopmont. unit oti. inctpitfon lotl. lytiom

toit aid ropouion nrulfytmiln|ue«rftf>«ml|rjclonto
productton «nd mlnlngond pott-orcduetlnfi rxttw. With iNi RFP tJw

■od *41 bo toadluu io< me«t<tno«pprMdt. ■■ovringcho
OrionJntlon «e odopl *fid chon^ t noodod mero ofOoionttv ond
tffoetJvolY In ordtr to moot (ho butinoM nood». Tho godi wll bo to
provldo 1 blnoooMvdonionotrotion of work for rovfow and pfonrtlng (or
noct tlopt. Tho rtow procow wll bo boaod on (ho lodawlng tcopo <i o
boioiino to (ho tirotom;

H.11

Toom Formoiien: dio Otportmont In eorKori wfth (ho owirdod ««ndor
wfl ktomlfy tho rooulrod loom mombora for tho duration of tho
productdobvtry. ThttMmwiaeoruHiofaproductownor.Krum
maita, and o(hor toom momborv Thoro wft bo (ovoral toom* boMd
on tho amount of foaturos bofng werkod en at any ̂ von tlmo.
AddlOonoty. thoro «dll bo oporadonaf toorm to commit to and
Bomoloto ftatuTM auoetatod «vlih utof ttorto* ar^ uoks to koop tho
tystcm runnint at orofl at product onhancomom teano to commit and
mrnploto ftatufotataedaeodwlthuior itorfotandtatkt tomoottho
ehartgat roqulrod by tho buslnott.

n.11
Procott; Tho awarded wndor wll plan and knplomont a prtxoia
tImSar to (ho folowdnri:

PJ-M

Backfog Creation and roflnomont: Tho Product Owner working with
loom rnombort arvi tho butJnoti will crooto a priortthod backlog of
work In tho form of high lovol footuret. Thb wID bo an orvgolng
ptecota that mutt boeomplotod prior to each Sprkii PlanrHr^ Mooting.
Adiiltiarwiy, the Product Owtwr(t) wffl breakdown tho foaturoi into
prforltliod uior ttoriot talatod to tho orfgktatingfoaturot for uto In tho
^prini Planning mooting.
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Deloitte 2018 Page Vm-523 of 662



Attachm83M?T'E^ibhffi1^dlAlIVTPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Pro^tct RegulrtfrwRO Atudvntnt C-2

«.15

SprhtP)annln(M««Un(: TTib mt«Onf rrWnlmtlhrconifti of<11
(Mm mtmbort Mlurod by th* Serum MiMr <nd wlO b* loeuMd en

dtrtfyfrtt th« tfttsib of (h* priori(t»d bK^ Iwm*. r»-prlorlit?ln« m
rwedei <nd obaMng commlimont from (h« tMm to compWio umt
teorta from ih« bMUog M th« propoead tprint not (o ocaad 4 w*«ki

•rftb<pr«larr«de»d<nMo<2«>Mk<. AddlPontBy tha tMm wll than
cra«U dauflad mb and eomrnlt to tha Itaria JndlvtthoUv. Tha

nmmltmana wll ba matMpad lalr^ < KanSan tool to ba provfdad by
(ha vandor and apraad to by both partial for tha taarm um

threuritout tha eentfact oarlod.

n.u

Sprint: Tha iprlni wtfl eoniJii of daJly tundup maaflnp (not to Ctfaad
10 mlnutai) to dhcuu roaAledii, any darlflatlen naadi aaaeelalad
arfth work acoompUahad tha pravtoua day or plannad lor tiw currant

day. or othar imporunt itama to tha iMm. Tha laam wll work In

eoneart with aach othar prtfaribly wttMn tha uma location and wfll

'tquba a maatinp room pro<i4dad by ti>a awardad ««ndw lor

Impromptu mMdne to mova Uiki farward.

1

n.v

Sprint Ravlaw Maatinp Oamcnatrata wwUnp product aatcclatad with

eommltmano from tha iprint plannir^ maatlnp. CemmuMeata Itarrw

to focus on In tha nari torlm.

n.u

[>alvMaatln(:Conilit of tha tMm mamban that hava cwmyttad to
GomplatJnp utJta In tha sprint and will ba no lorMtar tfwn 10 minutas

antwarlna tha foHowlnti ouatilons:

n.« What did 1 cempleia vastardav?

n.20 What am I dolna today?

nil
,Ara thara any roadWocta kaaping ma from eompiadt^ my
oommltmanis?

Oavaiop and obtain buyln ier a uakahobar ard eonanirtcation

manapwnam pbn and work wflh dia Oapartmarn to craft approprlata
cotTWTHjtdcadon matMpa* thromdwut tha protect

DHHS^FP.201S-O43/WP-2019-OPHS- 1«>AT*A 6. PROJECT MAMAGEMCm
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Prcj«a (Uqulranwna Atudvrwnt C-2

Conduct etpnbctlenal aaMnmcna and pp anatyaci lor dw anceud

dividarts and proframt and iadthaia tha davalaprtiani of approprfata

Ofpntiadcrwl aoucturaa and )eb daaoipUoni

Wart with iha Oapartmam to daSna budncM procaaaa*, Indudlnf uaa

eaaaa. worHtoan. and budnaaa rutaa

Tha prefact nwat utiBra a«lla-Cka toflmara davatopmant prindpfaa afui (vaetieat
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Will not meet

Will partially meet

Wholly meet

Deloitte 2018 Page VUI-526 of 662



AttachmS?IWr^d8lbNCi¥|6<HiklMPSHlR£ • Department of Health and Human Services
Data Analytics Platform for Oplold Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

,New Hampshire D^artment of Health and Human Services
'batai^^ybcs.Platfo Opiold Crisis

ADDENDUM^

On*^October 16,.2018, the New Marhpshire Department of Heatth and Human Seivices
published a Re'quest for Proposals, requesting proposals from yendors who are qualified
to provide a software.system and associated services.'fpr the Department to Implement.a
'scaiable Oplold Crisis RespohWManagement Buisbiess Intelligence dashboiard.
The Department Is publishing this addendum to:

i. Delete and replace Section 2, Schedule of Events, with the following:

EVE^ DATE TIME

RFP released to Vendors..(on or about) Oct..16.'2p18- 12:00 pm-

Notification to the ^ate of the .number of
represehiatlyes attending the (Mandatory or
Optional) Vendor Conference

Oct.23,26l'8 2:00 pm

(Mandatory or Optional) Vendor Conference;
location Identified In Section 4.3: Vendor Conference

Oct.30..2018 10:00 am

Vendor Inquiry Period ends (flnal lnqulries due) Nov. 5.2018 2:00 pm

Final State responses to Vendor inquiries Nov.. 16. 2018.

Final date for Proposal submission D.ec. 10,2018 2:00 pm

Vendor Presentation & Demo (2 hours) Dec. 17 8:30 am

Vendor Presentation & Demo (2 hours) Dec. 17 1:00 pm

Vendor Presentation & Demo (2 hours) Dec. 18 8:30 am

Seledloh / Notification Dec. 19 10:00 am

2019-043/RFP-2 01 StDPHS-19-DATAA

Addendum #5

Page 1 of 1

Gregory Spino-
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New Hampshire Department of Health and Human Serviees
Data Analytics Platform fprpplold Crisis

ADDENDUM #6

Oh'October 16, 2018, the New Hampshire Department of Health and Human Sei^ces
published a Request for Proposals, requesting proposals from vendors who are qualified
to provide a sqtUvare.system and associated services for Ihe'Department to Implement a
scalable Opioid Crisis Response Managernent Business Intelligence dashboard.'

The Department is publishing this addendum to:

1. Delete and replace Section 4, Instructions, Sub-section 4.16 Propos^ Format,
Paragraph4.16.1, Sub-paragraph 4.16.1.3, wtth thefollqwlng:

4.16.1.3 The Proposal should also be submitted electronically via USB
Flash Drive

2. Delete Section 5, Proposal Evaluation Process, Sub-secdori 5.5 Scoring
Detail, Paragraph 5.5.1 Scoring of the Proposed Software Solutioni Sub-
paragraph 5.5.1.2

3. Delete and replace Section. 2, D-2 Technical, Servtees' and Project
Management Experience, Sub-section 2.1, D-2.1 Security and Protection of
Data, Paragraph 2.1.6, with the following:

2.1.6. Topic 11 - Project Management Memodology

Response Page Lindt: 10

The State will evaluate the Vendor's approach to project management
methodology.

2.1.6.1 Describe the methodologies used for organizing teams to Implement
solutions In an Iterative Agile methodology.
2.1.6.2 Describe how your approach meets the requirements for project
management and testing the security of the Softyvare application and.hosting
environment

2.1.6.3 Howcah yiou ensure the security and confidentiality of the State Data
collected on the system?
2.1.6.4 What security validation pocumentatton will be shared wtth the State?
2.1.6.5 Do you use Internal or external resources to conduct security testing?

2019-043/RFP-2 018-D PHS-19-DATAA
Addendum ]V6

Page 1 of 1 Gregory Spino
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New Hampshire Department;of Health and Human Services
Data Analytics Platform for Opioid Crisis

4. Delete and replace Section 1, D-1 Proposed Software Solution, Sub-section
1.1 Topic 1 - Description of Solution, Paragraph 1.1.9, with the following:

1.1.9 In what ways does your proposed solution provide enhanced ease of
use for administrative users?

5. Delete and replace Section 2, Schedule of Events, with the following:

EVENT DATE TIME

RFP released to Vendors (on or about) Oct.. 16, 2018 12:00 pm

Notification to the State of the number of

representatives attending the (Mandatory or
Optional) Vendor Conference

Oct. 23,2018 2:00 pm

(Mandatory or Optional) Vendor Conference:
location identified in Section 4.3: Vendor Conference

Oct. 30, 2018 10:00 am

Vendor Inquiry Period ends (final inquiries due) Nov. 5, 2018 2:00 pm

Final State responses to Vendor inquiries Nov. 16. 2018

Final date for Proposal sutpmission Dec. 10. 2018 2:00 pm

Vendor Presentation &' Demo (2 hours) Jan. 3, 2019

Vendor Presentation & Demo (2 hours) Jan. 4, 2019

Vendor Presentation & Demo (2 hours) Jan. 7, 2019

Selection / Notification Jan.11, 2019

2019-043/RFP-2019-DPHS-19-DATAA

Addendum #6

Page 1 of 1
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N0W Hampshire Dspartnsnt of Hsalth and Human Ssrvicos
Data Analvtlea Piatfonn for Qoteld Crtahi '

OFFICIAL RESPONSES TO VENDOR QUESTIONS
Data Analytics Platform for ̂ iotd Crisis

No. Question Answer

1.

Section 1, introduction, Sub-section 1.1;

VMihin the Department, wtiich area is the
main customerAeteasirig the RFP7

The Department of Health and'Human Services, Depertment of
Public Health Services. Bureau of Infectious Disea« is rdeasing
this RFP.

2.

Section 1, Introduction, Sub-section 1.1,
Paragraph 1.1.18 AND Section 1,
Introduction, Sub-section 1.1, Paragraph
1.1.26:

V\A[I the system bertefll from a capability to
interact with GeoAnelytic (CIS) layers on a
mao?

Yes.

3.

Section 1, Introduction, Suti-aection 1.2
Project Overview:

a} Can you expend the business end
analytical requirements for the
environment?

b) What Is the inventory of software?
c) What Is the Depertmenrs overarcNng

strategy of ah opiotd module compered
to an opidd platform?

d) What investments have been made to
date to infrastructure?

e) -How many systems does the
Department maintain or have access to;
in reoerds to this effort?

e) Vendors should define how they will leverage the current
infrestructure Additionally, they should describe any addltlcnal
software andAx herdware reqUred to effectivefy dean the data
and successfully fink disparate data sources in'crderto'creare
an enterprise data analytics environment The resulting
envlrorvnerrt must allow data visuallzatlc^s'to be dynamically
updated in both the external de-identlfied system end Internal
multi-tenant solution, allowing for dient feiformatlon to be
rendered for use by the Department

b) 15 Tebleeu Creator Licenses (most current version)
8 core Tabieau Server license
15 user Tableau eLeeming for Creator
4 core Informatica'Oeta Quality SE Development & Production
4 core PowerCenter AE Development & Production

OndalO&A
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Answer

8 core Oracle Database Enterprise Edition w/Dlagnostics end
Tuning Packs

IBM Cognos Bl (version 10.2.1) Is also currently used to report
hsanh-retated data in NH Health WISDOM. Cognos license and
support wtO end in March. 2020.

c) The goat is to have e Data Analytic* Plattbrm (DAP) In which
various dashboards may be contained to include the Opioid
dashboard deliverabia of this RFP. This dashboard will mssi
or exceed the current rer^uirements set forth in this RFP. The
Opioid dashboard delh/erable utilizing the first 8 data sources
will need to be designed to silow for tcaling out to consume
additional data aoumes and Indicators to allow for a
continuous evolution of the dynamic dashboard environment.

d) 2 Database Servers: HPE BL480c Blades. 51268,3.2GHZ 8
cores

2 App Servers: 10 core HPE BL460c Blades. S126B. 2.4GHZ.
10 cores
Red Hat Enterprise Server Linux and Linux for Virtual
Datacentera

8 core VPP L4 VMware vSphere 6 wtth Operations
Management Enterprise PI

e) Currently the Depertment has direct access to the folfowlng
systems for Phase 1:

• Medicaid and Commercial Claims.

• Child Weifors Cases,

• Drug and Alcohol System treatment data and naioxone
distribution,

• Vital Records,

» Hospital ED SurvsMancs artd Population Data systems.
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No. Question Answer

and

• more Nmlted access to Medical Examirter and Emergency
Medical Services data systems.

4.

Section 1, Introduction. Sut>-sectjon A2
Project Overview. Paragraph 1.2.12 AND
Section 1. introduction. Sut>-sectlon 1.3
Contract Term. Paragraph 1 J.2:

a) The RFP etstas a plan to execute a Not
to Exceed (NTE) of $2,278,642. Is this
amount lor the tseee year starting from
the ERective Date to August 31,2019 or
is this for the base plus four opton
years through August 31,2023?

b) Does the Departmeta expect the NTE to
cover e Data Analytics Ptatform (DAP)?

a) A contract which rsstSts from this RFP win Include a price
limitatien Not to Excaad $2,278,642 and a Completion Data of
August 31. 2019.

b) The NTE is goaled at covering ell of the requirements ftsted in
the RFP to indude at a high level the design, proposal,
implementation end training eeeociated with a Data
Managamant 8 Governance plan, Agile Project Management
etrategy and toolaat to rnpve. the project to compietlon,
Trairtfng for system edministratbrs. analysts, database
administrators, and tr>d uaara on the appropriate tools sate,
creation of the Opioid dashboard tevaraging the identified 6
data sources with the ability to scale to' many additfonal data
sources as wefl as the process and trairtlng to migrsta the
existing Cognoa reports based external data analytica platform
over to the proposed solution. To the extent possible, the
contractor wiO levaraga existing hardware and software.

5.

Section 1. Introduction. Sut>«ection 1.2
Project Overview, Paragraph 1.2.2:

What metrics and/or outcomes wS be used
to demonstrate that the DAP improves the
care and well-being of ittdlvlduals and
famSies?

Many matrica will be discovered through the integration of data
into a centralized Ixisiness Intalligance and data analytics
platfonn. Some of the expected outcomes wU be a better
understanding of where aarvicas may be needed, which sen/ices
are utilized more, graphical artd Informetlon based model
showing paths to addiction.

Generally the Department Intends to use the dashboard to aU in
identifying hot-spot communitles/dsmographic groupe/causes.
gaps in strvices, and Impacts of OnancisI Invtstmerrts made In
certain eervices for individuals with OUD/SUD. Thta vriD help to
direct resources and prooram desfon to areas that wOl improva 1

OffldslOSA

Peoe3a(33

V.

Deloitte 2018 PageVIlI-532 of 662



Attachm83V^f^Ed0'^o^®^^i^IVIPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

N«w Hampshire Department of HeaKh and Human Services
Data Aneivtice Platform lor Ooioid Crisis

No.

6.

Question

Section 1, Introduction. Sut>-cection 1.2

Answer

individuals access to care and IdeaUy reduce opioid overdose
fetallUes.

Another outcome win be used in the OAP is to eiV^ance data

visualization and interactivity functions U) present opioid-retated
health statistjc data. The OAP win provide more'comprehenslve
underetendinss regarding mot)illty and mortality ratae.

In addition to the muitipte quality metrics collected by the
Department that are identified In the CMS AduQ Core Set. which
includes the 'use of opioids* at high levels in persons without
cancer* and the concurrent uaa of opioids and bertzodlazeplnee.
The Department has slso klsntined a number of other quality
metrics for Substance Use Disorders (SUD) treatment services
including, initiation (access). er>gagement and retention in
services, clinlcslly appropriate servicee and treatment,
completion. Likewise the Department has Identified number
outcome metrics for SUD treatment services including those
Identified In the National Outcome Measures (NOMS) made
available by the Federal Substance Abuse Mental Health
Services Administration (SAMHSA). The Department requires
the ability to conduct multivariate analysis of these and a variety
of other healthcare and socioeconomic data to Improve service
quality and outcomes. Including the ability to compare PHI with
published non • PHI data. This Information win be utilized to
identify and resolve quality issuet at the service type, program or
systems level and to address eny service quality Issues
experienced by clients across the system or by particular
demographic groups and or In certain gecgraphicdl areas.

Some of the desired types of change Is a more Integrated view of

RFP-201 «>43fftFP-2019-OPHS-19-OATAA
Official Q&A
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No. Question

Project Overview, Paragraph 1.2.9:

What is the desired type of change
resulting from the DAP?

Section 1, Introduction. Sul>-section 1.2

Project Overview, Paragraph U.4 AND
Section 1, Introduction, Sut>-sectlon 1.2

Project Overview. Paragraph 1.2.S, Sub-
paragraph 1.2.6.3:

Has the Department decided to use Oracle,
Infonnatica and Tableau for this solution?

Section 1, Introduction, Sub-section 1.2

Project Overview, Paragraph AJtA:

a) Is capacity, licensing available?
b) Is the vendor expected to help with or

pertlcipete in the implementation of the
•  Enterpriee Business Intellloence

Answer

the data associated with the Opioid crisis across different data
sources as well as the implementation of a data menagement
and govemance strategy coupled with a project management,
training and sustalnabllity plan to continue the efforts forward.

For the New Hampshire Department of Health ar>d Human
Services to establish extraordinary internal and external tadng
data analytics capacity to:

• Better ur>der8tand the variety of interconnected health and
social Issuat impacting clients served across different (and
Bomeiimee muttiple) program areas.

• Utilizing data to improve service quality and design, including
better Integretlon and coordination of eervices

• Monitor and improve performance, efficiency and
effSctivenesa of programs

The Oepa.rtment has decided to utilize existing Investments In
Orade. Informatlca and Tableau in the data analytics platform.
Additional software and hardware as applicable should be
detailed out in the response end shall indk»te how the solution
wfll Integrate with existing technology.

a) See Answer #3.

Additiorully 3 more Tableeu Creator licenaes and training will
be purchased by DPHS in the coming months for a total of 18
Creator Licenses,

b} The expectation le that the selected vendor will identify and
leverage the existing Enterprise Intelligence Plalform where

RFP-2019O4WFP-2019-DPHS-19-OATAA

caeaiosA
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Plattenn?

c} How does the tfata expect the DAP wta
interact or integrate with the Ertferprlse
Business InteRlgerKe (EBt) platform?

d) Please darlty the current hosilrtg
envlrenment of the Enterprise Business
Intelligence platform that is l>eJng
implemented In partnership with the
Department of Information Technology.
Is this hosted in a State data center or
by a third-party Vendor?

e) VAten wDl the Enterprise Business
Intelligence (EBI) be evaSable?

f) VAD the EBI include aP of the data
aourcaa rafarenced in this RFP and

tfrose data alements housed in Oracle?

g) Can tha aucceesful bidder buPd their
•olution using the data sources
contained in the EBI?

h) How many data eources compose the
data warehouse?

1) How frequently are data sources
rafrathed?

j) V>Aiat voluma of data does the
Department anticipate will be processed
through the DAP?

k) Whet interfaces are in place to send
and receive data? (SFTP, webAPI, etc)

I) In what formatfs) does raw data
typlcaliv arrive Into the data warehouse

Answer

appUcable to their toliAion. The goal is not to limit the
potential options by the currant technology In plica within the
o^r^tion; however in order to maximize the investmer«
that the State of New Hampshire has made on the ptatform It
Is rscommended that tha aohjtien identify how the existing
platform will be utilized to meet tha deliverables of the RFP.
Currenlty the platform is an on premise eolutfon in the state
data center administered by Department of information
Technology staff and Department staff. The preference will be
for the proposed solution to enhance the existing environment
that the State has to successfully meet ths deliverables of the
RFP.

c) Tha DAP is a part of the Enterprise Business intelligence (EBI)
platform. The two platforms leverags the same toolseta and
provide a dynamic dashboard based environment from wNch
reports, anstysis and decision maldng can be obtained.

d) Currently the ptatform is an on premise solution in the state
data center administerad by Department of information
Technology staff and DHHS staff. The preference win be for
the proposed, aolution to enhance the existing environment
that the State has to tucceesfuny meet the deDveribles of the
RFP, aBhough addltionai enhancements need not be on
premise If the solution is best Implemented another way.

e) The EBI which entails the hardware end associated software
described In the inventory In question Zb. win be available at
the end of December 2018.

0 The RFP detNerabie of the Opioid dashboard wio need to
Include the piofoeslansi servlcet required to bring In of model
the 6 data sources reforcnced in this RFP into the EBI
ptatform for use with ths Data Analytics Environmsnt. Ths

RFP-201»>«VRFP-2019-DFHS-19-OATAA
OmclalO&A
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No. Question

prior to processJr^? (CSV. XML, JSON.
etc.)

RFP-2W»O43i«FP-2Cn0-DPHS-19-0ATAA
Official OSA

Papa 7 c( 33

Answer

current E6I pletforni Is In development, but It will contain
Medlcald claims data In a modeled-torm, and souioe system
copies of additional data sets which wiP r>eed to be modeled
as part of the new effort. As explained in question 1 this RFP
is to provide the professional services to design and
impterrient a solution with associated training to bring muRlple
data disparate data sources together Into a data warehouse
environment to be leveraged by existing eoftware end
hardware and augmented with additional software and
hardware as applicable to create a data analytics platform In
which the State of New Hampshire may leverage to create
dynamic vtsuaBzatiora and reports of data to be used to
address the Oploid crisis and be able to scale out to continue
to integrste data sources into the environment Rom other
HHS. State Agency's, providers, partners, and vendors as
applicable.

g) The successful bidder wUI need to propose the process and
provide the necessary professional services to bring the data
sources into the data warehouse and EBi to be used for the
Oploid dashboard and data analytics plalform. see quetfion 5.
F. lor more Information.

h) The data warehouse is constantly evolving at the time of this
response the data warehouse currently houses 25 data
sources.

0 See Answer 14

j) <> 250 Million records per single t>atch vrirtdow

k) Depending on the solution the bidder should propose the
preferred methods of send/receive

0 Plat files, Oracle, SOL Server, DB4
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No. Question Answer

9.

Section 1, Introduction, 8ut>-cectJon 1.2
Project Overview, Paragrapti 1.2.8.3,
Sub^ragraph U.6J:

a) \Mn the Department serve as a System
Integrator (SI) or wiO there t>e en SI
vendor performing this role?

b) is the Department's expectation that
that the selected DAP vendor will also

be responsible Ibr building an
Enterpirtsa Data warehouse?

c) Has the Depertment contracted with a

vendor to build the new data

warahouaa?

d) If so. who is the vendor?

a) The Department, In conjunction with the Department of
Information Technology, will serve es the system integrator for
this solution; however the protetsional services component of
the contract wiO need (o addren the necessary resources to
augment the State of New Hampshire's current staffing to
successful^ eddrees systsm Integration as well as data
daansing, creation of data warehouses, data marts, multl-
dimensional datatwse views, and associated training of
existing state of New Hampshire staff to sustain and acale the
eolution.

b) The DAP vendor wUI assist in continued archltecturai design of
the data warehouse and analytics platform.

c) Currently the department has an existing contract to build out
the enterprise business tntaOlgence pistlbrm including the new
data warehouse.

d) The current vendor supporting this effort Is DeloSls.

10.

Section 1, Introduction, Sub-section 1.2
Prt^t Overview, Paragraph 1.2.8.3,
Sub-paragraph 1 j.8.5:

Are vendori required to eecura data within
a Low or Moderate Envlronrnent, as
defined In FIPS Publication 199 Standards

for Security Catagortzatlon of Fsdsrel
Information end Information Svstems?

Using Federal Information Processing Standards (FIPS)
Publication 199 standarda the Security Categorization (SC) for
this data to Confidentiality-High, Integrity-High, and Avaitobllity-
Modereta. Vendors will be required to secure the data based on
this SC.

11.

Section 1, Introduction, Sub-section 1J2
Project Overview, Paragraph 1 J.8:

Can the Department provide a list of
vendors wtw attended the bidders'

See Attachment #1

RFP-2af9<M3.^P-2md-Of^10-OATAA
OfflctolQ&A
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conference?

12-

Section 1, Introduction, 8ut>-section 1,2

Project Overview, Paragraph 1,2,9, Sub-
paragraph 1.2,9.3:

Is it the Department's intent that the
selected vendor facilitate a process to
develop the Oepsrtnient's data sharing and
data management approach, with respect
to Interagency legal contracting, data
sharing and Data Oaage Agreements, in
addition to implementing s data
jovemance structure?

It is the Department's Intent to have the selected vendor fadtltate,
document,. design and implement a data governance and
management aotution. TNs will indude overall management of
the availability, usability, integrity and eecurity of data used In an
enterprise end associated organization structure, procedures and
plan to execute. DHHS has existing data sharing agreements artd
legal resources to support these egreaments. The vendor would
incorporate these agreements Into the overall data governance
solution.

13.

Section 1, Introduction, Sub-section 1.2

Project Overview, Paragraph 1,2,9, Sub-
paragraph 1.2.9v4:

la it acceptatiie to have wet>-baeed end/or
vii^al training In combination with In-
oereon tralnina?

Yes

14.

Section 1. Introduction, Sub-section 1,2
Project Overview, Paragraph 1,2 Sub-
paragraph 1,2J,6:

a) How frequently are the current data
sources gathered?

b) Wtwt would be the standards for 'real
Urns' infonrkailon gathering?

a) The frequency of data updates depands on data source and
type. Cunentty: vital records data (birth and death), it Is
updated dally to the existing data warehouse by the NH Vital
Records Registry: AHEDD (Automated Hospital Emergency
Department Data System), is uploaded multiple times per
day for syndrome claeslflcation. anetyeis. and reporting from
an twenty-six (26) New Hampshire acute care hospital
emergency depertments; Medicald and Commercial dalms
data updates are currently monthly; Drug and Alcohol eystem
data updates are planned to be monthfy; Child Weltare data
UDdatee are weekly: Pooubtion data estimates are ubdated

RFP-201M>43«FP-201&-OPMS-19-OATAA
OfflctSlO&A
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No. Question Answer

ennualty.

b) The expectations wiQ be thet the deta is refreshed daUy unless
the Information being obtained for the eflort to not available
dally, in this case the expectstion is data wSI bs loaded into
the EBI/data warehouse to be available to the data anatytics
platform wtthin 24 hours of rsceipt Through the project If it it
Identified that mors frequent evailabiOty of a data system to
valuable ar>d feaslbte the vetvior wtll be respon^ie for
Implementing the Improvement in the EBI/data vrsrshouse.

15.

Section 1, Introduction, Sub-section U
Project Overview. Paragraph 1.2.11.
Sub-paragraph 1.2.11.1:

VMS the available data on Individuaie only
iTKlude Medicaid redoients?

The svailablt data on Individuals is not limited to Medicaid
recipients, but covers all individuals recorded within each data
let.

16.

Section 1, Introduction, Sub-section 1.2
Project Overview, Paragraph 1.2.11,
Sub-paragraph 1J.11.7:

a) Please provide a ilst of data sources
currently available for the initial
solution?

b) Are Naloxone Services a cunent or
future source system?

c) \Aihat spedflc data source(s) are
included wItNn the category of Criminal
Justice?

a) The list of data aourcea are indudad in the graphic in
Appendx D. Section l.t.25 and spedficaDy they ere:
1. Medicaid and Commerctol Member and Ctolme

2. Child Wetfare Caeae

3. Bureau of Drug and Alcohol Services and Naloxone
Services

4. Vital Records (birth and death) 6 Medical Examiner

5. Live Hospital Emergency Department Surveillance
(AHEDD) - Automated HospitsI Emergency Department
Data system

6. Emergency Medicel Servicea (TEMSIS) Trauma
Emergency Medical Servicea

7. Population Health Data currently located on
httD9-7Mtodom.dhhs.nh.QOv/wlsdom/

RFP-2Cn9<M3/RFP-2CnO-OPHS-10-OATAA
omcaio&A
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No. Ouestion Antwar

8. The list ot data tourcaa are Indudad In the graphic In
Appandb( D. Section 1.1.2S and apacincally thay are:

b) Naloxona Servicaa ia a future aourca aystam. Naioxona
sarvicas are a currant aourca of data. However the
Dapartmant expects to have new naloxona aarvica data
through a different data source in the future, which would need
to be Integreted into trie future phaee of the project

c) NCJRS: National Criminal Justice Reference Servtea. ThoM

Criminal Justice data aources are in scope'for phase 2 end
have not been defined.

17.

Section 1, Introduction. 8ut>-Mctlon 1.2
Project Overview, Paragraph 1J.13 Non>
Exclusive Contract:

Would the Deportment welcome pertlei
t)ld8?

No.

The Depertment wto not predude bida from primary vendors who
aubcontrad with other vendors to meat the requirements of the
RFP.

18.

Section 1. Introduction. Sub-section U

Contract Term, Paragraph 1.9.2:

What ia the antidpatad atfectlve data for
year one (1) of the contract resulting from
this RFP?

The anticipated eftactivs data wlB be upon NH Governor and
ExacutNa Coundl review and approvai and a P work asaodated
with the deiiverables outlined within the resulting contract mutt
be completed and invoiced no later than August 31, 2019

19.

Section 2, Schedule of Events:

a) When will invitations be sent lor vendor
presentations?

b) Can the tlmalne be extended eo
vendors can make Iraval anangemanta
for the praaantation?

c1 What to the cloaina date of the RFP?

a) The Dapartmant axpacta to send invitations for vendor
praaantations during the weak of: December 17-21,2018.

b) Sea Addendum 08

c) Sea Addendum *8

RFP-201»-043A^P-20l9-0PHS-19-OATAA
OnctalO&A
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No. Questton Answer

Section 4, Instructions, Sub-section 4.1
Proposal SutMTiisslon Deadline and
Location Instructions. Paragraph 4.I.S.
Sub-paragraph 4.1.4.3;

20.

Would n be possible lo receive the original
editable MS Word format of the RFP

documents "2019-043-r1p-2019-dphs-19-
dataa". end *2019-043-r^2019-dphs-19-
detaa-eda"? We attempted to convert the
PDF to the editable Word format but the

integrity and lormatUng of the documents
did not transfer over weO (I.e. there were a
significant amount of sections of the RFP
that were incorrectly misaligned}.

No.

The C-2 Attachment .xls wBI be published to the Department RFP
website.

21,

Section 4, Instructions, Sub-section 4.1
Proposal Sutnrrission Deadline and
Location Instructions, Paragraph 4.1.4,
Sub-paragraph 4.1.4.3 AND Section 4,
Instructions. Sub-section 4.14 Proposal
Format, Paragraph 4.14.1.3:

Does the Department require both a US8
and CD of the broDosaf?

The Department prefers one (1) electronic copy of the rteponse
to the RFP on a USB Flash Drive.

See Addendum #6

22.

Section 4. Instructions, Sub-section 4.14
Proposal Format, Paragraph 4.16.1.4:

a) Msy vendors use smaOer fonts than 11-
point for headers, footers and tables?

b) May verxtors use a font tvoe other than

e) Yes. for headers and footers. No on tables

b) Yes

RFP-20lM»«VRFP.2ff1»-OPHS-19-OATAA
OncblOSA
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No. Question Answer '

Times New Roman?

Section 4, Instructions, Sut>-eection 4.16
Proposal Format, Paragraph 4.16.1.6:

23.

a) May vendors number the pegea by
major aection (Section I-1, Section II-
1)7

b) May vendors exclude the total number
of pages in their numbering format?

c) May vendors exdude forms,
attachments, tabs and tables of
contents from numberino?

i) Yes

b) No

c) Yes

Section 4, Instructions, Sub-section
4.18, Proposal Content, Paragraph
4.18J;

24.

8) Is there any room for negotiaUon on any
of iha terms and conditions?

b) If yss. doss tha Department require
venders to call out any objections or
exceptions to the RFP terms and
conditions. Including to Appendix H;
Sfafe o/Ntw Hampshin farms and
Condiaona as part of the proposal
eubmission package?

c) Plaaae darlfy that tha note in Section
4.16.12 means that aO appendlcea that
may be responsive to Appendix 0
should be Induded in the originel
version of the proposal, but not the
ceotea.

a) Yes

b) Yes, See Attachment #2

c) The Note applies to Section 4, Instructions. Sub-section 18
Proposal Content. Paragraph 4.16.11

RFP-2W»-0««FP-20l»-0PHS.19OATAA
OfflctBlO&A
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No. Question Answer

25.

Section S, Proposal Evaluation Process,
Sut>4ection S.4, Initial Screenlitg,
Peragraph Oral Interviews and
Product Demonstrations:

Ihe Department invite aD vendors to
participate In oral interviews and product
demonstratiorw?

No.

26.

Section S, Proposal Evaluation Process,
Sub-section 6,6 Scoring Detail,
Paragraph 6.6.1 Scortng of the
Proposed Software Solution, Sub-
paragraph 6.6.1J:

It leems this portion of the text is
truncated, pleete provide clarlflcation.
The RFP reads 'Factors indude but are

notSmltedto: '

See Addendum #6

27.

Section 6, Proposal Evaluation Process,
Sub-section 6.6 Scortng Detail,
Paragraph 6.6.1 Scoring ofthe
Proposed Software Solution, Sub-
paragraph 6.6.1.).8:

Viitat is the current Oepertnwnt staridard
for browsers?

Current standard for browsers Is Internet Explorer 11, Edge,
Firefox end Chrome

28.

Section 6. Proposal Evaluation Process.
Sub-section 6J Scoring Detail,
Paraoraoh 6J.I Scorino of the 1

Statistics and assumptions wiO evolve through disccvery arxf
Implementations of solutions.

RFP-201 W>43/RFP-201 ».0FHS-19-DATM
Official O&A
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:ia

No. QuesUon Answer

Proposed Software Solutiott. Sub*
paragraph 8.S.1.4.1;

Does the Department Intend to provide
statistics ertd assumpttons?

29.

Section 6. Proposal Evaluation Process,
Sub •section 6.6 Scoring Detail,
Paragraph 6.6.2, Scoring of Vendor
Technical, Service and Project
Management Proposal, Sub-paragraph
6.6.2.4:

What technologies, specifically, does the
Deoertment heve In piece?

See Answer 03

30.

Appendix A, Background Information,
Section 1, A-1 Health and Human
Services, Sub-section 1.1, Paragraph
1.1.26:

e) VWI InteragerKy data usage
agreements be firal as of project
kickoff?

b) Is the ingestion of data to the target
environment a dellverabie of this scope
of work?

c) When wlli data be available for uae by
the proled?

a) ATI of the data sources in phase one wffl heve data uaaga
agreements In place as of the project start data or shortly
therealtar. Most of the data seta are Department data seta.
See question 14

b) res

c) On or within IS days of project start date based on the Stata'e
receipt of names of the uaera that wilt have access and
associated paperwork la completed.

31.

Appertdix A, Background Information,
Section 1. A-1 Health and Human

Services, Sub-section 1.1, Paragraph
1.1.26 AND Appendix A. Beckaround

a) Department of HeaKh and Human Servicea

b) See Answer 0XA

c) No

RFP.at»W>43«FP-20ie-OPHS-l9-OATAA
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No. Question Answer

Information, Section 1, A-1 HeaKh and
Human Services, Sub-section 1.1,

Paragraph 1.1.27:

a) governing body will oversee the
work oh the data?

b) \MU approvals on data be obtained from
governing bodies priw to the project
start data?

c) Is AHEDD the only system for which
data is available?

32.

Appendix A, Background Information.
Section 2, A^ Department of
Infonrutlon Technology and '
Technology Status, Sub-section 2.2, A-
2.2 Future Systems Environment:

a) Does the Department require Design
Thinking Workshops or User Journeys
to define the user experlertce?

b) What type of search functionalrty does
the Department reouire?

a) Yes

b) Search should be Incorporated throughout the entire aotution
and allow for a global.- site, or ttam spacinc functionality

33.

Appendix B, Minimum Standards for
Proposal Consideration, Section 3. B-3
Current Use of Vendor Proposed
Software - Current Implemented Sites of
Vendor proposed Software of Solution
<NOTE: IF APPLICABLE>;

8) VIAI8 fully implemented and operational
oilol installation of the vendor's

a) No, the Department's Intent is to have examples of working
and fully operaUonal systems.

b) Yes.

RFP-201&-04WFP-2019-OPHS-19-OATM
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.'rJ-

No. Question Answer
SoRware or Solution suite In

government entitles that are
comparable In'size and complexity to
the State of New Hampshire meet the
requirements of this section?

bl Is this requirement mandatory?

34.

Appendix S,'Mlnirmim Standards for
Proposal Consideration. Section 4, 6-4
Vertdor ImplementatJon Service
Experience The;

Is this requirement mar>datory? Yes.

This requirement may be met through the provltion of three (3)
tully implemented and operational solutions that ere slmUar in
size and complexity that may not be government solutions, but
relate to public or private health or human eervlce programs.

35.

Appendix D. Topics for Mandatory
Narrative Responses, Section 1, D-1
Proposed Software Solution AND
Appendix D, Topics for Mandatory
Narrative Responses, Section 1. D-1
Proposed Software Solution, Section 2,
D-2 Technical, Services and Project
Management Experience, Subjection
2.1, D-2.1 Security and Prote^lon of
Data, Paragraph 2.1.9, Topic 11 - Project
Management Methodology:

See Addendum 96

r
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No. Question Answer

Is the pege limit for responses to the
Project Management Methodology section
five fS) paoes or ten f 10) oaoes?

36.

Appendix 0, Topics for Martdatory
Narrative Responses, Section 1. D-1
Proposed Software Solution, Sub>
section 1.1, Topic 1 - Description of
Solution;

a) Should narrative resportses be broken
out according to each topic identlfled in
the RFP7

b) Do vendors need to repeat text that is In
this section?

c) If a vendor repeats text, is the repeated
text included In the ten ftO) oeoe limit?

a) Narrative responses may be broken out to each topic or may
be proposed as a single reeponse es long as responses
Bddress the requirements defined within the RFP.

b) No.
c) Yes. If the vendor ehooeee to repeat text It will count against

the 10 page Bmit.

37.

Appendix D, Topics for Mandatory
Narrative Responses, Section 1, D-1
Proposed Software Solution, Sub
section 1.1, Topic 1 - Description of
Solution, Paragraph 1.1.19:

Please provide a summary of the role of an
insoector.

See Addendum f 6

36.

Appendix D, Topics for Mandatory
Narrative Responses, Section 1, D-1
Proposed Software Solution, Sub
section 1.1, Topic 1 - Description of
Solution, Paragraph 1.1.20:

Can vou include software release end

See Answer 2B

RFP-2019-043«FP-201#-0PHS.1«OATAA
OfflctBlOSA

Paga leof 33

Deloitte 2018 PageVni.547 of 662



Attachm83ft/®l^E^0^b^ffi^(liAlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19.DATAA

New Hampshire Department of Health and Human Services
Data Analvtics Platform for Qpioid Crisis

No. Question Answer

versions for receiving svstems? -

39.

ApperKlix D, Topics for Mandatory
Narrative Responses. Section 1.0-1
Proposed Software Solution, Sub
section 1.1, Topic 1 > Description of
Solution, Paragraph 1.1.26;

a) Can the Department provide an
enlarged graphic to vendors?

b) \Miat Is the antldpeted time period for
Phase 2. long term enhencements by
the Deoartmcnl?

a) See Attachment 03

b) Phase 2 is antidpsted to take 6-24 months depending upon
data sharing agreement timelines.

40.

Appendix D, Topics for Mandatory
Narrative Respohsea, Section 1, D-1
Proposed Software Solution. Sub
section 1.1, Topic 1 - Description of
Solution, Paragraph 1.1.26:

Please define 'CORbr and provide
additional context; pleese differentiate
■CORbl'and'DAP-

Comprehensive Opioid Rea^nse Business Intelligence (CORbi)
Is the project name that will deBver an Opioid Response
dashboard system to help Integrate data for use by program
areas, providers, and the citizens to assist in the response to the
Opioid crisis.

Data Analytics Platform (DAP) is the platform that CORbi will
reside on and will bs deiivsred as part of the RFP response
leveraging the existing EGI (Enterprise Business InteDlgenca)
platform and addressing a streamlined approach for the
integration of disparate data sources.

41.

Appendix D. Topics for MarKiatory
Narrative Responses, Section 1, D-1
Proposed Software Solution, Sub
section 1.3, Topic 3 - Data Governance
and Management, Paragraph 1.3.3;

What processes does the Oeoartment

This should be proposed by the bidder

RFP.20l9-043«FP-2Cn9-OPHS-i9-OATAA
Official O&A
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u-j.

No. OuesUor) A/tswer

intend to use for the planning, development
and operation of apoUcation systems?

42.

Apperidix D. Topics for Mandatory
Narrative ftesponses. Section 1, D-1
Proposed Software Solution. Sub
section 1.3, Topic 3 - Data Oovemanca
and Management, Paragraph 1.3.9:

What tools and technologies does the
Department use to enable data governance
and menaoement?

This should be proposed by the bidder

43.

Appertdix 0, Topics for Mandatory
Narrative Responses, Section 1,0-1
Proposed Software Sdutiorr, Sub
section 1.4, Topic 4 - User FriendUnest
and Usability. Paragraph 1.4.S:

How does the Department deflne function-
driven capability?

A function driven capebiltty is based on a capabBlty (hat can be
related to specific fUndicnaltty like exporting to excel. CSV. XMl.
PDF or utilizing responshrs and adaptive web design to
seamlessly transition users between a fuO screen computer view
to a smart phone view of the data wllh associated user IHendly
menus and design lestures. Other capability like browser
compBance. bowser compatibility and 508 compliance will also be
corwidered.

44.

Appendix D, Topics tor Mandatory
Nanative Responses. Section 1, 0-1
Proposed Software Solution. Sub
section 1.6, Topic 6 - IT Standards,
Paragraph 1.6.1:

Does the Department anticipate the use of
mobile devicM es a component of the Data
Analytice Platform?

Yet.

The department anticipates the use of tablets, laptops, desktops
and smart phones to access the site. The system should include
adaptive and responsive design elements.

45.

Appendix D, Topics for Mandatory
Narrative Responses, Section 1. D-1
Proposed Software S^utlon. Sub-

No.

RFP-20l9-043«FP.20ie-DPHS-l9-OATM
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riu-

No. Question Answer

section 1.6, Topic 6 - Data
Import/Exp^ Standards and MgratJon.
Paragraph 1.6.11:

Will the Department consider removing this
reoulrement?

46.

Appendix D, Topics lor Mandatory
Narrative Responses, Section 2, 0>2
Technical, Services and Project
Management Experience, Sut>-8ection
2.1, D>2.1 Security and Protection of
DaU:

Are there State standards which must Im

met? (If so, please provide those
standards^

See Sample Contract, Exhibit K, DHHS Information Security
Requirements section of the RFP.

47.

Appendix D, Topics for Mandatory
Narrative Responses, Section 2, 0-2
Technical, Services and Project
ManagentenI Experience, Subjection
2.2, 0-2.2 State Personnel and Training,
Paragraph 2J.1, Topic 12 - User
Trainirtg Apiproach:

How many users, by type, does the
Department anticipaie?

Developers <« 26

|yConcurrent Developers , -sFlS . |
|. Number of pubPc being report users <B2S,bCX) - !
{.'(Tableau)' . • ' ' ' ' |

Number of public bdng concurrent users <> 500
(Tat>leau)

f Number of Internal "users for Tableau <* 250 1
i (explorers S viewers) . |

RFP-201«»43«FP.20l&.0PHS-19-OATM
orrtcbiosA

Page 21 or33

Deloitte 2018' PageVni-550 of 662



Attachm8HWrfi^^R)P®1^<fi^MPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RPP 2019-043/RFP-2019-DPHS-19-DATAA

New Hampshire Department of Health and Human Services
Data Analytics Platform for QpioM Crisis

.'tu

No. Oueslion Aniwar

Number of concurrent internal users for <*30

tableau (explorers & viewers)

48.

Appendix E. Standards (or Describing
Vendor Qualihcations, Section 2. E<2
Team Organization and Designation of
key Vendor staff:

Is this list exhaustive and required?

Vendors should submit e fist of key vendor staff appropriate to ttw
solution propoeed.

4d.

Appendix 0-1. Security. Section 1.
Appendix 0*1 Security. Sub-section 1.2.
0-1.2 PCI DSS Payment Apptication
Data Security Standard (PA DSS):

a) if vendors are not storing credit card
dels, is this section mandatory?

b) Is there a State payment gateway that
is oreferred? (if so. wttat is it?)

s

a) No.

b) PCLOSS Is not eppiicable to this RFP and thus payment
gateway Informatton Is not necessary.

SO.

Appendix G-2 Testirtg Requirement

a) \Mtat types of data win be
converted/migrated?

b) How many years' worth of each data
type will be converted/migrated?

a) Orade. Microsoft SQL. CSV exports. MS Access. XML
tjqjorts. and report based informetion will be migrsted.

b) The number of years of data will be different for each data
source. The goal will be to migrate each data source in its
sntlrety.

51.

Appendix H-2S. Oenaral Contract
Requirements APPENDIX H-2S. Section
2B.9. H-28J Licenses. Subsection
26.9.1, H-25.8.1 Software License Orant:

Any restdctions, tsrms or conditions on licenses to software
proposed wiQ need to be dearly defined. If the license is in
conflid with the statement, the terms and conditions issodated
vrith the license wtli stB be considered.

RFP-2CH«-04a«FP.20l»-0»Wl9-OATAA
oncttio&A
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No. Question Artswer

Pleaae connrm the State does not require
*a worldwide, perpetual. Irrevoeable...*
license to the Software for any COTS or
SaaS-baeed eotution that may l>e bid.

52.

Appendix H-25. General Contract
Requirements, Section 2S.13, H-28.12
Administrative Specincations. Sub
section 2S.13.7,'H-28.12.7 Inteilectuat
Property.

Pleaae conHmi the Stale does not require

ownership and intellectual property rights to
the Software for any COTS or SaaS-besed
solution that may be bid.

Ownership of InteDectual property rights to software associated
with COTS or SaaS based solutions Is not required by the State.

Any software, data, or SaaS based solution developed utilizing
State funding will be considered State property.

53.

Appendix H-26, General Contract
R^uirements, Section 25.22, H-2S.21
Escrow of Code:

a) Is escrow reqi^red If vendors present a
COTS eotution?

b) What win duration will the VWrranty
Period be?

c) VWI the 10% withholding be released at
the end of the Warranty Period?

a) No

b) See Section 25.11, H-2S.10 Warranty, Sub-section 25.11.1 H-
25.10.1 VWrranty Period

c) Yes the 10% withholding will be released at the end of the
warranty period.

54.

Sample Contract, Exhibit K. DHHS
Information Security Requirements,
Section IV, Procedures for Security:

a) Does the Department allow
imolementatton and ongoina technical

a) Yes, however the data and services are stin governed by the
terms arwl corKfitions irxlicated In Sample Contract, ExhIM K.
DHHS Information Security Requirements section of the RFP.

b) FedRAMP/HITECH is a requirement If hosted outside of the
State of New Hampshire Data Centers as the data will have

RFP-201»-043,'RfP-20l»-DPHS-tS-OATAA
OtnciSiO&A
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r.£5

No. Questlor> Answer

sjpport to include both onshore and
offshore resources if absolutely no PHI
wrfn be accessed or exposed to any
ofMnre resources?

b) Is Fed/RAMP/HITHCH a reouirsment?

PHI. Pll and other federally end state regulated information.

55.

Addendum 04. Attachment C-2

Requirements, Table C-2:

Would the State provide this attachment in
Excel fomiat so it can be completed for
submisaion?

Yes, upon request

56.

Addertdum M, Attachment C-2.
Requirements. Table C-2. Part 1,
Business Requirements:

a) Can the cells to the Excel Sheet be
provided in.an unlocfced form to ensure
ceDs can be expartded to read the text?

b) \MI] the Department be completing the
Crtticalitv column for this se^n?

8) Attachment C-2, Requirements. Tabie C-2, Part 1, Buslrtess
Requirements wiR be made 8V8ilat}le on the Department's
RFP Website,

b) Yee

57.

Addendum 04. Altaclment C-2,
Requirements, Table C-2, Requirement
NumlMr B1.4;

Is the State expecting the vendor to provide
professional services and utilize State's
technology components Ksted out In 82.5
and State's exMng Infrastructure for
hosting?

The bidder is expected to provide a solution thai will
leveregeAitillze the States technology components as explained
in 82.5 of Attadiment C-2. Requirements, Table C-2, Part 1,
8u8lntsa Requirements and If nacassary the verxfor may
leverage a hosted solution proposed arfo providad by the vendor
to accomplish the deliverables.

RFP-20lMM3«Ff*^a01W*WS-1»-OATM
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.'M

No. Quection Answer

58.

Addendum M, Attactiment C*2,
Requirements. Tatrie C-2, Requirement
Number B2

NMD the State be procuring licen^ for
alternate solution* suggested by the
vendor directly? ̂ uU the cost of those
license* be pert of this RFP? Can the
vendor recommend a strategy of toola that
win extend beyond the first stage of the
contract?

The vendor must be able to procure the licensee for the proposed
eduilon on behalf of the State end the costs of those Ocenses
end Initial maintenance period of at least 1 year are part of the
RFP. The vendor may recommend e strategy of tools that will
extend twyond the first Mge of the contract end the costs of any
tool or aoluUon thai wU not be completed by August 31. 2019
should be clearly described In the response.

5d.

Addendum 4, Attachment C-2, Req. ff
B1.6. H3.11:

-Doe* the State have a cloud environment?

If yea. la the question about expending the
capacity to meet the needs of this RFP? if
It Is about expending State's cloud
capacity, would the cost of expansion be
part of this RFP?

No the State does not hsve a cloud environment. If e doud
solution Is proposed the costs would be Included In this RFP.

1

60.

Addertdum #4. Attachment C'2,
Requirements, Table C-2, Requirement
Numberi 81.6 AND H3.11:

Can the vendor host the solution on a

FedRAMP moderate compitar4 doud
environment?

No. the solution must be in a FedRAMP High Baseline (High
Impact Level) doud environment.

61.
Addendum IM, Attachment C-2,
Requirements. Table C-2. Requirement No.

OtndalO&A
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Ti<Si

No. Question Answer

Number B2^;

Is the intention of the State to deploy the
exlstino software i.e. (Grade, informatica,
etc.) to the vendor eotuUon hosted
environment?

62.

Addendum 04, Attachment C-2,
Requirements, Table C-2, Requirement
Number B1.6;

Is there a base envirorwnent we are uslrtg
to create DAP for Opioids?

Ves, the base environment will be implemented by December 31,
2016 end It is expected that this solution win layer into the
environment.

63.

Addertdum 04, Attachment C-2,
Requirements. Table C-2. Requirement
Number B1 A:

Can the vendor use e mutU-skOed end

need-based resourdng model to efficiently
and economicalty support the delivery of
the program?

Vendors mud propose their solution and explain how the solution
meets the requirtments.

64.

Addendum 04, Attachment C-2,
Requirements, Table C-2, Requirement
Number B2.1:

Is the State expecting statisticel models
and predictive algorithms as part of this
RFP?

Yes.

65. Addendum #4, Attacftment C-2. The vendor should provide solutions to eddress ISQ time bv

RFP-2m9<M3fftFP-2010-OPKS-19-OATAA
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No. Question Answer

Requirements, Table C-2, Requirement
Number B2.3:

Can the State provide more clarification on
this?

leveraging technologies and skills to streamline the access to the
data, if the bidder Is unable to meet the requirement then an
explanation of what they are eble to provide should be proposed.

66.

Addertdum #4. Attachment C-2,

Requirements, Talile C-2, Requirement
Number B4.17;

Does the State have an existing Metadata
solution to support this requirement?

The state is currently impiementlng Inrormalica PowerCenter A£
wtrich irtcludes a Metadata Marager ir>d Business Glossary

(WISDOM currentty has S report/system developers and 6 data
sdentlst/analysta. Public health anticipates having 100-150
normal users, induding 30 power users.)

67.

Addendum M, Attactwnent C-2,
Requirements. Table C-2, Requirement
Numtwr B4.1;

How many users does the Slate anticipate
per role type (e.g Data Scientist, Super
User, Normal User)?

The platform should accommodate:

• Data Sdehtists 15-25

• Super Users 30-50

• Normal Users 200-400

68.

Addendum M, Attachment C-2,

Requirements, Table C-2. Requirement
Number A2.16;

What is the text of this reoulrement?

See Addendum #6
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TiCi

No. Ouection Answer

69.

Addendum #4, Attachment C-2,

Requirements, Table C-2, Training
Requirements:

a) How many reglonallocatlorfs. where
tace-to-bce training is needed, will be
required?

b) How many attendees wiD each regional
location be reoulred to accommodate?

a) All training will be held in Concord. NH

b) we will need to have eeveral training setsions. based on
levels and roles, in which 20-30 people will attend.

General:

70.

Does the State expect the vendor to

provide, as part of its proposed wlubon.
vendor staff who will use the Data Analytics
Platform for Opioid Crisis along with, or
Instead of. State staff?

The expectation that the vendor wiQ work along with existing
State Btaff In all areas to ensure knowledge transfer.

General:

71.

Is NH OHHS specifically looking for
veridors having the past performence and
expertise to customize the euirent
te^nology stack implementation meeting
the needs outSned In the RFP? For

example customization of Tableau user
interfaces and Informaltca workflows.

The Department Is looking for both the capacity for customization
of Tableau user interfaces and Infbrmatica woikflows'but also the

a,biDty to streamline data cleansing, pradlctive algorithms,
li^egration techniques as well as ad the other requirements listed
In the RFP

72.

General:

Is an off^ore/onshore execution model
acceptable to the Department?

As long as no data is stored offshore and all production and test
solutions utilizing any dspertment data Is ell onshors to include
following ad items In Exhibit K unless officlaily agreed to
otherwise In firwl contract rwgotlations after notification of Intent
to award.

RFP-20l9«<U^P-201d-O^19-OATAA
OTICiBlO&A'
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New Hampshire Department of Heahh end Human Services
Data Anatwtica Platfonn for OdIoM Crisis

CtJ.

No. Question Answer

73.

Oenerai:

Does the State have e preference for
software solutions that are off-the-shelf, or

Intearation of analytics & Bl toolirxi?

No.

74.

Oencral;

Did the State woric with an erctemal advisor

to prepare the RFP?

No

75.

Oenerai:

VMwt is the structure of the data and vrhete

is it being stored today?

DHHS curently uses an Orade environment for data
warehousing. DHHS's new EBI platform Is also Orade based.
Additional file Interfaces are typicaUy flat text flies.

Most of the data Is stored In the Orade database. For the

datasets that are not in tf>e .^.te data warehouse, the structure
depends on the date sourcee.'''^j%me data sets/sources will need
to have a dear data dictionary developed.

76.

Oenerai:

How much data deansing win be required?

Minimal data daartsing will be required.

Typically the data hosted by the State Is clean and reedy to use
for the Initial data sources. Future data sources may need
extensive deansing. Focus of cleansing will be around finking of
data sets and harmonization of codes and reference tables

77.

General:

Can vre receive some sample data which
will remain In place and be Integrated h> the
new 61 solution?

No. Informadon Security will not authorize the, release of real
data prior to an executed contract.;..Sample data^reguirements
will need to be eddressed in the contrad~scd^. '

Rn»-»l9.043rt^FP-201&-OPHS-19-OATAA
OmciBlQ&A
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N«w Hampshire Depailment of Health and Huntan Services
Data Analvtica Platform for Qplold Crisis

No. QuesUon Answer

General:

78.
a) Does the State require three (3) total

refercnoee or r^e (9) total references?
b) For vendors suttn^ng joint proposals,

how many references are required?

e) 3 total references '

b) 3 total refererwes

79.

General:

a) Can the Department specify the number
of users for each technology currently In
use?

b) How many Department users, in whet

roles will be required?
c) \hlhei is the estimate of the total number

of end users that wtn require
personaltzed deshtMards

e) For Cognos Bl Tool, 3 edmlnfstrstors, 4 developers. S-10 UAT
users. DPHS has e vendor work on report development.
Currently DHHS b scaling out to 18 Tableeu Creator users.
Cunently the DHHS EDW has 400 users

b) Yes, the Opioid Crisis Daaht>oard deliveratiie of thb RFP wVI
u  reside In the Data Analytics Platform and will be used by

approximately 250 or less Internal users, end external users
will be based on the answer In question 52

c) Estimate of total number of end users requiring personalized
dasttooards would be around 250 for thb phase.

80.

General:

When is the exoected oo live date?

Go live date should be on August 1, 2019 to allow for final
accepbnoe prior to August 31, 2019.

81.

General:

Can you run data processing and quality
anal)rtics Internally using Infbrmstin?

DHHS's current Impbmentalion of fts EBI pbtform Includes
licensing for Informatica Data QuaDty SE.

Yes, the selected vendor b expected to provide solutions or
recommendations on data quality and analysis process.

Informatica wffl perform ETL processes mostly. Data analysb wU
be performed uting R Programming 0n an R server if necessary)
and conr>ect to Tabteau. Tableau win also handle aimpb dab
anatysb for the vbuelization.

62. General: Yes

RFP-2O194343rRFP-2Ol0-OPHS-1B-OATM
OtnctslO&A
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Data Analvticg Platfonn for Qiriold Crisis

No. Question Answer

Can vendors propose to bultd upon
Infomiatics?

83.

General:

8} Does NH have a Tableau enterprise
today?

b) Is Tableau deployed on-prem or online?
c) Describe ttw current and/or anticipated

role of Tatileau within the Deoertment.

1) Yes

b) On premise
c) Tableau wUI be the tool used by HHS for visuelizetlons.

dashboards, enelytics. data explorer end Integration,
reporting, and statistics

84.

General:

Does'the Depahment use grouper
software?

1

Vendors may propose grouper software as part of Its solution.
The Department has limited access to groupers.

85.

General:

Has the State received any demos prior to
this RPP beino released?

No.

66.

General:

Is there a State data policy published
soniewhere?

The State has RSA to regulate data collection and release. Each
dataset has its own administraUva rules to define the details of
data policy.

87.

General:

Are vendors allowed to provide a redacted
copy of the proposal in order to exempt
company finandats and trade secret
information from oubllc disclosure?

See Section 4, instructions, Sub-section 4.10 PubSc Disdosure

88.

General:

Is the Deoartment ooen to levaraoina

Yes

RFP-20l9.043/RFP.20ie-DRHS-l90ATAA
OfflCtBlO&A
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New Hampshire Department of Health and Human Services
Data Anelwttcg Platfoim for Qolokl Cri«k

UM

NO.

69.

90.

91.

Question

existing assets that are being used to
prpcese transactons at the State today?

General:

Is the vendor required to register in New
Hampshire before proposal submission?

Generai:

a) Does the Department have a preference
between a Hosted or On-Premlse
eolution?

b) Which deployment model does lite
Department prefer or require?

c) Does the Department require the vendor
to host and operate arvl run on-^ing
maintenance of the solution?

d) Are there requirements on how the
eppiication Is managed?

e) How many environments and wttat
types of environments are required?
For example Development. Test.
Staging, Disaster Recovery,
Production, etc.?

0 Are there specific security
previsions/requirements that the
product (Including Hosting operations)
need lo compty with?

General:

a) Nhn vendors be expected to manage el)
^Ihe account management actMties?

Answer

Vendors will be required to be a registered company in New
Hampshire in order to ertter into e contract agreement.

a) No

b) Bidder should propose their recommendation

c) The purpose of the training component of the RFP is to ensure
that the State of New HampsMra to able to support and
maintain tfie envirenment.

d)The application should be available 24/7/365 with scheduled
outages for malntenarKe following a diangie management
process

e) Four • Development, Teat. Disaster Recovery end Production
0 See Sample Contract. Exhibit K. DHHS information Security

Requirements section of the RFP

RFP-2019<M3/Rf^20l9-Oms-19-OATAA
OfflcislO&A
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a) Account Management training to the vendor's responslbiUty;
account management to the responsibility of the Stats

b)The vendor should propose the eolution and provida tralntng
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New Hampshire Department of Health and Human Services
Data Analytics Piatfofm for ODiold Crisis

No. Question Answer

b) Will the Department utilize the '
requested admir^stretlon utilities to
manage this process?

for any utlOtfes to manage the process to the State ao that the
State employees may manage the administration functions.

92.

Oeneral:

Are SaaS subscription licenses
acceptable?

Vendors proposing SaaS subscription Bcenses must Include how
the subs^ption license and overall solution integrates with the
cunant environment.

93.

Oeneral:

Does the tSepartment require four (4) or
live (5) envb-onments?

Pour (4)

94.

Oeneral:

V^t should be considered for user

access protocols for the system?
(User/password, Active Dlrectory/LDAP,
Singis Sign-on)

Internal should be Active Dlrectory/LDAP or If other should be
explained.

External should have an option tor open access asdetautt to the
environment iMsed on Deportment workflow for publishir)g.
Additionally an option for web based authentication should tw
proposed for allowing data sharing and access to crsate or modify
dashboards for publistdng based upon business rules.

9S.

Oeneral:

Please set realistic expectations around
the completion date of 12/31/18.

Completion date of the implementation is August 31. 2019 snd
thus RFP deadlines are set.to allow for the most time to be spent
on task. The new schedule for demonstrations and award

notification are updated In question 19.

RFP-201M>43«FP-2019-DPHS.19-OATAA
Official O&A
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opiold Crisis

Attachment #1

This attachment is published to provide a list of vendors who attended the October 30,
2018 Vendor Conference for RFP.2019-043/RFP-2019-DPHS-19-DATAA.

• This list may not be comprehensive.
• This list was created based on organization names as they appeared on the vendor

sign-in sheet on October 30, 2018

1. HealthEC

2. Deltek

3. IMAT Solutions

4. Dimensional Insight
5. IBM Watson Health

6. WRMA Inc.

7. Google
8. PCCTG

9. PCG Health

10. Conduent

11. FTI Consulting
12. American Institutes for Research

13. Cognizant
14. PulseLight
15. Optum
16.. The Lewin Group

.17. Orion Health

16. Accenture

19. LexisNexIs Risk Solution

20. QIarion

21. SAS Instrtute

22. Amick Brown

23. Cubic

24. Mythics Inc.
25. Deloltte

26. Information Builders

27. Edifecs Inc

28. SHI

29. Health Tech Solutions

30. Informatic

31. Milliman

32. CGI

33. Qualidigm

2019-q43/RFP-2019-DPHS-19-DATAA
Attachment #1
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New Hampshire Department of Health and Human Services
Data Analytics Platform for Opiold Crisis
34. Mastech Infotrellls

35. SAP

36. UNICOM Government

37. Netsrriart

38. Infer

39. FEI Systems
40. FYI Consulting
41. IRI

42. RTI

2019-043/RFP-2019-DPHS-19-DATAA

Attachment # 1
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New Hampshire Department of Health and Human Services - Data Analytics Platform for Opiod Crisis - Attachment U2

APPENDIX A

EXCEPTIONS TO TERMS AND CONDITIONS

A Responder shall be presumed to be in agreement with the terms and conditions of the RFP
unlew the Responder takes specific exception to one or more of the conditions on this form.

RESPONDERS ARE CAUTIONED THAT BY TAKING ANY EXCEPTION THEY MAY BE
MATERIALLY DEVIATING FROM THE RFP SPECtFICATIONS. IF A RESPONDER

MATERIALLY DEVIATES FROM A RFP SPECIFICATION, ITS PROPOSAL MAY BE

REJECTED.

A material deviation is an exception to a specification which 1) affords the Responder taking the
exception a competitive advantege over other Responders, or 2) gives the State somethirrg
signiricantly different than the State requested.

INSTRUCTIONS: Responders must explidtiy list all exceptions to State of NH minimum terms
and condltioiis. Reference the actual number of the State's term and corxlition and ExNbit

number for which an exceptlon(s) is tteing taken. If no exceptions exist, state "NONE' specifically
on the form below. Whether or not exceptions are taken, the Responder must sign and date tNs
foriTi and submit it as part of their Proposal. {Add additional pages if necessary.)

Responder Name:

Term & Condftlon

Number/Provision

Explanation of Exception

By signing INs forni. I ackncwiedge that Itie atX3ve named f^esponder accepts. wittXKJt
qualih:ation. all tems'and conditions stated in this RPP Section 8- Mandatory Business
Specrffcaffcns. Contract Terms and Cortditions except those clearly oiAlined as exceptions above.

Signature Title Date

2019-043ff?FP-2019-DPHS-19-DATAA Attachment #2
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Detartment otHwth end Hunan Sefview-Data AnatytioPiBtfofm tor OrtolaCritH-AaadtfnertM

mm

Comprehensive Opioid Response
Business Intelligence (CORfa/) ;:

Cmtnl rcpoiltorv/rcpcrtinc for OpioU rvliicd diu
Dm drfiian Inforiwlon rich •nvfronmani to crcit* knoxMit
D4t4 fiind>rtllz*tl(m

ReaMkiK dm to jnow lor'IncrMsod *(IUrY In tiM'chingIng''."
Unds^f' ' ; ; I

Pltata 1 Datn

ln4;al AugutlZOie:
OathDoard

Phasa 2 Data

'J^EnhaintOTOTts

j^Tyf)es of Qiiestions^hjs Effort vnll Address ?■
How «r» tr'tnds changine and wtitr?
What arc the pnhwavx W addlctloo? What are the
(vewntion opp^unttlei?'
Are SUDtrealincrtt. Medieailoh AiahlcdTrcjtment and
fecorw wpport icrvtcci effmhe?
h MAT and Naloatw avaltabte tnhere U h needed?
What dernographlc (roups arc most Ukety to Initiate rfsky
uie of opioldt leading to depcndertce A ovcrdoM?

Phase I Indicator Evamplfts

'Time leritf and i^Bed demopaehk data on treatmeni.
emergertcy lervlcej. overdoiM. CD vfslti. Impacted
dildren, etc., across programi
Opioid prescribing patterns ba^ on dairm

;h^alltY and prior treatmerti
Naloxorie dhtrlbuilort'and adrnlnistr^on -
Naorutai abstinence tyndiome liom dalms

iP^ha'se 2 iriicator &'An^sis Eitamptes
Serym didvery network arsahrds

' OpM pressing patterns based on POMP data'
Pres^ptlon related pathweys to addlctiort

. Cowectlarts torwtn scdatdeteonlnam's, aploid use
dberder. and orerdoaes: improvements In OHHS program
population metrics and OUOirMUnent services '

Dashboard Analytic Features

Data stored at iTKBt graruiw^ level posdUe
Wtualizatlons acrtiss groupi'ofTfane, Gender, Age.
Ce^aphy, Otagnods, Service Provi^yContractor
Covim ol.cventViervlces/pecpte
Populstiont bai^ age adjusted tales.,conKdence
Intervah, statistical testing'
Trend lines, bar chart^ araa maps
Service location address peims
V1^ ofdata lor more drUSed saUtUca^ an*rysisTe4.,
correlation, data mining, predlolve modcBng)

20lW)43rRFP-201»-OmS-1W3ATAA AitachmenidO
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New Hampfhire Department of Heaim and Human Servtcn - Data Analytics Ptottorm for Opioid Crisis • Aoatfvnent M

PhirmKy, physicil, bch*\rforsl heilth car* dsltm (or all NH Madkald tarvicM arrd (or moat

camnwtlallir liwred poptdJtlon lt> New Hampihlre. MetfcsU member data wll be [ntepraitd
Inu the EBI data Mrehoute tinder a teparate eKon by Sprii^ 2019. Commerdal (ttttrance data
(whkh Mude* Mm* Medtcai* Part D data wU need to be irilpated to the EBI data warehouM as
_panjfjhegg(o(dCtodiboafdprc)ect.

OtM eroiaciion investiiattomand flrtdlnfs Indtidlni whether opioid or other tutsunce tne Is
posdUe factor In thecase. DaucurranttylnOHHSdauwareivwie.

Treatment for tubuanee uae disorder lhret«h state funded (adtides. An array of levels ofcare
Indudini ouipatlent. (ntentfve outpatient, partial hospftilitation. residemial. withdrawal
manaeemcnt. and peer and non-peer recooery support services. Data mt»t be mi|rat*d by the
vendor to the EBI data warthouie as pan of the Opioid Oashtsoard project

'Oni| owdotc deaths data by Fentararl (no other drugs). Fenia'syi snd Other Drup (excluding
heroh). Heroin (no other drugs), Heroin artd Other Drugs (excluding (emanyl). Heroin and
Fentanyl. Unknown Optolds. Other Optates/Oploldsdetermined by (he Medical Examiner. Vital
Records data based on Mfbidlngs is currently in DHHS data waiehouie. Birth data will toon
allow neonatal ibttlneivca syndrome traddng.

State-wide ftirveOanea system coBecis rcil-iimc data from sR 26 New Hampshire acute cart
hospital emergency dastartmcnts todatect duntrs or mortltor potential health threats In the
popubilonmieh at respiratory llnass during Influenta se«so^ Injuries during snow ««ms.at«l
drug overdoses dwing the current opioid crliit.

E metgeticy medical responses on Narcan administration inddems data. A data collection and
analysis capablltv system that providei ior tha evaluation of the emergancy medical and trauma
services system (TEMSiS). Data (subject to apprtsvols) mutt be mlgnted by the vendor to the EBI
data Mtehoute as part of the Opioid Dashboard project.

Base data uwd for calcubtlon of (totwiaiion bated rates.

General Data Considerations

AB dsia wia be itorid at ih* smaSeti

kMl of grandarhv as possible given
iMOabHiiv, tedinical & legal
considerations

OKtr time panularfiy will Increase where
barriers are an issu* to providbig granttfar
data

Dpta is ltdctd whera possibi* (DHHS is
currtntiv standing up a master efleni
index schema In Itt data warehouse)

Data wiR be standaidbed whart possible

Phase 1 goal Is analyllaDy usefii data,

not IndMduai pcrnn management data

Data wll have separate leveb of
granuiarity for Public or DHHS-only
dhplay/accast

Data that It lireadvlnthe DHHS data

' warehouse wO be used where at aB

possible, but rtew data wll need to tw
added to the EOW.

Nert-record level diu may be included in

dashboards directly through non-EDW
approaches

Dau wll gtncrally be grouped lor display
isbig multiple grouping tdttmci (e4..
geography groived by county, service
area. pubUc health region)

Where meaningful, data should support
address level geocodinf (e.g., to
ipedlVally Indkate a provider location)

2019-0«VRFP-2019-OFHS-1M5ATAA ARachmeni«3
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Section IX: Appendix
{Section IX: Appendix . .
This section provided for extra materials as referenced in Appendix D; Topics for Mandatory Nairative
Responses such as Product Literaiurc. Ad Hoc/Federal Reporting, interface Standards, Testing (For DAT Plan) and
Status Meetings and Reports.

Topic 1 - Product Literature

u

CH

I
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HHS Interaetive

KHS Intersct^o

t)ie t6Bty lo
an of uWcai Mslnasa qoasUoos
to impfovo program oparationa and
mako t$rat^ dacEsioria. Tha
aoDiitlon providaa omyrM ofkay
parfoonsnca indlcatora cagardMd
around typitai HHS Ouainaaa araea.
Thaaa araaa includa. but ara not

llmitM to opMd mat^. cnco
Watfara. Madicaid. TANF, SNAP,
SuOatanca Aouaa. BahavloraJ Haaflh.

Wafvara, Long Tarm Cera and CHIP.

TTw kay padotmanc# inficatora Mfihin
a^h of thaaa araaa tova baan

daflnad baaad on our axparianca aod
baat practlcaa working with numaroua
HHS orgarilzationa, Ai'Oaioma. wa
raaSoa (hot a ;ooa-aU8 <tb air modal
doaa not work, VrW^ b why ow
elianb hava tha fiaxibntty to pick and
ehooaa which KPb, ara applicabia to
thair organlsstton. V a gi^n KPl b not
avaiiabia out of tha box iiuat tat us
know, end it can ba ccntigurad end
ihnpbmarvtad based on your indivtoual
naadSv

Se •CSmmmmS

<3sp
1 NMCm

B—

f  liirfBetairwcw'l ■" A'.,wftfclenqfv

i.' progrire irita^ty,
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!  ■ auipport-',-"''' , • ' '

)^a;» rviT
wji tk»tmt*owrviOf'»*< *

ir,r>iru M traut ta9i>
kwWtnaumalXMA KinKiluit

h+O MraeSstatoxtcMnisin*!** tcnsiMi
'd M*«iB*hainm'MMWc»asnNi*a*
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i-lHS Inieraclive

HHS Interactive

: positions

stakeholders'

across the

health and

human services

enterprise with

the right data to

make the right
decisions to

better serve

your / I

constituents. -
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Insights

Optoid Insights enabtes executives, pcograns managers, and qperatlons staff with the ability to rhonitw and track key
pefformance hdScatocs (KPis) Ux opioids pulling together diverse datasets to provide e v/holisilc v4ev/ to Infcrm.
understand, and shape opicdd poficy and resources.

Opioid indicators
Opioid centric dashtx»Ris with drfl down capabtttles provide visibility and trerxfirtg for
populations, demographics, drug management, network coverage, overdose, deeih. infant
dependency, naioxone. and othersimllar intScotors from fnufitipie perapecthree.

ei-ncrimjik

Opioid Benchmarks
intereeitwe visuellutions to understand cgioid^eiated actNlty (dia^vosls. procedures,
prescription pattams. and mortality) with comparisons across states, courrties. and nationaSy to
more efFecthrely target services. Our benchmartdng consumes 30+ publicly acceesMe datasets
from agencies such as the COC end SAMSHA.

Opioid At'Risk
Our health care data scientists' machdrte leamdrtg models Identic at risk bK^lduals. Restdts
havw been validated end refined by comparing historical outcomes against prospective models
to tune tor accuracy. Ourmodets are informed by cur experience with federal, state, and
private sector heaiOKaro clients who share common goals. Our models cover the spectrum
from Identification of risk, potential abuse.and recovery.
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Understanding Oploids through Digital Data
When New Hampshire was first established, a Gunter's chain (distance measure) and a circumferentor
(horizontal angle measure) were used to draw (poor) maps. Over lime, these instruments improved. The
circumferentor became GPS and the Gunter chain was replaced by laser-based measurement tools.

Expansion of Digital Data

As digital data expanded exponentially, the tools used to mine it have been much like the original
surveying tools, namely clunky to use and difficult to ascertain truth from. The

average US adult checks their phone around 160x / day, and over 80%
rely on online systems for most dally activity. The increased consumer

reliance on the digital ecosystem for services traditionally managed offline has
created a paradigm-shifting event in the management of government programs:
the availability of massive volumes of real-time information. The issue with

digital information is the opposite of traditional information — namely it's
robustness. The average County in the US (~100k pop.) produces ~l.l
terabjtes per day of digital information. It is neither prudent nor possible to work with 100% of that
information. The key then becomes what data do you need to answer the question at hand, and what
systems do we rely on to get that information?

Google's business is data.

Google ran headfirst into the problem of exploding data and invented a way out of it through what is now
known as the Google Cloud Platform (GGP) to become the company they are today. Google approaches
problem solving from a new and innovate point of view, beginning with the data. Google's toolset crawls
through vast, unstructured datasets mainly via automated machine learning systems to try to get ahead of
likely audience behaviors. For example, using digital data to build decision-journey maps to correlate raw
information with outcomes from watching a video to purchasing a car. Health and human services
corporations, and increasingly government, are learning how to benefit from this capability as well.

How does this apply to the Opioid Epidemic?

The majority of Opioid analytics correlate death, emergency room admittance, MAT therapy usage, and
other similar institutional events. This provides modest insight to a person's journey and little opportunity
to nudge behavior as it evolves. Google's POV is that online activity is a leading indicator of intent &/or
behavior, especially on Google.com.

72% of Afnoricans Search when they are having a Health-Related Issue;
1 in 20 Searches on Google is Health-Related;

3000+ Health-Related Search Queries Per Second in the US.

Google's ability to analyze digital data running massive permutations and correlations, and the potential
of real-time nudging offers an additional vantage point to understand and engage. For Opioids, Google
used machine learning to develop a US-wide query cluster analysis of the top five Opioid-related search
groupings (excluding branded drug terms) as illustrated in the graphic below:

Deloitte '2018 . . ■ - -v - - Page IX-573 of.662



AttachmS^l'^^^C€Blib^S}¥r5(tt^lVlP$UlR£ - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Top 5 Opioid-Related Search Groupings

16%

1.9M

37%

4.3M
15% 22%

2.5M1.7M

Symptoms Treatment for

Pain

Side Effects ft

Dependence

Genera] Info on

Addiction

10%

1.2M

Treatment for

Addiction

Figure 1: Top 5 Opioid Related Search Groupings; Source: Google Internal Data.

Digital Data Vantage Points

New Hampshire's RFP asked vendors to provide new and innovative opportunities to address Opioid use.
We are proposing (4) vantage points that use digital data to understand and engage citizens impacted by
Opioids: Geographic Trending, Audience Profiling, Journey Mapping, and Nudging.

Geographic Trending

Opioid search predicate statistics can be captured across the full spectrum of New Hampshire's
population. This data would provide an aggregate perspective and "big picture" trending information by
zip code.

Audience Profiling

This extends geographic trending by associating individual data (de-identified) known to Google
for individuals using the search predicates that would be defined for DHHS Opioid data collection. This
includes data like demographics, location, device, etc. This is the same approach used by commercial
entities to understand their audience (who is shopping for full sized SUV's and what influences
purchasing behavior). The results will provide DHHS insight into the nature of the audience groups and
behaviors specific to the groups related to Opioids.

Journey Mapping

The audience profiling data would be ingested into a machine learning model on the GCP using
de-identified data from the All Payors Claims Database (APOD) to correlate audience data and healthcare
outcome data to improve the understanding and ability to influence behavior.
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Figure 2: Journey Mapping.

Nudging

For the initial scope of work, DHHS will be provided approximately 200,000 advertisements on
Google.com. Advertisement equates to the [AD] link DHHS elects to display in response to the search
predicate. For example, a search for 'Opioid Treatment' in NH could result in the placement of a link in
New Hampshire's hub and spoke

website landing page. The

advertisement search data is also

the key input to audience profiling.
For instances where an "ad" is

presented and the user clicks, those

actions could also be tracked and

associated with the journey map
and audience profiling.
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Figure 3: Nudging.

With Data brings Improved Outcomes in the New Hampshire
Community

The capabilities as described above would be delivered using State-owned data, website data, and
advertising data to develop a framework for how your key audience is deciding to request (or not request)
services. As you understand that process, it is easier to craft more effective policies. For example, the
CDC used Opioid search data from advertising to evaluate program goals backed by survey data, and
Project Jigsaw was able to identify a decision journey framework for radicalization online, and help
defang radicalization techniques and deter individuals from joining terrorist organizations.

Google and Deloitte will work together with DHHS to extract the most valuable insights of this
information to help the DAS platform and the State of New Hampshire generally get a better, more
accurate view of the constituents in the State and their needs. The output of this analysis will be imported
into the DAP on-premise platform for display in Tableau and usage in combination with the other on-
premise data and tools.
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jRequirement/
jContractJD

Dcscriptiun Reference Section

in Deliverable

58 Testing Plan: The Testing plan shall include an explanation and
cadence of all system, technical, functional and data-related
testing that will be completed by the Contractor. The Testing
plan shall also include a detailed approach to testing all
interfaces sharing data with the Data warehouse and be aligned
with the COTS Data Integration Plan. This testing shall include
at a minimum: APIs, mapping, ETL processes, scheduling of
updates, security controls relevant to data transmission and
interfaces and performance. The Test Plan shall define the exit
criteria which, when met and approved by the Agency, provide
evidence of the completion of the test effort. The Testing Plan
will also provide the methods that the Contractor will work
proactively with the Testing Contractor.
Deloitte Response: The EVD methodology provides
comprehensive templates for each type of testing including
conversion testing, system integration testing, UAT,
performance testing, physical infrastructure testing, regression
testing, security testing, smoke testing, business continuity
testing,.and disaster recovery testing. These templates will be
used to develop a master Testing Plan for the DW/Bl-R project
in accordance with the requirements. Deloitte shall collaborate
with the Agency to define the exit criteria for each testing phase.
The criteria will be approved by the State. Deloitte will
proactively work with the Testing Contractor during each testing
phase.

This document is the

Testing Plan
deliverable

mentioned in this

requirement.

98 The Contractor will conduct a smoke test related to conversion, section 3.1.1
The Agency will be included in the smoke test to ascertain that
conversion has been successfully done and is functioning as
necessary in the Contractor's solution and will share all

migration and testing results.
Deloitte Response: Prior to production conversion, a smoke test
shall be executed to confirm and validate the conversion data set.
The Agency shall be involved in the planning and the validation
and migration and test results are shared and reviewed with the
State. Additionally, through the Hybrid Agile delivery model,
Deloitte shall convert data in an incremental fashion by subject
area and perform associated testing including unit testing,
integration testing, and smoke testing for each subject area. As
Deloitte progresses, these data shall be made available to the
Agency for early access and validation. Once subject area
conversion code is completed and tested, the code base will be
integrated, validated, and tested via a full-scale mock conversion
process. Once the entire conversion code based is fully validated
in the lower environment, the final production checklist will be
drafted and the post production conversion smoke test is the final
point in the validation process.
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'Requirement/
.Coiitraet ID

Description Reference Section

in Deliverable

102

103

104

Contractor's approach and commitment to all testing phases
required for the Data Warehouse, including at a minimum:
System testing process, Integration testing, data conversion
testing process, approach to supporting the Agency during UAT.
The UAT process shall provide for authorized System users to
exercise the entire System, including the use of converted data,
in a separate, controlled environment hence an appropriately
sized environment. '

Deloitte Response: As part of the standard SDLC process,
Deloitte will engage in a full and comprehensive set of testing
processes including unit testing, integration testing, conversion
testing, UAT testing, performance testing, and security testing
and smoke testing. Deloitte shall provide support and oversight
during User Acceptance Testing phase and will work closely
with the Agency to provide authorized user access to the UAT
environment where users with appropriate security shall have
full and unfettered access to the entire system functionality.
Additionally, the UAT environment will be a separate and
dedicated environment with the necessary data to allow users to
exercise the full system functionality. Deloitte shall lake care in
setting up the appropriate security controls to govern the testing
process.

section 3.3. section

3.6. section 3.9

The Contractor shall provide all tools necessary for primary
testing completed them however the Agency and its Testing
Contractor may employ additional tools.
Deloitte Response: Deloitte's Test Workbench addresses both
functional and technical testing and includes templates to
accelerate the testing process. This includes automated testing
tools and user-defined testing routines along with a library of
initial test routines. These are the same tools leveraged to
support Deloitte's System Integration testing. Deloitte will also
work with the Agency and its Testing Contractor to confirm they
have the proper access to the environment(s) to engage in testing
with their own dedicated tools if necessary.

section 1.2

The Contractor shall manage the testing of all functionality of section 1.2
the data warehouse solution including documenting objectives,
entrance criteria, scheduling, testing strategy, test procedures,
resource identification, and exit criteria.

Deloitte Response: Deloitte shall test the system functionalities
as per the scope identified for the DW/BI-R solution and shall
work with the Agency to identify entrance and exit criteria,
scheduling, identification of resources, execution, and
documentation of the process and the outcomes. Included with
the Testing Workbench are templates to accelerate the testing
process and confirm comprehensive documentation is
maintained. Working closely with the Agency during each phase
of testing will be planned and defined in Testing Strategy
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! Requirement/
Contract ID --s

Description Reference Section /1
.  I

in Deliverable: i

105

107

109

110

Documents and drafted to coordinate the approach and
objectives. Test Plans and Test Scenarios will provide lower
level activities and details.

The Contractor shall perform performance testing of all data
warehouse functionality with the system integrator and the
component contractors as well as the enterprise as a whole to
ensure the appropriate and timely sharing of data with the data
warehouse.

Deloitte Response: Deloitte shall test all data warehouse
functionality implemented and to work with each component
contractor and the Agency testing contractor to address the
enterprise as a whole. Deloitte shall leverage the Testing
Workbench for all phases of testing.

section 3.5

The Contractor shall provide a testing environment for all test
phases at a minimum to include: unit, regression, system, user
acceptance testing, deployment testing, security testing and
certification testing.

Deloitte Response: Deloitte shall provide 5 environments.
Development, System Integration, UAT, Disaster Recovery, and
Production. The following details align testing phases to their
respective environments in which they are performed:

1. Unit Testing - Development Env.

2. Regression Testing - System Testing Env.
3. System Testing - System Testing Env.

4. User Acceptance Testing - UAT Env.

5. Deployment Testing-All Env.

6. Security Testing-All Env.

7. Certification Testing - UAT Env.

See Section 6.16 of this SOW for additional testing environment
details.

section 5.1.1

The Contractor shall work proactively with the Testing
contractor to review all test results and provide the necessary
system and functional information to create verification

procedures and user acceptance test cases.

Deloitte Response: Deloitte shall work with the Testing
contractor to provide them with the information needed for User
Acceptance Testing, including documentation around distinct
system processes. Deloitte shall also work on identifying a
schedule where outcomes of UAT will be regularly discussed
and findings will be shared between Deloitte and the testing
contractor.

section 3.9

The Contractor will work with the System Integrator Contractor
to design appropriate test cases, testing approach and actively
participate in the testing of the integration of data from all other
components and will work with the Agency to manage the

section 1.2
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|Rcquircmcnt/
'Contract ID

Description Reference Section

in Deliverable

execution of user acceptance testing including setup of shared
resources, setup of instrumentation, conducting of the tests, and
documentation of anomalies.

Deloitte Response: Deloitte shall coordinate design-appropriate
test cases, testing approaches, and actively participate in the
testing of data across components of the solution. Deloitte shall
coordinate with the Agency to manage the execution of
component testing. Deloitte shall prepare for the testing by
coordinating resources, set up testing instrumentation,
conducting the tests, and documenting the testing results within
Deloitte's Test Workbench to support focus on identified
anomalies.

112 The Contractor's solution shall provide the ability to execute
performance tests of a simulated user load consistent with the
actual load projected or used in production.
Deloitte Response: Performance Center is a performance-testing
tool that shall provide a Web-based platform to generate realistic
and production-like loads, in order to test multiple application
types and protocols across environments. It shall emulate real
user behavior and scales loads as needed, to confirm that an
application meets performance requirements. Deloitte's
Performance Test solution shall include a comprehensive set of
supporting materials to determine that an application responds
quickly for intended users, handles the expected user load and
beyond, and accommodates the number of transactions required
by the business.

section 3.5
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1. Introduction

The Testing Plan defines the objectives, methods and processes for conducting various testing activities to
test the DW/BI-R solution. It outlines the scope of the overall testing effort including the details related to
test types and phases, test strategy, test activities, test tools, test entrance and exit criteria and the testing
team roles and responsibilities.

1.1 Purpose

The purpose of this document is to describe the testing activities conducted during the DW/Bl-R Project
Design, Development and Implementation (DDI) phases. It also serves as a tool to provide Deloitte
project managers, developers, testers and other stakeholders of the project, including the state, details
about the phases and activities associated with the various testing activities.

1.2 Scope

Deloitte tests the system functionalities as per the scope identified for the DW/BI-R solution in the
Statement of Work (SOW) and works with the Agency to identify entrance and exit criteria, scheduling,
identification of resources, execution, and documentation of the process and outcomes. Deloitte provides
templates to accelerate the testing process and confirm comprehensive documentation is maintained. Test
strategy documents outline the approach and objectives related to working closely with the Agency during
each phase of testing. Test plans and test scenarios will provide lower level activities and details.

Deloitte works with the State to design appropriate test cases, testing approach, actively participate in the
testing of the integration of data from all other components, and also works with the State to provide
access to authorized DH and Qualis testers to User Acceptance Testing (UAT) environment, manage the
execution of user acceptance testing including setup of shared resources and instrumentation, conducting
of the tests, and documentation of anomalies.

Deloitte provides tools necessary for its primary testing. However, Deloitte will work with the Agency
and its testing contractor to confirm they have the proper access to the environment(s) to engage in testing
with their own dedicated tools.
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2 DW/BI-R Test Approach

Testing is a planned series of checks and reviews conducted to verify that the system has been built in
accordance with the requirements listed in the approved SOW. This is achieved by executing test cases
and test scripts, that have been written to validate requirements from the approved SOW. Bugs and
defects found in the system through the failed test cases/scripts are fixed and retested. The test cases and
test scripts are also traced back to requirements and design documents via the approved Requirement
Traceability Matrix — Technical and Functional (RTM) deliverable to ensure completeness and coverage
of requirements, particularly with respect to testing. Various testing methods used to accomplish these
efforts include Smoke Testing, Data Conversion Testing, Unit Testing, System Integration Testing (SIT),
Regression Testing, Performance Testing, Physical Infrastructure Testing, Security Testing, Business
Continuity and Disaster Recovery (BC/DR) Testing and User Acceptance Testing (UAT). Testing can be
manually performed or automated via testing tools. The Testing Plan is intended to define and
communicate the approach and activities required to meet the following test goals:

• Define the overall test process and approach including test phases, activities, and environments

• Develop test work products and deliverables that support traceability throughout the Project DDI
phases.

• Explain the approach to planning and sequencing testing tasks and activities

• Focus testing effort on high volume data and critical functionality

• Define the role, training, and participation of the State within the testing process

• Confirm requirements are satisfied by system functionality

• Verify system components perform as defined by design documents

• Describe the mechanism for regression testing of existing functionality after new or modified
functionality is implemented

• Define a collaborative approach to successfully lest with and provide support to Quality
Assurance/Quality Control (QA/QC) and Independent Verification and Validation (IV&V) vendors

2.1 Testing Philosophy

Our testing philosophy consists of the following guiding principles, based on industry best practices as
well as numerous project engagements similar to DW/Bl-R project:

• Plan and execute test early. Up-front planning in collaboration with the State facilitates starting
testing on time and staying on schedule. This especially holds true for coordinated testing efforts
between Deloitte and the DH for system integration and User Acceptance Test phases. It is less costly
to fix errors early in the Systems Development Life Cycle (SDLC) rather than later.

• Clearly define and measure testing entry and exit criteria. For each test phase, clearly define the
objectives of each test phase/cycle and measure against entry and exit criteria to address objectives
successfully. By defining the scope and approaches for testing, testers can achieve a comprehensive test
of the overall solution.

• Define and/or update test cases during design activities. Create test cases while executing design
activities to validate that there is a direct correlation between business requirements and test cases.
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Considerable coordination between the test, requirements, design, and state teams is necessary to
determine complete functional and technical coverage.

• Identify Test Data and Setup Test Environments. For each test phase, clearly identify test data needs
for the test scenarios identified. Discuss the data needs with design/build team and identify appropriate
test environments to execute the test scenarios.

• Arrange what is tested and in what order. Determine the critical, significant, or highly integrated
requirements, and address as early as possible to provide the time needed to resolve possible issues.

• Automate testing where possible. Use automated testing tools to increase testing execution speed and
accuracy within the testing levels. Automation testing is especially used for smoke testing and
regression efforts.

• Exercise end-to-end business process lifecycles early and often. Structure testing to support end-to-
end business process testing, and schedule execution of test cases early and often to increase test
exposure across the system. To determine the readiness for User Acceptance Testing, complete test
cases that simulate how the application is used, are executed throughout the various testing phases.

2.2 Test Scope and Verification Approach

The test scope consists of the functional and technical requirements that are used to verify the DW/BI-R
solution at various points throughout the DDI phases and validate the design documents used to describe
how the system fulfills the requirement.

With the submission and approval of Requirement Traceability Matrix - Technical and Functional (RTM)
deliverable, acceptance criteria for all SOW requirements defined by Deloitte has been approved by DH.
Each requirement in the RTM has been categorized as testable vs non-testable.

A testable requirement is a requirement for which it is possible to write a test case that would validate
whether the requirement has or has not been met. Testable requirements can be identified and traced
through the DW Deloitte Requirements Traceability Matrix - Technical and Functional
Deliverable C 2018.06.05 vl.l.xlsx deliverable.

A non-testable requirement is a requirement for which it is not possible to write a test case that would
validate whether the requirement has or has not been met. Non-testable requirements can be identified and
traced through the DW Deloitte Requirements Traceability Matrix - Technical and Functional

Deliverable C 2018.06.05 vl.l.xlsx deliverable. A non-testable requirement is met with a submission of
a deliverable or an artifact.

The Deloitte Test team coordinates with functional and technical project team members and testing
stakeholders to plan, conduct, and document testing for each code delivery. The Deloitte test team
prepares detailed test plans that define the test approach, schedule, resources, and details based on the test
phase and specific content. Status and proactive reporting and communication to management is provided
by the Deloitte test team throughout the test effort.

2.2.1 Testable Requirements

Testable requirements are validated using both functional and structural techniques. Functional testing is
sometimes called black-box testing because the tester does not have working knowledge of the internal
system logic. Structural testing is sometimes called white-box testing because the tester has knowledge of

-  the internal system logic. The various test phases highlight these different testing techniques. For
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example, unit testing and conversion testing are conducted by people with expert knowledge of the
internal system logic, while system integration testing leverages a combination of black-box testing
techniques and knowledge of internal system logic. An example of where System Integration testers need
knowledge of internal system logic or code is end-to-end testing of Extract, Transform and Load (ETL)
processes, where the objective is not only to make sure that the data correctly landed from the source
table to target table, but also be able to troubleshoot the complex ETL code used if issues are found in the
extraction, transformation and load process.

2.2.2 Non-testable Requirements

Non-testable requirements are verified through different mechanisms such as static testing, or approval of
project specific deliverables.

Static testing is code review/walkthrough using the requirements and design documentation. The code is
not executed during static testing. An example of static testing is review of code to test if batch job
execution is in.sequence or to verify partitions/index on databases.

For testing non-testable requirements like maintenance of software upgrades and patches, review and
approval of project specific deliverables like Change Management Plan or Implementation and Release
Plan documenting these details are used for testing and validating the requirement.

E.g. Requirement # 57 - [The Contractor shall provide, during the design/build/ configuration phase, a
technical detailed list of all technical specifications related to hosting all system environments, third party
agreements, hosting provider certifications, key personnel, disaster recovery processes and business
continuity approach] is a non-testable requirement (for which a test case cannot be written) and is
validated through the acceptance and approval of specific deliverable (in this case Hosting Plan
Deliverable).

2.3 Hand-off from Development to Testing

Unit testing plays a vital role in confirming that high quality code is promoted to test environments for
further system integration testing. As a part of quality assurance, the QA team performs few tasks such as
periodic code reviews, unit test result reviews, and requirements traceability matrix reviews to confirm
completeness, consistency, and traceability of the development artifacts.

Prior to deployment of a development build to a test environment, the Deloitte Test team is provided with
the list of items included in the build and may schedule a walkthrough with the development team to
discuss the release, deployment details, and any open defects or workarounds.

2.4 Communication

The Deloitte test team will provide periodic and ongoing communication regarding test activities and
status. The Deloitte test team will use tools, primarily JIRA, JAMA, and Test Workbench by Deloitte™
and their reporting capabilities for creating status reports

The Deloitte test team will also coordinate testing walkthroughs, checkpoints, and test status meetings
related to test planning, test execution, and test deliverables. These include in-person meetings or
conference calls, as agreed upon by Deloitte and DH.
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3 Testing Phases

3.1 Test Phase Oven iew
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Integration/
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BC-DR* - Business Continuity/Disaster Recovery

Software testing (test planning, set-up, and execution) is conducted at multiple stages of the Project
Development, Design and Implementation (DDI) cycle and is intended to validate that the DDI activities
meet DW/BI-R project SOW requirements. Different types of testing including data conversion testing,
system integration testing (SIT), User Acceptance Testing (UAT), performance testing, physical
infrastructure testing, security testing, business continuity, and business continuity/disaster recovery
testing are carried out in these stages to achieve this objective, as illustrated in the diagram above.

I  ̂

Individual test phases may be executed successively or concurrently with the goal of comprehensively
testing the overall functional and technical behaviour, interfaces, performance, and data conversion of the
application. The scope of initial software testing phases is focused within a single development object or
unit. Unit test has a narrow scope and broad depth that seeks to exercise individual branches of logic
within the object. Subsequent test phases like System Integration Testing widen scope incrementally to
include interactions across modules, subsystems, and eventually'application-wide interactions. The
increase in scope has a corresponding decrease in depth of testing from evaluating multiple paths within a
single object or related objects to major or critical paths across modules and subsystems. Solution design
testing involves User Acceptance Testing (UAT) activities for validating technical requirements. Finally,
business requirements are validated end to end through UAT activities exercising all possible
business/end user test scenarios.

There are common elements and activities across each test phase including four major activities:

• Plan

• Develop - Prepare Test Scenarios and Test Cases/Scripts

• Prepare Data

• Execute

Each test phase targets specific types of errors with the goal of identifying as many defects as possible
within the phase where they were introduced to minimize the effort and cost of defect correction.

Standard parameters used to define each DW/BI-R test phase include:
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• Goal

• Scope/Coverage

• Entrance/Exit Criteria

• Specific Test Phase Activities

• Environment

• Tools

• Test Data

• Deloitte/State Test Roles

3.1.1 Smoke Testing

Smoke testing is the process of testing an environment after the software is built and deployed, but before
it is handed over to users of the environment to validate that the environment is operational.

• Smoke testing is an informal test where single or multiple systems are assembled and quickly tested to
confirm they communicate properly with each other and with a subset of connected interfaces. This
activity prevents deployment issues from going undetected, thereby promoting lest efficiency by
preventing the need for unnecessary retesting. Once desired smoke test functionality is identified for a
test phase, smoke testing is conducted, and all identified issues are resolved.

3.1.2 Regression Testing

Regression testing is the selective retesting of a software system that has been modified to validate that
defects have been fixed, that no other previously working functions have failed because of the fixes, and
that newly added features have not created problems with previous versions of the software.

Regression testing does not focus on testing the whole functionality of newly delivered software all over
again; rather it tests the functionality of software that already exists and has been tested in the past to
verify that changes made to the system do not break the functionality of earlier code.

Regression testing is performed within each test type/phase (afler completing the planned test cases and
before the exit criteria review).

Regression test scripts are identified during the test planning activities. The test team works with the State
and Deloitte Application Team to determine the sequencing of test cases.

The test cases that serve as input to each test phase have individual pass or fail outcomes. Test cases that
fail are retested until each associated defect has been successfully retesied. Test cases that pass is eligible
for inclusion in regression testing. The goal for regression testing is identify, execute, and maintain a
growing subset of test cases that exercise core functionality appropriate for each test phase. Core coverage
generally means that the primary critical success path through major components/processes has been
addressed. The regression suite also expands over time to include test cases that focus on area of the
system that may have caused prior major issues during earlier releases of software. Exception-based test
cases are included in regression testing on a limited basis.

It is not feasible to re-execute or automate all test cases for each test phase; therefore, a defined set of
regression test cases may be supplemented, as necessary, by selective re-execution of existing test cases
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for specific concerns. The priority, criticality, and order of precedence for executing regression tests is as
follows for each iterative release:

• Verify that new enhancements are functioning as expected.

• Conduct regression testing to determine that previously delivered functionality is not impacted.

Once desired regression functionality is identified for a test phase, regression testing is conducted, and all
identified issues are resolved.

3.1.3 User Access and Role-Based Testing

Functional and non-functional user access and role-based testing is included in the System Integration test
cases. The Deloitte test team leverages the security requirements from DW/BI-R SOW to write the test
cases for user access and role-based testing. For more details, please refer to the System Security Plan
deliverable.

3.2 Unit Testing

3.2.1 Unit Test Overview

The output of the Development phase is code-reviewed application components. Unit Test is the process
of testing individual units of functionality of these application components. A unit can be defined as a
task or the smallest testable part of an application. The primary goal of unit testing is to take the smallest
piece of testable software in the application, isolate it from the remainder of the code, and determine
whether it behaves exactly as expected. Unit tests verify that individual system components support the
system functional and non-functional requirements as documented in the system design specifications.
Unit Test is the very first test phase that occurs for the DW/BI-R solution. It is highly iterative and
involves rapid code modifications.

Unit Test is planned, executed, and documented by the development team. Failures in unit test results are
reviewed and fixed. After fixes are incorporated, the test cases are executed again to verify the fixes. Each
unit is tested separately before being integrated into modules to test the interfaces between modules.

Complete and thorough unit testing is an essential aspect of defect management and saves a considerable
amount of time and expense. Defects found earlier in the DDI phase are less costly and time-consuming
to find and correct, in comparison to defects found in late phases of the DDI.

3.2.2 Unit Test Details

Deloitte's Healthlnteractive Analytics solution used for DW/BI-R project is a product. The product will
be unit tested by developers only when changes are made to the product. Developers will also use the
sample code review checklist mentioned in the DW Deloitte Quality Management Plan

Deliverable C 2018.05.08 vl.l.docx deliverable to review the code when making the changes.
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3.3 System Integration Testing

3.3.1 System Integration Test Ovcr\'ie\v

System' Integration Test (SIT) is the process of testing functional/technical requirements to verify the
application is performing to specification. In this type of testing, the Deloitte test team is verifying that
the system under creation/modification is behaving as expected when it is connected or integrated with
other existing or new systems. System integration testing follows a critical-first approach where all the
critical I functionality of different subsystems is tested, followed by full system testing. System integration
testing'starts affer successful completion of unit testing of all components.

I

I

jSystem Integration Test Sumniarj' | .
Goal

Scope/Coverage

Entrance

Criteria

SIT Activities

Functionally and technically exercise the entire application using end-to-end
scenarios that span system capabilities, business processes/functions, and
interfaces.

Focus on complete requirements verification, and the integrity of Hinctional
components to validate that different system components talk to each other, pass
data to each other as designed, and process return codes as designed.

Prioritize testing of functionality based on criticality, complexity, and transaction
volume using realistic and/or masked, converted data as available.

Develop regression strategy and reusable regression capabilities/assets for ongoing
use.

Confirm the application is ready for User Acceptance Testing.

Positive and negative testing of system-wide functionality.

Core and exception business processes/transactions using end-to-end scenarios.
Testing of Extract Transform Load (ETL) processes. Business Intelligence (HI)
components and reports.

System transactions occurring over simulated past and future timeframes.

Security/access associated with role-based user security.

Requirements and design artifacts are approved, traced, and baselined.

Test strategy and schedule have been approved and communicated.

Test tools are installed and configured, including access/permissions for all
stakeholders.

Test environment has been created, including all necessary applications,
configuration, interfaces, and reports.

System Integration test cases have been created and approved.

System Integration test cases/scripts have been traced to,requirements and design
artifacts.

System Integration data has been developed as necessary including interface files.

Defects are addressed according to agreed upon thresholds for priority/severity;
open defects/ workarounds are accepted by the test team; Thresholds will be
defined by mutual agreement between the State and Deloitte.

Successful smoke test, of deployment.

Deloitte, 2018

Test team executes integration test cases and documents results.

Test team logs defects for test results that do not match expected results.
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ISystcm Integration Test Summary

Test lead coordinates defect triage and facilitates triage meetings.

Test team retests development corrections.

Test team conducts knowledge sharing sessions and walk-throughs to review
Integration and regression test cases/results with the UAT team to facilitate UAT
preparation.

Test team provides ongoing communication, status reporting and maintains test tool
dashboard content.

Test team maintains a log of events associated with test execution.

Test team generates User Acceptance Testing Readiness Report.

Exit Criteria Planned test cases have been executed and documented in the test tool.

Defined integration pass rate has been achieved.

Defects are addressed according to agreed upon thresholds for priority/severity;
open defects/ workarounds are accepted by business owners/test team; thresholds
will be defined by mutual agreement between the State and Deloitte.

User Acceptance Testing Readiness Report is approved.

Environment System Integration Test (SIT) environment

Tools JIRA, JAMA, Test Workbench by Deloitie''"^*

Test Data System generated but manually created when necessary.

Unified obfuscated lest dataset when multiple vendors are involved in the testing
efforts.

Partner provided incoming/outgoing files if available, otherwise simulated files.

Converted data masked/cleansed of PII as available.

Periodic data backup and restore used to execute regression testing.

Deloitte Role Identify functionality being tested, based on the detail design and detail requirement
sessions.

Identify tools to be used and reports to be created.

Document detailed steps required to conduct the integration lest including expected
results. ^ I
Define and update integration lest plan and resources.

Documentation of the integration test plan.

Execute system integration testing.

State Testing
Vendor

(Quails) Role

Perform independent functional, technical and security testing
Review test plans, test cases and testing results from SIT

Create test cases and test plans for UAT

Execute UAT test cases

Create test data for UAT

State Role • Provide direction and clarification to the vendor.

Review and accept or reject the integration test plan.

Review and accept or reject whether integration test expected results are met.

Conduct focused exploratory testing, pending test progress and State and Deloitte
staff availability.
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3.3.2 System Integration Test Details

System integration testing focuses on verifying the interface of discrete modules with one another. In
other words, the purpose of integration testing is to validate that different system components talk to each
other, pass data to each other as designed, and process return codes as designed. These tests will check if
the data is being correctly processed and transmitted across various tiers of the system. Sometimes these
components may be outside the system boundary. An interface with a legacy system is one such example.

Plan

The objective of this task is to plan the testing activities that are necessary for System Integration Test.
The following points are relevant to SIT planning:

• Update Project Plan Baseline

- Integration tasks

- Related training tasks

-Test cycles

• Plan Integration Test cycles to include: planned integration test cases/scripts, defects resolved by the
application team, previously failed scripts, and a subset of regression test scripts.

• Create and assign test work items as they relate to Integration tasks in the Work Plan and detailed test
case and script creation and execution activities.

Script

The objective of this task is to write scripts for system integration testing. The following points are
relevant to integration scripting:

Review the following:

• DW/BI-R requirements and detailed system design

• Open defects

• Items to include/exclude based on change requests, external dependencies, etc.'

Focus on the end-to-end business functionality and document the following:

• Test maximum/minimum allowable data

• Test boundary conditions with maximum/minimum values

• Most commonly used functionality

• Highest volume related transactions

Scripted scenario tests are prioritized into four main categories, based on their coverage
depth to validate the solution - critical, high, medium and low:

• Critical tests are directly associated with critical functioning of Data Warehouse, e.g., all conversion
data has been tested extensively; system is able to run ETL process correctly without any failure;
Business Intelligence (BI) reports are available to users in correct format.
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• High impact tests are the tests that have impacts to quality of the final product, e.g., data quality,
metadata, security.

• Medium impact tests are those tests that have indirect impact to quality of the final product, e.g., web
portal usability, user documentation availability, help desk functioning.

• Low impact tests are those tests that have cosmetic effect on the final product delivery, e.g., style guide
implementation, format of the reports etc.

Some of the different types of System Integration Test scripts that can be written are as
follows:

m. Manual test scripts are written to test multiple integration blocks. An integration block is a series of
code modules that act as one and interface with other code modules. Some examples of manual test
scripts are:

- Tester runs a report or ad hoc data request through a Business Intelligence (81) tool. The tester should
receive a notification of successful completion of the data request. The tester should be able to
retrieve the data and verify that the results are correct. This test validates that presentation code
modules can talk to application layer code modules which in turn can "talk" to database code

modules.

- Tester invokes a batch job to create data for a provider. The batch monitor should correctly invoke the
batch job and show batch status. After the batch job is done, the tester should be able to verify that the
data created for the provider matches that in the database.

n. Some Data Warehouse components will have interfaces with the existing MMIS and other legacy
systems.'The application code will have a built-in logging mechanism to capture processing summary
information like count of records processed and number of records in error. The summary information
will be used to test interfaces. Scripts can be written to automate these tests by putting the summary
values in configuration files.

0. Scripts for testing of ongoing ETL processes which include mapping validation, population of new
^and derived columns, common transformations, referential integrity refresh, update of dimensional
tables (SCDl, SCD2 and SCD3), determination of claim versions, summary of claims with their
adjustments and voids, and audit result comparison of source and target DW tables.

p. Scripts for end to end testing of data flowing from the source systems to Business Intelligence
Reporting Layer via the Data Warehouse. This data is seen by the end users on the various operational
and federally and state mandated reports being produced by the DW/BI-R solution. The data needs to
be accurate and of a very high quality.

q. Scripts for testing the various reports that will be delivered in the project. Validate that the data on the
report is accurate and layout of the report and fields displayed on the report are per report
specifications.

Prepare Data

This section presents the test data needs to support System Integration Testing and includes test data
needed for each external and internal interface and component.
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Testers should avoid direct manipulation of the System Integration Test database except to set batch
parameters or if necessary to support an exception based data scenario. The Deloitte Test team works with
the Conversion and Technical teams to populate, copy, backup, refresh, and restore test data as necessary
in the system integration test environment. Common tasks and schedule dependencies between the
Deloitte Test team and the Conversion and/or Technical teams are documented and maintained in the
project Plan Baseline. A unified obfuscated dataset is used when multiple vendors are involved in the
testing efforts.

System Integration Test data is subject to review prior to SIT execution. Test data successfully utilized
during integration and verified by test script expected results and backend database validation, as
applicable, is eligible for inclusion in ongoing System Integration testing regression activities and use in
subsequent tests. Regression test data is documented at the case and member level using data logs and
Structured Query Language (SQL) statements/output, as applicable.

Execute

The Deloitte Test team begins each system integration test execution cycle with a smoke test to validate
the application code has been deployed correctly.

The Deloitte Test team executes the System Integration test cases/scripts according to the plan. Defects
identified during test execution are logged using JIRA, Summary of defects is included in the Weekly and
Monthly status reports. The Deloitte test team facilitates defect review meetings to review the findings
with the Application, Conversion, Technical/Infrastructure and Training/Implementation teams as and
when needed. The Deloitte test lead will coordinate with interface partner test leads as necessary to triage
defects.

3.4 Physical Infrastructure Testing

3.4.1 Physical Infrastructure Test Overview

Physical Infrastructure Testing involves testing of the physical infrastructure of the test environments
referred to in section 5.1.1 and associated components like software, tools, equipment, etc. of the DW/BI-
R solution. The environments are tested to evaluate that they are setup with appropriate test data, tools are
configured with appropriate user security and test environment is ready with the proper hardware and
software required for the specific testing to be conducted.

The table below contains more details on the Physical Infrastructure Testing activities:

Physical Infrastructure Test Summary

Goal • Evaluate that test environments are setup with appropriate test data, tools are
configured with appropriate user security and test environment is ready with
the proper hardware and software required for the specific testing to be
conducted

Scope/Coverage • Evaluating hardware and software of the test environments
• Evaluating configuration and setup of tools

• Evaluation readiness of environments for validation
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Physical Infrastructure Test Summary

Entrance Criteria

Physical
Infrastructure Test

Activities

Test steps for Physical Infrastructure Testing are identified
Hardware and software components to be used have been baselined
All the hardware and software components have been interfaced with each
other per the technical architecture

A defect management tool is set up and ready to use

Test team prepares test environment and executes Test cases (Deloitte plans
to share the SIT Testing scenarios and cases for DH/State Testing vendor's
reference. These can be leveraged by DH to create independent
UAT Test cases)
Test team logs defects for test results that do not match expected results
Test lead coordinates defect triage and facilitates triage meetings

. Test team retests development corrections

Test team maintains a log of events associated with test execution

Test team generates test results

All infrastructure test steps have been executed
No Critical and Major defects are present, or an approved remediation plan is
in place

All known remaining Important or Minor issues still requiring resolution for
testing have been documented and communicated to the key stakeholders
The Infrastructure Testing Report has been submitted

JIRA, JAMA, Test Workbench by Deloitte'^'^

Exit Criteria

Tools

Test Data N/A

Deloitte Role Ensure test environments and associated infrastructure setup properly
Identify tools to be used if needed and reports to be created
Document detailed steps required to conduct the test including expected
results

Define and update Test Plan and resources

Documentation of the Test Plan

Execute Physical Infrastructure Validation

State Testing Vendor
(Quails) Role

Perform independent physical infrastructure testing
Review test plans, test cases and testing results from SIT
Create test cases and test plans for UAT

Execute UAT test cases

Create test data for UAT

3.4.2 Physical Infrastructure Test Details

The testing involves following steps after the test environments have been set up by the infrastructure
team.

1. Confirm the physical infrastructure test infrastructure

a. Review the Physical Infrastructure Test Approach to re-confirm the test environment, tools,
and resources to setup for testing. This includes:
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i. Hardware - Configurations, Processor, Memory and other core specifications

ii. Network - Network architecture, Physical location, Load-balancing, Cluster and Domain
Name System (DNS) configurations

iii. Software - Other software to be installed or running in shared or virtual environments.
Software license constraints. Storage capacity and seed data volume and Logging levels

2. Confirm that the application environment has been refreshed to reflect the updated application
configuration

3. Confirm manual configurations (if needed)

4. Confirm connectivity with all interfaces that are required with third-party applications

5. Confirm that the Physical Infrastructure Test Environment users are setup with the appropriate security
privileges

6. Confirm that appropriate hardware and software is configured and operational

7. Review environment exit criteria and get sign-off by stakeholders

8. Record infrastructure validation results

9. Verify and Validate Infrastructure validation — The test case, owner, technical infrastructure team
lead and validation owner will review the test results and resolve issues

3.5 Performance, Volume and Stress Testing

3.5.1 Performance, Volume and Stress Testing Overview

Performance, Volume, and Stress test will measure the stability and performance of the solution and its
underlying architecture to handle expected and unexpected load on the system. \

PerfbrmanceJTe^^
Ipcrformarice, Volume, and Stress Test Summary ,
Goal The purpose of performance testing is to assess whether the system, as built and

deployed, can maintain adequate throughput, satisfactory response, and timely
completion of operation under different conditions of volume and stress over a
designated period of time. Performance testing also determines whether, or at what
point, extreme conditions are likely to cause a system failure.

Scope/Coverage ♦ Scope is limited to performance requirements slated in Service Level Agreements
(SLA) section ofSOW

Entrance Criteria • Access to the User Acceptance Test (UAT) environment where the testing tool
resides must be available to the testers

• Successful execution and completion of unit test scripts and smoke testing; this
implies that the code/applications are stable enough to be loaded

• DW/BI-R solution is deployed to the performance User Acceptance Test (UAT)
test environment

• Performance test data prepared; this includes data, environment,,and the
boundary system and databases supporting the DW/BI-R solution
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Performance, Volume, and Stress Test Summary

Hardware and infrastructure applications are operational and, in a production,-
ready state and all necessary connectivity to boundary systems are complete

Identification of stakeholders from Deloitte and State

Performance,
Volume, and
Stress Test

Activities

Exit Criteria

Environment

Tools

Test Data

Deloitte Role

State Testing
Vendor (Qualis)
Role

Deloitte 2018

Perform System Analysis and Planning

Create Test Scripts

Define transaction mix

Identify benchmarks

Prepare data

Prepare environment

Execute test scripts

Monitor and record system performance during test script execution

Analyze results

Planned test cases/scripts have been executed and documented in the test tool

Successful completion of the test scripts without any failures and within the
expected / required time allocation

The necessary infrastructure, configuration and code changes have been made to
meet the performance test requirements

User Acceptance Test (UAT) Environment

JIRA, JAMA, HPE Performance Center, Test Workbench by Deloitte"*""

System generated

Converted data masked/cleansed of Pll as available

Coordinate with Stale on questions and problems relating to performance and
stress testing

Validate performance expectations

Prepare test requirements and environments in which the tests will be performed

Document detailed steps required to conduct the performance and stress test
including expected results

Define and update testing work plan and resources

Define system scalability capabilities if anticipated volumes are exceeded

Deliver Performance, Volume and Stress Test Plan

Execute Performance, Volume and Stress Testing

Set up access for the DH and testers in UAT environment

Perform independent performance, volume and stress testing
Review test plans, test cases.and testing results from SIT

Create test cases and test plans for UAT

Execute UAT test cases

Create test data for UAT

State Role • Attend deliverable walkthroughs to enhance understanding and facilitate the
approval process

Review and accept or reject the Performance, Volume and Stress Test Plan

Review and accept or reject whether Performance, Volume and Stress Test
expected results are met
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3.5.2 Performance, Volume and Stress Testing Details

As part of an ongoing performance test process, performance testing should be performed concurrent with
System Integration Testing (SIT) and User Acceptance Testing(UAT) to allow time for tuning and retest
of individual components should a bottleneck be identified.

Performance testing is conducted to measure and evaluate response limes, transaction rates, and other
time sensitive requirements to verify that performance requirements have been achieved. Performance
testing is implemented and executed to profile and tune the application's performance behaviour as a
function of parameters such as workload or hardware configurations.

The types of volume / performance testing that are conducted are as follows;

• Stress: To determine when the system ceases to function, and how it stops functioning.

• Volume: To verify that the system can handle large volumes of requests.

• Load: To determine the response times for various critical transactions.

Considerations for identifying potential performance bottlenecks include the following:

• Potential online performance bottlenecks in the architecture when a high volume of concurrent users is
present.

• System reliability when usage exceeds target peak volumes.

• Time to complete business functions for simulated virtual users.

• Application configuration and technology infrastructure changes as necessary to achieve performance
requirements with specific tuning recommendations.

Performance testing is executed after the system is stable, and/or after successful completion of unit and
smoke testing to ensure that the functions that will be subjected to performance testing are stable.

Comprehensive performance testing includes having a "background" workload on the server. The
following methods can be used to perform this:

• "Drive transactions" directly to the server, usually in the form of SQL calls.

, • Create "virtual" user load to simulate large number of clients. Remote terminal emulation tools are used
to accomplish this load. This technique can also be used to load the network with "traffic."

• Use multiple physical clients, each running test scripts to place a load on the system.

The databases used for performance testing should be either actual size or scaled equally. Other parts of
the system like communication and related transactions should be running on the dedicated machine.

Performance testing is executed on equipment that will mirror, as closely as possible, the environment the
application will be running in.

3.6 Data Conversion Testing

3.6.1 Data Conversion Test Overview

The data conversion testing will include unit, system integration testing and pre-production dry run tests
to verify that the data conversion routines perform as designed and in a timely manner. The converted
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data will be leveraged in UAT. Collectively, these tests progressively validate that the conversion process
works properly over the course of the conversion development and testing lifecycle. Data translation rules
are also tested to validate quality of data, the accuracy of the metadata, and confirm that the application is
working as it was intended. Deloitte expects the initial conversion ETL loads and ongoing incremental
ETL loads to have a common code base. Test scripts written for data conversion testing can be leveraged
to test both ETL flows (initial and ongoing).

An overview of our overall testing approach and process is provided in the paragraphs that follow.

iData'Conversion Test Summary " | . - !

Goal

Scope/Coverage

Entrance Criteria

Activities

Exit Criteria

Technically exercise the conversion software from end-to-end, including legacy
data extraction, data load and data transformation into the DW/BI-R solution

Validate the completeness and accuracy of the converted data

Test the DW/Bl-R solution

Execute the conversion process from end to end

Validate the converted data

Review the conversion validation reports and results reports

Confirm the timing of the conversion process end to end

Requirements and design artifacts are approved, traced, and baselined

Test strategy and schedule have been approved and communicated

Conversion test environments have been created and configured

If needed, data masking process has been defined and implemented

Test Cases/Scripts have been created and approved

Test Cases/Scripts have been traced to requirements/components

Defects are addressed according to the agreed upon thresholds for
Priority/Severity; Open defects/ workarounds are accepted by the Test team;
Thresholds will be defined by mutual agreement between the State and Deloitte

The conversion team executes the data conversion process

The conversion team, the state, module vendors and the Deloitte test team will
validate the converted data elements and log defects for test results that do not
reconcile to the expected results

The conversion team, the state, and module vendors resolve the conversion
defects

The conversion team, the state, and module vendors validate defect corrections

The conversion team, the state, and module vendors provide ongoing
communication and status reporting

Environments

Conversion process has been executed and validated end to end

Converted data is validated - planned Test Cases/Scripts have been executed
and validated based upon the agreed scope between the State and Deloitte

• Defects are addressed according to the agreed upon thresholds for
Priority/Severity; Open defects/ workarounds are accepted by Business
Owners/Test team; Thresholds will be defined by mutual agreement between
the State and Deloitte.

System Integration Test (SIT) Environment
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Data Conversion Test Summarv

Tools JIRA, JAMA, IBM Infosphere DataStage

Deloitte Role Execute conversion modules

Validate conversion results

Provide data conversion reports/results
Conduct testing activities according to the project schedule
Address assigned issues and action items

Provide status to project management

State Testing
Vendor (Quaiis)

Role

Perform independent data conversion testing
Review test plans, test cases and testing results from SIT
Create test cases and test plans for UAT
Execute UAT test cases

Create test data for UAT

State Role Provide clarification and recommendation on data conversion defects

Validate converted data elements

Review and validate data conversion reports (perform manual data cleansing as
necessary per the conversion results reports)

Organize data conversion meetings to resolve/address defects
Provide technical and business support during test phases
Review and approve conversion results

Module Vendor

Role

• Execute and validate data extracts according to the defined conversion schedule
• Validate vendor system modifications

*  ♦ Resolve and validate vendor system modifications defects and data extract
defects

* Provide technical and functional support during test phases

3.6.2 Data Conversion Test Details

3.6.2.1 Unit Test

During development, the conversion team unit tests each script that is built for the loading and
transformation of the legacy data. These tests are isolated set of tests to validate that the script is correctly
moving and transforming data from its respective source to target locations. Moreover, these tests are
technical by nature as they are comprised of SQL queries to look at particular counts and validations
within the data as opposed to being more functional oriented tests through the application. While the
exact tests vary by script, the types of tests include:

• Verifying that the correct number of records are created in each table

• Verifying that there is no primary key constraint violation (e.g., the test will look for both cases when
the value is missing and when two records have the same unique identifier)

• Verifying that direct-load fields are populated correctly

• Verifying that fields assigned default values are populated correctly
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• Verifying that fields requiring transformation logic (reference values, derived values) are populated
correctly

• Verifying that source data does not violate data type or data length constraints in the target database

3.6.2.2 System Integration Testing (SIT)

During the system integration test phase, validation will be performed in the conversion system test
environment to confirm the accuracy of the converted data elements in the DW/BI-R solution.

SQL scripts will be executed to validate the data loaded in the database.

After the system integration test conversion execution, there will be a series of reports generated that
provide a broad look into the results of the conversion.

3.6.2.3 Pre-Production Dry Run

Conversion dry runs will be performed prior to the production pilot or wave rollouts to validate the
conversion software and processes that are used in the live data conversion run.

Dry runs are an essential part of the conversion testing process as these allow the conversion team to
simulate what occurs during a live production conversion run. In doing this, the conversion team works to
identify and correct issues in the conversion process before serious implications occur. These runs are
also essential to benchmark the performance of the conversion software and tune the performance if
necessary. This is also a way to prepare State staff involved with the production data conversion so that
the various activities of the conversion process are familiar to State stakeholders.

3.7 Security Testing

3.7.1 Security Test Overview

The security testing is a set of activities performed to identify vulnerabilities in the data, application, and
network layers of the DW/Bl-R solution. It is also performed to measure the effectiveness of existing
security controls present in the DW/BI-R Solution.

For a given set of IP addresses in the DW/BI-R environment, the first server vulnerability scan is
conducted using Nessus. For a given URL and underlying apps, the scan is conducted using IBM
AppScan. The Databases are scanned using Trustwave AppDetective.

The results are contained in the Nessus scan report, IBM AppScan report and Trustwave AppDetective
report. These reports are summarized and supplied to the Deloitte DW/BI-R solution development and
technical teams, which are responsible to take appropriate actions to mitigate or otherwise remove the
security issues and vulnerabilities noted. Affer the issues have been addressed, the IP addresses,
application URL and database will be re-scanned by the Nessus, IBM AppScan and Trustwave
AppDetective tools, respectively, to verify that remediation is successful. Another report will be
generated for the re-scan.

Raw scan reports as part of security testing are shared with DH along with the summarized findings and
mitigation plan.

The scanning processes will be performed from a non-user and end-user perspective (potential external
and internal attackers) in System Integration Test (SIT) and User Acceptance Test (UAT) environment.
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}Sccurit>' Test Summary

Goal

Scope/Coverage

Validate the solution's ability to provide protection from accidental or malicious
access, use; modification, destruction, or data disclosure

Vulnerability and Penetration testing of servers and databases

Vulnerability and Penetration testing of URL and underlying apps

Entrance

Criteria

User roles and access to functions have been appropriately defined
System test cases are approved and have been set up in the test management tool
and assigned to testing team

Set up the appropriate security rights for users in the test environment
The defecl management tool is set up and ready to use

Security Test
Activities

Test team develops Security Vulnerability and Penetration Test approach in
collaboration with the Agency.

Test team develops Security Vulnerability and Penetration Test Cases and Test
Data

Test lead confirms readiness of Security Vulnerability and Penetration Test
Environment and populates it with Test data

Test team executes Security Vulnerability and Penetration Test cases and
documents issues and defects

Test team maintains a log of events associated with test execution

Test team generates lest results

Exit Criteria Executable test cases have been executed and results are recorded in the test

management tool

Critical and Major defects are remediated, or an approved remediation plan is in
place

Remaining Important or Minor issues still requiring resolution for testing have been
documented and communicated to the key stakeholders

Security Testing Report has been submitted

Tools •Jessus, IBM AppScan, Trustwave AppDetective

Test Data User Credentials Data

Deloitte Role Confirm that test environments and associated infrastructure are setup properly
Identify tools to be used and reports to be created

Document steps required to conduct the test including expected results
Define and update Test Plan and resources

Documentation of the Test Plan

Execute System Security Testing

State Testing
Vendor

(Qualis) Role

Perform independent vulnerability scanning and penetration testing
Review test plans, test cases and testing results from SIT
Create test cases and test plans for UAT

Execute UAT test cases
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3.7.2 Security Test Details

The vulnerability and penetration security testing involve following steps

Prepare for Security Vulnerability and Penetration Testing

1. Develop Security Vulnerability and Penetration Test Approach

• Review the security vulnerability and penetration test objectives

• Identify and document security vulnerability and penetration test scope

• Define testing roles and methodologies

• Establish high-level roadmap for security vulnerability and penetration testing

• Document test tool usage and identify testing facility requirements

• Defme progress-monitoring and reporting processes and document defect management procedures

• Establish entry and exit criteria

• Determine test data and environment requirements

• Identify test scenarios

2. Develop Security Vulnerability and Penetration Test Cases

• Identify test cases and define test steps

• Map requirements to test cases

• Identify which security profile(s) will execute the step when in production

Execute Security Vulnerability and Penetration Testing

1. Prepare Security Vulnerability and Penetration Test Environment

• Finalize environments and determine sequence of activities

• Set up user security and check system readiness, resource readiness, and entry criteria to perform
testing

• Confirm Security Vulnerability and Penetration Test Environment readiness.

2. Conduct Security Vulnerability and Penetration Test

• Execute test cases, review and report defects

• Document and publish results

• Mitigate critical or moderate test defects as jointly triaged with the agency
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3.8 Business Continuity and Disaster Recovery Testing

3.8.1 Business Continuity and Disaster Recovery Test Overview

Business Continuity and Disaster Recovery(BC/DR) Test is the process of testing the Business Continuity
and Disaster Recovery approach of the DW/BI-R project as documented in the Business Continuity of
Operations (COOP) Plan / Disaster Recovery Plan (DRP) deliverable. In this type of testing, the Deloitte
test team is analyzing the timely restoration of data warehouse and reporting components that make up the
DW/Bl-R solution architecture and the data backup and recovery procedures, in the event of a disaster.

The test team also verifies the readiness and effectiveness of communication protocols, business roles,
business units, and functions that are critical during the recovery of the system in the event of a disaster.

IBC/DR Test Summarv

Goal

Scope/Coverage

Entrance

Criteria

Disaster

Recovery
Testing
Activities

Inspect timely restoration of data warehouse and reporting components in the event
of a disaster

Inspect data backup and recovery procedures in the event of a disaster

Inspect the readiness and effectiveness of communication protocols, business roles,
business units and functions that are critical during the recovery of the system in the
event of a disaster

Confirm the application is ready for disaster recovery testing

Testing of data backup and recovery procedures in the Disaster Recovery Test
environment

Regression and system integration testing of restored data warehouse and reporting
components in the disaster recovery test environment

Verification of security/access associated with role-based user security for the
restored data warehouse and reporting components

Testing of the readiness and effectiveness of communication protocols, business
roles, business units and functions that are critical during the recovery of the system
in the event of a disaster

Requirements and design artifacts are approved, traced, and baselined

Test strategy and schedule have been approved and communicated

Disaster recovery test environment has been created, including required necessary
applications, configuration, interfaces, and reports

Test tools are installed and configured including access/permissions for all
stakeholders

Disaster recovery lest cases/scripts have been created and approved

Disaster Recovery test cases/scripts have been traced to requirements/components

Disaster recovery test data has been developed as required

Test team executes disaster recovery test cases/scripts and documents results

Test team logs defects for test results that do not match expected results

Test team retests development corrections

Test team tests data recovery and back up procedures for restoring
documentation/files, database software, reports user libraries and program code in
the disaster recovery test environment
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|bC^R Test Summary
• Test team executes test scenarios to analyze the capability to switch operations

from the production environment to the failover environment and also analyzing
that the tracking time to failover is within the desired SLA in the event of a disaster

• Test team executes test scenarios to analyze the effectiveness of major Data
Warehouse (DW) functions like ETL procedures, power sources and network
connectivity in the event of a disaster

• Test team simulates Interruptions in business continuity scenarios to verify the
readiness and effectiveness of communication protocols, business roles, business
units and functions that are critical during the recovery of the system in the event of
a disaster

• Test team plans a post-test review session to identify and document lessons learned,
root causes and overall opportunities for improvement

Exit Criteria • Planned test cases/scripts have been executed and documented in the test tool

• Gaps and weaknesses associated with the tests are resolved and test outcomes,
results, and remediation actions shall be shared with specific stakeholders identified
by State

• Business Continuity of Operations Plan (COOP) / Disaster Recovery Plan (DRP)
deliverable is updated to reflect the lessons learned from this exercise and is
approved by the State

Environment Disaster Recovery test environment

Tools JIRA, JAMA, Test Workbench by Deloitte"''^

Test Data System generated

Periodic data backup and restore used to execute regression testing

Deloitte Role

State Testing
Vendor

(Qualis) Role

Identify functionality being tested, based on the detail design and detail requirement
sessions

Identify tools to be used and reports to be created

Document steps required to conduct the disaster recovery test including expected
results

Define and update business continuity and disaster recovery test plan and resources

Execution and verification of test cases and results

Update Business Continuity of Operations Plan (COOP) / Disaster Recovery Plan
(DRP) deliverable to reflect the lessons learnt from this exercise and get deliverable
approved by the State

Perform independent business continuity and disaster recovery testing

Review test plans, test cases and testing results from SIT

Create test cases and test plans for UAT

Execute UAT test cases

State Role • Provide direction and clarification to the vendor

• Review and accept or reject the Business Continuity of Operations Plan (COOP) /
Disaster Recovery Plan (DRP) deliverable

• Review and accept or reject whether business continuity and disaster recovery Test
expected results/scenarios are met
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|BC/DR Test Summary |
• Approve updated Business Continuity of Operations Plan (COOP) / Disaster

Recovery Plan (DRP) deliverable reflecting the lessons learnt from testing

3.8.2 Business Continult>' and Disaster Recovery Test Details

The testing involves following steps:

Populate Disaster Recovery Test Environment

1. Populate Environment

Populate the environment for disaster recovery testing, which includes:

• Installing or refreshing the application environment to reflect the updated application configuration

• Perform manual configurations (if needed)

• Confirm connectivity with interfaces required with third-party applications

2. Complete tools configuration and user security

• Set-up the appropriate security rights for users in the disaster recovery test environment

• Configure and setup the application-monitoring tools required in the disaster recovery test
■ environment

3. Load disaster recovery test data

4. Confirm disaster recovery test environment readiness

• Confirm readiness of the environment that includes the following comparison:

- Appropriate hardware and software is configured and operational

- Selected test tools configured and ready for testing in the target environment

-Test cases are data loaded and inspected

-Environment exit criteria reviewed and signed-off by stakeholders

Conduct Disaster Recovery Test

1. Identify test cases

- Identify test cases to be executed and test case execution dependencies

2. Verify test entry criteria are met

- Execute the scheduled test when entry criteria have been met

- Record test execution results

3. Verify and Validate test execution

-The test case owner, technical infrastructure team lead and validation owner will review the test
execution results

4. Simulate interruptions in business continuity scenarios
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-Test team simulates interruptions in business continuity scenarios to confirm the readiness and
effectiveness of communication protocols, business roles, business units and functions that are
critical during the recovery of the system in the event of a disaster

5. Post Test Review - Test team plans a post-test review session to identify and document lessons
leamed, root causes and overall opportunities for improvement. Test team updates Business
Continuity of Operations Plan (COOP) / Disaster Recovery Plan (DRP) deliverable to reflect the
lessons leamed from the testing activity.

3.9 User Acceptance Testing Support

3.9.1 User Acceptance Testing Support Overview

The Slate and the Testing Contractor is responsible for all User Acceptance Test (UAT) activities.
Deloitte plays a support role in assisting the State with rules of testing, planning, data preparation and test
environment.

UAT^^Suggor^umi^^
iUscr Acceptance Test Summary
Goal Testing conducted by State and the testing contractor to confirm that the system meets

business requirements and end-user expectations by validating end-to-end scenarios
and critical business functions

Scope/Coverage Demonstrate that the system meets requirements and performs all system functions
correctly including operational readiness and testing of the application and interfaces
with converted data

Validate the following:
• Adherence to approved requirements and design documentation
• Conversion of legacy data

• Completeness and accuracy of system documentation
Entrance • A release schedule has been established and documented. This schedule must
Criteria include periodic planned builds for defect fixes while in test

• Requirements and design artifacts are approved, traced, and baselined '
• The code migration process has been documented and approved
• No open Critical defects. Remaining defects have been jointly triaged by the State

and Deloitte and the State and Deloitte have agreed upon a plan to address ;
• Test environment has been created, including all necessary applications,

configuration, interfaces, and reports
• The State/testing contractor has developed UAT data as necessary
• Proper user ids and permissions required for testing have been created and verified
• UAT Test cases/scripts have been created by DH/State Testing Vendor (SIT test

scenarios and results can be leveraged - if needed)
• Test cases have been traced to the requirements specification through the •

Requirements Traceability Matrix (RTM)
• Successful Smoke Test of deployment

UAT Activities State/Testing Contractor executes UAT scripts and documents results in the test
tool
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lUscr Acceptance Test Summary

• State/Testing Contractor coordinates defect resolution and performs regression
testing of defect corrections

• Updates to documentation have been completed or captured as defects

• UAT test cases have been executed according to the test plan and any deviations are
documented and approved

Exit Criteria • All required User Acceptance Test (UAT) types have been completed

• No open Critical defects. Remaining defects have been jointly triaged by the State
and Deloitte and the State and Deloitte have agreed upon a plan to address

• Any workarounds have been documented and approved

• UAT results have been provided and reviewed by Stakeholders, as defined in the
State UAT Plan ^

• Joint discussions and decisions between the State and Deloitte have occurred to

confirm any variance from the UAT Acceptance Criteria, as applicable

• Sign-off has been obtained from designated stakeholders indicating test completion.
This includes Go/No Go checklist, meetings, and decision

Environment User Acceptance Test (UAT) environment

Tools JIRA, JAMA, Test Workbench by Deloitte''"'^

Test Data • System generated

• Partner provided incoming/outgoing files if available, otherwise simulated files

• Converted data

• Periodic data backup and restore used to execute regression testing ^
t

3.9.2 Roles and Responsibilities ^

The table below shows the Roles and Responsibilities of Deloitte and State/Testing Contractor during the
UAT phase:

;Role Responsibilities

Deloitte Role • Develop a plan to support the State's strategy , !
• Validate that all system test is complete and prepare UAT Readiness Report

• Co-facilitate presentation for approval to move to the UAT phase of the project

Support UAT by:

• Providing trouble shooting help, answering questions and reviewing outputs with the
State/Testing Contractor '

• Helping DH with defining the type and # of testers required, and the expected time
commitment for testing activities

• Assisting DH by sharing SIT Test scenarios and results which can be used as reference
for creating independent UAT test cases

• Resolving defects identified in UAT and regression test the system after defects are
,  corrected

• Coordinating the implementation of changes in the UAT test environment with^he
State/Testing Contractor '
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jRoie Responsibilities . . j '
• Ensuring proper configuration management of multiple UAT test environments

State/Testing* Develop the User Acceptance Test strategy
Contractor • Review and accept or reject UAT Readiness Report in order to initiate UAT

• Co-facilitate presentation for approval to move to the UAT phase of the project
• Create UAT testing scenarios and scripts

• Perform UAT testing

• Report status and results of UAT testing (JIRA to be leveraged for UAT issue
tracking)

I

4 Test Activities

The major testing activities conducted by the Deloitte test team for each test phase (except UAT) include
the following:

• Plan

• Develop - Prepare Test Scenarios and Test Cases/Scripts

• Prepare Data

• Execute

Each activity includes development of common work products using standardized templates and includes
tasks for work product review and status reporting. The following sections describe each test activity in
further detail. ^

4.1 Plan

The test planning effort requires high level planning to manage and coordinate the overall testingfask and
low-level planning to scope and define individual test cases.

4.1.1 High Level Test Plan

The Deloitte test team collaborates with project team leads to plan each test phase and/or test cycle as
described in the table below.

(Step Task J

1. Schedule Develop the overall test schedule using an inventory of items to be tested.

2. Participants Identify Deloitte Test team and other/external testing participants. ,i

3. Training Assess need for test participant training on test processes/tools.

4. Work Items Create and assign test work items.

5. Release Obtain and confirm test/release content from Application team.

6. Publish Publish test schedule and communicate with participants.
/
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4.1.2 Low Level Test Plan

Most Deloitte Test team members are likely to participate in low level test planning activities. These
activities are focused on test case development and include the following:

Istep Task

Review Review test input including requirements, designs, work flow, etc.

Test Case Matrix Develop Test Case Matrix of input and output for business process/technical
component.

Test Scenarios and Develop Test Scenarios and Test Cases to validate business process flow and
Test Cases module integration with Data Warehouse (DW), ETL components. Business

Intelligence(BI) and Reporting artifacts.

Coverage Review completed test cases and confirm requirements and/or application
component test coverage.

Upload Upload test cases in JAMA.

4.1.3 Traceabilit^' Managcnieiit

Application teams develop and manage the traceability between requirements and designs during the
Design phase. The Test team utilizes that traceability as input when identifying test cases. Deloitte testers
create bi-directional traceability using JAMA to link test cases to the associated requirement and design
artifacts.

Test case traceability is used to demonstrate that each requirement and design artifact has been tested in a
minimum of one test phase. Depending on the nature of an artifact, it may be tested multiple times within
a test phase or in multiple test phases. For example, a database component will undergo testing at the unit
level and may be included in integrated testing for System Integration and User Acceptance Test (UAT).

4.1.4 Test Sequence

The Deloitte lest team will evaluate and prioritize testing based on an assessment of the relative
importance of application functionality. Deloitte testers seek to develop tests for core and critical
functionality early on to achieve thorough testing and establish a foundation for regression testing.

In preparation for system integration test, the Deloitte test team will work with application teams to
identify the major business activities within each functional area or business process. Each business
activity is assessed to identify processes and transactions that fit one or more of the following criteria:

• High business complexity

• High system complexity

• Critical activity

• High volume activity

Testing emphasis and coverage is higher for functionality that meets all or most of these criteria as
compared to functionality that does not.
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4.2 Develop

This activity of the test deals with preparing test scenarios and test cases/scripts.

A test scenario is a business requirement to be tested. Test scenario contains a set of test cases to validate

that the business process flows are tested from end to end. They may be independent tests or a series of

tests that follow each other, each dependent on the output of the previous one. A test scenario can have

more than one test case.

Test cases are derived for each test scenario. Each test scenario may have one or many test cases

depending upon the functionality. Test cases cover all the aspects of testing the scenario that was based on

business requirements. Test cases are derived based on design specifications. A test case includes purpose
of the test, specific set up or configuration requirements, detailed test steps (also called test scripts) of

how to perform the test and the expected results or success criteria for the test. Test cases should be

written by a team member who understands the function or technology being tested, and each test case

should be submitted for peer review.

Detailed test case steps, i.e. test scripts, are developed manually using Excel. A test script elaborates a

defined test case by providing step by step instructions to execute the test.

Each numbered step within a test script is developed based on detailed information specified within a

design, requirement or other input. The script author clearly identifies the desired testing action and
expected result. Test script expected results should be specific and concise. In instances where input data

is variable, the script author seeks to define expected results as explicitly as possible.

At a minimum, a script should include a separate step for each action where a result can be observed.

Steps may describe manual or automated actions and the resulting system behavior to confirm.

Where feasible, test scripts follow the convention to preview relevant existing data, perform test action(s),
and review the resulting condition of the data. This confirms the test was set up properly prior to

executing the test and provides an opportunity to correct improper data setup and potentially avoid

creation of unnecessary defects.

Testers trace test cases/scripts to requirements and design artifacts they are intended to validate. Each test
script is evaluated by the script author and a reviewer using a test script checklist to assess script quality

and adherence to standards. Successfully reviewed scripts are uploaded to JAMA for execution.

4.2.1 Test Script Development

Test scripts are developed using the following steps:

Step Task

Review Review test scenario and test case.

Create Create test script using Excel template or automated test tool.

Define Steps Provide step by step instructions for executing test scenarios and test cases.

Coverage Review completed test script and confirm requirements and/or application
component test coverage.

Upload Upload completed and reviewed test scripts to JAMA.
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4.3 Prepare Test Data

Required test data is documented in each test case. For preparing test data, Deloitte works with SI/ESB
team and the State to leverage de-identified production data for testing in lower environments. Test Data
is backed up prior to test phase/cycle execution and may be restored or refreshed as necessary for each
execution cycle.

TTie Deloitte test team will work with SI/ESB team and the state to create a growing test data set to
support ongoing regression testing. System Integration Test and User Acceptance Test (UAT) incorporate
the use of converted data. Converted data used during System Integration testing and UAT will be
cleansed with data masking techniques and de-identified to protect confidentiality of data in lower
environments.

4.4 Execute

Test execution includes smoke testing and regression testing as well as execution of test scripts, defect
management activities and retesting of defect fixes.

,  4.4.1 Test Execution

Test execution for each test phase is managed using a checklist to validate required tasks are completed
and testing activities occur in the proper sequence. The checklist tracks activities specific to each test
phase including the following:

• Test entrance/exit criteria

• Test timeline communication/kick-off/walkthrpugh

• Test data management

• Test environment preparation and management (scheduled updates, downtime (backup, refresh), and
other factors)

• Online parameters (system date, security, user log in credentials/security profiles, etc.)

• Test tool access

• Script management activities

• Test results documentation \

• ICnown defects/workarounds and defect management

The Deloitte test team begins each test execution with a smoke test to validate the application has been
deployed correctly and major system capabilities are functioning properly.

System parameters such as system date and batch related parameters are set and confirmed prior to script
execution. Deloitte testers execute each test script manually or automatically and document actual test
results. Deviations from expected results are documented as defects in JIRA.

Defects may be linked to multiple test scripts as necessary. Defects corrected during the test execution
cycle or test phase are subject to retest in lower environments prior to retest in the current environment.
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4.4.2 Defect Management

When an issue or defect is identified, Deloitte shall enter the issue or defect into JIRA. The defect is
captured, prioritized, assigned, and tracked through remediation and retesting through to final resolution
in JIRA. JIRA automatically tracks who is responsible, the status of an issue or defect and links it to the
project requirement to which it is related. The tool includes a ftill list of features, including the ability to
notify the stakeholder of the issue or defect when its status has changed. A listing is produced from JIRA
of unresolved defects. When corrective action is taken, pertinent information about the action and/or
resolution is entered into the JIRA tracking tool. For details on the Defect management process, refer to
Ihe DW Deloitte Defect Resolution Plan Deliverable C 2018.05.04 vl.l.docx deliverable.

Deloitte shall generate reports from JIRA that include the numbers of problems identified by type of
problem, priorities, and number of problems corrected. Information about system defects is discussed
during bi-weekly status meetings and reported in the weekly and monthly status reports.

Defect management and resolution includes the following key activities:

• A Deloitte tester logs a defect when the test result does not match the expected result.

• The Deloitte Test team lead reviews each defect to confirm it is properly documented and not
associated with tester or script error.

• The Deloitte Test lead facilitates defect triage process/meetings.

• Functional and technical members of the Application team review and analyze assigned defects to
identify requirement, design, code or other root causes of problems defined by Defect Resolution Plan
deliverable. Other project stakeholders are consulted as necessary.

• When a defect resolution is identified and implemented, the Deloitte Test team retests the functionality
based on the resolution (which may include updates to script/data, design, and/or code changes). Defect
testing and associated regression tests are first conducted in lower test environments as necessary
depending on the test phase where the defect was identified.

• The Deloitte Test team closes the defect if associated with a Deloitte test phase/environment or supports
the State in retest of UAT defects.

• The Deloitte Test team communicates defect status information in the weekly and monthly status
reports or as needed.

4.4.2.1 Prioritizing Defects

Defects are prioritized based on the importance/urgency to fix a defect. Defect priority may be initially set
by the Software Tester, but it will be changed later based on its effect on the overall solution, its impact
on the schedule and as collaboratively agreed upon by Deloitte and the Agency.

Defects are prioritized based on the below classification:

• Critical - Blocks development and/or testing work, production could not run

• High - A major loss of function

• Medium - A minor loss of function, or other problem where a feasible workaround is present

• Low - Cosmetic problem like misspelt words or misaligned text
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4.4.2.2 Tracking Defects

Defect tracking is used to measure the quality of code in the DW/Bl-R project. It helps you to validate
that bugs found in the system are getting fixed.

Listed below are the major parameters based on which the defect tracking happens in the DW/BI-R
solution:

• Defect ID

• Priority

• Severity

• Created by

• Created Date

• Assigned to

• Resolved Date

• Resolved By

• Status

4.4.2.3 Rctesting Defects

Defects are retested to check if the test cases that were unsuccessful in the final execution are getting a
successful pass after the defects are repaired. For every defect found in the DW/Bl-R solution, a plan will
be created for retesting the defects with an aim to make sure that the original fault has been corrected.
Retesting will be performed on a new build using the same data, and on the same environment (from
where the defect is detected) but with different inputs.

Retesting of defects happens before the Regression testing.

Refer to the Defect Resolution Plan deliverable for additional information about the defect management
process.

5 Test Environmental Needs

5.1 Test Environments

The lest environments defined in this section allows to perform various tests listed in this deliverable. It
also allows DH to monitor the accuracy of the implementation and technical coordination services. The
test environment will allow for end-to-end testing of the DW/BI-R solution. The test environment will
support mirroring the production system in its infrastructure, files, databases, and processing.

5.1.1 Test Environment Details

The table below shows the system environments that are used for performing various testing activities
listed in this deliverable that are related to the DW/BI-R solution.
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Test Environments

Testing Types/Key
Activities

Physlcal/Securit>' Description
Environment

Development/Unit
Testing

DEV Development and unit testing of software

Regression Testing SIT(rNT)» Testing of a previously tested function following modification
to validate that defects have not been introduced or

uncovered, because of the changes made. It is performed each
time the software or its environment is changed, and typically
involves automated testing scripts

System Testing SIT(rNT) The process of demonstrating that a program, function, or
integrated system components meets its requirements and
objectives as stated in the requirements specification

User Acceptance
Testing

UAT Testing conducted by the user or customer to determine
whether a system satisfies the defined user acceptance criteria
in an isolated environment

Deployment Testing DEV, SIT(INT),
UAT and PROD

This will get incorporated when we deploy the code from one
environment to another. For example, DEV to SIT, and SIT to
UAT

Security Testing DEV, SITCINT),
UAT and PROD

The program shall include the security testing and Deloitte
will identify and mitigate known issues before
implementation

Certification

Testing
UAT Validate the MECT checklist to meet the certification

requirements

Production PROD Final live DOH environment for use by users in their day-to
day activities

Production Disaster

Recovery (DR)
DR Replicated version of Production Operations that maintains a

small footprint unless a catastrophic disaster to Production
Operations

Listed below are the details of activities in each environment.

• DEV environment is used for Developmental activities

• TEST environment is used for Testing and Training activities

• PROD environment is used for end user testing of production data

5.2 Productlvit}- and Support Tools

The Deloitte Test team primarily uses for specialized testing related to activities such as web service
testing, and integration testing. The table below provides a listing of key test tools and a description of
their intended usage.

The table below contains the tools that will be leveraged for testing.
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Tool Usage,

JHU^ Atlassian's JIRA tool will be used to record, manage, and monitor defects in
the Project. Defwts are entered in the JIRA tool and are tracked through
completion The JIRA tool /shall support authorized access by Agency-
approved stakeholders who are able to enter newly identified action items and
issues as well as maintain and monitor those already open in the tool. As new
module vendors are selected and their.onboarding is completed, a joint
Agency and Deloitte team shall meet with the new module vendor to review
new initial action item or issues to be added to the JIRA repository.

JAMA It is a web-based test and requirement management tool will be used to map

requirements to design documents and test cases/test scripts. This provides
traceability from test results back to the finalized requirements and validates
.that testing is comprehensive.

Test Workbench Test Workbench by Deloitte''"'^ is an integrated test orchestration platform
by Deloitte''"'** designed to collaboratively improve planning, automation, execution, and

reporting activities across the testing lifecycle. Test results are stored in JAMA
and reported via Test Workbench by Deloitte"'"'^.

HP Performance HP Performance Center is used to test, analyze, and validate DW/BI-R's
Center performance against performance SLAs listed in SOW.

IBM InfoSphere IBM InfoSphere DataStage is a data integration tool for designing, developing,
DataStage and running jobs that move and transform data. This is used during Data

Conversion testing for running any jobs for processing of test files.

5.3 Environment Diagrams

The diagram below shows details of how DW/BI-R's code is promoted to Test and Production

environments from the Development environment.

Tost Environmonts

r

Devolopinent

LiivIrunmuiU

Environment Diagram
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6 Reports

Deloitte will develop reports from testing activities to keep OH up to date on the testing activities
performed in the DW/Bl-R solution. These reports include test results from each component in the
DW/BI-R solution along with impact of each defect on the overall DW/Bl-R solution.

6.1 Final Test Results

The Final Test Results deliverable will contain high level details about testing performed in the DW/BI-R
project, along with details of any major defects, issues identified, and risks discovered during testing.
Refer to the Project Plan Baseline for detailed timelines of the Final Test Results deliverable.

Listed below are the details that an Testing Results report contains:

• Summary of testing performed in the DW/BI-R solution

• Accomplishments & Next Steps

• Upcoming major activities/milestones

• Execution Summary

• Defects Summary

• Defect Spotlight -Notable Open Defects

• Planned vs Actual timeline

• Action Items

•  Issues

• Risks

6.2 End of Phase Report

An End of Phase report is prepared at the end of a testing phase and is circulated through the weekly and
monthly status reports or as needed.

7 Responsibilities, Staffing, and Training Needs

7.1 Test Team Resources

The Deloitte test team is supported by the Deloitte Application, Technical, and Conversion teams
including track leads, analysts and developers. State counterparts to the Deloitte test team include the
State test lead, State Testers, State business analysts, and Subject Matters Experts (SMEs).

Deloitte and State testing roles and major responsibilities are defined in the following table.

Role Key Responsibilities

Deloitte Test Lead • Submit a strategy for Unit, System Integration, Performance, Regression,
Data Conversion, Security, Ph>^ical Infrastructure and Business
Continuity/Disaster Recovery testing
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Role

Deloitte Data

Integration (DI)
Testers

Deloitte Business

Intelligence (HI)
Testers

Deloitte Security
Tester

Key Responsibilities

Work with client team and project managers to establish entry and exit
criteria, resources, checkpoints, and a timeline for each test phase to be
documented in the Testing Plan
Deploy and manage the appropriate testing framework to meet the
requirements including team members, testing tools, defect tracking and
testing processes and scripts

Plan, deploy, and manage the testing effort
Review Testing Plan, System Integration test'Cases/scripts, Testing Results
Reporting, and User Acceptance Testing Readiness Report
Coordinate with Infrastructure and Technical teams for planning and
allocating testing environments and tools
Identify test tools and report on the status of test execution and outstanding
system problems identified

Implement and manage measurements and metrics to be applied against the
system under test

Design and develop high level and detailed test cases/scripts based on input
from requirements, design, State stakeholders, and Deloitte test team leads
Assist with data preparation as needed to support functional and technical
testing

Execute technical test cases including conversion, ETL and interfaces test
cases to verify the functionality outlined in the requirements and design
documents

Log defects for test cases that do not meet expected results
Perform smoke, and regression tests to validate that new code releases do not
break existing functionality
Support the State testers during User Acceptance Testing

Design and develop high level and detailed test cases/scripts to test reports
and BI objects based on input from requirements, design. State stakeholders,
Deloitte test team leads and Bl/report specifications
Execute test cases to verify that the data on the reports and BI objects is per
report specifications.

Log defects for test cases that do not meet expected results
Perform manual, smoke, and regression tests to validate that new code
releases do not break existing functionality
Support the State testers during User Acceptance Testing

Design and develop high level and detailed test cases/scripts for vulnerability
and penetration testing based on input from requirements, design. State
stakeholders, and Deloitte Test team leads

Assist with data preparation as needed to support vulnerability and
penetration testing

Execute vulnerability and penetration test cases to verify security
requirements

Log defects for test cases that does not meet expected results
Support the State testers during User Acceptance Testing
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Role Key Responsibilities

Deloitte

Performance

Tester

Create, maintain, and execute Performance, Volume, and Stress tests

Capture and communicate performance metrics findings to project
management and the State

Log and report performance related defects

State Test Lead Review and approve System Test Plan and the subsequent Unit, System
Integration, Interface, Performance, and Conversion Test Plans

Review and approve System Integration Test Scripts, Test Results, and User
Acceptance Testing Readiness Report
Manage UAT activities

Participate in defect management and triage activities
Review and approve whether each phase of testing results is met
Provide input to Deloitte test lead on coordination and prioritization of test
activities

Participate in Go/No Go decisions and evaluation of UAT entrance and exit
criteria

State Tester Design and develop end-to-end business process scenarios that simulate how
the application is used in the field

Develop UAT test cases/scripts

Execute UAT test cases and regression scripts to determine the system is
deployment ready

State Technical

Analysts/Personnel

State Business

Analysts and
Subject Matter
Experts

Review technical test plans, documentation and test work products including
test plans, test casw, and scripts

Support defect triage and resolution for technical defects

Provide direction and clarification on the planning, writing, and execution of
system test scripts

Provide a point of view from an end user perspective
Support Deloitte testers when questions regarding functional gaps or policy
clarifications arise

7.2 Training Needs

Deloitte shall collaborate with the Agency to identify the specific types of training, including content and
delivery methods that are required to be delivered to the Agency, contractor staff, and other stakeholders
as appropriate.

During the training on testing, members of the Deloitte test team will train members of the state test team
on the use of the Deloitte test process and below are high level topics that can be considered for training.

• DW/Bl-R design/functional knowledge

</V - SharePoint

• Test process/test tool proficiency

-JAMA

- Test Workbench
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• User Acceptance Testing process knowledge

• Defect management process knowledge

-JIRA

Test Schedule

The major activities for each test phase include plan, design, develop, build, and execute test cases/scripts.

For more details on lest scheduling, refer to DW Deloitte Proiect Plan Baseline

Deliverable C 2018.06.22 vl.2.mDD deliverable for testing activities within DW/BI-R solution and
integration with each module of the enterprise.

8 Risks, Dependencies, Assumptions, and Constraints

8.1 Risks

No risks are identified at this time.

8.2 Dependencies

No dependencies are identified at this time.

8.3 Assumptions

This section provides a list of assumptions made by the project team while creating the Testing Plan
deliverable.

1. Test entrance and exit criteria are enforced across test phases.

2. Cross-team testing dependencies and milestones are documented and communicated in the project
schedule.

3. DH/State Testing vendor (Qualis) performs UAT and independent functional, technical and security
-  testing (including creation of test plans, test cases and test data for UAT testing, review of test plans,

test cases and test results of SIT testing).

4. Deloitte test team members will provide State testers with training on the testing process and tools.

5. Adequate resources have been identified to test the release within the allotted time frame.

6. UAT entrance and exit criteria details will be agreed upon by the State and Deloitte.

7. For Performance Test: performance test can be run concurrently with other testing tracks. Even
though application errors may impede performance testing, the goal of performance testing is not
functional.accuracy or data validation.

8.4 Constraints

This section provides a list of constraints that may cause a test limitation.

• Development activities determine the initial order in which items are tested.

• System integrated testing is conducted based upon the readiness and availability of the modules.
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9 Authorization for Deliverable Acceptance

Please see attached Request for Acceptance of Deliverable Form.
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Status Report: Medicaid Schema Development
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Status Report: LTSS
High-level Timeline
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Status Report: Data Mart Enrichment (Medicaid Member Monthly) / New Data Based on Data Mart
Extension
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Appendix A

Exceptions to Terms and Conditions are in the following page, in the template provided by the state.
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Attachment 3, Vendor Proposal
New Hampshire Department of Health and Human Services - Data Analytics Platform for Opiod Crisis - Attachment #2

APPENDIX A

EXCEPTIONS TO TERMS AND CONDITIONS

Deloitte Consulting LLP ("Deloitte Consulting") is pleased to submit this proposal to State of New Hampshire,
Department of Health and Human Services ("State" or "Department") in response to its Request for Proposal,
dated October 16, 2018 (the "RFP"). Our working relationship with State has proven that State and Deloitte
Consulting have expeditiously worked together through important engagement requirements and provisions
(i.e., indemnification, limitation of liability, intellectual property, etc.). Thus, in the event that we are selected
for award, please trust that Deloitte Consulting is ready to promptly negotiate mutually agreeable terms in a
collaborative and expeditious manner.
We look forward to working with the State on this opportunity as our proposal is submitted subject to the
condition that Deloitte Consulting and State reach and enter into a mutually agreeable definitive written
agreement for the proposed services related to the RJP that covers, but not limited to, the items set forth
below.

Responder Name: Deloitte Consulting LLP

1. Software, Requirements and
Deliverables (RFP, Section
3); Ongoing Software
Maintenance and Support
Levels (Section 25.12);
Licenses (Appendix H-25,
Section 25.9)

Deloitte Consulting understands that the State will purchase the
software either directly or through the Deloitte Consulting as a
payee agent. As such, because in either of these scenarios the State
would enter into the license directly with the third party software
vendor (the "License"), the State's use of any such software, any
wananty regarding such software, and the software's compliance
with State requirements (such as non-visual access requirements)
shall be subiect to the terms and conditions of the License.

2. Contract Term (RFP, Section 1.3) We would like to clarify the applicability of time is of the essence
as we expect that we will jointly develop a mutually agreeable
project plan and both parties would be required to comply with
their respective dates and obligations, or modify them via a
mutually agreed project change contract process. We plan to use
diligent efforts to meet dates for performance contained in the
contract, and will notify the Department promptly in writing if it
expects or encounters significant delays in completing its services.

3. Public Disclosure (RFP, Section 4.10) Deloitte Consulting would like to clarify that its proposal response
contains confidential information and the intellectual property of
Deloitte Consulting. Deloitte Consulting considers any rate
information (include if rates are not part of evaluation process),
staff resumes and names, as well as any other identified
confidential information to be proprietary and excluded from
disclosure without our consent.

4. Security (RFP, Section 4.11; Appendix G-1);
Data/Access/Confidentiality/Preservation
(Appendix U, Section 9); DHHS Information
Security Requirements (Exhibit K)

Deloitte Consulting also requests that the data security standards,
requirements and related terms be subject to further discussion and
clarification by the parties during contract negotiations in light of
our understanding that no sensitive personal information is
involved in the scope of work.
We also require to make clarifying modification to the definition of
Data in section 9.1.

5. Conditional Nature of Agreement (Appendix
U, Section 4):

Deloitte Consulting can agree to provide the State a right to
terminate in the event of the non-appropriation of funds for reasons
outside the State's control, provided that the State provides
reasonable advance notification to Deloitte Consulting about
funding unavailability and is required to pay Deloitte Consulting
for all services performed up to the date of termination due to lack
of funding.

6. Conditional Nature of Agreement (Appendix
H, Section 4 r/w Exhibit C-I, Section 1);
Contract Price/Price Limitation/Payment

Relative to this Section and all other sections that make reference

to withholding/suspension of payments, Deloitte Consulting would
like to clarify that its failure to comply with the contract, and the
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(Appendix H, Section 5); Event of

Default/Remedies (Appendix ii, Section 8.2.2
and 8.2 J); Termination for Default

(Appendix H-25, Section 25.15.1.23)

damages and method of payment for such damages, shall be
determined by a court of competent jurisdiction.
Set-OfT amounts and conditions shall be subject to further review
by the parties during negotiations.

7. Compliance by Contractor with Laws and
Regulations (^P, Section 1.2.6.5) (Appendix
H, Section 6.1)

Deloitte Consulting agrees to comply with laws and regulations
that are applicable to it in its performance of the services. We
would like to mutually agree on which State and Federal laws are
expected to apply to such a DAP solution.

8. Personnel (Appendix H, Section 7.1);
Workers Compensation (Appendix H, Section
15.1); Warranty (Appendix H-25, Section
25.11)

Deloitte Consulting will warrant that the services under the
contract will be performed in good faith and in a professional
manner. However, we disclaim all other warranties, either express
or implied, including warranties of merchantability and fitness for
a particular purpose.
We would also like to clarify the warranty period for the System
Software as mentioned in section H-25-10.1, for instance the
warranty should be based on correction of material defects that are
identified during the warranty period. Additionally the concept of
fault free should be discussed in terms of a defect tracking process
that includes triage of responsibility along with classification of the
defect. Additionally the support levels should be further clarified..

9. Event of Default/Remedies (Appendix H,
Section 8)

Deloitte Consulting would like to further clarify the circumstances
of, and process related to, Event of Default and the consequences
associated with such default.

10. Termination (Appendix H, Section 10;
Appendix H-25, Section 25.14); Vendor Staff
(Appendix H-25, Section 25.5.5); Termination
Procedure (Appendix U-25, Section 25.15.4)

Both parties' rights with regard to termination should be discussed
during negotiations. We believe termination for cause should be
based on a material breach of the contract and require adequate
written notice with the breaching party being given an opportunity
to cure such breach. Deloitte Consulting also requires the right to
terminate if the services conflict with law or independence rules
(due to its relationship with Deloitte & Touche LLP, an affiliate of
Deloitte Consulting).
We would like to clarify that upon termination any Software and
Written Deliverable will be transferred to State upon full payment
for such deliverables. We would also like to clarify that any
unfinished work will be the State's property once paid for, and is
provided as-is, without any warranty.

11. Indemnification (Appendix H, Section 13) We would propose that Deloitte Consulting's indemnification
obligations under the Contract place reasonable, commercially
standard parameters on Deloitte Consulting's indemnification
obligations. Deloitte Consulting would agree to an indemnity for
certain damages for third party claims for (a) bodily injury and
physical damage to real or personal property to the extent directly
and proximately caused by us, and (b) certain infringements by our
deliverables of third party intellectual property rights. In addition,
we would propose procedural terms to ensure the ability to
effectively defend or settle, as appropriate, any indemnification
claims.

12. Insurance Requirements (Appendix H,
Section 14)

Although we can support the levels indicated we would propose
certain changes to the insurance language to be more consistent
with the insurance that we (as well as other large professional
services firms) maintain.

13. Vendor Staff (Appendix H-25, Section 25.5) Deloitte Consulting agrees that any changes to K.ey Personnel
should be approved by State however, we would like to clarify that
their dedicated timeframe be for the length of their assignment
since certain skill requirements typically change as a project life
cycle progresses. We request further discussion relative to the
State's proposed ability to removal/reassignment of Key Project
Staff from the services; as such rights may hinder our ability to
meet our other contractual obligations. While Deloitte Consulting
appreciates the importance of background check procedures,
section 25.5.4 may need to be clarified during negotiations based
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upon the specifics of the engagement.
14. Change Orders (Appendix U-25, Section

25.7)
We request clarification that all modifications to the contract scope .
of work and schedule will be with mutual agreement. We would
like to discuss the process for deciding how to proceed with
disputed change order work.

15. Deliverables (Appendix H-25, Section 25.8);
Testing and Acceptance (Appendix H-25,
Section 25.10)

Deloitte Consulting agrees in principle that all deliverables shall be
subject to the review and approval of the State, and we look
forward to the development of a mutually agreed upon review
process, including the time allotted for any review or modification.
For example, Deloitte Consulting would like to clarify that
acceptance of a deliverable is deemed given if the State has not
provided Deloitte Consulting with acceptance or a notice of
deficiencies in writing for such deliverable within the agreed upon
time period. In addition, the State's initial review of a deliverable
shall identify all deficiencies requiring correction, and any
subsequent review shall identify deficiencies in corrections to such
identiHed deficiencies. To the extent that any deliverables are or
have been accepted by the State pursuant to the terms hereof at any
stage of Deloitte Consulting's performance, Deloitte Consulting
shall be entitled to rely on such acceptance, for purposes of all
subsequent stages of its performance hereunder.

16. Licenses (Appendix U-25, Section 25.9);
Intellectual Property (Appendix U-25,
Section 25.13.7)

Deloitte Consulting would like to clarify that while we would
agree to assign ownership of work product specifically designed
for and delivered to Department in connection with the
engagement upon full and final payment and subject to the
contract, we would retain rights in intellectual property developed
prior to or outside of its work for Department, or as a tool in
performing the services for Department, including modifications to
such intellectual property. Terms applicable to third party software
providers required for the system will be between the Department
and the software provider and therefor sections such as H-25.9 and
portions of H-25.12 would not be applicable to the implementation
contract.

17. Ongoing Software Maintenance and Support
Levels (Appendix U-25, Section 25.12)

Deloitte Consulting looks forward to additional discussion, during
negotiations, upon award of the Contract.

18. Pricing (Appendix U-25, Section 25.14) Properly submitted invoices upon which payment is not received
within a mutually agreed upon time period would be considered
past due. Deloitte Consulting shall have the right to suspend or
terminate its services if payment is not received within such
mutually agreed upon time period.
Relative to this Section and all other sections that refer to

withholding of payments, Deloitte Consulting would like to clarify
that its failure to comply with the contract, and the damages and
method of payment for such damages, shall be determined by a
court of competent jurisdiction.

19. IT Required Work Procedures (Appendix U-
25, Section 25.13.8)

We would like to clarify which standards and procedures
established by the Department of Information Technology and the
State would apply.

20. Confidential Information (Appendix U-25,
Section 25.13.14)

Deloitte Consulting requests that the protection of each party's
confidential information be made a mutual obligation and the
details of each party's responsibilities to protect confidential
inforrhation be clearly defined during negotiations and reflected in
the contract.

21. Limitation of Liability (Appendix U-25,
Section 25.16.2)

We would like to clarify the exclusions from the limitation of
liability.

22. Dispute Resolution (Appendix U-25, Section
25.19)

Deloitte Consulting would propose having a mutually agreed upon
dispute resolution clause in the resultant contract.

23. Project Holdback (Appendix U-25, Section
25.21)

Although we are in general agreement with the holdback amount
we would like to discuss the release timeframe and criteria, such as
the ability to release 5% of the holdback upon solution go live.

24. Escrow of Code (Appendix H-25, Section Do to the transfer of ownership terms of the proposed agreement;



Attachment 3. Vendor Proposal
25.22) we feel the Escrow agreement is not necessary and would not be

applicable.
25. Terms and Dennitions (p.l32) There are certain definitions, such as but not limited to, Breach or

Breach of Security, Confidential Information, Data Breach that
may require clarification based on the usage of such terms in the
resulting contract.

26. Health Insurance Portability Act Business
Associate Agreement (Exhibit I)

Deloitte Consulting would like to discuss certain aspects of the
BAA such as notice time in case of a breach, etc.
Deloitte Consulting proposes additional terms for incorporation
into a resultant contract to include, but not be limited to, a
commercially reasonable State's Responsibilities, Limitation of
Warranties, etc.

By signing this form, I acknowledge that the above named Responder accepts, without
qualification, all terms and conditions stated in this RFP Section 8- Mandatory Business
Specifications, Contract Terms and Conditions except those clearly outlined as exceptions above.

Signature

Consulting Managing Director

Title

12/10/2018

Date

RFP 2019-043/RFP-20I9-DPHS-19-DATAA Attachment #2
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Bl-1.3 Escrow of Code

Our Escrow of the code statement is on the following page.

Deloitte 2018 , Page IX-638 of 662
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Escrow

Our solution will include leveraging the State's COTS products as well as providing pre-existing and
custom code to the State that will be on premise, available to the State, and checked into version control
software. Additionally, all such code will be licensed to the State for usage for the life of the solution. For
these reasons the Escrow agreement should not be required, however in the event an Escrow agreement is
required after discussion with the State on the licensing of the code, then Deloitte will sign up for an
escrow agreement with a State approved escrow agent in compliance with this section.

Deloitte 2018 Page IX-639 of 662
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Dun & Bradstreet Report
The current Dun & Bradstreet Report for Deloitte Consulting LLP is attached on the following pages.

Deloitte 2018 • Page IX-640 of 662
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OELOITTE CONSULTING LLP
00-356^58 HeadqusteratStMday)
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New Yok NY 10112

Phone
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213492-4000

213-492-4743

Comprehensive Report
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LmI Update Oste; OSn 8/2018
Attention; Jennifer Wasaennen

Executive Summary.
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Comprehensive Report
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Business History

Officers

Dbsctofs

JMM0FFA1T,C£O

THEOFRCERtS)

Asof0V18f30l8

The Odaware Secretary Of State's txainess regisfrBtloRa Oe thONBd thai OcMBb Corniano LLP legialefed HI IMtsd LUtty Pwtneshfe) onFcfauary 29,1996. inter the Seregbtrstion nunder2SS8031.

Business started 2000.

RECENT EVENTS:

OnF«t*uafy22.20l«.BOurees«aiedthatDelott8ConsuttnoaP.NewYorti,NY.hasaeqi*edaaeeiaAtad8ta,aC Nvoms GA.onJmuwY23
3016. With the fdwtton. AtatUa, LLC has changed its name Mo Worldoad Trwfcsmebon, LLC «)d h« ler^wd » a tecM eittty. The acoind'
assds mre Me^sted Mo Oeteitte Coneiffing LLP. Employeas arvi management were retained. Fwtw datdte «e travtfdSe.

Oi Am 28.2016, an inaide soiree stated that OdoilieConsUling LLP. New Yodi, NY, has acquired Cney.OuM ft Assodstes LLC Dalai CT onAye 20.2016. vwh tie ocyiaiaon. ̂aey. Om% 6 Aaaodates LLC has ceased to cest as a legal operaing attty. and the location sd now ooenae as
a bnnch of Oelodte ConsUang LLP. Terms of tie deal were not dsdcaed. Firtha detais are travabbte.

OnAoriia 2018 sniMtMOwmrtih<w ■ i q uv ^ ^^ ^ ̂
°"^'*»^^-^S.Wttitieacqui3itien.HVSFTf»i3ition.UCagno<raaeiateaaa

sUahlay ctDdotteConsUtng LLP. Tcnnetf the deal were not asdoaed.empioyees and management twre retried. Firttw det* ae wavdtiie.

OiNmrember?, 2013, soirees staled that Delaitte Conaiitng LLP. New Yorti, NY. has acquradsutistatealyal of the assets of Baiyai Brencti Inc.,
Se^.WA, on Oct^ a. ̂3^VW the acqobil»on.BarhBnftenchlncwSnolongerbe a legat operating entttyendopefBlfcns were Inteqraied Mo
DeiyeC<wsuttng LLP. DdedteagitalgoupiMBconMetetyatiaort) the Bafiyan brand, as wet as its SO uiMurwus-Taim of the transaction woe ret
dtedoaed. Firlher detsBs are inavaSaCfe.

?l'^'^.^'?^^??^y'*^.^°'*^P?'*'*^'-'-P-^'^o^NY.hBsacqtaedsiteati»nilsaydloflhebiBtiesao(ManttorCor>parTirGroipGP LLC, Cantridga, MA, on January 14,2013. Repeated stleinxs to eordact the managernerS to conliini tie recant tranaactian were
insucceaaM, Firpicf detatts are inavaitabte.

the acqiiaidcn 01 autetantiefly al of the eaeb of Berdn
6 Aaaodatea LLC, ̂ktend, CA. on Jonuery 3,2013. With (he acrjuiaition, Bersin 4 Aaaodetes aC wi cease operetiona and wU r»w eperate as a
branch c^ Deteilta Corainiig LLP tnder tie name Berstnl^ Deicitte. Fnandel terma were not Uactoaed. Further detdb we irwriM.

^Octobw 25.2012. aorcesdded that the US aubwdiary of intemalianalbtBrieaa process outsourcfeigbmHindujaGtelisfSoluliona lndb.tws i
aed*ad»ioHeaehcweReverm*CyeeaA9ourdng0u8hessaomOdoiOBConti«rigLLP,NewYor*.NY,cnS<plwi«eTl7 2012 Repedad sttenMs'
tDC0reaclthemanaDemertloeenfimilhcracgn4tranmriirn»wr».i.ww^^—>■<

1
wmwa Onwirftfirt n»ti^ 11 P uv ^

K., 00, on 17,20QB. WKn lib tenwcSon, SoCboum Conputer» Inc. dtacortroed its buencso and operations ScftoiMnc Corcuter
Inc. *«re Me^pated Wo DdorCte ConodBig LLP., New Yorl. NY, a siAeitlory of DeUtle LLP. No operations w« renotn at the prewus loeatJon ofSoftoime Compuer, Inc. Emptoitees end managemers of Sctboime Ccmpuler, inc. hove joined OeMQe ConsuBrig LLP. Finher «**n«s« trwvaWUe.
Oi December 13,2007, an Wide source el Detotlte ConsUling LLP., New Ycrt. NY, stated tw DeWtte CormArq actMied Hw asaets ot Xcebeor
Inc. Tarrve, FL The Tarrpa, FL ofHce new cpwstes aa a branch of OetoiBe Consdtfcig LL.P. Al of the etrptoyeea Hid rranaganent were retaWd.'
AOioigh this compeny operdes as a Lmited ijabCty Parbierehip, the menhers have ejected to uae cAcer Ues to denote areas of »Tr*T>'*Hii1y
JIMM0f7ATT. CoreMlyndMnfllmenegingdlreclDrforlheDetoiaeConsiitngclieresandiiidustrtesgroiBnwdiBsanienteofttvOelaitte
Conouiang Execuihe Comndtee; Deloiae OonauBing Board of DWctocs; snd Oetdtte LLP Boerd of Directors.

Buaineas eddess has changed bom 1633 Broadway. New Yorli, NY, 10O19to 30 Rocketefw Ptz, New York, NY, 10112.
AFFILIATES:
The tjOcwing are related through common principate. manegenart andter oanerdsp: Ddoitte Consdting Indte Ptivete Ltd. DUNS #916433869.

Comprehensive Report © Don 4 Drodstrest, Inc. 2010-2016, All lijhis reserved. Pogo 4 ot 16
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Business Registration

CORPORATC AND BUSINESS REGISTRAUONS REPORTED BY T>C SECRETARY OF STATE OR OTHER OFFICIAL SOURCE AS OF fcbv 19
2012:

Ref^siefcd Nane

BiMinenType

oaorrTE
CONSULTING

LLP

GENERAL

PARTNERSHIP
(GP)

State of Incorporation DBjAWARE

Iteg'itraionJO

Status

IMhcre Filed

2S98Q31

STATUS NOT

AVAOABLE

SECRETARTOF

STATE/CORPORATIONS
DIVISION.
DOVER,OE

FdinQDsle

ftegislered Aqent

J12/29n996

CORPORATION

SERVICE
COMPANY

2711

CBfTERVILLE

ROAD SURE
400.
WUVSNGTON.
DE

198060000

Government Activity Summary

Activtty Summary

Ooooywir

Adniinttu alive Debt

Grantee

Pwly Eacloded from
Federal Programe

Pietk Company

Contractor

>nportedE«perter

1 Possible candidate for socioeconomic program consideration

LalMr Surpfia Area H/A

'*'1 Smell Bianesa N/A

f*'! Women Owned N/A

No Minerity Owned N/A

NfA

No

N'A

TTie detato prodded h the GovemmeftActMtyiectlon are a» reported to Oun a Bradatraet by twIedeiN government wxlothtfKwinyit

Operations Data

As 01 OSrt8/2010

Deecripdcn:

Enployeet:

FadBtiee;

GtotMl Actndy:

lii0AJil/EjiporL

Subektory d Oelottte LLP, New York. NY vMcb opoatei ae a previder of menegement consufling eerVKes end
actoundng, audUng and bookkeeping lervtces.

Aa noted, rie company b a ubeldtoy of Ddoiae UP, DUNS «01•412-7109. WYl reference a irvde to tfwl report lor
background Momfion on the pereni eompeny and ita nrnagemen

ftwidea menegement conatiiing aervkea, ̂wciaSsng In flnance (100%).

Tenna ere undetarnined. Sdb to comngrcial concerns. Territory: irtemettonsf.

Noneeeaonel.

6,505 nHth Mudea offlcer(s). UNDETERMNEO employed here.

Occupiea prerrtaea h a buhSng.

The talowing aecbcn b a ̂obd aunmary and b inlended to aaaiat O&Ba ncn4iS. asiaittre when evMuaIng 068
repoita on US. companica.

No naiar courtriea of egtort reported.

Special Events

Aa of 01/34/2018

ANNOUflCED PURCHASE OF ASSET: AccorcSng to puttbhed repcrta, Detoitte, DUNS 002560455, (New York, NY) wnounced tiat it b acqiirirn
toeataelaof ATAOATA

Compnsheraive Repon # Dun S Bruosueei, Inc. 2010-2016. All rights waetvea. PageSol 16
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Industry Data

SIC

Code Oeeo^iton

87429906 Fnandai consuttant

NAICS

Code Oesoipion

S41611
AdninieliHtNe Maragement and Genefal Management
ConaUUng SeoKoa

Family Treie

Parent

DELOmE LLP

(WJ-MSft0M12-710©)
30 ROO^FELiER PLZ.'
NEW YORK. NY 10112-001S

Branches Domestic

Cofnprehenaive Report Q Dun & Biadslieet, Inc. 2010-2016. .Alihghts reseni'ed.

OELOmE

CONStJL'nNG LLP
(lULN.
9ft01-812.1586)
AKAiDELOfTTE
1919 N LYNN ST,
ARLINGTON. VA

' 22209-1742

-DaOfTTE

CONSU.TJNG LLP

(CHAN-
■ S«:01-98&-3300)
711EM0NUMENT
AVE STE 201, • *
OAYTON, OH
4S402-1486

tJELOntE •
C0NSULTV4G LLP
(IMAN-
9801-987-7799)
2906 THOMAS IDR,
PANAMA CTTY, FL
3»00^233

r
DELOrrTE

CONSULTtNGLLP
{D4J-N.
S801-987-8284)
2114 AIRPORT BLVD
STE 1500,
pensacciapl
32504-5910 "

DELOfTTE •

CONSULTTNGLLP
{D4AN- , ,
8802-621-0091)

1 PPG PL STE 2600, ,
PITTSBURGH, PA
15222-5419

OELOnTE

CONSULTING LLP
(EMAN-
S»1}^-564.47G9)
695 TOWN CENTER
DRSTE12G0.
COSTAMESA,CA
92626-7188

DELOmE

CONSULTING LLP

flUAN-
S903-805-2994}
200 BERKELEY ST
STE 7,
BOSTON. MA
03115-5065

DELOrrTE

COr^SULTING LLP

(D-LAN-

8811-872-8943}
NEW YORK. NY 10019

OaOITTE

CONSULTING LLP
(CHAN-

S812-2S8-5263}
2 BRAXTON WAY.
GLEN MILLS. PA
19342-2379

DB-OfTTE
CONSULTING LLP

(D4AN-
9813-319-4774)
400W ISTHST.
STE-1700.
ALtSnN,TX
78701-1678

oaotTTC
COrrSULTING LLP
(tWAN-
S8t13-62CM760)
14100 SAN PEORO

AVESTE700,
SAN ANTONIO, TX
78232-4378

DELOrTTE

. CONSULTING LLP

.{IAU-N-.
Sa:1^67&seG9}
mSWACKS^DR

STE 1200,
- CHICAGO, L
60606-4303

DELOfTTE

CONSULTING LLP
(DU-N-
9814-874-6879)
HOUSTON. TX 77002

OELOtTTE •

CONSULTtNGLLP

(EUAN-
S860439-8574}
925 4TH AVE STE
3300,
SEAm£,WA
98104-1126

oe.omE
CONSULTING UP
(D4AN-
3878-798-1237)
SCO COLLEGE RO E
STE 300,
PRINCETON. NJ
0^406635

OeLOfTTE

CONSULTING LLP
(D-LAN-
S<d)0-86S-S62D)
350SGRANOAVE

STE200.
LOS ANGELES. CA
90071-3466

DELOITTE

CONSULTING LLP
(DU-N-
98:82-968-7883)
695 TOWN CENTO*
OR STE 1200,
COSTA MESA. CA
92626-7188

DELOrrTE

CONSULTING LLP
(D-LAN-
8862-668-1594}
1750 TYSONS BLVD

STE 600.
MCLEAN.VA
22102-4220

OELOfTTE

CONSULTtNGLLP
(04AN-
5879-5^763)
1203 GOVERNORS

SOUAREBLVD.
TALLAHASSa.a
32301-2994

OELOITTE

CONSULTtNGLLP

fiAU-N-
S8e(A891-2500)
1 BRAXTON WAY,
GLEN MILLS. PA
19342-2293

DaoCTTE
CONSULTING LLP
ffUAN-
5901-916-9004)
17S0 TYSONS BLVD
STEOGO,
MCLEAN.VA
22102-4220

OELOTTTE

CONSULTING LLP

(CAU-N-

9883-276-3663)'
22454 TmEE NOTCH
-RD STE 202.
LSONCTON PARK,
M020653-20S4

'

DO.OfT7E'
CONSULDNG LIP
.{iman:
S883-262-26S3}
4301 FAIRFAX OR
STE 210,
ARUNGTON, VA
22203-1633

bELOfTTE
CONSULTtNGLLP
(tALAN-
5896-243-9068)
AKA:0EL0rTTE4
TOUCHE
1919 N LYtfl«l ST.
ARLINGTON. VA
22209-1742

DQ-OrrTE

CONSULTtNGLLP

,(D4AN-
S8S3-37S9207)
1609 CENTRE CRSK
DR STE 200,
AUSTIN. TX
78754-5179

Subsidiaries Domestic
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hlONrrOR COMPANY

GROUP GP LLC;
P54W4-
Sft1CL676-6153) '

. AKA: MONrrOR
GROUP
140BRAOFORDOR .
STEA,
WEST BERLV4. NJ
06091-9216

DELOfTTE -

CONSULTING

PRODUCT SERVICES

. LLC;
(tUAN-
S9£2-512-ia97)
4022 SELLS DR.
HERMrTAGE,TN

. 3TO76-2903 / .

HVSF TRANSmON.
LLC

(D4AN-
SOS4-284-7849)
AKA-HEAT

IIOOSANSOMEST,
SAN FRANCISCO. CA -
94111-1205
(

DELOfTTE

CONSLATNG

EXTENDS) .

BUSiteSS SERVICES '
ac;
(D-IAN-
59:80-792-9919)
"4301 FAIRFAX OR STE
210. -
ARUNGTCN.VA
22203-1633

OELOfTTE

' CONSULTING
OVERSEAS

' • PROJECTS UC; '
(IMAN--
89:07-974-9236]
AKA:DCOP - "
1919 N LYNN ST, /
ARLINGTON. VA
22209-1742

Subsidiaries Global . |

DaOOTE

CONSULTING

UMTTHJ:
(tWAN- - ^
S«:5^-399-7tia2)
OELOriTE PLACE,
MRIEHEL BYPASS.
MRIEHEL.,
BIRKIRKARA, ,
BKRXOO,
MT

Afniiates Domestic • _ i

OELOnTE & TOOCHE

■ LLP

(OLAN-

SMCAI66-4620)
30 ROCKEFELLER '

PLZ.
NEWYORK.MY
10112-4399

D0.OmETAXLLP

(D4AN-
S»;1&6164327)
30 ROCKEFELLER

PLZ.
NEW YORK, NY
10112-0015

ALTOS

MANAGEMENT

PARTNERS. INC;
(D-LAN-
S®:17-681-8672) ' •
334 STATE ST STE

204.
LOS ALTOS, CA
94022-2802

DELCrTTE FINANCIAL

ADVISORY SERVICES"

LLP;
(D-UN-
59:60-3794159)
AKAiDSOTTTE

30 ROCKEFELLER
.. PLZ. -

■ NEW YORK, NY
10112-0015

OELOmE • .
CONSULTING

(HOLDING SUB) UC,
' (D-tAN-

89:11-6664036)
600 RS4A1SSANCE

CTR STE 900,
DETROTT.MI
48243-1807

OQ.OfTTE

CONSULTING

(GLOBAL)
(D4AN-
S»:82-9g8-1914)
1633 BROADWAY,
NEW YORK, NY
100194706

OELOITTE

CONSlATINGaC-
(IMAN-
S»:DS-SS2-6624]
Z2H011YMEA0 OR.
THE WOOOLANDS, TX
77381-5112

U8ERMIN0. INC.
(0-LAN-
S®:01-S70.9293)
AKA:UBERMINO
FUELED BY

DELOfrTE

837 N 34TH ST STE

100.
SEATTLE, WA
9810A6965

DELOfTTE SERVICES

IP

(CAtAN-
S9:a2-546414S)
XROOCEFELLER

PLZ,
NEW YORK, NY
10112-0015

Affiliates Giobai
. . . •' 1

OCOuboutiig
NethertandsB.V.;
(D4AN. V
Sec4IA57S-147S)'
Hertkertiergweg 238,
AmBtentam.1101 CM.
NL

OELOITTE

(CALAN-
S»SS-991-6S20)
RafSes Tower.
19Cyt)erdty.
aene. 72201.
MU

OaOfTTEYOUSUF

ADIL
(D4i.N.
S944-572-686S)

'lttFkior,Btod(7a8,
A-35 Csviah Court,
KARACHI. 75350,
PK

OELOrriEKXICHE

BUSINESS a TAX

CONSULTANT;
(OLAN-
99:72-646-6261)

. WfsmaArttars,
J. Mednn Merdeka SB

17."
--,10110,
ID

Deloitte Inc.
([MAN-
S9:e&474-8528)
Coeta dd Este

EtfSck) Capitd'piaza,
Pi>o7.
PANAMA CITY.
PA

•

.
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DCLOnTE a TOUCHE
LLP

S«8S-5a2-4428)
361 SOtmi lAARINE
CORPS ORIVE,
TAMUNING

96913^11,
969133911.
GU

OeUCteLtd

{0A7-N-
S©S7-S65e277)
AKA;Om

Comer House 20.
20 Periament SaW.
HAMILTON. HM 12.
BM

OaOfTTE

CORPORATE

FWANCESXC;
(OO-N-
S»:93432-3378)
AKA; tjaorrTE

CORPORATE

RNANCESAC

CAJ_ LAS BEGONAS
NO. 441,
UMA.27.
PE

FUNOACtON

OELOITTE

(0-IM4-
Sft93^tB0439)
GAL. LAS BEGONIAS
NO. 441.
LIMA. 27.
PE

DetaiSte a Touche
Ecuador Cto. LIda.;
(D-tLN-

$9:93-510-4653)
AKArOetaift
Av Amazorws N 3517,
Y cale Juan Pablo

Sanz,
OUTTO,
EC

DetoOe Conetatng Inc
(lU^N- ■
rSe«W)17-1442)
Yeouid^Kjong.

10 GulqegewnyuniHP.
Yeongdeungpo-gu.
SEOUL, 07326,
KR

This Ist it briied to tie bst 25 Inndies. subsidaries. dhisions and atSBates, both domestic and Memsbonal. Pleeee use tw Gtobd FmSy Unliaoe
Mwve to vtea the LjB Mng.

1 Financial Statenrtenta ■  ■""

Key Business Ratios {Based on 24 eeaustvnena)

D&6 hea been unaUe to ottein auAcienl flnendai MDnraSan
tram ihB eonpan/to cafcutte buaineee ratios. Our check o(
aitttianal outside Mutcee atoo Icuid no Monreaion MritaUe on
its inancial pertormaneeTo het> you in Oiia knatance, ratioa for
ottier Snm in B» same industry are provided below to aupport
yoif'.antfyeto of ttia business.

Thb
Burtiess

Industry
Medan

Industry
OartUe

ProfitabaUy

RatimanSatea UN 4.4 UN

Retian on Net MbfS) UN 6.6 UN

Short Term Sdvency

CurenlRSio UN 1S UN

Ouk* Ratio UN 1.1

Efficiency

Asaets Sales UN 104.6 UN

Sales / Net WOfldiQ Cipital UN 6.7 LM

Ulffizalicii

ToWlJa&atNetWarth UN 89.7 u«

Most Recent Financial Statement

'As c/U4»r20ia
I OSB has updated Baa report uiing avaiable
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Indicators .1 . :.i.; c,.! . •- t.i

Public Filings Summary

The fotoieing data indude* both open and doeed IBng* found hi OftB*! HgHih..— on ttib conpany

RecoRlType

Jud^isit

Lien

stit

ucc

No. ofReconlB Mod Recent Fiino Date

0^230017

04/3(V2018

07/11/2017

Public Filings

■ Bankneacy « JudgmM • Uw) ■ Sdt" ucc

The (oteMing Pubic FSng data b for inlonnation pirpoeea onty and is not the cfllcid reconl. CertiSed copies can only be obtained torn the official souxe.

Full Filings :

Suits

Statta

Where Rled

Pontiff
^ * » — •

iJCTcnQant

Pendlno

PRINCE GEORGES COOMTY ORCUTT COURT. UPPER
MARLBORO, MD

KENNm HOLMES, LANKAtai^^
DELCnTE LLP. ARUNGTCN, VA
AND OTHERS

Latest Info

Received

DOCKET HKX

Status/Lttained

Date Filed

0Sn&/2018

2018000141S6CAL

04/30/2018

04/30/2018

n it is Indketed Ciat there are detendaits other than tie report tibied, the lamtd may be on adton to dear <de to property and does not necessarily
imply B dahn for money against the sutiiecL

Liens ,  1
Amotsit

Status

.  •

j Reteaaed
ORAI^ COUNTY RECORDER OF DEEDS, SANTA ANA, CA

1 CA EMPLOYMENT DEVaOPMENT DEPARTMENT
• • oaOfTTE CONSULTING LLP, COSTA MESA, CA
ANDOpCRS

Latest kdb

Received

I  Type

01/31/3018

j State Tax

Filed By

againsl

Statia Attained

0«e Filed

CASE NO. •

12QSh2017

j 03/23/2017
2017000118244

Amount .

Status

Wlwe Filed

; Filed By

j against

S8.39e

1 Terminated
DIVISION SACRAjrerro. ca

j SAPLOYMEfiT DEVELOPMENT DEPAfTTMB/T
OELOTTTE CONSULT^ LLP, COSTA MESA, CA
AND OTHERS

Latest info

Received

Type

- Statta Atlaned

OateRled

FILING NO.

12C4«M7

StaeTax

12C1/2017

j 03/23/2017
17-7S768S1623

Amounl

Status

Where Filed

Filed By

agamt

S6.568

1 Released
ORANGE COUNTY.reCORDER OF DEEDS. SANTA ANA, CA

1 CA EMPLOYMENT OEVaOPKCNT DEPARTMENT
DELOITTE CONSULTING LLP, COSTA MESA, CA
AND OT>CRS >

- Latest hifo

RecNved

Type

Statia

Date Filed

CASE NO.

0U31/2018

j State Tax
J2r22^7

1  12/1S/2016
2016000636S75

Amounl

Status

Where Filed

Filed By

S8.572 V
1  .
1 Terminatad

SECRETARY OF STATEAJCC DIVISION, SACRAfcCNTO, CA

j EMPLOYMENT DEVELOPMENT DEPARTMENT

Latest bifo

Received

Type

Statta Attained

12/16/2017

j Stale Tax
12f13OT17

1

Con»prehen»ive Reixxt I Outi 8 Brjidstzeei, Ire 2D 10-20 '8. Ali righis reserved. Page D ol I3

Deloitte 2018 PageD(-649 of 662



AttachmSaWffTEddibPffi^cHdlMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RTF 2019-043/RFP-2019-DPHS-19-DATAA

dun&bradstreet
Pftg» 10 o> 19

COil^TTNC LLprcbSTA U^A,
AN0Ol>€RS

.  . , i .
FIUMGNOl 16-75618222G0

AmouM t6.43S LMest kito 12n&2017

Slatus 1 Terminelad ' Recerved

Mhere Filed SECRETARY OF STATE/UCC OMSIOK SACRAIiCNro. OA
Type _ 1 State Tu

Filed By 1 EMPLOYICNT DEVELOPMENT DEPARTMENT . StatuaAttatoed 12/13/2017

againsi oaorrrE consulting llp, costa mesa, ca •  • - j Otte Filed 1 00/27/2016
ANDOTNERS
'

FUNG NO 16-7646255952

Amount S6.425 Latesttoto.. 01/31/2018

Status 1 Reieoaed ' ' Received
.. ,

WhereFiled ORANGE COUNTY RECORDER OF DEEDS. SANTA ANA. CA
Type 1 State Tax

Filed By j CAEMn.OYMENTO£VB.OPIiCNTOEPARTMENT - StatoAOaned 12/22«)17

ageinet DaOTTTE C0NSULTP4G LLP. COSTA l«SA. CA
Date Filed j 09/13/2016

ANDOTVCRS CASE NO. 2016000440453

Amount $6,691 tjCestlnto - 12N6OT17

Status 1 Temisiated Received

Where Filed SECRETARY OF STATE/UCC OiVtSION, SACRAMENTO. CA Type 1 State Tax
Hied By j S^OYMEMTDEVELOPMen'DEPARTMENT ^ Statue Altatoed 12/13/2017

againsi DaOfTTE CONSULTING LLP. COSTA l£SA, CA Date Filed { 07A1/2016
ANOOTTCRS FILING Na 16-7534027762

Afflowit $6,676 -Latest Mb 0V31/2018

StatM j Released ' Received

Where Filed ORANGE COUNTY RECORDER OF DEHTS. SANTA ANA, CA
Type 1 SUKe Tax

Filed By j CA EMPLOYMENT OEVELOPMOiT DEPARTMENT ' Status Atlained- 12/22/2017

against OaOnTE CONSULTING LLP. COSTA MESA. CA Oate Filed 1 06/14/2016
ANDCTTTCRS CASE NO. 2018000268986

AmouM $3,047 LaMMo 02/23/2018

Ststts j Rdeesed Received
. _

Where Filed CR4NGE COUNTY RECORDS? OF DfflJS. SANTA ANA, CA
Type j St^Tax

Filed By 1 CA EMPLOYICNT OEVB.OPhENT DEPARTMENT Status Attamed 01/23/2018

egahisl DQ-OfTTE CONSULTING LLP. COSTA MESA. CA DateFitod { OS/2(V2016
ANDCmCRS CASENa 2016000228163

Amouit $3,049 LMestlnto 01/14/2018

Status 1 Terrnneted Received

Where Filed SECRETARY OF STATE/UCC OMSICN, SACRAMENTO. CA Type State Tax

Filed By 1 EMPLOYMENT DEVELCrteNT DEPARniCNT Status/Utoned 01/11/2018

againsi OELOmE CONSULTING LLP. COSTA MESA, CA
'  Date RIed 0SO&2O16

ANDCRNERS FlUNGNa 16-7524151769

^ beMicaflveoffuclianoccuTence.

UCC Filings

CpBatenil Asaets Induing proceeds and products

Filing No. | 2017 4S47383
Rted SECRCTARY OF STATEA1CC WVISION. DOVER, DC

SecuodPofty j VENDOR CAPTTAL FINAWCE LLC. NEW YORK, NY
Orttor OELOfTTE CONSULnNG LLP. CHCAGO, n.

Loteol into

Received

Type

Dote Filed

08^8/2017

Original

07711/2017

Comprehensive Report e Dun & Brsdstreel. Inc. 2010-2018 AD nghb reserved Page lOol 18
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■

Rtno No. J 2017 0054384
,_^SeCRETiWOFSTATtAKCDI\flaON,boviR,re , '

Secured Pwty [ VENDOR CAPfTAL RNANCe ac. NEW YORK, NY
'Debtor • /vT^r ' . DELOflTE CONSULTING"LiP. CrtCAOO ; v .-V '-

LsieiN Info
j Received

; Type __
Date Filed

aM»2017"

Original

0U03/2017

CoBaereJ

RSng Nt>.

Where File^

Sectied Party

Debtor

leeaed EtMpnient kidu^ praceedt and product*'

070^15606631

SECRETAyir ̂  STATEAKX DIVISK3N. AtaANY, NY

I05 CAPITAL. MACON, GA

DQ-OfTTE 4 TOuScilp. PmiBURGH. Pa"

LatettMb

Received

Type

DsleRled

06/28/2007

Originel

06/21/2007

Colateral

FUmg No.

W^eRJ^ __

Secured Party

Debtor

- Leased 8issw» maciinery/equiptnent inducing and
product*

I 0612206228667
-SEO^Afrr OF STATE/UCC DMStON. ALBiWY. NY

I  lOS CAPTTAL, MACON. GA
OQ.drrrE*TCUCKEaP,PfrTSBURGH.PA .

Udestinfo

Received

Type

DateRled

02«Sl/2007

Ori;^'

12/20r2006

jCoDMeral

Rling No.

JMwre RM

Secured Party

Debtor

^LBM^Con^^ and proneda

6064180 3

SEC^AW^ STATEAiCC DMSKJN. OOV^ [i
IBM CRQXT LLC. ARMCNK, NY . ~

OaOfTTECONSULTINGOUTSOURaNGLLC ' J

Ltteailnfo

Received

Type

DateRled

03/24/2006

On(^

02/2312006

FUmg No.,

Crignal UCC Fied
Dote

Where RIed

Secwad Party

Debtor

00031C^44

0^8/2011

yCC CONR^CUL

PNC EQUIPMENT RNANCE. LLC, CINCINNATI, OH

CASEY, OLBRK 4 ASSOCIATES, LLC, DARJEK CT

Latest bilo

Received

02/29/2016

Type I Amendnent
DateRled 02/17/2016

Orlgnal RJing No. I 0C028052O3

Rl^ No.

Qriginal UCC Fied
Oide

.mKreRM_ .

Seond Party

Debtor

1500386806

12/1S2010

SEO^ARY OF CTATC/UCC^^^ AUSTIN. TX

BANC OF AMERICA LEASING 4 CAPITAL, UC. HUNT VALLEY
MO

PLAINS MARKETING, L P., HOUSTON, TX

Latestkifb

Received ^

Type

D^ RIrt

OrlQinal Rllng No.

12^)9/2015

Condnuation

12IDe^5

1000357B8799

The piMc record iterm contained in ttia report may have been peid, terminated, veceted or released prior to the date Ihia report m» priited.

Adittional UCC and SU flings lor this company can be found by conducting a more detaled aearchin our Pubfic Records Dotabaae.
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Commercial Credit Score

I Summary
Cretft Score Oaaa

CmfitSoxr

CUsi

Higft Ayiregi Uw
reyii aaBvaaqr omt no n

Incidcnco of DelintTueni Payment

Among Compeniea with This Class '

AWiraiBe'Co^i^ed to All Businesses 10.20%

CredB Score Percerdite 62

Credit Score 515

Nuntoer of Psymecri Experiences 95

Key Factors

• hocBM in praportiiJi of deSnquert paynmti h recent pi>inem e^eriencee

• H^jTwriMiniAtybeMd on definqjency rites tor Bit indutty
• Prcportianctf pot due balances to tatilafflOtfd<Ming
• Evidence of open suits end lens

• Proporto) or tow payments In recent monitB

Notos:

• The Qedtt Score Ctees indicates thettssfcrnstreres some ot die seme business end peymenlctwaaeristics or other compMsee aithWs
clBstoaolon. B doet not mean fl« km wto necemty eqierlence deln^jency.

• 1T>e Incidence or OelinwenlPe)«neni is toe percentage or campmea aid) disciasaiftctoianBtto acre reported 91 day* past due or nm by
credBors. The ctoaiatlan ol dis velue is besisd on 0&8^ dade payment database.

• The CredB Score PereanSteretoctsdwretBOve ranking or strmamonotoiscarableconvarles to 068^ fie.
• The Credd Score oners a more precise measure or toe levd or tisfctMn the Ctoae.vrdPmenfie.lt is espedUlyhelpttJ to customers loix) a

•eoreeaiO appraedr to determnng overal buainess pertemance.

CiBdit Score Percentiie Norms Comparison

KLOTTE CONSULTWO aP

•ATUumC)

tnHusFf
leUStCSS. LEGAL AM>
ENGICERMG SEFVlCESi

Employee Range
(ia}-)SS27)

Years In Bustoess
(it-29)

II62*

t)61,

B|43s

'

Lower rito dwn other companies In
the same retfcn.

Lower rito Chen other companies to
the tame todiady.

• rtgher ftofc than other conperies to
the same employee toze rvige.

• Mghertitoc than other companies
with s comperable nuntoer of yeere
to butonets.

Compreheruuve Repod €) Dun 4 Sn-jdHtnsei, Inc.. 2010-?Qt6. aji rigfilii reMervpd. Page 12 ol 18
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Finahcial Stress Score

Summsnr

' Rnsndal Sdos ClOM

I  I
HlQh Avcraae LOW

Financial Stress Score PercentJIe

Fkuncud Stress Nstionat Percentile

Financial Stress Score

ProM)i^ of Falin with n^

Fstlura perlOK

Average Ftfkre Rate within DAB dntabsM

FailtaepcrlDK

Ftumfaer of Payment Eipcnences

18,

1411

q.^%.

84/10,000

0.48*^

48n0.000

95

KeyFectors

• Lwv proportion of aafataclory payment experiences to total payment c^wiencea.

• Composite eetSt appraisal is r^ed.instod.

• UCC Fifngs reported.

• HisfiiWTtoer of inqteries to D&Sorar last 12 months.

• Evidence of open lens ^

• Unstafate Paydex overlast 12 mortots.

Notes:

• The FranddSaess Class fendtoates that this finntoMres some of toe same businets and finandaicharacteriPies of other conprnes with this
ciataiftcaiion. It does not mean toe Inn wQ necesaatly experience ftnendel saeas.

• The probatttly of tafcae dews aie percentage cffcmi in a gwenpereatole that discanlinue operations witoloaa to creditors. The average
iTT^ TT ■nrrrn-Ttn in Pfirrt lintnhmr nni li rmiiirlnil fnr mmronll'T pixpnar i

• The Fnandd Stress National PercentBe leOecti toe teWive rarfdng of a company anwng cfl "■■■»'*■ comparies in D&B^ Be.
• The FtoenctdSaeai Score oOera a more predaemeaaae of toe levd of rial then aw Oasa and Percentile. tt is espedatyhelpfci to customas

using s tcaecanl approach to determiring overafl budneaa perionnanca.

Advanced Paydex + CLR ,!i ■.

Financial Stress Percentile Comparison

1  Da.arrrecoHsu.TiNG HP — 18-

• Hit^riafctoanotoa companies in
toe seme region.

Region
(MddeAftnic)
industry

• Higha risk then otoa corrperies in
the sane industry.

EaQneMp Scmn)
Emdoyee Range

'

Years in Business
:  (11-25)

• Higha risk then otoa comperaet in
the tame employee size range.

• rtghw risk toon otoa companies
with a contodratale nurrta of years
kitMsmeas.

0-.. 25 SO /5 1G0

.  I , •

D&B PAYDE)^ '  II

Coniprehensive Report ©Dun A Bradstrect. Inc. 2010-2018. All righh- reser/ed. Pwje 13ori8
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dun&bradstreel
P»g« 14 o( 1B

Show»theDABPAYDectcofc»«calai8tifiaipte3nicnlhaandupte24 tnorth»olp8ynenta^<rience».

UptP3mon»D&BPAYDOC

UptoSmonSt
OABPAVOnc

1  SO 40 100
OrMtn 30 dayt Prorpt Antklpain
tMnl?0 «kM
Oaji ■oh

W»w lOlylMJ ̂ dpif p«i»n>mnonifn«OT
«wae* 6 0*ys S*yar>d Tbrs. Bn«d on
ObBmoO eww M 3 monOn.

Up to 24 monOi D&a PAYDEX IP Hl^rickorbio
pqnani (Mnigi
Xb I204ayi

tn»)

Up to 34 month
O&B PAYDEX

(i in. JX
1 so BO " 100

M iloy* Prcnix A4kipate»Qi ealet
than170 ttow
atjwwM

VWifi o'tlghlid by ddbr wnount. p»]>tn«nu la mppliri
mtwaca IZdays boYondtanm. Based en peniwnb
coAecMd up k> 24 norths.

When vrtigMsd by detv snntM. toe Musry evenQS is e
QAYS BEYOND tanns.

^ UedunfitortlaM
peirneM (ewanea
Xds^orleas
beyond tanns)

LowriskoflaM
peymert (avsrage
prompt to 30*
days soonar)

Payritoril Trend ■

Ppymenti WftOiin Tertm

Average HSgh Credit

unchanged - Totrt Payment Ejcpericncea
■' •' for the HQ

69% • • •• •*••• • •
—~ ' Total Placed for CeOoction
$60.3S4

"  * ' Largest Mgh Credit

95

2

saoo,ooo

ffiiyiesi Past Due

$700^
StOO.OOO

conpsred to Parana OvM monlha ago

Credit Umit ReconunoDdation

Risii Csfegory

(mmssst

ReconwieidatlonOate

Conaenrettve Credit Umit

Agtrcatlve Credit Limit

^WOT/MIS
$400,000 j
$900,000

Key Factor
ncti Moeerste Low is Biieised using DAB'S scoring methodology end is cne factor used to

create the recommended Bmits

PAYDEX Yeaily TreiKl

ShOM PAYDEX seocee at this Bucinets compered to toe Rimery todustry torn eech ol the tost tour quarten.
The Primary todtstry is Management consutong services, bssed on SIC code 8742.
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100

I  • I 1 'j • : I • ! •  I •
A—Fronct

so

w «avt s>«<r

-i-.. ._L_ _J_.L
i-i

—L_

Srmiiw than
9 Ifl 11 12 112 1

t21}<t<in»l>7w

2010 2017 2018

- OI

- .15

- 0

- 13

_ )•

- Si

- M

- 121

- 190

- 1O0

■ This Ousineas Upper -a- Median

This Business r4 t7 e2-99^(0:S7'S«;S 3a Ii ca|e>71'30 - 43 ̂ 4fi70'71 71.73 73 72 ̂ 72 '72

Industry Ousrtaos i  i - ; i ! i ! : M . ■ ■ 1 i i  i

UpfMT

gl

■

i

s'i
j■

n

si

iS

to:

Utiian 771 ; n 1 71 i7s; j ;tt , , TtJ 74; i
Uhoer a'' : 70 ; ' C9 j e! i ? o «9 J j ; o J ei

NMe

.  • CuR«tPAYDO(*fcrVis Buinessb72, orequal k) 12dayibevcndtefTTS.
I » 71)6 24 010081 high poydexb 74.0. or equal to 9 DAYS BEYOND termo.
■ • The 24 monSi kw poydex b 43.0, or equal to 51 DAYS BEYOND lenm.
!  • bvluatry upper quartiie rtprexnt* the perfonnenee ot the payers In tie 758) percentOe.
i  • todustrykwierquartaerepreserts tie peftonraiKe of the payers In the 2501 pereentte.

Payment Habits

CredU Extended % of Payments VMthin Terms No. of Payment
Experiences

Total Amourt
USD

Over 5100.000 6 52,450,000

50.000-100.000 2 1X.000

15.00W9.W 12 365,000

5.000-14.999 9 57,500

i.odo-4.9» 10 14,500

Under 1,000 9 2,200

Boaod on ID 24 mentis of peymonts

Payment Summary -

The Payment Sunmary section reflects paymetk kilomglkio In DAB'S file as of tie <late of tib report

There ore 95 payment experiences In DAB'S tie, mith 46 experiences reported during (tie last tvee morth period.
The hi(yiest Now Oaes on Be b 5700,000. The highest Past Due on tile b 5100,000.

AH fciduslTies
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1  Industries
1

Total

Recewed TotelAmounb Lttgeat high Credt VAhin

Terms (%)
0-X

Days

31-60

aow(*)

61-90 5(K

;  Telephaw cunmicta 10 S32S^ $200,000 54 0 0 15 31

j  Nonctessiflad 6 112,SS0 45,000 99 0 1 0 0

Short^rm buv) cmtt 5 575,000
C 400,000 46 43

- ^

9 0 0

Ptliic tnenee 5 33.500 15,000 100 0 0 0 0

Prepecksged soft«*are .4 96,000 40,000 61 16 1 0 0

Who! eonputenteftwr i 30.000 20.000 25 7S 0 0 0

Mtgconpuen 3 12,000 10,000 54 46 0 0 0

Rodtotelephane eormun 3 2,600 2,500 0 2 49 49 Q

Bionew conaiilng 2 1.000,000 600,000 100 0 0 0 0  j
Custom progmmnng 1 300.000 300,000 100 0 0

0 0  1
H^^suppfy Mfviee 1 250,000 250,000 100 0 0 0 .  0 I
Computer ̂ «tem des^i

Nonphyiicat reeesrrt)

1

1

200,000

70,000

200,000

70,000

so

100
-

0

0

0

0

so

D

0

0

Wlwl <Ace equipmeni 1 10.000 10J>00 100 0 0 0 0

Mtgieliigflieulequp 1 iflOO 1,000 - 0 0 50 0 "so
Employment agency 1 750 750 100 0 0 0 o' 1
Wtvl nrvtce paper 1 250 250 100 0 0 0 0  1

Whol niac pntsn eqpt 1 250 250 100 0 0 0 0  '

Tfuck lettaMeasing 1 SO SO too 0 0
- - • !

0  1

. OOierPgynierMCategoriea
1
' ■

Category Total Received Total OoDar Amourts Largest high Credit

Cosh experiences 41 $4,650 $1,000,

Paymtft reconl irltnown 0 0 0

UrfwueUe conniau 1 7S0

Placed lor Ccltection 2 0 0

Detailed Payment History [

Dote Reported PojAng Record HIghCredH Now Owes Past Due Sefling Terms L^Sflle

wtthdn(mon9a)

0ctol3er2018 Ppt $5,000 $0 $0 NM 4-5

Ppt-9o«r30 400,000 200,000 15.000 NTA ■  '-1 '
Pp(^9ow60 2^ 1,000 0 NU

;

1  1

(OW) 1,000 0 0 Cashacoxn ^ 1
<0QS)8eddebt 250 2S0 250 N/A 1  '

(006) 250 0 0 Cashaccoirt 1

(007) -  250 0 0 Cashaccouit
i

(008) 100 0 0 Cash account 4-5

SeptentMr2018 Ppt , .

Ppt

800.000

200,000

700,000

40,000

laooo

0

N/A

N60 1  '

ppt 70,000 0 0 WA "  '2-3 !
Ppt 60,000 20,000 0 tVA 1  i

-

Ppt
•

45,om 35,000 0 . NM 1  (
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^  J
Ppt

45,000

20,000

20,000

0

0

0

NIA

NM

-  - -

1

2-3

1! 1. Z "l - ' is.cro 0 "o" HtA

_ . .. .

10.000 5.000 0 NiA 1

... i._. 5,000 0 0 • UiA 4-5

ppt 5,000 0 0 NIA

'2.OT 777,7.®. nwT 1

^  7 1,000 0 0 NIA 1

•  -W* * S-.V
' i.oob 0 NIA 1

pp« 250 0 0 NX 2.3

7  '-.1 ko 0 NIA 1

Ppt-^tOMTlS 10,000 10,000 1,000 NIA 1

Ppt-9cM30 35,000 35,000 35,000 2-3

Ppt-StowX 5,000 5,000 5000 NIA 1

Ppi-SkwOO

SowlV ■

t.'oo6

200,000

"so

1,0(»

200000

50

"Tbbo"

100,000

50

nIa

NIA

nia'
1

Slow 45^ 2,S00 2,500 2,500 NIA

Slow45^ 250 250 "  •" 2S3 NIA

(Q34)nM«d lor ccBection 5,000 5,000 5,000 NIA

(03S)naced lor ccflecttan 1,000 1,000 . 1.000 NIA

(036) 250 0 0 CBshacnxnt 1

(03^ 7 ..,","7 ' 7. 50 0 "o Coshaecowt 1

(038) 50 0 0 Cesh account 6-12

.<039)_ ' . 0 0 0 Cash account
-i. . ,

(040) 0 0 0 Cash account 1

August 2018 jwi) " ■ 100 0 *0 Cash account i'l2
(042) 50 0 0 Caahaccomt 6-12

Jiiy2018 .fm. 7. ;_.7 . . 250,000 0 p_ N£A 1

(044) 100 0 0 Caahaccomt 1

(04S) 100 0 0 Caahaccomt 1

(046) 50 0 0 Caahaccomt 6-12

Juw^lS 300,000 ^,000 30,000 NIA 1

(048) 50 0 0 Caahaccomt 1

Miy2018 (W9)' ' / ' SO ' 0 "o Cash account 1

(050) 50 0 0 Caahaccomt '  ■ 1 i
1

(051) ■ ■ 50 0 0 Caahaccomt
1

2-3 '

(0S2) 50 0 0 Caahaccomt 2-3 1

(053) ' " ■ SO 0 ® : Caahaccomt 1

(054) SO 0 Caahaccomt 1  .

(OK) SO 0 0 ' Cash account 'l j
Aprt2018 PK 7,500 0 0 ! NIA 1  '

>pi iooo 0 0 j NIA '.1 i
(058) 100 0 0 1 C^aah account 1 1
(058) 100 0 0 j Cash account 1 '
(060) 100 0 0 Cash account 1

(061) 100 0 0 Cash account 1  -
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MwT:h2018

F«Bnttry2018^

Januarr2016

May 2017

AfMiTOM

Oyentocf 2016^

N(MCiinberai6

September 2016

<0O)

ff«4) _

.W " ,
(t»)

(OCT)' "

Ppt_

SkwrX

11
Slciw3O«0

m

Ppt-Stew90

^90

Pp«

fPt.

Pp»

Ppl-SlmOO

so ' ~ 0 0 CasheecoieV 1

so 0 0 Cash account 4^

Si 0 0 Caahaccoirt 4^

50 0 0 Cashaccout 1

50 .  0

. . .

Cashaceoift 1

15,000 0 0 N/A 1

_1,D00 -P. _ ~o" NMi_

20,000 0 0 N/A 6-12

sti "b o" Cnaheccbwa 1

100,000 0 0 N/A 6-12

7a 0_ 0 Caaheco^ 1

4s,ax 10,000 0 NIA 1

K.OOO P- 0 N/A^ 1

0 0 0 N/A 1

a» — P. 0 t12

a 0 0 N/A 6-12

750 " 0 ■ -5' . .

6-12

so 50 so N/A 6-12

Unas <ha«n h i«d m 30 or mera tfiyt bcjond Mrmi

Payment expertencet reflect how lAi are met in reiatianlo the terms Rented. In aome inetenees payment beycnd term* can be tee reatii or dteputel
over mercbendiae. afcipperj irvatcea etc.

Eacb experience chown ia from a separatB suppler. Updated trade ecperiencaa replsca those praviotaly reported.
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Deloitte's Publications and Thought Leadership
The following is a list of recent publications and thought leadership highlighting Deloitte's perspectives
and insights on the use of data analytics and technology among States, health plans, pharmacies, and other
stakeholders to improve prevention arid treatment among those struggling with opioid addiction and in .
their communities.

Stralogies for stemming
the opToid crisis

Deloitle Center for Health

Solutions

InsldeMcdicalUadility

77if Challenyinv Task ai'
Sigmmiiiif Ooioid Abuse 1^0141

Inside Medical Liability
Magazine

«tnMftM »cmm ti aiM*

m Siraievics to Comh<u Rx

■■lAitsv Hnirlr'mie - An hniiivr '.v
Persoeaiye (2014)

com.

Deloitte Center for Health
Solutions

11
//■?»• 10 IMnUfxyr-ipilu-

OnioUFi)iJcmicl20l6)

ttHmt .HiM—^ iifcm

rh^ fVitr Ivdinxi

pUvsici;

Tag OnioiJAbuse Eoidemic

Physician Insurer Magazine

f  lo/l|

PODCASr - I'acinv ihe Onioid
Eoidemic - An Eco\\-\u-m

Aoro-oc.ch 10 ti H'icked Prohiem

Deloitte University Press

MM t ftnrrMw >M (•■•■•■acMlim:
tawMM W« Mm iMaia M MM

BenefitsPro

liTsiitcMcdicariialiiTitv

77ig Challeneine Taskol'
Siemminr OoioidAhtA.^e ly/ldi

Inside Medical Liability
Magazine

DololtU.

tb* rmpcal or in« ham
(Vfiul tiniincra|>n can

ctkin^f liinrM^ pDThar/

77ic Hosoimi oPthe Future
nor).

Deloitte Center for Health
Solutions

r-V?
y=!f:r-

Aliernoiives-Avoidint

Claims Magazine

Figure IX-115. Deloitte's Publications and Thought Leadership.
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Additional Project Implementations Similar in Size and
Scope to X Project
The following is a table of current and prior implementations similar in size and scope of X project:

/

IProject
jOate

Client Project Description •
\

Solution Type

X State of Wyoming Data analytics platform (AFES) to help prevent,
predict, detect, and monitor Fraud, Waste, and Abuse
in the State's Medicaid entitlement program

Fraud, Waste,
and Abuse

Analytics

X Centers for Disease

Control

Providing software programming and engineering

support and expertise to modify the Data Collation
and Integration for Public Health Event Response
(DCIPHER) platform to incorporate additional
functionality to assist with surveillance and
prevention efforts within the National Center for
Injury Prevention and Control (NCIPC)

Advanced

Predictive

Analytics

X Food and Drug
Administration

Supporting the FDA's International Mail Facilities
(IMF) program by enabling inspection of
international mail shipments for illegal opioids and
fentanyl

Advanced

Predictive

Analytics

X Drug Enforcement
Administration

Leveraging predictive analytics, commercial and
federal data analysis, and social media exploitation
capabilities to provide tactical support to DEA's
Division of Diversion Investigative Diversion
Taskforce

Advanced

Predictive

Analytics

X Military Health
System

Providing clinical policy development,
pharmacovigilance analytics, performance
management, and resource allocation

Strategic
Planning

X Centers for Disease

Control

Providing project management, governance,
communications, grants management, performance
measurement, and financial management support to
help CDC organize and manage an influx of $350M
for the opioid crisis

Strategic
Planning

State of Ohio Creating strategic stakeholder engagement strategy to Opioid
improve service delivery Ecosystem

Stakeholder

Engagement

Drug Enforcement
Administration

Providing dedicated BIS practitioners and tools, as
well as a network targeting and data analytics
capability to support ongoing criminal investigations
of TDS teams

Advanced

Predictive

Analytics

-

Department of
Justice / Federal

Bureau of

Investigation

Providing a blended team of forensic accounting,
data analytics, and discovery support practitioners to
support for DOJ/FBI HCFSF case development and

Fraud, Waste,
and Abuse

Analytics
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Project Client .
Date

Project Description
i

Solution Type !
1

prosecution (many of which are involves opioid
fraud in Medicare Part D)

Commonwealth of

Kentucky
Identified ways to meet expanding service needs,
advance leading practices, and identify opportunities
to improve the quality of services through
stakeholder input, current state analysis, and strategic
planning for way forward

Strategic
Planning

State of Wisconsin Supported the State of Wisconsin to address
regulatory challenges to improve cost and quality of
delivering publicly-funded behavioral health services
in a large county

Self-Service
Access to

Resources

Eli Lilly/Pfizer Evaluated implications for prevention and treatment
of substance use disorders and HIV among people
who use drugs (focus in Ukraine, HIV project
researching at-risk populations)

Advanced

Predictive

Analytics

cvs Applied data science techniques and developed
analytic solution to enable faster, more reliable
detection of drug losses

Fraud, Waste,
and Abuse

Analytics

Centene Used predictive analytics to enable plans to facilitate
faster detection of patients exhibiting pill-seeking
behavior

Advanced

Predictive

Analytics

Centers for Disease

Control

Developed a dashboard prototype using data from the Advanced
Prescription Behavior Surveillance System (PBSS) to Predictive
enable CDC data scientists to analyze trends Analytics
associated with prescription drug overdoses

Commonwealth of

Massachusetts

Developed pilot model in the Commonwealth of
Massachusetts to identify and manage high risk
individuals across health payers and providers to
address addiction before it happens

Advanced

Predictive

Analytics

Commonwealth of

Pennsylvania
Created a solution in Qlik Sense that tracked the
prescription patterns of patients, pharmacies, and
providers at both an aggregated and individual level.
The solution incorporated the use of CIS analytics as
well as a national data model that could be used in

any state in the US that currently has a PDMP system
in place (48 of the 50 slates have one)

Advanced

Predictive

Analytics

Alkermes Supported the development of an engagement
strategy for usage in criminal justice setting to
address opioid addiction

Opioid
Ecosystem
Stakeholder

Engagement

State of Oklahoma Helped the state of Oklahoma to develop a Medicaid
demonstration waiver focused on serving individuals
with Substance Use Disorder

Medicaid

Waiver Support

Figure fX-116. Impiementations Similar in Size & Scope.
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State of New Hampshire
»-

Department of State

CERTIFICATE

I. William M. Gardner. Secreiarj' ofSlate ofihe Slate of New Hampshire, do hereby certify that DIILOrrri:. CONSUL'fING

LI.P i,s a Delaware Limited Liability Partnership regi.stered to transact business in New Hampshire on March 10, 2004. I further

certify that all fees and documents required by the Sccretar\' of State's oHkc have been received and is in good standing as far as

this oHlce is concerned.

Business ID: 467399

Certificate Number: 0004487780

©a

yA**

B&.

-9

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be afilxcd

the Sea! of the Stale of New I lampshire.

this 3rd day of April A.D. 2019.

William M. Gardner

Secretary' of State



CERTIFICATE

I, Gregory Spine, Director of Deloitte Consulting LLP, do hereby certify that:

1. 1 am a Director of Deloitte Consulting LLP, a Delaware limited partnership ("Deloitte
Consulting");

2. 1 maintain and have custody of a copy of the Memorandum of Agreement of Deloitte
Consulting and a list of the Principals/Directors of Deloitte Consulting assigned to the
Boston, Massachusetts Office;

I

3. I am duly authorized to issue certificates with respect to Deloitte Consulting and such
Principals/Directors;

4. I have attached hereto as Certificate Exhibit A, a certificate of authority setting forth the
authority of a Principal/Director of Deloitte Consulting to enter into and sign agreements in
the name of and on behalf of Deloitte Consulting;

5. Gregory Spino, is on the date hereof, a Director of Deloitte Consulting as referred to in
Certificate Exhibit A attached hereto;

6. As a Principal/Director of Deloitte Consulting, he is fully authorized on behalf of and in the
name of Deloitte Consulting to enter into and take any and all actions to execute,
acknowledge, and deliver the contract with the Slate of New Hampshire, acting through the
Office of the Governor, providing for the performance by Deloitte Consulting of certain
management consulting services, and any and all documents, agreements, and other
instruments (and any and all amendments, revisions, and modifications thereto) as he may
deem necessary, desirable, or appropriate to accomplish the same;

7. The signatures of Gregory Spino, as Director of Deloitte Consulting, affixed to any
instruments or documents described in or contemplated by the preceding paragraph shall be
exclusive evidence of the authority of said Principal/Director to bind Deloitte Consulting
thereby;

8. The certificate of authority of Deloitte Consulting attached as Exhibit A has not been
revoked, annulled, or amended in any manner whatsoever and remains in full force and effect
as of the date thereof;



9. The following persons, whose signatures appear below, have ̂ en duly appointed or assigned
to and now occupy the positions indicated below in DeloitteKfonsulting:

Gregg^^pino, Director
Deloitte Consulting LLP
Pittsburgh Office

loai

day of
ER,EQF, 1 have hereunto set my hand as Director of the Partnership this

,2019.

Gregory Spino

Massachusetts

COUNTY OF Suffolk

On this day of I ,2019, before me,6,
the undersigned officer, personally appeared Gregory Spino who acknewle^ed himself to be a
Director of Deloitte Consulting LLP, a Delaware limited partnership, and that he, as such
Principal/Director, being authorized to do so, executed the foregoing instrument for the purposes
therein contained, by signing his name thereto as Principal/Director.

IN WITNESS WHE^OF, I hereunto set my hand and official sea

My Commission Expires: V//■^7?^

d and official seaf-o ^

Notary Republic Q



CERTIFICATE EXHIBIT A

I, GREGORY SPINO, DO HEREBY CERTIFY THAT:

1. 1 am a Director of Deloitte Consulting LLP, a Delaware limited partnership ("Deloitte
Consulting").

2. 1 have custody of a copy of the Memorandum of Agreement of Deloitte Consulting and a list
of Principal/Directors of Deloitte Consulting assigned to its Boston, Massachusetts office.

3. Principal/Directors of Deloitte Consulting are fully authorized by the Memorandum of
Agreement of Deloitte Consulting to enter into and to take any and all actions on behalf of
and in the name of Deloitte Consulting to execute, acknowledge, and deliver contracts
providing for the performance by Deloitte Consulting of management consulting services,
and any and all documents, agreements, and other instruments (and any and all amendments,
revisions, and modifications thereto) as may be necessary, desirable, or appropriate to
accomplish the same.

4. Deloitte Consulting LLP has no company seal.

5. I am duly authorized to issue this Certificate.

IN WITNESS WHEMOF, I have h^upto set my hand as a Principal/Director of Deloitte
Consulting LLP thisT^ day o^^vJ)VLp , 2019.

OregorY/Opino

Massachusetts

COUNTY OF Suffolk

On thisi^ day , 2019, before me,
the undersigned officer, personally appeared Gregory Spino who acknQj^led^d fiimself to be a
Director of Deloitte Consulting LLP, a Delaware limited partnership, and thm he, as such
Principal/Director, being authorized to do so, executed the foregoing instrument for the purposes
therein contained, by signing his name thereto as Principal/Director.

IN WITNESS WHEREOF, I hereunto set my hand and^fficial

My Commission Expires:
Notary Repub

i"'-'«



CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DD/YYYY)

04/04/2019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the pollcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this cortlficato does not confer rights to the cortlflcato holder In lieu of such ondorsomont(8).

PRODUCER

Marsh USA, Inc.

1166 Avenue oi Ihe Americas
New York, NY 10036
Attn: reaieslate.cenrBquest@marsh.com

CN102871568-STND-GAWU-1&-19

CONTACT
NAME:

PHONE FAX
(AA: No. Extl: (A/C.No):

E-MAIL
ADDRESS:

INSURER(S)AFFOROINO COVERAGE NAIC*

INSURER A : Continental CasuaIN Comoany 20443

INSURED

(jeloitte LLP; Oetoltte & Touche LLP;
Oeloitto Consulting LLP; Daloiite Tax LLP; Oeloiite Services LP;
Deloitte Financial Advisory Services LLP;
DeioMe Transactions and Business Analytics LLP
695 East Main Street
Stamlord.CT 06901

INSURER B : N/A N/A

INSURER c : American Casualty Comaanv ol Readino. PA 20427

INSURER D: Vallev ForDB Insursncfi Comoanv 20508

INSURER E :

INSURER F:

COVERAGES CERTIFICATE NUMBER: NYC-010633984-01 REVISION NUMBER: 1

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

POUCY EFF
IMM/DD/YYYYl

POUCY EXP
IMWDOATYVYlTYPE OP INSURANCE

TTBtSC
INSD WVP

POUCY NUMBER
INSR
LTR

COMMERCIAL GENERAL UABILITY

CLAIMS-MADE OCCUR

a 6024588868 06/01/2018 06A)1/2019 EACH OCCURRENCE

■DiAMA'GE'TO"RERTED
PREMISES /Ea occurrence)

MEO EXP (Any ono py»oo)

PERSONAL S ADV INJURY

GENL AGGREGATE LIMIT APPUES PER:

POLICY Q 0 LOC
OTHER:

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGO

COM&iNe&SiMie UMIT
(E« Bccwenll

1,000,000

1,000,000
10,000

1,000,000

2,000,000

2,000,000

AUTOMOBILE LIABIUTY

ANY AUTO

eUA 6024588871 06A)1/2018 064)1/2019 1,000,000
BODILY INJURY (Par parson)

OVWEO
AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NON-OWNED
ALfTOSONLY

BODILY INJURY (Par acddant)
PROPERTY DAMAGE
(Par aecidanll

UMBRELLA LIAB

EXCESS LIAB

DED

OCCUR

CLAIMS-MADE

EACH OCCURRENCE

AGGREGATE

RETENTIONS
06/01/2019
06A)1/2018

064)1/2018

mmr
06/01/2019

06/01/2019

V  -PER
^ STATUTE

w
_ERWORKERS COMPENSATION

AND EMPLOYERS' UABtUTY
ANYPROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
II yas, datcrlba undar
DESCRIPTION OF OPERATIONS below

WC 6024588837 (AOS)

WC 6024588840 (CA)

WC 6024588854 (AZ.OR, Wl)
E.L. EAOl ACCIDENT 1,000,000

E.L. DISEASE • EA EMPLOYEE 1.000.000

E.L. DISEASE - POUCY LIMIT 1,000,000

Slop Gap (OH, ND,WA) GAP 6042880616 (OH. ND, WA] 06/01/2018 06/01/2019 1,000,000

DESCRIPTION OF OPERATIONS I LOCATIONS / VEHICLES (ACORD101. Additlorul Raniirks SetMduia, may ba itUchad If moia space la required)

NH Oepartmeni of Health and Human
Services
Alt: Nathan 0. White, Director, Bureau of Contracts and Procurement
129Ptea$ani Street
Concord. NH 03301-3857

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE
of Martf) USA Inc.

Robert A. Mazzaro 7e,-^^r- a. ■ y vr-

ACORD 25(2016/03)
©1988-2016 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



/KCORD EVIDENCE OF PROPERTY INSURANCE
DATE (MhVDO/YYYY)

04A)4/2019

THIS EVIDENCE OF PROPERTY INSURANCE IS ISSUED AS A MATTER OP INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE

ADDITIONAL INTEREST NAMED BELOW. THIS EVIDENCE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE
COVERAGE AFFORDED BY THE POLICIES BELOW. THIS EVIDENCE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE

ISSUING INSURER(S). AUTHORIZED REPRESENTATIVE OR PRODUCER, AND THE ADDITIONAL INTEREST.

AGENCY

Marsh USA Inc.

1166 Avenue of the Americas
Now York. NY 10036-2774
ARn: realestate.certrequestQmarsh.com

ON 10287156S-STND.PROP-16-19

PHONE
tA/C. No. E»tl:

FAX
tA/C. No):

E-MAIL
ADDRES.A:

CODE: SUBCODE:

AGENCY
CUSTOMER ID f:

COMPANY

SEE AnACHEO'

INSURED

Oeioine LLP: Oeioitte & Touche LLP:
Oeioins Consulting LLP: Deioltie Tax LLP; Deloltte Services LP;
Oeloiite Financial Advisory Services LLP;
Oeioine Transactions and Business Analytics LLP

695 East Main Street

Stamford, CT 06901

LOAN NUMBER

EEPECTTVE DATE

06/01/2016

POUCY NUMBER

See Attached

EXPIRATION DATE

06A)I/2019
CONTINUEO UNTIL

TERMINATED IF CHECKED

THIS REPLACES PRIOR EVIDENCE DATED:

PROPERTY INFORMATION

LOCATION/DESCRIPTION

Re: Property in the Care. Custody and Control of the Named Insuredfs).

THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD INDICATED.
NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
EVIDENCE OF PROPERTY INSURANCE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS
SUBJECT TO ALL THE TERMS. EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

COVERAGE INFORMATION PERILS INSURED BASIC BROAD SPECIAL

COVERAGE / PERILS 1 FORMS AMOUNT OF INSURANCE DEDUCTIBLE

'AH Risk' to Real and Personal Property. St.000.000 250.000

Valuation tor Real & Personal Property: Replacement Cost

Subject to Policy Terms, Conditions and Exclusions.

Other deductibles may apply per poBcy terms end conditions.

REMARKS (Including Special Conditions)

CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE EXPIRATION DATE THEREOF, NOTICE WILL BE
DELIVERED IN ACCORDANCE WITH THE POLICY PROVISIONS.

ADDITIONAL INTEREST NYC4)10634000-01

NAME AND ADDRESS

NH Department of Health and Human

Services

An: Nathan D. White, Director. Bureau of Contracts and Procurement
129 Pleasant Street

Concord. NH 03301-3857

AOOITIOr4AL INSURED

MORTGAGEE

LENDER'S LOSS PAYABLE LOSS PAYEE

LOAN#

AUTNORIZED REPRESENTATIVE

or Mirth USA Inc.

Manashi Mukherjee yA..

ACORD 27(2016/03) (£>1993-2016 ACORO CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



AGENCY CUSTOMER ID; CN102871568

LOC #: New York

/KCORD ADDITIONAL REMARKS SCHEDULE Page 2 of 2

AGENCY

Marsh USA Inc.

NAMED INSURED

Oebltte LLP; Deioitle & Touche LLP;
Oebitte Consulting LLP; Deioitle Tax LLP; Deloitta Services LP;
Oeloitte Financial Advisory Services LLP:
Oetoilte Transactions and Business Analytics LLP
695 East Main Street

Stamford. CT 06901

POUCY NUMBER

CARRIER NAIC CODE

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,

FORM NUMBER: 27 FORM TiTLEr Evidence of Property Insurance

Carriers:

Lexington Insurance Conrpany / Policy No. 25031628: (35%)

Liberty Mutual Plre Insurance Company I Policy No. YS2-L9L-44S835-028: (7.5%)

National Fire S Marine Insurance Company I Poflcy No. 42-PRP-000337-05: (7.5%)

Zurictr American Instiratrce Company / Policy No. PPR 0196216-02: (5%)

Continental Casualty Company / Poicy No. RMP 6014S49085: (5%)

Ace American Insurarrce Co. / Poicy No. CPA D36110284 012: (10%)

Alianz Global Risks US Insurance C^pany/ Poicy No. USP00027618: (10%)

XL Insurance America Inc I Poicy No. USOC006768PR16A: (11 %)

Westport Insurance Corporation I Policy No. NAP 2002593-00 (9%)

ACORD 101 (2008/01) <S) 2008 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Key Personnel Resumes

Enterprise Architecture Lead

Overview of Work History

has extensive Public-Sector experience designing and
delivering complex solutions that focus on creating business
value. He has focused on designing, building and deploying large-
scale human services solutions, including Data Warehouses and
Analytic platforms, Business Intelligence tools as well as common
client and master data solution. has deep experience and
understanding of how to architect and design a flexible and
extensible Enterprise Medicaid Data Warehouse that can evolve to

N

Wh

\ X;!"

20+:!!y of extensive Public

solutions

focus on creating business
value

single^^
Additionally, has worked with several states onl^eir AM
Payers Claims Database implementation and planning which^
required integration from dozens of payers and]^?-iBjsparate^ata
sources. Mn

His career has been focused on leveraging datajto drive
organizational change and support^new''businessiinitiatives|i|^ has
experience with cross agency perifpiroanc^rnajnageni^^^
clients track key performance metrics and^onitpr those;rnetrics
against outcomes. He has overseen^and .directed'several Medicaid
focused initiatives; building Medical Homes Platforms to support
providers, creating butTdled.payment metiiq,dologies to support
payment reform, implem^hting-au?6maied''f^^e^ forecast methodology to support the Medicaid budget
process, implementing a^^proa'^^jhtake all required data and manage the DUALs population. All of these
efforts have beeiTfocused on'^leveragini data and technology to support the business vision.

V'/i "s; !:>. "V-x — ——

Focus on creating large scale
Data Warehouse and Analytic
platform solutions

Understands the role of master

data management ancUneed to
create a singie-source-of-truth
that the business can trust

Edueati<m)il Baciigr^qu^
Boston Unlvers^y&tii,,,. yfcf Bachelor of Arts in Economics

' : .;iDelc)itte-.. 201.8 :.!? •-

.  ■. . ; Page Vl^i,df 29



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Project Name &
Type

Duration & Role

Wyoming
Department of
Health

Type; Enterprise
data warehouse

Implementation

Duration: 9 months

Rhode Island

Healthcare

Exchange

(HSRI)

Type: Enterprise
analytics

strategy

Role:

Oversaw the contract management activities and work with the client to align the project
goals and objectives. Worked with the client to define the vision for^the enterprise data
warehouse. Managed the team of analyst and developers to design, build.and test the
solution.

Duration: 12 months

Role:

Worked with the client to design the enterprisej^alytics strategy'^nd create a roadmap that
would extend beyond the current project. Led,tHe desi^jof the data^marts and aligned them
with specific business needs as prioritized b^the, client. Managed the;process to evaluate
and select the appropriate business inieljigence toolj^suite) Oversaw the requirements process
for the data marts, dashboards and reporting.^ncUonafity. Engaged the cross-agency
business owners, Medicaid, Depa^ent of;^ui5liclM^l^^,and the Rhode Island Quality
Institute to ensure alignment ai^-support for'uieir needs'.^

Metropolitan
Consulting
Corporation

Type: Enterprise
data warehouse

implementation

Duration: 12 years

—  Vs '.A -
Built and mainlained>a 20*HiTerabyte data warehouse that includes claims history and
eligibility infpmation^q^ about j .8 million members, covering over 12 years of claims
history. L^d^^the effort td'^chieve^fed^eral certification for the Decision Support System
(DSS){cpmpbnents.during^am Medicaid Management Information System (MMIS)
deployment. Coi'laborated wrth^usiness users, analytic teams and EOHHS IT to develop the
single busirtess intelligence platform serving over 1,500 users across-30 business units and
agenci«>Managed the"',,multi-year, $35+ million project budget, Drafted Bond Briefs and
>Adv^ce"Pl^nin^'Document (APD) for each project to secure Federal Government/ CMS
■^^dingi^^orkTd'closely with business users in all major EOHHS projects from project

inceptionto"ensure that their reporting and analytic requirements are met. Provided EOHHS
with a^Enterprise Reporting platform to manage reporting needs for all EOHHS-developed
applications. Drafted RFPs, managed vendor relationships, and managed contract

'"•deliveralltles. Developed several analytic applications including EHSResults, which was a
Govern'or's initiative for performance management and transparency in government

■^vRhode Island.^^^i'
Executive Office^
of Health and
Human Services

Type: Technical
analytical
architecture
design

i t
Duration: 41 months

>

Role:

Led the effort to engage several State Agencies in the Business Requirements process to
ensure the APOD supported their current and future analytic needs. Developed a proposed
future state architecture to support the overall project vision and business needs. Assisted
the State in the drafting of the RFPs for vendor selection and supported the entire vendor
selection process. Provided technical oversight and guidance to ensure the project delivered
a solid technical foundation while meeting the delivery timeline. Engaged with the Analytic
vendor to ensure the delivery of all analytic products aligned with business user needs.

Deloitte 201"8 Page VI-2of29 V



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Rhode Island

Healthcare

Exchange
(HSRI)

Type; Reporting
and analytic
solution strategy

Duration: 15 months

Role:

Led the engagement team to gather an understand of the current state capabilities of the
organization. Led JAD session to define business and technical requirements. Evaluated
alternate approaches to deliver analytics, both database and business intelligence solutions.
Oversaw the delivery of reporting and analytic environment to support current needs while
positioning the client to migrate to a more robust platform. Discussedjransition plan and
strategy with executive leadership on how to move forward with the next^phase of the
reporting and analytic solution.

Maryland

Healthcare

Quality
Commission

Type: Data

model designing

Duration: 15 months

Role:

S.

S. >1

vr.
Worked closely with the technical leads to ensure.th^solution a!igned.^|lh the business
needs. Oversaw the data model design to ensure'^the mqdel supporfed its;primary function
which was rapid query response to support an'aj^;^ics and"reporting. Provided guidance and
direction for the implementation of business intelligence environment and evaluated
various tools to ensure alignment withSusiriesSi^needs. Led thceTfort to implement a data
quality and reconciliation program^lJy worfeng''witlvth^cMent and the State's Division of
Insurance to create a formal process.

S'V

Certifications Held or Honors ̂ward^dk/^^
• Chartered Financial Analyst (CFA)^ NN

References
./I'lJ*' '•kX S;X. IJ

t' V - 1 ». V '.,JI",. !(.!

\

s

•Hi 4. >1 \

x:'i

'I.. H

V'N

Opioid Analytics Lead

Overview of Work History

Deioitte. '2018' • • Page VI-3 of 29- •



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RrP-2019-DPHS-19-DATAA

has significant experience managing and executing a
wide array of advanced analytic projects. Sean's most
recent advanced analytics projects include implementing a
Mission Graph solution for the Department of Homeland
Security (DHS) which enables DHS to identify, predict,
and prevent potential illicit crime and/or terrorist attacks
and supporting TSA build system-of-system models that
have driven more than 150 critical security-related

operational decisions. In addition, H has helped
implement a number of advanced analytics solutions for
federal clients including the Center for Medicare and
Medicaid Services (CMS), the State of Texas,
Immigration and Customs Enforcement, the Center for
Disease Control (CDC) and the Transportation and
Security Administration.(TSA). HI brings experience
delivering all phases of advanced analytics life cycle from
initial planning and strategy development through solution
implementation. 'S viewed a trusted advisor to his
clients in analytics and has helped numerous organizations
grow and expand their analytics footprint

Why

20+ years of experience in
leading mission-focused
cognitive and analytics
transformalion^projects

Viewed as a trusted advisor to

his clienT.'qnJhelpingjimprove
strategi^'d^cision making
through advanced-innovative

/analytical capabilities^.

/r^*^^Deloittc?Stnatibnal leader in
If X. \ s
^  Cognitive A'nal^ics ancj
'(jk Machine Learning

%
"  liliw k.

Educational Background
)V h,

University of Michigan
-v\ y-y ^ .

Bache[or'of Scienc^^m Computer Engineering

University of Michigan
"e .. X'K A y

e\ Bachelor ofScience in Mechanical Engineering

Northwestern University -flMcCormickJi^ N4^ter;bf Science in Manufacturing Engineering
College of Engineering^^

Northwestern University - Kel!ogg,['\

School of Management^i^j^^NJl^
Master of Business Administration

1  • \ '

"iJk. M

kx n'

•• -'Delbitte' 201,8 -  'Page, of 29;



STATE OF NEW HAMPSHIRE - Department of Health and Human Servicies
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Relevant Project Experience

Project Name
& Type

Duration & Role

Department of
State

Tvoe: Data

Transformation

Project)

Duration: 18 months

Role:

Served as the project manager for the Trafficking-in-Persons (J/TIP) office. The
J/TIP office publishes the definitive annual report for country",l^vel assessments of
performance on addressing human trafficking. The^^projec't^ijfocused on the
development of a python-based LDA model with ajava scrjpt.front end.that was used
to read an unlimited amount of text and automatically ot^ganiz^Jmo^SJi-M^
Standard "buckets" with relevance scoring appljed'to,^eyery'docujnen^.,Thi^''resulted
in a significant increase in the volume of infpnnation^n analyst could lake into
consideration, dramatically improving efficiehcy^and the;^ualit:)^ipf the J/TIP report.

Transportation
Security
Administration

Type:
Predictive

analytics and
data

visualizations

'SIv X\ ̂
Duration: 3 vears "'•iV Vx "Q)

Served as the project manager^^for ouri.TS^'r:in|tiative. Sirhilar to the needs of DHS,
Sean's focus at TSA was co^ndiicting ̂ serieso^^ data visualization, and
predictive analytics capabilities to better understanding theirTSA Pre/® Program.
Some of the key fact^tjiTSA analyzing focused on enrollment
demographics, forecas^ingSjv^ complaints, expanding their target
audience, and drivingJncreasecl'i,eiTfonrnenl. As part of this initiative a series of
dashboards wereijmplemented to'|Visualize key model outcomes and empower TSA
employeestt6'analyze,dataibn a near real time basis.

Transportation
Security
Administration

Tvdc: Rlskr'^i'i^''""-
based

modelling \\

■if %

"V\ X\ ■''ij'fi'/''
Duration: 'j'vears%

^Directly managedJiand led Deloitte's OSO (Office of Security Operations) Cargo
InspectioVin^^^ focused on developing the first ever risk-based model

vand'^algorithrStdesigned to flag suspicious cargo or packages for review and
inspection'..puring the initial month after the risk algorithm was implemented OSO
increased "seizure of illicit cargo by nearly 20% nationally while at the same time
reducing overall searches by nearly 7%.

CertiJlcations'HelB^r Honors Awarded

References

iDeloitte. 2018'^ • Page'y 1-5 of,29



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Project Manager

Overview of Work History

's N

rsr.

l'|:|i^years'of|exp<^icnce with
delivering datajreiated solutions

our proposed Project Manager, has over 14
years of experience in designing and delivering data
related solutions within the Public-Sector industry.
Currently, is the project manager for the
Enterprise Business Intelligence (EBI) project team
with The Slate of New Hampshire DHHS and leads
his team in Concord to build out the existing EBI

platform to include installation of analytics tools, ''''•;;i.,,^Bringl^ex^ from current
training, and designing and delivering data m^s Hampshire
analytics dashboards. He plans to extend tiis^'^ Vi|\ •^''Han'ds-on experience across the
experience from the EBI project and direct the^^arp. data analytics spectrum
to successfully deliver the project, f

Hhas focused across the data analj^ics spectrum toMnclu'de building analytics strategies,
data governance, and design and^delivefy.of fulPData Warehouse and Analytics platforms.

Educational Background
J'»Uj

"Vs. .III''.'

<f.v I*-' P
Prarie View A&M University

X\, 'X
"'•'Bachelor of Business Administration in Management
Information Systems

Relevant ProjecrExperience^
l-f

Project Name

&  \

"NIIX

Durationv& Role

111,,
Ne^|[
Hampshire
Department of
Health andlj^rii!
Human

Services

Type: HHS
Analytics
Platform

V'lli
l^'Duratldh: 7 months

ikole:
i'^Leading the effort to collaborate with the DHHS business users and the DoIT team ■
to perform platform and tool selection and installation of the EBI platform. Working
with the DHHS business users to incorporate multiple data sources into the EBI
platform and design and develop dashboards to allow for performance monitoring
across multiple programs. Managing the team responsible for training of the
Informatica Powercenter and Informatica Data Quality tools as well as Tableau
Desktop, Tableau Prep, and Tableau Server for the DHHS organization.

Ohio

Department of
Duration; 3 months

L Deloitte 20,18 ■ 'r-'- > •
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STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Administration

Services

Type:

Enterprise
Data

Governance

and Master

Data

Management

Rhode Island

Department of

Health and

Human

Services

Type: HHS

Analytics Data
Mart and

Dashboards '

Role:

Oversaw a team responsible for gathering Master Data Management (MDM)
requirements to master individuals across the Medicaid agency and Ohio Benefits
Management system to create a single identifier and master demographics across the
State. Led the Data Governance thread responsible for creating a data governance
strategy across the multiple agencies to create an Enterprise governance structure
for mastering individuals and providers.

Duration: 66 months

Role:

Managed a Data Analytics effort to design date'^arts>(^mbine-ali reconciliation
data sources, and build Tableau Dashboards^to-'support bo^^executives and data
analyst for the Health Insurance Exchange^(HlxVLed a team^responsible for data
conversion activities (to include capturingicontrol points, detailed validation, and
exception reporting). Led the designjand development oi^l095 reporting to both
CMS and the IRS. Managed the-derivS^Tan^'^inte^rpri reconciliation to facilitate
reconciliation efforts between'ftultiple'SaU tafge^s^^^^ a Financial
Management System, and 4 major It^suran^KCarriefs: Architected data extracts to
be provided out of the Integrateid^ligibility platform into the States Medicaid data
warehouse

Certifications Held or Honloxs^warded^
• Oracle Endeca Server 2.3/^^
•  Informatica Data Quality S.iShi,^

Teradata DecisionCast End^UsefTraining

• Informatica Powercenter
\  W

V

References^^,^

•h!-

/:

Deloitte -2018 Page VL7 of 29^



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - REP 2019-043/RFP-2019-DPHS-19-DATAA

ETL & Data Wrangling Lead

Overview of Work History

Wh

has over 16 years of Information Technology
experience. As a B1 and Analytics practitioner, he has led
engagements with the focus on system integration, data
strategy, business and IT alignment, business value
roadmaps, data integration, big data and analytics strategy,
and enterprise implementations.

By using his global and cross-industry experience with a
strong business acumen and planning and execution skills,

has led and successfully delivered many data
analytics implementations across healthcare (state Medicmd
and commercial plans/payers), banking and financial
travel and hospitality industries.

He has hands-on experience with data integrationJ|jbi^i.ness
intelligence, configuration management^^lljty,assur^^
and project management tools. He is exp^rienced;m^pr6^i_ding4fechnical leadership and coordination of
software delivery activities including overajl requirements^'alysis, systems analysis, design,
integration, quality assurance, implementatioynd production support.

Educational Background

l6-l^<Years of Information

%Technolb^y experience across
''fe u 11i p I e^Bi'i an a^A n a I y t i cs

activities '■
V

Systems

Georgia Institute of Teciifeolo^sJJij'^ l^aster of Business Administration
NsSh.Government EngineerJngCbllegev ^ Bachelor of Engineering in Computer Science

(Bhopal, India)''^^^_^^ a
Relevan^Project Experience
Projwt Name s
& TyM

LouisiJnaJj^,
State Medicaidi^
System
Integration

Tvpe; Data
Repository and
Reporting
Delivery

^Duration & Role

' Duration: 7 months

Role:

Led the design and development of data repository and reporting work for the State
of Louisiana to integrate the identified Provider Management module with the
state's enterprise architecture (EA). Led the delivery of a centralized data repository
that enables the State to consolidate provider and future modules' operational data
over time to decrease reliance on individual module vendor's data storage. Designed
the wireframes and built Splunk dashboards to monitor the services and database
operations performance during the integration and data exchange. Led the

Deloitte. :\2018 :vPage'Vl-;8of29i'
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Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Health Plan

Type: Data

Repository
Implementation

State MMIS

and PBM

system

Type: Data

ManagemenLflrtg;
and B1 Strate^

vni,.

requirement and entire SDLC process to build data repository, dashboards and
analytical reporting.

Duration: 8 months

Role:

Led the strategic data lake implementation program within the finance organization.
Assumed end-to-end program accountability to provide cost-effective and high
value solutions to build a single unified data repository in Hadoop to support all the
financial data reporting and analytics needs to support strategicj^and compliance
reporting and data analysis. Led 30 person team, which included'''architect
(Data/Integration), project managers, developers, business^^alyst, a^d^' testers to
support end to end implementation including planning, requ|remem, dey^Iopr^ent,
quality assurance, scope management, risk assessm|nt, budget m^a^emehX,'a^^
resource utilization. Worked with the business^ajd its^ams t^d^e'iopithe Agile
delivery plan for the key functionality and data^He led the,requirement sessions,
design and development of data ingestion,'integration, conformance and enrichment
layers by leveraging big data technologie'Jf^d frarriew^rks within the Hadoop
ecosystem (Pig, Hive, Sqoop) and IBP^ Bi^Integrate^Liaised & coordinated with
different technology and service vendpr^jtq,sup the implementation. Worked
with different business team^a^'functional^SN^s!to define the common entities,
attributes and their inter-relatmji. Respons'ible ̂ "^developing and implementing
recovery plans for off-schedule^and'unanticiplated occurrences. Also responsible for
preparing periodic mana^ment and^ustomer reports and presentations. Tracked
project against its schedule,^ludget^nd^ope and periodic reporting status to IT and
business leadership te^.^ "NijX
Duration:.;!?.:!- years^'

Role: w %
"•ii>

l5ed>the data\man'agement and business intelligence teams that provided data and
^ai|ticS'S.oru{jonsani^technical/architectural direction for several multi-million-
:dpl]a^a^^^led^projects including MMIS, and Pharmacy Benefit
'i^'ana^ment(?BM) implementations and O&M support. Led the data management
strat^ (Hata Conversion and Interfaces) and implementation plans by working
with th'e.^Statie^ functional SMEs and application & reporting teams. Designed and

^delivered large and complex Enterprise Medicaid Systems and Decision Support
'''S5istern''for 3 States - NH, ND and AK in less than 18 months by leading the entire

flSDLC. Engaged with other project stakeholders through the entire SDLC to ensure
Ithat solution delivery is on-time, on-budget, on-scope and on-quality. Developed the
^reference architecture and reusable solution frameworks which reduced the data
ingestion and transformation effort by 30% for a state's Implementation. Helped in
streamlining the release management process which resulted in 80% reduction in
deployment/environment related defects and release issues by improving the overall
quality of the deliverables.

Certifications Held or Honors Awarded

• Project Management Professional (PMP)

•  Informatica

E Delditte ■T2018:- .Page;y[-9>6f29
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References

"K

... '^<1: #

V.S,

V
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Data Scientist Lead

Overview of Work History

Wh K

'Psi

W

■ — -Extensive exj^nence in

has extensive experience in healthcare analytics having
recently worked at IBM Watson Healthcare building
population healthcare analytic models. has a Ph.D. in
molecular physics from the University of Wisconsin and an
MBA from the University of Chicago Booth Business
School. He has spent the last five and a half years working
on various projects requiring insights into complicated ^ ^ ^
healthcare datasets. He has worked in population health <^'^^^ealthcaiJ^anaM
analytics and developed methodology for identifying .Hands-on exp^ience building
vulnerable patients and segmenting them into groups f^r Xx predictive analytics to identify
different interventions, recently working to build and refine;, *0. fraudl^^aste and abuse, and rank
substance abuse predictive models. At a leading payer, risk
worked in payment integrity, using predictive anal^ics to X >wS,ked on IBM Watson
,dent|ty fraud,^ste and abuse to identity and rank,prouder NK building population
risk. Recently ■ has worked with clients™jectsX Ni
projecting budget impacts, related to proj^am chanpsjv^
driving medical and pharmacy costs and-identifying^^rang^

tives to contain c^osts. In^a^ddition to-havimof possible alternatives having expertise with advanced statistical
methodology (factor analysis,.cruster^nalysisiJ^imensipn reduction, machine learmng, etc.) and
statistical/data manipulation'tools (R, S-^SjjSQL'^tHa& Python, Excel, etc.) H is experienced in
presenting results to internal an'Jjexte^al clients. He has a strong knowledge of the major issues facing
healthcare today and is excifed to tak? on rolesShat use both strategic and technical skills, in line with
his education whiclijncludes^oth alii^ly quantitative doctorate and a strategic and management-

Educatiofiai Black^o'un^''^
\''V

University of Chicago Boioth School of
0  ' w v;i
Business

x: 1 J! 1

Master of Business Administration in Strategic
Management and Analytic Management

\ V 'il-'''
University of Wisconsin Doctor of Philosophy in Molecular Physics

Brown Universiify Master of Science in Physics

University of Illinois Bachelor of Science in Mathematics and Engineering
Physics

Relevant Project Experience

Project Name

& Type

Duration <& Role
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Population
Health

Analytics
Program
Development

Tvpe: Health

plan analytics
implementation

Duration: 20 months

Role:

Technical team lead in developing programs for health plans needing sophisticated
methodology for identifying patients likely to be "vulnerable" (high-spend) in the
next calendar year. Designed and implemented methodology based on discussions
with subject matter experts (SMEs) who helped identify latent factors contributing
to high member spend (i.e. non-adherence to medication, safety issues,
susceptibility/demographics). The end result was a program that could be sold to
client health plans that would a) identify a list of likely vulnerable patients from
their population and b) recommend a relevant intervention to prevent^the potential
high-spend from materializing.

Payment
Integrity

Type:

Advanced

statistical

analytics
implementation

Duration: 18 months

Role:

Vi-r;

'kS.

SiTechnical team lead in developing advanced methodologiesVor^identifying
overpaid healthcare (medical and pharmaceutical) claims before they were paid out
(i.e. in "pre-pay"). Used advanced'Satistical techniques"'such as machine learning
(random forest, GBM, GLM, etc;) to^rhodeiyike'lihood of overpayment. Interacted
heavily with SMEs in variou^subject ̂ re^^to betf^||understand the root causes of
claim overpayment and use this,kno\vledge'lto^reate model variables to improve
predictive capability. Focused onjenh'ancing^sage of member data as complexity of
member claim histojy'correlates^wi^vproba^ility of claim overpayment.

Payer
Analytics

Type:

Predictive

analytics
implementation^

•9^

Duration: 15 month^^'
Xn

Role;

TeamQead for^ev^elbpin^'''^rediclive analytics capabilities for a subdivision of a
large prbfessiori'al!.,services firm using structured claims data (commercial.
Medicare, MedicaiS). Led projects for external clients throughout the project life
c)xfe,\ffom^qting project proposals, to implementing the modelling, to building
^res^tation decksVor the final deliverable. Projects included cost estimation for
emplpy^nhealth plans and estimation of cost savings due to baby boomer retirement
froni*the employer's workforce and possible replacement by younger workers. Led
intemal^development of analysts/consultants in the usage of advanced analytics

^software.
I . : y

Cert^cadonsjHeld or Honors Awarded
• ProfessionairAcademy for Healthcare Management (PAHM) certification by America's Health

Insurance Plans (AHIP)

• Fellow, Academy for Healthcare Management (FAHM) certification by America's Health Insurance
Plans (AHIP)
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References

N
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Training Lead

Overview of Work History

Wh

.1'

^^7
IQ^^ vears oPchanee''^

is a Senior Solution Manager specializing in Human Capital
- Organization Transformation (OT), Technology Adoption. She
has 19 years of change management, business process
reengineering (BPR), system testing, training, implementation and
operational experience with Government and Commercial clients.
She has led large teams through complex transformations where
she was responsible for organization transition planning, As-Is/To-
Be and gap analyses, system requirements gathering/validation, uuanic:>s
test planning and execution, training development and delivery, * ̂  N^eengin^enng (BPR) and training
knowledge transfer, implementation planning and support, and SiW experience*^
communications management. ^ W

fe-w xv experience leadingvWHL teams through complex
"^■^Jumning implementations

Educational Background y\
'WPennsylvania State University .fv \!\ Bachelorr of Science in Management and Human Resources
^

Rfi/fivant Protect Exn^rience

Project Name &
Type ^

Bullion i^Wle^''
Public Sector^--T--^
Project

TvDoPfocesstand
training deliverylv

, Vj

Duratlonr'l-3'months''

Role:

ResiDonsibl^for hiring and onboarding three waves of subcontractors for a total of 60
resources. Developed and delivered process and policy training followed by hands-on

^computer-based system training for three weeks for each wave of subcontractors,
^be^loped and delivered three proficiency assessments to gauge knowledge, retention,

and overall readiness prior to deployment to a production environment. Established
operational procedures to reduce application backlog through daily assignment tracking,
daily/weekly throughput targets, individual/team performance metrics, and overall Q&A
support. Reduced the application backlog by 80% from 14,000 to 3,000 within 5 months.
Developed and distributed daily and weekly executive status reports to communicate
progress.

Organization
Transformation -
Communications

Center of

Duration; 38 months

Role:

Responsible for establishing and delivering USDC-based projects for the Human Capital
OT practice (110 staff) in Mechanicsburg„PA and Orlando, FL. Worked closely with

Ddoitte 2018' Page V1-14qF29'.
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Excellence

(Deloitte)

Type:
Organizational
Transformation

Deloitte onsite team leadership to manage approximately 60 concurrent projects for
Government and Commercial sectors; project teams include various levels and range in
size from one to ten stafT..Focus areas included change management, training
design/development/delivery, end user support, communications, and multimedia
services. Additional responsibilities included oversight of the OT Communications Center
of Excellence (Comms CoE) with 12 resources (48 projects completed, 12 projects
currently) and the Actuarial & Insurance Solutions practice with 8 resources,

State Government

Client

Type; Business

Process

Reengineering

Duration: 60 months

Role:

Assisted state government client with business process reengineeringi^PR), application
design, development, testing, training, knowledge transfer, communications^ and
implementation of a custom application, which is used to trackjnte^^ted case^
management and service delivery for injured workers^.||Led thetbusinesstpr^cess^^
reengineering effort consisting of 13 staff through,.the identification^andl'do^ of
As-ls and To-Be business processes, gap analysisifrecommendatiohspnd requirements
validation. Activities included: development4Md4^nitation''ofiexecut^^^ visioning
session and project vision statement, planning, coordination, andjcomtnunication of nearly
100 client agency sessions and focus group'^sessions within four months, development of
226 As-ls and 121 To-Be process flows,using%dustryPrin^^^ of240 gaps
and recommendations, analysis ̂ d dpcum^totion|^pn and functional
requirements, and creation andifubmissionf^ffou^i^deliy which provide the
foundation for system designjjfrd developmien^activities

State Government

Client

Tvoe: Business

Process

Reengineering

i

Duration: 53 months-«fP!'!',-^^..

Assisted state gdvernmefrt'client with business process reengineering (BRP), application
design, developmentl^testing^trainin^ knowledge transfer, communications, and
implementation of a custom application to track integrated case management and service
deliveiy t j'morettlian 1 .'^^tmi.llion'citizens. Coordinated the evaluation and selection of the
team'sdeaminglrnanagemeritl'system (LMS) and authoring tool. With a team of 30 staff

"and traineh, managed the following activities: training logistics for more than 30 facilities
**^ro^the^tale, selection, management, and coordination of 26 trainers, training material
de^l(^m^t'Yor.»21 courses, statewide training delivery to 5,000 ̂end users through 300

!fcourse\)fferings;''ahd post-implementation support with more than 200 site visits.
V.'S.

State Goverriment

C1 ie n a j o r
Medicaid System^'s!!!]
Enhancement

iTvoe: TrainmE^-flj'iy
Liaison

DurationNTjlmonths
ii i[i

if
!-Role:i)'

"^sisted state government client with application design, development, testing, training,
and implementation of a major Medicaid eligibility system enhancement. Managed and
coordinated implementation related activities such as workflow process analysis, system
acceptance testing (SAT), end user training, and implementation planning and support.
Responsible for assisting the client training organization with: evaluation and
recommendation of pilot and statewide training approach and plans, development and
modification of client training materials for 7,000 end users, and coordination and
communication of updates regarding the training environment.

Certifications Held or Honors Awarded

N/A
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Non-Key Personnel Resumes

Senior Database (ETL)

Overview of Work History
W

has over 10 years of focused experience In Data Warehousing across diversified
industry domains like Insurance, Retail and Finance. ETL as her cor^kjllsetjss^^ is expert
in Informatica Power Center mapping development, installation, >p|atf^r;qn up^ijadje and
configuration. Worked on all phases of data warehous^^'^^evelopme^^^^ from
gathering requirements to testing, mentoring tearti, implementation,^l^an^
cut overs at customer end, maintenance and support.jijSife^has lead team (size 4-5) and
has worked as an onsite coordinator on Onsite-Offshore Model. A^yeJySinvolved in the
function design discussion for Medicaid. W. s?\.

Educational Background

Kallinga Institite of Industrial Technology Master of Computer Application

ilk

Biria Institute of Technology /3!"!iLBacheloi;pf Science in'Computer Application

it
Relevant Project Experience;^

Duration &lRoleProject Name &

Sik

Type

Private Sector

Type: ETL

Analyst/Onsitei^'^'
Coordinator k

h

Private Sector

Type; ETL

Developer

vv

. Xk , X'l:/
D u ra 110 n >2v5 yearsv

'''interactmg^with ufe to understand the Requirements. Prepare the High Level and Low level
Documenti^nd get the client sign off. On Client sign off, translate the Business Requirements
into code andinformatica mappings and work with the Control M scheduling team. Deploying
the codej'from DAT to PROD following the change management processes. Investigation of

ijJ^AJ^i<i^Production Issues. Involved in Performance tuning at source, target, mappings,
sessions, and system levels.

r

Duration: 2 years

Role;

Involved in Dimensional modelling (Star Schema) of the Data warehouse discussion. Prepare
the low level designs and develop the Data Warehouse code using Informatica. Standardized
parameter files to define session parameters such as database connection for sources targets,
last updated dates for Incremental loads and many default values of fact tables. Involved in
Performance tuning at source, target, mappings, sessions, and system levels. Used Control M
to schedule the Informatica jobs to execute as required.

E Deloitte. 2018t nPage. Vl-17pf29
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Private Sector

Type ETL

Developer

Duration: 1.5 year

Role:

Involved in analyzing the existing application and preparing the design document for the
Informatica mappings. Developed Informatica mappings and workflow based on the design
documents. Extracted the data from the Database table, flat files, excel and loaded into Data
warehouse. Provide support and assist to team members and also provided training on the
Informatica topics. Actively involved in the Informatica upgrade fromjnformatica Power
Center version 7,1.2 to Informatica Power Center version 8.5. 7.

Certifications Held or Honors Awarded

/• Oracle Certified Associate (OCA)

•  A1NS2I Property and Liability Insurance Principle Certification^^^^
•  LOMA Life Insurance Principle Certification
•  AWS Architect Certification (Year-2018)

i-r:irh

•iMU'

%

.A

7"

'•""Wi.Ll.i'"'
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Security Lead

Overview of Work History

A seasoned cybersccurity professional with over 13 years of professional se^ices and
consulting experience, brings strong subject matter experience^in application,
infrastructure & cloud security. ^
HH has extensive experience focused on design, architecture,^impleme^ntatioi^^X?''''
management of enterprise solutions with a focus on Cybersec^ty^has a deei^iinderslanding
of security and privacy controls across a wide spectrum of'regulations!|^d guidelines,
including but hot limited to NIST 800-53, HIPAA, IRS,J^675,^MARS-E^2^0^
He brings experience in Identity, Credentials and i^ccess'^Managerhent (ICAM) and has
worked on building several ICAM & cybersecuritjSjprogr^ ihdustries, using an array
of industry leading products from vendors like^rBM,'^Omcle'^,& HPE and CA.

^f. v\.has served state government clients for^e pa5t seven years and brings a strong
understanding of the Health and Human-seryices';y^rhin th^\tate government. Additionally,
he has served several clients within-theTmanm serA-jces-and consumer and industrial
products industries. Dipak also bring^strong database'|md3eling, data warehousing and
business intelligence skills from his.pribfilprofessional experiences.

.  x-1. sv LI

%

/'.'iii'"
Educational Background

•\\ vxy-i^'
University of Maryland Gollege^Park Bachelor of Science in Computer Science

Relevant

f'f
Project Name &

Department of\^<
Medlcald

Assistance r
"O'h. /

Services " /
(DMAS),
Virginia

Tvpe:

Integration
Services Solution

\\
Duration <& Role

.Duration: 7 months

Role:

Security architect for the Integration Services Solution (ISS) module of the
MMIS Modernization project. Designed the Identity, Credential, Access
Management (ICAM) solution using IBM Security Suite of products for the
platform. Responsible for the overall security of the solution delivered as a
software as a service (SaaS) solution, built in an IBM Cloud infrastructure.
Responsible for the regulatory compliance of the solution with NIST 800-53,
MARS-E 2.0 and Commonwealth specific security and privacy regulations.
Designed the Security monitoring and reporting use cases for Splunk for
Enterprise Security. Designed the solution for securing real-time web-services
using the IBM Datapower appliance. Led meetings with the department ClO and

L_ Deloitte 201'8 ^ Page VI-l9of29
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Department of
Health and

Human Services

(DHHS), State of
New Hampshire

Tvpe: Identity
Management

Solution

Department of
Human

Resources

(DHR), State of
Maryland

Tvpe: AWS

Security
infrastructure

the project managers across the program to discuss and elaborate on the security
solution as envisioned by the CISC. Managed the day to day operations of the
security team and responsible for managing the budget.

Duration: 38 months

Role:

Security program manager for one of the crown Jewel applications for the agency.
Solution architect for the Identity management (IdM) solution for the IE
application, responsible for the account life cycle managemeht^for both DHHS
employees/contractors and citizens using the application. Wrotejthe detailed
design specifications document for the IdM solution. M^aged seyeral security
work threads aimed at improving the overall security posture^f the department,
including security and privacy risk assessments,Security te|ting;^d^vulnerability
management activities, unstructured data management, thirdspmty risk>
management, security training developmeriti^djsasterVecover^^^^ plan
creation, testing and updates. Led the development of the^se^urity and privacy
compliance artifacts based on NIST 800^53 and i^il^RS-E 2'iQ; Served as the
security point-of-contact for the ISO and^tKeJntegra't^^Eligibility Program
Manager. Managed the day to^day^p^^ the security team and responsible
for managing the budget,

Duration: 10

Role:

months
sj'ii

I

NSl!\

i,

Security program manager for tfie MDiTHINK program, responsible for the
overall security''ofthe^infrastrucWe built on the Amazon Web-Services (AWS)
platformCjLed the ci^^,eIopment|Ip^^ security compliance artifacts based on
NIST 800^^53 setjpf ̂ c;urity\na privacy controls. Led the security,program that
included designing, implementing and managing services across identity and
Taccess^management (lAM), security event and information management (SEIM),
^application'^^^ testing, network security and regulatory
compMaric&>So|ution architect for the 1AM solution for the MD THINK
Ninfr^sthictur^piatform built upon Sailpoint IdentitylQ, ForgeRock Directory
Sei^ic«^(ppen DJ) and ForgeRock Access Management (Open AM). Led the
solution design for the SIEM solution for the platform built upon SPLUNK
Enterprise Security. Led meetings with the department CTO, the Deputy CTO

IlTandithe application team to draft a formal set of technical and functional
requirements for the project.

Pennsylvanialtilliii'-'

Liquor Control
Board (PLCB),
Pennsylvania

Tvpe: Identity

Management

Solution

Duration: 8 months

Role:

Solution architect for the provisioning automation project. Led a team of security
professionals responsible for the automation of the provisioning for Oracle e-
Business Suite and Oracle Store Inventory Management ERP applications
through IBM's Security Identity Manager. Led client meetings to draft the
technical and functional requirements. Wrote the detailed design specifications
document for the solution. Worked with the Department of Public Welfare

Deloitte- L  • -.;'r ;:v- -.'••VL: •:Page'Yr.20''bf2'9
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(DPW), along with PLCB to implement the project with cross agency
infrastructure. Managed the day to day operations of the implementation team and
reported on their progress along with communicating risks and issues to the
client. Responsible for managing the budget by preparing the project's financial
status every period & outlining the causes for deviations.

Department of
Health and

Social Services

(DHSS), State of
Delaware

Tvpc:

Authentication

and

Authorization

implementation

Duration: 18 months

Role:

Worked as the Lead Security Architect for the Integrated Eligibility (IE)
Modernization project built on the Microsoft .Net platform. Architected the
authentication/authorization along with the security fofthe_application's web-
service communications. Designed and documented the.iSecurit)^sol'ution
comprising of Oracle Identity Manager, Oracle Access Manager;'',Oracle;Adaptive
Access Manager, Oracle Enterprise Gateway^^d HP-,Arcsight^Facilitated
numerous conversations with the client educating the'm>on the^CMS and IRS
requirements around multi-factor authenticatioh^password-policy, session
timeouts, audit logging, reporting and'''i^d_^data us^e. Assisted the Information
resource management team in the^-preparatiOn of the^System Security Plan and the
information Security Risk Assessmen'trjMan'ag^^ the ITit.risk and compliance
work streams overseeing the^ompli&ce'iiScumentation, SIEM implementation
and vulnerability assessment efforts. Managed'the.bay to day operations of the
implementation team and rep^rte^n their>progress along with communicating
risks and issues t^th^client.^Responsible for-managing the budget by preparing
the project's financial status^ey^ei^^"^eno^& outlining the causes for deviations.

U-H,

Certifications Held or H(0^dr^.^wq^rded ̂
y ''vv /'\i

• Certified Information System Security'Rrqfessioniar
\'S. \"V 'S i'-

References

Si
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C inician

Overview of Work History

Experienced healthcare professional with a unique ability to bridge the gap between healthcare policy and clinical
reality. Eleven years of experience across management consulting, nursing, and nonprofit leadership.

X\

Educational Background fv "'V

Loyola University New Orleans Master of Science in''Nursing\ \

Northern Virginia Community College Associates of,^Science in.Nursing
S;\ \'N.

V

University of Maryland
''•KiN

BachelorJof'Ans.in^Health Policy and Communication

yX SN'-

Relevant Project Experience

Project Name &
Type

Duration & Role/"y y")

Centers for

Medicare &

Medicaid Services

Type; Data „

extraction

algorithm
implementation'

Du ration ir^Sjnonfhs^. 'v'i,. ,1

Role;, 'y /'>
Served^as clinical subject rhatter expert (SME) for Centers for Medicare & Medicaid

"Services'Civil Money Penalties Reimbursement Program (CMS CMPRP). Supported
'■'CMPRP-teciihical assistance and toolkit teams in delivering impactful targeted interventions
andVesoiirces-to'nursing homes. Within data analytics team, developed clinically sound

,!alg(^ithms and'lechnical specs for data extraction from CMS data sources.
PatienMFirst\)v
T  'CrTvoeiiDeliver ^4,
patientcare .

''v\
Duration:*-29 months

y<ole:i^'
ETTsured medical protocols are appropriately implemented and documented for all patient
visits and follow-up care at high-volume care center. Delivered preventive and emergency
care, clinical assessments, therapeutic interventions, and patient education. Supported
controlled substance and prescription medication distribution.

Centers for
Medicare &
Medicaid Services

Type: Clinical
SME

Duration: 120 months

Role:

Provided clinical SME and management support for CMS contracts including Home Health
Value-Based Purchasing (HHVBP), Heath Care Innovation Awards (HCIA) Hospital Quality
Performance Measurement (MIDS HMDM), and Medicare Care Choices Model (MCCM).
Served as SME for technical assistant teams, demonstration models, national roundtables.

Deloitte' 2018 ^  ̂ v: ,:PaSe vi-22 of29 - . -y



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

and quality measure development projects. Directly advised federal clients for federal, state,
and commercial healthcare projects.

Mission Life

Center

Type: Medical

clinic operations
oversight

Duration: 24 months

Role:

Engaged in strategic planning and oversight of all medical clinic operations for a primarily
homeless population with chronic comorbidities and addiction. Directed quality assurance for
a database of approximately 1,400 patients. Secured funding for provisions of medical care to
underserved populations. Recruited and developed teams to support clinic sustainability,
expand medical offerings, and launch community teaching initiativ^^

The National

Council

Tvpe: Medical

clinic operations
oversight

Duration: 18 months

Role;

Engaged in strategic planning and oversight of all*medicaj;clinic\perations..Directed quality
assurance for a database of approximately 1,400^ patients. Developed^a report on medication-
assisted therapy (MAT) for treatment of individual^with naixotic addictions including the
medical process, success and failure ratesfand controversies surrounding MAT. Conducted
literature reviews and focus groups wUh prim^ care physicians on Screening, Brief
Intervention, and Referral to Treatm^'fl^SBIRT-j^^ol efflcacV for identifying patients who
are at risk for illicit drug or alcohol deperi^dence.,.^'i!V

Certifications Held or Honors Awarded^ -

• Nightingale Award for Community Service>-<>u \.v

• Registered Nurse - Commonwealth of Virginia - Multistage^Privilege
• Advanced Cardiovascular Life Support andPediairic Advanced-'Life Support

References // M

\\ \

\ \>

/  ''0.1

S.

Cloud Analytics

Overview of Work History
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is currently the Head of Customer Analytics with Google Cloud Platform
implementations for the U.S. Public Sector. He runs all work that sits at the intersection of Cloud,
Marketing Analytics, and Google Data for the US. He led 400+ unique initiatives across the US
Government, leading marketing analytics efforts for the team for 4+ years, implementing improved
efforts for 100+ public health campaigns within CMS, CDPH, NY, DOH, CDC, FDA, SAMHSA, and
others. H was one of the four Search product experts for 2+ years on attribution between Search
and Web site analytics via Google Analytics. He consulted on marketing analytics for over 600 SMBs
to improve tracking systems for customer experience on site and feeding that back into media outreach.
He trained 50+ marketing analytics specialists in small groups across two languages, three countries,
four business units, and five sectors. He is fluent in Google Media stack for consu'mer and user data;
AdWords, DoubleClick, Google Analytics, Tag Manager, Search Console, etc.

Educational Background

Claremont McKenna College

Relevant Project Experience

•t.N \s ..
Bachelor of Arts iri^Goverriinent A-^Degal Studies

^ vr •--Dual Major!'(Jj^

^v'•. \\ N\

Project Name

& Type

Google Cloud
Platform

Implementation

Type:

Relationship
Management

Paid Media

Type:
Relationship,
Management's

Duration & Role V a

\ \

X.

Duration: 7 months

Role:
ON

Responsible for.all work that sitsj-al theMntersection of Cloud, Marketing Analytics,
and Google paU^ifqr t]ie'|,lJ|S Pubiicj^Sector. Big Data integration projects include
military gaming platfqnTis;i5ppioid''analysis, marijuana tourism, suicide prevention,
healthcafe^exchange^i'^ning^eS''that require deep insights from both Google and
the Gustomer\ XZ Vv

^Duration :\4 sye a rs \

iRole:v\

Senior Account Manager for the US Government team,, working with the US
Departmerit'of Health and Human Services, as well as all related State Government
entitieV'te-g- California Dept of Health), military clients (Army, Marines, Coast

iljGuardjilkc), and Civilian Revenue Agencies (USPS, Amtrak, etc). Led Google's
,^me'dia relationship with all US Healthcare Exchanges including operationalizing
Covered California's Search media and their attribution work leading to

■'CalHEERS, as well as Healthcare.gov, NY State of Health and a dozen others on
improving attribution and simplifying customer journey by improved attribution
processes. Managed a support team in Delhi that assisted with the technical
implementation of paid-media-to-UX design decisions, providing ongoing client
recommendations. Led integration efforts of Google Ad-backed data into clients
Web site and media attribution models.

Certifications Held or Honors Awarded
N/A

Deloitte • 2018. Page Vl-24 of 29



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

%

.r')

/7 \\(■{ ■ \:v

/ / '-IL''I. /\\V
X\ I

^ 4, V V

V\
\\ X\

\)v \\ ^Vs

"•■•ii >•■•'

E Deloitte 2018
'V V." -  ,. Page-VI-25.of29.



STATE OF NEW HAMPSHIRE - Department of Health and Human Services
Data Analytics Platform for Opioid Crisis
DHHS - RFP 2019-043/RFP-2019-DPHS-19-DATAA

Cloud Engineer

Overview of Work History

has over 10 years of experience at Google developing and implementing innoyati^, cost saving,
products and solutions for commercial and Public Sector customers. Most recently, H designed
Google's Maps Imagery program on Google Cloud Platform which has dellyere^d tens'b'f^millions of
dollars in cost savings for imagery to state and local geospatial agencies over^tHe;lasM years.
Simultaneously, Sean helped NBC Universal use Google Cloud and Maps Platfoms^pdauhch''t^^^ 2018
Jurassic World Alive mobile location based game at scale for minions^of^ajly us^ersnn'a."^^ role
at Google, H developed and implemented solutions for federal^D'efense'^^d Intdligence customers
to operate Google Earth on premises and in austere environments. Since 20I0i,^p|,has also spent a
significant portion of his time each year volunteering on Gopgje's Crisis.Response»team, where he
coordinates data sharing between sate, local, and federal agencies^and thp.public during major crisis

Educational Background V

Virginia Polytechnic and State
University

.Vs.-^..Master-df'Science'mvGeographic Information Systems

Virginia Polytechnic and State ^^*^ 8a N V/
Bachelor ofArts in Geography

Relevant Project E:yperiience^

Project Name
& Type

f K "H. •<- 4r- 1^ ''D .i't,

Duratioh^& RolCy
Sn, Vs

\\

Launching^^^"
"Jurassic r(
World-'AliveJs
. ,f;

mobile game Vs

\\
TvnePGooele

Cloud Platform^
implementation'^

^Duration: 1 1'months

.^Technical Account Manager for real-world gaming partners Ludia, Inc. and NBC
'''Uniyer^l for launch of "Jurassic World Alive" mobile game. Handled all technical
I'requirements for launch and developed several GCP based workflows for updating
^billions of real-world playable locations. Geo CE for Canada, Central and Eastern
US, and select top accounts.

Google Earth
Enterprise
Open Source
Launch

Duration; 12 months

Role:

Developed vision and go to market for GEE OS on Google Cloud Platform.
Coordinated GEE Partner activities and customer engagements to drive GCP
adoption, shared datasel ecosystem, and new pipeline for Google Maps Imagery
Sales.
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Tvoe: Market

strategy cloud
platform

Google Maps
Imagery Sales

Tvoe: Training

development

Duration: 12 months

Role:

Technical sales lead for relaunch of Google Maps Imagery Sales. Refined new
imagery offering and led partner enablement and training on the Imagery sales
process. Defined and delivered Go to Market training and tools^for partners. Helped
imagery partners double their sales forces and their respective pipelines for 2017.
Began Google Earth Engine trusted tester trials for State^nd Local'^agencies.

®  ̂ V W >v ii 'K »H.

Migrating
Google
Imagery
customers from

Google Maps
Engine to
Google Cloud
Platform

Tvoe: Cloud

Migration

Duration: 12 months <rs.

\\
Technical sales lead for migrating GoogleJmager^^-customefsTrom Google Maps
Engine to Google Cloud Platform. Trained-partnersVcoordinated internal teams, and
moved all active customers from 2,0!l:4,;jimagery^business>^^^ GME to GCP in Ql.
Provided cross product pre-saleSj^supporfTo^ Technology provider,
CartoDB.com, introduced them'to Godgle^Clou'dJPIa^ helped them migrate to
GCP and become a GCP customer. ̂  NX

Google Maps
Engine
Migration

Tvoe: Cloud

Migration

Duration: l2monthsv\ \\
W  \\

^0 \\ ):}
Role: MjV
Contributetfl'significantiyjb Google Maps Engine Migration efforts, focused largely
on usin^^Gooyi^eioud Pl&orm offerings as an alternative. Lead author for
Serving Raster Data^on Google Cloud Platform which served as technical
foi^atiOn.for^ooglgjImagery sales program in 2015.

Certifications Held or^Honors Awarded
■* « « 1 \ V.

\ \ "S 'Si '**1'
Gbofile Cloud Certified - Professional Cloud Architect
/ "ir"-' ® -S, V3

^:y
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Cloud Data Scientist

Overview of Work History

has over 4+ years of experience managing and executing a wide array of data engineering
projects. H's most recent projects include architecting and impl^enting a Googl^e^loud Platform
serverless data pipeline, ETL, and data warehouse, in addition, has helped implement a number
of data engineering solutions for federal clients including the design of linear.^re^essioi^^dels,fp(
optimization of high performance model serving, and data migration to^CoogleJCIoud^^^Bl^^rings
experience designing all phases of data engineenn^fe cycle from<-initiarpJanning,,strate^^,
development through solution implementation. is viewed .a trusted advisor to his clients in data
engineering and has helped numerous organizations grow andiexpand.lheir Dig]|dala'and analytics
footprint.

Educational Background
\

jf'i s. *'1,
Vs.

'I, • Ih'-'.. Tiw. \:'S

Temple University Bachelor of'Arts in^'Mahagement Information Systems
X"-. '^-3
XX.

Relevant Project Experience
A*'

\.''
X\

Xs

Project Name
& Type

Cloud

migrations to
Google Cloud
Platform

..--r'-r

Tvoe: Cloudy^"
— . r 1migration ^.1

-•^11

\

Technical

Solution Plan

Enablement

Tvpe: GDPR

assessment

Duration & Role

,/X

I'?
■'i. .S.

Durationitioh^Jli'l months'''^;|'V
^  \

Role: \\
Xrciiitected''customer'Cloud migrations to Google Cloud Platform. Advised federal,

vState^andl'ocal^jind commercial customers on data engineering practices
'"^■d^^migratibn,■'model creation, model serving, and Google Cloud pre-built
mocieUconsumption. Removed technical blockers from customer engagements,
whil^pVoviding industry best practices and solutions. Created of cloud-based data

mpipeline.POC environment with partner to quickly connect multiple data sources to
■^GOogle-Cloud Platform serverless data lake and'data warehouse solutions. Assisted
(Customers with implementing data analytics solutions using social media, custom
'data sources, and public datasets.

/•f
•s.

Duration: 3 months

Role:

Responsible for west coast GDPR data assessment structure and partnership with
3rd party vendor. Worked with 3rd party vendors to create analytics driven sales
pipelines for new and existing technologies. Supported commercial and Public
Sector client teams in pre-sales and RFP responses. Lead new sales pursuits and
solution architecture at a worldwide media company. Managed project teams to
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meet client deliverables, while creating value adds and additional sales
opportunities.

Ecosystem
Solution

Architect

Type: Cloud

migration

Duration: 16 months

Role:

Architected approaches and cost models for delivery and technology to position
engagement teams for new and existing clients. Focused on supporting client teams
engaged in devops, data engineering, cloud, and emerging technologies for delivery,
new pursuits, workshops, trainings, and client presentations. DeH:vered data, cloud
and container migration assessments, roadmaps, and implementation. Drove resale
and services for projects through our operating groups andTpa^ers.'Drove the^
creation of production beta offerings internally to create accelerators ahd';go.to'!'''
market solutions for our clients. Advisor to clients ""and clienf teams pn.lechridlogy
needs based on requirements, business strategy,'''goals^and expectations..Client
Account Lead (CAL) for a worldwide medja'cpmpany deliverihg.business growth
strategy work, addressing operational and administrative needs, while aligning IT
with business goals.

Certifications Held or Honors Awarded

• AWS Solution Architect Associate

• Nutanix Platform Professional

• Nutanix Platform Sales Engineer

• CCNA

• CCNA Security
•''' \

• Google Cloud ProfessionapGloud Architectv\

• Google Cloud ProfessionaPD^ta Engineer^|>j,^_ \;i
Certified Kubernetes Administfatq/(in Progress)

\ ̂

s
is

v\

y
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