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July 20, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorabie Executive Council

State House N

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Forests and Lands to enter into
a contract with Sovereign Sportsman Solutions, LLC (53) (VC #230940), Franklin, TN for an Online Fire
Permit System, with the option to renew for an additional 4-year period, upor approval of Governor and
Executive Council through June 30, 2024. No State is funding is required for this contract.

t
b

. EXPLANATION

In accordance with RSA 227-L:17, 11, a fire permit is required for any outdoor burning whenever the
ground is not covered by snow. Over the last 7 years, the Division of Forests and Lands (Division) has
been able to offer the online fire permit system managed by S3 as a way for landowners to obtain fire
permits. When a person acquires an online permit, notification is automatically sent to the Town Forest
Fire Warden so they are aware. The Vendor, S3, will receive a transaction fee directly from each
customer transaction. The system will ‘continue to incur no cost to the State. $3 will host the system in a
secure data center, meeting specified PCI standards. Through this online system, the Division will
continue to be able to track fire permits issued, post daily fire danger warnings, and send email
notifications to permitees and Town Fire Wardens which is a vital tool for the Division’s
communications. The Onlire Fire Permit System has proven to be valuable during the COVID-19
Pandemic by allowing individuals to obtain fire permits while maintaining safety and social distancing.

. The State desires to have S3 provide a commercial-off-the-shelf database-driven permitting application
available to the general public through the Internet. This application conforms to accepted: industry
standards and will securely allow the user to obtain fire permits and pay an appropriate transaction fee
using a credit card. S3 will develop, implement, host, and maintain the Division’s Internet-based permit
website. -

The current Online Fire Permit System has reduced printing éxpenditures for paper penﬁits provided to -

the permit issuers at no cost, by providing the paperless option. The system also enables the Division to
coilect statistical data pertaining to fire permits issued throughout the State. This system will allow local
departments and State forest rangers to be notified and track permits issued in their jurisdiction.

The option of contracting with the Department of Information Technology (DolT) to develop an on-line
fire permitting software application was not viable due to the costs involved. The Division has no
funding available to accommodate this project.

During Fiscal Year 2020, DolT assisted the Division with the development of a Request for Proposal
(RFP) to ensure that State standards are being met and that the technical and security issues that would be
essential to the success of the project have been addressed.
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On December 11, 2019, the Division issued RFP #2020-001 to seek a new contractor for the Online Fire
Permit System and S3 was the only respondent. Based on their performance over the past 7 years, we are
confident they will be able to meet our needs successfully.

DolT has approved this contract and the Attorney General’s Office has approved this contract as to form,
substance and execution. :

Respectfully submitted, Concurred, ‘ @
William T. Guinn ____~ Sarah L. Stewart

Acting Director : Commissioner



. DolT #2020-001

STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

{

Denis Goulet
Commissioner ) ,

July 16, 2020

Sarah L. Stewart, Commissioner

Department of Natural and Cultural Resources
Division of Historical Resources

State of New Hampshire

20 Park Street

Concord, NH 03301

Dear Commissioner Stewart:

This letter représents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract with Sovereign Sportsman Solutions, LLC.
(SB) Franklin, TN as described below and referenced as DolT No. 2020-001,

This is a rcquest to enter into a contract for S3 to provide a commercial-off-the-shelf
database-driven fire permitting application. S3 will be charging a fee per transaction and
will retain the funds from each transaction to develop, implement, host and maintain the
internet-based permit website.

The State is not expending any funds for this contract. The contract shall become effective
upon Governor and Council approval through June 30, 2024, -

A copy of this letter should accompany the Department of Cultural Résources’ submission to the
Governor and Executive Council for approval.

Sincerely,
for Denis Goulet

DG/kaf .

cc: Nicole Warren, IT Manager, DolT

"Innovative Technologies Today for New Hompshire's Tomorrow"



FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified 1o the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
. GENERAL PROVISIONS
I.__IDENTIFICATION. '
1.1 State Agency Name ) 1.2 State Agency Address
Department of Natural and Cultural Resources 172 Pembroke Rd, Concord NH 03301
1.3 Contractor Name | 1.4 Contractor Address
Sovereign Smrﬁman Solutions, LLC (S3) 4336 Kenilwood Drive
) Nashville; TN 37204
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number : '
‘ : June 30, 2024 See Exhibit C — No Cost
844-688-7133 : ) Contract
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
William Guinn 603-271-2214
1.1t Contractor Signature 1.12° Name and Title of Contractor Signatory
' Rob Walker, COO/CFOQ -
Date: :
_ )20 .
.13 State Agency Signature 1.14 Name and Title of State Agency Signatory
' Sarah L. Stewart, Commissioner
Soro MRS one 7[22[20

I.15 Approval by the N.H. Department of Administration, Division of Personnel {if applicable)

By: ?\\ﬁ : Director, On:.

1.16 Approval by the Atto General (Form, Substance and Exccution) (if applicable)

"M U Sy = 739300

1.17 Appr@@«ﬁy the Governor and Executive CouncilA (if applicable)

G&C [tem number: G&C Meeting Date:
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
("State”), engages contractor identified in  block 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Govemor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the partics hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date. all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this A greement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement Lo the
contrary. all obligations of the State hereunder. including,
without |imitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the

appropriation or availability of funding for this Agreement and .

the Scope for Services provided in EXHIBIT B, in whole or in
part. [n no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. [n the
event of a reduction or términation of appropriated funds, the
State shall have the right 1o withhold payment until such funds
become available, if ever, and shalt have the right to reduce or
terminate the Services under this Agrecment immediately upon
giving the: Contractor notice of such reduction o termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.,
5.1 The contract price. method of payment. and terms of payment

~are-identified and-more-particularly -descritied “in” EXHIBIT C

which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof. and shall be the only and the complete

Page 2 of' 4

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract ptice.

3.3 The State rescrves the right to offset from any amounts .

otherwise payable to the Contracter under this A greement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

3.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the tota) of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services. the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which imposc any obligation or duty upon the
Contractor, including, but not limited 10. civil rights and equal
employment opportunity laws. - In addition. if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws. .

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race. color, religion, creed, age, sex, handicap, sexual
orientation, or national origin'and will take affirmative action to
prevent such discrimination. :

6.3. The Contractor agrees to permit the Statc or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with ail rules, regulations
and orders. and the covenants. terms and conditions of this
Agreement.

7. PERSONNEL.

"7.1 The Contractor shall at its'own expense provide all personnel

necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified 10
perform the Services, and shall be ‘properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,

_administration or performance_ of. _this Agreement. --—.This-- -

provision shali survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

Contractor Initials «)k) ,
: Date Jyvlzn_



8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Comractor shall constitute an event of default hereunder {“Event
of Default™): - _ o

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may

take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
& greater or |esser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured.
terminate this Agreement, effective two (2) days afier giving the
Contractor notice of termination; o

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured.the Event of Default
shall never be paid to the Contractor:

8.2.3 give the Contractor a written notice specifying the Event of

Default and sct off against any other obligations the State may '

owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or )

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached. terminate the
Agreement and pursue any of its remedies at law or in equity. or
baoth. ‘ :
8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard ‘to that Event of Default. or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hercof upon any further or other Event of
Default on the part of the Contractor. : :

9. TERMINATION. :

9.1 Notwithstanding paragraph 8, the State may, at its.sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for
any -reason other than the completion of the Services, the

Contractor shall, at the State's discretion, deliver to the

Contracting Officer, not later than fifteen (i5) days after the date

of termination, a report (“Termination Report™) describing in_

detail ail-Services performed, aid the coniract price earned, to
and including the date of termination. The form. subject matter,
content, and number of copies of the Termination Report shalt
be identical to those of any Final Report described in the attached

" EXHIBIT B. In addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and
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submit to the State a Transition Plan for services under the
Agreement. ‘

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. ' ‘

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files. formulae, surveys, maps. charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic

_representations, computer programs, computer printouts, notes,

letters, memoranda, papers, and documents, all whether

“finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agrecment, shall be the property of the State, and -
shall be returned to the State upon demand or upon termination
of this Agreement for any reason..

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approva! of the State.

\ .
1. CONTRACTOR’S RELATION TO THE STATE. In the
performance of this Agreement the Contractor s in ail respects

.an independent contractor, and is neither an agent nor an

employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ ‘compensation or
other emoluments provided by the State to its employecs.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign. or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Conirol shall constitute
assignment. “Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party..together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voling
power of the Contractot, or (b) the sale of all or.substantially all
of the assets of the Contractor,

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State,
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a
party.

13, INDEMNIF ICA—:I'—ION Unless otherwise exempted by law,

the Contractor shall indémnify and hold harmléss the State. its
officers and employees, from and against any and all claims,

liabilities and costs for any personal injury or property damages, -

patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the

Contractor Initials «N
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Contractor, or subcontractors, including but not Iimi\ted to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 3. Notwithstanding the foregoing. nothing herein
contained shall be deemed to'constitute a waiver of the soveregn
immunity of the State. which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE. _ )

14,1 The Contractor shall, at its sole expense, obtain and
cantinuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance: :

14.1.1 commercial general liability insurance against all claims
of bedily injury, death or property damage, in amounts of not
less than §1,000,000 per occurrence and $2,000,000 agpregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein. in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shail be
on.policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers Jicensed in the State of New Hampshire,
-14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor. a certificate(s) of
. insurance for all insurance required under this Agreement,
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
- for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference.

15, WORKERS' COMPENSATION.
. 15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (~Horkers'
Compensation™}.
15.2 To the extent the Coniractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain. and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation jn connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contfacting Officer
identified in block 1.9, or his or her successor, proof of Workers®
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof. which shall be
attached and are incorporated herein by reference. The State
" shall” /ot be” résponsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers’ Compensation laws in  connection with the
performance of the Services under this Agreement.

3
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16. NOTICE. Any notice by a party hereto to the other party

. shall be deemed to have been duly delivered or given at the time

of mailing by certified mail. postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein. i

t7. AMENDMENT. This Agreement may be amended. waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Govemor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall

be governed, interpreted.-and construed in accordance with' the
laws of the State of New Hampshire. and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent. and no rule
of construction shal! be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiqtion thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control. ‘

20. THIRD PARTIES. The parties hefcto do not intend to
benefit any third partics and this Agreement shall not be
construed 1o confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain. modify. amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the artached EXHIBIT A are incorporated
herein by reference.

3. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary 1o any state or federal law, the remaining provisions of

this Agreement will remain in full force and effect.

4. ENTIRE AGREEMENT. This Agreement. which may be
executed in a number of counterparts.-each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.

Contractor Initials GJ{A)
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

The fotlowing general contractin

this document.

TERMS AND DEFINITIONS

g terms and definitions apply except as specifically noted elsewhere in

TERM

DEFINITION

Acceptance

Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is
performed.

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

| Agreement

A Contract duly executed and legaliy binding.

Attachment

Supplementary material that is collected and appended at the
back of a document.

Authorized Persons / Users

The Vendor's employees. Contractors, Subcontractors or
other agents who need to access the State’s Personal Data 1o
enable the Contractor to perform the Services required,

Breach of Security or Breach

Unlawful and unauthorized acquisition of unencrypted
computerized Data that matcrially compromises the security,
confidentiality or integrity of personal  information
maintained by a person or commercial entity,

“Breach” means the loss of control, compromise,
unauthorized  disclosure,  unauthorized acquisition,
unauthorized access, or- any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether

physical or electronic. Breach™ shall have the same meaning

as the term “Breach™ in section 164.402 of Title 45, Code of
Federal Regulatians.

State of NH Contract
Date: ?‘!\\iilﬂ
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS .
DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Business Hours

The Vendor's personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
forty (40) hour weeks, excluding State of New Hampshil}e
holidays.

Ce&iﬂcatlon

‘results as applicable) ‘that the Vendor has completed

The Vendor's written declaration with full supporting and
written Documentation (including without limitation test

development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review. -

Change Request/Ordér or CR

Formal documentation prepared for a proposed changed |
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Commercial Off the Shelf Software
(COTS)

Commercial off-the-shelf (COTS) is a term that references a
non-developmental computer software.

Corilpletion Date

‘General Provisions, Block 1.7)

End date for the Contract. (See Contract Agreement, P-37

Computer Security Incident

“Computer Security Incident” shall have the same meaning
“Computer Security Incident™ in section two (2) of NIST
Publication 800-61. Computer Security Incident Handling
Guide, National Institute of Standards and Technology, U.S.
Department of Commerce.

State of NH Contract
Date: - Hi|z0
Contractor’s [nitials QAA)
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIYISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Confidential Information

o

Information required to be kept Confidential from
unauthorized disclosure under the Coniract. “Confidential
Information” or *Confidential Data™ means all confidential
information disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation, Protected

Health Information and Personally Identifiable Information,

Confidential Information also includes any and all
information owned or managed by the Statc of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition s
governed by state or federal law or regulation. This
information includes, but is not limited to Personal Health
Information (PHI), Personally Identifiable Information (PI1),
Federal Tax Information (FTI), Social Security Numbers
(SSN), Payment Card Industry (PCI), and or other sensitive
and confidential information,

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Agreen;cnl

Part 1. 2, and 3. The'Documentation consisting of the P-37,
IT General Provisions, | T Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect

to the Scope of Work. :

Contract Conclusion

Refers to the conclusion of the Contract. for any reason.
including but not limited to, the successful Contract
completion. termination for convenience, or termination for
default. . .. ___. . .

Contract Documents

Documents that comprise this Contract. (See Part 2, 1T
Provisions — Section 1.1)

State of NH Contract
Date: Mo

Contractor’s Initials Ay
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES -
DIVISION OF FORESTS AND LANDS .
DNCR-2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Manager(s)

~

| Documentation. obtaining executive approvals, tracking

The persons identified by the State and the Vendar who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract

costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the
Contract Agreement. This amount is listed in Part |, P-37
General Provisions — Section 1.8: Price Limitation, as well
as Part 3, Exhibit B — Paragraph 2: Contract Price.

Contractor/Contracted Vendor

The vendor. whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Custom Code

Code developed by the Contractor specifically for this
Project for the State of New Hampshire.

Data

Is

State’s records, files, forms, Data and other documeénts or
infarmation, in either electronic or paper form, that will be
used /converted by the Vendor during the Contract Term.

Data Breach

The unauthorized access by a non-authorized person(s) that
results in the use. disclosure or theft of the State's
unencrypted Non-Public Data.

Deficiency (-iés)lDefects

A failure, Deficiency or Defect in a Deliverable resulting-in
a Deliverable, the Software, or'the System, not conforming
to its Specifications.

A Deliverable is any Written, Software. or Non-Software
Deliverable (letter, report. manual, book. other): provided by

Deliverable
the Contractor to the State or under the terms of a Contract
requirement. C '
Department | An agency of the State

Department of Information

The Department of [nformation Technology established

. S| R, spihghetob gy et £ | under RSA chapter 21-R by the "Legislature efiective
Technology (DoIT) September 5, 2008.
Documentation All information that d?sqrib'es the installation, operation, and
use of the Software. either in printed or electronic format.
State of NH Contract -
Date: _H\M|Ww
Contractor’s Initials “ﬁﬁ)
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DIVISION OF FORESTS AND LANDS
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Effective Date

The Contract and all obligations of the parties hereunder
shall become etfective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

The process of converting data to an unrecognizable or
"encrypted” form. It is commonly used to protect sensitive
information so that only authorized parties can view it. This
includes files and storage devices, as well as data transferred
over wireless networks and the Internet.

Enhancemeants

Updates, additions, medifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of Enhancements,

.Event of Default

Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder
(“Event of Default™):
a. failure to perform the Services satisfactorily or on
Schedule;

b. failure to submit any report required; andfor
¢. failure to perform any other covenant, term or condition
of the Contract.

Fully Loaded

Rates are inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car
mileage, and out of pocket expenses,

Governor and the fixecutive Council

The New Hampshire Governor and the Executive Council.

g Hosting Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of permitted users of the Software.

Hosting System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosting Services.

— R

- Identification and Authentication

Supports  obtaining " informiatiati ~about those parties
attempting to log on to a system or application for security
purposes and the validation of those users,

TImplementation

The process for making the System fully Operational for
processing the Data.

State of WH Contract
Date: L
Contractor’s lnitialse ;
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!

Implementation Plan .

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
“meeting of the minds™” on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement.

Invoking Party

In a dispute, the party believing itself aggrieved..

‘| Key Project Staff

Personnel identified by the State and by the Vendor as
essential to work on the Project. +

License

Rights to use the proprietary Software, Software Updates.
online and/or hard-copy documentation and user guides.

Licensee

The State of New Hampshire

Maintenance Release

Is a release of a product that does not add new features or
content.

National Institute of Standards and
Technology (NIST)

A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and
maintains measurement standards. It also has active
programs for encouraging and assisting industry and science
to develop and use these standards.

Non-Exclusive Contract

A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Data

Data, other than Personal Data, that is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute. ordmance or
administrative rule from access by the general publlc as
public information.

_ Non-Software Deliverables

R | 0 RS SOU o

Deliverables that are not Software Deliverables or Written

| Deliverables, e.g.. meetings, help support, Services, other.

State of NH Contract
Date: '4'|E IU)
Contractor's InitialsaI

Page 8 of 41



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

. DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later date. A NTE value, however, downward depending
on the changes in' the scope of work or in the associated
specifications.

Notice to Proceed {NTP)

The State Contract Manager’s written direction to the
Vendor to begin work on the Contract on a'given date and
time.

Open Data Foermats.

A file format for storing digital data, defined by a published
specification  usually maintained by a standards
organization, and which can be used and implemented by
anyone, ‘

Open Source Software

Software that guarantees the user unrestricted use of the
Software as defined in RSA chapter 21-R:10 and RSA
chapter 21-R:11. '

Open Standards

Specifications for the encoding and transfer of coniputer
Data that is defined in RSA chapter 21-R:10 and RSA
chapter 2i-R:13,

Operating System

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in 2 document that is Jower in the Order of Precedence.

Parties

The Contractor and the State of New Hampshire
collectively,

State of NH Contract
Date: 14|20

Contractor’s [nitials M
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Personal Dsata

!

“Personally Identifiable Information™ (or “PII™) means
information which can be used to distinguish or trace an
individual's identity, such as their name, social security |
number, personat information as defined in RSA 359-C:19,
biometric records, etc., alone. or when combined with other
personal or identifying information which is linked ot
linkable to a specific individual, such as date and place of
birth, mother's maiden name, etc.

Project

The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties
related hereto,

Project Holdback

Portion of payment ta a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencics
satisfaction.

Project Management Plan

A document that describes the processes and meth\odology
to be employed by the Vendor to ensure a successful project.

Project Manager(s)

The persons identified who shalt function as the State’s and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff

State personnel assigned to work with the Vendor on the
Project.

Project Team

The group of State employees and Vendor's personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance

.| with the Work Plan on time, on budget and to the required

Specifications and quality.

Proposal

The submission from a Vendor in response to the Request
for a Proposal or Statement of Work,

Review

The process of Reviewing Deliverables for Acceptance,

Review Period

The period set for Review of a Delivcra>ble. If none is
specified then the Review Period is five (5) business days.

State of NH Contract
Date: '#Ilj]u

Contractor’s [nitials M
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The dates described in the Work Plan for deadlines for

Schedule performance of Services and other Project events and
activities under the Centract.
Servi The work or labor to be performed by the Vendor on the
ervices Project as described in the Contract.
Softw All Custom, SAAS and COTS Software provided by the
oliware Vendor under the Contract.
Software Deliverables All Custom, SAAS and COTS Software and Enhancements.

Software License

Software-as-a-Service (SaaS)

Licenses provided to the State under this Contract.

The capability provided to the State 1o use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, ‘storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Solution

The Solution consists of the total Solution, which includes,
without limitation, Software and Services. addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor. )

Specifications

The written Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal. the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards. subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications

.are, by this r'ef'erence,.ma.dera part-of-the Contract as though-

completely set forth herein.

State of NH Contract
Date: Ml
Contractor’s Initials eN\)
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State Data

Ali Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
electronic manipulation of any Data that was created by or
in any way originated with the State, whether such Data or
output is stored on the State’s hardware, the Contractor's
hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor,

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from July 1st
through' June 30th of the following calendar year.

State Project Leader

State’s representative with regard to Project oversight.

State’s Confidential Information

State Data and information and Confidentiality regardless of
its form that is not subject to public disclosure under
applicable state and federal laws and regulations, including
but not limited to RSA Chapter 91-A: Access to Government
Records and Meetings.

State's Confidential Records

, At Access to Governmental Records and Meetings.

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 91-

\
State’s Project Manager (PM)

State’s representative with regard to Project Managément
and tcchnical matters. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables. invoice sign off, and Review and approval of
a Change Request (CR). :

Statement of Work (SOW). ... .. "] and design requirements, the roles and responsibilities of the

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance

State and the Vendor. The- Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving,

—p = ————

State of NH Contract
Date: 1] H I (¥
Contractor’s Initials WM)
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Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor.

Support Services

| The maintenance and technical support services provided by

Contractor 1o the State during the Term of the Contract.

System

All Software, specified hardware, dnd interfaces and
extensions, integrated and functioning logether _ in
accordance with the Specifications.

System Maintenance

The various forms of computer or server maintenance
required to keep a computer system running properly.

Technical Authorﬁation

Direction 10 a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Period of the Contract from the Effective Date through

Term Contract Conclusion or termination. )
A plan. integrated in the Work Plan, 1o verify the code (new
or changed) works to fulfill the requirements of the Project.

Test Plan It may consist of a timeline, a series of tests and test Data,

test scripts and reports for the test results as well as a tracking
mechanism.

Transition Services

| Services and support provided when the Vendor is

supporting system changes.

Vendor/ Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the

"] Services and Deliverables.of the Contract,

Supports the confirmation of authority to enter a computer

Verification .
atio system application or network. ‘
The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, thé
Warranty defective item without cost to the buyer or user. It also

delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period

A period of coverage during which the Vendor is respofisi_ble
for providing a guarantee for products and Services
delivered as defined in the Contract,

r

State of NH Contract
Date: '+| lle’
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Warranty Release

Code release that are done‘d.uring the Warranty Period.

Warranty Services

The Services to be provided by the Contractor during the
Warranty Period.

Work For Hire

1 Work created or prepared by contracted personnel within the

scope of their employment, or a work specially ordered or
commissioned for use as a contribution to a collective work.
Such work is considered the sole property of the State.

Work Hours

Vendor personnel shall work normal business hours between
8:00 a.m. and 5:00 p.m., eight (8) hour days, forty (40) hour
weeks, excluding State of New Hampshire holidays.
Changes to this schedule may be made upon agreement with
the State Project Manager. State holidays are: New Year's
Day, Martin Luther King Day, President’s Day, Memoriat
Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,

tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or

participate on each task.

Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Remainder of this page intentionatly left blank

State of NH Contract
Date: Wi
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INTRODUCTION

This Contract is by and between the State of New Hampshire. acting through New Hampshire Department
of Natural and Cultural Resources for the benefit of the Division of Forests and Lands (“State™), and
Sovereign Sportsman Solutions, LLC, (“*Contractor™). having its principal place of business at 4336
Kenilwood Drive, Nashville, TN 37204,

Sovereign Sportsman Solutions is a provider of automated eGovernment Services.
RECITALS

Whereas the State desires to have the Contractor provide a unique state solution. for New Hampshire to
issue Fire Permits, and associated Services for the State;

Whereas the Contractor wishes to provide a unique solution for New Hampshire to issue online fire permits
for the State.

o

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1.  Contract Documents

This Contract Agreement 2020-001 DNCR Online Fire Permits is comprised of the
following documents: .
A. Part 1 - Form P-37 General Provision

B. Part 2 — Information Technology Provisions
C. Part3 - Exhibits |

Exhibit A — Special Provisions

Exhibit B ~ Scope of Services '

Exhibit C - Price and Payment Schedule
Exhibit D — Administrative Ser:vices -
Exhibit E — Implementation Services

Exhibit F — Testing Services

Exhibit G — Maintenance and Support Services
Exhibit H — Requirements

State of NH Contract
Date: F{IM|L0
Contractor’s lnitialsaF )
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1.2,

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit I - Work Plan

Exhibit ] — Software Agreement

Exhibit K — Warranty and Warranty Services

Exhibit L — Training Services

Exhibit M — Agency RFP with Addendums, by reference
Exhibit N — Vendor Proposal, by reference

Exhibit O - Certificates and Attachments -
Order of Precedence

[n the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

i.  State of New Hampshire, DNCR Contract Agreement 2020-001. including Parts
[, 2, and 3.

il.  State of New Hampshire, DNCR 2020-001 Online Fire Permit System RFP dated
December 19, 2019. '

fii.  Sovereign Sportsman Solutions Proposal Response to DNCR 2020-001 Online
Fire Permit System dated February 14, 2020.

2. CONTRACT TERM

2.1

2.2,

2.3.
2.4,

The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties. and the receipt of required governmental approvals, inciuding,
but not limited to, Govemor and Executive Council of the State of New Hampshire
approval (“Effective Date™). '

The Contract shall begin on the Effective Date and extend through the date indicated in
Part 1, P-37 General Provisions - Block 1.7: Completion Date. The Term may be extended
up to June 30, 2029, (“Extended Term") at the sole option of the State, subject to the
parties prior written Agreement on applicable fees for each extended term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the State. .

The State does not require the Contractor to commence work prior to the Effective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to

- --Proceed;-such-work-shall be-performed at the sole risk of the Contractor. If the event ihat

the Contract does not become effective. the State shall be under no obligation to pay the
Contractor for any ¢osts incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract.

State of NH Contract
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Time is of the essence in the performance of the Contractor’s obligation under the

25,
Contract.

COMPENSATION

3.1.  Contract Price
The Contract Price is identified in, Part !, P-37 General Provisions - Block 1.8: Price
Limitation. Method of payment and terms of payment are identified and more particularly
described in Part 1, P-37 - Section 5: Contract Price/Price Limitation/Payment, and Part 3
— Exhibit C: Price and Payment Schedule.

3.2. Non-Exclusive Contract
The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items. or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors. except that the
Contractor shall be responsible for any delay. act. or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its
obligations under the Contract. The Contractor shall be responsible for managing the Project to
its successful completion.

4.1.

Contractor’s Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is: -

Rab Walker, COO/CFO

Sovereign Sportsman Solutions

4336 Kenilwood Drive

Nashville, TN 37204

Tel: 615-610-3762

Email: rwalker@s3gov.com

State of NH Contract
vy
Contractor’s lnitialsa )

Date:
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N

4.2.  Contractor’s Project Manager

4.2.1.

4.2.2.

4.2.3.

4.2.4.

42,5,

The Centractor shall assign a Project Manager who mects the requirements of the
Contract. The Contractor’s selection of the Project Manager shall be subject to
the prior written approval of the State. The State’s approval process may include,
without limitation, at the State's discretion, review of the proposed Contractor's
Project Manager’s resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor’s Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for ali administrative and management matters. The Contractor’s

‘Project Manager shall perform the duties required under the Contract, including,

but not limited to, those set forth in Part 3 — Exhibit I: Work Plan, Section 2:
Contractor Roles and Responsibilities. The Contractor's Project Manager must be
available to prompily respond during normai Business Hours within two (2) hours
to inquiries from the State, and be at the site as needed. The Contractor's Project
Manager must work diligently and use his/ her best cfforts on the Project.

The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparabie or greater skills than of the Contractor's Project

Manager being replaced; meet the requirements of the, Contract; and be subject to

reference and background checks described above in Part 2 — [nformation
Technology Provisions, Section 4.2: Contract Project Manager, and in Part 2 —
Information Technology Provisions, Section 4.6: Reference and ‘Background
Checks, below. The Contractor shali assign a replacement of the Contractor's
Project Manager within ten (10) business days of the' departure of the prior
Contractor’s Project Manager, and the Contractor shall.continue during the ten
(10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager,

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a
Contractor Project Manager meeting the requirements and terms of the Contract.

Contractor Project Manager is;

Ashley Grubbs

State of NH Contract
Date: ""IN[U’
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43.°

Sr. Project Manager
4336 Kenilwood Drive
Nashville, TN 37204
Tel: 615-610-3755

Email: agrubbs@s3eov.com

Contractor’s Key Project Staff

4.3.1. The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in the RFP and further defined within this contract.: System Requirements
and Deliverables-Vendor Response Checklist. The State may -conduct reference
and background checks on the Contractor's Key Project Staff. The State reserves
the right to require removal or reassignment of the Contractor’s Key Project Staff
who are found unacceptable to the State. Any background checks shall be

< performed in accordance with Part 2 — Information Technology Provisions.

Section 4.6: Background Checks.

4.3.2. The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor’s: Key Project Staff will. not be unreasonably withheld.
replacement of the Contractor's Key Project Staff shall have comparable or
‘greater skills than of the Contractor's Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements-and Deliverables and be subject

to reference and background checks described in Part 2 — Information Technology

Provisions, Section 4.6: Reference and Background Checks.

4.3.3.  Notwithstanding any other provision of the Contract to the contrary, the Stare

shall have the option to terminate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is

dissatisfied with the Contractor's replacement Project staff,

433.1. The Contractor Key i’rojcct Staff shall consist of the following-'

individuals in the roles identified below:
Richard Bonazzoli, CTO
RBonazzoli@sigov.com

]

State of NH Contract

Date:
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615-610-3764

Mr. Bonazzoli will assign, direct and manage other staff as required.

- 44. State Contract Manager

The State shal assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

Chief, and/or designee

New Hampshire Forest Protection Bureau

Tel: 603-271-2214

4.5.  State Project Manager

45.1. The State shall assign a Project Manager. The State Project Manager's duties
shall include the following:
a. Leading the Project;
b. Engaging and managing all Contractors;
¢ Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;
e, Invoice sign-offs; )
- f. Review and approval of Change Request: and

g. Managing stakeholders® concerns.’
4.5.2.. The State Project Manager is:

Chief, Forest Protection Bureau
172 Pembroke Road
Concord, NH 03301

- 603-271-2214

State of NH Contract ,
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4.6.  Reference and Background Checks

4.6.1.

4.6.2.

The Contractor shall conduct criminal background checks and not utilize any
staff, including Subcontractors, to fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up'to | year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the importance of securing the State's

information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The
State shall maintain the ‘Confidentiality of background screening results in
accordance with Part 2 — [nformation Technology Provisions, Section 11: Use of
State’s Information. and Confidentiality.

5.  DELIVERABLES

5.1.  The Contractor's Responsibilities

5.1.1,

The Contractor shall be solely responsible for meeting all requirements. and terms
and conditions specified in this Contract, regardless of whether or not a
Subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the
Contract, including but not limited to, the terms and conditions in the Contract
Agreement. The Contractor must submit all information and documentation
relating to the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
petformance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the
Contract.

5.2.  Deliverables and Services

The Contractor shali provide the State with the Deliverables and Services in accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Part 3 - Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service,
the Contractor represents that it has performed its obligations under the Contract

_ associated with the_Deliverable or Services. -
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3.3.  Non-Software and Written Deliverables Review and Acceptance

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review. the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 — Exhibit
B: Scope of Services. The State will notify the Contractor in writing of its Acceptance or
rejection of the Deliverable within five (5) business days of the.State’s receipt of the
Contractor's written Certification. 1f the State rejects the Deliverable, the State shall
notify the Contractor of the nature and class of the Deficiency ‘and the Contractor shall

- correct the Deficiency within the period identified in the Work Plan. [f no period for the
Contractor’s correction of the Deliverable is identified, the Contractor shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5} business days to review the Deliverable and
notify the Contiactor of its Acceptance or rejection thereof. with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of time. the State may, at its option. continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at law and in equity.

5.4. Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 — Exhibit F:_ Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation
set forth in the Contract. and particularly described in Part 3 - Exhibit J: Software Agreement.

7.  SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1.  Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
_.. Contract, and particularly described in Part 3 — Exhibit D: Administrative Services.

State of NH Contract
Date: |

Contractor's Initials Yl ; ‘
Page 22 of 41



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

7.2

7.3.

74.

7.5.

- 7.6,

Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Part 3 — Exhibit E: Implementation Services.’

Testing Services

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularty described in Part 3 — Exhibit F: Testing Services.

Maintenance and Support Services’
The Contractor shall provide the State with Maintenance and support Services for the

Software set forth in the Contract, and particularly described in Part 3 — Exhibit G: System
Maintenance and Support.

-

Warranty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
- and particularly described in Part 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 — Exhibit L: Training Services. '

8. WORK PLAN DELIVERABLES

8.1.

8.2.

8.3.

The Contractor shall provide the State with 2 Work Plan fthat shall include, without
limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule. '

The initial Work Plan shall be a separate Deliverable and is set forth in Part 3 — Exhibit I:
Work Plan. The Contractor shail update the Work Plan as necessary, no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, Deliverables, major milestones, task dependencies, and payment
Schedule. Any such updates to the Work Plan must be approved by the State, in writing,
prior to final incorporation into Part 3 — Exhibit I: Work Plan. The updated Part 3 —

- Exhibit I:-Work-Plan; as approved by the State, is incorporated herein by reference. -

Unless otherwise agreed in writing by the State, changes to the Part 3 - Exhibit - Work
Plan shall not relieve the Contractor from liability to the State for damages resuiting from
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8.4.

8.5.

8.6.

the Contractor’s failure to perform its obligations under the Contract, lncludmg wuhout'
Ilmntatlon performance in accordance with the Scheduie, :

In the event of any delay in the Schedule. the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken to correct the problem; and the
expected Schedule impact on the Pro_|ect

In the event additional time is required by the Contractor to correct Dcﬁciencies. the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Contractor’s failure to fulfill its obligations under the Contract. To the
extent that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dzssatlsf' ed with the Vendor's Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

2.1,

9.2.

9.3.

!
The State may make changes or revisions at any time by written Change Order. The State
originatcd changcs or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor's receipt of a Change Order,
the Contractor shall advise the State, in detail. of any impact on cost {e.g., increase or
decrease). the Schedule, or the Work Plan.

The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
attempt to respond to the Contractor’s requested Change Order within five (5} business
days. The State Agency, as' well as the Department of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an Agreement in writing,

All Change Order requests from the Contractor to the State, and the State acceptance of
the Contractor’s estimate for a State requested change. will be acknowtedged and
responded to, either acceptance or rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1.

Software Tltle

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title. and rights in any Software

State of NH Contract

Date:

¢

2N

Contractor's Initials a),.)

Page 24 of 41



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR -2020-001 ONLINE FIRE PERMIT SYSTEM

10.2.

10.3.

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

modifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors’ special utilities. The Contractor shall
license back to the State the right to,produce, publish, or otherwise use such
software, source code, object code, maodifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Contractor be precluded from developing for itself, or for
others, materials that are competitive with, or similar 1o, Custom Software,
modifications developed in connection with performance of obligations under the
Contract. In addition, the Contractor r shall be free to use its general knowledge,
skills, experience, and any other ideas, concepts, know-how, and techniques that
are acquired or used in the course of its performance under this agreement,

States Data and Property

All rights, title and interest in State Data shall remain with the State. All data and any

property which has been received from the State or purchased with funds provided for that

purpose under this Agreement, shall be the property of the State; and shall be returned to
the State upon demand or upon termination of this Agreement for any reason. The
Contractor shall not access State user accounts or State data, except:

a. in the course of Data center operations;
b.  inresponse to service or technical issues:
¢.  asrequired by the express terms of this Contract; or

d.  atthe State's written request.
Contractor’s Materials '

10.3.1. Subject to the provisions of this Contract, the Contractor may develop for itself,
or. for others, materials that are competitive with, or similar to, the Deliverables.
In ‘accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential [nformation,
The Contractor shall be free 10 use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
- Information by the Contractor employees or third paity consultants engaged by

the Contractor. :
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10.3.2. Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hampshire.RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and petit juries: records of parole
and pardon boards; personal school records of pupils; records peitaining to
internal personnel practices, financial information, test questions, scoring keys
and other examination data use to administer a licensing examiration.
examination for employment, or academic examination and personnel, medical,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

10.4. State Website Copyright
WWW Copyright and [riellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>, including copyright
t0 all Data and information, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the State's copyright.

10.5. Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shail provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
“This section does not.apply to the Contractor's proprietary Software code.

-

10.6. Survi\;'al

This Contract Agreement Part 2 - Information Technology Provisions, Section 10:
Intellectual Property shall survive the termination of the Contract.

11.  USE OF STATE’S INFORMATION AND CONFIDENTIALITY

11.1.  Use of State’s Information
In performing its obligations under the Coritract, the Contractor may gain access to
information of the State. including State Confidential Information. “State Corifidential
Information” shall include, but not be limited to, information exempted from public
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11.2,

disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (scc e.g. RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of. or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Contract.

State Confidential Information

11.2.1. The Contractor shall maintain the Confidentiality of and protect from
unauthorized use, disclosure, publication, . and reproduction (collectively
“release™). all State Confidential Information that becomes available to_the
Contractor in connection with its performance under the Contract, regardless of
its form. '

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
[nformation shall not include information which:

a.  shall have otherwise become publicly available other than as a result of
disclosure by the receiving party- in Breach hereof’

b.  was disclosed to the receiving party on a non-Confidential basis from
a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a'result
of an obligation in favor of the disclosing party: '

¢ isdeveloped by the receiving party.indcpenden;ly of, or was knowr by
the receiving party prior to, any disclosure of such information made _
by the disclosing party: or

d.  is disclosed with the written consent of the disclosing party. A -
receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State. ’

11.2.4. In the event of the unauthorized release of Siate Confidential Information, the

Contractor shall immediately notify the State. and the State may immediately be

- entitled to pursue any remedy at law and in"equity; including, but nof limited 1o,
injunctive refief. .
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12.

11.3. Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all mformanon it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the’ 'State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to’State
and federal laws governing disclosure of information including. but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identified Confidential Information insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to. RSA
Chapter 91-A: Access to Government Records and Meetings. In the event the ‘State
receives a request for the information identified by the Contractor as Confidential. the
State shall notify the Contractor and specify the date the State will be releasmg the

. requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor’s information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor’s sole responsnblhty and at the Contractor§ sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State

" shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor.

11.4. Survival

This Contract Agreement — Part 2 -- Information Technology Provisions, Section 11, Use
of State’s Information, and Confidentiality, shall survive termination or conclusion of the

Contract.
LIMIT[ATION ‘OF LIABILITY
12.1. State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — Part 1, P-37 General Provisions -
Block 1.8: Price Limitation.

12.2. -States Immunity—~- - - -—

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the Staté, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.
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12.3. Survival

This Contract Agreement Part 2 — Information Technology Provisions. Section 12:
Limitation of Liability shall survive termination or Contract Conclusion.

13.  TERMINATION

13.1. Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Default hereunder (“Event of Default™):

Failure to perform the Services satisfactorily or on Schedule;

b.  Failure to submit any report required; and/or

c.  Failure to perform any other covenant, term or condition of the Contract,

13.1.1. Upon the occurrence of any Event of Default, the State may take any one or more,
or all, of the following actions:

Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied in the
absence of a greater specification of time. within thirty (30) days from
the date of notice (“Cure Period™). If the Contractor fails to cure the
default within the Cure Period, the State may terminate the Contract at
its sole discretion, treat the Contract as Breached and pursue its
remedies at law or in equity or both,

Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contractor.

Set off against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of
Default.

Treat the Contract as Breached and pursue any of its remedies at law or

. in equity, or both, I oL Ll

Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related
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to the replacement of the Contract and procuring the Services from
another source, " such as costs of competitive bidding, mailing,
advertising. applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contract.

13.1.2. The Contractor shall provide the State with written notice of default, and the State
shall cure the default within thirty (30) days.
‘ j
13.2. Termination for Convenience

13.2.1.  The State may, at {ts sole discretion, terminate the Contract for.convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
{ of a termination for convenience, the State shall pay the Contractor the agreed
upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the date of termination for which no separate price is statcd
under the Contract shall be paid, in whole or in part, generally in accordance with

Contract Part 3 - Exhibit C: Price and Payment Schedule, of the Contract.

13.2.2." During the thirty (30) day period, the Contractor shall wind dowri and cease
Services as quickly and efficiently as reasonably possible, without performmg
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.

13.3. Termination for Conflict'of Interest
13.3.1. The State may terminate the Contract by written notice if it determines that a
- conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

13.3.1.1.  In such case. the State shali be entitled to a pro-rated refund o:f any
* current development, support, and maintenance costs. The State shall

pay all other Contracted payments that would have become due and -

payabie if the Contractor did not know or reasonably did not know
of the conflict of interest.

( . 13.3.2. In the event the Contract is terminated as provided above pursuant to a vno]auon
by the Contractor, the State shall be entitled to pursue the same remedies agalnst

- = 7r° - ~the Contractor as it could pursue in'the event of a default of the Cantract by the

Contractor.

P

I
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13.4. Termination Procedure

13.4.1. Upon termination ‘of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated. - . :

13.4.2. Afier receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall:
8. Make available to the State any post-termination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the SLA;

b.  Stop work under the Contract on the date, and to the extent specified,
in the notice;

¢.  Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to.the work which has been
terminated and settle &ll outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with: the approval
or ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section; :

d.  Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State as an interest;

e.  During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i.  In the event of termination of any Service or Agreement in
entirety, the Contractor shall not take any action 1o
intentionally erase any State Data for a period of:

t N .
® 10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.

* 30 days after the Effective. Date of termination, if the
termination is for convenience.

/ ® 60 days after the Effective Date of termination, if the
termination is for cause.

p er ton Is dor , .-
f.  Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the

State;

- -
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g.  Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

b.  Assistin Transition Services. as reasonably requested by the State at no
additional cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any. State Data and shall thereafter, unless legally prohibited, deiete atl State Data
- in its Systems or otherwise in its possession or under its control;

8. Transfer title to the State and deliver in the manner, at the times, and to
‘the extent directed by the State, any property which is required to be
furnished to the Staie and which has been accepted or requested by the
State;

b.  The Contractor shall implement an orderly return of State Data in a
CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data;

¢ The Contractor shall securely dispose of all requested Data in all of its
forms, such as disk, CD/ DVD, backup tape and paper, when requested
by the State. Data shall be permanently deleted and shall not be
recoverable, according to National Institute of Standards and
Technology (NIST)-approved methods. Certificates of destruction
shall be provided to the State; and

d. Provide written Certification to the State that the Contractor has
surrendered to the State all said property.

13.5. Surviva_l —~

This Contract Agreement ~ Part 2 — Information Technology Provisions, Section 13:
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor. its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Comractér. its
successors or assigns for such period of time as determined necessary by the State; or immediately
terminate the Contract without liability to the Contractor. its successors or assigns.

—— - . a—- g Lt e

15.  ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
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15.2,

15.3.

Such consent shall not be unreasonably withheld. Any attempted transfer, assigriment,
delegation, or other transfer made without the State’s prior written consent shall be nutl
and void. and may constitute an Event of Default at the sole discretion of the State.

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcentractors, or other transferees (“Assigns™) are used,
unless otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of full obligations and tiabilities of the Contract, any
permitted assignment, delegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
to the State against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters, including payment of any and all charges
resulting from the Contract. '

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 — Information Technology Provisions, Section 14:
Change of Ownership, the State shall have the option to continue under the Contract with
the Contractor, its successors or assigns for the full remaining term of the Contract;
continue under the Contract with the Contractor, its successors or assigns for such period
of time as determined necessary by the State; or immediately terminating the Contract
without liability to the Contractor, its successors or assigns.

16, DISPUTE RESOLUTION

_ 16.1.

16.2.

16.3.

Prior to the‘filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the “Invoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party’s right to any
other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places. between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resoive the dispute:

. The allotted time_for. the first level negotiations shall-begin on the date the Invoking

Party’s notice is received by the other party. Subsequent allotted time s days from the
date that the original Invoking Party’s notice is received by the other party.

State of
Date:
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TABLE 16: Dispute Resolution Responsibility and Schedule Table
LEVEL CONTRACTOR STATE | CUMULATIVE .
POINT OF CONTACT POINT OF CONTACT ALLOTED TIME

Primary | Rob Walker, COO/CFOQ Forest Ranger Captain Five (5) Business Days
First Eric Richey, CEO Chief, Forest Protection Ten (10) Business Days

Bureau

Sarah Stewart ; ;
Second | Richard Bonazzoli, CTO . Fifteen (15) Business

: Commissioner DNCR Days

17. DOIT GENERAL TERMS AND CONDITIONS

17.1.

Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter “Information™), the Contractor understands and agrees to the following rules:

Every Authorized User has the responsibility. to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

That information shall be used solely for conducting official State business, and
all other use or access is strictly forbidden including, but not limited to; personal,
or other private and non-State use and that at no time shall the Contractor access
or attempt to access any information without having:the express authority to do so.

That at no time shall the Contractor access or attempt to access any information in
a manner inconsistent with the approved policies. procedures, and /or Agreements
relating to System entry/access.

That all Software Licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that at all times the Contractor must use utmost care to protect and keep. .

"such Software strictly Confidential in accordance with the license or any other

Agreement executed by the State. Only equipment or Software owned, licensed.
or being evaluated by the State, can be used by the Contractor. Personal Software

N
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17.2.

17.3.

174,
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(including but not limited to palmtop sync Software) shall not be installed on any
equipment, '

e.  That if the Contractor is found 1o be in violation of any of the above-stated rules,
the User may face removal from the State Contract, and/or criminal or civil
prosecution, if the act constitutes a violation of law.

Email Use

Mail and other electronic communication méssaging Systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email

Systems” or “State-funded Email Systems™. The Contractor understand and agree that

use of email shall follow State standard policy (available upon request}. ’

Internet/Intranet Use
The Internet/Intranet is to be used for access to and distribution of information in direct

support of the business of the State of New Hampshire according to State standard policy
(available upon request).

Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

18. GENERAL CONTRACT REQUIREMENTS

18.1.

18.2,

t

Insurance certificate
The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address. Co

Exhibits.

The Exhibits referred to. in and attached to the Contract are incorporated by reference as
if fully included in the text. '

‘Venue and Jurisdiction

- Any action on the Contract may only be brought in the State of New Hampshire,

Merrimack County Superior Court.

Date:
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18.4.

18.5.

18.6.

Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited fo, the terms of RFP Appendix H -
Section H-25.12-14: Confidential Information; Part |, P-37 General Provisions — Section
7: Personnel; Part 1, P-37 General Provisions - Section {3: Indemnification; Part 2 -
Information Technology Provisions, Section 10: Intellectual Property; Part 2 -
Information Technology Provisions , Section 11: Use of State's Information and
Confidentiality; Part 2 — Information Technology Provisions , Section 12: Limitation of
Liability; Part 2 - Information Technalogy Provisions , Section 13: Termination; and Part
3 = Exhibit K: Section 2: Warranty Period which shall all survive the termination of the
Contract.

Force Majeure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents. earthquakes, and unusually
severe weather.

18.5.2. Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability 1o hire or provide personnel needed for the Contractor's
performance under the Contract. :

Notices

Any notice by a party hereto to the other party shail be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses. ' '

Date:

State of NH Contract
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TABLE 18.6: Notices

CONTRACTOR STATE

POINT OF CONTACT ] POINT OF CONTACT
Rob Walker _ Chief, Forest Protection Bureau
4336 Kenilwood Drive 172 Pembroke Road
Nashville, TN 37204 "| Concord, NH 03301
615-610-3762 603-271-2214

RWalker@s3gov.com

18.7. ELECTRONIC EXECUTION

An electronically transmitted version of this Agreement may be considered the or:iginal
and the Contractor will not have the right to challenge in court the authenticity or binding
effect of any faxed or scanned copy or signature thereon. This Agreement may be signed
in counterparts and all counterparts will be considered and constitute the same Agreement.

-19. DATA PROTECTION

19.1. Data Protection

Protection of personal privacy and Data shall be an integral part of the business activities
of the Contractor to énsure there is no inappropriate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the Coﬁﬁdenti_ality,
- integrity and availability of State information and comply with the following conditions:

The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures (o safeguard against unauthorized access,
disclosure or theft of Personal Data and Non-Public Data. Such security measures
shall be in accordance with recognized industry practice and not less stringent than
the measures the Contractor applies to its own Personal Data and Non-Public Data

..of similar kind. - -. . - o e e h

All Data obtained by the Contractor in the performance of this Contract shall
become and all Personal Data shall be encrypted at rest and in transit with

State of NH Contract
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controlled access. Unless otherwise stipulated. the Contractor is responsible for
Encryption of the Personal Data. :

¢ Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at
rest and in transit. The State shall identify Data it deems as Non-Public Datato the
Contractor. The level of protection and Encryption for all Non-Public Data shall
be identified and made a part of this Contract.

d. At no time shall any Data or processes — that either belong to or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party related 1o the Contractor for subsequent use

. in any transaction that does not include the State.

e.  The Contractor shall not use any information collected in connection with the
Service issued from this Proposal for any purpose other than fulfilling the Service.

19.2. Data Location

The Contractor shall provide its Services to the State and its end users solely from data
- centers within the Continental United States. Al storage. processing and transmission of
State data shall be restricted to information technology systems within the Continental
- United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and a!lbwed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract. ' .

19.3. Security Incident or Data Breach

The Contractor shall inform the State of any Security Incident or Data Breach in
accordance with NH RSA Chapter 359-C:20: Notice of Security Breach,

2. Incident Response: the Contractor may need to communicate with outside parties
regarding a Security Incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon.
defined by law or contained in the Contract. Discussing Security Incidents with the
State should be handled on an urgent as-needed basis, as part of the. Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the Contract. . ‘

e o — b -Security-Incident Reporting Requirements: the Contractor shall féport a Security -
Incident to the appropriate State Identified Contact immediately if it reasonably
believes there has been a security incident.

State of NH Contract
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¢.  Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed Data Breach that affects the security of any State content that is subject
to applicable Data Breach notification law, the Contractor shali (1) promptly notify
the appropriate State Identified Contact within 24 hours or sooner, unless shorter

time is required by applicable law, and (2) take commercially reasonable measures
to address the Data Breach in a timely manner. ;

19.4. Breach Responsibilities

This section only applies when a Data Breach occurs with respect to personal Data within
the possession or control of the Contractor.

19.4.1. The Contractor, unless stipulated otherwise, shall immediately notify the
appropriate State Identified Contact by telephone in accordance with the agreed

upon security plan or security procedures if it reasonably believes there has been
a Security Incident. . :

19.4.2. The Contractor. unless stipulated otherwise, shall promptly notify the appropriate
State Identified Contact within 24 hours or sooner by telephone, unless shorter

time_ is required by applicable law, if it confirms that there is, or reasonably
believes that there has been a Data Breach. the Contractor shall:

a.  cooperate with the State as reasonably requested by the State to
investigate and resolve the Data Breach,

b.  promptly implement necessary remedial measurcs, if necessary, and

¢.  Document responsive actions taken related to the Data Breach,
including any post-incident Review of events and actions taken to make
changes in business practices in providing the Service, if necessary.

19.4.3. Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor’s
Breach of its Contract obligation to encrypt Personal Data or otherwise prevent-
its release, the Contractor shall bear the costs associated with:

a The investigation and resolution of the Data Breach;
b.  Notifications to individuals. regulators or others required by State law;

€. A credit monitoring Service required by State (or federal) law;

a

. A website or a toll-free number and call center for affected individuals

) ... . . . .. .. .reguired by State law — all not.to exceed the average-per record per
T person cost calculated for Data Breaches in the United States (currently
$201 per record/person) in the most recent Cost of Data [Breach Study:

Global Analysis published by the Ponemon Institute at the time of the
Data Breach; and '

State of NH Contract
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19.5.

19.6.

19.7.

19.8.

19.9.

[y

e.  Complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a.) through (d.)] subject to this
Contract’s limitatton of liability. :

Notification of Legal Requests

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and ‘expert testimonies relan_ed to the State’s Data under this
Contract, or which in any way might reasonably require access'to the Data of the State
The Contractor shall not respond to subpoenas, Service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from
providing such notice.

Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as-agreed to by both the
Contractor and the State. Reports shall-include latency statistics, user access. user access
IP address, user access history and security logs for all State files related to this Comracl

Contract Audit

_ The Contractor shall allow the State to audit’conformance to the Contract terms, The State
may perform this audit or Contract with a third party at its discretion and at the. State's
expense.

Data Center Audit

The Contractor shal! perform an independent audit of its Datd centers at least annually at
its expense, .and provide a redacted version of the audit report upon request: - The
Contractor may remove its proprietary information from the redacted version. A Sérvice
Organization Control (SOC) 2 audit report or approved equwalent sets the minimum level
of a third-party audit.

Advance Notice - ‘ '

The Contractor shall give advance notice to the State of any upgrades (e.g.. major
upgrades, minor upgrades, System changes) that may impact Service avallablhty and
performance. A major upgrade is a replacement of hardware, Software or firmware with

- --a.newer.or. better-version -in-order-to -bring  the System -up to date or ‘to improve its

characterlstlcs It usually includes a new version number.

e

State of NH Contract

Date: ﬂHlUJ

Contractor’s Initials &\)

Page 40 of 41



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES -

DIVISION OF FORESTS AND LANDS
DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

19.10. Security -

19.11,

19.12.

19.13.

-19.14.

Remainder of this page intentionally left blank

The Contractor shall disclose its non-proprietary sccunt} processes and techmcal
limitations to the State such that adequate protectlon and flexibility can be attlamed
between the State and the Contractor. For example: virus checking and port sniffi ing —

the State and the Contractor shall understand each other’s roles and responsibilities.

Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reascnable

non-disclosure Agreements, and limit staff knowledge of State Data to that wh:ch is

absolutely necessary to perform job duties,

Import and'Eiport of Data

!

"The State shali have the ability to import or export Data in piecemeal or in entirety at its

discretion without interference from the Contractor. This includes the ability for the State
to |mport or export Data to/from other Service providers.

Responsivities and Uptime Guarantee ‘

The Contractor shall be responsible for the acquisition and operation of all hardware
Software and network support related to the Services being provided. The technical and
professmnal activities required for establishing, managing and maintaining the

environments are the responsibilities of the Contractor. The System shalt be available

24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA,.

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any Contractor representative who thé State believes is detnmental
to its working relationship with the Contractor. The State shall provide the Conlractor
with nouce of its determination, and the reasons it requests the removal. [f the ‘State
signifies that a potential security violation exists with respect to the request, the Contractor
shall immediately remove such individual. The Contractor shall not assign the person to
any aspect of the Contract or future work orders without the State’s consent.

1

- =
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1. SPECIAL FROVISIONS

There are no changes to the terms outlined in the P-37 General Provisions.

Remainder of this puge intentionally left blank
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The State of New Hampshire, acting through the Department of Natural and Cultural Resources (DNCR),
Division of Forests and Lands, is entering into a contract agreement with Sovereign Sportsman Solutions
(“S3” or “Contractor™) for the procurement of a database-driven permitting application available to the
public through the Internet.  Currently the division generates 13,875 fire permits annually issued
electronically. These are generated by Internet access and hardware is not supplied to permit agents. This
application will allow the user to obtain fire permits and pay an appropriate transaction fee using a credit
card. ‘

Contractor will be responsible for developing, implementing, hosting, and maintaining the Department’s
Internet based permit website. Making the electronic permitting application available twenty-four (24) hours
per day, seven (7) days per week, and 365 days per year. S3 will be responsible for maintaining the operationai

- status of the connectivity and their provided applications and will menitor, trouble shoot and resolve all issues
related to service availability and functionality. The System will be available as specified unless the DNCR
and vendor have mutually agreed in writing to a specified period of down time for system maintenance and
upgrades. .

The State of New Hampshire, Department of Natural and Cultural Resources, Division of Forests and Lands
will not incur any up front funding for this project. There must be no time or implementation cost associated
with this project. '

1. STATEMENT OF WORK
1.1.  General Project Assumptions

a. The Contractor will provide project tracking tools and templates to record and
: manage issues, risks, Change Requests, requirements, decision sheets, and other
documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor’s Project Managers will review these tools and
templates and determine which ones will be used for the Project. Training on these
tools and templates will be conducted at the start of each phase in which they will
be used.

b. Prior to the commencement of work on Non-Software and Written Deliverables,
the Contractor shall provide to the State a template, table of contents, or agenda
for Review and prior approval by the State.

¢. The Contractor shall ensure that appropriate levels of security are implemented

and maintained in_order to protect the integrity and reliability of the_State’s e
Information Technology resources, information, and services.  Security '
tequirements are defined in Part 3 - Exhibit H: Requirements. The Contractor shall

provide the State resources, information, and Services on an ongoing basis, with

the appropriate infrastructure and security controls to ensure business continuity

and to safeguard the Confidentiality and integrity of State networks, Systems and -

Data. .
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d. The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any
and all Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof.

e. Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Payment
Schedule. Pricing will be effective for the Term of this Contract, and any.

extensions thereof’
2. DELIVERABLES

Activity, Deliverable, or Milestone Deliverable Type Projected Delive-n,r Date
1 |Conduct Project Kickoff Meeting Non-Software 08/03/2020
2 |Project Status Reports Written Bi-weekly starting 08/05/2020
3 [Work Plan Written 07/31/2020
4 [Security Plan Draft Written 10/02/2020
5 [Testing Plan ) Written 07/31/2020
6 [Communications and Changg Management Written 07/31/2020
Plan :
7 |Data Conversion/Migration Plan and Design Written 10/02/2020
'8 |Comprehensive Training Plan and Curriculum Written 10/02/2020
9 [End User Support Plan ) Written . 10/02/2020
10 [Conduct Integration Testing Non-Software 08/17/2020 - 11/13/2020
11 [Conduct User Acceptance Testing Non-Software 11/16/2020 - 12/15/2020
12 iConduct System Performance (Load/Stress} | Non-Software 12/02/2020-12/10/2020 &
Testing Annually
13 [Certification of 3rd Party Pen Testing and .Non-Software 11/16/2020 - 11/25/2020
Application Vulnerability Scanning. '
14 |Converted Data Loaded into Production Software 11/02/2020 - 11/13/2020 & Final
S o e w | —ee[Environment.- oo . - e L B R -on 12/30/2020.
15 |Provide Tools for Backup and Recovery of all Software 11/15/2020
Applications and Data '
16 |{Conduct Training Non-Software 12/08/2020 - 12/18/2020
17 [Cutover to New Software Non-Software 12/30/2020
18 [Provide Documentation - inclusive of Written 12/17/2020
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Marketing Annual Plan for Communication &
Print Materials

19 [Ongoing Hosting Support _ Non-Software 12/30/2020 - Ongoing
20 [Ongoing Support & Maintenance Non-Software 112/30/2020 - Ongoing
21 (Conduct Project Exit Meeting Non-Software 02/12/2021

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. . PAYMENT SCHEDULE

1.1. ~ Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part |, P-37
General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part 1, P-37 General Provisions - Block 1.7: Completion Date.-
The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment tables below:

1.2. Future Yendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in
the event that additional Service is required. The following format must be used to provide
this information. “SFY™ refers to State Fiscal Year. The New Hampshire State Fiscal
Year runs from July 1 through June 30 of the following calendar year. Positions not
identified in the Proposed Position Worksheet may be included in the Future Vendor Rates
Worksheet. '

The State and Contractor agree to the following rates in the event the contract is extended
as described in Part 2 — Information Technology Provisions Section 2: Contract Term.

*Position Title |- ' SFY.2021 .| - SFY2022 | SFY.2023-") SFY2024
Project " | -§12500Mmr | $12500mc | $125.00hr | $125.00/r
- Manager

Sr. Developer $125.00/he | $125.00/hr $125.00/hr $125.00/hr

Business $100.00/hr $100.00/hr. $100.00/hr $100.00/hr
Analyst
QA Staff $80.00/hr $80.00/r |. $80.00/hr |  $80.00/hr

1.3. Transaction Fees

Online Fire Permit Transaction Fee - Online Fire Permit Transaction Fee - For each
- omees = owem— —-oyistomer transaction (transaction =1°permit) the Contractor shall receive a transaction fee..
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Table: Transaction Fees

SFY SFY SFY
Transaction Fee 2021 2022 | SEY2023 | o504
Structure $5.50 | $5.50 $5.50 $5.50

2. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in. the
performance hereof. ‘

3. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered “Fully Loaded”, including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

4. SHIPPING AND DELIVERY FEE E)’{EMPTION

The State will not pay for any shipping ot delivery fees unless specifically itemized in this
Agreement. '

5. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State’s prior written approval, which shall not be
unreasonably withheld. The Contractor shall only submit invoices for Services or Deliverables as
permitted by the Contract. Invoices must be in a format as determined by the State and contain

.- ---detailed--information;—including -without -limitation: itemization of each Deliverable- and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering
such payment; date of delivery and/or instaltation; monthly maintenance charges; any other
Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State

will pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices
will not be backdated and shall be promptly dispatched.
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6.

10,

INVOICE ADDRESS

Invoices may be sent to:
NH Division of Forests and Lands
Chief, Forest Protection Bufez;u
172 Pembroke Road

Concord, NH 03301 -

PAYMENT ADDRESS

~

P_éyments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery: or notice from the State.

CREDITS -

The State may apply credits due to the State arising out of this Contract, against the Contractor’s
invoices with appropriate information attached. '

PROJECT HOLDBACK '

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty Period.

" “Remainder of this pt;ge t:ntgntfonai’lj lé]'t blank
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PART 3 — INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT D - ADMINISTRATIVE SERVICES

1. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

2. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports,
and other work in progress relating to this Contract. Upon expiration or termination of the
Contract with the State, the Contractor shall turn over all State-owned documents, material,
reports; and work in progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

3.2, The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain ail such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period'.

3.3.  Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost to the State during the three (3) year period following termination of the Contract -

----- Lot - ----  and-one (1) year term following litigation relating to the Contract, including all appeals or
the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

34, The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall
be excluded from the State’s review unless the cost of any other Services or Deliverables
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PART 3 ~ INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT D — ADMINISTRATIVE SERVICES

provided under the Contract is calculated or derived from t\he cost structure or profit
factors. ‘

4. ACCOUNTING REQUIREMENTS
The Contractor shall maintain an accounting system in -accordance with Generally Accepted
Accounting Principles (GAAP), The costs applicable to the Contract shall be ascertainable from
the accounting system and the Contractor shall maintain records pertaining to the Services and all

other costs and expenditures.
. \

\

Remainder of this puge intentionally left blank .
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DEPARTMENT._OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 — INFORMATION TECHNOLOGY EXHIBITS
'EXHIBITE — IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.
The Contractor shall employ effective communication and Reporting strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by .the State,
in accordance with the requirements and terms of this Contract.

1.1.  State Meetings and Reports

1.1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

a. Introductory Mecting: Participanis will include the Contractor’s Key
Project Staff and State Project leaders from both Department of Justice and
the Department of Information Technology. This meeting will enable leaders
to become acquainted and establish any preliminary Project procedures.

b.  Kickoff Meeting: Participants will include the State and the Contractor's
Project Team and major stakeholders. This meeting is to establish a sound
foundation for activities that will follow.

¢.  Status Meetings: Participants will include, at the minimum, the Contractor’s
Project Manager and the State Project Manager. These meetings will be
conducted at least bi-weekly and address overall Project status and any
additional topics needed to remain on schedule and within budget.- A status
and error report from the Contractor shall serve as the basis for discussion.

d.  The Work Plan: must be reviewed at each Status Meeting and updated, at
minimum, on a bi-weekly basis, in accordance with the Contract.

e.  Special Meetings: Need may arise for a §pecial meeting with State leaders or
Project stakeholders to address spectf‘ C issues.

. Exit Meeting: Participants will include Project ]eaders from the Contractor
and the State. Discussion will focus on lessons learned from the Project and
on follow up options that the State may wish to consider.

1.1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an

updated Work Plan. Drafting of formal presentatlons such as a presentauon for ‘

" the KicKoff megting, will also be the Contractor’s responsibility.

1.1.3. The Contractor’s Project Manager or the Contractor’s Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.

The Contractor’s Project Manager shall assist the State’s Project Manager, or.

itself produce reports related to Project Management as reasonably requested by
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PART 3 — INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT E - IMPLEMENTATION SERVICES

the State, all at no additional cost to the State. The Contractor shall produce -
Project status reports, which shall contain, at a minimum, the following:

a. Project status related to the Work Plan; i

4

Deliverable status;

Accomplishments during weceks being reported;

c
d.  Planned activities for the upcoming two (2) week period;
€ Future activities;

f

Issues and concerns requiring resolution; and
g. Report and remedies in case of falling behind Schedule.

1.1.4.. As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Coatractor shall prepare special
reports and presentations relating to Project Management and shall assist the State
in preparing reports and presentations, as reasonably requested by the State, all at
no additional'cost to the State. :

2. IMPLEMENT ATION.STRA’I:EGY

2.1. Key Components :
The Contractor shall employ an industry-standard lmp]ementatioﬁ strategy with a timeline
set forth in accordance with the Work Plan:

a.  The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2. Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change -
management plan, communication approaches, Project standards and procedures
finalized, and team training initiated. Timing will be structured to recognize

wemeeme = . .— . interdependencies .between applications -and..structure a -cost-effective and timely = - -..-
execution. Processes will be documented, training established, and the application will be
ready for Implementation in accordance with the Work Plan.
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2.3. Change Management and Training
Thé Contractor’s change management and training services shall be focused on

developing change management and training strategies and plans. Its approach relies on
State resources for the execution of the change management and end user training.

-

Remainder of this page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT F - TESTING SERVICES

The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to:

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project.

a. The Contractor will provide training as necessary to the State staff responsible for test
~ activities.

b.  The Contractor shall be responsible for all aspects of testing contained in the Acceptance
Test Plan including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

c.  The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module,

d.  All Testing and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g.,. software modules or functions, and
Implementation(s). This shall include planning, test scenario and script development,
Data and System preparation for testing, Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance
Test and Implementation.

- e.  In addition, the Contractor shall provide a mechanism for reporting actual test results
. vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Contractor shall also correct Deficigncies and

support required re-testing.

1.1. Test Planning and Preparation

1.1.1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, éxpected results, and a tracking method for
reporting_actual versus expected results as well as all errors_and problems

" identified during test exécutlon -

1.1.2. " As identified in the _Acceptanc_e Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor’s Project Manager’s Certification, in writing, that the Contractor’s
own staff has successfully executed all prerequisite Contractor’s testing, along
with reporting the actual testing results, prior to the start of any testing executed
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT F - TESTING SERVICES

1.2,
1.3.

1.4.

1.5.

1.6.

by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results.

1.1.3. The State will commence its testing within Ten {10) business days of receiving
Certification from the Contractor that the State’s personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor’s development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost,

1.1.4. . Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of UAT Acceptance by the State.

1.1.5. The Contractor must demonstrate that their teslir{g methodology can be integrated
with the State standard methodotogy.

Unit Testing - (Not Applicable)

1.2.1.  Unit Testing is not within the.scope of this Contract.

System Integration Testing - (Not Applicable)

1.3.1. System Integration Tesling is not within the scope of this Contract.

Conversion/Migration Validation Testing - (Not Applicable)

Conversion Validation Tésting Testing is not within the scope of this Contract.

Installation Testing (Not Applicable)

In Installation Testing is not within the scope of this Contract.

User Acceptance Testing (UAT)

1.6.1. UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of

T T TUAT Acceptance by the State. ' ' | I

1.6.2. The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
, DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM:

'PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT F - TESTING SERVICES

1.6.3. UAT will also serve as a performance and stress test ‘of the System. It may cover
any aspect of the new System, inctuding administrative procedures. such as
backup and recovery. The results of the UAT provide evidence that the new
System‘meets the User Acceptance criteria as defined in the Work Plan.

1.6.4. The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

1.6.5. Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence. |

Activity Description | The System User Acceptance Tests verify System
functionality against predefined Acceptance criteria that
support the successful execution‘of approved processes.

Contractor Team * Provide the State an Acceptance Test Plan and selection of
Responsibilities test scripts for the Acceptance Test.

» Monitor the execution of the test scripts and assist as needed
during the User Acceptance Test activities.

« Work jointly with the State in determining the required
actions for problem resolution.

State » Approve the development of the User Acceptance Test Plan
Responsibilities and the set of Data for use during the User Acceptance Test.

* Validate the Acceptance Test environment.

* Execute the test scripts and conduct User Acceptance Test
activities.

» Document and summarize Acceptance Test results.

*Work jointly with the Contractor in determining the required
actions for problem resolution.

+ Provide Acceptance of the validated Systems.

Work Product The Deliverable for User Acceptance Tests is the User
-Description - | Acceptance Test-Results. These results provide evidence that
- the new Systemn meets the User Acceptance criteria defined
in the Work Plan.

!
|
!
t
t
4
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PART 3 — INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT F - TESTING SERVICES

1.7. Performance Tuning and Stress Testing (Not Applicabie)

The Contractor shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the infrastructure
to support the Software throughout the Project.’

1.7.1. Scope

The scope: of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

It will include the measurement of response rates of the application for end-

user transactions and resource utilization (of various servers and network) -
. under various load conditions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provtde
the best results.

1.7.2.  Test Types

Performance testing shall use two different types of testing to determine the
stability of the application. They are baseline tests and load tests.

a.

- - e rwe e b

Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics.

Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions, Load test helps to verify the ability of the application
environment under different load conditions based on workload
distribution. System response time and utilization is measured and
recorded. '

imrw e —n e s = PN - PR

17, 3 Tumng

Tuning will be Contractor led and occur during both the deve]opment of the
application and load testing.” Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes (o the
environment.
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1.8.

1.9.-

Regression Testing

1.8.1.

As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.
Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

Security Review and Testing

1.9.1.

1.9.2.

[T Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas -as [dentification, Authentication and non-
repudiation, ’ :

All components of the Software shall be Reviewed and tested to ensure they
protect the State’s hardware and Software and its related Data assets. Tests shall
focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide the necessary
Confidentiality, integrity and availability. Tests shall, at:a minimum, cover each
of the service components. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

SERVICE COMPONENT

DEFINES THE SET OF CAPABILIITIES
THAT:

Identification and Authentication | Supports obtaining information about those

parties attempting to log onto a System or
application for security purposes and the
validation of users. ‘

Access Control Supports the management of permissions for

logging onto a computer or network.

-Epncryption ... . - . --| Supports -the encoding- of Data-for security -
’ ' purposes. .
Intrusion Detection Supports the detection of illegal entrance into a

computer System.
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Verification Supports the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guarantees the unaltered state of a file.

User Management Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege Management Supports the granting of abilities to users or

Co groups of users of a computer, application or
network.

Audit Trail Capture and Analysis | Supports the Identification and monitoring of
activities within an application or System.

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

1.9.3. Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architecture in order to provide the
necessary Confidentiality, integrity and availability. Tests shall, at a minimum,
cover each of the service components. The Contractor shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production, the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing (Non-PCl)

1.10.1. The Contractor will conduct proactive, third-party penetration testing and provide
the results when appropriate.

2. Su'cc‘essful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.
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3. System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final -System
Acceptance.

Remainder of this page intentionally left blank
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in Part
2 - Information Technology Provisions, Section 1: Contract Documents, through the Contract
end date. - ’ .

1.1.  Contractor’s Responsibility
The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or

modified by the State.

1.1.1. Maintenance Releases

The Contractor shall make available to the State the latest program updates,

general Maintenance Releases, selected functionality releases, patches, and.
Documentation that are generally offered to its customers, at no additional cost. .

1.1.2. Standard Agreement

The State will adopt the Contractor’s standard maintenance Agreement modified
to address terms and conditions inconsistent with State Statutes and general State
Information Technology (IT) practices.

2. SYSTEM SUPPORT
2.1.  Contractor’s Responsibility

2.1.1. The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

2.1.2. As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Software releases, shall be responded to
according to the following:

a. Class A Deficiencies - The Contractor will provide on-call
telephone assistance, with issue tracking available, eight (8) hours per
day and five (5) days a week with an email / telephone response within .
two (2) hours of request; or the Contractor shall provide support on-

~— - == site-or with-remote-diagnostic Services, within four (4) ‘Business -
Hours of a request;

b. Class B & C Deficiencies -DNCR shall notify the Contractor of
. such deficiencies during regular Business Hours and the Contractor

shall respond back within four (4) hours with notification of planned

corrective action; )
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3. SUPPORT OBLIGATIONS AND TERM

3.1 The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.
3.2.  The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State.
3.3 For all maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained:
a.  Nature of the Deficiency;
i b.  Current status of the Deficiency,
c. Action plans, dates, and times;
d.  Expected and actual completion titne;
. Deficiency resolution information;
f. Resolved by;
g. . Identifying number (i.e. work order number),
h.  Issue Identified by; and
3.4.  The Contractor must work with the Department to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following information:
a.  Mean time between reported Deficiencies with the Software;,
b.  Diagnosis of the root cause of the problem; and
c. ldentification of repeat calls or repeat Software problems.
- - \
3.5.  If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 — Information
Technology Provisions - Section 13.1: Termination for Default.
© 3.6. If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part |, P-37 General
Provisions - Section 8; Event of Default/Remedies.
.- _-._...\ - e Ak = v [—— e . - e = - - - .- .
Remainder of this page intentionally left blank \
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1. REQUIREMENTS -

Attachment 1: Project ﬁ’equirements is hereby incorporated within.

- Remainder of this page intemiona}{y left blank
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EXHIBIT I - WORK PLAN,

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan within thirty

. (30) Calendar days of the Effective Date and further refine the tasks required to implement the Project.

The elements of the preliminary Work Plan are documented in accordance with the Contractor’s plan to
implement the requirements -defined in the RFP and further described in the Contractor’s Proposal.

. Continued development and-management of the Work Plan is a joint effort on the part of the Contractor

and State Project Managers.
The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task- dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

1. ASSUMPTIONS
1:1. General

a.  The State shall provide team members with decision-making authority to -
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

b.  All State tasks must be performed in accordance with the revised Work Plan.

c.  All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the State Project
Manager for resolution.

d.  Any activities, decisions or issues taken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process. '

1.2. . Proje’ci Management

a.  The State shall approve the Project Management Methodology used for the
Project.

""b.  The State shall prowde the Pro_lect Team with reasonable access to the State
personnel as needed to complete Project tasks.

¢. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which
team members have access to the Project folder and granting either view or
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1.3.

1.4.

1.5.

1.6.

1.7.

read/write privileges. The Contractor’s Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

" d.  The Contractor assumes that an Alternate Project Manager may be appointed
- from time to time to handle reasonable and ordinary absences of the Project
Manager.

Conversions - (Not Applicable)

Conversions is not within the scope of this Contract. .

Project Schedule

Deployment is planned to begin on July 22, 2020, with a planned go-live date of january
1,2021.

Reporting

The Contractor shatl conduct status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation upen request of the
State.

User Training
a.  The Contractor's Team shall lead the development of the end-user training
plan. - ' :
b.  Train the trainer approach shall be used for the delivery of end-user training.
c.  The State is responsible for the delivery of end-user training.
d.  The State shall Schedule and track attendance on all end-user training classes.

Performance and Security Measures

a.  The Contractor’s Team shall provide a performance test workshop to identify

the key scenarios to be tested, the approach and tools required, and best

practices information on performance testing,
b. The State shall work with the Contractor on ail testing as set forth in Part 3 -
Part 3 - Exhibit F: Testing Services. '

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR -2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT I - WORK PLAN

2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1.  Contractor’s Team Project Executive

The Contractor Team’s Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall advise the Contractor Team
Project Manager and the State’s Project leadership on the best practices for implementing
the Contractor Software Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State’s Team. -

2.2.  Contractor’s Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor’s Implementation Team. The Contractor Team Project Manager will have the
following responsibilities:

a.  Maintain communications with the State’s Project Manager;
b.  Work with the State in planning and conducting a kick-off meeting;

¢. - Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementation
Project according to the scheduled staffing requirements;

e .

e.  Define roles-and responsibilities of ali the Contractor Team members;

f.  Provide biweekly and monthly update progress reports to the State Project
Manager; '

g Notify the State Project Manager of requirements for State resources in order
to provide sufficient lead time for resources to be made available;

h. Review task progress for time, quality, and accuracy in order to achieve
progress; '

i.  Review requirements and scheduling changes and identify the impact on the
Project in order to identify whether the changes may require a change of
scope;

j-  Implement scope and schedile changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the
[mplementation Plan;

k. Inform the State Project Manager and staff of any urgent issues if and when
they arise;

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
'DIVISION OF FORESTS AND LANDS
DNCR -2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 — INFORMATION TECHNOLOGY EXHIBITS.
EXHIBIT I - WORK PLAN

1. Provide the State completed Project Deliverables and obtain sign-off from the
State’s Project Manager;

m.  Manage handoff to the Contractor operational staff;
n.  Manage Transition Services as needed.
2.3.  Contractor’s Team Analysis
The Contractor . Team shall conduct analysis of requirements, validate the Contractor

Team’s understanding of the State business requirements by application, and perform
business requirements mapping:

a.  Construct and confirm application test case scenarios;

b.  Produce application configuration definitions and configure the applications;
¢.  Conduct testing of the configured application;

d. Produce functional Specifications for extensions, conversiops, and interfaces;
e.  Assist the State in the testing of extensions, conversions, and interfacés;

f. Assist the State in execution of the State’s. Acceptance Test;'

g. Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the State;

h.  Assist with the correction of configuration- problems identified during
System, integration and Acceptance Testing; and

t.  Assist with the transition to production.

2.4. Contractor’'s Team Tasks
" The Contractor team shall assume the following tasks:

a. Development and Review of functional and technical Specification to
determine that they are at an appropriate level of detail and quality;

b. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

. Development and Documentation of installation procedures;

= = d,” T System Integration Testing.

3. STATE ROLES AND RESPONSIBILITIES
The following State resources have been identified for the Project. The time demands on the
. individual State team members will vary depending on the phase and specific tasks of the

Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

DOIT Master Template: 20200204
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DIVISION OF FORESTS AND LANDS

DNCR -2020-001 ONLINE FIRE PERMIT SYSTEM
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT I - WORK PLAN

3.1.  State Project Manager

The State Project Manager shall work side-by-side with the Contractor's Project Manager.
The role of the State Project Manager is to manage State resources (if any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implementation
Project, and provides necessary State resources, as defined by the Work Plan and as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities:

Plan and conduct a kick-off meeting with assistance from the Contractor’s
team;

Assist the Contractor’s Project Manager in the refinement of a detailed Work
Plan; ' :

Identify and secure the State Project Team members in accordance with the
Work Plan;

Define roles and responsibilities of all State Project Team members assigned
to the Project;

ldentify and secure access to additional State end-user staff as needed to
support specific areas of knowledge if and when required to, perform certain
Implementation tasks;

Communicate issues to Stale management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

Inform the Contractor’s Projecf Managér of any urgent issues if and when
they arise;

Assist the Contractor’s team staff to obtain requested information if and when
required to perform certain Project tasks.

Manage State staff during Transition Services as needed.

3.2. State Subject Matter Expert(s) (SME)

The role of the State SME is to assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
- - - -- - - - = participate in the'Implementation. "Responsibilities of the SME include the following:~

DOIT Master Template: 20200204

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

Assist in validating and documenting user requirements, as needed,;
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EXHIBIT I - WORK PLAN
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g
h.

Assist in mapping business requirements; '
Assist in constructing test scripts and Data;
Assist inUser Acceptance Testing;

Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor’s Software Solution
and the business processes the application supports.

3.3. State Technical Lead

The State’s Technical Lead reports to the State’s Project Manager and is responsible for

leading and

b.

managing the State’s technical tasks. Responsibilities include:

Work with State IT management to obtain State technical resources in
accordance with the Work Plan; and

Represent the teghnical efforts of the State at Biweekly Project meetings.

3.4. State Testing Administrator

The State’s Testing Administrator will coordinate the State’s testing efforts.
Responsibilities include:.

a
b.
c.

d.

4.  SOFTWARE APPLICATION - (Not Applicable)

Conduct test Review meetings, as needed,;
Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution; and

)
Tracking Deficiencies through resolution.

Software applications are not within the scope of this Contract.

5. CONVERSIONS - (Not Applicable)

Planned conversions are not within the scope of this Contract.

_ ..6...._INTERFACES.- (NotApplicable) - . . . . .

Interfacing is not within the scope of this Contract.

" DOIT Master Template: 20200204
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DNCR - 2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
' EXHIBIT | - WORK PLAN

7. APPLICATION MODIFICATION - (Not Applicable)

Application Modifications are not within the scope of this Contract;

8. PRELIMINARY WORK PLAN

The preliminary agreed upon Work Plan for the Contract is included as Attachment 2.

~

Remainder of this page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT J - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

L. LICENSE GRANT

License Grant is Not Applicable

i

Remainder of this page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.  WARRANTIES

1.1.  System .
The Contractor warrants that the System will operate to conform to the Specnﬁcatlons
terms, and requirements of the Contract.

1.2. Software

The Contractor warrants that the Sofiware, including but not limited to the individual
modules or functions furnished under the Contract, is properly- functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Speciﬁcations and Terms of the Contract.

-For any breach of the above Software warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or - '

'

b. the re-performance of the deficient Services; or

¢. if the Contractor cannot substantially correct a breach in a commercially
‘reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services.

1.3. Nori-lnfringerﬁent

The Contractor warrants that it has good title to, or the right to allow the State to use, all .
Services, equipment, and Software (“Material”) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

1.4.  Viruses; Destructive Programming
The Contractor warranis that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to. disrupt the performance of the Software in
accordance with the Specifications.
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DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.5.  Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

1.6. - Seryices
The Contractor warrants that all Services provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that

Services will comply with petformance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.

Remainder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 3 — INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT L - TRAINING SERVICES

{.  TRAINING SERVICES

Contractor will provide DNCR with the knowledge and training to use the system as this is an important
step to ensure that implementation is successful.

Management, administrative, and end-user training will be employed for resources responsible forthe day
to day operational and maintenance of the solutioh and its functional components. Contractor will develop
a thorough training plan to accommodate this need to include training materials and training sessions (via
in-person and on-site, webinars, videos or other related methods), as approved by DNCR.

Training materials will consist of:
» Master Training Plan Overview '
' o Outlines the various training plans and intended audiences. Details document

handling and revision methodology.

» Administration Portal / User Documentation (Electronic)

o Administrator-level documentation that defines system terminology, major
system components and administrative functions.
. 4 ' )
+ Help Desk / Operations Reference Documentation

o Details call handling, technical troubleshooting steps, trouble ticketing,
administrative functions and escalation policies.

Remainder of this page intentionally left blank

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
_ " DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

DNCR 2020-001 Online Fire Permit RFP dated December 12, 2019 is hereby incorporated and
reference as fully set forth herein. ‘

Remainder of this page intentionally left blank -
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

1. VENDOR PROPOSAL, BY REFERENCE K

-~

Sovereign Sportsman Solutions Proposal to DNCR 2020-001 Online Fire Permit System dated
February 18, 2020 is hereby incorporated and reference as fully set forth herein.

Remainder of this page intentionally left blank
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR —2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
‘EXHIBIT O - CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS
Exhibit H Requirements — Attachment 1
Exhibit I Work Plan — Attachment 2
Contractor’s Certificate of Good Standing
Contractor’s Certificate of Vote/Authority
Contractor’s Certificate of Insurance

o RO TR
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ATTACHMENT C-2: PROJECT REQUIREMENTS, VENDOR RESPONSE CHECKLIST

NHDNCR REQUIREMENTS VENDOR INSTRUCTIONS

VENDOR INSTRUCTIONS

endor Response Column; Place a “Yes” if the current release of the software can fully support ALL the functionality described in the row, without special customization. A
es” can only be used if the defivery method is Standard {see delivery method instructions below}), Otherwise, enter

n "No": A "No" can only be used with delivery method Future, Custam, or Not Avaitable/Not Proposing (see delivery method instructions below).

Criticality Column:

KM} Indicates a requirement that is "Mandatory”. The State considers it to be of such great importance that it must be met in order for the proposal to be accepted. If the
proposer believes that there is something about their proposal that either obviates the need for this requirement or makes it of less importance this must be explained
Wwithin the comments. The State retains the right to accept a proposal if the need of the requirement is reduced or eliminated by another feature of the proposal.

(P) indicates a requirement which is "Preferred”. This requirement is considered by the State to be of great usefulness but the lack of this feature is not considered serlous
enough to disqualify the proposal. ~

KO) Indicates a requirement which is "Optional”. This requirement is considered by the State to be one which useful or potentially useful but not a central feature of the
Project. !

Delivery Method Column:
Cornp!ete the delivery method using a Standard, Future, Custom, or Not Available/Not Propesing {as defined below) that indicates how the requirement will be delivered,

Standard - Feature/Function is included in the proposed system and available In the current software release.

Future - Feature/Function wilt be avallable in a future release. (Provide anticipated delivery date, version, and service release in the comment area.) Custom -
Feature/Function can be provided with custom modifications. {Respondent must provide estimated hours and average billing rate or flat cost for the software
modification in the comment area. These cost estimates should add up to the total cast for software madifications found In the cost summary table in Section X of the
RFP).

Not Available/Not Proposing - Feature/Functlon has not been proposed by the vendor. {Provide brief description of why this functionality was not proposed.}

omments Column:
For ali Dellvery Method responses vendors must provide a brief expianation of how the requirement will be met. Free form text can be entered into this column.

e 7S R TR R e
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NHDNCR BUSINESS REQUIREMENTS
Clarification — Delivery method column, 83's proposal assumed ‘FUTURE' was defined as a feature that was not out of the
box but would be developed and ready for initial implementation.

e Vendor will provide a online fire permit system Yes Standard |-S3 currently provides the NH Fire Permit solution as a
hrough a web-based interface 24/7/365; and web- based solution providing 24x7x365 access for state
hccess for state employees/Agents., employees / Agents fcustomers. -
B1.2 Bystem must be user friendly and help reduce M Yes Standard | 53's current online fire/burn permit issuance solution was
human error and provide an upfront question and designed to be user friendly and setf-learning in order to
nswer tuterial and FAQ with requirements that reduce human error. Our solution also provides extensive
must be met to obtaln fire permits — giving user ' tutorial and FAQ information regarding criteria to be met
pption to opt out if not met. {e.g. Are you the land to obtain fire permits, See appropriate section with screen
pwner?, Where are you going to burn?, Category?, : shots in our response.

Jength of permit, etc.)
: Our experience with the current-NH Online Fire Permit
Systern uniquely positions us ta provide true functional
and operational enhancements without arduous and
invasive functional discovery sessions.

B1.3 lUpon completion of permit being issued, the M No Future Today, the current system in operation provides only
Warden/Fire Departments will be notified via | emalnotifications. Text messagingwill be a new addltion
lemall, text, and/or fax abatnew permit. - ' to the new solutlon and has been included as part of

this proposal.

The enhanced system will add configuration to User
Setup that will enable users to choose their preferred
method of communication when a burn permit is issued
within thelr township {emalil, text, or both). There is no
fimit on the number of users who can be notified.
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B1.4 Ability to notify existing permit halders by text, M No Future 53 provides email capabilities today but text messaging has
bnd\or ermal that thelr permit is not valid for that been added as an expectation for the updated solution
time period If fire dangerincreases to level when being proposed and has been included
open burning is no longer allowed by the authonty as part of our bid submisslon.
having jurisdiction. '

The enhanced system will add the option to send text
messages to customers and will add configuration to
the Public Site and Fire Agent Site $ales Workilow to
enable the customer to select their preferred method of
communication {email, text, or both) to receive
? | notification from Fire Warden/Agents and/or Agency
\ Personnel when their permit is na longer valid duee to
fire danger.
The solution will include intuitive and efficient ways to
communicate and send messages to multiple customers
{email, text) in bulk, resulting in a reduction of
. administrative overhead.
BUSINESS REQUIREMENTS
B1.5 The vendor wlll provide the user\agent the M Yes Standard | This feature is standard in our solution.
ability to create a new password when the ) ,
password expires, Future The enhanced system will add configuration to enable

Administrative users with approprizte permissions to

set variables to reset password For Agency Users and

Fire Agents including:

+  Max number of Login Attempts before lockout

s Failed Login Lockout Minutes

+  Number of Bavs prigr vo Password Expiration

«  Max days without Ioéin before Password Expires

If a password expires the user can chcl: "Forgot

Password’,

» A modal dialog will popup where the user can enter
their username,

»  They will enter their username and receive an emall
with a IO!(EH to reset their password.

s Clicking the token in the email will give a form with
"New Password” and “Confirm New Password”

The token will expire after a configurable amount of time

a;""f*r
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B1.6 During the checkout process, the System will M Yes Standard This feature 15 standard in our solution.
verify that the permittee has applied for the
correct category permit Future The enhanced system will add conflguration to enable
(seasonal or daily}. ) Administrative users with appropriate parmissions to
the Catalog to:
« add/update/inactivate Categories {initially Seasonal
and.Daily) that they can associate Burn Permits too.
»  List burn permits in the order they want them to
display within the category
«  Control the display of the categories / burn permits
on the Internet site and Fire Agent Site Sales
Chanael as configured in Admin site (based on sales
channel ability to sell the burn permit)
B1.7 The System will allow for permits to be M Yes Standard Manual permit entry capabilities exist in the current
manual enter in categories that aren't | solution.
avallable to purchase by permittee. However, additional details should be discussed to make
sure that the full extent of business rules are accounted
for i.e., full extent of permit categories, permit limitatlons,
ete. i
Future The enhanced system will add functionality to collect all
relevant customer data, including acknowledgement of
Affidavit questions, print and email capabilities, enabling
the fire agent to use the system to sell and fulfill the permits|
directly thru the system, bypassing the convenience fee

. . charge that is applied when sold over the internet.

B1.8 Provide mapping application to select burning M Yes Standard This feature s standard in our solution.

' Jocation,

B19 [The Vendor must supply the Vendor's PCI DSS ] ’Yes _ [tandard  [This is standard with all $3 client praduct implementations.
IAttestation of Compliance {AOC). Vendor must = ' :
kupply to Agency a new status report and evidence
of validation of compliance at

- Jeast annually.

B1.10 The Vendor will Immediately notify Agency If it M res Standard |53 agrees to notify Agency in accordance with the
Jearns that it is no longer PCI DSS compﬁan: and will requirements listed here.
brnmediately provide Agenc;y the steps being taken .

o remediate the non- compliance status. In no
wvent should Vendor’s notification to Agency be

_ pater than one (1) business day after Vendor learns
tis no Ionger PCI DSS complamt e U

1‘7’?‘]"”"“-' w¥'
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p1.11 [The vendar will annually complete penetration
kesting according to PCI Requirement 11.3, The
_vendor witl run, at least, quarterly winerability
Beans according to PCI DSS requirement 11.2,

M

Yes

[Standard

[rhis is standard ' with all §3 client product implementations.

31.12 Must work with the state to produce a printable
: permit that follows all state law and rules.

Yes

Standard

[rhis feature is standard in our solution.

BUSINESS REQUIREMENTS

82,1  Nendor must provide support to NHDNCR in
ntegrating ongoing NHDNCR marketing
nitiatives.

Standard

53 will provide marketing services as outlined in NHDNCR
Online Fire Permits Marketing Ideas document provided on
05/07/2020, inclusive of a written Annual Plan for
Communication and Print Materlals

B.2.2 Mendor must provide mechanism for regular
reporting to analyze website traffic/usage.

Yes

Standard

This feature is standard in our solution.

RR B
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available.
Future Requirements

endor will electronically transfer all funds
ecelved on behalf of the State to the State’s bank
bccount on a monthly basis

B2.3 Vendor to provide cooperative, additional, or M Yes Future
unique marketing opportunities to generate derstand-the-speciic-requl -0k Lhig 4
more online reservations,
LY .
Marketina-Alatfonmrs3is-Mabite LGust Engagerment
Rlatformrand-athers:
53 will provide the marketing services as outlined In NHDNCR
Online Fire Permits Marketing Ideas document provided on
05/07/2020.
B3.1 Proposed solution must include written M Yes Standard | This feature Is standard in our solution.
documentation for all functionality.
B3.2 Proposed solution must include training for M Yes Standard | This feature is standard In our solution.
State of NH staff who will serve as system
administrators.
p33 Online training resources on the use of the M Yes Standard | This feature is standard in our solution.
system by the Agents\Customers should be

Standard

$3' solutions have the ability to establish multiple options
for financial distributions of funds received from the use of
our solutions, These are easily established within the
Admin Console of our solutions

Il proceeds from the issuance of permits are
unds of the State of New Hampshire, which
endor holds in trust. These proceeds shall not
e co-mingled with personal, business or any
ther operating funds or diverted or used by
endor for any purpose,

Ba.2

Yes

Standard

This feature Is standard in our solution.
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of
This feature is standard in our solution.

Standard

M Yas

ith each EFT 1o the State bank, vendor will
rovide electronic files to the NH NHDNCR

ontalning fee details.
he total dollar amount of each electronic file will

lways equal the total dollar transferred less the

ransaction fees and credit card fees. The
lectronic data files will contain information such
s, but not limited to, names, addresses and

rmit numbers

,;‘?W;;;\ 3
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NHDNCR APPLICATION SOFTWARE REQUIREMENTS
APPLICATION REQUIREMENTS

e Vendor wlil provide a web based real time ' Standard 83 currently provides the NH Fire ermit solution as'a web-
bpplication that allows secure access for state based solution providing 24x7x365 access for state
employees/Agents using a secure log-on smployees / Agents / customers using a secure

procedure. fogin.

AL.2 Application must allow individuals to complete an M Yes ktandard [This feature is standard in our solution.
hpplication for online fire permit from their home ‘
‘computer and provide a printable permit.

a1.3 Iability for State Staff administrator to create the M Yes Ktandard [Fhese capabilities exist in their entirety in our existing NH
lagent proflle with their criteria for type of permits burn permit solution,

that are available and updatable on a daily basis
Kue to changes in burning conditions, along with
Itheir access rights {read-only access to complete
nsert/edit/deléte capability). Fields would inctude
but not limited to: Category of fire, snow caver,
ength of permits, burning class, etc.

a4 Abllity for authorized Agents to manually add fire M [Yes _ptandard [This feature is standard in gur solution.
permits to online database.

A1.S Application must verify name, age, address, burn  pv Yes [Standard  [This feature is standard in our solution.
ocation address, DOB and driver’s license
number.

Al1.6 IAbility to update daily fire danger and display in v Yes KStandard [This feature is standard in our solution.

bhanner across top of screen, by town or county for
lAgents and customer.
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lauto re-enable,

Al.7 trovide a mobile application for all P No Future
latforms {ie, 08 Android and Windows)
¥or Agents and adminlstrators,
this-RER-response: !
NHONCR's enhanced system will be architected to be
responsive design. This solutlon altows pages and
functionality within the application to adapt to mobile,
tablet and other devices by brand and screen slze. The
interfaces will be designed with intuitive drop-down menus
to reduce friction as well as “gdirty data ™.
A8 . [The application must be able to provide multitude [ es Ktandard  [53 provides extensive reporting capabillties in our solutions
of reporting capabilities {financial, statistical and khat include but are not limited to financlal, statistical,
emographic) for a specific location or a [demographic, sales, and product reports. All
ombination of locations. reports are exportable in csv, pdf, xls, html
ALD Upon completion of permit being issued, the M No Future 53 currently sends this "one to one” information today to
lAgent {minimum five users) will be notified via the contact person at the agency / fire department. §3 has
email or text about new permit automatically. accounted to make this a “one to many” relationship /
communication as part of the new system
madifications.
As stated in requirement B1.3, the enhanced system will
add conflguration to User Setup that will enable users to
choose their preferred method of communication when
a burn permit Is issued within their township {emall,
text, or both). There is no limit on the number of users
who can be notifled automatically when a new permit is
issued. .
AL.10 [The Agent must have the abillty to turn M IYes Standard This feature is standard in our selution,
pfifrestrict the issuance of permits by town
on dally basis due to burning conditions with Future The enhanced system will add functionality to allow

Administrative users with approprlate permisslons to
Manage Burns from the Admin Site. This feature will
enable the user to turn off/restrict sales of burn
permits by township (either individually selected or
globally) and will display a date/time when sales may
resume for the townshipis). The dateftime will have a

.gefaﬁ_!_léett_ing th‘a.t can be edited globally or at

townshig level.

*
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al.11 ADbIllty to notify existing permit holders by text, ™M No Future This Is not an automatic process and is emall ONLY (no te)
lind email that their permit is not valld for that today. The state can send mass emalls from a search result
kime period If fire danger Increases to level when 10 address the Issue. The text an automatlon component
bpen burning is no longer allowed by the have been accounted for in the new updates proposed
buthority having jurisdiction. as pant of this RFP response.

’ ’ As stated in requirement B1.4, the enhanced system will
add the option to send text messages to customers and
will add conflguration to the Public Site and Fire Agent
Slte Sales workflow to enable the customer to select

v their preferred method of communication {emall, text,
or both) to receive notification fram Fire
warden/Agents and/or Agency Personnel when their

. permit'is no longer valld due to fire danger.
The solution will include intuitive and efficient ways to
communicate and send messages to multiple customers
{email, text} in bulk, resulting in a reduction of
administrative overhead.
AL1,12 Iability for State Staff to flag name and address to M res Standard [This feature is standard in our solution,
prevent permit issuance due to cltatlons.
AL1.13 lnpplications website must be responsive for M No ICustom || The current selutlon was not built uslng responsive design
pll devices; desktops, laptops, smart and would need to be re-written in order to
phones, tablets, etc. accommaodate this requirement.
As stated in Requirement Al.7, NHDNCR's enhanced
system will be architected to be responsive design. This
' solutlon allows pages and functionality withln the
application to adapt to'mobile, tablet desktops, laptops,
- smart phones and other devices by brand and screen-
size, The interfaces will be deslgned with intuitive drop-
down menus to reduce friction as well as "dirty data *.
Al.14 The apphcauon must update data files on a daity M Yes IStandard  [This feature is standard in our solution,
basis which contain the last 24 hours of data, The
gents and State Staff will have the ability to
export the data in CSV format and add
kata to their own database.
A1.15 Ability to access data using open standards access M Yes Standard Il connects are over internet Message Access Protocol
protoco| (please speclfy supponed verslans in the o oo FMAP)
s BT E RS i), S vt e PP i e B
‘“"?Y W-- AT "B’?""'#‘;‘T WL
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Al.16 [The application must be able to provide multitude M Yes Standard [Same as Al1.8? S3 provides extensive reparting capabilities in
of reporting capabillties (financial, statistical and | lour solutions that include but are not limited to financial,
demographic} for a specific locatlon or a Istatistical, demographic, and product reports. All reports are
combination of locations. lexportable in csv,

) pdf, xIs, htmi

al.17 [The Solution will allow the agent to add a permit M Yes Standard This feature is standard in our solution,
and print the permit at the fire department or .
issuing agent location to provide a no cost fire " Future As described in Requirement B1.7,1The enhanced
permit, system will add functionality to the Agent site to

collect all relevant customer data, including

acknowledgement of Affidavit questions, print and

email capabilities, enabling the fire agent to use the

system to sell and fulfill the permits directly thru the

system, bypassing the convenience fee charge that is
) applied when sold over the internet. .

A1.18 [The Solutlon will provide the ability to correct the M Yes Standard  |Administrative resources with appropriate system and
type of permit that was purchased {e.g. seasonal lsecurity access have the ability to accommodate these
s day) in error and reissue that permit or issue functional capabilities.
bnother permit at no Cost.

e e ey s = #e v e ey e =
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APPLICATION REQUIREMENTS

4 PPLICATION SECURITY

2.1 - Merlfy the Identity or authenticate all of the [Yes Standard  [This feature is standard in our solution.
kystem client applications before allowing use of
the system to prevent access to inappropriate or
confidential data or services. :
2.2 Encrypt passwords In transmission and at rest Ives Standard  [This feature is standard in our solution,
Mwithin the database.
A23 Establish ability to expire passwords after a Yas Standard  [This feature is standard in our solution.
efinite period of time in accordance with DolT's :
ktatewide User Account and :
Password Palicy
A2.4 Frovide the ability to limit the number of people Yes Standard  Jall users are set ups with specific roles and responsibllities
khat can grant or change authorizations that can allow or disallow capabilities once logged Into the
' system including the ability to grant or change
uthorizations for other
users within the system.
A2.5 dentification/Authorization to ensure that lYes Standard  [$3's role-based system login and security altows and
ndividuals, State personnel, Wardens and local disallows access to specific systern capabilities based on
ents have access to specific data and System ogin authorization. These features are managed entirely
Ezmponents il and only If they have been explicitly Iwithin the system by system administrators with
uthorized to do so by the application fappropriate security access,
pdministrator (State).
In2.6 Establish ability to enforce session timeouts during Yes standard  [This feature Is standard in our solution.
periods of Inactivity.
n2.7 [The application shall not store authentication Yes [Standard [This feature is standard in our solution,
credentials or sensitive data in its code.
Ia2.8 Log all attempted accesses that fail identification, Yes Standard [This feature is standard in our solution.
authenticatlon and authorization requirements.
AZ.9 [The application shall log all activities to a central Yes IStandard This feature is standard in our solution.
server to prevent parties to application
ransactions from denying that
they have taken place.
A2.10 All logs must be kept for (3 months) Yes Ktandard [The Agency can determine the length of time that records
and logs are kept within the system.

f""\_a-
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53 provides for this functionality but 53 will need additional

o prevent critical application security flaws. Ata
intmum, the application shall be tested against

1} Raws outlined in the Open Web Application
curity Project [OWASP) Top Ten

hitp://www.owasp.orgfindex.php/OWASP Top Te
_Project)

AZ.11 [The application must allow a human user to M Ires [Standard
explicitly terminate a sesslon. No remnants of the Kdetalls to determine the specific detalled
prior session should then remain. Fequirements.

A2.12 Do not use Software and System Services for ¥ res Standard  [This feature is standard in our solution,
binything other than they are designed for,

A2.13 IThe application Data shall be protected from M res” Ktandard , [This feature Is standard in our solution.
unauthorized use when at rest.

n2.14 rhe application shall keep any sensitive Dataor- M Yes ktandard  [This feature is standard in our solution.
kommunications private from unauthorized
ndividuals and programs.

A2,15 Kubsequent application enhancements or M Yes IStandard Akl system upgrades are intended 1o preserve all desired
pgrades shall not remove or degrade security ' kecurity requirements from prevlous updates unless
requirements otherwise specified by the r’

REENCY.

A2.16 Litillze change management gocumentationand M ves Ktandard  [53 enforces a proven and effective Change Management

procedures ) Process for all system / scope changes throughout the
kystem development process as well as after the system has
been accepted into production.

a2.17 mmunity to ensure that the software is as ktandard This feature is standard in our solution.

\ protected from Infection by undesirable
programs {e.g. computer viruses,
Warms, Trojan horses, etc.}
A2.18 Ensure application has been tested and hardened Yes Standard §3's proven Project Management and Software

Development LifeCycle enforees strict guldellnes during the
development, testing and deployment aspects of our
solutions. These efforts serve to prevent critical application
functional, technical and security flaws outlined in the
Open Web Application Security Project

{OWASP) protocols

et
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NHDNCR TESTING REQUIREMENTS

1.5

performance tuning and stress testing and UAT
bs more fully described In Appendix G, Security

pnd Testing Requirements.

T1.1 [The Vendor shall be responsible for Yes Standard | S3 provides our cltents with a broad range of
providing documentation of securlty testing. documentation of security testing that focus on
Tests shall focus on the technical, technical, administrative and physical security controls.
bdministrative and physical security controls All 53 solutions are designed and architected to provide
khat have been designed into the System the highest level of confidentiality, integrity and
rechitecture in order to provide the avallability.
necessary confidentiality, integricy and
pvailability.

IT1.2 The vendor will annually complete penetration Yas Standard | S3 provides annual penetration testing and quarterly
kesting according to PCI Requirement 11.3. The vulnerability scans according to PCI DSS requirement
mendor will run, at least, quarterly vulnerability 11.2 and 11.3.

Bcans according vo PCI DSS requirement 11.2,

T1.3 Provide the State with validation of 3rd party Yes Standard | This requirement is customary with nearly all 53 clients.
security reviews performed on the application 53 staff will work with the Agency to determine the
nd system environment. The review may specific activities and outcomes that must be met to fully
nclude a combination of vulnerabllity scanning, adhere to this requirement.
penetration testing, static analysis of the source
kode, and expert code review.

TL.4 Mendor shall provide documented procedure for Yes Standard | This feature is standard for all $3 system
Imigrating application modifications from the implementations.

Mser Acceptance Test Environment to the
Producticn Environment.
The Vendor must perform application Yes Standard | This feature is standard for all 53 system

implementations.
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The vendor must test the software and the
kystem using an industry standard and State
hpproved testing methodology as more fully
described in Appendix G, Security and Testing
Requirements.

Standard

3's Project Management and Software Development
ifeCycle processes enforce and mandate specific testing
rocesses that align with the Agency's Security and Testing
equirements.

khe Vendor shall provide resuits of all security
kesting to the Department of Information

[Technology for review and acceptance.

T1.7 The Vendor must perform application stress Yes Ktandard |83 performs application stress testing and tunings for all 53
kesting and tuning as mare fully described In kystem development and Implementations and In
lAppendix G, Security and Testing Requirements. falignment with the Agency's Security and Testing

Requirements detailed in Appendix G.

T1.8 [The vendor must define and test disaster Yes Standard  [83 provides all cllents with a detaited Disaster Recovery
recovery procedures. Plan and corresponding procedures.

IT1.9 Prior to the System being moved into production, Yes Istandard 53 provides our clients with all results of securlty testing for

klient review and acceptance prior to formal system
lacceptance.
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NHDNCR HosTING CLOUD REQUIREMENTS

HOSTING-CLOUD REQUIREMENTS

e A (L i J—-

ateRequUIrementss 1o

he Vendor shall provide its Services to the State
and its end users solely from data centers within
he Continental United States. All storage,
processing and transmisslon of State data shall be
Festricted to information technology systems
within the Continental United States.

Standard

‘[This feature Is standard for all S3 system implementations.

H12

* ppecified and allowed by the contract, and then

[The Vendor shall not allow Its personnel or sub-
contractors to store State data on portable
Hevices, including personal computers, except as

onty on devices that are used and kept at its data
kenters within the Continental United States. The
Wendor shall permit its personnel and
IContractors to access State data remotely only to
provide technical support and as specifled or
required by the contract,

Yes

Standard

[This feature is standard for all 53 system Implemeantatlons.

H1.3

Vendar will not store or transfer Data collected in
konnection with the Services rendered under this
Agreement outslde of the Unlted 5tates including
h:ackup Data and disaster recavery locations.

Yes

Standard

[This feature is standard for all 53 system implementations.

endar shall provide an ANSI/TIA-942 Tier 3 Data

enter or equivalent. A tier 3 data center
equires 1) Multiple Independent distribution

aths serving the IT equipment, 2) All IT

quipment must be dual-powered and fully
kompatible with the tapalogy of 2 site's
prchitecture and 3} Concurrently maintainable
kite infrastructure with expected availability of
59.982%

Yes

Standard

[This feature is standard for all 53 system implementations.

<

[The Cata Center must be physically secured -
Festricted access to the site to personnel with
:ontrols such as btometric, badge, and tthers
e

securlty “solutions’” Pollcies lor grantlns access -

Yes

Standard

[This feature is standard for all 53 system Implementations.

A .
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be granted to those with a need to perform
kasks in the Data Center.

H1.6 Eendor shall maintain a secure hosting M Yes Standard [This feature is standard for all §3 system implementations.
*  lenvironment providing all necessary hardware, : ’

koftware, and Internet bandwidth to manage the
application and support users with permission-
based loglns.

H1.7 Vendor shall install and update all server patches, M Yes Standard [This feature is standard for all 53 system implementations.
ppdates, and other utilities within 60 days of
release from the manufacturer, .
HL.8 Vendor shall monitor Svstem security, ang M Yes Standard  [This feature is standard for ail §3 system Implementations.

ppplication logs.

H1.9 Vendor shall manage the sharing of data M Yeas Standard ({This feature is standard for ail S3_\svstem Implementations.
Fesources. :

H1.10 vendor shall manage daily backups, off-site data M Yes Standard [This feature Is standard for all 53 system implementations.
Etorage, ang restore aperations. . 53 will work with the Agency to determine specific

Fequirements (If any} for these aspects of the solution.

p1.11 [The Vendor shall monitor physical hardware, M Yes Standard {This feature is standard for all $3 system Implementations.
H1.12 ['he Vendor shall report any breach in security in M Yes Standard [S3 agrees and will adhere to this requirement in its
konformance with State of NH RSA 359-C:20. Any lentirety,

person engaged in trade or commerce that is
Bubject to RSA 358-A:3, i shall also notify the
regulator which has primary regulatory authority
Jover such trade or commerce, All other persons
Ehall notify the New Hampshlre attorney

Mendor shall have documented disaster recovery Yes Standard
. Pplans that address the recovery of lost State data
s well as thelr own. Systems shall be architected
ko meet the defined recovery needs.

H2.2 [The disaster recavery plan shall identify
ppropriate methods for procuring additional
hardware in the event of a compaonent | failure. In
_. . MOSLinstances, systems shall offer o level of

M
'G' = Fe dundsn y £ e . .
o I redundancy st the loss of a drive or power, suppry ‘qu‘rv b Tae m { W‘ -
Ll ) wlll not; t;:fufﬂ;ént to lermi%mervhiges ~ 3‘5 T & i W ¥ \ : & ¥R

[This feature 1s standard for all 53 system implementations.

Yes Standard  [This feature is standard for all $3 system Implementations,
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however, these failed components will have to be
replaced. 1

Mendor shall adhere to a defined and

H3.1

ko the last backup is not sufficient to recover
Ktate Data, the Vendor shall employ the use of
database logs in addition to backup media in the
kestoration of the database(s) to afford a much
kloser to real-time recovery, To do this, logs must
be moved off the volume containing the

atabase with a frequency to match the business
eads,

he Vendor shall employ securlty measures
nsure that the State’s application and data s
rotected.

H2.3 Yes Standard  [This feature is standard for all 53 system implementations.

Hocumented back-up schedule and procedure., 53 will work with the Agency to determine the specifics of
fthis requirement and will make any additionat
Imodifications $3's existing client processes to meet Agency
Imandates if different.

H2.4 Back-up copies of data are made for the purpose Yes standard [This feature is standard for all 53 system implementations.
jof facilitating a restore of the data In the event of
Kdata loss or System failure.

H2.5 Ischeduted backups of all servers must be Yes Standard  [This feature Is standard for all 53 system implementations.
kompleted regularly. The minimum acceptable :
frequency is differential backup dally, and
komplete backup weekly.

H2.6 [Tapes or other back-up media tapes must be Yes Standard  JAll system backups are automated and follow specific and
kecurely transferred from the site to another ndustry accepted Disaster Recovery backup mandates that
secure location to avoid comptlete data loss with lensure no data loss in the instance of a system fallure. All
khe loss of a facility. backup data is stored in geographically separate data

storage locations.,

H2.7 Data recovery - In the event that recovery back Yes Standard [This feature Is standard for all 53 system implementations.

Standard

[This feature is standard for all 53 system Implementations.

H3.2

f State data Is hosted on multiple servers, data

. Exchanges between and a'rnong servers must be

nerypted.

Yes

Standard

[This feature is standard for all $3 system implementations.
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H33

Il servers and devices must have currently
kupported and hardened operating systems, the
atest anti-viral, anti-hacker, anti-spam, anti-
kpyware, and antl-malware uthlities. The
environment, as a whole, shall have aggressive
ntrusion-detection and firewall protection.

M

Yes

Standard

[This featura is standard for all 53 system implementations.

H3.4

lall components of the infrastructure shall be
reviewed and tested to ensure they protect the
State’s hardware, software, and its related data
bssets. Tests shall focus on the technical,
bdministrative and physical security controls that
have been designed into the System architecture
n order to provide confidentiality, integrity and
pvailability.

Yes

Standard

[This feature is standard for all 53 system implementations,

H3.5

The Vendaor shall ensure its complete cooperation
With the State's Chief Information Officer in the
detection of any security vulnerability of the
hosting infrastructure.

Yes

Standard

[This feature is standard for all $3 system Implementations.

Wil servers and devices must have event logging
enabled, Logs must be protected with access
imited to only autherized administrators. Logs
hall include System, Application, Web and
F)atabase logs.

Yes

Standard

[This feature is standard for all 53 system implementations.

H3.8

perating Systems (05} and Databases (D8} shall
e built and hardened in accordance with
uidelines set forth by CIS, NIST or NSA

Yes

Standard

[This feature Is standard for all $3 system implementations.

H3iZ9

he Vendor shall notify the State’s Project
anager of any security breaches within two (2}
ours of the time that the Vendor learns of their
ccurrence.

Yes

Standard

[This feature Is standard for all 53 system implementations.

H3.10

he Vendor shall be solely liable for costs
hssociated with any breach of State data housed
at their Iocationls) including but not limited to
otification and any damages assessed by the
ourts,

SERVICE LEVEL AGREEMENT

he Vendor's System support and maintenance
khall commence upon the Effective Date and.
xtend through the end of the Comract term, and

s B ny Extensions. thereof

Yes

Miﬂ‘ﬁh.._._
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Standard

Standard

[This feature is standard for alt 53 system implementations.

[This feature s standard for atl 53 system implementations.
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Ha.2

IThe vendor shall maintain the hardware and
Koftware In accordance with the specifications,
kerms, and requirements of the Contract, including
roviding, upgrades and fixes as required.

M

Yes

Standard

[This feature is standard for all §3 system implementations, -

Ha.3

[The vendor shall repair or replace the hardware or
software, or any portion thereof, so that the
Kystem operates in accordance with the
Specifications, terms, and requirements of the
Contract.

Yes

Standard

[This feature is standard for all $3 system implementations,

Ha.4

lAll hardware and software components of the
Mendor hosting infrastructure shall be fully
kupported by their respective manufactarers at all
kimes. All critical patches for operating systems,
databases, web services, etc, shall be applied
within thirty {30) days of release by their
kespective manufacturers,

Yes

Standard

[This feature is standard for all 53 system implementations.

HAS

[The State shall have unlimited access, via phone or
Email, to the Vendor technical support staff
between the hours of 8:00am to 4:00pm- Monday
khrough Friday EST.

Yes

Standard

53 provides client support via phone or email at any
duration / timeframe desired by the Agency ranging from
imited / specific hours during weekday(s) and/or
weekend(s) to full 24x7x365.

H4.6

[The' vendor shall conform to the specific
deficiency class as described:

Class A Deficiency - Software - Critical, does not
Bllow System to operate, no work around,
Hemands Immediate action; Written
Documentation - missing significant portions of
nformatlon or unintelligible to State; Non
Eoftware - Services were [nadequate and require
Fe-performance of the Service.

Class B Deficiency - Soitware - important, does not
ktop operation and/or there Is a work around and
user can perform tasks; Written Documentation -
portlons of Information are missing but not
lenough to make the document unintelligible; Non

Software Services were deﬁuenl requlre e

eworkln& but do not requlre re performance of

Yes

Standard

This requirement Is currently being adhered to as part of
khe existing systerm implementation.
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Class C Deficiency - Software - minlmal, cosmetic
n nature, minimal effect on System, low priority
pnd/or user can use System; Written
Documentation - minimal changes required and of
minor editing nature; Non Software - Services
require only minor reworking and do not require
je-performance of the Service.

4.7

e M

*JAs part of the maintenance agreement, ongoing

support issues shall be responded to according to
khe following:

h. Class A Deficiencies - The Vendor shall have
pvailable to the State on- call telephone
pssistance, with issue tracking avallable to the
Btate, eight

I8} hours per day and five (5) days a week with an
enail / telephone response withln two (2] hours of
Feqiigst; or the Vendor shall provide support on-
kite or with remote diagnostic Services, within four
K4) business hours of a request;

b. Class B & C Deficiencies —The State shalf notify
khe vendor of such Deficiencies durlng regular
business hours and the Vendor shall respond back

*within four {4} hours of notification of planned

korrective action; The Vendor shall repair or
Feplace Software, and provide maintenance of the
Software in accordance with the Speclﬂcatlons,

4‘,_--m-'-"‘

fermsand Requlrements of the Contracty, -

Yes

Standard [This requirement is currently being adhered to as part of
the existing system implementation.
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hotification to the State Project Manager of all
khanges/updates and provide the State with

Ha4.8 [The hosting server for the State shall be available M Yes Standard [This feature is standard for all 53 system implementations.
pewenty-four (24) hours a day, 7 days a week
except for during scheduled maintenance.
Ha.9 A regularly scheduled malntenance window shall M Yes Standard [This feature is standard for all $3 system implementations.
be identified (such as weekly, monthly, or
lquarterly} at which time all relevant server
atches and application upgrades shall be applied.
H4.10 [The vendor shall use a change management policy M Yes Standard 53 utilizes a proven and well- established Change
For notification and tracking of change requests as Management Process that can be utilized by the Agency or
well as critical outages. 53 can adopt an acceptable process approved
f required of the Agency.
H4.11 A critical outage wilt be designated when a M Yes Standard [Thisis a standard definition far “Critical Outage” used by
business function cannot be met by a other 53 clients for similar types of system
nonperforming application and there is no work fmplementations.
Fround to the problem. ’
H4.12 IThe vendor shall maintaln a record of the M Yes Standard [This feature is standard for all 53 system Implementations.
bctivities related to repair or matntenance
betivities performed for the State and shall report
uarterly on the following: Server up-time; All
hange requests implemented, including operating
ystern patches; All critical outages reported
necluding actual issue and resolution; Number of
eficiencies reported by class with Initlal response
kime as well as time to close.
H4.13 The Vendor will give two-business days prior M Yes Standard  [This feature is standard for all 53 system implementations.

kraining due to the upgrades and changes.

o .o It wie
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NHDNCR SUPPORT & MAINTENANCE REQUIREMENTS

SUPPORT & MAINTENANCE REQUIREMENTS

he Vendor's System support and maintenance
khall commence upon the Effective Date and

xtend through the end of the Contract term, and
any extenslons thereof,

Standard

[This feature is standard for all 53 system implementations.

Maintain the hardware and Software in
pccordance with the Specificatlons, terms, and
requirements of the Contract, including providing,
hpgrades and fixes as required.

Yes

Standard

This feature 1s standard for all $3.system Implementations.

51.3

Repalr Software, or any portion thereof, so that
khe System operates In accordance with the
Bpecifications, terms, and requiremerits of the,
Contract,

Yes

Standard

[This feature is standard for all 53 system Implementations,

"

[The State shall have unlimited access, via phone or
Email, to the Vendor technical support staff
between the hours of 8:00am to 4:00pm- Monday
khrough Friday EST.

Yes

Standard

53 wlll provide Call Center / Technical Suppent for NHDNCR
land its Agents from 8AM - 7PM EST 7 days/wk.
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H

[The Vendor response time for support shall
konform te the specific deficiency class as
described below or as agreed to by the parties:

o Class A Deficiency - Software - Critical, does
not allow System to operate, no work around,
demands iImmediate action; Wrlitten
Documentation - missing significant portions
of information or unintelligible to State; Non
Software - Services were Inzdequate and
require re-performance of the Service.

I+ Class B Deficiency - Software - important,
does not stop aperation and/or there is a
work around and user can perform tasks;
Written Documentation - portions of
Information are missing but not enough to
make the document unintelligible; Non
Software - Services were deficlent, require
reworking, but do not require re-performance
of the Service.

e Class C Deficiency - Software - minimal,
cosmetic in nature, minlmal effect on System,
low priority and/or user can use System;
written Documentatlon - minimal changes
required and of minor editing nature; Non
Software - Services require only minor
reworking and do not require re-perforrmance
of the Service.

Yes

Standard

[This requirement is currently being adhered to as part of
lthe existing system implementation.

51.6

The Vendor shall make available to the State the

atest program updates, general malntenance

releases, selected functionality releases, patches,
nd Documentation that are generally offered 1o

rts customers, at no additional

kost.

Yes

Standard

[This feature Is standard for all $3 system implementatlons.

51.7

For all maintenance Services calls, The Vendor
khall ensure the following Information will be

" kollected and maintained: 1) nature of the

Deflciency; 2] current status of the Deficlency; 3)
petion plans, dates, and times; 4) expected and
hctual completlon time; SIDeﬂcnenw,, j, -

Iresoltion: Information, 6) RESD"VEde i i

Yes

Standard

This feature is standard for all 53 system implementations.

-
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IThe Vendor must work with the State to Identify
nd troubleshoot potantlally large-scale System
failures or Deficiencies by collecting the following
nformation; 1) mean time between reported
Deficiencies with the Software; 2) diagnosls of the
oot cause of the problem; and 3) identification of
repeat calls or repeat Software problems.

Yes

Future

[These criteria will be added to the required list of
informatlon provided by $3 and $3°s hosting solution
partners in order 1o fulty adhere (o this requiremant,

51.9

s part of the Software maintenance agreement,
ongolng software maintenance and support
Jssues, shall be responded to according to the
following or as agreed to by the partles: a, Class A
Deficiencies - The Vendor shall have avallable to
khe State on-call telephone assistance, with issue
kracking avallable to the State, eight [8) hours per
Hay and five (5] days a week with an emall /
kelephone response within two {2} hours of
fequest; or the Vendor shall provide support on-
klte or with remote diagnostic Services, within four
[4) business hours of a request; b. Class B &
Deficiencies —The State shall notlfy the Vendor of
such Deficiencies during reguiar business hours
land the Vendor shall respond back within four (4}
hours of notification of planned corrective action;
[The Vendor shall repair or replace Software, and
provide maintenance of the Software in
bccordance with the Specifications, Terms and
Requirements of the Contract; or as agreed
between the parties

Yes

Standard

[This feature Is standard for all 53 system Implementatlons.

51.10

The Vendor shall use a change management policy
Yor notification anq wacking of change requests as
well as_critical outages.

Yes

Standard

[This feature is standard for all 53 system implementations.

51.11

A critical outage will be designated when a
business function cannot be met by a
honperiorming application and there is no work :
jround to the problem.

Standard

[This feature is standard for all 53 system Implementations.

Y



oy “*New Hampshire

51.12

ctivities related to repair or maintenance
ctivities performed for the State and shall report
quarterly on the following: All change requests
jmplemented; AN ¢ritical outages reported
Including actual issue and resolution; Number of
deficiencies reported by class with initial response
kime as well as time to close.

Fhe vendor shall maintain a record of the
b

Yes

Standard

[This feature is standard for atl 53 system implementations.

51.13

The hosting server for the State shall be avallable
kwenty- four (24} hours a day, 7 days a week
lexcept for during scheduled malntenance.

Yes

Standard

[This feature is standard for all 53 system Implementations.

b1.15

regularly scheduled maintenance window shall
e identified (such as weekly, monthly, or
uarterly) at which time all relevant server
atches and application upgrades
hall be applied.

Yes

Standard

[This feature is standard for all 53 system implementations.,

b1.16

[The Vendor will give two-business days prior
notification to the State Project Manager of all
khanges/updates and provide the State with
kraining due to the upgrades and changes.

[

'_(es

Standard

K3 will work with the Agency to provide whatever
hotiflcation timeframes necessary prior to any changes /
updates along with any training necessary to understand
land support that changes / updates.

£1.17

lAll hardware and software components of the
hendor hosting infrastructure shall be fully
supported by their respective manufacturers at all
Rimes. All critical patches for operating systems,
databases, web services, etc, shall be applied
hvithin sixty (60) days of release by their
jespective manufacturers. .

Yes

Standard

This feature Is standard for all 3 system implementatlons:

51.18

The Vendor shall provide the State with a persenal
kecure FTP slte to be used by the State for
tiploading and downloading files if applicable.

Yes

Standard

[This feature is standard for all 53 system lmplementations.

™.
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ocumentation and evidence of its most recent
alidation of compiiance. Vendaor must supply an
ttestation of compliance at least annually. -

Fl.1 vendor shall participate in an Initial kick-off Yes Standard [This feature is standard for all 53 systemn implementations.
Imeeting to initlate the Project.

P1.2 \vendor shall provide Project Staff as specified in the Yes Standard [This feature is standard for all 53 system implementations.
RFP, - )

F1.3 Vendor shall submit a finalized Work Plan within Yes Standard [S3 makes this provision in every solutlon contract with small
ken (10) days after Contract award and approval by fvariances assoclated with timing and scheduling this
Gavernor and Council, The Work Plan shall include, eliverable with the State. 53 will adhere to this requirement
without limitatian, a detailed description of the n its entirety.
hchedule, tasks, Deliverables, critical events, task
Hependencies, and payment Schedule. The'plan
Ehall be updated no less than every two weeks.

P14 lvendor shall participate In wrap-up meeting at the Yes Standard [This feature is standard for all 53 system implementations.
Jend of Implementation.

P1.5 endor shall provide detalled bi-weekly status Yes Standard [This feature is standard fer all 53 system Implementations.

eports on the progress of the Project, which will .
nclude expenses incurred year to date.

P16 lall user, technical, and System Documentatlon as Yes Standard [This feature is standard for all 53 systern Implementations.
well as Project Schedules, plans, status reports, and '
correspondence must be malntained as project
documentation in MS Word or MS Excel. .

P1.7 Mendor will provide State with PCI D55 certification Yes Standard [This feature is standard for all 53 system Implementations.
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ATTACHMENT 2 - WORK PLAN

NHDNCR_ProjectSchedube_Contract_v.06
ank Nama Duration Fuart Finnh F Y Buccrron
1 New onu-:h-hmhsmum T Tha12/12/19 Wed 12/30/20
T | TINTAKE PHASE . . + S0 days Twifiny . weddyo T ,
T - ’ i day Thu 1241219 Tha 12/12/19 N
[} “Vgnder Canterance . 1day Mon L/6/10 Mon 1/6/20
] Proposals Due 1day Tus 2/18/20 Tue 2/18/20
[ Yendor Presentation and Demanstration - 1 dwy Wed 3/4/10 Wed 14720 14F8 39 dayy
1 1[M) intake Phase Complate O days Thu 12/121% Thu 12/12/19
1| mriage) . o L 59 dams wed 471310 wedrayo 5 -
. ¥ ~ Supplemental 10 donn Thu &/30/20 Wed 5/13/70
0 Obtain Certificate of Good Standing 10 dayt Thw 4/30/10 Wed 5/14/70 14
D} Ohiain Certificate of inmurance 10 das Tha 4730720 Wed $/13/10 14
12 Obisin Cartificate of Vota 16 days Thu 4/30/20 ‘Wed 5/11/10 14
] Comract Nagotiations : 59 doys Wed 47T wad 12270
2] Commence Negotlations \ dary Wed 4/2970 Wed 4129770 €F5+ 10 dans 17.10.19,10.11.12
5 Contract Preperstion 58 days Thu 4/36/20 wed 722020
3 "Dratt Contract {0GHT) Wdaw T TN Tha S/IN 10 “YTFF10 days, LIFF410” )
ki Subimit Rarvised Propossl & Scope Clarifications to MHDNCR 8dmn Thu 4/ 3¢ ¥ Mon ${11/20 14 o I0F5+10 day1, 16FF+ 10
n Swbmil Revied Project Schedule to NHDNCA Bdays Thu 430/ 30 Mon 5{11/20 14 20FS+ 10 days, 16FF+ 10,
13 Submit Supplermental Artifacts [Contract Req ) 10 NHONCR 10 days Tha 4/30/20 Wed 5/13/20 14 20FS+ 30 day, 16FFs 1O
Gat Onkﬁlgulndl 1lday Frl 5/29/1¢ Fri5/29/20 .!TFS' 10 dayt, 1LAFSe [.0 -
H GRC Approval IEuiﬂuud date - nok published yet] 1day Waed T/2H10 Wed 7/21/20 L I1TFF
.. Contract Executed 1dsy wed 7/21/10 Wed 7720720 15F 14.29,3765:3 days
PULANY ANALYSISPHASE 7 T 7 T oo T Wdeys ~ T T/INI0 T 7 IR LT
24 Artifacts 7deys The /2370 Fd 7/31/20 22 ALET
Oaveiop Communication Man T Thy 223770 N0 '
F Dcnlna Qilm Managemant Pian 7 doys Thu 223/ i 20
P Deveiop Testing Pan 7 dwrs Thu 2723720 Fi 31710
2 Davalon Project Schedule / Work Man 7 dirs Thw 772320 e
) Activities 10.denn Thu 7/13/20 Wed 1/5/20 3
% ANgnmant on Project Ovganization | Stucture 5 days The 1/23/20 Wed 1/29/20 31FE,32FF, 14,38
3 Iaentsty Ssakehokders / E5tabRIh Roles B Rasponubhities 7o Tus /1810 wad 7123470 0FF 3835
2 - Kitabitsh Cadence/Tchedute 100 Profest Review Migs & Statvs 2 divs Tye 12410 Wed 7/29/20 I0FF 1
Rota, ) . ' . :
3 Setum / Configurs Project Reposhory -t Tdeyr T 7730020 MBI [
W identlty Repository / Tool - Tdey . Thu 7/30/20 The 7/30/20 30 355§ ™
EL idumily apri & Conllgure Ascen 2dwyy Thy /30420 710 31,3415 ! )
- 3% Profaikickefl . Tdm Tes 120720 Wad 3/3/20 . .
37 Schedule Profect Kickall . Tdmp Tue WD Wad 1125120 13543 days 3
] Frepure Rickolf Deck | Agenda / Matariala T Thu 1/30/20 F 1/31/70 37303,12 39
3§ Conduct Project Kickot! ) Tdas Mon BfY/10 Wed 3/8/20 ] ‘agF ATSS
A Cortam Stare / Futurg $tate Objectives 1 den Mon W30 Waed W5/10
a1 Establlsh Succast Criteris Idmi. Mon 13720 Wed U/5/20 '
2 “Sistus Repocting e Mon 8/3/18 wed /3720 s

ww»-~ .

s

et ttme et ot g v e ——— 41—




DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS .
DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
ATTACHMENT 2 - WORK PLAN

[¥] Commence f-Weekly SLatus Aeporting 1dm Mon 4/1/10 Wed 8/3/70
[ [M) Artitacts - Pan Phase Submitted Odeys 3721420 ri 231420 ar¥ a7
[H [M] Project Repesiony Satup # Conligured Ddwrs Fri 7/31/70 I 335F ar
[T |M] Project Kickoff Conducted Odays wad 1S/10 Wed 1/3/20 39F€ ar
a7 (M1 Pran Anatysis Phase Comphate 0 days Wed E/5/70 T wWed /5020 a4, 46,45 4z
18| MEOUIREMINTS / DESIGN PHASE - ITERATIVE T ‘sadays 07620 Thaeitfie
[ Contract Reguirements Validation Sdavt Thu we/20 wedgj1l/20 47 £655,5035,55,52
1] User Stortes ' ) 30 dav Thu 8/6/10 Thu 8/11/10 ayss )
51 Setup Saries of JAD Seasiont . 2 days Thu B/6/20 Fri K720 57
52 Conduct JAD Sesstons MBdan . ThulY0 Wad 972120 5148 5188
% Extabltsh Utet Storms 10 dsys Thu /13720 Thu 9/10/20 5288 S455+5 davs
34 Approve User Stores 10 days The &/ 20/20 Tha 9/11/20 515345 dayy 56,7855 +5 dhinys, 12055+
35 144] Ruquiramants Vakidation (KTM) admn Wed MIN 0 Wed K12/10 43 56
% [M] Ruquirements / Deaign Phase Complete Odm Thu /17720 Tha 1110 54,55
3T EXECUTE PHASE - (FERATIVE 79 doys Tha I/4/TE Wed 11/25/70
E) Artitacts 43 den Mon #1120 Frl 11720720 122 .
1] Create System Duslgn (TDO} - Kerative theoughout Dev 0 dn Mon LOf36/20 b 11720720 120FF+5 durs
] Oomuirent DB Schemy - Iverative Throughout Dev Hodm Mon LO/26/20 i LifT0/20 120F <5 iyt
&1 Darvaiop Conversion f Oata Migration Han 10 dart Mon 9/21/20 Fii LIY1/20 58
Develon Security Man 10 dayy Mon 3T Fri LO/2/20 TS
11 Devatop Comprehamibes Tranieg Pan and Curriculum 10 dayy Mon 3/11/20 #1220 THSS
2] Duvtion End Lser Support Plan 10 den Man 3/11/10 1l t0/2/20 THss
5 58 deyn Tha W10 Frb 10/13/10
[ Loweer Emvironmarta s Thu 8/8/20 Bl 877120 49ss % '
G Drev Ervh Setup & C 2 dan The #/6/20 - Fri 4710 .
aA Setup & Configuiah 2dm Thu 1/6/20 i 4720 LIIF5+5 days.

[1] AT aumant Satup L 3« 24days Thu /&0 mymo

-~ 10 4 t & Disaster v Sdays Mon 10/18/30 FH 10713/ 20 538
T Creatw Primary Ervironment ) 1 day Hon 1019/20 Mon 10/19/20 12,7355+ 1 day, 14
T2 Create Disaster Recovary Emvironment 1 day Tue WY 10 Tue 16/20/20 7L 4
T Configure Batkupi for Primary Environmant, 1day Wed 10/11/10 Wed 1/71/20  TIFSeldey 7
Ta Configure Security Settings 2dm The 10/23/10 Frl 10/23/10 HILD
i3 Plationn Modernlaation Ham Mon 1718720 Fri 9108 L]

— 1% Ra-wiite Existing w/ Responnies Dutign - 9 darn Mon M10/20 ¥t 9712720 o

¥7 _Sprint. [Owv & OA bn Paralied) 0 dayy Meon 1/21/10 £ 1171320 130
" Sprimt 1 10 days Mon $/21710 ¥l 1072]20 T3.3455+5 davs LTS ATAEL S .
7 Agent Mansgement 10 days Mon 8/21/70 Fri 10¥2/20
(] Cusiomet Mansgement 10 days Mon 3/21/20 Foi LOFT 20
[1l Speim 2 ) 10 days Mon 10/3/20 Fri 10/16/20 " 6,1353%
[F] Product Management . 10days Maon 10/s/20 Fil 10/16/10 .
1] Product Rukes 8 Configuration |10 days Mon 10/5/10 Frl 10/16/10
M Transactlon Managerent ) “10 days Mon 10/3/10 FAO10/16/20
[+ Integr athon « Paymani 1 10 days Mon 10/5/10 Fr 10/16/720
% Sprinc “10 days Mon 10/19/20 ¥l 10/30/20 " 7085,91,9755, 14085
[ Admin ConBiguration Management "10 days Whan 10/19/10 Frl 10430720
u * Sequrity Aole Management 10 days Mon 10/19/10 Fri 10434420
(1) I 10 daps Mon 10/13/10 Fl 18/30410

R T N R
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91

92

93

95

- 97
kL]

100

101
102
101

104
105
106

108
(]
[
1%
112
113
114
115

116
nr
118
119

120

121
122

123

124

125

126

127
128

129

110

11

132

113

134

135

136

" Branding - Public Site, Agent Site, Control Center
Socint 4 o N
Prin: Tamplainy
Repons
Aydiy Logging
. Emal Generatlon / SMS Text Mig.
bata Migraon
Dats Migrstion Setup .
” pull $nspihots & Combine Into single Schema
Idantiy Relevant Tables
Identity tables may need Lo be migrated and when
Scrubs / cleanse data
Nertiove any Test 0ats "
Determina Sequence of Loading & Add to Plan
Oetermine Data Transport Men & Add 1o Plan
Detarming Wit Can be Pre-Loaded
Migrate Data
Map Data
Submit mapplng 1o NHDNCK far review
Updatn mapping documaent
Datermine Trst Plan for Vakdation
Wiite Load Seripis
Load Data
Dats Validstion -
Valldate Data Load / Update Mapping Dacumaent
Security Review
Conduct Security Ravisw
PEN Taat
Canduct Pen Teat
Pan Tast Aasulty
[M] Sprini Devalopmant Camplese:
M| Duta Migration Comphete )
{M] Artifacts - Executa Phasa Approved
M| Security Revi P['H‘Tnl ccn]ple_\e

nvitonme Utet Setup b Ci
L 2 Fest Cavas - Nerstive w/ User Story Appeovsl
Quality Assurance Test Frcution
" Tast Sprnt 1 (in paratiel w/ Dav}
Enccute Test Cases

Retert & Valkiate

Tast 5print Z {in paraliel w/ Dav)
Execute Test Caser

Mon 10/18728
Mon 11/1/20
Meon 11/2/10
wmon 11/2/20

* Men 11/1/10

Mon 11/2/10
Mon 10713/20
Mon 10/18/10
Med 107/19/20
Wed 10/21/20
Wed 10/21/20
Fd 10/23/20
Frl 10/23/20
wed 10/28/20
Wed 10/74/20
wed 10/10/10
mon 1172720
Mon 11/2/10
Wed 11/4/20
Fel 11/6/20
Mon 11/5/20
1316720
wed 11/11/20
Thu 11/12/20
Thu LA 20
Mon 11/15/10
whon 11716/10
Mon 11/16/10
Mng 1171620
wad 11/25/10
Fri 11713720
Fii 11/13f10
Fri 11/20/10
Wed 11/25/2¢
Mon /17720

Mon /14120
Mon 8/21/20
Mon 9/21/20
Mon 9/21/20
Mon 9/21/10
Mon 91120
Thy 10/1/20

Mon 10/5/10
Mon 10/5/20

Fel 10/30/20
Fri 11713710
i 11713120
Fi11A13/20
Frl 11713/20
Fri L1320
£l 11/13/20
Thu 10/28/20
Tus 10/20/20
Thu 1022720
Thu 1/22/20
Tus 10721/20

* Tue 10/27/20

Thu 18/29/20
Thu 10/29/20
Thu 10/19/20
Wed 11/11/20
Tue 12/3/20
Fd 1146710

¥ 11/6/20
Tue 11/10/20
Tue 11/10/20
Wed 11111720
Fri 13713/20
Fri11/13/20
Wed 11/18/20
wed 11/18/20
Wad 11/25/20
Tue 11/17/20
Wed 11/25/10
Fri 11/13/20
fri11/13f20
Frl 11/20/20
Wed 11/25/10

Tuk 12/i5/20

wed 8/29/10
Mon 5/20/20
Frl 11/13/10
Fri 10/2/20
Wed 9/30/20
Wad 9/30/20
Wed 9/30/20
11 10/2/20
Frl 10/18/T0
wed 10/14/20

TAR

" 10653,14555
19655.19555
2555 108
C o )
L] 10058101 .
2055 101
99,100 ‘1o2ss
10188 £03,104,105
102
102
101 A
7158 114
108
107 109FF
104FF 110,11185
109
10555 n
n
121
106
120 o
120 123
TL9FSeS days
158FS+5 days -
n 117,115,59FF+5 days,§]
113 .
54
115,117 N 126 :
. m
BOFS+S days
S455+7 dayt 187
THis N
. 134
v 132 )
134
131,132,133
nss
139
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737 Conduct Bug Triage Bdans Mon LO/3/I0 wed 10/14/20 119

(51} i Bugs b Aelease Sdas Mon L0/8/10 Wed 10/14/20 138
5] Ratest & Validate 2dms Thu 10/15/20 Fri 10/16/20 136,137,138

143 Tast Sprint 3 (in parafiel w/ Devi 20 days Mon 10/18/10 Fr 10/30/10 538

1 Exetute Test Caser Bdm Man LO/19/70 Wad 10/28/20 144

142 Conduct hug Triage Bdn Mon LO/19/30 Wed 10/10/20 144

141 Fin Bugs &k Release B days Mon 10/1%/10 Wed 10/10/20 144

Tad Matest & Validate ) 2days Thu 10/29/20 Fri 10/30/20 141,142,143

145 Tast Sorint 4 (i parsliel w/ Dev) ' 10days Mon 11/2/20 #r 11/13/10 138 150,168
146 Tancute Test Cases Wdays Mon t1/2/20 wrd 13/11/20 143

7 Conduct Bug Trisge N dr Man 11/2/20 wed 13/11720 et

14 Fiz Bugs & Retease " days Mon £1/1/20 wed 13/11720 149

149 * Ratest & Vakdate 2dm The 11412420 Fri 11/13/70 146,147,148

% Ringrirssion Testing - End-1e-End S dep Won 11/16/10 Frl 11/19/20 18 162,179, 19955, D05, 2
731 Concduct Regression Test Tdm Man 11/16/70 Wed 11/18120 15888
153 Conduct Agcessiblity Teating - 3dem Mon 1I/1W0 wed 11/12720

153 Conduct Urabllity Testing Acrons Multiphs Device Types 3dem Mon 11716770 wed 11718720

154 Conduct Security Testing. dayr Mon tI/16/20 Wed 11/18/20

153 Fix Bugs & Relessa 4dep Mon 11714720 The 13719470 15138 o156
154 Natew: L Vahduts Tany 0 F 11730720 [

157 | User Accapeance Testing W deys Mon 11/18/270 Toa 12/1820 16935,173
154 User Acorptance Test Setup & Configuradon 3 days Maon 11/16/20 wed 11/18/20 .
159 Validats Environment, User Setup & Configuration Ydm Mon 11/16/20 Wad 11/18/20 160855 days
164 Usar Acceptanca Tast Execution . REZ L Mon 11/13/10 Yo 12/15/20 15935-5 dayn
161 End-To-End Testing 13 dan Mon 11713470 Tue 11/13/X0 150 .

— 162 Exscute Test Cases 10dave - Man 112370 Tut LW 16§

163 Conduct Bug Triage 10 dayr Mon 11/2)/10 Tue 12/8/20 16%

64 Fin Bugsk Rebuase 12 dayt Man 1172010 Tha 10/ 165

165 Ariesth Vakdate 3devs Fd 12711710 Toa 12/15/20 162,162.164 -

164 Performance / Load Tasting 51 dans Tue 3/29/10 The 12/10/10 174,18455,18553, 1063,
167 Datermine Load Test Raguirements 5 days Tue 9/79/10 Mon m[sno 124

Ve Create / Update Load Test Scripts A0 dam Mon 11/16/70 Twe L2/1/20 145 69

Wy Cavcutn Load Tast s dwvs Wed 1/2/20 Tou 12/0/20 168,15735 11055, 174

110 fix Bugs & Releare $dm wed 12120 Tuwe $2/0/20 16955 ”n

i) Ratest & Validate 2 wed 12/3/20 The 1Z/10/70 1600

112 [ni] Cruafity Asturance Test Comphite Odayr ¥ 11/10/10 frl 13/13/20 128

73 [M) Ragression Test Compieta Odem i 1120010 Frl 11720720 150

154 (M) Partormance [ Lasd Tast Comphete 0 dayr Thy 121000 Thu 12/10/20 166 m

175 (W) User Accaptance Tesy Complate O days Tus 1215/20 Tuw 121520 151 21,00

TT6_| _IMPLEMENTATION PHASE o . dm Tus 3/28/10 wed /300 . .
T | T Keefaew T T T T T - T Tiden Wed 12/2120 The'12/17/2¢ [T A
[ Update Tralning Plan tT Sdm wed 12/2{10 Tue 12/4/20 199FF

[hi] Update End User Support Plan S days rd 12A13/10 The 117470 1306F

3 Finallze Imphementation / Deploymant Man Sdayt R 1WVIO T 1IN0 WIE-D day 231,179FF

1 Merkating 0 days Tua 9/18/20 Wed 12/9/10 242

Wz Markrting Matenisly 30 days Twe 3/19/20 Wed 12/9/10

1] Markating for Municipsiities 80 davs Tua 318110 Wed 12/5/10 12y
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184

185
186

187
184

189

l

214

215

il

213
20

222
221

Postar gndfor Brochura Design
Graphikcs
Conwent Rsting Feature of Program
Distribute Materlat
Marhating for Public
Poster snd/or Brochure Devign - Avall #NH Wekome
Canters
Graphk.l
Distribute Materlals

Markering Emall Campaign - Annusl reminder 1o gt prmits

“Emad Template Cusign / Content
Kexing FAG Lcante Document (sprnt lopmant for

* Akansing FYy ™ Fuyri! L] varw'dl
Add pcrmil Information to F&G License [NH FRG Wncl) -
. Add F&G infa on Flae Parmit - Rel Oev Sprint 4

Create Mmt Tralning Materials & Publish ~
Craata NHDNCR Tralning Materisls & Pablith
Conduct Training .
NHONCR Trabning
Schedulé Training
Dmribun Trllan Matariats ts NHDNCR Pessonned
Cmduc! Admin Yrairunl
Help Dask Tllhln.
khodula Trainkng
Distribute Tradning Materials to Help Duesk - Publish 18
Knowtedye Base
Conduct Help Desk Traning
Agent Training
Schedule Trairing 7
Distribute Tralning Materish o Agunt Parionnel
Conduct Agent Training

Establish Call Centar Phone Humberis)
Wrbrp:[ua Suppart - UAL?T? [gounc upport)
Build phone prompt script
= Define Quirue Requiremants
lmﬁm-nl Phone System / Queue [ Prornpl Design
* Tickating Reg

224

225
226

227

Imphmlm Mpoﬂlnl Requiurmnu

spllm lmdnmmuﬂnﬂ Entry Conditions Sutisfiad
Security Reviaw & PEN Tusting ! Resuits Complete
ANl Marketing 8rochures / Posters Distributed

45 days
45 days
45 days

50 dws

a5 dan

45 dayn
S days
20 days

W days

‘10 days

10 dayr
10 days
13 days
15 days
15 day
14 dans
13 days
13 duys
1l days
1 dwys
§ days
‘Idays
13 days
Jdays
5 dayy

5 days
13 days
1 days
§ days

Sdays

22 doya

5 days

5 days
1day
10 days
10 days
10 days
12 days
12 4days
12 days
‘dmn
1day
1day

Tue 919720
Tue 9/29/20
Tus 3/28/20
Thu 12/3/10
Tus $/19/20
Tue 9/29/20

Tue 5/29/10
Thu 13/3/20
Tue 117320

Tue 1173720
Mon 1172710

Man 11/2/20
Man 11/2/10
Mon 11/18/20
Mon 11/16/20
Mon 11/16/20
Mon 11716720
W 11/16/20
wed 12/2/20
wed L1/2/20
Wed 1272/10
Mon 12/7/10
Man 12/14/20
Wed 11/2/10
wed 12/1/10
Mon 12/7/20

Mon 1214720
Wad 12/2/10
Wed 12/1/H0
Mon 12/7/10
Mon 12/14/20
Tus 11/27/20
Tue LH17/20
Tum 11/24/20
Tue 11/12/20
Toe 11/17/20
Tus 13/12/20
Tue 11/13/20
Thy 12/3720
Thu 12/3/20
Thu 12/3720
Moan 11/30/20
Mon 1173710
Thu 12/10/20

wed 12/2/20
Wed 12/2/20
Wed 12/2/20
Wed 12/9/20
Wed 11/8/20
Wwed LI/

wd 12/2/20
wed 11/9/20
Waed 12/1/10

Waed 12/2/20
Fd 11713170

Fri1113/10
Fel 11/13/20
Fil 111810
Tua 12/8/20
Tue 32/0/ 10
Tue 12/2/20
Tue 12/8/10
Fri 12/18/20
Wad 12/16/20
£l 12/4/20
il 12711710
wad 121610
Fd 12/18/10
Fri 13274110

Fri 13/11/20

i 12/18/20
Fri 12/18/20
Fii 13/4/20

i 12/11/20
Fil £2/18/20
Frl 12/10/20
Mon 11/23/20
Wed 12/2/10
Tue 11/17/20
wed 12/2/10
Wed 12/2/10
Wed 1273720
LURELY
fri 12/18720
Fr12/18/20
fri12/18/20
son 11/30/20
Thu 12710720

16655
16455
16655
124,105,186

16655
16655
189.190

LBAFF LBSFF
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. DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
DNCR - 2020 (01 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
ATTACHMENT 2 - WORK PLAN
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235 Verlly CHent Readinass 2 diys Mon 12/20/20 Tos 12429720
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211 GO UvE: Mwwlnmlm 1day Wed L)W/ 10 ‘Wed 12/30/20
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State of New Hampshire

Department of State

CERTIFICATE

}
s

[, Wi]lim_n M. Gardner, Secretary of $tate of the State of New Hampshire, do hercby certify that SOVEREIGN SPORTSMAN

SOLUTIONS, LLC is a Delaware Limited Liability Company registered to transact business in New Hampshirc on March 01,

2013. 1 further certify that atl {ees and documents required by the Secretary of State’s office have been received and is in good

standing as far as this office is concerned.

Business 1D: 687841
Certificate Number: 0004913147

"IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 12th day of May A.D. 2020.

William M. Gardner

Secretary of State”



SOVEREIGN
SPORTSMAN
SOLUTIONS

4336 Kenilwood Dr. Nashville, TN 37204
Office: (844) 688-7133

NEW HAMPSHIRE
CERTIFICATE OF AUTHORITY/VOTE
{Limited Liabllity Company)

1, Rob Walker , herby certify that:
(Name of Manager of Limited Liabllity Company, Contract Signatory ~ Print Name)

S L I am a Manager of the Company of Soverelgn Sportsman Solutions, LLC_ .

{Name of Limited Liability Company)

2. 1 hereby further certify and acknowledge that the State of New Hampshire will rely on this certification as

evidence that | have full authority to bind erelgn Spo lutions, L1.C
(Name of Limlited Liability Company)

and that no corporate resolution, shareholder vote, or other document or action is necessary to grant me

such authorj

(Contract Signatory — Signature)

/70

{Date)

—

STATE OF ennessef
COUNTY OF _D«’L’ viddn~
On this the / L/ z%ay of V/:r' bl.[z]._ , 20,3_Q, before-me personally app_eared
'7?0 b b( %L ‘ K‘et , known to be the person (or bersons) whose name is subscribed to the

(Contract Signatory-Print name}

within instrument and acknowledged that he/she executed the same for the purposes therein contained. in

e ppmrm et a v o m — e b asane . e w o a

witness whereof, | hereunto set my hand and official seal.

(Notary Public-Sigfature)

. My Commission Explres:w
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ACORD’ CERTIFICATE OF LIABILITY INSURANCE e fonra0a0
| k - 04/08/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF 'INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUGER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy{ies} must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certaln policies may require an endorsement. A statement on
this certificate does not conl‘er righta to the certificate holder in lieu of such endorsement(s).

PRODUCER CONTACT 4illis Towars Watson Certificate Center
Willis Towsrs Watson Northeast, Inc. PHONE
c/o 26 Cantury Blvd : . Mo Ext 1-B77-945-7374 [ FAX oy 1-888-467-2378
P.0O. Box 305191 .AQQEE& certificates@willia.com
Neghville, TH 372308191 UAA INSURER{S) AFFORDING COVERAGE RAIC ¥
INSURER A : Great Northern Insurancs Company 20303
INSURED ' INSURER B: Federal Insurance Company 20281
Sovereign Sportsman Sclutions, LLC — "
4336 Xenilwood Drive INSURERC :
Nashville, TH 372044401 . INSURER D :
INSURER E :
. INSURERF :
COVERAGES CERTIFICATE NUMBER: W16150210 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWTHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WAITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

N ABOLISUBA POLICY EFF_| POLICY EXP g
R TYPE OF INSURANCE NS0 | WD POLICY NUMBER (MMDDYYYY) | (MMDD/YYYY) LmITs
X | COMMERCIAL GENERAL LIABILITY . EACH OCCURRENCE % 1,000,000
[ DAMAGE TORENTED
CLAIMS-MADE El OCCUR FREMISES (Fa occurrance) | $ 1,000,000
A N MED EXP (Anyona person) [ § 10,000
3605-84-75 ECE 05/01/2020{05/01/2021 | prpesnal & ADVINJURY | § 1,000,000
| GEN'L AGGREGATE uurr APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY [:l hECY D Loc PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: . \ ) $ )
AUTOMOBILE LIABILITY w[g, %ﬂ&iﬁfﬂlm s 1,000,000
ANY AUTO BODILY INJURY (Per person) | $
B OWNED SCHEDULED -B9- 2
|l AuTOS ONLY AUTOS 7360-89-86 05/01/2020(05/01/2021 | BODILY INJURY {Per accident) | $
HIRED NON-OWNED PROPERTY DAMAGE s
|2 | AUTOS ONLY AUTOS ONLY : | (Per sccident)
s
B X | UMBRELLA LIAB X OCCUR EACH OCCURRENCE s 5,000,000
EXCESS LIAB | CLAIMS-MADE 7818-B4-59 05/01/2020(08/01/2021 aGGREGATE s S, 000,000
DED I l RETENTION S - $
WORKERS COMPENSATION ER OTh-
AND EMPLOYERS' LIABELITY YIN | SHArure | [0
ANYPROPRIETOR/PARTNER/EXECUTIVE . E.L. EACH ACCIDENT H
OFFICERMEMBER EXCLUDED? NI&
{Mandatory In NH) E.L. DISEASE - EA EMPLOYEE| §
If yos, describe under
DESCRIPTION OF OPERATIONS below : . E.L. DISEASE - POLICY LIMIT | §
N ;

DESCRIPTION OF OPERATIONS / LOCATIONS ! VEHICLES (ACORD 104, Additional Remarks Schedule, may be attached if more space is required}

— e em— v e - - . -

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

NH Dept of Cultural and Natural Resources
Steven fiherman, Chief

172 Pembroke Dr /yﬁé
Concord, NH 03301 :

AUTHORIZED REPRESENTATIVE

© 1988-2016 ACORD CORPORATION All rights reserved.
ACORD 25 (2016/03} ) The ACORD name and logo are registered marks of ACORD
. SR ID: 19481661 BATCH: 1642319



TN ' ’ DATE (MWDD/YYYY)
ACORD' CERTIFICATE OF LIABILITY INSURANCE 071612020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: |f the certificate holder s an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditlons of the policy, certaln policles may require an endorsement. A statement on
. this certificate does not confer rights to tho certificate holder In lieu of such endorsement(s).

PRODUCER CONTACT
3’;"3‘: :gixes-‘ioluﬁms e PHONE *  (480),951-4177 FBX o) (480) 951-4266
884D E. Chaparm| Rd.: éuﬂe 275 A',?‘.ﬁ{'gss: SDL BSD.Certificates@artexrisk.com
Scottsdale, AZ 85250 |Nsuasngs1 AFFORDING COVERAGE NAIC #
: INSURER A : American Zurich Insurance Company 40142
INSURED . INSURER B :
Century Il Staffing, Inc. dba: A Division of Oasis All. Emp: Sovereign Sportsman
Solution, LLC INSURER C :
4844 North 300 West Suite 100 ) INSURER D :
Provo, UT 84604 :
. INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER:20UT314920406 ) REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR QTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

INSR ABDL[SUBR] POLICY EFF_| POLICY EXP

LTR TYPE OF INSURANCE NSO WYD POLICY NUMBER {MM/DOIVYYY] | (MWDDIYYYY) LiMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s
) BGAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurrence) | 3
] MED EXP (Any cne person) $
] PERSONAL & ADVINJURY | §
| GENL AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE 5
| pouicy D FRO- ‘:l LOC . PRODUCTS - COMPIOP AGG | §
OTHER: . b
AUTOMOBILE LIABILITY cgw&asmsm LIMIT s
ANY AUTO BODILY INJURY {Per person) | §
| owneD SCHEDULED
|| AUTOS ONLY a0TeS BODILY INJURY (Per accident)| $
IRED NON-OWNED PROPERTY DAMAGE s
] AUTOS ONLY AUTOS ONLY |.{Ber actident)
s
|| UMBRELLALAB | | occur EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE 3
DED l | RETENTION $ ) $
WORNKERS COMPENSATION PER
AND EMPLOYERS' LIABILITY YIN X ] STATUTE I ER
ANYPROPRIETORPARTNER/EXECUTIVE L. EACH
A [OFFiCERMEMSER ExcLUDED? T ] w /A WC 01-19-987-04 06/01/2020 | 06/01/2021 L EACH ACCIDENT : 1,000,000
{Mandaiory In nm £.L. DISEASE - EA EMPLOYEE] § 1.000,000
if yos, describe u . -
scmpnou OF opsn.mons below E.L DISEASE - POLICY LIMIT [ $ 1,000,000
Location Coverage Perlod: 06/01/2020 | 06/01/2021| Client®? 86347-1
DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks s:mdun may be attached if mors space Is required) o
le o is provided for Sovereign Sportsman Solution, LLC
m“,y" °mm' % co-employess 4338 Kenilwood Dr B R
*| i, Bt not sibEontracions” -Nashville.-TN 37204~ Tt
to: :
CERTIFICATE HOLDER ) CANCELLATION
NH Dep[ of Cultural and Natural Resources . . SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANGELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN

Steven Sherman, Chief ACCORDANCE WITH THE POLICY PROVISIONS.

172 Pembroke Dr

Concord, NH 03301
: AUTHORIZED REPRESENTATIVE

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and loao are reaistered marks of ACORD




