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/  ' STATE OF NEW HAMPSHIRE
DEPARTMENT of NATURAL and CULTURAL RESOURCES ^

DIVISION OF FORESTS AND LANDS

172 Pembroke Road Concord, New Hampshire 03301
Phone: 603-271-2214 Fax: 603-271-6488 www.nhdfl.org

July 20, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Natural and Cultural Resources, Division of Forests and Lands to enter into
a contract with Sovereign, Sportsman Solutions, LLC (S3) (VC #230940), Franklin, TN for an Online Fire
Permit System, with the option to renew for an additional 4-year period, upon'approval of Governor and
Executive Council through June 30,2024. No State is funding is required for this contract.

EXPLANATION

In accordance with RSA 227-L:l7, II, a fire permit is required for any outdoor burning whenever the
ground is not covered by snow. Over the last 7 years, the Division of Forests and Lands (Division) has
been able to offer the online fire permit system managed by S3 as a way for landowners to obtain fire
permits. When a person acquires an onHne permit, notification is automatically sent to the Town Forest
Fire Warden so they are aware. The Vendor, S3, will receive a transaction fee directly from each
customer transaction. The system will 'continue to incur no cost to the State. S3 will host the system in a
secure data center, meeting specified PCI standards. Through this online sykem, the Division will
continue to be able to track fire permits issued, post daily fife danger warnings, and send email
notifications to permitees and Town Fire Wardens which is a vital tool for the Division's
communications. The Online Fire Permit System has proven to be valuable during the COVID-19
Pandemic by allowing individuals to obtain fire permits while maintaining safety and social distancing.

The State desires to have S3 provide a commercial-off-the-shelf database-driven permitting application
available to the general public through the Internet. This application conforms to accepted industry
standards and will securely allow the user to obtain fire permits and pay an appropriate transaction fee
using a credit card. S3 will develop, implement, host, and maintain the Division's Internet-based permit
website.

The current Online Fire Permit System has reduced printing expenditures for paper permits provided to
the permit issuers at no cost, by providing the paperless option. The system also enables the Division to
collect statistical data pertaining to fire permits issued throughout the State. This system will allow local
departments and State forest rangers to be notified and track permits issued in their jurisdiction.

The option of contracting with the Department of Information Technology (DolT) to develop an on-line
fire permitting software application was not viable due to the costs involved. The Division has no
funding available to accommodate this project.

During Fiscal Year 2020, DolT assisted the Division with the development of a Request for Proposal
(RFP) to ensure that State standards are being met and that the technical and security issues that would be
essential to the success of the project have been addressed.



On December 11, 2019, the Division issued RFP #2020-001 to seek a new contractor for the Online Fire

Permit System and S3 was the only respondent. Based on their performance over the past 7 years, we are
confident they will be able to meet our needs successfully.

DoIT has approved this contract and the Attorney General's Office has approved this contract as to.form,
substance and execution.

Respectfully submitted, Concurred,

William T. Guinn

Acting Director
Sarah L. Stewart

Commissioner
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NFI 03301 ,

Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

July 16, 2020

Sarah L. Stewart, Commissioner
Department of Natural and Cultural Resources . .

Division of Historical Resources

State of New Hampshire
20 Park Street

Concord, NH 03301

Dear Commissioner Stewart:

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract with Sovereign Sportsman Solutions, LLC.
(S3), Franklin, TN as described below and referenced as DolT No. 2020-001.

This is a request to enter into a contract for S3 to provide a commercial-off-the-shelf
database-driven fire permitting application. S3 will be charging a fee per transaction and
will retain the funds from each transaction to develop, implement, host, and maintain the
internet-based permit website.

The State is not expending any funds for this contract. The contract shall become effective
upon Governor and Council approval through June 30, 2024.

A copy of this letter should accompany the Department of Cultural Resources' submission to the
Govembr and Executive Council for approval.

Sincerely,

for Denis Goulet

DG/kaf

Do]T #2020-001

cc: Nicole Warren, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"



FORM NUMBER P-37 (version 12/11/2019)

This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

1.1 State Agency Name
Department of Natural and Cultural Resources

1.2 State Agency Address
172 Pembroke Rd, Concord NH 03301

1.3 Contractor Name

Sovereign Sportsman Solutions, LLC (S3)

1.4 Contractor Address

4336 Kenilwood Drive

Nashville. TN 37204
1.5 Contractor Phone

Number

844-688-7133

1.6 Account Number 1.7 Completion Date

June 30, 2024

1.8 Price Limitation

See Exhibit C - No Cost

Contract

1 .y Contracting Officer for State Agency
William Guinn

1.10 State Agency Telephone Number
603-271-2214

1.11 Contractor Sigi\ature

Date: j
1.12 Name and Title of Contractor Signatory
Rob Walker, COO/CFO

1.13 State Agency Signature

Date:

1.14 Name and Title of State Agency Signatory
Sarah L. Stewart, Commissioner

1.10 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

Director, On:.

1.16 Approval by the Attor^ General (Form, Substance and Execution) (ifapplicable)

1.1/ Appr^v^y the Governor and Executive Council (if applicable)

G&C Item number: G&C Meeting Date:

Page 1 of 4

Contractor Initials (Zv)
Date y IIlit



2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
("State"), engages contractor identified in block 1.3
("Contractor") to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference ("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hcreunder, shall
become effective on tlie date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder. including,
without limitation, the continuance of payments hereunder. are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and ,
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated fimds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the" Contractor notice of such reduction or terrnination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the

event funds in that Account are reduced or unavailable. '

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contract price, method of payment, and terms ofpayment
are identified and-morc'pafticularly'describcd'iif EXHIBIT C
which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or peimitted by N.H. RSA 80:7
through RSA 80;7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.
6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement ̂ ese regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
bccau.se of race, color, religion, creed, age. sex. handicap, sexual
orieiitation. or national origin and will take affimiative action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascenaining compi iance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualiHcd to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7. the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined efTort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement.
administration or performance. of..ihis Agreement This - •
provision shall suA'ive termination of this Agreement.
7.3 The Contracting Officer specified in block 1.9. or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the State.
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8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
.8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreenicnt and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured.the Event of Default
shall never be paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both.

8.3. No failure by the State to enforce any provisions hereof af^er
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the Slate to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.
9.1 Notwithstanding paragraph 8, the State may. at its.sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event^of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report ("Termination Report") describing in

-detail all Services-perfo"rmed,"and the contract p'rice earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Tennlnation Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. in addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early termination, develop and
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submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.
10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of. or acquired or developed by reason of. this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.
10.2 All data and any property which has been received from
the State or purchased with funds provided forthai purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason. ̂
10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the
performance of this Agreement the Contractor is In ail respects

. an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
ofTicers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to Its employees.

12. assicnment/delegation/subcontracts.
12.1 Tlie Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignment. "Change of Control" means (a) merger,
consolidation, or a transaction or scries of related transactions in
which a third party,.together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all orsubsiantially all
of the assets of the Contractor.
12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a
party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the Slate, its
officere and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the

Conti^ctor Initials
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed toVonstitute a waiver ofthe sovereign
immunity oflhe State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

!4. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance: '
14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.
.14.3 The Contractor shall furnish to the Contracting Officer
identified In block 1.9, or his or her successor, a certificate(s) of

.  insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, ccrtiflcate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The certiflcate(s) of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference.

15. WORKERS'COMPENSATION.
.  15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 28 i-A ("Workers'
Compensation ").
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281 "A. Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9. or his or her successor, proof of Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and ̂  inwrporat^d herein_by referwce. The State
shall not be fcspofisible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers Compensation laws in connection with the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interprcted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to expressjheir mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of.the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITV. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This .Agreement, which may be
e.xecuted in a number of counterparts.-each of which shall be '
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere
mis document.

in

State of NH Contract

Date;

Contractor's Initials

Iterm DEFINITION

Acceptance Notice from the Stale that a Deliverable has satisfied
Acceptance Test or Review.

Acceptance Letter An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period The timeframe during which the Acceptance Test is
performed.

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and
agreed to by the State that describes at a minimum, the
specific Acceptance process, criteria, and Schedule for
Deliverables.

Agreement A Contract duly executed and lecally hinHlnp

Attachment Supplementary material that is collected and appended at the
back of a document.

Authorized Persons / Users
The Vendor's employees. Contractors, Subcontractors or
other agents who need to access the State's Personal Data to
enable the Contractor to perform the Services required.

Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrit>' of personal Information
maintained by a person or commercial entity.

Breach of Security or Breach

Breach means the loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or- any similar term referring to
situations where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether
physicai'or e'lec'tronic. Bfeach'~shail have the same meaning 1
as the temi "Breach" in section 164.402 of Title 45. Code of
Federal Regulations.
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Business Hours

The Vendor s personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET. eight (8) hour days,
forty (40) hour weeks, excluding State of New Hampshire
holidays. '

Certification

The Vendor's written declaration with full supporting and
written Documentation (including without limitation test |
results as applicable) that the Vendor has completed 1
development of the Deliverable and certified its readiness for 1
applicable Acceptance Testing or Review. |

Change Request/Order or CR

Formal documentation prepared for a proposed changed 1
within the specifications or 'scope of work requested and 1
approved by both parties that becomes effective only when 1
signed by an authorized representative of both parties.

Commercial Off the Shelf Software
(COTS)

Commercial off-the-shelf (COTS) is a term that references a
non-developmental computer software

Completion Date End date for the Contract. (See Contract Agreement. P-37
General Provisions, Block 1.7)

Computer Security Incident

I^Computer Security Incident" shall have the same meaning
"Computer Security Incident" in section two (2) of NIST
Publication 800-61. Computer Security Incident Handling
Guide. National Institute of Standards and Technology, U.S.
Department of Commerce.

State of NH Contract
Date:

Contractor's Initials
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS

DNCR-2020 001 ONLINE FIRE PERMIT SYSTEM
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

information required to be kept Confidential from
unauthorized disclosure under the Contract. "Confidential
Information" or "Confidential Data" means all confidential
information disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation. Protected
Health Information and Personally Identifiable Information.

Confidential Information
Confidential Information also includes any and all
information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
information includes, but is not limited to Personal Health
Information (PHI), Personally Identifiable Information (Pll),
Federal Tax Information (FTl), Social Security Numbers
(SSN), Payment Card Industry (PCI), and or other sensitive
and confidential information.

Contract
An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

1 Contract Agreement Part 1. 2, and 3. The'Documentation consisting ofthe P-37, 1
IT General Provisions, IT Provisions, and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect
to the Scope of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination for
default.

1 Contract Documents Documents that comprise this Contract. (See Part 2, IT
Provisions-Section 1.1)

Stale of NH Contract

Date:

Contractor's Initials
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DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

j  DIVISION OF FORESTS AND LANDS
DNCR -2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Contract Manager(s)

The persons identified by the Slate and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

H Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the
Contract Agreement. This amount is listed in Part 1, P-37
General Provisions - Section 1.8; Price Limitation, as well
as Part 3, Exhibit B - Paragraph 2: Contract Price.

Contractor/Contracted Vendor
The vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

Custom Code Code developed by the Contractor specifically for this
Project for the State of New Hampshire.

Data

t

State s records, files, forms. Data and other documents or
information, in either electronic or paper form, that will be
used /converted by the Vendor during the Contract Term.

Data Breach
The unauthorized access by a non-authorized person(s) that
results in the use. disclosure or thef^ of the Stale's
unencrypted Non-Public Data.

Deficiency (-ics)/Defects
A failure, Deficiency or Defect In a Deliverable resulting in
a Deliverable, the Software, or'the System, not conforming
to its Specifications.

Deliverable '

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, other); provided by
the Contractor to the State or under the terms of a Contract
requirement.

Department An agency of the State

Department of Information
Technblog^(DolT)

The Department of Information Technology established
under RSA chapter 21-R by the Legislature effective
September 5, 2008.

Documentation

L.

All information that describes the installation, operation, and
use of the Software, either in printed or electronic format.

Slate of NH Contract

Date;
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DEPARTMEI>rr OF NATURAL AND CULTURAL RESOURCES
DIVISION OF FORESTS AND LANDS
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

EfTective Date

The Contract and all obligations of the parties hercunder
shall become etTective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption

The process of converting data to an unrecognizable or
encr>'pted form. It is commonly used to protect sensitive
information so that only authorized parties can view it. This
includes files and storage devices, as well as data transferred |
over wireless networks and the Internet. |

Enhancements
Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of Enhancements

Event of Default

Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder

of Default"):
a. failure to perform the Services satisfactorily or on i
Schedule;
b. failure to submit any report required; and/or
c. failure to perform any other covenant, term or condition
of the Contract.

Fully Loaded

.

Rates arc inclusive of all allowable expenses, including, but
not limited to: meals, hotel/housing, airfare, car rentals, car B
mileage, and out of pocket expenses. 1

Governor and the Executive Council The New Hampshire Governor and the Executive CouncilTl

Hosting Services
The Installation and management of specified software}
applications by an Application Service Provider in a shared |
environment on behalf of the State and exclusively for the
benefit of permitted users of the Software.

Hosting System
The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosting Services.

Identification and Authentication
Supports obtaining infofmatidn abo'ut those parties
attempting to log on to a system or application for security
purposes and the validation of those users

Implementation The process for making the System fully Operational for |
processing the Data. B

State of NH Contract

Date: 'YiWil*
Contractor's Initials
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DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

^RT 2 - INFORMATION TECHNOLOGY PROVISIONS

ImplemeoratioD Plan
Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
•'meeting of the minds" on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement.

S Invoking Party In a dispute, the party believing itself aggrieved.

1 Key Project Staff Personnel identified by the State and by the Vendor as
essential to work on the Project. *

1 License Rights to use the proprietary Software, Software Updates,
online and/or hard-copy documentation and user guides.

1 Licensee The State of New Hampshire

Maintenance Release
Is a release of a product that does not add new features or
content.

National Institute of Standards and

Technology (NIST)

A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and
maintains measurement standards. It also has active
programs for encouraging and assisting industiy and science
to develop and use these standards.

Non-Exclusive Contract
A Contract executed by the Slate that does not restrict the
State from seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Data

■

Data, other than Personal Data, that is not subject to
distribution to the public as public information. It is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables Deliverables that are not Software Deliverables or Written
Deliverables, e.g.. meetings, help support. Services, other.

State of NH Contract

Date:

Contractor's
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Not to Exceed (NTE)

The commitment by the vendor that the value of an interim
estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
a later date. A NTE value, however, downward depending
on the changes in the scope of work or in the associated 1
specifications. |

Notice to Proceed (NTP)
The State Contract Manager's written direction to the |
Vendor to begin work on the Contract on a given date and 1
time. U

1 Open Data Formats
A file format for storing digital data, defined by a published
specification usually maintained by a standards
organization, and which can be used and implemented by
anyone.

Open Source Software
Software that guarantees the user unrestricted use of the
Software as defined in RSA chapter 2I-R:10 and RSA
chapter 2 l-R: I I.

Open Standards
Specifications for the encoding and transfer of computer
Data that is defined in RSA chapter 2l-R: 10 and RSA
chapter21-R:13.

1 Operating System
System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily
operations.

Operational

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the Stale has
issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in a document that is lower in the Order of Precedence.

Parties The Contractor and the State of New Hampshire
collectively.

State of NH Contract

Date;

Contractor's Initials
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■

Personal Data

■'Personally Identifiable Information" (or '■PH") means i
information which can be used to distinguish or trace an
individual's identity, such as their name, social security
number, personal information as defined in RSA 359-C:i9.
biometric records, etc.. alone, or when combined with other
[xrsonal or identifying information which is linked or
linkable to a specific individual, such as date and place of
birth, mother's maiden name, etc.

Project
The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties
related hereto.

Project Holdback
Portion of payment to a contractor withheld by the State of
New Hampshire until a deliverable finished to the agencies
satisfaction.

1 Project Management Plan A document that describes the processes and methodology
to be employed by the Vendor to ensure a successfulVroject.

Project Manager(s)

The persons identified who shall function as the State's and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

Project Staff State personnel assigned to work with the Vendor on the
Project.

Project Team

The group of State employees and Vendor's personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and quality.

Proposal The submission from a Vendor in response to the Request
for a Proposal or Statement of Work

Review The process of Reviewing Deliverables for Acceptance.

Review Period The period set for Review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

State of NH Contract
Date:

Contractor's Initials
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Schedule

The dates described in the Work Plan for deadlines for
performance of Services and other Project events and
activities under the Contract.

Services
The work or labor to be performed by the Vendor on the
Project as described in the Contract.

1 Software All Custom, SAAS and COTS Software provided by the
Vendor under the Contract.

Software Deliverables All Custom, SAAS and COTS Software and Enhancements.

Software License Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers. Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Solution

The Solution consists of the total Solution, which includes,
without limitation. Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor.

Specifications

The written Specifications that set forth.the requirements
which include, without limitation, this RFP, the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
.are, by this reference, made a part ofthe Contract as though
completely set forth herein.

State of NH

Date: _3l
^Corontract

Contractor's Initials
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State Data

All Data created or in any way originating with the State, and
all Data that is the output of computer processing of or other
electronic manipulation of any Data that was created by or
in any way originated with the State, whether such Data or
output is stored on the State's hardware, the Contractor's
hardware or exists in any system owned, maintained or
otherwise controlled by the State or by the Contractor.

State Fiscal Year (SFY) The New Hampshire State Fiscal Year extends from July 1st
through June 30th of the following calendar year.

State Project Leader State's representative with regard to Project oversight.

State's Confldential Information

■■

State Data and information and Confidentiality regardless of
its form that is not subject to public disclosure under
applicable state and federal laws and regulations, including
but not limited to RSA Chapter 91-A: Access to Government
Records and Meetings.

State's Conndential Records

State's information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA chapter 91 -
A: Access to Governmental Records and Meetings.

\
State's Project Manager (PM)

State's representative with regard to Project Management
and technical mailers. Agency Project Managers are
responsible for Review and Acceptance of specific Contract /
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

j Statement of Work (SOW) A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance

design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

State of NH Contract

Date: Mmib
Contractor's Initials
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Subcontractor

Support Services

System

System Maintenance

Technical Authorization

Term

Test Pian

Transition Services

Vendor/ Contracted Vendor

Verification

Warranty

Warranty Period

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor.

The maintenance and technical support services provided by
Contractor to the State during the Term of the Contract.

AM Software, specified hardware, and interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

The various forms of computer or server maintenance
required to keep a computer system running properly.

Direction to a Vendor which fills In details, clarifies,
interprets, or specifies technical requirements.

Period of the Contract from the Effective Dale through
Contract Conclusion or termination.
A plan, integrated in the Work Plan, to verify the code (new
or changed) works to fulfill the requirements of the Project.
It may consist of a timeline, a series of tests and test Data,
test scripts and reports for the test results as well as a trackine
mechanism. ®

Services and support provided when the Vendor is
supporting system changes.

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables.of the Contract.

Supports the confirmation of authority to enter a computer
system application or network.

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

A period of coverage during which the Vendor is responsible
for providing a guarantee for products and Services
qe'ivered as defined in the Contract

State of NH Contract
Date: "Vl IMILO
Contractor's Initials

Page 13 of 4 i



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

1 Warranty Release Code release that are done during the Warranty Period.

1 Warranty Services The Services to be provided by the Contractor during the
Warranty Period.

Work For Hire

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
commissioned for use as a contribution to a collective work.
Such work is considered the sole property of the State.

Work Hours

Vendor personnel shall work normal business hours between l
8:00 a.m. and 5:00 p.m., eight (8) hour days, forty (40) hour
weeks, e.xcluding State of New Hampshire holidays.
Changes to this schedule may be made upon agreement with
the State Project Manager. State holidays are: New Year's
Day, Martin Luther King Day, President's Day, Memorial
Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

Work Plan

The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities. Deliverables, critical events, task
dependencies, and the resources that would lead and/or,
participate on each task.

Written Deliverables
Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted
Vendor either in paper or electronic format.

Remainder ofthis page intentionally left blank

State ofNH C(
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Natural and Cultural Resources for the benefit of the Division of Forests and Lands ("Stale"), and
Sovereign Sportsman Solutions, LLC, ("Contractor"), having its principal place of business at 4336
Kenilwood Drive, Nashville, TN 37204.

Sovereign Sportsman Solutions is a provider of automated eGovernment Services.

RECITALS

Whereas the State desires to have the Contractor provide a unique slate solution, for New Hampshire to
issue Fire Permits, and associated Services for the State;

Whereas the Conlractor wishes to provide a unique solution for New Hampshire to issue online fire permits
for the State.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1. Contract Documents

This Contract Agreement 2020-001 DNCR Online Fire Permits is comprised of the
following documents:

A. Part 1 - Form P-37 General Provision

B. Part 2 - Information Technology Provisions

C. Part 3 - E.x.hibits

Exhibit A - Special Provisions

Exhibit B - Scope of Services

Exhibit C - Price and Payment Schedule

Exhibit D - Administrative Services

E.xhibit E - Implementation Services

Exhibit F - testing Services

Exhibit G - Maintenance and Support Services

Exhibit H - Requirements

State of NH

Date

ofNH C(

: i- Ml
Contractor's Initials^J^^

Contract
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Exhibit 1 - Work Plan

Exhibit J - Software Agreement

Exhibit K - Warranty and Warranty Services

Exhibit L - Training Services

Exhibit M - Agency RFP with Addendums. by reference
!

Exhibit N - Vendor Proposal, by reference

Exhibit O - Certificates and Attachments

1.2. Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

i. State of New Hampshire, DNCR Contract Agreement 2020-001. including Parts
I, 2, and 3.

il. State of New Hampshire, DNCR 2020-001 Online Fire Permit System RFP dated
December 19. 2019.

iii. Sovereign Sportsman Solutions Proposal Response to DNCR 2020-001 Online
Fire Permit System dated February 14. 2020. /

2. CONTRACT TERM

2.1. The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals. Including,
but not limited to, Governor and Executive Council of the State of New Hampshire
approval ("Effective Date").

2.2. The Contract shall begin on the EfTectlve Date and extend through the date indicated In
Part I, P-37 General Provisions - Block 1.7: Completion Date. The Term may bee.xtended
up to June 30, 2029, ("Extended Term") at the sole option of the State, subject to the
parties prior written Agreement on applicable fees for each e.xtended term.

2.3. The Contractor shall commence work upon issuance of a Notice to Proceed by the State.
2.4. The State does not require the Contractor to commence work prior to the Effective Date;

however, if the Contractor commences work prior to the Effective Dale and a Notice to
-  - - - Proceed.-such work shall be performed at the sole risk of the Contractor. Ih'theeveritthat

the Contract does not become effective, the State shall be under no obligation to pay the
Contractor for any costs incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Efteclive Date shall be paid under the terms of the
Contract.

State ofNH Contract

Date:

Contractor's Initials
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2.S. Time is of the essence in the performance of the Contractor's obligation under the
Contract.

3. COMPENSATION

3.1. Contract Price

The Contract Price is identified in. Part 1, P-37 General Provisions - Block 1.8: Price
Limitation. Method of payment and terms of payment are identified and more particularly
described in Part I, P-37 - Section 5: Contract Price/Price Limitation/Payment, and Part 3
- Exhibit C: Price and Payment Schedule.

3.2. Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its
obligations under the Contract. The Contractor shall be responsible for managing the Project to
its successful completion.

4.1. Contractor's Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor's Contract Manager is:

Rob Walker. COO/CFO

Sovereign Sportsman Solutions

4336 Kenilwood Drive

Nashville, TN 37204

Tel: 615-610-3762

Email: rwalker@s3gov.com

State of NH Contract
Date:

Contractor's
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4.2. Contractor's Project Manager

4.2.1.

4.2.2.

4.2.3.

4.2.4.

4.2.5.

The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to
the prior written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the proposed Contractor's
Project Manager's resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor s Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State's satisfaction.

The Contractor's Project Manager must be qualified to perform the obiigations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor's
-Project Manager shall perform the duties required under the Contract, including,
but not limited to. those set forth in Part 3 - Exhibit I: Work Plan, Section 2;
Contractor Roles and Responsibilities. The Contractor's Project Manager must be
available to promptly respond during normal Business Hours within two (2) hours
to inquiries from the State, and be at the site as needed. The Contractor's Project
Manager must work diligently and use his/ her best efforts on the Project.
The Contractor shall not change its assignment of the Contractor's Project
Manager without providing the State written justification and obtaining the prior
written approval of the Slate. State approvals for replacement of the Contractor's
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor's Project
Manager being replaced; meet the requirements of the.Contract; and be subject to
reference and background checks described above in Part 2 - Information
Technology Provisions, Section 4.2: Contract Project Manager, and in Part 2 -
Information Technology Provisions, Section 4.6: Reference and, Background
Checks, below. The Contractor shall assign a replacement of the Contractor's
Project Manager within ten (10) business days of the* departure of the prior
Contractor s Project Manager, and the Contractor shall.continue during the ten
(10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.
Notwithstanding any other provision of the Contract, the State shall have the
option, at Its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity. If the Contractor fails to assign a

Manager meeting the requirements and terms of.the Contract.
Contractor Project Manager is:

Ashley Grubbs

State of NH Contract
Date:

Contractor's Initials
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Sr. Project Manager

4336 Kenilwood Drive

Nashville, TN 37204

Tel: 615-610-3755

Email: aarubbs@s3gQv.coin

4.3. Contractor's Key Project Staff

4.3.1.

4.3.2.

4.3.3.

T  requiremenis of the
forthTn lrppT '7'="]^"' Software Solution meeting the requirements set
Ind Delivem^r V H " r System Requirements
!nH ; u State may conduct referenceand background checks on the Contractor's Key Project Staff. The State reserves
the right to require removal or reassignment of the Contractor's Key Project Staff
70 are found unacceptable to the State. Any background checks shall be
^rformed in accordance with Part 2 - Information Technology Provisions
Section 4.6: Background Checks. ^ rrovu,ions.

The Contractor shall not change any of the Contractor's Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
on rac or S' Key Project Staff will not be unreasonably withheld The

replacement of the Contractor's Key Project Staff shall have comparable or
greater skills than of the Contractor's Key Project Staff being replaced- meet the

fwhTnTpp A T'' 'o 'he requirements set
to refere^e « H Deliverables and be subjectto reference and background checks described in Part 2 - Information Technology
Provisions. Section 4.6: Reference and Background Checks.

Contract to the contrary, the Stateshal have the option to terminate the Contract, declare the Contractor in default

Kev ' K Contractor fails to assignKey Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

4.3.3.1. The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

Richard Bonazzoli, CTO

RBnn?i77oli/?f)s3 gov.com

State of NH

Dale:
-ontract
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615^610-3764

Mr. BonazzoH will assign, direct and manage other staff as required.

4.4. State Contract Manager

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Chief, and/or designee

New Hampshire Forest Protection Bureau

Tel: 603-271-22)4

4.5. State Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager's duties
shall include the following:

a. Leading the Project;

b. Engaging and managing all Contractors;

c. Managing significant issues and risks;

d. Reviewing and accepting Contract Deliverables;

e. Invoice sign-offs;

f. Review and approval of Change Request: and

g. Managing stakeholders' concerns.

4.5.2.• The Stale Project Manager is:

Chief, Forest Protection Bureau

172 Pembroke Road

Concord, NH 03301

" • • 603-271-2214

State of^W Contract .
Date:
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4.6.2.

4.6, Reference and Background Checks

4.6.1. The Contraclor shall conduct criminal background checks and not utilize anv
staff, including Subcontractors, to fulfill the obligations of the Contract who have
^en convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to I year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the importance of securing the State's
information among the Contractor's employees and agents.
The St^e may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The
Slate shall maintain the Confidentiality of background screening results in
accordance with Part 2 - Information Technology Provisions, Section 11: Use of
State's Information, and Confidentiality.

5. DELIVERABLES

5.1. The Contractor's Responsibilities

5.1.1. The Contractor shall be solely responsible for meeting all

5.1.2.

requirements, and tenns
and conditions specified in this Contract, regardless of whether or not a
Subcontractor is used.

The Contractor may subcontract Services subject to the provisions of the
Contract, including but not limited to, the terms and conditions in the Contract
Agreement. The Contractor must submit all information and documentation
relating to the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulline from the
Contract. ^

5.2. Deliverables and Services

Th? Contractor shall provide the State with the Deliverables and Services in accordance
with the t,me fr^es ,n the Work Plan for this Contract, and as more particularly described
m Pan 3 Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service
the Contractor represents that it has performed its obligations under the Contract
associated with the.Deliverable or Services. - - . . ..

State ofNH Contract

Date:
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5.3. Non-Software and Written Deliverables Review and Acceptance

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete, and ready for Review, the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 - Exhibit
B; Scope of Services. The State will notify the Contractor in writing of its Acceptance or
rejection of the Deliverable within five (5). business days of the.State's receipt of the
Contractor's written Certification. If the State rejects the Deliverable, the State shall
notify the Contractor of the nature and class of the Deficiency and the Contractor shall
correct the Deficiency within the period identified in the Work Plan. If no period for the
Contractor's correction of the Deliverable is identified, the Contractor shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at law and in equity.

5.4. Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 - Exhibit F:.Testing Services.

6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 - Exhibit J: Software Agreement.

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1. Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
.  . - Contract,.and.particularly described in Part 3 - Exhibit D: Administrative Services.
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7.2. Implementation Services

The Contractor shall provide the State with the implementation Services set forth In the
Contract, and particularly described in Part 3 - Exhibit E: Implementation Services.

7.3. Testing Services

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Pa'rt 3 - Exhibit F: Testing Services.

7.4. Maintenance and Support Services

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Part 3 - Exhibit G: System
Maintenance and Support.

7.5. Warranty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 - Exhibit K: Warranty & Warranty Services.

7.6. Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 - Exhibit L: Training Services.

8. WORK PLAN DELIVERABLES

8.1. The Contractor shall provide the State with a Work Plan that shall include, without
limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule.

8.2. The initial Work Plan shall be a separate Deliverable and is set forth in Part 3 - Exhibit I:
Work Plan. The Contractor shall update the Work Plan as necessary, no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks. Deliverables, major milestones, task dependencies, and payment
Schedule. Any such updates to the Work Plan must be approved by the State, in writing,
prior to final incorporation into Part 3 - Exhibit I: Work Plan. The updated Part 3 -
Exhibit l:-Work-Plan, as approved by the State, is ihcbrpofatFd herein by reference.

8.3. Unless otherwise agreed in writing by the State, changes to the Part 3 - Exhibit I; Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from
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the Contractor's failure to perform its obligations under the Contract, including, withouf
limitation, performance in accordance with the Schedule. '

8.4. In the event of any delay in the Schedule, the Contractor must immediately notify the Slate
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken to correct the problem; and the

/  expected Schedule impact on the Project.

8.5. in the event additional time is required by the Contractor to correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Contractor's failure to fulfill its obligations under the Contract. To the
e.xtent that the State's execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

8.6. Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

I

9.1. The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor's receipt of a Change Order,
the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), the Schedule, or the Work Plan.

9.2. The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State'shall
attempt to respond to the Contractor's requested Change Order within five (5) business
days. The State Agency, as well as the Department of Information Technology, must

'  approve all Change Orders in writing. The State shall be deemed to have rejected'the
Change Order if the parties are unable to reach an Agreement in writing.

9.3. AM Change Order requests from the Contractor to the State, and the State acceptance of
the Contractor's estimate for a State requested change, will be acknowledged and
responded to, either acceptance or rejection, in writing, if accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1. Software Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
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modifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors' special utilities. The Contractor shall
license back to the State the right to. produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Contractor be precluded from developing for itself, or for
others, materials that are competitive with, or similar to. Custom Software,
modifications developed in connection with performance of obligations under the
Contract. In addition, the Contractor r shall be free to use its general knowledge,
skills, experience, and any other ideas, concepts, know-how, and techniques that
are acquired or used in the course of its performance under this agreement.

10.2. States Data and Property

All rights, title and interest in Slate Data shall remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shall be returned to
the State upon demand or upon termination of this Agreement for any reason. The
Contractor shall not access Slate user accounts or State data, except;

a. in the course of Data center operations;

b. in response to service or technical issues;

c. as required by the express terms of this Contract; or

d. at the State's written request.

10.3. Contractor's Materials

10.3.1. Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that are competitive with, or similar to, the Deliverables'
In accordance with the provision of this .Contract, the Contractor shall not
^str^ute any products containing or disclose any State Confidential Information.
The Contractor shall be free to use its general knowledge, skills and experience
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under tliis Contract, provided that such is not
ob^ined as the result of the deliberate memorization of the State Confidential

■  Infomation by the Contractor employees of third party consultVnts engaged by
the Contractor. ^ ® ^
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10.3.2. Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hampshire.RSA Chapter 91-A, which includes but Is not
limited to the following: records of grand juries and petit juries: records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial infonnation, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical,
welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

10.4. State Website Copyright

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site <NH.GOV, etc.>. including copyright
to all Data and information, shall remain with the State. The State shall aiso retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the Stale's copyright.

10.5. Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid -up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not.apply to the Contractor's proprietary Software code.

10.6. Survival

This Contract Agreement Part 2 - Information Technology Provisions, Section '0:
Intellectual Property shall survive the termination of the Contract.

11. USE OF STATERS INFORMATION AND CONFIDENTIALITY

ll.l. Use of State's Information

In performing its obligations under the Contract the Contractor may gain access to
infonnation of the State, including State Confidential Information. "State Confidential
Information shall include, but not be limited to, information exempted from public
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disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
eettnp (see e.g RSA Chapter 91-A: 5 Exemptions). The Contractor shall not use the

State ConOdential Information developed or obtained during the performance of or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor's performance under the Contract.

11.2. State Confldential Information

11.2.1. The Contractor shall maintain the ConHdentiality of and protect from
ijnauthortzed use, disclosure, publication, . and reproduction (collectively
release ). all State Confidential Information that becomes available to the

Contractor in connection with its performance under the Contract, regardless of
Its form.

11.2.2. Subject to applicable federal or State laws and regulations, ConHdential
Inrormalion shall not include information which:

a. shall have otherwise become publicly available other than as a result of
disclosure by the receiving party in Breach hereof;

b. was disclosed to the receiving party on a non-Confidential basis from
a source other thari the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a'result
of an obligation In favor of the disclosing party;

c. IS developed by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or

d. IS disclosed with the written consent of the disclosing party. A
receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
rliK . undertakes to contest the request, subpoenaor other legal process, at no additional cost to the State.

rnmr,7'"V°n"'^ unauthorized release of State Confidential Information, theContractor shall immediately notify the State, and the State may immediately be
entitled to ptjrsue any remedy at law and in equity: in£ludihg,-but Hot limTted to.
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11.3. Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all infonnation it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the'State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the Stale is subject to'State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identified Confidential Information insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to. RSA
Chapter 91-A: Access to Government Records and Meetings. In the event the State
receives a request for the information identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the State will be releasing the
requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor's information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor's sole responsibility and at the Contractor's sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the'State
shall release the information on the date specified in the State's notice to the Contractor,
without any liability to the Contractor.

11.4. Survival

This Contract Agreement - Part 2 - Information Technology Provisions, Section 1 1'. Use
of Slate's Information, and Confidentiality, shall survive termination or conclusion of the
Contract.

12, LIMITIATION OF LIABILITY

12.1. Slate

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liabilit>- to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement - Part 1, P-37 General Provisions -
Block 1.8: Price Limitation.

12.2.-States-Immunity'-— - -

Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.
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12.3. Survival

This Contract A^eemcnt Part 2 - Information Technology Provisions. Section 12-
Limitation of Liability shall survive termination or Contract Conclusion.

13. TERMINATION

13.1. Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Default hereunder CEvent of Default"):

a. Failure to perform the Services satisfactorily or on Schedule;
b. Failure to submit any report required; and/or

c. Failure to perform any other covenant, term or condition of the Contract.
13.1.1. Upon the occuirence of any Event of Default, the State may take any one or more

or all, of the following actions:

a.

d.

e.

Unless otheiAvise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied in the
absence of a greater specification of time, within thirty (30) days from
the date of notice ("Cure Period"). If the Contractor fails to cure the
default within the Cure Period, the State may terminate the Contract at
Its sole discretion, treat the Contract as Breached and pursue its
remedies at law or in equity or both.

Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the ponion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contractor.

Set off against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of
Default.

Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both

Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related
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to the replacement of the Contract and procuring the Services from
another source, such as costs of competitive bidding, mailing,
advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contract.

13.1.2, The Contractor shall provide the Stale with written notice of default, and the State
shall cure the default within thirty (30) days.

)

13.2. Termination for Convenience

I

13.2.1. The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event

<  of a termination for convenience, the Slate shall pay the Contractor the agreed
upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the dale of termination for which no separate, price is stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 - E.xhibit C: Price and Payment Schedule, of the Contract.

13.2.2. During the thirty (30) day period, the Contractor shall wind dowri and cease
Services as quickly and efficiently as reasonably possible, without perfoming
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.

13.3, Termination for Conflict'of Interest

13.3.1. The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

13,3.1.1. In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs. The State shall
pay all other Contracted payments.that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the conflict of interest.

13.3.2, In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the State shall be entitled to pursue the same remedies against

-the Contractor as it could pursue in the event of a default of thTContfacfby 'the
Contractor.

/
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c.

13.4. Termination Procedure

13.4.1. Upon terminalion of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

13.4.2. After receipt of a notice of termination, and except as otherwise directed,by the
State, the Contractor shall:

a. Make available to the Slate any post-tennination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the SLA;

b. Stop work under the Contract on the date, and to the extent specified
in the notice;

Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to.the work which has been
terminated and settle all outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with'the approval
or ratification of the State to the extent required, which approyal or
ratification shall be final for the purpose of this Section;
Take such action as the Stale directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Contractor and in which the State has an interest;

During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i. In the event of termination of any Service or Agreement in
entirely, the Contractor shall hot take any action to
intentionally erase any State Data for a period of:

t

•  10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.

•  30 days after the Effective. Date of termination, if the
termination is for convenience.

•  60 days after the Effective Date of termination, if the
termination is for cause.

transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the Slate and which has been accepted or requested by the
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g. Provide written Certification to the Slate that the Contractor has
surrendered to the State all said property; and

h. Assist in Transition Services, as reasonably requested by the State at no
additional cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any State Data and shall thereafter, unless legally prohibited, delete all State Data
in its Systems or otherwise in its possession or under its control:

a. Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the Slate and which has b«en accepted or requested by the
State:

b. The Contractor shall implement an orderly return of State Data in a
CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data;

c. The Contractor shall securely dispose of all requested Data in all of its
forms, such as disk, CD/ DVD, backup tape and paper, when requested
by the State. Data shall be permanently deleted and shall nbt be
recoverable, according to National Institute of Standards and
Technology (NlST)-approved methods. Certificates of destruction
shall be provided to the State; and

d. Provide written Certification to the State that the Contractor has
surrendered to the State all said property.

13.5. Survival r-

This Contract Agreement - Part 2 - Information Technology Provisions. Section 13:
Termination shall survive termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor, its successors'or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the Stale; or immediately
terminate the Contract without liability to the Contractor, its successors or assigns.

15. ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
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Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State's prior written consent shall be null
and void, and may constitute an Event of Default at the sole discretion of the State.

15.2. The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees (''Assigns") are" used,
unless otherNvise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of full obligations and .liabilities of the Contract, any
permitted assignment, delegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
to .the State against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters, including payment of any and all charges
resulting from the Contract.

15.3. Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 - Infonnalion Technology Provisions, Section 14:
Change of Ownership, the State shall have the option to continue under the Contract with
the Contractor, its successors or assigns for the full remaining term of the Contract;
continue under the Contract with the Contractor, its successors or assigns for such period
of time as determined necessary by the Stale; or immediately terminating the Contract
without liability to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1. Prior to the'filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the'lnvoking Party's right to any
other remedy permitted under the Contract.

16.2. The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to anempt to resolve the dispute:

-Ibe aljptted.time.for. the .first level negotiations shall-begin on the date the Invoking
Party's notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party's notice is received by the other party.
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TABLE 16: Dispute Resolution Respoasibility and Schedule Table

LEVEL
CONTRACTOR

POINT OF CONTACT
STATE

POINT OF CONTACT
CUMULATIVE

ALLOTED TIME

Primary Rob Walker, COO/CFO Forest Ranger Captain Five (5) Business Days

First Eric Richey, CEO Chief, Forest Protection

Bureau
Ten (10) Business Days

Second Richard Bonazzoli, CTO
Sarah Stewart

Commissioner DNCR

Fifteen (15) Business
Days

17. DOIT GENERAL TERMS AND CONDITIONS

17.1. Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software. Software maintained or operated by any of the State
entities. Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter "Information"), the Contractor understands and agrees to the following rules:

a.

b.

c.

d.

Every Authorized User has the responsibility, to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

That information shall be used solely for conducting official State business, and
all other use or access is strictly forbidden including, but not limited to, personal,
or other private and non-State use and that at no time shall the Contractor access
or attempt to access any information without having lhe express authority to do so.

That at no time shall the Contractor access or attempt to access any information in
a manner Inconsistent with the approved policies, procedures, and /or Agreements
relating to System entry/access.

That all Software Licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or

Contractor must use utmost care to protect and keep,
such Software strictly Confidential in accordance with the license or any other
Agreement executed by the State. Only equipment or Software owned, licensed,
or being evaluated by the State, can be used by the Contractor. Personal Software

State ofNH Contract
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(including but not limited to palmtop sync Software) shall not be installed on any
equipment.

e. That if the Contractor is found to be in violation of any of the above-stated rules,
the User may face removal from the State Contract, and/or criminal or civil
prosecution, i f the act constitutes a violation of law.

17.2. Email Use

Mail and other electronic communication messaging Systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as "internal Email
Systems" or "State-funded Email Systems". The Contractor understand and agree that
use of email shall follow State standard policy (available upon request).

17.3. Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).

17.4. Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

18. GENERAL CONTRACT REQUIREMENTS

18.1. Insurance cerdftcate

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including Stale of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address. • •

18.2. Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

-18.3.- Venue and Jurisdiction

Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Court.

State of NH Contract
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18.4. Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of RFP Appendix H -
Section H-25.12-14: Confidential Information; Part I, P-37 General Provisions — Section
7, Personnel; Part I, P-37 General Provisions — Section 13: Indemnification; Pait 2 -
Information Technology Provisions. Section 10: Intellectual Property; Part 2 -
Information Technology Provisions , Section II: Use of State's Infomiaiion and
Confidentiality; Part 2 - Information Technology Provisions , Section 12: Limitation of
Liability; Part 2 - Information Technology Provisions, Section 13: Termination; and Part
3 — Exhibit K: Section 2: Warranty Period which shall all survive the termination of the
Contract.

18.5. Force Majeure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party'and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear accidents, earthquakes, and unusually
severe weather.

18.5.2. Except in the event of the foregoing. Force Majeure events shall not include the
Contractor's inability to hire or provide personnel needed for the Contractor's
performance under the Contract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

State of NH Contract
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TABLE 18.6: Notices

CONTRACTOR

POINT OF CONTACT
STATE

POINT OF CONTACT

Rob Walker Chief, Forest Protection Bureau

4336 Kenilwood Drive 172 Pembroke Road

Nashville, TN 37204 Concord. NH 03301
615-610-3762 603-271-2214

RWalker@s3gov.com

18.7. ELECTRONIC EXECUTION

An electronically transmitted version of this Agreement may be considered the original
and the Contractor will not have the right to challenge in court the authenticity or binding
effect of any faxed or scanned copy or signature thereon. This Agreement may be signed
in counterparts and all counterparts will be considered and constitute the same Agreement.

19. DATA PROTECTION

19.1. Data Protection

Protection of personal privacy and Data shall be an integral part of the business activities
of the Contractor to insure there is no inappropriate or unauthorized use of State
information at any time. To this end, the Contractor shall safeguard the Confidentiality.

-  integrity and availability of State information and comply with the following conditions:'

a. The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and Non-Public Data. Such security measures
shall be in accordance with recognized industry practice and not less stringent than
the measures the Contractor applies to its own Personal Data and Non-Public Data

.  -Of similar kind. . . .

b. All Data obtained by the Contractor in the performance of this Contract shall
become and all Personal Data shall be encrypted at rest and in transit with

State of N.H
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c.

d.

e.

controlled access. Unless otherwise stipulated, the Contractor is responsible for
Encryption of the Personal Data.

Unless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at
rest and in transit. The State shall identify Data it deems as Non-Public Data to the
Contractor. The level of protection and Encryption for all Non-Public Da^ shall
be identified and made a part of this Contract.

At no time shall any Data or processes — that either belong to or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or
retained by the Contractor or any party related to the Contractor for subsequent use
in any transaction that does not Include the State.

The Contractor.shall not use any information collected in connection with the
Service issued from this Proposal for any purpose other than fulfilling the Service.

19.2. Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. AH storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store'State
data on portable devices, including personal computers, except as specified and allowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required
by the contract.

19.3. Security Incident or Data Breach

The Contractor shall inform the State of any Security Incident or Data Breach in
accordance with NH RSA Chapter 359-C:2Q: Vo//ce of Security Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a Security Incident, which may include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed'upon.
defined by law or contained in the Contract. Discussing Security Incidents with the
State should be handled on an urgent as-needed basis, as part of the.Contractor
communication and mitigation processes as mutually agreed upon, defined by law
or contained in the Contract.

.b.— -Security-Incident Reporting Requirements: the Contractor shall report "a Security
.  incident to the appropriate State Identified Contact immediately if it reasonably

believes there has been a security incident.

State ofNH Contract
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c. Breach Reporting Requirements: If the Contractor has actual knowledge of a
confirmed Data Breach that affects the security of any State content that is subject
to applicable Data Breach notification law. the Contractor shall (1) promptly notify
the appropriate State Identified Contact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable measures
to address the Data Breach in a timely manner.

19.4. Breach Responsibilities

This section only applies when a Data Breach occurs with respect to personal Data within
the possession or control of the Contractor.

19.4.1. The Contractor, unless stipulated other\vise. shall immediately notify the
appropriate State Identified Contact by telephone in accordance with the agreed
upon security plan or securit)' procedures if it reasonably believes there has been
a Security Incident. i

19.4.2. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State Identified Contact within 24 hours or sooner by telephone, unless shorter
time, is required by applicable law, if it confirms that there is, or reasonably
believes that there has been a Data Breach, the Contractor shall:

a. cooperate with the State as reasonably requested by the Stale to
investigate and resolve the Data Breach,

b. promptly implement necessary remedial measures, if necessary, and

c. Document responsive actions taken related to the Data Breach,
including any post-incident Review of events and actions taken to make
changes in business practices in providing the Service, if necessary.

19.4.3. Unless othenvise stipulated. If a Data Breach is a direct result of the Contractor's
Breach of its Contract obligation to encrypt Personal Data or otherwise prevent
its release, the Contractor shall bear the costs associated with:

a. The investigation and resolution of the Data Breach;

b. Notifications to individuals, regulators or others.required by State law:

c. A credit monitoring Service required by State (or federal) law;

d. A website or a toll-free number and call center for affected individuals
;  .'"cpyked by State, law -r- all not.to exceed the average-per record per

person cost calculated for Data Breaches in the United States (currently
$201 per record/person) in the most recent Cost of DatajBreach Study:
Global Analysis published by the Ponemon Institute at the time of the
Data Breach; and

State of NH Contract
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e. Complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [(a.) through (d.)J subject to this
Contract's limitation of liability.

19.5. Notification of Legal Requests

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State's Data under this
Contract, or which in any way might reasonably require access to the Data of the State.
The Contractor shall not respond to subpoenas. Service of process and other legal requests
related to the State without first notifying the State, unless prohibited by law from
providing such notice.

19.6. Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as agreed to by both the
Contractor and the State. Reports shall include latency statistics, user access, user access
IP address, user access history and security logs for all State files related to this Contract.

19.7. Contract Audit

The Contractor shall allow the State to auditconformancc to the Contract tenns. The State
may perform this audit or Contract with a third party at its discretion and at the State's
expense.

19.8. Data Center Audit

The Contractor shall perform an independent audit of its Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. ' The
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level
of a third-party audit.

19.9. Advance Notice

The Contractor shall give advance notice to the Slate of any upgrades (e.g., major
upgrades, minor upgrades. System changes) that may impact Service availability and
performance. A major upgrade is a replacement of hardware. Software or firmware with

-  a.newer.or^better-version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

State of NH Contract
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19.10. Security
I

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffing —
the State and the Contractor shall understand each other's roles and responsibilities^

19.11. Non-Disclosure and Separation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of Stale Data to that which is
absolutely necessary to perform Job duties.

19.12. Import and Export of Data

The State shall have the ability to import or export Data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Data to/from other Service providers.

19.13. Responsivities and Uptime Guarantee
V

The Contractor shall be responsible for the acquisition and operation of all hardware,
Software and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The System shall be available
24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA.

19.14. Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any Contractor representative who the State believes is detrirriental
to its working relationship with the Contractor. The Slate shall provide the Contractor
with notice of its determination, and the reasons it requests the removal. If the State
signifies that a potential security violation exists with respect to the request, the Contractor
shall immediately remove such individual. Jhe Contractor shall not assign the person to
any aspect of the Contract or future work orders without the State's consent.

Remainder of this page intentionally left blank
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EXHIBIT A - SPECIAL PROVISIONS

1. SPECIAL PROVISIONS

There are no changes to the terms outlined in the P-37 General Provisions.
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EXHIBIT B - SCOPE OF SERVICES

The State of New Hampshire, "acting through the Department of Natural and Cultural Resources (DNCR),
Division of Forests and Lands, is entering into a contract agreement with Sovereign Sportsman Solutions
("S3" or "Contractor") for the procurement of a database-driven permitting application available to the
public through the Internet. .Currently the division generates 13,875 fire permits annually issued
electronically. These are generated by Internet access and hardware is not supplied to permit agents. This
application will allow the user to obtain fire permits and pay an appropriate transaction fee using a credit
card.

Contractor will be responsible for developing, implementing, hosting, and maintaining the Department's
Internet based permit website. Making the electronic permitting application available twenty-four (24) hours
per day, seven (7) days per week, and 365 days per year. S3 will be responsible for maintaining the operational
status of the connectivity and their provided applications and will monitor, trouble shoot and resolve all issues
related to service availability and ftinctionality. The System will be available as specified unless the DNCR
and vendor have mutually agreed in writing to a specified period of down time for system maintenance and
upgrades.

The State ofNew Hampshire, Department ofNatural and Cultural Resources, Division of Forests and Lands
will not incur any up front funding for this project. There must be no lime or implementation cost associated
with this project.

1. STATEMENT OF WORK

1.1. Genera! Project Assumptions

a. the Contractor will provide project tracking tools and templates to record and
'  manage issues, risks. Change Requests, requirements, decision sheets, and other

documents used in the management and tracking of the Project. The State of New
Hampshire and the Contractor's Project Managers will review these tools and
templates and determine which ones will be used for the Project. Training on these
tools and templates will be conducted at the start of each phase in which they will
be used.

b. Prior to the commencement of work on Non-Software and Written Deliverables,

the Contractor shall provide to the State a template, table of contents, or agenda
for Review and prior approval by the State.

c. The Contractor shall ensure that appropriate levels of security are implemented
_ a0^ni§iD.taLned in ,order to protect the integrity and reliabiljty of .the. State's

Information Technology resources, information, and services. Security
requirements are defined in Part 3 - Exhibit H: Requirements. The Contractor shall
provide the State resources, information, and Services on an ongoing basis, with
the appropriate infrastructure and security controls to ensure business continuity
and to safeguard the Confidentiality and integrity of State networks, Systems and
Data. ,
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EXHIBIT B - SCOPE OF SERVICES

d.

e.

The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any
and all Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but not
limited to, Software/System Acceptance Testing, and any extensions thereof. ,

Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Payment
Schedule. Pricing will be effective for the Term of this Contract, and any
extensions thereof.

2. DELIVERABLES

Activity, Deliverable, or Milestone Deliverable Type Projected Delivery Date

1 Conduct Project Kickoff Meeting Non-Software 08/03/2020

2 Project Status Reports Written Bi-weekly starting 08/05/2020

3 Work Plan Written 07/31/2020

4 Security Plan Draft Written 10/02/2020

5 Testing Plan Written 07/31/2020

6 Communications and Change Management

Plan

Written 07/31/2020

7 Data Conversion/Migration Plan arid Design Written 10/02/2020

8 Comprehensive Training Plan and Curriculum Written 10/02/2020

9 End User Support Plan Written 10/02/2020

10 Conduct Integration Testing Non-Software 08/17/2020-11/13/2020

11 Conduct User Acceptance Testing Non-Software 11/16/2020-12/15/2020

12 Conduct System Performance (Load/Stress)
Testing

Non-Software 12/02/2020 - 12/10/2020 &

Annually

13 Certification of 3rd Party Pen Testing and

Application Vulnerability Scanning.

Non-Software 11/16/2020-11/25/2020

14 Converted Data Loaded into Production

Environment - — - -

Software 11/02/2020 -11/13/2020 & Final

-on 12/30/2020

15 Provide Tools for Backup and Recovery of all

Applications and Data

Software 11/15/2020

16 Conduct Training Non-Software 12/08/2020 - 12/18/2020

17 Cutover to New Software Non-Software 12/30/2020

18 Provide Documentation - inclusive of Written 12/17/2020
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Marketing Annual Plan for Communication &

Print Materials

19 Ongoing Hosting Support Non-Software 12/30/2020 - Ongoing

20 Ongoing Support & Maintenance Non-Software 12/30/2020 - Ongoing

21 Conduct Project Exit Meeting Non-Software 02/12/2021

Remainder of this page intentionally left blank

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1. Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37

General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part l,'P-37 General Provisions - Block 1.7: Completion Date.-

The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the following

activities, Deliverables, or milestones appearing in the price and payment tables below:

1.2. Future Vendor Rates Worksheet

The State may request additional Services from the selected Vendor and requires rates in
the event that additional Service is required. The following format must be used to provide
this information. "SPY" refers to Slate Fiscal Year. The New Hampshire State Fiscal
Year runs from July 1 through June 30 of the following calendar year. Positions not
identified in the Proposed Position Worksheet may be included in the Future Vendor Rates
Worksheet.

The State and Contractor agree to the following rates in the event the contract is extended
as described in Part 2 - Information Technology Provisions Section 2: Contract Term.

® Position Title ^  SFY 2021 .  SFY 2022 SFY 2023 ' . SFY 2024 :

Project
Manager

$125.00/hr $125.00/hr ^ $125.00/hr $125.00/hr

Sr. Developer $125.00/hr $125.00/hr $125.00/hr $125.00/hr

Business

Analyst
$100.00/hr $100.00/hr. $100.00/hr $100.00/hr

QA Staff $80.00/hr $80.00/hr .  $80.00/hr $80.00/hr

1.3. Transaction Fees

Online Fire Permit Transaction Fee - Online Fire Perniit Transaction Fee - For each

customer transaction (transaction = l permit) the Contractor shall receive a transaction fee..

DOIT Master Template: 20200204



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Table: Transaction Fees

SFY SFY
SFY2023

SFY

Transaction Fee 2021 2022 2024

Structure
$5.50 $5.50 $5.50 $5.50

CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor ir^the
performance hereof.

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses incurred by Contractor in performance of its obligations.
All labor rates in this Agreement will be considered "Fully Loaded", including, but not limited to:
meals, hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION
/

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State's prior written approval, which shall not be
unreasonably withheld. The Contractor shall only submit invoices for Services or Deliverables as
permitted by the Contract, invoices must be in a fomiat as determined by the State and contain
•detailed--information,—including-without-limitation: itemization of each Deliverable-and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering
such payment; date of delivery and/or installation; monthly maintenance charges; any other
Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State
will pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invoices
will not be backdated and shall be promptly dispatched.
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6. INVOICE ADDRESS

Invoices may be sent to:

NH Division of Forests and Lands

Chief, Forest Protection Bureau

172 Pembroke Road

Concord, NH 03301

7. PAYMENT ADDRESS
N

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm

8. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery or notice from the Slate.

9. CREDITS

The State may apply credits due to the State arising out of this Contract, against the Contractor's
invoices with appropriate information attached.

10. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty Period.

Remainder ofthis page intentionally left blank
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1. ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

2. STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports,
and other work in progress relating to this Contract. Upon expiration or termination of the
Contract with the State, the Contractor shall turn over all State-owned documents, material,
reports; and work In progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic format.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1. The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

3.2. The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (I) year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

3.3. Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost to the State during the three (3) year period following termination of the Contract

-and one (T) year term following litigation relating to the Contract, including all appeals or
the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

3.4. The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor's cost structure and profit factors shall
.be excluded from the State's review unless the cost of any other Services or Deliverables
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provided under the Contract is calculated or derived from the cost structure or profit
factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from
the accouriting system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures.

\
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1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.
The Contractor shall employ effective communication and Reporting strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State,
In accordance with the requirements and terms of this Contract.

1.1. State Meetings and Reports

1.1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor's Key
Project Staff and State Project leaders from both Department of Justice and
the Department of Information Technology. This meeting will enable leaders
to become acquainted and establish any preliminary Project procedures.

b. Kickoff Meeting: Participants will include the State and the Contractor's
Project Team and major stakeholders. This meeting is to establish a sound
foundation for activities that will follow.

c. Status Meetings: Participants will include, at the minimum, the Contractor's
Project Manager and the State Project Manager. These meetings will be
conducted at least bi-weekly and address overall Project status and any
additional topics needed to remain oh schedule and within budget." A status
and error report from the Contractor shall serve as the basis for discussion.

d. The Work Plan: must be reviewed at each Status Meeting and updated, at
minimum, on a bi-weekly basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or
Project stakeholders to address specific issues.

f. Exit Meeting: Participants will include Project leaders from the Contractor
and the State. Discussion will focus on lessons learned from the Project and
on follow up options that the State may wish to consider.

1.1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation for

■  " thTkickiJff meeting" will also be'the Contractor's responsibility.

1.1.3. The Contractor's Project Manager or the Contractor's Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor's Project Manager shall assist the State's Project Manager, or.
itself produce reports related to Project Management as reasonably requested by
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the State, all at no additional cost to the State. The Contractor shall produce
Project status reports, which shall contain, at a minimum, the following;

a. Project status related to, the Work Plan;

b. Deliverable status;

c. Accomplishments during weeks being reported;

d. Planned activities for the upcoming two (2) week period;

e. Future activities;

f. Issues and concerns requiring resolution; and

g. Report and remedies in case of falling behind Schedule.

1.1.4., As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management and shall assist the State
in preparing reports and presentations, as reasonably requested by the State, all at
no additional^cost to the State.

2. IMPLEMENTATION STRATEGY

2.1. Key Components '

The Contractor shall employ an industry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan:

a. The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project's Work Plan and tasks, manage and schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2. Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change
management plan, communication approaches. Project standards and procedures
finalized, and team training initiated. Timing will be structured to recognize
interdependencies -between applications and.-structure a-cost - effective and timely
execution. Processes will be documented, training established, and the application will be
ready for Implementation in accordance with the Work Plan.
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2.3. Change Management and Training

The Contractor's change management and training services shall be focused on
developing change management and training strategies arid plans. Its approach relies on
State resources for the execution of the change management and end user training.
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The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to;

1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project.

a. The Contractor will provide training as necessary to the State staff responsible for test
activities.

b. The Contractor shall be responsible for all aspects of testing contained in the Acceptance
Test Plan including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

c. The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module.

d. All Testing and Acceptance (both business and technically oriented testing) shall apply
to testing the System as a whole, (e.g., software modules or functions, and
Implementation(s). This shall include planning, test scenario and script development.
Data and System preparation for testing. Regression tests, Performance Tuning and
Stress tests, Security Review and tests, and support of the State during User Acceptance
Test and Implementation.

e. In addition, the Contractor shall provide a mechanism for reporting actual test results
• vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Contractor shall also correct Deficiencies and
support required re-testing.

1.1. Test Planning and Preparation

1.1.1. The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided. State approved. Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, Expected results, and a tracking method for
reporting actual versus expected result as well as all errors and prpMems
identified during tesf execution.

1.1.2. As identified in the Acceptance Test Plan,-and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor's Project Manager's Certification, in writing, that the Contractor's
own staff has successfully executed all prerequisite Contractor's testing, along
with reporting the actual testing results, prior to the start of any testing executed
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by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results.

1.1.3. The State will commence its testing within Ten (10) business days of receiving
Certificatipn from the Contractor that the State's personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor's development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost.

1.1.4. Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of UAT Acceptance by the State.

1.1.5. The Contractor must demonstrate that their testing methodology can be integrated
with the State standard methodology.

1.2. Unit Testing - (Not Applicable)

1.2.1. Unit Testing is not within the.scope of this Contract.

1.3. System Integration Testing - (Not Applicable)

1.3.1. System Integration Testing is not within the scope of this Contract.

1.4. Conversion/Migration Validation Testing - (Not Applicable)

Conversion Validation Testing Testing is not within the scope of this Contract.

1.5. Installation Testing (Not Applicable)

In Installation Testing is not within the scope of this Contract.

1.6. User Acceptance Testing (UAT)

1.6.1. UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acc^tahce by the'State.

1.6.2. The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.
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1.6.3. UAT will also serve as a performance and stress testbf the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

1.6.4. The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan.

1.6.5. Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence.'

Activity Description The System User Acceptance Tests verify System
functionality against predefined Acceptance criteria that
support the successful executiondf approved processes.

Contractor Team

Responsibilities

1

• Provide the State an Acceptance Test Plan and selection of
test scripts for the Acceptance Test.

• Monitor the execution of the test scripts and assist as needed
during the User Acceptance Test activities.

• Work jointly with the State in determining the required
actions for problem resolution.

State

Responsibilities
• Approve the development of the User Acceptance Test Plan
and the set of Data for use during the User Acceptance Test.

• Validate the Acceptance Test environment.

• Execute the test scripts and conduct User Acceptance Test

activities.

• Document and summarize Acceptance Test results.

•Work jointly with the Contractor in determining the required
actions for problem resolution.

• Provide Acceptance of the validated Systems.

Work Product

Description

The Deliverable for User Acceptance Tests is the User

Acceptance Test Results. These results provide evidence that
the new System meets the User Acceptance criteria defined
in the Work Plan.
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1.7. Performance Tuning and Stress Testing (Not Applicable)

The Contractor shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in configuring and tuning the infrastructure
to support the Software throughout the Project.'

1.7.1. Scope

a. The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and
operation of the applications in the production environment.

b. It will include the measurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)

. under various load conditions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

c. Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide
the best results.

1.7.2. Test Types

Performance testing shall use two different types of testing to determine the
stability of the application. They are baseline tests and load tests.

a. Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other
user-based metrics.

b. Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions, Load test helps to verify the ability of the application
environment under different load conditions based on workload

distribution. System response time and utilization is measured and
recorded. -

1.7.3. Tuning

Tuning will be Contractor led and occur during both the development of the
application and load testing.' Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes to the
environment.
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1.8. Regression Testing

1.8.1. As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.

Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.

1.9. • Security Review and Testing

1.9.1. IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas -as Identification, Authentication and non-
repudiation.

1.9.2. All components of the Software shall be Reviewed and tested to ensure they
protect the Slate's hardware and Software and its related Data assets. Tests shall

focus on the technical, administrative and physical security controls that have
been designed into the System architecture in order to provide the necessary
Confidentiality, integrity and availability. Tests shall, at a minimum, cover each
of the service components. Test procedures shall include penetration tests (pen
tests) and application vulnerability scanning.

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES

THAT:

Identification and Authentication Supports obtaining information about those
parties attempting to log onto a System or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for
logging onto a computer or network.

Enciyption -- - Supports-the encoding of Data- for security
purposes.

Intrusion Detection Supports the detection of illegal entrance into a
computer System.
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Verification Supports the confirmation of authority to enter
a computer System, application or network.

Digital Signature Guarantees the unaltered state of a file.

User Management Supports the administration of computer,
application and network accounts within an
organization.

Role/Privilege Management Supports the granting of abilities to users or
groups of users of a computer, application or
network.

Audit Trail Capture and Analysis Supports the Identification and monitoring of
activities within an application or System.

Input Validation Ensures the application is protected from
buffer overflow, cross-site scripting, SQL
injection, and unauthorized access of files
and/or directories on the server.

2.

1.9.3. Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architecture in order to provide the
necessary Confidentiality, integrity and availability. Tests shall, at a minimum,
cover each of the service components. The Contractor shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.9.4. Prior to the System being moved into production, the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing (Non-PCI)

1.10.1. The Contractor will conduct proactive, third-party penetration testing and provide
the results when appropriate.

Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.
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3. System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.
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1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in Part
2 - Information Technology Provisions, Section 1: Contract Documents, through the Contract
end date.

1.1. Contractor's Responsibility

The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or
modified by the State.

1.1.1. Maintenance Releases

The Contractor shall make available to the State the latest program updates,
genera! Maintenance Releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at no additional cost.

1.1.2. Standard Agreement

The State will adopt the Contractor's standard maintenance Agreement modified
to address terms and conditions inconsistent with Slate Statutes and general State
Information Technology (IT) practices.

2. SYSTEM SUPPORT

2.1. Contractor's Responsibility

2.1.1. The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

2.1.2. As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including ail new Software releases, shall be responded to
according to the following:

a. Class A Deficiencies - The Contractor will provide on-call
telephone assistance, with issue tracking available, eight (8) hours per
day and five (5) days a week with an email / telephone response within
two (2) hours of request; or the Contractor shall provide support on-

- — ■ site or with remote-diagnostic Services, within four (4) Business "
Hours of a request;

b. Class B & C Deficiencies -DNCR shall notify the Contractor of
such deficiencies during regular Business Hours and the Contractor
shall respond back within four (4) hours with notification of planned
corrective action;
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3. SUPPORT OBLIGATIONS AND TERM

3.1. The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

3.2. The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State.

3.3. For all maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained:

a. Nature of the Deficiency;

b. Current status of the Deficiency;

c. Action plans, dates, and times;

d. Expected and actual completion time;

,  e. Deficiency resolution information;

f. Resolved by;

g. , Identifying number (i.e. work order number);

b. Issue Identified by; and

3.4. The Contractor must work with the Department to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following information:

a. Mean time between reported Deficiencies with the Software;

b. Diagnosis of the root cause of the problem; and

c. Identification of repeat calls or repeat Software problems.

3.5. If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 - Information
Technology Provisions - Section 13.1: Termination for Default.

' 3.6. If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 1, P-37 General
Provisions - Section 8: Event of Default/Remedies.
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y-

1. REQUIREMENTS

Attachment 1: Project fequirements is hereby incorporated within.
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The Contractor's Project Manager and the State Project manager shall finalize the Work Plan within thirty
(30) Calendar days of the Effective Date and further refine the tasks required to irnplement the Project.
The elements of the preliminary Work Plan are documented in accordance with the Contractor's plan to
implement the requirements defined in the RFP and further described in the Contractor's Proposal.
Continued development and management of the Work Plan is a joint effort on the part of the Contractor
and State Project Managers.

The preliminary Work Plan created by the Contractor and the Slate is set forth at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to manage
the Project's life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor's team members), refine the Project's scope, and establish
the Project's Schedule. The Plan is documented in accordance with the Contractor's Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

I. ASSUMPTIONS

l.T. General

a. The State shall provide team members with decision-making authority to
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

b. All State tasks must be performed in accordance with the revised Work Plan.

c. All key decisions will be resolved within five (5) business days. Issues,not
resolved, within this initial period will be escalated to the State Project
Manager for resolution.

d. Any activities, decisions or issues taken on by the State that affec^ the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process.

1.2. - Project Management

a. The State shall approve the Project Management Methodology used for the
Project.

b. The State shall provide the Project Team with reasonable access to the Stale
personnel as needed to complete Project tasks.

c. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which
team members have access to the Project folder and granting either view or
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read/write privileges. The Contractor's Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a "shared" network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

d. The Contractor assumes that an Alternate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Project
Manager.

1.3. Conversions - (Not Applicable)

Conversions is not within the scope of this Contract.

1.4. Project Schedule

Deployment is planned to begin on July 22, 2020, with a planned go-live date of January
1,2021.

1.5. Reporting

The Contractor shall conduct status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation upon request of the
State.

1.6. User Training

a. The Contractor's Team shall lead the development of the end-user training
plan.

b. Train the trainer approach shall be used for the delivery of end-user training.

c. The State is responsible for the delivery of end-user training.

d. The State shall Schedule and track attendance on all end-user training classes.

1.7. Performance and Security Measures

a. The Contractor's Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and best

—  prac'tices'"inforrhati6h oh performance testing.

b. The State shall work with the Contractor on all testing as set forth in Part 3 -
Part 3 - Exhibit F: Testing Services.
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2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1. Contractor's Team Project Executive

The Contractor Team's Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall advise the Contractor Team
Project Manager and the State's Project leadership on the best practices for implementing
the Contractor Software Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State's Team.

2.2. Contractor's Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor's Implementation Team. The Contractor Team Project Manager will have the
following responsibilities:

a. Maintain communications with the State's Project Manager;

b. Work with the State in planning and conducting a kick-off meeting;

c. Create and maintain the Work Plan;

d. Assign the Contractor Team consultants to tasks in the implementation
Project according to the scheduled staffing requirements;

e. Define roles and responsibilities of all the Contractor Team members;

f. Provide biweekly and monthly update progress reports to the State Project
Manager;

g. Notify the State Project Manager of requirements for State resources in order
to provide sufficient lead time for resources to be made available;

h. Review task progress for time, quality, and accuracy in order to achieve
progress;

i. Review requirements and scheduling changes and identify the impact on the
Project in order to identify whether the changes may require a change of
scope;

"  " J, Implement scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the
Implementation Plan;

k. Inform the State Project Manager and staff of ainy urgent issues if and when
they arise;
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I. Provide the State completed Project Deliverables and obtain sign-off from the
State's Project Manager;

m. Manage handoff to the Contractor operational staff;

n. Manage Transition Services as needed.

2.3. Contractor's Team Analysis

The Contractor Team shall conduct analysis of requirements, validate the Contractor
Team's understanding of the State business requirements by application, and perform
business requirements mapping:

a. Construct and confirm application test case scenarios;

b. Produce application configuration definitions and configure the applications;

c. Conduct testing of the configured application;

d. Produce functional Specifications for extensions, conversions, and interfaces;

e. Assist the State in the testing of extensions, conversions, and interfaces;

f. Assist the State in execution of the State's. Acceptance Test;

g. Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the State;

h. Assist with the correction of configuration-problems identified during
System, integration and Acceptance Testing; and

i. Assist with the transition to production.

2.4. Contractor's Team Tasks

The Contractor team shall assume the following tasks:

a. Development and Review of functional and technical Specification to
determine that they are at an appropriate level of detail and quality;

b. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

c. Development and Documentation of installation procedures;

" d. System lntegration Testing.

3. STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts' time will vary based on the need
determined by the State Leads and the phase of the Implementation.
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DIVISION OF FORESTS AND LANDS

DNCR-2020-001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT I - WORK PLAN

3.1. State Project Manager

The State Project Manager shall work side-by-side with the Contractor's Project Manager.
The role of the State Project Manager is to manage State resources (if any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implementation

Project, and provides necessary State resources, as defined by the Work Plan and as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities:

a. Plan and conduct a kick-off meeting with assistance from the Contractor's
team;

b. Assist the Contractor's Project Manager in the refinement of a detailed Work
Plan;

c. identify and secure the State Project Team members in accordance with the
Work Plan;

d. Define roles and responsibilities of all State Project Team members assigned
to the Project;

e. Identify and secure access to additional State end-user staff as needed to
support specific areas of knowledge if and when required to.perform certain
Implementation tasks;

f. Communicate issues to State management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

g. Inform the Contractor's Project Manager of any urgent issues if and when
they arise;

h. Assist the Contractor's team staff to obtain requested information if and when
required to perform certain Project tasks.

i. Manage State staff during Transition Services as needed.

3.2. State Subject Matter Expert(s) (SME)

The role of the State SME is to assist application teams with an understanding of the
State's current business practices and processes, provide agency knowledge, and

"' ~ participate in the'lmplementation. Responsibilities'of the SME include'theTollowing:'

a. Be the key user and contact for their Agency or Department;

b. Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

c. Assist in validating and documenting user requirements, as needed;
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT I - WORK PLAN

d. Assist in mapping business requirements;

e. Assist in constructing test scripts and Data;

f. Assist inUser Acceptance Testing;

g. Attend Project meetings when requested; and

h. Assist in training end users in the use of the Contractor's Software Solution
and the business processes the application supports.

3.3. State Technical Lead

The State's Technical Lead reports to the State's Project Manager and is responsible for
leading and managing the State's technical tasks. Responsibilities include:

a. Work with State IT management to obtain State technical resources in
accordance with the Work Plan; and

b. Represent the technical efforts of the State at biweekly Project meetings.

3.4. State Testing Administrator

The State's Testing Administrator will coordinate the State's testing efforts.
Responsibilities include: .

a. Conduct test Review meetings, as needed;

b. Ensuring that proposed.process changes are considered by process owners;

c. Establish priorities of Deficiencies requiring resolution; and

d. Tracking Deficiencies through resolution.

4. SOFTWARE APPLICATION - (Not Applicable)

Software applications are not within the scope of this Contract.

5. CONVERSIONS - (Not Applicable)

Planned conversions are not within the scope of this Contract.

-6.-, INTERFACES,-(Not-Applicable) -

Interfacing is not within the scope of this Contract.
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EXHIBIT 1 - WORK PLAN

7. APPLICATION MODIFICATION - (Not Applicable)

Application Modifications are not within the scope of this Contract.'

8. PRELIMINARY WORK PLAN

The preliminary agreed upon Work Plan for the Contract is included as Attachment 2.

Remainder of this page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT J - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

I. LICENSE GRANT

License Grant is Not Applicable

Remainder of this page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT K- WARRANTY & WARRANTY SERVICES

1. WARRANTIES

1.1. System

The Contractor warrants that the System will operate to conform to the Specifications,
terms, and requirements of the Contract.

1.2. Software

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly- functioning within the
System, compliant with the requirements of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

•For any breach of the above Software warranty, the State's remedy, and the Contractor's
entire liability, shall be:

■  a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services.

1.3. Non-Infringement

The Contractor warrants that it has good title to, or the right to allow the State to use, ail
Services, equipment, and Software ("Material") provided under this Contract, and that>
such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

1.4. Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.5. Compatibility

The Contractor warrants that all System components, including but not limited to the
components provided, including any replacement or upgraded System Software
components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

1.6. Services

The Contractor warrants that all Services provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that
Services will comply with performance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.

Remainder ofthis page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT L - TRAINING SERVICES

1. TRAINING SERVICES

Contractor will provide DNCR with' the knowledge and training to use the system as this is an important
step to ensure that implementation is successful.

Management, administrative, and end-user training will be employed for resources responsible forithe day
to day operational and maintenance of the solutioh and its functional components. Contractor will develop
a thorough training plan to accommodate this need to include training materials and training sessions (via
in-person and on-site, webinars, videos or other related methods), as approved by DNCR.

Training materials will consist of:

• Master Training Plan Overview
o Outlines the various training plans and intended audiences. Details document

handling and revision methodology.

• Administration Portal / User Documentation (Electronic)
o Administrator-level documentation that defines system terminology, major

system components and administrative functions.

• Help Desk / Operations Reference Documentation .
o Details call handling, technical troubleshooting steps, trouble ticketing,

administrative functions and escalation policies.

Remainder ofthis page intentionally left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT M - AGENCY RFP WITH ADDENDUMS, BY REFERENCE

1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

DNCR 2020-001 Online Fire Permit RFP dated December 12, 2019 is hereby incorporated and
reference as fully set forth herein.

Remainder ofthis page intentionally left blank
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DNCR - 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

1. VENDOR PROPOSAL, BY REFERENCE (

Sovereign Sportsman Solutions Proposal to DNCR 2020-001 Online Fire Permit System dated
February 18, 2020 is hereby incorporated and reference as fully set forth herein.

Remainder ofthis page intentionally left blank
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DIVISION OF FORESTS AND LANDS

DNCR - 2020 GDI ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT O - CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS

a. Exhibit H Requirements - Attachment 1

b. Exhibit I Work Plan - Attachment 2

c. Contractor's Certificate of Good Standing

d. Contractor's Certificate of Vote/Authority

e. Contractor's Certificate of Insurance

Remainder of this page intentionally left blank
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ATTACHMENT C-2 ; PROJECT REQUIREMENTS. VENDOR RESPONSE CHECKLIST

NHDNCR Requirements Vendor iNSTRua ioNS

VENDOR INSTRUCTIONS

Vendor Response Column: Place a "Yes" If the current release of the software can fully support ALL the functionality described in the row, without special customization. A
*yes" can only be used if the delivery method is Standard (see delivery method instructions below). Otherwise, enter
an "No"; A "No" can only be used with delivery method Future, Custom, or Not Available/Not Proposing (see delivery method instructions below).

Crltlcality Column:

[M) indicates a requirement that Is "Mandatory". The State considers it to be of such great importance that It must be met in order for the proposal to be accepted. If the
proposer believes that there is something about their proposal that either obviates the need for this requirement or makes it of less importance this must be explained
within the comments. The State retains the right to accept a proposal If the need of the requirement is reduced or eliminated by another feature of the proposal.
[P) indicates a requirement which is "Preferred". This requirement is considered by the State to be of great usefulness but the lack of this feature is not considered serious
enough to disqualify the proposal.

[0| indicates a requirement which is "Optional". This requirement is considered by the State to be one which useful or potentially useful but not a central feature of the
Project.

Delivery Method Column:
Complete the delivery method using a Standard, Future. Custom, or Not Available/Not Proposing (as defined below) that indicates how the requirement will be delivered.

Standard - Feature/Function is included In the proposed system and available in the current software release.
Future • Feature/Function will be available in a future release. (Provide anticipated delivery date, version, and service release In the comment area.) Custom •
=eature/Function can be provided with custom modifications. (Respondent must provide estimated hours and average billing rate or flat cost for the software
modification in the comment area. These cost estimates should add up to the total cost for software modifications found in the cost summary table in Section X of the
^FP).

^ot Available/Not Proposing - Feature/Function has not been proposed by the Vendor. (Provide brief description of why this functionality was not proposed.)

Comments Column:

=or ail Delivery Method responses vendors must provide a brief explanation of how the requirement will be met. Free form text can be entered into this column.
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NHDNCR Business RE0U1REME^f^s
Clarificiition — Delivery method column, S3's proposal assumed 'KUTURR* was deflned as a Teature that was not out of the

box but would be developed and ready for initial implementation.

BUSINESS REQUIREMENTS

RVfluirymenf be«riptl6f^ •'

liis,,?

■ CHtkelit^

' -■ . Vv«

-Vendorl^
• Responds

GENERAL REQUIRMENTS

91.1 rhe Vendor will provide a online fire permit system
ihrough a web-based interface 24/7/365; and
access for state employees/Agents.

M Yes Standard 'S3 currently provides the NH Fire Permit solution as a
web- based solution providing 24x7x365 access for state
employees / Agents /customers.-

B1.2 System must be user friendly and help reduce
iuman error and provide an upfront question and
answer tutorial and FAQ with requirements that
nust be met to obtain fire permits - giving user
option to opt out if not met. (e.g. Are you the land
owner?. Where are you going to burn?, Category?,
ength of permit, etc.)

M Yes
1

1

Standard S3's current online fire/burn permit issuance solution was
designed to be user friendly and self-learning in order to
reduce human error. Our solution also provides extensive
tutorial and FAQ information regarding criteria to be met
to obtain fire permits. See appropriate section with screen
shots in our response.

1

Our experience with the current NH Online Fire Permit
System uniquely positions us to provide true functional
and operational enhancements without arduous and
invasive functional discovery sessions.

B1.3 Upon completion of permit being issued, the
Warden/Fire Departments will be notified via
email, text, and/or fax aboutnew permit.

M No Future Today, the current system in operation provides only
STdnotifications. Text messagingwili be a new addition
to the new solution and has been included as part of
this proposal.

The enhanced system will add configuration to User
Setup that will enable users to choose their preferred
method of communication when a burn permit is issued
within their township (email, text, or both). There is no
limit on the number of users who can be notified.
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B1.4 Ability to notify existing permit holders by text,

and\or emai that their permit is not valid for that
time period If fire dangerlncreases to level when

open burning Is no longer allowed by the authority
having jurisdiction.

No Future S3 provides email capabilities today but text messaging has
been added as an expectation for the updated solution
being proposed and has been included

as part of our bid submission.

The enhanced system will add the option to send text
messages to customers and will add configuration to
the Public Site and Fire Agent Site Sales Workflow to
enable the customer to select their preferred method of

communication (email, text, or both) to receive

notification from Fire Warden/Agents and/or Agency

Personnel when their permit is no longer valid due to

fire danger.

The solution will Include intuitive and efficient ways to
communicate and send messages to multiple customers

(email, text) in bulk, resulting in a reduction of

administrative overhead.

BUSINESS REQUIREMENTS

B1.S The vendor will provide the user\agent the
ability to create a new password when the
password expires.

Yes Standard This feature is standard In our solution.

Future The enhanced system will add configuration to enable

Administrative users with appropriate permissions to

set variables to reset password for Agency Users and
Fire Agents including:

•  Max number of Login Attempts before lockout

•  Failed Login Lockout Minutes

•  Number of days prior to Password Expiration

•  Max days without login before Password Expires

If a password expires the user can click 'Forgot

Password'.

•  A modal dialog will popup where the user can enter

their username.

•  They will enter their username and receive an email
with a token to reset their password.

•  Clicking the token in the email will give a form with
"New Password" and "Confirm New Password"

The token will expire after a configurable amount of time
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B1.6 During the checkout process, the System will

verify that the permittee has applied for the
correct category permit

(seasonal or daily).

rvi Yes Standard

Future

This feature Is standard in our solution.

The enhanced system will add configuration to enable

Administrative users with appropriate permissions to

the Catalog to:

•  add/update/lnactivate Categories (initially Seasonal
and Daily) that they can associate Burn Permits too.

•  List burn permits In the order they want them to
display within the category

•  Control the display of the categories / burn permits
on the Internet site and Fire Agent Site Sales

Channel as configured in Admin site (based on sales
channel ability to sell the burn permit)

B1.7 The System will allow for permits to be

manual enter In categories that aren't

available to purchase by permittee-

M Yes Standard

future

Manual permit entry capabilities exist in the current

solution.

However, additional details should be discussed to make

sure that the full extent of business rules are accounted

for i.e., full extent of permit categories, permit limitations,
etc.

The enhanced system will add functionality to collect all
relevant customer data. Including acknowledgement of
Affidavit questions, print and email capabilities, enabling
the fire agent to use the system to sell and fulfill the permits
directly thru the system, bypassing the convenience fee
charge that is applied when sold over the internet.

31.8 provide mapping application to select burning
ocation.

M Yes Standard fhis feature Is standard in our solution.

31.9 The Vendor must supply the Vendor's PCI DSS
Attestation.of Compliance (AOC). Vendor must

supply to Agency a new status report and evidence

of validation of compliance at

east annually.

M Yes Standard This is standard with all S3 client product implementations.

31.10 The Vendor will Immediately notify Agency If it

earns that it is no longer PCi DSS comphant and will
mmediately provide Agen^ the steps being taken
to remediate the non- compliance status. In no

event should Vendor's notification to Agency be
ater than one (1) business day after Vendor learns

t is no longer PCI DSS complaint.

M Yes Standard S3 agrees to notify Agency in accordance with the
-equlrements listed here.

1
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31.11 fhe vendor will annually complete penetration

testing according to PCI Requirement 11.3. The
vendor will run, at least, quarterly vulnerability

>cans according to PCI DSS requirement 11.2.

VI /es Standard This Is standard with all S3 client product implementations.

B1.12 Vtust work with the state to produce a printable

aermit that follows all state law and rules.

VI fes Standard This feature is standard in our solution.

BUSINESS REQUIREMENTS

SITE ADMINISTflATION and MARKETING

B2.1 Vendor must provide support to NHDNCR in

ntegrating ongoing NHONCR marketing
nitlatives.

Yes Standard S3 has slgnificant-ewporlonco In wpportlofi 1) the Import
and export of Information from /-to our solutions for-mea

customer engagemont and outreach capabilitlos via other

S3 product platform solutlons lncludinc S3'-s Markctlng
Platform) SB's Mobile / Customer Engogomont Riatformi
and othorsi

S3 will provide marketing services as outlined in NHDNCR
Online Fire Permits Marketing Ideas document provided on
05/07/2020, inclusive of a written Annual Plan ior
Communication and Print Materials

B.2.2 Vendor must provide mechanism for regular
reporting to analyze website traffic/usage.

Yes Standard This feature is standard in our solution.

Xi
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Vendor to provide cooperative, additional, or
unique marketing opportunities to generate

more online reservations.

Yes Future Addltlonal lnfofmation will need to bo Batherod to

undofstand the speclHc requlroments af this rogMesti

Howovorr^a has slenificant OMporlonco In supporting 1) the
impoft and ouport of informotkin from / to our solutions for

of marketing and customer outreach marfcotlne
purposes and 3) integration vwith other S3 solutions with
marhetinfr customof-eofiaeoment and outreach copebilrties
via othor Sa product ptotform solutions Including'Sa's
Marhotlne PtatformrSi's Mobile / Customer Eneagoment
Ptetformi and othorsi

S3 will provide the marketing services as outlined In NHDNCR
Online Fire Permits Marketing Ideas document provided on
05/07/2020.

Troining

33.1 Proposed solution must include written
documentation for all functlonalitv.

M Yes Standard This feature is standard in our solution.

33.2 Proposed solution must Include training for
State of NH staff who will serve as system

administrators.

M Yes Standard This feature Is standard in our solution.

33.3 Online training resources on the use of the
system by the Agents\Customers should be

available.

M Yes Standard This feature is standard in our solution.

future Rcquirementi

34.1 Vendor will electronically transfer all funds

received on behalf of the State to the State's bank

sccount on a monthly basis i

■ M Yes Standard S3's solutions have the ability to establish multiple options

for financial distributions of funds received from the use of

our solutions. These are easily established within the
Admin Console of our solutions

34.2 Ml proceeds from the Issuance of permits are

Funds of the State of New Hampshire, which
Vendor holds in trust. These proceeds shall not

se co-mingled with personal, business or any
ather operating funds or diverted or used by
Vendor for any purpose.

M Yes ■ Standard This feature is standard in our solution.
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M.3 With each EFT to the State bank, vendor will

provide electronic files to the NH NHDNCR
containing fee details.

The total dollar amount of each electronic file will

always equal the total dollar transferred less the
transaction fees and credit card fees. The

electronic data files will contain information such

as, but not limited to, names, addresses and
permit numbers

Yes Standard This feature Is standard In our solution.
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APPLICATION REQUIREMENTS

-''Vj:' UNI mmm
Requlr^TOmfDescriptlohl f'.critiMii:^

mm

GENERAL SPECIFICATIONS

M.l The Vendor will provide a web based real time
application that allows secure access for state
employees/Agents using a secure log-on
jrocedure.

fes Standard S3 currently provides the NH Fire Permit solution as a web-
aased solution providing 24x7x365 access for state
employees / Agents / customers using a secure
ogin.

M.2 Appllcation must allow Individuals to complete an

application for online fire permit from their home
computer and provide a printable permit.

M fes Standard This feature is standard in our solution.

M3 Ability for State Staff administrator to create the
Agent profile with their criteria for type of permits

that are available and updatable on a daily basis
due to changes In burning conditions, along with
their access rights {read-only access to complete
insert/edit/delete capability). Fields would include

3Ut not limited to; Category of fire, snow cover,
ength of permits, burning class, etc.

M fes Standard These capabilities exist in their entirety in our existing NH
3urn permit solution.

MA Ability for authorized Agents to manually add fire
sermits to online database.

\A fes Standard This feature is standard in our solution.

MS Application must verify name, age, address, burn
ocatlon address, DOB and driver's license

lumber.

M fes Standard This feature is standard in our solution.

MS Ability to update daily Tire danger and display In
t}anner across top of screen, by town or county for
Agents and customer.

VI fes Standard This feature Is standard In our solution.

'A
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A1.7 Provide a mobile application for all

platforms (le, O^Android and Windows)
for Agents and administrators.

No Future

the broad range of solutions that wo offer■ Without fully
vetted detaiit en thc mobile roeuiromentsi It would be
diffieuli to atcortaln tho dovolopmont need and approach.
S3 looks fofword to gathcrine-thls level of-detall ln future
dIscMsglons with tho Afloncyi A mobile sofcAionhas not yet
boon Included in tho<ost5 ostimatos prevldod as part d

NHONCR's enhanced system will be architected to be
responsive design. This solution allows pages and
functionality within the application to adapt to mobile,
tablet and other devices by brand and screen size. The
Interfaces will be designed with Intuitive drop-down menus
to reduce friction as well as "dirty data *.

A1.8 The application must be able to provide multitude
of reporting capabilities (financial, statistical and
demographic) for a specific location or a
combination of locations.

Yes Standard S3 provides extensive reporting capabilities In our solutions
that Include but are not limited to financial, statistical,
demographic, sales, and product reports. All
reports are exportable in csv, pdf, xls, html

A1.9 Upon completion of permit being Issued, the
Agent (minimum five users) will be notified via
email or text about new permit automatically.

No Future S3 currently sends this 'one to one' Information today to
the contact person at the agency / fire department. S3 has
accounted to make this a 'one to many* relationship /
communication as part of the new system
modifications.

As stated In requirement B1.3, the enhanced system will
add configuration to User Setup that will enable users to
choose their preferred method of communication when
a burn permit is Issued within their township (email,
text, or both). There is no limit on the number of users
who can be notified automatically when a new permit is
issued.

Al.lO The Agent must have the ability to turn
off/restrict the issuance of permits by town
on dally basis due to burning conditions with
auto re-enable.

Yes Standard

Future

This feature Is standard in our solution.

The enhanced system will add functionality to allow
Administrative users with appropriate permissions to
Manage Burns from the Admin Site. This feature will
enable the user to turn off/restrict sales of burn
permits by township (either individually selected or
globally] and will display a date/time when sales may
resume for the township(s). The date/time will have a

.default setting that can be edited globally or at
^township,level.

-T
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M.ll Ability to notify existing permit holders by text,

ind email that their permit Is not valid for that
time period If fire danger Increases to level when

apen buming Is no longer allowed by the

iuthorlty having jurisdiction.

M Vo future This is not an automatic process and is email ONLY (no te)

today. The state can send mass emails from a search result
to address the Issue. The text an automation component

have been accounted for In the new updates proposed

as part of this RFP response.

\"

)

\ As stated In requirement B1.4, the enhanced system will

add the option to send text messages to customers and
will add configuration to the Public Site and PIre Agent

Site Sales Workflow to enable the customer to select

their preferred method of communication (email, text,

or both) to receive notification from Fire
Warden/Agents and/or Agency Personnel when their
permit Is no longer valid due to fire danger.

The solution will Include Intuitive and efficient ways to

communicate and send messages to multiple customers
(email, text) In bulk, resulting In a reduction of

administrative overhead.

M.12 Ability for State Staff to flag name and address to
}revent permit Issuance due to citations.

M fes Standard This feature Is standard in our solution.

M.13 Applications website must be responsive for
ill devices; desktops, laptops, smart

shones, tablets, etc.

M Vo Custom The current solution was not built using responsive design
and would need to be re-written in order to

accommodate this requirement.

As stated in Requirement A1.7, NHONCR's enhanced
system will be architected to be responsive design. This
solution allows pages and functionality within the

application to adapt to mobile, tablet desktops, laptops,

smart phones and other devices by brand and screen*
size. The Interfaces will be designed with Intuitive drop
down menus to reduce friction as well as 'dirty data '.

M.14 The application must update data files on a daily
basis which contain the last 24 hours of data. The

Agents and State Staff will have the ability to

export the data In CSV format and add
jata to their own database.

VI fes Standard This feature Is standard In our solution.

41.15 Ability to access data using open standards access
srptocol (please specify supported versions in the
comments'field). :• '

VI fes Standard All connects are over Internet Message Access Protocol
(IMAP).
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M.16 The application must be able to provide multitude
of reporting capabilities (financiai, statisticai and
demographic) for a specific location or a
combination of locations.

M fes standard Same as A1.8? S3 provides extensive reporting capabilities in
our solutions that include but are not limited to financiai,
statisticai, demographic, and product reports. Ail reports are
exportable In csv,
odf, xis, html

Al,17 The Solution will aiiow the agent to add a permit
and print the permit at the fire department or
ssuing agent location to provide a no cost fire
oermit.

\

■ M ifes Standard

-uture

This feature is standard in our solution.

As described in Requirement B1.7,tThe enhanced
system will add functionality to the Agent site to
collect all relevant customer data, including
acknowledgement of Affidavit questions, print and
email capabilities, enabling the fire agent to use the
system to sell and fulfill the permits directly thru the
system, bypassing the convenience fee charge that is
applied when sold over the internet. .

M.18 The Solution will provide the ability to correct the
type of permit that was purchased (e.g. seasonal
vs day) In error and reissue that permit or issue
another permit at no cost.

VI Yes Standard Administrative resources with appropriate system and
security access have the ability to accommodate these
funalonal capabilities.

V

IK * *, . ...



State
of New Hampshire ̂

APPLICATION REQUIREMENTS

APPLICATION StCURITY

M.l Verify the Identity or authenticate all of the

iystem client applications before allowing use of

the system to prevent access to inappropriate or

confidential data or services.

IVI fes Standard This feature is standard in our solution.

M.2 Encrypt passwords in transmission and at rest

Mithin the database.

ivl fes Standard This feature is standard in our solution.

<C2.3 Establish ability to expire passwords after a

Jeflnite period of time In accordance with DolT's
itatewlde User Account and

Password Policy

M. ifes Standard This feature Is standard In our solution.

^2.4 'rovide the ability to limit the number of people
that can grant or change authorizations

\A ^es Standard 411 users are set ups with specific roles and responsibilities

that can allow or disallow capabilities once logged Into the

system including the ability to grant or change

authorizations for other

users within the system.

^2.5 dentification/Authorlzation to ensure that
ndivlduals, State personnel, Wardens and local

Agents have access to specific data and System

components if and only If they have been explicitly
luthorlzed to do so by the application
administrator (State).

fes Standard S3'$ role-based system login and security allows and
disallows access to specific system capabilities based on

login authorization. These features are managed entirely
within the system by system administrators with

appropriate security access.

42.6 Establish ability to enforce session timeouts during
periods of Inactivity.

M Yes Standard
]

This feature Is standard in our solution.

42.7 The application shall not store authentication

credentials or sensitive data in its code.

M Yes Standard This feature Is standard in our solution.

42.8 Log all attempted accesses that fall identification,
authentication and authorization requirements.

M Yes
1

Standard This feature is standard in our solution.

42.9 The application shall log all activities to a central

server to prevent parties to application

transaalons from denying that
they have taken place.

M Yes Standard This feature is standard in our solution.

42.10 All logs must be kept for (3 months) M Yes Standard The Agency can determine the length of time that records
and logs are kept within the system.
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iV2.il The application must allow a human user to

explicitly terminate a session. No remnants of the
prior session should then remain.

M res Standard S3 provides for this functionality but S3 will need additional
details to determine the specific detalied
requirements.

V2.12 Do not use Software and System Services for
anything other than they are designed for.

M res Standard This feature Is standard in our solution.

V2.13 The application Data shall be protected from
unauthorized use when at rest.

M res- Standard . This feature Is standard in our solution.

(V2.14 The application shall keep any sensitive Data or-
communlcatlons private from unauthorized

ndh/lduals and programs.

Yes Standard This feature Is standard In our solution.

V2.15 Subsequent application enhancements or

upgrades shall not remove or degrade security
-equlrements

Yes Standard All system upgrades are intended to preserve all desired
security requirements from previous updates unless
stherwise specified by the
agency.

V2.16 Jtllize change management documentation and
arocedures

Yes Standard 53 enforces a proven and effective Change Management
'rocess for all system / scope changes throughout the
system development process as well as after the system has
seen accepted Into production.

V2.17 mmunlty to ensure that the software Is
arotected from Infection by undesirable

arograms (e.g. computer viruses,
Morms, Trolan horses, etc.)

M Yes Standard This feature Is standard in our solution.

V2.18 Ensure application has been tested and hardened
to prevent critical application security flaws. At a
Ttlnlmum, the application shall be tested against

si) flaws outlined In the Open Web Application
^curlty Project (OWASP) Top Ten
[http7/www.owasp.org/index.php/OWASP_Top_Te

i_Pfoject)

M

f

Yes Standard S3's proven Project Management and Software
Development LIfeCycle enforces strict guidelines during the
development, testing and deployment aspects of our
solutions. These efforts serve to prevent critical application

functional, technical and security flaws outlined In the

Open Web Application Security Projea
(OWASP) protocols

•j . S^'v-
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NHDNCR Testing Requirements

TESTING

R^ulren^nt'DeKflSiy^^ ^ CHticali^i- Vendor;i£i!£j£ SeliverySifi
Xiiaa5»Sie®!
les^nse^^ Method.gf3l

APPLICATIONS£CURITY TESTING

n.i The Vendor shall be responsible for
aroviding documentation of security testing,
rests shall focus on the technical,

administrative and physical security controls
that have been designed Into the System
architecture In order to provide the

necessary confidentiality, integrity and

availability.

M Yes Standard S3 provides our clients with a broad range of
documentation of security testing that focus on
technical, administrative and physical security controls.

All S3 solutions are designed and architected to provide

the highest level of confidentiality, integrity and
availability.

ri.2 The vendor will annually complete penetration

testing according to PCI Requirement 11.3. The

vendor will run, at least, quarterly vulnerability

scans according to PCI OSS requirement 11.2.

M Yes ; Standard S3 provides annual penetration testing and quarterly
vulnerability scans according to PCI OSS requirement

11.2 and 11.3.

ri.3 Provide the State with validation of 3rd party

security reviews performed on the application
and system environment. The review may

include a combination of vulnerability scanning,

penetration testing, static analysis of the source

:ode, and expert code review.

M Yes Standard This requirement is customary with nearly all S3 clients.

S3 staff will work with the Agency to determine the
specific activities and outcomes that must be met to fully

adhere to this requirement.

ri.4 Vendor shall provide documented procedure for
migrating application modifications from the
User Acceptance Test Environment to the
Production Environment.

M Yes Standard This feature is standard for all S3 system
implementations.

ri.s The Vendor must perform application
performance tuning and stress testing and UAT
as more fully described In Appendix G, Security

and Testing Requirements.

M Yes Standard This feature is standard for all S3 system

implementations.
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TESTING

ri.6 The Vendor must test the software and the

iystem using an Industry standard and State
ipproved testing methodology as more fully
described In Appendix G, Security and Testing
Requirements.

M Yes Standard S3's Project Management and Software Development

LifeCycle processes enforce and mandate specific testing
srocesses that align with the Agency's Security and Testing
Requirements.

ri.7 The Vendor must perform application stress

testing and tuning as more fully described In
Appendix G, Security and Testing Requirements.

M Yes Standard S3 performs application stress testing and tunings for all S3
system development and Implementations and In

alignment with the Agency's Security and Testing
Requirements detailed In Appendix G.

ri.8 The vendor must define and test disaster

-ecovery procedures.

M Yes Standard S3 provides all clients with a detailed Disaster Recovery
>lan and corresponding procedures.

ri.9 =>r1or to the System being moved into production,

the Vendor shall provide results of all security
testing to the Department of Information
Technology for review and acceptance.

M Yes Standard 'S3 provides our clients with all results of security testing for
client review and acceptance prior to formal system
scceptance.
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NHDNCR Hosting Cloud Re-quirements

IHOSTING-CLOUD REQUIREMENTS

si^Requii^tsrrr:^ '. ■^;v,

re Requiiinftnt D«a|ptlonL"''V'*" Crrtl6Blity7'

lOPERATIONS
Hl.l The Vendor shall provide Its Services to the State

ind its end users solely from data centers within
the Continental United States. All storage,
srocessing and transmission of State data shall be
-estricted to information technology systems
within the Continental United States.

M Yes Standard - This feature is standard for all S3 system implementations.

Hl.2 The Vendor shall not allow Its personnel or sub-
tontractors to store State data on portable
devices, including personal computers, except as
specified and allowed by the contract, and then
3nly on devices that are used and kept at its data
tenters within the Continental United States. The
Vendor shall permit its personnel and
Contractors to access State data remotely only to
arovlde technical support and as specified or
'eguired by the contract.

M Yes

1

Standard This feature is standard for all S3 system Implementations.

H1.3 Vendor will not store or transfer Data collected in
lonnection with the Services rendered under this
Agreement outside of the United States Including
lackup Data and disaster recovery locations.

M Yes Standard This feature is standard for all S3 system implementations.

H1.4 Vendor shall provide an ANSlAlA-942 Tier 3 Data
Center or equivalent. A tier 3 data center
requires 1) Multiple Independent distribution '
paths serving the IT equipment, 2) All IT
equipment must be dual-powered and fully
compatible with the topojogy of a site's
architecture and 3) Concurrently maintainable
site infrastructure with expeaed availability of
99.982%

M Yes Standard This feature is standard for all S3 system implementations.

HIS The Data Center must be physically secured -
restricted access to the site to personnel with
controls such as biometric, badge, and others
securift'solutionsrPollcies*for granting access .
must be;in place and followed. Access shall onlvtn

M Yes Standard rhis feature is standard for all S3 system Implementations.
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3e granted to those with a need to perform
tasks in the Data Center.

H1.6 i/endor shall maintain a secure hosting
environment providing all necessary hardware,

toftware, and Internet bandwidth to manage the
jpplication and support users with permission-
eased logins.

M Yes Standard This feature is standard for ail S3 system implementations.

H1.7 Vendor shall install and update all server patches,

jpdates, and other utilities within 60 days of
'elease from the manufacturer.

M Yes Standard This feature Is standard for ail S3 system implementations.

^1.8 i/endor shall monitor System, security, and

ipplication logs.

M Yes Standard This feature is standard for all S3 system Implementations.

H1.9 Vendor shall manage the sharing of data

-esources.

M Yes Standard This feature is standard for all S3 system Implementations.

HI.10 t/endor shall manage daily backups, off-site data

storage, and restore operations.
N

M Yes Standard This feature is standard for ail S3 system implementations.
S3 will work with the Agency to determine specific

requirements (If any) for these aspects of the solution.

HI.11 The Vendor shall monitor physical hardware. M Yes Standard This feature is standard for all S3 system Implementations.

HI.12 rhe Vendor shall report any breach in security In
ronformance with State of NH RSA 359-C:20. Any
lerson engaged in trade or commerce that Is

isubject to RSA 3S8-A:3,1 shall also notify the
regulator which has primary regulatory authority
over such trade or commerce. All other persons

shall notify the New Hampshire attorney

general's office.-- — ■ ,

M Yes Standard >3 agrees and will adhere to this requirement in its

jntlrety.

DISASTER RECOVERY \
H2.1 Vendor shall have documented disaster recovery

plans that address the recovery of lost State data
as well as their own. Systems shall be architected

to meet the defined recovery needs.

M Yes Standard

1

[This feature Is standard for ail S3 system implementations.

H2.2 The disaster recovery plan shall Identify

appropriate methods for procuring additional
hardware in the event of a component failure. In
most instances, systems shall offer a'level of
redundant so'the loss of a drive or power supply
r V •" •"it * • ' 'i --'T
will notioe sufficient to terminate services '

Yes Standard This feature is standard for all S3 system implementations.
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however, these failed components will have to be

replaced. ^

-

H2.3 Vendor shall adhere to a defined and

documented back-up schedule and procedure.

M Yes Standard This feature is standard for all S3 system implementations.

53 will work with the Agency to determine the specifics of
this requirement and will make any additional

modifications S3's existing client processes to meet Agency
mandates if different.

H2.4 Back-up copies of data are made for the purpose
of facilitating a restore of the data in the event of
data loss or System failure.

M Yes Standard This feature is standard for all S3 system implementations.

H2.5 Scheduled backups of all servers must be
completed regularly. The minimum acceptable

xequency is differential backup daily, and
complete backup weekly.

M Yes Standard This feature is standard for all S3 system implementations.

H2.6 Tapes or other back-up media tapes must be

securely transferred from the site to another

secure location to avoid complete data loss with

the loss of a facility.

M Yes Standard All system backups are automated and follow specific and
industry accepted Disaster Recovery backup mandates that

ensure no data loss in the instance of a system failure. All
backup data is stored in geographically separate data

storage locations.

H2.7 Data recovery-In the event that recovery back

to the last backup is not sufficient to recover

State Data, the Vendor shall employ the use of
database logs in addition to backup media in the
i-estoration of the database(s) to afford a much
Icloser to real-time recovery. To do this, logs must

be moved off the volume containing the
database with a frequency to match the business
needs.

M Yes

i

Standard This feature Is standard for all S3 system implementations.

HOSTWG SECURITY

H3.1 fhe Vendor shall employ security measures

ensure that the State's application and data is

protected.

M Yes Standard This feature is standard for all S3 system Implementations.

^3.2 if State data Is hosted on multiple servers, data

exchanges between and among servers must be
encrypted.

M Yes Standard This feature is standard for ail S3 system implementations.

'V
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H3.3 Ml servers and devices must have currently
supported and hardened operating systems, the

atest anti-viral, anti-hacker, anti-spam, anti-
ipyware, and antl-malware utilities. The
environment, as a whole, shall have aggressive

ntruslon-detection and firewall protection.

M Yes Standard This feature is standard for all S3 system implementations.

H3.4 Ml components of the Infrastructure shall be
-eviewed and tested to ensure they protect the

>tate's hardware, software, and its related data
assets. Tests shall focus on the technical,

administrative and physical security controls that
lave been designed Into the System architecture
n order to provide confidentiality, integrity and
availability.

Yes Standard This feature is standard for all S3 system implementations.

H3.5 The Vendor shall ensure its complete cooperation

Mith the State's Chief Information Officer In the

detection of any security vulnerability of the

losting Infrastructure.

M Yes Standard This feature Is standard for all S3 system Implementations.

H3.7 Ml servers and devices must have event logging

anabled. Logs must be protected with access
imited to only authorized administrators. Logs

(hall Include System, Application, Web and
database logs.

M Yes Standard This feature is standard for all S3 system implementations.

H3.8 Operating Systems (0S| and Databases (D8) shall

)e built and hardened in accordance with

guidelines set forth by CIS, NIST or NSA

M Yes Standard This feature Is standard for all S3 system implementations.

H3.9 fhe Vendor shall notify the State's Project
S^anager of any security breaches within two (2)

tours of the time that the Vendor learns of their

occurrence.

M Yes Standard This feature is standard for all S3 system implementations.

H3.10 fhe Vendor shall be solely liable for costs

associated with any breach of State data housed

at their location(s) Including but not limited to
lotification and any damages assessed by the

courts.

M Yes Standard
1

This feature is standard for all S3 system Implementations.

1

SERVICE LEVEL AGREEMENT

^4.1 fhe Vendor's System support and maintenance
(hall commence upon the Effective Date and
sxtend through the end of the Contract term, and

anyextensions.thereof. "

M Yes Standard This feature is standard for all S3 system implementations.
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H4.2 The vendor shall maintain the hardware and

Software In accordance with the specifications,
terms, and requirements of the Contract, including

aroviding, upgrades and fixes as required.

Yes Standard This feature is standard for all S3 system implementations.

H4.3 The vendor shall repair or replace the hardware or

software, or any portion thereof, so that the

System operates in accordance with the
Speclflcatlons, terms, and requirements of the

Contraa.

Yes Standard This feature is standard for all S3 system implernentations.

H4.4 All hardware and software components of the
Vendor hosting infrastructure shall be fully

supported by their respective manufacturers at all
times. All critical patches for operating systems,

databases, web services, etc, shall be applied

within thirty (30) days of release by their

respective manufacturers.

Yes Standard This feature is standard for all S3 system implementations.

H4.5 The State shall have unlimited access, via phone or

Email, to the Vendor technical support staff

between the hours of 8:00am to 4:00pm- Monday

ihrough Friday EST.

Yes Standard S3 provides client support via phone or email at any
duration / timeframe desired by the Agency ranging from
imited / specific hours during weekday(s) and/or

weekend(s) to full 24x7x365.

H4.6 rhe'Vendor shall conform to the specific

deficiency class as described:

Class A Deficiency • Software • Critical, does not

allow System to operate, no work around,

demands immediate action; Written

Documentation - missing significant portions of

nformation or unintelligible to State; Non

Software • Services were Inadequate and require
e-performance of the Service.

Class B Deficiency - Software - important, does not

stop operation and/or there is a work around and
user can perform tasks; Written Documentation •

portions of Information are missing but not
enough to make the document unintelligible; Non
Software - Services were deficient, require,

rewoTkir;g„but do not require r^FTerforrnance .of

Yes Standard This requirement Is currently being adhered to as part of

the existing system implementation.

•:tri t
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Class C Deficiency • Software • minimal, cosmetic
n nature, minimal effect on System, low priority

and/or user can use System; Written

Documentation • minimal changes required and of
minor editing nature; Non Software • Services

equire only minor reworking and do not require

re-performance of the Service.

H4.7 As part of the maintenance agreement, ongoing
support issues shall be responded to according to

the following:
a. Class A Deficiencies • The Vendor shall have

available to the State on- call telephone

assistance, with issue tracking available to the

State, eight
!8} hours per day and fh/e (5) days a week with an
email / telephone response within two (2) hours of

request; or the Vendor shall provide support on-

site or with remote diagnostic Services, within four
4) business hours of a request;

}. CIass B & C Deficiencies-The State shall notify

he Vendor of such Deficiencies during regular
luslness hours and the Vendor shall respond back
within four (4) hours of notification of planned

corrective action; The Vendor shall repair or

replace Software, and provide maintenance of the
Software In accordance with the.Speclfications,

Terms anjRequirements'ofthe.Contract;i "

Yes Standard This requirement is currently being adhered to as part of

the existing system Implementation.

y\i' } Y
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H4.8 The hosting server for the State shall be available

twenty-four (24) hours a day, 7 days a week
except for during scheduled maintenance.

M Yes Standard rhis feature is standard for all S3 system implementations.

H4.9 4 regularly scheduled maintenance window shall

3e Identified (such as weekly, monthly, or

:)uarterly) at which time all relevant server

satches and application upgrades shall be applied.

M Yes Standard This feature is standard for all S3 system implementations.

H4.10 The Vendor shall use a change management policy
For notification and tracking of change requests as
well as critical outages.

M Yes Standard S3 utilizes a proven and well- established Change

Vlanagement Process that can be utilized by the Agency or

)3 can adopt an acceptable process approved
t required of the Agency.

H4.11 4 critical outage wilt be designated when a

business function cannot be met by a

lonperforming application and there is no work

around to the problem.

M Yes Standard This is a standard definition for 'Critical Outage' used by

other S3 cllentsVor similar types of system
implementations.

H4.12 The Vendor shall maintain a record of the

activities related to repair or maintenance

activities performed for the State and shall report
quarterly on the following: Server up-time; All

change requests implemented, including operating
system patches; All critical outages reported
nduding aaual issue and resolution; Number of

deficiencies reported by class with Initial response

lime as well as time to close.

M Yes Standard This feature is standard for all S3 system Implementations.

H4.13 The Vendor will give two-business days prior

aotification to the State Project Manager of all

changes/updates and provide the State with
training due to the upgrades and changes.

M Yes Standard This feature is standard for all S3 system implementations.

...
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NHDNCR Support & Maintenance Requirements

SUPPORT & MAINTENANCE REQUIREMENTS

R^jlrem'erit\b^flpW " V '
W-. .'A.'i:,';:.-; ■. :r.

SUPPORT'S MAINT£NANC£ fHQUIREMENTS
>1.1 ;

1
The Vendor's System support and maintenance
shall commence upon the Effeaive Date and
extend through the end of the Contract term, and
my extensions thereof.

M '  Yes Standard This feature is standard for all S3 system implementations.

>1.2 V4aintain the hardware and Software in
iccordance with the Specifications, terms, and
'equirements of the Contraa, including providing
jpgrades and fixes as required.

M

1

Yes Standard This feature Is standard for all S3 system Implementations.

>1.3 Repair Software, or any portion thereof, so that
the System operates In accordance with the
Specifications, terms, and requirements of the,
Contract.

M Yes Standard This feature is standard for all S3 system Implementations.

>1.4 The State shall have unlimited access, via phone or
Email, to the Vendor technical support staff
between the hours of 8:00am to 4:00pm- Monday
through Friday EST.

M Yes Standard

1

S3 will provide Call Center / Technical Support for NHDNCR
and its Agents from SAM - 7PM EST 7 days/wk.



State
of New Hampshire

51.5 The Vendor response time for support shall

conform to the specific deficiencv class as

described below or as agreed to by the parties:

Class A Deficiency .• Software - Critical, does
not allow System to operate, no work around,
demands Immediate action; Written

Documentation - missing significant portions

of Information or unintelligible to State; Non

Software • Services were Inadequate and

require re-performance of the Service.

Class B Deficiency • Software • Important,

does not stop operation and/or there Is a
work around and user can perform tasks;
Written Documentation - portions of
Information are missing but not enough to

make the document unintelligible; Non

Software • Services were deficient, require
reworking, but do not require re-performance

of the Service.

Class C Deficiency • Software - minimal,

cosmetic In nature, minimal effect on System,
low priority and/or user can use System;
Written Documentation - minimal changes

required and of minor editing nature; Non
Software - Services require only minor
reworking and do not require re-performance

of the Service.

Standard This requirement Is currently being adhered to as part of

the existing system Implementation.

>1.6 The Vendor shall make available to the State the

atest program updates, general maintenance
releases, selected functionality releases, patches,

snd Documentation that are generally offered to

is customers, at no additional

:ost.

Yes Standard This feature Is standard for all S3 system Implementations.

>1.7 -or all maintenance Services calls. The Vendor

shall ensure the following Information will be

collected and maintained: 1) nature of the
Deficiency; 2) current status of the Deficiency; 3)
aalon plans, dates, and times; 4) expected and

actual completion time; 5) Deficiency , * "
r^solutlm^nfon^tlon, 6) Rjs^lyed
dentlfying nuttiberil.e.'work'order(numt^r, 8)

Yes Standard This feature Is standard for all S3 system Implementations.
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>1.8 The Vendor must work with the State to Identify
ind troubleshoot potentially large-scale System

'allures or Dericiencies by collecting the foiiowing
nformation; 1) mean time between reported

Deficiencies with the Software; 2) diagnosis of the
root cause of the problem; and 3) identification of

epeat calls or repeat Software problems.

Yes Future These criteria will be added to the required list of
information provided by S3 and S3's hosting solution

partners In order to fully adhere to this requirement.

51.9 As part of the Software maintenance agreement,

ongoing software maintenance and support
issues, shall be responded to according to the

following or as agreed to by the parties; a. Class A

Deficiencies - The Vendor shall have available to

he State on-call telephone assistance, with Issue

tracking available to the State, eight (8) hours per

day and five (S) days a week with an email /

telephone response within two (2) hours of

equest; or the Vendor shall provide support on-

slte or with remote diagnostic Services, within four

4) business hours of a request; b. Class 6 & C -

Deficiencies -The State shall notify the Vendor of
such Deficiencies during regular business hours

and the Vendor shall respond back within four (4)

hours of notification of planned corrective action;
The Vendor shall repair or replace Software, and

provide maintenance of the Software in

accordance with the Specifications, Terms and
Requirements of the Contract; or as agreed
>etween the parties

Yes Standard This feature Is standard for all S3 system Implementations.

51.10 The Vendor shall use a change management policy
or notification and tracking of change requests as

well as.critical outages.

M Yes Standard This feature is standard for all S3 system Implementations.

51.11 A critical outage will be designated when a
3usiness function cannot be met by a
nonperforming application and there is no work

around to the problem.

Yes Standard This feature is standard for all S3 system implementations.

Hp P?-v.
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>1.12 The Vendor shall maintain a record of the

activities related to repair or maintenance

activities performed for the State and shall report
quarterly on the following: All change requests

mplemented; All critical outages reported
ncluding actual issue and resolution; Number of

deficiencies reported by class with initial response
ime as well as time to close.

M Ves Standard This feature is standard for all S3 system Implementations.

>1.13 The hosting server for the State shall t>e available
;wenty- four (24) hours a day, 7 days a week
axcept for during scheduled maintenance.

M Yes Standard This feature is standard for all S3 system Implementations.

SI.15 A regularly scheduled maintenance window shall

)e identified (such as weekly, monthly, or
quarterly) at which time all relevant server
jatches and application upgrades

rhail be applied.

M Ves Standard This feature is standard for all S3 system implementations.

il.16 rhe Vendor will give two-business days prior
lotification to the State Project Manager of all
changes/updates and provide the State with
training due to the upgrades and changes.

>

M Yes Standard S3 will work with the Agency to provide whatever
lOtification timeframes necessary prior to any changes /

jpdates along with any training necessary to understand
ind support that changes / updates.

51.17 All hardware and software components of the
i/endor hosting infrastructure shall be fully

supported by their respective manufaaurers at all

limes. All critical patches for operating systems,
databases, web services, etc, shall be applied
ivithin sixty (60) days of release by their

espcctive manufacturers..

M Yes Standard This feature Is standard for all S3 system implementations:

>1.18 The Vendor shall provide the State with a personal

secure FTP site to be used by the State for
jploading and downloading files if applicable.

M Yes Standard This feature is standard for all S3 system Implementations.



State
of New Hampshire fSf-SSJi?'

PROJECT MANAGEMENT

' "*t ''iReqWernVnt'DescHptlo •U'j 4' ICriticalitv^ feentio
T.' i/v^

jeliverv

y^ethodi

Comments

PROJECT MANAGEMENT

>1.1

1

Vendor shall participate In an Initial kick-off .

neetlng to Initiate the Project.
M ' Yes Standard rhis feature Is standard for all S3 system Implementations.

>1.2 1 t/endor shall provide Project Staff as specified In the

!tFP.

M Yes Standard This feature Is standard for all S3 system implementations.

>1.3
1

1

Vendor shall submit a finalized Work Plan within

ten (10) days after Contract award and approval by

Governor and Council. The Work Plan shall Include,

without limitation, a detailed description of the

Schedule, tasks. Deliverables, critical events, task

dependencies, and payment Schedule. The plan

ihalt be updated no less than every two weeks.

M Yes Standard S3 makes this provision in every solution contraa with small

variances associated with timing and scheduling this
deliverable with the State. S3 will adhere to this requirement

in Its entirety.

>1.4 i/endor shall participate In wrap-up meeting at the
2nd of Implementation.

M Yes Standard This feature Is standard for all S3 system implementations.

>1.5 t/endor shall provide detailed bi-weekly status

reports on the progress of the Project, which will

nclude expenses incurred year to date.

M Yes Standard This feature Is standard for all S3 system Implementations.

P1.6 411 user, technical, and System Documentation as

well as Project Schedules, plans, status reports, and

:orrespondence must be maintained as projea

documentation In MS Word or MS Excel.

M Yes Standard This feature is standard for all S3 system Implementations.

>1.7 Vendor will provide State with PCI DSS certification

documentation and evidence of Its most recent

validation of compliance. Vendor must supply an
ittestatlon of compliance at least annually.

M Yes Standard This feature Is standard for all S3 system Implementations.
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NHDNC)LPrei*<tSchtdij(t.Contr»c1.vM

t> 'mk H4/ft4 puraUon Ikiiih IPradacataon Buccttim

1 4«w Hjmpihir* Onirw fkrt Syilfw 2AA<tov» Thu 12/12/19 W«d 12/30/20
I *(mtajciphau v.. Mriavt .T1mI2/U/I» >  Wwl 3/4/20 ,

J KFPIUMd 10av TXu 12/12/19 Thu 12/12/19

4 Vf ndw Coolfffvncft t day Mon 1/9/29 Mon 1/6/20
f ProppMit Owt t day Tu4 2/ll/W Tut 2/12/20
i VPfMktf Prti*A(jboA and Dtmcwtt/atlofl '  1 day W44 2/4/20 WtO 1/4/20 I4FS09 day>

.  1 '(Ml knuk* Ph*M Cpmptotc Odoyi TtM, 12/12/19 Thu 12/12/19
1 IMTlATt PHPic S*d>v« W*9 4/29/M «Wtd 7/22/20
t Arttfacts • Supptamantd 10 dm Thu 4/M/20 Wtd 3/11/20

10 OMn CtfUflcau al <jaed SUAtfln< tOdayt Thv4/W20 WtO 3/11/20 14

It ObUk% Cartifloif oF Imurancf tOdm Thw 4/30/20 WtO 3/13/20 14

I] OMjIn Ccftjflcau ol Voia lOdayt Thu 4/30/20 Wtd 3/11/10 U

ij Cpiima Wticttfttam SOdoyi Wt9«/19/20 WtdT/22/M
14 Cammarxa MtfMJaUent X day Wt<j 4/29/20 Wtd 4/29/20 aSOddayi 17.11,19,10.11.12

Cawiraci PiipanUmi Mdm Thu 4/30/20 Wtd 7/22/20

\i Onft Caninci (DOm 20davt Thu 4/JCV20 Thu 3/22/20 )7rF* 10 dm
M SubmR MvtMd PropOMl & icppc CU^fkaiient Co NHONCR A doyt thu 4/3W20 Mon 3/11/20 M  T 20fS«10davt.l6fF«l0

11 Svbmli Rrrtaod Proj«<t Sctioduk Co NifONCR 4 dm Thu 4/30/20 Mon 3/11/70 14 20FS*10daT«.14rF*l0

If Submit $upp4«monUl AntfocU (Conutct Roq.) to MHONCR 10 dayt Thu 4/10/20 Wtd 3/11/20 14 20fS*l0davt.l4FF«|0
» Goc On CbC A|*Ada 1 day Frl i/19/20 Fri 3/19/20 17FS*lOdayft,llFS*lO

it GbC Appfovol ICHimaCtd data • noc puHthod yot] iday W«d 7/22/20 Wtd 7/22/20 27FF

II Contract Eiacvtirf 1 day Wtd 7/22/20 Wtd 7/22/20 2 IFF 24.29.I7FS*3 dayt

u PIAM t AfMY&tS PHASC lOdayt Ttni 2/23/20 Wtd2/3/20 t  ' ' (
1* Arttfocts 7dm ThuT/23/20 Fr< 7/11/20 22 44rF

u Orrcloo Common loHon Ran 7 dm Thu 7/21/20 M7/11/20
» Oavloo Otanqa Manaiamonc Ran 7 dm Thu 7/23/20 Fft 7/31/20
2' Danlop TatUAf Ran 7 dm Thu 7/23/20 frt 7/11/20

20 Damlop Projact Schodulo / Wort Ron 7 dm Thu 7/21/20 Fn 7/31/20

2f AoMte 10 dm Thu 7/23/20 Wtd 2/3/20 22

M AJ^nmont on Pro^ct OripniiaUon / SCAicUira Sdm Thv 2/21/20 Wtd 7/29/20 3lFF.]2FF.J4,34

21 Idoitttfy StatthoWtfi / CttsWhh Rolat A RoopomlbRUoa 2 dm Tu« 7/12/20 Wtd 7/29/20 30FF IShJS

U (AoMhh Cadanea/Schodutf lor ReHct Rrrtr* mc^ A Sucua

Rpu,

2 dm Tut 7/22/10 Wtd 7/29/20 30Fr 34

IJ Sotup / Cofiflcurt PicHtl HopoaHorr 2dm Thu 7/30/20 Ffl 7/31/20 4SfF

24 idar>tifv lUootliorr / Tool • tday Thu 7/30/20 Thu 7/10/20 30 3SSS \

3S Idtntllv Umti a Conflfur* Acccai 2 dm Thu 7/30/20 Fn 7/11/20 31.34IS

M RRmi Udiofl 7d*r< Tut 7/22/20 Wtd 2/3/20
S? Schodwk ProfKt Kkkorr 2 dm tut 7/22/20 Wtd 7/29/20 22FS*3day» 34
U Rtpart Ktekolf Dock / Afonda / MaCoriali 2 dm Thu 7/30/20 Frt 7/11/20 37,30,31,32 39

u Conduct Pfojact Ckfcoff idm Mm 2/3/20 Wtd 2/3/20 14 44FF,4ZSS
40 Curront Statt / Fvtum itott OO^fCtivot 1 dm Mon 1/3/20 Wtd 2/3/20

41 EluMah Swccasi Crttork 1dm* htonl/3/20 Wtd 2/3/20 '

42 Stotua Aoportbii Idm Mon 2/3/10 Wtd 2/3/20 3MS

.  . . . -- .  . .
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C«<nffl«nc( ftl-WMUr fUlin HtporUnf

(Ml ArtHactt ■ n*n

|M| ProlKt KmoUUky Setup / Confl|ur<d
|M] Pre(e<t KkkeH Cwtductetf
(Ml Plan Anplvtit PtuM Cempltt*

UQUIWMCMTS / PHMC ■ ITIMTIVt

ContrKl Ppquktmenu Valltfatlen
CItur Sinrlea

5«lup Saritt ol 1*0 Setilent
.  Conduct 1*0 SMilont

CauWtn Utot Stortof

U  *eorev« Ut«r SlacWi

is j |M] HpqiAamcnti VaUatUn |RTM|
(M| PapulrtmanU / D*il(n PhaM Cowiplata

(Xtnm PHASC • nTMTTVl

Anttaca

CreaM Sru*'" Oatlpn (TOO) • llanUn lhreu(fteut Or>
Oocunxni OP Sdiema • ItaratM Thraufhout On
Orcalap CanvartWn / Data MlpratkMi Plan

OimIbp SaairItT Plan

Oavalep ComprehaniPva TraMnf Plan and Curriculum

Orrulop End lH*r Support Plan
CmHronmanU

lowtr Emlronmerdi

Dm Envkonmani Salup P Can(l|uratlon

OA Enulronmtnl Salup ■ Conflpuralien

U*I Emdrenmant Satup P CenllturaUen

ProducOon EmPuiuiianI t DhaMar McouarY

Craaia Primarp CrwHrorunani

CraaW Oiiattac Racouarv CrMronmarH
H I Conftfura PacUiOi (or Prtmary Entlronmonl.
74 I Conflfura Sacuritr Saitlnp

Ptattorm MudaiidiaUnn

M-anRa Ealatlnp w/Ratpomlva Oail|n

Sprint Onilapiiitnl lOauP E>* In Pai aPal)

3 tftrt Monl/VN Wad O/S/20

Odrr« frl J/Jl/10 (117/11/20 24FF 47

0 dm fil7/Jl/20 Fit 7/11/20 IIFF 47

0dm WadI/S/20 W^ O/S/20 MFC 47

0 d«vt Wad 1/9/20 Wad O/S/20 44.46,49 49

Mtfm nauP/P/20 Thu 9/17/20

s dm Tliu 0/0/20 Wad 0/12/20 47 66SS.SOSS,SS.S2

JOdayi T><uS/«/M Thu 9/17/20 49SS 1

2dm Thu l/t/20 Fil 1/7/20 S2

25 dJYv Thu t/U/20 Wad 9/2/20 51.49 SISS

20 dm Thu 1/11/20 Thu 9/10/20 S2SS S4SSrSd*n

30 dm Thui/20m Thu 9/17/20 SlSSrSdan S6.70SS>Sdan.l20SS-

0 dm Wad I/I 2/20 Wad 0/12/20 49 S6

Odm Thu 9/17/20 Thu 9/17/20 S4.SS

>9 dm Thu 1/0/20 Wadll/2S/20 ,

43 dm Man 9/21/20 M 11/20/20 122

20d4V« Mon 10/20/20 Fri 11/20/20 I20FF>S dan

20 dm Mpn 10/20/20 FrI 11/20/20 i2orr>Sdan

to dayt Mon 9/21/20 FrI 10/2/20 TOSS

IOd«r< Mon 9/21/20 rn 10/2/20 TOSS

10 diyt Mon 9/21/20 FH 10/2/20 TOSS

10 dm Man 9/21/20 Fil 10/2/20 TOSS

Mdm Thu 0/0/20 FrI lO/U/10

Idari Thu 0/0/20 Fri 0/7/20 49SS 76

} dayi Thu 0/0/20 ' FrI U7/I0

2 dan Thu 0/0/20 FrI 0/7/20 127FS>Sdan

2 dan Thu 0/0/70 FrI 0/7/20

Sdan 'hlon 10/19/20 Fri 10/21/20 POM

><»» Mon 10/19/20 Man 10/19/20 71.71FS0 4aT.74

1 dar Tua 1V1V20 Tua lQ/20/20 71 74

Iday Wad 10/21/20 Wad 10/21/20 71FS*1 dar 74

2dan Thu 10/22/20 FrI 10/21/20 71.72.71

2Sdan Mon 0/10/20 Frt9/10/» 70

29 dan Mpn 0/10/20 Fri 9/10/20 66

40 dan 'Man 9/21/70 Fri 11/11/20 120

10 dan Man 9/21/20 Fri 10/2/2O 7s44SStSd*n il.61S0.6aS.*TlV6^

'lOdan Man 9/21/20 Fri 1V2/20

10 dan Mon 9/21/20 Fri 10/2/20

10 dan Man tO/S/20 Fri 10/10/20 71 06.11SSS

10 dan Mon lO/S/20 Fil 10/16/20

:I0 dan Man 10/S/lO FrI 10/16/20

'10 dan Man lon/M rrriO/16/20

'lOdan Man lQ/S/20 Fri 10/16/20

'to dan
10 dan

Man 10/19/20 Fri IO/M/24 01 70SS.9U7SS,I40SS

IM 10/19/20 FrI 10/10/20-

10 dan Man 10/19/20 Fri 10/10/20

10 dan Man 10/19/20 FrI 10/10/20

Sprlml

*poni Manapamani

Cuitompr ManapamanI

Sprlntl

Product Marof amant

Product Rulai P Confl|uratlon
Trantactlon Manapamanl

Intaptatlon Manapamanl • Pavmanl Procaialnp
Sprint I

*dmln Cenflpuraiion Manapamanl

Sacurlrp Pola Manapamanl

*cceunllnp ManapamarU
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90 8rindlng • PutJIc S1l«, Agent Site, Control Center 10 dayt Mon 10/19720 FrI 10/20/20
86 '1M1S.14&SS91 Sorint4 10 da^

92 Print lempleiei 10 dayt Mon 11/2/20

92 keponi 10 dayt Men 11/2/20 FrI 11/13/20

94 Audit legging 10 dayt < Mon 11/2/20 FrI 11/13/20

9S Emol Cencntlon / SMS Teit Mig. 10 dayt Mon 11/2/20 FrI 11/13/20

96 IMU MlgnUen 20 dayt Mon 10/19/20 FrI 11/13/20
BASS 104.  97 Dau Migration Setup 9 dayt

96 Pull SnOfMhoti A Combine Into tingle Sdtemi 2 dayt
9899 Mentlfv Relevant Tablet 2 dayt

100 Wentlfv tablet may need to be migrated and when 2 dayt Wed 10/21/20

101 Scrub / ckeante data 2 dayt Frf 10/22/20 Tue 10/27/20

102 Remove any Tett Data 2 dayt Fri 10/22/20 ' Tue 10/27/20

101 Oetermlne SodueiKe of Loading A Add to Plan 2 dayt Wed 10/28/20 Thu 10/29/20 102

IM Determine Data tranipart Plan A Add to Plan 2 dayt Wed 10/28/20

106 Determine What Can be Pre-loaded 2 dayt

106 (Algrala Dau ddayt Mon 11/2/20 Wed 11/11/20 97,BISS

107 Map Data 2 dayt Man 11/2/20 Tue 11/3/20

106 Submit mapping to NHDNCR for revfew 2 dayt Wed 11/4/20 FrI 11/6/20 107 lOSfF

109 Update mapping document 1 day Frin/6/20 Frt 11/6/20 108FF no.uiss

110 Determine Tett Plan for Validation 2 dayt lalon 11/9/20

112111 Write load Senpu 2 dayt FH 11/6/20

112 load Data 1 day Wed 11/11/20

1U Data VaPdation 2 dayt Thu 11/12/20 Frf 11/13/20

114 VaUdaie Data Load / Update Mapping Document 2 dayt Thu 11/12/20 Frt 11/13/20 106

IIS Securtty fteviaw Sdayt Men 11/18/20 Wed 11/11/20 120

116 Conduct Security Review 2 dayt Man 11/18/20 Wed 11/18/20
123117 PtN Teat Bdayt Men 11/18/20

118 Conduct Pen Tett 2 day!

119 Pen Tett Retulu 1 day Wed 11/28/20
n7,nS.S9fF»S4»v«r4120 |M| Sprfni Development Complele Odart FrI 11/12/20 FrI 11/13/20

121 (Mj Data Migration Complete 0 dayt Fri 11/12/20 frI 11/13/20 113

122 |M| Artlfacta • Ciecuia Phata Approved Odayi Frill/20/20 FrI 11/20/20 S8

122 |M| Securltv Review end PEN Tett Complete 0 dayt

'84'dw
Wedll/2S/20 Wed 11/2S/20

124 TISTPHAS( , . .
*172I2S Quadry AtturerHO Taeting 64 dayt

126 Quaity* Aisuranu Setup Mdayi Men 8/17/20 Men 9/28/20

127 Validate Envlrenment, Uter Setup A Configuration 3 dayt Man 8/17/20 Wed 8/19/20 68FS<Sdayt

128 Deveioo Ten Catei ■ Iterative w/ Uter Story Approrai TSdayt R«on 8/24/20 Mon 9/28/20

129 Quaity AtturaiKe Tett Cvecutlen 40 day! FAon 9/21/20 Frf 11/13/20
78SS120 -Tait SMrd 1 (In paralcl w/ Devi 10 dayt

134121 Eaecuta Tett Caret 8 dayt

122 Conduct Bug Triage 1 dayt Mon 9/21/20 Wed 9/30/20

122 Pit Bugt A Releate 8 dayt Mon 9/21/20 Wed 9/30/20

124 Reteit A Validate 2 dayt Thu 10/1/20 frI 10/2/20 131.132.113

12S Tett Sprfni 2 (In paraliai w/ Dev| id dayt Men lO/S/20 FrI 10/18/20 IISS

126 Eaccute Tett Catet 8 dayt Mon lO/S/20 Wed 10/14/20
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117 Cantfuci lu| Trl*|* 8 davi Aton 10/V20 Wad Wia/20 139

tj« ra Iu(t t IMum Idari Mon IO/S/20 Wad IIVI4/20 139

)J« Mint 1 VilUitt 2dav> Thu lO/IS/20 Fri 10/16/20 136.117,131

MO Tax Sprint 1 (In paraM m/ Davt SO days Aton 10/13/20 Fri 10/30/20 1633

Ml Caaculf lax Catai Idayi Aten IIVIl/20 Wad 10/21/20 144

M2 Conduct lu| Trtaia • davt Aton 10/11/20 Wad 10/21/20 144

MJ fh lu|t 1 Ralaaia Idan Aton 10/13/70 Wad 10/21/20 144

M4 Mtait t ValWiia 2 davt Thu 10/29/20 Ftl 10/30/20 141.142,113

MS Tax Sprint 4 (In parXM w/ Dav) lOdayt AMn 11/2/20 Fri 11/13/20 tiss ISO.ldl

)4« Siccula Tax Catat ■ dari Alan 11/2/20 Wad 11/11/20 149

M7 Conduct Bu| Triaia idari Aton 11/2/20 Wad1l/ll/20 149

Ml Flu lup A Ralaaia ■ dart Aton t i/2/20 Wad1l/lt/20 149

Ml ' Aatatt A VaUala 2 dari Thu 11/12/20 Fil 11/13/20 146.147.141

ISO PiAiaiilea Taxlnc ■ Cnd-ta-Cnd Sdayi Alon 11/11/20 Fri 11/20/70 143 UU79.19933.IOeS3J

IS1 Conduct AacratXen Tax 3 dayt Aton ll/lA/70 Wad 11/11/20 13S3S

tu Conduct AccatUMItY Tattln| 3 dayi Alonll/lt/20 wad 11/11/20

IS) Conduct IHaWBlT tafdnt AC'PW Mtdlipla Oauka Tiroat 3 days Aton 11/14/20 Wad 11/11/20

IS4 Conduct Sacwrltv Tattint Sdayi Atontl/lW20 Wad 11/11/20

isi 'h Auft A AalaaM 4 davt Aaen 11/14/20 Thu ti/19/20 ISISS 134

IS< lalax A Vakdala Idav Fil 11/20/70 Ftl 11/20/20 153

157 Mat Accapcanca TaXkig 10 davt Alon 11/14/20 Tua 11/13/20 14933.173

1SI Uaar Accaptanca Tax Sanip A Conflitvatlon 3dav> Alon 11/14/20 Wad 11/11/70

151 VaUdjta Crrrironmant, Mar Salup A Confliuratlon 3 dayt Aton 11/14/20 Wad 11/11/10 160SS-S dayt

1M Vaar Accaptanca Tax Ccacutlon ISdayi Alon 11/71/20 Tua 12/13/70 13333-3 dayt

Ml Cnd*To-lnd TaxJnf IS davt Alon 11/21/20 Tua 12/13/70 130

112 Cxaculc Tax Casat lOdavt Aton 11/23/20 Tua 12/1/20 143

M) Conduct Bu| Trlaga 10 davt Alon 11/23/20 Tua 12/1/20 163

Fit lupA Mkata 12 dart Aton 11/23/20 Thu 12/10/20 163

M5 MtattA Valdata 3 davt Fri12/11/70 Tua 12/13/20 162.163.164

1M Pariormanca / load Tasting SI davt Tua 9/29/10 Thu 12/10/70 174.16433.13333,1663

I«7 Dalarmina Load Tax Aequiramenii S dayt Tua 9/29/70 Aton lO/S/lO 126

lU Ctaata / LTpdata load Tax Scrlpu 10 dayt Atonll/14/70 Tua 12/1/70 MS 169

IM Ciacuia load Tax ' 5 davt Wad 12/2/20 Tua 12/1/70 166.13733 17033,17V

170 Fta Auft A Ralaau S davt Wad 12/2/20 Tua 12/1/20 16933 171

171 Ralax A Valdala 2 dayt Wad 12/9/70 Thu 12/10/20 169.170 -

172 [M] Quairr Anutanca TaxCompXla Odayt Fri 11/13/20 Fri 11/13/20 123

17) (M) Kagraulon Tax Complata Odavt Fri 11/20/20 Fri i 1/20/20 ISO

171 [M) Pariormanca / load Tart Complaia 0 dayt Thu II/IWTO Thu 12/10/20 166 221

175 [M] UMf Accaptanca lax Complata 0 dayt Tua 12/IV70 Tua 12/13/70 132 229.230

17« ■MPlfMf MTATION PHAM A3 dayt Tua 9/29/20 W»d 12/30/20 1

177 Arttfaeu 12 dayt Wad 12/2/20 Thu 12/17/20 14)

171 Updata Tialnltii Plan Sdayt Wad 12/2/20 Tua 12/1/20 19IFF

m Update (nd Utar Support Plan 5 dayt Fri 12/11/20 thu 12/17/20 IIOFF

IW Flnallca Implamarnation / Daplovmani Plan S dayt Fri 12/11/20 Thu 12/17/20 202FF-I day 231.I79FF
111 AWAattr^ SO dayt Tua 9/29/20 Wad 12/9/70 141

112 Martadnf MatariaX SO dayt Tua 9/79/20 Wad 12/9/70
III Mariiatlnt (or Munk^XIUaa SOda^ Tua 9/29/20 Wad 12/9/70 217

vv.
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IM loittr inl/or Bredniri 0«il|n 4S dari Tua 9/29/20 Wad 12/2/20 166SS ll7,193rF

>es Griphtcs aSdayi Tua 9/29/20 Wad 12/2/20 16BSS ll7.191fF

lU Conltnl bllni F4*lurc 0< Pretrtm 4$ dayt Tua 9/29/20 Wad 12/2/20 HISS

117 Oi>trlbul4 M«l4rlth Sdavt Thu 12/3/20 Wad 12/9/20 114,IBS,111
227tu M»r9«tinf («r PubUc SOdava

IH Pmttr Mid/or Irochuit Ottlpi • Aval #NH Wakonw
C«nitn

4$ dayt Tua 9/29/20 Wad 12/2/20 HISS

190 Graphki 4S daya Tua 9/29/20 Wad 12/2/20 HISS

191 Dlftrlbuia Materiah Sdayt Thu 12/3/20 Wad 12/9/20 119.190

192 Maftatii^ Imall Campalin AiwtwaJ fandwdt' to i«l parmlti 20 dayt Tua 11/3/20 Wad 12/1/20

IMFF.llSFF19J Cnval Ttmplata Oail|n / Contanl 70 daya

194 MaHcMint FIG IkaoM Documont (apdm dKalapmant fe>

UeamlAt A Bum Ptffnlt H approvotfl

10 daya Mon 11/2/20 FrI 11/13/20

19S Add parmit Information to FBG Irctnat (NH FBC Work) • 10 daya Mon 11/2/20 FrI 11/13/20 91SS

19S Add FAG Info on Firt Nrmit • M 0«v Sprint 4 lOdaya Mon 11/2/20 Fri 11/13/20 92SS

197 Trafnlnf Udaya Mon 11/11/20 FrI 11/11/20 144

m TraMng Maiorlalt IS dayt p4on 11/11/20 Tua ll/t/20 171FF

199 Craala H*lo 0«ik frainlni Malarlalt B ̂ bUtn IS daya liAon 11/11/20

20O Craala Ag*nt Tralnlni Matarlali I PubHth IS daya Mon 11/16/20

201 Craaia NHONCR Tralnint Mattriili A PvOIKh IS daya Mon 11/11/20 Tua )2/t/20 ISOSS 206

202 Conduct Tra2nln( , 13 daya Wad 11/2/20 III 12/1B/20 IBOFF-lday

201 NHDNOITraMnB Udaya Wad 11/2/20 Wad 12/11/20

2M Schodwit Tralnlrtf 3 daya Wad 12/2/20 FrI 12/4/20 ISOSSrlO dayt 20S

20$ NttHbuta Tnlnlni Malorlato to NHONCR Partonnal S daya Man 12/7/20

201 Conduct Admin Training 3 daya Mon 12/14/20

207 Hafp Ooak Training 13 dayt Wad 11/2/20 Fri 12/lg/20

201 Schoduia Tralnlrtg 3 day! Wad 12/2/20 Fri 12/4/20 ISOSSrlOdayi ' 209

209 Dlilrlbuta Tiainlng Matarlali to Halp Oaik • PuMltlt to

tnpwiadia Baia

S daya Mon 12/7/20 FrI 12/11/20 201 210

210 Conduct Halp Oatii Training Sdayt Mon 12/14/20 Fri 12/11/20 199,109

211 Agant Training Udaya
ISOSS-IOdayt 213212 Schaduia Training 3 daya

213 Dlilrlbuta Tralntng Malerlait to Agant Partonnai S daya .  Mon 12/7/20 Frill/11/20 212 214

214 Conduct Agant Training S daya Mon 12/14/20 Fri I2/1B/20 200.213

21$ Halp Doak Oporatlonal Roatdtatnonti 22 daya Tua 11/17/20 Fri 12/11/20
_ _

236.24S

-21S Daflna Tkhatlng Procetit Rrquiramanit Sdaya Tua 11/17/20 Mon 11/23/20 ISOSS-I day

217 Daflna Ra^rting for CaliB TIchals Sdayi

211 CstablliA Call Cantor Phona Numbarft) 1 day

219 Wabmattar Support - URL7T? (onUna lupport) .  10 daya Tua 11/17/20 Wad 12/2/20 211SS

220 BuOd pliona prompt icript 10 daya Tua n/17/20 Wad 12/2/20 2HSS

'  221 - OafWta Quaua Raouiramanta 10 dayt Tua 11/17/20 Wad 12/2/20 220SS 222

222 Implamant Pttona Stritam / Quaua / Prompt Oailgn Udaya Thu 12/3/20 Fri 12/11/20 220,221 223SS.224SS

22J implamant Tkkating RaRuiramanls 12 daya Thu 12/3/20 Fri 12/1B/20 221S$

224 implamant Raporting Raqulramanti 12 dayt Thu 12/3/20
233FSr3dayl22$ Sraiam Implantantatlon Cntry Comiltioni loMfM IS dayt Mon 11/30/20

22$ Sacurlty Ravlar* B PCN Tatting / Raiults Complala Iday A4on 11/30/20 Mon 11/30/20 123

227 A1 Markadng Brochurai / Poiiari Oltirlbutad Iday Thu 12/10/20 Thu 12/10/20 113,111



DEPARTMENT OF NATURAL AND CULTURAL RESOURCES

DIVISION OF FORESTS AND LANDS

DNCR- 2020 001 ONLINE FIRE PERMIT SYSTEM

PART 3 - INFORMATION TECHNOLOGY EXHIBITS

ATTACHMENT2-WORK PLAN

221 MU(riUan Pnmi 9t«c*mI>ic> t4«)nc« V«ld«t*4 In Prad. 1 day fH 12/11/20 FrI 12/11/10 174

229 Cnnfkm Imnltmenutlon Sita A DauOt 1 day Wad 12/IS/lO Wed l2/lfi/20 ITS

2J0 UAT Acceptance Conllrmed Iday . Wed i2/it/20 Wed 12/1A/30 ITS

2J1 OiU Mipailpn Scrtpu VaMatad lot Dalu • Tlnal Cenvenion I day Fri 12/11/20 FH 12/12/70 1*0

2J2 Oa U«a PrapantSen Man \i/WW Tua 12/21/20
2J] SukahpUar HeUfcaUan Man l2/3t/20 Tue 12/29/20 22SfS>3days 211.247
2M Verify Aftnt Readlnatt Idays Mon 12/21/70 Tua 12/29/20
US Varlfy Client Raadlnaat .2 days Mon 12/2t/20 Tua 12/29/20
U« Varffy Help Desk Readlnets 2 days Mon 12/21/70 Tua 12/29/20 21s

U2 00 livi: fsiaHWi Hnal Updates ta Praductlan CmlrannaM Iday Wed 12/30/20 Wed 12/10/20
2M final Dace Canventan Iday Wad 12/10/20 Wad 12/10/20 US 24IFr.2ai
229 tiecuia Comrenlan Wed 12/30/70 Wed 12/30/20 240SS

240 inliWIie OalaAValdatlan Iday Wed I7/3V20 Wed 12/30/70 239SS

241 MH OlicR Ondne nre Parmns SysM UV( Iday Wad 12/30/20 Wad 12/10/20 ̂ U»f 249

242 -  |M|kUrkatfei(Oa*veraWetCan>plataAD«inbuled Odays Wed 12/V20 Wad 12/9/70 111

I4J |w| Aralacti - Implemanialian Phase Cawiplite Odays Thu 12/17/20 Thu 12/17/70 177

244 |M] Adndn. Afent, Help Desk TreMnf Campiela Odays Fril2/ll/20 FH12/11/70 197

24S |M] Oparaiianal Support Repukemanu Com plait 0 days fH12/11/20 FH 12/11/20 2IS

24« |M] System Implamantatlan Intry Condi tians Satlsflad Odays FH 12/11/70 FrI 12/11/70 22s

247 (M] Siakelialder NotlAcatlan Campiela Odays rue 12/29/20 Tua 12/29/70 233

241 |M]fInalDataConvarslort kiacutad A Validated 0 days Wed 12/10/20 Wad 12/3V10 231

249 (MICaUve 0 days Wed 12/30/20 Wed 12/30/20 241 ISO

2S0 [M| Implementation Phase Camplata Odays Wad 12/30/20 Wad 12/30/20 249 2S1

2S« PHASf 1 fTAAIUZATION PCAMO .21 days Thu~l2/31/20 Thu l/ll/ll ISO

2S2 Pra^ Team Monitors System Ourinf StabKltatlan Period 30 days Thu 12/31/20 Wad 2/10/21 25S

2SI Praductlan Oafact RepartlnfA lilafa m OA A Hat Thu 12/31/20 Wed 2/10/21 2SS

2S4 hnplament A Validate fires lor Defects 30 days Thu 12/31/20 Wed 2/10/21 2SS

2SS SlabdUatlan Period Concludes Iday Thu2/ll/21 Thu 2/11/21 2S2.1S3.1S4 2S«

hi [M) StabdUation pWtod Camplota • Turn ̂ rer ta Operations Odays Thu 2/11/21 Thu 2/11/21 2SS 257

U7 ■UlfifTINANCt A SUPPOPT J*-l fH 2/12/21 fH 2/12/21 254
at enforce Operations A Support Plan Iday FH 2/12/21 fn 2/12/21
li* Wrap-Up Meetini / Lessons Leamad .Iday FH 2/12/21 FH 2/12/21
HO PO OSS CempAsnca • Otrly Scans - Supply Annuady 1 day FH 2/12/21 FH 2/12/21
HI On Colrn System MaintenaiKe Iday FH 2/12/21 Fn 2/12/21
HI Ondiolr^ SLA Reportlnt / Mevtcs Iday FH 2/12/21 FH 2/12/71 ,



State of New Hampshire

Department of State

CERTIFICATE

1, William M. Gardner, Secretary of Stale of the State of New Hampshire, do hereby certify that SOVEREIGN SPORTSMAN

SOLUTIONS, LLC is a Delaware Limited Liability Company registered to transact business in New Hampshire on March 01,

2013.1 further certify that all fees and documents required by the Secretary of State's office have been received and is in good

standing as far as this office is concerned.

Business ID: 687841

Certificate Number: 0004913147

SI

u.

o

^'3

IN TESTIMONY WHEREOF.

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 12th day of May A.D. 2020.

William M. Gardner

Secretary of State"



SOVEREIGN

SPORTSMAN

SOLUTIONS

4336 Ken[lwood Dr. Nashville, TN 37204
Office: (844)688-7133

NEW HAMPSHIRE

CERTIFICATE OF AUTHORITY/VOTE

(Limited Liability Company)

Rob Walker

1.

2.

(Name of Manager of Limited Liability Company, Contract Signatory - Print Name)

I am a Manager of the Company of Sovereign Sportsman Solutions. LLC
(Name of Limited Liability Company)

,,herby certify that:

I hereby further certify and acknowledge that the State of New Hampshire will rely on this certification as

evidence that i have full authority to bind Sovereign Sportsman Solutions. LLC

(Name of Limited Liability Company)

and that no corporate resolution, shareholder vote, or other document or action is necessary to grant me

such authodl

(Contract Signatory - Signature)

(Date)

STATE OF I ^

COUNTY OF

On this the^^ day of , 20/^0. before me personally appeared
7?6i3 UklKlec j known to be the person (or persons) whose name is subscribed to the

(Contract Signatory-Print rtame)

within instrument and acknowledged that he/she executed the same for the purposes therein contained. In

witness whereof, I hereunto set my hand and official seal.

'£U
(Notary Public-Signature)

My Commission Expires ■Hy^rA. K.
iiPstfA



ACORCf CERTIFICATE OF LIABILITY INSURANCE

Page 1 of 1

DATE (fclMAMWYVYY)

04/06/2030

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A. CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(le8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confeir rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Willie Towere Wetaon Northeeat, Inc.

c/o 26 CanCury Blvd

P.O. Box 305191

Naahvilla, TM 372305191 USA

Towara WaCson Certificat* Caatar

1-677-945-7376 1-666-467-2378

aivwpq.q- cartificstaaewillis.coa

INSURERIS) AFFORDING COVERAGE NAICB

INSURER A; Oxaat Northarn Inauraaca Compaay 30303

INSURED

Sovereign SpeetaBaa Selutions, LLC

4336 Xenilwood Drive

Maabvllla, TM 372044401

INSURER B ' P*<ldxal laauraaca Coaipaay 20261

INSURER C ;

INSURER D ;

INSURER E :

INSURER F:

COVERAGES CERTIFICATE NUMBER: "isisoaio REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT \MTH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
LTR TYPE OF INSURANCE

JBBQ
POUCY NUMBER

POUCY EFF
IMM/DD/YYYYl

POUCY EXP
IMWOOrrYYYl UMITS

COMMERCIAL GENERAL UABILITY

CLAIMS-MAOE OCCUR

EACH OCCURRENCE

DAMAGE TO RENTED
PREMISES lEa occurrence!

3605-64-75 ECB 05/01/2030 05/01/2031

MEO EXP (Any one pef>on)

PERSONAL & AOV INJURY

GENL AGGREGATE LIMIT Af^ES PER:
POLICY I I Se^ (HIlOC
OTHER: >

GENERAL AGGREGATE

PRODUCTS. COMPXDP AGG

COMBINED SINGLE LIMIT
lEa acddenO

1,000,000

1,000,000

10,000

1,000,000

2,000,000

2,000,000

AUTOMOBILE LIABILITY

ANY AUTO

1,000,000

BODILY INJURY (Pef person)

OMHEO

AUTOS ONLY
HIRED
AUTOS ONLY

SCHEDULED
AUTOS
NONOWNEO
AUTOS ONLY

7360-69-86 05/01/2020 05/01/2021 BODILY INJURY (Per accident)

PROPERTY DAMAGE
(Per BcddenO

UMBRELLA UAB

EXCESS UAB

OED

OCCUR

CLAIMS-MADE

EACH OCCURRENCE 5,000,000

7816-64-59 05/01/2030 05/01/3021
AGGREGATE 5,000,000

RETENTIONS

"Per
STATUTE

oTHT
ER

WORKERS COMPENSATION

AND EMPLOYERS' UABILnY y IN
ANYPROPRIETOR/PARTNER/EXECUTIVE
OFFICERSEMBEREXCLUOED?
(Mirtdatory In NH)
If yet. describe under
DESCRIPTION OF OPERATIONS belOMr

□
E.L. EACH ACCIDENT

E.L. DISEASE - EA EMPLOYEE

E.L- DISEASE ■ POLICY LIMIT

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACORO 101, Addltionel RemarXt Schedule, may be attached U more space Is required)

CERTIFICATE HOLDER CANCELLATION

NH Dapt of Cultural aad Natural Raaourcaa
Stavaa Sbamaa, Cblaf
172 Panbroka Or

Coacord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVe

ACORO 25(2016/03)
©1986-2016 ACORO CORPORATION. All rights reserved.

The ACORO name and logo are registered marks of ACORO
ea ID. 19461661 batch. 1642319



/XCORD CERTIFICATE OF LIABILITY INSURANCE
DATE (MUUDO/YYYY)

07/16/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT; If the certificate holder Is an ADDITIONAL INSURED, the pollcy(ie8) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on

.  this certificate does not confer rights to the certificate holder In lieu of such endorsement($).

PRODUCER

Andrew Atsaves

c/o Artex Risk Solutions, Inc.

8840 E. Chaparral Rd.; Suite 275
Scottsdale, AZ 85250

WMTACT
NAME;

f,..- (480),951-4177 fig. nc. (480) 951-4266
li^F.ss- SDL.BSD.CertificatesiSlartexrlsk.com

INSURER(S) AFFORDINO COVERAQE NAICS

INSURER A American Zurich Insurance ComDany 40142

INSURED

Century II StafTIng. Inc. dba: A Division of Oasis Alt. Emp; Sovereign Sportsman
Solution. LLC
4844 North 300 West Suite 100

Provo. UT 84604

INSURER a

INSURER C

INSURER D

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER:20UT314920406 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR
ITR TYPE OF INSURANCE

ADDL
iNsn

SUBR
WVD POUCYNUMBER

POUCY EFF
IMMKXWYYYYt

POUCY EXP
IMMmD/YYYYl LIMITS

COMMERCIAL GENERAL LIABILITY

)E 1 1 OCCUR
EACH OCCURRENCE $

CLAIMS-MAC
DAMAGE lOKENIEU
PRFMISFS <Fa oceurrencel s

MED EXP (Any one person) 1

PERSONAL 8 ADV INJURY s

GEN^ AGGREGATE LIMIT APPUES PER: GENERAL AGGREGATE s

POLICY 1 1 1 1 LOC
OTHER:

MtOCHJCTS - COMP/OP ACG s

s

AUTOMOBILE UABiUTY
COMBINED SINGLE LIMIT
lEa acdrtenn

$

ANY AUTO BODILY INJURY (Per person) s

OWNED
AUTOS ONLY

HIRED
AUTOS ONLY

SCHEDULED BODILY INJURY (Per acddent) s

NON-OWNED PROPERTY DAMAGE
(Per accxiflnn

s

s

UMBRELLA UAB

EXCESS UAB

OCCUR EACH OCCURRENCE s

CLAIMS-MAOE AGGREGATE s

DEO RETENTIONS" t

A

WORKERS COMPENSATION

AND EMPLOYERS' LIABILITY y / N
ANYPROPRIETOfUPARTNER/EXECUTlVE (-^
OFFICERyMEMaEREXCLUDED?

(Mandatory In NH>
If yea, deacrltM under
DESCRIPTION OF OPERATIONS belw

HI A WC 01-19-987-04 06/01/2020 06/01/2021

Y PER OTH-
A  .STATIJTF ER

E.L EACH ACCIDENT s  1,000.000

E.L. DISEASE - EA EMPLOYEE s  1.000,000

E.L. DISEASE • POUCY LIMIT s  1,000,000

Location Coverage Period: 06/01/2020 06/01/2021 Client# 86347-1

DESCRIPTION OF OPERATIONS / LOCATIONS! VEHICLES (ACORD 101, Additional RamarX* Schadula, may ba attached tf mora apaca la raqulrad)

Sovereign Sportsman Solution. LLC
4336KenitwoodDronly ihoM co-employees i-k., . ---

of. but not siibcontr^ors' 'Nashville,''TN 37204
to:

CERTIFICATE HOLDER CANCELLATION

NH Dept of Cultural and Natural Resources
Steven Sherman, Chief ■

172 Pembroke Dr

Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03)

1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and loao are registered marks of ACORD


