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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
wwiw.dhhs.nh.gov

Leri A. Shibinette
Commissioner

Lisa M., Morris
Director

November 16, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize thé Department of Health and Human Services, Division of Public Health
Services, to enter into a contract with OZ Systems USA, LLC (VC 248266-B001}, Arlington, TX,
in the amount of $242,450 to develop, implement and support an integrated data management
system for Maternal and Child Health screening programs, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through November 30, 2022.-
21% Federal Funds. 79% Other Funds {Newborn Screening Revolving Fund).

Funds are available in the following accounts for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Years 2022 and 2023, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-090-902010-52400000 DEPARTMENT OF HEALTH AND HUMAN SERVICES; HHS
PUBLIC HEALTH DIV; NEWBORN SCREENING REVOL FUND

Feaae | Jass) Class Title Job Number | Total Amount
2021 102-500731 Contracts for Prog Svc 90080013 $54,833
2022 102-500731 Contracts for Prog Svc 90080013 $98,450
2023 | 102-500731 Contracts for Prog Svc | 90080013 $39,167

Subtotal $192,450

05-95-090-902010-33860000 DEPARTMENT OF HEALTH A.NDAHUMAN SERVICES; HHS
PUBLIC HEALTH DIV; EARLY HEARING DET & INTERVIN

Fisgatl?tYeear Acél:cfsr:t Class Title Job Number Total Amount
2021 102-500731 Contracts for Prog Svc 90004005 $50,000
Subtotal $50,000
Total $242,450

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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EXPLANATION

The purpose of this request is for OZ Systems USA, LLC to develop and implement a
scalable, secure web based health data management solution for reporting newborn screening
results, Critical Congenital Heart Disease (CCHD) results and birth conditions of New Hampshire
newborns, with the flexibility to modify the system as necessary, as well as provide ongoing
system support. The integrated data management system will interface with other state data
systems, special screening devices, electronic medical records (EMR), and screening
laboratories using established heaith data exchange standards.

The software application will enable the Newborn Screening Program (NBS), Early
Hearing Detection and Intervention Program (EHDI), Birth Conditions Program (BCP) and their
partners to maintain continuous, real time input of newborn screening results and diagnostic data.
The software will also allow the Department to identify infants who have a hearing loss, birth
defect/s or a newborn screening disorder. Early identification of hearing loss, birth defect(s) or a
newborn screening disorder will lead to timely and appropriate follow-up and referral to early
intervention or special medical services. In addition, the Department will have the ability to report
aggregated outcomes to the Centers for Disease Control and Prevention and stakeholders when
indicated.

The integrated data management system will track and manage maternal, newborn, and
child health screening data and report real time screenings, births and diagnostic follow up
information relative to maternal, newborn, and child health. Additionally, the Vendor will provide
ongoing hosting and technical support services.

The Department will monitor contracted services by ensuring:
+ On-time delivery of software installation;
¢ Timely roll-out schedule;

+ System users demonstrate an eighty percent (80%) or higher system-proficiency
level post system training.

o The State can access all documentation;

» Project meetings and communications allow for State input and updates to the
plans; '

» Status reports are provided and project milestones are communicated on status
meeting agendas and via updates outlined in the Contract;

« On-time delivery of custom report(s) requested by the State; and
» Issues involving access to or use of the System are addressed timely.

The Department selected the Vendor through a competitive bid process using a Request
for Proposals (RFP) that was posted on the Department's website from 9/27/2019 through
11/25/2019. The Department received six (6) responses that were reviewed and scored by ateam
of qualified individuals. The Scoring Sheet is attached.

As referenced in Part 2 — Information Technology Provisions, Section 2. Contract Term,
of the attached contract, the parties have the option to extend the agreement for up to three (3)
additional years, contingent upon satisfactory delivery of services, available funding, agreement
of the parties, and Governor and Council approval.
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Should the Governor and Council not authorize this request, a replacement data system
would need to be procured or developed in order for the Early Hearing Detection and Intervention
Program, Birth Conditions Program and Newbom Screening Program to properly identify and
track infants with hearing loss, newborn screening disorders and birth defects in New Hampshire.
In addition, the Department would not be in compliance with federal and state legislation for
screening and follow-up for these programs.

Area served: Statewide

Source of Funds: CFDA #93.314, FAIN # NUR3DD000068 and Other Funds (Newborn
Screening Revolving Funds).

In the event that the Federal ar Other Funds become no longer available, General Funds
will not be requested to support this program.

Respectfully submitted,
oo G Weowen

Lori A. Shibinette
Commissioner
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New Hampshire Department of Health and Human Services
Office of Business Operations ‘
Contracts & Procurement Unit

Summary Scoring Sheet

Integrated Data Management System
for Maternal and Child Health

Screening Programs . RFP 2018-051/RFP-2013-DPHS-11-INTEG
RFP Name RFP Number . Reviewar Names
1. Couiney Keane, Program Manager
Biader Name M;xolirr‘:t:m Actual Points 2. Suzanne Beauregard, Nurse Coordinator
1. 0OZ Systams 1035 944 3. Ellen Chase-Lucard, Administrator
2. \isual Vault 1035 705 4 David Lalamme, Epidemioogist
3, 5. Gerry Bardsley, Business Systems
Strategic Solutions Group, LLC 1035 643 Anatyst
4 abacus Service Corporation 1035 © 672 6. Amy Bergquist, Administrator
5 RAM Software Solutions, Inc. 1035 562 7 Sandra Paul, Business Systems Analyst Il
6. Genasls Systems, Inc. I 1035 601




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

November 17, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

~Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract with- OZ Systems USA, LLC. as described
below and referenced as DolT No. 2019-051.

This is a request to enter into an agreement to provide the support, maintenance, and
hosting of an Integrated System for Maternal and Child Health Screening. This system
will be used for reporting hearing screening results, critical congenital heart disease
(CCHD) results, and birth conditions of New Hampshire newborns. A requirement of the
database system is to have the capability to interface with other data base systems (vital
records/lab). The benefits of having an integrated data management system will be
improvement of surveillance, reporting, and referral to early intervention services.

The amount of the contract is not to exceed $242,450.00, and shall become upon the date
of Governor and Executive Council approval through November 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Council for approval.

Sincerely,
Denis Goulet

DG/kaf
DolT #2019-051

cc: Michael Williams, 1T Manager, DolT

“Innovative Technologies Today for New Hompshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upen submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprictary must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contracior hereby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION.

1.1 State Agency Name 1.2 State Agency Address
129 Pleasant Street
Department of Health and Human Services Concord, NH 03301
1.3 Con(réctor Name 1.4 Contractor Address
- 2201 East Lamar Blvd, Suite 280
OZ Systems USA, LLC Arlington, TX 76006
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number .
214-616-4321 05-95-90-902010-52400000 November 30, 2022 $242,450
: 05-95-90-902010-33860000 :
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director 603-271-9631
1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory
DocuSigned by: . Terese FIn1tzo
.. : .11/13/2020
Tuse Findape Date: CEO
1.13 ﬁﬁ?‘f’é’éﬁ&y Signature 1.14 Name and Title of State Agency Signatory
Signed by: . 11/13/2020 Lisa M. Morris

wa J). Pows Date: Director, Division of Public Health Srves.
1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:
1.16  Approval by the Attorney General (Form, Substance and Execution) (if applicable)

Docusigned by:

By:[ﬁé&—' On: 11/16/2020
1.17 Approval by the Governor and Executive Council (if applicable)

G&C Item number; G&C Meeting Date:

. - DS
Page 1 of 4 l 0
Contractor Initials
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), cngages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services™). '

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and ali obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State Sha!l have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination,
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT,

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

Page 2 of 4

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7

‘through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal -
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United Staies, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shali not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to

- prevent such discrimination. g

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement,

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six {(6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concermning the interpretation of this Agreement, the
Contractling Officer’s decision shall be final for the State.

DS
Contractor Initials L
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“Event
of Default™:

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days afier giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as'the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to'the Contractor any damages the State suffers by reason of
any Event of Default; and/or '

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both. . .
8.3. No failure by the State to enforce any provisions hereof afier
any Event of Defauit shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
atl of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

0.1 Notwithstanding paragraph 8§, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
- Contractor shall, at the State’s discretion, deliver o the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report (*Termination Report™) describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. [n addition, at the Stale’s discretion, the Contraclor
shall, within 15 days of notice of early termination, develop and

submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data™ shall mean all
information and thirigs developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State,

11. CONTRACTOR’S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at ieast fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignment. “Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against.any and all claims,

liabilities and costs for any personal injury or property damages, -

patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which

may be claimed to arise out of) the acts or omissien-of the
Page 3 of 4 | TF
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Contractor, or subcontractors, including but not limited to the

negligence, reckless or intentional conduct. The State shall not.

be liable for any costs incurred by the Contractor arising under
this paragraph 1 3. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten {10} days prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shall be aitached and are incorporated herein by
reference.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Workers’
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers’ Compensation in connection with
activilies which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Workers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers’
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein,

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against orin favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof. ’

19. CONFLICTING TERMS. [n the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be

construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. Inthe event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and.
understanding -between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter

which might arise under applicable State of New Hampshire hereof.
Workers' Compensation  laws  in connection 'with the
performance of the Services under this Agreement.
T DS
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~ STATE OF NEW HAMPSHIRE

New Hampshire Department of Health and Human Services

Integrated Data Management System for Maternal and
Child Health Screening Programs

DHHS - 2019-051
PART 2
INFORMATION TECHNOLOGY PROVISIONS
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New Hampshire Department of Health and Human Services

Integrated Data Management System for Maternzfd and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS
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TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in

this docurnent.

TERM DEFINITION
Notice from the State that a Deliverable has satisfied
Acceptance Acceptance Test or Review. '

Acceptance Letter

An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Agreement

A Contract duly executed and legally binding. .

Attachment

Supplementary material that is collected and appended at the
back of a document.

Authorized Users

The Vendor’s employees, Contractors, Subcontractors or
other agents who need to access the State’s Personal Data to
enable the Contractor to perform the Services required.

Breach, Breach of Security
or Data Breach

A}
Unlawful and unauthorized acquisition of unencrypted
computerized Data that materially compromises the security,
confidentiality or integrity of personal information
maintained by a person or commercial entity,

“Breach” means the loss of control, compromise,
unauthorized  disclosure, unauthorized  acquisition,
unauthorized access, or any similar term referring 1o
situations-where persons other than authorized users and for
an other than authorized purpose have access or potential
access to personally identifiable information, whether
physical or electronic. Breach™ shall have the same meaning
as the term “Breach™ in section 164.402 of Title 45, Code of
Federal Regulations.

Business Hours

The Vendor’s personnel shall work normal business hours
between 8:00 a.m. and 5:00 p.m. ET, eight (8) hour days,
forty (40) hour weeks, excluding State of New Hampshire
holidays.

State of NH Contract

Date: 11/13/2020 o
Contractor’s Initials W

Pagé 5 of 41




DocuSign Envelope I1D: 218080A0-DB09-4ACB-AFBA-F8BD5SCE813E6S

New Hampshire Department of Health and Human Services

Integrated Data Management System

for Maternal and Child Health Screening Programs

DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01
PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Certification

The Vendor’s written declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable and certified its readiness for
applicable Acceptance Testing or Review.

Change Request/Order or CR

Formal documentation prepared for a proposed changed
within the specifications or scope of work requested and
approved by both parties that becomes effective only when
signed by an authorized representative of both parties.

Completion Date

End date for the Contract. {See Contract Agreement, P-37
General Provisions, Block 1.7)

Computer Security Incident

“Computer Security Incident” shall have the same meaning
“Computer Security Incident™ in section two (2) of NIST
Publication 800-61, Computer Security Incident Handling
Guide, National Institute of Standards and Technology, U.S.
Department of Commerce.
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Information required to be kept Confidential from
unauthorized disclosure under the Contract. “Confidential
Information” or “Confidential Data™ means all confidential
information disclosed by one party to the other such as all
medical, health, financial, public assistance benefits and
personal information including without limitation, Protected
Health Information and Personally Identifiable Information.

Confidential Information also includes any and all
information owned or managed by the State of NH - created,
received from or on behalf of any state agency or accessed
in the course of performing contracted services - of which
collection, disclosure, protection, and disposition is
governed by state or federal law or regulation. This
‘information in¢ludes, but is not limited to Personal Health
Information (PHI), Personally Identifiable Information (PII),
Federal Tax Information (FTI), Social Security Numbers
{88N), Payment Card Industry (PCI), and or other sensitive
and confidential information.

Confidential Information

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to

Contract perform as specified in the Contract Documents.

Part 1, 2, and 3. The Documentation consisting of the P-37,
IT General Provisions, IT Provisions, and the Exhibits which
represents. the understanding and acceptance of the
reciprocal legal rights and duties of the parties with respect
to the Scope of Work.

Contract Agreement

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
Contract Conclusion completion, termination for convenience, or termination for
default.

] Documents that comprise this Contract. {See Part 2, IT
Contract Documents Provisions — Section 1.1)
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Contract Manager(s)

The persons identified by the State and the Vendor who shall
be responsible for all Contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and Services described in the-
Contract Agreement. This amount is listed in Part |, P-37
General Provisions — Section 1.8: Price Limitation.

Contractor/Contracted Vendor

The vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

A Deliverable is any Written, Soﬁware, or Non-Software
Deliverable (letter, report, manual, book, other), provided by

Deliverable the Contractor to the State or under the terms of a Contract
requirement.
Department An agency of the State of New Hampshire.

Department of Information
Technology (Dol T)

The Department of Information Technology established
under RSA chapter 21-R by the Legislature effective
September 5, 2008.

Documentation

All information that describes the installation, operation and
use of the Software, including any training or network
implementation descriptions and materials, either in printed
or electronic format.

’

Effective Date

The Contract and all obligations of the parties hereunder

shall become ecffective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.
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The process of converting data to an unrecognizable or
"encrypted” form. It is .commonly used to protect sensitive
information so that only authorized parties can view it. This

Encryption includes files and storage devices, as well as data transferred
over wireless networks and the Internet;
Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Enhancements

Documentation as a result of Enhancements,

Event of Default

Any one or more of the following acts or omissions of a
Vendor shall constitute an Event of Default hereunder
(“Event of Default™): a. failure to perform the Services
satisfactorily or on Schedule; b. failure to submit any report
required; and/or c. failure to perform any other covenant,
term or condition of the Contract.

Governor and the Executive Council

The New Hampshire Governor and the Executive Council.

Hosting Services

The installation and management of specified software
applications by an Application Service Provider in a shared
environment on behalf of the State and exclusively for the
benefit of permitted users of the Software.

Identification and Authentication

Supports  obtaining information about those parties
attempting to log on to a system or application for security
purposes and the vatidation of those users.

Implementation

The process for making the System fully Operational for
processing the Data.

Implementation Plan

Sets forth the transition from development of the System to
full operation, and includes without limitation, training,
business and technical procedures.

Intent to Negotiate

The purpose of the letter of intent is to ensure there is a
“meeting of the minds” on price and key terms before the
parties expend significant resources and legal fees in
pursuing a procurement.

Invoking Party

In a dispute, the party believing itself aggrieved.
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Personnel identified by the State and by the Vendor as
Key Project Staff essential to work on the Project.

Rights to use the proprietary Software, Software Updates,
License online and/or hard-copy documentation and user guides.

The State of New Hampshire

Licensee ‘ ' ;
A unit of the U.S. Commerce Department. Formerly known
as the National Bureau of Standards, NIST promotes and §
National Institute of Standards and maintains measurement standards. It also has active
Technology (NIST) programs for encouraging and assisting industry and science

to develop and use these standards.

A Contract executed by the State that does not restrict the
State from seeking alternative sources for the Deliverables

Non-Exclusive . .
on Exclusi antract or Services provided under the Contract.

. Deliverables that are not Software Deliverables or Written
Non-Software Deliverables Deliverables, ¢.g., meetings, help support, Services, other.

The commitment by the vendor that the value of an interim
| estimate (plus contingency allowances) will not exceed the
amount of the firm proposal and estimates to be submitted at
Not to Exceed (NTE) a later date. A NTE value, however, downward depending
on the changes in the scope of work or in the associated
specifications.

The State Conftract Manager’s written direction to the
Vendor to begin work on the Contract on a given date and

. \
Notice to Proceed (NTP) fime.

System is fully functional, all Data has been loaded into the
System, is available for use by the State in its daily)

eratin stem i
Operating Sy operations.

Operational means that the System is operating and fully
functional, all Data has been loaded; the System is available
Operational for use by the State in its daily operations, and the State has
issued an Acceptance Letter.
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The order in which Contract/Documents control in the event
of a conflict or ambiguity. A term or condition in a document
Order of Precedence controls over a conflicting or ambiguous term or condition
in a document that is lower in the Order of Precedence.

The Contractor and the State of New Hampshire
Parties collectively.

“Personally ldentifiable Information™ (or “PII™) means
information which can be used to distinguish or trace an
individual’s identity, such as their name, social security
number, personal information as defined in RSA 359-C:19,
Personal Data biometric records, etc., alone, or when combined with other
personal or identifving information which is linked or
linkable to a specific individual, such as date and place of
birth, mother’s maiden name, etc.

The planned undertaking regarding the entire subject matter
of an RFP and Contract and the activities of the parties

Project related hereto.

Portion of payment to a contractor withheld by the State of
Project Holdback Ne_w Ha‘mpshxre until a deliverable finished to the agencies

satisfaction.

A document that describes the processes and methodology
Project Management Plan to be employed by the Vendor to ensure a successful project,

The persons identified who shall function as the State’s and
the Vendor's representative with regard to Review and
Acceptance of Contract Deliverables, invoice sign off, and
Review and approval of Change Requests (CR) utilizing the
Change Control Procedures (CCP).

.Project Manager(s)

State personnel assigned to work with the Vendor on the
Project Staff Project.
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Project Team

The group of State employees and Vendor’s personnel
responsible for managing the processes and mechanisms
required such that the Services are procured in accordance
with the Work Plan on time, on budget and to the required
Specifications and quality.

Proposal '

The submission from a Vendor in response to the Requesit

for a Proposal or Statement of Work.

Review

The process of Reviewing Deliverables for Acceptance.

Review Period

The period set for Review of a Deliverable. If none 1s
specified then the Review Period is five (5) business days.

The dates described in the Wark Plan for deadlines for
performance of Services and other Project events and

Schedule activities under the Contract.
. The work or labor to be performed by the Vendor on the
Services Project as described in the Contract.
All Custom, SAAS and COTS Software provided by the
Software Vendor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements,

;

Software License

Licenses provided by the Contractor to the State under this
Contracl.

Software License Agreement

Software License terms and conditions.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does not
manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.
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The Solution consists of the total Solution, which includes,
| without limitation, Software and Services, addressing the
requirements and terms of the Specifications. The off-the-
shelf Software and configured Software customized for the
State provided by the Vendor.

Solution

The written Specifications that set forth the requirements
which include, without limitation, this RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein. ‘

Specifications

All Data created, received from or gathered by the
Contractor or Subcontractor on behalf of the State or in any
way originating with the State, and all Data that is the output
of computer processing of or other electronic manipulation
of any Data that was created by or in any way originated with
State Data the State, whether such Data or output is stored on the State’s
hardware, the Contractor’s hardware or subcontractor’s
hardware, a hosted cloud solution or exists in any system
owned, maintained or otherwise controlled by the State or by
the Contractor.

The New Hampshire State Fiscal Year extends from July 1st
State Fiscal Year (SFY) through June 30th of the following calendar year.

tate’s representative with regard to Project oversight.
State Project Leader State’s repres g ) g

State’s information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
State’s Confidential Records and regulations, including but not limited to RSA chapter 91-
A: Access to Governmental Records and Meetings.
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State’s Project Manager (PM)

State’s representative with regard to Project Management
and technical matters. Agency Project Managers are
responsible for Review and Acceptance of specific Contract
Deliverables, invoice sign off, and Review and approval of
a Change Request (CR).

Statement-of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and design requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Vendor, which is performing Services
under this Contract under a separate Contract with or on
behalf of the Vendor.

Support Services

The maintenance and technical support services provided by
Contractor to the State during the Tern of the Contract.

System

All Software, specified hardware, and interfaces and.
extensions, integrated and functioning together in
accordance with the Specifications. .

System Maintenance

The wvarious forms of computer or server maintenance
required to keep a computer system running properly.

Technical Authorization

Direction to a Vendor which fills in details, clarifies,
interprets, or specifies technical requirements.

Term

Period of the Contract from the Effective Date through
Contract Conclusion or termination.

Transition Services

Services and support provided when the Vendor is
supporting system changes.

Vendor/Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

State of NH Contract

Date: 11/13/2020 os
Contractor’s Initials W

Page 14 of 41




DocuSign Envelope I1D: 21B060A0-DB0S-4ACB-AFBA-FEBDSCB13EES

New Hampshire Department of Health and Human Services
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01 '

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Supports the confirmation of authority to enter a computer
Verification system application or network,

The conditions under, and period during, which the producer
or vendor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights’ and obligations of both parties in case
of a claim or dispute. '

Warranty

A period of coverage during which the Vendor is responsible
| for providing a guarantee for products and Services

Warranty Period delivered as defined in the Contract,

Warranty Release Code release that are done during the Warranty Period.

The Services to be provided by the Contractor during the
Warranty Services Warranty Period.

Work created or prepared by contracted personnel within the
scope of their employment, or a work specially ordered or
Work For Hire commissioned for use as a coniribution to a collective work.
N . Such work is considered the sole property of the State.

Vendor personnel shall work normal business hours between
8:00 a.m. and 5:00 p.m., eight {8} hour days, forty (40) hour
weeks, excluding State of New Hampshire holidays.
Changes to this schedule may be made upon agreement with
the State Project Manager. State holidays are: New Year’s
Day, Martin Luther King Day, President’s Day, Memorial
Day, July 4th, Labor Day, Veterans Day, Thanksgiving Day,
the day after Thanksgiving Day, and Christmas Day.
Specific dates will be provided upon request.

Work Hours
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The overall plan of activities for the Project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the Project as specified in Appendix C:
System Reguirements and Deliverables. The Work Plan
shall include a detailed description: of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Work Plan

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Contracted

Wri iv . 3 .
ritten Deliverables Vendor either in paper or electronic format.
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New"Hampshire Department
of Health and Human Services (“State™), and OZ Systems USA, LL.C, a Foreign For-Profit Corporation,
(“*Contractor”), having its principal place of business at 2201 East Lamar Blvd, Suite 280, Arlington, TX
76006. ‘

The Contractor shall provide a Software as a Service (SaaS) system and associated services for the
implementation of a scalable, integrated data management system for reporting real time results for hearing
screenings, Newborn Screenings and birth conditions of New Hampshire newborns.

The Contractor shall use a phased approach or module implementation of Newborn Screening (NBS), Early
Heaning Detection and Intervention (EHDI) and Birth Conditions (BC) Programs. The administrative
responsibility of the contractor includes analysis, désign, development, implementation, application hosting
services, ongoing maintenance and support services, training and software customization services without
utilizing state resources.

RECITALS

Whereas the State desires the Contractor develop and implement a scalable, integrated data management
system for reporting real time results for hearing screenings, Newborn screenings, Critical Congenital
Heart Disease (CCHD) screenings and birth conditions of New Hampshire newborns and associated
support services for the State; ‘

Whereas the Contractor agrees to develop and implement a scalable, integrated data management system
for reporting real time results for hearing screenings, Newborn Screenings and birth conditions of New
Hampshire newborns and associated support services for the State:

The parties therefore agree as follows: !

1. CONTRACT DOCUMENTS
1.1.  This Contract Agreement RFP 2019-051 is comprised of the following documents:

Part 1 — Form P-37 General Provision

Part 2 — Information Technology Provisions
Part 3 — Exhibits

Exhibit A — Special Provisions

Exhibit B — Scope of Services

Exhibit C — Price and Payment Schedule
Exhibit D — Administrative Services

Exhibit E — Implementation Services

State of NH Contract

Date:
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PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Exhibit F - Testing Services

Exhibit G — Maintenance and Support Services

Exhibit H — Requirements

Exhibit I - Work Plan

Exhibit J - Software Agreement

Exhibit K - Warraniy and Warranty Services '

Exhibit L. — Training Services

Exhibit M — Agency RFP with Addendums, by reference
Exhibit N - Vendor Proposal, by reference

Exhibit O — Certificates and Attachments

Exhibit P — DHHS Information Security Requirements

1.2.  Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents,
the following Order of Precedence shall govern:

1.2.1. State of New Hampshire, Department of Health and Human Services Contract
Agreement 2019-051, including Pants 1, 2, and 3.

1.2.2. State of New Hampshire, Department of Health and Human Services RFP-
2019-051, Integrated Data Management System for Maternal and Child
Health Screening Programs.

1.2.3. Vendor Proposal Response to New Hampshire Department of Health and
Human Services RFP 2019-051 Integrated Data Management System for
Maternal and Child Health Screening Programs.

2. CONTRACT TERM

2.1.  The Contract and all obligations of the parties hereunder shall become effective after
full exccution by the parties, and the receipt of required governmental approvals,
including, but not limited to, Governor and Executive Council of the State of New
Hampshire approval (“Effective Date”). '

2.2,  The Contract shall begin on the Effective Date and extend through the date indicated
in Part 1, P-37 General Provisions - Block 1.7: Completion Date. The Term may be
extended up to Three (3) Years, (“Extendcd Term™) at the sole option of the State,
subject to the partics prior written Agreement on applicable fees for each extended
term, up to but not beyond November 30, 2025 under the same terms and conditions,
subject to approval of the Governor and Executive Council,

State of NH Contract
Date: __11/16/2020 __
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2.3,

24,

2.5.

The Contractor shall comnience work upon issuance of a Notice to Proceed by the
State,

The State does not require the Contractor to commence work prior to the Effective
Date; however, if the Contractor commences work prior to the Effective Date and a
Notice to Proceed, such work shall be performed at the sole risk of the Contractor. In
the event that the Contract does not become effective, the State shall be under no
obligation to pay the Contractor for any costs incurred or Services performed;
however, if the Contract becomes effective, all costs incurred prior to the Effective
Date shall be paid under the terms of the Contract.

Time is of the essence in the performance of the Contractor’s obligation under the
Contract.

3. COMPENSATION

3.1.

3.2.

Contract Price

The Contract Price is identified in, Part 1,.P-37 General Provisions - Block 1.8: Price
Limitation. Method of Payment and terms of payment are identified and more particularly
described in Part 1, P-37 — Paragraph 5: Contract Price/Price Limitation/Payment, and
Part 3 — Exhibit C: Price and Payment Schedule. '

Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide.all necessary resources Lo perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its successful
completion.

State of NH Contract
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Contractor’s Contract Manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. The Contractor’s Contract Manager is:

4.1.

4.2,
4.2.1.
4.2.2.
4.2.3.

Francoise Mattice

OZ Systems USA, LLC

2201 East Lamar Bivd, Suite 280
Arlington, Texas 76006
469-503-0506
fmattice@ozsystems.com

Contractor’s Project Manager

The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Project Manager shall be subject to
the prior written approval of the State. The State’s approval process may include,
without limitation, at the State’s discretion, review of the proposed Contractor’s
Project Manager’s resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassignment of the
Contractor’s Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction.

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor’s
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including
but not limited to, those set forth in Exhibit I Work Plan, Section 2. Contractor
Roles and Responsibilities. The Contractor’s Project Manager must be available
to promptly respond during normal Business Hours within two (2) hours to
inquiries from the State, and be at the site as needed. The Contractor’s Project
Manager must work diligently and use his/ her best efforts on the Project.

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project
Manager being replaced; meet the requirements of the Contract; and be subject to
reference and background checks described above in Part 2 — Information
Technology Provisions, Section 4.2: Contractor's Project Manager, and in Part 2
— Information Technology Provisions, Section 4.6: Reference and Background
Checks, below. The Contractor shall -assign a replacement of the Contractor’s
Project Manager within ten (10) business days of the departure of the prior
Contractor’s Project Manager, and the Contractor shall continue during the ten

—
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4.3.

4.2.4.

4.2.5.

4.3.1.

43.2.

(10) business day period to provide competent Project management Services
through the assignment of a qualified interim Project Manager.

Notwithstanding any other provision of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in default
and pursue its remedies at law and in equity, if the Contractor fails to assign a the
Contractor Project Manager meeting the requirements and ternis of the Contract.

Contractor Project Manager is:

LaTrina Gray

OZ Systems USA, LLC

2201 East Lamar Blvd, Suite 280
Arlington, Texas 76006
469-503-0506

lpray{i@ozsystems.com

Contractor’s Key Project Staff

The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in the RFP and further defined in this Contract, Exhibit H, Attachment 1.
Business System and Technical Requirements Vendor Response Checklist. The
State may conduct reference and background checks on the Contractor’s Key
Project Staff. The State reserves the right to require removal or reassignment of
the Contractor’s Key Project Staff who are found unacceptable to the State. Any
background checks shall be performed in accordance with Part 2 ~ Information
Technology Provisions, Section 4.6 Background Checks.

The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor’s Key Project Staff shall have comparable or
greater skills than of the Contractor’s Key Project Staff being replaced; meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject
to reference and background checks described in Part 2 — Information Technology
Provisions, Section 4.6: Reference and Background Checks.

State of NH Contract
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4.3.3. Notwith_sté’ﬁding any other provision of the Contract to the contrary, the State
shall ‘have the option to tenminate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor’s replacement Project staff.

4.3.3.1. The Contractor Key Project Staff- shall consist of the following
individuals in the roles identified below:

Erin Stelmach, Operations Manager

Grace Chan, System Administrator

4.4. State Contract Manager

The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

Rhonda Siegel, Administrator
29 Hazen Drive

Concord, NH 03301
603-271-4516
Rhonda.siegel@dhhs.nh.gov

4.5. State Project Manager

4.5.1. The State shall assign a Project Manager. The State Project Manager’s duties
shall include the following:
4.5.1.1  Leading the Project;
4.5.1.2. Engaging and managing all Contractors;
4.5.1.3. Managing significant issues and risks;
4.5.1.4. Reviewing and accepting Contract Deliverables;
4.5.1.5. Invoice sign-offs;
4.5.1.6. Review and approval of Change Reﬁuesl; and
4.5.1.7. Managing stakeholders’ concerns.

4.5.2. The State Project Manager is:

Courtney Keane, Newborn Screening Program Manager
29 Hazen Dnive

Concord, NH 03301

603-271-1037

Courtney keane@dhhs.nh.gov

State of NH Contract
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4.6.

4.6.1.

4.6.2.

Reference and Background Checks

The Contractor shall conduct criminal background checks at its own expense and
not utilize any staff, including Subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of

- securing the State’s information among the Contractor’s employees and agents.
Contractor workforce shall not be permitted to handle, access, view, store or
discuss NH Department of Health and Human Services (DHHS) Confidential
Data until an attestation is received by the Contractor that all Contractor
workforce associated with fulfilling the obligations of this Contract are, based on
NH DHHS provided criteria herein and their job responsibility requirements,
eligible to participate in work associated with this Contract.

The Contractor shall initiate a criminal background check re-investigation of all
workforce assigned to this Contract every five years. The five-year period will
be based on the date of the last Criminal Background Check conducted by the
Contractor or its Agent.

5. DELIVERABLES

5.1.

5.2,

5.1.1.

The Contractor’s Responsibilities

The Contractor shall be solely responsible for meeting all requirements, and terms
and conditions specified in this Contract, regardless of whether or not .a
Subcontractor is used. '

The Contractor may subcontract Services subject to the provisions of the
Contract, including but not limited to, the terms and conditions in the Contract
Agreement. The Contractor must submit all information and docurmentation
relating to the Subcontractor, including terins and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the
Contract. :

Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in-accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Part 3 — Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service,
the Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.

State of NH Contract
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5.3.

5.4.

Non-Software and Written Deliverables Review and Acceptance

Afier receiving written-Certification from the Contractor that a Non-Software or Written
Deliverable is final, complete and ready for Review, the State will Review the Deliverable
to determine whether it meets the Requirements outlined in Part 3 — Exhibit B: Scope of
Services. The State will notify the Contractor in writing of its Acceptance or rejection of
the Deliverable within five (5) business days of the State’s receipt of the Contractor’s
written Certification. If the State rejects the Deliverable, the State shall notify the
Contractor of the nature and class of the Deficiency and the Contractor shall correct the
Deficiency within the period identified in the Work Plan. If no period for the Contractor’s
correction of the Deliverable is identified, the Contractor shall correct the Deficiency in
the Deliverable within five (5) business days. Upon receipt of the corrected Deliverable,
the State shall have five (5) business days to review the Deliverable and notify the
Contractor of its Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days. If the Contractor fails to correct the
Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at law and in equity.

Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Part 3 — Exhibit F: Testing Services.

6. SOFTWARE

The Contractor shall provide the State with-access to the Software Licenses and Documentation
set forth in the Contract, and particularly described in Part 3 — Exhibit J: Software Agreement.
. . ! .

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1,

7.2

7.3.

Administrative Services

The Centractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Part 3 — Exhibit D: Administrative Services.

Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the
Contract, and particularly described in Part 3 — Exhibit E: Implementation Services.

Testing Services

The Contractor shall perforn testing Services for the State set forth in the Contract, and
particularly described in Part 3 — Exhibit F: Testing Services.

State of NH Contract
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Maintenance and Support Services

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Part 3 — Exhibit G: System
Maintenance and Support.

Warranty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 — Exhibit L: Training Services.

8. WORK PLAN DELIVERABLES

B.1.

8.2.

8.3.

8.4.

8.5.

The Contractor shall provide the State with a Preliminary Work Plan tﬁat shall include,
without limitation, a detailed description of the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule.

The Preliminary Work Plan shall be a separate Deliverable and is set forth in Part 3 —
Exhibit I: Work Plan; Section 6. Preliminary Work Plan. The Contractor shall update the
Work Plan as necessary, no less than every two weeks, to accurately reflect the status of
the Project, including without limitation, the Schedule, tasks, Deliverables, major
milestones, task dependencies, and payment Schedule. Any such updates to the Work
Plan must be approved by the State, in writing, prior to incorporation into Part 3 — Exhibit
I: Work Plan. The updated Part 3 - Exhibit [: Work Plan, as approved by the State, is
incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to Part 3 — Exhibit I: Work Plan;
Attachment 2. Work Plan, shall not relieve the Contractor from liability to the State for
damages resulting from the Contractor’s failure to perform its obligations under the
Contract, including, without limitation, performance in accordance with the Schedule.

In the event of any delay in the Schedule, the Contractor must immediately notify the State

'in writing, identifying the nature of the delay, i.e., specific actions or inactions of the

Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific actions that need to be taken.to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor to correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically extend on a day-to-day basis to the extent that the delay does
not result from the Centractor’s failure to fulfill its obligations under the Contract. To the
extent that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis.

State of NH Contract
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. Notwithstanding anything to the contrary, the State shall have the option to terminate the

Contract for default, at its discretion, if it is dissatisfied with the Vendor’s Work Plan or
elements within the Work Plan.

9. CHANGE ORDERS

%.1.

9.2.

9.3.

The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor’s receipt of a Change Order,
the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), resources, the Schedule, or the Work Plan, ‘

The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall
attempt to respond to the Contractor’s requested Change Order within five (5} business
days. The State Agency, as well as the Department of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an Agreement in writing.

All Change Order requests from the Contractor (o the State, and the State acceptance of

_the Contractor’s estimate for a Siate requested change, will be acknowledged and

responded to, either acceptance or rejection, in writing. 1f accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1.

Software Title

10.1.1. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
maodifications developed in connection with performance of obligations under the
Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors’ special utilities. The Contractor shall
license back to the State the right to produce, publish, or otherwise use such
software, source code, object code, modifications, reports, and Documentation
developed under the Contract.

10.1.2. In no event shall the Vendor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be free to use its general knowledge, skills, experience,
and any other ideas, concepts, know-how, and techniques that are acquired or
used in the course of its performance under this agreement.

State of NH Contract
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10.2,

10.3.

State’s Data and Property

A rights, title arid interest in State Data shall remain with the State. All data and any

property which has been received from the State or purchased with funds provided for that -
purpose under this Agreement, shall be the property of the State. The Contractor shall not
access State user accounts or State data, except:

10.2.1. In the course of Data center operations;

10.2.2. In response to service or technical issues;

10.2.3. As required by the exﬁress terms of this Contract; or
10.2.4. At the State’s written request. '

Data Migration Services

Upon termination, cancellation, expiration or other conclusion of the Contract; the Parties
agree to cooperate in good faith to effectuate a smooth secure transition of the Services
from the Contractor to NH DHHS and, if applicable, the vendor engaged by NH DHHS
to assume the Services previously performed by the Contractor (for this section known as
“Recipient™).

10.3.1. The Contractor shall use reasonable efforts to assist Recipient, in connection with
the transition from the performance of Services by the Contractor and its
Affiliates to the performance of such Services, which may include assistance with
the transfer of records, migration of historical data, the transition of any such
Service from the hardware, software, network and telecommunications
equipment and internet-related information technology infrastructure (“Internal
IT Systems™) of Contractor to the Internal IT Systems of Recipient and
cooperation with and assistance to any third-party consultants engaged by
Recipient in connection with such transition {“Migration Services™), taking into
account the need to minimize the cost of such migration and the disruption to the
ongoing business activities of the Parties hereto and their Affiliates.

10.3.2. If a system, database, hardware, software, and/or soflware licenses (Toeols) was
purchased or created to manage, track, and/or store NH DHHS data in relationship
to this contract said Tools will be inventoried and returned to NH DHHS, along
with the inventory document, once migration of NH DHHS data is complete. ~

10.3.3. The internal planning of the Migration Services by the Contractor and its
Affiliates and Migration Services shall be provided to Recipient as set forth in
Section 3 of this Contract. Any such Migration Services shall be deemed to be
Services for purposes of this Contract.

10.3.4. Should the data migration extend beyond the end of the Contract, the Contractor
and its affiliates agree Contract Security Requirements, and if applicable, NH
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"10.4.

10.5.

10.6.

10.3.5.

10.4.1.

10.6.1

10.6.2

DHSS Business Associates Agreement terms and conditions remain in effect until
the Data Migration is accepted as complete by NH DHHS.

In the event where the Contractor has comingled Confidential Data and the
destruction or migration is not feasible, the State and Contractor will jointly
evaluate regulatory and professional standards for retention requirements prior to
destruction.

Completion of Services

Each service or migration phase shall be deemed completed (and the migration
process finalized) at the end of the 10th day after the product, resulting from the
Service, is delivered to the recipient in accordance with the mutually agreed upon
migration plan, unless within said 10-day term the Contractor notifies NH DHHS
of an issue requiring additional time to complete said product.

Disagreement over Service’s Results
10.5.1.

In the event NH DHHS is not satisfied with the results of the Service, NH DHHS
shall notify the Contractor, by email, stating the reason for the lack of satisfaction
within 10 business days of the final product or at any time during the data
migration process. The Parties shall discuss the actions to be taken to resolve the
disagreement or issue. If an agreement is not reached, at any time NH DHHS shall
be entitled to initiate actions in accordance with Part 3, Section 1.8 Breach of
Data. -

Contractor’s Materials

Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that are competitive with, or similar to, the Deliverables.
In accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential Information.
The Contractor shall be free to use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in
the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
Information by the Contractor employees or third party consultants engaged by
the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge
referred to herein cannot include information or records not subject to public
disclosure under New Hampshire RSA Chapter 91-A, which includes but is not
limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial information, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical,
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10.7.

10.8.

10.9.

welfare; library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature. ‘

State Website Copyright
WWW Copyright and Intellectual Property Rights’

All right, tifle and interest in the State WWW site <NH.GQV, etc.>, including copyright
to all Data and information, shall remain with the State. The State shall also retain all
right, title and interest in any user interfaces and computer instructions embedded within
the WWW pages. All WWW pages and any other Data or information shall, where
applicable, display the State's copyright. L

Custom Software Source Code

In the event that the State purchases Software development Service, which results in
Custom Software, the Contractor shall provide the State with a copy of the source code
for the Custom Software, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, and non-exclusive paid —up right and license
to use, copy, modify and prepare derivative works of any custom developed Software.
This section does not apply to the Contractor’s proprietary Software code.

Survival

This Contract Agreement Part 2 — Information Technelogy Provisions, Section 10.
Intellectual Property shall survive the termination of the Contract.

11. USE OF STATE’S INFORMATION AND CONFIDENTIALITY

11.1.

Use of State’s Information

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public
disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and
Meetings (see e.g. RSA Chapter 91-A: § Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Contract.

State Confidential Information
11.2.1. The Contractor shall maintain the Confidentiality of and protect from

unauthorized use, disclosure, publication, and reproduction (collectively .
“release”), all State Confidential Information that becomes available to the
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11.3.

Contractor in connection with its performance under the Contract, regardless of
its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

11.2.2.1 Shall have otherwise become publicly available other than as a result
of disclosure by the receiving party in Breach hereof; _

11.2.2.2 Was disclosed to the receiving party on a non-Confidential basis from
a source other than the disclosing party, which' the receiving party
believes is not prohibited from disclosing such information as a result
of an obligation in favor of the disclosing party;

11.2.2.3 Is develobcd by the receiving party independently of, or was known by
the receiving party prior to, any disclosure of such information made
by the disclosing party; or

" 11.2.2.4 s disclosed with the written consent of the disclosing party. A
receiving party also may disclose Confidential Information to the
extent required by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena
or other legal process, at no additional cost to the State,

11.2.4. In the event of the unauthorized release of State Confidential Information, the
Contractor shall immediately notify the State, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctive relief.

Contractor Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims io be Confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation (o be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain
the Confidentiality of the identified Confidential Information insofar as it is consistent
with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. In the event the State
receives a request for the information identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the State will be releasing the
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11.4.

requested information. At the request of the State, the Contractor shall cooperate and
assist the State with the collection and review of the Contractor’s information, at no
additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor’s sole responsibility and at the Contractor’s sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor.

Survival

This Contract Agreement — Part 2 — Information Technology Provisions, Section 1. Use
of State’s Information and Confidentiality shall survive termination or conclusion of the
Contract.

12. LIMITIATION OF LIABILITY

12.1.

12.2,

12.3.

State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreement — Part 1, P-37 General Provisions -
Block 1.8: Price Limitation.

States Immunity -
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a

waiver of the sovereign immunity of the State, which immunity is hereby reserved fo the
State. This covenant shall survive termination or Contract Conclusion.

Survival

This Contract Agreement Part 2 — Information Technology Provisions, Section 12.
Limitation of Liability shall survive termination or Contract Conclusion.

13. TERMINATION

13.1.

Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an
Event of Defautt hereunder (“Event of Default™):
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13.1.1. Failure to perform the Services satisfactorily or on Schedule;

13.1.2. Failure to submit any report required; and/or

13.1.3. Failure to perform any other covenant, term or condition of the Contract.

13.1.4. Upon the occurrence of any Event of Default, the State may take any one or
more, or all, of the following actions:

a.

Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied
within, in the absence of a greater or lesser specification of time, within
thirty (30) days from the date of notice, unless otherwise indicated
within by the State (“Cure Period”). If the Contractor fails to cure the
default within the Cure Period, the State may terminate the Contract
effective two (2) days after giving the Contractor notice of termination,
at its sole discretion, treat the Contract as Breached and pursue its.
remedies at law or in equity or both.

Give the Contractor a written notice specifying the Event of Default
and suspending all payments to be made under the Contract and
ordering that the portion of the Contract price which would otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the State determines that the Contractor has cured the
Event of Default shall never be paid to the Contractor.

Set off against any other obligations the State may owe to the
Contractor any damages the State suffers by reason of any Event of
Default.

Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both.

Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the State for
the replacement Services, and all administrative costs directly related
to the replacement of the Contract and procuring the Services from
another source, such as costs of competitive bidding, mailing,
advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the
Contract.

13.1.5. The Contractor shall provide the State with written notice of default, and the
State shall cure the default within thirty (30) days.

13.2, Termination for Convenience

13.2.1. The State may, at its sole discretion, terminate the Contract for convenience; in
whole or in part, by thirty (30) days written notice to the Contractor. In the event
of a termination for convenience, the State shall pay the Contractor the agreed
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13.2.2.

13.3.
13.3.1.
13.3.2.
13.4.
13.4.1.
13.4.2.

upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the date of termination for which no separate price is stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 — Exhibit C: Price and Payment Schedule, of the Contract.

During the thirty (30) day period, the Contractor shall wind down and cease
Services as quickly and efficiently as reasonably possible, without performing
unnecessary Services or activities and by minimizing negative effects on the State
from such winding down and cessation of Services.

Termination for Conflict of Interest

The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited 1o, a violation by any of the
parties hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts. '

13.3.1.1.  In such case, the State shall be entitled to a pro-rated refund of any
current development, support, and maintenance costs. The State shall
pay all other Contracted payments that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the State shall be entitled to pursue the same remedies against
the Contractor as it could pursue in the event of a default of the Contract by the
Contractor,

Termination Procedure

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall:

a.  The State shall be entitled to any post-termination assistance generally
made available with respect to the Service, unless a unique Data
retrieval arrangement has been established as part of the Software
License Agreement (SLA);

b.  Stop work under the Contract on the date, and to the extent specified,
in the notice;
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¢.  Promptly, but in no event longer than thirty (30} days afier termination,
terminate its orders and subcontracts related to the work which has been
terminated and settle all outstanding liabilities and all claims arising
out of such termination of orders and subcontracts, with the approval
or ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

d.  Take such action as the State directs, or as necessary to preserve and
protect the property related to the Contract which is in the possession
of the Coniractor and in which the State has an interest;

e.  During any period of Service suspension, the Contractor shall not take
any action to intentionally erase any State Data;

i.  In the event of termination of any Service or Agreement in
entirety, the Contractor shall not take any action to
intentionally erase any State Data for a period of:

e 10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.

¢ 30 days after the Effective Date of termination, if the
termination is for convenience.

o 60 days afier the Effective Date of termination, if the
termination is for cause.

f.  Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the Siate and which has been accepted or requested by the
State;

g.  Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

h.  Assistin Transition Services, as reasonably requested by the State at no
additional cost.

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any State Data and shall thereafter, unless legally prohibited or per the terms of
this Contract or as- stated in Exhibit P: NH DHHS Information Security
Requirements, delete all State Data in its Systems or otherwise in 1ts possession
or under its control:

a.  Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the
State;
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13.5.

b.  The Contractor shall implement an orderly return of State Data in a
" CSV or another mutually agreeable format at a time agreed to by the
parties and the subsequent secure disposal of State Data; '

c¢.  Provide wrtten Certification to the State that the Contractor has
surrendered to the State all said property.
Survival

This Contract Agreement — Part 2 — Information Technology Provisions, Section 13.
Termination shall survive termination or Contract Conclusion,

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary by the State; or immediately
terminate the Contract without liability to the Contractor, its successors or assigns.

15.  ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1.

15.2.

15.3.

The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.
Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,
delegation, or other transfer made without the State’s prior written consent shall be null
and void, and may constitute an Event of Default at the sole discretion of the State.

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used,
unless otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of full obligations and liabilities of the Contract, any
permitted assignment, de]egatlon subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
to the Stale against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters, including payment of any and all charges
resulting from the Contract.

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fully assumes in writing all obligations and
responsibilities under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 — Information Technology Provisions, Section 14:
Change of Ownership, the State shall have the option to continue under the Contract with
the Contractor, its successors or assigns for the full remaining term of the Contract;
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continue under the Contract with the Contractor, its successors, or assigns for such period
of time as determined necessary by the State; or immediately terminating the Contract
without liability to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1.  Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the “Invoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the
other party. Such notice shall be without prejudice to the Invoking Party’s right to any
other remedy permitted under the Contract.

16.2. The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for
the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resolve the dispute:

16.3. The allotted time for the first level negotiations shall begin on the date.the Invoking
Party’s notice is received by the other party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other party.

Dispute Resolution Responsibility and Schedule Table
LEVEL CONTRACTOR STATE . CUMULATIVE
POINT OF CONTACT POINT OF CONTACT ALLOTED TIME
. LaTrina Gray Courtney Kean/e . .
Primary . _ Program Manager, Newborn Five (5) Business Days
Project Manager .
Screening
. Maria Cantu Rhon.dzll Siegel . . .
First E . Administrator, Maternal Child | Five (5) Business Days
xecutive Sponsor
Health
Christine Evans IS)al Cherall)a_ tor. Populati
Second | Director of Innovation and rogrlf.ilm dlgc or, Fopulalion | pive (5) Business Days
Research Heal.t and Community
Services
. Francoise Mattice Ll'sa. Moms? C . .
.{ Third Division Director, Division of | Five (5} Business Days

CFO & President

Public Health Services
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17. DOIT GENERAL TERMS AND CONDITIONS

17.1.

17.2.

Computer Use

In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter “Information™), the Contractor understands and agrees to the following rules:

17.1.1. Every Authorized User has the responsibility to assure the protection of
information from unauthorized access, misuse, theft, damage, destruction,
modification, or disclosure.

17.1.2. That information shall be used solely for conducting official State business,
and all other use or access is strictly forbidden including, but not limited to,
personal, or other private and non-State use and that at no time shall the
Contractor access .or attempt to access any information without having the
express authority to do so. '

17.1.3. That at no time shall the Contractor access or attempt to access any
information in a manner inconsistent with the approved policies, procedures,
and /or Agreements relating to System entry/access.

17.1.4. That all Software Licensed, developed, or being evaluated by the State cannot
be copied, shared, distributed, sub-licensed, modified, reverse engineered,
rented, or sold, and that at all times the Contractor must use utmost care to
protect and keep such Software strictly Confidential in accordance with the
license or any other Agreement executed by the State. Only equipment or
Software owned, licensed, or being evaluated by the State, can be used by the
Contractor. Personal Sofiware (including but not limited to palmtop sync
Software) shall not be installed on any equipment.

17.1.5. That if the Contractor is found to be in violation of any of the above-stated
rules, the User may face removal from the State Contract, and/or criminal or
civil prosecution, if the act constitutes a violation of law.

Email Use

Mail and other electronic communication messaging Systems are State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
Systems™ or “State-funded Email Systems”. The Contractor understand and agree that
use of email shalt follow State standard policy (available upon request). -
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17.3.

17.4.

Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct
support of the business of the State of New Hampshire according to State standard policy
(available upon request).

Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

18. GENERAL CONTRACT REQUIREMENTS

18.1.

18.2.

18.3.

18.4.

18.5.

r

Insurance certificate

The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the individual

"responsible for the funding of the Contracts and his/her address.

Exhibits

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text.

Venue and Jurisdiction

Any action on the Contract may only be brought in the State of New Hampshire,
Merrimack County Superior Courl.

Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of DHHS RFP 2019-
051, Appendix H — Section H-25.12.14: Confidential Information; Part 1, P-37 General
Provisions — Section 7. Personnel; Part 1, P-37 General Provisions — Section 13:
Indemnification; Part 2 — Information Technology Provisions, Section 10: Intellectual
Property; Part 2 — Information Technology Provisions , Section I1: Use of State’s
Information and Confidentiality; Part 2 — Information Technology Provisions , Section
12: Limitation of Liability; Part 2 — Information Technology Provisions , Section 13.
Termination; and Part 3 ~ Exhibit K: Section 2: Warranty Period which shall all survive
the termination of the Contract.

Force Majecure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the contro! of such party and without
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fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Governmment, fire, power failures, nuclear accndents earthquakes, and unusually
severe weather.

18.5.2. Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hiré or provide personnel needed for the Contractor’s
performance under the Contract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses

State of NH Contract
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NOTICESs

- POINT OF CONTACT . POINT OF CONTACT

CONTRACTOR - ' STATE

Christine Evans, Director of Innovation
and Research

Courtney Keane, Contract Manager

2201 East Lamar Blvd, Suite 280 29 Hazen Drive

Arlington, Texas 76006 Concord, NH 03301
469-503-0506 ' 602-271-1037
chevans@oz-systems.com Courtney.keane@dhhs.nh.gov

19. DATA PROTECTION

19.1.

19.2.

19.3.

19.4.

19.5.

DHHS Information Security Requirements

Contractor shall comply with all requirements in Exhibit P, DHHS Information
Security Requirements, which is attached hereto and incorporated by reference herein,

Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as agreed to by both. the
Contractor and the State. Reports shall include latency statistics, user access, user access
IP address, user access history and security logs for all State files related to this Contract.

Contract Audit

The Contracior shall allow the State 10 audit conformance to the Contract terms. The State
may perform this audit or Contract with a third party at its discretion and at the State’s
expense.

Data Center Audit

The Contractor shall perform an independent audit of-its Data centers at least annually at
its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level
of a third-party audit. '

Advance Nofice

The Contractor shall give advance notice to the State of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and
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19.6.

19.7.

19.8.

19.9.

19.10.

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

performance. A major upgrade is a replacement of hardware, Software or firnware with
a newer or better version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

Security

The Contractor shall disclose its non-proprietary security processes and technical
limitations to the State such that adequate protection and flexibility can be attained
between the State and the Contractor. For example: virus checking and port sniffing —
the State and the Contractor shall understand each other’s roles and responsibilities.

Non-Disclosure and Séparation of Duties

The Contractor shall enforce separation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data to that which is
absolutely necessary to perform job duties.

Import and Export of Data

The State shall have the ability to import or export Data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State
to import or export Data to/from other Service providers.
L) - /

Responsivities and Uptime Guarantee

The Contractor shall be responsible for the acquisition and operation of all hardware,
Software and network support related to the Services being provided. The technical and
professional activities required for establishing, managing and maintaining the
environments are the responsibilities of the Contractor. The System shall be available

24/7/365 (with agreed-upon maintenance downtime), and provide Service to customers as
defined in the SLA.

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the State’s consent.

State of NH Contract
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EXHIBIT A - SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS

REVY

ISIONS TO FORM P-37. GENERAL PROVISIONS

1.1.  Paragraph 3,
as follows:

3.3. Thep

Effective Dare/Completion of Services, is amended by adding subparagraph 3.3

arties may extend the Agreement for up to three (3) additional year(s) from the

Completion Date, contingent upon satisfactory delivery of services, available funding,
agreement of the parties, and approval of the Governor and Executive Council.

1.2.  Paragraph 9,

Termination, is amended as follows:

9. TERMINATION

9.1

9.2

1.3. Paragraph 12
as follows:

Notwithstanding paragraph 8, the State may, at its sole discretion, terminate the
Agreement for any reason, in whole or in part, by thirty (60) days written notice
to the Contractor that the State 15 exercising its option to terminate the
Agrecmc‘en!.

In the event of an early termination of this Agreement for any reason other than
the completion of the Services, the Contractor shall, at the State’s discretion,
deliver to the Contracting Officer, not later than fifteen (30) days afier the date
of termination, a report (“Termination Report”) describing in detail all Services
performed, and the coniract price earned, to and including the date of
termination. The form, subject matter, content, and number of copies of the
Termination Report shall be identical to those of any Final Report described in
the attached EXHIBIT B. [n addition, at the State's discretion, the Contractor
shall, within 15 days of notice of early ternination, develop and submit to the
State a Transition Plan for services under the Agreement.

, Assignment/Delegation/Subcontracts, is amended by adding subparagraph 12.3

12.3. Subcontractors are subject 1o the same contractual conditions as the Contractor and the
Contractor is responsible to ensure subgontractor compliance with those conditions. The
Contractor shall have written agreements with all subcontractors, specifying the work

to be

performed and how corrective action shall be managed if the subcontractor’s

performance is inadequate. The Contractor shall manage the subcontractor’s
performance on an ongoing basis and take corrective action as necessary. The
Contractor shall annually provide the State with a list of all subcontractors provided for

under

State of NH Contract
Date: 11/13/2020
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT B - SCOPE OF SERVICES

EXHIBIT B - SCOPE OF SERVICES

The Department-is responsible for carrying out the identification and intervention strategies for several
conditions present in the birth to three (3) years of age population,

The Contractor shall provide a software application to the Department that enables the Early Hearing
Detection and Intervention (EHDI) Program, Birth Conditions Program (BCP), Newborn Screening
Program (NBS) and their partners to maintain continuous, timely input of newborn screening results and
diagnostic data in order to:

¢ Report outcomes to the Centers for Disease Control and Prevention when indicated; and

* Ensure infants with hearing loss, birth defects and metabolic or other newborn screening disorders
are identified promptly and receive appropriate early intervention or special medical services.

Funds in this contract must be utilized to improve population-based tracking and follow up.

The goal of newborn screening is to help prevent disability and untimely death of newboms from
undiagnosed genetic disorders. It is imperative to identify disorders as early as possible to initiate treatment
and early intervention services before clinical symptoms manifest.

The Contractor shall provide a secure, authenticated Web-based system in order for the Department to:
¢ Track and manage maternal and child health screening data, and

* Report real time screenings, births and diagnostic follow up information relative to maternal and.
child health data collected to the Centers for Disease Control and Prevention.

' The Contractor shall provide an integrated data management system that includes, but is not limited to:
¢  Ongoing hosting.
¢ Maintenance. -
¢ Operations.

¢ Technical support services.

1. STATEMENT OF WORK

1.1. The Contractor shall provide a Sofiware as a Service (SaaS) Web-based system and associated
services for the implementation of a scalable, integrated data management system for reporting
real time results for hearing screenings, newborn screenings and birth conditions of New
Hampshire newborns.

1.2, The Contractor shall use a phased approach to module implementation that includes, but is not
limited to:

.1.2.1. Requirements analysis.
State of NH Contract os
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PART 3 — INFORMATION TECHNOLOGY EXHIBITS :
EXHIBIT B - SCOPE OF SERVICES

1.2.2.
1.2.3.
1.2.4.
1.2.5.
1.2.6.

Design.

Development.

Testing.

Implementation of software application.

The Contractor shall p!rovide technical services that include:
1.2.6.1. Application hosting;

1.2.6.2. Software configuration services;

1.2.6.3. Training; and

1.2.6.4, Ongoing mainlenance and support services.

1.3. General Project Assumptions

131

1.3.2.

1.3.4.

1.3.5.

1.3.3.

The Contractor will provide project trackmg tools and templates to record and manage
issues, risks, Change Requests, requirements, decision sheets, and other documents
used in the management and tracking of the Project. The State of New Hampshire and
the Contractor’s Project Manager will review these tools and templates and determine
which ones will be used for the Project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used.

Prior io0 the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, table of contents or agenda for review
and prior approval by the State.

The Contractor shall ensure that appropnate levels of security are implemented and
maintained in order to protect the integrity and reliability of the State’s Information
Technology resources, information and services. Security requirements are defined in
Part 3 - Exhibit P: DHHS Information Security Requirements. The Contractor shall
provide the State resources, information and Services on an ongoing basis, with the
appropriate infrastructure and secunty controls to ensure business continuity and to
safeguard the Confidentiality and integrity of State networks, Systems and Data.

The Deliverables are set forth in Exhibit B, Section 2. Deliverables. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

Pricing for Deliverables is set forth in Part 3 - Exhibit C: Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions thereof.

State of NH Contract
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT B - SCOPE OF SERVICES

2. DELIVERABLES

TABLE: Deliverables

ACTIVITY, DELIVERABLE, OR MILESTONE DELI¥E§€BLE
. PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Kickoff Meeling Non-Software

2 | Project Status Reports ' | Written

3 | Work Plan ‘ Written

4 glef;sltrgiﬁz Plan, including Desktop and Network Configuration Written

5 | Security Plan | Written

6 | Communications and Change Managefnent Plz;n Written

7 | Requirements Trace Ability Matrix Written

8 | Software Configuration Plan Written

9 | Systems interface Plan and Design/Capability ' | .Wn'lten

10 | Testing Plan Written

11 | Data Conversion Plan and Design - Written

12 | Deployment Plan Written

13 | Comprehensive Training Plan and Curriculum Wrilten

14 | End User Support Pian Written

State of NH Contract
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS

EXHIBIT B - SCOPE OF SERVICES

15 | Business Continuity Plan Written

16 | Documentation of Operational Procedures Written
INSTALLATION

17 | Provide Software Licenses if needed Written

18 | Provide Fully Tested Data Conversion Software Software

19 g::t\:cllfezzif;:;i ::stalled, Configured, and Operational to Satisfy Software
TESTING

20 | Conduct Integration Testing Non-Software

21 | Conduct User Acceptance Testing Non-Software

22 | Perform Prodﬁction Tests Non-Software

23 | Test In-Bound and Out-Bound Interfaces Software

24 | Conduct System Performance (Load/Stress) Testing Non-Software

75 Szrl‘l;ii;z;::lc:?y s{::f;l ] jlr:g Party Pen Testing and Application Non-Sofiware
SYSTEM DEPLOYMENT

26 | Converted Data Loaded into Production l;:nvironment Software

27 PDraot;ide Tools for Backup and Recovery of all Applications and Software

28 | Conduct Training Non-Software

29 | Cutover to New Soflware ! Non-Sofiware

30 | Provide Documentation Written

State of NH Contract
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT B - SCOPE OF SERVICES

31 | Execute Security Plan - Non-Software
OPERATIONS

32 | Ongoing Hosting Support Non-Software

33 { Ongoing Support & Maintenance Software

34 | Conduct Project Exit Meeting Non-Software

Remainder of this page intenrionblly left blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT C - PRICE AND PAYMENT SCHEDULE

EXHIBIT C - PAYMENT SCHEDULE
1. + PAYMENT SCHEDULE

1.1. Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37
General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part 1, P-37 General Provisions - Block 1.7: Completion Date.
The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State on a monthly basis
for completed activities, deliverables, or milestones included in the price and payment

Worksheet below:

1.2. Activities/Deliverables/Milestones and Pricing Worksheet

Activity, Deliverable, or Deliverable PrOjfacted Pri
Milestone Type Delivery rice
‘ Date
PLANNING AND PROJECT MANAGEMENT.: _
1 Conduct Project Kickoff Meeting Non-Software | 12/03/2020 $ 1,047.00
2 Project Status Reports Written Biweekly $ 1,000.00
3 Wark Plan Written 12/08/2020 $ 1,500.00
Infrastructure Plan, including -
4 Desktop and Network Written 12/08/2020 $ 3,672.00
Configuration Requirements
5 Security Plan Written 12/08/2020 $ 2,000.00
g | Communications and Change Written 12/08/2020 | $  1,224.00
Management Plan :
7 Requirements Trace ability Matrix Written 12/15/2020 $ 3,840.00
8 Software Configuration Plan Written 12/15/2020 $ 3,024.00
Systems Interface Plan .
9 and Design/Capability Written 12/15/2020 $ 3,040.00
10 Testing Plan Written 01/05/2021 $ 3,024.00
11 Data Conversion Plan and Design Written 01/05/2021 $ 2,047.00
12 Deployment Plan Written 01/19/2021 $ 2,047.00
State of NH Contract
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Comprehensive Training Plan

13 prenensive Training Written 01/20/2021| $  964.00
and Curriculum

14 End User Support Plan Written 02/05/2021 $ 1,500.00

15 Business Continuity Plan Written 02/05/2021 $ 2,047.00
Documentation of '

16 _ Written 02/12/2021 $  3,024.00
Operational Procedures

INSTALLATION
Provide Software Licenses if . -
- 17 needed Written 04/29/2021 | § 22,000.00

Provide Fully Tested Data 04/29/2021

18 Conversion Software Software 3 2,000.00
Provide Software Installed,

19 Configured, and Operational to Software 04/29/2021 $ 71,000.00
Satisfy State Requirements

| TESTING
20 | Conduct Integration Testing Non-Software | 03/23/2021 $  2,200.00
21 Conduct User Acceptance Testing | Non-Software 04/13/2021 $ 1,020.00
22 . | Perform Production Tests Non-Software | 04/13/2021 3 1,200.00

Test In-Bound and

23 Out-Bound Interfaces Software 04/13/2021 $ 1,056.00
Conduct System Performance

24| (Load/Stress) Testing Non-Software | 03/302021 | $  800.00
Certification of 3™ Party Pen

25 Testing and Application 03/30/2021 $ 1,000.00
Vulnerability Scanning. Non-Software

SYSTEM DEPLOYMENT

Converted Data Loaded into

26 Production Environment Software 04/29/2021 $ 1,024.00
Provide Tools for Backup and

27 Recovery of all Applications and Software 04/29/2021 $ 1,000.00
Data’

State of NH Contract
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28 Conduct Training Non-Software | 04/27/2021 $ 2,500.00
29 Cutover to New Software Non-Software 04/29/2021 $ 200.00
30 Provide Documentation . Written 04/27/2021 $ 1,000.00
31 Execute Security Plan /| Non-Software | 04/29/2021 3 1,000.00
OPERATIONS o ' |

32 Ongoing Hosting Support _ Non-Software | 12/01/2021 $ 18,020.00
33 Ongoing Support ‘& Maintenance Software 12/01/2021 $ 80,430.00
34 Conduct Project Exit Meeting Non-Software TBD $ 0.00

TOTAL Proposed Cost $242,450

1.3. Vendor Staff Resource Hours

Title Name -Initiation | implementation | Project
: Close out
Project Manager IaTrina Gray 0 hrs 80 hrs 20 hrs
. Maria Cantu . P hrs ‘00 hrs R0 hrs
Implementation Manager ) '
Product development See Appcndlx E P5hrs 530 hrs 20 hrs
[ . for list of Staff
lifecycle (developers, user
. Proposed
acceptance tester, quality
assurance specialist, business
analyst)
INFA 109 h 1,060 h 60 h
TOTALS L S Nt

State of NH Contract g
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1.4. Future Vendor Rates Worksheet

The State and Contractor agree to the following rates in the event the contract is extended
in accordance with Part 2 — Information Technology Provisions, Section 2: Contract

Term,
Position Title SFY.2023 SFY 2024 SFY 2025
Project Manager $263/hr $276/he $289/hr
Implementation Manager $236/r $248/hr $260/Mr
Product development lifecycle team $23V/hr $243/hr $255/r
Subject-matter expert $236/hr $248/hr $260/hr

1.5. Services Pricing Workshcet

Pricing reflects payment for maintenance support and upgrades for the initial two (2) year
contract perod as well as payments for the optional (3) years of contract renewal. Pricing
reflects the most optimistic Implementation date. Actual payments may differ from the
estimate if the project start date is delayed or if Implementaiion takes longer as this will
cause a shorter maintenance period.

Software Name Maintenance Support and Upgrades

Contract Contract.
.Y‘cnr. 1 \’c’ai': 5 Rene.wal Re_ne‘wnl ] Rene.wal
|n-ll.ll?| ("Jos;t ! -(éosted Option O,p,tm_" : Option.
(?z.s;.szrzc’;;r‘(rg in 1.2 above) (Year 3) (Yeard4) (Year 5)
OZ eScreener Plus™ (eSP™)
nanagement information
kystem annual licenses for
EHDI, Critical Congenital Heart
Disease (CCHD), Newborn
Bloodspot Screening (NBS) and 355,000 $57,750 $60,638 $60,638 360,638
Birth Conditions with access for
unlimited users at DHHS,
birthing hospitals, outpatient
clinics, and audiology centers as

State of NH Contract
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

specified by DHHS. Includes
vital records matching,.

0Z Newborn Admission
Notification Information™
(NANI™) for automated
demographic data from birthing
hospital Electronic Health
Records (EHRs) to OZ eSP™
management information
system. )

$25,000 $5,150 $5,250 $5,113 $5,788

elepathy EHDI™ for direct
results from hearing screening
equipment with license keys for
birthing hospitals in NH

$15,000 $3,000 $3,150 $3,308 $3,473

Telepathy CCHD™ for direct
results streaming from oximeter
screening equipment with
license keys for birthing $15,000 $3,000 $£3,150 $3,308 $3,473
hospitals in NH to OZ eSP™
management information
System

0Z Advanced Reporting Tool
license, includes Enterprise
Data Warehouse (EDW)
connection and link to eSP™

58,000 $8,400 $8,820 $9,261 $9,724

Help Desk support,
implementation, and project :
gnanagement support. Cost for $26,000 $27,300 $28,665 | $30,098 | 331,603
resources to monitor, implement
and support.

2. CONTRACT PRICE

‘Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed the amount indicated in Part I, P-37 General Provisions - Block 1.8: Price
Limitation. The payment by the State of the total Contract price shall be the only, and the
complete reimbursement to the Contractor for all fees and expenses, of whatever nature,
incurred by the Contractor in the performance hereof.

State of NH Contract 0s
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

3. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume
all reasonable travel and related expenses incurred by Contractor in performance of its
obligations. All labor rates in this Agreement will be considered “Fully Loaded”,
including, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and
any additional out of pocket expenses.

4. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

5. INVOICING

The Contractor shall submit accurate invoices to the State on a monthly basis in
accordance with Exhibit C, Section 1. Payment Schedule above, to be paid by the State.
All invoices submitted shall be subject to the State’s prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by
the State and contain detailed information, including without limitation: itemization of
each Deliverable and identification of the Deliverable for which payment is sought, and
the Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice,
the State will pay the correct and undisputed invoice within thirty (30) days of invoice
receipt. Invoices will not be backdated and shall be promptly dispatched.

6. INVOICE ADDRESS

Invoices shall be mailed or emailed to:

Department of Health Human Services
Division of Public Health Services
Office of Finance

29 Hazen Drive

Concord, NH 03301
dphscontractbilling@dhhs.nh.pov

State of NH Contract
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10.

11.

PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury
for ACH payments: https://www.nh.gov/ireasury/state-vendors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the
State the full amount of any overpayment or erroneous payment upon discovery or notice
from the State.

CREDITS

The State may apply credits due to the State arising out of this Contract, against the
Contractor’s invoices with appropriate information attached.

PROJECT HOLDBACK .

Reserved

LIQUIDATED DAMAGES

Reserved

Remainder of this page intentionally ieﬁ blank
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PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT D - ADMINISTRATIVE SERVICES -

EXHIBIT D - ADMINISTRATION SERVICE.

1.

ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide
the Contractor with access to all program files, libraries, personal computer-based
systems, software packages, network systems, security systems, and hardware as required

- to complete the contracted services. The State will use reasonable efforts to provide

approvals, authonzations, and decisions reasonably necessary to allow the Contractor to
perform its obligations under the Contract.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials,
reports, and other work in progress relating to this Contract. Upon expiration or
termination of the Contract with the State, the Contractor shall turn over all State-owned
documents, material, reports, and work in progress relating to this Contract to the State at
no additional cost to the State. Documents must be provided in both printed and electronic
format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

3.1.  The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR} Subpart 4.7: Contractor Records Reténtion.

3.2, The Contractor and its Subcontractors shall' maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect
all direct and indirect costs invoiced in the performance of their respective obligations
under the Contract. The Contractor and its Subcontractors shall retain all such records for
three (3) years following termination of the Contract, including any extensions. Records
relating to any litigation matters regarding the Contract shall be kept for one (1) year
following the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period. :

3.3, Upon prior notice and subject to reasonable time frames, all such records shall be subject
to inspection, cxamination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access
to these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at
no cost to the State during the three (3) year period following termination of the Contract
and one (1} year term following litigation relating to the Contract, including all appeals or

State of NH Contract
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the expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

34. The State agrees that books, records, documents, and other evidence of accounting
procedures and practices related to the Contractor’s cost structure and profit factors shall
be excluded from the State’s review unless the cost of any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit
factors.

4. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally
Accepted Accounting Principles (GAAP). -The costs applicable to the Contract shall be
ascertainable from the accounting system and the Contractor shall maintain records
pertaining to the Services and all other costs and expenditures.

Remuainder of this page intentionally left blank

~ State of NH Contract
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.

EXHIBIT E - IMPLEMENTATION SERVICES

1. PROJECT MANAGEMENT

The State believes that effective communication and reporting are essential to Project success.
The Contractor shall employ effective communication and Reporting strategies 1o ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract.

1.1.  State Meetings and Reports

The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract. :

L1.1.

" State of NH Contract
Date: 11/13/2020

Introductory Meeting: Participants will include the Contractor’s Key Project
Staff and State Project leaders. This meeting will enable leaders to become
acquainted and establish any preliminary Project procedures.

In addition, the introductory meeting is to assure all understand a high-level scope
of the project, next steps and assure that relevant stakeholders are identified.

The Introductory Meeting will assist in planning the project kick-off meeting and
assure all essential personnel are included.

Kickoff Meeting: Participants will include the State and the Contractor’s Project
Teams and major stakeholders. The onsite or web-based kick-off meeting will
occur no later than two (2) weeks afier the contract effect date, 1o establish a sound
foundation for activities that will follow.

The contract scope will be reviewed and discussed. The work required to compteté
-each element successfully will be reviewed. The kick-off meeting agenda will
in¢lude, but is not limited to:

1.1.2.1.  High-level project description and goals

1.1.2.2.  Assumptions

1.1.2.3.  Constraints

1.1.2.4.  Risk Management

1.1.2.5.  Data Management and Change Control

1.1.2.6. - Stakeholders and responsibilities

1.1.2.7.  Proposed project timeline

1.1.2.8. Communication plan .

1.1.2.9.  Training plan

os
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1.1.2.10. Reporting
1.1.2.11, Measurement criteria
1.1.2.12. Action items

1.1.3. Status Meetings: As part of ongoing-monitoring and status updates, the
Contractor will facilitate web-based status meetings. Participants will include, at
the minimum, the Contractor’s Project Manager and the State Project Manager.
Other key project personnel will participate as needed. The overall Project status
and any additional topics needed to remain on schedule and within budget will be
discussed. A status and error report from the Contractor shall serve as the basis
for discussion,

Status Meetings will occur on a biweekly basis at a minimum, initially. A mutually
agreed upon reoccurring day and time will be set during the project Kickoff
Meeting.

Upon system deployment, the frequency of stalus meetings may occur on a
monthly bases, upon approval by the State.

The Contractor shall assign a staff member as the note taker who will be document
and distribute meeting minutes.

Status Meeting will include sharing of agenda items and documents including, but
not limited to status reports.

The Work Plan will be reviewed and updated at each Status Meeting.

The Contractor shall distribute Status Meeting Agendas 1o meeting participants.
Status Meeting topics will include, but are not limited to:

1.1.3.1.  Current Product Development Life Cycle Status Update
1.1.3.2.  Recenl progress
1.1.3.3.  Upcoming Milestones
1.1.3.4.  Blocks/issues
1.1.3.5.  Current ltem (feature) Implementation Status Update
1.1.3.6.  Recent progress
1.1.3.7.  Upcoming Milestones
1.1.3.8.  Blocks/issues
1.1.3.9.  Review of outstanding call center issues log
1.1.3.10. Application
1.1.3.11, i’rogram and business process
1.1.3.12. Review of estimates/change requests
State of NH Contract
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1.2,
1.3.

1.4.

1.5.

1.6.

1.1.3.13.  Action Items Assigned

1.1.4. - Special Meetings: Needs may arise that require special meetings with State
leaders, Project stakeholders and advisory boards, to address specific and/or
‘urgent issues.

The Contractor shall schedule special web-based meetings to address specific
items or initiatives. The Contractor shall provide tailored agendas to meeting
participants. .

1.1.5. Exit Meeting: Participants will include Project leaders from the Contractor and
the State. Discussion will focus on lessons learned from the Prolecl and on follow
up options that the State may wish to consider.

The Contractor shall provide an agenda. Meeting topics will include, but are not
limited to:

1.1.5.1.  Lessons learned.
1,1.5.2,  Follow-up tasks.
1.1.53. Legacy data.
The Contractor shall prepare agendas and background information for State meetings.

The Contractor is responsible for drafting formal presematlons for State meetings, such as
a presentation for the kickoff meeting,

The Contractor shall draft Meeting Minutes to provide a record of decisions made, items
discussed and accomplishments reviewed, as well as assigned action items.

The Contractor shall distribute Meeting Minutes via email within two (2) business days of
each meeting.

. The Contractor’s Project Manager or Key Project Staff shall submit monthly status reports

in accordance with the schedule and terms of this Contract. All status reports shall be
prepared in formats approved by the State. The Contractor’s Project Manager shall assist
the State’s Project Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at a minimum, the following:

1.6.1. Project status related to the Work Plan;

1.6.2. Deliverable status;

1.6.3. Accomplishments during weeks being reported;

1.6.4. Planned activities for the upcoming two (2) week period;
1.6.5. Future activities; ‘

1.6.6. Issues and concerns requiring resolution; and

1.6.7. Report and remedies in case of falling behind Schedule.

State of 'NH Contract
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1.7.  Asreasonably requested by the State, the Contractor shall provide the State with information
or reports regarding ‘the Project. The Contractor shall prepare special reports and
presentations relating to Project Management, and shall assist the State in preparing reports
and presentations, as reasonably requested by the State, all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1 Key Components

2.1.1.

2.1.2,

The Contractor shall employ an industry-standard Implementation strategy with a
timeline set forth in accordance with the Work Plan.

The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage and schedule project
staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.

2.2 Timeline

2.2.1.

2.2.2.

2.2.3.
2.24.
2.2.5.
2.2.6.
2.2.7.

The timeline, structured to recognize interdependencies between applications and
cost structure of an effective and timely execution is set forth in the Work Plan. The
system shall be ready for Implementation in accordance with the Work Plan.

During the initial planning period, Project task and resource plans will be
established for:

The preliminary training plan,

The change management plan,
Communication approaches,

Project standards and procedures finalized, and

Team training initiated.

23 Change Management and Training

2.3.1.

23.2.
2.3.3.

234

State of NH Contract

o8
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The Contractor’s change management and training services shatl be focused on
developing change management and training strategies and plans. Its approach
relies on State resources for the execution of the change management and end user
training.

The Contractor shall conduct an assessment of user training needs and provide a
mixture of web based training and onsite training based on specific user needs.

The Contractor shall provide onsite training for initial rollout that promotes buy-in
and initiates a “train the trainer” process. '

The Contractor shall provide training and reference maltenals for all aspects of the
intcgrated system. For new installations, the Contractor shall offer live training
followed by virtual training from its online .learning platform, OZmosis™.

Page 19 of 69
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2.3.5.

2.3.6.
2.3.7.
2.38.
2.3.9.

2.3.10.

2.3.11.

State of NH Contract

Additionally, help text and user manuals shall be available for reference. Reports,
searches and exports will be included in new user trainings, and public health users
and program managers will receive advanced instruction on specific reporting
functionalities relevant to their roles.

The Contractor shall design and implement an effective training plan that includes
a tailored curriculum. A training leader equipped with a comprehensive
understanding of the Data Management System will work closely with the State in
order for training to remain relevant and timely for all Stakeholders. Role-based
training is an integral component of the curriculum to present essential skiils, and
demonstrate how to apply that information in scenarios that are meaningful for
users; from State staff to screeners and program managers at birthing facilities.

The Contractor shall offer a training site that mirrors the production systems for
users to practice.

The Contractor shall obtain State approval for all training materials prior to training
commencing.

- The Contractor shall develop a method to distribute a survey evaluation at the

conclusion of each training to gain timely and actionable feedback.

The Contractor shall be flexible to support additional web-based instruction vs
onsite training should that format be more conducive.

The Contractor shall provide a smart and intuitive online Learning Management
System (LMS) to supplement training and development efforts that allows the State
to manage users by facility, set who has access to the training, view reports to know
who has accessed training and what was covered, scores on quizzes, and whether
users have eamed a certificate of successful completion. Users will have 24/7
access to courses and user guides for self-paced learning, reference, and FAQs. The
Contractor shall provide access to:

2.3.10.1.  The online learning management systems,
2.3.10.2.  Recordings of previous live webinars,
2.3.10.3.  User guides,

2.3.104. Training slides,

2.3.10.5.  Quick guides, and

2.3.10.6.  Access to a Trainer to ensure refresher training can be implemented at
any time in a format that best meets the needs of the state.

The Contractor shall maintain training manuals, agendas, and example recordings
from new-user trainings and provide updates to trainings, documentation and user
guides prior to new releases as part of the pre-production process.

os
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2.3.12. The Contractor shall provide a State specific user manual as a deliverable for all our
installations to ensure screenshots, workflows and steps mirror what the user will
see in the State specific version of eSPT™, The Contractor shall ensure manuals
include State logos as applicable. The user manual shail not have any features not
included in the production system. The Contractor shall deploy a log-in page with
state specific information and color palate. User guides will mirror the color scheme
and ook and feel.

Remainder of this page intentionally left blank
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EXHIBIT F - TESTING SERVICES
1. TESTING AND ACCEPTANCE

The Contractor shall bear all responsibilities for the full suite of Test Planning and preparation
throughout the Project.

a.

1.1.

The Contractor will provide training as necessary to the State staff responsible for test
activities.

The Contractor shall be responsible for all aspects of testing contained in the Contractor
Acceptance Test Plan to be submitted upon approval of this Contract. The plan shall
include, at no additional cost, support during User Acceptance Test conducted by the State
and the testing of the training materials.

The Test Plan methodology shall reflect the needs of the Project and be included in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for
each Software function or module.

All Testing and Acceptance (both business and technicaily oriented testing) shall apply to
testing the System as a whole, (e.g., software modules or functions, and
Implementation(s). This shall include planning, test scenario and script development, Data
and System preparation for testing, and execution of Unit Tests, System Integration Tests,
Conversion Tests, Installation tests, Regression tests, Performance Tuning and Stress
tests, Security Review and tests, and support of the State during User Acceptance Test
and Implementation.

In addition, the Contractor shall provide a mechanism for reporting actual test results vs.
expected results and for the resolution and tracking of all errors and problems identified
durning test execution. The Contractor shall also correct Deficiencies and support required
re-testing.

Test Planning and Preparation

1.1.1.  The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, tesl
scripts, test Data, test phases, unit tests, expected results, and a tracking method
for reporting actual versus expected results as well as all errors and problems
identified during test execution.

1.1.2.  As identified in the Acceplance Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor’s Project Manager’s Certification, in writing, that the Contractor’s
own slaff has successfully executed all prerequisite Contractor’s testing, along

State of NH Contract
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1.1.6.

with reporting the actual testing results, prior to the start of any testing executed
by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results,

The State will commence its testing within two (2) weeks of receiving
Certification from the Contractor that the State’s personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor’s development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live
Data to validate reports, and conduct stress and performance testing, at no
additional cost.

Testing begins upon completion of the Software configuration as required and
user training according to the Work Plan. Testing ends upon issuance of a letter
of User Acceptance Testing (UAT) Acceptance by the State.

The duration of time required for user acceptance testing shall be determined at
the planned project kick-off meeting.

The Contractor must demonstrate its testing methodology is integrated with the
State standard methodology.

1.2.  Unit Testing

1.2.1.

1.2.2.

1.2.3.

State of NH Contract
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In Unit Testing, the Contractor shall test the application components on an
individual basis to verify that the inputs, outputs, and processing logic of each
application component functions without errors. Unit testing is performed in
either the development environment or a lesting environment.

The goal is to find errors in the smallest unit of Software before logically linking
it into larger units. If successful, subsequent testing should only reveal errors
related to the integration between application modules,

The Contractor developer, who is responsible for a specific unit of work, will be
responsible for conducting the Unit Testing of their modules.

Activity Develop the scripts needed to Unit Test individual

Description application modules, interface(s) and conversion
components.

Contractor’s For application modules, conversions and interfaces the

Team Contractor’s team will identify applicable test scripts

Responsibilities and installation instructions, adapt them to the Project
specifics, test the process, and compare with the
documented expected results.

Page 23 of 69
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Work Product Unit-Tested Modules that have been tested to verify that
Description the inputs, outputs, and processing logic of each
application module functions without errors. Individual
detailed test scripts and installation guides list all the
required actions and Data to conduct the test, the process
for test execution, and the expected results.

1.3.  System Integration Testing

7

1.3.1.

1.3.2.

The new System is tested in integration with other application Systems (legacy
and service providers) in a production-like environment. System Integration
Testing validates the integration between the individual unit application modules
and verifies that the new System meets defined requirements and supports
execution of interfaces and business processes. The System Integration Test is
performed in a test environment.

Thorough end-to-end testing shall be performed by the Contractor team(s) to
confirm that the Application integrates with any interfaces. The test emphasizes
end-10-end business processes and the flow of information across applications. It
includes all key business processes and interfaces being implemented, confinms
Data transfers with external parties, and includes the transmission or printing of
all electronic and paper documents.

Activity Description | Systems Integration Testing validates the integration

between the target application modules and other Systems,
and verifies that the new System meets defined interface
requirements and supports execution of business processes.
This test emphasizes end-to-end business processes and the
flow of information across the application. It includes all
key business processes and interfaces being implemented,
confirms Data transfers with external parties, and includes
the transmission or printing of all electronic and paper

documents.
Contractor Team * Take the lead in developing the Systems [ntegration Test
Responsibilities Specifications.

* Work jointly with the State to develop and load the Data
profiles to support the test Specifications.

» Work jointly with the State to validate components of the
test scripts.

State of NH Contract
Date: 11/13/2020
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1.4.

State
Responsibilities

» Work jointly with the Contractor to develop the Systems
Integration Test Specifications.

* Work jointly with the Contractor to develop and load the
Data profiles to support the test Specifications.

» Work jointly with the Contractor to validate components of
the test scripts, modifications, fixes and other System
interactions with the Contractor supplied Software Solution.

Work Product
Description

+» The Integration-Tested System indicates that all interfaces
between the application and the legacy and third-party
Systems, interfaces, and applications are functioning

properly.

Conversion / Migration Validation Testing

Target application functions is validated in Conversion Validation Testing. -

Activity Description

The conversion validation test should replicate the entire flow
of the converted Data through the Software Solution. As the
Software Solution is interfaced to legacy or third-party
applications/interfaces, testing verifies that the resulting flow
of the converted Data through these interface points performs
correctly.

Contractor Team

For conversions and interfaces, the Contractor’s team will

Responsibilities execute the applicable validation tests and compare execution
results with the documented expected results.

State With Contractor assistance, extract and cleanse the legacy

Responsibilities Data, if necessary, to be converted in the Data conversions.

Work Product Validation-Tested Conversion Programs. These programs

Description include conversion programs that have been tested to verify

that the resulting converted legacy Data performs correctly in
the entire suite of the Application.

State of NH Contract
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1.5.  Installation Testing

In Installation Testing, the application components are installed in the System Test
environment to test the installation routines and are refined for the eventual production
environment. This activity serves as a dry run of the instaliation steps in preparat:on for-
configuring the production System.

1.6.  User Acceptance Testing (UAT)

1.6.1.

1.6.2.

1.6.3.

1.6.4,

1.6.5.

1.6.6.

1.6.7.

State of NH Contract
Date: 11/13/2020

UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan, Testing ends upon issuance of a letter of
UAT Acceptance by the State.

The Contractor’s Project Manager must certify in writing, that the Contractor’s
own staff has successfully executed all prerequisite Contractor testing, along with
reporting the actual testing results prior to the start of any testing executed by
State staff.

The State shall be presented with all testing resulis, as well as written Certification
that the Contractor has successfully completed the prerequisite tests, meeting the
defined Acceptance Criteria, and performance standards. The State shall conduct
the UAT utilizing scripts developed as identified in the Acceptance Test Plan to
validate the functionality of the System and the interfaces, and verify
Implementation readiness. UAT is performed in a copy of the production
envirenment and can serve ag a performance and stress test of the System, The
User Acceptance Test may cover any aspect of the new System, including
administrative procedures (such as backup and recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes.

UAT will also serve as a performance and stress test of the System. It may cover
any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance critena as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System
meets the User Acceptance criteria as defined in the Work Plan,

Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence.

DS
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Activity Description

The System User Acceptance Tests verify' System
functionality against predefined Acceptance criteria that

| support the successful execution of approved processes.

Contractor Team
Responsibilities

» Provide the State an Acceplance Test Plan and selection of
test scripts for the Acceptance Test.

* Monitor the execution of the test scripts and assist as needed
dunng the User Acceptance Test activities.

* Work jointly with the State in determining the required
actions for problem resolution. ~

State
'| Responsibilities

» Approve the development of the'User Acceptance Test Plan
and the set of Data for use during the User Acceptance Test.

+ Validate the Acceptance Test environment.

* Execute the test scripts and conduct User Acceptance Test
activities.

* Document and summarize Acceptance Test results.

* Work jointly with the Contractor in determining the required
actions for problem resolution;

* Provide Acceptance of the validated Systems.

Work Product
Description

The Deliverable for User Acceptance Tests is the User
Acceptance Test Results. These results provide evidence that
the new System meeis the User Acceptance criteria defined
in the Work Plan.

1.7.  Performance Tuning and Stress Testing

The Contractor shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State’s System
Administrators and Database Administrators in configuring and tuning the infrastructure

to support the Software throughout the Project.

1.7.1. Scope

a.  The scope of Performance Testing shall be to measure the System level
metrics critical for the development of the applications infrastructure and

operation of the applications in the production environment.

State of NH Contract
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1.7.2.

1.7.3.

b.  Itwillinclude the measurement of response rates of the application for end-
user transactions and resource utilization (of various servers and network)
under various load conditions. These response rates shall become the basis
for changes and retesting until optimum System performance is achieved.

¢.  Performance testing and tuning shall occur in the final production
environment and shall use a copy of the final production database to provide,
the best results.

Test Types

Performance testing shall use two different types of testing to determine lhe
stability of the application. They are baseline tests and load tests.

a.  Baseline Tests: Baseline tests shall collect performance data and load
analysis by running scripts where the output is broken down into business
transactions or functions. The test is like a single user executing a defined
business transaction. During baseline testing, each individual script is run
to establish a baseline for transaction response time, throughput and other

user-based metrics. (

b.  Load Tests: Load testing will determine if the behavior of the System can
be sustained over a long period of time while running under expected
conditions. Load test helps to verify the ability of the application
environment under different load conditions based on workload
distnbution. System response time and utilization is measured and
recorded.

Tuning

Tuning will be the Contractor led and occur during both the development of the
application and load testing. Tuning is the process whereby the application
performance is maximized. This can be the result of making code more efficient
during development as well as making tuning parameter changes to the
environment.

1.8.  Regression Testing

1.8.1.

State of NH Contract
Date: 11/13/2020

As a result, of the user testing activities, problems will be identified that require
correction. The State will notify the Contractor of the nature of the testing failures
in writing. The Contractor will be required to perform additional testing activities
in response to State and/or user problems identified from the testing results.
Regression Testing means selective re-testing to detect faults introduced during
the modification effort, both to verify that the modifications have not caused
unintended adverse effects, and to verify that the modified and related (possibly
affected) System components still meet their specified requirements.
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1.8.2. In designing and conducting such Regression Testing, the Contractor will be
required to assess the risks inherent to the modification being implemented and
weigh those nsks against the time and effort required for conducting the
Regression Tests. In other words, the Contractor will be expected to design and
conduct Regression Tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

a.

For each minor failure of an Acceptance Test, the Acceptance Period shall be
extended by corresponding time defined in the Test Plan.

The Contractor shall notify the State no later than five (5) business days from
the Contractor’s receipt of written notice of the test failure when the
Contractor expects the corrections to be completed and ready for retesting by
the State. The® Contractor will have up to five (5) business days to make
corrections to the problem unless specifically extended in writing by the
State. ‘

When a programming change is made in response to a problem identified
during user testing, a Regression Test Plan should be developed by the
Contractor based on the understanding of the program and the change being
made to the program. The Test Plan has two objectives:

i. Validate that the change/update has been properly incorporated
into the program; and”

ii. -Validate that there has been no unintended change to the other
portions of the program.

The Contractor will be expected to:

i. Create a set of test conditions, test cases, and test Data that will
validate that the change has been incorporated correctly;

ii. Create a set of test conditions, test cases, and test Data that will
validate that the unchanged portions of the program still operate
correctly; and

ili. Manage the entire cyclic process.

f

The Contractor will be expected to execute the Regression Test, provide
actual testing results, and certify its completion in writing to the State prior
to passing the modified Software application to the users for retesting.

1.8.3. In designing and conducting such regression testing, the Contractor will be
required to assess the risks inherent to the modification being implemented and
weigh those risks against the time and effort required for conducting the
regression tests. In other words, the Contractor will be expected to design and
conduct regression tests that will identify any unintended consequences of the
modification while taking into account Schedule and economic considerations.

State of NH Contract
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1.9.  Security Review and Testing

1.9.1.

1.9.2.

IT Security involves all functions pertaining to the securing of State Data and
Systems through the creation and definition of security policies, procedures and
controls covering such areas as I[dentification, Authentication and non-
repudiation.

This is a SAAS contract. All software shall be hosted on the Contractor’s
hardware at a secure data center. All components of the Software shall be
Reviewed and tested to ensure the protection of Hardware and Software and its
related Data assets. Tests shall focus on the technical, administrative and physical
security controls that have been designed into the System architecture in order to
provide the necessary Confidentiality, integrity and availability. Tests shall, at a
minimum, cover each of the service components. Test procedures shall include
penetration tests (pen tests) and application vulnerability scanning.

SERVICE COMPONENT DEFINES THE SET OF CAPABILIITIES

THAT:

Identification and Authentication | Supports obtaining information about those

parties attempting to log onto a System or
application for security purposes and the
validation of users.

Access Control Supports the management of permissions for

logging onto a computer or network.

Encryption Supports the encoding of Data for security
purposes.
Intrusion Detection Supports the detection of illegal entrance inlo a

computer System,

Verification Supports the confirmation of authority to enter

a computer System, application or network,

Digital Signature Guarantees the unaltered state of a file.

| User Management Supports the administration of computer,

application and network accounts within an
organization.

State of NH Contract
Date: 11/13/2020
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Role/Privilege Management Supports the granting of abilities to users or
groups of users of a computer, application or
network.

Audit Trail Capture and Analysis | Supports the ldentification and monitoring of
activities within an application or System.

Input Validation Ensures the application is protected from
buffer  overflow,  cross-site  scripting,
Structured Query Language (SQL) injection,
and unauthorized access of files and/or
directories on the server.

|

'1.9.3.  Tests shall focus on the technical, administrative and physical security controls
that have been designed into the System architecture in order to provide the
necessary Confidentiality, integrity and availability. Tests shall, at a minimum,
cover cach of the service components. The Contractor shall provide a certificate
of application, vulnerability scanning, and 3rd party Penetration Tests (pen test)
when appropriate.

1.94. Prior to the System being moved into production the Contractor shall provide
results of all security testing to the Department of Information Technology for
Review and Acceptance. All Software and hardware shall be free of malicious
code (malware).

1.10. Penetration Testing (Non-PCl)

The Contractor shall provide Certification that their Software and System environment
has undergone penetration testing in accordance with current recommendations from a
recognized industry standards organization, such as the U.S. Department of Commerce
National Institute of Standards Technology (NIST). The State requires that the Contractor
has this testing performed annually by a qualified third-party Vendor at least annually,
and afler every major release.

1.10.1. Implement a m'elhodology for penetration testing that includes the following:

a. Industry-accepted penetration testing approaches (for example, NIST SP800-
115).

b. Includes coverage for the entire CDE perimeter and critical Systems,
Includes testing from both inside and outside the network.

d. Includes testing to validale any segmentation and scope-reductién controls,

State of NH Contract
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1.10.2.

1.10.3.

1.104,

1.10.5.

e. Defines application-layer penetration tests to include, at a minimum, the
vulnerabitities listed in PCI DSS Compliance: Requirement 6.5.

f. Defines network-layer penetration tests to include components that support
network functions as well as Operating Systems.

g- Includes Review and consideration of threats and vulnerabilities experienced
in the last 12 months.

h. Specifies retention of penetration testing results and remediation activities
results. ‘

Perform external penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment). '

Perform internal penetration testing at least annually and after any significant
infrastructure or application upgrade or modification (such as an Operating
System upgrade, a sub-network added to the environment, or a web server added
to the environment).

Exploitable vulnerabilities found during penetration testing are correcied and
testing is repeated to verify the corrections.

If segmentation 1s used to isolate the CDE from other networks, perform
penetration tests at least annually and after any changes to segmentation
controls/methods to verify that the segmeniation methods are operation and
effective, and isolate all out-of-scope Systems from in-scope Systems.

2. Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

!

3. System Acceptance

Upon complet
Acceptance.

ion of the Warranty Period, the State shall issue a Letter of Final System

Remainder of this page inrentimmlly.leﬁ blank
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EXHIBIT G - MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAINTENANCE

The Contractor shall maintain and support the System in all material respects as described in Part
2 — Information Technology Provisions, Section 1: Contract Documents, through the Contract

end date.

1.1.  Contractor’s Responsibility

The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or
modified by the State.

1.1.1.

Maintenance Releases

The Contractor shall make available to the State the latest program updates,
general Maintenance Releases, selected functionality releases, patches, and
Documentation that  are generally offered to its customers, at no additional cost.

2. SYSTEM SUPPORT

2.1.  Contractor’s Responsibility

2.1.1.

2.1.2.

State of NH Contract

The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.

As part of the Software maintenance Agreement, ongoing Software maintenance
and support levels, including all new Software releases, shall be responded to
according to the following: :

Class A Deficiencies — The Contractor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight {8) hours per
day and Five (5) days a week with an email / telephone response within Two (2)
hours of request; or the Contractor shall provide support on-site or with remote
diagnostic Services, within Four (4) hours of a request;

Class B & C Deficiencies — The State shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within Four (4) hours of notification of planned corrective action.
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3. SUPPORT OBLIGATIONS AND TERM

3.1

3.2

3.3.

4.

3.5.

3.6.

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State.

For all maintenance service calls, the Contractor shall ensure the following information
will be collected and maintained:

3.3.1. Nature of the Deficiency;

3.3.2. Current status of the Deficiency;

3.3.3.  Action plans, dates, and times;

3.3.4. Expected and actual completion time;

3.3.5. Deficiency resolution infonnalion;.

3.3.6. Resolved by;

3.3.7. Identifying number (i.e. work order number); and
3.3.8. Issue Identified by.

The Contractor must work with the Department to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following information:

3.4.1. Mean time between reported Deficiencies with the Software;
3.4.2. Diagnosis of the root cause of the problem; and
3.4.3. Identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have commitied an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 2 — Information
Technology Provisions - Section 13.1 Termination for Default, as well as to return the
Contractor’s product and receive a refund for all amounts paid to the Contractor, including
but not limited to, applicable license fees, within ninety (90) days of notification to the
Contractor of the State’s refund request.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies in Part 1, P-37 General
Provisions - Section 8: Event of Default/Remedies. '

State of NH Contract bs
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EXHIBIT H - REQUIREMENTS
1.  REQUIREMENTS

See Attachment 1 — Business System and Technical Requirements, which is attached hereto and
incorporated by reference within,

Remainder of this page intentionally left blank
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' EXHIBIT 1 - WORK PLAN

The Contractor’s Project Manager and the State Project Manager shall finalize the Preliminary Work Plan
within thirty (30) Calendar days of the Effective Date and further refine the tasks required to implement
the Project. The elements of the Preliminary Work Plan are documented in accordance with the
Contractor’s plan to implement the requirements defined in the RFP and further described in the
Contractor’s Proposal. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers. '

The Preliminary Work Plan created by the Contractor is set forth in Section 6 of this Exhibit.

[n conjunction with the Contractor’s Project Management methodology, which shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
‘payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize agreed upon project management software (o support the ongoing management of the Project.

1. ASSUMPTIONS

1.1. ' General

1.1.1.  The State shall provide team members with decision-making authority to
support the Implementation efforts, at the level outlined in the Request for
Proposal Document State Staffing Matrix.

1.1.2.  All State tasks must be performed in accordance with the revised Work Plan.

"1.1.3.  All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the State Project
Manager for resolution.

1.1.4.  Any activities, decisions or issues laken on by the State that affect the
mutually agreed upon Work Plan timeline, scope, resources, and costs shall
be subject to the identified Change Control process.

1.2.  Logistics

1.2.1.  The Contractor’s Team shall perform this Project at State facilities at no cost
to the Contractor.

1.2.2. The Contractor’s Team may perform the work at a facility other than that
' furnished by the State, when practical, at their own expense.

1.2.3. The Contractor’s Team shall honor all holidays observed by the Contractor or
the State, although with permission, may choose to work on holidays and
weekends.

State of NH Contract

Date: 11/13/2020 o8
Contractor’s Initials Page TF

Page 36 of 69



DocuSign Envelope 1D: 21B060A0-DB09-4ACB-AFBA-F8BD5CB13E65

Department of Health and Human Services
Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 / RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT I - WORK PLAN

1.2.4. The State shall provide adequate facilities for the Contracter’s Team,
including PCs, phones, Virtual Private Network (VPN) access, and modem-
based dial-out capability and access to any necessary internal State networks
and/or software (within State standards). A physical workspace for each
consultant, including a desk and chair, with the items mentioned above, shall
be provided. Convenient access to a high-speed printer, a high-speed copier,
and a fax machine shall be provided to the Project Team, as well as access to
conference rooms for meetings. This space, equipment, and printer/fax
supplies shall be provided at no cost to the Contractor’s Team and shall be
available when the Project begins. ' '

1.3.  Project Management

The State shall approve the Project Management Methodology used for the Project.

1.3.1. The State shall provide the Project Team with reasonable access to the State .
personnel as needed to complete Project tasks.

1.3.2. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material
and information relevant to the success of the Project and required by Project
Team members. This central repository is secured by determining which team
members have access to the Project folder and granting either view or
read/write privileges. The Contractor’s Project Manager will establish and
maintain this folder. The State Project Manager shall approve access for the
State team. Documentation can be stored locally for the Contractor and State
team on a “shared” network drive to facilitate ease and speed of access. Final
versions of all Documentation shall be loaded to the State System.

1.3.3. The Contractor assumes that an Alternate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Project
Manager.

1.4. Technical Environment and Managemeﬁt - RESERVED
1.5. Conversions

The Contractor Team's proposal is based on the assumption that the State’s technical team
is capable of implementing, with assistance from the Contractor’s technical team, a subset
of the conversions. The Contractor’s Team shall lead the State with the mapping of the
legacy Data to the Contractor’s applications. Additionally, the Contractor’s Team shall:

1.5.1. Provide the State with Contractor’s application Data requirements and
examples, of Data mappings, conversion scripts, and Data loaders. The
Contractor’s Team shall identify the APis the State should use in the design
and development of the conversion.

State of NH Contract
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1.5.2. Provide guidance and assistance with the use of the Data loaders and
conversion scripts provided.

1.5.3. Lead the Review of functional and technical Specifications.

1.5.4. Assist with the resolution of problems and issues associated with the
development and Implementation of the conversions.

1.6.  Project Schedule
Deployment is planned to commence upon the Contract effective date, the date of

Governor and Council approval, with a go-live date no later than four (4) months after the
Governor and Council approval date.

1.7. Reporting
The Contractor shall conduct bi-weekly status meetings, and provide reports that include,
but are not limited to, minules, action items, test resulis, and Documentation.

1.8.  User Training

The Contractor’s Team shall:

1.8.1. Lead the development of the end-user training plan.

1.8.2. Train the trainer approach shall be used for the delivery of end-user training.
1.8.3. The State is responsible for the delivery of end-user training. '

1.8.4. The State shall Schedule and track attendance on all end-user training classes.
1.9. Performance and Security Measures

1.9.1. The Contractor’s Team shall provide a performance test workshop to identify
the key scenarios to be tested, the approach and tools required, and best -
practices information on performance testing.

1.9.2. The State shall work with the Contractor on all testing as set forth in Part 3 -
Exhibit F: Testing Services.

State of NH Contract
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2. CONTRACTOR ROLES AND RESPONSIBILITIES
2.1. Contractor’s Team Project Executive

The Contractor Team’s Project Executives (Contractor and Subcontractor Project
Executives) shall be responsible for advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shall advise the Contractor Team
Project Manager and the State’s Project leadership on the best practices for implementing
the Contractor Software Solution within the State. The Project Executive shall participale
in the definition of the Project Plan and provide guidance to the State’s Team.

2.2.  Contractor’s Team Project Manager

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plan, track, and manage the activities of the
Contractor’s [mplementation Team. The Contractor Team Project Manager will have the
followmg responsibilities:

2.2.1. Maintain communications with the State’s Project Manager;
2.2.2.  Work with the State in planning and conducting a kick-off meeting;
2.2.3. Create and maintain the Work Plan;

2.2.4, Assign the Contractor Team consultants to tasks in the Implementation
Project according to the scheduled staffing requirements;

2.2.5. Define roles and responsibilities of all the Contractor Team members;

2.2.6. Provide biweekly and monthly update progress reports to the State Project
Manager;

2.2.7. | Notify the State Project Manager of requirements for State resources in order
to provide sufficient lead time for resources to be made available;

2.2.8. Review task progress for time, quality, and accuracy in order to achieve
progress; '

2.2.9. Review requiremems and scheduling changes and identify the impact on the
Project in order to identify whether the changes may rcqmre a change of
scope;

2.2.10. Implement scope and schedule changes as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the -
Implementation Plan;

2.2.11. Inform the State Project Manager and staff of any urgent issues if and when
they arise;

State of NH Contract os
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2.2.12. Provide the State completed Project Deliverables and obtain sign-off from the
State’s Project Manager;

2.2.13. Manage handoff to the Contractor operational staff; and

2.2.14. Manage Transition Services as needed.
2.3.  Contractor’s Team Analysis

The Contractor Team shall conduct analyéis of requirements, validate the Contractor
Team’s understanding .of the State business requirements by application, and perform
business requirements mapping:

2.3.1. Construct and confirm application test case scenarios;

2.3.2." Produce application configuration definitions and configure the applications;
2.3.3. Conduct testing of the configured application;

2.3.4. Produce functional Specifications for extensions, conversions, and intérfaces;
2.3.5.  Assist the State in the testing of extensions, conversions, and interfaces;
2.3.6. Assist the State in execution of the State’s Acceptance Test;

2.3.7. Conduct follow-up meetings 1o obtain feedback, results, and
concurrence/approval from the State;

2.3.8.  Assist with the correction of configuration problems identified during System,
integration and Acceptance Testing; and

©2.3.9. Assist with the transition to production.

2.4. Contractor’s Team Tasks
The Contractor team shall assume the following tasks:

24.1. Development and Review of functional and technical Specification to
determine that they are at an appropnate level of detail and quality;

2.4.2. Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

2.4.3. Development and Documentation of instaltation procedures;
2.4.4. Development and execution of unit test scripts;
2.4.5. Unit testing of conversions and interfaces developed; and

2.4.6. System Integration Tesling.

State of NH Contract
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I

3. STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State tcam members will vary depending on the phase and specific tasks of the
[mplementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State [.eads and the phase of the Implementation. ’

3.1.  State Project Manager

The State Project Manager shall work side-by-side with the Contractor’s Project Manager.
The role of the State Project Manager is to manage State resources (If any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation
Project matters, provides all necessary support in the conduct of the Implementation
Project, and provides necessary State resources, as defined by the Work Plan and -as
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities:

3.1.1. Plan and conduct a kick-off meeting with assistance from the Contractor’s

team;
3.1.2.  Assist the Contractor’s Project Manager in the development of a detailed
Work Plan;
3.1.3. Identify and secure the State Project Team members in accordance with the
~Work Plan;

3.1:4.  Define roles and responsibilities of all State Project Team members assigned
to the Project;

3.1.5. Identify and secure access to additional State end-user staff as needed to

3.1.9.
3.1.10.

State of NH Contract
Date: 11/13/2020

Contractor’s Initials Pa

support specific areas of knowledge if and when required to perforin certain
Implementation tasks;

Communicate issues o State management as necessary to secure resolution
of any matter that cannot be addressed at the Project level;

Inform the Contractor’s Project Manager of any urgent issues if and when
they arise;

Assist the Contractor’s team staff to obtain requested information if and when
required to perform cerain Project tasks,

Manage handoff to State operational staff, and

Manage State staff during Transition Services as needed..
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3.2. State Subject Matter Expert(s) (SME)

The role of the State SME is to assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
panticipate in the Implementation. Responsibilities of the SME include the following:

31.1.
3.1.2.

3.1.3.
3.14.
3.1.5.
3.1.6.
3.L7.
3.1.8.
3.1.9.

Be the key user and contact for their Agency or Department;

Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;

Assist in validating and documenting user requirements, as needed,;

Assist in mapping business requirements:;

Assist in constructing test scripts and Data;

Assist in System Integration, and Acceptance Testing;

Assist in performing conversion and integration testing and Data Verification;
Attend Project meetings when requested; and

Assist in training end users in the use of the Contractor’s Software Solution
and the business processes the apptication supports.

3.3, State Technical Lead and.Architect

The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

1.
1.2

State of NH Contract

-Attend technical training as necessary to support the Project;

Assist the State and the Contractor’s Team Project Managers 1o establish the
detailed Work Plan;

Manage the day-to-day activities of the State’s technical resources assigned
to the Project;

Work with State IT management to obtain State technical resources in
accordance with the Work Plan;

Work in partnership with the Contractor and lead the State technical staff’s
efforts in documenting the technical operational procedures and processes for
the Project. This is a Contractor Deliverable and it will be expected that the
Contractor will lead the overall effort with support and assistance from the
State; and

Represent the technical efforts of the State at biweekly Project Status
Meetings.
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34. State Application DBA (Do.lT) - RESERVED
3.5. State Network Administrator (DolT) - RESERVED
3.6. State Testing Administrator — RESIéRVED_

4, INTERFACES

Interfaces shall be implemented in cooperation with the State in accordance with the requirements
specified in Attachment | — Business System and Technical Requirements.

4.1. Interface Responsibilities

4.1.1. The Contractor’s Team shall provide the State Contractor Application Data
: requirements and examples, of Data mappings and interfaces implemented on -
other Projects.

4.1.2. The Contractor’s Team shall identify the APIs the State should use in the design
and development of the interface.

4.1.3. The Contractor’s Team shall lead the State with the mapping of legacy Data to
the Contractor Application.

4.1.4. The Contractor’s Team shall lead the Review of functional and technical
interface Specifications.

4.1.5. The Contractor’s Team shall assist the State with the resolution of problems and
issues associated with the developiment and Implementation of the interfaces.

4.1.6. The Contractor’s Team shall document the functional and technical
Specifications for the interfaces.

4.1.7. The Contractor’s Team shall create the initial Test Plan and related scripts to
Unit Test the interface. The State shall validate and accept.

4.1.8. The Coniractor’s Team shall develop and Unit Test the interface.

4.1.9. The State and the Contractor’s Team shall jointly verify and validate the
accuracy and completeness of the interface.

4.1.10. The State and the Contractor’s Teams shall jointly construct test scripts and
create any Data needed to support testing the interfaces.

5. APPLICATION MODIFICATION - RESERVED

State of NH Contract
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6. PRELIMINARY WORK PLAN

Phase Tasks for this phase Exit criteria Target
Due Date
.Initiation Review. the scope of the | Kick-off document that ©12/03/2020
project, risks, assumptions - | includes formal project
and constraints, identify management,
the roles ‘ communications, and
work plans '
Analysis Requirements gathering Requirements sign-off 12/15/2020
with DHSS. OZ business from DHHS
analyst team creates user
stories that incorporate
business and functional
requirements.
Design & Define processes used to Demo with sign off 3/22/2021 °
Coding complete the work - that the design )
defined and accompllsh " satisfies the project
the project’s sponsaors, end users, t
requirements. The. ’ and business
deliverables are produced requirements.
as outputs from the
processes performed as
defined in the Microsoft
Project Plan task schedule.
Quality The Quality Assurance Sign off by the OZ 3/23/2021
Assurance {QA) team will write test Systems QA team once
cases against the service all test cases have
requirements to ensure passed or identified
the Development (DEV) defects are deferred
team’s build has
accurately delivered
against the respective
requirements. QA will
then perform manual
testing, automated script
testing, convey testing

State of NH Contract
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results and conduct a
defect review with the
DEV team.
Internal The software build is - Sign off by the OZ 4/01/2021
user installed ina special UAT Systems UAT team
acceptance environment. OZ internal once all test cases
testing UAT tests cases and have passed or
{VAT) assures system is identified defects are
functioning per deferred
requirements c
External Meet with DHHS to review Sign-off that build is 4/13/2021
UAT work. Requirements are- ready for production
‘ provided with a summary and production date
of the release and a scheduled
template for feedback.
Access to a UAT site is
provided where. ssues
discovered are reviewed
with the OZ team and
appropriate remediation
is planned.
- Production Users are alerted of Release deployed and
' deploy scheduled, functional, end-user
completed code is moved training complete 4/29/2021
to production site, sanity '
testing completed, end-
user training prior to go-
live as needed "

CONTROLS, PROCESSES, AND REPORTING REQUIREMENTS TO ENSURE SMOOTH
ADMINISTRATION

OZ Systems employs the same management process, irrespective of the project type; therefore, a separate
project management plan document for each project will not be created. We will also abide by the
reporting requirements in the RFP in the format specified by DHHS. We have provided a High-Level
proposed baseline project plan in the Appendix to our response. All key deliverables will be identified in
the respective Microsoft Project Plan as milestones for the project or release. All projects will have
measureable objectives and deliverables. Each project’s scope will be captured in a Kickoff Document.

State of NH Contract o8 .
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/

Like a project charter, the Kickoff Document will identify the work required 10 complete each project
successfully. Kickoff document components include;

Assumptions

1. New Hampshire IT infrastructure and resources are available for establishing proposed interfaces;

2. Legacy data is imported mapped to existing fields to our system;

3. Third party vendors involved with other data bases will be available as a resource for establishing
requirements for the interfaces;

4. State Staff will support change management to initiate implementation with hospitals and adopt the new
system; and

All assumptions for the project will be documented in the Kickoff Document. During preplanning meetings,
the project team roles will provide their respective assumptions. The project manager will capture these
assumptions in the Kickoff Document. '

State of NH Contract bs
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Constraints

All specified constraints for each project wiil be documented in the Kickoff Document. During preplanning
meetings, the project team roles will provide their respective constraints in regard to their project
assignment(s). Their constraints will be discussed to determine the impact they may have on the success of the
project.

. Risk Management

Risks will be documented, prioritized and managed for all projects. Each project will identify risks that impact
the overall success of the project. Risks will be managed throughout'the project in OZ’s JIRA application.

Data Management and Change Control

The Configuration Management Plan (CMP}) identifies all of the required data (artifacts) that will be captured
and managed throughout the project tife cycle. All Configurable ltems are listed in the plan, if any are not
created for a project due to its size or scope it will be documented in the Kickoff Document. Changes wilt be
managed in accordance with our change conirol process. Both requests and orders will be managed and
reviewed by the CCB.

Customers

During the customer kickoff meeting, Project Manager (PM) will convey not only the project’s respective
milestones, but the ground rules for the project’s overall implementation. One of the most critical activities
that the PM and the customer must agree upon is how the project’s progress will be communicated. The
customer, as an external stakeholder, is extremely important to a project’s successful deployment. Without
their active involvement, the completion of critical path lifecycle phases could be jeopardized. Therefore, it is
imperative that communication between the project team and the customer be timely and transparent. To
facilitate this objective, the roles and responsibilities of the client’s project team members are defined, along
with a communication schedule, during the client project kickoff meeting.

State of NH Contract os
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Contractor Roles and Responsibiliti'es

Within each project kickoff document, the team roles and respective responsibilities will be identified. The
following roles will be inherent fo nearly every project:

Roles and Responsibilities:

‘Role Title ‘ Responsibility
Business Analysis - Business Analyst 1] Business Requirements
k] Functional

Requirements

Change Control Change Control a Change Control
Manager ' i
a Configuration
Management
(Documents)

1] Change Control Board

Configuration Configuration Manager i} Configuration Management
Management/
Version Control

Role Title ' * Responsibility
1] Version Control
@ Source Cade
K] Development Builds
Configuration i} Installers/ Installations
Management/Version {QA, UAT & PRODUCTION
Control cont. environments)
Customer Support Customer Support ] Manage Customer
Manager Support Staff
1] Support Products

State of NH Contract’
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Development

Software Developers
DEV Lead- Health

DEV Lead- Education

Software/ Technical
Requirements

Design
Coding

User Interface (Ul)/ Usability

Information
Technology

Information Technology
Director

Server setup / configuration

Domain names/setup

Interface Customer IT
Departments

Process Improvement
/ Management

Project Manager and
Implementation Project
Manager

Process Mgmt. / Improvements

Product
Documentation

Business Analyst,
subject-matter expert,
quality assurance,

On line Help Text

customer support
User Manuals
Product Glossaries
Program Coordination Project Manager Interface to Customer

Internal User
Acceptance Testing

Product / Customer Training

State of NH Contract
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Project Management Project Manager and 3 Project Management
Implementation Project
Manager
1] Project Status
Quality Assurance QA Analysts ] Test applications
@ Manual Test Cases

K] Automated Test Scripts

- @ Load Tésting

Respective Client Project Sponsor and/or ] Project Objectives
Project Manager ’
@ Scope Definition
a Requirements Approval'
a Acceptance Testing

Communications:

Communication is essential to the success of any project. The overall goal is to ensure timely and
appropriate generation, collection, dissemination, storage, and ultimate disposition of project information
to the appropriate parties. Communication provides critical links among people, ideas, and information that
is necessary for success.

Communication planning involves determining the information and communication needs of stakeholders
and project team members. It identifies who needs the information, when they will need the information,
and how the information will be given to them. In addition to discussing communications in the kick-off
document, a formal Communications Plan will be developed and delivered as specific project deliverable.
We have attached a sample Communications Plan to the Appendix of our response.

OZ Systems values ongoing communication and employs every method possible for communication
with our clients. Below are the methods of communication that will be used for projects:
Email Messaging: ' |

Any project team member can initiate an e-mail to gather or distribute information. it is important that the
Project Manager role be copied on e-mail messages to alert him/her of information that might impact
(positively or negatively) the project’s milestones or deliverables. Team members are encouraged to

State of NH Contract o8
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schedule brief meetings, when possible, to avoid large email chains and collaborate as much as possible in
the team rooms.

Instant Messaging (IM):.

The project team uses IM to communicate ideas, issues, and questions to reduce emails and facilitate timely
responses. As with email messaging, project team members should exercise judgment to determine if a face
to face meeting would be more productive.

Meetings: . ) -

Meetings will be held to capture project status, coordinate project activities, facilitate communication, and
provide a forum for peer reviews of tasks such as requirements, design, coding, and testing. All project
team members are expected to attend meetings and provide status as requested.

v Agendas- An agenda or a clear objective for meetings will be provided in the invite so team
members will be prepared for the discussion and the purpose of the meeting can be
accomplished. Team members should be cognizant of other’s responsibilities when scheduling -
meetings so that all team members’ time can be used wisely.

v Minutes- The purpose of meeting minutes is to create a record of decisions made, items
discussed, and accomplishments reviewed, action items created and assigned. All minutes
should be recorded in JIRA ona “Review” work item type so they can easily be accessed. The
minutes assist those in attendance-to recall information discussed and provide information for
those who did not attend. Prior to the meeting, a team member will be assigned the role of
scribe (note taker) and will be responsible for documenting and distributing minutes. After the
meeting, the minutes should be distributed by the next business day.

¥ Action Items- The purpose of action items are to be sure tasks assigned from meetings are
addressed and followed up. Items should be assigned to a specified project member along with
a due date for completion. Action items should be logged in JIRA for project team members
on a work item type of “Task.” I a project team member cannot complete an action by the due
date requested they should notify the project manager role and team along with providing a
new targel date. The person assigning the aclion item should aiso follow up to be sure the
action has been addressed and completed as requested. . ’

Reporting:

A project requires several types of reporting to the stakeholders. At a minimum the following type of
reports will be provided for cach project. The frequency of reporting will be documented in each project
Kickoff Document. In order to report accurate data and latest status, each project team member at OZ
Systems updates their task in JIRA on a weekly basis. The Project Manager will work with the team and
ensure tasks are updated. These updates inform reporting for:
+  Status Reports (Project Team/ Executives/ Senior Managers)

¥ Project Plans

v Budget Tracking

State of NH Contract bs
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+  Custorher Status Reports (Frequency will be detenmined at customer kickoff meeting)
+  Change Control Reports

+  Action ltems .

+ Bugs

Training Plan:

Training plans for projects will be created by the Project Manager based on the respective customer’s
contract requirements. The high level plan for each project should be documented in the KickofT
Document. Internal training should also be completed for OZ’s customer support staff. Training plans are
a formal deliverable in this project.

Measurement Objectives:
For each project the specified measurements below will be documented and collected. [f there are any
differences/ changes in measurements based on the project size it will be documented in the project’s

Kickoff Document.

Measurement objectives for projects:

Objective/ Goal Metrics Storage/ Reporting
Location of Data
Internal Report at weekly
Planned verses ;
Management status meetings

Meet cost and
schedul_e
commitments

@ Are we

spending the
planned number of
hours on the project
to complete it?

@ Are we hitting
our milestones?

actual effort for

each project

(i.e. schedule, budget,
hours)

The number of days
each milestone is early
or late

System to be
formatted for
customer
reporting as

‘| needed

Report at executive/
senior meetings

State of NH Contract .
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Percentage of Internai Report at weekly
Reduce rework project time spent Management status meetings
on re-work System to be

How much ;
! formatted for Report at executive/
time do we spend on senior meetings

rework now? custon'mer
reporting as
How does this needed
compare with
our development
time and are we
improving?
Reduce Change : Number of change Internal Report at weekly
Requests- requests per project Management ' status meetings
System to be
@ Are we formatted for Report at executive/
accurately capturing the customer senior meetings
client’s business and reporting as
functional needed

requirements?

Performance Measures:

The Contractor shall meet the following performance measures:
1. On-time delivery of software installation;
2. Timely roll-out schedule;

3. Training outcomes ensure participants are able to demonstrate system proficiency by an eighty
percent {80%) or higher on post-training evaluations and by adopting the new system on the
proposed go-live date; : '

4. The State can access all documentation;
Project meetings and communications allow for state input and updates to the plans; and

6. Status reports are provided and project milestones are communicated on status meeting agendas
and via updates outlined in this Contract.

State of NH Contract
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EXHIBIT J - SOFTWARE

1.

LICENSE GRANT

1.1.

1.2

(SAAS) — Grant of Rights

The Contractor hereby grants 1o the Siate an irrevocable, non-exclusive, non-transferable,
limited License to use the Software and its associated Documentation, subject to the terms
of the Contract and written approval by the Contractor. The State may allow its agents
and Contractors to access and use the Software, and in such event, the State shall first
oblain written agreement from such agents and Contractors that each shall abide by the
terms and conditions set forth herein.

During the Subscription Term, the State will receive a nonexclusive, non-assignable,
royalty free, right to access and use the Software solely for the State’s internal business
operations subject to the terms of this Agreement and up to the number of Licenses
documented in the Agreement.

The Parties acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Software to Customer as part of the Agreement.

CUSTOM SOFTWARE -- Not Applicable (N/A)

The Contraclor agrees that any and all work product created pursuant to this Agreement,
including but not limited to all Software, are deemed to be “Work For Hire” within the
meaning of the Copyright Act of 1976. To the extent Contractor is deemed to have
retained any legal title, rights and interest in these works, Contractor hereby assigns any
and all such title, rights, and interest (including all ownership and inteltectual property
rights) in the Software and related work product to the State of New Hampshire in
consideration for the promises set forth within this Agreement.

SOFTWARE TITLE

Title, right and interest (including all ownership and intellectual property rights) in the Sofiware

provided under this Agreement, and its associated Documentation, shall remain with the

Contractor.

SOFTWARE AND DOCUMENTATION COPIES

The Contractor shatl provide the State with a sufficient number of hard copy versions of the

Software associated documentation and one (1) electronic version in PDF Format. .

State of NH Contract

Datell/13/2020 os
Contractor’s Initials Page TF

Page 54 of 69



DocuSign Envelope |D: 218060A0-DB09-4ACB-AFBA-FBBD5CB13E65

Department of Health and Human Services
" Integrated Data Management System for Maternal and Child Health Screening Programs
DHHS - 2019-051 /- RFP-2019-DPHS-11-INTEG-01

PART 3 - INFORMATION TECHNOLOGY EXHIBITS
EXHIBIT J - SOFTWARE

4. RESTRICTIONS

4.1 Except as otherwise permitted under the Contract, the State agrees not to:

4.1.1' Remove or modify any program markings or any notice of the Contractor’s
proprietary rights;

4.1.2 Make the programs or materials available in any manner to any third party for
use in the third party’s business operations, except as permitted herein; or

4.1.3 Cause or permit reverse engineering, disassembly or recompilation of the
programs.

4.2 Except as otherwise permitted under the Contract, the Contractor agrees not to:

4.2.1 Contractor shall not utilize work product derived as part of this Agreement in
any manner other than as required-by Contractor to complete its obligations
under this Agreement.

5. VIRUSES

The Contractor shall provide Sofiware that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Sofiware in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
efforts to test the Sofiware for Viruses.

6. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the programs
at the Contractor’s sole expense. The State agrees to cooperate with the Contractor’s audit and
provide reasonable assistance and access to information. The State agrees that the Contractor shall
not be responsible for any of the State’s reasonable costs incurred in cooperating with the audit.
Notwithstanding the foregoing, the Contractor’s audit rights are subject to applicable State and
federal laws and regulations. '

7. SOFTWARE NON-INFRINGEMENT

7.1. The Contractor warrants that the Sofiware, including any all component parts thereof
{(“*Contracted Works™) are original works of the Contractor that do not violate or infringe
any patent, trademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third-party.

7.2. Conltractor warrants that it has good title to, or the right to allow the State to use all
Services, equipment, and Software, including any all component parts thereof such as
third party Software or programs that may be embedded in the Software (“Contracted
Resources™) provided under this Contract, and that such Services, equipment, and
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Software do not violate or infringe any patent, trademark, copyright, trade name or other
inteliectual property rights or misappropnate a trade secret of any third-party.

7.3 The Warranty of non-infringement shall be an on-going and perpetual obligation that
shall survive termination of the Contract. In the event that someone makes a claim
against the State that any contracted resources infringe their intellectual property rights,
the Contractor shall defend and indemnify the State against the claim provided that the
State:

7.3.1.  Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim; '

7.3.2. Gives the Contractor control of the defense and any settlement negotiations; and

7.3.3. Gives the Contractor the information, authority, and assistance reasonably
needed to defend against or settle the claim.

7.4 Notwithstanding the foregoing, the State’s counsel may participate in any claim to the
-extent the State seeks to assert any immunities or defenses applicable Lo the State.

7.5 If the Contractor believes or it is determined that any of the contracted works may have
violated someone else’s intellectual property rights, the Contractor may choose 10 either
modify the contracted resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially reasonable, the Contractor
may end the License, and require returnt of the applicable contracted works and refund
all fees the State has paid the Contractor under the Contract. The Contractor will not
indemnify the State if the State alters the contracted resources without the Contractor’s
consent or uses it outside the scope of use identified in the Contractor’s User
Documentation or if the State uses a version of the contracted works which has been
superseded, if the infringement claim could have been aveided by using an unaltered
current version of the contracted resources which was provided to the State at no
additional cost. The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any information design, Specification, instruction,
Software, Data, or material not furnished by the Contractor. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon the
combination of any contracted works with any products or Services not provided by the
Contractor without the Contractor’s consent. '

8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees thal it is responsible for maintaining ali Licenses or
permissions to use any third-party Software, equipment, or Services that are component parts of
any Deliverable provided under this Agreement for the entire term of the Contract. Nothing within
this provision shall be construed to require Contractor to maintain Licenses and permissions for
Software acquired by the State directly or through third-parties which may be integrated with the
Contractor’s Deliverables.
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9. SOFTWARE ESCROW

9.1. Contractor shall provide to the State the currenily existing source code and any other
tools and requirements necessary to create executable or interpretive programs in
accordance with Attachment 2 — Escrow Service Agreement, which is attached hereto
and incorporated by reference within.

9.2. Contractor shall be responsible for all costs associated with the Escrow Agreement and
the State shall not assume any liability to the Contractor or Escrow Agent as a result of
the Agreement.

9.3. Contractor agrees that the State shall be entitled to utilize the source code in its
possession and/or demand a release of the source code from the Escrow Agent upon the
occurrence of any of the following events ("Release Events");

9.3.1.  The Contractor has made an assignment for the benefit of creditors;

9.3.2. The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

9.33. A receiver or similar officer has been appointed to take charge of all or part of
the Contractot’s assets; .

9.3.4. The Contractor terminates its maintenance, operations, and support services for.
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or
otherwise, except in cases where the termination or cessation is a result of the
non-payment or other fault of the State;

9.3.5.  The Contractor defaults under the Contract; or

9.3.6. The Contractor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the Software.

9.4. Upon the occurrence of a Release Event, the Contractor hereby grants the Siate the right
to use, copy, modify, display, distribute, and prepare derivative works of the source
code, and to authorize others to do the same on behalf of the State (Contractors, agents,
etc.), solely for the purpose of completing the performance of the Contractor’s
obligations under the Contract, including, but not limited to, providing maintenance and
support for the Software and subject to the nghts granted in this Contract.

Remainder of this page intentionally left blank
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EXHIBIT K - WARRANTY & WARRANTY SERVICES

1.

WARRANTIES

1.1. System

The Contractor warrants that the System will operate to conform to the Specifications, terms, and
requirements of the Contract.

1.2. Software

The Contractor warrants that the Software, including but not limited to the individual modules or
functions furnished under the Contract, is properly functioning within the System, compliant with

. the requirements of the Contract, and will operate in accordance with the Specifications and Terms

of the Contract.

For any breach of the above Software warranty, the State’s remedy, and the Contractor’s entire
liability, shall be:

a. the correction of program errors that cause breach of the warranty, or if the
Contractor cannot substantially correct such breach in a commercially reasonable
manner, the State may end its program license if any and recover the fees paid to
the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

c. if the Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services. '

L3. Non-Infringement

The Contractor warrants that it has good title 1o, or the right to allow the State to use, all Services,
equipment, and Software (“Material”) provided under this Contract, and that such Services,
equipment, and Software do not violate or infringe any patent, trademark, copyright, trade name
or other intellectual property rights or misappropriate a trade secret of any third party.

1.4. Viruses; Destructive Programming

The Contractor warrants that the Software shall not contain any viruses, destructive programming,
or mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

1.5. Compatibility

The Contractor warrants that all System components, including but not limited 10 the components
provided, including any replacement or upgraded System Software components provided by the

State of NH Contract
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Contractor to correct Deficiencies or as an Enhancement, shall operate with the rest of the System
without loss of any functionality.

1.6. Scrvices

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services will
comply with performance standards, Specifications, and terms of the Contract.

1.7. Personnel

The Contractor warrants that all personnel engaged in the Services shall be qualified to perform
the Services, and shall be properly licensed and otherwise authorized to do so under all applicable
laws.

1.8. Breach of Data

The Contractor shall be solely liable for costs associated with any breach of State Data housed at
their location(s) including but not limited to notification and any damages assessed by the courts,

-

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.

Remainder of this page intentionally left blank
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EXHIBIT L - TRAINING SERVICES
1. TRAINING SERVICES

The Contractor shall provide Traming Services that include, but is not limited to:

* A training leader with a comprehensive undersianding of the Integrated Data
Management System to work closely with the State to ensure training remains relevant
and timely for all Stakeholders.

¢ Role-based training focused on the essential skills, and demonstrates how to apply that
information in scenarios that are meaningful for users; from State Users to screeners
and program managers at birthing facilities.

* In person or web-based training that mirrors the production systems for Users to
practice.

+ Training materials, approved by the State prior to trainings commencing.

+ Participant Training Evaluations distributed at the close of each training session to
gain timely and actionable feedback.

1.1. Curriculum Deliverables:

1.1.1.  Training, referred to as OZmosis™, provided which included train-the-trainer
sessions, direct education of users throughout the roll-out of the system, user
manuals and a learning management portal with additional resources.

1.1.2. The online iearning management system (LMS) is used to facilitate just-in-
time training by the divergent team of stakeholders. No specific equipment is
required for the LMS trainings other than a computer with access to the
inlernet.

1.1.3. A smart and intuitive online LMS supplemented the training and development
efforts to train the large number of screening staff in hospitals to allow both
state and hospital administration to manage distinct groups by facility and
view reports of learning activities such as how many users have accessed the
training site, time spent traimng, scores on quizzes and successful training
completion. .

1.1.4. Continuing technical assistance, eSPT™, ig available for basic users, advanced
users and program managers which are customized in content and duration
based on the needs identified by DHHS staff.

1.1.5. Training curriculum includes cases applicable to the screening staff and Stale.

1.1.6. Onsite training shall take place originally for hospital program managers and
State staff for eSP™, followed by tailored webinars for specific topics on the
use of interoperability tools as they are rolled out and web-based support for
the “train-the-trainer” approach.
State of NH Contract bs
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1.1.10.

LL1L.

1.1.12,

1.1.13.

1.1.14.

1.1.15.

State of NH Contract
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Program managers are provided with the skills to return to their hospitals and
train additional screeners to enter data in eSP™,

Basic and advanced screener training for Hospital Users is provided. The
Basic screening is designed for the screener, and the advanced training is
designed for the program manager.

State Program managers receive both training modules ai the first onsite
training. The first onsite training introduces eSP™ users to the specific
capacity they utilize, a communication plan for roll-out, and hands-on
experience for building the skill set of program managers 10 train additional
users at their hospital,

The simple basic screener training focuses on the relevant components of the
system for each specific role.

Advanced training covers more in-depth information along with letters and
other communications,

The Contractor conducts hospital program manager Iraining covering analysis
and performance.

The timeline of subsequent trainings tailored to participants and the stages of
roll-out are defined in the project management plan as agreed upon by the
Contractor and the State,

Basic screening training topics include, but are not limited 10:

1.1.14.1. Purpose of the system,

1.1.14.2, | Overview of the system and tools.

1.1.14.3. Best practices for reporting and state specific rules/legislation.
1.1.14.4. Accessing the system and its functions.

1.1.14.5. Security and confidentiality issues.

1.1.14.6. Entering data.

1.1.14.7. Basic searches.-

Advanced screener training includes, but is not limited to:
1.1.15.1. Understanding roles and permissions.
1.1.15.2. Generating reports and letters.

1.1.153. Monitoring ‘program compliance.

1.1.154. Adding and removing users.

+}-]
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1.1.16. Upon training completion, participants are equipped with the knowleclgé to:
1.1.16.1. Login;
1.1.16.2. Find suppon,
1.1.16.3. Add a patient;
1.1.16.4. Identify required fields;
L.1.16.5. Update nsk factors;
1.1.16.6. Find to do lists;
1.1.16.7. Add/review screening results;
1.1.16.8. Edit patient records;
1.1.16.9. Identify outcomes;
1.1.16.10. Update;
1.1.16.11. Professional information;
1.1.16.12. Make appointments;
1.1.16.13. Identify patient reminders;
1.1.16.14. Create a letter;
1.1.16.15, Upload a letter template;
1.1.16.16. Generate a patient letter,
1.1.16.17. Transfer a baby 1o another facility electronicalty;
l.1.16.18. Perform searches;
1.1.16.19. Exports and save these for future use;
1.1.16.20. Identify and merge duplicate records;
1.1.16.21. Enter fmd edit patient case notes (Audit Trails);
1.1.16.22. Update user preferences;
1.1.16.23. Perform reports and baby by baby reconciliation;
1.1.16.24. Enter hearing screening results and diagnostic data; and
1.1.16.25. Be able to navigate the Patient Journey.

1.1.17. Interactive training sessions held encouraging participants to provide inputto
continuously improve trainings.

1.1.18. Training evaluations distributed at the end of each training. Evaluation
feedback is available to State staff as necessary.

1.1.19. Training formats, topics, duration and length are adjusted based on participant
State of NH Contract
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outcomes and feedback.

1.1.20. Training completion certificates are generated and distributed to training
participants.

1.1.21. State User training is provided in the onsite or web-based training. This
training is tailored to include system administrator tasks, advanced reporting
functionalities and orientation (o the learning management system
functionalities.

1.1.22. State Users are prepared to use the system for daily monitoring and reporting,
and have an understanding of the end user roles and training content for
screeners and Hospital Users.

1.2. _Training timeline:

1.2.1  The Contractor’s initial roll-out of onsite or web-based training provided to
: State Users shall take three (3) days: 1 day for slate training, | day for basic
screener training, and | day for advanced screener/program manager training.

1.2.2  The Contractor shall conduct onsite traimings at a central location or web-
based trainings for a group of Hospitals Users as determined by the State.

1.2.3  The Contractor shall host weekly web-based trainings and online learning
following the initial training as needed to address special topics and provide
additional support and education.

'1.3.  Materials and User Guides:

1.3.1. The Contractor shall provide OZ ¢SP™ user manuals to State Users for
review. :

1.3.2. The Contractor shall provide User Guides for hearing screening, Critical
Congenital Heart Disease (CCHD) screening, NBS screening, NANI,
Telepathy tools, audiology, advanced reporting and the early intervention
modules as needed. The training manual is designed for an intended hospital
program manager, the screener, the State or administrator. User Guides
parallel initial training and are comprehensive in general system use and
specific module use.

1.3.3. The Contractor shall provide an online guide and also a hard copy as
requested. Guides will be available electronically on the learning portal. User
guides are updated when updates are made.

14.

=
4
7

1.4.1. "The Contractor shall provide training sessions on the LMS with formatted
materials used in the programs. Training sections will cover each module.
Collateral materials will be made available to all train-the-trainer staff
participating in the training sessions. Pre-recorded training sessions are
available for specific topics. Training resources are available to State User
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and hospital Users.

1.4.2. The Contractor shall be flexible to support mor¢ web-based instruction vs
onsite training should that format be more conducive to Hospital Users
attendance and schedules.

1.4.3. The Contractor shall provide web based training and onsite training based on
specific user needs.

1.4.4. The Contractor shall provide onsile training or web-based training for initial
rollout to promote buy-in and initiate a “train the trainer” process. With our
online leaming management- system, new user training topics are also
accessible in a web-based format. We also offer the option for live webinars
as needed. We provide a mixture of these training formats for all our tools for
multiple customers. For example, currently in Texas we provide a live
webinar for EHDI program managers every other month, recorded online new
user training, and onsite training annually for new hospital programs. We can
be flexible to develop a mix of training format that best meets the needs of the
work plan for this project.

L.5. System Documentation:

" 1.5.1. The Contractor shall provide training documentation that includes:
1.5.1.1. Agendas for live sessions; '
1.5.1.2. User manuals for all users; and
1.5.1.3. Quick guides (6 conveniently highlight key processes.

1.5.2. The Contractor, utilizing 1ts smart and intuitive online LMS to supplement
training and development efforts, will allow the State 10:

1.5.2.1. Manage users by facility,
1.5.2.2. Decide who has access to the training, and

1.5.2.3. View reports to know who has accessed training, what subject area of
training, scores on quizzes, and which participants have received
certificates of successful completion. Users will have 24/7 access to
courses and user guides for self-paced learning, reference, and FAQs.

1.5.3. The Contractor shall provide the LMS, access to recordings of previous live
webinars, user guides, training slides, quick guides, and access to the Trainer
1o ensure refresher training can be implemented at any time in a format that
best meets the needs of the state.

1.5.4. The Contractor shall maintain traiming manuals, agendas, and example
recordings from new-user trainings and provides updates to trainings,
documentation, and user guides prior to new releases as part of the pre-
production process.

State of NH Contract
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1.5.5. The Contractor shall provide a State-specific user manual for all installations
ensuring screenshots, workflows and steps mirror what the user sees in the
State-specific version of eSPT™,

1.5.6. The Contractor shall ensure manuals include State logos and do not include
any features not included in the State management system,

1.5.7. The Contractor shall deploy a log-in page.

1.5.8. The Contractor shall include State logos on all materials published in
collaboration with the State

Remainder of this page intentionally left blank.
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EXHIBIT M -~ AGENCY RFP WITH ADDENDUMS, BY REFERENCE
1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

RFP DHHS-2019-051 Integrated Data Management System for Maternal and Child Health
Screening Programs, dated September 27, 2019, is hereby incorporated and referenced as fully set
forth herein. '

Remainder of this page intentionally left blank
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EXHIBIT N - VENDOR PROPOSAL, BY REFERENCE

1. VENDOR PROPOSAL, BY REFERENCE

OZ Systems USA, LLC Proposal in response to RFP DHHS-2019-051 dated September 27, 2019
is hereby incorporated and referenced as fully set forth herein.

Remainder of this page intentionally left blank
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EXHIBIT O — CERTIFICATES AND ATTACHMENTS

1. CERTIFICATES AND ATTACHMENTS
1.1.1.  Attachment 1 — Business System and Technical Requirements
1.1.2.  Attachment 1B — State Agéncy Exhibits
1.1.3.  Attachment 2 — Contracior’s Software Escrow Agreement
1.1.4.  Contractor’s Certificate of Good Standing
1.1.5. Contractor’s Certificate of Vote/Authority

1.1.6. Contractor’s Certificate of Insurance
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, ‘unauthorized access, or any simitar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning "Computer Security
Incident” in section two (2} of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce., -

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which callection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information {(Pl), Personal Financial
Information (PFI1), Federal Tax Information (FTI), Social Security Numbers {(SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health [nsurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts {either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction,

7. “Open Wireless Network”™ means any network or segment of a network that is
not désignated by the State of New Hampshire's Deparntment of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. “Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. '

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIFAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” {or “PHI"} has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. .

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information™ means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute..

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHi in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in .violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not'indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. i End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information,

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network {(VPN) must be
installed on the End User's mobile device(s) or laptop from which mformatlon will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), alsc known as Secure File Transfer Protocol. If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Conf dentlal Data will be deleted every 24
hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

ll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

- oS
V5, Last update 10/09/18 Exhibit P Contractor Initials l l 1
DHHS Information

Security Requirements
Paged of 9 Date 11/13/2020



DocuSign Envelope ID: 21B060A0-DB0S-4ACB-AFBA-F3BD5C813E65

New Hampshire Department of Health and Human Services
ExhibitP
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain-any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Speciat Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30} days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty - (30} days of the termination of this -
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will naintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of cantracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data {i.e., tape, disk, paper, etc.).
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3. The Contractor will maintain appropriate authentication and access controls to
cantractor systems that collect, transmit, or store Department confidential information
where applicable.

4, The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. i the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. ‘

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
i or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office

leadership member within the Department,

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to
prevent future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

- but not limited to, provisions of the Privacy Act of 1974 (5§ U.S.C. § 552a), DHHS
Privacy Act Regulations {45 C.F.R. §5b}, HIPAA Privacy and Security Rules {45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevént unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State’'s Privacy Officer. and the
State's Security Officer of any security breach immediately, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually

identifiable data derived from DHHS Data, must be stored in an area that is

) physically and technologically secure from access by unauthorized persons

during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section |V above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;
3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4. lIdentify and convene a core response group to determine the risk level of Incidents

and determine risk-based responses to Incidents; and
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate P] must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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HUSINESS AGREEMENT ( ERAL REQUIREMENIS

Yendor

State Requlrements
Requirement Description

Yendor
e

Dellvery [Commwents

For Swstent Uvers

EF 'The sysicm shall albow for the system users io:
Bt Huve a unique role-bascd login consisting of & username M Yo Stundard  JOZ Sysiems meets this requirement fully with web-based systems in use in multiple
nd pussword 1o access the Sysiem jurisdictions with user sccounts amd passwond mecting agency requirements, O
cSP™ utilizes Mandard usernume/password authentication and security tokens
provided fo wsers 1o access the system. Credentizls enteredd into the browser are
ranspuricd wewrely via SSL tw owr senver, where robust, indusry-standand am)
Largely off-the-shelf suthentication libraries (rom Microsoft compare the supplicd
fuscenarne and (hashed) pmyword sgainy database entrics, Upon authentication. the
database supplies o session tken thar is urilized for subsequent server-side
confimation tha the user by logged in. Kok based scowsity and unditing down ko the
fickd kevel arc available. The system hay the abiliny ur restrict user secew 1o spevific
matules and funcrionality is configured by madule. All modules have user role-based
permission itube that enh. sccurity and confidentiality and w viewablke auit
trail with automated system sotes and user case notes. State sdminisirators can assign
et rights individually or as o ctass, eSP™ hay managing cntities tha group specific
honpitals or facilities together snd those who have secess to these facilitics cun be

i lied by sysicen sdemini » 1 the state. The access rights o authurized users
allow not only role-bused access but finer grained controd in terms of specific areas of
contenl (¢.8, hearing versus metabulic) und down o the (ask keved as n refincment of a
role.

BI.LL - Ability 10 assign Facility 113 for cxrernal User .21 Yes Standard  |OZ Systems mects this requirement fully
Name/password
B1.2 Add, modify sod deleie sercening, birth, diagoostic and M Yes Standard  [OZ Systems moets this requirement fully, Actions perfirmed within a record may be
follow-up information bascd on ole c lled by access rights. Add, modify and delete for binth sereen, disgeostic, acd
follow-up fests can be granted vis aceess rights

B3 Run repons based un role M Yo Seandard  |OZ Systems meets this reguirement fulky. Reports avatlable to a user can vary by role.
For exumple. State leved users may run repons for ald facilities, but a hospital program

may only run complisnce reports for their facility. The access right o ren
reports may alse he removed for conain robes,

Bl.4 Perform a functional element file compare of the NH M Yeu Standond | This requirement is met and in use in other jurisdictions. OZ Sysiems often a wol 1
chectrunic birth cenificate record agains the NH compare reennds in the newhomn sereening database 1o reconds from the Vital Reconds
intcgratcd data management database and produce output datzbase, We propuose to inicrface with vitl records o compare records within the
irepartfon screen) of unmasched individuals (7 ¢SPY™ danabase 10 the vital records data st and identify unique roconds within
cuch data sce. Vinal reconds pepswting compares records reparted 1o the Stase’s Vital
Regivration System und those eonds feponiad 1o ¢SP™, detecting difforences
hetween the two, A comprehensive matching algorithm is used to identify those
reconds A reported m Vit Kegisirotion o well as those not reponted w eSP™, The
oucpa is separated inte twu lists the first being reconds from the extermal data st
withaut an exact march with the OZ ¢SP'™ database. and the other being reconds
from OZ eSPT™ without an cxact march in the external data ser. ‘The vitd reconds

g tool imponts denwgeaphic data fur patient and madher 1hal are used
in the matching logic. The data in the unmatched vital records data set then serve s
an impuon fike 1 create records in OZ eSP™ for thase paticnts. Some customization
may be roquired (or NH.

For Nystent Adminisiratontsy):

The system shall atlow for the system sdministrstor(s) . -
ta;

B2.1 Assign and ruaintain unique wser name and password for M Yo Standard  [OZ Systems mects this requicement fielly. Each user bhas a unique profile with a user
NH integrated data management usens, including granting namc. Accounts can be managed by the administrutor.
permissions based on role

B2.2 Usc » umicue login consisting of a usermame and M Tes Standard  |OZ Systers meets ihis requitement fully with web-based syviems in use in muliiple
passwird [ access the administtive inferfae liurisdictions with user accounts and pasywond meeting agency requinenients, OZ

cSP™ urilizes siandurd username/password authenticarion and security rokens
provided 10 s 1o aecdss the system, Credentials entercdl into the browser are
transported sccurcly via S5L w our serves, where rubust. industry-standand and
largety off-the-shelf suthe ntication libraries frue Micrusoft compane the supplicd
uscrrame and {(hashed) pasaword against database entries. Upon authentication. the
latabase supplics & session roken thas #s wiilized for subnegquent serveraide
leonfimution that the uset is logged in,

823 Ability ro run standard and custom reports M Yes Standan)  |OY Syater offers standand and custon reports mecting all nogeinements in this RFP.
We have provided a detailed table listing some of our COTS repuns and described
our repurting processes ba the response to the Narrative Ad Hoe reporting sectioh,
With the OZ reporting tools in eSP NH can access reports that moeet sl of the
[examples privided in the RIFP
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B4 Ahility w assign viewing of (ields bied on user P Yeu Standand | Role based security and suditing down o the ficld level are svailable. The sysiem has
the ability to restrict user aceess fo specific madules and funcrionality is configured by|
module. All modules bave ser role-based permissions available that enhance security
und confidentindity and & vicwable audit trail with automated system nofes and user
cuse notes. Stute administrutons cun aasign user rights individually of as a ¢lass, eSP'Y
has managing cntities that group specific bopitals or facilities together ad those who|

. have access 10 tese facilities cun be controbked by system sdministraton at the state,
The access sights for authorized users alluw not only role-based access but finer
gruined control in teems of specific arcus of comient {c.g. hearing verus metabuolic}
and down to the wask kevel av 2 refinement of a role.
The successful vendor will provide an integruted data
management system that allows for:
B3I User Access Model - Up 10 200 Named Usen (both M Yes Stamdend  |OZ Syueen meets this reguireawent fully, We have installations in states as Lirge as
intcrnal and external) within 40 gevgraphically disparate Texas with over 250 birthing facilities and thousands of users.
and admin jvely scp e ".- fu'.'
fucilitics. and intervention agencies
1.2 A help desk for system administrstors und schect wsers (o M Yeu Standard  |OZ Systemn meets this requirement fully, 07 Systems has over twa decades of
aceess during normal business hour expenence providing expen Help Desk seppott wwd alrcady s & team of help denk
professionals assigned o handle calls b ermail requests. Customer suppod service
can be reuched by emuil of via a wll free (800) number during aonmal business howrs.
The OZ Help icam provides cuMomer support for problemypatch/bug fiaes, iechnical
suppt. and sysiem upgrades fur the duration of the contract. The OF Syaems
customer support staff are traincd on all spplications described in this response. and
our ticr based customer support midel described helow allows for quick escalation w
subject maner experts of developens as noeded,

B3 Interfaces (o other software sysemns including 8H Vital M Yeu Sundard  [OZ Systems mewts this requirement (ully. We have exising installations meeting

Records, Labs, Electronic Health Records, EDW, these requirements in multiple jurisdictions. We offer vital records muiching. and our

Couricr Tracking Sysrems and Special Screening Devices newhom bloodspet suite provides functionality for capruring electrunic lab orders and

including uptions for real time connections or scheduled requests and couries irscking, the OZ NANI Tool interfaces with huspital EHRS 1o

lishn, {Using Standard Bused Specifications,) Iy newbomn demeogeuphic information and the OZ Telepathy wols cupiure resutes
directly from screening devices. We have deseribed each of these functionalitics in
detail in e Interface section of the Namative response.

B3.3.1 - Ability to configure for new records and updates {i.e. M Yeu Suedand  [OZ Systems meets this requirement fullty. NAN] updaies reconds with azmwe changes,

name change) and users ¢z manually update demographic information

B34 Ability 1o creaic Global and Uscr-based Dashboands P Yoy Standan)  |OZ Systems meets this requirement (ully. We have dashboand workflows (v assist
screencrs in locating infants in aced of cate, Additionally we offer sp advanced
reporting ool with dashboards that are conligurabl

B35 Ability to sransfer State of NH data 1o the State of NH M Yes Standand  JOZ System can send a copy of the database to the EDW 00 o daily busis. We ane

Elcctronic Data Warchouse (EDW) system on a daily lexperienced in data transder such as this.
H3.6 Ahility o imerface with State-wide enterprise business P Yes Stusdard O Sysems meets this mguirement fully, We offer flexible eaport formats for easy
anulytie o)) (4., Tabewn, Cognos, Qlik) use in business analytics twols, W also offer our own robust business anulytics wols
within the OZ advasced reporting tool offered in our proposal,

BL7 User-defined fickds per programs - Minivm of Siead, § P Yeu Standard  |OZ Sysicms meets this requirement fully. We can customize fickds based on business

date. § numeric nzles require specific foemarning ina fickd

H37.1 «= Ability 10 rename the fiekd P Yeu Sundan)  [OZ Sysets mcets this requiresent fully. Fickds ¢an be renamed based on business
nules.

B8 A d matching against mother's informatiun on M Yes Standard  |OZ Syviems offers awomated matching

Newhboen Infi with weighting configurar

BRI ~ Allow for manual marching and unmasching M Yes Standard  [OZ Systems meets this requirernenr fully, Records can be matched and unmatched
manually.

B9 |Screening data w be accepted in the system without Vital L1} Yes Standard  JOZ Systems is designed e accepr seneening duts without visal recond dats, Qut recond

Record data creation process happens severi) ways inchwding manual creation, demographic fike
impont. or via NANL While we recommend users creaie records prioe o uplosding
weeenlng results, sersening data ean be ackded 10 the system befone a recond s ercated
anad then assigned to 8 record once the demographic data are added.

B9 == Ability o report unmaiched records M Yes Sumdard | Yes, OZ Sysiemn offers the ability w report unmaiched reconds

B.10 Ability 10 use HL? interface capabilitics M Yes Siandard  JOZ Systems meets this tiquirerient fully, We have HL7? interface capabilities that
include but are not limited 1o demuographic information, screening information, and

icating back 10 EHRy, Qur HL7 ¢apabilitics arc deseribed in more detail in
our Fesponse o the Inaterface 1opic in the narrative.

B3.11 Ability t» view paticnt records shasing specific data with M Yeu Standard  [OZ Systems meets this requirement fulty. Mubtiple providers can have sccess o a

muore than one facility record pruvided the provider is sdded as n scrvice,

Bi.12 Ability te use vatious Browsen (i.4.. Intemct Explore, M Y Standard [0 Systems meets this reguirement fully . OZ eSP'™ can be accessed from any

Firefirx. Chrome, cte.) device, including hand-held devices with Iasemnet socess. Customens use the
upplication with many hrowsers inchwding Intemet Explorer@. Chrome©, SafuriQ.
and Firefox@. OZ Sysems recommends Intemet Explorer for optimal perforance

Bi.13 Ability 0 use standard coding, i.c., IC0 9 & 10 Codes M Yeu Standard  |OZ Systems mwets this reguirement fully, Sundand coding cists in our COTs cSP

. We have AP capabilitics

The Vendor Shall:
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Ba.1 IMaintain expertise in providing the comprechemive M Tes Standan!  [We undentand and will comply, OZ Syuerms provides a team of professionals 1o
hosting und solution for the integrated daw munugement assis in every pruject. Stuffing detils are enclosed in our rapofise 10 Appendia E
application and daiab

Hd.2 Provide to the NH Project Manager, docementation i M Yes Standand (O Systems will provide shis information ol we have summarized our back up and
huckup procedures es well as backup power rmd redundancy provedures in the response t the narrative

junduncy

B4.3 Provide Dy jon as well as dic M Yeu Standard  |OZ Systems mects (his requirement flly.
updates, 10 include user manuals, schetna and data
[dictionary, syscm doc (logical and physical),
and sysiem operations

B4.).1 ~ Provide Projeet Ducumcriation, both chectrenic and M Yer Siandard |Paper copies of user manuals can be created wpon request
paper

B4.4 Make jntcgraied dats £ sysem enh M Yeu Suandard  JOZ Systems meets this requirement fully OZ Sywems has a well-developed Product
epon request and approval from the Swate of NH Development Lifecycle process that meets this requirement fully, The PDLC process

i described in detail in our pesponse ko the Narmative

B4.5 Accommodate the trzining deeds of NH intcgraicd data M Yes Standard  [OZ Systems meets this esquirernent fully and we have provided a summary of our
munagement users, via web-based sysiem(s). Truinings approach to trainisig in our response to the namtive -
will be scheduled 10 accommeadate the training necds of
new integrited data management users: [ insanwct
cvisting users on the new NH integrmed data

manag pplication fear nrwdfor oy feoded as.
refreshers for existing users.

B4.6 Provide qualified vendor siaffing for training NH M Yes Siandurd  |OZ Syateems meets this tequirement Fully and we have provided s sumenary of our
integrated data management usen pproach 1o training in our response to the namative

B4.7 Provide qualified vendor staffing for data migration M Yeu Standard  |OZ Systems meets this requirement fully and we have peovided a summary of our

approach 1o training in out respusisc (o the namative

B4.8 Provide qualified vendor seaffing for ¢reating vanous M Yo Siandard  |OZ Systenn mects this myuirement fually and we have provided a summary of our
leustom: reports approach to training ia our response w the narmative

B4.9 Provide ability for ad hoe neport creation M Yes Standan)  |OZ Systems meets this requirement fully. Ad hoe reports ere available for all modubes

und described in detail in ous apomse to the narmative.

B4 10 1Provide qualified vendor siaffing 1o onboand chectronic M Yes Standard  |W'e wndersiand and witl comply, OZ Systems provides a team of professionals 1o
fikes 1o the sysiem assist in cvery project. Staffing details ure enclused in our respomse 1o Appendix E
[The System Shall:

B4.11 Allow New Hampnhire DHHS Systern Adminisraton(s) M Yo Standard  {OZ Systenms mwcts 1Bis fequircment fully. The integrated child bealth recond in eSP
and community-bascd users 10 enler data andfor submit alkows users with access toenter or submit dats in clectronic ficlds this can be done
iata vin electronic file(s), in a formmat mutually agreed manusily or via automated formats, )

Vi

B4.12 Allow NH DHHS Sysem Administraton(s} to update, M Yes Standand  |OZ Systerms mects this requirement fully.
approve and maintain NH-integried dais management
MYMEM user sccounts, including granting permissions
hascd on roke

H4.12 Allow NH IDHHS System Adminivirstons) e deduplicaic M Yeu' Standard  [OZ systems meets this requirement fully, System administraions can have sceess
redonds rights (o dextuplicate reconds

B4.14 Allow creation of NH inegmied daty management form M Yes Standard  (OZ Systems fully mccts this requirement and it is in ese in muliple jurisdictions, The
lerners ’ QZ eSP™ System identifics what lefier lemplates ane applicable for a client bused on

workflow and clicat informution. Letiers cun olso manually be spplicd o cliem,
Sywiem reconds metadsin about what kfters have been created and sent fur a client
including date. time, user and nwsdifications. New lener iempiates can be created and
old semplates can be archived by muthorized users.

B4 - Alkow maintenznce of autotuied NH integrated data M Yes Standard  |OZ Systems meets this reguircment fully.
matagement application form ketiers

B4.15 Allow seewre intermal mevsaging between NH integrated M Yes Suandard  [eSP ean be configered 1 send abents w providers based on cure status. Case notes ane
data management_users Javailable o securely repun Froe sext information about a g,

1*NT) Allow “Opr Gur* Capahiliries M Yes Standard {2 Systenss meets this requirement fally, Gur system capéures opt sut at the point of

screening, refusal for further services and this is configurable bused on business nules.

B4.16.1 ~ Allow ability so Ldentify faemities (child amd M Yes Standard  [OZ Systems enewts this mquircment tislly, This information can be ackded wr an infun’s
parcrt(s)} record and i searchubrke and exportable

B1.16.2 = Allow ability to configure Business Rules M Yo Standand  |OZ Systems meets this requirement (ully. We have configurcd our sysicm o meet

basiness eules for elicnts for over 23 years.

BLIT Allow the sbility to host application in house or with the M Yo Standard  JOZ Systems offens flenible oprions for hosting. We have clicnis who hant in house
vendor and others who host with ws. b owr cypericnee we find hosting with the vendar i be

the muost saccessful and cos-effective method
The Vendor Shali:

H3.1 Provide gencral system administration including, M Yeu Standand  [OZ Systemy meets this requireroens fully and we have deseribed this process in onr
funktions related to the day-lo-day runagement of the TespOnse Uk the namuive.
hurdware, suftware, network sysiem, amd daltabascy

H5.2 Provide general system administeation including, sccurity M Yes Standard  [OZ Sywtermn meets this reguirement fully and we have described this process in our
restriction controbs on the Vendor's Mafl who provide i response 1 the narrative,
adminivirative services

B53 Pruvide sdministrative setvices 1o inchude hosting-site M Yes Siandurd  |OZ Systeers micsts this requirement Fully and we have described shis process in cur
handware and software administration; code and response fo the naerative.
assessment tabke mainienunce; as well as various data
cachanges with ether related software sysiems, ..

MCH Dara Linkages, sk MCH Dars Mant
Page 3
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[853

Provide general system administration including,

functivns retated 10 the day-ne-day management of the
hardware, software, network system, und databases

- Migh devel

M

Yes

Standand

O Systcrms meets this requirement fully and we have described this prcess in our
response to the namative.

HCH 'U'he system shall provide for:
BCHI.l |Wch-bused data entry of Birth Conditions sereenings M Yes Standard O Sysiems meets this requirement fully. Our current venvion atlows for conry of birth
conditions screening on @ user friendly web furm

BCHI.2  |Ability 10 add confirmation that child has been included M Yes Standard  |OZ Sysmems allows for sdditional providers and enrollment in services t be caprured
in the SM3 (Special Medical Scrvices) NH state syvem in the integrated chikd heatth record

BCHL3  |Ability 1o bandke "Opt Out” conditions per NH M Yes Sumdard  |OZ Systems meets this requinement fully
Administrative Ruke

BHC).J.1 ~ NI Rule: He-P 3012.04 (2) locared at: M Yes Suandard  OZ Systems meets this eequirceent fully

v
Scroff down until you reach He P32 BIRTH

FUNDJT' TONS PROGRAM
Hirth Conditions « Detatl Regquiresments _
BCD [The system shatl provide for: g
[BCDI.I_ JData Elements examples - See Adachment Al M Yeu Standard O Sysems propised solution includes the dara chements in this table
BCDI1.2  |Data Migration from the current symem « ALL Years M Yeu Standand  [We are prepared 1o migric kegacy data. We have proposed  process tha has been
successful for us in past Jegacy data impuorts, Migrarion is described in detat] in our
response 1o the pamative,
BCDI.3  JAbility 1o enicr fickd-based potes M Yer Standand _(Cas nofcs arc standard in every child health recond in eSP
BCDLY) [ — Free Tex M Yeu Standard  [Free text data can be sdded in scverad portions of the child health rvond
BCDI1.3.2 | - Boiler Plme/Forms P Yeu Standand O Sysicrs can offer forms based vn business rukes. This may roguire custom work.
BCD 14 |Reporting
BC3 4.1 |~ Reports cxamples (includes Federa] Reponing & M Yes 2 Systertrs nubust export and reporting funetiuns mect these requirements Fully, The
Program Reporting (NBDEN -« Naional Birth Defects 07 Advanced reporting fool sceommsdates all reports in Aé
Prevention) See Agachmeni Aé
BCD1.4.2 { — Ability to create Letiers (with Templates) See M Yes Standand |2 Sysiems kenerns funcionality with remplates mcets this requirement fulty,
IArtachment A6.9-10
BCDIAY | — KD 9 and 10 codes for seztvhing & reporting See M Yeu Standard  |OZ Sy mwets this regy fully
lArachment AG.IS
BCDIL44 |~ Ability e “Save As™ for reponts {c.g., ol doex. . Iag, M Yoy Standard  |repon outputs can be waved in weverul formats. Additionally, repont filicrs and cx pont

Criticat Congenital Heart Defect (CCIDY - High Level

e,y

furmaning can by savend for futire use

Critical Congenmital Heart Defect (CCHIY) = Pesail Reguiriment

CCH . |The system shall provide for:

CCHIl  |Web-based data enmry for CCHID screenings M Yes Standard  [OZ Systems CCHID muxule allows fur weh-bused entry of screening results this can
he manual or vio strcaming from the ¢rimeter vin iekepathy CCHD

CCHLY  |Download of Electronie Health Record (EHR} data 8] Yex Standard  [OX NANI provides msomated and verifisble demographic informution directly from
the EHR n real-tine

CCHL)  [Capiuting results from sereening specinl devices M Yoy Suandard  |OZ Telepathy CCHI meets this requirsmen fully capturing data dircetly from
Oximeters

CCHIL.4  [Timely Data - Within 24 houns of screcning M Yes Srandard

[

O Sysiems dasa ore real-time with NAN] updates happen & soon #s the EHR is

|manualty.

and ing resulty an: s soon as they are srcamed o added

Larly Hearing Detection & Infervention’ - (LHIM) - High Level

‘T'hve system shall provide for:

CCI The system shall provide for
CCD1.1  |Das Ekements examples - See Aachment A2 M Yes Siandard  JOY Symems meens this requirement fully. We have CCHD instalkations in multipke
Jjurisdictions mecting the datu o \ requit » in Anach Al
CCI1.2  JReporting
CCD1L21 |~ Repotts examples See Adtachment A7 M Yes Saandard  JOZ Sysiems meces this requirement Tully. We have CCHD installations in multiphe
Jjurisdictions meeting the reporting requirements in Alachment A7, Qur current
(CCHD report mirrors the clements snd formatting in the examgple,
CCD1.2.2 | - Ability s "Save As™ for reports {¢.g., e, dock, Ixl. M Yo Standurd  JOZ Systems mevts this reguirement fully. Reports and exports may be saved in
cte.) muliipk: file format including but not limited 1o Excel, i for cavy sharing, display.
and integration with other statistical software,
CCDLY  JAbility 10 cier ficki-based notes M Yes Sundand  [Casc potcs are standdand in every child health recond in eSP
CCDILYL | -~ Ability 1o documeni on habies requiring further cane M Yeu Standard  JOZ SP is 2 contineum of can: solution racking all stlages of the process with ruke
and intervention based care paths and statuses alening providen when an infunt receives cate andfor
nceds further cane
[CCDLEZ [ - Ability to document can: coordination as necded M Yes Sundard  |Care Coordination is 3 module in ¢SP. Uvers can track phone calls and cane
coundination efforts, locate infants in necd of cane coordination and run repars
sammarizing cane coondinution cffors,
CCI31.3Y |« Free Teu M Yo Stambard  |OZ Systerns meets this requirement fully, W sccomemedate free et fields
[CC1.34 | -- Buiker Plute/Formy [ Yeu Standard

OZ Sywietns tneets this requirermnent fully,

Web-based data entry of EHD scroenings

M

O, Systeras macets this requinement fully. EHDI screenings can be sdded in the ¢SP
web-based infegrated child health record cither manually through o web-form, manual |
flat fike impon forma lrom serecsing devices, oF via automalod impur with

Telepathy EHDILL

Page 4
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EHHI1.2  |Capeuring results Irom screening special devices M Yeu Stnduard  |OZ Systemrs meets this requirement, We caplure reaults from sereening devices in
aultiphe jurisdictions, This can be done via manual flat filke impost from soreening
devices or automated import via the clientside Telepathy EHDI 100k, We offer buth
options in this proposal B

’ EHHI.J  [Capability w flag high-risk infant screening and M Yeu Swundard  |OZ Systems meets this requirement fully, We offer a continuum of care EHDI

EHD

diagnusi

WD - Betail Regui

ing Detection & Interve

solwtion meeting all Joint Comnitiee on Infant Hearing requirements. We capture all
chements in the CIXC survey. We caprure risk indicators as defined by JCIH end ruke
hased care paths trigger monitoring screening of refemal fo audiclogy based on sk
Eaciers and ourcomes. For example, if an infanr is marked with family history of
hearing loss and passes a birth sereen, OZ exP will trigger a sk munitoring screening
care path for later fidlowsup, I a binh screening is marked not indicated for medical
reasos, the user is akenied (o refer w andivlogy and schedule and 2ppointment.

The system shall provide forz .
EHDLL  |Data Elemsenrs examples - See Astachment AJ M Yex Statckand  [OZ Systems meets this nequirement fully amd these data clements ere in use in
i multiple jurisdictions. We offer all elermenty recommendsd by CDC for EHDLIS.
LEHD.2  |Data Migration foom the Auris system - approximately 3 M Yes Swndant  [OZ Systiems is prepared o migrate legacy datd. We have offered this service o elients
yeurs in the past, Most reeently w Delawire in 2018, We have kegacy data migration
manncd in var proposed project plan,
EH1}LY  [Ability to enter fekl-bused notes 3] Yeu Standard  [Case mkes are siandard in every chikd health recond in <SP
EHDLIL |~ Ability 1o docutnent on babies requiring funber care M Yes Standan!  [OZ Systems offers a continuum of care slution for documenting care from
and intervention screening, (o dingruntic, th intervention, Visits and referrals 1o Bl aad speciadists may
bhe documented and amplification and IFSP dates may be captured. 12ach addition of
data prompts next steps in care based on best practices.
LEHD1.3.2 | — Ability tv document can coondination ay needed M Yes Standard  |Care Coordinativn is a modube in ¢SP. Users can aruck phone calbs and care
[eowrdinarion efforts, locate infants in need of care coordination amd fun mpors
rizing care coordi effons.
EHD1.33 | - Free Teat M Yes Stamdand  [OZ Systems mects (his requirement fully, We accommaodate free text fichly
|IiHI)I.3.4 — Hoiber Plate/Forms P Yes Stundapd  |OX Systems meets this requirement flly
D14 [Reporting
LEHD1.4.1 { - Reports examples See Arachment A& 1-8 M Yes Standand [0 Sysiems offers ad hoc and custom reports meeting all exuenphes in Areschinent
AR, Our CDC repont is offersd with an annual update w0 meet any updates from CDC.
EHDI1.4.2 | ~ Ability w create Leners (with Templates) See M AL Standand  [Leners with wemplates by care path are a dandand part of ¢SP. OZ Syviema fully
A nachment ARY-10 meets this requirement and it is in use in muttiple jurisdicrions. The OZ eSP™ System
identifies what kener iemplates en¢ xpplicuble (o a client based on work Bow and
clican information. Letiers can also manualty be applied 1o clicnt. Symem reconds
metaxdaia about what leviens have been created and sent for a cliem including dase,
time, user and ecddifications, Now keter teraplates can be crcated and old iemplates
cun he acchived by suthorized users.
EHD1,4,3 |~ Ability s "Save As™ fof reports (2,5, pdf, doca, aat M Yes Standard  JOZ Syvtems meets this sequirement fully. Reports and exports may be saved in

cie.)

Newbory Mcevening (NAS) « High Level

NHH

[The xystern shall provide for:

andd integration with other matistical software.

multipke file formas including but neo limited o Excel, 1t for easy sharing, display,

INBHIT

Nrewborn Screeming (NBS) < Detail Requirements

Linking of the Newbom vital record with newbom
wreeping lab results

M

(OZ Systens meets this requiremnent fully we offer vital rocond linking in multiple
Jjurisdictions. With integrated demographic information available in real-time from
tecond tw inittate the ing process

LEHRs, the state will huve § i

eic.}

Vitaty Reeardr- Detail Requiremenn’

NEBD [The syxtem shall provide for:
NBDI.)  |Data Elemcnts cxamples - See Adlachment A4 M- Yes Standard  [OZ Systems mevts this requirernent fully, All dara clemenns in Anischment 4 are
: available.
NHEDIL.2  [Data Migmtion from the MCH Data Linkage system « P Yeu Swndand  fWe can acc Lute degacy dua enig! undd huve included this oy o milestone in
ALL data the project plan. We have provided begacy dista imports for mulliphe jurisdictions.,

NBD1.3  [Repuning .

WBD1.3.1 |« Reports caamples Ser Attachment A9 M Yes Sundand  JOZ Systems offers reparts that faces repontiag examples in Attachment 9. We have
'provided a list of some of or frequently used ceports in the ad e reporting section of
lour narmative summary.

NBDI.3.2 | - Ability w “Save As” for reponts (e.g.. .puf, .docx, .ix1, M Yes Standapd  [OZ Systerm meets this roguirement fully. Reports and cxports may be ssved in

lipk: file formaty including but not limited o Excel, .ou {or casy sharing, display,
and integration with other statistical software,

madules e editable

VRLDI Vital Record Number 1D - Shall be assigned by the M Yes Standand  {OZ Systems can captune the number assigned by the system
NHVRIN system
VRDI.| +=+ Canmt be edited M Yeu Standard | We can configure this field so it can not be edited
VRDI.Z  |Vieal Sitistics Data (rmnsferred from e NHVRIN M Yes Standand | We can configure these fickls s it can o be edited
ytemdis NOT editable
VRDLY  |AI Vital Satistics Daia populated in the program area M Yes Stasdard | Demographic daia added #n cS1” can be cdited basod on business rubes within the

integrated child health data, Because we are offcring an insegrated wlution, the

graphic duta and updates will be available 10 al) programs (EHDI, NBS, CCHD,
Bcey
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State Requirements Vendor
Heg # Reguirement Description Criticality Belivery [Comments
Method
APPLICATION SECURETY TESTING ™7 . . e
All components of the Software shall be reviewed and M Yes Standand |We undermiand and comply OZ Systems security 1esting mects this
TL1 ftesied 1o ensure they protect the State’s web site and requiremnent fully. We have described our testing and security procedures in
its related Daa assets, detzil in response Lo the narmative,
The Vendor shall be responsible for providing M Yes Stanclard [We undersiand and comply OZ Systemns Security testing meels this
documentation of security lesting, as appropriate, ! requitesment fully. We have described our testing and security procedures in
T1a Tests shall focus on the technical, administrative and detail in response 10 the narrative,
* jphysical security controls that have boen designed intof
the Sysicm architecture in order o provide the
necessary confidentiality, integrity and availabifity.
Provide evidence thar suppons the fact 1hat M Yes Standard [We understand snd comply OZ Sysiems security testing meets this
Idemifemion snd Authcmication Lesting has been requirement fully, We have described our testing and security procedures in
recently accomplished: suppons obiaining delail in response (o the namrative.,
T13 Hinformation sbout those pastics atiempling 1o log onto
a system of application for security purposes and the
fvatidation of users
Test for Access Control; suppons the management of M Yes Standard |We understand and comply OZ Systems security testing mects this
Th4 |permissions for logging onto a computer or network requirement fully. We have described our 1esting and security procedures in
Jdetail in response o the nasmative.
Test for encryption: supports the encoding of dma for M “Yes Standard |We understand and comply OZ Systems security testing meets this
TL13 |security purposes, and for the ability to access the requirement fully. We have described our 1esting and securily procedurcs in
data in a decrypied format from required tools. detail in response 1o the narrative.
Tesl the Intrusion Detection; suppons the detection of M Yes Standand |We understand and comply O Sysiems security testing meets this
T1.6 |illegal entrance into 2 computer sysiem requirement fully. We have described our testing and securily procedurcs in
detail in response 1o the nammive, |
Test the Verification fealure: supports the M Yes Siandard |We understand and comply OZ Sysiems securily lesiing mecets this
Ti.7 |confirmation of authority 10 enter a computer system, requirement fully. We have described our testing and security procedures in
application or neiwork detail in response o the narmtive,
Test the User Management feature: suppons the M Yes Standard |We undersiand and comply OZ Systents securily 1esting mects this
T8 [administration of comy application and network requirement fully. We have described our testing and security procedures in
accounts within an organizaion, detail in response to the narmative.
Test Role/Privilege Management: suppons the M Yes Standard }We undersiand and comply OZ Systems security testing mects this
THY |granting of abilitics 10 users or groups of users of a ’ requirement fully. We have described our testing and security procedures in
compuler, application or network detail in respense to 1he namative.
Test Audit Trail Captyre ardd Analysis: suppons the M Yes Standard |W'e undersiand and comply OF Systems securiny 1esting mecls this
T1.10 Jidentification and monitoring of activilies within zn requirement fully. We have deseribed our testing and security procedures in
|application or sysiem deiail in response Lo the narmative,
Test Inpn Validation; enswres the upplication is M Yes Standard |W'e undersiand and comply OZ Systems security testing mects this
proteciesd from bufTer overflow. cross-site seripting, requirement fully, We have described our testing and security procedures in
T1.1] |SQL injection, and unauthorized access of files and/or deizil in responsc 1o the nammative,
directories on the server,
For web applications, ensure the application has been M Yes Standard [We understand and comply OZ Systems security testing meeas this
tested and hardened (o preven eritical application requirement fully, We have described our testing and sceurity procedures in
security Naws, ( At a minimum, the application shall detail in response to the namrative, N
be: Lested against all flaws outlined in the Open Web
T.IL12 Application Security Project (OWASP) Top Ten
(hipiwww.owasp.org/index. php/ OWASP_Top_Ten
_Project))
Provide the Sime with validation of Ind pany security M Yes Standand |We undersiand and comply OF Systems sccurity testing mcets this
reviews -performed on the application and syslem requircment fully, We can provide this documentalion at the state's rRGues],
cnvironment.  The review may include a combination We have performed third parly reviews in the past and can pravide the staic
T1.13 |of vulnerability scanning. penciration testing. sialic with this validation 10 confirm it mects standands
analysis of the source code, and expert code review
(please specily proposed methodology in the
comnmenis field),
P'rior 1o the Sysiem being moved into production, the M Yes Sizndard |We understand and will comply
TLI4 Vendor shall provide results of all security testing 1o
" |the Department of Information Technology for review
angd acceptance.
Vendor shall provide documented procedure for M Yes Standard [OZ Sysiems mects this requirement fully. Our UAT testing and migralion
THiS migrating application modifications from the User procedures are described in delail in our response (o the parrative,
Acceprance Test Environment 1o the Production
STANDARD TESTING
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The Vendor must test the softwarne and the sysiem M Yes Sundard |OZ Systems meets this requirement fully, Our industry standand test
using on indusiry standard and Staie approved testing mxthodology aligns with the methadology described in G-2 and G-1.2. We
T2.1 |methodology as more fully deseribed in Appendix G- have included sample test plans in the appendix to owr response and
1, Testing Requiremenis; Section G-1,2 Testing, described our soltware testing in detail in our response to the narmutive.
The Vendor must perform application stress testing M Yes Sundard |QZ Systems meels this requirement fully. Our indusiry standand e
T and wining as more (ully deseribed in Appendin G-2. methodology aligns with the methodology described in G-2 and G-1.2. We
"™ |Testing Requirements; Section G-1.2 Testing; have included sample test plans in the appemdix to owr response and
Performance Tuning and Siress Testing, described our software testing in detail in our response to the narrative.
The Vendor must provide documenied procedure for M Yes Suzndard |OZ Systems meets this requirement fully. We have documented procedures
T3 how to sync Production with a specific testing for sync of production with testing environments, We restore the database 1o
environment, the 1esting environment and scoub the data for testing purposes
The vendor must define and 1est disaster recovery M Yes Standard |OZ Systems meets this requirement fully. We have a well-defieed disaster
T4 |procedures, recovery plan. This plan is attached in our response to the namative Appendix
D. .
\
!
2
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HONTING-CLOUD RY

IREMENTS

Stale Requirements

Req #

Requircmenl De\crlpllnn

OPERATIONS 7777

Comments

af NH RSA 359-C:20. Any person engaged in trade or commerce that is
subject 10 RSA 358-A:3, | shatl also nenify the regulator which has primary
regulatory authority aver such lrade or commerce, All pther persona shall

R RECOVURY

HIL1  |Vendor shall pmvidc an ANSIJ’I‘IA-‘)#Z Tier 3 I)m Center or equivalent, M Yex Swindard |OZ Systems dala eenter meets this requirement Tully. We can provide
A tier 3 data center requires 1} Multiple independent disteibution paths documentation of our data center certification upon requesl. our
serving the IT equipment. 2) All IT equipmient must be dual-powered and systems &re housed in multiple, certified Tier 1L+ datscenters in
fully compatibie with the wpology of a site's archilecture and lseparate pengrophic regions of the Uniled States to provide recovery
JK-oncurrenily matntainable sive infrastructure with expected availability and business continuance operntions. All hardware mzintains 2 >99%
of 99.982% luptime and carries at lezst N+1 redundancy, end-1o-end,

HI1.2  |Vendor shall maintain a secure hosting environment providing all M Yes Sunderd [OZ Systems meets this requirement fulty,
necessary hardware, software, and Internet bandwidih to manage the
application and support users with permission based logins.

HI1.3  |The Exata Center must be physically secured — resiricted access 1o the site w| M Yes Standard |OZ Systems datn cemter meels this requirement fully. We can provide
personnel with controls such as biometric, budge, and others security documentztion of our dats genter centification upon pequest,
salutions, Policies for granting access must be in place and (ollowed.

Access shall only be gmnl.ed 10 those with u need 10 perform Lasks in the
ata Center.

Hl4  |Vendor shal! install and updale ull server paiches, updates, and other bt Yex Standerd Oz Sysiems will eomply with this requirement, We will ensure server
utilities within 6U days of relesse from the f: 1. putches. and critical updates comply.

H1.S _|Vendor shall monitor System. securily, and application logs. M Yes Standard |We understand and will comply.

H1.6  |Vendor shall manase the sharing of data resources. M Yes Standard |We undenstand and will comply,

HI.7  |Vendor shall manage daily backups, of(-sile data storage, and restore M Yes Standard [OZ Systems meels this req fully. Additional dewails on our
operations. hackup and reslore operations are in our response to the Nagrative

Appendia D and in requirement H2.5 below.

HI.8  ]The Vendor shail monitor physical hardware. - M Yes Standard {We understand and will comply.,

HIL9  |Remote access shall be cusiomized 1o the State’s business application. In M Yes Standard |OZ Systems mieets this requirement fully,
instances where the State requires sccess (o the application or server
resources not in the DMZ, the Vendor shalt provide remate deskiop
connection 10 Lthe server lhmu;h secure protocols such as a Virtual Private
Netwaork (VPN).

HI.10 |The Vendor shall repart any hreach in security in conformance with Siate M Yes Standard | We undessiand and will comply.

site 10 another secure location 1o avoid complete data loss with the loss of a
facility.

Vendor shall have documented disaster recovery plans that address the M Yes Standard “JOZ Sysiens meets this requirement fully. We have provided
recovery of lost State data as well as Lheir own. Systems shall be [documentation of our disaster recovery plan in the Disaster Recovery
architected 10 meet the defined recovery needs. portion of our rexponse 10 the Narrative Appendix D,

H2.2  |The disaster recovery plan shall identily appropriate methods for procuring M Yes Stundard JOZ Systenr meets this requireresn (lly. We have provided
additional hardware in the event of 4 component failure, In mos insiances, ocumentation of out disaster recovery plan in the Disaster Recavery
systems shall offer 2 level of redundaney so the 1oss of a drive or power poction of our response 1o the Narrutive Appendia [,
supply will aiot be sufficient o eeminate services however, these failed
componenis will have 1o he replaced.

H2.)  [Vendor shall adhere to a defined and docuniented back- up schedule and M Yes Standard |0 Systems meets this requirement fully. Additional details are
procedure. included in our response to the narrative and in section H2.3 below

H2.4  ]Back-up copies of data are made for the purpose of facilitating a restore of’ M Yes Standard |[OZ Systems hackup snd disaster recovery plans meet this requiremens
\he data in the cvent of data loss or System failure. (ully and such documentation is provided in our response 10 the

Narralive Appendix 12
H2.5  |Scheduled backups of all servers must be completed regulardy. The M Yes Standzrd |W'e do daily backup of the entire daishase and & transactions] backup
wcecplable [ y is differemial backup daily. and complete every 20 min. Short version 3 copies in two locations. For every
backup weekly. “Primary™ database we maintain a “Mimmor”™ copy that is a real time
identical copy, The Mirror is on a diffeserm server than the Primary.
In the event of failare of e Primary the Mirror will 1ake over as the
dala base within a few seconds. So while there will be un outage of 8
few seconds there should not be any data loss. For every Primary
dalabase we abvo in another copy (the “Replicu™) on another
server in gnother physical facility. This copy can have o delay in duma
content up to 5 minules. In the event that the Primary and the Mirror
[both fail we can promote this running eopy of the daabase 10 usage
within an hour, So the muximum period of data ks will be 5 minutes
. 2nd the system recovery will be less than one bour. For every Primary
database we also perform automaied full backups on & daily basis and
keep a copy of it for J dayx. 1n addition, we also perform automated
intra-day transaction backups every 20 minutes. In the event that the
Primary, Mirror, and Replica all fail then we can resiore the systen
with a1 mast a 20-minute perind of data loss, Backup copies ane
routinely tested 10 demonsirate they can be restared, The tine 1o
recover in the event of this triple (ailure is less than 12 howrs,
Addilional details on our disasier recover, backup and securily are
outlined in our response 10 the namative Appendis .
H26  |Tapes or other back-up media tapes mwust be securcly transferred {rom the M NIA NA  |'This requirement is not applicable 10 our proposed solulion as we do

not foreser 1apes as parl of the data, Should we have misanderstnod
what constitutes “tapes” we con amend our response (o clarily our
ability to meet this requirement.
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H2? |Dala recovery = En Lhe event that recovery back 1o the last backup is not M " Yes Standard |OZ Sysienws disaster cecovery plans meel this requirement fully, Full
sufficient 10 recover State Data. the Vendor shall ermploy the use of details of owr disaster recovery plan are provided in cur namative
database logs in addition 10 backup medin in the resiomation of the response
database(s) 10 afford a much closer 1o real-time recovery. To do this, logs

must be moved off the volume conlaining the database with a frequency 1
muaich the business needs,
HONTING SECURT . _ _ ) R
The Vendor shal! employ security measures ensure Lhat the State's software solutions S a lop
application and daia is prvecied, . priority, QZ Sysiems products suppon the encryption and nusking of
personally identifiable health-relaied information and 100ls for the
managerment and documentalion of disclosure 10 enable compliance
with datn sccurity and privacy regulations and rulings under HIPAA.
as well as corporate palicies and guidelines with regard 1o security and
conlidentiality of electronic records. Based on our review of the
security requirements oullined in this RFP and specifically in
Appendin G- 1, we believe OZ Syslems meels the requirements fully.
We huve provided delsils on our hosting securily including dingrams
in our response to Topic 5 « Security in the namative sumniry.

H3.2  [If Sune daia is hosted on multiple servers, duta exchanges between and M Yes Swuinderd  JOZ systems meets this requirement fully. We have provided dewils on

among servers must be encrypted. our hosting xecurity including diagrams in our response 1o Topic § -
. Security in the narrative summary.

H3.3  |All servers and devices must have cummently-supponed ond hardened M Yes Standard |OZ, sysiems meets this requirement {ully. We have provided details on
operating systems, the latest anti-viral, anti-hacker. anti-spam. anti- our hasting security including diagrams in our response Lo Topic § -
spyware. and anti-malware ulilities. The envirenment. as a whole, shall Security in the narrative summuary.
have aggressive intrusion-detection and firewall protection.

H3.4 Al components of the infrastructure shall be reviewed and lested to ensure M Yes Swundard |OZ systems mweets this requirement fully. We have provided details an
they prolect the Stale’s hardware, soflware, and its related data assels. Tests our hosting security including diagranis in our response 1o Topic 5 -
shall focus on Lhe technical, administrative and physical security contrals | Security in the narrutive summary. We perform lesting that aligns with
that have been designed into the System architeclure in order to provide this requirement.
confidentialily, inlegrily and availabilily.

H3135  [The Vendor shall ensure its complete cooperation with the Siate’s Chiel’ M Yes Suindard  |OZ systerns understand and we will comply.

{tnformation Officer in the detection of any securily vulnerability of the

hosting infrastructuge,

H3.6 {The Vendor shall autharize the State to perform scheduled and random M Yes Standard (OZ systems understand and we will comply.

security audits, including vulnerability assessments, of the Yendor' hosting

infrasiructure and/or the applicatinn upon request.

H3.7  |All servers and devices must have event logging enabled. Logs must be ™ Yes Swndard |OZ Sysiems even logging meets this requirement fully,

protected with access limited 10 only suthorized adntinistrators. Logs :

shall include System, Application, Web and Dalabose logs.

H3.8  |Opemting Systems (OS) and Databases (1DB) shall be built end hardend in M Yex Siandard |OZ Sysiems meets this requirement fully,

aceordance with puidelines set forth by CIS, NIST or NSA

H3.8 [The Vendor shall notify the Stote’s Project Manager of any security R | Yes Swndard [We understand and will comply,
* |breaches within two (2) hours of the time that the Vendor learns of their

occurrence.

H3.10 [The Vendor shatl be solely liable for costs associated with any breach of bl Yes Sundard |We understand and will comply,

State data housed a1 their location(s} including bul net limited to

nolification and any damages assessed by Lhe courts. N

SERVICE LEVEL AGREEMENT

H4.1  [The Vendor's Sysiem support and miaintenance shall commence upon Lhe - M Yes Swndard |We understand and will comgply.
EMective Date and extend through the end of the Contract term. and any
exlensions thereof,

H4.2  [The vendor shall maintain the hardware and Sofiware in accordance with M Yes Standard [We understand and will comply.
the specificalions, tlerms, and requirements of the Contract, including
providing, upgrades and fixes as required.

H4.)  [The vendor shall repair or replace the hardware o sofiware, ar any portian M Yes Standard |We understand and will eomply.
thereaf, so that the Systern operates in accondance with the Specifications,
terms, and requirements of the Contract.

H4.4  |All bardwore and sofiware companents of the Vendor hosiing infrasiruciure Yex Suandard {We understand and will comply.
shall be fully supporied by their respective manufaciusers 1 all times, Al
critical paaches for operating systems, databases, web services, ete, shall be
applied within sixty (60) days of release hy their respective manufaciuners,

HA.5  [The State shall have unlimited access, via phone or Email, 1o the Vendor M Yes Standard | We understand and will comply.
technical support staff between the hours of 8:3¢am 10 5:00pm- Monday
through Friday EST;
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e

H4.6

The Vendor shall conform 10 the specific deficiency class s described:

o Class A Deficiency - Sofiware - Critical, does not allow System to
lepecate, no work ground, denuands immediate action: Written
Documentiation - missing significant portions of information o
unintelligible 10 Suze: Non Software - Services were inadequate and
require re-performance of the Service,

o Class B Deficiency - Software - important. does not stop operation
and/or there is a work around and user can perform Lasks: Written
Documentation - portions of informalion are missing but not enough o
make the document unintelligible; Non Sofiware - Services were deficient.
Jrequire reworking., but do not require re-performance of the Service.

0 Class C Deficiency - Software « minimal, cosmetic in nature, niinimal
eflect on System, low priorily and/or user can use System; Wrillen
Documemation - minimal changes required and of minor editing nature:
Non Software - Services require only minor reworking and do not require
re-performance of the Service.

M

Yes

Swandard

fully.

We understand and will comply. The OZ internal clags deficiency
sysiem described in our parrative summary meets this requirement

H4.7

As part of the mai g ni. orgoing support issues shall be
responded 10 according 1o the fellowing:

a. Class A Deficiencics - The Vendor shall have available 10 the State on-
call lelephone assistance, wilh issue tracking available to the State, eight
(8) hours per day and five (5) days a week wilh an email £ 1ekephone
response within two (29 hours of request; or the Vendor shall provide
support on-site or with remete diagrostic Services, within Tour {4) business
hours of 3 requesy;

b, Class B & C Deficiencies —The St shall notify the Vendor of such
Deficiencies during regular business hours and the Vendor shall respond
hack witkin four (4) hours of notification of planned corrective action;
‘The Vendor shall repair or replace Software, and pravide maintenance of
the Saftware in accordance with the Specifications, Terms and '
Regquirements of the Contract;

w

Yes

Sandard

Tully.

We understand and will comply. The OZ internal class deficiency
sysiem described in our narrative summary meets this requirement

H4.8

[The hosting server for the Siate shall be avaitable twenty-four {24) hours a

M

Standard

We understand and will camply.

day, 7 days a week except for during scheduled

H49

A regularly seheduled mainenance window shall be identified (such as
weekly. monthily, or quactenly) at which time all relevant server patches and
application upgrades shall be applied.

M

Standard

We undersiand and wiil comply.

H4.10

[l The Vendor is unable to meet the uplime requircnient. The Vendor shall
credil State’s account in an amount based upon the following formula:
(Total Contract ltem Price/365) x Number of Days Contract ltem Not
Provided. The Stale must request this credit in writing.

Seandard

We undersiznd and will comply.

H4.10

‘The Vendor shall wse a change management policy for nolification and
iracking of change sequests as well as critical outages.

Standard

'We understand and will comply. We have change ninagement and
tracking policies outlined in response 1o the namotive

H4.12

A crilical outage will be designated when a business funclion ganaot be
met by a nonperforming npplication and there is no work zround (o the
problem,

Siandard

We understand and will comply. This requirement ligns with our well-
extablished defect manitoring policy owlined in the namative sumniary.

H4.13

The Vendor shall maineain 2 recond of the activities related 10 repair or

{mainienance activities performed for the State and shall repon quanerly on

the fallowing: Server up-time: All change requests implemented, including
operuling system palches; All eritical outages reported including actual
issue and resolution; Number of deficiencies neported by class with initial
response time as well us lime 1o close,

M

Standard

We understand and will comply.

H4. 14

The Vendor will give two-business diays prioy notification to the Sune
Project Manager of all changes/updates and provide the State with sraining
due 10 the upgrades and changes.

M

Siandard

We understand and will comply.

H4.15

The Vendor will give two-business days prior notilication 1o the Store
Project Manager of all changesfupdates and provide the State with araining

due lo e upprades and changes.

M

Yes

Standard

We understand and will comply.
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PPOR R A A REQ)
. State Requirements Vendor
Reqw Requirement Description Comments
SUPPORT & MAINTENANCE REQUIREMENTS — ] . B -
The Vendor's System support and maintenance shall commence vpon the M Yes Standard |{We understand and will fully comply with this
51.1 |Effective Date and extend through the end of the Contract term, and any requirement.
extensions thereof.
Maintain the hardware and Software in accordance with the Specifications, M Yes Standard |We understand and will fully comply with this
$1.2  [terms, and requirements of the Contract, including providing, upgrades and requirement,
fixes as required. .
Repalr Software, or any portion thereof, so that the System operates in M Yes Standard |We understand and witl fully comply with this
513 [3ccordance with the Specifications, terms, and requirements of the Consract : ) requirement. .
The State shall have unlimited access, via phone or Email, te the Vendor M Yes Standard  |We understand and will fully comply with this
technical support staff between the hours of 8:30am te 5:00pm- Monday requirement, 07 Yystems Customer Suppert Team
through Friday £ST; : is available 8:30 am - 5:00pm Monday - Friday. We
offer tier-based customer support to ensure all
514 issues are routed 10 the approproiate source for
quick resolution. Addtionally, we offer electronic
ticketing and issue tracking so all are aware of the
status of a request.’
The Vendor response time for support shall confarm ta the specific M Yes Standard |We understand and futly comply with this
deficlency class s described below or as agreed to by the parties: o requirement. OZ Systems® internal issue
Class A Deficiency - Software - Critical, does not allow Sysiem 10 operate, no classifications described in our response 1o
work around, demands immediate action; Written Documentation - missing Narrative Topic.18 in the Nérrative Appendix D-2.
significant partlons of informaticn or unintelligible 1o State; Non Software -
Services were inadequate and require re-performance of the Service.
[ Chass B Deficiancy - Software - important, does not stop cperation
515 and/or there is 3 work around and user can perform tasks; Written ;
Documentation - portions of information are missing but not enough to
make the document unintelligible; Non Software - Services were deficiem,
require reworking, but do not require re-performance of the Service. o
Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System; Written Documentation -
minimal changes required and of minor editing nature; Non Software -
Services require only minor reworking and do not require re-performance of
The Vendor shall make available to the State the latast program updates, M Yes Standard . |[We understand and will fully comply with this
‘|general maintenance releases, selected functionality releases, patches, and requirement. .
516 |pocumentation that are generally oflered to lIts customers, at no additlonal
cost,
For all maintenance Services calls, The Vendor shall ensure the following P Yes Standard |OZ Systems meets this requirement fully. We track
information will be collected and maintained: 1) nature of the Deficiency; 2) all of our incoming calls in Jira Client Services and
cuirent status of the Deficlency; 3} actlon plans, dates, and times; 4) this information collected with each contact to
. sy expected and aciual completion time; 5) Deflciency resolution information, customer support
&) Resolved by, 7) Identlfying number i.e. work order number, 8) Issue '
identified by;
The Vender misst work with the Siate to Identify and troubleshoot 4 Yes Standard |We understand and will fully comply with this
potentially large-scale System failures or Deficiencies by collecting the requirement.
SLE  |following infermation: 1] mean time between reported Deficiencies with the
Software; 2) dlagnosis of the root cause of the problem; and 3} identification
< .
As part of the Software malntenance agresment, ongoing software M Yes Standard |We understand and fully comply with this
malntenance and support issues, shall be responded 10 according to the requirement. OZ Systems’ Internal Issue
foltowing or as asgreed to by the parties: a. Class A Deflciencies - The classifications described in our response to
Vendor shall have available to the State on-call telephone assistance, with Narrative Topic 18 in the Narrative Appendix D-2.
issue 1rac.klng avallafale 10 the State, eight {8) hours per day and five (5) days We provide such response times and issue
a week with an email / telephone response within two (2} hours of request; . . .
or the Vendor shall provide support on-site or with remote diagnostic CIass'ﬂcanon_ fpr all of our cmfem CIIEI.RS for our
519 |cervices, within four {4} business hours of a request;  b.ClassB& C software deliverables. For written deliverables we
Deficiencles ~The State shall notify the Vendor of such Deficiencles during prefer to allow a formal review period for both
regular business hours and the Vendor shall respond back within four {4} parties to agree upon templates prior 1o
hours of notification of planned corrective action; The Vendor shall repair or| completion to avoid major deficiencies. This
replace Software, and provide malintenance of the Software in accordance review period is 3 standard part of gur project
with the Specificatlons, Terms and Requirements of the Contract; or as plans and reflected inthe proposed profect plan
agreed batween the parties enclosed in our response. '
The Vendor shall use a change management policy for natification and M Yes Standard |We understand and will fully comply with this
tracking of change requests as well as critical outages. requirement. OZ Systems has a well-established
$1.10 change management process and notification
procedures. Our policy and approath is discussed
in detail in our Narrative response to Section D
1
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Req# |Requirement Description Criticality Vendor Delivery  {Comments
Response Method
A critical outage wlill be designated when a business function cannot be met M Yes Standard |We understand and will fully comply with this
St by a nonperforming application and there is no work around to the problem. requirement,
The Vendor shall maintain a record of the activities related to repair or M Yes Standard |We understand and will fully camply with this
) maintenance actlvities performed for the State and shall report quarterly on requirement, We furnish a quarterly report with
5112 Jihe following: All change requests implemented; All eritical outages reported this information quarterly for our Texas Client,
including actual issue and resolution; Number of deficiencies reported by
The hosting server for the State shall be available twenty-four (24) hours a M Yes standard [wWe understand and will fully comply with this
5113 day, 7 days a week except for during scheduled maintenance. ’ requirement.
The Vendo/s will guide the State with possible solutions 1o resolve issues to M Yes Standard |wWe understand and will fully comply with this
maintain a fully functioning, hosted System, . requirement. OZ Systems offers tier-based support
that is available to assure any system issues that
si1e ’ emerge are resolved and routed to the most
' . appropriate team member. We have well
documented issue tracking protocols and
" response times that are outlined in detail in our
Narrative responce to Topic 18,
A regularly scheduled maintenance window shall be identified {such as M Yes Standard |we understand and will fulty comply with this
51.15 |weekly, monthly, or quarterly) at which time all relevant server patches and requirement,
application upgrades shall be applisd.
| The Vendor will give two-business days prior notification to the State Project M Yes Standard |We understand and will fully compty with this
$1.16 |Manager of all changes/updates and provide the State with training due to requirement. .
the upgrades and changes.
All hardware and software components of the Vendor hosting infrastructure M Yes Standard |We understand and will fully comply with this
shall be fully supported by their respective manulacturers at alt times. Al requirernent.
L7 critical patches for operating systems, databases, web services, etc, shall be
applled wizhin sixty {60) days of release by their respective manufacturers.
The Vendar shall provide the State with a parsonal secure FTP site 1o be used M Yes Standard |We understand and will fully comply with this
SEI8 o the Staze for uploading and downiloading files if applicable. requirement.
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle 0y, 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 160-690, Title V, Subtitie D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1990 Federal Register (pages
21681-21691), and require cerification by grantees (and by inference, sub-grantees and sub-
contractors), priar to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue ta provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2, Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2, The grantee’s policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties thal may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by Section 1.1.

1.4. Notifying the employee in the stalement required by paragraph (a) that, as a condmon of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2.  Notify the employer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such
conviction;
1.5.  Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant

officer on whose grant activity the convicted employee was working, unless the Federajmcy

Exhibit D — Certification regarding Drug Free Contractor Initials
Workplace Requirements
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant. '

Place of Performance (street address, city, county, state, zip code) {list each location}

Check B if there are workplaces on file that are not identified here.

Contractor Name: TYPe Contractor Name {must match COG)

DocuSigned by:
L1/13/2020 | Tuse Findap
Date fHErRrase TNtz
Title: ceo

oS
Exhibil D ~ Cenlification regarding Drug Free Contractor Initials [ l
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying,‘ and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following-Certification:

us DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX .

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer of employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been.paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into-this
transaction imposed by Section 1352, Title 31, U.8. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name: TyPe Contractor Name (must match COG)

11/13/2020
Date

DS
Exhibit E = Certification Regarding Lobbying Vendor Initials
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Respensibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION ‘
1. By signing and submitting this proposal {(contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the cenrtification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services’' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which retiance was placed
when DHHS determined to enter into this transaction, If it is later determined that the prospective
primary participant knowingly rendered an erreneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default,

4. The prospeclive primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erronecus when submitted or has become erroneous by reascn of changed
circumstances,

5. The terms “covered transaction,” "debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

'6. The prospective primary participant agrees by submitting this proposal {contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from padicipation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or invaluntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and :Ds

Exhibit F = Certification Regarding Debarment, Suspension Contractor Inltials
And Other Responsibility Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except far.transactions authorized under paragraph & of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily exciuded from participation in this transaction, in
addition to other remedies available to the Federal government DHHS may terminate thls transaction
for cause or default. .

PRIMARY COVERED TRANSACTIONS
11. The prospective prlmary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;
11.3. are not presently indicted for othermse criminally or civilly charged by a governmental entity
... (Federal, State or local) with commission of any of the offenses enumerated in paragraph (I){b)
of this certification; and
11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default,

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract),

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective Iower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14, The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include'this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Veluntary Exclusion - Lower Tier Covered Transactions,” without medification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: 02 Systems USA LLC

DocuSigned by:
11/13/2020 Tuse Finidap
Date e FESE-F1n1tzZo.
Title: CEO

-

0s
Exhikit F — Certification Regarding Debarment, Suspension Contractor Initials ‘ [ l

And Other Responsibility Matters
CUDHHSA 10713 ) Page 2 of 2 Date ]MZO



DocuSign Envelope ID: 218060A0-DB09-4ACB-AFBA-FBBD5CB13E65 .
Attachment 1B - State Agency Exhibits

New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

" The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sectlons 1.11 and 1,12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d} which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, calor, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d; which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U,S.C. Section 794), which prchibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 {20 U.5.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination,

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
{U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations}), Executive Order No. 13559, which provide fundamental principles and policy- maklng
criteria for partnerships with faith-hased and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations), and Whistleblower protections 41 U.5.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 {Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material fepreséntation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment.
DS
Exhibit G T*F,’
) Contractor Initials [

Cenification of Complianca with requirements periaining to Fadaral Nondiscrimination, Equal Treatment of Faith-Based Organizations
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Cantractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: 0% Systems USA LLC

DocuSigned by!

Tunse Findme

11/13/2020

Date

Title: cEeo

’ os
Exhibit G | W
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

-

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: ’

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

- Contractor Name: 0z Systems US LLC

11/13/2020 Tunse Findap
Date

ame!
Title: CEoO

“DS
Exhibit H = Certification Regarding Contractor Initials [
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CUDHHS/ 10713 Page 1 of 1 Date L1/13/2020



DocuSign Envelope 1D: 21B0S0A0-DB03-4ACB-AFBA-FBBD5CB13E65 ] o
Attachment 1B - State Agency Exhibits

New Hampshire Department of Health and Human Services

Exhibit |

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Heaith Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

1 Definitions.
a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations. : :

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. ‘Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. “Designated Record Set” shall have the same meaning as the term "designated record set”
in 45 CFR Section 164.501,

e. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
- in 45 CFR Section 164.501.

g. “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIll, Subtitle [, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual’ shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

i "l5rivacy Rule" shall mean thé Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term "prot?cted health
information” in 45 CFR Section 160.103, {imited to the information created or received bgs :

Business Associate from or on behalf of Covered Entity.
312014 Exhibit | Contractor Initials | l

Health Insurance Portability Act
Business Associate Agreement
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“Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a viclation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
I For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i}
reasonable assurances from the third party that such PHI will be held confidentially and-
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a

. request for disclosure on the basis that it is required by law, without first notifying

. Covered Entity so that Covered Entity has an opportunity to object to the disclosure and

to seek appropriate relief. If Covered Entity objects to such disclosure, the Busingsss
| 1F

312014 . . Exhibit | Contractor Initials
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(3)

312014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligationé and-Activities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated. '

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule. '

Business Associate shall require all of its business associates that receive, use or have’
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving-bil

l T¥

Exhibit | Contractor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten (10} business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524,

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526,

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528. :

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to-PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10} business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business [ o
Exhibit | Contractor Initials
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4)

(5)

(6)

3/2014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI,

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. ’

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI| that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

-

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

Miscellaneous

Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. :

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. [ os

Exhibit | Contractor Initials
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e. Segreqgation. If any term or condition of this Exhibit 1 or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) [, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

: . A
Department of Health and Human Services 0Z Systems LLC US

The State " Name of the Contractor
DoguSigned by: DocuSigned by:
(S i Tt Finiep
i ofsduthorized Representative i semfrAuthorized Representative

Lisa M. Morris Terese Finitzo

Name of Authorized Representative Name of Authorized Representative
pirector, Division of Public Health Srvaso

Title of Authorized Representative Title of Authorized Representative
11/13/2020 11/13/2020 |

Date Date

DS
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:

1. Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity :

Principle place of performance
Unique identifier of the entity (DUNS #)

0. Total compensaticn and names of the top five executives-if. .
10.1. More than B0% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

20D NG A WwR

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made, .
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

- The helow named Contractor agrees to provide needed mformahon as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name: 0Z Systems LLC USA

DocuSigned by:

‘11/13/2020 TLVLSL ;:'IM\L,,)O

Date ‘ SHEFFerese Finitzo
Title: CEO

. bs
Exhibit J = Certification Regarding the Federal Funding Contractor Initials L
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New Hampshire Department of Health and Human Services
. Exhibit J

FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate,

1. The DUNS number for your entity is: _062010512

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) BO percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and {2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X NO YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name: Amount: -
Name: . Amount:
Name: Amount:
Name: ‘ Amount:
Name: Amount:

. s
Exhibit J — Certification Regarding the Federal Funding Contractor Initials [ l l
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A [RON MOUNTAIN®

Eftactive Date [Mdted 3/ 2077
Master Deposit &ccount Number | &/y/0 3
*Eflecbve Date and Deposit Account Number o be supplied by
fron Mountain only.

Three-Party Master Depositor Escrow Service Agreement

1. Introducrion

This Fscrow Service Agreement {the "Agreement”) is entered into by and between Optimization Zarn Corporation
{“Depositor™), and by any additional party enrolling as 3 "Beneticlary” upon execution of the Beneficiary Enroliment Form
auached as Exhibit € (o this Agreement and by I/on Mountain Inteltectual Property Management, inc. [“lzon Mauntain®),
Beneficiary, Depositor, and Iron Mountain may be referred to individually as @ "Party” ar collectively as Lthe “Parties”
throughaout this Agreement. .

{a} The use of the term services in this Agreement shall refer to Iron Mountain services that facititate the creation,
management, and enforcerment of software or other technology escrow accounts as described in Exhibit A attached
hereto [“Services“). A Party shall request Services under this Agreement by submitting a work request for certain iron
Mountain Services {“Work Request”) via wrstten instruction or the online portal maintalned at the webslie located a1
www.ironmountaingonnecl.com or other websites owned or controlted by Iran Mountain that are’linked 1o that website
[coltectively the “tron Mountaln Website”),

[b} The Beneficiary and Depositor have, or will have, entered into a license agreement or other agreement {"License
Agreement”} conveying inteltectual pru'pcrty rights 1o the 8eneficiary, and the Parties intend this Agresment 10 be
considered 5 supplementary (o such agreement, pursuant Lo Title 11 United States [Bankruptey) Code, Section 365(n).

2. Deposhtor Respongibilives and Representationy
{a} Depositor shall make an initial deposit that is complete and functional of all proprietary technology and other materials

covered under Lhis Agreement {"Deposit Material™) Lo Iron Mountain within thaty {30} days of the Effective Dote.
Depositor may alto update Deposit Material lriom time 10 time during the Term {as defined below} of this Agreement
pravided a minimum of one {1) complete and functional copy of Deposit Materlal is deposited with Iron Mountain at all
times. At the time of each deposit or update, Depositor wilt pravide an atcurate and complete description of &l Deposit
Material sent to iron Mouniain'using the form artached hereto as Exhibit B.

[b) Ocpositor represents that it lawfully passestes all Deposit Material provided 10 Iron Mountain under this Agreement and
that any current or future Deposit Materdal liens or encumbrances will not prohibit, limit, or alter the eights and
obligations of Iren Mountain under this Agreement. Depositor warrants that wilh respect (o the Deposit Material, Iron
Mountain's proper administration of this Agreement will not violate the rights of any third parties. '

{e) Oepositor represents that all Deposit Material is readable and useable In its then current form; if any partian of such

Deposit Material is encrypted, the necessary decryption taols and keys to read such malerial are deposited

contemporaneoushy.

Depositor agrees, upon request by Iron Mountain, in support of Beneficiary's request for verification Services, to promptly

complete and retwrn the Escrow Deposit Questionnaire attached hereto as Exhibit Q. Depasitor consents 10 ron

Mountain's performance al any level(s) of verificalion Services described in Exhibll A attached hereto and Depasitor

further cansents to ron Mountain’s use of 2 subcontractor te perform verlfication Services. Any such subcontractor shall

be bound by the same confidentiality abligations as leon Mguntaln and shall not be a direct competitor to either

Depositor or Benefitiary. Iron Mountain shall be responsible for the delivery of Services af any such subcontractor as il

. tran Mountain had periormed the Services. Depositor represents that all Deposit Materlal is provided with all rights

necessaiy for iron Mountain 1o verily such proprietary technology and materials upon receipt of a3 Weork Request for such
Services or agrees 1o use commercially reasonable efforts 10 provide iron Mountaln with any necessary use rights or '
permissions (o use materials necessory to perform verification of the Deposit Material. Depositor agrees (o reasonably
cooperate with lron Mountain by providing reasonable access ta its technical personnel for verification Services whenever
reasanably necesary.
3. aeliciary Responsibili n an

{a) Beneliciary acknowledges that, as between lron Mountain and Beneliclary, Iron Moumain®s obligation s to maintain the
Deposit Material 3 delivered by the Depositor and that, other than lron Mountain's inspection of the Deposit Material (as
described in Section 4) and the perfarmance of any of the oplional verification Services listed in Exhibit A, Iron Mountain has
no other obligation regarding the completencss, accuracy, ar functionality of the Deposit Material,

{d

D8

TF
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)

4.

- (a}.

tb)

{c)

{d}
{e}

(L]

th

Beneficiary may submit 8 verilication Work Reguest 10 Iron Mountain for one or more of the Services defined in Exhibit A
attached hereto and consents 1o ron Mountain's use of a subcontractor H needed Lo provide Such Services. Beneficiary
warrants Lhut fron Mountain's use of any malenals supplied by Beneficiary 1o perlorm the verification Services described
in Exhiblt A is lawful and does not violate tha rights of any third parmes.

M i ibHities gnd Regr I\ '

Iron MOurIain agrees (o use commerially reasonable efforis 1o provide the Services requested by Authorized Person|s)
{as identified in the "Authorized Person(s}/Notices Table” below} represanting the Depositor or Beneficiary n a Work ’
Raquest. Iren Mountain may reject a Work Request [in whaole or in part) that does not contain ali required information a1
any time upon notification to the Party ociginating the Work Request,

Iron Mountain will conduct & visual inspecrion upon receipt of any Deposit Material and associated Dahiblt B. If lron
Mountain determines that the Deposit Material does not match the description provided by Deposiior regresented in
Exhibit 8, Iron Mountain will notify Depositor of such discrepancy. ’

Iron Mountain will provide notice 1o the Benaliciary of all Deposit Materlal that is accepted and deposited into the cscrow
account under this Agreement.

Iron Mowuntain will lallow the provisions of Exhibit C artached hereto in administering the release of Deposit Matenal.
Irgn Mountain will work with a Party who submuts any verification Work Request for Deposit Material covered under this
agreement to cither fulhll any standard verification Senites Work Request or develop s custom Statement of Work
{“SOW"). Iron Mouniain and 1he requesting Party will muiually agree in writing 10 an SOW on terms and conditions thay
include but are not limited to: description of Deposit Material to be tested; descniption of verilication testing: requesting
Party respansibiliies; ron Mountain responsibilities; Service Fees; Invoice payment instructions; designation of 1the paying
Party: designation of authorized SOW representatives for both the requesting Party and Iron Mountain with name ang
contact information; and deseription of any final deliversbles priar 10 the start of any fulfiliment activity. After the sien of
Iuléillment acrvity, each SOW may only be amended or modified in writing with the mutual agreement of both Pardes, In

sccordance with the change contral procedures set forth therein, If the verification Services extend beyand those

described in Exhibit A, the Depositor shall be a necessary Party to the SOW governing the Services.

1Iron Mountain will hold and protect Deposit Material in physical or electronic vaults that are eother owned or under the
cantrol of Iran Mountain, valess othérwise agreed 10 by all the Pardes,

Upon receipt of written instructioas by both Depositor and Beneficiary, Iran Mountain will permii the replacement or
removal of previously submitt ed Deposit Material. The Party making such request shalt be responsible for getting the
other Party 10 Bpprove the joint Instructions. Any Deposit Material that is removed from Lhe deposit account will be
either returned Lo Bepositor or destroyed In accordance with Depositer's writlen instructions.

Shauld transport of Deposit Material be necessary In order for Iron Mountain to perform Services requested by Depositor
or Beneficiary under this agreement, lron Mountain will use a commercizlly recognized overnlght tarrier such as Federal
Express or United Parcel Service. Iron Mountain will not be responsible for any loss or destruction of, or damage 10, such
Depasit Maierial while in the custody of the common carrier.

5. . Payment

6. T
(a)

The Party responsible for payment designated in Exhibit A {"Paying Party”) shall pay to Iron Mountain all fees as se1 forth
in the Work Request ("Service Fees”). All Service Fees are due within thirty {30} calendar days from the date of invoice in
U5, currency and are non-refundable. Iron Mountain may update Service Fees with a ninety {90} calendar day written
notice to the Paying Party during the Term of 1his Agreement {as defined below). The Paying Party is liable for any taxes
{ather than Iran Mounisin income taxes) refated specifically to Services purchased under this Agreement or shall present
to Iron Mountain an exemprion certificate acceptadle to the 1axing authorities. Applicable taxes shall be billed as 2
separate item oa Lhe invpice. Any Service Fees not collected by Iron Mountain when due shall bear interest undl paid at a
raié of one percent {1%) per month [12% per annum) or the maximum rate peemitted by law, whichever is less.
Notwithstanding the non-performance of any obligations of Depositor o deliver Deposil Material under the License
Agreement of this Agreement, Iron Mauntain is entisled 1o be poid all Service Fees that accrue during the Term of this
Agreement,

[ inati
The term of this Agreement is for a pericd of one [1) year from the EHecrive Date ["Initlal Term®) and will automatically
renew for additional one (1) year terms ["Renewal Term”] [collectively the “Term”). This Agreement shall continue in full
force and effect until one of the following events occur: {if Depositar and Beneficiary provide Iron Mountain with sixty
{60} days” prior written joing notice of their intent to terménate this Agreemeny; (i) Baneficiary provides Iron Mountain
and Depositor with sixty (60} days’ prlor written nortice ol 1s Intent to terminate this Agreament; (i) the Agreement
terminates under another provision of this Agrecment; or [iv) any time afer the Initial Term, {ron Mountain provides sisty
{60) days™ prior written notice to the Deposltor and Beneficiary of iron Mountain's intent to 1énminate this Agreament.
Effective Date and Deposit Account Number to be supplied by Iron Mountain only. The Eflective Date ;upplmd by lron
Mountain and specified above shall be the date ron Mountain seis up the escrow account.

M3P_D.US/IPM/10.01 11 ©2011 iron Mounlain Incorporated A IRON MOUNTEAIN® Page 2ol 15
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[B) Unless the 2xpress terms of this Agreement provide otherwise, upon termination of 1his Agreement, lzon Mountain shalk
return the Deposit Materialio the Deposior. Unless otherwise directed by Deposltor, ron Mouniain wall use a
commercially recognized overnight commaon cairier such as federal Express or United Parcel Service 1o retuen the Deposil
Material to Lhe Depositor, [ron Mountain will not be responsible for any igss or destruction of, or damage Lo, such
Deposit Materlal while in the custody of the commaon carrier, i reasonable attempts to rewurn the Deposnt Matenal o
Deposior are unsuccessful, iron Mountain shall destroy the Deposit Material,

{ch Inthe event of the nonpaymenl of undispuled Service Fees owed Lo lron Mountiin, Iron Mountain sholl pravide ak
Parties to this Agreement with writien notice of Iron Mountaln’s inient to terminate this Agreement. Any Panty to this
Agreement shall have the right to make the payment 10 Iron Mountain to cure the. default, If the past due payment is not
recelved in full by lran Mountain within thirty (30) cefendar days of the date of such writt &n notice, then Iron Mountain
shall have the nghs 10 terminate this Agreement at any time therealter by sending written notice to alt Parnies, leon
Mountain shail have no obligabon to perlorm the Services under this Agreement |eéxcept 1those obligations that survive
termination of this Agrecment, which includes the conhdentiatity obligations in Sectian 3) so long as any undisputed
Service Fees due lron Mountain under this Agreement remain ungald,

7. Infringement mnjfs n
Anything in this Agreement to the contrary notwithstandeng, Depositor at its awn expense shal defend and hold iron
Mountain fully harmless against any claim or action asseried against iron Mountain (specifically including costs and
reasonable allorneys’ fecs associated with any such claim or action) to the exvent such chalm or action is based on an
assertion that Iron Mountain™s proper administzation of this Ag:eement infringes any patent, copyright, license or other
proprietary right of any third party. ‘When Iran Mountain has notice of a claim or action, it shall promptiy notity Depesilar
in wrlting. At its optioa, Depositor may elect Lo ¢antrol the defense of such claim or action and may elect to enterinto a
settlement agreement, provided Lhat no such serillement or defense shall include any admission or implication of
wrongdoing on the part of kon Mountain without Iron Mouniain's prier written consent, which consent shall not be
unreasonably delayed or withhetd. Iron Mountain shall have the right 1o employ separate counsel and participate in the
defense of any claim at its own expense,

8. Warranties

{3} 1RON MOUNTAIN WARRANTS ANY AND ALL SERVICES PROVIDED HEREUNDER SHALL BE PERFORMED IN A WORKMANLIXE .
MANNER CONSISTENT WITH THE MEASURES IRON MOUNTAIN TAXES TQ PROTECT ITS OWHN INFORMATION OF A SIMILAR
NATURE, BUT IN NO CASE LESS THAN A REASONABLE LEVEL OF CARE. EXCEPT AS SPECIFIED IN THIS SECTION, ALL
CONDITIONS, REPRESENTATIONS, AND WARRANTIES INCLUDING, WITHOUT LIMITATION, ANY IMPLED WARRANTIES OR
COMDITIONS OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, SATISFACTORY QUALITY, OR ARISING FROM A
COURSE OF DEAUNG, USAGE, OR TRADE PRACTICE, ARE HEREBY EXCLUDED TO THE EXTENT ALLOWED BY APPLICABLL
LAW. AN AGGRIEVED PARTY MUST NOTIFY IRQON MCOUNTAIN PROMPTLY UPON LEARNING OF ANY CLAIMED BREACH OF
ANY WARRANTY AND, TO THE EXTENT ALLOWED BY APPLICABLE LAW, SUCH PARTY'S REMEDY FOR BREACH OF THIS '
WARRANTY SHALL BE SUBJECT TO THE LIMITATION OF LIABILITY AND CONSEQUENTIAL DAMAGES WAIVER IN THIS
AGREEMENT, THIS DISCLAIMER AND EXCLUSION SHALL APPLY EVEN IF THE lXPRESS WARRANTY AND LIMITED REMEDY
SET FORTH ABOVE FAILS OF ITS ESSENTIAL PURPOSE.

b} Depositor warrants that all Depositor information provided hereunder is accurate and reliable and undertakes to
promptly correct and update such Depasitor information during the Term of this Agreement,

[c} Denefidary warrants that all Beneliciary information provided hereunder is accurate and reliable and undertakes to

’ pmmptlv correct and update such Benekiciary informaticn during the Term of this Agreement.

9. n nf n
iron Mountain shall have the ohlngarlon to implement and maintaln safeguards designed Lo pratect the confidentality of
the Deposit Material. Except as provided in this Agreerent Iron Mountain shall not use or disclose the Deposit Material,
Iron Mouwntain shalt not disclose the terms of this Agreement 1o any third party o1her than its financal, technical, or legal
advisors, Of its administrative suppart service providers. Any such third party shall be bound by the same confidentiality
obligations as lran Mountain, If ron Mountaln receives 3 subpoena or any other order from a court or other judicial
tribunat pertaining o the disclosure or release of the Beposit Material, iron Mountain witl promptly notify the Partes 10
this Agreement unless prohibited by law. After notifying the Parties, Iron Mountain may comply in gooed faith with such
order. I shall be the responsibility of Depositar or Beneticiazy 10 chalienge any such order; provided, however, that Iron
Mountain does not waive its rights to present its position with respect to any such order. Iron Mountain will cooperate
with the Depositor or Benehiciary, as applicable, (o support efforts to quash or limit any subpoena, at such Party's
expense. Any Party requesting additional assistance shalf pay Iron Mounlam s standard charges or as quated vpon
submnsslon of a detailed request.

10. Liml ! Liabilit
EKCEPT FOR: (1} LIABILITY FOR DEATH OR BODILY INJURY; {11) PROVEN GROSS NEGLIGENCE COR WILLFJL, MISCONDUCT; OR
{IH) THE INFRINGEMENT INDEMNIFICATION OBLIGATIONS OF SECTION 7, ALL OTHER UABILITY RELATED TO THIS
AGREEMENT, IF ANY, WHETHER ARISING IN CONTRACT, TORT (INCLUDING NEGUGENCE) OR OTHERWISE, OF ANY PARTY

D03
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11. n

TO THIS AGREEMENT SHALL BL UMITED TO THE AMOUNT EQUAL YO ONE YEAR QF FEES PAID TO IRON MOUNTAIN
UNDER THIS AGREEMENT.. IF CLAIM OR LOSS IS MADE IN RELATION TO 4 SPECIFIC DEPOSIT OR DEPOSITS, SUCH LIABILITY
SHALL BE LIMITED TO THE FEES RELATED SPECIFICALLY TO SUCH DEPQSITS.

nial Dam Waiver
IN NO EVENT SHALL ANY PARTY TO THIS AGREEMENT BE LIABLE TO ANOTHER PARTY FOR ANY INCIDENTAL, SPECIAL,
PUNTTIVE QR CONSEQUENTIAL DAMAGES, LOST PROFITS, ANY COSTS OR [XP[NSES FOR THE PROCUREMENT OF
SUBSTITUTE SERVICES (EXCLUDING SUBSTITUTE £5CROW SERVICES), DR ANY DTHER INLHRECT DAMAGES, WHETHLH
ARISING IN CONTRACT, TORT (INCLUDING NEGLIGENCE) OR OTHERWISE EVEN IF THE POSSIBILUTY THEREQF MAY BE
KNOWN IN ADVANCE TO ONE OR MORE PARTIES,

12. Generpl

{a) |acorporation ol Work Regues t;.'All valid Depasitor and Beneficiary Work Requests are incorporated into this Agreement,

(b}

{c)

{d)

(h

(4]

in)

,

(i}
i

{k}

Burchase Qrgers. In the event that the Paying Party issues a purchase order or other instrument used to pay Service Fees
to lron Mounlain, any terms and conditions set forth in the purchase order which consnitute terms and conditions which
are in addition to those se1 forth i this Agreement or which establish conflicting terms and conditions (4 those set forth
in this Agreement #re expressly rejected by Iron Mountain,

Hight [o Make Copies. Iron Mountain shall have the right to make copies of all Deposit Material as reasonably necessary
to perfarm the Services. Iron Mountaln shall capy all copyright, nordisclosure, and other proprietary notices and titley
contained on Deposit Material onto any coples made by Wen Mountain. Any topying expenses incurred by Iron Mouniain
as a result of a Work Request to copy will be borne by the Party requesting the coples  Won Mountain may request
Depositor's reasonable cooperation in promplly ¢copying Deposit Material in order for lron Mountain to perform this
Agreement. .

Choice of Law. The validity, interpretation, and perdormance of this Agreement shall be controlied by and constryed
under the laws of the Commonwealih of Massachusens, USA, as if perlarmed wholty within the state and withaut giving
elect 1o the principles of ¢onflicts of laws.

Authorized Person{s). Depositor and Beneficiary must each authorire and designate one person whose acrions witl legatly
bind such Party (“Autharized Person”™ who shall be identified in the Authorized Person{s) Notices Table of this Agreement
or such Pany's legal representative) and who may manage the Iran Mountain escrow account through the Iron Mountain
website or wntien instruction. The Authorized Person for each the Depositor and Beneficiary will maintain the accuracy
of their name and coniact information pravided to lron Mountain during the Term of this Agreement.

Right 19 Rely on Instructjgns. With respect to release of Deposit Material or the destruction of Deposit Material, iron
Moumain shall rely on jnstructlons from a Party's Authorized Person{s). tn all other cases, ron Movntain may act In
reliance upon any instruction, instrument, or signature reasonably Lelieved by Iron Mountain o be genuine and lrom an
Authorized Persan(s), officer, or other emplovee of a Party. Iron Mountain may assume that such representative of &
Party to this Agreament who gives any written notico, Fequest. or instruction has the authority to do so. fron Mountain
will not be required 1o inquire into the truth of, or evaluate the merit of, any statement or representation contained in
any nonce of document reasohably believed to be from such representative.

tgree Majeure. No Party shall be lisble for any delay or fallure in perfarmance due to events outside the defaulting
Parly’s reasonable contral, including withou limitation acts of God, earthquake, labor disputes, shortages of suppiies,
rlots, war, acts of ierrorism, lire, epidemics, or delays of common carriers or other tircumstaaces beyond its reasonable
control. The obligations and rights of the evcused Party shall be extended on a day 10-day basis for the time period equal
10 the period of the excusable delay ’

Mptices. All notices regarding Exhibt C [Release of Deposit Materlal) shall be sent by commercial express mail or other
commaercially appropriate means that provide prornpt delivery and require proofl of delivery. All other correspondence,
including inwaices, payments, and other documents and communicanons, may be sent efectronically or via regular mail.
The Parties shall have Lhe right to rely on the 1ast known address of the other Parties. Any corcectly addressed notice ta
ine 1251 known addres: of the other Parties that is relied on herain, that is refused, unctaimed, orundeliverable shall be

deemed effective as of the First date that said notice was refused. unclaimed, or deemed undeliverable by electronic mail, -

the postal autharities, or thiough mesaenger or cominercial enpreys delivery service.

No Waiver. No waiver of aay right under this Agreement by any Party shall constitute a subsequent waiver of that or any
other right under this Agreement.

Assignmeni. No assignment of this Agreement by Ocposlior or Beneficiary or any rights or abligations of Depositor or
Beneficiary under this Agreement is permitt ad without the wiltten consent of Iren Mountain, which shall not be
unreasonably withheld or delayed. Iron Mouniain shall have no obligation in perforfning this Agreement (o recognize any
successor or asslgn of Depositor or Benefitiary uniess iran Mountain receives clear, authoriiative and conclusive writien
evidente of the change of Partes.

Severabiity. In the evenr aay of the terms of this Agreemeni become or are declared to be lllegal or otherwise
unentorceable by any court of competent jurisdiction, such termis) shal! be null and void and shall be deemed deletad
from this Agreement. All remaining terms of this Agreement shali remain in full force and effect. If this paragragh
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tm)

{o}

i

ia

ir)

{s}
{t)

becomes applicable and, as 2 result, the value of this Agreement is materially impaired for any Party, 8s determined by
such Party b 15 sole discretion, then the atfected Pany may 1erminate this Agreement by written notice 1o the other
Pardes, -

Independent Contractor Relalignshin. Deposdor and Beneficiary undersiand, acknowledge, and agree 1hat ron
Mountain's relationship with Deposltor and Beneficiary will be that of an independent contractor and that nothing in this
Agreement is intended to or should be construed to create a partriership, joint venture, or employment relationship.
Attorneys Fees Any costs and fees Incurred by lron Mountain in the performance of obligations imposed upon Iron
Mouwntain solely by virtue of its role as escrow service provider including, without limiation, compliance with subpoenas,
court orders, and discovery requests shall, unless adjudged otherwise, be divided equally and paid by Depositor-and
Benelcisry. In any suit or proceeding between the Parties relating 10 this Agreement, 1he preveiling Party will have the
nght to recover from the other(s) its costs and reasonable fecs and expenses of attorneys, accountants, and uther
professionals Incurred in connecrion wirth the suit or proceeding, including costs, fees and expenses upon appeal,
separately from and in addition 10 any ather amount intluded in suth judgment. This provision it intended to be
severable from the other provisions of this Agreement, and shall survive and not be merged into any such Judgment.

Mo Agency. No Party has the rght or authority Lo, and shall not, assume or create any obligaton of any nature
whatsoever on behall of the olher Parties or bind the other Partfes in any respect whatsoever,

Dispules. Any dispute, difference or question relating Lo or arising among any of the Parties concerning the construction,
meaning, effect or implernentation of this Agieement or the rights ar obligations of any Party hereof wall he submirted to,
and setiled by arbitration by a single arbitzator chosen by the coreesponding Regionat Office of the American Arbitration
Associarion in accardance with the Commercial Rules of the American Acbitration Association, The Parties shall submit
briefs of no meore than 10 pages and the arbitration hearing shall be limited to two {2} days maximum. The arbitrator shall
apply Massachusetts law, Unless otherwise agreed by the Parties, arbitration will take place in Boston, Massachuserts,
U.5.A. Any court having [unisdiction over the matter may enter judgment on the award of the arblitratar. Service of a
petition 1o confiem the drbitratien award may be made by regular mall or by commereiol express mail, to the attorney for
the Party ar, if unrepresented, to the Party at the last known business address. If however, Depositor or Benehciary
cefuse to submit to arbitration, the matter shall not be submitted 1o arhitration and tron Mountain may submii the matter
to any court of competent jusisdictian for an interpleader or similar action.

Renulations. Gepositor and Beneficiary 2re responsible lor and warrant, Lo the exteat of their indiwdual actians or
omissions, compliance with all applicable laws, rules and regulations, including but Aol limited to customs laws; import;
export and re-e:'pgn laws; and government regulations of any country from or to which the Deposit Materlal may be
delivered in accordance with the provisions ol Lhis Agreement. With respect to Deposit Matesiat containing personal
lnformation and data, Depositor agrees to (1) procure 2ll necessary consents in relation Lo personalinformation and dats;
and {in) otherwise comply with all epplicable privacy and data protection laws a3 they relate to the subject matier of this
Agreement. Notwithstanding anything in this Agreement ta the contrary, if an applicable law or regulation exists or
should be enacted which is contrary to the obligations imposed upan ron Mountain hereunder, and results in the
acrivities contemplated hereunder unlawful, Depositor and/or Beneficiary witl notify [ron Mountain and ron Mountain
will be relieved of its obligations hereunder unless and until such time as such activity is permitted.

Ng Third Party Righis. This Agreement is mace solely for the benefit of the Parties to this Agreement and their respective
permined successors and assigns, and no other person or enfity shall have or acquire any right by virtue ot 1his
Agreement unless othenwlse agreed to by all the Parties hereto.

Entire Apreement. The Parties agree that this Agreement, which includes all the Exhibits attached hereto and all valid
Work Requests and SOWs submitted by the Parties, is the complete agreement between the Parties hereto concerning
the subject matter aof this Agreement and replaces any prior or contemporaneous oral or writt 2n COMMUNICATIONS
berween 1hc.: Parnes. There are no condinons, undedstandings, agreements, representations, or warranties, expressed or
implied, which are not specified hergin. Each of the Parties herein represents and warrants that the execution, delivery,
and performance of thls Agreement has been duly authorized and signad by a person who meets stMutory or other
binding approval to sign on behall of its business organization as named in this Agreement. This Agreement may only be
madified by mutual written agreement of all the Parties,

Counierpants. This Agreement may be executed In any number of counterparts, each of which shall be an original, but ail
of which together shall constitute one instrument,

Survival, Sections 6 [Term and Termination), 7 {infringement Indemnification}, 8 (warranties), 9 {Confidential
informatian], 10 {Limitation of Liability), 11 [Consequential Damages Walver), ang 12 (General) of this Agreement shall
sunvive Lesmination of this Agreement or any Exhibit anached'herelq.

{balance of this page left intentionally blank = signature page loliows)
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IN WATNESS WHEREQF, the Parties have duly execited this Agreement &5 ol the Efective Date by their authotired représentatives:

IRCN MOUNTAIN
mg" INTELLECTUAL PROPERTY MANAGEMENT, INC.
Signature || St MMMU’H Signature W R
Print Name |Sieve Monigomery Print Name | (aby £, B
Title | vice Pravident Title | Vieo Praaident, Oporations
Date |Mmareh 31,2014 ) 15:21PT Date I/3:e/14
Email Address | smonigomery@ol-1yiterns.com Email Address lnmc'llu\{servlcesgi:onmuuntain.com

Provide the name and contacl Information of the Authorized Person under this Agreement, All porices will bs sent to the
individual aL the address sei forth below,

Print Name

Depositor Authorized Person/Notices Table

(Bepulred information) s

Steve Montpomery

Title

Vice Presideny

Email Address

smontgomery@or-3ystems tom

Street Address

1001 NEGreenOaks Blvd |

Province/City/State

Adington, Teras

Postal/Zip Code

76006

Phaone Number

214-212-0304

Fax Number

317-385.31939

Provide the name and contact information of the Billing Contact

the address tet forih below,

Print Name

Bllling Contact Information Table

{Bgayired Information}

Steve Montgomery

Thle

Vige Pressdent

Emnail Address

STOALEOMeryBal-sysienmy, cam

Street Address

200] NE Gigen Qaks Bhed

Province/City/State

Adington, Texss

Postalf/Zip Code

76006

Phone Number

214-212-0304

Fax Number

under this Agieement. All Invoices will be sent 1o this individual at

317-385-3939

{RON MOUNTAIN INTELLECTUAL PROPERTY MANAGEMENT, INC.

All notices should be sent 1o ipmclientsenvices@irgnmountaincgre OR Iron Mountain Intellectusl Property Management, Ing..
Amn: Client Services, 2100 Norcross Parkway, Suile 150, Horcross, Georgia, 30071, USA. Telephone: 800-875-5667. Facsimile:

710-239-9201

MIP_D US/IPAM/10.01 11

{balance of this page left Intennanally blank - EXHIBITS follow)

02011 Iron Mountamn Incos porated A [RON MOUNTAIN

03

Page6of 15 W
11/13/2020

Page 204 of 271

0Z Systems Response to RFP 2019-051 Integrated Data Management System for Screening



DocuSign Envelope I1D: 21B060A0-DB09-4ACB-AFBA-FBBD5C813E65
Attachment 2 - Escrow Service Agreement

DociSign Envaiope 1D: D1 18F1CC-BEC2-41 188357 - 7A8184F 549C D

Exhibit A
Escrow Service Work Request

[ Master Depogit Account Number | ¢¥/ed

Service
Cheek bosles) o
arder s#aice

Sarvice Dascripﬂa'n - Three-Party Master Ocpositar Escrow One-Time

Service A;reemen:

Misacvices e Ils'w bebw Services in mmc tables are required for every new
escrow acooumt sl un somc nMcu maynat be mlbm uml Lhe
Aprermant: :

Fees

Annual Paying Party
Fees

Chech bax 1o
wdentify the
Paving Panty

naw '

um— dgpos Lﬂ:mm g :':ndld e5CrTw, -
el Fcenm

omuu mo‘Smuusnpn n\ﬁclm wl'lhl
-tordepbsity et #icked 2ACuble freet. -t o an oe T oL Sl

| Mal Degonitor 4
Senehc

tran Mountaan wil fullilk 3 Work Requast 1o sdd 3 Benehenwy (0 a0 B3Crow
depasly Keovng and manage #Cess (Ighis 2530C1a1ed with tha acgount.
Benelicary will have accets (o lran Mountan Connect™ Litrow Maragement
Cantpe lor s8<ure ORINE 3CCOUNL MANIEement, submalon of decironi Woik
Kequerkts, and communication of 11a1us. A Client Manager will be aswgned 1o
aach depasis sccount and prowile 1raining Lpon request 1o laciktate Lecure
Inzernet access Lo the sccount dnd enture iuftilment of Work Reguests

LI Ado

lton Mounn wil wel g ohe addibona! deaosrt accoust 10 manage and
Lt 10 Agwe Depoti Material thai will be sacwraly Bared in

Depelt Account

d madh aults in with tha service descriguon above and 1he
AQredmant that govema the Inina) Deposis Arcount.

L) Add Fike Lt
Aepart

$1.050

T3 Depositor
[ senehciary

1ron Mowntan wilt fulhil 3 Work Request 1o prosade & File Litt Tesk, whith
nChudes 3 depotit media readabiity snabyns, 3 hie haring, » Me cansdication
vable, vt 130 outouts, 3nd luiance of complered deposlt questonnaire, A
haal repart witl be seni (o the Paying Party regarding the Gepaut Maierial 1o
enawre (o Y bat Oepositor's tepre [i.4., Exreba B and
Depotit Queshannae) and tlored Depasit Material, Deposit must be peoviced
on CD, OVD-A, or deposiied by sF12,

$2,500

N/A

[0 Depositor
) Beneticrary

[ladd tevel 8 -
Inventory and
Anatysis Test

Iron Mownaain wil perform an Inventory Teul on the bnial duo&ll, which
inchucles Analyting deposa medl readabity, wan scanning, developing Hle
chasulication tabies, idennfying the presence/sbaence of butd agtructions, and
idenatying materiaks required to recreate the Depotiaor's software development
ervronment. Quipyl Inciudes 2 repert which will inclode buk instrecnony, file
daullcathn Tables and lstings. In additon, {he repory will us! requeed

s, including, without Nmutation, required 1aurce
tode tangusgy Jﬁd . thitg-pany 1oh . Wi arfes, operating systerm,
and harghware, 31 wel &y Hoa MQuntaln's snabts of the depoilt.

45,000 o
bated on
SOow it
tukiom

feguned

Wik

[ Depasior
O Benehiclary

[ lasd Laver 2 -
Dwpatit Compde
Teul

Itgn Moumaln will Tulhil s Work Request 1o parfovm & Deposit Camoibe Test,
which intludes the gutputs of thve File Latng Ragart ard the I.Ivd 1- Imen.nry
Teut 33 destribed above plul felreating the D uoe's 1ol de
anvirepment, comading sowce files and moadules, nking Bbrarks and n(:uun;
erstulable code, pau/iad determinanon, ereanan of cormprahansive bulld
iAot with & Hnal report 1ent [0 (he Paying Party megardng 1he Deposit
Malerial, The Papng Party 3nd Irdn Mouniain will agree on 3 (ustom Statemant
of Work [*SOW™} dnor La Ihe stan of 1ulfithnent,

Bazed on

HIA

[V caposace
O Beneticiary

{Jadd Leve! 3.
Binary
Comphriten

o Mot b will JdiH 3 Work Request 10 perforen one Depont issbuhty Tes: -
Binary Comparison which includes 2 comparnon of the tles buds fiom the
Depount Compde Test 1a the actual Kcensed Lechnblofy on the Benelgiary’s tite
t0 ensure 2 foll mazeh n ble sie, with 3 dngl repart sent to the Nequesting Fany
fegasdany the Deposit Materlal. The Paying Party and Jron Moustian wil agree
on a custom Suatement of Worl {“SOW”™) prids (o Ihe st of fulliiment,

Basedon

Wia

L] Deposnor -
0 Benettcary

Dmllnld-

Full ysabitiny

lean Mowntans will fultill 3 Werk Reguest to perform one Deposlt Usabiluy Test -
Pl Usabndity which inchugdes & ¢oui rmatioe: that the built Jpplicatuss work
pioperty when infafled, based on pre- determingd tesl scripls provsed by the
Parties. A hral report will De se01 10 the Paring Party regarding the Depauit
Matarlad The Paying Party and Iron Mountain will sgree on 2 cusiom Statement
o Work ["SOW™) prior 10 the stan of fulfillment,

Bused on

Wi

] Deporio
[ senencisey

M3IP_D.USIPM/10.0 11
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1 ada beposkc At lewut semi-3nmunlly, lion Moguncain will serd an upcata reminder 30 Ospoaitar N/A §453 [ Devositar
Teaching Thereaher, Benehoary wil be notted of last depos<, O Benstcary
Notihcation
D Add ron Moundalt wil fuikt) 8 Work Request Lo store and manage the depont Nia 5500 L] Oepasitor
Dual/Remote matedah in 2 remoty locadan, detignated by the chent, outsxse of ron ] Benahciary
Vauhing Mountain's primary £1510w vauling focation ar (o stare and manage a
redundant copy of the gepast matenah In goc {1} additignat iocation, AR
| Depath Matenah [onginal aad capy) sl be provided by the Oeposhor.
L] etease Iron Mouni i will process 3 Wodk Request 10 release Deposit Marerad by 5500 NfA L) oepositor
Deporit Mataral | foliowmp the pecitic procaduret dehnid w Exhutit € "Aetease ol Depoin O senehcury
. Materal” the Eycrow Servce Agraament.
L] add Custom legn Mounidn wiliprovide ity Escrow Espent coniulting based on & tostom 50w §200/haur NiA L) Depositor
Services mutvally apreed 1 by ait Parnes [} Benefciary
[ ICunom Cuviom contracts are subject to 1he Custam Comract Fre, which covery the 5750 NiA Oepositor
Lomral Fea reviaw and procesiing of Lustom ac madihed contraers, Benehcwary
\
A - s
M3IP_D.US/PM/10.01 11 ©7011 won Mauntain Incosporated IRON MOUNTALN PageBol IS
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Exhibit 8
Deposit Matertal Description
[ company Name | [ Ceposit Account Number | 1
[ Depesit Name | Depasit Varsion | ]
{Deposit Name wlll appear in account history reporis}
Ceposit Media
(Please Label All Media with the Deposit Name Provided Above) i
Media Type Quantity Medla Type Quantity

CD-ROM / DVD . 3.5” Flopoy Disk

OLT Tape Documentation

DAT Tape Hard Drive { CPU

Cir¢uit Board

Total Size of Transmission ¥ of Files

{specify in bytes)

¥ of Folders

Electronic Deposit
Other [please describe below):

Deposit Encryption
[Please check either “Yes™ or "No” below and complete as appropriate)

15 the mecha or are any of the files encrypted? [Jves or [ No

Il yes, please include any passwords and decryption Lools description below. Please also deposit o'l necessary encryption sohware
with Lhis deposH.

Encryption tool name
Hardware required
Software required

Othier requlred inlormation

[ version T

Deposit Certification {Pleass chetk the box below to Certify and Provide your Contact Information}

[T 1 certity for Oeposstor that the above desciibed Depost L] won Mountain has inspected and accepred tie above
Matetial has been transmitted electronically or seni via .} desciibed Deposit Material either alecteonicatly or physicaily.-
commercial express mad carrier 10 ron Mountaln at the Iron MounLain will noTify Cepositor of any dlwcrepancies.
addsess below.
Name Name
Date Date
Email Address
Telephone Number
fax Number
Note: If Depoaitor is phvsically sending Depoyit Materiat 19 Iron Mountaln, lease label all media and mall 3l Qeposit Materis
i ropeia hibll m ial gxpe riet to the followin dress:

iron Mountain lmc'llectual'l'ropertv Management, Inc.
Attn: Vaul Administration

2100 Norcross Parkway, Suite 150

Norcross, GA 30071

Telephone: 800-875-5669

Facsimile: 770.239.9201

MIP_D US/IPM/10.01.1
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Exhibit C
Release of Deposit Material
[_Master Deposit Accourt Number | ¢%/03 |

Iron Mouniain will use the foflowang procedures to process sy Beneliciary wWork Request (o release Deposit Material. AN nonces
under this Exhibit C shall be sent pursuant 1o the terms of Section 12(h) Notices,

1.

M3P_DLUS/IPM/10.01.11 Q1011 tron Mountain Incorporated A IRGN MOUNTAIN' Page 100l 1%

nditigns.

Depositor and Benaficiary agree that a Work Request for the eclcase of the Deposit Material shall be based solely on one
or more of the lollowing conditions {defined as “Release Conditions):

1] Depositor's breach of the license agreement or other agreement between the Depositor and Beneficiary

regularing the use of the Deposit Material covered under this Agreement; or

{4} Failure of the Depositor to funcrion as a going (oncem or operate in the ordinary course; or

(nf} Depasitor is subject 10 voluntary or involuntary bankruprcy.
Reteasq Work Regyest.
A Beneliciary may submit 3 Work Request 10 Iron Mountain to release the Deposit Matarlal covered under this
Agreement. Iron Mouniain will send 3 writien notice of this Beneliciary Work Request within five {5} business days to the
Ocpasitor’s Autharited Person.
Contrary Instructipns.
from the date Iron Mountain mails writlen notice,of the Beneliciary Work Request 10 release Deposit Mazterial covered
under this Agreement, Depasitor Authorized Person{s) shall have ten [10) business days ta deliver 1o Iron Mountain
contrary instructions. Contrary instructions shafl mesn the written representation by Oepositor that a Release Condirion
has not occurred o has been cured (“Contrary Instructions™). Contrary Instructions shall be on company letterhead and
signed by a Depositor Authorized Person. Upon receipt of Contrary Instruetions, Iron Mountain shalt promptly send a
copy to Bencliciary’s Authorized Person(s). Addirianally, tron Mountain shall notify both Depositor and Beneficiary .
Authonted Person(s) that there i8 8 dispule to be resolved pursuant 1a the Disputes provisions of this Agresment. Iron
Moumain will contdnue to store Deposit Material without release pending (i) joint Instructons from Depositar and
Beneficlary with instructions to release the Deposit Material; or (i) dispute resolution pursuznt to the Disputes provisons
of this Agreemeny; or {lil} withdrawal of Contrasy instructions from Depositar's Authorized Person or legal repr esentative,
or {iv) recelpt of an order from a court of competent jurisdiction.
Release of Depoglt Material.
IEIron Mountain does not receive dmely Contrary Instructions from a Depositor Authorized Person, Iron Mountain is
suthorized to release Oeposit Material 1o the Beneficiary or, If more than one Beneficlary is registered Lo the deposit, to
release a copy of Deposit Material o the Beneficiary, tron Mountain is entitled to receive any undisputed, unpaid Service
Fees due lion Mountain lrom the Parties before Fulfilling the Work Request to release Deposlt Material covered under
this Agreement. Any Party may cure a default of payment of Service Fees. ’
Iesmingtion of Agreement.
This Agreement will tarminate upon the refease of Deposic Material held by iron Mountain. For the avoidance of doubs,
each coroliment of # Beneficiary made by the respective parties signing the Beneficiary Enroliment Form attached hereto
a5 Lxhibit £ constitutes and shall be construed as a separate agreement between tron Mountaln, Depositor and the
signing Beneliciary.
Right to Us# Foligwine Relese,
Beneliciary has the right under this Agraement to use the Deposit Material lor the sole purpose of continuing the benefits
alfarded 10 Beneficiary by the License Agreement. Notwithstanding. the Beneficiary shall nat have access to the Deposit
Material unless there is a release of the Deposit Material in accordance with this Agreement, Beneficiary shalt be
obligated to malniain the confidentializy of the released Deposit Material,

DS
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Exhibit D
Auxiliary Deposit Account to Escrow Agreement
. [ Master Deposit Account Number | 4 3/0 3 |

[ Auxiliary Deposht Account Number |

("Depositar®), and ron Mountain Intelleciusl Property Management, Ing, (“lron Mountain®) have
entered into the above referenced Escrow Agreement (“Agreement”), Pursuant 1o that Agreement Beneliciary or Deposilor n-uy
create additional deposit accounts {"Auxliary Deposit Account”} for the purpose of holding additional Deposit Material in a
separale account which lron Mountain will malntain separately [cosmn other deposii accounts under this Agreement, The new
account will be referenced by the lollowing name: {“Deposit Account Name™).

Pursuant to the Agreement, Depositor may submit material 1o be held in this Auxiliary Depouit Account by submitting a properly
tilled out Exhibit B with the Deposit Material L0 Iron Mountain, For avoidance of doubt, Beneficiary's rights ang obligations relative
1o the Deposit Materlal held in any deposit account under this Agreement are governed by the express verms of the Agreement;
this form does not provide any additional rights in the Deposit Material.

Depositor Authorized Persan{s) Notices Table .
Please provide the name(s} and contacy information of the Depositor Authorired Person(s) for this Deposit Account, It is the intent
af the Parties that the individual identified below will act as the Authorired Person with respect 10 this Deposit Account. All
Notices will be sent electronically or through regular mail 1o the appropriste address set forth below. Please complete all
informarion as applicable. Incomplete inflormarion may resultin 4 delay of processing.
Print Rame
Title
Email Address
Street Address
Province/City/State
Postal/Zip Code
Phone Number
Fax Number
Billing Contact Infarmation Table
pil,lnvnir.es Tor Deposit Account Fees will be sent 10 the contact set fonh below.

Company Name
Print Name

Tite

Email Address
Street Address
Provinea/City/State
Postal/lip Code L
Phone Number,

Fax Number

The undersigned hereby agrees that all terms and conditions of the above referenced Escrow Agreement will govern Lhis Auxiliary
Depost Account, The termination or expiration of any other deposit account will not atecr this aceount.

. IRON MOUNTAIN
DEPDSITOR INTELLECTUAL PROPERTY MANAGEMENT, INC.

Signature Signature
Print Name Print Name
Title Title
Date Date

Email Address Emall address | lpmolientservices@ironmountain.com

A - o
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Exhibit E

Bencficiary Enroliment Form

Deposilor and iron Mountain Intellsctual Praperiy Management, Inc. {"Iron Mountain”}, hereby acknowtedge thai

Beneticlary Company Name: 18 the Beneficlary referced o in 1he Escrow Agreemant that |
supparts Deposit Account Number: with lron Mountain as the escrow agent. Beneficiary hereby agrees to be
bound by all provisions of such Agreement. The last date noted on the signature blocks of this enroliment shall be the LHective
Date.

Authorized Person(s) Notices Table
Please prowde the name{s) and cantact information of the Authorized Person{s) under this Agreement. Please complete all
infarmation as applicoble. Incomplete informartion may result in a delay of processing.

DEPOSITOR ’ BENEFICIARY
Print Nome Print Name
Tite Title
Emall Address ' Email Address
Stréet Address Street Address
Province/City/Staie Province/City/State
: Postal/2ip Cade Postal/Tip Code
Phone Number Phone Number
Fax Number ’ Fax Number

. Billing Contact Information Table
Please prawsde the name and contact information of the Billing Contact under this Agreement. Al invoites will bo sent o 1his individual art the
address set forth below,

oot DEPOSITOR BENEFICIARY
3 checkif some o3 Authorlzed Person [_] ¢heck if same as Authorized Persan
Company Name Company Name i

Print Name Print Name
Title . Title
Ermail Address Email Addross
Street Address Street Address
Province/City/State Province/City/State
Postal/Zip Code Postal{Zip Code
Phone Number Phone Number
Fax Number Fax Number
Purchase Order ¥ Purchase Order ¥

H

[
i
i
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Beneficlary £nroliment Form Work Request
Please check boxes to order services and to identily the Paying Party

Service Service Description One-Time Annual | Paying Party
. Fees Fees

[ ade Addidanst’ hon Mauntain will lulfill 2 Work Requet 1o 30d 3 new Benehoiary 1o an 5300 [_| Dwpositor
Benehciary ICFOw depenil KLount In BCordance wih the Agrenment, (] Benehcary
L Add Additsonat son Mountaes wlll Let up onat 8dd)ional deposi aCLOLNT [0 MInage and 51,080 Ll Deporitor
Deposit Arcount HArUnGIrale aIresa 10 new DEpost Mitzro) that will be securely sored in [) Beneboiary

cantrolied meda vauiy kn accardance widh the Agreament that govesns the
. initral Deposh Account.

[ Acd Fay (st Report | Iron Mountain wil futhll 3 Work Request 10 provice 2 Fike List Test, which 52,500 NIR [J oeposiior
nchudes 3 dapodt medla readabily anadysn, 2 Rle lisung, & bie Cascanen [m} Baneficary
table, virus scan oulpuls, and atiurance of completed depont queitionnaire,
&kl repon will be senl to the Paying Party segarding the Depasd Matenal
10 €NIre COngitiency Detween Depositor s represeniateons fi.e , Ethinit B
and Deposit Questonnaire) and stored Deposit Materal, Depash stust be
prowwded an €D, DVDH-R, or deposited by sF1P.

LIAdd Laver 1ron Mauntain will perform an Inventory test on the inidil deposlt, which $5,000 or based ik [ epoutar
Inventory and Anstyris | includes Analyzng deposit media readabiiity, visus sanning. aeveloping file on SOW it . ) eenehciary
Tewt - cashearion tablus, Wenntying the oresencafahsence of duilkd snstruznons, CUsTOm wart

#nd iennbying materlakt requved (o recreate the Ozposltor's soltware Y imGulied

developmeny apargnment. Output intludes » repart which will incude bydd *

Insiructions, file ctassidcanon tables andt Bstings, In sddihan. the repant witl

lisl ired ot develop matenab, including, withour K

reguired source ode lenguaget and comalers, third-party software,
libraries, apetahng systems, and hardware, 23 well 23 Iron Mowntan's
anahyvis of tha gvoosir.

IN WITNESS WHERLOF, the Parties have duly executed this Enrolliment as of the Efecrive Date by their authonized representarives:

DEPOSITOR BENEFICIARY
Signature Signature
Print Name Print Name
Title ’ Title
Date Date
Email Address Email Address

tRON MOUNTAIN
INTELLECTUAL PROPERTY MANAGEMENT, INC,

Slgnature

Brint Name
Title
Date

Emazil Address | [pmclientservices®ironmaountain.com

Al ngtices to Iron Mountain Intellectual Property Management, Inc. should be sent to ipmclicni sérvices@izonmount2in.com
OR iron Mountain intellectual Property Management, Inc., Atin: Client Services, 2100 Norcross Parkway, Sulte 150, Norcross,
Georgia, 30071, USA. Telephone: 800-B75-5669. Facsimile; 770.239-9201 .
A - o
MIP_D.US/PM/10.01.11 07011 Iron Mountain Incoeporated IRON MOUNTAIN Page 13 of 15
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, ‘Exhibit Q
. Escrow Deposit Questionnaire -

Purpose of Questinnnuire
In order for iron Mountain 10 determing the deposil material requirements and (o quote lees associated with verification services. o
complicd depusit questionadine is requesicd. s the responsibility of the ¢serow depasico: 10 compleit the questionnaire.
Iastructions .
Please complete the questionnaiee in its entirety by answering every quesiion accoratcly. Uipon completion, please retum the completed
questionnaire to the beneliciary asking for its completion, or c-mail it 1o your Iron Mountain Account Representative

Al General Description
1. What is'the general function of the sofiwarc 10 be placed into escrow?

2. On what media will the tource cade be detivered?

3. 1l the deposil is on magnetic tape media, what tape format (¢.g. DAT DDS4, DLT 8000. LTO-3, e1c.} will be used for the
deposit?

4. Again if the tdeposil is on tape, what operating System and version was used o create Lhe tape and what 100ls {either nalive
08 (e.g. tor, cpiv, ¢1c.) or commercial {e.g. Backup Exce. NetBackup. ArcSery cic.) were used to load the daa: if a thied
party or commercial sollware ool was used, please specily the vender and exact version of the 100l used,

\

5. Will the deposit be in the format of a duabasc/reposilory of any type of Versianing or Configuration Managemem Tool
{¢.g. Visuul Source Safe, Clearcase, Pérfarce, ete.) br will the sofiware in the deposit be in a clear lext/native file sysiem
formu? Ifa Versioning or CM tool will be necessary 10 examing any part the deposit contents, plezse specify the Vendor
and 100l and exact version used.

6. Is the software deposit encrypted, intluding password protecicd archives. in any way? 1150, what 106} and version will be
used lo perform the encryplion and will all necessary userid's, passwords or enceyption key's be provided to extract the
sofiware?

- 7. Whatis the 1otal uncompresscd size of the deposit in megabyies?

8. Requirements for the Assembly of the Deposil
1. Describe the nature of the source code in the deposit. (Docs the deposit include interpreicd code, compiled source, or 3
mixture? How do the different paris of the deposit relaic (0 each other?) What 1ypes of source code make up the cscrow
deposit {e.g. — C++, Java, te)

~

How mony build processes are there?

. How many unique build environments are required to assemble the material in the escrow deposit inio the defiverables?

d

4. What hardware is required foc cach build environment to compile the saflware? {including memory, disk space, etc.)
{x)

5. What operating syswems (including versions) are vsed during compilalion? s the Soliware exccuted on any other operating
sysiemsiversion? -

(b)

6, How nany scparate deliverable components {executables, share libraries, eic.) are buiti?
(c}

7. What compilersflinkers/other 1ools {brand and version} are neccssary (o build the application?
(d) :

k. Wha, ifany, thicd-pany libescies are used to build the software? Plesse specifi vendor, loo) name and exact or minimum
tequired version. If multipte build environmenis are required please specify for which environment each wool is required.
) : ,

9. Ifadnabase of any kind is necessary 10 suppon compiletion, is 2 running instance of the datahase necessary or is a static
instance consisting of the satic and shared libraries andfor header files installed by the dutabase sufficient 1o support
compilation? I not already identified above, please provide the vendor and version of the required database.

10. How long dous a complete build of the soliware 10ke? How much of thal time requires soene form of human interaction and
how much is anorated?

" MIP_DUSAPMA0011) 02011 ven Mownaintncorporazes. A IRON MOUNTAIN' Page 14 ol 15 ps
11/13/2020
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Attachment 2 - Escrow Service Agreement

DocuSign Envetope I0F D118F1CC-BEC2-4118-835F-7TAB194F549CD

[

Does the escrow deposit contaia (ormal build docwnent(s) describing the necessary steps for build system configuration
and compilavion?

Reyuirements for the Execution of the Sofiware Protected by ihe Deposit

Whal arc the System hordware requirements 1o success fully cxecute the software? (memory. disk spave, ele,); please include
any additional peipheral devices thay may be necessary w support correet function ol the software/systetn,

What is the minimum number of machines required fo campletely set up the sofiware sufficient (o support functianal
tesling” What Opcrating sysiems and versipn arc required for cech inachine?

Beyond the operaling systems, what additional third pany software and wols arc cequired to execuic the eserowed soflware
and verily comect operation? Please provide vender and versiuns of all third purty 1ools or librarics required to completely
configure 3 system suitabie 10 support funciional wsting. I muliiple machines are required 1o support testing, please

Jidentify the software to be instulted 10 each machine.

Is a database of any kind required to support functiona! lesiing of the saltwarc? If so please provide the vendor and version
required.

1f 2 database is required, does the £5¢row deposil contain or tan the depositor provide scipts and backups/imponts
necessary o creale a database instance suitoblc 10 support funclional testing.
Note: 2 dmabuse containing test data is satisfactory 10 suppont functional 1esting so long as the data is rewdistic.

Including the instalation of aay sollware 1ools required 10 suppon the funciion of the escrowed sofiware, 2pproximately
how much time is required 10 setup and contigure o sysiem suitable (o suppont funcliongl lesting?

Approximately how much time would be required 1o perfonn o se1 of limited tests once 2 1est sysicm is configured?
Does the escrow deposit contain o1 can the depositor provide Lest plons, scripts or procedures o facilisate westing?

With the exception of any daabase identificd above, are any conacctions to extemal duta sources. feeds of sinks required in
order 1o support the proper functioning of the software und to suppon testing of 1he sofiware?

D. Technical Conract information

Please list the approprinte tecknical persun(s) Tron Mountain may contact regording this ser uf excrow depoxit waterinly,

COMPANY;

SIGNATURE:

PRINT NAME:

ADDKRESS 1:

ADDRESS ):

CITY STATE, ZIP

TELEPHONE:

EMAIL ADDRESS:

For additional information about tron Mountain Technical Verification Services, please contact
) \ Y
your lron Mountain Account Representative

MIP_D.US/IPM/10.01.11 ©2011 lon Mountain tacorporated A IRON MOUNTAIN Page 150/ 15 Tl;’
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4
Escrow Exhibit E
Beneficiary Enrollment Form

Depositor and Iron Mountain Intellectual Property Management, Inc. {“Iron Mountain”), hereby acknowledge that
Beneficiary Company Name: is the Beneficiary referred to in the Escrow Agreement that supports
Deposit Account Number: 44103-58865____with Iron Mountain as the escrow agent. Beneficiary hereby agrees to
be bound by all provisions of such Agreement. The last date noted on the signature blocks of this enrollment shall
be the Effective Date. '

The Parties acknowledge that the release conditions {“Release Conditions”) set forth in this Exhibit E, with respect
to this enrolling Beneficiary only, shall supersede all other release conditions set forth in any other agreement -
between Depositor and Iron Mountain, With respect to the enrolling the Beneficiary, the Parties agree to amend
the Agreement as set forth below:

Release Conditions.
Depositor and Beneficiary agree that 3 Work Request for the release of the Deposit Material shall be based solely
on one or more of the following conditions {defined as "Release Conditions”}):

* the Depositor has made an assignment for the benefit of creditors;

» the Depositor institutes or becomes subject to a liquidation or bankruptcy proceeding of any kind;

» areceiver or similar officer has been appointed to take charge of all or part of the Vendor's assets; or

» the Depositor or its Subcontractor terminates its maintenance and operations support Services for the
State for the Software or has ceased supporting and maintaining the Software for the State, whether due
to its ceasing to conduct business generally or otherwise, except in cases where the termination or
cessation is a resuit of the non-payment or other fault of the State;

*  Depositor defaults under the Contract; or

*  Depositor ceases its on-going business operations or that portion of its business operations relating to the
licensing and maintenance of the Software,

1

Authorized Person(s) Notices Table
Please provide the name(s) and contact information of the Authorized Person(s} under this Agreement. Please complete all
information as applicable. Incomplete information may result in a delay of processing.
DEPOSITOR {Required information) BENEFICIARY {Required information}
Print Name | Francoise Mattice Print Name
Title | President & CFO Title
Email Address | fmattice@®oz-systems.com Email Address
Street Address | 2201 E Lamar Blvd, Suite 280 Street Address
City | Arlington - City
State/Province | Texas State/Province
Postal/Zip Code | 76006 Postal/Zip Code
Country | United States Country
Phone Number | (469) 785-9715 Phone Number
Fax Number Fax Number

Ds
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Billing Contact Information Table

address set forth below.

Please provide the name and contact information of the Billing Contact under this Agreement. All Invoices will be sent to this individual at the

DEPOSITOR

BENEFICIARY

[[] check if same as Authorized Person

BX) check if same as Authorized Person

Company Name

Company Name

Print Name Print Name

Title Title

Email Address Email Address

Street Address Street Address
Pravince/City/State Province/City/State ,

Postal/Zip Code Postal/Zip Code

Phone Number

Phone Number

Fax Number

Fax Number

Purchase Order #

Purchase Order #

BALANCE OF THIS PAGE LEFT INTENTIONALLY BLANK - SERVICE DESCRIPTION PAGE FOLLOWS
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(1
11/13/2020

Page 216 of 271

0Z Systems Response to RFP 2019-051 Integrated Data Management System for S¢reening




DocuSign Envelope 10: 21B060A0-DBO94ACB-AFBA-FEBD5CB13E6S

Attachment 2 - Escrow Service Agreement

Beneficiary Enroliment Form Work Request

Please check boxes to order services and to identify the Paying Party

Service

Service Description

One-Time

Fees Fees

Annual

Paying
Party

& add additionat
Beneficlary

tron Mountain will fulfill a Work Request to add a new
Beneficiary to an escrow deposit account in accordance with
the Agreement.

$950

E Depositor

Beneficiary

(] Add Additional
Deposit Account

Iroan Mountain will set up one additional deposit account to
manage and administrate access to new Deposit Material that
will be securely stored in controlled media vaults in
accordance with the Agreement that governs the Initial
Deposit Account.

$1,200

D Depositor

Beneficiary

[J Add File List Test

Iron Mountain will perform one (1) File List Test, which
includes a Deposit Material media readability analysis, a file
listing, a file classification table, virus scan outputs, and
confirmation of the presence or absence of a completed
escrow deposit questionnaire. A final report will be sent to the
requesting Party regarding the Deposit Material.. Deposit
must be provided on CD, DVD-R, or deposited electronically. -

$3,000 N/A

O cepasitor

Beneficiary

CJadd Level 1 -
Inventory and Analysis
Test

Iren Mauntain will perform an Inventory Test on the initial
deposit, which includes Analyzing deposit media readability,
virus scanning, developing file classification tables, identifying
the presence/absence of build instructions, and identifying
materials required to recreate the Depositor's software
development environment. Qutput includes a report which
will include build instructions, file classification tables and
listings. In addition, the report will list required software
development materials, including, without limitation, required
source code languages and compilers, third-party software,
libraries, operating systems, and hardware, as well as lron
Mountain’s anatysis of the deposit.

$6,000 or N/A
based on
sow if
custaom work

required

O pepositor

O

Beneficiary

DOadd Level z -
Deposit Compile Test

Iron Mountain will fulfill 2 Work Request to perform a Deposit
Compile Test, which includes the outputs of the File Listing
Report and the Level 1 - Inventory Test as described above
plus recreating the Depositor’s software development
environment, compiling source files and modules, linking
libraries and recreating executable code, pass/fail
determination, creation of comprehensive build instructions
with a final report sent to the Paying Party regarding the
Deposit Material. The Paying Party and Iron Maountain will
agree on a custom Statement of Work {"SOW”) prior to the
start of fulfillment.

Based on
sow

N/A

[J oepositor

Beneficiary

DAdd Level 3 - Binary
Comparison Test

iron Mountain will fulfill a Work Request to perform one
Deposit Usability Test - Binary Comparison which includes a
comparisen of the files built from the Depasit Compile Test to
the actual licensed technology on the Beneficiary’s site to
ensure a full match in file size, with a final report sent to the
Requesting Party regarding the Deposit Material. The Paying
Party and Iron Mountain will agree on a custom Statement of
Work ("SOW") prior to the start of fulfillment.

Based on
Sow

N/A

[:] Depositor

Beneficiary

Jadd Level 4 - Full
Usability Test

Iron Mountain will fulfill a Work Request to perform one
Deposit Usability Test - Full Usability which ingludes a
confirmation that the built applications work properly when
instatled, based on pre-determined test scripts provided by
the Parties. A final report will be sent to the Paying Party
regarding the Deposit Material. The Paying Party and lron

Based on
SOwW

N/A

] Depositor

Beneficiary

0s

TF
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Mountain will agree on a custom Statement of Work {“SOW"}
prior to the start of fulfillment.
D Dual Vaulting Iron Mountain will fulfill a Work Request to store and manage N/A, $750 . [ pepositor
' a redundant copy of the Deposit Material in one (1) additional a
location. All Deposit Material {original and copy) must be Beneficiary
provided by the Depositor. .
J remote Vaulting Iron Mountain will fulfill a Work Request to store and manage N/A 5750 U pepositor
the Deposit Material in a remote location, designated by the |___]
client, outside of Iron Mountain's primary escrow vaulting Beneficiary
locatien. All Deposit Material {original and copy) must be
provided by the Depositor,
' D Custom Contract Custom contracts are subject to the Custom Contract Fee, S900 N/A D Depositor
Fee which covers the review and processing of custom or
modified contracts. - Beneficiary

BALANCE OF THIS PAGE LEFT INTENTIONALLY BLANK — SIGNATURE PAGE FOLLOWS

IN WITNESS WHEREOF, the

representatives:

Parties have duly executed this Enrollment as of the Effective Date by their authorized

DEPOSITOR BENEFICIARY
Signature Signature
Print Name | Francoise Mattice Print Name
Title | President & CF} Title
Date | November 15, 2015 Date

" INTELLECTUAL PROPERTY MANAGEMENT, INC.

IRON MOUNTAIN

Signature

Print Name

Title

Date

All notices to Iron Mountain Intellectual Property Management, Inc. should be sent to

ipmclientservices@ironmountain.com OR Iron Mountain Intellectual Property Management, Inc., Attn: Client

Services, 6111 Live Oak Pkwy, Norcross, GA 30093. Telephone: 800-875-5669. Facsimile: 770-239-9201

@.
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State of New Hampshire
Department of State _

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that OZ SYSTEMS USA LLC is
a New Hampshire Limited Liability Company registered to transact business in New Hampshire on July 01, 2020. | further certify
that atl fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned.

Business [D; 845512
Certificate Number : 0004951253

IN TESTIMONY WHEREOF,

1 hercto set my hand and cause to.be affixed
the Seal of the State of New Hampshire,
this 1st day of July A.D. 2020.

Gon ok

William M, Gardner N

Secrctary of State
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CERTIFICATE OF AUTHORITY

I, . Maria R. Cantu , hereby cerify that:
{Name of the elected Cfficer of the Corporation/LLC; cannot be contract signatory)

1. | am a duly elected Clerk/Secretary/Officer of __ OZ Systems, LLC
{Corporation/LLC Name_)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on November 9, 2020, at which a quorum of the Directors/shareholders were present and voting.
(Date}

VOTED: That Terese Finitzo, Ph.D. {may list more than
one person)

{Name and Title of Contract Signatory)

is duly authorized on behalf of __OZ Systems, LLC to enter into contracts or
agreements with the State

{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all-
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authority. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position{s} indicated and that they have full authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,

all such limitations are expressly stated herein.

Signature of Elected Officer
Name: Maria cantu

Title:

Dated:; 11/09/2020

vice President

Rev. 03/24/20



DocuSign Envelope ID: 21B080A0-DB09-4ACB-AFBA-FBBD5CE13E6S
. L
- ACORD

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMIDD/YYYY)
6/9/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
~ REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must be endorsed. If SUBROGATION IS WAIVED, subject to
the terms and conditions of the policy, certain policles may require an endorsement. A statement on this certificate doos not confer rights to the
certlficate holder in lieu of such endorsement(s).

Namp. | SEIVICes

PRODUCER ) . NAME:
Sy ot et ey BT [, P
Dallas TX 75240 AppRESS: SETvices@swinglecollins.com
INSURER{S) AFFORDING COVERAGE MAIC #
. INSURER A : Federal Insurance Company 20281
O Systems USA, LLC | usunces
2201 £ Lamar Bivd. MSURERC
Suite 280 INSURER O ;
Arington TX 76006 INSURER E ;
INSURER F ;
COVERAGES CERTIFICATE NUMBER: 30028606 REVISION NUMBER:

THIS 15 TQ CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

AGDLSUBH]
e TYPE OF INSURANCE INSR| WVD POLICY NUMBER (MBI YY) | (MABONYYY) LIWTS
A | GENERAL LIABILITY 35909574 11172020 1172021 EACH OCCURRENGE $ 1,000,000
] T
X | COMMERCIAL GENERAL LIABILITY Es oocullztlr)enu) $ 1,000,000
| cLams-mane X octur MED EXP (Any one person) | § 10,000
PERSONAL & ADV INJURY | $ 1,000,000
GENERAL AGGREGATE $ 2,000,000
GENL AGGREGATE LIMIT APPLIES PER: PRODUGTS - COMPIOP AGG | $ 2,000,000
Feouey [ X1 58% [ %] woc s
A | AUTOMOBILE LIABILITY 71560161 1412020 12021 % o GLE LMIT T s | 500,000
ANY AUTO BODILY INJURY {Per person) | §
ALL OWNED SCHEDULED
] AuTos ATt OSwneo PROPERTY DR
X | vrepautos | X| Aotos {Per ncddem? 3
s
A | X |umarewatiwe X | gcour 79873009 1112020 11202 | EacH occuRRENGE $ 5.000.000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 5,000,000
oo | | reTenTions s
WORKERS COMPENSATION WEC STATU- OTH-
AND EMPLOYERS" LIABILITY YIN TORY LIMITS ER
ANY PROPRIETORPARTNEREXECUTIVE EL. EACH ACCIDENT $
OFFICERMEMBER EXCLUDED? NIA
{thndl!ory In NH) E.L. DISEASE - EA EMPLOYEE| §
if yes, gascribe unde
CESHARTION OF OPERATIONS balow E.L. DISEASE - POLICY LIMIT | §
A | Information & Network 5009574 1172020 111021 Aggregate §2,000,000
Technology Llability Each Claim Daductible $25,000
Reatro Date: 1/1/98

DESCRIPTION OF OPERATIONS | LOCATIONS { VEHICLES (Attach ACORD 101, Addltlaral Remarks Schaduls, if mors space 13 reguired)

4

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire

Department of Heaith and Human Services

129 Pleasant St.
" Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25 (2010/05)

© 1988-2010 ACORD CORPORATION. All rights reserved.,

The ACORD name and logo are registered marks of ACORD
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s | e
ACCORD CERTIFICATE OF LIABILITY INSURANCE

} HE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED 8Y THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

[ IMPORTANT: If the certificate hoider is an ADDITIONAL INSURED, the policy{les} must have ADDITIONAL INSURED provisions or be
oendorsed. If SUBROGATION IS WAIVED, subject to the tarms and conditions of the policy, certain policles may require an endorsement. A
statement on this certificate does not confer rights to the certificate holder in ileu of such endorsement(s).

PRODUCER O R on Risk Sarvicas, Inc of Florda
Aon Ritk Servicas, Inc. of Fiorida [ uaue. -
N oy S 41100 {A/C, No, Exty: 800-743-8130 | {AC. Noy: 800-522-7514
4 eI
ADDRESS:  ADP.COLCenter@Aon.com
INSURER{S) AFFORDING COVERAGE . NAIC #

) INSURER A : New Hampshire ins Co 23845
NSURED M
ADP TotsiSource M XXX, Inc INSURER B ;
10200 Sunset Drive INSURER G :
Miami, FL 33173
ALTERNATE EMPLOYER ) INSURER O :
Optimizaton Zom Coporation .
2201 E Lamar Bivd Suite 280 . INSURERE :
Astington, TX 76008 INSURER F -

COVERAGES CERTIFICATE NUMBER: 2908386 REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DQCUMENT WITH RESPECT TQO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. LIMITS SHOWN ARE AS REQUESTED.
INSH : ADDL[SUB! POLICY EFF | POUCY EXP
LTR TYPE OF INSURANCE \NSR| wvD POLICY NUMBER (MMDTIYYYY) | (WNDDYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE s
] DAMAGE 10 RENTED
I CLAIMS-MADE | | OCCUR . PREMISES (Es occurmence} 3
MED EXP {Any one person) $
) PERSONAL & ADV INJIRY 3
| GEN', AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3
|__lroucy l | PROJECT l | LOC PRODUCTS - COMPIOP AGG | $
OTHER $
N CUORBINE D SniOLE ChwtT
| AUTOMOBILE LIABILITY {8 ACCa0En) $
ANY AUTO BODILY INJURY (Perperson) | 8
[ | U¥¥NEL [ | surEuuLEy
|__| Avius uny AUIUS BODILY INJURY (Per accient)| 8
HIRED NON-OWNED PROPERTY DAMAGE
| AUTOS ONLY |1 AUTOS ONLY {Per actident) $
s
|| UMBRELLA LiAB [ | OCCUR EACH OCCURRENCE $
EXCESS LIAD CLAIMS-MADE AGGREGATE s
oec | | RETEnTIONS
WORKERS COMPENSATION X I FER I ] OTH-
A | AND EMPLOYERS' LIABILITY YIN WC 027115067 KY 07/01/20 o072y STATUTE ER
ANY PROPRIETORPARTNEREXECUTIVE
OFFICERMEMBER EXCLUDED? D NIA EL. EACH ACCIDENT $ 2.000.000
(Mandaiory in NH) E.L. DISEASE - EAEMPLOYEE] % 2.000.000
B yBl, GRICIDS HT .
DESCRIPTION OF QPERATIONS beiaw E.L. DISEASE - POLICY LIMIT | $ 2,000,000

DESCRIPTION OF OPERATIONS { LOCATIONS ! VEHICLES {ACORD 101, Additiona) Remarks Scheduls, may be attached If more space is required)
All worksile employess working for OPTIMIZATION ZORN CORPORATION, paid under ADP TOTALSOURCE, INGC.'s payrok, are cOverad under the above staisd poticy. OPTIMIZATION ZORN
CORPORATION is an alternste amplioyer under this pollcy.

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
Srate of New Hampsh"-e Depaﬁment Of THE EXPIRATION DATE THEREOF, NOTICE WILL BE OELIVERED IN

- ACCORDANCE WITH THE POLICY PROVISIONS.
Health and Human Services, 129 Pleasant
St., Concord, NH 0330 AUTHORIZED REPRESENTATIVE

Hon Risk etvices, Una of f lotida
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