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Denis Goulet

Commissioner

March 17,2020

His Excellency, Governor Christopher T. Sununu

and the Honorable Executive Couiicil |
State House I

Concord, NH 03301 !
I

REQUESTED ACTION

The Department of Information Technology requests placing this item on the Consent
Calendar. , i

Authorize the Department of Information Technology to amend an existing contact with
NuHarbor Security, Inc. of Essex Junction, VT, (VC# 273554) to accomplish the original scope
of the cyber security project by exercising a contract renewal option by extending the completion
date from June 30, 2020 to June 30, 2021. The original agreement was approved by Governor
and Executive Council on October 2, 2019, Item #24. Time extension only, no new funding.

EXPLANATION

This time-only extension is being requested to address the optional services features of the
original contract. The additional time requestj allows for both the state and the vendor to
appropriately address which optional features are most important to pursue, based on the final
reports created during the assessment.

The contract with NuHarbor Security, Inc. will assist with comprehensive cyber security
risk assessment of the Executive Branch information technology enterprise. In addition to
determining gaps or shortfalls in the State's cybersecurity posture, a key outcome of this
assessment will be a roadmap to improve the security, readiness and effectiveness of the State of
New Hampshire's cybersecurity posture. |

"Innovative Technologies Today for New Hampshire's Tomorrow'



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

The Department of Information Technology respectfully requests approval of this
contract amendment.

Respectfully submitted,

\

Denis Goulet

DG/kaf

DoIT #2018-111A

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

•  27 Hazen DrJ Concord, NH 03301
Fax: 603-271.1516 tOD Access: l.SOO-735-2964.

www.nh gov/doit

Denis Goulet

Commissioner

March 17, 2020

Daniel Dister

Chief Information Security Officer
Department of Information Technology
State of New Hampshire
27 Hazen Drive

Concord, NH 03301

Dear Director Dister,

This letter represents formal notification that the Department of Information Technology (DoIT)
has approved the Division's request to enter into a contract amendment with NuHarbor Security, Inc. of
Essex Junction, VT, as described below and referenced as DoIT No. 2018-111 A.

The purpose of this request is to amend an existing contract with NuHarbor Security, Inc.
to accomplish the original scope, of the cyber security project by extending the completion
date from June 30, 2020 to June 30, 2021. In addition, the time request allows for both the
state and the vendor to appropriately address which optional features are most important to
pursue, based on the final reports created during the assessment.

This contract amendment includes the extension of the contract from June 30,2020 to June
I  '

30,2021. There is no additional funding requested under this time extension. The contract
amendment shall become effective upon Governor and Executive Council approval
through June 30, 2021.

A copy of this letter will accompany the Department of Information Technology's submission to
the Governor and Executive Council for approval.

DG/kaf

DoIT #2018-111A

Sincerely,

\

Denis Goulet

"Innovative Technologies Today for New Hampshire's Tomorrow"



STATE OF NEW HAMPSfflRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT A

INTRODUCTION

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP 20) 8-111
Comprehensive Cyber Security Risk Assessment, on October 2,2019, Item #2, (herein after referred to as
the "Agreement"), NuHarbor Security, Inc., (hereinafter referred to as "Contractor") agreed to supply
certain services upon the terms and conditions specified in the Agreement and in consideration of payment
by the Department of Information Technology (hereinafter referred to as the "Department"), certain sums
as specified therein;

WHEREAS, pursuant to the Agreement Section 18: Amendment "and the provisions of the Agreement, the
Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain respects;

WHEREAS, the Department wishes to extend the contract completion date for an additional year in order
to address the optional services features of the original contract. The additional time request allows for
both the state and the vendor to appropriately address which optional features are most important to pursue,
based on the final reports created during the assessment. This amendment does not expand or decrease
the overall Statement of Work and/or Deliverables, or does not change the contract to expand or decrease
the total payment amount beyond what is defined in the original contract;

WHEREAS, the Department and the Vendor wish to extend the completion date from June 30, 2020 to
June 30,2021;

WHEREAS, the Department and the Vendor seek to clarify the Agreement.

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in the
Agreement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.7 of the State of New Hampshire P-37 General Provisions by extending the
Completion Date from June 30, 2020 to June 30, 2021.

State of NH Contract

Date: 03/09/20

Contractor's Initials

Page . 1 of4



STATE OF NEW HAMPSfflRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 -- AMENDMENT A

TABLE 1: CONTRACT HISTORY

CONTRACT AND

AMENDMENT

NUMBER

AMENDMENT

TYPE

Gi&C

APPROVAL

DATE

END DATE CONTRACT

AMOUNT

201^111 Original Contract October 2, 2019,

Item #24

June 30, 2020 $499,000.00

2018-111

Amendment A

P' Amendment TED
i

June 30,2021 $0.00

CONTRACT TOTAL $499,000.00

State of NH Contract

Date: 03/09/20

Contractor's Initials

Page ■- 2 of 4



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111 - AMENDMENT A

CONTIUCTOR

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modification shall take effect upon the approval date from the Governor and the Executive Council.

rNWIIblESS.WHEREOF, the parties have hereunto set their hands as of the day and year first above
ntte

JMIML
Date:. 03/09/2020

Katherine Cheney, Directc

/

NuHarbor Security, Inc.

Corporate Signature Notarized:

Kelsey Adams' Notary Public

STATE OF Vermont

COUNTY OF Chittenden

On this the day of , 202-'0, before the undersigned officer, personally appeared the
person identified directly above, or satisfactory proven to be the person whose name is signed above, and
acknowledged that s/he executed this document in the capacity indicated above.

IN WITNESS WHEREOF I hereunto set my hand and official seal.

Notary Public/Justice of the Peace

My Commission Expires: January 31, 2021

(SEAL)

^  y \

State of NH Contract

Date: 03/09/2Q

Contractor's Initials jlc^
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STATE OF NEW HAMPSHII^ I

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111--AMENDMENT A

STATE OF NEW HAI^HIRE

Denis Goulet, Commissioner

State of New Hampshire ^

Department of Information Technology
t

}

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ,

Approved by the Attorney-General

Date:

State of New Hampshire, Department of Justice

I hereby certify that the foregoing amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

Office of the Secretary of State

Date:

State of New Hampshire, Department of Administration

State of NH Contract !

Date: 03/09/20 ^
Contractor's Initials

Page 4 of 4



State of New Hampshire

Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that NUHARBOR SECURIPt'

INC- is a Vermont Profit Corporation registered to transact business in New Hampshire on November 18, 2015. 1 further certify

that all fees and documents required by the Secretary of Slate's office have been received and is in good standing as far as this

office is concerned.

Business ID: 735135

Certificate Number: 0004534898

Urn

IN TESTIMONY WHEREOF,

1 hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 1st day of July A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE OF VOTE

1, Justin Fimlaid, do hereby represent and certify that:

(1) 1 am Managing Director of NuHarbor Security, an S-corporation (the
"Corporation").

(2) I maintain and have custody of and am familiar with the Seal and the minutes of the
Corporation.

(3) I am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3"*, 2018, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of .the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Managing Director of the
Corporation and have affixed its corporate seal this 9'*' of March, 2020.

<  Justin Kmlaid, Managing Director, 03/09/202

(SEAL)

STATE OF Vermont

SEAL
2015

/

COUNTY OF Chittenden

On this the 9th day of March, 2020, before me, Justin Fimlaid, personally appeared and
acknowledged himself to be the Managing Director, of NuHarbor Security, a
Vermont corporation, and that he, as such being authorized to do so, executed the
foregoing instrument.

IN WIinSE^ WHEREOF I he(yunto set my hand and'official seal.

Kelsey Adams, N^ary Public .03/09/2020

My Commission Expires: January 31,2021 . \ PuBVN^,/' /



/KCORCf CERTIFICATE OF LIABILITY INSUI^NCE DATE (MM/DO/YYYY)

4/10/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING iNSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certincate holder Is an ADDITIONAL INSURED, the pollcy(les) must be endorsed. If SUBROGATION IS WAIVED, subject to

the terms and conditions of the policy, certain policies may require an endorsement. A staterhent on this certificate does not confer rights to the
certificate holder In lieu of such endorsement(8).

PRODUCER

Hinooaki, LLC

DealerPolicy Insurance Agency

2300 St. (George Road

Williaton VT 05495

NAME*''' Trade Higgina

K P«i- (802)655-9000

a^oIIesS' traciehSwinooeki.eon
IN8URER(8I AFFORDING COVERAGE NAIC •

INSURER A; Acadia Insurance Comoanv 31325

INSURED

NUHARBOR' SECURITY INC

553 ROOSEVELT HIGHWAY

COLCHESTER VT 05446-5931

INSURER B; Hartford 19662

INSURER C :

INSURER 0 I

INSURER E :

INSURER F:

COVERAGES CERTIFICATE NUMBER:CL2041017844 REVISION NUMBER;

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD

INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

tNSR

MB.
TYPE OF INSURANCE iroirTPi POUCYNUMBER LIMHS

COMMERCIAL GENERAL LIABILITY

CLAIMS-MAOE H OCCUR

GENl AGGREGATE LIMIT APPLIES PER:

PRO
JECTPOLICY □•SI'S □LOG

OTHER:

ADVS414059-10 '10/14/2019 10/14/2020

EACH OCCURRENCE
SAMASe TO RENTED
PREMISES IE, oecufreftMl

MEO EXP (Any otx p»90«>)

PERSONAL S AOV INJURY

GENERAL AGGREGATE

PRODUCTS • COMP/OPAOG

AOVOL

COMBINED SINGLE LIMIT
lEi iceiaentl

2,000,000

300,000

10,000

4,000,000

AUTOMOBILE LIABILITY

ANY AUTO
AU OWNED
AUTOS

HIRED AUTOS

BODILY INJURY (Per perton)
SCHEDULED
AUTOS
NON-OWNED
AUTOS .

BODILY INJURY (Per ecddeni)
k>ROPERTY DAMAGE
tPer eeeldeno

UMBRELLA LUB

EXCESS LUB

DEO

OCCUR

CLAIMS-MAOE

EACH OCCURRENCE

AGGREGATE

■ RETENTION >
PER
STATUTE

"STfT
ia_

WORKERS COMPENSATION
AND EMPLOYERS' LUBILITY
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mendetory In NH)
If yet. deterlbe under
DESCRIPTION OF OPERATIONS beloix

E
E.L, EACH ACCIDENT 500,000

04MBCAF9D70 4/9/2020 4/9/2021 E.L. DISEASE • EA EMPLOYEE 500,000

E.L. DISEASE - POLICY LIMIT 500,000

DESCRIPTION OF OPERATIONS I LOCATIONS I VEHICLES (ACORD 101, AddlUoflcl Remerke Schedule, mey be cReehed II more tpece It required)

CERTIFICATE HOLDER CANCELLATION

Stiate of MH - Departia«nt of Information T
Attn:Dttni8 (3oulet
27 Hasen Drive
Concord, NH 03301

1

SHOULD ANY OF THE ABOVE DESCRIBED POUCIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DEUVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

Tracie Higgins/TRH -ivouft.

ACORD 25(2014/01)
INS025 (201401)

1968*2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr.) Concord, NH 03301

Fax; 603-271-1516 TDD Access; 1-800-735-2964

www.nhjgov/doit

3^

Denb Goulet

Commissioner

August 21, 2019

His Excellency, Governor Christopher T. Sunun'u
and the Honorable Executive Council

State House

Concord. NH 0330!

REOHESTED ACTION

Authorize the Department of Information Technology to enter into a contract with
NuHarbor Security, Inc. of Essex Junction, VtJ (VC# 273554) in the amount not to exceed.
.$499,000.00 for the purpose of providing a comprehensive cybersecurity risk assessment of the
Executive Branch information technology enterprise,,effective upon Governor and Executive
Council approval through June 30, 2020, with an option to renew up to (1) one time for (1) one
year upon consent of both parties and Governor and Executive Council approval.

100% Capital Funds: Funding is available in the Department of Information Technology
accounts as follows. 100% Capital Funds.

CAT#-DEPT#-AGENCY#-ACTIVITY#-

ACCOUNTING UNIT #- DEPT NAME- AGE

NAME -ACCOUNTING UNIT NAME CLAS

OBJECT - DESC

NCY

5-

ACTIVITY

CODE

FY 20

01-03-03-030030-17030000 - DoIT Cyber Secut
Program Enhancement
034-500099 Capital Project

ity N/A $499,000.00

EXPLANATION

As a public entity, the State of New Hampshire js exposed to the full range of cyber threats
on a continual basis: malware, botnets, ransomwarc, and denial of service attacks do not
discriminate - any network connected to the Internet is exposed to these threats. The old
boundaries of cybersecurity and cyberattacks are
distinct types of malware, to nation-state tactic
advantage lies in this fluidity, exploiting end

Innovative Technologies Today fo

disappearing — from the network perimeter, to
vs. that of the cybercriminal. The attacker's

)oint vulnerabilities, and inadequate security

New, Hampshire's Tomorrow'



His Excellency, Governor Christopher T. Sununu
and the Honorable Executive Council

Page 2

controls; reshaping attacks to evade detection; and repurposing tactics, techniques and
procedures for their own use. It has been said Aat "You don't know what you don't know" and
to that end, the State of New Hampshire is pursuing an independent, comprehensive
cybersecurity risk assessment in order to focus cybersecurity resources on the biggest risks and
gaps in our security posture. The contract %Yith NuHarbor Security, Inc.- will assist with
comprehensive cybersecurity risk assessment ofj the Executive Branch information technology
enterprise. In addition to determining gaps or shortfalls in the Stale's cybersecurity posture, a
key outcome of this assessment will be a roadmap to improve the security, readiness and
effectiveness of the State of New Hampshire's cybersecurity posture.

I

The alternative • without this.contract - wo^uld leave DoIT and the state Executive Branch
agencies with minimal ability to assess cybersecurity gaps and vulnerabilities across our
enterprise networks, servers and applications that contain sensitive and confidential citizen and
state data. The state does not possess the resources, expertise or time to conduct a comprehensive
and independent cybersecurity assessment of this scope and depth, so the state will continue to
be at significant cyber risk of unknown magnitude.

This contract is the result of a competitive solicitation under DoIT 2018-111
Comprehensive Cyber Security Risk Assessment issued on January 08, 2019. The scoring
committee consisted of (5) five state employees,] each with expertise in the RFP review process
and expertise in the required areas. The scoringlteam determined NuHarbor Security, Inc. met
the minimum qualifications and received the highest overall score of all proposals to the RFP.
The Department of Information Technology recommends NuHarbor Security, Inc. be awarded
this contract. , |

i

The Department of Information Technology respectfully requests approval of this
contract.

Respectfully submitted,

Denis Goulet

DG/kaf

DoIT #2018-111

RID: 43666

"Innovative Technologies Today for New Hampshire's Tomorrow"



Technical Price Invited to

Verxlbr Name- Proposal Cost ■ points points Total points Present

1 I^NuHarSbr- ■ ■: ': ' ' ••• ' • r- . f ':- : .■..$259;000;00 ■ 62$:' 96 ''72il yes
2 Cyber Defense Technology $393,400.00 625 63 688 yes
3 Janus Assoc. $196,169.00 535 127 662 yes
4 Schneider Downs $189,000.00 470 132 602
5 ICS ■ $111,000.00 340 225 565
6 AT&T $422,000.00 480 59 539
7 CBTS $191,000.00 385 131 516
8 Presidio Networked Solutions $500,000.00 380 50 430
9 SHI $321,700.00 305 78 383

10 Veritable Security $291,000.00 275 86 361
11 IC Synergy Int. $175,000.00 0 143 143
12 Connection $394,000.00 0 63 63

Reviewers Job Oasslfication & Qualifications
A Daniel Dister Chief Information Security Officer ■ Dorr

B Theresa Pare Curtis Director of Web Services - Doll
C Richard Bailey Assistant Commissioner • DOS

Dave Vigneau has been the senior member on the
0 David Vigneau IT Manager V-OolT slate's IT Security team for over 10 years.

Don Amendum is the state's senior networking
expert, with responsibility for network security for

E Don Amendum IT Manager V- DolT over 15 years.



FORM NUMBER P.37 (version 5/8/15)

Notice: This agreement and all or its attachments shall become public upon submission to Governor and
Executive Council for approval. Any Infonnaiion (hat is private, conndeniial or propriety must
be clearly identified to the agency and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

1.1 Slate Agency Name
Department of Information Technology

1.2 State Agency Address
27 Haaen Drive, Concord, NH 03301

1.3 Contractor Name

NuHarbor Security, Inc.
1.4 Contractor Address

39 River Raod, Suite 4

Essex Junction, VT 04542

1.5 Contractor Phone

• Number

800-917.5719

1.6 Account Number

01.03-03-030030-17030000.

034-500099

1.7 Completion Date

June 30,2020

1.8 Price Limitation

$499,000.00

1.9 Contracting Officer for State Agency
Denis Goulet, Commissioner

1. 10 State Agency Telephone Number
603-223-5703

Contractor Signature

13 Ackhowledgement^Atote of

1.12 Name and Title of Contractor Si^.atory

, County of

On ^Mbre the undersigned officer, personally appeared the person identified in block 1. 12, or satisfactorily
proven to be the person whose name is signed in block 1. 11, and acknowledged that s/he executed this document in the capacity
indicated in block 1.12.

,13.1 Signature of NotyV Public or Justift of the Peace

.MlAS i.
1.13.2 Name and Title of Notary or Justice of the Peace

1.15 Agency Signatory14 State SisTtatureAgenc

Date: 9/^1
approval bythcN.H. Department of Administratioh, Division of Personnel (ifappUcabie)

By: Director, On: ,

1.17 ApprQir^r^^itte^omey G^eral (Form, Substance and Execution) (ifapplicable)

On:

1.18 Approval by the Governor and Executive Council (ifapplicable)

By: On:

Page I of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The State ofNew Hampshire, acting
through the agency identified in block 1.1 ("State"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particularly described in the attached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hcrcunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified.in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in.no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this A^eement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable.

5. CONTRACT PRICE^RICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.

Page 2

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 in connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duty upon the Contractor.

• including, but not limited to, civil rights and equal opportunity
laws. This may include the requirement-to utilize auxiliary
aids and services to ensure that persons with communication
disabilities, including vision, hearing and speech, can
communicate with, receive information from, and convey
information'to the Contractor. In addition, the Contractor
shall comply with all applicable copyright laws.-*
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, s6x,
handicap, sexual orientation, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opjjortunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Pan 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issue to
implement these regulations. The Contractor funher agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascenaining compliance with all rules, regulations and orders,
and the covenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all
personnel necessary 10 perform the Services. The Contractor
warrants that all personnel engaged in the Services shall be
qualified to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, arid for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it Is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this

of 4

Contractor Initials

DateJ^S^



Agreement. This provision shall survive termination of this
Agreement.
7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder

("Event of Default");
8.1. i failure to perform the Services satisfoctorily or on
schedule;
8.1.2 failure to'submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions;
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days afler giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice spccifying.the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Defiiull; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, Including, but not limited to, all studies, reports,
files, formulae, surveys, mapsi charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with ̂ nds provided for that purpose
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

Page

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (IS) days after the date of •
termination, a report ("Termination Report") describing in
detail all Services perifo.rmed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of cbpics of the Termination
Report shall be Identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this A^eement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the Stale or receive any benefits, workers' compensation
or other emoluments provided by the State to its employees.

12. ASSICNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice and
consent of the State. None of the Services shall be

subcontracted by the Contractor without the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,-
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out of) the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall bie deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the Slate. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain In force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance:

14:1.1 comprehensive general liability insurance against all
claims of b^ily injury, death or property damage, in amounts
of not less than S1,000,000per occurrence and S2,000,000
aggregate; and
14.1.2 special cause of loss coverage form covering all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.

3of4 . .
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14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certiflcate(s)
of insurance for ail insurance required under this Agreement.
Contractor shall also furnish to the Contracting OfTicer
identified in block 1.9, or his or her successor, certiffcate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no later than thirty (30) days prior to the expiration
date of each of the insurance policies. The certificale(s) of
insurance and any renewals thereof shall be attached and are
incorporated herein by reference. Each ccrtifjcate(s) of
insurance shall contain a clause requiring the insurer to
provide the Contracting Officer identified In block 1.9, or his
or her successor, no less than thirty (30) days prior written
notice of cancellation or modification of the policy.

15. WORKERS'COMPENSATION.
15. I By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or cxernpt from, the requirements ofN.H. RSA chapter 281 -A
(" Workers' Compensalion ").
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers' Compensation in
connection with activities which the person proposes to
undertake pursuit to this Agreement. Contractor shall
furnish the Contracting Officer identified In block 1.9, or his
or her successor, proof of Workers' Compensalion in the
manner described in N.H. RSA chapter 281 -A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for.payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. WAIVER OF BREACH. No failure by the Slate to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
Default; or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the State to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
Slates Post Office addressed to the parties at the addresses
given in blocks 1.2 and 1.4, herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of.the State of New Hampshire unless no

such approval is required under the circumstances pursuant to
State law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and no rule of construction shall be applied against or
in favor of any party.

20! THIRD PARTI ES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed-to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement

are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the .
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C arc incorporated herein by
reference.

23. SEVERABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any state or federal law, the remaining
provisions of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterpans, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prior
A^eements and understandings relating hereto.

Page 4 of 4
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply'except as specifically noted elsewhere in
this document.

Acceptance
Notice frorh the State that a Deliverable has satisfied

Acceptance Test or Review.

Acceptance Letter
An Acceptance Letter provides notice from the State that a
Deliverable has satisfied Acceptance Tests or Review.

Access Control
Supports the management of permissions for logging onto a
computer or network.

Agreement ' A Contract duly executed and legally binding.

Appendix
Supplementary material that is collected and appended at the
back of a document.

Audit Trail Capture and
Analysis

Supports the identification and monitoring of activities
within an application or system.

Authorized Persons

The Contractor's employees, contractors, subcontractors or
other agents who need to access the State's personal data'to
enable the Contractor to perform the services required.

CCP Change Control Procedures.

Certification

The Vendor's written, declaration with full supporting and
written Documentation (including without limitation test
results as applicable) that the Vendor has completed
development of the Deliverable.

Change Order
Formal documentation prepared for a proposed change in the
Specifications.

Completion Date End date for the Contract.

Confidential Information Information required to be kept confidential from
unauthorized disclosure under the Contract.

State pfNH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
Part 2 - ITPrcwisions
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Contract

This Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

Contract Conclusion

Refers to the conclusion of the Contract, for any reason,
including but not limited to, the successful Contract
completion, termination for convenience, or termination for
default.

Contract Documents

Part 1, 2, and 3. The documentation consisting of both the
General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights
and duties of the parties with respect to the Scope of Work.

Contract Managers

The persons identified by the State and the Vendor who shall
be responsible for all contractual authorization and
administration of the Contract. These responsibilities shall
include but not be limited to processing Contract
Documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all
Contract administrative activities.

Contract Price

The total, not to exceed amount to be paid by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provisions
Section 1.8 (P-37).

Contractor

The .Vendor and its employees, subcontractors, agents and
affiliates who are providing the services agreed to under the
contract.

Contracted Vendor

The Vendor whose Proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

CR
Change Request

State ofNH Contract 2018-

Part 2 - IT Provisions
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Data

State's records, files, forms, Data and other document
information, in either electronic or paper format, that will be
used/converted by the Vendor during the Contract term.

Data Breach

The unauthorized access by a non-authorized per^n/s that
results in the use, disclosure or thefl of a State's unencrypted
non-public data.

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable resulting in a
Deliverable, the Software, or the System, not conforming to
its Specifications.

Deliverable

A Deliverable is the specified work product, produced by the
Vendor for the State under the terms of this Contract.

. Department An agency of the State.

Department of Information
Technology (DoIT)

The Department of Information Technology established
under RSA 21-R by the Legislature effective September 5,
2008.

Documentation
All information that describes the installation, operation, and
use of the Sofhvare, either in printed or electronic format.

Digital Signature
Certification that guarantees the unaltered state of a file, also
known as "code signing".

Effective Date

The Contract and all obligations of the parties hereunder
shall become effective on the date the Governor and the
Executive Council of the State of New Hampshire approves
the Contract.

Encryption Supports the transformation of data for security purposes.

Governor and the Executive

Council
The New Hampshire Governor and the Executive Council.

State ofNH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
Part 2 - IT Pmvisions
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CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

Identification and

Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Information Technology
(IT)

Refers to the tools and processes used for the gathering,
storing, manipulating, transmitting, sharing, and sensing of
information including, but not limited to, Data processing,
computing, information systems, telecommunications, and
various audio and video technologies.

Input Validation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected.
Protecting the application from cross site scripting, SQL
injection, buffer overflow, etc.

Intrusion Detection
Supports the detection of illegal entrance into a computer
system.

Invoking Party In a dispute, the party believing itself aggrieved.

Npn Exclusive Contract

A contract executed by the State that does not restrict the
State from'seeking alternative sources for the Deliverables
or Services provided under the Contract.

Non-Public Information

Data, other than personal data, that is not subject to
distribution to the public as public information, it is deemed
to be sensitive and confidential by the State because it
contains information that is exempt by statute, ordinance or
administrative rule from access by the general public as
public information.

Non-Software Deliverables
Deliverables that are not Software Deliverables "or Written

Deliverables, e.g., meetings, help support, services, other.

Normal Business Hours

Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST,
Monday through Friday excluding State of New Hampshire
holidays. State holidays are: New Year's Day, Martin
Luther King Day, President's Day, Memorial Day, July 4th,
Labor Day, Veterans Day, Thanksgiving Day, the day after

Slate of NH Contract 2018-11
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Thanksgiving Day, and Christmas Day. Specific dates will
be provided.

Notice to Proceed (NTP)

The State Contract Manager's written direction to the
Vendor to begin work on the Contract on a given date and
time.

Order of Precedence

The order in which Contract/documents control in the event
of a conflict or ambiguity. A term or condition in a document
controls over a conflicting or ambiguous term or condition
in a document that is lower In the Order of Precedence.

Personal Data

Data that includes information relating to a person that
identifies the person by name and has any of the following
personally identifiable information (PII): government-issued
identification numbers (e.g., Social Security, driver's
license, passport); financial account information, including
account number, credit or debit card numbers; or protected
health information (PHI) relating to a person.

■l

Project
The planned undertaking regarding the entire subject matter
of an.RfP and Contract and the activities of the parties
related hereto.

Project Team

The group of Stale employees and Contracted Vendor's
personnel- responsible for managing the processes and
mechanisms required such that the Services are procured in
accordance with the Work Plan, budget, required
Specifications and quality standards.

Project Managers

The persons identified who shall function as the State's and
the Vendor's representative with regards to review and
Acceptance of the Contract, invoice sign off, and review and
approval of Change Requests (CR) utilizing the Change
Control Procedures (CCP).

Project Staff
State personnel assigned to work with the Vendor on the
Project. '

Proposal The submission firpm a Vendor in response to the request for
■ a.Proposal or statement of work.

State ofNH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
Part 2 - IT ProvisionsPartz-ll Provision
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Protected Health

InrormatioQ (PHI)

Individually identifiable health Information transmitted by
electronic media, maintained in electronic media, or
transmitted or maintained in any other form or medium. PHI
excludes education records covered by the Family
Educational Rights and Privacy Act (FERPA), as amended,
20 U.S.C. I232g, records described at 20 U.S.C.
l232g(aX4XB)(iv) and employment records held by a
covered entity in its role as employer.

Report All Written Deliverables under the Contract.

Review The process of reviewing Deliverables for Acceptance.

Review Period The period set for.reyiew of a Deliverable.

RFP (Request for Proposal)

A Request for Proposal which solicits proposals to satisfy
State requirements by supplying Data processing service
resources according to specific terms and conditions.

Review Period
The period set for review of a Deliverable. If none is
specified then the Review Period is five (5) business days.

Schedule

The dates described, in the Work Plan for deadlines for

performance of Services and other project events and
activities under the Contract.

Security Incident

The potentially unauthorized access by non-authorized
persons to personal data or non-public data the Contractor
believes could reasonably reSult in the use, disclosure or
theft of a State's unencrypted personal data or non-public
data within the possession or control of the Contractor. A
security incident may or may not turn into a data breach.

Services
The work or labor to be performed by the Vendor on the
project as described in the contract.

Software
All Software provided by the Vendor under the Contract.

State ofNH Contract 20I8'1 1 1 Comprehensive Cyber Security Risk Assessment
Part 2- IT Provisions
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Specifications

The written Specifications tha( set forth the requirements
which include, without limitation, this RFP, the Proposal,
the Contract, any performance standards, applicable State
and federal policies, laws and regulations, state technical
standards; subsequent State-approved Deliverables, and
other Specifications and requirements described in the
Contract Documents. The Specifications are, by this
reference, made a part of the Contract as though completely
set forth herein.

Stale

State is defined as:

State of New Hampshire
Department of Information Technology
27 HaMn Drive

Concord, NH 03301

Reference to the term "State" shall include applicable
agencies.

Statement of Work (SOW)

A Statement of Work clearly defines the basic requirements
and objectives of a Project. The Statement of Work also
defines a high level view of the architecture, performance
and desi^ requirements, the roles and responsibilities of the
State and the Vendor. The Contract Agreement SOW
defines the results that the Vendor remains responsible and
accountable for achieving.

State's Confideotial Records

State's information regardless of its form that is not subject
to public disclosure under applicable state and federal laws
and regulations, including but not limited to RSA Chapter
91-A.

State Data
Any information contained within State systems in
electronic or paper format.

State Fiscal Year (SFY)
The New Hampshire State Fiscal Year extends from July 1st
through June 30th of the following calendar year.

State Identified Contact
The person or persons designated in writing by the State to
receive security incident or breach notification.

State of NH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
Part 2 - ITj Provisions .
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State Project Leader State's representative with regard to project oversight.

State Project Manager (PM)

State's representative with regard to project management
and technical matters. The Agency Project Manager is
responsible for review and Acceptance of specific Contract
Deliverabies, invoice sign off, and review and approval of a
Change Order.

Subcontractor

A person, partnership, or company not in the,employment
of, or owned by, the Vendor, which is performing.Services
under this Contract, under a separate Contract with or on
behalf of the Vendor.

System

All Sofhvare, specified hardware, and interfaces and
extensions, integrated and. functioning together in
accordance with the Specifications.

TBD To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It must be:
(1) consistent with Statement of Work within statement .of
Services; (2) not constitute a new assignment; and (3) not
change the terms, documents of specifications of the
Contract Agreement.

Term
Period of the Contract from the Effective Date through
expected termination date.

Transition Services
Services and support provided when Contractor is
supporting System changes.

User Management
Supports the administration of computer, application and
network accounts within an organization.

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded the
Contract with the State and who is responsible for the
Services and Deliverables of the Contract.

State ofNH Contract 2018-1
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Veriflcation
Supports the confirmation of authority to enter a computer
system, application or network.

Warranty Period

A period of coverage during which the Contracted Vendor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Work Plan

The overall plan of activities for the project created in
accordance with the Contract. The plan and delineation of
tasks, activities and events to be performed and Deliverables
to be produced under the project as specified in Appendix C:
Scope, Requirements and Deliverables. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead and/or
participate on each task.

Written Deliverables

Non-Software Written Deliverable documentation (letter,
report, manual, book, other) provided by the Vendor either
in paper or electronic format.

Remainder ofthis page intentionaiiy left blank
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Information Technology ("State"), and NuHarbor Security, Inc., ("Contractor"), having its principal
place of business at 39 River Road Suite 4, Essex Junction, VT 04542.

RECITALS

Whereas the State desires to have the Contractor provide a comprehensive cybersecurity risk assessment of
the Executive Branch information technology enterprise. In addition to determining gaps or shortfalls in
the State's cybersecurity posture, a key outcome of this assessment will be a roadmap to improve the
security, readiness and effectiveness of the State of New Hampshire's cybersecurity posture.

Whereas the Contractor wishes to proyide Information Security, Risk Management, and Cybersecurity
managed and professional information security services.

The parties therefore agree as follows:'

1. CONTRACT DOCUMENTS

l.I CONTRACT DOCUMENTS

This Contract Agreement (2018-1 11) is comprised of the following documents:

Part I - Form P-37 General Provision

Part 2 • information Technology Provisions

Part 3 - Exhibits

Exhibit A • Contract Deliverables

Exhibit B • Price and Payment Schedule

Exhibit C - Special Provisions

Exhibit D - Administrative Services

Exhibit E - Managed and Profeissional Information Security Services

Exhibit F • Testing Services (Not Applicable)

Exhibit G-.Maintenance and Support Services (Not Applicable)

Exhibit H - Requirements

Exhibit I. Work Plan

Exhibit J - Software Agreement (Not Applicable)

Exhibit K - Warranty and Warranty Services

Exhibit L - Training Services (Not Applicable)

State ofNH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
Part2-IT#Proviisions
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CONTRACT 2018-ni
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Exhibit M - Agency RFP with Addendums, by reference

Exhibit N - Vendor Proposal, by reference

Exhibit 0 - Certificates and Attachments

1.2 ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

1. State of New Hampshire,. Department of Information Technology Contract
Agreement 2018-111, including Parts 1,2, and 3.

2. State of New Hampshire, Depanment of Information Technology RFP 2018-1 1 1
Comprehensive Cyber Security Risk Assessment.

3. Vendor Proposal Response to RFP 2018-111 Comprehensive Cyber Security Risk
Assessment dated February 14, 2019.

2. CONTRACT TERM

2.1 The Contract and all obligations of the parties hereunder shall become effective after full
execution by the parties, and the receipt of required governmental approvals, including, but not
limited to. Governor and Executive Council of the State of New Hampshire approval
("Effective Date") and extend through the date indicated in Part 1, P-37 General Provisions -
Block 1.7: Completion Date.

2.2 The Term may be extended for one (1) additional term of one (1) year, under the terms and
conditions contained in the agreement and subject to approval by the New Hampshire Governor
and Executive Council.

23 The Contractor shall commence work upon issuance of a Notice to Proceed by the State.

3. COMPENSATION

3.1 CONTRACT PRICE

The Contract Price, Part I, P37, block 1,8 price limitation, method of payment, and terms of
payment are identified and more particularly described in Section 5 of P-37 Agreement, and
Part 3 Contract Exhibit B: Price and Payment Schedule.

3.2 NON-EXCLUSrVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part or
portion of an item, group of items, or total Proposal, the Contractor shall not be responsible for
any delay, act, or omission of such other vendors, except that the Contractor shall be
responsible for any delay, act, or omission of the other vendors if such delay, act, or omission
is caused by or due to the fault of the Contractor.

State ofNH Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its obligations
under the Contract. The Contractor shall be responsible for managing the Project to its successful
completion.

4.1 THE CONTRACTOR'S CONTRACT manager

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration.

The Contractor's Contract Manager is:
Luc Martin

39 River Road, Suite 4
Essex Junction, VT 04542
Email: lmarTin@nuharborsecurity.com

4.2 THE CONTRACTOR'S PROJECT MANAGER

4.2.1 The Contractor shall assign a Project Manager who meets the requirements of the
Contract. The Contractor's selection of the Project Manager shall be subject to the prior
written approval of the State. The State's approval process may include, without
limitation, at the State's discretion, review of the proposed Contractor's Project
Manager's resume, qualifications, references, and background checks, and an interview.
The Slate may require removal or reassignment of the Contractor's Project Manager who,
in the sole judgment of the State, is found unacceptable or is not performing to the State's
satisfaction. ^

X  4.2.2 The Contractor's Project Manager must be qualified to perform the obligations required
of the position under the Contract, shall have full authority to make binding decisions
under the Contract, and shall function as the Contractor's representative for all
administrative and management matters. The Contractor's Project Manager shall
perfoim the duties required under the Contract, including, but not limited to, those set
forth in Exhibit I, Section 2. The Contractor's Project Manager must be available to
promptly respond during Normal Business Hours within two (2) hours to inquiries from
the State, and be at the site as needed. The Contractor's Project Manager must work
diligently and use his/ her best efforts on the Project.

4.2.3 The Contractor shall not change its assignment of the Contractor's Project Manager
without providing the State written justification and obtaining the prior written approval
of the Stale. State approvals for replacement of the Contractor's Project Manager shall
not be unreasonably withheld. The replacement Project Manager shall have comparable
or greater skills than'of the Contractor's Project Manager being replaced; meet the
requirements of the Contract; and be subject to reference and background, checks
described above in General Provisions, Section 4.2.1: Contract Project Manager, and in
Contract A^eement General Provisions, Section 4.6: Reference and Background

State of NH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
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Checks, below. The Contractor shall assign a replacement of the Contractor's Project
Manager within ten (10) business days of the departure of the prior Contractor's Project

• Manager, and the Contractor shall continue during the ten (ID) business day period to
provide competent Project management Services through the assignment of a qualified
interim Project Manager.

4.2.4 " Notwithstanding any other provision of the Contract, the State shall have the option, at
its discretion, to terminate the Contract, declare the Contractor in default and pursue its
remedies at law and in equity,, if the Contractor fails to assign a the Contractor Project
Manager-meeting the requirements and terms of the Contract.

The Contractor's Project Manager is:
Kevin Moss

39 River Road, Suite 4
Essex Junction, VT 04542
Email: kmoss@nuharborsecurity.com

4.3 CONTRACTOR KEY PROJECT STAFF

4 J.l The Contractor shall assign Key Project Staff who meet the requirements of the Contract,
and can provide the Services and Deliverables identified in the requirements set forth in
RFP Appendix C: Requirements, Table C-3: Requirements. The Slate may conduct
reference and background checks on the Contractor's Key Project Staff. The State
reserves the right to require removal or reassignment of the Contractor's Key Project
Staff who are found unacceptable to the State. Any background checks shall be.
performed in accordance with General Provisions Section 4.6: Background Checks.

4.3.2 The Contractor shall not change any of the Contractor's Key Project Staff commitments
without providing the State Nvritten justification and obtaining the prior written approval
of the. State. State approvals for replacement of the Contractor's Key Project Staff will
not be unreasonably withheld. The repilacement of the Contractor's Key Project Staff
shall have comparable or greater skills than of the Contractor's Key Project Staff being
replaced.

4.3.3 Notwithstanding any other provision of the Contract to the contrary, the State shall have
the option to terminate the Contract, declare the Contractor in default and to pursue its
remedies at law and in equity, if the Contractor fails to assign Key Project Staff meeting
the requirements and terms of the Contract or if it is dissatisfied with the Contractor's
replacement Project staff.

4JJ.1 The Contractor Key Project Staff shall consist of the following individuals in
the roles identified below:

Table 4.3 J;l: The Coatractor's Key Project Staff
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KEYMEMBER(S) TITLE

Paul Dusini Director, Information Assurance

Jeffrey Bamberger Senior Analyst

Kristof Holm Senior Analyst

Eric Kobelski Senior Engineer

Randy Duprey Senior Engineer

Kevin Moss Operations Coordinator

Ben Weber Senior Network Engineer

Bill Giglio Senior Network Engineer

Rick Sotomayor Pre-Sales Engineer

Nick Calderan Pre-Sales Engineer

4.4 STATE CONTRACT MANAGER

The State shall assign a Contract Manager who shall function as the State's representative with
regard.to Contract administration.

The State Contract Manager b;
Karen Fleming
NH Department of Information Technology
GfTice: 603-223-5766

Email: Karen.Fleming@doit.nh.gov

4.5 STATE PROJECT MANAGER

The State shall assign a Project Manager. The State Project Manager's duties shall include the
following:

a. Leading the Project;

b. Engaging and managing all Contractors;

c. Managing significant issues and risks.

d. Reviewing and accepting Contract Deliverables;

c. Invoice sign-offs;

f. Review and approval of change proposals; and

g. Managing stakeholders' concerns.

The State Project Manager is:
Daniel Dister

NH Department of Information Technology
Office: 603-223-5734 •

Mobile; 603-931-9234
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Email: Danlel.Distcr@doit.nh.gov

4.6 REFERENCE AND BACKGROUND CHECKS

4.6.1 The Contractor shall conduct criminal background checks and not utilize any staff,
including subcontractors, to fulfill the obligations of the contract who have been
convicted of any crime of dishonesty, including but not limited to criminal fraud, or
otherwise convicted of any felony or misdemeanor offense for which incarceration
for up to 1 year is an authorized penalty. The Contractor shall promote and maintain
an awareness of the importance of securing the State's information among the
Contractor's employees and agents.

4.6.2 The State may, at its sole expense, conduct reference and background-screening of
the Contractor Staff. The State shall maintain the confidentiality .of background
screening results in accordance with the Contract Agreement - General Provisions-
Section 1 1: Use of State's Information, Confidentiality.

5. DELIVERABLES

5.1 CONTRACTOR RESPONSIBILITIES

5.1.1 The Contractor shall be solely responsible for meeting all requirements, and terms and
conditions specified in this Contract, regardless of whether or not a subcontractor is
used.

5.1.2 The Contractor may subcontract Services subject to the provisions of the Contract,
including but not limited to,.the terms and conditions in the Contract Agreement. The
Contractor must submit all information and documentation relating to the
Subcontractor, including terms and conditions consistent with this Contract. The State
will consider the Contractor to be wholly responsible for the performance of the-
Contract and the sole point of contact with regard to all contractual matters, including
payment of any and all charges resulting from the Contract.

5.2 DELIVERABLES AND SERVICES
w

The Contractor shall provide the State with the Deliverables and Services in accordance with
the time frames in the Work Plan for this Contract, and as more particularly described in
Contract Exhibit A: Contract Deliverables.

5.3 DELIVERABLES REVIEW AND ACCEPTANCE

Af^cr receiving written Certification from the Contractor that a Deliverable is final, complete,
and ready for Review, the State will Review the Deliverable to determine whether it meets the
Requirements outlined in Contract Exhibit A: Contract Deliverables. The State will notify the
Contractor in writing of its Acceptance or rejection of the Deliverable within five (5) business
days of the State's receipt of the Contractor's written Certification. If the Slate rejects the
Deliverable, the State shall notify the Contractor of the nature and class of the Deficiency and
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the Contractor shall correct the Deficiency within the period identified in the Work Plan. If no
period for the Contractor's correction of the Deliverable is identified, the Contractor shall
correct the Deficiency in the Deliverable within five (5) business days. Upon receipt of the
corrected Deliverable, the Slate shall have five (5) business days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the
Review Period up to five (5) additional business days. If the Contractor fails to correct the
Deficiency within the allotted period of time, the State may, at its option, continue reviewing
the Deliverable and require the Contractor to continue until the Deficiency is corrected, or
immediately terminate the Contract, declare the Contractor in default, and pursue its remedies
at law and In equity.

5.4 SOFTWARE REVIEW AND ACCEPTANCE (NOT APPLICABLE)

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Exhibit F:

6. SOFTWARE (NOT APPLICABLE)

The Contractor shall provide the State with access to the Software and Documentation set forth in the
Contract, and particularly described in Exhibit J: ̂ q/Twcrre

7. SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services shall
meet, and be performed, in accordance with the Specifications.

7.1 ADMINISTRATIVE SERVICES

The Contractor shall provide the State with the administrative Services set forth in the Contract,
and particularly described in Exhibit D: Adminislralive Services.

7.2 MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

The Contractor shall provide the State with the Services set forth in the Contract, and
particularly described in Exhibit E: Managed and Professional Information Security Services
implementation Services.

7J TESTING SERVICES (NOT APPLICABLE)

The Contractor shall perform testing Services for the State set forth in the Contract, and
particularly described in Exhibit F: Testing Services.

7.4 TRAINING SERVICES (NOT APPLICABLE)

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Exhibit L; Training Services.

State ofNH (Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
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7.5 MAINTENANCE AND SUPPORT SERVICES (NOT APPLICABLE)

The Contractor shall provide the State with Maintenance and Support Services set forth in the
Contract, and particularly described in Exhibit G: System Maintenance and Support.

7.6 WARRANTY SERVICES

The Contractor shall provide the State with warranty Services set forth in the Contract, and
particularly described In Exhibit K: Warranty & Warranty Services. ^

8. WORK PLAN DELIVERABLE

8.1 The Contractor shall provide the State with a Work Plii that shall include, without limitation,
a detailed description of the Schedule, tasks, Deliverables, major milestones, task
dependencies, and payment Schedule. .

8.2 The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I:
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than every two
weeks, to accurately reflect the status of the Project, including without limitation, the Schedule,
tasks, Deliverables, major milestones, task dependencies, and payment Schedule. Any such
updates to the Work Plan must be approved by the State, in writing, prior to final incorporation
into Contract Exhibit I: Work Plan. The updated Contract Exhibit I: Work Plan, as approved
by the Stale, is incorporated herein by reference.

8.3 Unless otherwise agreed in writing by the Slate, changes to the Contract Exhibit I: Work Plan
shall not relieve the Contractor from liability to the State for damages resulting from the
Contractor's failure to perform its obligations under the Contract, including, without limitation,
performance in accordance with the Schedule.

8.4 In the event of any delay in the Schedule, the Contractor must immediately notify the State in
writing, identifying the nature of the delay, i.e., specific actions or inactions of the Contractor
or the State causing the problem; its estimated duration period to reconciliation; specific actions
that need to be taken to correct the problem; and the expected Schedule impact on the Project.

8.5 In the event additional time is required by the Contractor to correct Deficiencies, the Schedule
shall not change unless previously agreed in writing by the State, except that the Schedule shall
automatically extend on a day-to-day basis to the extent that the delay does not result from the
Contractor's failure to fulfill its obligations under the Contract. To the extent that the State's
execution of its major tasks takes longer than described in the Work Plan, the Schedule shall
automatically extend on a day-to-day basis.

8.6 Notwithstanding anything to the contrary, the State shall have the option to terminate the
Contract for default, at its discretion, if it is dissatisfied with the Vendor's Work Plan or
elements within the Work Plan.
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9. CHANGE ORDERS

9.1 The State may make changes or revisions to the agreed upon Statement of Work (SOW) at any
time by written Change Order. The State originated changes or revisions shall be approved by
the Department of Information Technology. Within five (5) business days, unless otherwise
mutually agreed upon of the Contractor's receipt of a Change Order, the Contractor shall advise
the State, in detail, of any impact on cost (e.g., increase or decre^e), the Schedule, or the Work
Plan.

9.2 The Contractor may request a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, or the Work Plan. The State shall attempt to
respond to the Contractor's requested Change Order within five (5) business days, unless
otherwise mutually agreed upon. The State Agency, as well as the Department of Information
Technology, must approve all Change Orders in writing. The State shall be deemed to have
rejected the Change Order if the parties are unable to reach an agreement in writing.

9.3 All Change Order requests from the Contractor to the State, and the State acceptance of the
Contractor's estimate for a State requested-change, will be acknowledged and responded to,
either acceptance or rejection, in writing, if accepted, the Change Order(s) shall be subject to
the Contract amendment process, as determined to apply by the State.

10. INTELLECTUAL PROPERTY

10.1 SOFTWARE TITLE (NOT APPLICABLE)

10.1.1 In the event that the State purchases software all title, right, and interest (including all
ownership and intellectual property rights) in the Sofhvare, and its associated
Documentation, shall remain with the Contractor.

10.1.2 Upon successful completion and/or termination of the Implementation of Che Project, the
Contractor shall own and hold all, title, and rights in any Sofhvare modifications,
developed in connection with performance of obligations under the Contract, or
modifications to the Contractor provided Sofhvare, and their associated Documentation
including any and all performance enhancing operational plans and the Contractors'
special utilities. The Contractor shall license back to the State the right to produce,
publish, or otherwise use such sofhvare, source code, object code, modifications, reports,
and Documentation developed under the Contract.

10.13 In no event shall the Contractor be precluded from developing for itself, or for others,
materials that are competitive with, or similar to Custom Sofhvare, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Contractor shall be free to use its general knowledge, skills, experience, and'
any other Ideas, concepts, know-how, and techniques that are acquired or used in the
course of its performance under this agreement.
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10.2 STATE'S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State. All data and any property
which has been received from the State orpurchased with funds provided for that purpose under
this Agreement, shall be the property of the State, and shall be returned to the State upon
demand or upon termination of this Agreement for any reason. The Contractor shall not access
State user accounts or State data, except:

a. In the course of data center operations;

b. In response to service or technical issues;

c. As required by the express terms of this contract; or

d. At the State's written request.

lOJ CONTRACTOR'S MATERIALS

103.1 Subject to the provisions of this Contract, the Contractor may develop for itself, or for,
others, materials that are competitive with, or similar to, the Deliverables, (n accordance

. with the provision of this Contract, the Contractor shall not distribute any products
containing or disclose any State Confidential Information. The Contractor shall be free
to use its general knowledge, skills and experience, and any ideas, concepts, know-how,
and techniques that are acquired or used in the course of its performance under this
Contract, provided that such is not obtained as the result of the deliberate memorization
of the State Confidential Information by the Contractor employees or third party
consultants engaged by the Contractor.

10.3.2 Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot include information or records not subject to public disclosure under New
Hampshire RSA Chapter 91-A, which includes but is not limited to the following:
records of grand juries.and petit juries; records of parole and pardon boards; personal
school records of pupils; records pertaining to internal personnel practices, financial
information, test questions, scoring keys and other examination data use to administer a
licensing examination, examination for employment, or academic examination and
personnel, medical, welfare, library use, video tape sale or rental, and other files
containing personally identifiable information that is private in nature.

10.4 STATE WEBSITE COPYRIGHT

WWW Copyright and Intellectual Property Rights. All right, title and interest in the State
WWW site <NH.GOV, etc.>, including copyright to all Data and information, shall remain
with the State. The State shall also retoin all right, title and interest in any user interfaces and
computer instructions embedded within the WWW pages. All WWW pages and any other
Data or information shall, where applicable, display the State's copyright.
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10.5 CUSTOM SOFTWARE SOURCE CODE (NOT APPLICABLE)

In the event that the Slate purchases software development services, which results in Custom
Software, the Contractor shall provide the State with a copy of the source code for the Custom
Software, which shall be subject to the License rights. The Stale shall receive a worldwide,
perpetual, irrevocable, and non-exclusive paid -up right and license to use, copy, modify and
prepare derivative works of any custom developed software. This section docs not apply to the
Contractor's proprietary software code.

10.6 SURVIVAL

This Contract Agreement Section 10: Intellectual Property shall survive the termination of the
Contract.

11. USE OF STATE'S INFORMATION. CONFIDENTIALITY

11.1 USE OF STATE'S INFORMATION

In performing its obligations under the Contract, the Contractor may gain access to information
of the State, including State Confidential Information. "State Confidential Information" shall
include, but not be limited to, information exempted from public disclosure under New
Hampshire RSA Chapter 91-A: Access (o Public Records and Meetings (see e.g. RSA Chapter
91-A; 5 Exemptions). The Contractor shall not use the State Confidential Information
developed or obtained during the performance of, or acquired, or developed by reason of the
Contract, except as directly connected to and necessary for the Contractor's performance under
the Contract.

11.2 STATE CONFIDENTIAL INFORMATION

11.2.1 The Contractor shall maintain the confidentiality of and protect from unauthorized use,
disclosure, publication, and reproduction (collectively "release"), all State Confidential
Information that becomes available to the Contractor in connection with its performance
under the Contract, regardless of its form.

11.2.2 Subject to applicable federal or State laiws and regulations, Confidential Information
shall not include information which:

a. Shall have otherwise become publicly available other than as a result of disclosure by
the receiving party in breach hereof;

b. Was disclosed to the receiving party on a non^onfidential basis from a source other than
the disclosing party, which the receiving party believes is not prohibited from disclosing
such information as a result of an obligation in favor of the disclosing party;

c. Is developed by the receiving party independently of, or was known by the receiving
party prior to, any disclosure of such information made by the disclosing party; or
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d. Is disclosed with the written consent of the disclosing party. A receiving party also may
disclose Confidential Information to the extent required by an order of a court of
competent jurisdiction.

11.23 Any disclosure of the State Confidential information shall require the prior written
approval of the State. The Contractor shall immediately notify the State- if any request,
subpoena or other legal process is served upon the Contractor regarding the State
Confidential Information, and the Contractor shall cooperate with the State in any effort
the State undertakes to contest the request, subpoena or other legal process, at no
additional cost to the State.

-  11.2.4 In the event of the unauthorized release of State Confidential Information, the Contractor
shall immediately notify the State, and the State may immediately be entitled to pursue
any remedy at law and in equity, Including, but not limited to, injunctive relief.

11.3 CONTRACTOR CONFIDENTIAL INFORMATION

Insofar as the Contractor seeks to maintain the confidentiality of its confidential or proprietary
information, the Contractor must clearly identify in writing all information it claims to be
confidential or proprietary. Notwithstanding the foregoing, the State acknowledges that the
Contractor considers their Documentation to be Confidential Information. The Contractor
acknowledges that the State is subject to State and federal laws governing disclosure of
information including, but .not limited to, RSA Chapter 91-A. The State shall maintain the
confidentiality of the identified Confidential Information insofar as it is consistent with
applicable State and federal laws or regulations, including but not limited.to, RSA Chapter 91-
A. In the event the Stale receives a request-for the information identified by the Contractor as
confidential, the State shall notify the Contractor and specify the date the Slate will be releasing
the requested information. At the request of the State, the Contractor shall cooperate and assist
the State with the collection and review of the Contractor's information, at no additional
expense to the State. Any effort to prohibit or enjoin the release of the information shall be the
Contractor's sole responsibility and at the Contractor's sole expense. If the Contractor fails to
obtain a court order enjoining the disclosure, the State shall release the information on the date,
specified in the State's notice to the Contractor, without any liability to the Contractor.

11.4 SURVIVAL

This Contract Agreement Section 11, Use ofState's Information, ConfidenlialityyS\\Q.\\ survive
termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY

12.1 STATE

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages.^ Subject to
applicable laws and regulations, the State's liability to the Contractor shall not exceed the total
Contract price set forth in Contract Agreement - General Provisions, Block 1.8.
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12.2 STATE'S IMMUNITY

Notwithstanding the foregoing, nothing herein contained shalj be deemed to constitute a waiver
of the sovereign immunity of the State, which immunity is hereby reserved to the State. This
covenant shall survive termination or Contract conclusion.

12.3 survival

This Section 12; Limiiaiion of Liability shall survive termination or Contract conclusion.

13, TERMINATION

13.1 TERMINATION FOR DEFAULT

Any one or more of the following acts or omissions of the Contractor shall constitute an event
of default hercundcr ("Event of Default")

a. Failure to perform the Services satisfactorily or oh schedule;

b. Failure to submit any report required; and/or

c. Failuretoperformany other covenant, term or condition of the Contract.

13.1.1 Upon, the occurrence of any Event of Default, the State may take anyone or more, or all,
of the following actions:

a. Unless otherwise provided in the Contract, the State shall provide the Contractor
written notice of default and require it to be remedied within, in the absence of
a greater or lesser specification of time, within thirty (30) days from the date of
notice, unless otherwise indicated within by the State ("Cure Period"). If the
Contractor fails to cure the default within the Cure Period, the State may
terminate the Contract effective two (2) days af^er giving the Contractor notice
of termination, at its sole.discretion, treat the Contract as breached and pursue
its remedies at law or in equity or both.

b. Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that the
portion of the C)ontract price which would otherwiw accrue to the Contractor
during the period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default shall never be paid
to the Contractor.

c. Set off against any other obligations the State may owe to the Contractor any.
damages the Slate suffers by reason of any Event of Default;

d. Treat the Contract as breached and pursue any of its remedies at law or inequity,
or both.

e. Procure Services that are the subject of the Contract from another source and the
Contractor shall be liable for reimbursing the State for the replacement Services,
and all administrative costs directly related to the replacement of the Contract
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and procuring the Services from another source, such as costs of competitive
bidding, mailing, advertising, applicable fees, charges or penalties, and staff time
costs; all of which shall be subject to the limitations of liability set forth in the
Contract.

13.1.2 The Contractor shall provide the State with written notice of default, and the State shall
cure the default within thirty (30) days.

13.2 TERMINATION FOR CONVENIENCE

13.2.1 The State may, at its sole discretion, terminate the Contract for convenience, in whole or
in part, by thirty (30) days written notice to the Contractor. In the event of a termination
for convenience, the State shall pay the Contractor the agreed'upon price, if separately
stated in this Contract, for Deliverables for which Acceptance has been given by the
State. Amounts for Services or Deliverables provided prior to the date of termination for
which no separate price is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of the
Contract.

13.2.2 During the thirty (30) day period, the Contractor shall wind down and cease Services as
quickly and efficiently as reasonably possible, without performing unnecessary Services
or activities and by minimizing negative effects on the State from such" winding down
and cessation of Services.

13.3 TERMINATION FOR CONFLICT OF INTEREST

13.3.1 The State may terminate the Contract by written notice if it determines that a conflict of
interest exists, including but not limited to, a violation by. any of the parties hereto of
applicable laws regarding ethics in public acquisitions and procurement and performance
of Contracts. . 1

13J.2* In such case, the State shall be entitled to a pro-rated refund of any current development,
support, and maintenance costs. The State shall pay all other contracted payments that
would have become due and payable if the Contractor did not know, or reasonably did
not know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by the
Contractor, the State shall be entitled to pursue the same remedies against the Contractor
as it could pursue in the event of a default of the Contract by the Contractor.

13.4 TERMINATION PROCEDURE

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Contractor to deliver to the State any property, including
without limitation. Written Deliverables, for such part of the Contract as has been
terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the Stale,
the Contractor shall:
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a. The State shall be entitled to any post-termination assistance generally made
available with respect to the services, unless a unique data retrieval arrangement
has been established as part of the SLA.

b. Stop work under the Contract on the date, and to the extent specified, in the
notice;

c. Promptly, but in no event longer than thirty (30) days afler teimination, terminate
its orders and subcontracts related to the work which has been terminated and

settle all outstanding liabilities and all claims arising out of such termination of
orders and subcontracts, with the approval or ratification of the State to the extent
required, which approval or ratification shall be final for the purpose of this
Section;

d. Take such action as the State directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of the Contractor and
in which the State has an interest;

e. During any pefiod of service suspension, the Contractor shall nottake any action
to intentionally erase any State data, n the event of termination of any services
or agreement in entirety, the Contractor shall not take any action to intentionally
erase any State data for a period of:

i. 10 days after the effective date of termination, if the termination is in
accordance with the contract period

ii. 30 days after the effective date of termination, if the termination is for
convenience .

iii. 60 days after the effective date of termination, if the termination is for
cause

iv. After such period, the Contractor shall have no obligation to maintain
or provide any State data and shall thereafter, unless legally
prohibited, delete all State data in its systems or otherwise- in its
possession or under its control.

f. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the State, any property which is required to be furnished to the State
and which has been accepted or requested by the Stale; and

g. The Contractor shall implement an orderly return of State data in a CSV or
another mutually agreeable format at a time agreed to by the parties and the
subsequent secure disposal of State data;

h. The Contractor shalj securely dispose of all requested data in all of its forms,
such as disk, CD/ DVD, backup tape and paper, when requested by the State.
Data shall be permanently deleted and shall not be recoverable, according to
National Institute of Standards and Technology (NIST).approved methods.
Certificates of destruction shall be provided to the State.

i. Provide written Certification to the State that the Contractor has surrendered to
the State all said property.
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13.5 SURVIVAL

This Section 13: Termination shall survive termination or Contract conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State shall
have the option of continuing under the Contract with the Contractor; its successors or assigns for the
full remaining term of the Contract; continuing under the Contract with the Contractor, its successors,
or assigns for such period of time as determined necessary by the State; or immediately terminate the
Contract without liability to the Contractor, its successors or assigns.

15. ASSIGNMENT^ DELEGATION AND SUBCONTRACTS

15.1 The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its interest,
rights, or duties under the Contract without the prior written consent of the State. Such consent
shall not be unreasonably withheld. Any attempted transfer, assignment, delegation, or other
transfer made without the State's prior written consent shall be null and void, and may
constitute an event of default at the sole discretion of the State.

15.2 The Contractor shall remain wholly responsible for performance of the entire Contract even If
assignees, delegates. Subcontractors, or other transferees ("Assigns") arc used, unless
otherwise agreed to in writing by the State, and the Assigns fully assumes in writing any and
all obligations and liabilities under the Contract from the Effective Date: in the absence of a
written assumption of full obligations and liabilities of the Contract, any permitted assignment,
delegation, subcontract, or other transfer shall neither relieve the Contractor of any of its
obligations under the Contract nor affect any . remedies available to the State against the
Contractor that may arise from any event of default of the provisions of the contract. The State
shall consider the Contractor to be the sole point of contact with regard to all contractual
matters, including payment of any and all charges resulting from the Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from assigning the'
Contract to the successor of all or substantially all of the assets or business of the Contractor
provided that the successor fully assumes in writing all obligations and responsibilities under
the Contract. In the event that the Contractor should change ownership, as permitted under
Section 15: Change of Ownership, the State shall have the option to continue under the Contract
with the Contractor, its successors or assigns for the full remaining term of the Contract;
continue under the Contract with the Contractor, its successors or assigns for such period of
time as determined necessary by the State; or immediately terminating the Contract without
liability to the Contractor, its successors or assigns.

16. DISPUTE RESOLUTION

16.1 Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to intellectual property rights or Confidential
Information), the party believing itself aggrieved (the "Invoking Party") shall call for
progressive management involvement in the dispute negotiation, by written notice to the other
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party; Such notice shall be without prejudice to the Invoking Party's right to any other remedy
permitted under the Contract.

16.2 The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for the
parties at the following successive management levels, each of which shall have a period of
allotted time as specified below In which to attempt to resolve the dispute:

Table 16.1: DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL CONTRACTOR STATE

CUMULATIVE

ALLOTTED

TIME

Primary
Luc Martin

Project Manager (PM)

Daniel Dister

State Project Manager (PM)
Chief Information Security

Officer

5 Business Days

First

Scott Mosher

Vice President
Denis Coulet

Commissioner

10 Business

Days

163 The allotted time for the first level negotiations shall begin on the date the Invoking Party's
notice is received by the other party. Subsequent allotted time is days from the date that the
original Invoking Party's notice is received by the other party.

17, DEPARTMENT OF INFORMATION TECHNOLOGY GENERAL TERMS AND

CONDITIONS

17.1 COMPUTER USE

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed sofiware, systems and equipment, Documentation, information, reports, or data of
any kind (hereinafter "Information"), the Contractor understands and agrees to the following
rules:

a.

b.

Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

That information shall be used solely for conducting official State business,' and all other
use or access is strictly forbidden including, but not limited to, personal, or other private
and non-State use and that at no time shall the Contractor access or attempt to access any
information without having the express authority to do so.
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c. That at no time shall the Contractor access or attempt to access any information in a
manner inconsistent with the approved policies, procedures, and /or agreements relating
to system entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that
at all times the Contractor must use utmost care to protect and keep such software strictly
confidential in accordance with the license or any other Agreement executed by the Stale.
Only equipment or software owned, licensed, or being evaluated by the State, can be
used by the Contractor. Personal software (including but not limited to palmtop sync

software) shall not be installed on any equipment.

c. That if the Contractor is found to be in violation of any of the above-stated rules, the
User may face removal from the State Contract, and/or criminal or civil prosecution, if
the act constitutes a violation of law.

17.2 EMAIL USE

Email and other electronic communication messaging systems are State of New Hampshire
property and arc to be used for business purposes only. Email is defined as "internal Email
systems" or "State-funded Email systems." The Contractor understand and agree that use of
email shall follow State standard policy (available upon request).

17.3 INTERNET/INTRANET USE

The Internet/Intranet is to be used for access to and distribution of information in direct support
of the business of the State of New Hampshire according to State standard policy (available
upon request).

17.4 REGULATORY GOVERNMENT APPROVALS

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

17.5 INSURANCE CERTIFICATE

The Insurance Certificate should note the Certificate Holder in the lower left hand block

including State of New Hampshire, Department Name, and name of the individual responsible
for the funding of the contracts and his/her address.

17.*6 EXHIBITS

The Exhibits referred to, in and attached to the Contract are incorporated by" reference as if
fully included in the text.

17.7 VENUE AND JURISDICTION

Any action on the Contract may only be brought in the State of New Hampshire, Merrimack.
County Superior Court.
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17.8 SURVIVAL

The terms, conditions and warranties contained in the Contract that by their context are
intended to .survive the completion of the performance, cancellation or termination of the
Contract shall so survive.

17.9 FORCE MAStXmZ

Neither the Contractor nor the State shall be responsible for delays or failures In performance
resulting from events beyond the control of such parry and without fault or negligence of such
party. Such events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and
acts of War, epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather. Except in the event of the foregoing. Force Majeure
events shall not include the Contractor's inability to hire or provide personnel needed for the
Contractor's performance under the Contract.

17.10 NOTICES

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or
given at the time of mailing by certified mail, postage prepaid, in a United States Post Office
addressed to the parties at the following addresses.

Table 17.10: Notices

TO THE CONTRACTOR TO THE STATE OF NEW HAMPSHIRE

KATHIE CHENEY DANIEL DiSTER

NuHARBOR SECURITY
DEPARTMENT OF INFORMATION

TECHNOLOGY

39 RIVER RD SUITE 4 27 HAZEN DRIVE

ESSEX JUNCTION, VT 04542 CONCORD. NH 03301

TEL: (802) 231-0308 TEL: (603)223-5734

17.11 DATA PROTECTION

Protection of personal privacy and data shall be an integral part of the business activities of the
Contractor to ensure there is no inappropriate or unauthorized use of State information at any
time. To this end, the Contractor shall safeguard the confidentiality, integrity and availability
of State information and comply with the following conditions: .

a. The Contractor shall implement and maintain appropriate administrative, technical and
organizational security measures to safeguard against unauthorized access, disclosure or'
thefi of personal data and non-public data. Such security measures shall be in accordance
with recognized industry practice and not less stringent than the measures the Contractor
applies to its own personal data and non-public data of similar kind.
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b. All daita obtained by the Contractor in the performance of this contract shall become and
all personal data shall be encrypted at rest and in transit with controlled access. Unless
otherwise stipulated, the Contractor is responsible for encryption of the personal data.

c. Unless otherwise stipulated, the Contractor shall encrypt all non-public data at rest and
in transit. The State shall identify data it deems as non-public data to the Contractor. The
level of protection and encryption for all non-public data shall be identified and made a
part of this contract.

d. At no time shall any data or processes — that either belong to or are intended for the use
of the State or its officers, agents or employees be copied, disclosed or retained by the
Contractor or any party related to .the Contractor for subsequent use in any transaction
that does not include the State.

e. The Contractor shall not use any information collected in connection with the service
issued from this proposal for any purpose other than fulfilling the service.

17.12 DATA LOCATION

The Contractor shall provide its Services to the State and its end users solely from data centers
within the Continental United States. All storage, processing and transmission of State data
shall be restricted to information technology systems within the Cpntinental United States. The
Contractor shall not allow its personnel or sub-contractors to store State data on portable
devices, including personarbomputers, except as specified and allowed by the contract, and
then only on devices that are used and kept at its data centers within the Continental United
States. The Contractor shall permit its personnel and Contractors to access State data remotely

.  only to provide technical support and as specified or required by the contract.

17.13 SECURITY INCIDENT OR DATA BREACH NQTinCATIGN

The Contractor shall inform the State of any security incident or data breach in accordance with
NHRSA 359-C.

a. Incident Response: the Contractor may need to communicate with outside parties
regarding a security incident, which may include contacting law enforcement, fielding

. media inquiries and seeking external e.xpertise as mutually agreed upon, defined by law
or contained in the contract. Discussing security incidents with the State should be
handled on an urgent as-needed basis, as part of the Contractor communication and
mitigation processes as mutually agreed upon, defined by law or contained in the
contract.

b. Security Incident Reporting Requirements; the Contractor shall report a security incident
to the appropriate State identified contact immediately as defined in the SLA.

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed
data breach that afTects the security of any State content that is subject to applicable data
breach notification law, the Contractor shall (1) promptly notify the appropriate State
identified contact within 24 hours or sooner, unless shorter time is required by applicable
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law, and (2) caJ<e commercially reasonable measures to address the data breach In a
timely manner.

17.14 BREACH RESPONSIBILmES

This section only applies when a data breach occurs with respect to personal data within the
possession or control of the Contractor.

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate
State identified contact by telephone in accordance with the agreed upon security plan or
security procedures if it reasonably believes there has been a security incident.

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate State
identified contact within twenty four (24) hours or sooner by telephone, unless shorter
time is required by applicable law, if it confirms that there is, or reasonably believes that'
there has been a data breach, the Contractor shall (I) cooperate with the State as
reasonably requested by the State to investigate and resolve the data breach, (2) promptly
implement necessary remedial measures, if necessary, and (3) document responsive
actions taken related to the data breach, including any post-incident review of events and
actions taken to make changes in business practices in providing the services, if
necessary.

c. Unless otherwise stipulated, if a data breach is a direct result of the Contractor's breach
of its contract obligation to encrypt personal data or otherwise prevent its release, the
Contractor shall bear the costs associated with:

i. The investigation and resolution of the data breach;

ii. Notifications to individuals, regulators or others required by State law;
iiL A credit monitoring service required by State (or federal) law;
Iv. A website or a toll-free number and call center for affected individuals required

by State law — ail not to exceed the average per record per person cost
calculated for data breaches in the United States in the most recent Cost of
Data Breach Study; Global Analysis published by the Ponemon Institutel? at
the time of the data breach; and

v. Complete all corrective actions as reasonably determined by the Contractor
based on root cause; all [(i.) through (v.)] subject to this Contract's limitation
of liability.

17.15 NOTIFICATION OF LEGAL REQUESTS

The Contractor shall contact the State upon receipt of any electronic discovery, litigation holds,
discovery searches and expert testimonies related to the State's data under this contract, or
which in any way might reasonably require access to the data of the State. The Contractor shall
not respond to subpoenas, service of process and other legal requests related to the State without
first notifying the State, unless prohibited by law from providing such notice.
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17.16 ACCESS TO SECURITY LOGS AND REPORTS

The Contractor shall provide reports to the State in a format as agreed to by both the Contractor
and the State. Reports shall include latency statistics, user access^ user access IP address, user
access history and security logs for all S^te files related to this contract.

17.17 CONTRACT AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may
perform this audit or contract with a third party at its discretion and at the Stare's expense.

17.18 DATA CENTER AUDIT

The Contractor shall perform an independent audit of its data centers at least annually at its
expense, and provide a redacted version of the audit report upon request. The Contractor may
remove its proprietary information from the redacted version. A Service Organization Control
(SOC) 2 audit report or approved equivalent sets the minimum level of a third-party.audit.

17.19 advance NOTICE

The Contractor shall give advance notice (to be determined at the contract time and included
in the SLA) to the State of any upgrades (e.g., major upgrades, minor upgrades, system
changes) that may impact service availability and performance. A major upgrade is a-
replacement of hardware, software or firmware with a newer or better version in order to bring
the system up to date or to improve its characteristics. It usually includes a new version number.

17.20 SECURITY

The Contractor shall disclose its non-proprietary security processes and technical limitations
to the State such that adequate protection and flexibility can be attained between the State and
the Contractor. For example: virus checking and port sniffing— the State and the Contractor
shall understand each other's roles and responsibilities.

17.21 NON-DISCLOSURE AND SEPARATION OF DUTIES

The Contractor shall enforce separation of job duties, require commercially reasonable non
disclosure agreements, and limit staff knowledge of State data to that which is absolutely
necessary to perform job duties. i

17.22 IMPORT AND EXPORT OF DATA

The State shall have the ability to import or export data in piecemeal or in entirety at its
discretion without interference from the Contractor. This includes the ability for the State to
import or export data to/from other service providers.

17.23 RESPONSIBILITIES AND UPTIME GUARANTEE

The Contractor shall be responsible for the acquisition and operation of all hardware, software
and network support related to the services being provided. The technical and professional
activities required for establishing, managing and maintaining the environments are the

State of NH Contract 20)8-1 1 1 Comprehensive Cyber Security Risk Assessment
Part 2 - IT Provisions

Date:

Contfocfor's Initials; Page 32 of 33



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 2 . INFORMATION TECHNOLOGY PROVISIONS

responsibilities of the Contractor. The system shall be available 24/7/365 (with agreed-upon
maintenance downtime), and provide service to customers as defined in the SLA.

17.24 RIGHT TO REMOVE INDIVIDUALS

The State shall have the right at any time to require that the Contractor remove from interaction
with State any the Contractor representative who the State believes is detrimental to its working
relationship with the Contractor. The State shall provide the Contractor with notice of its
determination, and the reasons it requests the removal. If the State signifies that a potential
security violation exists with respect to the request, the Contractor shall immediately remove
such individual. The Contractor shall not assign the person to any aspect of the contract or
future work orders without the State's consent.
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1. CONTRACT DELIVERABLES

The State of New Hampshire, Department of Information Technology, (this "State") requires
comprehensive cybersecurity risk assessment of the Executive Branch information'technology
enterprise. In addition to determining gaps or shortfalls in the State's cybersecurity posture, a key
outcome of this assessment will be a roadmap to improve the security, readiness and effectiveness of
the State of New Hampshire's cybersecurity posture.

As a public entity, the State of New Hampshire is exposed to the full range of cyber threats on a
continual basis: malware, botnets, ransomware, and denial of service attacks do not discriminate-any
network connected to the Internet is exposed to these threats. The old boundaries of cybersecurity and
cyberattacks are disappearing — from the network perimeter, to distinct types of malware, to nation-
state tactics vs. that of the cybercriminal. The attacker's advantage lies in this fluidity, exploiting
endpoint vulnerabilities and inadequate securit)' controls; reshaping attacks to evade detection; and
repurposing tactics, techniques and procedures for their own use. It has been said that "You don't
know what you don't know" and to that end, the State of New Hampshire is pursuing an independent,
comprehensive cybersecurity risk assessment in order to focus cybersecurity resources on the biggest
risks and gaps in our security posture.

GOALS AND OBJECTIVES FOR THE COMPREHENSIVE CYBERSECURITY RISK

ASSESSMENT:

i. Independently assess the cybersecurity maturity level as measured against the NIST
Cybersecurity Framework and the Center for Internet Security (CIS) 20 Critical Security
Controls;

ii. Review the network architecture, including L2 and L3 routing approach, use of
redundant/survivable equipment configurations, use of Firewalls, use of access control lists
and remote access methodologies and evaluate its conformance with best practices for a
network of this size and complexity;

iii. Identify any security gaps, prioritize them and describe the level of effort required to
mitigate them;

iv. Discovering non-existent and/or weak information security management processes within
the organization;

V. Identifying opportunities to improve the network architecture, network consolidation,
simplification and cost reduction;

vi. Confirm cyber-proiection systems and processes arc properly secured from internal and
external threats; and

vii. Prepare and present a technical roadmap to improve the security, readiness and effectiveness
of the State of New Hampshire's cybersecurity posture.
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1.1 GENERAL PROJECT ASSUMPTIONS

1.1.1 The Contractor will provide project tracking tools and templates to.record and manage
issues, risks, Change Requests, requirements, decision sheets, and other documents used
in the management and tracking of the Project. The State of New Hampshire and the
Contractor's Project Managers will Review these tools and templates and determine
which ones will be used for the Project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used.

1.1.2 Prior to the commencement of work on Non-Software and Written Deliverables, the
Contractor shall provide to the State a template, table of contents, or agenda for Review
and prior approval by the State.

1.13 The Contractor shall ensure that appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the State's information
Technology resources, information, and services. Security, requirements are defined in
Part 3 - Exhibit H; Requirements. The Contractor shall provide the State resources,
information, and Services on an ongoing basis, with the appropriate infrastructure and
security controls to ensure business continuity and to safeguard the Confidentiality and
integrity of State networks. Systems and Data.

1.1.4 The Deliverables are set forth in the Schedule described below in Section 2.2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in whole or in
part, through completion of all Acceptance Testing, including but not limited to,
Sofhvare/System Acceptance Testing, and any extensions thereof.

1.1.5 Pricing for Deliverables set forth in Part 3 - Exhibit B: Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES, AND ACTIVITIES SCHEDULE

2.1 SCOPE OF WORK

The Contractor will conduct a comprehensive cybersecurity risk assessment of the State's
Information Technology (IT) environment in order to evaluate adherence to the State's
information Security Policies, National Institute of Standards and Technology (NIST)
standards, and best practices. The assessment shall include a representative sampling of devices
(to be defined by the State) from across all Executive Branch agencies. The following services
must be provided to meet the Contract requirements:

2.1. (C-l.I) IT ASSET INVENTORY AND MANAGEMENT

provide the State with a comprehensive inventory Of all IT assets within
the scope of Executive Branch agencies.
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a. Utilize active and passive discovery tools to identify all devices
connected to the State's network and populate a searchable and
editable hardware asset inventory.

b. Ensure that the hardware asset inventory records the network
address, hardware address, machine name, Operating System
(OS), OS patch level, open ports and running services for each
asset that has been detected/discovered on the.network.

c. Assess the current state and capability for a compfehensive IT
hardware and software asset inventory and- management
system.

d. Optional: Deliver a comprehensive IT hardware and software
asset discovery and inventory management system.

2,1. <C-1.2) NETWORK SECURITY AND ARCHITECTURE ASSESSMENT

Provide the Slate with a network architecture review which evaluates
the fundamental architecture approach for efficiency, maintainability,
throughput, survivability/redundancy and security posture highlighting
current strengths and weaknesses of implemented controls. The vendor
should consider different assessment scenarios such as level of access
and point of access during their assessments.

The Technical Security Assessment Report should include:

a. Network Topology and Architecture

i. From a best practices perspective

ii. From a security perspective

b. Network Segmentation

c. Network Switch Configuration

d. Network Access Control (NAG)

e. Firewalls Configuration

f. IDP/IDS Configuration

g. Router Configuration

h. Virtual Private Network (VPN) Configuration

i. Wireless Networking Configuration

j. Remote Sites

k Data Centers

I. Voice Over IP (VoIP) Configuration
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m. Network based security controls e.g. DLP, Antispam, etc.

D. Configuration management methodology

i. Of Hardware

ii. Of software configurations

o. Optional: Provide-technical assistance to actively mitigate
critical and high risk findings from the Network Security
Assessment.

2.1. (C-I.3) HOST/SERVER SECURITY ASSESSMENT

Provide the State with a security focused host/server architecture
review, with additional security-related information about the State's
host/server operating system configurations that cannot be obtained
through network scanning. The additional granularity of the host/server
security assessment should enable the State to identify and assess the
presence and effectiveness of technical controls and the level of
compliance with State policies and other relevant industry standards
and best practices. Focus should be given to:

a. Hardening issues - Provide an in-depth review of a system's
security configuration, and evaluating if available the security
controls that are being used based on the roles and functions of
the host.

b. Identify known vulnerabilities and OS and 3rd party software
issues.

.  c. Identify host dependencies from the Service/End User
standpoint and interconnection between multiple services
which can compromise an end user service.

d. Optional: Provide technical assistance to actively mitigate
critical and high risk findings from the Host/Server Security
Assessment.

2.1. (C-I.4) EPfDPGINT SECURITY ASSESSMENT

The vendor will test a pre-detcrmined sampling of workstations and
peripheral endpoi'nts in different departments/divisions from across
Executive Branch agencies to perform the assessment. Provide the
State with art assessment of endpoints/workstations and end. user
security against NIST, CIS and Industry best practices, including but
not limited to:

a. Workstation Configuration

b. Anti-Malware

State bfNH Contract 2018-1I I Comprehensive Cyber Security Risk Assessment
Part 3 ̂  Exhibit A - Contract Deliverables

Date: 9 /^J/9
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CONTRACT 2018-111

PART 3 - EXHIBIT A

CONTRACT DELIVERABLES

c. Endpoini Encryption

d. User Rights (Local/Domain)

e. Media Access

f. Password Practices

g. OS and Third-Party Software Patching

h. Peripheral Device (network printers, scanners) configuration

i. Mobile Device Security and Management

j. Optional: Provide technical assistance to actively mitigate
critical and high risk findings from the Endpoint Security
Assessment.

2.1. (C-1.5) APPLICATION SECURITY ASSESSMENT

a. Conduct an Application Security Assessment that analyzes the
internet, Extranet, and Intranet applications for existence and
strength of application security controls. Conduct this
assessment in accordance to the OWASP top 10 reference and
other baselines for application security (e.g. assessment of
authentication mechanisms and authorization mechanisms,
session context control mechanisms, audit logging, intrusion
detection and deterrence).

b. Conduct Application Security Assessments that target the
security capabilities of critical applications. Assess if the
applications have capabilities to secure information/data
communications and whether the capabilities have been fully
utilized. To accomplish this, the Vendor must qualitatively
assess vulnerabilities that exist within targeted applications
relative to both technical and non-technical security controls.

c. For State in-housc developed applications,-the overall security
framework used for the application development process must
be reviewed.

d. The application security review should evaluate available
security features and security-relevant configuration Items
within the application to conclude if those controls have been
configured to provide the State with the level of protection
required by business, regulatory, and corporate drivers.

e. Optional: Provide technical assistance to actively mitigate
critical and high risk findings from the Application Security
Assessment.

Slate ofNH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
Part 3 - Exhibk A-Contract Deliverables
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CONTRACT DELIVERABLES

2.1. (C-1.6) DATA SECURITY ASSESSMENT

Provide the State with an assessment regarding the classification,
storage, transmission and use of structured and unstructured data across
the Enterprise.

a. Data classification policies and procedures

b. Transmission and handling of Sensitive data

c. Data Access Control

d. Data Destruction

e. Privacy policies,, protection and compliance

f. Provide technical assistance to actively mitigate critical and
high risk findings from the Data Security Assessment

g. Optional: Provide administrative assistance to develop and
deliver new or updated documentation based on gaps or critical
findings from the Data Security Assessment.

2.1.(0-1.7) CYBERSECURITY AND RISK MANAGEMENT PROGRAM
ASSESSMENT

Provide the state with assessment, gap analysis and a strategic roadmap
for improvement against NIST, CIS and best practices in the following
program areas:

a. Cybersecuriiy Program and Organization

b. Governance and Compliance Management

c. Risk Management Policies, Practices and Procedures

d. User Security Awareness and Training

e. Security Policies and Procedures

f. Business Continuity and Disaster Recovery Planning

g. Optional: Provide administrative assistance to develop and .
deliver new or updated program documentation based on gaps
or critical findings from the Cybersecurity and Risk
Management Program Assessment.

2.2 DELIVERABLES

Vendor shall create and provide detailed reports to DolT as a result of analysis and assessment
including but.not limited to the following;

State of NH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
Part 3 - Exhibit A -Contract Deliverablesj - txhiM A
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CONTRACT DELIVERABLES

a. An executive summary with objectives, scope, background, summary of findings, and
recommendations

b. A report.which uses thcNIST Cybersecurity Framework to:

i. Describe the State of New Hampshire's current cybersecurity posture;

ii. Identify and prioritize opportunities for improvement within the context of
a continuous and repeatable process; and

iii. Describe the State ofNew Hampshire's current Framework,Implementation

Tiers

c. Identification of the technical or programmatic cyber security gaps.

d. Recommendations for eliminating, or at least reducing, security gaps and increasing
the level of cybersecurity maturity

e. Summary of areas reviewed / examined along with the methodologies / procedures
used

f. A list of security weaknesses in the form of Findings, ranking of risk severity, and a list
of prioritized recommendations

g. A multi-year security improvement roadmap including additional recommendations or
future considerations

h. Recommendations on industry standard security frameworks / best practices to
implement

i. Cost projections for implementing the optional recommendations and roadmap
including labor hours and licensing for sofhvare tools

j. Listing of all software tools used to perform the Assessment

k. Any related reference material

23 DELIVERABLE METHODOLOGY

For each deliverable that requires the vendor to complete an Assessment the following
methodology shall be used:

a. Vendor shall prepare an outline of the report which includes a scope statement and
proposed table of contents for the assessment report and provide it to the State for
review and comment.

b. Vendor shall meet with the State team, no sooner than 5 business days after the outline
was provided to discuss the proposed outline and approach.

c. Upon approval of the. outline and approach by the State .Project Manager the vendor
may commence the analysis/investigation required for the assessment.

Slate of NH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
Part 3-r Exhibit A - Contract Deliverables

Date: 91/91/9 -
Contractor's Initials: yCc-" Page 8 of 36



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 3 - EXHIBiT A

CONTRACT DELIVERABLES

d. If at any time during the analysis the vendor discovers what they consider to, be a
critical security vulnerability they shall immediately notify the State Project Manager.

e. During the assessment the vendor should provide a status update on the assessment
during regular project meetings.'

f. Upon completion of the analysis/investigation the vendor shall prepare a draf^ report
in conformance with the approved outline (Step 3) and provide it to the State for review
and comment.

g. Vendor shall, no sooner than 5 business af^er submitting the draf^ report, meet with the.
State team to present the findings and discuss the drai\ report.

h. After consideration of the feedback from the State, the vendor shall prepare and submit
a final report to the State Project Manager.

i. After acceptance by the State. Project Manager the vendor may invoice for the
deliverable.

Remainder of this page intentionally left blank
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PART 3 - EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.1 NOT TO EXCEED

This is a Not to Exceed (NTE) with a maximum Contract value indicated in the Contract PairT
1, P-37 General Provisions - Block 1.8: Price Limitation for the period between the Effective
Date through the date indicated in Part I, Pf37 General Provisions • Block 1.7: Completion
Date. The Contractor shall be responsible for performing its obligations in accordance with
the Contract. This Contract will allow the Contractor to invoice the State for the following
activities, Deliverables, or milestones appearing in the price and payment tables below:

Table 1.1: Not to Exceed total Project Cost & Payment Dates

Assessment

Number
Task Name Duration

Estimated

Completion

Date

Total

Deliverable

Cost

Invoice Date

C-1.1

IT Asset

Inventory and

Management

C-1.3

Host/Server

Security

Assessment

2 Weeks

Total

(3 Days

Onsite)

09/20/19 Included N/A

C-1.4

Endpoint

Security

Assessment

Meeting

ForeScout

CounterACT

Final Report

Debrief

Meeting

3 Hours

(Onsite,

Scheduling

TBD)

09/25/19 Included N/A

State ofNH Contract 2018-11 1 Comisrehensive Cyber Security Risk Assessment
Part 3 - Exhibit B - Price and Payment Schedule
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C-1.2a

Network

Security and
Architecture

Assessment

11 Weeks 11/22/19 $77,000 11/29/19

'

C-l.S

Application

Security

Assessment

7 Weeks 11/22/19 $49,000 11/29/19

C-1.2b

External

Network

Penetration

Test

3 Weeks 11/15/19 $21,000 11/22/19

C-1.2C

Internal

Network

Penetration

Test

6 Weeks

(•not

consecutive

weeks,

accounting

for Holiday

periods).

01/17/20 ■ $42,000 01/24/20

C-1.6
Data Security

Assessment

5 Weeks 02/28/20 $70,000 03/06/20

C-1.7

Cybersecurity

and Risk

Management

Program

Assessment

1  Assessmertt Total $259,000

State ofNH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
Part 3 - ̂hi^t B - Price and Payment SchedulePart 3 - ̂hi^t B -1
Date: tj,9//9
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C-2
Optional

Services
TBD

As

requested

$240,000

(not to

exceed).

TBD 1

Project Total $439,000 1

2. CONTRACT PRICE

2.1 Notwithstanding

2.2

 any provision in the Contract to the contrary, and notwithstanding unexpected,
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part I, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
reasonable travel and related expenses. All labor rates will be "Fully Loaded", including, but
not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of pocket
expenses.

3. INVOICING

3.1 The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State's prior written approval, which shall not be
unreasonably withheld. The Contractor shall only submit invoices for Services Or Deliverables
as permitted by the Contract. Invoices must be in a format as determined by the State and
contain detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date
triggering such payment; dale of delivery and/or installation; monthly maintenance charges;
any other Project costs or retention amounts if applicable.

3.2 Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt,
invoices will not be backdated and shall be promptly dispatched.

3.3 ALL INVOICES SHALL BE SENT TO:

DEPARTMENT OF INFORMATION TECHNOLOGY

BFA

27 HA2EN DRIVE

CONCORD, NH 03301

State of NH Contract 2018-1 I I Comprehensive Cyber Security Risk Assessment
Part 3 - ExhiWt B - Price and Payment Schedule
Date: f/y/yf
Contractor's Initials; Page 12 of36
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4. PAYMENT ADDRESS

4.1 ALL PAYMENTS SHALL BE SENT TO THE FOLLOWING ADDRESS:

FINANCE DEPARTMENT

NuHARBOR SECURITY

39 RIVER ROAD. SUITE 4
ESSEX JUNCTION, VT 05452

4.2 Payments shall be made via ACH. Use the following link to enroll with thc Staie Treasury for
ACH payments: https://www.nh.gov/trcasury/state-vendors/index.htm

5. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the full
amount of any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS

The State may apply credits due to the Slate arising out of this Contract, against the Contractor's
invoices with appropriate information attached. .

7. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the last milestone payment for each'assessment
Deliverable as set forth in the Payment Table above, until successful conclusion ofthe Warranty
Period.

Remainder of this page inientionally teft blank
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Exhibit C - There arc no changes to the terms outlined in the P«37 General Provisions

Remainder of this page intentionally left blank
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PART 3 - EXHIBIT D

ADMINISTRATIVE SERVICES

1. TRAVEL EXPENSES

The Contractor must assume all reasonable travel and related expenses. All labor rates will be "Fully
Loaded", including, but not limited to; meals, hotel/housing, airfare, car rentals, car mileage, and out
of pocket expenses.

2. SHIPPING AND DELIVERY FEE EXEMPTION

The State will not pay for any shipping or delivery fees unless specifically itemized in the Contract.

3. ACCESS/COOPERATION

3.1 As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based -Systems,
Software packages, network Systems, security Systems, and hardware as.required to complete
the Contracted Services.

3.2 The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract.

4. STATE-OWNED bOCUMENTS AND COPYRJGHT PRIVILEGES

The Contractor shall provide the State access to all State-owned documents, materials, reports, and
other work in progress relating to this Contract.. Upon expiration or termination of the Contract with
the State, the Contractor shall turn over all State-owned documents, material, reports, and work in
progress relating to this Contract to the Stale at no additional cost to the State. Documents must be
provided in both printed and electronic format.

5. RECORDS RETENTION AND ACCESS REQUIREMENTS

5.1 The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal.
Acquisition Regulations (FAR) Subpart4.7: Contractor Records Retention.

5.2 The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect all
direct and indirect costs invoiced in the perfonnance of their respective obligations under the
Contract. The Contractor and its Subcontractors shall retain all such records for three (3) years
following termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one (I) year following the termination
of all litigation, including the termination of all appeals or the expiration of the appeal period.

5.3 Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and federal

State ofNH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
Part 3 - MilMt 0 - Administrative Services
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ofTtcials so authorized by law, rule, regulation or Contract, as applicable. Access to these items
shall be provided within Merrimack County of the State of New Hampshire, unless otherwise
agreed by the State. Delivery of and access to such records shall be at no cost to the State
during the three (3) year period following termination of the Contract and one (I) year term
following litigation relating to the Contract, including all appeals or the expiration of the appeal
period. The Contractor shall include the record retention and Review requirements of this
section in any of its subcontracts.

5.4 The State agrees that books, records, documents, and other evidence of accounting procedures'
and practices related to the Contractor's cost structure and profit factors shall be excluded from
the State's Review unless the cost of any other Services or Deliverables provided under the
Contract is calculated or derived from the cost structure or profit factors. -

6. ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting System in accordance with Generally Accepted
Accounting Principles. The costs applicable to the Contract shall be iascertainable from the accounting
System and the Contractor shall maintain records pertaining to the Services and all other costs and
expenditures.

Remainder of this page intentionaliy left blank
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MANAGED AND PROFESSIONAL INFORMATION SECURITY SERVICES

1. STATE MEETING AND REPORTS

1.1 The State believes that effective cbmmunication and reporting are essential to Project success.

1.2 The Contractor Key Project Staff shall participate in meetings as requested by the State, in
accordance with the requirements and terms of this Contract.

a. Introductory Meeting: Participants will include the Contractor's Key Project Staff
and Stale Project leaders from both the Department of Information Technology and
The Contractor. This meeting will enable leaders to become acquainted and establish
any preliminary Project procedures.

b. KIckofTMeeting: Participants will include the State and the Contractor's Project Team
and major stakeholders. This meeting is to establish a sound foundation for activities
that will follow.

c. Status Meetings; Participants will include, at the minimum, the Contractor's Project
Manager and the State Project Manager. These meetings will be conducted at least bi
weekly and. address overall Project status and any additional topics needed to remain
on Schedule and within budget. A status and error report from the Contractor shall
serve as the basis for discussion.

d. The Work Plan: must be Reviewed at each Status Meeting and updated, at minimum,
on a bi-weekly basis, in accordance with the Contract.

e. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues..

f. Exit Meeting: Participants will include Project leaders from the Contractor and the
State. Discussion will focus on lessons learned from the Project and on follow up
options that the State may wish to consider.

IJ The State expects the Contractor to prepare agendas and, background for and minutes of
meetings. Background for each status meeting must include an updated Work Plan. Drafting
of formal presentations, such as a presentation for the kickoff meeting, vyil! also be the
Contractor's responsibility.

1.4 ■ The Contractor's Project Manager or the Contractor's Key Prdject Staff shall submit monthly
status reports in accordance with the Schedule, and terms of this Contract. All status reports
shall be prepared in formats approved by the State. The Contractor's Project Manager shall
assist the State's Project Manager, or itself produce reports related to Project Management as
reasonably requested by the State, all at no additional cost to the State. The Contractor shall
produce Project status reports, which shall contain, at a minimum, the following:

a. Project status related to the Work Plan;.

. b. Deliverable status;-

c. Accomplishments during weeks being reported;

d. Planned activities for the upcoming two (2) week period;.

State of NH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
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c. Future activities;

f. Issues and concerns requiring resolution; and

g. Report and remedies in case of falling behind Schedule.

1.5 As reasonably requested by the State, the Contractor shall provide the S^te with information
or reports regarding the Project. The Contractor shall prepare special reports and presentations

^relating to Project Management, and shall assist the -State in preparing reports and
presentations, as reasonably requested by the State, all at no additional cost to the State.

2. ASSESSMENT STRATEGY

2.1 KEY COMPONENTS

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan:

a. The Contractor and the State shall adopt a change management approach to identify
and.plan key strategies and communication initiatives.

b. The Contractor's team will provide trairting templates as defined in the Training Plan,
which will be customized to address the State's specific requirements. Decisions
regarding format, content, style, and presentation shall be made early on in the process,
by the State, providing sufficient time for development of material as functionality is
defined and configured.

c. The Contractor shall manage Project execution and provide the tools needed to create
and manage the Project's Work Plan and tasks, manage and Schedule Project staff,
track and manage issues, manage changing requirements, maintain communication
within the Project Team, and report status.

d. The Contractor shall adopt an Implementation time-line aligned with the State's
required time-line.

2.2 TIMELINE

The timeline is set forth in the Work Plan. During the initial planning period Project task and.
resource plans will be established for: the preliminary training plan, the change management
plan, communication approaches. Project standards and procedures finalized, and team training
initiated. Timing will be structured to recognize interdependencies between applications and
structure a cost effective and timely execution. Processes will be documented, training
established, and the application will be ready for Implementation in accordance with the Work
Plan.

2.3 CHANGE MANAGEMENT AND TRAINING

The Contractor's change management and training services shall be focused on developing
change management and training strategies and plans. Its aipproach relies on State resources,
for the execution of the change management and end user training.

State of NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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TESTING SERVICES

Exhibit F - Not Applicable to this Contract

Remainder of this page intentionally left blank
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MAINTENANCE AND SUPPORT SERVICES

Exhibit G - Not Applicable to this Contract

Remainder ofthis page intemionaUy left blank
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REQUIREMENTS

Exhibit H - Attachment 1: Project Requirements is hereby incorporated within.

Remainder of this page intentionally left blank
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WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan for
Implementation within thirty (30) business days of the Effective Date and further refine the tasks
required to implement the Project. Continued development and management of the Work Plan is a
joint effort on the part of the Contractor and State Project Managers.

The preliminary Work Plan for Project execution created by the Contractor and the State is set forth
at the end of this Exhibit.

In conjunction with the Contractor's Project Management methodology, which shall be used to
manage the Project's life cycle, the Contractor team ̂ d the State shall finalize the Work Plah at the
onset of the Project. This plan shall identify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to implement the Project. It shall also address intra-
task dependencies, resource allocations (both State and Contractor's team members), refine the
Project's scope, and establish the Project's Schedule. The Plan is documented in accordance with the

•  Contractor's Work Plan and shall utilize software that is agreed upon by both parties to support the
ongoing management of the Project.

1. ASSUMPTIONS

1.1 GENERAL

a. The State shall provide team members with decision-making authority to support the
Implementation efforts, at the level outlined in the Request for Proposal Document
Stale Staffing Matrix.

b. All State tasks must be performed in accordance with the revised Work Plan.

c. All key decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated to the State Project Manager for resolution.

d. Any. activities, decisions or issues taken on by the State that affect the mutually agreed
upon Work Plan timeline, scope, resources, and costs shall be subject to the identified
Change Control process.

c. The Contractor shall maintain an accounting System in accordance with Generally
Accepted Accounting Principles (OAAP).

1.2 PROJECT MANAGEMENT

a. The State shall approve the Project Management Methodology used for the Project.

b. The State shall provide the Project Team with reasonable access to the State personnel
as needed to complete Project tasks.

c. A Project folder created within the State System shall be used for centralized storage
and retrieval of Project documents, work products, and other material and information
relevant to the success of the Project and required by Project Team members. This
central repository is secured by determining which team members have.access to the
Project folder and granting cither view or read/write privileges. The Contractor's

State of NH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
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Project Manager will establish and maintain this folder. The State Project Manager
shall approve access for the State team. Documentation can be stored locally for the
Contractor and State team on a "shared" network drive to facilitate ease and speed of
access. Final versions of all Documentation shall be loaded to the State System.

d. The Contractor assumes that an Alternate Project Manager may be appointed from time
to time to handle reasonable and ordinary absences of the Project Manager.

1.3 CONVERSIONS (NOT APPLICABLE)

The Contractor Team's proposal is based on the assumption that the State's technical team is
capable of implementing, with assistance from the Contractor's technical team, a subset of the
conversions. The Contractor's Team shall lead the State with the mapping of the legacy Data
to the Contractor's applications. Additionally, the Contractor's Team shall:

a. Provide the State with Contractor's application Data requirements and examples, of
Data mappings, conversion scripts, and Data loaders. The Contractor's Team shall
identify the APIs the State should use in the design and development of the conversion.

b. Provide guidance and assistance with the use of the Data loaders and conversion scripts
provided.

c. Lead the Review of functional and technical Specifications.

d. Assist with the resolution of problems and issues associated with the development and
Implementation of the conversions.

1.4 PROJECT S(:HEDULE

The project is planned to begin within 30 days of contract approval.

1.5 REPORTING

The Contractor shall conduct status meetings, and provide reports that include, but are not
limited to, minutes, action items, test results, and Documentation as mutually agreed upon.

1.6 USER TRAINING (NOT APPLICABLE)

a. The Contractor's Team shall lead the development of the end-user training plan.

b. Train the trainer approach shall be used for the delivery of end-user training.

c. The State is responsible for the delivery of end-user training.

d. The State shall Schedule and track attendance on all end-user training classes.

1.7 SCENARIO TESTING

The Contractor's Team shall provide a test workshop to identify the key scenarios to be tested,
the approach and tools required, and best practices Information on performance testing..

State ofNH Contract 2018-1 11 Comprehensive Cyber Security Risk Assessment
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2. CONTRACTOR ROLES AND RESPONSIBILITIES

2.1 CONTRACTOR'S TEAM PROJECT EXECUTIVE

The Contractor Team's Project Executives (Contractor and Subcontractor Project Executives)
shall be responsible for advising on and monitoring the quality of the Services throughout the
Project life cycle. The Project Executive shall advise the Contractor Team Project Manager
and the State's Project leadership on the best practices for implementing the Contractor
Software Solution within the State. The Project Executive shall participate in the definition of
the Project Plan and provide guidance to the State's Team.

2.2 CONTRACTOR'S TEAM PROJECT MANAGER

The Contractor Team Project Manager shall have overall responsibility for the day-to-day
management of the Project and shall plain, track, and manage the activities of the Contractor's
Implementation Team. The Contractor Team Project Manager will have the following
responsibilities:

a. Maintain communications with the State's Project Manager;

b. Work with the State in planning and conducting a kick-off meeting;

c. Create and maintain the Work Plan;

d. Assign the Contractor Team consultants to tasks in the Implementation Project
according to the scheduled staffing requirements;

c. Define roles and responsibilities of all the Contractor Team members;

f. Provide updated progress reports to the State Project Manager upon request;

g. Notify the State Project Manager of requirements for State resources in order to
provide sufficient lead time for resources to be made available;

b. Review task progress for time, quality, and accuracy in order to achieve progress;

i. Review requirements and scheduling changes and identify the impact on the Project In
order to identify whether the changes may require a change of scope;

j. implement scope and schedule changes as authorized by the State Project Manager and
with appropriate Change Control approvals as identified in the Implementation Plan;

k. Inform the State Project Manager and staff of any urgent issues if and when they arise;

I. Provide the State completed Project Deliverables and obtain sign-off from the State's
Project Manager;

m.' Manage handoff to the Contractor operational staff;

n. Manage Transition Services as needed.

State of N H Contract 2018-111 Comprehensive Cyber Security Risk Assessment
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2.3 CONTRACTOR'S TEAM ANALYSIS

The Contractor Team shall conduct analysis of requirements, validate the Contractor Team's
understanding of the State business requirements by application, and perform business
requirements mapping:

a. Construct and confirm application test case scenarios;

b. Produce application configuration definitions and configure the applications;

c. Conduct testing ofthe configured application;

d. Conduct follow-up meetings to obtain feedback, results, and concurrence/approval
from the State;

2.4 CONTRACTOR'S TEAM TASKS

The Contractor team shall assume the following tasks:

a. Development and Review of functional and technical Specification to determine that
they are at an appropriate level of detai l and quality;

3, STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the individual
State team members will vary depending on the phase and specific tasks of the Implementation. The
demands on the Subject Matter Ex[krts' time will vary based on the need determined by the State
Leads and the phase of the Implementation.

3.1 STATE PROJECT MANAGER

The State Project Manager shall work side-by-side with the Contractor's Project Manager. The
role of the Slate Project Manager is to manage State resources (IF ANY), facilitate completion
of all tasks assigned to State staff, and communicate Project status on a regular basis. The State
Project Manager represents the State in all decisions on Implementation Project matters,
provides all necessary support in the conduct of the Implementation Project, and provides
necessary State resources, as defined by the Work Plan and as otherwise identified throughout
the course of the Project. The Slate Project Manager has the following responsibilities:

a. Plan and conduct a kick-off meeting with assistance from the Contractor's team;

b. Assist the Contractor's Project Manager in the development of a detailed Work Plan;

c. Identify and secure the State Project Team members in accordance with the Work Plan;

d. Define roles and responsibilities of all State Project Team members assigned to the
Project;

State ofNH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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e. Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implementation
tasks;

f. Communicate issues to State managerhent as necessary to secure resolution of any
matter that cannot be addressed at the Project level;

g. Infonm the Contractor's Project Manager of any urgent issues if and when they arise;

h. Assist the Contractor's team staff to obtain requested information if and when required

to perform certain Project tasks;

i. Manage handoff to State operational staff; and

j. Manage State staff during Transition Services as needed.

3.2 STATE SUBJECT MATTER EXPERT(S) (SME)

The role of the State SME is to assist application teams with an understanding of the State's
current business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SME include the following:

a. Be the key user and contact for their Agency or Department;

b. Attend Project Team training and acquire in-depth functional knowledge of the
relevant applications;

c. Assist in validating and documenting user requirements, as needed;
I

d. Assist in mapping business requirements;

e. Assist in constructing test scripts and Data; AND

f. Attend Project meetings when requested.

3.3 STATE TECHNICAL LEAD

The State's Technical Lead reports to the State's Project Manager and is responsible for leading
and managing the State's technical tasks. Responsibilities include:

!
a. Attend technical training as necessary to support the Project;

b. Assist the State and the Contractor's Team Project Managers to establish the detailed
Wotk Plan;

I

c. Manage, the day-to-day activities of the State's technical resources assigned to the
Project;

d. Work with Sute IT management to obtain State technical resources in accordance with
the Work Plan;

e. Work in partnership with the Contractor and lead the Stale technical staffs efforts in
documenting the technical operational procedures and processes for the Project, this

State of NH Contract 2018-11 1 Comprehensive Cyber Security Risk Assessment
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is a Contractor Deliverable and it will be expected that the Contractor will lead the
overall effort with support and assistance from the State; and

f. Represent the technical efforts of the Slate at Project meetings as requested.

4. SOFTWARE APPLICATION (NOT APPLICABLE)

5. CONVERSIONS (NOT APPLICABLE)

6; INTERFACES (NOT APPLICABLE)

7. APPLICATION MODIFICATION (NOT APPLICABLE)

8. PRELIMINARY WORK PLAN

The following Table 8.1 provides the preliminary agreed upon Work Plan for the Contract.

Table 8.1: High Level Preliminary NH Project Plan

Assessment

Numt>er
Task Name Duration Start Finish

C-1.1
IT Asset Inventory and
Management

C-1.3
Host/Server Security
Assessment

2 Weeks Total (3 Days
Onsite)

.9-Scp-19 20-Sep-l9

C-1.4
Endpoint Security
Assessment

Meeting
ForeScout CounterACT

Final Report Debrief
Meeting

3 Hours (Onsite, Scheduling
TBD)

25-Sep-I9 25-Scp-l9

State of NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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C-1.2
Network Security and
Architecture Assessment

1 1 Weeks 9-Scp-l9 22-NOV-I9

C-1.5
Application Security
Assessment

7 Weeks 7-Oct-l9 22-NOV-19

C-1.5a
External Network

Penetration Test
3 Weeks 28-Oct-l9 I5-NOV-I9

C-1.5b
Internal Network

Penetration Test

6 Weeks ('not consecutive
weeks, accounting for .

Holiday periods)
18-N0V-I9 17-Jan-20

C-1.6 Data Security Assessment

5 Weeks 27-Jan-20 28-Fcb-20

,C-1.7

Cybersecurity and Risk
Management Program
Assessment

Remainder of this page intentionally left blank
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Exhibit J - Not Applicable to this Contract
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1. WARRANTIES

1.1 SYSTEM (NOT APPLICABLE)

The Contractor warrants that the Deliverables will operate and conform to the Specifications,
terms, and requirements of the Contract;

1.2 SOFTWARE (NOT APPLICABLE)

1.2.1 The' Contractor warrants that the Deliverable, including but not limited to the
individual modules or functions furnished under the Contract, is properly functioning
within the System, compliant with the requirements of the Contract, and will operate

'  in accordance with the Specifications and Terms of the Contract.

1.2.2 For any Breach of the above Software Warranty, the Slate's remedy, and the
Contractor's entire liability, shall be:

a. The correction of program errors that cause Breach of the Warranty, or if the
Contractor cannot substantially, correct such Breach in a commercially
reasonable manner, the State may end its program license if any and recover the
fees paid to the Contractor for the program license and any unused; prepaid
technical support fees the State has paid for the program license; or

b. The re-performance of the deficient Services; or

c. If the Contractor cannot substantially correct a Breach in a commercially
reasonable manner, the Slate may end the relevant Services and recover the fees .
paid to the Contractor for the deficient Services.

13 NON-INFRINGEMENT

The Contractor warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software ("Material") provided under this Contract, and that such
Services, equipment, and Software do not violate or infringe any patent, trademark, copyright,
trade name or other intellectual property rights or misappropriate a trade secret of any third
party. ^

1.4 VIRUSES; DESTRUCTIVE PROGRAMMING

The Contractor warrants that all Software used shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the State of New
Hampshire Network and Systems in accordance with the Specifications. •

1.5 COM?ATreiLITY (NOT APPLICABLE)

The Contractor warrants that all System components, .including but not limited to the
components provided, including any replacement or upgraded System Software components

State of NH Contract 2018-1 1 1 Comprehensive Cyber Security Risk Assessment
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provided by the Contractor to correct Deficiencies or as an Enhancement, shall operate wilh-
the rest of the System without loss of any functionality.

1.6 SERVICES

The Contractor warrants that all Services to be provided under the Contract will be provided
expediently, in a professional manner, in accordance with industry standards and that Services
will comply with performance standards, Specifications, and terms of the Contract.

1.7 PERSONNEL

The Contractor warrants that all personnel engaged in the Services shall be qualified to perform
the Services, and shall be properly licensed and otherwise authorized to do so under all
applicable laws.

1.8 BREACH OF DATA

The Contractor shall be solely liable for costs associated with any Breach of State Data housed
at their location(s) including but not limited to notification and any damages assessed by the
courts.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect until the conclusion or termination of this Contract and any
extensions, with the exception of the Warranty for non-infringement, which shall survive the
termination of this Contract.

Remainder of this page intentionaliy left blank
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TRAINING SERVICES

Exhibit L - Not Applicable to this Contract
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AGENCY RFP WITH ADDENDUMS, BY REFERENCE

State of New Hampshire, Department of Information Technology RFP 2018-111 Comprehensive Cyber
Security Risk Assessment is hereby incorporated by reference as fully set forth herein.

Remainder of this page intentionally left blank

State of NH Contract 2018-I I 1 Comprehensive Cyber Security Risk Assessment
Part 3 - ExhiWt M - Agency RFP With Addendums, By Reference

Contractor s lnitials:yK,<*^ Page 34 of 36



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

COMPREHENSIVE CYBER SECURITY RISK ASSESSMENT

CONTRACT 2018-111

PART 3 - EXHIBIT N

VENDOR PROPOSAL, BY REFERENCE

Vendpr Proposal Response to RFP 2018-1 1 1 Comprehensive Cyber Security Risk Assessment dated
February 14, 2019 is hereby incorporated by reference as fully set forth herein.

Remainder ofthis page intentionally left blank
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Anached are:

A. Exhibit H Requirements - Attachment 1
B. Contractor's Certificate of Good Standing
C. Contractor's Certificate of Vote/Authority
D. Contractor's Certificate of Insurance

Remainder of this page intentionally left blank
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of Slate of the Slate of New Hampshire, do hereby certify that NUHAR.80R SECURITY

INC. is a Vermont Profit Corporation registered to transact business in New Hampshire on November ! 8, 2015. 1 further certify

that all fees and documents required by the Secretary of State's office have^been received and is in good standing as far as this

office is concerned.

Business 10: 735135

Certificate Number: 0004534898

%

Ik

o

%

X

<1

IN TESTIMONY WHEREOF,

I hereto-set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 1st day of July A.D. 2019.

William M. Gardner

Secretary of State



CERTIFICATE OF VOTE

(Corporation With Seal)

(, Justin Fimlaid, do hereby represent and certify that: ,

(1) I am Managing Director of NuHarbor Security, an S-corporatioo (the
"Corporation").

(2) I maintain and have custody of and am familiar with the iSeal and the minutes of the
Corporation.

(3) I am duly authorized to issue certificates with respect to the contents of such books.

(4) The following statements are true and accurate based on'the resolutions adopted by
the Board of Directors of the Corporation at a meeting of the said Board of Directors
held on August 3'^, 2018, which meeting was duly held in accordance with Vermont
law and the by-laws of the Corporation.

(5) The signature of Katherine Cheney, Director of this Corporation affixed to any
contract instrument or document shall bind the corporation to the terms and conditions
of the contract instrument or document.

(6) The foregoing signature authority has not been revoked, annulled or amended in any
manner whatsoever, and remains in full force and effect as of the date hereof.

IN WITNESS WHEREOF, I have hereunto set my hand as Managing Director of the ■
Corporation and have affixed its corporate seal this 19'^ of August, 2019.

imlaid Ma aging Director, 8'/19/19

(SEAL)

STATE OF Vermont

COUNTY OF Chittenden

On this the 19tb day of August, 2019, before me, Justin Fimlaid, personally appeared
and acknowledged himself to be the Managing Director, of NuHarbor Security, a
Vermont corporation, and that she/he, as such being authorized to do so, executed the
foregoing instrument.

IN WITNESS WHEREOF /iiercunto set my hand and official seal.

Kelsey Adams, Nota^ Public 8/19/19

My Commission Expires: January 31,2021



ACORO* CERTIFICATE OF LIABILITY INSURANCE OATi (Mu/ocrrrrr)

9/17/2019

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEI^O OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING IN8URER(S). AUTHORIZED

' REPRESENTATIVE OR PRODUCER. AND THE.CERTIFiCATE HOLDER. > .

IMPORTANT: If the carttflcata holdar la an ADDITIONAL INSURED, tha pollcy|lia) muat ba andoraad. If SUBROGATION IS WAIVED, aub]act to
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