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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette ) 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov
Director

October 23, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health' and Human Services, Division of Public Health
Services, to enter into a contract with Appriss Inc. (VC#253321),.Louisville, Kentucky in the
amount of $2,535,750 for a prescription monitoring solution that provides real-time data
concerning the dispensing of controlled drugs to assist practitioners in ensuring controlled

_ medications are appropriately prescribed and dispensed, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through June 30, 2026. 100%
Federal Funds.

Funds are available in the following account for State Fiscal Years 2022 and 2023, and
are anticipated to be available in State Fiscal Years 2024, 2025, and 2026, upon the availability
and continued appropriation of funds in the future operating budget, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years through
the Budget Office, if needed and justified.

05-95-090-904010-1380 HEALTH AND HUMAN SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISON OF PUBLIC HEALTH, PRESCRIPTION DRUG MONITORING

Fisgsallt:ear Ac;lc?:jr‘:t Class Title Job Number | Total Amount
2022 102-500731 Contracts for Prog Svc 90138013 $1,106,750
2023 102-500731 Contracts for Prog Svc 90138013 $634,000
2024 102-500731 Contracts for Prog Svc 90138013 $265,000
2025 102-500731 Contracts for Prog Svc 90138013 $265,000
2026 102-500731 Contracts for Prog Svc 90138013 $265,000

Total $2,535,750
EXPLANATION

The purpose of this request is for a prescription drug monitoring solution that provides
real-time data concerning the dispensing of controlled medications to assist practitioners in
ensuring that controlled medications are appropriately prescribed and dispensed and to aid in the
deterrence of misuse and diversion of schedule II-IV controlled substances. This database

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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solution is required in order for the Department to be in compliance with RSA 126-A:89-97. House
Bill 2 of the 2021 legislative session transferred the organizational responsibility of the Controlled
Drug Prescription Health and Safety Program (referred to as the Prescription Drug Monitoring
Program, PDMP) from the Office of Professional Licensure and Certification to the Department of
Health and Human Services, effective’ July 1, 2021, and changed the authorizing statute from
RSA 318-B:31-40 to RSA 126-A:89-97.

This contract provides critical prescription monitoring services for prescribers and
dispensers, such as current dispensing data and health risk information. This contract will ensure
the continuation of current Prescription Drug Monitoring Program services and systems for
mandatory system registration and utilization, real-time access to data, and regular reporting,
including prescriber report cards and clinical alerts. Prescribers receive from the system regular
reports on their prescribing practices in relation to other prescribers in their field of practice. The
system also produces and issues clinical alerts for prescribers when patients meet clinical
thresholds of concern, for example, prescriber-dispenser threshold, opioid-benzodiazepine

" threshold, and daily morphine milligram equivalent (MME) threshold. Additionally, the Prescription
Drug Monitoring Program monitors the state’s mandatory query requirement for prescribers who
prescribe opioids for the treatment and management of pain.

This contract includes new functionality that will allow for the implementation of SB45,
from the 2021 legislative session, with regard to allowing the establishment of secure connections
between the Prescription Drug Monitoring Program system and practitioners’ electronic health
record keeping system, creating efficiencies for prescribers and dispensers and increasing their
utilization of the system. The Department will monitor contracted services by continually
monitoring the project status reports and development plans.

The Department selected the Contractor through a competifive bid process using a
Request for Proposals (RFP) that was posted on the Office of Professional Licensure &
Certification website from August 5, 2020 through September 18; 2020. The Office of
Professional Licensure & Certification received one (1) response that was reviewed and
scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A — Special Provisions of the attached contract, the parties
have the option to extend the agreement for up three (3) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval.

Should the Governor and Council not authorize this request, the Department will not
be able to meet the statutory requirements of RSA 126-A:89-97 to maintain a Controlled
Drug Prescription Health and Safety Program that provides an electronic prescription drug
monitoring solution.
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Area served: Statewide : _
Source of Funds: CFDA # 93.136, FAIN # NU17CE924984

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted,

DocuSigned by:

fuun. &, Landy

24BAR3TEDBEB4SA,.,

Lori A. Shibinette
Commissioner



STATE OF NEW HAMPSHIRE
RFP-2022-0PHS- 10-PRESC-01
RFP 2021-002
Prescirption Drug Management Progiom
MASTER SCORE SHEET

. CATEGORIES

AVAILABLE POINTS

Appitis, Inc.

Proposed Software Solution:
Proposal Section lli: Responses lo Requkements and Dellverables
Proposal Sections IV: Namative Responses {Toples 1 - 4, 12, 13)
Work Plan
Relerence:
Yender Presentation and Dementtration

35

27

Vendor's Technlcal, Service and Project Management Experience
Proposal Sectlon Il: Responies lo Requikemaents and Deliverables
Propoin! Secllons IV: Nairatlve Responses (Topics 7-11, 14-25)
Work Plan
Reletences
Vendor Presentation and Demonshation

25

SCORING OF VENDOR COMPANY
Proposal Sectlon'V: Corporate Qualifications
References .
Vendor Presentation and Demonstration
Financlal Information

Staffing Quallfications
Proposai Section V: Corporate Quallfications
Propesal Sechion Vi: Qualtficatlons of Key Staft
‘Vendor Prasentation and Demonstration
Relerences

Totol Technical Proposal Score (A minimum Jechnical Proposal score of 50
Polnts s required for turther considerallon. Vendor Proposals recetving a
Technical Proposal score of less than 50 will not be considered In ihe cost

70

oxoviged In Tgbles F-)

lcgiouiglion)

FEE STRUCTURE (Calculated Score) Yendor proposed Software Solution cost will
be allocaled o maximum score of (30) points. The $Hote will consider both
Implementailon and subsequent {5} year kicensa ond maintenance cosls,

TOIAL POTENTIAL TECHNIC AL AND FEE PQINTS

100

Reviewsr Namas and Title

1'Michas) Vigglano, RPH — NH POMP Advisory Council Mambaer

2 David Strang: MD — NH PDMP Advisory Councl Chair

3 Revacca Botton — NH Dept. of Information Technology

4 Mark Cioffi - NH PDMP Program Anslyst

§ Michatie Ricco Jonas - NH PDMP Program Adminisirator




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

. October 27, 2021

Lori A. Shibinette, Commissioner :
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibineite:

This letter represcnts formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract with Appriss, Inc. of Louisville, Kentucky as
described below and referenced as DolT No. 2021-002.

The purpose of this contract is for Appriss, Inc. to provide a prescription monitoring
solution that provides real-time data conceming the dispensing of controlled drugs to assist
practitioners in ensuring controlled medications are appropriately prescribed and
dispensed. This contract provides critical prescription monitoring services such as vital
prescription and health risk information for prescribers and dispensers.

The amount of the contract is not to exceed $2,535,750, and shall become effective upon
the date of Governor and Executive Council approval through June 30, 2026.

A copy of this letter should accompany the Department of Health and Human Services® submission
to the Governor for approval.

Smcerely, .
Denis Goulet
DG/ik

DolT #2021-002
cc: Michael Williams, IT Manager, DolT

)
"innovative Technologies Today for New Hampshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and Executive Council
for approval. Any information that is private, confidential or proprietary must be clearly identified to the agency
and agreed to in writing prior to signing the contract,

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
L. GENERAL PROVISIONS
1. IDENTIFICATION, .
1.1 State Agency Name 1.2 State Agency Address
New Hampshire Department of Health and Human Services 129 Pleasant Street .
) Concord, NH 03301-3857
1.3 Contractor Name 1.4 Contractor Address
Appriss Inc, ' 9901 Lin Station Road, Suite 500
Louisville, KY 40223
1.5 Contractor Phone Number | 1.6 Account Number |.7 Completion Date 1.8 Price Limitation
(866) 277-7477 05-95-090-904010-1380 June 30, 2026 $2,535,750.00
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director (603) 271-9631
.11 Contragtor SToRattie” i.12 Name and Title of Contractor Signatory
. 12/23/2021
Date: FBA15CASBETOADS.. Robert Cohen, President
1.13  State Agency Signature 1.14 Name and Title of State Agency Signatory
DocuSlaned B 12/23/2021 Patricia M. Tilley birector
Pd.’rn.u- M. The

Date: 7
1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: : _ Director, On:
116 Approvalbpathesiierney General (Form, Substance and Execution) (if applicable)

By: Shyn Husano on 12/27/2021
1.17 Approval by the Goverrior and Executive Council (if applicable)

G&C ltem number: G&C Meeting Date:

Paéc4of67 I/QC
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Date: 12/23/2021
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2. SERVICES TO BE PERFORMED., The State of New
Hampshire, acting through the agency identified in block 1.1
{“State™), engages contractor identified in block 1.3
{"Contractor”) to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularty described in the attached EXHIBIT B which is
incorporated herein by reference (“Services”).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement 1o the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
‘appropriation of funds affected by any state or federal
legistative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shal! have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
Page 5 of 67 ,
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shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price,

5.3 The State reserves the right to offset from any amounts
otherwise payable 1o the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY,

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable lntellectual
property laws,

6.2 During the term of this Agreement, the Contractor shall not
discriminate against emptoyees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin angd will take affirmative actlon to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
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the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services, and shall be properly licensed and otherwise authorized
to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
Date inblock 1.7, the Contractor shall not hire, and shall not permit
any subcontracter or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or official, who is materially
involved in the procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement. '

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute conceming the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contracter shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on schedule;
8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
- this Agreement. :

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or ali, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the’
date of the notice; and if the Event of Default-is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice'spccifying the Event of
Default and suspending all payments to be made under- this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period

(lec

Page 6 of 67
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from the date of such notice until.such time as the State determines
that the Contractor has ¢ured the Event of Default shall never be
paid to the Contractor;

. 8.2.3 give the Contractor a written notice specifying the Event of
“Default and set off against any other obligations the State may owe
.o the Contractor any damages the State suffers by reason of any

Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

.9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement,

" 9.2 Inthe event of an early termination of this Agreement for any

reason other than the completion of the Services, the Contractor
shall, at the State’s discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (*Termination Report”) describing in detail all Services
performed, and the contract price earned, 10 and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any

- Final Report described in the attached EXHIBIT B. In addition, at

the State’s discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit to the State a Transition
Plan for services under the Agreement,

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
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letters, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE. inthe
performance of this Agreement the Contractor is in all respects an
independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members shall have authority to bind the
State or receive any benefits, workers’ compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

i2.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to the
assignment, and a written consent of the State, For purposes of this
paragraph, a Change of Control shall constitute assignment.
“Change of Contro!” means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracied by the Contractor
without prior wrilten notice and consent of the State, The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the

(ec
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negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor-
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject 1o subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements appreved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire,

14.3 The Contractor shall fumnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers'
Compensation™}.

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant 1o this Agreement, The
Contractor shall furnish the Contracting Officer identified in block
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1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers’ Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers’ Compensation laws
in connection with the performance of the Services under this
Agreement.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have b}een duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof. '

(ec
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19. CONFLICTING TERMS. [n the event of a conflict between
the terms of this P-37 form (as modified.in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control,

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22, SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect,

24, ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be

. deemed an original, constitutes the entire agreement and

understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

A.l1  Provision. 3, Effective Date/Completion of Services, is updated with the following
addition: :

3.3

The Term may be extended up to Two (2) times(s), (“Extended Term”™) at the sole
option of the State, subject to the parties prior written Agreement on applicable fecs
for each extended Term, up to but not beyond June 30, 2029 under the same terms and
conditions, subject to approval of the Governor and Executive Council.

A.2  Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition: . '

5.5

The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A3 Provision 8, Event of Default/Remedies, is updated with the following addition:

8.4

Procure Services-that are the subject of the Contract from another source and
Contractor shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fecs, charges or penaltics, and staff time costs; all of
which shall be subject to the limitations of liability set forth in the Contract.

A4  Provision 9, Termination, is deleted and replaced with the following:
9. " TERMINATION

9.1

Page 9 of 67

Notwithstanding paragraph 8, the State may, at its sole discretion, terminate the
Agreement for any reason, in whole or in part. In the event of such termination, the
Contractor shall immediately stop all work hereunder and shall immediately cause any
and all of its suppliers and subcontractors to cease work. The State shall be liable for
cost of all Services and Deliverables for which Acceptance has been given by the
State, provided through the date of termination but will not be liable for any costs for
incomplete Services or winding down the Contract activities. The Contractor shall not

(2c
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be paid for any work performed or costs incurred which reasonably could have been
avoided.

9.2 Termination Procedure

9.2.1

Upon termination of the Contract, the State, in addition to any other rights

provided in the Contract, may require Contractor to deliver to the State any property,
inpluding without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

922

After receipt of a notice of termination, and except as otherwise directed by

the State, Contractor shall:

g.

924

Stop work under the Contract on the date, and to the extent specified, in the
notice; .

Promptly, but in no cvent longer than ten (10) days after termination, .
terminate its orders and subcontracts related to the work which has been

terminated, and settle all outstanding liabilities and all claims arising out of

such termination of orders and subcontracts, with the approval or ratification

of the State to the extent required, which approval or ratification shatl be final

for the purpose of this Section;

Take such action as the State directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of Contractor
and in which the State has an interest;

Take no action to intentionally erase or destroy any State Data, this includes
State Data held by the Contractor’s subcontractors.;

Transfer title to the State and deliver in the manner, at the times, and to the
extent directed by the State, any property which is required to be furnished to
the State and which has been accepted or requested by the State;

Work with the State to develop a Services and Data Transition Plan per the
“Contract End-of-Life Transition” requirement in the Additional
Requirements section of this RFP; and

Provide written Certification to the State that Contractor has surrendered to
the State all said property. 9.2.3.

This covenant in paragraph 9 shall survive the termination of this Contract.

A. Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following

Date:

addition:

10.4 - In performing its obligations under this Agreement, Contractor may gain access to
Confidential Information of the State. Confidential Information is defined in the
Department of Health and Human Services’ Information Security Requirciments

Exhibit.

Subject to applicable federal or State laws and regulations, Confidential Information shall not
include information which:

[12]
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10.7

10.8

a. shall have otherwise become publicty available other than as a result of
' disclosure by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in
favor of the disclosing Party; or

c. isdisclosed with the written consent of the disclosing Party’s Privacy Officer
' or designee

Contractor Confidential Information. Contractor shall clearly identify in writing all -
information it claims to be confidential or proprictary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor’s designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. 1In the cvent the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Contractor and specify
the date the State will be releasing the requested information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibility and at
Contractor’s sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State’s
notice to Contractor, without any liability to the State.

This covenant in paragraph 10 shall survive the termination of this Contract.

A.5  Provision 12, Assignment/Delegation/Subcontracts, is updated with the following
addition:

12.3

In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of;

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for such period of time as determined
necessary by the State;

b. immediately terminate the Agreement without Ilablllty to or furthcr compensation
owed to Contractor, its successors or assigns. .

A.6  Provision 13, Indemnification and Limitation of Liability, is deleted and replaced with
the following:

13.1.

Page 11 of 67

Unless otherwise exempted by law, the Contractor shall indemnify and hold harmless
the State, its officers and employees, from and against any and all claims, liabilities
and costs for any personal injury or property damages, patent or copyright
inf‘ringeTsent, or other claims assertcd against the State, its officers or employees,
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A7

25.

26.

27,

28.

which arise out of {or-which may be claimed to arise out of) the acts or omission of
the Contractor, or subcontractors, including but not limited to the negligence, reckless
or intentional conduct. The State shall not be liable for any costs incurred by the
Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing
herein contained shall be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This covenant in paragraph
13 shall survive the termination of this Agreement,

13.2 The aggregate liability of the Contractor, in each case under this Agreement (and

whether such liability arises from any claim based on breach or repudiation of contract,
warranty, tort (including negligence or breach of statutory duty), or otherwise) shall not
exceed two times the contract’ price. Notwithstanding the foregoing, Contractor’s
liability for any data security breaches, as referenced in Exhibit K, DHHS Information
Security Requirements (Section IV, Procedures for Security, Paragraph 11) shall not
exceed Fifteen Million Dollars ($15,000,000) per claim. The limitation of liability shall
not apply to claims related to (a) fraud or willful misconduct, (b} death or personal
injury, (c) Contractor’s failure to follow and implement cyber security best industry
practices for protecting confidentiat information.

The following Provisions are added and made part of the P37:

FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for “delays or failures in

performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, firc,
power failures, nuctear accidents, earthquakes, and unusually severe weather.

252 Except in the event of the foregoing, Force Majeure events shall not include the -

Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract. .

EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

NON-EXCLUSIVE CONTRACT

" The State reserves the right, at its discretion, to retain other vendors to provide any of the

Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware contracts to acquire supporting Software and hardware.

GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

os
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EXHIBIT B - STATEMENT OF WORK (SOW) BUS[NESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:

1.

STATEMENT OF WORK

The Contractor shall provide a software solution and associated services for the New
Hampshire Prescription Drug Monitoring Program (PDMP) to collect prescription data for
online review by practitioners and pharmacists and administrative reporting and analysis of
data. Specifically, the following software solution and associated services include:

¢ CONTRACTORS PMP AWARXE
s NarxCare
¢ Custom Enhancements (as sct forth in Exhibit G, Awtachment 1)

e Statewide Interoperability through Prescription Drug Monitoring Program Gateway,
for a period of two years (as set forth in Exhibit G, Attachment 1.1)

AWARXE w/NarxCare and Custom Enhancements

This software solution shall collect prescription data for online review by practitioners and
pharmacists and administrative reporting and analysis of data, and promote utilization of the
program by prescribers and dispensers within existing. workflow by integrating the PDMP
¢lectronic health records systems. The mission is to promote the quality of patient care and
appropriate use of controlled substances for legitimate medical purposes. Through the

" PDMP’s accurate and complete data tracking of opioids and other scheduled drug

prescriptions, the State desires to deter misuse and diversion of schedule TI-IV controlled -

" substances by assisting prescribers and pharmacists to make safe prescribing and dispensing

decisions and improve the identification and education of high risk indicators (e.g. overdose
and substance use disorders). is the Contractor shall assist the State of New Hampshire’s goal
to modernize our technology that illuminates data whilc considering quality, consistency, and

-accessibility for all users of the PDMP system.

The Contractor shall provide the State of New Hampshire a Prescription Drug Monitoring
system (“Program’) whereby data regarding Controlled Substances in schedule 11, 11, and IV
dispensed to New Hampshire citizens is collected from all dispensers and available for review
by defined: practitioners, dispensers, authorized administrators and other defined users. The
Program must focus on allowing the NH PDMP to produce a more robust and efficient data
software solution for New Hampshire practitioners by executing an mtcrOpcrablllty platform
that facilitates data sharing with PDMPs in other jurisdictions through connections with both
PMPi and RxCheck and with electronic health records and pharmacy management systems,
using any means selected by the New Hampshire PDMP, including: PMP Interconnect, PMP
Gateway, RxCheck hub, built by the selccted vendor.

Page 14 of 67 l /25
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Statewide Interoperability through PMP Gateway

The Contractors software solution shall provide all authorized health care entities with the
ability to integrate NH PDMP information into their Health IT systems for a period not to
exceed two (2) years (the “introductory period.”). Fees for the two-year introductory period
will be funded through this contract. At the end of the introductory period, it will be the health
care entities’ sole responsibility for any payment required to continue access to PMP Gateway.
This fee siructure shall be the responsibility of the Contractor to include in the marketing plan.
Contractor shall be responsible for contacting and working with participating health care
entitics no less than ninety (90) days prior to the expiration of the introductory period, to ensure
continuity and payment of services.

Through leveraging PMP Gateway, the goal is to integrate the NH PDMP into every
physician’s and every pharmacist’s workflow in New Hampshire. Integration will allow users
to-access the same information that is available in the NH PDMP within their clinical
workflows, including patient prescription history, summary information, and clinical risk
indicators. Statewide integration initiatives have proven to increase utilization of the PDMP
in other states. . :

The Contractors software solution shall include technical expertise, integration software, and
ongoing support services to Authorized Healthcare Organization sites through designated
Information Technology (IT) support resources of the Authorized Healthcare Organization.
The Contractor shall provide the Gateway Service that provides EHR/PMS of authorized
healthcare organizations with the ability to initiate requests for patient reports, from the New
Hampshire PMP, on behalf of permissible Users and receive patient prescription history
reports, from the New Hampshire PMP, when the authorized User completes the required
criteria. The software solution includes audit trail functionality and PMP Gateway Reporting
as set forth in Exhibit G, Attachment 1.

2.  BUSINESS / TECHNICAL REQUIREMENTS

21

The Contractor must adhere to the Business and Technical Requirements identified in
Exhibit G Attachment 1.

DHHS Security and Privacy Policy Compliance Requirements

DHHS Security and Privacy Policy Compliance
The Vendor shall represent and warrant that:
a. the Vendor has reviewed and is knowledgeable about, and experienced at addressing,
DHHS Security and Privacy Policies, and '
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b. the Vendor and the software Solution shall comply with all of the security protocol,
data security and other policies and procedures set forth in DHHS Security and Privacy
Policies and any future updates, revisions and/or replacements.

¢. The Vendor shall agree that the Vendor and the software Solution shall, at all times,
remain fully compliant with DHHS Security and Privacy Policies, as these¢ policies
may be updated from time to time. The Vendor shall, on an annual basis, certify in
such form as the State may reasonably request that the Vendor and the software
Solution are compliant with then current DHHS Sccurity and Privacy Policies version.
In the event that the State notifies the Vendor that the System is any way non-
compliant with DHHS Seccurity and Privacy Policies, then the Vendor shall
immediately utilize diligent, continued cfforts to modify the System so that it becomes
and remains DHHS Security and Privacy compliant.

d. The Vendor is responsible for the Hosted Solution (the “Host™). The Vendor is and
shall be responsiblte for cnsuring that the Host is and remains fully DHHS Security
and Privacy Policies compliant and shall be liable for any breach or violation by the
Host of any DHHS Security and Privacy Policies policy, procedure or protocol.

e. The State may, one time each calendar year during the term of the Agreement, audit
(or engage a third party to audit) the Vendor and the Hosted Solution to ensure that
the Hosted Solution is fully compliant with DHHS Security and Privacy Policies. 'If
the State wishes to conduct such an audit, then the State shall provide the Vendor
written notice of such audit, which may include the analysis of records, discussions
with the Vendor’s employees and subcontractors, and testing of the System. The
Vendor shall promptly provide to the State information requested by the State in
connection with the audit and otherwise cooperate with the State regarding such audit.

f. In the event that the audit shows that the Vendor or the Hosted Solution is not in full
compliance with any DHHS Security and Privacy Policies, protocol or procedure, then
the Vendor shall promptly take such action as is necessary to attain DHHS Security
and Privacy compliance and upon achieving compliance, certify in writing to the State
that it has done so, and

g. Material compliance with any DHHS Security and Privacy Policies, protocol or
procedure, the Vendor shall promptly reimburse the State for the costs and expenses
(including internal legal costs invoiced at the prevalent billing rate for an experienced
corporate attorney) incurred in conducting the audit. -

h. The Contractor agrees it will initiate a criminal background check re- investigation of all
workforce assigned to this Contract every five years. The five year period will be based
on the date of the last Criminal Background Check conducted by the Contractor or its
Agent.

i.  Agency Compliance Documents — Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

Activity, Deliverable, or Deliverable Projected Delivery Date
Milestone Type
PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Kickoff Meeting Non-Software | No later than ten (10) business days following
Notice to Proceed. :
2 Project Status Reports Written Avazilable upon Project KickofT and throughout the
life of the project.
3 Work Plan Written Available upon Project Kickoff,
4 Infrastructure Plan, including Written Available upon Project KickofT.
Desktop and Network
__| Configuration Requirements
5 Attestation of Background checks Written Contractor workforce associated with fulfilling the
obligations of this Contract are, based on NH
DHHS provided criteria herein and their job
responsibility requirements, eligible to participate
in work associated with this Contract. Available
upon Project Kickoff,
6 Communications and Change " Written Available upon Project Kickoff.
Management Plan
7 Requirements Traceabitity Matrix Written Available upon Project KickofT.
3 Software Configuration Plan Written Available upon Project Kickoff.
9 Systems Interface Plan and Written Once delivery dates are solidified for all custom
Design/Capability development deliverables, the plan for Sofiware
Configuration wiil be provided within 10 days.
10 | Testing Plan Written Available upon Project Kickoff.
11 _| Data Conversion Plan and Design | Written As incumbent, this is not applicable.
12 | Deployment Plan Written Will be delivered to NH DOH for new development
work.
13 | Comprehensive Training Plan and | Written Within 30 days of requirements finalized.
Curriculum .
14 | End User Support Plan Written Within 30 days of requirements finalized.
15 | Business Continuity Plan Written Upon Project Kickoff.
16 | Documentation of Operational Written Upon Project Kickoff.
Procedures
17 [ Bring Your Own Device (BYOD) Written Upon Project Kickof¥.
Security Plan
18 | Data Protection Impact Assessment | Written Upon Project Kickoff,
19 | Systems Security Pan ($5P) Written Upon Project Kickoff,
.20 | Disaster Recovery Plan (DRP) Written Upon Project KickofT.
INSTALLATION .

DS
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Activity, Deliverable, or Deliverable Projected Delivery Date
Milestone Type )
17 | Provide Software Licenses if Written Access to the Contractors PMP environment is
needed available loday and will remain available upon
effective date of the signed agreement,
18 | Provide Fully Tested Data Software As the incumbent, Conversion Software is not
" | Conversion Software necessary.

‘19 | Provide Software Installed, Software As the incumbent, the base PMP sofiware is
Configured, and Operational to available today. Contractors will deliver all custom
Satisfy State Requirements requirements by a timeframe specified by the State.

TESTING ' .

20 | Conduct Integration Testing Non-Seftware | The Integration Testing schedule will be provided
upon finalization of the project schedule including
all custom enhancement technical requirements.

21 | Conduct User Acceptance Testing | Non-Software | The schedule for UAT will be provided upon
finalization of the project schedule including all |.
custom enhancement technical requirements.

22 | Perform Production Tests Non-Sofiware | The schedule for Production Testing will be
provided upon finalization of the project schedule
including aI}I custom enhancement technical
requirements.

23 | Test In-Bound and Qut-Bound Software The schedule for In-Bound/Qut-Bound Testing will

Interfaces be provided upon finalization of the project schedule
including all custom enhancement technical
réquirements.

24 | Conduct System Performance Non-Software | Load testing occurs bi-weekly with the delivery of

(Load/Stress) Testing all new features. Load testing will occur as part of
‘ the delivery of all custom
25 | Certification of 379 Party Pen Non-Software | The Contractors Certification of the most recent 3rd
Testing and Application Party Pen test is g\’flilable to'day: Third party Pen
Vulnerability Scanning, and App Vulnerability Scanning is conducted on an
Annual Basis.

26 | Security Autherization Package Written Upon Project Kickoff.

SYSTEM DEPLOYMENT

26 | Converted Data Loaded into Software As the incumbent, this is not applicable.

Production Environment .

27 | Provide Tools for Backup and Software As a SaaS provider, this requirement is not

Recovery of all Applications applicable.
and Data .

28 | Conduct Training Non-Software | As the incumbent, NH PDMP will not require a
transition to a new PDMP platform; therefore, |
training will be performed on all enhancements to
the current system. Training will be provided no
less than 14 days prior to feature enhancements and
no less than 30 days prior to major enhancements.
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Activity, Deliverable, or
Milestone

Deliverable
Type

Projected Delivery Date

29 | Cutover to New Software

Non-Software

Upon Project Kickoff and ongoing throughout the
duration of the project.

k!i] Provide Documentation

Written

Upon Project KickofT and ongoing throughout the
duration of the project.

31 | Execute Security Plan

Non-Software

Upon Project Kickoff and ongoing throughout the
duration of the project.

QPERATIONS

32 | Ongoing Hosting Support

Non-Software

Will continue upon contract effective date as
Contractors currently provides hosting support.

33 | Ongoing Support &
Maintenance

| Software

Will continue upon contract effective date as
Contractors currently provides hosting support.

34 | Conduct Project Exit Meeting

Non-Software

Within 30 days of production release of all required
functionality.

MARKETING AND PROMOTION OF

NEW HAMPSHIRE PDMP

35 | Marketing Plan w/Timetables

Non-
Software

Within 30 days of the Effective Date, the Contractor
must provide a marketing plan or promotion of NH
PDMP and Gateway Services . This also includes
addressing the introductory period for Gateway
Services and actions required by the health care
entities at the end of the introductory peried.

Remainder of this page intentionally left blank
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4. DELIVERABLE REVIEW AND ACCEPTANCE

4.1

4.2

4.3

44

Non-Software and Written Deliverables Review and Acceptance

The Contractor shall provide a written Certification that a non-software, written
deliverable (such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contractor, the State will Review the Deliverable to
determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contractor’s written Certification; provided, however, that if the State
determines that the State needs more than five (5) days, then the State shatl be entitled to
an extension of up to an additional ten (10) business days. If the State rejects the
Deliverable or any portion of the Deliverable, or if any Acceptance by the State is -
conditioned upon completion of any related matter, then the State shall notify the

Contractor of the nature and class of the Deficiency, or the terms of.the conditional

Acceptance, and.the Contractor shall correct the Deficiency or resolve the condition to:
Acceptance within the period identified in the Work Plan. If no period for the Contractor’s

carrection of the Deliverable or resolution of condition is identified, the Contractor shall

correct the Deficiency in the Deliverable or resolve the condition within five (5) business

days or such longer period as the State (in its sole discretion) may agree. Upon receipt of
the corrected Deliverable, the State shall have five (5) business days to review the

Deliverable and notify the Contractor of its Acceptance, Acceptance in part, conditional

Acceptance, or rejection thereof, with the option to extend the Review Period up to five

(5) additional business days, or mutually agreed upon timeframe. If the Contractor fails

to correct the Deficiency within the allotted period, the State may, at its option, continue

reviewing the Deliverable-and require the Contractor to continue until the Deficiency is

corrected, or immediately terminate the Contract, declare the Contractor in default, and or

pursue its remedics at law and in equity.

Software Deliverables Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services described herein.

Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable, an additional Deliverable' may be
presented for review but at no time can the Deliverables exceed three (3) at a time without
the authorization of the State.

Conditional and Unconditional Acceptance

Ds
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By accepting a Deliverable, the State reserves the right to reject any and all Deliverables
in the cvent the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

5. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shali
be approved by the Department of Information Technology. Within five (5) business days of
Contractor’s receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (¢.g., increase or decrease), the Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by written Change Order,

'identifying any impact on cost, the Schedulé¢, and the Work Plan. The State shall acknowledge

receipt of Contractor’s requested Change Order within five (5) business-days. The State

Agency, as well as the Department of Information Technology, must review and approve all

Change Orders in writing. The State shall be deemed to have rejected the Change. Order if the

Parties are unable to reach an agrecment in writing within 30 days of receipt of the Change
- Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion, or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline sct
forth in accordance with the Work Plan.

The Contractor shall manage Project execution and provide the tools nceded to create and
manage the Project’s Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.

7.  PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and’
tracking of the project. The State believes that cffective communication and Reporting are
essential to Project success. The Contractor shall employ effective communication and
Reporting stratcgies to cnsure Project success. The Contractor Key Project Staff shall

[+1]
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participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations

under the Contract.

Contractor is responsible for providing all appropriate resources and

personnel to manage this Project to a successful completion.

7.1  The Contractor Key Project Staff
7.1.1. The Contractor’s Contract Manager

Contractor shall assign a Contract Manager who will be responsible for all
Contract authorization and administration, including but not limited to
processing Contract documentation, obtaining executive approvals, tracking
costs and payments, and representing the partics in all Contract admmlstratwe
activitics. Contractor’s Contract Manager is:

Natalie Browning

Senior Director of Client Relationships
9901 Linn Station Road

Louisville, KY 40223

Office: 502-815-5639

Cell: 502-552-0601

Email: nbrowning@Contractors.com

7.1.2. The Contractor’s Project Manager

Contractor shall assign a Project Manager who is qualified to perform or
supervise the Contractor’s obligations under this Agreement. Contractor’s
Project Manager is:

Stephanie Stovall

PDMP Client Relationship Manager
Contractors Health

9901 Linn Station Road

Louisvilte, KY 40223

Office: 502-815-3838 '
Cell: 901-651-7552

Email: sstovall@Contractors.com
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7.1.4,

Contractor’s selection of the Project Manager shall be subject to the prior
written approval of the State. The State’s approval process may include,
without limitation, at the State’s discretion, review of the proposed Project
Manager’s resume, qualifications, references, and background checks, and an
interview, The State may require removal or reassignment of Project Manager
who, in the solc judgment of the State, is found unacceptable or is not
performing to the State’s satisfaction,

Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding
decisions under the Contract, and shall function as Contractor’s representative
for all administrative and management matters. Project Manager must be
available to promptly respond during normal Business Hours within Two (2)
hours of inquiries from the State. Project Manager must work diligently and
use his/ her best efforts on the Project.

Change of Project Manager

Contractor may not replace the Projcct Manager or change its assignment of
Project Manager without providing the State written notice and obtaining the
prior approval of the State of the replacement Project Manager. State
approvals for replacement of Project Manager shall not be unreasonably
withheld. The replacement Project Manager is subject to the same
requirements and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure
of the prior Project Manager, and Contractor shall continue during the ten (10)
business day period to provide competent project management Services
through a qualified interim Project Manager.

The Contractors Additional Key Project Staff

The Statc considers the following individuals to be Key Project Staff for this
Project: '

Key Members: Title:

Shannon Hord Sr. Director of Software Engineering
Erin Combs Mgr of lmplemcntétions, Customer Svc
Ops

Laura Reid-Newkirk . Dir. Customer Svec Ops

Thomas Powell Software Engineer Manager

Nour Elmerse Sr. Software Enginecring Manager - QA
Brent Miller Senior Data Governance Professional
Heidi Holtzman Dir. of Technology Sves & Automation
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The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the
prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall

have comparable or greater skills than Key Project Staff being replaced.

7.1.5. Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and
not utilize any staff, including subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing

the State’s information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening of
the Contractor’s Project Staff. The State shall maintain the confidentiality of

background screening results in accordance with the Contract Agreement.

The State reserves the right to reject the Vendor’s Staff as a result of such reference
and background checks. The State also reserves the right to require removal or
reassignment of the Vendor’s Staff found unacceptable to the State.
Notwithstanding anything to the contrary, the State shall have the option to
terminate the Contract, at its discretion, if it is dissatisfied with the Vendor's

replacement staff,

The State may, at its sole expense, conduct reference screening of the Contractor -
Project Manager and the Contractor Key Project Staff. The State shall maintain the

Confidentiality of reference screening results,

7.1.6. Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to
pursue its remedies at law and in equity, if Contractor fails to assign a Project
Manager and/or Key Project Staff meeting the rcquirements and terms of the
Contract or'if the State is dissatisfied with Contractor’s replacement of the PrOJect

Manager and/or Key Project Staﬁ'
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7.2 The State Key Project Staff
7.2.1, The State Contract Manager

The State shall assign a' Contract Manager who shall function as the State’s
representative with regard to Contract administration. The State Contract Manager
is:

Michael Holt

Department of Health and Human Services
Division of Public Health Services
Program Administrator

(603) 271-9234

michael.holt@dhhs.nh.gov

7.2.2. The State Project Manager
The State shall assign a Project Manager. The State’s Project Manager is:

Michael Holt
Department of Health and Human Services
Division of Public-Health Services

Program Administrator
(603) 271-9234

michacl.holt@dhhs.nh.gov

The State Project Manager’s duties shall include the following:
a. Leading the Projecy;
b. Engaging and managing all Contractors working on the Project;
¢. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;

®

Invoice sign-offs;

|

Review and approval of Change Orders;
g. Managing stakeholders’ concerns,

os
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8.  WORKPLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan
within Thirty (30) days of the Effective Date and further refine the tasks required to implement
the Project. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth in this Section.

Task Name ’ Start Finish
! Planning and Project Management January 2022 January 2023
2

Installation January 2022 January 2022
3 .

Implementation January 2022 January 2023
4 .

Testing Janunary 2022 January 2023
] System Deployment January 2022 January 2023
6 .

Operations January 2022 January 2023
7 STATEWIDE INTEROPERABILITY

PROGRAM (PMP GATEWAY) January 2022 January 2023

MARKETING AND PROMOTION

In conjunction with the Contractor’s Project Management methodology, which shall be used
to manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks, Deliverables, major
milestoncs, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both State and The
Contractor’s team members), refine the Project’s scope, and establish the Project’s Schedule.

9. ACCEPTANCE & TESTING SERVICES

Acceptance and testing services requires the coordinated efforts of a Project Testing Team
consisting of both Contractor and State personnel. The Contractor shall be responsible for the
planning, documentation, coordination and management of all aspect of the testing services.

9.1. Contractor Testing, Planning & Coordination

DS
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9.2,

The Contractor shall provide oversite and management of all phases of the testing process,
including user acceptance testing,

The Contractor shall provide documentation and testing tracking tools to record and
manage issues, risks, change requests, requirements, and other documents used in the
management of the testing process.

' i

The Contractor shall successfully perform functional testing and certify of all requirements
prior to release to the State Project Team for user acceptance testing. This includes but is

~ not limited to:
a. System Change orders: New and modified functiénality
b. System Integration, interfaces with required third party systems.
c. Reporting - Data lmports#’Ekports
d. Conversion
€. System upgrades
f.  All other changes that affect system functionality or requires acceptance and

approval from the State’s Project Team.

The Contractor shall be responsible for the development comprehensive functional and
user acceptance test plans and scripts that ensure the successful testing of system change
orders and satisfics all conditions for the State’s Project Team’s testing, approval and
acceptance.

State Project Team Testing and Acceptance

The State’s Project team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team’s approved timelines.

The State Project Team’s testing efforts must validate and certify expected outcomes of
the change request and/or business requirements in accordance with the Contract Team’s
approved test plan and scripts.

The Contractor’s Projcct Team shall provide technical assistance and oversight of the State
Project Team’s testing efforts.

The Contractor’s Project Team and State Project team shall accept and approve all
conditions and verify the business requirements are satisfied before scheduling for
production.
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System Maintenance, Security Releases & System Patching

The Contractor shall notify the State’s Project Team in writing, by email, or phone in
accordance with mutually agreed timeframes for any system changes and maintenance
initiated by the Contractor that will require testing and certification by the State’s Project
Team, including but not limited to:

9.3.1  Scheduled System Upgrades and Maintenance
9.3.2  Unscheduled System Upgrades and Maintenance
9.3.3  Security Releases

934 System Patching

9.3.5 Emergency Releases and Patching

The State’s Project Team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team’s approved timelines.

10. MAINTENANCE, OPERATIONS AND SUPPORT

10.1

10.2

System Maintcnance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein,

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according to the
following:

Class A Deficiencies — The Contractor shall be available to the Statc for on-call telephone
assistance with issue tracking, Twenty Four (24) hours per day and Seven (7) days a weck
with an ¢mail / telephone response within Two (2) hours of request; or, the Contractor

.DS
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10.3

shall provide support on-site or with remote diagnostic Services, within Four (4) business
hours of a request;

Class B & C Deficiencies — The State shall notify the Contractor of such Deficiencies
during regular Business Hours and the Contractor shall rcspond back within Four (4) hours
of notification of planned corrective action.

Support Obligaﬁons

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State;

a. For all maintenance Services calls, the Contractor shalt ensure the following
information will be collected and maintained:

i.  nature of the Deficiency;

ii.  current status of the Deficiency;

iii.  action plans, dates, and times;

iv.  expected and actual completion time;

v.  Deficiency resolution information;

vi.  resolved by;
vii,  identifying namber i.e. work order number; and
viii.  issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

i.  mean time between Reported Deficiencies with the Software;
ii.  diagnosis of the root cause of the problem; and \
iii.  identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor’s product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable -
License fees, within nincty (90) days of notification to the Contractor of the State’s refund
request. :
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104  Contract Warranties and Representations

10.4.1.

10.4.2.

10.4.3.

10.4.4,

System

. The Contractor warrants that any Systems provided under this Agreement will

operate and conform to the Specifications, terms, and requirements of this -
Agreement.

Software

The Contractor warrants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions furnished
under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the
Specifications and terms of the Contract.

For any breach of the above Software warranty, in addition to all its other
remedies at law and in cquity, at the State’s option the Contractor shall: (a)
provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid 1o Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or (b) the re-
performance of the deficient Services, or (c) if Contractor cannot substantially
correct a breach in a commercially reasonable manner, the State may end the
relevant Services and recover the fees paid to Contractor for the deficient
Services.

Compatibility '

Contractor warrants that all System components, including but not limited to
the components provided, any replacement or upgraded System Software
components provided by Contractor to correct Deficiencies or as an

Enhancement, shall operate with the rest of the System without loss of any
functionality.

Services

Contractor warrants that all Services to be provided under this Agrecment will
be provided expediently, in a professional manner, in accordance with
industry standards and that Services will comply with performance standards,
Specifications, and terms of the Contract.

10.5 Data Location

The Contractor shall provide its services to the Department and its end users solely from
data centers within the Continental United States. All storage, processing and transmission
of State Data shall be restricted to information technology systems within the Continental
United States. The Vendor shall not allow its personnel or sub-contractors to store State
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Data on portable devices, including personal computers, unless express prior written
consent is obtained from DHHS Information Security.

11. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement.’

12. ADMINISTRATIVE SERVICES

The Contract shall providc the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Services.

13. TRAINING

The Contractor shall provide the following Training Services to ensure administrative users
and data requestors have the tools and resources needed to successfully access and utilize the
system.

13.1End User Training

The Contractor shall provide clectronic training materials for both data requestors and
administrative users, including:

¢ User Registration Guide

¢ User Support Guide

e  Built-in tutorials (within the application)

o Quick reference guides on topics such as:

. -Delegate management
*  How to register
*  How to run a patient search
+  How to run a bulk patient search
+  Insight reports (if applicable)

¢ Increase awareness of system change

* Ensure all users have the resources needed to access the system

* Ensure data requestors can navigate the system in accordance with the
Department and Certification policy

¢ Help desk support ensures that additional assistancc with PMP AWARXE
functionality is available

13.2Admin Training

]
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* Provide a day-long (8 hours), hybrid in-person/remote administrator PMP
AWARXE/NarxCare training and configuration session led by an Contractors
PMP AWARKXE subject matter expert

¢ Provide an Administrator User Guide for long-term reference

e Provide the PDMP Support Overview detailing issues that should be directed
to the Contractors Customer First Center

* Prepare administrators for key tasks performed within the system

* Perform configuration and train administrators to perform site configuration

13.4Train-the-Trainer Training

¢ Prepare state trainers to perform end-user training for PMP AWARxE and
PMP Clearinghouse :

Training is also supported by the Contractors PDMP User Registration Guide-and User
Support Guide, which serves as a procedural guide and reference for the NH DHHS staff, Both
guides will be customized to reflect the New Hampshire PMP AWARXE system as well as the
protocols and policies of the NH DHHS These guides will be updated accordingly as changes
are made to the system.

14, MARKETING & PROGRAM PROMOTION

Contractors shall market the PDMP and Gateway Services within New Hampshire. Such
marketing efforts shall include, at a minimum:

¢ A marketing campaign plan along with draft communication that may be nccessary
for Contractors to inform potential User(s) and User(s) of the Gateway Service within
New Hampshire,

* The Statc will review and approve marketing materials prior to Contractors
distributing the communication.

* Contractors will communicate with EHR/Pharmacy Management System vendors
where Contractors has a relationship.

+ Contractors will have a designated resource that is charged with communicating with
potential Authorized Healthcare Organizations in State. This will be ongoing
throughout the project.

» Contractors will include it’s marketing materials and campaign information about the
introductory period for Gateway Access and the fee structures to include:

* The state may pay for the first two (2) years of fees required for gateway
access.

05
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* The Health Care entity will be responsible for any required gateway fees
thereafter.

Contractors shall provide a communication plan for Heath Care entities to include
notification and marketing efforts to be performed at a minimum 180 prior to the end
of a Health Care entity expiration of the introductory period.

15. MERCHANT CARD SERVICES
Not Applicable to this Contract back.

16. TERMS AND DEFINTIONS

Terms and Definitions applicable to this. Contract are identified in Exhibit F: Terms and
Definitions.

17. CONTRACTOR'’S CERTIFICATES

Required Contractor Certificates are attached in Exhibit G.

18. Contract End-of-Life Transition Services

18.1

18.2

18.3

If applicable, upon termination or expiration of the Contract the Parties agree to
cooperate in good faith to effectuate a smooth secure transition of the Services from
the Contractor to the Department and, if applicable, the Vendor engaged by the
Department to assume the Services previously performed by the Contractor for this
section the new vendor shall be known as “Recipient”). Contract end of life services
shall be provided at no additional cost.

Ninety (90) days prior to the end-of the contract or unless otherwise specificd by the
Department, the Contractor shall begin working with the Department and if
applicable, the new Recipient to develop a Data Transition Plan (DTP). The
Department shall provide the DTP template to the Contractor.

The Contractor shall use reasonable efforts to assist the Recipient, in connection with
the transition from the performance of Services by the Contractor and its Affiliates
to the performance of such Services. This may include assistance with the secure
transfer of records (electronic and hard copy), transition of historical data (electronic
and hard copy), the transition of any such Service from the hardware, software,
network and telecommunications equipment and internet-related information
technology infrastructure (“Interna) IT Systems”) of Contractor to the Internal 1T
Systems of the Recipient and cooperation with and assistance to any third-party
consultants engaged by Recipient in connection with the Transition Services.

18.3.1 If a system, database, hardware, software, and/or
software licenses {Tools) was purchased or created

os
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to manage, track, and/or store State Data in
relationship to this contract said Tools will be
inventoried and returned to the Department, along
with the inventory document, once transition of
State Data is complete.

18.3.2 The internal planning of the Transition Services by

\ the Contractor and its Affiliates shall be provided to

the Department and if applicable the Recipient on a

timely manner. Any such Transition Services shall

be deemed to be Services for purposes of this
Contract.

18.3.3 Should the data Transition extend beyond the end of
the Contract, the Contractor and its affiliates agree
Contract Information Security Requirements, and if
applicable, the Départment’s Business Associates
Agreement terms and conditions remain in effect
until the Data Transition is accepted as complete by
the Department.

18.3.4 In the event where the contractor has comingled
Department Data and the destruction or Transition
of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory -and .’
‘professional standards for rctention requirements
prior to destruction. .

18.4Completion of Services

18.4.1 Each service or Transition phase shall be deemed
completed. (and the Transition process finalized) at
the end of 15 business days after the product,
resulting from the Service, is delivered to the
Department and/or the Recipient in accordance with
the mutually agreed upon Transition plan, unless
within said 15 business day term the Contractor
notifies the Department of an issue requiring
additional time to complete said product.

18.4.2 Once all parties agree the data has been migrated the
Contractor will have 30 days to destroy the data per
the terms and conditions of the Department’s
Information  Security Requirements  Exhibit,
including certificate of data destruction.

18.5Disagreement over Services Results

. D3
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18.5.1 In the event the Department is not satisfied with the
results of the Transition Service, the Department
shall notify the Contractor, by cmail, stating the
rcason for the lack of satisfaction within 15 business
days of the final product or at any time during the
data Transition process. The Parties shall discuss the
actions to be taken to resolve the disagrecment or
issue. If an agreement is not reached, at any time the
Department shall be entitled to initiate actions in
accordance with this contract.

Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

L.

5.

CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to
the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. Al labor
rates in this Agrecment will be considered “Fully Loaded,” including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement. :

INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State’s prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
State and contain detailed information, including without limitation: itemization of each
-Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; and, any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30} days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

INVOICE ADDRESS

In lieu of hard copies, all invoices may be assigned an electronic signature and emailed to

DPHSContractBilling@dhhs.nh.gov or invoices may be mailed to:

Financial Manager

Department of Health and- Human Services
129 Pleasant Street

Concord, NH 03301

. —DS
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PAYMENT ADDRESS

Payménts shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State
the full amount of any overpayment or erroncous payment upon discovery or notice from the
State. : - :

CREDITS

The State may apply credits due to the State arising out of this Contract against the
~ Contractor’s invoices with appropriate information attached.

PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for cach Deliverable, except Software
License fecs, as sct forth in the Payment Table, until successful conclusion of the Warranty
‘Period.

PAYMENT SCHEDULE

10.1  Contract Type

10.1.1. Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-
37 General Provisions - Block 1.8: Price Limitation for-the period between
the Effective Date through date indicated in P-37 General Provisions - Block
1.7: Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:
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10.1.1. Activities / Deliverables / Milestones Pricing
Activity, Deliverable Projected Delivery Date Price
Deliverable, or Type ‘
Milestone
PLANNING AND PROJECT MANAGEMENT
1 Conduct Project Non-Software No later than ten (10) business  Included in
Kickoff Meeting days following Notice to AWARXE/NarxCare Saa$
Proceed ticensing, maintenance and
Support cost.
2 Project Status Written Available upon Project Kickoff Included in
Reports and throughout the life of the AWARXE/NarxCare SaaS
project. licensing, maintenance and
support cost.
3 Work Plan Written Available upon Project Included in A
: ’ Kickoff. " AWARxE/NarxCare SaaS
licensing, maintenance and
support cost,
4 Infrastructure Plan, Written As a Saa$S provider, all Included in
including configuration occurs within the AWARxE/NarxCare SaaS
Desktop and Contractors environment licensing, maintenance and
Network therefore this is not applicable.  support cost.
Configuration
Requirements
5 Security Plan Written Available upon Project Included in
Kickoff. AWARxE/NarxCare SaaS
licensing, maintenance and
support cost.
6 Communications Written Available upon Project Included in
and Change Kickoff. . AWARXE/NarxCare SaaS
Management ' ' licensing, maintenance and
Plan support cost.
7 Requirements Written Available upon Project Included in
Trace ability Kickoff. : AWARXE/NarxCare SaaS
Matrix licensing, maintenance and
support cost.
8 Software Written Once delivery dates are Included in
Configuration solidified for all custom AWARxE/MNarxCare SaaS
Plan development deliverables, the  licensing, maintenance and
plan for Software support cost.
Configuration will be provided
within 10 days,

. 0s
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9 Systems Interface  Written Available upon Project Included in
Plan and Kickoff. AWARXE/NarxCare SaaS
Design/Capability licensing, maintenance and
support cost.
10 Testing Plan Written Upon confirmation of technical  Included in
design of new feature, within AWARxE/NarxCare SaaS
30 days. licensing, maintenance and
support cost.
11 Data Conversion Written As incumbent, this is not Included in
Plan and Design applicable, : AWARxE/NarxCare SaaS
licensing, maintenance and
support cost.
12 Deployment Plan . Written Will be delivered to NH Included in
DHHS for new development AWARxE/MNarxCare Saa$S
work. licensing, maintenance and
' support cost,
13 Comprehensive Written Within 30 days of Included in
Training Plan and requirements finalized. AWARxE/NarxCare SaaS
Curriculum licensing, maintenance and
support cost.
14 £nd User Support Written Within 30 days of Included in
Plan requirements finalized. AWARxE/NarxCare Saa$
: licensing, maintenance and
. support cost,
15 Business Wriiten Upon Project Kickoff. Included in
Continuity Plan AWARxE/MNarxCare SaaS
i licensing, maintenance and
support cost,
16 Documentation of ~ Written Upon Project Kickoff. Included in
Operational AWARXE/NarxCare SaaS
Procedures licensing, maintenance and
Support cost.
INSTALLATION
17 Provide Software Written Access to the Contractors PMP  included in -

Licenses if needed environment is available today ~AWARxE/NarxCare SaaS
and will remain available upon  licensing, maintenance and
effective immediate of the support cost.
signed agreement.

18 Provide Fully Software As the incumbent, Conversion  Included in

Tested Data Software is not necessary. AWARxE/NarxCare SaaS

Conversion licensing, maintenance and

Software support cost,

19 Provide Sofiware ~ Software As the incumbent, the base Included in

Installed,
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Configured, and today. Contractors will deliver  licensing, maintenance and -
Operational to , all custom requiremnents by a support cost.

Satisfy State timeframe specified the State,

Requirements

IMPLEMENTATION

20 A37 Software Contractors will deliver Included in table above
DEA Verification custom requirements by
Upon Login agreed-upon timeframe.

21 A3l . Software Contractors will deliver Included in
Notification custom requirements by table above
component on agreed-upon timeframe.

- Mandatory Use -

Report ;

_ Contractors will deliver Included in
22 A3.16b Software custom requirements by table above

. agreed-upon timeframe,

Prescriber

Compliance

Dashboard

{Mandatory

Registration) )

23 A7.27 Software Contractors will deliver Included in
Pharmacy Waiver custom requirements by table above
Process agreed-upon timeframe.

Automation

24 A7.40 Software Contractors will deliver Included in
Create Platform custom requirements by table above
VPN Connection agreed-upon timeframe.
between State
EDW and State
production
database
A7.41
Create Custom
Data Extract of
User Tables
Al2.27
Create/provide
daily extract of
User Tables

D5
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25

28

29

30

26

27

A742

Create Custom
User Query
extracts

A7.46

Add Submitter IP
address to
Pharmacy

Compliance
Dashboard

Al0.]

Create a multi-state
custom report
extract for
approved end users

All6

Create multi-state
query search option
for approved end
users

Al1.10

Provide the ability
to securely retrieve
data from all
interstate data
sharing HUBS with
a single query from
the user.

Al2.]

Prescriber Qutlier
Model (standard)

Software

Software

Software

Software

Software

Software

Contractors will deliver
custom requirements by
agreed-upon timeframe.

Contractors will deliver
custom requirements by
agreed-upon timeframe.

Contractors will deliver
custom requirements by
agreed-upon timeframe.

Contractors will deliver .

custom requirements by
agreed-upon timeframe.

Contractors will deliver
custom requirements by
agreed-upon timeframe.

Contractors will deliver
custom requirements by
agreed-upon timeframe.

Included in
table above

Included in
table above

Included in
table above

Included in
table above

Included in
table above

Included in table above

TESTING
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31 Conduct
Integration
Testing

32 Conduct User
Acceptance
Testing

kX) Perform
Production Tests

34 Test ln—Bound
and Out-Bound
Interfaces

35 Conduct System
Performance
{Load/Stress)
Testing

36 Certification of
3rd Party Pen
Testing

and Application
Vulnerability
Scanning

Non-Software

Non-Software

Non-Software

Software

Non-Software

Non-Software

The Integration Testing
schedule will be provided upon
finalization of the project
schedule including all custom
enhancement technical
requirements.

The schedule for UAT will be
provided upon finalization of
the project schedule includi"ng
all custom enhancement
technical requirements.

The schedule for Production
Testing will be provided upon
finalization of the project
schedule including all custom
enhancement technical
requirements.

The schedule for In-
Bound/Out-Bound Testing will
be provided upon finalization
of the project schedule
including all custom
enhancement technical
requirements.

Load testing occurs bi-weekly
with the delivery of all new
features. Load testing will
occur as part of the delivery of
all custom enhancements,

The Contractors Certification
of the most recent 3rd Party
Pen test is available today.
Third party Pen and App
Vulnerability Scanning is
conducted on an Annual Basis.

Included in
AWARxE/NarxCare SaaS
licensing, maintenance and
support cost,

Included in
AWARxE/NarxCare SaaS
licensing, maintenance and
support cost.

Included in
AWARXE/MNarxCare SaaS
licensing, maintenance and
suppott cost,

Included in
AWARXE/NarxCare Saa$
licensing, maintenance and
support cost.

Included in
AWARXE/NarxCare SaaS
licensing, maintenance and
support cost.

Included in
AWARXE/NarxCare SaaS
licensing, maintenance and
support cost.

SYSTEM DEPLOYMENT

37 Converted Data
Loaded into
Production
Environment

kt. Provide Tools for
Backup and
Recovery of all

Software

Software

" As the incumbent, this is not

applicable.

As a SaaS provider, this
requirement is not applicable.

Included in
AWARxE/NarxCare SaaS
licensing, maintenance and
Support cost.

Included in
AWARXE/NarxCare SaaS
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Applications and licensing, maintenance and
Data support cost.
39 Conduct Training  Non-Software As the incumbent, NH PDMP  Included in
will not require a transition to  AWARxE/NarxCare Saa$
a new PDMP platform, and licensing, maintenance and
therefore, training will be support cost.

performed on all enhancements
to the current system.

Training will be provided no
less than 14 days prior to
feature enhancements and no
less than 30 days prior to
major enhancements,

40 ~ Cutover to New Non-Software As incumbent, this is not Included in
Software applicable. AWARxE/NarxCare SaaS
‘ licensing, maintenance and
support cost.

41 Provide Written Upon Project Kickoff and Inctuded in
Documentation ongoing throughout the AWARxE/MNarxCare SaaS
duration of the project. licensing, maintenance and
_ . support cost.
42 Execute Security Non-Software Security Plan will be executed  Included in
Plan based on finalized AWARxE/NarxCare SaaS
requirements, timing will be licensing, maintenance and
delivered within the final support cost.

Project Plan,

OPERATIONS
43 Ongoing Hosting Non-Software Will continue upon contract Included in
Support effective date as Contractors AWARxE/MNarxCare SaaS
currently provides hosting licensing, maintenance and
support. support cost.
44 ‘Ongoing Support Software Will continue upon contract Included in
& Maintenance effective.date as Contractors AWARxE/NarxCare SaaS
currently provides hosting licensing, maintenance and
support. support cost..
45 Conduct Project Non-Software Within 30 days of production Included in
Exit Meeting release of all required AWARxE/NarxCare Saa$
functionality. licensing, maintenance and

support cost.

STATEWIDE INTEROPERABILITY PROGRAM (PMP. GATEWAY) MARKETING AND
PROMOTION
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46 Marketing Plan
w/Timetables

Non-Software

Within 30 days of contract,
provide a marketing plan or
promotion of NH PDMP and
Gateway Services required.
This also includes addressing
the introductory period for
Gateway Services and actions
required by the health care

entities at the end of the

introductory period.

Contractor Initials:
: 12/23/2021

Date:

=
10.1.2.-  Software License, Maintenance, Support & Web Hosﬁng Pricing
Maintenance Support and Upgrades
Softw » | Initial ' :
Software Name Cn(l)slta Year 1 Year 2 Year 3 "| Year d Year § Total
PMP AWARXE 30 $190,000 | $190,000 $190,000 $160,000 _ $190,000 $950,000
w/NarxCare -
Al12.1 $50,000 $25,000 $25,000 | $25,000 $25,000 $25,000 $.l 75,000
Prescriber OQutlier
Mode! (standard)
Web Site Included Included Included Included Included Included
Hosting,
Maintenance
Support
Statewide 30 $369,000 ] $369,000 | Discontinued | Discontinued § Discontinued $738,000"
Interoperability
Program (FMP
Gateway)
Sub-Total 1: $50,000 $584,000 | $584,000 |-$215,000 $215,000 $215,000 $1,863,000
10.1.3. Onetime Payments
DS
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Software Name ’ _ One time Cost
.A3.7 - DEA verification upon login $26,750

A3.15 - Notification component on Mandatory Use $63,000

report

A3.16b Prescriber Compliance Dashboard $17,500

(Mandatory Registration)

AT.27- Pharmacy Waiver Process Automation $42.000

AT.40 $87,500

Create Platform VPN Connection between State EDW

and State production database

A741

Create Custom Data Extract of User Tables

A12.27 Create/provide daily extract of User Tables

AT7.42 $21,000

Create Custom User Query extracts

AT7.46 $17,500

Add Submitter IP address to Pharmacy Compliance

Dashboard

Al0.1 $14,000

Create a multi-state custom report extract for

approved end users

AlL6 321,000

Create multi-state query search option for approved

end users

0s
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Sofoware Name One time Cost

All1.10

Provide the ability to securely retrieve data from all
interstate data sharing HUBS with a single query from

$112,500

the user,
Sub-Total 2: . : o $472,750
Grand Total: $472,750

10.1.4. Contractor Staff, Resource Hours and Rates Worksheet

Title Hourly Rate
Project Manager . t11000
Software Engineer $175.00
Sofiware Engineer ' $175.00
Quality Assurance Engineer _ $100.00
Software Architect / Senior Data Governance Professional $175.00

Risk Manager / Director, Customer Service Operations $110.00
Data Interface Programmer Software Engineer Manager $150.00
Client Relationship Manager ’ $75.00

10.1.5. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree to the
following rates in the event the contract is extended as described in P-37 General Provisions, Section 3
Effective Date/Completion of Services.

Position Title SFY 2021 SFY 2022 SFY 2023 SFY 2024
Project Manager $110/hr 110/ $110/hr é! 10/hr
Data Analyst $75/Mr $75/hr $75/Mr $75/r
Product Manager | $150/hr $150/hr $150/hr $150/hr
—DS
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Position Title

SFY 2021

SFY 2022 SFY 2023 SFY 2024

Business Analyst

£75/hr

$75/hr $75/r $75/r

10.1.6. Total Pricing Summary
Service Category Costs
Onetime Payments $472,750.00

Maintenance Support and Upgrades

$1,863,000.00

System Change Requests

$ 200,000.00

Total Contract

$2,535,750.00

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

LICENSE GRANT

1.1 SAAS -

1.1.1  During the contract term, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the State’s
intcrnal business operations subject to the terms of this Agreement and up to the
number of Licenses documented in the Agreement.

.12 The Parties acknowledge that this Agreement is a Services agreement and
Contractor will not be delivering copies of the Software to Customer as part of the
Agreement,

SOFTWARE TITLE

2.1 Title, right, and interest (including all ownership and intellectual property rights) in the
Software provided under this Agreement, and its associated documentation, shall remain
with the Contractor.

SOFTWARE AND DOCUMENTATION COPIES

3.1 The State shall be entitled to copies of any work product upon request to Contractor. At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
product assoctated with this Agreement unless authorized by the State in writing,

3.2 Contractor shall provide the State with a sufficient number of hard copy versions of the
Software’s associated Documentation and one (1) electronic version in Microsoft Word and
PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the
State does not have possession of the Software, Contractor shall provide a reasonable
number of copies of the Software and associated Documentation upon request. The State
agrees to include copyright and proprietary notices provided to the State by the Contractor
on such copies.

RESTRICTIONS
Except as otherwise permitted under the Contract, the State agrecs not to:

4.1 Remove or modify any program markings or any notice of the Contractor’s proprietary
rights;

. 4.2 Make the programs or materials available in any manner to any third party for use in
the third party’s business operations, except as permitted herein; or

4.3 Cause or permit reverse engineering, disassembly, or recompilation of the programs.
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VIRUSES

5.1

The Contractor shall provide Software that is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process, Contractor will use reasonable
cfforts to test the Software for Viruscs.

AUDIT

6.1

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of the
programs at the Contractor’s sole expense. The State agrees to cooperate with the
Contractor’s audit and provide reasonable assistance and access to information. The State
agrees that the Contractor shall not be responsible for any of the State’s reasonable costs
incurred in cooperating with the audit. Notwithstanding the foregoing, the Contractor’s
audit rights are subject to applicable State and federal laws and regulations.

SOFTWARE NON-INFRINGEMENT .

7.1

12

73

7.4

Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software, including any all component parts thereof such as third party
Software or programs that may be embedded in the Software (“Contracted Resources™)
provided under this Contract, and that such Services, equipment, and Software do not
violate or infringe any patent, trademark, copyright, trade name or other intellectual
property rights or misappropriate a trade secret of any third-party.

The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract, In the event that someone makes a claim against the
State that any Contracted Resources infringe their intellectual property rights, the
Contractor shall defend and indemnify the State against the claim provided that the State:

7.2.1  Promptly notifies the Contractor in writing, not later than 30 days afier the State
receives actual written notice of such claim;

7.2.2  Gives the Contractor control of the defense and any settlement negotiations; and

7.2.3  Gives the Contractor the information, authority, and assistance reasonably needed
to defend against or seitle the claim.

Notwithstanding the foregoing, the Statc’s counsel may participate in any claim to the
extent the State seeks to assert any immunities or defenses applicable to the State.

if the Contractor believes or it is determined that any of the Contracted Resources may have
viotated someone else’s intellectual property rights, the Contractor may choose to either
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continucd use, or if these alternatives are not commercially reasonable, the Contractor may
end the License, and require return of the applicable Contracted Resources and refund all
fees the State has paid the Contractor under the Contract. The Contractor will not
indemnify the State if the State alters the Contracted Resources without the Contractor’s
consent or uses it outside the scope of use identified in the Contractor’s User
Documentation or if the State uses a version of the Contracted Resources which has been
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superseded, if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Resources which was provided to the State at no
additional cost. The Contractor will not indemnify the State to thc extent that an
infringement claim is based upon any information design, Specification, instruction,
Software, Data, or material not furnished by the Contractor. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination
of any Contracted Resources with any products or Services not provided by the Contractor
without the Contractor’s consent.

CONTROL OF ALL COMPONENT ELEMENTS

8.1 Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or

permissions to use any third-party Software, equipment, or Services that are component parts
of any Deliverable provided under this Agreement for the entire Term of the Contract.
Nothing within this provision shall be construed to require Contractor to maintain Licenses
and permissions for Software acquired by the State directly or through third-parties whlch
may be integrated with the Contractor’s Deliverables.

CUSTOM SOURCE CODE

9.1 Should any custom source code be developed, Contractor shall provide the State with a copy

of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid —up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

SOFTWARE ESCROW

10.1Contractor agrees to provide to the State the currently existing source code and any other

tools and requirements nccessary to create exccutable or interpretive programs. This
information may be provided to the State either directly, with any such protections as
required by the Contractor or through a mutually agreed upon Escrow Agreement.
Contractor shall be responsible for all costs associated with the Escrow Agreement and the
State shall not assume any liability to the Company or Escrow Agent as a result of the
Agreement. -

10.2Contractor agrecs that the State shall be entitled to utilize the source code in its possession

and/or demand a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

10.2.1 The Coantractor has made an assignment for the benefit of creditors;

10.2.2 The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind,;

10.2.3 A receiver or similar officer has been appointed to take charge of all or part of the
Contractor’s assets;

10.2.4 The Contractor terminates its maintenance, operations, and support services for
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business gcnerally or otherwise,
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except in cases where the termination or cessation is a result of the non-payment
or other fault of the State;

10.2.5 The Contractor defaults under the Contract; or

10.2.6 The Contractor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the Software,

10.3Upon the occurrence of a Release Event, the Contractor hereby grants the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and
to authorize others to do the same on behalf of the State (Contractors, agents, etc.), solely
for the purpose of completing the performance of the Contractor’s obligations under the
Contract, including, but not limited to, providing maintenance and support for the Software
and subject to the rights granted in this Contract.

Remainder of this puge intentionally left blank
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. DISPUTE RESOLUTION, | !
Prior 1o the filing of any formal proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the Party
believing itself aggrieved (the “Invoking Party™) shall call for progressive management involvement
in the dispute negotiation by written notice to the other Party. Such notice shall be without prejudice
to the Invoking Party’s right to any other remedy permitted under the Contract.
The Parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the Parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:
Table E-1. _
DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE
LEVEL gggvTTRACTOR OF STATE | CUMULATIVE
CONTACT POINT OF CONTACT ALLOTED TIME
Primary Clicnt Relationship Program Administrator Five (5) Business
Manager Days '
First Manager Client Program Administrator Five (5) Business
Relations Days
Senior Director, - Five (5) Business
Second Client Relations Director Days
Senior Vice President, .
Third Business Associate Commissioner Flﬁgen (15)
: Business Days
Development _ :
The allotted time for the first level negotiations shall begin on the date the Invoking Party’s notice is
received by the other Party. Subsequent allotted time is days from the date that the original Invoking
Party’s notice is received by the other Party.
2.  ACCESS AND COOPERATION
Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State will
provide the Contractor with access to all program files, libraries, personal computer-based Systerns,
Software packages, Network Systems, security Systems, and hardware as required to complete the
contracted Services.
3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not limited to books,
records, documents, and other evidence of accounting procedures and practices, which properly and
sufficiently reflect all direct and indirect costs invoiced in the performance of their respective
obligations under the Contract. Contractor and its Subcontractors shall retain all such records for three
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(3} years following termination of the Contract, including any extensions. Records relating to any '
- litigation matters regarding the Contract shall be kept for one (1) year following the termination of all
litigation, including the termination of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the State and: federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year Term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall include the
record retention and Review requirements of this section in any of its subcontracts.

ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted Accounting
Principles (GAAP). The costs applicable to the Contract shall be ascertainable from the accounting
_System. '

AUDIT

The Contractor shall allow the State to audit conformance to the contract terms. The State may perform
this audit or contract with a third party at its discretion and at the State’s expense.

MISCELLANEOUS WORK REQUIREMENTS
6.1.1. Email Use

Email and other electronic communication messaging systems are State of New Hampshire property and are to be used
for business purposes only. Email is defined as “internal email systems™ or “State-funded email systems.” Contractor
understands and agrees that use of email shall follow State standard policy (Statewide Computer Use Policy is
available upon request).

6.1.2, Internet/Intranet Use

The Internet/Intranet is to be used for access to and distribution of information in direct support of the business of the
State of New Hampshire according to State standard policy (Statewide Computer Use Policy is available upon request).

6.2  State Website Copyright

All right, title and interest in the State WWW site, including copyright to all Data and information,
shall remain with the State. The State shall also retain all right, title and interest in any user
interfaces and computer instructions embedded within the WWW pages. All WWW pages and
any other Data or information shall, where applicable, display the State's copyright.

6.3  Workspace Requirement

The State will work with Contractor to determine requirements for providing necessary workspace
and office equipment for Contractor’s staff.

6.4  Workplace Hours

bs
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Unless otherwise agreed to by the State, the Contractor’s personnel shall work forty (40) hour
weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hampshire
holidays. Changes to this Schedule may be made upon agreement with the State Project Manager.

B-3.4 State Owned Devices, Systems and Network Usage

Page 54 of 67

If the Vendor workforce or agent is authorized by the Department’s [nformation Security Office to use
a state issued device (¢.g. computer, IPad, cell phone) in the fulfilment of this contract they shall:

B-3.4.1 Sign and abide by applicable Department and NH Department of Information
Technology use agreements, policies, standards, procedures and/or guidelines;

B-3.4.2 Use the information that they have permission to access solely for conducting
official state business. All other use or access is strictly forbidden including, but not limited, to
personal or other private and non-State use, and that at no time shall Vendor workforce or agents
access or attempt to access information without having the express authority of the Department to
do so;

'B-3.4.3 Not access or attempt to access information in a manner inconsistent with the
approved policies, procedures, and/or agreement relating to system entry/access;

B-3.4.4 Not copy, share, distribute, sub-license, modify, reverse engineer, rent, or sell
software licensed, developed, or being evaluated by the state. At all times the contractor must use
utmost care to protect and keep such software strictly confidential in accordance with the license
or any other agreement executed by the state. Only equipment or software owned, licensed, or
being evaluated by the state can be used by the contractor. Non-standard software shall not be
installed on any equipment unless authorized by the Department’s Information Security Office:

B-3.4.5 Agree that email and other electronic communication messages created, sent, and
received on a state-issued email system are the property of the State of New Hampshire and to be
used for business purposes only. Email is defined as “internal email systems” or “state-funded
email systems.” The Vendor understands and agrees that use of email shall follow Department
and State standard policies:

When utilizing the Department’s email system all contractors shall:
B-3.4.5.1 Include in the signature lines information identifying the contractor as a
non-state employec
B-3.4.5.2 Contain the following embedded confidentiality notice:
CONFIDENTIALITY NOTICE: “This message may contain information that is
privileged and confidential and is intended only for the use of the individual(s) to
whom it is addressed. If you receive this message in error, please notify the sender

immediately and delete this clectronic message and any attachments from your
system. Thank you for your cooperation.”

B-3.4.6 The internct/Intranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshire according to policy. At no
time should the internet be used for personal use.

(2c
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. The following general contracting terms and definitions apply except as specifically noted elsewhere in this
Contract. e e T ’

TERM 'DEFINITION

Notice from the State that a Deliverable has satisfied

Acceptance Acceptance Test or Review.

The section of the NarxCare Report that displays Clinical
Alerts as configured by the PDMP administrator. If the
Additional Indicators Clinical Alerts feature in not enabled for a PDMP, this
section is titled “Additional Risk Indicators.” See also
Additional Risk Indicators and Clinical Alerts. .

The section of the NarxCare Report that displays data that
may present additional risk for the patient. These indicators
' include:
Additional Risk Indicators . More than 5 prescribers in any 365-day period

More than 4 pharmacies in any 90-day period

More than 40 MED average and more than 100
MME total at any time in the previous 2 years '

Agreement " | A Contract duly executed and legally binding.

Contractors Health’s patient-matching solution. A
proprietary entity resolution system that processes
thousands of records a minute from various data sources to
identify a single individual’s records.

Contractors ID

ASAP Ainerican Society for Automation in Pharmacy.

A functionaiiry within PMP AWARXE that allows users to
Bulk Patient Search search for multiple patients at once, either via manual entry -
or CSV file upload.

A clinician-only feature within the Communications
Module that allows specific, clinically relevant notes or
Care Notes events to be appended to a patient’s PDMP record. These

notes are visible only on the PDMP report and only to
. DS
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CFC

Contractors Customer First Center. Contractors Health’s
call center with automated monitoring and live staff.

Clinical Alerts

A feature that can be enabled to allow PDMP
administrators to configure custom alerts, as well as the
thresholds that trigger the alerts, that are delivered to
prescribers to alert them when patients meet or exceed the
specified thresholds.

Clinician-to-Clinician Messaging

A feature of the Communications Module that allows
clinicians to securely communicate and share information
regarding a patient in their care. This direct messaging
feature is available only in NarxCare, not in thc PDMPs
themselves, and permits the exchange of information
between verified PDMP users regarding a single patient
under the care of multiple clinicians.

Communications Module

A module within NarxCare that, when enabled for a
PDMP, allows for clinician-to-clinician messaging and the
ability to add care notes to a patient’s record. See also
Clinician-to-Clinician Messaging and Care Notes.

Compliance Reporting

A module that can be enabled through the Tableau business
intelligence tool with a rotling 30-day summary for total
submissions, number of pharmaciecs submitting/not
subrmitting, record error rate, and voided record rates.

Confidential Information or Confidential
Data

The definition for this tcrm is located in the Information
Security Requirements Exhibit,

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

CRM

Client Relationship Manager. The Contractors account
manager who serves as the main point of contact between
the PDMP client and Contractors Health. A CRM is
assigned to every PDMP client to work closely with the
PDMP administrator,

Data Breach

The definition for this term is located in the Information
Security Requirements Exhibit.

DEA

Drug Enforcement Agency.
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Deficiency (-ies)/Defects

A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Delegate

A registered PDMP user who can generate Patient Reports
on behalf of their supervisor. Delegate users must be
approved by a supervisor and associated with a supervisor’s
account to generate reports. See also Supervisor,

Delegate Reverification

A process in which supervisor users must review the
delegates associated with their account, determine whether
they are still active users, and, if so, reverify their accounts.
This feature is only available if configured by the PDMP
administrator. :

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),

provided by the Contractor to the State or under the terms
of a Contract requirement. ' ‘

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or electronic
format.

EHR

Electronic Health Record: a digital version of a patient’s
chart.

Email Status Reports

Reports that are automatically sent to all users associated
with a specific data submitter account and are used to
identify errors in files that have been submitted and to
confirm zero report submissions.

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the

cment . . . .
Enhancements Documentation as a result of improvement in quality,
value, or extent,
End User License Agreement: a statement that governs the
EULA end user’s use of the application. PMP AWARXE can be

configured to prevent users from performing patient
searches if they do not accept the EULA.

File Failed Report

A report that is sent to users if a submitted file was not able
to be parsed and was not processed into PMP
Clearinghouse. The report contains a description of the
error encountered within the file,
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File Listings

A page within PMP Clearinghouse that displays
information extracted from submitted data files, including
the file name, number of records identified within the data
file, number of records that contain warnings, number of
records that contain errors, and the date and time of
submission.

File Status Report

A repott that is sent to users to serve as notification that a
data file is currently being parsed by the state PDMP
system. This report identifies specific records in the
submitted data file and returns identifying information
about the record, including specific errors identified during
the validation process.

Health Information Exchange: a solution that allows

Ahealthcare professionals and patients to appropriately

HIE access and securely share a patient’s medical information
electronically.

HIPAA Health Insurance Portability and Accountability Act of
1996.

HITECH Health Information Technology for Economic and Clinical

Health Act.

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosting Solution

The combination of hardware, software and networking
compenents used by the Application Service Provider to
deliver the Hosted Services.

Identification and Authentication

Supports obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation

The process for making the System fully Opcratidnal for
processing the Data.

Insight Reports

Investigative reports that can be generated within PMP
AWARKXE to display information regarding prescriber,
dispenser, and/or patient activity. Typically, these reports
are used by admin, law enforcement, and other
investigative roles in the investigation of a case, thus access
to these reports is rolte-based.
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Interstate Data Sharing

The sharing of PDMP data across state lines.

Jasper

A business intelligence tool that provides PDMP
administrators with access to a wide range of pre-built
views and reports, which can provide insight into PDMP
data. These pre-built reports include reports such as top
drugs, prescribers, and dispensers as well as NDC, NCPDP,
and DEA lookups.

Manual Entry

A function that allows dispensers to manually enter data by
completing the UCF within the PMP Clearinghouse web
portal. See also UCF.

My Rx

A report that can be generated within PMP AWARKXE that
allows users who have a DEA number associatéd with their
account to view filled prescriptions for which they were
listed as the prescriber.

NABP

National Association of Boards of Pharmacy.

Narx Scores

Scores that are present on the NarxCare Report for
narcotics, sedatives, and stimulants. These scores are based
on a complex algorithm factoring in numbers of
prescribers, morphine milligram equivalents (MME),
pharmacies, and overlapping prescriptions. Scores are
quantified representations of the data in the PDMP and
range from 000-999 with higher scores equating to higher
risk and misuse, with the last digit always representing the
number of active prescriptions.

NarxCare

Contractors Health’s analytics tool and care management
platform that helps prescribers and dispensers analyze real-
time controlled substance data from PDMPs. NarxCare can
be integrated with PMP AWARXE or PMP Gateway to
provide more in-depth patient reports.

NarxCare Report

The patient report that is generated by NarxCare to display
prescription drug activity for a specific patient fora
specified timeline as well Narx Scores, Overdose Risk
Scores, Additional Indicators, and an Rx Graph. See also
Narx Scores, Overdose Risk Scores, Additional Indicators,
and Rx Graph.
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NCPDP .

National Council for Prescription Drug Programs.

National Drug Code.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

National Provider Identifier.

Operational

Operational means that the System is ready for use and
fully functional, all Data has been loaded; the System is
available for use by the State in its daily operations, and the
State has issued Acceptance.

Patient Alert

Alerts that are generated when a patient exceeds certain
thresholds that have been configured within PMP
AWARXE. These alerts are generally sent to PMP
AWARXE users via email. The user can then log in and
view the patient’s prescription history. See also Unsolicited
Reports.

Patient Picklist

A list of patients that is displayed when multiple patients
match the search criteria provided when searching for a
patient’s prescription history. The user can choose the
correct patient from the list, then proceed with gencrating
the report. - '

Patient Report

A report that can be generated within PMP AWARKXE to
display prescription drug activity for a specific patient for a
specified timeline. ’

-PDMP

Prescription Drug Monitoring Program. An electronic
database that tracks controlied substance prescriptions in a
state or territory. Often interchanged with PMP,

Personal Information

The definition for this term is located in the Information
Security Requirements Exhibit.
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Protected Health Information: any information about health
status, provision of healthcare, or payment for healthcare
PHI that is created or collected by a Covered Entity (or a
Business Associate of a Covered Entity) and can be linked
to a spccific individual.

Contractors Health’s prescription monitoring platform that
PMP AWARXE provides PDMP clients with accurate, real-time data,
compliant with their state’s or territory’s regulations.

Contractors Health's controlled substance data repository
and dispenser portal. Via PMP Clearinghouse, dispensers
PMP Clearinghouse , can upload new prescription data, correct errors, submit
zero reports, view the status of uploaded files, and manage
their upload accounts.

Contractors Health’s integration platform that interacts
directly with PMP AWARXE to deliver PDMP data within
PMP Gateway - electronic health records (EHRs), pharmacy management
systems, and health information ¢xchanges (HIEs). This
platform was developed in conjunction with the NABP.

The NABP’s platform for facilitating interstate data
PMP InterConnect (PMPi) sharing. PMP InterConnect can be implemented within
PMP AWARXE without the need for additional coding.

The submission from a Vendor in response to the Request

Proposal for a Proposal.

A registered PDMP account holder who uses PMP
Requestor AWARXE or PMP Gateway to review patients’
prescription history.

A list of past report requests made by the currently logged

Requests History in user and that user’s delegate(s), if applicable.

A type of access control in which permission to access
Role-Based Access Control certain features and functionality can be restricted based on
user role.

An interactive graph on the NarxCare Report that displays
the patient’s prescriptions. The prescriptions are color
coded and displayed in reverse time order. Users can click
on a prescription to view information for that prescription
or click and drag over multiple prescriptions to view
information for the selected prescriptions.

Rx Graph
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Rx Management

A group of functions that allows dispensers to manage
prescriptions from within PMP AWARXKE, including
correcting dispensation errors, modifying inaccuracies on
existing prescriptions (¢.g., incorrect prescriber
information), adding new prescriptions, and reviewing
prescription history for the pharmacy.

RxCheck

The BJA’s platform for facilitating interstate data sharing.
RxCheck can be implemented within PMP AWARXE.

SaaS

Software as a Service; a software licensing and delivery
model in which software is licensed on a subscription basis
and is centrally hosted.

Security Incident

The definition for this term is focated in the Information
Security Requirements Exhibit.

Software

All Custom, SAAS and COTS computer prograrhs and
applications provided by the Contractor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and
Enhancements.

]
Software License

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a ctoud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
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State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year {(SFY)

The New Hampshire State Fiscal Year (SFY) runs from
July 1 of the preceding calendar year through June 30 of
the applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Contract with
or on behalf of the Contractor.

Submission Compliance Tools

A suite of tools PDMP administrators can use to add,
delete, or modify data submitter/pharmacy data for entities
they wish to track. Administrators ¢an track whether cach
of these data submitters/pharmacies were compliant with
the state’s or territory’s submission compliance policies,
including for data submissions and zero reports.

Supervisor

A registered PDMP user whose permissions allow them to
assign other users (deiegates) to gencrate Patient Reports
on their behalf. See also Delegate.

System

All Software, specified hardware, interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

Tableau

A business intelligence tool that allows authorized PDMP
administrators to explore PDMP data, create ad hoc reports,
and create presentations of the data utilizing a variety-of
charting and graphing tools.

Term

Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.

. Ds
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Universal Claim Form. A form used by dispensers to
UCF - manually enter prescription data rather than uploading a
file.

A page within PMP Clearinghouse that displays
information about the UCFs submitted to PMP
Clearinghouse, including the number of warnings and
errors. See also UCF.

UCF Listingé

Reports that can be generated by PDMP administrators and
. sent to a PMP AWARXE user, accompanied by a patient
Unsolicited Reports alert, when a patient has exceeded certain thresholds that -
have been configured within PMP AWARKXE. See also
Paticnt Alert.

An account that houses organization information for.a
Upload Account pharmacy or dispensary as well as each individual user
account associated with the organization.

A document, such as a copy of a government-issued photo
1D, notarized forms, etc., that a PDMP administrator can
require to be submitted during the process of registering for
a PMP AWARXE account. :

Validation Document

Supports the confirmation of authority to enter a computer

Verification .
system application or network.

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
Warranty defective item without cost to the buyer or user. It also
delineates the rights and obligations of both pames in case
of a claim or dispute.

A period of coverage during which the Contractor is
Warranty Period responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

A function that allows dispensers to upload their data files

Web Portal Upload from within the PMP Clearinghouse web portal.

A report that is sent to users after successfully submitting a
zero report to PMP Clearinghouse. This report displays the
state PDMP to which the zero report was submitted, date
range for the zero report, date the zero report was submitted
to PMP Clearinghouse, and date the report was originally
created.

Zero Report Confirmation

Ds
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1. AGENCY ATTACHMENTS
a. Business and Technical Requirements Spreadsheet — Auachment
b. Agency Compliance Documents - Attachment 2

2. CONTRACTOR CERTIFICATES
a. Contractor’s Certificate of Good Standing
b. Contractor’s Certificate of Vote/Authority
¢. Contractor’s Certificate of [nsurance
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[APPLICATION REQUIREMENTS VENDOR RESPONSE CHECKLIST
State Requirements Vendor
M-
MANDAT
v cery
Req # |Requirement Description ORY [:ndor [\)-:"t‘h:rj Comments
DeDESIRE] “O5P- | M¥
D
A 1 Application - Technical Requirements
Contractors complies. The sysiem allows the ability to access datn
. . . . using the follow open standards access drivers: The PMIX
Al Abﬂ:.ty ta “c::dd:fm using oTc';\ sla.ndnr:s a;cclzss drivers {please M Yes -] Sundard |standard is uscd for cxposing data 10 the state sharing hubs.
specify supported versions in the co is field). PostgreSQL is used for the main databasc of the application, so
. PosigreSQL drivers are used for dircc: DB access.
The AWARXE system is 8 Commercial Off the Shelf (COTS)
system, and as such. comains proprictary IP. However, the
platform Icverages open stzndards when ingesting and producing
Al.2  |The sysiem software adheres 10 open standards nd is not proprictary. D ¥Yes | Standard [date. Open standards supported include, but are not limited to,
ASAP. XML, PDF, C5Y. Perthe NH open standards definition,
there are no custom binary formats that would render the PDMP
daia inoperable should NH opt 1o change platforms,
AL3  |The database platform adheres to open standards. M ves | swmndara Contractors complics. The database platform adheres to open
! standards.
. . L Contractors camplies. The Solution complics with Open Standards
A1.4 |The Solution must comply with Open Standards as specified in RSA M Yes | Standard |as specified in RSA 21-R:10 and 21-R:13, including but not limited
2[-R:10 and 21-R:13, including but not jimiied 1o Open Data Formats, .
1o Open Data Formats.
. . . , " Contractors complies, The system is web-based compatible and in
Als | Veb-based compatible and in conformance with the following W3C M | Yes | Stundard feonfommance with the following W3C standards:XHTML 1.0,CSS
standards:XHTML 1.0.CS5 2.1, XML 1.0 (fourth edition) - "
2.1, XML 1.0 (fourth ¢dition)
Al.6  |Sysicm must be HL7 compliam M Yes ] Standard |Contractors complics. The system must be HL7 compliant
Al |Be Scction 508 Compliamt M Yes | Sundard |Contractors complics. The system is section S08 compliant.
AL Compatible with all curremt browsers that are installed with the M ves | Siandard Contractors complics. The system is compatible with all curreat
: stasxlard, default scttings ¢ browscrs that are installed with the standard, default settings
‘1 .
Contracters complies. Cerinin functionality such as graphs and
Browser fimctionali 1 not rely on Java, Javascrin or Jav himcmclivc visual displays rely on Javascript. If Javascript is not
ALY A“’ 1:: m‘":o'r:'“ Hy must ot rely an Java, ptor fava M Yes | Standard [enabled in the browser, the uscr imerface will be degraded from
PP the standard intcractive experience. No Java installation or Applets
arc required 10 use the web spplication.”
AL.10 [Personally identifiable information must be cocrypled M Yes | Standzrd Contmctors. complics, Personally ideatifiable information within
the system is encrypted,
Al 11 |Data validation docs not vecur in the browser M Ycs | Standard bC;::'ns;lors complics. Data validation docs not occur ia the
Sysiern has ability to flag data ficlds (wser defined or stendard} as i Contractors complics. The system has the ability to lag data fields
Al.12 ! . M Yes | Swndard .
rmandatory and thus required during data eniry. 25 required for data eniry |
. Not  |Our cxpericnee with PDMP mobile applications is that they have
ALI3 A MobilApp version of the System must be available that allows for D N Available/ Jlow utilization. Users rely on responsive web design 1o access the
: real-time updates from smari phones and tablets, 0 Not  |PDMP from a mobile application so a MobilApp version is not
Propasing |necessary. .
Al L4 Sys'tcm uses ﬁcl:? level data integrity checks {e.g., numeric ficlds M ves | Standard Coniractors complics. The system uscs ficld level data integrity
verify a number is entered, cic.). chocks.
ALLS System has a.b:lny to provide online help lhBI‘IS copnccscd. to the M Yes | Sundard Contractors complies. The system has ebility 1o provide online
relevant rowline, ficld, or report the end-user is actively using. help,
The system must update the zip code table a1 intervals not 1o exceed Contractors complics. Cosntractors leverzges third-party solutions
Al 1D M Yes | Standard . . \ .
30 days. to° maintain accurate and timely address information,
The sysiem must update the NDC or drug informatien tablc at Contractors complics. The system updates the NDC or drug
ALL1T | ) M Yes | Swundard |, .
intervals not to exceed 7 days. information table weckly.
ALlE The systemn must update the DEA information table at intervals not to M ves | Standard Com_rnclom clomplu_:s. The system updates the DEA information
cxceed 7 davs. tablc on a daily basis,
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The system must update the NP table at intervals not to execed 7

inappropriatc or confidentinl data or services,

Al 19 davs, M Yes ] Sundard |Contractors complics. The system updates the NPI table weckly.
Al.20 The system must securcly update the prescription table on a real time M ves | Standard Contractors complics. The system securely updates the
' basis as data is received from dispensers prescription table on a real time basis.
Contractors will perform cusiom development to meei the
The system nust have a table that stores undeliverable email q! . Enh ats (o the existing system will be made w0
Al.21 Jinfonmation. This able must contin: ¢mail address: usernamc M No Future |capture the bouncebacks from the AWARXE e-mail module (which
attributed 1o the email; and date and time bounce back occurred. will include all required astributes). Expectation is that this data
will roll off the system as it ages 1o | year.
AlL22 The system must automatically standardize NDC numbers, drug name M ves | s1and Contractors complics. The systcm automatically standardizes NDC
*** Jand strengths for better quality and consistency, s, drug name and strengths.
The system must automaticall 1c addresses to match the United Contmctors comptics. The system automatically gencrates
Algy |7 system must aulomaticnlly generaic addresses ! M Yes | Stndard faddresses 1o mateh the United States Postal Services standardized
States Postal Services standardized address format. ;
. address formal,
"The systern rust autornatically consolidate and link paticnt records . . .
A1.24 |using a proven methodolagy to enable reliable identification of M Yes | Standarg [GoRtmctors complics. The system automatically consolidates and
e links paticnt records using a proven methodology.
individuals,
The systern must provide a process for State Administrators 1o Contractors comatics. The system provides a for St
A1.25 Junconsolidate records that are incomectly consolidated through the M Yes | Siandard . omplics. system provices n process for Sinle
\ Adminisirators 1o unconsolidate records.
BUIOMALC PIOCess.
Using Drug Enforcement Administration (DIEA) registration numbers, Cc-.mlmcmrs complies. The system pm,‘:'d“ P,m scriber '",'d \
. . " . Dispenscr nomes and addresses associsted with a preseription
AL26 Jthe system must provide Prescriber and Dispenser names and M Yes | Standard . L -
. ’ . record using the Drug Enforcememt Adminisiration {DEA)
addresses associated with a prescripion record. f
rcgistration number.
| The system must convert all National Drug Code (NDC) numbers,
lincluding non-scheduled NDCs, to drug name, strength, controlied Contractors will perform custom developmient to meet the
substance schedule and dosage form. The conversion must occur both requirement. The system restricts based on sehedule, but not
AL27 Jat the time of data import and also retrospectively, upon receiving M Yes | Custom |specific product name or NDC. Development work will be
NDC number updzies. The system eoust provide the ability 1o restric wicted for NDC exclusion based on Product Name and/or
the submission or display of medications based on NDC, product NDC,
name, or drug schedule, as required by the State.
|42 Application Security & Duta Integrity Requirements
Veri identi henticate all of i icati
Azl bccl': 2 :;;"; :“.;-‘nll:lys:;:l:}::c: “::‘: 1'0 oﬁi:i:i:::::::;:”'lc:ii:’:zr M ves | s i Contraciors complics. All of the system's clicnt applications arc
’ owing 8y P . pprop verified and outhenticaied before use of the system.
confidential data or services. .
Verify the identity or authenticate atl of the system's hurran users . , .
A2.2  |before allowing them 10 use its capabilities to prevent access w M Ycs | Standard Conlnu:lwrs complics. All of the system's users are verified and
N N s ) authemticated before use of the system.
inappropriatc or confidentizl data or services. .
A2.3  |Enforce unique user names. ~ M Yes | Standard |Contractors complics. The system enforces unique user names,
Enforce all state office user complex passwords of ten characters or Contractors complics. The system enforces all state office uscr
A4  Imore in accordance with DolT's statewide Uscr Account and M Yes | Standard |complex passwords of ten characicrs or more in accordance with
Password Policy. JDoIT s statewide User Account and Password Policy.
. . . Contractors complics. The system enforces the use of conplex
Ad.S Enforce the usc of’compk.:x passwords for general users using capital M Yes | Standard |passwords for general users using capital letters, numbers and
letiers, numbers and special characters \
. specinl characters.
A2.6  |Encrypt passwords in trensmission end a1 rest within the database. M Yes | Standapg |COTIRCIOr complics. The encrypts passwords in transmission and
at rest within the database,
jContractors complics. The system allow password configurztion
A2.7  |Expirc passwords after 180 days M Yes | Standard [options including, but not limited to expiring passwords after 180
day.
A28 |Users must be able 1o reser their passwords themsclves M Yes | Standard Contractors complics. Thc system allmf's users o resct their
passwords themsclves via cmail or mobile phone,
|intcrnal sysicm pages must be restricted to the proper role. Uscrs
A29 without the proper role will be redirected 1o the sysieny's login page. M ves |'s Contractors complies. The sysiem enforees role-bascd access
: Any attempt to access the page will be logged, and the session will be ’ control {(RBAC).
closcd.
\ . - Contractors complics.bThc system authorize uscrs and clicns
Authe: nd ¢licnt applica ;
A210 utherize users and clicnt applicalions to prevent access 0 M Yes | Suandard [applications to provent acecss Lo inappropriate or conlidentinl data

or scrvices.

/? [
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Provide ability to limit the number of people that can grant or change

Contractors complics. The system provides the ability to limit the

plan of eny known issucs within onc week of the scan,

N jard

AZIE authorizations Yes | S number of pcople that can grant or change authorizations.
Establish ability (o enforce session timeouts dusing periods of Contractors complies. The system contains a configuration sctting

Az,12 |Smolsh ability sian Hmeo 8 pe Yes | Standard [that enforee session timeouts during periods of inactivity., Default
inzctivity, Default should be 15 minutes. ) N )

can be se1 o 15 minutes using the configurable sening.
Ensure epplication has been tested and hardened to preven: critical
Japplication security flaws, { At a minimum, the application shall be . .

A2.14 ficsicd against all Raws outlined in the Open Web Application Security Yes | Stendard ;T:dmﬁ“h:;':"n:ﬁo&“"“l‘::ﬁ::f‘mlf:ﬁ“‘fg”s‘;‘:ﬂ‘?" h"l‘:::‘“
Project (OWASP) Top Ten preven appls y flaws.
{hitp/fiwww.owasp.org/index. php/OWASP_Top_Ten_Project)}

AL1S The application shall not store authentication credentials or sersitive - v Standard Contractors complics. The application docs nat stare

2 |Dats in its code, i n authentication credentials or sensitive data in its code.
Log all attempted accesses that fail identification, suthentication and Contractors complies. The system logs all anempred sccesses that

A2.16 o . Yes | Standend |7, 0 S L .
authorization requirements, fail identification, authentication and authorization requinements.

. . . . Contractors complics. The application sccurcly logs all sctivitics

A2.17 Thc.}n P‘I:i e a::n Sh:“ scc;n: ly db: :I]‘l 'g;:’;:yl:;:m::: ! p"::s o Yes | Standard [to prevent partics to application transactions from denying that they
application ransactions from denying tha © taken place, have taken placc. - .

The spplication must allow a user o explicitly terminate a session. No Contractors complies. The application allows a wscr to explicitly

A2.18 . . . Yes | Stondard ) .
remnanis of the prior scssion should then remain. terminate a session,

. . Contractors cc . Contractors usc only the Softwarc and
b 1 Qirrd e

A2 19 JUse only the.Software and System Services designed for use Yes Sysiem Scrvices designed for use.

A2.20 The application Data shall be protected from unauthorized use when ves | Sundard Conlmcl?rs complics. The tpplication data is protecied from
at rest unauthorized use when at rest

A2.21 |Keep eny sensitive Data or communications private from unauthorized ves | Siand Contractors complics. Keeps sensitive data or communications

" Jindividuals 2nd programs. private from unauthorized individuals and programs.
Subsequent application cnhancements or upgrades shall not remove or Contractors complies. Subsequent application chhancements or

A2.22 . N Yes | Seandard . . s
degrade security requirements upgrades will not remaove or degrade sccurity requirements

N Contraciors complics. Controctors will create change management

A2.23 JCreate change management documentation and p.roccdurcs Yes | Standard arid procedures documentation,

A2.24 System has the ability 10 log & user out and save data after a defined ves | s - Contraciors complies. The sysiem has the ability o log & uscr out

"7 |length of inactivity. and save data after a defined length of inactivity.
Systen has ability to assign system privileges and security by user, Contractors complics, The sysiem has ability to assign system

A2.25 Yes | Standard | .
group, home, or role. - |privileges and security by uscr, group, home, or role,

A2.26 Systcm has ability to restrict specific users from viewing certain ves | Suandard Contractors Fon?phcs. Thc system has ability to restrict specific
reconds. users from viewing centain records.

The solution must meet federal HIPAA regulatory standards, Vendors " .
22.27 |must supply in writing that their product mocts the HIPAA ves | 5w Contractars complics. The solution meets federal HIPAA
f regulatory standards.
requirements
The system must safegusrd prescription information submitied 1o the
system and records of requests to query the sysiem for confidentiality. Contractors complies. The preseription information subrnitted 1o

A2.28 |The Vendor shall implemnent all necessary safeguards in accordance Yes | Standard |the system and reconds of requests to query the system for
with the latest industry standards 1o protect the information containcd confidentiality are safeguarded.
within the system from unmusthorized access.

Contractors complics, Contractors security team consisting of
The systemn shall be audited by a third-party scanner on a quarterly certified professionals utilizes 3ed party scanning software for
A2.29 [basis. The State shall reecive the results of the scan and remediation Yes | Standard |vulnerability and webapp Lesting Monthly. Scan summarics arc

available upon request. 3rd pany penciration testing by accredited
security firm is conducted annually.
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The sysicm must complesc a pencration test conducted by a third-
party company on a yearly basis. The State shall send the results of the

Contractors complics. Contractors conducts Annual third party

OPLC/PDMP specific barner 10 display system wide notifications os
nceded, ’

A2.30 test and remediation plan of any known issucs to the State within onc M Yes | S penctration tests on the PMP code base,
week of the test. ,
Contractors complies. Redacted summaries of scans arc shared for
A2l The Vendor shall share all original documentation pertaining 10 scans M ves | Suandard sceurity reasons. Full copics of original documents arc available
" Jand security audits to the State under NDA and ¢an be viewed at Contractors-zpproved scoure
. locations.
: . - Contractors complics, Contractors ensures the security of the
A2.31 I:“ V"l""’m' “:::;‘f;:\::;’::‘&ig:{:";m "‘L”s““:f“‘l"""c“ M Yes | Sundard [system by seuing explicit siandards 10 qualify individuals
9 query the sysiem suthorized 10 query the system.
The systermn must be available 24 hours a day and 7 days a week, with Comructors complics, The sysiem is available 24 hours a day and
A2.33 ] s M Yes | Standard . N .
Ilhc exception of pre-planned maintenance 7 days a week, with the exception of pre-planned maintcnance
The Vendor shall safeguard the release of information to authorized Contractors complics. Contrzctors safeguards the relcase of
A2.34 Jusers and depanment personne] and ensure the privacy of the M Yes | Standard Jinformation to authorized users and depanment personnel and
information. ensure the privacy of the information.
The system must purge all idemtifying information more than three
years plus one day old from the date of collection and provide Comtructors complics with the retention period and has delivered
A2.35 capability to override the purge process for specific prescription M ves | cusiom ihis request for other State PDMP clients. This delivery of de-
i records by patiens, Prescriber or Dispenser for & given time period. identificd data is a customized process that will be performed in
The Vendor shall provide the State with the de-identified version of order to fully comply with this requircment.
the purged information before purging,
f " . . Contractors complies. Contractors and the system will not send
A2.36 The Vcnf!or and system must not send emails containing Scnsitive M ves | s 1 |ermails containing scnsitive Inf ion unless the emails are
Information unless the emails are property encrypied. . e
|property encrypied.
The system must have full redundancy. Full redundancy means that if af
A2.37 |server or daa site becomes unavailable, the system muss still be M Yes | Standapd (Contractors complics. The sysiem has full redundancy.
sccessible by the State and end uscrs,
A238 |Application must have functions 1o maintain data integriry. M Yes | Standard iﬁ‘;ﬁg:"m"‘“' Application contains functions to mainiain
|43 Application - Registration/Data Accesy Requirementy
‘The Vendor shall implernent a Lagin Banner solution in accordance Comrnuf”s complics. 'I'hc S')‘Sll:m contains a l!ogm bamncr
i N . selution in accordance with industry best practices and other State
with industry best practices and other State of New Hampshire . X . !
. A . . of New Hampshire Requirements. The login banner can provide a
Requircments. Login Banncrs shall provide a waming to all system i NP
All A M Ycs ] Standard |warning to al] sysiem users indicating the scceptable use of the
users indicating the acceptable use of the system and data. All system ! i
h N system and data. All sysicm users will be required 10 agree 10 the
uscTs are required Io agree 1o the acceptable use terms by o click- . .
. L accepiable use terms by 2 click-through acknowledgement, prior to
through acknowlcdgement, prior 10 gaining sysicm access. .
Jetining sysicm access.
The systom must have a downtime banner on the login page when the Contraf:tors cormplics. The s)'slr}-r\ contains a downtime banner on
. \ \ X the login page when the sysiem is down. The banncr can be
A3.2  [sysiem is down. The banner must include the estimated time when the M Yes | Standard L . . .
. . configured 1o include the estimzied time when the system will be
system will be available. X .
available.
The sysiem login page must, £t minimum, have links to the regisiration Contractors complies. The system's login page has links to the
A1y  [|Pase contact us page, educational information page,user guides, NH M ves | s i registration page, contact us page, cducational information page.
’ OPLC/PDMP webpage, forgot usename page and forgol password user guides, NH OPLC/POMP webpage, forgot userame page and
page. Jforgot password page.
Al4 The systern login page must display helpful information about the M ves | s ' Contractors complies. The sysiem login page can be configured 10
’ OPLC/PDMP. display helpfisl information about the OPLC/PDMP.
The login page rust contain a configursble $1ate of New Hampshire Contractors complics. The login page contains a conligurable
AlS M Yes | Stardard |Stote of New Hampshire OPLC/PDMP specific banner to display

sysicm wide notifications as needed.
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When applicable, based on the role, the system must verify the user's
license number 10 guarantce active status by the State of New
Hamgpshire Licensure sysiem to approve registrtion and upan cach
login. [f the license is inactive, the system must prompt the user to
update their license number. 1 the APT is down or the user is from put

Contractors will perform custom development 1o meet this
requirement, Today NH's auto-licensing logic is configured based
on licensing board files provided by the stawe daily. Contractors

Information. The frequency of the emails must be configurable by the
Site,

A6 of statc. the system must bypass this check and send it to Yes | Cusiom v.vitl integrate with New Hampshire wcl? service to verify a user's
oFL CfI;DMP Adminisiration for 8 manual approval. In cases in which license information. 1f the web service is down, the user will be
" N S |scnt to a manual approval quewe for the sinte adminisirator o
the licensure AP] is down, the system must send an email notification . \
1o the adminisirators and a another email notification when the review
licensure APT returns to service.
In the event the user role requires 8 DEA number, the systern must Contractors will perform custom development to meet this
A17 verify the user's DEA number upon login to guarantee active status, If ves | Cusiom requirement. Currently, users are not prompied 1o update their
) ihe DEA number is inactive or expired, the systcm must prompt the DEA number if it is invalid. Contractors will perform the needed
user to updste their DEA Number. development to inchude this functionality.
The system must have the abifity for registrants 16 sclect a main
licensing role (e.g. MD, APRN, PA, DMD etc..) as well as suffienct . . - "
sub-s:csinhy role per licensing role. The sub-specialty roles (¢.g: Cunlmclur.vt co.mplufs. The sysiem has the l?'my for registranis 1o
All sccond or thitd tier must be available, a3 appropriate, for cach role 50 Yes | Suzndard [sclect a main .hccns:ng rolc. {c.g. MD, AI?R.\..PA. DMD etc..) as
that licensces can be assessed and co respecfully against their well as suflicicnt sub-specialty role per licensing role.
appropriate pecrs.:
. ; i N . Contractors complics. Upon login, the system allows the user to
A9 IU':?c::Zﬂ;L::ssyu:mucM1 al::o:’i:::’ nu:c:];:kmmacdlalcly querya Yes | Standand |immediately query a patient or access the query page with one
P query pag g - Jetick.
- . - Contractors complics. The system provides the state
A3.10 T‘mﬁfc‘:ﬁ‘m"?x"siﬁ :d"“m‘l_‘t".“fw“ “:.“ °:’:’:’c‘l” ‘ﬁ‘; ks Yes | Standard |administratars the capability to dynamically change the State's
¥ Y 8 ontct intomation P : comact infortation end helpful tinks.
The systern must contain a page that allows users (o update certain Contractors complics. Today. the sysicm contains s page lh.at
A2 ”informntion in their profile. This information will include specialty, Yes Future allows vscrs o updaie 2] infermation listed in this requirement
77 fsubspecialty, ¢-mail address, address, city, state, postal code, phane cxcept for Personal Address and Phonc Number, Contractors will
number, employer and other information es defined by OPLC/PDMP. include the additional ficlds in a fiture product release.
Contractors will perform custom development to meet this
requiremens. PMP AWARXE has the ability to intcgrate with a
1slabc‘s licensing database in order o validate required licenses,
such as DEA znd professionz| license. This service is used for
fregistration as well as periodic reverification of 8 user’s credentials
to ensure thay the user’s licenses are still valid. This service
requires custam development due to the differences between the
The system st securely intcgraie with the State’s licensure system format of cach state’s professional licenscs and databascs. To
AL13 to cnable automated registration, Prescriber/pharmacy compliance and ves | Custom assist state administraters in monitoring the compliance of
) the expiration of accounts where the Prescriber's or Phammacist's pharmacics, Contractors Health provides a suite of business
license is no longer valid. intelligence tools for analysis and data mining capabilitics thot
sllow non-techaical personnel 10 create and cusiomize reports,
including a Pharmacy Compliance Audit Repon. Using this
comprehensive compliance dashboard, the state can drill down 10
individual pharmacics or look #t their system holistically. Also,
various pre-built views arc offered to show differing levels of detail)
into the state’s pharmacies. The state also has the ability to build
custom, ad-hoc views to dive decper into the siatistics .
A Contractors will peribrm custom development to meet this
The sysiem must periodically inform users of noncompliance with requirement. Contractors provides a Mandatory Use Report that
ALLS query requiremcents, through an email which must not contain Sensitive Yes Custom |20 be customized to the states needs as stated by their legislation,

A Mandztory Usc report is akso provided to the provider as well so
they my monitor their usage of the PDMP system, Contmctors will
Jalso creale o notification component as it docs not currently exist.
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Business and Technical Requirements Spreadsheet — Attachment 1

The system must have a Prescriber compliance dashboard 1o assist the
State with tracking compliance with registration and query
requirements. The dashboard must display daily, weckly monthly,
quarterty and yearly aggregate complignce data for registration and
querics. The Prescriber compliance dashboard must display which
|Prescribers are not querying in accordance with State statute. For cach Contractors will perform custom development to meet the
Prescriber, the dashboard mwst display their registration date; the . requirement. Contractors has created 8 Mandatory Use
number of prescriptions that have a corresponding query performed by , Compliance Dashboard that allows Administrators and other
the Prescriber or their Designee; and the number of their prescriptions authorized individuals the ability to complianecs with state specific
that da not have & comresponding query performed by the Preseriber or mandated query requirements within a designated time frame. The
A3.16 [their Designec. The dashboard must provide a drill-down view of M Yes | Custom |dashboard shows each prescriber with a comparison of the aumber
individual Prescribers that contains record-level information on cach of dispensations and searches along with the search rate, When
prescription and whether there was 4 comesponding query performed drilling down for a specific prescriber, the state can see detailed
by the Prescriber or their Designee. The Prescriber compliance paticnt and dispensatipn information to namow in on which
dashboard must digplay Prescribers who wrote prescriptions, but do prescriptions did not have an associated search. Additionsl
not or did not have a OPLC/PDMP account at the time the prescription development would be required o deliver the remaining features.
was writicn. The Prescriber compliance dashboard must provide
capability for secure data cxtracis in PDF and CSV formai. All
#  [Jextracts must include, but are not limited to, the Prescriber name, DEA
number, profcssional license number, and any emails, phone numbers,
or addresses associated with the Prescriber.
The system must securcly process and upload into the database the
required prescription data from all D"""."“"‘“’; that are rcqmn:c! 0 Contracters complics, The system securely processes and uploads
A3.17 |epont. The sysiem must document receipt of each data transmission M Yes | Sundard Jimo the datsbase the required prescription data from all Dispensers
from all Dispensers. The system must automatically identify \
submission errors or missing data and provide an crror report to the | that are required to report.
Dispenscrs and the State.
: . - . Contractors complics. The system provides capability 1o auto
A3 18 The £¥s tem {nus1 p.rowdc capa b'l.“y 40 8ul0 prompt users upon login to M Yes | Standard {prompi uscrs upon login to re-verify their Designees every six
re-verify their Designees every six months. months.
- _— . Contractors complics. The system provides capability 1o auto
Al19 Thc s;:'stcm '."““ prov 'F’c cnpub.llny 10 20t0 prompt users upon login to M Yes | Standard |promge users upen bogin to rc-vcrifr; their acco':lt infimrmion
re-verify their account information yearly. . carly.
" L. . Contractors complics. The system provides capability to auto
A3.20 E;:f;::;:::;sp m:::js:ﬁa b::‘i:):::ﬂi?g ;f :: up]?: login to M Yes | Standard [prompt users upon login to update passwords periodically, in
pe ¥ pelicy. accordance with State policy.
. o . Contractors comptics. The system provides capability to auto
A3.21 mﬁ?;;::‘::sp;;‘g;z:g; b;::l:c:’o::;zc'::mw?i’:: ;:;:;‘;?:ylogm © M Yes | Siandard [prompt users upon login 10 update pesswords periodically, in
' ’ accordance with Swae policy.
The System must have a process for preventing users from ercating : Contractors complies. The PMP AWARXE system has a process
A3.22 M Yes | Standard N . -
morc than one account for preventing users from creating more then anc account,
The rcgisu':aiionlsyslcm sl use & rulc-h.ascd process ‘P ddmﬂiqc the Contractors complics. The PMP AWARXE registration system
type of registration or roles the user requires. This requirement will be . . . ‘s
A2} f . . . X M Yes | Standard Juses rule-bascd legic to determine the type of registration or roles
fulfilled with Statc input on which specific data elements arc required i
y M the user requires,
as part of the rube-based detcrmination.
The sysicm must provide a seeure and automated method for obtaining
systcm login credentials and roles through & streamlined online Contraciors delivess this feature today within states that have the
registration process, Using a webservice provided by the State, the ability 10 implemem imegration to the web service, We will werk
A3.24 system must automatically validate New Hampshire professional M ves | Standard with the siare's third-party licensing vendor to perform the
: license, name, date of birth, and last 4 digits of socia) security number. development needed to meet this requirement. 16when the state
The systern must aviomatically validate DEA registration and NP1 implements o web service, Contractors will code 1o the
The system must permit now users to updoad documcnts, forms, and specifications put forth by the state 1o accomplish this requirement,
copics of ideniification a5 needed.
- AN

Pr

12/23/2021



DocuSign Envelope I1D: FBAES100-64CC-4E57-868D-88159BB2B106

date of birth in a paticnt search to allow the user to refine the scarch.
The cxtra fields to expand shall include, but are not limited to! paticm
address, patient state. paticnt zip code, paticnt phone number.

Business and Technical Requi 2 S dsheet — Attach 1
The system must notify individuals through system prompt and through Contrzctors complics. The PMP AWARXE system notifies
email when their attempted registration is stilk incomplete, after 8 individuals through system prompt and email when their attempted
A3.25 configurable amoumt of time has passcd. The system must permit M ves | Stand registration is still incomplete, after a conligurable amount of time
- individuals w complete or comect information in their registration, has passed. The system permits individuals 1o complete or carmect
without Suate intervention, at any time after the registration process informdtion in their registration, without the state administrator
has started if the registration has not yet been approved. needing lo intervenc.
When user regisiration is denied, the system toust notify users by Contractors complics. When a user registration is denied, the PMP
AJ.26 |sysiem prompt and by email. The notification st inchxde & rcason M Yes | Standard JAWARXE system will notify users by system prompt and by email.
for denial, The notification includes the reason for denial.
. Contractors complics, When a user password reaches 10 days
a3.27 “"“l“';l‘i’:y“l:::mﬁ;:“:hg ‘;"’ "ff“ cxpiion the il Y Yes | Standard fbefore expiration, the PMP AWARKE system will notify users in
s <. Through system promp ematl advance, through system prompt and email.
'1‘th sysiem amst accommadate the addm_on Md deletion of Contraciors co:;lplics. The systern will secommodatc the addition
registration roles as defined by fisture legisiztion. The State must have ! L -
A28 o N D Yes | Standard |and deletion of registration roles as defined by fisture legislation.
the ability o grant specific access (0 data through cxpaned role use or The State has the ability 1o confi access 1o dats by rok
lession access through 1o data through rede revokation. v gure ¥ role.
The Vendor shall provide System support during the hours defined in . . .
A3.29 [Secrvice Level Agreement. Technical suppont includes assistence with M Yes | Standard Commetors comp!:cs. Con_u-aclnrs provides sysiem support during
. . . ] .o the hours defined in - Service Level Agrecment.
all system issucs, including APIS, data collection nnd security issues,, '
A4 Application - Query System Reguirementy
The system must contain a Siate-approved disclaimer lhai is easily
vistble to the user before they perform a query; Such as a waming to
Adl all sysicm users indicating the acceptable use of the system, including M ves | Sundard Contractors complies with the disclaimer. Contractors will create
) a downtime banner on the login page when the system is down, The a configurable banner for the login page.
banner must include the cstimated time when the system will be .
available.
The sysicm must provide the ability to search patients. The system
must allow the user to enter patient details such as a subsct of the
patient's Mirst name, a subsct of the patient’s last name, and date of
birth,(at |cast paticnt namc and date of birth} to retricve a list of .
poicntial paticats and have the ability retricve specific patient details. Contractors complics, Contractors provides a picklist of potential
Ad.2 . - N N M Yes | Sundard .
This calegory pertains just to the searching of the patient and not the paticnts as part of the scarch feature,
resulls of the sezrch, The system must gencraie a pick list of patients if]
there are multiple high probability maiches for a given query. The pick
lst shall assist the user with selecting their patiemt by providing
. additional information such as address.
Based on user security access and role, the system must allow an Contractors complics. Based on usct security aecess td role, the
. . . PMP AWARXE systcin allows an authorized registered user o
A4.1  Jauthorized regisiered user w query the System 10 request and receive M Yes | Siandard . \ N
X . 4 query the system to request and receive information without further,
information without funther approval,
approval.
| - Contractors c.omplics. The PMF‘. AWARXE sy-slcm allows the uscr
Ad.4 The sysiem m..nst nllos\. the user to select the prescription date range M Yes | Standard Jto sclect the prescription date range when conducting a patient
when conducting a patient query. query.
. . . Contractors complics. The system provides the ability to allow
Ad.§ The sys.l em must provide the 'b.' tity 10 allow users to notify the State M Yes | Smndard Jusers o notify the Sute that patient records need to be linked
that patient records need 10 be linked and/or de-linked. .
! and/or de-linked.
The system must have an cxpanded scarch function, separate from the
normal scarch area. The expanded search must allow users Lo enter
PR than the basic requirements of patient last name, first name and D ves | Swndard Contractors complies. The system must has an expanded search

function, scparate from the normal scarch arca,
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Business and Technical Requirements Spreadsheet — Attachment 1

The system must have the ability fo conduct patient matching.

Contractors complies. Contractors Health does PDMP linking
Jtath within and between more than 40 staies and Lerritorics and
have been doing so for more shan 4 years, Over 12 million PDMP
scarch requests are processed each day on more than 2.6 hillion
preseription records. Our best assessments of patient linking

Ad.7 Yes | Standard |accuracy suggest that this linking is very accurste, with 0.00013%
of scarches generating & support call and 0.03% of patient groups
overall having ever had manual intervention to fix linking.
Contractors Health's intimate knowledge of PDMP data gllows for
a tztlored patient linking algorithm that creates for the best possible
paticnt-matching.

The system must allaw bulk searching by allowing a user to wpload or Ccmtr?ctors complics. The sysicm nlk.)ws .bulk scarchmg by .
enter patient information; selecting which states 1o scarch; and the ul]o.wmg u user to upload or cnlc.r patient information: scleciing

A48 N N - Yes Standard Jwhich states 10 scarch; and the timeframe for the search, The

timeframe for the search, The results must be available in a N .

downloadable format (PDF end CSV) as well as on a web page. . Jresubis are available in a downloadabde forma {PDF sl CSV) as
. well as on a web page.

The systermn must provide capability for the State 1o sct paremeters to [Contractors currently captures the query count, user name, and

timit the amount of queries conducted within a time frame. date/time of when the limit was exceed. Contractors does capture

Ad9 Additionalty, the system must send an enail 1o the Sute when a query ves | Cusiom [P but does not include in email because scarches may have come

’ thresholds is met. At 2 minimum, the email must include dare and from multiplc IPs. Contractors will comply with request by
time of scarch, user name, 1P sddress and number of attempred including the IP, presumrably the 1P when the violation occurred,
querics, The ematl must not inchude PHT or PIL however, i1 should be noted 1P address is considercd PII.
‘The system must allow authorized investigative users to submit a
request, with applicable documentation,securly for dais. The [Contractors complics. The system allows authotized investigative
Jtrvestigator’s subpoena or offical board request are reviewed by NH users o submit a request, with applicable docementation, securely
A4.10 OPLC/POMP stafl for accuracy and legality. then the meport is created ves | Standerd for daw. The investigater's subpocena or official board regucst arc
and sccurely released in a format designated by the investigator (PDF reviewed by NH OPLC/PDMP siafl for accuracy and legality. then
or CV5). While the primary users of the investigative iniciface wc the report is created and securely released in a format desjgnated
investigative users, OPLC/PDMP program administrators should be by the investigator (PDF or CVS).
able 1o check the workflow and make edits if errors arc identified,
|43 Application - Informatior/Education Requirements
Upon first log-in, the system must provide brief training videos from :
within the system to educaie Prescribers. Pharmacists, Designees and Contractors complies. This functionality exists today but would
AS5.1  |Datn Submitiers on the State query mandate, how to use the sysiem, Yes | Sundard |require content from the state in order 10 produce the trining video,
{and privacy and confidcntiality laws pertaining to OPLC/PDMP data, scripts.
The State must approve the training video scripts.
The systern must comain a direct patient notification interface
viewable to users of the system when the patient is quericd and has .
met or cxceeded certain risk thresholds, including but not limited to: Contractors complics with all featurcs except for the payment type
AS5.2  pmultiple provider/pharmacy cpisodes, MME threshold, payment type Yes | Custom [ihreshold. Additionnl work will be performed 10 accommodate
fthreshold and dengerous drug combinmions, The Practitioner can payment type ,
click the alert attached 10 the patient repert 1o view the advanced
Janalysis/descritpion relative 1o the risk threshold(s) identified,
. - i Contractors complics. The system provides the capability of
A53 T'll‘ system must providc the capability of communicating role-based Yos | Sundurd Jcommunicaiing role-besed information of interest through
information of interest through broadcast posting. .
R broadeasi posting.
. . " Comruociors complics. The system has a page for contack
AS.4  |The system must have a page for contact information asd helpful links. Ves | Sundard o0 and helofil T nk; pag
All pages must contein help, contact information or a link 10 the Comiractors complics. All pages contain help, comact information
A5.5 contact information Iocaliop. Contact information must contain the ves | Standara |72 link 10 the contact information location. Contact information
State's phone number, email address, address, and Vendor's phonc contains the Staic's phone number. email address, address, and
number for wechnical support, Vendor's phone number for technical support.
The system must contain both & manuz| and videos oo how to properly Contractors complics. The system contains training materiaks with
A5.6  [utilize the system. These manuals and videos must be updated each Yes | Swundard | . ) 8 '
time the system changes, as necessary, 10 ensurc accuracy. instructions for proper system usc. f — 08
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The system must contain an educationat resource section for the State
to upload role specific cducational materials, The cducational resource Contractors complics. The system containg 4 section for uploading
AS5.7 ] Ny o . M Yes | Standard |7, .
scction must provide capability for dynamic updates by the State irining matcrials,
within the system. -
A6 Application - Prescriber Requirements
The system m'xst coniain a Proscriber fccdbaclf dashbosrd that " Contractors will work with the client to define the required metrics
contains & variety of metrics to help the Prescriber understand their . . Ny
s N i \ , prior to genceration of the data necessary o provide these repons
own prescribing behavior and how it compares with their peers. The . ,
) ) : ) on a repeat basis designated by the stae. Contractors's cuwment
dashboard must contain a query compliance metric comparing the - ) )
. : . N N Prescriber Feedback Dashboard includes a comparison across the
number of opiolds and benzodiazepines prescribed or dispensed versus <criber’s listed spccial 25 well ns similar preseribers
A6.1  [the number of queries done by the user or their Designees. The M Yes | Custom |P™ 1eC spee ' grot . P
. ; . based on specialty and role. Metrics for comparisons include
[dashboard metrics must include, but are pot limited to: average MME o \ . .
5 1 MME for the 1 iod, number of paticnis with Preseriptions by Daily MME, Opioid Treatment Durstion, Total
zﬂr "'T:' l::u odiaze ?rnc m:im':: " '\o: l‘: :allc ticr::s MME Preseription Volume, Sedative Preseribing, PDMP Usage
YeriEpping be P opioid prescriptions. P . Multiple Provider Thresholds and Dangerous Combination
total prescriptions by drug type, total patients receiving over 100 Thera:
MME per day. rale of cach payment type-uscd by patients, Py -
Comraciors will comply. howover, the state may noed o contider
] the complexities of a daily update. With daily updates, it is likely
AH.2  |The data in the Prescriber feedback dashboard must be updated deily. M Yes | Custom |io sec wide veriances in the comparisons due to numerous factors
. . like delayed data, practitioners taking days ofT and other natural
behaviors. Contractors recommends a monthly update.
Contractors will comply, howcever, the state may nced to consider
the complexitics of 8 dynamically set metrics, Based on our
cxperience in 23 states, the Prescriber Dashboard requines
numerous complex cakculations that must be determined and
The system must provide capability for the State 10 dynamically sct verified 6 weeks prior to the generation of the metries. Dynamic
AG. S . M Yes | Custom . " " 3
metrics. A adjustments will be not gllow for quality assurance and iesting that
is critical 1o ensuring the dashboends are ¢ffective. An alternate
proposal would be 10 allow the stale 10 specify the desired metrics
change four weeks before the prescriber repont processing
interval ,
; The systemn must provide Prescriber comparisons within medical | The interactive prescriber report will provide prescriber
Ab.4 ) M Yes | Standard . o N :
specialty peer groups comparisons within medical specialty peer groups,
The system musi provide capability for the Preseriber to change their Contractors complics, The sysicm provides capability for the
AB.S . h i M ¥es | Siandard Ny . . \ .
specialty comparison dynamically. Prescriber to change their specialty comparison dynamically.
Contmactors will modify the prescriber comparison 1o
The system must provide capability for Prescriber comparisons in the accommodate geographical region. The state may consider that the
AS.6 - " . M Yes | Cusiom . y L C e
same or similar geographical regions). cflectiveness of this feature given the small geographical size of
the stale.
‘The system must provide the capability for a Prescriber to query what Comm_cwrs complics, The sysiem p!'ovndcs the capnbll.:ty fora
N \ Prescriber 1o query whai has been dispensed under their DEA
A6.8  [has been dispensed under their DEA Number(s), nd must log all such M Yes | Standand . .
. . o . Number(s). and must log all such querics and provide the State the
querics and provide the State the ability to view them. L :
) zhilily 1o view them,
A6.9 The sysiem miist provide the capability for the user to set the date M ves | Siandard Contractors complics. The sysiem provides the capability for the
: range for their prescribing history. user to sct the date range for their prescribing history.
1f the user has more than one DEA number, the system must provide Contractors con'.)phcs. I the user has more than onc DEA number,
A5.10 e M Yes | Standard [the system provides the capability for the wser to sor and filer by
capability for the user to sort and Rlter by DEA number,
DEA number,
A7 Application - Dispenser Requirements
ATl The s.ysllcm must securely sccept ASAP 4.2A or nower data M ves | 5 Contraclors com|?11r:'s. The system securcly accept ASAP 4.0 or
submissions. ncwer data submissions.
Contractors will perform custom development 19 ¢reate the
A2 |The system must sccurcly accept NCPDP data submissions. D Yes | Custom [requirenent. The NCPDP spec may not suppont all ASAP data
. ficlds.
The sysiem must reccive data transmissions through secure FTP,
Transport Layer Security {TLS) website scven days per week 24 hours .
a7 [P day. The Vendor shall aceept paper, physical media, other agreed M ves | 5 Contractors complics. Contractors docs not accept/process paper
’ wpon media, 2nd electronic or hard-copy versions of the Universal or physical media of the UCF.
Clzim Form. The Verdor shlt enter all submitted data inte the system .
within 24 hours after receipt.
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1f supported by ASAP file standards, the sysiem must provide
capability for the Siate to create custom ficlds or exiend other ficlds .
" X S the P
A7.4  Jsuch as Method of Payment to include Children's Healih Insurance M Yes | Standard gontlmctlt:s;::smhcs Contractors adapis processes as the ASA
Program (CHIP), and Pharmaceutical Assistance Contruct for the ! -
|Etderly (PACE). R
The system mast provide capability for data from multiple Pharmacies C°“'“'°‘°." cornplics .Thc system prlowdc.s cap_ahaln.y .ﬁ” data
. s \ e . from multiple pharmacies to be submitied in a single joint
A7.5  |to be submitted in 2 single joint transmission as long as each Pharmacy| M Yes | Standard .. . ot
. o . . transmission as long as cach pharmacy is ¢learly identified for the
is clearly identificd for the prescriptions dispensed. . \
prescriptions dispensed.
.Thc system must autom_anca]ly - otify data suhmlm?rs end ptnnmcls.ts This feature is on the current roadmap and has an estimated
AT6  |in charge of non-complient, untimely dzia submissions or records with M No Future .
. delivery of Q1 2021. .
crrors bascd on stalc requirements,
| The systerm must provide capability to monitor and improve data . " o N
7.7 [quality and reliability, inctuding but not limited 1o, data validations M Yes | Standard c::;"‘““f ‘;":l‘:;iﬁ:j A ides capability to monitor
performed at the'time of data submission. unc improve quality Ty
The syslc.m must hn Ve the tools and nlinhry !o t.racc. log and ns.sc,fss Contractors complics. The system has she 1ools and ability to trace,
data quality and timeliness of all data Submissions and transmissions, . . L
AR . . N \ P M Yes |-Standard Jlog and assess data quality and timeliness of all data submissions
from the time the datn submitier submits a file until the time it appears L
s L . and transmissions.
within the solution, creating end-to-end transparcacy.
A7.9 The system must provide the capability for pharmacics to request an M ves | Stndard Contraciors complics. The sysiem provides li':c capability for
: cxemption to report. pharmacies 1o request an excmption to repost.
. - . Contractors complics. The system provides the capability for Dota
AT.10 The system must ".’°‘.’"’° ‘.hc cam.lblh:)f for [.)am Sul.’mmm to report M Yes | Swandard |Submiticrs to report no {or zero) preseriptions issued in a given
no (or zerp) prescriptions issucd in a given 1ime period. . . .
time period.
The system must provide the capability for Dispensers and Data Contractors complics, The system provides the capability for
AT.11 |Submitters 1o make corrections 10 previously-submitied patient M Yes | Siandard |Dispensers and Data Submitters to make corrections to previously-
prescription infortmation. submitted patient preseription information.
The system must validate and cleanse dain aceording to the Statc's Contructors complics. The system validates and cleanses data
vatidation Edits and repon, through email, any errors. Ervor reporting according to the Staic's validation Edits and report, through email,
Az 1z s include ahe error that occurred and the Rx Number. The email M ves | Sindarg |2 STTOR. Ervor reporting includes the ¢rror that eccurred and the
©7 |mwst not contain seasitive information. The system must provide a |Rx Number, The email docs not contain sensitive information. The
web-based dashboard for Data Submitiers 10 view and correct data system provides a web-based dashboard for Data Submittess to
subrnission crrors. . view and corrcct data submission crrors.
The system must remind Data Submitters that they have owstanding Contractors compln.cs. The sysiem r.cmmds .Da‘ta Subm_mers that
s o . N they have outstanding ervor corrections periodically with a
AT.13 Jerror corrections periodically with a configurable automated crmail M Yes | Swndard . , .
p . A . configurable automated cmail message. The email does not contain
message. The email must not contain sensitive information, o \
sensitive information.
When a data file submitted by 2 Data Submitter does not mect Comn.xclors complics. whﬂf 2 d.:ua file submiticd by a Data
s . Submitter does not mecet validations for accuracy and
validations for accuracy and complctencss, the system must notify the R \
N N : ) . completencss, the system notifies the Dispenser and the Data
Dispenser and the Data Submitter (if they are differcnt} on a daily . . \ \ . N ) .
AT 14 : R , . . , M Yes | Standard |Submiter (if they arc differcnt) on a daily basis until the issue is
basis until the issuc is resolved. The notification must specify the P f N
) L . ) . resolved. The notification specifics the problem with the data and
problem with the data and provide instructions far correcting the issue, s N . . ;
N . Lo . b provide instructions for correcting the issuc. The cmail does not
The cmail mwust ned contain sensitive information. . PP .
contain scnsitive information,
Contractors will perform custom development to mect the
The system must provide the capability for users to flag records with | * requirement. A sysicm feature will be developed to provide the
errors &nd provide comments for revicw by the State, Once the Stale capability for uscrs to flag records with errors and provide
A7.15 Jconfirms an issuc with a fagged record, the system must notify the M Yes | Custom |comments for review by the State. Onee the State confirms an
Drispenser and Data Submitter and provide 8 means for them 1o cormrect issue with a flagged record, the system will nosify the Dispenser
flagged records. and Dawa Submittcr and provide a means for them to correct
Magged records.
i
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The system must evaluate records submitted 1o determine if a record
contains potentially ervoncous data, for instance, when the value ofa

Contractors will perform custom development 1o meet the
requirement. A feature witl be developed to idemtify records
containing potentinlly erroncous data, for instance, when the valuc

AT.16 field is » statistical outlier. The system must alert a Data Submitter to M Yes | Custom of a field is & stetistical oumlier. The sysiem feature will be
the possibility of erronecus data, developed Lo alert a Data Submiticr to the possibility of ermoncous
ditn .
The Dispenser submission system nwst submit cleansed and validated Contractors complies. Contractors' PMP Clearinghouse submits
A7.17 Jrecords to the OPLC/PDMP database within 2 hours of receipt from a M Yes | Swandard |cleansed and validated records w the QPLC/PDMP dstabase
Data Submitier, within 2 hours of receipt from a Data Subminer,
The Vendor shall provide Data Submitters with instructions and
hnical assi ¢ necessary for compliance with reporting Contractors complaes. Contractors provides Data Submiteers with
AT.18 Jrequirements. The State reserves the right to review, approve and M Yes | Sundard |instructions and technical assistance necessary for compliance with
chonge any commumication prior te distribution to Dispensers and reporting requirements.
Drata Submitters.
On a daily basis, the system must verify pharmacy compliance, both Contractors complics. Contractors will extend the dispenscr
AT.19 - . M Yes | Standard . . . . I
for 1imelincss and outstanding crrors, compliance feature to include notification of timeliness.
Il a dispensation record is submitted two or more business days after it c‘”‘"‘““?" complics. !I'a' dispensation record is su!mum:d two or
. N N - . more business days after it was filled, the system will notify the
AT.20 Jwas filled, the system must notify the Dispenser and Submitter of the M Yes | Standard |, . O
L . |Dispenser and Submitier of the data submission frequency
data subrnission frequency roquirement. A
requiremcnt.
The system must have & Dispenser compliance dashboard to assist the
State with wacking compliance with data submission requircments.
The dashboard must display daily, weekly monthly, quarterly and .
AT.21 {yearly aggregate compliance data for Dispenser submissions. The M Yes | Standard
Dispenscr compliance dashboard must display which Dispensers are
submining records late, in accordance with State statutes and
fregulations. ' f
For each Dispenser, the dashboard must display the number of days in Ct:fmr‘nctors complics. The Dlspcns.ar.y Compliance Dash L
. N . \ N . \ built in Tableau allows a state administrator a comprehensive view
the time period; which days dispensation records arrived on time and ) L, . )
J . S \ in the submissions and crrors of those submitting to their PDMP.
iate; and days in which no data or zero repont was submitted. The N : . L Lo
. Y N . N Using the list of pharmacics maintained within the AWARXE
dashboard must provide an individual Dispenser view that contains . o
. . . . portal, the dashboard will show the numnber of subrissions,
record-level information on dispensations; whether cach record was . L. .
. submitted late or on-time; 2nd which dzys no data or a zero report was m::ords and crror mate. It also gives the administrator the abiliy 1o
AT.22 L . . s M Yes | Standard [dnill down for cach pharmacy lo sec the most common outstending
The dashboard must display Dispensers that have crrors i L
A . . crrors &nd the prescriptions that have crrors. The Data Submission
which are not resolved afier & Stae-configured tiene peried. For cach \ N . s
| N Compliance Dashboard provides record lovel drill down within the
| Dispenser, the dash mst display the n r of unsesolved following categorics: Submission Level Detail, Dis tion Date
crrors and when the errors occurred. The dashboerd must provide a fg categonies: Su !  Dipensano
. s iy N . i Summary, Zero Reports, Error Level Summary, Dispensation
view of individun! Dispenscrs that contains record-level information on| Specific Detail, Pha Contact Information. Ability to drill int
which dispcnsation records had errors, and details of the specific crror, pectiic Detail. Phamucy Lontact Infonmation, Ability 10 dnil mto
error details,
Error Detail Export Aveitable, User Guide included 10 assist the
PDMP Administratar with this feature,
‘The system must provide extracts of sl information on the dispenser
compliance dashboard in a forma securely downloadabic in 8 CSV
file. All extracts must include, but are not limited to, the pharmacy Contractors complics. The system provides extracts of all
A7.23 Iname, pharmacy DEA number, pharmacy license number, the data M Yes | Swndard [information on the dispenser compliance dashboard in & format

Submitter account, data Submitter email, and eny cmails, phone
numbers, or addresses associated with the Dispenscr or Data
Submittcr,

sceurcly downloadable in a CSV file,
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The system must provide the capability for Prescriber and Dispenser c"“‘."“cwrs comp]nF * The systems Com:cauon Module
. provides the capability for Prescriber and Dispenscr users 1o
uscrs to securcly message cach other within the system. The system s ,
A ol . , sccurcly message each other within the system. The system’s
AT.24 fmust provide the capability for Prescriber and Dispenser users to Yes | Swndard . ) o .
, . , Communication Module provides the capability for Prescriber and
simbancously message multiple users based on who has previously . . .
rescribed or dispensed 1o their patient Dispenser users to simultancously message multiple users bascd on
P e patient. who has previously prescribed or dispensed 1o their patient,
The system must provide the capability for users to request a
iemparary password and offer instructions on how 10 login and update . [Contractors complies. The system provides the capability for users
A1.25 [the password. The system must facilitate the password reset process Yes | Standard Jto request a terporary password and offer instructions on how to
ihrough uscr-sclected options which must include ¢-mail or time login and update the pessword,
expiring Sceure Messaging System {SMS).
The system must provide capability for users to change their password Contractors complics. The system provides capability for users 10
AT26 | .o L . Yes | Standard X . . .
without human intcrvention. change their password without human intervention.
The v.mdn.r shall provide capability 'for u.‘c Sm.tc to select forms, s.uch Contractors will perform custom development to mect the
as registration and pharmacy exemption, in which the system provides . .. .
. requircment. The State Administrator can edit, manage user
an auto-completc capability for State-selected ficlds when the user P .
N A . accounts, maintain a list of pharmacics and the excmpt status,
AT.27 fJenters uniquely identifiable ficdds such as DEA number, License Yes | Custom . N Lo
\ . There is an auto fill for NPi and DEA on the registration page. as
number, or NPl Number. Vendors may refer 1o Appendix H, o " .
: . N well ns, the ability to edit demographics. Contraciors would need
Pharmacy Exemption Flowchart to understand the State's current i .
\ \ ta develop the ebility to suto fitl on License Number.
pharmacy exemplion process.
The system must provide a logout feature, The logout feature will Contractars complics, The system provides a logow feature. The
A7.28 |enable users to log off the site without closing their internet browscr 10 ¥es | Standard [logout feature cnables users to log off the siic without closing their
cxit the system, internet browser 1o ¢xit the system. . ’
The web portal must follow the Responsive web design approach to
provide the optimal viewing and interaction experience across devices,
The web portal must support web browsers and browser versions in Contructors will perform custom development te meet the
use by over 95% of web users such as Edge, Internes Explorer, requisement. Contractors is proposing the NarxCare solwion for
AT.29 [Firefox, Safad, Chrome, and Opera. The platform must adhere to No Future  |the Statc of New Hampshize. Todzy, the NarxCare repont is
World Wide Web Consortium (W1C) recommendztions and other . responsive design. Contractors will work to extend responsive
standards of imeroperability. The system must have mobile and tablet design to the remaining components as directed by the State,
versions of the website that are secure, visually appealing, user
fricndly and approved by the State.
The Vendor shall provide a comprehensive, intuitive web portal that is | Contractors complics. Contractors provides a comprehensive,
A7.30 |branded for the Statc of New Hampshire, The web design is subject 1o Yes | Standard |imuitive web portal that is branded for the State of New
written approvel by the OPLC/PDMT/DalT. Harmpshire.
[ The system must distinguish between veterinary prescriptions and Conu:nclors com;_;lu.:s. The system dlsung}.us.hc s between
. L veleringry prescriptions and human prescriptions and clearly
AT.31 [human prescriptions and clearly indicate or scparaie records that arc Yes | Suandard | . N
. A . indicate or scparate records that are veterinary prescriptions in the
velerinary prescriptions in the patient repor. .
paticnt report.
. .. ; Contracters complies, The system excludes veterinary
Y fr L . .
AT.32 The system must ?xcludc veleninacy pmcnpl.lons rom metries and Yes | Standard |prescriptions from metries and threshold calculations such as
threshold calcutations such as MME caleulations. . ;
MME calculations.
With the exception of additional Drugs of Concem identificd by the Contractors complics. With the cxception of additional Drugs of
A7.33 Statc, the system mwst exclude drugs from displaying on the paticnt Yes | standard Conceen ilentified by the State, the system excludes drugs from
’ report that do not appear on Schedules 11 -1V of the federal Controlled displaying on the patient report that do not 2ppear on Schedules 11 -
Substances Act. 1V of the federal Comtrolled Substances Act.
The system must provide remoate web access 24 hours a day, 7 days Contractors complics. The system provides remote web access 24
AT.34 [per week, with the exception of downtime for pre-planncd Yes | Standard [hours a day, 7 days per weck, with the exception of downtize for
maintenance during non-peak usage hours, pre-planned maintenance during non-peak usage hours,
The system application infrastructure must be highly sealable to Contracters complics. The system application infrastructure is
A7.35 |suppon millions of transactions per month and up to 70,000 Yes | Standard |highly scalable to support millions of transactions per month and,
simultancous users, up to 70,000 simuitancous users.

2

12/23/2021



DocuSign Envelope ID: FBAES100-84CC-4E57-868D-8B159BB2B106
Business and Technical Requirements Spreadsheet — Attachment 1

The systern muist have an email notification system designed 10 avoid
or circumvent spam filters for successful email transmission. The

Contractors complics. The systern has an email notification system
gned 10 aveid or circumvent spam filiers for successful cmail

accessed, end IP address of user. The Vendor shall provide & full
cxtract of the live table, to the State, in a sceurc manncr, on a daily
basis. .

AT.36 system also must request that uscrs updaie their spam filter to whitelist M Yes | Stndard transmission. The system documentation also requests that users
the email domain. updaic their spam filier to whitclist the cmail domain,
The S}.ﬂ?m must provide capability for r.hc S.mc fo dasignate o . Contractors supports flagging of prescription as Contesicd.
A7.37 prescription record as a ConI?sLFd Prescription, The system mt ) M Yes Custom [Centractors will do custom development to meet requircment of
exclude the Contested Prescription from the aggregaie calculations in h : .
+ cxcluding from caleulation .
Jthe prescriber feedback report.
SQL starernents exceuted against a production systemn have the sk
The system must have the capability for the State 10 write and exccute of :mp_mctmg sysiem performance .and.ﬂs o result, mf:oducmg risk
AT.38 read-only SQL or no SQL querics on data in the systom M Yes | Custom o patient care, As a result, o replica of the production system
) rmust be cstablished to provide this capability 10 the state without
risk cliniciznfuser/patient expericnce.
The system must provide audit capability on user searches o reduce
unauthorized querics, In the cvent that a user attempts 1o query a Contractors will confer with the NH OPLC regerding custom
AT7.39 |patieat on a State-supplicd list, the system must prompt the user with & M Yes | Custom |development to meet the requirement due to identified risks with
notification wamning against unlawful querics and provide the eption this request.
for the user to cancel the query or proceed with querying. ’
The system must provide capability for State access 10 all data tables
to cnable storage in the State's Enterprise Data Warchouse (EDW),
This connection must be sceure and accessible et all times, with . . . .
. T e Contractors will create a ncar real-time replica of production
A7.40 [Presiricted frequency and quantity within the download capabiliy. M Yes | Custom fsystem will be required and non-NH data remeoved to avoid
|Data tables include, but £re not limited 1o, rmw pharmacy submdssions, violating other agreements
cleansed pharmacy submissions, usage logs such as the query able ’
and login table, Prescriber feedback dashboard access table, Linkage
tables, user tables and paticni/address indices.
The system must maintain a comprehensive user table including. but
not limited to, primary key; cmail nddress, userame, first narmc,
fmiddle name, last name, date of birth, DEA number, professional
license number, role, Prescriber specialtics, Prescriber subspecialiies, Contractors will perform custom development to ereate the
AT.41 [address, address 2, city, state, zip code, Designee user IDs, datc and M Yes ] Custom P
. - . . requested ¢xtracts,
time account created, date and time account zpproved, date and time -
account last updaicd, and last login date and time. The Vendor shall
provide a full extract of the live table 1o the Sate, in 2 sccure manner,
on'a daily basis,
The Vendor shall maintain a comprehensive query table including, but
not limited to, primary key; username: role; date and lime scarch
occurred; user IP address; patient first name; paticr last name; paticnt
date ol birth; all search criterin used; query requesier; states selected c il perf devel b
47.42 [for imerstate query: interstate hub used to search: whether partial first M Yes Custom entrmctors will perform custom development to create the
name was used; whether panial last name was used; whether the requesicd exiracts.
scarch yiclded data from the State: states other than the State that .
yiclded data. The Vendor shall provide a full extract of the live table tof
the Siate, in a sccure manner, on g daily basis,
The Vendor shall maintain # comprehensive Preseriber feedback
dashbozrd access table that includes, but is not limited to, username, Contractors will create an intcractive prescriber report for
A7.43 [PRTRNY key. role, datc and time Proscriber fecdback dashboard was M Yes Custom fproviders to understand their own prescribing behavior and how it

jcompares with their peers
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12

12/23/2021



DocuSign Envelope |D: FBAES100-64CC-4E57-868D-8B159BB28106

Business and Technical Requirements Spreadsheet - Attachment 1

The Verdor shall maintain a comprehensive wable of invalid acccss
requests on the system. This table must include but is not limited 1o,
uscr 1D, date/time atempt occurred, IP address of user attempting, the

Contractors will perform custom development [o create the

risky prescribing thresholds relating Lo opioid/benzodiazepine overlap,
high MME, and the prescribing of a long acting opioid to an opioid

naive paticnt.

AT 44 page the attempt occurred on, and the reason for error, The Vendor Yes | Custom requested extracts.
Ishall provide a fisll excrace ol the live table to the State, in 8 secure
manner, on a daily basis. '
The Vendor shall maintain a comprehensive login table contining
login atiempts on the system. This table must inctude, but is not
AT.45 limited to, username, primary key, role, date and time of login, ves | Cusiom Contractors will perform custom development 1o creste the
o whether the login was successful, and the reason for error. The Vendor] requested extracts.
shall provide a full extract of the live table 1o the State, in & secure
rmanncr, on a daily basis,
The Vendor shall maintain a comprehensive table containing pharmacy
submission activity. This table shall include, but is not limited to,
uscrname; date and time submitted; subminer IP address: dispenser
DEA nurmber; number of records submitted; number of records valid;
A7.46 jnumber of records that prompicd a weming: number of records that Yes | Cusiom Contractors will perform custom development o create the
" lpromptcd an emor; number of records vzlid; nurmber of records = requesicd extracts .
revised: number of reeords deleted; newest date 2nd time filled of
valid records; and oldest date and time filled of valid records. The
Vendor shall provide a full extract of the live ble to the State, ina
secure manner, on a daily basis,
|48 Application - Delegate Requirements
The system must provide prescribers and dispensers the ability to add Contractors complics. The sysiem provides prescribers and
AB.1  |delcgaics by their email address. These delegates shall have their own Yes | Standan |dispensers the ability 10 add delegates by their email address.
usemarme and passwords, These delegates have their own uscrmame and passwords.
. . . - Conuractors complics. The system provides prescribers and
AS.2 2::\’:‘:: m.:sc;;;r:'l:c:::scnmllnd:l: ved ddlchc :bll::y e Yes | Siandard ot s the ability to remove delegates and re-add previously
i pre Y HIes. removed delegates,
. . ; - . Contructors complics. The system provides prescribers and
ag3 [The system must provide proscribers and dispensers the ability 1o view Yes | Standard |dispensers the ability 10 view the queries made on their behalf by
the queries made on their behalf by their delegates 1
their delegates.
: . . . . . Contractors complics. The systern requires prescribers and
LEX) ::: ’)T:T\?B;:qﬁ‘;ﬁ;t?:‘:;: ::;: 1;:::5:5 o :y':;:l?;:hw Yes | Standard |dispenscrs to re-validate their delegates cvery six months or s
Bates every mmincd : timeframe determined by the State. |
. . Contractors complics. The sysiem allows 8 delegate to sclect te
A5 The system must allow a dfmm to sclect the proscriber or dispenser Yes | Standard |prescriber or dispenser for whom they are conducting a query on
|for whom they are conducting a query on the query page.
) the query page.
The systern must enable Designecs 1o perform querics on behallof a Contractors complics. The sysicm enables Designees to perform
A8.6 Prescriber or Dispenser. Every query performed by the Designee on ves | Swndard querics on behalf of o Prescriber or Dispenser, Every query
) behall of the Preseriber or Dispenser must be accessible to the performed by the Designee on behalf of the Prescriber or
Prescriber or Dispenser. Dispenser is accessible to the Prescriber or Dispenser,
The sysiem must allow users to store scarch paramcicrs lobe runat g Contractors will perform custom development to meel requirement.
later time. Designees will be allowed to share this search critcria with The system sllows users 10 store scarch parameters o be nmata
A8.7  Htheir Prescriber or Dispenser. The system will allow the user 10 enter Yes | Custom |later time, Designees are allowed to share this scarch criteria with
a daic range that keeps the search available. After this time, the their Preseriber or Dispenser. The system allows the user to enter
scarch criteria must be re-entered 8 date range that kecps the search available .
A9 Application - Practitioner Requirements
The system must provide uscrs the capability to calculate how user-
entered prescriptions they arc considering preseribing or dispensing " "
would impact daily MME, The system must provide feedback to the ionlr:aclo;s \':l” pc'.-:;):: ;ufnl’:‘ dc\l'clop mc:‘ o mi;::qmr:.rm’
A%.1  [Practitioner if the uscr-cntered prescriptions would meet or exceed Yes | Cusiom | SVStem leomre wi eveloped to provide users the capability

t0 calculate how uscr-entered prescriptions they are considering
prescribing or dispensing would impact daily MME .
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The system must have the capability for a user to view their previous
scarch history. This history must display user search larget(s); date and,

Contractors complics. The sysiem has the capability for a user to

specific-threshold levels. The system must provide capability for the
State 10 configure shresholds within the Unsoliciied Reports.

A5.2  Jtime scarch occurred; other siates searched; and data captured by the M Yes | Siandard vicw their previous scarch histo
search. The system must provide capability fof a user to re-run the P .
search with a new dzte range. .
Pending legislative approval of OPLC/PDMP integration within NH \ r " .
health facililitcs electronic health sysiems, the sysiem rust provide the Conusactors complics. The system will provids the capability for a
capability for a user 10 view their (and delogatc) past scarches. Ata user 10 view their (and delegatc) past scarches. At a minimum the
9.3 fminimum she system will provide this capability for the following M Yes | Standara [$Y5iem will provide this capability for the following scarch
scarch sources: 1) EHR integration; 2) Pharmacy integration. In the sources: |) EHR intcgration. 2) Pharmacy .mlcm I.mn' In the cvent
Icvcnt that a seerch wes conducted, the system will provide the that a lscarc:n\:as];?:dmscd. the system w-ull provide the usemame,
username, datc, time, and a link to the data captured in the scarch, date, tisre, 3 1o the data captured in the scarch.
1
794 The sysiem must provide the capability for a uscr to sort on any. M ves | sizna Conernciors complics. The systern provides the capability for &
"7 fcolumn in their scasch history. uscr to sort on any column in their scarch history.
The system must provide capability 10 sort and filier records based on Contractors complics. The s}s:’cn? p m“dcf capability to sort and
. . A . . |fitter records based on all criteria included in the prescribing
!l criteria included in the prescribing history which includes, but is not history which inchudes, but is not limitcd to, prescriber name
A9.5  [limited to, prescriber name, dispenser name, patient name, dnug name, D Yes | Standard dis oz N 'l e d dm " l'
drug type. paticrt details, date prescription written, date prescription PERSCT Rame, paicnl pame. drug name. diug (ype, paten
filled. and MME. dctails, datc prescription written, date prescription filled, and
N MME.
. e : Contractors complics. The system provides the capability to
o6 [T systom must provide the capabiliy to search, filerandson | |y ] ey Lecar ier and son records based on ficlds contained in the
records based on any ficld contained in the prescribing history repon. . o
prescribing history report,
1410 Application - Data and Alert Regquirementy
The sysicm must develop, maintain and deliver a securc data extract
|from the Vendor 1o the OPLC/PDMP or any State partner designated
by the QPLC/PDMP 1o 1he extent allowed by law bascd on design
sessions with designated Sue partner 1o be hosted by the Vendor.
The data cxtract may cither be a direet conncction to the Vendor's
cnvironment il appropriste conncctors arc available with designated
partncr’s Informatica Power Center installation or Vendor will provide
A10.1 |daily extracts that will be pushed to the State of NH FTP site or other M Yes | Custom |Centractors will perform cusiom development to meet requirement.
agreed {by both partics) upon strategy to interface the systems,
Vendor will provide documentation on all data tables and elements
provided by the vendor. Pending legislation may provide idemtifiable
aceess to data to designated State partners for prescribed purposes. In
the event legislation is not approved into law, the Vendor will work
with designated State partners to develop & de-identified data extract
thzl maximizes valuc under the restrictions of the law.
The system must provide the capability to perform ad hoc querics to
respond 10 requests received by non-healtheare entities, including but .
not limited to individual patients; NH regularoty boards; and state or Contractors provides access to Tableau server for state
Al0.2 federal law enforcement, Since these querics and reporis may vary in M Yes | Standard Jadministrators 1o review pre-built dashboards as well as (o perform
substance, an ad hoc query end reporting function is an essential their own eustom, ad-hoc analyses oa the curated data scts.
aspeet of the sysicm
'The sysiem must provide the capabiltity 1o generztc unsolicited alens Contractors co‘m.pllcs. ’I'hcs ysiem pt:owdcs the cnpabluluy o
in the paticnt record when its been identified that the patient has gencrate unsolicited a‘lcns in the paticnt nccofd when ts been
A10.3 exceeded specific threshold levels. The system must provide capability M Yes | Standard [identificd that the paticnt has exceeded specific threshold levels.
l‘- : ) The system provides capability for the State to configure
[or the Staile to conligure thresholds for the inserted alerts. N
thresholds for the insened alers.
. - .. Contractors complics. The sysicm provides the capability 10
The system nwst provide Lhe capability 1o generaie unsolicited alens L. . .
o Ptc):cribm of:alicms who bave been iumtified a8 exceeding gencraic unsolicitcd alerts o Prescribers of paticnts who have been
A10.4 Yes | Standard [identificd as exceeding specific threshold levels. The system

provides capability for the State 16 configure thresholds within
Unsolicited Repons.

—D3s
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If the Prescriber has a patient with an elert on their record, the sysiem

Contractors complics. The system has the capability to scnd an

this APl must contain paticnt prescription data, Morphine Milligram
Equivalent and unsolicited alerts,

must have the capability to send on notification to the Prescriber. This M Yes § Standard [notification ta the Prescriber, if the Preseriber has a patient with an
notification must not contain sensitive information. alert on their record.
The system must provide the eapability for prescribers to set speeific
thn::hok!s on the prescription blehn\'nor of their patient. The systern Giiven this feature is not 10ty Comtractors &an perform
must notify the user when & paticn! 10 whom they preseribed o drug " .
A10.6 i N ¥ D Yes | Custom [cusiom development to meet the requirement if the State
mects or cxceeds the alert. This system must not permit users to determines that it is in-scope for this project
circurvent unsolicited repornts, but must allow s Prescriber to set a e e projeet.
Jnarmower threshold than thay of the Sizte.
The systern must provide the capability for a Preseriber to set an alent , (Given this feaiure is not mandatory, c:unmt?rs can perform
ANDT . . D Yes | Custom [custom development to meet the requirement if the State
based on the number of Preseribers the patient has seen, . P A co .
determines that it is in-scope for this project.
. - . Given this feature is not mzndatory, Contractors can perform
AlQ.8 The sysiem must provide the cap.abuluy fur.‘ Prescriber (o sct an nier D Yes | Custom |cusiom development 1o meet the requirement if the State
bascd on the number of pharmacics the patient has used. . L s \
determines that it is in-scope for this project.
The system must provide the capability for a Preseriber 1o sct an alert Given this feature is not mandatory, Contraciors can perform
A10.9 Jwhen a paticnt has overlapping benzodiazepine and opioid D Yes | Customn |custom development to mect the requirement if the State
prescriptions. : determines thar it is in-scope for this projeet.
) . - . Given this feature is not mandatory, Contractors can perform
Al10.10 m:f:g:‘ r:‘:.l pmv;:hi:dtz;c capnblatl:ct: :.:r: Pu:::;nbcr to sct an alent D Yes | Custom [custom development to meet the requircment if the State
g acting op presen P ) determines that it is in-scope for this project.
. - : Given this feature is not mandatory, Contractors can perform
Al10.11 The sysian XSt va'dc lhc capabtln):' for a Prescriber to sct an alert ) Yes | Custom |cusiom development 0 meet the requircment if the State
when a stimulant is preseribed to a patient, , . s .
determines that it is in-scope for this project .
b4 11 Application - Interstate Data Sharing/IIUBY Requirementy
The system must follow the Prescription Monitering Information ;Tr:i':::i:“lin ormfumzﬁf: {::or:)“\iliomlﬂ:ri‘:cctm
ALl |Exchange (PMIX) National Architecture and be verificd by the State M Yes | Sundard 8 B¢ N N
AR . . and be verificd by the State to provide intersiztc data sharing
10 provide intcrstate dats sharing services. h
scrvices,
The system must secercly integrate/connect 10 the RxCheck hub 10
Al11.2 |facilitate data transfer to other states and allow Rx Check requests M Yes | Standard |Contractors complics.
permitted by the Suate.
‘The sysicm must securely integrate/connect with the PMPi daia Contractors complics. The system securcly integrates/connects
AllL} |sharing hub and allow PMP Gatcway requests as permitted by the M Yes | Standard Jwith the PMPi data sharing hub and sllow PMP Gatewsy requests
State, ' a5 permitted by the Siaie.
Contractors will perform custom devclopment to meet the
AlL4 The system musit able 1o securely conncet/integrate with the State’s M ves | Custom requirement. Iffwhen the state implements a web service,
* |licensure APIw retrieve license data, Contractors will code to the specificetions put forth by the state to
accomplish this requirement .
The system must provice the State the abflfly 16 create cw usa.:r roles Contractors complics, The system provides the State the ability to
The sysicr must provide the State the ability to map user roles (o the \ o
ALLS o . . . . M Yes | Standard Jercate new user roles. The system provides the State the abitity 10
roles uiilized by data sharing hubs, including but not limited to I¢5 1o the roles utilized by data sharing hub
RxCheck and PMPL. map user roles roles wilized by da ng hubs.
The system must provide capability for authorized users to conduct a
AlLG multi-statc scarch with one button access to data from New Hampshire M ves | Cust Contractors will modify the existing uscr interface to allow for one
" land the states that have a data sharaing agreement. (if their role VHOM bunon access.
allows),
AlLT Through the consent of legislasion, the system mwst securely connect M Yes | Standard Contractors complies. The system sccurely cornects 1o health care
" Jto health care facilities Electronic Health Record Systems., facilitics Elecironic Health Record Systems.
- T Contrectors complics. There are no restrictions in place, but could
AlLR $ ::I:nfo r shall ot cestrict integration with any and all hubs, HCEs. M Yes | Sundard |require custom development if OOTB intcgration options arcn't
’ utilized.
The sysiem must have a secure API that enables patient level data to
be securcly sent dircesly to a user within 2n EHR. This APl will have
Al1.9 [the ability to connect to any Hub system as neccssary. At a minimum, M Yes | Cusiom

Contractors will deliver; however, this is subject 1o state datn / ?
sharing policics ’
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Business and Technical Requirements Spreadsheet

The system must be able 10 securtly retrieve data from all interstzic

— Attachment 1

Contractors will perform custom development to mect requirement.

(including old valuc, new value, user id, and datc/time of change) and
LS2ZE CTTOrS.

A11.10 Jdata sharing hubs (currentty RxCheck and PMPi) with a smglc query Yes Custom See 212
from the user. .
" PMP AWARXE is imegraied with FMP InterConneet and PMP
The system must provide the capahility for the State to sceurcly add AWARXE dynamically displays states that can be searched
AlL12 Jand remove states for interstate data sharing and edit the mame of the Yes Custom Jdepending on cach siate permissions and roles that coch state has
* |state shown to the user (Maine vs. ME) configurcd within PMP InterConncct. Editing how the namnc is
displaycd would require custom development .
The system must provide the capability to generate a Patient Contractors complics. The system provides the capability 1o
Al1,13 |Prescription History Repont. The report must be compatible with Yes | Siandard |gencrate a Patient Prescription History Report that is compatible
Jprinting and electronic distribution in a CSV and PDF format, with printing and clectronic distribution in & CSV and PDF formas,
P g 3
ALLL4 The system must display the state that the record was sourced from if ves | s Contructers complics. The system displays the state that the record
*" 7 Ja multistatc scarch was conducted. was sourced from ifa multistaie scarch was conducted,
ALLLS The system must allow the practitioner 10 configure the scarch to be ves | s Contractors complics. The systemn allows the prectitioner 1o
" |conducted {c.g. set the default of states they want to query). configure the scarch to be conducted.
¥
The system must provide summary informaticen of the patient record,
including but not limited to, number of unique Prescribers, number of
unique pharmacics, average MME, current MME, number of drug Contmactors complics. The syst vide informati
Al1.16 Jtypes, number of payment types, number of days of Opioid overlap, Yes | Standard of:;,:‘ ali?m:ccl;rd ’ yslem provides su ry informatien
Cpioid NaTve status, existence of overkapping presceiptions for p :
benzodiazepines and opicids, existence of controlled substance
prescriptions from multiphe prescribers.
In every patient reporn, the system must include links to optional
Al1.17 Jeducational content sclected by the State, for example, Safe Yes | Standard Contractors complics. The system must include links 10 optional
|erescribing Guidetines and Treatment Options. educational content sclected by the State.
. . - ' Contractors complics. The system provides the capabitity Tor users
All.2] “::;s:::::ﬁt Pﬁ::f:g%?m‘g%?é:;zm sclect and save a Yes | Swandard Jio select and save z patient record in printable CSV and PDF
pa P ’ formats.
The system must provide an Audit trail of intcrstate data sent 10 the . . P
\ . Contrzctors complics. The sysicm provides an audit irail of
{requesting practitioner from on approvediconnected state. The system N ; L.
AlL22] s . . Yes | Swundard [imerstatc data sent 10 the requesting practitioner from an
wrill provide the wsermame, date, time, £nd a link 1o the data capiured
in the search. rpproved/connected state. .
. - Contractors complics. The sysiem provides the capability for a user]
Al1.13 Th::n’;s ;::: E’u:‘lr ;:-r;:i:;c:i:'::bi::lgwfm :_::tc:cto T" and sort Yes | Standard |io filter and sort patient data by all ficlds contained in the paticnt
P Y pa poit. report.
|4 12 Application - State/Adminisirative Requir
The system must provide en interface that ellows administration and Contraciors wl." perfomn custom developmer 1o meet requirement,
L ) . . Conzractors will perform custom development work to mcet this
PrACTIONErs 10 map paticnt-prescriber-pharmacy by way of o mapping requirement. An interactive will be developed detail
Al2.1 [enhzncement 1o calculate metrics with distance between oo point, Yes | Custom [FaUrement clive map wi cveloped cetuling
and three paints in conjunction with prescriptions preseribed and paticnis” nddress(cs), prescribers” address(es), and pharmacies
linkages to any other at risk indicators address(es) will be accessible on the Patient Report with the
5 Y implementation of o HIPAA-compliant mapping tool.
‘ Contractars provides the abitity for state administrators to sce
The system must provide the capability for Statc administrators to contact qam;ldcmls. apgmvcfrqcct the account, and sf“d
) - e communications 10 submitter accoums. Becausc submitter
Al12.2 Imanage Data Submitter accounts which includes modification of alt Yes | Custom \ L
fickds attribued to the secount accounts may submit data to multiple states we do not allow state
’ administrators to modify the accounts. NB: Need 1o vet this with
product.
Al23 The systern must provide capability for the State Adminissrater to ves | Standard Contraciors complics. The system provides capability for the State
" |securcly message users within the system, Administrator 10 sccurcly message uscrs within the systemn.
Al24 The'system must provide capability for the State to link and de-link ves | Standard Contractors complics. The system provides capability for the State
" |paticnt records to link and de-link patient records
The system must provide capability for the State Administrators to
audit system usage, The audit includes, but is not limited to, real time Contractors will perform custom development 1o meet requirement.
A12.5 [views of uscr activity (both logins and scarches), data changes Yes | Custom |The system will be enhianced Lo provide capability for the State

Administrators o audit system usage as defincd .

2]
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The systemn must have the capability to send emails 1w user groups Contractors will perform custom development (o meet requirement,

126 bascd on role, last access date, or other criterin specified by the Siate M ves | Custom Today, Contracters provides the ability to email user groups based

“" |pertaining to the system user. These emails must not contain sensitive on Role and Geo location but not last aceess date. The conient can
information. be customized by the state.

. The system must provide the ability for State administrators 1o Contractors w.l" perform cusiom dcvc]opmcm. “.’ mect mqun:cmcm.
A12.7 Jsimutate any roles used within the system without the need ofa second| M | Yes | Custom [T 833tem will be enhanced to for State administrators to simlate
' account Y ¥ other roles used within the sysicm without the need of a second

) account .
V . . - - , .o P
Al2E The Vendor shall provide the ability for the Stie 10 change the logo M Yes | Siandard Contractors complics, Contractors provides the ability for the
and system colors, ) Stte 10 change the logo &nd system colors.,
The system mast provide the ability for the administrative saff o . .
review system usage 01 o user level, The system mst provide a Contractors will perform custom development to meet requirement,
Al2.9 orable list of users and the total number of scarches to check for M Yes | Custom |The _sy:sxcm_wnll be cnham.:cd 10 provide the ability for the
. N administrative stoff to review system usage at 2 uscr level .
potential system misusc. .
The system must contain a dashboard that allows administrators to
view a runking of Prescribers who mect or exceed thresholds set by Conteactors currently provides scll-service anatytical tools to allow
the Siate, Vendor shall produce a downloadable report, which has the rrently p ! e ¢
. " . . the state administrators to perform the lisicd prescriber rankings
'possibility 1o for grouping by geographic arca and specialty. that . \ ) X N
AlL2.10 y ) N M Yes | Custom [based on a wide varicty of dimensions. For Contractors to develop
¥ returns the top Preseribers or pharmacics who have wrinien or filled . . " .
. a pre-built, custom dashbonrd meeting all the listed requiremcnts
the most (prescriptions/iotal MME/average MME per would requive development ; .
prescription/distinct patients/number of prescriptions per drug class) 4 P :
within a timcframe dynamically sct by the State.
ALl The system must allow the State administrators to administer all M ves | standand Contractors complics. The system allows the State administrators
© " JOPLC/PDMP uscr accounts. . to administer all OPLC/PDMP user accoums.
AlZ12 The system must provide capability for State administrators to view all M ves | Standard Com.n%c:ors compl ies. The system provides czpability for State
user accounts, |administrators to view #ll user accounts.
- |The system must provide n mechanism to allow State administraters 10 g;:zr:::)“?;ic:m:phc.:. The s‘;ys lcn‘\\’p;:)_vndcs a ":c;: M’:i:‘;o ul.]f?w
A12.13 |grant or revoke user privileges to specific system 100ls including M Yes | Standard SIFNOTS 10 grAM OF TEVORE uSer privieges 10 specilic
S . . ) system tools including prescribing history, patient searching and
prescribing history, patient searching and Designee management. X .
Designee mznagement,
These sysiem must provide 8 notes section for cach user account. This Comtractors complics. Thcsc syslcrlns plrovldc a‘ rotes scction for
Al2.14 . , , . M Yes | Stendard |cach user account. This notes scction is only viewabie by State
notes section will only be vicwnble by State administrators, L
i administrators.
The system mst grovide capability for $1ate administrators 1o scarch Lo .
2 S W
Al2.15 for users by any ficld comained in the user's profilc. M Yes | Custom |Contractors will perform custor development 10 meet requirement,
Currenily allows scagch on first name, last name, email, dob, role,
personal DEA, employer DEA, personal NPI.
The syst 1 provi ility for Statc administrators 10 mak . . -
SYSIE MRS provide capability for Sia © BOTLnISRIO 10 € Contractors complics. The system provides capability for Seate
A12.16 modifications to all aspects of user accounts inchuding passwords, M ves | Sundard |adminisirators 1 ke modifications to all s of uscr
7 |license number, NP1 number, DEA number, name, cmail, roles, date of] : s o make cadlons 10 a1l aspects ©
N . accounts,
birth, specialty. 1
The system must provide capability for Siate administrators to add . i Contractors complics, The sysiem provides capability for State
A12.17 |notes 1o user accounts that are only vicwable to the Administrators of M Yes | Standard |administrators to add notcs to user accounts that are only viewable
Ithe system (the Siate and the Vendor). to the Administrators of the system (the State and the Vendor).
The system must provide capability for State administrators to activate Contractors complics. The systcm provides capability for State
A12.18 ) M Yes | Swundand .. . .
or deactivate accounts - sdministrators Lo activate or deactivate accounts.
Al219 The Siate administrators shall be able 10 scarch for and view all patient M ves | Standard C.onlmclors.comphcs. The Statc administrators can scarch for and
alerts, vicw all patient alcrs,
A12.20 [ The State administrators shal be able 1 view user dashboards. M | ves | Suandara |Comractors complics. The Siate administrator s able to review
. select user dashboards, '
The system must provide capability for State administrutors 1o view Contractors will perform custom development Lo mect requirement,
the search history of any Prescriber or Dispenser, including any The system curtently provides the majosity of this detail. Morc
Al2.21 qucrics made on their behalf by a designee, This capability must M ves | Custom specifically, the system identifics searches coming from PMP
" Jinclude the ability 10 view the results the query produced, where the : Gateway, PMP AWARXE, PMP AWARXE with PMP
query originated (OPLC/PDMP websitc, API, RxCheck hub, PMP InterConncct and PMP AWARXE with RxCheck. We will perform)
Gateway), 1P address, and time stamp of when cach scarch was made. custiom development 10 include the time stamp end [P,
The system must provide capability for State sdministrators to view Cont.n!ctors comph'cs_ The sysiem prowdc.s .lhc cipr'ﬂuy for State
Al2.22 o . M Yes | Standard Jadministrators to view the personal prescribing histories of
the personal prescribing historics of preseribers. prescribers

Ds
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The system must provide state administrators the ability to monitor
high risk mandates that include but are limited to: opioids for acute

'With the deployment of ASAP 4.2b in 2021 which provides the
data clements for capturing opioids for acute pain vs. opioids for

including bul not limited to eny finctional chenges to the sysiem,

2 pain; apiolds for chronic pain; high MME, concurrently prescribed M No Future - |chronic pain, OPLC/POMP administrators “..l!l have the abiliey to
L . N A . collect the datn needed 10 monitor these addivional high risk
opioid and benzodiazepine and multi provider and pharmacics,
. mandates,
The system must provide a Preseriber/Dispenscr repart by DEA Contractors complics, The system provides s Prescriber/Dispenser
nursiber.  The repont riust contain the preseribing or dispensing report by DEA number,  The report coninins the prescribing or
A12.24 fhistory, retztive to their peers in the medicz) specialty, and identify the D Yes | Standard |dispensing history, relative to their peers in the medical specialty,
by number when prescriber and/or dispenser is outside of State sct and identify the by number when preseriber andfor dispenser is
Jthresholds, : outside of State sct thresholds.
The system must provide capability for State administrators 10 view Contractors complics. The sysicm provides capability for State
Al12.25 N ) Yes | Standard L. . . . .
user Designees and supervisors administrators 10 view user Designees and supcrvisors
Contractors complies. Contractors will provide the State
A12.26 The Vendor shall provide to the State Administrators a full physical M ves | s Administrator with o full physical datas mode! and das dictionary
" Jdea model and data dictionary of the delivered systern salution, of the delivered system solution. Pleasce note. Contractors reserves
the right not 1o cxpose sensitive intcllectual propenty information.
Contractors will perform custom development 10 mect requirement.
A 12,29 The system musi provide capability for State administrators 1o access M “ves | Custom Contraciors will creete & near real-time replica of production
""" Jand download any and all tables as requested by the State, - system will be required and non-NH data removed to avoid
. violating other agreements,
. . . . Contractors will modify current feature to meet the requirement. A
The system st provide geocoding Of.wucm'.phmcm' aud . third-party geolocation platform will be uscd. Google Maps cannot
A12.28 [pharmacy locations to enable geographic analysis of the relationships M No Future )
in order 10 identify potcntial questionalidiversional activity or abuse, be used. as the platform must be HIPAA-compliam and Google
Maps does not mect HIPAA complisnce standards.
The system must generate a weekly system exeeption repon and i
[distribute to designated State administrators through e-mail or a1 time Contractors complics. State Administretors have access o a data
A12.29 ! . . i . \ M Yes | Standard L X |
of system login, The email must nol contain sensitive information. This : submission exception report upon log in to the system.
information will be uscd for quality assurance,
. . Contractors complics. Contraciors provides trrining for al) users on
_| e Vendor shall provide training for all users on how to properly use A
12,30 |the sysiem, This rzining shall be updated on an as-reeded basis M Yes | Standara [P t@ property usc the sysicm. This training is updatcd on an as-

necded basis including but not limited to amy functional changes 1o
the sysiem,

DS
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BUSINESS REQUIREMENTS VENDUR RESPONSE CHECKLIST
State Requitcments Vendor
M-
MANDAT Vendor
Req # |Requirement Deseription ORY Resp. Delivery Methed fComments
. D=DESIR
ED
BI Data Usllection from Dispensers and Data Administration
Data must be collected by the Vendor In the current format established by Contractors complles with ASAP Rules Bated
B1.1 {the American Soclety fof Automatlon in Pharmacy (ASAP) in Its ASAP Rules M Yes Standard Iresprk ion Gulde for Prescription Drug Monitoring
Based Implemeniation Guide for Prescription Monitoring Programs, Programs,
The Vender must collect the data in the most current ASAP format from Contractars complies. Data Delivery Methods Include:
o Secure FTP, Web Portal Upload, and Manual Entry.
[B1.2 |Dispensers by secure email, secure FTP, Virtual Private Network (VPN), M Yes Standard '
Secure Emall is not utillzed by dispensers but can be
and other agreed upon media.
supported, if necessary,
The Vendor must prepare and provide 10 Dispensers any instructions
reeded 1o comply with the data reporting requirements and provide
technical assistance. The New Hampshire Offica of Professional Licensure
and Certification (OPLC/POMP) andfor New Hampshlre Prescription
Manag Program Advisory Commitiee (OPLC/POMPAC) reserves the
right tp review and approve any communication prior (0 It being
h::slrihuted to Dispensers, The OPLC/POMP will provide the Vendor w?th a (Contractors complias with preparing and providing
t of Dispensers required to report, which will include the Dispensers
| Dispensers with Instructions needed to comply with the
81.3 |names and mailing addresses. There sre approximately 1,300 Dispensers %] Yes Standard
. data reporting requirements and also provides technical
that may be required to report into the program. 300 in-State Dispensars, asdstance
700 Qut-of-5tate Dispensers, and 300 Veterinarians, Emergency Room '
Docters, Physicians, Dentists, etc... An updated list of Dispensers will be
provided as needed to the Vendor upon request. There are an estimated
\ 11,000 Practitioners of which 3 small percent chooss o dispense
medication and all Practitioners must register with the OPLC/PDMP.
Email address must be provided by Dispensers/Practitioners during the
OPLC/PDMP reglsiration process,
The Vendor shall allow for the manudl submisslon of data If the dispenser Consractors complles and allows the vendor to manually
{51.4 or prescriber does not have internet access. The Vendor shall process and M Yes Standard st the data If the dispenser or prescriber does not
lcad manual submissions Into the system. have internat access,
The system must have the abillty to receive real-time electronic
prescription information transmitted directly from dispensers twenty-four
hours a day seven days » week. Dispensers are required 1o submit all Contractors complies with the ability to recelve real-time
B1,5 [records to the systam no later than the next business day after dispensing M Yes Standard electronic prescription Information transmitted directly
a controlled substance. Veterinarlan Dispensers must be able to transmit from dispensers 24 hours 2 day, 7 days s week.
information elther electronically or manually no later than seven days
after dispensing a controlled substance.
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Identify and flag users in each dispensing category &3 "non-compllant™
who fail Lo submit data or submit & report with no records/data [e.g. Iero
report).

Yes

Standarg

Contractors cornplies. Within our PMP Clesringhouse, a
Pharmacy Error page is available for administrators to
quickly identify pharmacies with errors that are not being
corrected in a timely manner, An interaciive report is
available that contains detalls on fle submissions, rere
reports, errors, and other pharmacy information,
providing a comprehensive view of a state's overall

bmission compliance as well as granular pharmacy-
level details. This report identifies dispensers thai have
outstanding errors, and dispensers that have errors
outstanding for more than specific number of days, as
determined by the MPDR. Additionally, administrators
have 3ccess 10 reporting tooks within Contractors PMP
AWARXE that identify "delinquent” dispensers, defined -
as dispensars not submitting data or tevo reportsina
timely fashion. Administrators have access 10 track
whether each of these data submitters/pharmacles were
compliant with the state’s submission compliance
policies, including for data submissions and zero reports.
In addlition, state PDMP administrators can view,
generate reports, and export registrant user profile data
that is updated daily using the Jasper and Tableau
business intelligence tools,

B1.6

The application must allow OPLC/POMP to obtain a report/flist of *non-

pliant™ Disp s at any time,

Yas

Standard

Contractors complles. Within our PMP Clearinghouse, 3
Pharmacy Error page Is available for administrators to
quickly identify pharmacies with errors that are not being
corrected in a timely manner. Additionally,
administrators have access to reporting tools within
Conlractors PMP AWARXE that identify “delinquent”
dispensers, deflined as dispensers not submitting data or
zero reports in a timely fashion,

817

The 2pplication must create and store & record of each attempted data
submission by Dispenser, whether or not the data submission is
successful/error free. Statistics regarding data submisslons (good and
bad) must be accessible to tha system Administrators

Yes

Standard

Contractors complies. Administrators have access to
track whether each of these dara submittars/pharmacies
were compliant with the state’s submission compliance
policies, including for data submissions and tero reports.
In addition, state PDMP administrators can view,
heneme reports, and export registrant user profile data
that Is updated dally using the Jasper and Tableau
business intelligence tools,

|eLs

| The application must logically associate each record with a Dispenser's
account and include, at 3 minimum, the following information in each
record:

* Unlgue Dispenser 1D
* Date Submitted
* Time Submitted

* Attempted number of Records 1o be Submitted
* Number of Records Successfully Submitied

* Source IP Address of the Data Submission

Standard

Contractors complies. The application logically
associates each record with a Dispenser's account

D3
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The application must return an acknowledgement or display a message 10
the Dispenser regarding whether thelr attempted data submission is
successful or faited, and if [ailed, the acknowledgement or message must
identify the error{s)} in enough detail that the Dispenser can correct the
data and re-submit, The Dispenser must be notified when thelr data
transmisslon does not meet the established threshold for accuracy and

Contractors complles. Data processing and loading into
Contractors's PME Clearinghouse oceurs 24 hours per
day, 7 days per week, 365 days per year 50 that
submitted records are constantly processed and do not
walt for & nightly bateh process. Once data is imported,
it is Immediately avallable to authorized users to query
and view through various reports within the POMPs,
Each data transmission is acknowledged with » status
repon that is emailed to the submitter and Is also

elements for each Schedule 11-1V prescription, In standard ASAP format:

* The Dispenser's DEA Number
* Name of the patlent for whom the controlled substance is being
dispensed

* The Patlents’ Full Address, including clty, state, and zip code; Telephone
Number; and Date of Birth

* Date the prescription was written

* Date the prescription was fllled and sokd

* Prescription Numbsr

. W‘Pgethcr the prescription is new or a refill

* Metric quantity of the dispensed drug

* Estimated days of supply of dispensed drug, if provided to the Dispenser

* Natlonal Drug Code of dispensed drug

* Prescriber’s DEA Number and NP1

* Mumber of refills

* Source of payment (Insurance or Other)

* Species Code PAT20: {01) Human {02) Veterinary Patient — If animal also
|fill in flelg for animal name

* Treatment Type DSP24: (01) not used for oploid dependency (02} Used
for opiold dependency treatment

K Y It b 3
B19 | ompleteness and be provided with a detalied explanation of the cause of i Standard :!\ﬂ:ﬂe wit : n wr:::::]“m::::; :ﬂ :cord; t:;a:
the errors. The Dispenser must correct the errors and resubmit the file o nat pass Rerar va ns dre ely repo °
. . the data submitter via a file status emall and through a
until it is accepted. The OPLC/PDMP must be notified when 3 Dispensers
File Status page within the Contractors PMP
data submission is not completed by the pre-established due date.
Clearinghouse web portal. For each submitted flle that
Qispensers have 72 work day hours to correct identifled errors or they are N
has errors, dalky fle status emails are sent to data
considerad to be in violation of the State law,
submitters until all errors are corrected, Data corrections
are revalidated upon submission, and If accepted, the
outstanding error is cleared, Indicating the dats has been
corrected.
i Contractors complies. Through immediate processing of
The application must collect data regarding every dispensing of a data rather than nightly batch processing, PMP AWARXE
' X
monitored prescription dr;.n; from approximately 1,300 licensad individuals makes the most recent and comprehensive data
with the authorlty to displonse monltored prescription drugs and avallable to end users. PMP AWARXE has flexible data
approximately 700 pharmacies licensed to dispense monltored submisslon options to meet the needs of dispensers
{B81.10 |prescription drugs to patients in New Hampshire of which 300 are In-Siate Yes Standard regardiess of thalr IT sophistication. Contractors’ data
) and 700 are Out-of-State, and 300 Veterinarkans, Emergency Room collection module, PMP Clearinghouse, supports data
Daoctors, Physicians, Dentists, #ic... through » variety of secure {submission In a diverse range of industry standard
wansmission/iransport protocels, standards and methods to receive data formats including ASAP, batch file transmissions, manual
from Dispensers, inltially Inctuding the following st 8 minimum: and putomated dats entry via a Web portal, SFTP and
TCPP.
* ASAP
* Bach File transmission methods with daily update capabllity
* Manual data entry through a secure Web portal
* Manual batch file upload via » secure Wab portal
® Securs file transfer of a batch file via File Transler Protocol (FTP)
* Teanster Control Protocol internet Pratocol {TCPIP)
Contractors complles, Manual Dispensers can report
181.11 {Manual Dispensers must be able 10 re; dispensing via bsi
nual Dispe be report dispensing via a secure website Yes Standard dispensing via a secure website -
- Contraciors complies. Currently, the NH POMP is on
Data collected from the Di t Include Lhe §i N hich incl
lo1.1z collected I ispensers must Include Lhe following data Yes Standard [ASAP 4. 2A, which includes PAT20 and DSP24 as

“Required” flelds. When a newer ASAP version is
announced, Contractors Health begins development to

(]
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Dispensers under common ownarship must be permitted to submit all of

Contractors complies and allows dispensers under
common ownership (o submit all of thelr data in one

The Informatlon provided to each person who requests or recelves
Informatlon from the system. (3) The date and time the Information is
requested and provided. (4) Reason for the request including the reason
for any denied requests.

.14 | Ission,
Bl ;:::‘:m l:ro::c::'r‘:: rlplln;‘:l:: :;:;:ch Dispenser s clearly Yes Standard transmisslon, provided each dispenser is clearly
' Identified.
The Vendor is responsible for monitoring that each Dispenser has
. it h
submitted data on the required submission schedule, and must notify the g‘:‘p‘e’:::?f: ::T:::kf;:;r::tdw;z::s :;r: ;ia: ot
B1.15 |Dispanser of any submission fallures, Vendor must notifty OPLC/PDMP Yes Standard any submission failures. Contractors provides .p': ‘0
when Dispenser fails to elther report the data or make the appropriate OP‘:.CJPDMP coniai: i -Dis nsar err:\rs por
corrections within the state defined imeframe. ng Dispe ’
The data submitted by the Disp s must be validated to confirm that
the data submitted reets the accuracy and completeness thresholds
established by the OPLC/PDMP, The process must confiem that all Contractors complies, Contractors' PMP Clesringhouse
B1.16 |required flelds are included and must vatidate that the data is valid based Yas Standard data submisslon application allows for validations
on Industry best-practice. For example, the dispense date must be lconfigurations.
greater then the date of birth of the Patlent but less than or equal to the
current date.
Contractors comglies. If the DEA number s Included in
DEA numbsr Is Included in each record from the Dispenser and durlng the each I'a e‘:o:::::b:‘::):?;er' :::::2':‘“:::2'
data upload process the application needs to populate Prescriber Name, Popu » Dispe: * 55
larar Yes Standard and Registered Schedule based on the DEA number, If
Dispenser Name, Address, and Registered Schedule based on the DEA
numbsr, the DEA number If not present in the data submission,
! the record Is rejected and an error is sent 10 the data
submitter,
The application must identify and differentiate Institutional DEA Numbers Contractors can perform custom development to maet .
Bi.18 troen Individual Prescribers. Yes Custom request, Contractors would need to enhance the system.
) o read o d-digit suffix code and & result
N huded i h d |l th t
e e o o e oo anpis. s o g
18119 P e gt popu 8 . Strength, Yes Standard Name, Strength, controlled substance schedule and
controlled substance schedute and dosage form based on the NDC .
umber dosage form based on the NDC number,
1 ds Infy & :
A autamated process needs ta compare Information in the database with Contractors witl offer a report that identifles records that
81.20 |NOC number updates and update the various Aelds with new/revised No Fuiure '
fnfarmation based on the NOC updates g would be updated if a NDC required modification,
The vendor must provide 3 NDC data base [ 8.4, FIRST DATA BANK * } and Cortractors complies. Contractars providas a NOC data
B81.21 4 st of DEA numbers from Drug Enforcement Agency. Yes Standard base and a Rst of DEA numbers from Drug Enforcement
' Agency.
t X
The sysiem must not contain or display drugs that are not scheduled 5?"":; z";onmofi;!?el !:s:edm:?:!::n;::hii;::: £
B1.22 [federally or by the State of New Hampshire, with the exception of New Yes Standard uis that a vled e e b o
Hampshire-identifled drugs of concarn, New Hampshire, with the exception of Mew Hampshire-
" & ' identified drugs of concern.
The system shall provide the abllity for configuration of data cleansing and Contractors complies. The system provides the abiliy for
|81.23 vatidation based on the needs of the State Yes Standard configuration of data cleansing and validation based on
the needs of the State
The system must maintain a record and audit trail of all system querles,
Capiuring the following Information but not ltmited ta: (1) The keentity
and locatlon of each person who requests or recelves infermation from
B1.24 the system (Facility Name if from HCE or IP addrass if from a webshe). (2) Yes Standard Contractors complles, The system must maintain a

record and audit trail of all system querles,

+1-]
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The systern must provide an approach that will defiver 3 data extract to

Contractors complies. The systemn provides an approach

capabllities as follows:

* Audit Reports/Look Ups to Include but nat limited to: Dispenser
compliance with transmission of dispensed data on » weekly basis.
Dispenser's non-compliance with transmisston of dispensed data on a
weekly basis; Registration of Prescribers and Dispensers.

* Threshold Reports/Look Ups 1o Include but not imited to: Number of
prescriptions dispensed, number of Prescribers used, and number of
pharmacles used in 3 designated time period. The criterla may be added
10 o7 changed over lime. A report function for this activity I8 required and
must atlow for parameters 10 be changed.

* Provider Report/Look Ups to include 10 Include but not limited to: Al
patlents and demographics: name, birthdate, address, all drug{s) names,
strength, quantity, refill status, all prescription(s) dispensed by date,
pharmacy name{s) and addresses, range of start and stop dates for filled
prescriptions; provider(s) name and address.

* Pharmacist Report/Lack Ups to include but not imited to: Patient
demographics as above, drugls) dispensed Lo date; prescriptions) written
and date, drug swrength, quantity, refill status, snd provider demographics
as above.

* Patient Report/took Ups to include but not limited 10: Patient
demographics, drug(s) name, strength, quantity, date prescribed and
dispensed and refill status. :

* Law Enforcement Report/Look Ups te include but rot limited to: Report
will be & query template based on what is requested and approved for
release, .

B1.25 |the State and/or State partners as designated by the State on an agreed Yes Standard that will deliver 3 data extract 1o the State and/or State
upon time interval. partners.
82 Dota Deletion and Back-Up Restoration
The system shafl provide the abitity for configurazion of data deansing and
B82.1 lidation based on the neads of the State Yes Standard Contractors comphies,
All records relating to any individual prescribed a controlled substance
{schedule 11, ill or IV} must be retained for 36 months from the date It was
dispensed to the individual. At thirty slx {36) manths and one (1) day, 3il
B22 |, ecards older than 36 months must be deleted. Moving forward, the Yes Swndard  [Contractars complles.
maost current 36 months of data must be retained in the application using.
the same deletion criteria.
Lll Back-Up Tapes need to be used 1o restore data; the record deletlons as , Contractors complies. No use of backup tapes; Data is
152.3 defined in Requirements B2,3 must be performed prior to making the data Yes Standard backed up using disk-disk and block-block replication 1o
available to users. alternate locatlons for proper recovery.
83 Reports & Forms
Contractors complles, Contractors Health utllized
Tableau as its primary data analysis tool, Tableau Is
31 The application must provide six {6) categories of reports/queries Yes Standard recognized as an industry leader in the data analytics and

visualization sector. Pharmacy compliance Is through
Tableau. Threshold Reports and Provider Reports are
both contalned with AWARKE

Ds
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Canned Reports that allow Users, with the appropriate rights based on

Contractors complies, Contractors Health utilized
Tableau as its primary data analysis tool. Tablesu is
recognized as an industry keader in the data analytics and

capabillties, Search results can be printed:

-

. i tand;
83.2 their security role to select report critesia as following: . Standard visualization sector, Pharmacy compllance Is through
Tableav. Some reports listed are available In PMP
[AWARKE and/or Tableau.
* Prescriptions prescribed Lo an indhvidual by drug type by time period;
* Prescriptions dispensed 10 an Individual by drug type by location by time
period;
* Prescriptions dispensed by drug type by time perlod (summary);
* Prescription trends by location (see above) by time period {summary):
* Queries executed by date by time by individual;
* Listing of authorized logins, name, entity, sccass history, and login
explration:
* Indbviduals visiting a mukiple prescribers and multiple pharmacies based
on a deflned threshold In a given [(defined) period;
* Prescriptions prescribed by a selected Prescriber by date. Must allow
the State the abillty to put in the date range desired;
* High risk indicators: dangerous drug combinations {#.¢. benzos and
opiolds); muttiple prescribers/pharmacies; and high MME;
* The :ppucat.ion must provide the ability for the User to select various
geographic areas (town, County, Region, etc._.) with canned, ad-hoe, and
[ ired reports. -
t lies. ! -
83.3 |Application must have a user-friendly query tool Yes Standard Contractors camplies. PMP AWARKE Is a user-friendly
. query 1ool.
. Contractors complies. Users with the appropriate
with t
B34 Users the appropriate rights/privileges must have the abilicy to Yes Standard rights/privileges have the ability to execute queries
‘execute queries agalnst the database.
againsi the database.
Cont: ties. U ith th i
Users with the appropriate rights/privileges must have the ability to on uu?” carplies. Lisers w © appropriaie
rights/privileges have the ability 10 execute standard -
B3.5 |execute standard reports, 10 execute ad hoc queries, and Lo create custom, Yes Standard
reports reports, 10 execute ad hoc queries, and 1o create custom
ports. reports.
Contractors complles. The system |s able 10 #xport all
ports | i
83.6 i::?;:;:': : ?;::’:; al ::bell nte Ex?::::::l r;q:o:'r;: [;Z:fr Yes Standard reports into Excel without reguiring further modification
8 ", O manu u . of formatting, labeling, or manual manipulation in Excel.
Contractars complles. Contractors understands, accepts,
The Vendor shall understand, accept, and acknowledge that the data and acknowledges that the data collected, maintained
3.7 collected, malntained and used within the OPLC/PDOMP system |s owned Yes Standard and used within the OPLC/PDMP system is owned by the
" |by the Staze of Naw Hampshire. The Vendor shall allew access to all data State of Mew Hampshire. Contractors will allow access 1o
and elements In a simple manner &s well as raw data extracts, all data and elements in a simple manner as well as raw
data extracts.
licatl Ith M {
The application must integrate with MS Word {verslon 2010 or highar} and Contractors complles. Templates five within the
1!!3.8 have the abillty 10 generate up to 20 temptate documents/letters that can Yes Standard application to alow for distrlbution to Dispensers
be emailed directly to Dispensers., :
B4 Datobose Search and Query Features
The application must have fuzry logic, soundex and wild cards search Contractors complles, The application has fuzzy logle,
Yes Standard

soundex and wlld cards search capabilities and search
results can be printed. .

12/23/2021
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Contractors provides partlal and full search based on
First Name, Last Name, DOB. Additional flelds such as
55M, Driver's License &, phone number, and fill date are
atsc available. Contractors will work with the state to
B84.2 |The application must allow the user to do full-téxt searches Yes Standard define full text search requirements. The State should
consider the relevance 1o patient matching whan
determining scope of the search indexing and amount of
~false posithves™ that may be produced in search resufts
when contemplating full text search options.
ctors ¢ les. Th \ Il t
The application must allow users to drill down on the results of patient Contra omplies. The apalication allows users to
drill down on the results of patient searches to ses
B4.3  |searches 10 see pharmacy used, Prescriber, prescriptions dispensed by Yes Standard
W date, drug name, strength, and quantity pharmacy used, Prescriber, prescriptions dispensed by
- ' »anc s date, drug name, strength, and quantity
feni ‘Contractors complies. The application distingulshes query|
84.4 |The application must distinguish query capabilities based on user roles. Yes Standard capabillties based on user roles.
Ll
Contractors complies. All queries are logged, tracking the
IM.S Al querles must be logged, tracking user and the flelds queried Yes Standard user, and the elds queried.
lies. h tion to print
Isq.s The user must have the opiion to print query results Yeas Standard Contractars complies. The user has the op o prin
. query results,
Contractors complies. The application sllows authorlzed
The application must allow authorized OPLC/PDMP Administrators/ staff OPLC/POMP Administrators/ stalf to search, correlate,
47 to search, correlate, query, and match records on sl variables contained Yes Standard query, and match records on a8 variables contalned In
" |inthe record in arder to discaver instances in which the records of a single the record in order to discover instances in which the
patient are misidentllled as being the records of twe or more patients. records of a single patient are misidentified as belng the
records of two o more patients.
The spplication must allow authorized investigative users to submit a Caontractors complies. The application atiows suthorized
B4.8 |request, with applicable documentation, securely for data (e.g. patient Yes Standard Investigathve users to submit a request, with applicable
record, prescriber history, dispensation history}. [documentation securely for data.
Dara that has passed the checks for accuracy and completeness shall be Contractors complles. Data that has passed the checks
849 F Yes Standard for accuracy and completeness is accessible to users as
sccessible to users a5 soon 35 possible after submission, ) _
so0n as possible after submission, :
' bty iber to Includ
The system must.prowdde the abillcy for & prescriber ,D nclude the . Contractors complies, The system pravides the ability for
informatlon obtained from the system In the patient's medical record that
684.10 Yes Standard # prescriber ta include the informatlon ebtained irom the
1 includes both the abllity to print and scan Into the record and/or through system In the patient’s medical record
electronit health system integration. v pa '
The sysiem must alert prescribers and dispensers In identifying at-risk Contractors complles. With Contractors’ NarxCare
prescribers and dispensers are alested to help Mentifying
individuals when thelr patients meet certain risk criteria for the purpose of|
, at-ritk individuals when their patients meet certaln risk
BaI1 making educated health care declsions and/or referrals to screening or Yes Standard riteria for the of making educated health car
"7 Jureatment services by directly tagging the patient chart when they have ancar criseria o purpase aking educated heal *
decisions and/or refersals to sereening or treatment
mat/exceeded any at-risk thresholds {e.g. high MME; concurrent services by directly 1agging the patient chart when they
loid, i ine Rx; and multi prescriber/pha N
oplaid/beniodiazepine and mult) pr ifpharmacy) have metfexceeded any at-risk thresholds.
3 £
The system must allow a prescriber Lo query the system to view thelr c::m;::? ::T“p::;:r [;:‘:r:'::::n;pte:rlb:;:o
84.12 fcurvent and perspective patlent’s controlled substance daia as well as Yes Standard Juery ) bt perspec
thelr prescribing hist patient's controlled substance data as well as their
P oy prescribing history,
’ fles, i
The sysiem musit allow dispensers the abillty to query the system for a Cantractors complles. The system aliows dispensers the
! . abllity to query the system for a current patlent to whom
84.13 [current patient to whom the dispenser is dispensing or consldering Yes Standard
the dispenser Is dispensing or considering dispensing any
dispensing any controlled substance,
controlled substance.
The syst he abillty to generate a prescription hist
systam must provide the abillty to genera pr prien W0y Contractors complies. Contractors provides the tools for
report Lo be provided to a patient and a report of who has queried the
hu.u ) Yes Standard the State to generate the information and State can
systern for a patlent's prescription history, The reports must be printable derermine the method of distribution
and able 1o be electronically distributed. of gstriwnion.
B85 Interoperobifity/integration

| /?(
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Contractors complies, Contractors will not restrict

The Vendor shall permit the OPLC/POMP, without restrictions, to securely :;"J::‘::::‘:m:: ‘:::;?m :e:: :::;P"d"’l m”"’

integrate the OPLC/PDMP system with EMRs, pharmacy management arattor rectly
|85.1 M Yes Standard rmay not allow for multl-state searches, Integrations

sysiems and any other partles using RxCheck, PMP Gateway, or the

svstem API connecting through an approved hub must adhere to

. rules of hub{s) for multl-state data and state specific
nules regarding data use. Additional costs may apply.

The Vendor shall provide technologically 10 facilitate the interoparability ::"::“:;::': c'i’r’::"::l“::“c:2::‘:"':3;"?:':” \

185.2 Jof the system, without restrictlon, with other states’ prescription drug M Yes Standard dn:: rvacy ris:uccm will be :ubiect lpoofurth:r ecera
ori ! d I il ha ) .

monitoring systems and ehectronk health information exchange systems discussion with the State of New Hampshire.
|86 Miscellaneous Feaiures

The appllcation must have the ability 10 recognize siightly different but f::"":f:‘”;ic::“":f;' :h: ;p:’";:::";:: ‘h: 'b'":’ 1:0

similar Patlent records te aveid duplicate data entry/records and aliow the - ognize slightly diffecen but < rratlent recorcs to

B&.1 . M Yes Standard avold duplicate dats entry/records. Administrators have
Administrators the ability to review/merge/delete/accept records that fall . .
into this categary. the ability to review/merge/delete/accept records that
. fall into this category,

The application must allow system Administrators the ability to search,

correlate, query and match records on all variables contained in a retord Contractors complies. The application aliows system
|86.2 M Yes Standard Adminksiraiors the ability to search, torreiate, query and

in order 10 discover Instances in which the records of a single patient are h 4 ciabl ined i d

misidentified as being the records of two or more patients, match records on variables conia n b record.

D8
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Users must have the ability to self-register and reset their passwords

Contractors complles. Users have the abillty to sell-

B6.3 through the sppication Yas Standard register and reset thelr passwords through the
v P nglimlon.
The applicatlon must have the ability for regisirants to select a main
licensing role {e.g. MD, APRN, A, DMD ete..) as well as sufficlent sub-
specialty roles per licensing role. The sub-speciaity roles (e.g. second or Contractors comalles. The application must have the
B6.4 {hird tier) must be available, as sppropriste, for each role 5o that licensees Yes Standargd ability for reglstrants to select a maln licensing rote and
can be assessed and compared respectiully agalnst their sppropriate speclafty roles,
paers,
PMP Administrators must have the ability to post announcements on the Contractors complies. PMP Administators have the
B6.5 home page of the application 50 Users sae them when they log In Yes Standard ability to post announcements on the home page of the
) application so Users see them when they log in.
The application must allow links to web sltes/pages to be inserted on Contractars com"_"“' The application allows links to web
B86.6 appropriate pages/iocations Yos Standard sltes/pages to be inserted on appropriate
prop P : pages/locations.
PMP Administrators must have the sbility to modify data in the database. Conractors complies, PMP Administrators have the
B85.7 £or example -Demo|ra phic infarmation Yes Standard ability to modify data In the database. For example,
! ’ Demographic Information,
Dispansers must have the abillty o correct data when they determine that Contractors comalles. m’"n”r’ have the abliity to
B5.8 Incorrect data was submitted via the weekly transfer erc. Yes Standard correct data when they determine that incorrect data
3 was submitted,
Contractors delivers this feature taday within states that
hava the ability to implement the integration web
Must have the ability to upload Licensed drug prescriber and Dispenser service, Contractors will work with the state's third party
86.9 detalls from the States’ existing licensing applications h{}} Standard |licensing vendor to perform the development needed to
meet the requiremenst, Ii/when the state implements a
web servike, Contractors will code to the specifications
put forth by the siate 1o accomplish this requiremant.
Contractors complies. Contractors has vast expetience
Vendors must have experience providing Prescription Drug Management providing Preseription Drug Management software
software solutions. The vendor must be capabie of creating and executing solutlons and is capable of creating and executing a
586.10 a project Implementation plan including Installation, conflguration, Yes Standard project implementation plan including Instattation,
training, and post Installation support including measures to test and conflguration, tralning, and post installation support
verify successful deployment, including measures to test and verify successful
deployment.
OPLC/PDMP administrators must have the abillty o monitar high risk w::;h’ ":"L"'u iy of "": “f “":" 201 "b’::hf
mandates that include but are llmited to: opiokds for acute paln; oploids provides the data elements for capturing oplolds for
B85.11 for chronic pain; high MME, concurrently preseribed oploid and No Future acute pain vs, opicids for chronic pain, OPLL/POMP
benxodlue:w'md mati ;;rcwider and pharmacies admilnittrators will have the ability 10 collect the data
: needed to monitor these additional high risk mandates.

(2]
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- |HARDWARE REQUIREMENTS VENDOR RESPONSE CHECKLIST

the pricing

State Requirements Vendor
M-
MANDAT
. V H
Req # Requirement Description ORY ;:sdor [;;llt\;‘cr: Comments
D=DESIR P- 0
ED
El Equipment
d . , .
£11 Ven .or must to identify all equipment - M Yes Standard Contra?ctors
required to support the proposed solution complies.
Vendor shall identify all 3rd party tools
i h d soluti
E12 requ‘lrec'i to SE.Ip.port"t e propose .so u |on. M Yes Standard Contra?ctors
and indicate if licensing costs are included in complies.

(ec
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f
HOSTING-CLOUD REHosting Cloud QUIREMENTS
State Requirements Vendor
M-
MANDATO Vendor] Delivery
Req ¥ [Requirement Description RY Res \te(ho': Comments
pepESIRE| P |
D
M1 Operations
H Wi in multiple Avgilabil:
M1.1 [System must be hosted by the Vendor M Yes |standard ‘”‘:" ind managed ot Amazon Web Services in multiple Avaitsbiliry
Vendor shall maintain a secure hosting environment providing sl necessary .
HL2 [hardware, software, and Internet bandwidth to manage the application and support M Yes | Standard [Contractors complies.
users with permission based logins.
H1.3 [State access will be via VPN or Internat Browser M Yes | Standard [Contractors complles.
A1 the State’s option, authorized third partles may be given limited access by the
Hl.4 |Vendor to certaln levels of the State's systam through the VPN or through a separate M Yes | Standard |Contracton complies.,
ws 1he Vendor's specifications,
The State will be responsible for equipment, labor, #nd for services necessary to set- Conte "
HLS up and maintain the internet connectivity at the State and/or other third party sites. M ves Contractors v
[Vendor will not be respofslble for network connection issues, problems or conditions
arising from or related to circumsiances outtide the control of Lhe Vendor, ex:
H1.6 |bandwidth, network outages and for any other conditions arising on the Stata’s M Yes | Standard [Contractors complies.
internal network or, more generally. cuttide the Yendor's firewall or any Issues that
are the responsibility of the State Internet Service Provider, .
Vendor shall provide a secure Class A Data Center providing equipment [including
i
H1.7 |dedicated servers), an on-site 24/7 system opersior, managed firewall services, and M Yas | Standacd Hosted and managed #1 Amazon Web Services In multiple Availablliry
Zones
managed Backup Services.
Mg Data Center Alr Conditioning = used 10 control tlemperature and humidity In the Data M Y Standard Hosted and managed at Amaton Web Services In multiple Availability
" _|centes. Temperature ranges shall be between 68 and 75 °F. b Zones
Data Center Humldity shall be densing and be maintained between 40-55% Hosted and managed a1 Amazon Web Services In multiple Avaltabitizy
H.9 'with 2 maximum dew point of 62 °F, M Yes |Standard Zones
Data Center Backup Power = uninterruptible power supplies shall be sired 10 sustain
compules systems and associated components for, at a minimum, the amount of
Hi A Avall
H1.10 Jtime it takes for a backup generator to take over providing power, Where possible, M Yes |Standard osted and managed at Amazon Web Services in multiple Avallability
N Zones
sarvers shall contain redundant power supplles connecied (o commercial power via
separate leeds,
Oata Center Generator — shall be suificient to sustain computer systems and
associaied components for, at a minimum, the amount of time it takes for Hosted and managed at Amazon Web Services in multiple Availability
H1.11 M Yes |Standard
commerclal power 1o return, Fuel tanks shall be large enough to support the Zonas
{generator a1 -full load for a period nol less than 1 % days of operation.
Data Center Floor = A raised floor is reguired for more unlform air circutation in the
H1.12 |form of a plenum for cold air a5 well as 10 provide space for power cabling and M Yes | Standard ;Go;ted and manzged at Amazon Web Services in multiple Availabllity
wetness monioring, ones
H1.13 Data Center Fire Protection System - fire detectors in conjunclion with suppression M ves |suandard Hosted and managad at Amazon Web Services in multiple Availability
77 |easeous systems must be installed to reduce the risk of loss due to fire. Zones
Tha Data Center must be physically secured - restricted access to the site 10 s
H1.14 penonnel with controly sueh as biometric, badge, and others security selutions. ™ Yes | standsrd Hosted and managed at Amazon Web Services in multiple Availability
" |Policies for graming access must be in place snd followed. Access shall only be * lrones
ranted 1o those with a need 10 perform tasks in the Data Canter,
H1.15 [Verdor must monitor the application and all servars, M Yes | Standard [Leverage multiple software monitoring solutions
vendor shall manage the databases and services on all servers located at the
H1.16 endor's faclhiy, - M Yes | Standard |[Contractors complies, |

Ds
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Critlcal vulnenabilities will be addressed and tested within 7 days.
Barring any unintended side efiects with systemn functionallty, the
H1L17 ;’;‘;"' :';‘" ::""'('"" ‘t‘:":‘:::"’:‘:::;"“‘h”' updates, and other utlbiles within Yes | Standard Jpatch will be in production within 10 days, High wlnerabilisies with be
¥e ol refease from the manu - : resolved within 30 days. Medium and low vulnerabilities will be
resolved quarterty,
H1.18 |Vendor shafl monitor System, security, and application logs. Yes | Standard |Contractors complies.
H1.19 |vendor shatt manage the sharing of data resources. Yes | Standard |Contractors complies.
H1.20 |Vendor shall manage dally backups, off-site data storage, and restore operations. Yes | Standard [Contractors complies,
H1.21 | The Vendor shall monitor physical hardware. Yes | Standard |[AWS Shared Responsidility model.
HLT2 The Vendor shall report any breach in security to the PMP Program Manager within 2 ves |standard Contractors will report arvy breach in securlty ta the PMP Program
" I3 of time that the vendor learns of occurrence, Manager within 2 hrs of time that the vendor learns of occurence.
H2 Disarvter Revovery
Contractors Health defines and valitates yearty a detailed disaster
i h
H2,1 Vendor shall conform to adequate disaster recovery procedures as defined by the Yes |S5tandard Jrecovery policy and plan that aligns with cloud architecture best
State of New Hampshire, -
practice and Industry best practice.
Vendor shall have documented disaster recovery plans that sddress the recovery of
H2.2 [lost State data as well as thelr own, Systems shall be srchitected to meet the defined Yes |Standard |Contractors complies.
recovery needs. .
The disaster recovery plan shall dentity appropriate methods for procuring Contracters Health implements highly avaitable and fault tolerance
additional hardware in the event of 3 component failure. In most instances, systems .
designs based on cloud architecture best' practice that includes a
H2.3 |shatloffer a level of redundancy 1o the loss of a drive or power supply will not be Yes | Standard efined cross region dissster recovery policy based on automation and
sufficlent to terminate services h , these falled r will have 10 be & > Y policy
. infrastructure as code.
replaced.
All vohumes and persistence solutions In the Contraciors Health
itable. In addlth "
H2.4  |vendor shall adhere 10 2 defined and documented back-up schedule and procedure. Yes | Standard scosysiem are distributed and highty "
processes are in place [0 ensure recoverable snapshots are taken to
meet RTO and APO requirements.,
Back-up coples of data are made for the purpose of facilitating a restore of the data
H2.5 In the event of data loss or System failure. Yes | Standard [Contractors Health leverages AWS Technologies
d \
Scheduled backups of il servers must be completed regutarty, Ata rnlnimun?, B volumes and persistence solutions at Contractors Health run
Bluehost servers shall be backed up nightly, with one dally, one weekly, and one
H26 moanthly backup stored In 3 secure location to assure data recovery In the avent of Ves | Standard Javtomated processes to ensure snapshots are taken on 3 scheduled
S i basls dalty and stored In a distributed data store.
Ini bie f s di Tal ity, "
H2,7 he accep quency I3 diff backup dally, and complete Yes |Standard [Contractors complies.
backup weekly.
M8 Tapes or other back-up media tapes must be securely transferred [rom the site to Yes |standard Contractors Health backups are stored in AWS 53 distributed across a
™ |ancther secure location to avold complete data loss with the loss of » facility. minimal of three availabllity zones {data center lacations},

08
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lalis] . nsport y §
I State data is personally identiflable, data must be encrypted in the operation Contra Health supports TLS 1.2 tra encryption, requires S5t

H2.9 M Yes |Standard [foc all internal ¢ ication and sut and audits AES256
em ent and on back up tapes. ancryption at rest across all storage.
Data recovery = in the event that recovery back to the last backup Is not suffkient to
recover Slate Data, the Vendor shatl employ the use of database logs In addition to Contractors Health chearing house intake and audlt process support
H1.19 |backup medla in the restoration of the database(s) to sfford 2 much closer to real M Yes {Standard |RPO. Database infrastructure also supports near reaitime replication
ume recovery, To do this, logs must be moved off the volume containing the to replica instances,
database with & frequency to match the business needs,
H3 Network Architecture

The Vendor must operate hosting Services on 3 network offering adequate

performance to meet the business requirements for the State application, For the
A M les,
H3.1 purpose of this RFP, adequate performarke is defined a3 99.9% uptime, exclusive of Yes | Standard[Contractars camplies

the regularly scheduled maintenance window.

The Vendor shall provide network redundancy desmed adequate by the State by
M3.2 |assuring redundam connections provided by multiple internet Vandors, so that s M Yes | Standard [Contractors complies.,
fallure of one Internet connection will not Interrupt sccess 1o the State application.

Where redundant connectlons are not provided, then the Internet Vendor who

provides the internet service to the Vendor must have thair service supplied by a .
.. M ¥ lles.

Hi3 provider(s) 1hat has multiple feeds to ensure that s failure in one of the larger es | Standard |Contractars complles

carriers will not cause a failure of the State’s Service,

The Vendor' network architecture must includa redundancy of routers and switches

in the Dats Center.

Hi4 M Yes | Standard [Contractors complies.

Aemote access shall be customized to the State’s business application, la instances

where Lha $tate requires access 10 the application or server -resources not in the

H3, M tracts lles,
35 DMZ, the Vendor shall provide remaote desktop connection to the server through Ves |Standard]Contractors complles

secure protocols such as a Virtual Private Network (VPN),

144 Hosting Security
The Vendor shall employ security measures ensure that the Sate's application and

Ha.1 data is protected, M Yes |Standard [Contractors complies.
tf hosted Itipl bet
a2 State data Is hosted on mudtiple servers, data exchanges between and among M Yes | Standard |Cantractors complies,
servers must be encrypled,
All servers and devices must have currently-supported and hardened operating \
-viral, 1- , Ant- L 3 3
HA3 the latest anti-viral, antl-hacker, anti-spam, antlspyware, and anti-matware M Yes |standard[Contractors compiies.

utifities. The environment, as 3 whole, shall have aggressive intruston-datection snd
{lrewall protection.

All components of the Infrastructure shall be reviewed and tested to ensure they
protect the State’s hardware, software, and its related data assets, Tests shall focus
H4.4 Jon the technical, administrative and physical security controls that have been M Yes | Standard [Contractors complies.

designed into the System architecture In order 1o provide confidentiaticy, integrity '
and availability,

in the development or maintensnce of any code, the Yendor shall ensure that the
H4.5  Soltware is Independently verifled and validated using » methodology determined M Yes | Standard [Contractors complies.
appropriate by the State. All software and hardware shati be free of mallclous code,

The Vendor shall notify the Executive Director of the NH Office of Professional [Contractors Health will notify the Executive Director of the NH Office
H4.6 JLicensure and Certification of #ny securlty breaches within 2 hrs of ime vendor M Yes | Standard |of Professional Licensure of any security breaches within 2 hours of
learns of eccurrence, time we leamn of any occurrence(s).-

The Vendor shall ensure its complete cooperation with the $tate’s Chief information
H4.7 |Officer in the detection of any security vuinerability of the Vendor hosting M Yes | stancard | s compli [—08
“linfrastructure andfor the application, r-
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The Vendor shall be solety Uable for costs associated with any breach of State data
housed at their locatlon|s) including but not limited 10 notification and any damages
assessed by the courts.

Standard

Contractors complies.

H4.9

H4.10

|and£nr the application upon request,

The Vendor shall authorize the State 1o perform scheduled and random security
audits, including vuinerability assessments, of the Vendar' hosting infrastructure

Yes

Standard

Contractors complies,

The Vendor shall provide fire detection and suppression system, physical security of
and Infrastructure security of the proposed hosting facility, The enviconmental
support equipment of the Yendor webslte hosting facility: power conditioning:
HVAC: UPS; generator must be acceptable to the State.

Yes

Contractors. 4

113 Service Level Agreement

H5.1

The Vendor’s System suppon and maintenance shall commence upon the Effective
Date and extend through the end of the Contract term, and any exténsions thereof.

Standard

Contractors complies.

H5.2

Malintain the hardware and Software in accordance with the Specificatlons, terms,
and requirements of the Contract, including providing, upgrades and fixes as
required,

Standard

1

Contractors complles.

H5.3

Repair or replace the hardware or Software, or any portion thereol, 5o that the
System Operates in accordance with the Specifications, terms, and requirements of
the Contract,

Yes

Standard

Contractors complies,

H5.4

The State shail have unlimited sccess, via phone or Emall, to the Vendor technical
support stalf between the hours of 8:30am to 5:00pm- Monday thru Friday EST;

Yes

Standard

Contractors Health's call center is equipped to handle all suppon calls
from 8:30AM - 5:00PM Eastern Standard Time, Monday through
Friday.

H5.5

The Vendor respanse time for support shall conform 1o the specific deficlency class
as described below: o Class A Deficiency - Sohtware - Criticsl, does not allow |
System 10 aperate, no work sround, demands immediate action; Weltien
Docurnenation - missing significant portions of information or unintelligitle to State;
Non Software - Services were inadequate and reguire re-performance of the Service.
o Class B Deficiency - Software - important, does not stop operation and/or there
is a work sround and user can perform tasks; Wrilten Documentation - portions of
information are missing but not enough 1o make the document unintelligible; Non
Software - Services were deflclent, require reworking, but do not require re-
performance of the Serdce. o  Class ( Deficiency - Sof! - minimal, ¢

in nature, minima! effect on System, kow priority and/or user can use System;
Written Doew ion - minimal changes required and of minor editing nature;
Non Software - Services require only minar reworking and do not require re-
performance of the Service,

3

Yes

Contractors compli

H5.6

As part of the Software maintenance agreement, ongoing sofl [ & and
support issues, shall be responded to sccording 10 the following: 3. Class A
Deficiencles - The Vendor shall have available to the State on-call telephone
assistance, with issue tracking avaitable to the State, eight [8) hours per day and
seven (7} days 3 week with an emall / tetephone response within two {2} hours of
request; or the Vendor shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b, Class B & C Deficiencies
~The State shall notlly the Vendor of such Deficlencies during regular business hours
and the Vendor shall respond back within four {4) hours of notification of planned
corrective action; The Vendor shall repair or replace Software, and provide .
maintenance of the Software In accordance with the Specifications, Terms and
Requirements of the Contract

Yes

Standard

Contractors complies,

H5.7

The hosting server for the State shall be available twenty-four (24) hours a day, 7
days a week except [or during scheduled maintenance.

Yes

Standard

Contractors complles.

HS.B

The Vendor will guide the State with possible solutlons o resohve issues to malntain
a fully functioning, hosted System.

Yes

Standard

Contractors complies.

A regularly schedided maintenance window shalt be identified {such as weekly,
monthly, or quarterly) at which time all relevant server patches and application
upgrades shall be applied,

Standard

Contractors complies.
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The Vendor shall have 3 method 10 roll back system changes should an error be

found by the State and to make 2 poropriate corrections. Yes | Standard|Contraciors comphies.

The Vendor response time for support shall conform 1o the specific deficlercy class
H5.10 s described in H5.5 and H5.6 Yes | Standard [Contraciors complies,

The Vendor will give five-business days prior natlfication to the State Project
H5.11 [Manager of sll changes/updates and provide the State with tralning due to the Yes |3tandard [Coniraciors complies.

upgrades and changes,

. ime, f .

512 The Vendor shall guarantes 99.9% uptime, exclusive of the regularly schedulad ves | standard |contractors compties.

malntenance window

|if The Vendor & unable 10 meet the 99.9% uplime requirement, The Vendor shall

credit State's sccount in an amount based upon the following formula: (Totat rn et —
H5.13 Contract ttem Price/365) x Number of Days Contract Mem Not Provided, The State Yes Contra come

Jmust request this credit in writing.

The Vendor shall use a change managemaent pollcy for notification and tracking of
H5.14 change sts a3 well 8 critical outages. Yes |Standard |Contractors complies,

A critical outage will be designated when s butiness function cannot be met by a
HS.15 nonperforming application and there is no work around to the problem, Yes | Standard Contractors comalies.

All hardware and software componenits of the Vendor hosting Infrastructure shall be Critical vulnerabilltles w"! be addressed and tested within 7 days.

fully supporied by their respective manufacturers st all times, All critical patches for Bareing any unltended side effects with system functlonality, the
HS5.16 rating systems, databases, web services, etc, shall be 4p l‘ied wichin thirty (30) Yes | Standard [patch will be In production within 10 days. High vulnerabilities with be

:::s S otinse by chals respantive i 4 | esotved within 30 days. Medium and low wuinerabilies will be

. ’ resolved guarterly.

The Vendor shall malntain a record ol the activities related to repair or maintenarce

activitles performed for the Staie and shall report quarterly on the following: Server
M5.17 Jup-time; All change requests implemented, including operating system patches; All Yes | Standard |Contractors complies,

critlcal outages reporied including actual issue and resolution; Number of

deficiencies reported by class with initial response time as well as lime to close,
HS.1% The Vendor shall provide the State with a personal secure FTP site to be used the ves |s1andard HTTPS Flle Transfers are available within the Contractors PMP AWARE

T |5tate for uploading and downloading files. portal

bs
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SUPPORT & MAINTENANCE REQUIREMENTY VENDOIR RESPONSE CHECKLINT
State RequErcmests Vendor
M-MANDATORY |, o
Reg ¥ Requlrement Description DaDESIRED Vendor Rexp.]| Delivery Method [Commests
51 Support & Maintenance Regulrements
The Vendor's System suppar and maimenancs shall commaence
SL.t upon the Effective Date and exiend through the end of the M Yes Standard Contractors complies.
iContract term, and any extenslons thereof,
.
Malntain the hardware and Software in sccordance with the
51.2 Spacifications, Lerms, and requirerants of tha Contract, Incuding M Yas Stancard C 13 I
providing, upgrades and fixes as raquired.
.
[Rapair or rcp!aée the hardware or Software, ar any portion thereof,
51.3 30 that the System operates In accordance with the Specifications, *] Yas Standard Contracteds complies,
rerms, and reguiremants of the Contract.
-
l]
The Staie shall have unlimited sccess, vis phone or Emall, to the
51.4 Vender techaical support s1aff batween the hours of B:30am to M. Yos Standard Contractors complies,
5:00pm- Menday thru Friday EST;
The vendor response time for support shall conform ta the specific
51.5 deliciency ciass s descsbadin H-5.5 4nd 5.6 M Yes Standard Contractors complies,
«
Tha Vendaor will guide the State with possidle solutions to resobve
1.6 is3u8% 10 maintain 3 fully tunc:Lonlnl, hosted System. M Yes Standard Contractors complles.
The Vendov shall make available 1o the State the latest program
updates, general mai 8 rel selecied funciionathty .
L7 releases, patches, and Documentation that sre generally offered to M Yes Standard Contractors complles.
its customers, at no additional cost,

P
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Tha Contractors Engineering team
levarages the SOLC (Software
Development Ufecycie) to
provide continuous
improvements to features and
functionality within our
applications. All bug fixes,
features, enhancements, and
improved funcuonality Is tracked
|s1e :‘:r::':::‘;'L’"“"'::i‘::m’;::'::'m’;':::;’mu. M Yes Standard  Jin an industry standard tool calied
JIRA. Each applcation andfor
[olzttorm relesse has a change
ket {craated in ServiceNow)
anxi ties back to JIRA ta track
which {eatures relate 1o what
relesses. JIRA Is a tool allowing
reporting If needed, spedfic
festuras requasted by NH tould

be puiled out and shared,

For all malntenance Services calls, The Vandar shall ensure the

[following information wil be collected and maintained: 1) nature of
tha Deficiency; 2} cumrent statut of the Deficlency; 3) action plans,
I51.9 datas, snd times; 4] expected and actual completion time; 5) M Yes Standard (Contractors complies,

Daflciency resolution Information, 6) Resolved by, 7) Identifying

number Le. work order number, 8} Issue identified by;
The Contractors Engineering team
prides oursehves on having
applications with high svailability
and maating customar SLA's
{s¢rvice level agreements}. Inthe

The Vendor must work with the State o ldentify and troubleshoot unfortunate event thare is an

potentiakly large-scale System fallures or Cefidencies by collecting outage and/or missed SLA,

110 the following informasion: 1) mean time between reported M o Standsrd COntractors Can create an RCA
Deficiencles with the Software; 2] diagnosls of the root cause of the |(Root Cause Anabysis). This intent
problem; and 3) identlfication of repest calls or repast Software of tha RCA 15 1o shutre the who,
problems. . what, when, where, why, and

share the lang tesm privention
mathod and expected
implermentation date of

permanent closure 5o the
incident does not occur agaln,

82 Warraniy Services '

Maintain the System Software In accordance with the .
52.1 Specifications :: o Terms of the Contract, M Yas Standard Contractors complies.
Rapair o replace tha System Software or any portion thereof so
52.2 that the Systern operates in accordance with the Spacifications, M Yes Standard Contractors complies,
rerms and requirerments of the Contract.

<VENDOR> shall have avallable 50 the State on-call telephone
-Jassbiance, with bssue tracking available to the State, eight {8} houry

52.3 per day and seven (7] days a week with an ¢mall / telephone M Yas Standard Contractors complies.
response within two (2) hours of request, with assistance response
tependent upon lssue severity.
| i |
624 m;add tlonal Services within four (4) business hours of a " Yes Standard Contractors res.

Tha Contractors Engineering team
leverages the SOLC {Software
Developmen: Ufecycle) to
[provide continucus
{improvemaents to features and
functlonality within our
applications. All bug flxes,
featuras, enhancements, and
[Malntain a record of the activities related 16 warranty repalr or mproved functiceafity 1 tracked
52.5 malntensnce activities pert for the State M Yes Standard In an Indusiry standard tool called
orrmed HIRA. Each appBcation andfor

. . platform release has a change
ticket {created In ServiceNow)
and tles back to JIRA to track
which features relate to what
releases. JIAA I3 a tool allowing
reporting if needed, specific
features requested by NH could
e pulled out and shared.
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For all Warranty Service calls, <SVENDOR> shall ensure the following
information wiil be collected and maintained: 1) nature of the
Deflcancy: 2) curtent status of the Defidency; 3) actlon plans,

dates, and times; 4) expected and actual completion tima: 5) Yes Standard Contractors complies. .
Deficdency resehitlon Information; 6) resolved by 7) Idantifying
number |.e. work order number; B) Issue densiflad by,
The Vendor must work with the State 1o ideatity snd troubleshoot -
potentlally large-scate Software fallures or Deficiencies by
collecting the following information: 1) mean time between N
527 repcrted Deflciencies with the Sofware; 2) diagnosls of the root Yo Standard - [Contractors comphes.
cause of the problem; and 3) idantification of repeat calls or repeat
Soitware problems.
Contractors complies. Onca &
deficiency is found, Contractors
will acknowledge the deficlancy
and provide next $eps within 5
days. If the itemn found is not &
critical dafickency {as In show
stopper which is preventing NH
Irom ysing the application) the
Contractoes team will provide s
remedy within 30 days, 30days Is
tha necessary smount of lime
needed 10 allow afl critical
All Deficlencies found during the Warranty Perlod and all Contractars teams (development,
Daficlencies found with the Warranty Releases shall by corrected (QA, and UAT} 10 properly tast the
52.8 by the Vendor no later than 5 business days, unless speciiically Ya1 Standard solution, this inchudes regression
exiended in writing by the State, and at no additional cost 1o the testing to ensure no additicnal
5eate. . functionality has been negative
Impacted dus to the deficiency

|fix. If the deficiency |s found 1o
be 3 show stopper, then
Contractors will take tha tem
with exirema urgency #nd quickly
develop a “Hot Fix,” typlcalty hot
Tixes are deployed within 2- 4
days of a found kssue and are
deployed during work week
evening hours to quickly easy the
2aln experienced by the reporting
part.

08

12

12/23/2021



DocuSign Envelope ID: FBAES100-64CC-4E57-8580-881598828B106

Business and Technical Requirements Spreadsheet — Attachment 1

TITTING 3 THAYPYS VENTOR REFFONTE CREELLAT
o oy
[ [P S, WMANBATONY D-S{MAID Voader Renp. Oontivory Voottnd —
Lo S Ty
|18 crprmeret. o 14 308ttt b e et
L o y - - [ e s et
oot s ittt
[Tar Womsler shall be ronpummivie lor somurty toslmg,. &
japprapmans Tosin shall lncs o P toqhunanl,
T P e
- e treart v o Byt v o e - - L fovrsmery mpten.
oot 1t it et st vaptte 1ot
prwndotainy
- [Tt boe bneadppiups. ot A g S——
RO — .
e e g o 4 oo st e ety u el aradard kavurscoen sompbes
formtics st et remtan ot e
e
ne vt e Lt it e i st of > ~ o s e, st s gt Aotmsnmpmrs g
et e et ¢ i e [y ST
[yt srn v T b ey pEE—
s et e arptage, T P b of date - . [ ko veer e
uacarts purmosst
[t o i Dt e i dsbenton o
T 8 - s. L] bl L it mchiert wierphen
wmrn
ol Tl T " u - [ feansricsen umgne.
jravtairt
ren e igus tpanrs. parsnies e snenron
u gty M - -~ |inwratan memna
[rrst e Uver Mot St s
o " u - i~y v icaon e
fbbinstty eriik suk ShpoveBuiis
froar b g visnaprm, e 2 1wy
hae o s, s 0 et O it o 1 S, “ ~ — fonsar s .
Jassmcsnnis o rmties
e acain st et g sare wnd aw
" Mot uat T Lottt Snsbems, smmaarts e Ot ) 16 it el et 68 s 1
Etl it fatotirs oind irubiniegy of schiviiusy wilion W L . L
! iy mrtwart scovm. AN soovm sed
Ramuien arse sears
T g Valkduman, samses tht ippinsnse & | O iy
- et ™ " - worengeet 4nf spbtsnd e prowes ety
remrire, et ettt sevem o i st Tt |ttt e mrapene st gt =
i o e e, foawmmren
frrae o8t B g e v gy
PR B P ——
n.u n . b — - - et kot i
Jocioplaors
T2 Mendard T
E T
I ey sarlard ancd g apprpeend 100 " [ Saratord Carr setars. cmmphn.
e —
ih.a m_m‘d'ﬂ"mu o - f—
7T Feoiog
[t vmatr st et e st ot 2 .
na [y Ay u - ey oass v s
it da s o e o e s
T
2 ragariig des mtacnmn b o] rarmanen et o " ~ [A—— | o svtas. mmphen. .
it ki ol e e A ey
n.s TR ———, - - emiard it v gt
Ty
T [ o et mene —_—" - L L] ool O thiert el
Er g e ———r—y
ns - " - P Lot s et
vt ol ot 7005 0. 0w ARG 2o o
ue o u " —— ot ochirs mrphen.
Yy TP —r——"r—
ma Seiey ot priey 8 " ™ e oot et
- T raadar muias pompea § & s mebemart - WA - - - -

Pr

12/23/2021



DocuSign Envelope ID: FBAES100-64CC-4E57-868D-8B159BB2B106

Agency Compliance Documents - Attachments 2
New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-51860 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitte D; 41
U.5.C. 701 et seq.}, and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.5.C. 701 et seq.}. The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.830(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors} that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. ' False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors. using this form should
send it to:

Commissioner

NH Department of Health and Hurman Services
129 Pleasant Street,

Concard, NH 03301-6505

1. 'The grantee certifies that it will or will cantinue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prehibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehahilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3. Making it a requirément that each employee to be engaged in the performance of the grant be
given a copy of the statement required by subparagraph 1.1,

1.4. Notifying the employee in the statement required by subparagraph 1.1 that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a viglation of a criminal drug

. statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or ctherwise receiving actual notice of such conviction,

Employers of convicted employees must provide notice, including position title, to every grant oS
officer on whose grant activity the convicted employee was working, unless the Federal agency | C

Exhibit D = Certification regarding Drug Free Contractor Initials
Workplace Requirements
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1.  Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. | Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs. 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not identified here.

Contractor Name:

DocuSignad by:

12/23/2021 -(_//_:__,._

Date Name: aoge rt Cohen

Title:

President, Appriss Inc.

Exhibit D = Certification regarding Orug Free . Contractor Initiats

Workplace Requirements
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification;

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor). '

2. Ifany funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, ({Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accerdingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

DocuSigned by;

12/23/2021 W
Date Name: Robert Cohen
Title: )
President, Appriss Inc. -/-Dé'
Exhibit E ~ Certification Regarding Lobbying Vendor Initials
= 1272372021
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal {contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certifi catlon or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances,

5. The terms “covered transaction,” "debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” "participant,” “person,” “primary covered transaction,” “principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the

attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
propased covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without moedification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, |nellg|ble or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of recqggls
in order to render in good faith the certification required by this clause. The knowledge and /2 C

Exhibit F = Certification Regarding Debarment, Suspension Contractor 1nitials
And Other Responsibility Matters ) 12/23/2021
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS *
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals:

11.1. are not presently debarred, suspended proposed for debarment, declared ineligible, or

_ voluntarily excluded from covered transactions by any Federal department or agency;

11.2." have not within a three-year period preceding this proposal {contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in-
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
{Federal, State or local) with commission of any of the offenses enumerated in paragraph (l){b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public

transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal {contract).

" LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:

13.1.

13.2,

are not presently debarred, suspended, proposed for debarment, declared ineligible, or
votuntarily excluded from participation in this transaction by any federal department or agency.
where the prospective Jower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14, The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without medification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

DocuSigned by:

12/23/2021 | l -

Date

Name: Robert Cohen
Title:
president, Appriss Inc.

(2c

Exhibit F = Cetification Regarding Debarment, Suspension Contractor Initials

And Othar Responsibility Matters 12/23/2021
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include;

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this- statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain fecipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national orlgln and sex. The Act includes Equal
Employment Opportunity Plan reqwrements

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (28 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity,

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34}, which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1872 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
+ basis of age in programs or aclivities receiving Federal financial assistance. It does not include
employment discrimination;

-28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations), Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Departrment of Justice Regulations ~ Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C, §4712 and The National Defense Authorization
Act (NDAA,) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013} the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, of government wide suspension or
debarment.

D3
Exhibit G
Contractor Initials

Cerlification of Compliance with requicements pertaining lo Federal Nondiscrimination, Equal Treatmaent of Faith-Based Organizations

end Whistlablowar protecti
a4 suatiowst fons 12/23/2021
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman,

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification; ;

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above,

Contractor Name:

DocuSigned by:
12/23/2021 | Lf‘{_’//_:—f
Date . Name: . Robert Cohen
Title:
President, Appriss Inc.

[}
2

Exhibit G [,

Contractor Initials
Cextification of Compliance with requirements pertaining Lo Fedaral Nondiscrimination, Equal Treatment of Faith-Based Organizations
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

© Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees; by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification: :

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name:
DocuSigned by:

Name: Robert cCohen
Title:

12/23/2021

Date

President, Appriss Inc.

Exhibit H — Certification Regarding Contractor Initials
Environmental Tobacco Smoke 12/23/2021
CUMHHS110713 Page 1 of 1 Date
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to comply with the
Health Insurance Portability and Accountability Act, Public Law 104-1981 and with the Standards for Privacy and
Security of Individually Identifiable Health Information, 45 CFR Parts 160 and 164 applicable to business
associates. The Contractor further agrees to be bound by all requirements of 42 CFR Part 2, as applicable, when
dealing with any identifiable patient information or PHI, the subject of this Business Associate Agreement. As
defined herein, “Business Associate” shall mean the Contractor and subcontractors and agents of the Contractor
that receive, use or have access to protected health information under this Agreement and “Covered Entity” shall
mean the State of New Hampshire, Department of Health and Human Services,

(1) Definitions. , , ) i
a. 'Breach” shall have the same meaning as the term "Breach” in section 164.402 of Title 45,

Code of Federal Regulations.

b. ‘Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. “Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. :

d. "Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501,

e. ‘Data Agaregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f.  “Health Care Operations" shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

g. 'HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i “Individual” shall have the same meaning as the term “individual’ in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j  “Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information ¢reated or receive s

Business Associate from or on behalf of Covered Entity. E C’
32014 Exhibit | Contractor Initials
Health Insurance Portability Act
Business Associate Agreement 12/23/2021
Page 1 of 6 Date
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I. “Required by Law” shall have the same meaning as the term "required by law” in 45 CFR
Section 164,103, :

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her désignee.

n. “Security' Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute,

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH - .

Act.

Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
l For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
il For data aggregation purposes for the health care operations of Covered
Entity.

C. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business ~
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure gpd
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busin 5?2 C

32014 Exhibit | Contractor Initials
Health Insurance Porlability Act
Business Associate Agreement
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Associate shall refrain from disclosing the PHI untit Covered Entity has exhausted all ‘
remedies. Notwithstanding the foregoing, in any judicial proceeding, the Business Associate
shall resist any effort to obtain any PHI also protected by 42 CFR Part 2 as required.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected health
information not provided for by the Agreement including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected
health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information inveolved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the'Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule,

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same,
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (i). The Covered Entity

shall be considered a direct third party beneficiary of the Contractor's business assagjate
agreements with Contractor's intended business associates, who will-be receivin% I?E? C
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, in order to meet the requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record Set,
the Business Associate shall make such PHI available to Covered Entity for amendment
and incorporate any such amendment to enable Covered Entity to fulfill its obligations
under 45 CFR Section 164.526,

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

‘e Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations

-to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

l. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those

purposes that make the return or destruction infeasible, for so long as Business [/?
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.Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s} in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this _
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

32014 Exhibit | Contractor Initials
Health Insurance Portability Act
Business Associate Agreement 12/23/2021
Page 50of 6 Date

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be re@



DocuSign Envelope ID: FBAE6100-64CC-4E57-868D-881598B26106

Agency Compliance Documents - Attachments 2
New Hampshire Department of Health and Human Services

Exhibit ]

e. Searegation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

NH DHHS _Robert Cohen

by Name uosfgmeiypontractor

Pt M Thley r@’@‘

Signature of Authorized Representative SignattirésPALthorized Representative

Patricia M. Tilley o Robert Cohen
Name of Authorized Representative Name of Authorized Representative

Director | President, Appriss Inc.
Title of Authorized Representative Title of Authorized Representative
12/23/2021 12/23/2021
Date . Date

\
DS
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements: )
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descniptive of the purpose of the fundlng action
Location of the entity
Principle place of performance
Unique identifier of the entity (DUNS #)

0. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

SPePNOeOAWLNS

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made,
The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further‘agrees
to have the Contractor's representative, as identified in Sections 1,11 and 1.12 of the General Provisions
execute the following Certification;
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.
] t

Contractor Name: E

DocuSigned by:
12/23/2021 _ @‘f‘@"

78415CA58E794D8. . .

Date ’ Name: rebert cchen
Title:

president, Appriss Inc.

(ec

Exhibit J = Certification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act (FFATA) Compliance
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

87-944-5328

1. The DUNS number for your entity is:

ﬁ. In your business or organization’s preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and {2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

* NO : YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, pleése answer the following:

3. Doesthe pﬁblic have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or.15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780{d)) or section 6104 of the Internal Revenue Code of
19867 ‘

NO ___YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most h|ghly compensated officers in your business or
organlzatlon are as follows:

Name: Amount:
Name; Amount;
Name; Amount;
Name: © Amount:
Name: Amount:

(ec

Exhibit J - Certification Regarding the Federal Funding Contractor Initials
Accountability And Transparency Act {FFATA) Compliance
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than:
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, “ Breach” shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology U.S. Department
of Commerce.

3. “Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information. . '

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (Pl), Personal Financial
Information (PFl), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User” means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract,

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder,

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or ele ic
V5. Last update 10/09/18 Exhibit K Contractor Initials
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction. -

7. “Open Wireless Network” means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information” (or “PI") means information which can be used to distinguish
or trace an indjvidual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ’

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103. - . .

11. "Security Rule” shall mean the Security Standards for the Protection of Electronic
" Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American Naticnal Standards Institute,

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information

"~ except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit FHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
V5. Last update 10/09/18 Exhibit K Contractor Initials
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in vidlation of such addmonal
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. 'End User may not use computer alsks
or portable storage devices, such as a thumb drive, as a method of transmlttlng DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
' Confidential Data. -

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground -
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
bs
V5, Last update 10/09/18 Exhibit K . Contractor Inttials
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN} must be’
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. 8SH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol.
If End User is employing an SFTP to transmit Confidential Data, End User
will structure the Folder and access privileges to prevent inappropriate
disclosure of information. SFTP folders and sub-folders used for transmitting
Confidential Data will be coded. '

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

ll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy-the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention .

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and . education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
HITECH/HITRUST compliant and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggréssive intrusion-detection and firewall protection.

The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure. '

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows: '

1. The Contractor will maintain proper security controls to protect Department
-confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.). :?
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
-supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey or equivalent third-party attestation/certification report. The
purpose of the survey is to enable the Department and Contractor to monitor for
any changes in risks, threats, and vulnerabilities that may occur, over the life of
the Contractor engagement. The survey or equivelant third-party attestation/
certification report, will be completed annually, or an alternate time frame at the
Departments discretion with agreement by the Contractor, or the Department may
request the survey be completed when the scope of the engagement between the
Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measureg to
prevent future breach and minimize any damage or loss resulting from the [brgagh
The State shall recover from the Contractor all costs of response and recovery xﬁl
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

. but not limited to, provisions of the Privacy Act of 1974 (5, U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
informatior_m and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/fwww.nh.gov/doit/vendor/index.htm
for the Department of Information Technology pohmes guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident

.- response process. The Contractor will notify the State's Privacy Officer and the

State’'s Security Officer of any security breach immediately, at the email addresses

. provided in Section VI. This includes a confidential information breach, computer.

security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network,

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

“b. safeguard this information at all times.

¢. ensure that laptops and other electronic devices/media containing PHI, P, or
PFl are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons -authorized to
VS, Last update 10/09/18 Exhibit K Contractor Initials

receive such information.
:DS
DHHS Information

Security Requirements 12/23/2021
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. Agency Compliance Documents - Attachments 2 .
New Hampshire Department of Health and Human Services

Exhibit K
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
_ biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a rISk based
assessment of the circumstances involved.

i. ~ understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents; '

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37:
4

Identify and convene a core response group to determine the risk level of Incidents
V5. Last update 10/09/18 Exhibit K Contractor Initials

and determine risk-based responses to Incidents: and
(2
DHHS Information

Security Requirements 12/23/2021
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Agency Compliance Documents - Attachments 2 !

New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requirements

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source; and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures. .

Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 358-C:20.

V. PERSONS TO CONTACT
A. DHHS Privacy Officer;
: DHHSPrivécyOfficer@dhhs.nh.gov
B. DHHS Security Officer;
DHHSInformationSecurityOffice@dhhs.nh.gov

V5. Last update 10/09/18 Exhibit K ContractorInitials

| ?
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that APPRISS INC. is
a Delaware Profit Corporation registered to transact business in New Hampshire on November 15, 2011. [ further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned.

Business ID: 661872
Certificate Number: 0005454114

IN TESTIMONY WHEREQF,

| hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 11th day of October A.D. 2021.

William M. Gardner

Secretary of State
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Certificate of Authority

The undersigned, Krishnan Sastry, hereby certifies that he is the duly elected and acting Chief
Executive Officer of Appriss Inc., a Delaware corporation (the "Company"), and that, as such,
he is duly authorized to execute and deliver this Secretary's Certificate on behalf of the
Company. He hereby further certifies on behalf of the Company that:

1. Attached hereto as Exhibit A is a true, coﬁect, and complete copy of the
Certificate of Insurance of the Company (the "Certificate"), which Certificate is in full force and
effect as of the date hereof. '

2. Attached hereto as Exhibit B is a Certificate of Existence for the Company
certified by the Secretary of State of the State of New Hampshire.

3. The individual named below is a duly elected, qualified and acting officer of the
Company holding the office or offices set forth opposite his name, the signature appearing
opposite his name below is the true and genuine signature of that person, and the individual
named below is authorized to bind the Company by executing contracts with the State of New
Hampshire and delivering all other documents and certificates to be delivered by the Company

pursuant thereto.
Name ' Signaturé " Office .
Rob Cohen A L President of Appriss Health

IN WITNESS WHEREOQF, the undersigned has executed this Certificate of Authority on behalf
of the Company as of this 14 day of December 2021.

By:

Krishnan Sastry
Chief Executive Officer

State of Kentucky
County of Jefferson

The foregoing instrument was 'acknowledged before me on this 14™ day of December 2021, by
Krishnan Sastry. My commission expires on ,20_ .

Notary Signature
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DATE (MMDD/YYYY) |

Y o .
ACORD CERTIFICATE OF LIABILITY INSURANCE ... | "=

" THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policlas may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsemant(s).

PRODUCER LOCKTON COMPANIES [
500 West Monroe, Suite 3400 PHONE He 3
CHICAGO IL 60661 [ [ e
(312) 669-6900 ADORESS;
INSURER(S) AFFORDING COVERAGE NAIC ¥
NSuRER A : Sompo America Insurance Company 11126
;mmg:;“ Appriss, Inc. NSURER 8 : Sompo America Fire & Marine Insurance Company 38997
3 99061 Linn Sration Road msurer ¢ : Endurance Assurance Corporation 11551
Louisville, KY 40223 INSURER D :
INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: 15800540 REVISION NUMBER: ). 0.9.9.9.0.9.¢

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TQ ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

'f?.? TYPE OF INSURANCE ﬁ'% POLICY NUMBER :ﬁ&féﬁfvﬁ% (;_%"5%%1 LTS
A | X | COMMERCIAL GENERAL LIABILITY" N | N| CcPL40389LO 4172020 |4/1/2022 | EACH OCCURRENCE s 1,000,000
CLAIMS-MADE | X | occuR - | PREMISES (Ea occurrance) | 51,000,000
| DAMAGE TO RENTED
. MED EXP (Any one person) | § 5,000
] PERSONAL & ADVINJURY | § 1,000,000
GEN'L AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE s 2.000,000
Z‘ poicy [ | TR% Loc PRODUCTS - COMPIOP AGG | § 2,000,000
OTHER: . L
A | AUTOMOBILE LIABILITY N | n] ACva139650 ar1/2021 472002 | GOMBINEDSINGLELMIT  T5 4 000,000
x| A auto BODILY INJURY (Per person) | $ X XXX XXX
| [ AUTOS ONLY AUTOS ONLY | (Per accident) § XHXXXXX
Comp/Coll Ded s 1,000
€ | X |UMBRELLALIAB | ¥ | occur N | N| TUM30005043400 4/1/2021 4/1/2022 | EACH OCCURRENCE | $ 15,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE s 15.000.000
DE_D_I XlRErENTIONs 10,000 8 XXXXXXX
B | AND EMPLOYERS \tAILITY i N| nwe40145To annon | anmony [ X[ SFRrure [ |8
3‘:‘;.222,&%%%?&“&5%?&;‘““‘”5 NiA ELL. EACH ACCIDENT s 1,000,000
{Mandatory in NHJ £ DISEASE - EA EmPLOYEE] § 1,000,000
li a3, describg U
DESCRIPTION 0|= OPERATIONS below EL. DISEASE - POLICY LIMIT | $ 1.000.000

See attachment for E&O and Cyber Liability coverages.

DESCRIPTION OF OPERATIONS { LOCATIONS / VEHICLES (ACOROD 101, Additlonal R y
THIS CERTIFICATE SUPERSEDES ALL PREVIQUSLY 1SSUED CERTIFICATES FOR THI5 HOLDER. APPLICABLE TO THE CARRIERS LISTED AND THE POLICY TERM(S} REFERENCED,

ks Schedule, ma

be

hed if more space |s required}

CERTIFICATE HOLDER

CANCELLATION  See Attachments

15800540

New Hampshire

Department of Health and Human Services
29 Hazen Drive

Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THERECF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS,

v

AUTHORIZED REPRE ENTATNE _',,..«

1 (3053

ACORD 25 (2016/03)
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