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October 23. 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health' and Human Services, Division of Public Health
Sen/ices, to enter into a contract with Appriss Inc. {VC#253321),, Louisville, Kentucky in the
amount of $2,535,750 for a prescription monitoring solution that provides real-time data
concerning the dispensing of controlled drugs to assist practitioners in ensuring controlled
medications are appropriately prescribed and dispensed, with the option to renew for up to three
(3) additional years, effective upon Governor and Council approval through June 30, 2026.100%
Federal Funds.

Funds are available in the following account for State Fiscal Years 2022 and 2023, and
are anticipated to be available In State Fiscal Years 2024, 2025, and 2026, upon the availability
and continued appropriation of funds in the future operating budget, with the authority to adjust
budget line items within the price limitation and encumbrances between state fiscal years through
the Budget Office, if needed and justified.

05-95-090-904010-1380 HEALTH AND HUMAN SERVICES, DEPTOF HEALTH AND HUMAN
SVS, HHS: DIVISON OF PUBLIC HEALTH, PRESCRIPTION DRUG MONITORING

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2022 102-500731 Contracts for Prog Svc 90138013 $1,106,750

2023 102-500731 Contracts for Prog Svc 90138013 $634,000

2024 102-500731 Contracts for Prog Svc 90138013 $265,000

2025 102-500731 Contracts for Prog Svc 90138013 $265,000

2026 102-500731 Contracts for Prog Svc 90138013 $265,000

Total $2,535,750

EXPLANATION

The purpose of this request is for a prescription drug monitoring solution that provides
real-time data concerning the dispensing of controlled medications to assist practitioners in
ensuring that controlled medications are appropriately prescribed and dispensed and to aid in the
deterrence of misuse and diversion of schedule ll-IV controlled substances. This database

The Dcparlmcnl of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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solution is required in order for the Department to be in compliance with RSA 126-A:89-97. House
Bill 2 of the 2021 legislative session transferred the organizational responsibility of the Controlled
Drug Prescription Health and Safety Program (referred to as the Prescription Drug Monitoring
Program, PDMP) from the Office of Professional Licensure and Certification to the Department of
Health and Human Services, effective July 1, 2021, and changed the authorizing statute from
RSA 318-B;31-40 to RSA 126-A:89-97.

This contract provides critical prescription monitoring services for prescribers and
dispensers, such as current dispensing data and health risk information. This contract will ensure
the continuation of current Prescription Drug Monitoring Program services and systems for
mandatory system registration and utilization, real-time access to data, and regular reporting,
including prescriber report cards and clinical alerts. Prescribers receive from the system regular
reports on their prescribing practices in relation to other prescribers in their field of practice. The
system also produces and issues clinical alerts for prescribers when patients meet clinical
thresholds of concern, for example, prescriber-dispenser threshold, opioid-benzodiazepine
threshold, and daily morphine milligram equivalent (MME) threshold. Additionally, the Prescription
Drug Monitoring Program monitors the state's mandatory query requirement for prescribers who
prescribe opioids for the treatment and management of pain.

This contract includes new functionality that will allow for the implementation of SB45,
from the 2021 legislative session, with regard to allowing the establishment of secure connections
between the Prescription Drug Monitoring Program system and practitioners' electronic health
record keeping system, creating efficiencies for prescribers and dispensers and increasing their
utilization of the system. The Department will monitor contracted services by continually
monitoring the project status reports and development plans.

The Department selected the Contractor through a competitive bid process using a
Request for Proposals (RFP) that was posted on the Office of Professional Licensure &
Certification website from August 5, 2020 through September 18; 2020. The Office of
Professional Licensure & Certification received one (1) response that was reviewed and
scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A - Special Provisions of the attached contract, the parties
have the option to extend the agreement for up three (3) additional years, contingent upon
satisfactory delivery of services, available funding, agreement of the parties and Governor
and Council approval.

Should the Governor and Council not authorize this request, the Department will not
be able to meet the statutory requirements of RSA 126-A:89-97 to maintain a Controlled
Drug Prescription Health and Safety Program that provides an electronic prescription drug
monitoring solution.
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Area served: Statewide

Source of Funds: CFDA# 93.136, FAIN # NU17CE924984

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted.

—Oe«HSion«d by;

IL\aja. tV.
^  24BAfi37EOBEB4Sa...

Lori A. Shibinette

Commissioner
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RFP-2O22-OPH$-10-PRESC-0l

RFP 2021-002

Preicrlptlon Drug Management Program

MASTER SCORE SHEET

CATEGORIES available POINTS Appctss. Inc.

Proposed Software Solution:

Proposol Section III: Responses to Requirements ortd Deltverobtes

Proposol Sections IV: Narrative Responses (Topics 1 • S. 12.13)
Work Plan

Releretrces

Verrdor Presentation end Oemonstiatlon

35 27

Vendor's Technical. Service and Project Management Experlertce
Proposal Section III; Responses to Requbemertts ond Deliverables

Proposol Sections IV: Narrative Responses (Topics 7-11.14-25)
Work Plan

Reterences

Vendor Presentation artd Demonstration

25 IP

SCORING OF VENDOR COMPANY

Proposal Section V: Corporate QuaSflcatlons

RefererKes

Vendor Presentation at>d Demdnstrcrtlon

FtnarKlol Information

5 4

Stotfing Qualifications

Proposal Section V; Corporote Quollflcotlotrs

Proposol Section VI: Qualifications of Key Stoff

Verrdor Presentation ond Demonstration

References

5 4

Totol Technical Proposal Score (A mNmum Technical Proposal score o( 50
Points b requked for further consideration. Vendor Proposals recetvlng a
Technical Proposal score ot less lhan 50 will not be considered In the cost
rnk-trlnlionl

70 54

FEE STRUCTURE (Colculoted Score) Vendor proposed Software Solution cost wSI
be ollocated a maximum score o4 (30) points. Ttse Stole wtll consider tx>th

Imptementollon and suljsequent (5) year tcense and mainterronce costs,

orovided in Tables F-1

30 30

TOTAL POTENTIAL TECHNICAL AND FEE POINTS 100 84

R>vl«wT W»mei ittd TItto
1 MIchMt yigqlano, RPH - NM POMP AQvltory Council Memlxf

2 :D*viO Sirang: MD - NH POMP AOvisory Council Chair

3 Re&ecce BoHon - NH Dept. of Intorrmtlon TechrxXopy

4 M«rt Cioffl - NH PDMP Program Anetytl
$ .Michefle Ricco Jones - rtH POMP Program Administretor
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord; NH 03301

Fax: 603-271.1516 TOO Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet

Commissioner

October 27, 2021

Lpri A. Shibinette, Commissioner

Department of Health and Human Services
State of New Hampshire
129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology. (DoIT)
has approved your agency's request to enter into a contract with Appriss, Inc. of Louisville, Kentucky as
descried below and referenced as DoIT No, 2021 -002.

The purpose of this contract is for Appriss, Inc. to provide a prescription monitoring
solution that provides real-time data concerning the dispensing of controlled drugs to assist
practitioners in ensuring controlled medications are appropriately prescribed and
dispensed. This contract provides critical prescription monitoring services such as vital
prescription and health risk information for prescribers and dispensers.

The amount of the contract is not to exceed $2,535,750, and shall become effective upon
the date of Governor and Executive Council approval through June 30,2026.

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Governor for approval.

Sincerely,

Denis Goulet

DG/ik

DoIT #2021-002

cc: Michael Williams, IT Manager, DoIT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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STATE OF NEW HAMPSHIRE GENERAL PROVISIONS - P37

FORM NUMBER P-37 (version 12/1 1/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor and Executive Council
for approval. Any information that is private, confidential or proprietary must be clearly identified to the agency
and agreed to in writing prior to signing the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1. IDENTIFICATION.

1.1 State Agency Name

New Hampshire Department of Health and Human Services

1.2 State Agency Address

129 Pleasant Street

Concord, Nil 03301-3857

1.3 Contractor Name

Appriss Inc.

1.4 Contractor Address

9901 Lin Station Road, Suite 500
Louisville, KY 40223

1.5 Contractor Phone Number

(866) 277-7477

1.6 Account Number

05-95-090-904010-1380

1.7 Completion Date

June 30, 2026

1.8 Price Limitation

$ 2,535,750.00

1.9 Contracting Officer for State Agency

Nathan D. White, Director

1.10 State Agency Telephone Number

(603)271-9631

1.11 Contra6tor^§?i'8^^'
-  12/23/2021

Dale. V—7e415C456E7WC»...

1.12 Name and Title of Contractor Signatory

Robert Cohen, President

1.13 State Agency Signature

„  12/23/2021

Dale:

1.14 Name and Title of State Agency Signatory

Patricia M. Tilley Director

1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 ApprovaLbjwbfigAltfitfiney General (Form, Substance and Execution) (if applicable)

By: 12/27/2021
1.17 Approval by the Governor and Executive Council (ifapplicable)

G&C Item number: G&C Meeting Date:

Page 4 of 67
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2. SERVICES TO BE PERFORMED. , The Slate of New

Hampshire, acting through the agency identified in block 1.1
("State"), engages contractor identified in block 1.3
("Contractor") to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly'described in the attached EXHIBIT 8 which is
incorporated herein by reference ("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 ("Effective Date").

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor
prior to the Effective Dale shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of funds affected by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. In no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State

Page 5 of 67 ,

Contractor Initials:

shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event

funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall
have no liability tp the Contractor other than the contract price.

5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND

REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, slate, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws. '

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for

/

Date: 12/23/2021
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the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services, and shall be properly licensed and otherwise authorized
to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or ofTicial, who is materially
involved in the procurement, administration or performance ofthis
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Connecting Officer's decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default"):

8.1.1 failure to perform the Services satisfactorily or on schedule;

8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period

from the date of such notice until.such time as the State determines
that the Contractor has cured the Event of Default shall never be

paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
•Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both.

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thirty (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination ofthis Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State's discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report ("Termination Report") describing in detail all Services
performed, and the contract price earned, to and including the date
of termination. The form, subject matfer, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State's discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit to the State a Transition
Plan for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/

PRESERVATION.

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of^ this
Agreement, including, but not limited to, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes.

Page 6 of 67
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letters, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the
Slate or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91 -A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR'S RELATION TO THE STATE. In the

performance of this Agreement the Contractor is in all respects an
independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members shall have authority to bind the
State or receive any benefits, workers' compensation or other
emoluments provided by the Stale to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherivise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to the
assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
"Change of Control" means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of

fifV percent (50%) or more of the voting shares or similar equity
interests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Contractor, or subcontractors, including but not limited to the

negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the Stale, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor-
or assignee to obtain and maintain in force, the following
insurance:

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregate or
excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2.herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licensed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificate(s) of insurance and any renewals thereof
shall be attached and are incorporated herein by reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A ("Workers'
Compensation ").

15.2 To the extent the Contractor is subject to the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers' Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block

Page 7 of 67
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1.9, or his or her successor, proof of Workers' Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers' Compensation laws
in connection with the performance of the Services under this
Agreement.

19. CONFLICTING TERMS. In the event of a conflict between

the terms of this P-37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall not be construed to
confer any such benefit.

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusivejurisdiction thereof.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

A.l Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

3.3 The Term may be extended up to Two (2) times(s), ("Extended Term") at the sole
option of the State, subject to the parties prior written Agreement on applicable fees
for each extended Term, up to but not beyond June 30,2029 under the same terms and
conditions, subject to approval of the Governor and Executive Council.

#

A.2 Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

5.5 The State's liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State.

A.3 Provision 8, Event of Default/Remedies, is updated with the following addition:
8.4 Procure Services ■ that are the subject of the Contract from another source and

Contractor shall be liable for reimbursing the State for the replacement Services, and
all administrative costs directly related to the replacement of the Contract and
procuring the Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties, and staff time costs; all of
which shall be subject to the limitations of liability set forth in the Contract.

A.4 Provision 9, Termination, is deleted and replaced with the following:

9. TERMINATION

9.1 Notwithstanding paragraph 8, the Slate may, at its sole discretion, terminate the
Agreement for any reason, in whole or in part. In the event of such termination, the
Contractor shall immediately stop all work hereunder and shall immediately cause any
and all of its suppliers and subcontractors to cease work. The State shall be liable for
cost of all Services and Deliverables for which Acceptance has been given by the
State, provided through the date of tennination but will not be liable for any costs for
incomplete Services or winding down the Contract activities. The Contractor shall not
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be paid for any work performed or costs incurred which reasonably could have been
avoided.

9.2 Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any property,
including without limitation, Software and Written Deliverables, for such part of the
Contract as has been terminated.

9.2.2 After receipt of a notice of termination, and except as otherwise directed by
the State, Contractor shall:

a. Stop work under the Contract on the date, and to the extent specified, in the
notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminate its orders and subcontracts related to the work which has been

terminated, and settle all outstanding liabilities and all claims arising out of
such termination of orders and subcontracts, with the approval or ratification
of the State to the extent required, which approval or ratification shall be final
for the purpose of this Section;

c. Take such action as the State directs, or as necessary to preserve and protect
the property related to the Contract which is in the possession of Contractor
and in which the State has an interest;

d. Take no action to intentionally erase or destroy any State Data, this includes
State Data held by the Contractor's subcontractors.;

e. Transfer title to the State and deliver in the manner, at the times, and to the
extent directed by the State, any property which is required to be furnished to
the State and which has been accepted or requested by the State;

f. Work with the State to develop a Services and Data Transition Plan per the
"Contract End-of-Life Transition" requirement in the Additional
Requirements section of this RFP; and

g. Provide written Certification to the State that Contractor has surrendered to
the State all said property. 9.2.3.

9.2.4 This covenant in paragraph 9 shall survive the termination of this Contract.

A. Provision 10, Data/Access/Conridentiality/Preser\'ation, is updated with the following
addition:

10.4 In performing its obligations under this Agreement, Contractor may gain access to
Confidential Information of the State. Confidential Information is defined in the

Department of Health and Human Services' Information Security Requirements
Exhibit.

Subject to applicable federal or State laws and regulations, Confidential Information shall not
include information which:
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a. shall have otherwise become publicly available other than as a result of
disclosure by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in
favor of the disclosing Party; or

c. is disclosed with the written consent of the disclosing Party's Privacy Officer
or dcsignee

10.7 Contractor Confidential Information. Contractor shall clearly identify in writing all
information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation to accept the Contractor's designation of material as
confidential. Contractor acknowledges that the State is subject to State and federal
laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Contractor and specify
the date the State will be releasing the requested information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of
Contractor's information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor's sole responsibility and at
Contractor's sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in the State's
notice to Contractor, without any liability to the State.

10.8 This covenant in paragraph 10 shall survive the termination of this Contract.

A.5 Provision 12, Assignment/Delegation/Subcontracts, is updated with the following
addition:

12.3 In the event that Contractor should change ownership for any reason whatsoever that
results in a change of control of the Contractor, the State shall have the option of:

a. continuing under the Agreement with Contractor, its successors or assigns for the
full remaining Term of the Agreement or for such period of time as determined
necessary by the State;

b. immediately terminate the Agreement without liability to or further compensation
owed to Contractor, its successors or assigns.

A.6 Provision 13, Indemnification and Limitation of Liability, is deleted and replaced with
the following:

13.1. Unless otherwise exempted by law, the Contractor shall indemnify and hold harmless
the State, its officers and employees, from and against any and all claims, liabilities
and costs for any personal injury or property damages, patent or copyright
infringement, or other claims asserted against the State, its officers or employees.
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which arise out of (or which may be claimed to arise out of) the acts or omission of
the Contractor, or subcontractors, including but not limited to the negligence, reckless
or intentional conduct. The State shall not be liable for any costs incurred by the
Contractor arising under this paragraph 13. Notwithstanding the foregoing, nothing
herein contained shall be deemed to constitute a waiver of the sovereign immunity of
the State, which immunity is hereby reserved to the State. This covenant in paragraph
13 shall survive the termination of this Agreement.

13.2 The aggregate liability of the Contractor, in each case under this Agreement (and
whether such liability arises from any claim based on breach or repudiation of contract,
warranty, tort (including negligence or breach of statutory duty), or otherwise) shall not
exceed two times the contract price. Notwithstanding the foregoing, Contractor's
liability for any data security breaches, as referenced in Exhibit K, DHHS Information
Security Requirements (Section TV, Procedures for Security, Paragraph 11) shall not
exceed Fifteen Million Dollars ($ 15,000,000) per claim. The limitation of liability shall
not apply to claims related to (a) fraud or willful misconduct, (b) death or personal
injury, (c) Contractor's failure to follow and implement cyber security best industry
practices for protecting confidential information.

A.7 The following Provisions are added and made part of the P37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lock outs, riots, and acts of War, epidemics, acts of Government, fire,
power failures, nuclear accidents, earthquakes, and unusually severe weather.

25.2 Except in the event of the foregoing. Force Majeure events shall not include the •
Contractor's inability to hire or provide personnel needed for the Contractor's
perfonnance under the Contract.

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide any of the
Services or Deliverables identified under this Agreement. Contractor shall make best efforts
to coordinate work with all other State vendors performing Services which relate to the work
or Deliverables set forth in the Agreement. The State intends to use, whenever possible,
existing Software and hardware contracts to acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.
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EXHIBIT B - STATEMENT OF WORK (SOW) BUSINESS AND TECHNICAL
REQUIREMENTS AND DELIVERABLES

The Statement of Work, Business and Technical Requirements, and Deliverables arc set forth below:

1. STATEMENT OF WORK

The Contractor shall provide a software solution and associated services for the New
Hampshire Prescription Drug Monitoring Program (PDMP) to collect prescription data for
online review by practitioners and pharmacists and administrative reporting and analysis of
data. Specifically, the following software solution and associated services include:

•  CONTRACTORS PMP AWARxE

•  NarxCare

•  Custom Enhancements (as set forth in Exhibit G, Attachment 1)

•  Statewide Interoperability through Prescription Drug Monitoring Program Gateway,
for a period of two years (as set forth in Exhibit G, Attachment 1.1)

AWARxE w/NarxCare and Custom Enhancements

This software solution shall collect prescription data for online review by practitioners and
pharmacists and administrative reporting and analysis of data, and promote utilization of the
program by prescribers and dispensers within existing workflow by integrating the PDMP
electronic health records systems. The mission is to promote the quality of patient care and
appropriate use of controlled substances for legitimate medical purposes. Through the
PDMP's accurate and complete data tracking of opioids and other scheduled drug
prescriptions, the State desires to deter misuse and diversion of schedule II-IV controlled
substances by assisting prescribers and pharmacists to make safe prescribing and dispensing
decisions and improve the identification and education of high risk indicators (e.g. overdose
and substance use disorders), is the Contractor shall assist the State of New Hampshire's goal
to modernize our technology that illuminates data while considering quality, consistency, and
accessibility for all users of the PDMP system.

The Contractor shall provide the State of New Hampshire a Prescription Drug Monitoring
system ("Program") whereby data regarding Controlled Substances in schedule II, III, and IV
dispensed to New Hampshire citizens is collected from all dispensers and available for review
by defined practitioners, dispensers, authorized administrators and other defined users. The
Program must focus on allowing the NH PDMP to produce a more robust and efficient data
software solution for New Hampshire practitioners by executing an interoperability platform
that facilitates data sharing with PDMPs in other jurisdictions through connections with both
PMPi and RxCheck and with electronic health records and pharmacy management systems,
using any means selected by the New Hampshire PDMP, including: PMP Interconnect, PMP
Gateway, RxCheck hub, built by the selected vendor.
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Statewide Interoperabilitv through PMP Gateway

The Contractors software solution shall provide all authorized health care entities with the
ability to integrate NH PDMP information into their Health IT systems for a period not to
exceed two (2) years (the "introductory period."). Fees for the two-year introductory period
will be funded through this contract. At the end of the introductory period, it will be the health
care entities' sole responsibility for any iDayment required to continue access to PMP Gateway.
This fee structure shall be the responsibility of the Contractor to include in the marketing plan.
Contractor shall be responsible for contacting and working with participating health care
entities no less than ninety (90) days prior to the expiration of the introductory period, to ensure
continuity and payment of services.

Through leveraging PMP Gateway, the goal is to integrate the NH PDMP into every
physician's and every pharmacist's workflow in New Hampshire. Integration will allow users
to access the same information that is available in the NH PDMP within their clinical
workflows, including patient prescription history, summary information, and clinical risk
indicators. Statewide integration initiatives have proven to increase utilization of the PDMP
in other states.

The Contractors software solution shall include technical expertise, integration software, and
ongoing support services to Authorized Healthcare Organization sites through designated
Information Technology (IT) support resources of the Authorized Healthcare Organization.
The Contractor shall provide the Gateway Service that provides EHR/PMS of authorized
healthcare organizations with the ability to initiate requests for patient reports, from the New
Hampshire PMP, on behalf of permissible Users and receive patient prescription history
reports, from the New Hampshire PMP, when the authorized User completes the required
criteria. The software solution includes audit trail functionality and PMP Gateway Reporting
as set forth in Exhibit G, Attachment 1.

2. BUSINESS / TECHNICAL REQUIREMENTS

The Contractor must adhere to the Business and Technical Requirements identified in
Exhibit G Attachment 1.

2.1 DHHS Security and Privacy Policy Compliance Requirements

DHHS Security and Privacy Policy Compliance
The Vendor shall represent and warrant that:

a. the Vendor has reviewed and is knowledgeable about, and experienced at addressing,
DHHS Security and Privacy Policies, and
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b. the Vendor and the software Solution shall comply with all of the security protocol,
data security and other policies and procedures set forth in DHHS Security and Privacy
Policies and any future updates, revisions and/or replacements.

c. The Vendor shall agree that the Vendor and the software Solution shall, at all times,
remain fully compliant with DHHS Security and Privacy Policies, as these policies
may be updated from time to time. The Vendor shall, on an annual basis, certify in
such form as the State may reasonably request that the Vendor and the software

Solution are compliant with then current DHHS Security and Privacy Policies version.
In the event that the State notifies the Vendor that the System is any way non-
compliant with DHHS Security and Privacy Policies, then the Vendor shall
immediately utilize diligent, continued efforts to modify the System so that it becomes
and remains DHHS Security and Privacy compliant.

d. The Vendor is responsible for the Hosted Solution (the "Host"). The Vendor is and
shall be responsible for ensuring that the Host is and remains fully DHHS Security
and Privacy Policies compliant and shall be liable for any breach or violation by the
Host of any DHHS Security and Privacy Policies policy, procedure or protocol.

e. The State may, one time each calendar year during the term of the Agreement, audit
(or engage a third party to audit) the Vendor and the Hosted Solution to ensure that
the Hosted Solution is fully compliant with DHHS Security and Privacy Policies. If
the State wishes to conduct such an audit, then the State shall provide the Vendor
written notice of such audit, which may include the analysis of records, discussions
with the Vendor's employees and subcontractors, and testing of the System. The
Vendor shall promptly provide to the State information requested by the State in
connection with the audit and otherwise cooperate with the State regarding such audit.

f. In the event that the audit shows that the Vendor or the Hosted Solution is not in full

compliance with any DHHS Security and Privacy Policies, protocol or procedure, then
the Vendor shall promptly take such action as is necessary to attain DHHS Security
and Privacy compliance and upon achieving compliance, certify in writing to the State
that it has done so, and

g. Material compliance with any DHHS Security and Privacy Policies,, protocol or
procedure, the Vendor shall promptly reimburse the State for the costs and expenses
(including internal legal costs invoiced at the prevalent billing rate for an experienced
corporate attorney) incurred in conducting the audit.

h. The Contractor agrees it will initiate a criminal .background check re- investigation of all
workforce assigned to this Contract every five years. The five year period will be based
on the date of the last Criminal Background Check conducted by the Contractor or its
Agent.

i. Agency Compliance Documents - Attachment 2
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3. ACTIVITY, DELIVERABLE, AND MILESTONE

Activity, Deliverable, or
Milestone

Deliverable

Type

Projected Delivery Date

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project ICickofF Meeting Non-Software No later than ten (10) business days following
Notice to Proceed.

2  . Project Status Reports Written Available upon Project Kickoff and throughout the
life of the project.

3 Work Plan Written Available upon Project Kickoff.
4 Infrastructure Plan, including

Desktop and Network
Configuration Requirements

Written Available upon Project Kickoff.

5 Attestation of Background checks Written Contractor workforce associated with fulfilling the
obligations of this Contract are, based on NH
DHHS provided criteria herein and their job
responsibility requirements, eligible to participate
in work associated with this Contract. Available

upon Project Kickoff.
6 Communications and Change

Management Plan
Written Available upon Project Kickoff.

7 Requirements Traceabiiity Matrix Written Available upon Project Kickoff.
8 Software Configuration Plan Written Available upon Project Kickoff.
9 Systems Interface Plan and

Design/Capability
Written Once delivery dates are solidified for all custom

development deliverables, the plan for Software
Configuration will be provided within 10 days.

10 Testing Plan Written Available upon Project Kickoff.
11 Data Conversion Plan and Design Written As incumbent, this is not applicable.
12 Deployment Plan Written Will be delivered to NH DOH for new development

work.

13 Comprehensive Training Plan and
Curriculum

Written Within 30 days of requirements finalized.

14 End User Support Plan Written Within 30 days of requirements finalized.
15 Business Continuity Plan Written Upon Project Kickoff.
16 Documentation of Operational

Procedures

Written Upon Project Kickoff.

17 Bring Your Own Device (BYOD)
Security Plan

Written Upon Project Kickoff.

18 Data Protection Impact Assessment Written Upon Project Kickoff.
19 Systems Security Pan (SSP) Written Upon Project Kickoff.
20 Disaster Recovery Plan (DRP) Written Upon Project Kickoff.
INSTALLATION
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Activity, Deliverable, or

Milestone

Deliverable

Type

Projected Delivery Date

17 Provide Software Licenses if

needed

Written Access to the Contractors, PMP environment is

available today and will remain available upon
effective date of the signed agreement.

18 Provide Fully Tested Data
Conversion Software

Software As the incumbent. Conversion Software is not
necessary.

19 Provide Software Installed,

Configured, and Operational to
Satisfy State Requirements

Software As the incumbent, the base PMP software is
available today. Contractors will deliver all custom
requirements by a timeframe specified by the State.

TESTING

20 Conduct Integration Testing Non-Software The Integration Testing schedule will be provided
upon finalization of the project schedule including
all custom enhancement technical requirements.

21 Conduct User Acceptance Testing Non-Software The schedule for UAT will be provided upon
finalization of the project schedule including all
custom enhancement technical requirements.

22 Perform Production Tests Non-Software The schedule for Production Testing will be
provided upon finalization of the project schedule
including all custom enhancement technical
requirements.

23 Test In-Bound and Out-Bound

Interfaces

Software The schedule for In-Bound/Out-Bound Testing will
be provided upon finalization of the project schedule
including all custom enhancement technical
rdquiremertts.

24 Conduct System Performance
(Load/Stress) Testing

Non-Software Load testing occurs bi-weekly with the delivery of
all new features. Load testing, will occur as part of
the delivery of all custom

25 Certification of Party Pen
Testing and Application
Vulnerability Scanning.

Non-Software The Contractors Certification of the most recent 3rd
Party Pen test is available today. Third party Pen
and App Vulnerability Scanning is conducted on an
Annual Basis.

26 Security Authorization Package Written Upon Project Kickoff.
SYSTEM DEPLOYMENT

26 Converted Data Loaded into

Production Environment

Software As the incumbent, this is not applicable.

27 Provide Tools for Backup and
Recovery of all Applications
and Data

Software As a SaaS provider, this requirement is not
applicable.

28 Conduct Training Non-Software As the incumbent, NH PDMP will not require a
transition to a new PDMP platfonn; therefore,
training will be performed on all enhancements to
the current system. Training will be provided no
less than 14 days prior to feature enhancements and
no less than 30 days prior to major enhancements.
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Activity, Deliverable, or
Milestone

Deliverable

Tvpe

Projected Delivery Date

29 Cutover to New Software Non-Software Upon Project Kickoff and ongoing throughout the
duration of the project.

30 Provide Documentation Written Upon Project Kickoff and ongoing throughout the
duration of the project.

31 Execute Security Plan Non-Software Upon Project Kickoff and ongoing throughout the
duration of the project.

OPERATIONS

32 Ongoing Hosting Support Non-Software Will continue upon contract effective date as
Contractors currently provides hosting support.

33 Ongoing Support &
Maintenance

Software Will continue upon contract effective date as

Contractors currently provides hosting support.
34 Conduct Project Exit Meeting Non-Software Within 30 days of production release of all required

functionality.
MARKETING AND PROMOTION OF NEW HAMPSHIRE PDMP ,
35 Marketing Plan w/Timetables Non-

Software

Within 30 days of the Effective Date, the Contractor
must provide a marketing plan or promotion of NH
PDMP and Gateway Services . This also includes
addressing the introductory period for Gateway
Services and actions required by the health care
entities at the end of the introductory period.

Remainder ofthis page intentionally left blank
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/

4. DELIVERABLE REVIEW AND ACCEPTANCE

4.1 Non-Soft>vare and Written Deliverables Review and Acceptance

The Contractor shall provide a written Certification that a non-software, written
deliverable (such as the Test Plan) is final, complete, and ready for Review. After
receiving such Certification from the Contractor, the State will Review the Deliverable to
determine whether it meets the requirements outlined in this Exhibit. The State will notify
the Contractor in writing of its Acceptance or rejection of the Deliverable, or its partial or
conditional Acceptance of the Deliverable, within five (5) business days of the State's
receipt of the Contractor's written Certification; provided, however, that if the State
determines that the State needs more than five (5) days, then the State shall be entitled to
an extension of up to an additional ten (10) business days. If the State rejects the
Deliverable or any portion of the Deliverable, or if any Acceptance by the State is
conditioned upon completion of any related matter, then the State shall notify the
Contractor of the nature and class of the Deficiency, or the terms of. the conditional
Acceptance, and.the Contractor shall correct the Deficiency or resolve the condition to'
Acceptance within the period identified in the Work Plan. If no period for the Contractor's
correction of the Deliverable or resolution of condition is identified, the Contractor shall
correct the Deficiency in the Deliverable or resolve the condition within five (5) business
days or such longer period as the State (in its sole discretion) may agree. Upon receipt of
the corrected Deliverable, the State shall have five (5) business days to review the
Deliverable and notify the Contractor of its Acceptance, Acceptance in part, conditional
Acceptance, or rejection thereof, with the option to extend the Review Period up to five
(5) additional business days, or mutually agreed upon timeframe. If the Contractor fails
to correct the Deficiency within the allotted period, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and or
pursue its remedies at law and in equity.

4.2 Soft>vare Deliverables Review and Acceptance

SysieirySoftware Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Acceptance and Testing Services deseribed herein.

4.3 Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the Contractor
certify for testing and deliver to the State more than three (3) Deliverables for review or
testing at one time. As the State accepts a Deliverable, an additional Deliverable may be
presented for review but at no time can the Deliverables exceed three (3) at a time without
the authorization of the State.

4.4 Conditional and Unconditional Acceptance

—I
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By accepting a Deliverable, the Slate reserves the right to reject any and all Deliverables
in the event the State detects any Deficiency in the System, in whole or in part, through
completion of all Acceptance Testing, including but not limited to, Software/System
Acceptance Testing, and any extensions thereof.

5. CHANGE ORDER

The State may make changes, revisions or request enhancements to the Scope of Work at any
time by written Change Order. The State originated changes, revisions or enhancements shall
be approved by the Department of Information Technology. Within five (5) business days of
Contractor's receipt of a Change Order, Contractor shall advise the State, in detail, of any
impact on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

Contractor may propose a change within the scope of the Contract by written Change Order,
identifying any impact on cost, the Schedule, and the Work Plan. The State shall acknowledge
receipt of Contractor's requested Change Order within five (5) business days. The State
Agency, as well as the Department of Information Technology, must review and approve all
Change Orders in writing. The State shall be deemed to have rejectedthe Change.Order if the
Parties arc unable to reach an agreement in writing within 30 days of receipt of the Change
Order.

Change orders resulting in an increase of Price Limitation, an extension of time for Contract
completion, or a significant change to the scope of the Contract may require approval by the
Governor and Council.

A Change Order which is accepted and executed by both Parties, and if applicable approved
by Governor and Council, shall amend the terms of this Agreement.

6. IMPLEMENTATION SERVICES

The Contractor shall employ an industry-standard Implementation strategy with a timeline set
forth in accordance with the Work Plan.

The Contractor shall manage Project execution and provide the tools needed to create and
manage the Project's Work Plan and tasks, manage and schedule Project staff, track and
manage issues, manage changing requirements, maintain communication within the Project
Team, and Report status.

The Contractor and the State shall adopt a Change Management approach to identify and plan
key strategies, communication initiatives, and training plans.

7. PROJECT MANAGEMENT

The Contractor shall provide project tracking tools and templates to record and manage Issues,
Risks, Change Requests, Requirements, and other documents used in the management and"
tracking of the project. The State believes that effective communication and Reporting are
essential to Project success. The Contractor shall employ effective communication and
Reporting strategies to ensure Project success. The Contractor Key Project Staff shall
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participate in meetings as requested by the State, in accordance with the requirements and
terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both Contractor
and State personnel. Contractor shall provide all necessary resources to perform its obligations
under the Contract. Contractor is responsible for providing all appropriate resources and
personnel to manage this Project to a successful completion.

7.1 The Contractor Key Project Staff

7.1.1. The Contractor's Contract Manager

Contractor shall assign a Contract Manager who will be responsible for all
Contract authorization and administration, including but not limited to
processing Contract documentation, obtaining executive approvals, tracking
costs and payments, and representing the parties in all Contract administrative
activities. Contractor's Contract Manager is;

Natalie Browning

Senior Director of Client Relationships

9901 Linn Station Road

Louisville, KY 40223

Office: 502-815-5639

Cell: 502-552-0601

Email: nbrownlng@Contractors.com

7.1.2. The Contractor's Project Manager

Contractor shall assign a Project Manager who is qualified to perform or
supervise the Contractor's obligations under this Agreement. Contractor's
Project Manager is:

Stephanie Stovall

PDMP Client Relationship Manager

Contractors Health

9901 Linn Station Road

Louisville, KY 40223

Office: 502-815-3838

Cell: 901-651-7552

Email: sstovall@Contractors.com
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Contractor's selection of the Project Manager shall be subject to the prior
written approval of the State. The State's approval process may include,
without limitation, at the State's discretion, review of the proposed Project
Manager's resume, qualifications, references, and background checks, and an
interview. The State may require removal or reassignment of Project Manager
who, in the sole judgment of the State, is found unacceptable or is not
performing to the State's satisfaction.

Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding
decisions under the Contract, and shall function as Contractor's representative
for all administrative and management matters. Project Manager must be
available to promptly respond during normal Business Hours within Two (2)
hours of inquiries from the State. Project Manager must work diligently and
use his/ her best efforts on the Project.

7.1.3. Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of
Project Manager without providing the Stale written notice and obtaining the
prior approval of the State of the replacement Project Manager. State
approvals for replacement of Project Manager shall not be unreasonably
withheld. The replacement Project Manager is subject to the same
requirements and Review as set forth above. Contractor shall assign a
replacement Project Manager within ten (10) business days of the departure
ofthe prior Project Manager, and Contractor shall continue during the ten (10)
business day period to provide competent project management Services
through a qualified interim Project Manager.

7.1.4. The Contractors Additional Key Project Staff

The State considers the following individuals to be Key Project StafTfor this
Project:

Key Members:

Shannon Hord

Erin Combs

Ops

Laura Reid-Newkirk

Thomas Powell

Nour Elmerse

Brent Miller

Heidi Holtzman
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The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the Stale written notice and obtaining the
prior written approval of the State. State approvals for replacement of Key Project
Staff will not be unreasonably withheld. The replacement Key Project Staff shall
have comparable or greater skills than Key Project Staff being replaced.

7.1.5. Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and
not utilize any staff, including subcontractors, to fulfill the obligations of the
Contract who have been convicted of any crime of dishonesty, including but not
limited to criminal fraud, or otherwise convicted of any felony or misdemeanor
offense for which incarceration for up to 1 year is an authorized penalty. The
Contractor shall promote and maintain an awareness of the importance of securing
the State's information among the Contractor's employees and agents.

The State may, at its sole expense, conduct reference and background screening of
the Contractor's Project Staff. The State shall maintain the confidentiality of
background screening results in accordance with the Contract Agreement.

The State reserves the right to reject the Vendor's Staff as a result of such reference
and background checks. The State also reserves the right to require removal or
reassignment of the Vendor's Staff found unacceptable to the State.
Notwithstanding anything to the contrary, the State shall have the option to
terminate the Contract, at its discretion, if it is dissatisfied with the Vendor's
replacement staff.

The State may, at its sole expense, conduct reference screening of the Contractor
Project Manager and the Contractor Key Project Staff. The State shall maintain the
Confidentiality of reference screening results.

7.1.6. Termination for Lack of Project Management and Key Project Staff

Notwithstanding any other provision of the Contract to the contrary, the State shall
have the option to terminate the Contract, declare Contractor in default and to
pursue its remedies at law and in equity, if Contractor fails to assign a Project
Manager and/or Key Project Staff meeting the requirements and terms of the
Contract or if the State is dissatisfied with Contractor's replacement of the Project
Manager and/or Key Project Staff.
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7.2 The State Key Project Staff

7.2.1. The State Contract Manager

The State shall assign a Contract Manager who shall function as the State's
representative with regard to Contract administration. The State Contract Manager
is:

Michael Holt

Department of Health and Human Services

Division of Public Health Services

Program Administrator

(603)271-9234

michael.holt@dhhs.nh.gov

7.2.2. The State Project Manager

The State shall assign a Project Manager. The State's Project Manager is:

Michael Holt

Department of Health and Human Services

Division of Public Health Services

Program Administrator

(603)271-9234

michael.hQlt@dhhs.nh.gov

The State Project Manager's duties shall include the following:

a. Leading the Project;

b. Engaging and managing all Contractors working on the Project;

c. Managing significant issues and risks;

d. Reviewing and accepting Contract Deliverables;

e. Invoice sign-offs;

f. Review and approval of Change Orders;

g. Managing stakeholders'concerns.
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8. WORK PLAN

The Contractor's Project Manager and the State Project manager shall finalize the Work Plan
within Thirty (30) days of the Effective Date and further refine the tasks required to implement
the Project. Continued development and management of the Work Plan is a joint effort on the
part of the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth in this Section.

Task Name Start Finish

1
Planning and Project Management January 2022 January 2023

2
Installation January 2022 January 2022

3
Implementation January 2022 January 2023

4
Testing January 2022 January 2023

5
System Deployment January 2022 January 2023

6
Operations January 2022 January 2023

7 STATEWIDE INTEROPERABILITY

PROGRAM (PMP GATEWAY)
MARKETING AND PROMOTION

January 2022 January 2023

In conjunction with the Contractor's Project Management methodology, whieh shall be used
to manage the Project's life cycle, the Contractor's team and the State shall finalize the Work
Plan at the onset of the Project. This plan shall identify the tasks. Deliverables, major
milestones, task dependencies, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource alloeations (both State and The
Contractor's team members), refine the Project's scope, and establish the Project's Schedule.

9. ACCEPTANCE & TESTING SERVICES

Acceptance and testing services requires the coordinated efforts of a Project Testing Team
consisting of both Contractor and State personnel. The Contractor shall be responsible for the
planning, documentation, coordination and management of all aspect of the testing services.

9.1. Contractor Testing, Planning & Coordination

hPage 26 of 67

Contractor Initials:

Date: 12/23/2021



DocuSign Envelope ID; FBAE6100-64CC-4E57-868D-8B159BB2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT B - STATEMENT OF WORK

BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

The Contractor shall provide oversite and management of all phases of the testing process,
including user acceptance testing.

The Contractor shall provide documentation and testing tracking tools to record and
manage issues, risks, change requests, requirements, and other documents used in the
management of the testing process.

I

The Contractor shall successfully perform functional testing and certify of all requirements
prior to release to the State Project Team for user acceptance testing. This includes but is
not limited to:

a. System Change orders: New and modified functionality

b. System Integration, interfaces with required third party systems.

c. Reporting - Data imports/Exports

d. Conversion

e. System upgrades

f. All other changes that affect system functionality or requires acceptance and
approval from the Stale's Project Team.

The Contractor shall be responsible for the development comprehensive functional and
user acceptance test plans and scripts that ensure the successful testing of system change
orders and satisfies all conditions for the State's Project Team's testing, approval and
acceptance.

9.2. State Project Team Testing and Acceptance

The State's Project team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

The State Project Team's testing efforts must validate and certify expected outcomes of
the change request and/or business requirements in accordance with the Contract Team's
approved test plan and scripts.

The Contractor's Project Team shall provide technical assistance and oversight of the State
Project Team's testing efforts.

The Contractor's Project Team and State Project team shall accept and approve all
conditions and verify the business requirements are satisfied before scheduling for
production.
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9.3. System Maintenance, Security Releases & System Patching

The Contractor' shall notify the State's Project Team in writing, by email, or phone in
accordance with mutually agreed timeframes for any system changes and maintenance
initiated by the Contractor that will require testing and certification by the Stale's Project
Team, including but not limited to:

9.3.1 Scheduled System Upgrades and Maintenance

9.3.2 Unscheduled System Upgrades and Maintenance

9.3.3 Security Releases

9.3.4 System Patching

9.3.5 Emergency Releases and Patching

The State's Project Team shall be responsible for scheduling and completing User
Acceptance Testing in accordance with the Contractor Team's approved timelines.

10. MAINTENANCE, OPERATIONS AND SUPPORT

10.1 System Maintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the Slate the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

10.2 System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein.

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according to the
following:

Class A Deficiencies - The Contractor shall be available to the State for on-call telephone
assistance with issue tracking. Twenty Four (24) hours per day and Seven (7) days a week
with an email / telephone response within Two (2) hours of request; or, the Contractor
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shall provide support on-site or with remote diagnostic Services, within Four (4) business
hours of a request;

Class B & C Deficiencies - The State shall notify the Contractor of such Deficiencies
during regular Business Hours and the Contractor shall respond back within Four (4) hours
of notification of planned corrective action.

10.3 Support Obligations

The Contractor shall repair or replace Software, and provide maintenance of the Software
in accordance with the Specifications and terms and requirements of the Contract.

The Contractor shall maintain a record of the activities related to Warranty repair or
maintenance activities performed for the State;

a. For all maintenance Services calls, the Contractor shall ensure the following
information will be collected and maintained:

i. nature of the Deficiency;
ii. current status of the Deficiency;
iii. action plans, dates, and times;
iv. expected and actual completion time;
V. Deficiency resolution information;
vi. resolved by;
vii. identifying number i.e. work order number; and
viii. issue identified by; and

b. The Contractor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the following
information:

i. mean time between Reported Deficiencies with the Software;
ii. diagnosis of the root cause of the problem; and n
iii. identification of repeat calls or repeat Software problems.

If the Contractor fails to correct a Deficiency within the allotted period of time stated
above, the Contractor shall be deemed to have committed an Event of Default, and the
State shall have the right, at its option, to pursue the remedies as defined in the P-37
General Provisions, Provision 8, as well as to return the Contractor's product and receive
a refund for all amounts paid to the Contractor, including but not limited to, applicable
License fees, within ninety (90) days of notification to the Contractor of the State's refund
request.
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10.4 Contract Warranties and Representations

10.4.1. System

The Contractor warrants that any Systems provided under this Agreement will
operate and conform to the Specifications, terms, and requirements of this
Agreement.

10.4.2. Software

The Contractor warrants that any Spfhvare provided as part of this Agreement,
including but not limited to the individual modules or functions furnished
under the Contract, is properly functioning within the System, compliant with
the requirements of the Contract, and will operate in accordance with the
Specifications and terms of the Contract.

For any breach of the above Software warranty, in addition to all its other
remedies at law and in equity, at the State's option the Contractor shall: (a)
provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially correct such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or (b) the re-
performance of the deficient Services, or (c) if Contractor cannot substantially
correct a breach in a commercially reasonable manner, the State may end the
relevant Services and recover the fees paid to Contractor for the deficient
Services.

10.4.3. Compatibility

Contractor warrants that all System components, including but not limited to
the components provided, any replacement or upgraded System Software
components provided by Contractor to correct Deficiencies or as an
Enhancement, shall operate with the rest of the System without loss of any
functionality.

10.4.4. Services

Contractor warrants that all Services to be provided under this Agreement will
be provided expediently, in a professional manner, in accordance with
industry standards and that Services will comply with performance standards.
Specifications, and terms of the Contract.

10.5 Data Location

The Contractor shall provide its services to the Department and its end users solely from
data centers within the Continental United States. All storage, processing and transmission
of State Data shall be restricted to information technology, systems within the Continental
United States. The Vendor shall not allow its personnel or sub-contractors to store State
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Data on portable devices, including personal computers, unless express prior written
consent is obtained from DHHS Information Security.

11. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and
Documentation set forth in the Contract, and particularly described Exhibit D: Software
Agreement.

12. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract,
and particularly described in Exhibit E: Administrative Services.

13. TRAINING

The Contractor shall provide the following Training Services to ensure administrative users
and data requestors have the tools and resources needed to successfully access and utilize the
system.

13.1End User Training

The Contractor shall provide electronic training materials for both data requestors and
administrative users, including:

•  User Registration Guide

•  User Support Guide

•  Built-in tutorials (within the application)

0  Quick reference guides on topics such as:

•  Delegate management

How to register

•  How to run a patient search

How to run a bulk patient search

•  Insight reports (if applicable)

•  Increase awareness of system change

•  Ensure all users have the resources needed to access the system

•  Ensure data requestors can navigate the system in accordance with the
Department and Certification policy

•  Help desk support ensures that additional assistance with PMP AWARxE

functionality is available
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•  Provide a day-long (8 hours), hybrid in-person/remote administrator PMP
AWARxE/NarxCare training and configuration session led by an Contractors
PMP AWARxE subject matter expert

•  Provide an Administrator User Guide for long-term reference

•  Provide the POMP Support Overview detailing issues that should be directed
to the Contractors Customer First Center

•  Prepare administrators for key tasks performed within the system

•  Perform configuration and train administrators to perform site configuration

13.4Train-the-Tralner Training

•  Prepare, state trainers to perform end-user training for PMP AWARxE and
PMP Clearinghouse

Training is also supported by the Contractors PDMP User Registration Guide and User
Support Guide, which serves as a procedural guide and reference for the NH DHHS staff. Both
guides will be customized to reflect the New Hampshire PMP AWARxE system as well as the
protocols and policies of the NH DHHS These guides will be updated accordingly as changes
are made to the system.

14. MARKETING & PROGRAM PROMOTION

Contractors shall market the PDMP and Gateway Services vyithin New Hampshire. Such
marketing efforts shall include, at a minimum:

•  A marketing campaign plan along with draft communication that may be necessary
for Contractors to inform potential U$cr(s) and User(s) of the Gateway Service within
New Hampshire.

•  The State will review and approve marketing materials prior to Contractors
distributing the communication.

•  Contractors will communicate with EHR/Pharmacy Management System vendors
where Contractors has a relationship.

•  Contractors will have a designated resource that is charged with communicating with
potential Authorized Healthcare Organizations in State. This will be ongoing
throughout the project.

•  Contractors will include it's marketing materials and campaign information about the
introductory period for Gateway Access and the fee structures to include:

■  The Slate may pay for the first two (2) years of fees required for gateway
access.
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■  The Health Care entity will be responsible for any required gateway fees
thereafter.

•  Contractors shall provide a communication plan for Heath Care entities to include
notification and marketing efforts to be performed at a minimum 180 prior to the end
of a Health Care entity expiration of the introductory period.

15. MERCHANT CARD SERVICES

Not Applicable to this Contract back.

16. TERMS AND DEFINTIONS

Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and
Definitions.

17. CONTRACTOR'S CERTIFICATES

Required Contractor Certificates are attached in Exhibit G.

18. Contract End-of-Life Transition Services

18.1

18.2

18.3

If applicable, upon termination or expiration of the Contract the Parties agree to
cooperate in good faith to effectuate a smooth secure transition of the Services from
the Contractor to the Department and, if applicable, the Vendor engaged by the
Department to assume the Services previously performed by the Contractor for this
section the new vendor shall be known as "Recipient"). Contract end of life services
shall be provided at no additional cost.

Ninety (90) days prior to the end-of the contract or unless otherwise specified by the
Department, the Contractor shall begin working with the Department and if
applicable, the new Recipient to develop a Data Transition Plan (DTP). The
Department shall provide the DTP template to the Contractor.

The Contractor shall use reasonable efforts to assist the Recipient, in connection with
the transition from the performance of Services by the Contractor and its Affiliates
to the performance of such Services. This may include assistance with the secure
transfer of records (electronic and hard copy), transition of historical data (electronic
and hard copy), the transition of any such Service from the hardware, software,
network and telecommunications equipment and internet-related information
technology infrastructure ("Internal IT Systems") of Contractor to the Internal IT
Systems of the Recipient and cooperation with and assistance to any third-party
consultants engaged by Recipient in connection with the Transition Services.

18.3.1 If a system, database, hardware, software, and/or
software licenses (Tools) was purchased or created
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to manage, track, and/or store State Data in
relationship to this contract said Tools will be
inventoried and retumed to the Department, along
with the inventory document, once transition of
State Data is complete.

18.3.2 The internal planning of the Transition Services by
the Contractor and its Affiliates shall be provided to
the Department and if applicable the Recipient on a
timely manner. Any such Transition Services shall
be deemed to be Services for purposes of this
Contract.

18.3.3 Should the data Transition extend beyond the end of
the Contract, the Contractor and its affiliates agree
Contract Information Security Requirements, and if
applicable, the Department's Business Associates
Agreement terms and conditions remain in effect
until the Data Transition is accepted as complete by
the Department.

18.3.4 In the event where the contractor has comingled
Department Data and the destruction or Transition
of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory • and
professional standards for retention requirements
prior to destruction.

18.4Comp]etion of Sendees

18.4.1 Each service or Transition phase shall be deemed
completed (and the Transition process finalized) at
the end of 15 business days after the product,
resulting from the Service, is delivered to the
Department and/or the Recipient in accordance with
the mutually agreed upon Transition plan, unless
within said 15 business day term the Contractor
notifies the Department of an issue requiring
additional time to complete said product.

18.4.2 Once all parties agree the data has been migrated the
Contractor will have 30 days to destroy the data per
the terms and conditions of the Department's
Information Security Requirements Exhibit,
including certificate of data destruction.

18.5Disagreement over Services Results
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BUSINESS / TECHNICAL REQUIREMENTS AND DELIVERABLES

18.5. i In the event the Department is not satisfied with the
results of the Transition Service, the Department
shall notify the Contractor, by email, stating the
reason for the lack of satisfaction within 15 business

days of the final product or at any time during the
data Transition process. The Parties shall discuss the
actions to be taken to resolve the disagreement or
issue. If an agreement is not reached, at any time the
Department shall be entitled to initiate actions in

accordance with this contract.

Remainder ofthis page intentionaUy left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

1. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State exceed
the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation. The payment
by the State of the total Contract price shall be the only, and the complete reimbursement to

the Contractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof.

2. TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contract. The Contractor must assume all
travel and related expenses incurred by Contractor in performance of its obligations. All labor
rates in this Agreement will be considered "Fully Loaded," including, but not limited to: meals,
hotel/housing, airfare, car rentals, car mileage, and any additional out of pocket expenses.

3. SKIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in this
Agreement.

4. INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by the
State. All invoices submitted shall be subject to the State's prior written approval, which shall
not be unreasonably withheld. The Contractor shall only submit invoices for Services or
Deliverables as permitted by the Contract. Invoices must be in a format as determined by the
Stale and contain detailed information, including without limitation: itemization of each
Deliverable and identification of the Deliverable for which payment is sought, and the
Acceptance date triggering such payment; date of delivery and/or installation; monthly
maintenance charges; and, any other Project costs or retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the
State will pay the correct and undisputed invoice within thirty (30) days of invoice receipt.
Invoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS

In lieu of hard copies, all invoices may be assigned an electronic signature and emailed to
DPHSContractBilling@dhhs.nh.gov or invoices may be mailed to:

Financial Manager

Department of Health and Human Scr\'ices

129 Pleasant Street

Concord, NH 03301
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6. PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm

7. OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to the State
the full amount of any overpayment or erroneous payment upon discovery or notice from the
State.

8. CREDITS

The State may apply credits due to the State arising out of this Contract against the
Contractor's invoices with appropriate information attached.

9. PROJECT HOLDBACK

The State shall withhold ten percent (10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty
Period.

10. PAYMENT SCHEDULE

10.1 Contract Type

10.1.1. Activities / Deliverables / Milestones Pricing

This is a Not to Exceed Contract. The total Contract value is indicated in P-

37 General Provisions - Block 1.8: Price Limitation for the period between
the Effective Date through date indicated in P-37 General Provisions - Block
1.7: Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:

Page 37 of 67 .

Contractor Initials:

Date: 12/23/2021

— DS

I2C



DocuSign Envelope ID: FBAE6100-64CC-4E57-868D-8B159BB2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 -NH Prescription Drug Monitoring Program

EXHIBIT C - PRICE AND PAYMENT SCHEDULE

10.1.1. Activities / Deliverables / Milestones Pricing

Activity, Deliverable Projected Delivery Date Price

Dclivcrabie, or Type
Milestone

PLANNING AND PROJECT MANAGEMENT

1 Conduct Project Non-Software No later than ten (10) business Included in

Kickoff Meeting days following Notice to
Proceed

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

2 Project Status Written Available upon Project Kickoff Included in

Reports and throughout the life of the
project.

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

3 Work Plan Written Available upon Project
Kickoff.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

4 Infrastructure Plan, Written As a SaaS provider, all Included in

including configuration occurs within the AWARxE/NarxCare SaaS

Desktop and
Network

Contractors environment licensing, maintenance and
therefore this is not applicable. support cost.

Configuration
Requireinents

5 Security Plan Written Available upon Project
Kickoff.

Included in

AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

6 Communications Written Available upon Project Included in

and Change Kickoff. AWARxE/NarxCare SaaS

Management licensing, maintenance and
Plan support cost.

7 Requirements Written Available upon Project Included in

Trace ability Kickoff. AWARxE/NarxCare SaaS

Matrix licensing, maintenance and
support cost.

8 Software Written Once delivery dates are Included in

Configuration solidified for all custom AWARxE/NarxCare SaaS

Plan development deliverables, the
plan for Software
Configuration will be provided
within 10 days,

licensing, maintenance and
support cost.
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9 Systems Interface Written Available upon Project Included in

Plan and Kickoff. AWARxE/NarxCare SaaS

Design/Capability licensing, maintenance and
support cost.

10 Testing Plan Written Upon confirmation of technical Included in

design of new feature, within AWARxE/NarxCare SaaS

30 days. licensing, maintenance and
support cost.

11 Data Conversion Written As incumbent, this is not Included in

Plan and Design applicable. AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

12 Deployment Plan . Written Will be delivered to Nil Included in

DHHS for new development AWARxE/NarxCare SaaS

work. licensing, maintenance and
support cost.

13 Comprehensive Written Within 30 days of Included in

Training Plan and requirements finalized. AWARxE/NarxCare SaaS

Curriculum licensing, maintenance and
support cost.

14 End User Support Written Within 30 days of Included in

Plan requirements finalized. AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

IS Business Written Upon Project KickofF. Included in

Continuity Plan AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

16 Documentation of Written Upon Project KickofF. Included in

Operational AWARxE/NarxCare SaaS

Procedures licensing, maintenance and
support cost.

INSTALLATION

17 Provide, Software Written Access to the Contractors PMP included in

Licenses if needed environment is available today AWARxE/NarxCare SaaS

and will remain available upon licensing, maintenance and
effective immediate of the support cost.

signed agreement.

18 Provide Fully Software As the incumbent, Conversion Included in

Tested Data Software is not necessary. AWARxE/NarxCare SaaS

Conversion licensing, maintenance and
Software support cost.

19 Provide Software Software As the incumbent, the base Included in

Installed, PMP software is available AWARxE/NarxCare SaaS
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Configured, and today. Contractors will deliver licensing, maintenance and
Operational to all custom requirements by a support cost.

Satisfy State timeframe specified the State.

Requirements

IMPLEMENTATION

20 A3.7 Software Contractors will deliver Included in table above

DEA Verification custom requirements by

Upon Login agreed-upon timeframe.

21 A3.15 . Software Contractors will deliver Included in

Notification custom requirements by table above

component on agreed-upon timeframe.
- Mandatory Use
Report t

Contractors will deliver Included in

22 A3.16b Software
custom requirements by table above

Prescriber
agreed-upon timeframe.

Compliance
Dashboard

(Mandatory
Registration)

23 A.7.27 Software Contractors will deliver Included in

Pharmacy Waiver custom requirements by table above

Process agreed-upon timeframe.

Automation

24 A7.4Q Software Contractors will deliver Included in

Create Platform custom requirements by table above

VPN Connection agreed-upon timeframe.

between State

EDW and State

production
database

A7.4I

Create Custom

Data Extract of

User Tables

A12.27

Create/provide
daily extract of
User Tables
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25 A7.42 Software

Create Custom

User Query
extracts

26 A7.46 Software

Add Submitter IP

address to

Pharmacy
Compliance
Dashboard

27 A10.1 Software

Create a multi-state

custom report

extract for

approved end users

28 A 11.6 Software

Create niulti-state

query search option
for approved end
users

29 All. 10 Software

Provide the ability
to securely retrieve
data from all

interstate data

sharing HUBS with
a single query from
the user.

30 A 12.1 Software

Prescriber Outlier

Model (standard)

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Contractors will deliver

custom requirements by
agreed-upon timeframe.

Included in

table above

Included in

table above

Included in

table above

Included in

table above

Included in

table above

Included in table above

TESTING
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31 Conduct Non-Software The Integration Testing Included in

Integration schedule will be provided upon AWARxE/NarxCare SaaS

Testing finalizalion of the project licensing, maintenance and
schedule including all custom support cost.

enhancement technical

requirements.

32 Conduct User Non-Software
The schedule for UAT will be

Included in

Acceptance AWARxE/NarxCare SaaS
Testing provided upon finalizalion of licensing, maintenance and

the project schedule including support cost.
all custom enhancement

technical requirements.

33 Perform Non-Software The schedule for Production Included in

Production Tests Testing will be provided upon AVVARxE/NarxCare SaaS

finalization of the project licensing, maintenance and
schedule including all custom support cost.

enhancement technical

requirements.

34 Test In-Bound Software The schedule for In- Included in

and Out-Bound Bound/Out-Bound Testing will AWARxE/NarxCare SaaS

Interfaces be provided upon finalization licensing, maintenance and
of the project schedule support cost.

including all custom
enhancement technical

requirements.

35 Conduct System Non-Software Load testing occurs bi-weekly Included in

Performance with the delivery of all new AWARxE/NarxCare SaaS

(Load/Stress) features. Load testing will licensing, maintenance and
Testing occur as part of the delivery of support cost.

all custom enhancements.

36 Certification of Non-Software The Contractors Certification Included in

3rd Party Pen of the most recent 3rd Party AWARxE/NarxCare SaaS
Testing Pen test is available today. licensing, maintenance and

and Application Third party Pen and App support cost.

Vulnerability Vulnerability Scanning is

Scanning conducted on an Annual Basis.

SYSTEM DEPLOYMENT

37 Converted Data Software As the incumbent, this is not Included in

Loaded into applicable. AWARxE/NarxCare SaaS
Production licensing, maintenance and
Environment support cost.

38 Provide Tools for Software As a SaaS provider, this Included in

Backup and requirement is not applicable. AWARxE/NarxCare SaaS

Recovery of all
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Applications and licensing, maintenance and
Data support cost.

39 Conduct Training Non-Software As the incumbent, NH PDMP Included in

will not require a transition to AWARxE/NarxCare SaaS

a new PDMP platform, and licensing, maintenance and
therefore, training will be support cost.

performed on all enhancements
to the current system.
Training will be provided no

less than 14 days prior to
feature enhancements and no

less than 30 days prior to
major enhancements.

40 Cutover to New Non-Software As incumbent, this is not Included in

Software applicable. AWARxE/NarxCare SaaS

licensing, maintenance and
support cost.

41 Provide Written Upon Project Kickoff and Included in

Documentation ongoing throughout the AWARxE/NarxCare SaaS

duration of the project. licensing, maintenance and
support cost.

42 Execute Security Non-Software Security Plan will be executed included in

Plan based on finalized AWARxE/NarxCare SaaS

requirements, timing will be licensing, maintenance and
delivered within the final support cost.

Project Plan.

OPERATIONS

43 Ongoing Hosting Non-Software Will continue upon contract Included in

Support effective date as Contractors AWARxE/NarxCare SaaS

currently provides hosting licensing, maintenance and
support. support cost.

44 Ongoing Support Software Will continue upon contract Included in
& Maintenance effective date as Contractors AWARxE/NarxCare SaaS

currently provides hosting licensing, maintenance and
support. support cost..

45 Conduct Project Non-Software Within 30 days of production Included in

Exit Meeting release of all required AWARxE/NarxCare SaaS

functionality. licensing, maintenance and
support cost.

STATEWIDE INTEROPERABILITY PROGRAM (PMP GATEWAY) MARKETING AND
PROMOTION
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10.1.2. Software License, Maintenance, Support & Web Hosting Pricing

46 Marketing Plan Non-Software Within 30 days of contract,

w/Tlmetables provide a marketing plan or

promotion of NH POMP and

Gateway Services required.

This also Includes addressing

the introductory period for

Gateway Services and actions

required by the health care

entities at the end of the

introductory period.

Software Name Initial

Cost

Maintenance Support and Upgrades

Year 1 Year 2 Year 3 Year 4 Year 5 Total

PMP AWARxE

w/NarxCarc

$0 $190,000 $190,000 $190,000 $190,000 $190,000 $950,000

A12.1

Prescriber Outlier

Model (standard)

$50,000 $25,000 $25,000,. $25,000 $25,000 $25,000 $175,000

Web Site

Hosting,

Maintenance

Support

Included included Included Included Included Included

Statewide

Interoperability

Program (PMP

Gateway)

$0 $369,000 $369,000 Discontinued Discontinued Discontinued $738,000 ■

Sub-Total 1: $50,000 S584;000 $584,000 $215,000 $215,000 $215,000 $1,863,000

10.1.3. Onetime Payments
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Soft>varc Name One lime Cost

. A3.7 - DEA verification upon login $26,750

A3.15 - Notification component on Mandatory Use

report

$63,000

A3.16b Prcscriber Compliance Dashboard

(Mandatory Registration)

$17,500

A7.27- Pharmacy Waiver Process Automation
$42,000

A7.40 $87,500

Create Platform VPN Connection between State EDW

and State production database

A7.41

Create Custom Data Extract of User Tabies

A12.27 Create/provide daiiy extract of User Tabies

A7.42

Create Custom User Query extracts
$21,000

A7.46

Add Submitter IP address to Pharmacy Compliance

Dashboard

$17,500

AlO.l

Create a muiti-state custom report extract for

approved end users

$14,000

Ali.6

Create muiti-state query search option for approved

end users

$21,000
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Soft>vare Name One time Cost

All.10

Provide the ability to securely retrieve data from all

interstate data sharing HUBS with a single query from
the user.

$112,500

Sub-Total 2: $472,750

Grand Total: $472,750

10.1.4. Contractor Staff, Resource Hours and Rates Worksheet

Title Hourly Rate

Project Manager $110.00

Software Engineer $175.00

Software Engineer $175.00

Quality Assurance Engineer $100.00

Software Architect / Senior Data Governance Professional $175.00

Risk Manager / Director, Customer Service Operations $110.00

Data Interface Programmer Software Engineer Manager $150.00'

Client Relationship Manager $75.00

10.1.5. Future Contractor Rates Worksheet

The State may request additional Services from the Contractor The State and Contractor agree to the
following rates in the event the contract is extended as described in P-37 General Provisions, Section 3
Effective Date/Completion of Services.

Position Title SPY 2021 SPY 2022 SPY 2023 SPY 2024

Project Manager $110/hr $llO/hr $llO/hr $1 lO/hr

Data Analyst $75/hr $75/hr $75/hr $75/hr

Product Manager $I50/hr $l50/hr $150/hr $150/hr
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Position Title SPY 2021 SPY 2022 SPY 2023 SPY 2024

Business Analyst $75/hr $75/hr $75/hr S75/hr

10.1.6. Total Pricing Summary

Service Category Costs

Onetime Payments S 472,750.00

Maintenance Support and Upgrades $1,863,000.00

System Change Requests $200,000.00

Total Contract $ 2,535,750.00

Remainder ofthis page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1. LICENSE GRANT

I.l SAAS -

1.1.1 During the contract term, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the State's
internal business operations subject to the terms of this Agreement and up to the
number of Licenses documented in the Agreement.

1.1.2 The Parties acknowledge that this Agreement is a Services agreement and
Contractor will not be delivering copies of the Software to Customer as part of the
Agreement.

2. SOFTWARE TITLE

2.1 Title, right, and interest (including all .ownership and intellectual property rights) in the
Software provided under this Agreement, and its associated documentation, shall remain
with the Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

3.1 The State shall be entitled to copies of any work product upon request to Contractor. At the
conclusion of this Agreement, Contractor agrees to provide all copies of the Software for all
versions, including related documentation, to the State. Contractor shall not retain any work
product associated with this Agreement unless authorized by the State in writing.

3.2 Contractor shall provide the State with a sufficient number of hard copy versions of the
Software's associated Documentation and one (1) electronic version in Microsoft Word and
PDF format. The State shall have the right to copy the Software and its associated
Documentation within its possession for its internal business needs. To the extent that the
State does not have possession of the Software, Contractor shall provide a reasonable
number of copies of the Software and associated Documentation upon request. The State
agrees to include copyright and proprietary notices provided to the Slate by the Contractor
on such copies.

4. RESTRICTIONS

Except as otherwise permitted under the Contract, the State agrees not to:

4.1 Remove or modify any program markings or any notice of the Contractor's proprietary
rights;

,  4.2 Make the' programs or materials available in any manner to any third party for use in
the third party's business operations, except as permitted herein; or

4.3 Cause or permit reverse engineering, disassembly, or recompilation of the programs.

—I
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5. VIRUSES

5.1 The Contractor shall provide Software that Is free of viruses, destructive programming, and
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications. As a part of its internal development process. Contractor will use reasonable
efforts to lest the Software for Viruses.

6. AUDIT

6.1 Upon forty-five (45) days written notice, the Contractor may audit the State's use of the
programs at the Contractor's sole expense. The State agrees to cooperate with the
Contractor's audit and provide reasonable assistance and access to information. The State
agrees that the Contractor shall not be responsible for any of the State's reasonable costs
incurred in cooperating with the audit. Notwithstanding the foregoing, the Contractor's
audit rights are subject to applicable State and federal laws and regulations.

7. SOFTWARE NON-INFRINGEMENT

7.1 Contractor warrants that it has good title to, or the right to allow the State to use all Services,
equipment, and Software, including any all component parts thereof such as third party
Software or programs that may be embedded in the Software ("Contracted Resources")
provided under this Contraet, and that such Services, equipment, and Software do not
violate or infringe any patent, trademark, copyright, trade name or other intellectual
property rights or misappropriate a trade secret of any third-party.

7.2 The Warranty of non-infringement shall be an on-going and perpetual obligation that shall
survive termination of the Contract. In the event that someone makes a claim against the
State that any Contracted Resources infringe their intellectual property rights, the
Contractor shall defend and indemnify the State against the claim provided that the Stale:

7.2.1 Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim;

7.2.2 Gives the Contractor control of the defense and any settlement negotiations; and

7.2.3 Gives the Contractor the information, authority, and assistance reasonably needed
to defend against or settle the claim.

7.3 Notwithstanding the foregoing, the State's counsel may participate in any claim to the
extent the State seeks to assert any immunities or defenses applicable to the State.

7.4 If the Contractor believes or it is determined that any of the Contracted Resources may have
violated someone else's intellectual property rights, the Contractor may choose to either
modify the Contracted Resources to be non-infringing or obtain a License to allow for
continued use, or if these alternatives are not commercially reasonable, the Contractor may
end the License, and require return of the applicable Contracted Resources and refund all
fees the State has paid the Contractor under the Contract. The Contractor will not
indemnify the State if the State alters the Contracted Resources without the Contractor's
consent or uses it outside the scope of use identified in the Contractor's User
Documentation or if the State uses a version of the Contracted Resources which has been
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superseded, if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Resources which was provided to the State at no
additional cost. The Contractor will not indemnify the State to the extent that an
infringement claim is based upon any information design, Specification, instruction.
Software, Data, or material not furnished by the Contractor. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon the combination
of any Contracted Resources with any products or Services not provided by the Contractor
without the Contractor's consent.

8. CONTROL OF ALL COMPONENT ELEMENTS

8.1 Contractor acknowledges and agrees that it is responsible for maintaining all Licenses or
permissions to use any third-party Software, equipment, or Services that are component parts
of any Deliverable provided under this Agreement for the entire Term of the Contract.
Nothing within this provision shall be construed to require Contractor to maintain Licenses
and permissions for Software acquired by the Stale directly or through third-parties which
may be integrated with the Contractor's Deliverables.

9. CUSTOM SOURCE CODE

9.1 Should any custom source code be developed. Contractor shall provide the State with a copy
of the source code, which shall be subject to the License rights. The State shall receive a
worldwide, perpetual, irrevocable, non-exclusive paid -up right and license to use, copy,
modify and prepare derivative works of any custom developed software.

10. SOFTWARE ESCROW

10.1 Contractor agrees to provide to the State the currently existing source code and any other
tools and requirements necessary to create executable or interpretive programs. This
information may be provided to the State either directly, with any such protections as
required by the Contractor or through a mutually agreed upon Escrow Agreement.
Contractor shall be responsible for all costs associated with the Escrow Agreement and the
State shall not assume any liability to the Company or Escrow Agent as a result of the
Agreement. ■

10.2Contractor agrees that the State shall be entitled to utilize the source code in its possession
and/or demand a release of the source code from the Escrow Agent upon the occurrence of
any of the following events ("Release Events"):

10.2.1 The Contractor has made an assignment for the benefit of creditors;

10.2.2 The Contractor institutes or becomes subject to a liquidation or bankruptcy
proceeding of any kind;

10.2.3 A receiver or similar officer has been appointed to take charge of all or part of the
Contractor's assets;

10.2.4 The Contractor terminates its maintenance, operations, and support services for
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or otherwise.
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except in cases where the termination or cessation is a result of the non-payment
or other fault of the State;

10.2.5 The Contractor defaults under the Contract; or

10.2.6 The Contractor ceases its on-going business operations or that portion of its
business operations relating to the licensing and maintenance of the Software.

10.3Upon the occurrence of a Release Event, the Contractor hereby grants the State the right to
use, copy, modify, display, distribute, and prepare derivative works of the source code, and

to authorize others to do the same on behalf of the State (Contractors, agents, etc.), solely
for the purpose of completing the performance of the Contractor's obligations under the
Contract, including, but not limited to, providing maintenance and support for the Software
and subject to the rights granted in this Contract.

Remainder ofthis page intentionally left blank
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1. DISPUTE RESOLUTION^ '
Prior to the filing of any forma! proceedings with respect to a dispute (other than an action seeking
injunctive relief with respect to intellectual property rights or Confidential Information), the Party
believing itself aggrieved (the "Invoking Party") shall call for progressive management involvement
in the dispute negotiation by written notice to the other Party. Such notice shall be without prejudice
to the Invoking Party's right to any other remedy permitted under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or telephone conferences as
needed, at mutually convenient times and places, between negotiators for the Parties at the following
successive management levels, each of which shall have a period of allotted time as specified below
in which to attempt to resolve the dispute:

Table E-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF

CONTACT

STATE

POINT OF CONTACT

CUMULATIVE

ALLOTED TIME

Primary
Client Relationship
Manager

Program Administrator
Five (5) Business
Days

First
Manager Client

Relations
Program Administrator

Five (5) Business
Days

Second
Senior Director,
Client Relations

Director
Five (5) Business

Days

Third

Senior Vice President,
Business

Development
Associate Commissioner

Fifteen (15)
Business Days

The allotted time for the first level negotiations shall begin on the date the Invoking Party's notice is
received by the other Party. Subsequent allotted time is days from the date that the original Invoking
Party's notice is received by the other Party.

2. ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies, the State will
provide the Contractor with access to all program files, libraries, personal computer-based Systems,
Software packages, Network Systems, security Systems, and hardware as required to complete the
contracted Services.

3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not limited to books,
records, documents, and other evidence of accounting procedures and practices, which properly and
sufficiently reflect all direct and indirect costs invoiced in the performance of their respective
obligations under the Contract. Contractor and its Subcontractors shall retain all such records for three
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(3) years following termination of the Contract, including any extensions. Records relating to any
litigation matters regarding the Contract shall be kept for one (1) year following the termination of all
litigation, including the termination of all appeals or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to inspection,
examination, audit and copying by personnel so authorized by the Slate and federal officials so
authorized by law, rule, regulation or Contract, as applicable. Access to these items shall be provided
within Merrimack County of the State of New Hampshire, unless otherwise agreed by the State.
Delivery of and access to such records shall be at no cost to the State during the three (3) year period
following termination of the Contract and one (1) year Term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall include the
record retention and Review requirements of this section in any of its subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally Accepted Accounting
Principles (GAAP). The costs applicable to the Contract shall be asccrtainable from the accounting
System.

5. AUDIT

The Contractor shall ajlow the State to audit conformance to the contract terms. The State may perform
this audit or contract with a third party at its discretion and at the State's expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1.1. Email Use

Email and other electronic communication messaging systems are State of New Hampshire property and are to be used
for business purposes only. Email is defined as "internal email systems" or "State-funded email systems." Contractor
understands and agrees that use of email shall follow State standard policy (Statewide Computer Use Policy is
available upon request).

6.1.2. Internet/Intranet Use

The Intemet/lntranet is to be used for access to and distribution of information in direct support of the business of the
State of New Hampshire according to State standard policy (Statewide Computer Use Policy is available upon request).

6.2 State Website Copyright

Ail right, title and interest in the State WWW site, including copyright to all Data and information,
shall remain with the State. The State shall also retain all right, title and interest in any user
interfaces and computer instructions embedded within the WWW pages. All WWW pages and
any other Data or information shall, where applicable, display the State's copyright.

6.3 Workspace Requirement

The State will work with Contractor to determine requirements for providing necessary workspace
and office equipment for Contractor's staff.

6.4 Workplace Hours
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Unless otherwise agreed to by the Slate, the Contractor's personnel shall work forty (40) hour
weeks between the hours of 8 am and 5 pm (Eastern Time), excluding State of New Hampshire
holidays. Changes to this Schedule may be made upon agreement with the State Project Manager.

B-3.4 State Owned Devices, Systems and Net>vork Usage

If the Vendor workforce or agent is authorized by the Department's Information Security Office to use
a state issued device (e.g. computer, IPad, cell phone) in the fulfilment of this contract they shall;

B-3.4.1 Sign and abide by applicable Department and NH Department of Information
Technology use agreements, policies, standards, procedures and/or guidelines;

B-3.4.2 Use the information that they have permission to access solely for conducting
official state business. All other use or access is strictly forbidden including, but not limited, to
personal or other private and non-State use, and that at no time shall Vendor workforce or agents
access or attempt to access information without having the express authority of the Department to
do so;

B-3.4.3 Not access or attempt to access information in a manner inconsistent with the
approved policies, procedures, and/or agreement relating to system entry/access;

B-3.4.4 Not copy, share, distribute, sub-license, modify, reverse engineer, rent, or sell
software licensed, developed, or being evaluated by the state. At all times the contractor must use
utmost care to protect and keep such software strictly confidential in accordance with the license
or any other agreement executed by the state. Only equipment or software owned, licensed, or
being evaluated by the state can be used by the contractor. Non-standard software shall not be
installed on any equipment unless authorized by the Department's Information Security Office:

B-3.4.5 Agree that email and other electronic communication messages created, sent, and
received on a state-issued email system are the property of the State of New Hampshire and to be
used for business purposes only. Email is defined as "internal email systems" or "state-funded
email systems." The Vendor understands and agrees that use of email shall follow Department
and State standard policies:

When utilizing the Department's email system all contractors shall:

B-3.4.5.1 Include in the signature lines information identifying the contractor as a
non-state employee

B-3.4.5.2 Contain the following embedded confidentiality notice:

CONFIDENTIALITY NOTICE: "This message may contain information that is
privileged and confidential and is intended only for the use of the individual(s) to
whom it is addressed. If you receive this message in error, please notify the sender
immediately and delete this electronic message and any attachments from your
system. Thank you for your cooperation."

B-3.4.6 The internet/Intranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshire according to policy. At no
time should the internet be used for personal use.
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The following general contracting terms and definitions apply except as specifically noted elsewhere in this
Contract. • .

TERM DEFINITION

Acceptance
Notice from the State that a Deliverable has satisfied

Acceptance Test or Review.

Additional Indicators

The section of the NarxCare Report that displays Clinical
Alerts as configured by the PDMP administrator. If the
Clinical Alerts feature in not enabled for a PDMP, this
section is titled "Additional Risk Indicators." See also

Additional Risk Indicators and Clinical Alerts.

Additional Risk Indicators

The section of the NarxCare Report that displays data that
may present additional risk for the patient. These indicators
include;

More than 5 prescribers in any 365-day period
More than 4 pharmacies In any 90-day period
More than 40 MED average and more than 100

MME total at any time in the previous 2 years ^

Agreement A Contract duly executed and legally binding.

Contractors ID

Contractors Health's patient-matching solution. A
proprietary entity resolution system that processes
thousands of records a minute from various data sources to

identify a single individual's records.

ASAP American Society for Automation in Pharmacy.

Bulk Patient Search

A functionality within PMP AWARxE that allows users to
search for multiple patients at once, either via manual entry
or CSV file upload.

Care Notes

A clinician-only feature within the Communications
Module that allows specific, clinically relevant notes or
events to be appended to a patient's PDMP record. These
notes are visible only on the PDMP report and only to
clinicians who have the Communications Module enabled.
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CFC
Contractors Customer First Center. Contractors Health's

call center with automated monitoring and live staff.

Clinical Alerts

A feature that can be enabled to allow PDMP

administrators to configure custom alerts, as well as the
thresholds that trigger the alerts, that are delivered to
prescribers to alert them when patients meet or exceed the
specified thresholds.

Clinician-to-Clinician Messaging

A-feature of the Communications Module that allows

clinicians to securely communicate and share information
regarding a patient in their care. This direct messaging
feature is available only in NarxCare, not in the PDMPs
themselves, and permits the exchange of information
between verified PDMP users regarding a single patient
under the care of multiple clinicians.

Communications Module

A module within NarxCare that, when enabled for a
PDMP, allows for clinician-to-clinician messaging and the
ability to add care notes to a patient's record. See also
Clinician-to-Clinician Messaging and Care Notes.

Compliance Reporting

A module that can be enabled through the Tableau business
intelligence tool with a rolling 30-day summary for total
submissions, number of pharmacies submitting/not
submitting, record error rate, and voided reeord rates.

Confidential Information or Confidential

Data

The definition for this term is located in the Information

Security Requirements Exhibit.

Contract

An Agreement between the State of New Hampshire and a
Vendor, which creates binding obligations for each party to
perform as specified in the Contract Documents.

CRM

Client Relationship Manager. The Contractors account
manager who serves as the main point of contact between
the PDMP client and Contractors Health. A CRM is

assigned to every PDMP client to work closely with the
PDMP administrator.

Data Breach
The definition for this term is located in the Information

Security Requirements Exhibit.

DEA Drug Enforcement Agency.
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Deficiency (-ies)/Defects
A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Software, or the System, not conforming
to its Specifications.

Delegate

A registered PDMP user who can generate Patient Reports
on behalf of their supervisor. Delegate users must be
approved by a supervisor and associated with a supervisor's
account to generate reports. See also Supervisor.

Delegate Reverification

A process in which supervisor users must review the

delegates associated with their account, determine whether
they are still active users, and, if so, reverify their accounts.
This feature is only available if configured by the PDMP
administrator.

Deliverable.

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

Documentation

All information that describes the installation, operation,
and use of the Software, either in printed or electronic
fonnat.

EHR
Electronic Health Record: a digital version of a patient's
chart.

Email Status Reports

Reports that are automatically sent to all users associated
with a specific data submitter account and are used to
identify errors in files that have been submitted and to
confirm zero report submissions.

Enhancements

Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement in quality,
value, or extent.

EULA

End User License Agreement: a statement that governs the
end user's use of the application. PMP AWARxE can be
configured to prevent users from performing patient
searches if they do not accept the EULA.

File Failed Report

A report that is sent to users if a submitted file was not able
to be parsed and was not processed into PMP
Clearinghouse. The report contains a description of the
error encountered within the file.
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File Listings

A page within PMP Clearinghouse that displays
information extracted from submitted data files, including
the file name, number of records identified within the data

file, number of records that contain warnings, number of
records that contain errors, and the date and time of
submission.

File Status Report

A report that is sent to users to serve as notification that a
data file is currently being parsed by the state PDMP
system. This report identifies specific records in the
submitted data file and returns identifying information
about the record, including specific errors identified during
the validation process.

HIE

Health Information Exchange: a solution that allows
healthcare professionals and patients to appropriately
access and securely share a patient's medical information •
electronically.

HIPAA
Health Insurance Portability and Accountability Act of
1996.

HITECH
Health Information Technology for Economic and Clinical
Health Act.

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosting Solution
The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Identification and Authentication
Supports obtaining infprmation about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.

Implementation
The process for making the System fully Operational for
processing the Data.

Insight Reports

Investigative reports that can be generated within PMP
AWARxE to display information regarding prescriber,
dispenser, and/or patient activity. Typically, these reports
are used by admin, law enforcement, and other
investigative roles in the investigation of a case, thus access
to these reports is role-based.
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■

Interstate Data Sharing The sharing of PDMP data across state lines.

Jasper

A business intelligence tool that provides PDMP
administrators with access to a wide range of pre-built
views and reports, which can provide insight into PDMP
data. These pre-built reports include reports such as top
drugs, prescribers, and dispensers as well as NOG, NCPDP,
and DBA lookups.

Manual Entry
A function that allows dispensers to manually enter data by
completing the UCF within the PMP Clearinghouse web
portal. See also UCF.

My Rx

A report that can be generated within PMP AWARxE that
allows users who have a DEA number associate'd with their
account to view filled prescriptions for which they were
listed as the prescriber.

NAB? National Association of Boards of Pharmacy.

Narx Scores

Scores that are present on the NarxCare Report for
narcotics, sedatives, and stimulants. These scores are based
on a complex algorithm factoring in numbers of
prescribers, morphine milligram equivalents (MME),
pharmacies, and overlapping prescriptions. Scores are
quantified representations of the data in the PDMP and
range from 000-999 with higher scores equating to higher
risk and misuse, with the last digit always representing the
number of active prescriptions.

NarxCare

Contractors Health's analytics tool and care management
platform that helps prescribers and dispensers analyze real
time controlled substance data from PDMPs. NarxCare can
be integrated with PMP AWARxE or PMP Gateway to
provide more in-depth patient reports.

NarxCare Report

The patient report that is generated by NarxCare to display
prescription drug activity for a specific patient for a
specified timeline as well Narx Scores, Overdose Risk
Scores, Additional Indicators, and an Rx Graph. See also
Narx Scores, Overdose Risk Scores, Additional Indicators,
and Rx Graph.
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NCPDP National Council for Prescription Drug Programs.

NDC National Drug Code.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It

is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

NPI National Provider Identifier.

Operational

Operational means that the System is ready for use and
fully functional, all Data has been loaded; the System is
available for use by the State in its daily operations, and the
State has issued Acceptance.

Patient Alert

Alerts that are generated when a patient exceeds certain
thresholds that have been configured within PMP
AWARxE. These alerts are generally sent to PMP
AWARxE users via email. The user can then log in and
view the patient's prescription history. See also Unsolicited
Reports.

Patient Picklist

A list of patients that is displayed when multiple patients
match the search criteria provided when searching for a
patient's prescription history. The user can choose the
correct patient from the list, then proceed with generating
the report. •

Patient Report
A report that can be generated within PMP AWARxE to
display prescription drug activity for a specific patient for a
specified timeline.

PDMP

Prescription Drug Monitoring Program. An electronic
database that tracks controlled substance prescriptions in a
state or territory. Often interchanged with PMP.

Personal Information
The definition for this term is located in the Information

Security Requirements Exhibit.
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PHI

Protected Health Information: any information about health
status, provision of healthcare, or payment for healthcare
that is created or collected by a Covered Entity (or a
Business Associate of a Covered Entity) and can be linked
to a specific individual.

PMP AWARxE

Contractors Health's prescription monitoring platform that
provides PDMP clients with accurate, real-time data,
compliant with their state's or territory's regulations.

PMP Clearinghouse

Contractors Health's controlled substance data repository
and dispenser portal. Via PMP Clearinghouse, dispensers
can upload new prescription data, correct errors, submit
zero reports, view the status of uploaded files, and manage
their upload accounts.

PMP Gateway

Contractors Health's integration platform that interacts
directly with PMP AWARxE to deliver PDMP data within
electronic health records (EHRs), pharmacy management
systems, and health information exchanges (HIEs). This
platform was developed in conjunction with the NABP.

PMP Interconnect (PMPi)
The NABP's platform for facilitating interstate data
sharing. PMP Interconnect can be implemented within
PMP AWARxE without the need for additional coding.

Proposal
The submission from a Vendor in response to the Request
for a Proposal.

Requestor
A registered PDMP account holder who uses PMP
AWARxE or PMP Gateway to review patients'
prescription history.

Requests History
A list of past report requests made by the currently logged
in user and that user's delegate(s), if applicable.

Role-Based Access Control

A type of access control in which permission to access
certain features and functionality can be restricted based on
user role.

Rx Graph

An interactive graph on the NarxCare Report that displays
the patient's prescriptions. The prescriptions are color
coded and displayed in reverse time order. Users can click
on a prescription to view information for that prescription
or click and drag over multiple prescriptions to view
information for the selected prescriptions.

/Page 62 of 67

Contractor Initials:

Date: 3^/23/2021



DocuSign Envelope ID: FBAE6100^CC-4E57-d6dD-dB159BB2B106

STATE OF NEW HAMPSHIRE

Department of Health and Human Services

2021-002 - NH Prescription Drug Monitoring Program

EXHIBIT F - TERMS AIVD DEFINITIONS

Rx Management

A group of functions that allows dispensers to manage
prescriptions from within PMP AWARxE, including
correcting dispensation errors, modifying inaccuracies on
existing prescriptions (e.g., incorrect prescriber
information), adding new prescriptions, and reviewing
prescription history for the pharmacy.

RxCheck
The BJA's platform for facilitating interstate data sharing.
RxCheck can be implemented within PMP AWARxE.

SaaS

Software as a Service; a software licensing and delivery
model in which software is licensed on a subscription basis
and is centrally hosted.

Security Incident
The definition for this term is located in the Information

Security Requirements Exhibit.

Software
All Custom, SAAS and COTS computer programs and
applications provided by the Contractor under the Contract.

Software Deliverables
All Custom, SAAS and COTS Software and

Enhancements.

»

Software License Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor's
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.

Specifications

Written details that set fdrth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards. Documentation,
applicable State and federal policies, laws and regulations,
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State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created of in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SPY)
The New Hampshire State Fiscal Year (SPY) runs from
July 1 of the preeeding calendar year through June 30 of
the applicable calendar year.

Subcontractor

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Contract with
or on behalf of the Contractor.

Submission Compliance Tools

A suite of tools PDMP administrators can use to add,
delete, or modify data submitter/pharmacy data for entities
they wish to track. Administrators can track whether each
of these data submitters/phannacies were compliant with
the state's or territory's submission compliance policies,
including for data submissions and zero reports.

Supervisor
A registered PDMP user whose permissions allow them to
assign other users (delegates) to generate Patient Reports
on their behalf. See also Delegate.

System
All Software, specified hardware, interfaces and
extensions, integrated and functioning together in
accordance with the Specifications.

Tableau

A business intelligence tool that allows authorized PDMP
administrators to explore PDMP data, create ad hoc reports,
and create presentations of the data utilizing a variety of
charting and graphing tools.

Term

Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
or termination.
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UCF

Universal Claim Form. A form used by dispensers to
manually enter prescription data rather than uploading a
file.

UCF Listings

A page within PMP Clearinghouse that displays
information about the UCFs submitted to PMP

Clearinghouse, including the number of warnings and
errors. See also UCF.

Unsolicited Reports

Reports that can be generated by PDMP administrators and
sent to a PMP AWARxE user, accompanied by a patient
alert, when a patient has exceeded certain thresholds that
have been configured within PMP AWARxE. See also
Patient Alert.

Upload Account
An account that houses organization information for. a
pharmacy or dispensary as well as each individual user
account associated with the organization.

Validation Document

A document, such as a copy of a government-issued photo
ID, notarized forms, etc., that a PDMP administrator can
require to be submitted during the process of registering for
a PMP AWARxE account.

Verification
Supports the confirmation of authority to enter a computer
system application or network.

Warranty

The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective item without cost to the buyer or user. It also
delineates the rights and obligations of both parties in case
of a claim or dispute.

Warranty Period
A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Services delivered as defined in the Contract.

Web Portal Upload
A function that allows dispensers to upload their data files
from within the PMP Clearinghouse web portal.

Zero Report Confirmation

A report that is sent to users after successfully submitting a
zero report to PMP Clearinghouse. This report displays the
stale PDMP to which the zero report was submitted, date
range for the zero report, date the zero report was submitted
to PMP Clearinghouse, and date the report was originally
created.
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EXHIBIT C - AGENCY ATTACHMENTS AND CONTR/\CTOR CERTIFICATES

1. AGENCY ATTACHMENTS

a. Business and Technical Requirements Spreadsheet - Attachment I

b. Agency Compliance Documents - Attachment 2

2. CONTRACTOR CERTIFICATES

a. Contractor's Certificate of Good Standing

b. Contractor's Certificate of Vote/Authority

c. Contractor's Certificate of Insurance
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APPLICATION REQUIREMENTS VENDOR RESPONSE CHECKLIST

Slate Requirements Vendor

Req « Requirement Description

M-

MA.NDAT

ORY

D-DESIKE

D

Vendor

Resp.

Delivery

Method
Comments

A1 Application - Technical Requirements

Al.l
Ability to access data using open standards access drivers (please
specify supported versions in the comments field). M Yes Standard

Contractors complies. The s>-stem allows the ability to access data
using the follow open standards access drivers; The PMIX
standard is used for exposing data to the state sharing hubs.
PostgrcSQL is used for the main database of the application, so
PostgrcSOL drivers are used for direct DB access.

A1.2 The system sofhvarc adheres to open standards and is not proprietary. D Yes Standard

The AWARxE system is a Commercial OfT the Shelf (COTS)
system, and as such, contains proprietary IP. However, the
platform leverages open standards when ingesting and producing
data. Open standards supponcd irKludc, but are not limited to,
ASAP. XML, PDF. CSV. Per the NH open standards definition,
there arc no custom binary formats that would render the PDMP
data inoperable should NH opt to change platforms.

Al.3 The database platform adheres to open standards. M Yes Standard
Contractors complies. The database platform adheres to open
standards.

A1.4
The Solution must comply with Open Standards as specified in RSA
2UR:I0 and 21-R:I3. including but not limited to Open Data Formats. M Yes Standard

Contractors complies. The Solution complies with Open Standards
as specified in RSA 2I-R:I0 and 21-R: 13, including but not limited
to Open Data Formats.

A 1.5
Web-based compatible and in conformance with the following W3C
standards:XHTML I.O.CSS 2.1, XML l.O(fourth edition)

M Yes Standard

Contractors complies. The system is web-based compatible and in
conformance with the following W3C standardsrXHTM L 1.0,CSS
2.1.XMLI.Offourth edition)

Al.6 System must be HL7 compliant M Yes Standard Contractors complies. The system must be HL7 compliant

A1.7 Be Section 508 Compliant M Yes Standard Contractors complies. The system is section 508 compliant.

AI.8
Compatible with all current browsers that arc installed with the
standard, default scnings M Yes Standard

Contractors corrqrlics. The system is compatible with all current
browsers that arc iastallcd with the standard, default settings

A1.9

T

Browser fimctionality must not rely on Ja\-a, Javascript or Java
Applets to work

M Yes Standard

Contractors complies. Certain functionality such as graphs and
interactive visual displays rely on Javascript. IfJavascript is not
enabled in the browser, the user interface will be degraded from
the staitdard interactive experience. No Ja\-a installation or Applets
arc required to use the web application."

AI.IO Personally identifiable information must be encrypted M Yes Standard
Contractors complies. Personally identifiable information within
the svstcm is encrypted.

At.II Data validation does not occur in the browser M Yes Sutndard
Contractors complies. Datia validation docs not occur in the
browser.

A1.12
System has ability to flag data fields (user defined or standard) as
mandatory and thus required durina data entry.

M ^'cs Standard
Contractors complies. The system has the ability to flag data fields
as required for data entry .

AI.I3
A MobilApp version of the System must be available that allows for
real-time updates from smart phones and tablets. D No

Not

Available/

Not

Proposing

Our experience with PDMP mobile applications is that they have
low utilization. Users rely on responsive web design to access the
PDMP from a mobile application so a MobilApp version is not
necessary.

AI.I4
System uses field level data integrity checks (e.g., numeric fields
verify a number is entered, etc.). , M Yes Standard

Contractors complies. The system uses field level data integrity
checks.

AI-15
System has ability to provide online help that is connected to the
relevant routine, field, or report the end-user is actively using. M Yes Standard

Contractors complies. The system has ability to provide online
help.

AI.I6
The s>stem must update the zip code table at intervals not to exceed
30 days. M Yes Standard

Contractors complies. Contractors leverages third-party solutions
to maintain accurate and timely address information.

AI.17
The system must update the NDC or drug information table at
ntervals not to exceed 7 days. M Yes Standard

Contractors complies. The system updates the NDC or drug
nfotmation table weekly.

A1.I8
The system must update the DEIA information table at intervals not to
exceed 7 davs.

M Yes Standard
Contractors conv>lics. The s>stcm updates the DEA information
able on a daily basis.
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Al.19
The sysicm must update the NPI table at intcrv-als not to exceed 7
da vs.

M Yes Standard Contraciors complies. The system updates the NPI table weekly.

Al,20
The system ttxist securely update the prescription table on a real liriK

basis as data is received from dispensers
M Yes Standard

Contrecion complies. The system securely updates the
prescription table on a real time basis.

AI.21

The system must have a table that stores undcliverable email

information. This table must contain: email address: usemamc

attributed to the email: and date and lime bounce back occurred.

M No Future

Contraciors will perform custom development to meet the

requirement. Enhancements to the existing system will be made to

capture the bounccbacks firxn the AWARxE e-mail module (which
will iiKlude all required attributes). Expectation b that this data

will roll off the system as it ages to 1 year.

AI.22
The system must automatically standardize NDC numbers, drug name
and strengths for better quality aixl consistency.

M Yes Standard
Contractors complies. The system automatically standardizes NDC

numbers, drug name and strengths.

A1.23
The system must automatically gcnerote addresses to match the United
States Postal Services standardized address format.

M Yes Standard

Contractors complies. The system automatically generates
addresses to match the United States Postal Services standardized

address format.

AI.24

The system must automatically consolidate and link patient records
using a proven methodology to enable reliable identification of
iftdividuals.

M Yes Standard
Contractors complies. The system automatically consolidates and
links patient records using a proven methodology.

AI.25

The S)Stem trust provide a process for State Administrators to

unconsolidaie records that are incorrectly consolidated through the

automatic process.

M Yes Standard
Contractors complies. The system provides a process for State
Administrators to unconsolidaie records.

AI.26

Using Drug Enforcement Administration (DEA) registration numbers,
the system must provide Prcscribcrand Dispenser'names atrd

addresses associated with a prescription record.
M Yes Standard

Contractors complies. The system provides Prcscriber and

Dispenser names and addresses associated with a prescription
record using the Drug Enforcement Administration (DEA)
registration nuittber.

AI.27

The system trust convert all Natiorul Drug Code (NDC) numbers,
including non-scheduled NDCs. to drug name, strength, controlled
substance schedule and dosage forrrr. The conversion must occur both

at the lime of data irrrport and also retrospectively, upon receiving
NDC number updates. The system must provide the ability to restrict
the submission or display of rrudicaiions based on NDC. product
name, or drug schedule, as required by the State.

M Yes Custom

Contractors will perform custom development to meet the
icquircTTKnt. The system restricts based on schedule, but not

specific product name or NDC. DevelopriKni work will be
completed for NDC exclusion based on Product NariK and/or

NDC.

A2 Application Security A Data Integrity Ket/ulrementx'

A2.1

Verify the identity or authenticate all of the system client applications
before allowing use of the system to prevent access to ittappropriate or
confidcmbi data or services. .

M Yes Standard
Contractors complies. All of the system's client applications are
verified and aulhcnlicaied before use of the system.

A2.2

Verify the identity or authenticate all of the system's human users
before allowing them to use its capabilities to prevent access to

inappropriate or confidential data or services..

M Yes Standard
Contractors complies. All of the system's users aro verified and
authenticated before use of the system.

A2.3 Enforce unique user names. > M Yes Standard Contractors complies. The system enforces unique user names.

A2.4

Enforce all state office user complex passwords of ten characters or
rmre in accordance with DolT's statewide User Account and

Password Policy.

M Yes Standard

Contractors complies. The system enforces all state oftice user
complex passwords of ten characters or more in accordance with

DolT's statewide User Account and Password Policy.

A2.5
Enforce the use ofcomplex passwords for general users using capital
letters, numbers and special characters

M Yes Standard

Contractors complies. The system enforces the use of complex
passwords for general users using capital letters, numbers and

special characters.

A2.6 Encrypt passwords in trartsmission and at rest within the database. M Yes Standard
Contractors complies. The encrypts passwords in transmission and
at rest within the database.

A2.7 Expire passwords after ISO days M Yes Standard

Comractors complies. The system allow password configuration
options including, but not limited to expiring passwords after 180
day.

A2.8 Users must be able to reset their passwords themselves M Yes Standard
Contractors complies. The system allows users to reset their
passwords themselves via email or mobile phone.

A2.9

Internal system pages must be restricted to the proper role. Users

without the proper role will be redirected to the system's login page.
Any attempt to access the page will be logged, and the session will be
closed.

M . Yes Standard
Contractors complies. The system enforces role-based access
control (RDAC).

A2.I0
Authorize users and client applicaiions to prevent access to
inappropriate or confidential data or services.

M Yes Standard

Contractors complies. The system authorizc'uscrs and client

applications to prevent access to inappropriate or confidential data
or serv ices.
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A2.n
Provide ability lo limii ihc number of people ihat can gram or change
authorizations

M Yes Standard
Contractors eomplies. The system provides the ability to limit the

nun^er of people that con grant or change authorizations.

A2.I2
Establish ability to enforce session timeouts during periods of
inactivity. Default should be IS minutes. M Yes Standard

Contractors eomplies. The system contains a configuration Kiting
chat enforce Kssion timeouts during periods of inactivity, Default
can be Kt to 15 minutes using the configurable Kiting.

A2.I4

Ensure at^lkation has been tested and hardened to prevent critical
application security Haws. (At a minimum, the application shall be
tested against all flaws outliited in the Open Web Application Security
Project (OWASP) Top Ten

(hitp://www,owasp.org/indcx.php/OWASP_Top_Ten_Project))

M Yes Standard
Concrnciors complies Contractors ensures the application has been
tested and hardened to prevent critical application security flaws.

A2.15
The application shall not store authentication credentials or sensitive -
Data in Its code.

M Yes Standard
Contractors complies. The application does not store
authentication credentials or Ktisitive data in its code.

A2.16
Log all attempted accesses that fail identification, authentication arxl

authorization requirements.
M Yes Standard

Contractors complies. The s>-stcm logs all anempicd eccesKS that

fail identification, authentication and authorization rcquircnvnts.

A2.I7
The application shall securely log all activities to prevent parties to
application transactions from denying that they have taken place. M Yes Standard

Contractors complies. The af^llcation securely logs all Ktiv-itics
to prcs-eni panics to application transaetions IVom den)-ing that they
have taken place.

A2.I8
The application must allow a user to explicitly terminate a session. No
rctiuiants of Ihc prior session should then remain.

M Yes . Standard
Contractors complies. The application allows a user to explicitly
tcrmiruie a session,

A2.19 Use only the-Software and System Services designed for use M Yes Standard
Contractors complies. Contractors uk only the Software and
S>siem Services designed for uk.

A2.20
The application Data shall be protected from unauthorized use when
at rest

M Yes Standard
Contractors contplies. The application data is protected from
unauthorized um when at rest

A2.2I
Keep any sensitive Data or eommunieatiorts pri\-Btc from unauthorized
mdividuab and programs.

M Yes Standard
Contractors complies. Keeps sensitive data or communications
private from unauthorized individuals and prograiiB,

A2.22
Subsequent application enhancements or upgrades shall not rcmo\-e or
degrade security requirements

M Yes Suindard
Contractors con^lies. Subsequent application enhaiKcmcnts or

upgrades will not rcriKivc or degrade Kcurity rcquircttxnis

A2.23 Create change maiugcnKni documentation arvl procedures M Yes Standard
Contractors eomplies. Contractors will create change management
and procedures documentation.

A2.24
System has the ability to log a user out and save data after a dcfuKd
length of inactivity, M Yes Staitdard

Cottiractors eomplies. The system has the ability to log a uKr out
and save data after a defitted length of inactivity.

A2,25
System has ability to assign system privileges and security by user,
group, home, or role.

M Yes StaixlaTd
Contractors complies. The system has ability to assign system
privileges and security by user, group, home, or role.

A2.26
System has ability to restrict specific users from viewing certain
records.

M Yes Standard
Contractors complies. The system has ability to restrict specific
uKrs from viewing certain records.

A2.27

The solution must meet federal HIPAA regulatory standards. Vendors
must supply in writing that their product meets the HIPAA
requirements

M Yes Standard
Contractors con^lies. The solution meets federal HIPAA
regulatory standards.

A2,28

The system crust safeguard prescription information submitted to the
system and records of requests to query the system for confidentiality.
The Vendor shall icrgtlemcni all necessary safeguards in accordance
with the latest industry standards to protect the information coniaiiKd
within the system from unauthorized access.

M Yes Standard

Contractors complies. The prcKription Information submitted to
the system and records of requests to quciy the system for
confidentiality arc safeguarded.

A2.29

The system shall be audited by a third-party scanner on a quarterly
basis. The State shall cecci%-e the results of the scan and remediation

plan of any known issues within one week of the Kan.
M Yes Standard

Contractors complies. Contractors security team consisting of
certified professionals utilizes 3rd party Kaitning software for
vulnerability and wxbapp testing Monthly. Scan summaries arc
available upon request. 3rd party pctKtration testing by accredited

r
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A2J0

The system must complete a pcnctniion test conducted by a ihird-

pany company on a yearty basis. The State shall send the results of the
test and remediation plan of any known Issues to the State within one

week of the test. ,

M Yes Standard
Contractors complies. Contractors conducts Annual third party
penetration tests on the PMP code base,

A2.31
The Vendor shall share all original docuttKntation pertaining to scans
and security audits to the State

M Yes Standard

Contractors complies. Redacted summaries of scans arc shared for
security reasons. Full copies of original documents arc available
under NDA and can be viewed at Contractors-appro^'ed secure

locations.

A2J2
The Vendor shall ensure the security of the system by setting explicit
standards to qualify individuals authorized to query the system.

M Yes Standard

Contractors congrlin. Contractors ensures the security of the
system by setting explicit standards to qualify individuals

authorized to query the system.

A2.33
The system must be available 24 hours a day and 7 days a week, with

the exception of pre-planned maintenance
M Yes Standard

Contractors conqriics. The system is asailable 24 hours a day and

7 days a week, with the exception of pre-planned maintenance

A2.34

The Vendor shall safeguard the release of information to authorized

users and department personnel and ensure the privacy of the
information.

M Yes Standard

Contractors complies. Contractors safeguards the release of

inforrreiion to authorized users and department personnel and
ensure the privacy of the information.

A2.33

The system must purge ail identifying information more than three
years plus otK day old from the date of collection arxl provide
capability to override the purge prtxess for specific prescription

records by patient. Prescriber or Dispenser for a given lirtK period.
The Vendor shall provide the State with the de-identified version of
the purged information before purging.

M Yes Custom

Contractors complies with the retention period and has delivered
this request for other State PDMP clients. This delivery of de-
idcntified data is a customized process that will be performed in
order to fully comply with this requirement.

A2.36
The Vendor and system must not send emails containing Sensitive
Information unless the entails arc properly etKrypicd.

M Yes Standard

Contractors complies. Contractors and the system will not send

emails containing sensitive Information unless the emails are
properly encrypted.

A2,37

The system must have full redundancy. Full redundancy means that if a
server or data site becomes uruvailable, the system must still be
accessible by the State and end users.

M Yes Standard Contractors complies. The system has full redunda/Ky.

A2.38 Application must Itavc functions to maintain data integrity. M Yes Standard
Contractors complies. Application contains functions to maintain
data inicEritv,

i\3 Application • Regislration/Data Acceis Ret/uiremena

AJ.l

The Vendor shall inxtlcmcnt a Login Banner solution in accordance
with industry best practices and other State of New Hampshire
Requirements. Login Banners shall provide a wamiitg to all s>-siem

users indicating the acceptable use of the system and data. All system

users are required to agree to the acceptable use terms by a click-
through ackiwwicdgcment, prior to gaining s)stem access.

M Yes Standard

Contractors complies. The system contains a login banner

solution in accordance with industry best practices and other State
of New Hampshire Requirements. The login baiuKrcan provide a
warning to all system users indicating the acceptable use of the
system and data. All system users will be required to agree to the
acceptable use terms by a click-through acknowledgement, prior to

gaining system access.

A3.2

The system must have a downiirrx banner on the login page when the
system is down. The banner must include the esiinuied time when the

system will be available.
M Yes Standard

Contractors complies. The system contains a downtime banner on

the login page when the s>-stem is down. The banrKr can be
configured to include the estimated lime when the system will be
available.

A3.3

The system login page must, at minimum, have links to the registration

page, contact us page, educational information page.uscr guides. NH
OPLC/PDMP wcbpage. forgot usemame page and forgot password
page.

M Yes Standard

Contractors complies. The system's login page has links to the
registration page, contact us page, educational information page,
user guides. NH OPLC/TDMP webpage. forgot usemame page and
forgot password page.

A3.4
The system login page must display helpful information about the

OPLOPDMP.
M Yes Standard

Contractors complies. The system login page can be configured to
display liclpful information about the OPLC/PDMP.

A3.3

The login page must contain a configurable State of New Hampshire
OPLC/PDMP specific banner to display system wide notifications as
needed.

M Yes Standard

Contractors complies. The login page contains a configurable
State of New Hampshire OPLC/PDMP specific banner to display
system wide notifications as needed.

OS

i2r
12/23/2021



DocuSign Envelope ID; PBAE6100^CC-4E57-e68D-dB1596B2B106

Business and Technical Requirements Spreadsheet - Attachment 1

A3.6

When applicable, based on the role, ihe sysicm must verily ihc user's

license number to guarantee active status by the State of New

hlampshire liccnsurc sysicm to approve rcgisicslion and upon each
login. If the license is inactive, the system must prompt the user to
update their license number. If the API is dou-nor the user is from out

of state, the system must bypass this check and send it to
OPLC/POMP Administration for a manual approval. In cases in which
the licensure API is down, the system naisi send an ettiail notiHcation
to the adminisniocs and a another email notification when the

liccnsurc API returns to service.

Yes Custom

Contractors will perform custom development to meet this
requirement. Today NITs auto-licensing logic is configured based
on licensing board files provided by the state daily. Contractors
will integrate with New Hampshire web service to verify a user's
license information. If the web service is down, the user will be

sent to a mamul approval queue for the state administrator to

A3.7

In the event the user role requires a DEA number, the system rraist
verily the user's DEA number upon login to guarantee active status. If
the DEA nun^r is inactive or expired, the sysicm must prompt the

user to update their DEA Number.

Yes Custom

Contractors will perform custom development to meet this
requireriKnt. Currcmty, users arc not prompted to update their
DEA number if it is invalid. Contractors will perform the needed
development to include this functionality.

A3.8

The system naist have the ability for registrants to select a main

licensing role (e.g. MD. APRN. PA. DMD etc..) as well as sufTienct
sub-specialty role per licensing role. The sub-spccially roles (c.g:
second or ihHd tier must be available, as appropriate, for each role so
that licensees can be assessed and compared respecfully agairtsi their
appropriate peers.'

Yes Standard

Contractors complies. The system has the ability for rcgtsiranis to
select a main licensing role (e.g. MD. APRN. PA, DMD etc..) as
well as suflicient sub-specialty role per licensing role.

A3.9
Upon login, the sysicm must allow the user to immediately query i
patient or access the query page with one click. Yes Standard

Contractors complies. Upon login, the system allows the user to
irtuncdiatcly query a patient or access the query page with one
click.

A3,10
The sysicm must provide state adminbirators the capability to
dynamically change the Slate's contact information attd helpful links. Yes Standard

Contractors con^lics. The system provides the stale
administrators the capability to dynamically change the State's
contact information and helpful links.

A3.12

The system must contain a page that allows uscn to update certain
information in their profile. This information will include specialty,
subspccialty, e-mail address, address, city, state, postal code, phone
number, en^loycr and other information as defined by OPLC/PDMP.

Yes Future

Contractors complies. Today, the system contains a page that
allows users to update all information listed in this requirement
except for Personal Address and Phone Number. Contractors will

include the additional fields in a future product lelcase.

A3.13

The system must securely imegrotc with the State's liccnsurc sysicm
to enable automated registration, Prcscribcr/pharmacy compliance and
the expiration of accounts where the Prescribcr's or Phannacisi's '

license is no longer valid.

Yes Custom

Contractors will perform custom development to meet this
requirement. PMP AWARxE has the ability to integrate with a
stale's licensing database in order to validate required licenses,
such as DEA and professional license. This service is used for

registration as well as periodic revcrification ofa user's credentials
to ensure that the user's licenses arc still valid. This scivice

requires custom development due to the differences between the
formal of each state's professional licenses and databases. To
assist state administrators in monitoring the compliance of
pharmacies. Contractors Health provides a suite of business

intelligence tools for analysis and data mining capabilities that
allow non-technical personnel to create and customize reports,
including a Pharmacy CompliaiKC Audit Report. Using this
comprchensis'c compliance dashboard, the state can drill down to
individual phaimaetes or look at their system holisiieally. Also,
various prc-built views arc offered to show differing levels of detail
into the stale's pharmacies. The slate also has the ability to build
custom, ad-hoc views to dive deeper into the statistics.

A3.15

The sysicm must periodically infonn users of noncompliance with
query requirements, through an email which must not contain Sensitive

Information. The frequency of the emails must be configurable by the
State.

Yes Custom

Contractors will perform custom development to meet this
requirement. Contractors provides a Mandatory Use Report that
can be customized to the states needs as staled by their legislation.
A Mandatory Use report is also provided to the provider as well so
they my nxtniior their usage of the PDMP system. Contracton will
also create a notification component as it docs not currently exist. —OS
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AJ.16

The system must have a Prcscribcr convliancc dashboard to assist the

State with tracking compliance with rc^stration and query
requirements. The dashboard must dispby daily, weekly monthly,
quarterly and yearly aggregate compliance data for registration and
queries. The Prescriber con^Iiance dashboard must dispby which
Prescribcrs arc not querying in accordance with Stale statute. For each
PreKribcr, the dashboard must display their registration date; the

number of prescriptions that have a corresponding query pcrforrtKd by
the Prescribcr or their Designee; and the number of their prescriptions
that do not have a corresponding query performed by the Prcscribcr or
their Designee. The dashboiuri mtist provide a drill-down view of

individual Prescribcrs that contains record-level information on each

prescription and whether there was a corresponding query performed
by the Prcscribcr or their Designee. The Prescribcr compliance
dashboard must display Prescribcrs who wrote prescriptions, but do
not or did not have a OPLC/PDMP account at the tirtK the prescription
was written. The Prescribcr convliancc dashboard mast provide
capability for secure data c.xtracts in PDF and CSV format. All

extracts must include, but are not limited to. the Prescribcr name, DCA

number, professional licettsc number, and any emails, phoiK numbers,
or addresses assocbted with the Prcscribcr.

Yes Custom

Contractors will perform custom development to ttKCt the
requirement. Contractors has created a Mandatory Use
Compliance Dashboard that allows Administrators and other

authorized individuals the ability to compliances with state specific
mandated query rcquircriKnts within a designated tirtK frame. The
dashboard shows each prcscribcr with a comparison of the number

of dispensations and searches along with ihe search rate. When
drilling down for a specific prescribcr. the state can sec detailed
patient and dispensation information to lurrow in on which

prescriptions did not have an associated search. Additionol

development would be required to deliver the remaining features.

A3.17

The system must securely process and upload into the database the
required prescription data from all Dispensers that arc requited to
report. The system must docuriKnt receipt of each data transmission
from all Dispensers. The s>stem naist automatically identify
submission errors or missing data and provide an error report to the
Dispensers aitd the State.

Yes Standard

Contractors complies. The system securely processes and uploads
into the database the required prescription data from all Dispensers
thai arc required to report.

A3.18
The system must provide capability to auto prompt users upon login to
re-verify their Designees every six months. Yes Standard

Contractors complies. The system provides capability to auto
prompt users upon login to re-s-crify their Designees every si.x

months.

A3.I9
The system must provide capability to auto prompt users upon login to
lo-verify their account information yearly. Yes Standard

Contractors complies. The sjstcm provides capability to auto
pron^t users upon login to rc-vcrily their account information

yearly.

A3.20
The system must provide capability to auto prompt users upon login to
update passwords periodically, in accordance with State policy. Yes Standard

Contractors conplies. The system provides capability to auto
prompt users upon login to update passwords periodically, in
accordance with State policy.

A3.2I
The system must provide capability to auto prompt users upon login to
update passwords periodically, in accordance with State policy. Yes Standard

Contractors complies. The system pro\'idcs capability to auto
prompt users upon login to update passwords periodically, in
accordance with State policy.

A3.22
The System must have a process for preventing users from creating
more than one account

Yes Standard
Contractors complies. The PMP AWARxE system has a process
for preventing users from creating more than one account.

A3.23

The registration system must use a rule-based process to determine the
type of registration or roles the user requires. This requirement will be
fulfilled with Slate irq>ut on which specific data clenKnts are required
as part of the rule-based determination.

Yes Standard

Contractors complies. The PMP AWARxE registration system
uses rule-based logic to determine the type ofregistration or roles
the user requires.

A3.24

The system must provide a secure and automated method for obtaining
system login credentials and roles through a streandined online
registration process. Using a webservicc provided by the State, the
system must automatically validate New l-iampshirc professional
license, ttame, date of birth, and last 4 digits of social security number.
The s>'stem must automatically \-alidate DEA registration and NPI.
The system must permit new users to upload documents, forms, and
copies of identification as needed.

\

Yes Standard

Contractors delivers this feature today within states that have the
ability to implement integration to the web service. We will work
with the state's third-party licensing vendor to perform the
development needed to riKct this requirement. IPwhen the state

implcitKnts a web service. Contractors will code to the

specifications put forth by the state to accomplish this requircrtKnt.

D5

r2c
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A3.25

The system must noiily individuals through system prompt aitd through
email when their attempted rc^stntion is still incomplete, after a
configurable amount of time has passed. The system must permit
individuals to complete or correct Information in their registration,
without State mtcrvention, at any time after the registration process
has started if the registration has not yet been approved.

M Yes Standard

Contractors complies. The PMP AWARxE system notifies
individuab through system prompt and email when their attempted
registration b still iiKomplete, after a configurable amount of time
has passed. The s>sicm permits individuab to complete or correct
information in their registration, without the state adminbtrator
needing to interveiK.

A3.26

When user registration is denied, the system must notify users by
system prompt artd by email. The notification must include a reason
for denial.

M Yes Standard

Contractors complies. When a user registration b denied, the PMP
AWARxE system will notify users by system prompt and by enuil.
The notification includes the reason for denial.

A3.27
VS'hen a user password reaches 10 days before expiration, the system

mtist notify users in advance, through system prompt and enuil.
M Yes Standard

Contractors complies. When a user password reaches 10 days
before expiration, the PMP AWARxE system will notify useis in
advance, through system prompt and email.

AJ.28

The system must accommodate the addition and deletion of

registration roles as deftned by future legislation. The State natst have
the ability U) grant specific access to data through expancd role use or
Icssion access through to data through role revokation.

D Yes Standard

Contractors complies. The system will accommodate the addition
and deletion of rcgbtration roles as defined by future le^lation.
The State has the ability to configure access to data by role.

A3.29

The Vendor shall provide System support during the hours defined in
Service Level Agreement. Technical support includes assistaiKC with
all system issues, including APIs, data collection and security issues..

M Yes Standard
Contractors complies. Contractors pros-ides system support during
the hours deftned in • Serv-ice Level Agreement.

44 Application ' Query System KeifuiremtnB

A4.1

The system noist contain a Siate-af^roved disclaimer that is easily
visible to the user before they perform a query. Such as a warning to
all system users indkating.the acceptable use ofthe system, including
a downtime banner on the login page when the system is down. The

banner must irKludc the estimated time when the system will be
available.

M Yes Standard
Contractors complies with the discbimcr. Contractors will create
a configurable banner for the login page.

A4,2

The system must provide the ability to search patients. The system
mast allow the user to enter patient details such as a subset of the

patient's first name, a subset of the patient's last name, and date of
birth.(at least patient name and date of birth) to retrieve a list of
potential patients and have the ability retrieve specific patient details.
This category pertains just to the searching of the patient and not the
results ofthe search. The system must generate a pick list of patients if
there arc multiple high probability rratches for a given query. The pick
list shall assist the user with selecting their patient by providing
additional information such as address.

M Yes Standard
Contractors complies. Contractors provides a picklist of potentui
patients as part of the search feature.

A4.3

Based on user security access and role, the system must allow an
authorized registered user to query the system to request artd recei\T
information without further approsal.

M Yes Standard

Contractors complies. Based on user security access arxl role, the
PMP AWARxE system allows on authorized registered user to
query the system to request and receive information without further

approsal.

A4.4
The system must allow the user to select the prescription date range
when conducting a patient query.

M Yes Standard

Contractors complies. The PMP AWARxE system allows the user
to select the preseription date range when conducting a patient
query.

A4.5
The S)-sicm must provide the ability to allow users to notify the State
that patient records need to be linked and/or de-linked.

M Yes Standard

Contractors complies. The system provides the ability to allow
users to notify the State that patient records need to be linked
and/or dc-linkcd.

A4.6

The system must have an expanded search function, separate from the
normal search area. The exparxled search must allow users to enter
more than the basic rcquireriKnts of patient last name, first name and
date of birth in a patient search to allow the user to refine the search.
The extra fields to expand shall include, but are not limited to: patient
address, patient state, patient zip code, patient phone number.

D Yes Standard
Contractors complies. The system mist has an expanded search
function, separate ftom the normal search area.
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A4.7 The must have the ability to coitduci patient matchbg. M Yes Standard

Contractors complies. Contraetore Health does POMP linking
both within arxl between more than 40 states and territories and

have been doing so for more than 4 years. Over 12 million PDMP
search requests arc processed each day on more than 2.6 billion

prescription records. Our best assessments of patient linking

accuracy suggest that this linking is very accurate, with 0.00013%
of searches generating a support call and 0.03% of patient groups
o>-erall having ever had manual interv ention to fkx littking.

Contractors Health's intimate knowledge of PDMP data allows for
a tailored patient linking algorithm that creates for the best possible
patient-matching.

A4.8

The system must allow bulk searching by allowing a user to upload or
enter patient information; selecting which states to search: and the

limefiame for the search. The results must be aMiilable in a

downloadable format (PDF and CSV) as well as on a web page.

M Yes SumdAfd

Contractors complies. The s>'sicm allows bulk searching by
allowing a user to upload or enter patient information; selecting

which states to search; and the timcframe for the search. The

results arc available in a downloadable format (PDF and CSV) as
well as on a web page.

A4,9

The system must provide capability for the Stale to set parameters to

limit the amount of queries conducted within a time irame.
Addiiiotully. the system must send an email to the State when a query
thresholds b met. At a minimum, the email must include date and

time ofsearch, user naixK, IP address and number of attempted

queries. The email must not include PHI or PH.

M Yes Custom

Contracton currently captures the query count, user name, artd
date/time of when the limit was exceed. Connciots does capture
IP but does not inclttdc in email because searches may have come
from multiple IPs. Contractors will comply with request by

including the IP. presumably the IP when the violation occurred,

however, it should be noted IP address is considered PM .

A4.I0

The system must allow authorized investigative usets to submit a

request, with applicable documentationjecurly for data.The
investigator's subpoena or offical board request arc reviewed by NH

OPLC/PDMPstafffor accuracy and legality, then the report is created
and securely released in a forntai designated by the investigator (PDF
or CVS). While the primary users of the investigative intcH°aec arc
inve3lig8ti^-c users, OPLC/PDMP program administrators should be

able to check the workflow and make edits iferrors arc identified.

M Yes Standard

Contractors complies. The system allows authorized investigative
users to submit a request, with applicable documentation, securely

for data. The investigator's subpoena or official board request ore
reviewed by N'H OPLC/PDMP staff for accuracy and legality, then

the report is created and securely released b a format dc^gnaicd
by the investigator (PDF or CVS).

AS AppVtcolion • InfomalUin/liducatitin Reiiuirtmentt

A5.1

Upon first log-in, the system riaist provide brief training videos from '

within the system to educate Prcscribers. Pharmacists, Designces and
Data Submitters on the State query mandate, how to use the s>^icm,
and pri%-aey and confidentiality bws pertaining to OPLC/PDMP data.
The State must approve the training t-idco scripts.

M Yes Standard

Contractors complies. This functionality exists today but would

require content from the state in order to produce the training video
scripts.

A5.2

TTk S)'stem natsi contain a direct patient notification interface

viewable to users of the system when the patient is queried and has
met or exceeded certain risk thresholds, iiKluding but not limited to;
iTHiltiple provider/pharmacy episodes, MME threshold, payment type
threshold artd dangerous drug combiruiiions. The Pnietitioner can
click the alert attached to the patient report to view the ad\'anccd

analysis/dcseritpion relative to the risk threshold(s) identified.

M Yes Custom

Contractors complies with all features except for the payment type
threshold. Additional work will be performed to accommodate
payment type ,

A5.3
The s>'Stem must provide the capability of communicating role-based
information of interest through broadcast posting.

M Yes Standard

Contractors complies. The s>-stcm provides the capability of
commtinicating role-based information of interest through
broadcast posting.

A5.4 The system nust have a page for contact information and helpful links. M Yes Standard
Contractors complies. The s>'stem has a page for contact
information and helpful links.

A5.5

All pages must contain help, contact information or a link to the

contact information location. Contact information must contain the

State's phone number, email address, address, and Vendor's phone
number for technical support.

M Yes Standard

Contractors complies. All pages contain help, conuict information
or a link to the contact information location. Contact information

contains the State's phone number, email address, address, and
Vendor's phone number for technical suppon.

A3.6

The system natsl contain both a manual and videos on how to properly
utilize the system. These manuals and videos must be updated each
time the system changes, as necessary, to ensure aeeuraey.

M Yes Standard
Contractors eon^lies. The system contains training materials with
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A5.7

The sysicin must contain an educational resource section for the State
to upload role specific cdiicationa] materials. The educational resource
section must provide capability for dynamic tq)datcs by the State

within the sysienv

M Yes Standard
Contractors complies. The system contains a section for uploading
training materials.

46 Application • Frtscribcr Keguiivments

A6.i

The system natst contain a Prcscribcr fecdbaclc dashboard that
contains a variety of metrics to help the Prcscribcr understand their
own prescribing behavior and how it compares with their peers. The
dashboard must contain a query compliance metric comparing the

number of opioids aitd benzodiazcpines prescribed or dispensed versus
the number ofqueries done by the user or their Dcsignecs. The

dashboard riKtrics must include, but are not limited to: average MME

per patient, total MME for the time period, nuntber of patients with
oyeriapping benzodiazepine and opioid prescriptions, total patients,
total prescriptions by drug type, total patients receiving over 100

MME per day. rate ofeach payment type used by patients.

M Yes Custom

Contractors will work with the client to define the required metries
prior to generation of the data necessary to provide these reports

on a repeat basis designated by the state. Contractors's current
Prcscribcr Feedback Dashboard iitcludes a con^rison across the

prescriber's listed specialty group as well as similar prescribers

based on specialty and role. Metrics for conparisons include
Prescriptions by Daily MME. Opioid Treatment Duration. Total

MME Prescription Volume. Sedative Prescribing. PDMP Usage
Multiple Provider Thresholds and Dangerous Combination
Therapy.

A6.2 The data in the Prescriber feedback dashboard must be updated daily. M Yes Custom

Contractors will comply, however, the state may need to consider

the complc.slties of a daily update. With daily updates, it is likely
to sec wide variaiKcs in the comparisons due to numerous factors
like dcla>-ed data, practitioners taking da>s offand other natural
behaviors. Contractors recommends a monthly update.

A6J
The system must provide capability for the State to dynamically set
metrics.

M Yes Custom

Contractors will comply, however, the state may need to consider
the complexities of a dyrumically set metrics. Based on our

experience in 23 states, the Prescriber Dashboard requires

nttmcrous complex caicubtions that must be determined and
verified 6 weeks prior to the generation of the metrics. Dynamic

adjustments will be not allow for quality assurance and testing that
is critical to ensuring the dashboards are effective. An alternate
proposal would be to allow the state to specify the desired metrics
change four weeks before the prcscribcr report processing
interval.

A6.4
The system naist provide Prcscribcr comparisons within medical

specialty peer groups
M Yes Standard

The interacii\< prcscribcr report will provide prescriber
comparisons within medical specialty peer groups.

A6.5
The system must provide capability for the Prescriber to change their

specialty comparison dynaittically.
M Yes Standard

Contractors cotttplies. The system provides capability for the
Prcscribcr to change their specialty corrg>arison dynamically.

A6.6
The system must provide capability for Prescriber con^misons in the
same or similar geographical region(s).

M Yes Custom

Contractors will modify the prescriber comparison to
accommodate geographical region. The state may consider that the

effectiv-eiKss of this feature given the small geographical size of
the stale.

A6.8

The system must provide the capability for a Prescriber to query what

has been dispensed under their DEA Numbeits). and must log all such
queries and provide the State the ability to view them.

M Yes Standard

Contractors complies. The system provides the capability for a
Prcscribcr to query what has been dispensed under their DEA

Numbcrfs). and must log all such queries and provide the State the
ability to view them.

A6.9
The system must provide the capability for the user to set the date
range for their prescribing history.

M Yes Standard
Contractors complies. The system provides the capability for the

user to set the date range for their prescribing history.

A6.10
If the user has more than one DEA number, the system must provide
capability for the user to sort and filter by DEA number.

M Yes Standard

Contractors complies. If the user has more than one DEA number,
the system provides the capability for the user to sort and filter by

DEA number.

A 7 Application - Dlspenxer Ket/uiremcnec

A7.1
The system naist securely accept ASAP 4.2A or newer data

submissions.
M Yes Staitdard

Contractors complies. The system securely accept ASAP 4.0 or
newer data submissions.

A7,2 The system must securely accept NCPDP data submissions. D Yes Custom

Contractors will perform custom development to create the
requirement. The NCPDP spec may not support all ASAP data
fields.

A7.3

The system nust receive data transmissions through secure FTP.
Transport I.ayer Security (TL5) website seven days per week 24 hours

per day. The Vendor shall accept paper, physical media, other agreed
upon media. ai>d electronic or hard-copy versions of the UnisTtsal

Cbim Form. The Vendor shall enter all submitted data into the system

within 24 hours afler receipt.

M Yes Staitdard
Contractors complies. Contractors docs not accept/process paper
or physical media of the UCF.
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A7.4

If supported by ASAP flic standards, the system must provide
capability for the State to create custom ficld.s or extend other fields
such as Method of Paytncnt to include Children's hfealih insurance

Program (CHIP), and Pharmaceutical Assistance Contract for the
Elderly (PACE).

M Yes Standard
Contractors conplics. Contractors adapts processes as the ASAP
standard evolves.

A7.J

The system rrtust provide capability for data from multiple Pharmacies
to be subntined in a single joint transmission as long as each Pharmacy
is clearly identified for the prescriptions dispensed.

M Yes Standard

Contractors complies. The system provides capability for data
from multiple pharmacies to be submitted in a single joint
transmission as long as each pharmacy is clearly identified for the
prescriptions dispensed.

A7.6

The system must automatically notify data submitters and pharmacists
in charge of non-compliant, untimely data submissions or records with

errors based on state requirements.
M No Future

This feature is on the current roadmap and has an estimated
dclivcryofQI 2021.

A7,7

The system must provide capability to monitor artd improve data
quality artd reliability, including but not limited to, data validations
performed at the time of data submission.

M Yes Standard
Contractors complies. The system provides capability to monitor
artd improve data quality and reliability.

A7,8

The system must have the tools and ability to trace, log and assess
data quality and timeliness of all data submissions and transmissions,

from the time the data submitter submits a file until the time it appears
within the wlutioni creating end-to^nd transparency.

M Yes Standard

Contractors conplics. The system has the tools and ability to trace,
log and assess data quality and timeliness of all data submissions
and transmissions.

A7.9
The system must provide the capability for pharmacies to request an
c.xemption to report.

M Yes Standard
Contractors complies. The system provides the capability for
pharmacies to request an exemption to report.

A7.10
The system must provide the eapabiiity for Data Submitters to report
no (or zero) prescriptions issued in a given time period. M Yes Standard

Contractors complies. The system provides the capability for Data
Submitters to report no (or zero) prescriptions issued in a given
time period.

A7.n

The system must provide the capability for Dispensers and Data

Submitters to make corrections to previously-submitted patient
prescription infortnation.

M Yes Standard

Contractors complies. The system provides the capability for
Dispensers aitd Data Submitters to ittakc corrections to previously-
submined patient prescription information.

A7.12

The system must validate and cleanse data according to the State's
validation Edits and report, through email, any errors. Error reporting
must include the cnbr that occurred arxl the Rx Number. The email

must not contain sensitive information. The system must provide a
wcb-bascd dashboard for Data Submitters to view and correct data

submission errors.

M Yes Standard

Contractors complies. The s)-stem \-alidates and cleanses data
according to the State's s-alidaiion Edits and report, through email,
any errors. Error reporting includes the error that occurred and the

Rx Number. The email does not contain sensitive information. The

system provides a web-based dashboard for Data Submitters to
view and correct data submission errors.

A7.13

The system must remind Data Submitters that they have outstanding
error corrections periodically with a configurable automated email
message. The email must not contain sensitive information.

M Yes Standard

Contractors complies. The system reminds Data Submitters that
they have outstanding error corrections periodically with a
configurable automated email message. The crttaii docs not contain
sensitive information.

A7.14

When a data file submitted by a Data Submitter does not meet
validations for accuracy and completeness, the system must notify the
Dispenser and the Data Subnattcr(ifthey arc different) on a daily
basis until the issue is resolved. The notification must specify the
problem with the data and provide instructions for correcting the issue.
The email ittust not contain sensitive information.

M Yes Standard

Contractors compiles. When a data file submitted by a Data
Submitter docs not meet validations for accuracy and
completeness, the system notifies the Dispenser artd the Data
Submitter (if they arc difTcrcnt) on a daily basis until the issue is
resolved. The notification specifics the problem with the data and

provide instructions for correcting the issue. The email does not
contain sensitive information.

A7.15

The system must provide the capability for users to flag records with
errors and provide comments for review by the State. Once the Stale
confirms an issue with a flagged record, the system must notify the
Dispenser ai>d Data Submitter and provide a means for them to correct
flagged records.

»

M Yes Custom

Contractors will perform custom development to meet the
requirement. A system feature will be developed to provide the
capability for users to Oag records with errors and provide
comments for review by the State. Once the State connrms an
issue with a flagged record, the system will notify the Dispenser
and Data Submitter and provide a means for them to correct
lagged records.
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A7.16

The system must cvsluste records submitted to determine if a record

contains potentially erroneous data, for instance, when the value ofa

field is a statistical outlkr. The system must alert a Data Submitter to
the possibility of erroneous data.

Yes Custom

Contractors will perform custom des'clopmcni to meet the
requirement. A feature will be developed to identify records
containing potentially erroneous data, for instance, when the value

of a field is a statistical outlier. The system feature will be

developed to alert a Data Submitter to the possibility of erroneous
data.

A7.17

The Dispenser submission system must submit cleansed and validated
records to the OPLC/PDMP database within 2 hours of receipt from a
Data Submitter.

Yes Standard

Contractors complies. Contractois' PMP Clearinghouse submits
cleansed and validated records to the OPLC/PDMP database

within 2 hours of receipt from a Data Subminer.

A7.I8

The Vendor shall provide Data Si^mitters with instructions and
technical assistance necessary for compliattcc with reporting
lequirements. The State reserves the right to review, approve and

change any cottvnimication prior to distribution to Dispensers and

Data Submitters.

Yes Standard

Contractors complies. Contractors provides Data Submitters with

instructions and technical assistance necessary for compliance with
leponing requirements.

A7.19
On a daily basis, the system must verily pharmacy compltaiKC. both
for timeliness and outsuinding errors.

Yes Standard
Contractors complies. Contractors will extend the dispenser
compliance feature to include notification of timeliness.

A7.20

Ifadispcttsation record is submincd two or more business days after it
was nilcd, the system must notify the Dispenser and Subminer of the

dam submission ficquciKy requirement.
Yes Standard

Contractors complies. Ifa dispensation record Is submitted two or
more business days after it was filled, the system will notify the
Dispenser and Subminer of the data submission frequency
lequirement.

A7.21

The system itxisi have a Dispenser compliance dashboard to assist the

State with tracking compliance with data submission tequtremenis.

The dashboard must display daily, weekly monthly, quarterly and
yearly aggregate cotipliartcc data for Dispenser submissions. The
Dispenser compliance dashboard must display which Dispensers are

submintng records laic, in accordance with State statutes and
regulations.

Yes Standard

A7.22

For each Dispenser, the dashboard must display the number ofdays in
the lime period: which days dispensation records arrived on time and

late: and days in which no data or zero report was submitted. The
dashboard must provide an individual Dispenser view that contains

record-level information on dispensations: whether each record was
submincd btc or on-time: and which days no data or a zero report was
submitted. The dashboard must dispby Dbpcnscrs that have errors
which are not resolved after a State-configured time period. For each
Dispenser, the dashboard must display the number of unresolved
crron arid when the errors occurred. The dashboard must provide a
view of Individual Dispensers that contains record-level information on

which dispensation records had errors, and details of the specific error.

Yes Standard

Contractors complies. The Dispensary Compliance Dashboard
built In Tableau allows a state administrator a comprehensive view
in the submissions and errors of those submitting to their PDMP.
Using the list of pharmacies maintained within the AWAILxE
ponal. the dashboard will show the number of submissions,

records and error rate. It also gives the administrator the ability to
drill down for each pharmacy to see the most common ouistaixling
errors and the prescriptions that have errors. The Data Submission
Compliance Dashboard provides record level drill down within the
following categories: Submission Level Detail. Dispensation Date
Summary. Zero Reports, Error Level Summary. Dbpcnsaiion
Specific Detail. Pharmacy Contact Information, Ability to drill into
error details.

Error Detail Export Available. User Guide included to assist the

PDMP Administrator with this feature.

A7.23

The system must provide extracts of all infoimaiion on the dispenser
compliance dashboard in a formal securely downloadable In a CSV
flic. All extracts naist include, but are not limited to, the pharmacy
name, pharmacy DEA number, pharmacy license number, the data
Submitter aceoimi, data Submitter email, and any emails, phone
numbers, or addresses associated with the Dispenser or Data

Submitter.

Yes Standard

Contractors complies. The s>-stcm provides extracts of all

information on the dispenser eompliaiKC dashboard in a format
securely downloadable in a CSV file,
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A1.14

The sysicm musi provide ihe capability for Prescriber and Dispenser
users 10 securely message each other within the system. The system
must provide the capability for Prescriber and Dispenser users to
simultaneously message multiple users based on who has previously
prescribed or dispensed to (heir patient.

M Yes Standard

Contractors complies. The system's Contmunication Module
provides the capability for Prescriber and Dispenser users to
securely tiKssage each other within the system. The system's
Communication Module provides the capability for Prescriber and
Dispenser users to simultaneously message multiple users based on
who has previously prescribed or dispensed to their patient.

A7.25

The system must provide the capability for users to request a
temporary password and oHcr instructions on how to login and update
the password. The system must facilitate the password reset process
through user-selected options which must include e-mail or time
expiring Secure Messaging S>stcm (SMS).

M Yes Standard

Contractors complies. The system provides the capability for users
to request a temporary password and offer instructions on how to

login and update the password..

A7,26
The system must provide capability for users to change their password
without human intervention.

M Yes Standard
Contractors complies. The sysicm provides capability for users to
change their password without human intervention.

A7.27

The Vendor shall provide capability for the State to select fomv, such
as registration and pharmacy exen^tion, in which the system provides
an auttxomplete capability for State-selected fields when the user

enters uniquely identifiable fields such as DEA number. License
number, or NPI Number. Vendors may refer to Appendix H,
Pharmacy E.xcmption Flowchart to understand the State's current

pharmacy exemption process.

M Yes Custom

Contractors will perform custom development to meet the
requirement. The State Administrator can edit, manage user
accounts, maintain a list of pharmacies and the exempt status.
There is an auto fill for NPI and DEA on the registration page, as
well as. the ability to edit dettwgraphics. Contractors would need
to develop the ability to auto fill on License Number.

A7.28

The system must provide a logout feature. The logout feature will
enable users to log off the site without closing their intcmct browser to
exit the system.

M Yes Standard

Contractors complies. The s>stcm provides a logout feature. The
logout feature enables users to log off the site without closing their
internet browser to exit the system.

A7,29

The web portal must follow the Responsive web design approach to
provide the optimal viewing and interaction experience across devices.
The web portal must support web browsers and browser versions in

use by over 95% of web users such as Edge, Internet Explorer.
Firefox. Safari, Chrome, and Opera. The platform must adhere to
World Wide Web Consonium (W3C) rccomnwndations and other

standards of interoperability. The s>-stem must have mobile and tablet
versions of the website that are secure, visually appealing, user
friendly and approved by the State.

M No Future

Contractors will perform custom development to meet the'
rcquitertKnt. Contractors is proposing the NarxCare solution for
the Slate of New Hampshire. Today, the NarxCare report is
responsive design. Contractors will woiit to extend responsive
design to the remaining components as directed by the State.

A7.30

The Vendor shall provide a comprehensive, intuitive web portal that is
branded for the State of New hlanpshire. The web design is subject to
written approval by the OPLC/PDMP/DoIT.

M Yes Standard

Contractors complies. Contractors provides a comprehensive,
intuitive web portal that is branded for the State of New

Hampshire.

A7.31

The system must distinguish between veterinary prescriptions and
human prescriptions and clearly indicate or separate records that arc
veterinary prescriptions in the patient repon.

M Yes Standard

Contractors complies. The system distinguishes between
veterinary prescriptions and human prescriptions and clearly
indicate or separate records that arc veterinary prescriptions in the
patient report.

A7.32
The system must exclude veterinary prescriptions from metrics and
threshold calculations such as MME calculations.

M Yes Standard

Contractors complies. The system excludes veterinary
prescriptions from metrics and threshold calculations such as
MME calculations. '

A7,33

With the exception of additional Drugs of Concent identified by the
State, the system must exclude drugs fiom displaying on the patient
report that do not appear on Schedules II -IV of the federal Controlled

Substances Act.

M Yes Standard

Contractors complies. With the exception of additional Drugs of
Concern identified by the State, the system excludes drugs from '
displaying on the patient report that do not appear on Schedules 11 -
IV of the federal Controlled Substances Act.

A7.34

The system rttust provide remote web access 24 hours a day, 7 days
per week, with the exception of downlirtK for pre-planned
maintenance during non-peak usage hours.

M Yes Standard

Contractors complies. The s>-stcm provides remote web access 24
tours a day, 7 days per week, with the exception ofdowntime for

pre-plaimcd maintenance during non-peak usage hours.

A7,35

The system application infrastructure must be highly scalable to
support millions of transactions per month and up to 70,000
simultaneous users.

M Yes Standard

Contractors complies. The sysicm application infrastructure is
lighly scalable to support millions of transactions per month and.
up to 70,000 simultaneous users.

— OS
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A7.36

The system mist have an email notificatioti system designed to avoid
or circtimvcnt spam filters for successful email transmission. The
system also must request that uscis update their spam filter to whitclist

the email domain.

M Yes Standard

Contractors complies. The system has an email noiilication system
dcsigtKd to avoid or circumvent spam filters for successful email
transmission. The system documentation also requests that users
update their spam filter to whitelist the email domain.

A7.37

The system must provide capability for the State to designate a
prescription record as a Contested Crescription. The system must
c.xclude tlK Contested Prescription from the aggregate ealculations in
the prcscribcr feedback report.

M Yes Custom

Contractors supports flagging of prescription as Contested.
Contractors will do custom development to meet requirement of
excluding from calculation.

A7.38
The system must have the capability for the State to write and execute
read-only SQL or no SQL queries on data in the system.

M Yes Custom

SQL statements executed against a production system have the risk
of impacting system perfomunec and as a result, introducing risk
to patient care. As a result, a replica of the production system
must be established to provide this capability to the state without
risk clinicituVuscr/patient experience.

A7.39

The system must provide audit capability on user searches to reduce
unauthorized queries. In the event that a user attempts to query a
patient on a State-supplied list. iIk system must prompt the user with a
notification \^-aming against unlawful queries and provide the option
for the user to cancel the query or proceed with querying.

M Yes Custom

Contractors will confer with the NH OPLC regarding custom
development to meet the requirement due to identified risks with

this request.

A7.40

The system must provide capability for Stale access to all data tables
to enable storage in the State's Enterprise Data Warehouse (EDW).
This connection must be secure and accessible at all times, with

unrestricted frcqueiKyand quantity within the download capability.
Data tables itKlude, but are not limited to, raw pharmacy submissions,
cleansed phamiacy submissions, usage logs such as the query table
and login table, Prcscribcr feedback dashboard access table, linkage
tables, user tables and patient/address Indices.

M Yes Custom

Contractors will create a near real-time replica of production
system will be required and non-N'H data removed to avoid

violating other agreements .

A7.41

The system must maintain a comprehensive user table including, but
not limited to, primary key; email address, uscmame, first nartte,
middle nartK, last name, date of birth, DBA number, professional
license number, role, Prescribcr specialties, Prcscribcr subspecialties,
address, address 2, city, state, zip code. Designec user IDs, date and
time account created, date and time account approved, date and time
account last updated, and last login date and time. The Vendor shall
provide a full extract of the live table to the State, in a secure manner,
on a daily basis.

M Yes Custom
Contractors will perform custom development to create the
requested extracts.

A7.42

The Vendor shall maintain a comprehensive query table including, but
not limited to, primary key; uscmariK: role; date and tiriK search
occurred; user IP address; patient first name; patient last name; patient
date ofbirth; all search criteria used; query requester, states selected
for interstate query; interstate hub used to search; whether partial first
name was used; whether partial last nartK was used; whether the

search yielded data from the State; states other than the State that
yielded data. The Vendor shall provide a full extract of the li\-c table to
the State, in a secure manner, on a daily basis.

M Yes Custom
Contractors will perform custom development to create the
requested extracts.

A7.43

The Vendor shall maintain a comprehensive Prescribcr feedback
dashboard access table that includes, but is not limited to, uscmame,
primary key. role, date and time Prescribcr feedback dashboard was

accessed, and IP address of user. The Vendor shall provide a full
extract of the live table, to the State, in a secure manner, on a daily
xisis.

M Yes Custom

Contractors will create an interactive prescribcr report for
providers to understand their own prescribing behavior and how it
compares with their peers
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A7.44

The Vendor shall mainiab a comprehensive lablc of invaJid access
requests on the system. This table must include but is not limited to.
user ID. date/time attempt occurred, IP address of user anempting. the
page the attempt oceurrcd on, and the reason for error. The Vendor

shall provide a full cxinci of the live table to the State, in a secure

manner, on a daily basis.

.  M Yes Custom
Contractors will perform custom development to create the
requested extracts.

A7.45

The Vertdor shall maintain a comprehensive login table coniainitig
login attempts on the S)-sicm. This table must include, but b not
limited to, usemamc. primary key, role, date and time of login,
whether the login was successful, and the reason for error. The Vendor
shall provide a full e.xtract of the live table to the State, in a secure
maruKr, on a daily basis.

M Yes Custom
Contractors will perform custom development to create the
requested extracts.

A7.46

The Vendor shall maintain a comprehensive table containing phanmcy
submission activity. Thb table shall include, but is not limited to,
usemame; date and time submitted; submitter IP address: dbpenser
PEA number; number of records submitted; number of records valid;

mimbcr of records that prompted a warning; number of records that
prompted an error, number of records valid; number of records
revised; number of records deleted; newest date and time filled of

s'alid records; artd oldest date and time filled of valid records. The

Vendor shall provide a full extract of the live table to the State, in a

secure manner, on a daily basis.

M Yes Custom
Contractors will perform custom development to create the
requested extracts.

/tJI Ap, lication • Delegate Requirements

AS.I

The system must provide prescriben artd dispensers the ability to add
delegates by their email address. These delegates shall have their own
usemame and passwords.

M Yes Standard

Contractors complies. The system provides prescriben and
dispensers the ability to add delegates by their email address.
These delegates have their own usemame and passwords.

A8.2
The system must provide prcscribcrs and dbpensers the ability to
rerrwvc delegates and re-add previously removed delegates. M Yes Standard

Contractors con^lies. The s)stem provides preseribers and
dispensers the ability to remove delegates and re-add previously
removed delegates.

A8.3
The system must provide prescriben and dispensers the ability to view
the queries made on their behalfby their delegates M Yes Standard

Contractors complies. The system provides preseribers and
dispensers the ability to view the queries nude on their behalfby
their delegates.

A8.4
The system must require prcscribcrs ai>d dispensers to re-validate their
delegates es-ery six months or a timeframe determined by the State. M Yes Starxiard

Contractors complies. The s>stem requires preseribers and
dispensers to re-validate their delegates every six months or a
timeframe determined by the State..

A8.S
The system must allow a dekgaic to Klect the prcscribcr or dispenser
for whom they arc eonduciing a query on the query page. M Yes Standard

Contractors complies. The system allows a delegate to select the
prcscriber or dispenser for whom they arc conducting a query on
the query page.

A8.6

The s>stcm must enable l^signces to perform queries on behalf of a
Prcscribcr or Dispenser. Every query performed by the Dcsignce on
behalf of the Prcscribcr or Dispenser must be accessible to the
Prcscribcr or Dispenser.

M Yes Standard

Contractors complies. The s)stcm enables Designees to perform
queries on behalfof a Prcscribcr or Dispenser. Every query
performed by the Dcsignce on behalf of the Prcscriber or
Dispenser is accessible to the Prcscribcr or Dispenser.

A8.7

The s)-$tem must allow users to store search parameters to be run at a
later time. Designees will be allowed to share this search criteria with
their Prcscriber or Dispenser. The system will allow the user to enter
a date range that keeps the search avaibble. After this time, the

search criteria must be re-entered

M Yes Custom

Conireciora will perform custom development to meet requirement.
The system allows users to store search parameters to be run at a
bier time, Designees arc allowed to share this search criterb with
their Prcscribcr or Dispenser. The s)'5tem allows the user to enter
a date range that keeps the search avaibble.

A9 Appt'cation - Praetitianer Requirements

A9.I

The system must provide users the capability to calculate how user-
entered prescriptions ihcy are considering prescribing or dispensing
would impact daily MME. The system must provide feedback to the
Practitioner if the user-entered prescriptions would meet or exceed
risky prescribing thresholds rebting to (^ioid'bciuodiazepiiK ovcrbp,
tigh MME. and the prescribing of a long acting opioid to an opioid
naive patient.

M Yes Custom

Contractors will perform custom dcvelopriKnt to meet requirement.
A system feature will be developed to provide users the capability
0 calculate bow user-entered prescriptions they ate considering
prescribing or dispensing would impact daily MME.

—08
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A9.2

The system must have the capability for a user to view their previous

search history. This history ittusi dispby user search uirget(s): date and

time scorch occurred; other states scorched; and data captured by the
search. The system must provide capability for a user to rc-nm the
search with a new date range.

Yes Staitdard
Contractors conv>lics. The system has the capability for a user to
view their previous search history.

A9.3

Pending legislative approtal of OPLC/PDMP integration within NH
health facililites electronic health systems, the system raist provide the
capability for a user to view their (and delegate) past searches. At a
mtnirtium the system will provide this capability for the following
search sources: 1) EHR integration; 2) Pharmacy integration. In the
event that a search was conducted, the system will provide the

usemamc. date, time, and a link to the data captured in the search.

Yes Standard

Contractors complies. The system will provide the capability for a
user to view their (and delegate) past searches. At a minimum the
system will provide this capability for the following search
sources; I) EHR integration; 2) Pharmacy integration. In the event
thai a seaich was conducted, the system will provide the usemamc.

date. time, aitd a link to the data captured in the search.

A9.4
The system must provide the capability for a user to sort on any.

colunv) in their search history.
Yes Standard

Coniraciors complies. The S)-siem provides the capability for a
user to son on any colutm in their search history.

A9.5

The system nust provide capability to son and filter records based on
all criteria incltxled in the prescribing history which includes, but is not

limited to. prcscribcr nanw. dbpenscr name, patient turtle, drug tumc.
drug type, patient details, date prescription written, date picscription
filled, and MME.

Yes Standard

Contractors complies. The s>-siem provides capability to son and
filter records based on all criteria included m the prescribing
history which incltxlcs. but is not iirruied to. prcscribcr rariK.
dispenser name, patient name, diug name, drug type, patient
details, date prescription written, date prescription filled, and
MME.

A9.6
The s)-stcm itust provide the capability to search, filter and son
records based on any field contained in the prescribing history rcpon. Yes Standard

Coniniciors complies. The s>-stcm provides the capability to
search, filter tmd son records based on fields contained in the

prescribing history rcpon.

A10 Application • Data and Alert Ketiuiremena

AlO.l

AI0.2

The system must develop^ maintain and deliver a scciur data extract

from the Vendor to the OPLC/PDMP or any State panner designated
by the OPLC/PDMP to the extent allowed by law based on design
sessions with designated State partner to be hosted by the Vendor.
The data extract may either be a diicct connection to the Vendor's
environment if appropriate connectors arc available with designated
pannci's informatica Power Center insuliaiion or Vendor will provide
daily extracts that will be pushed to the State of NH FTP site or other
agiced (by both panics) upon strategy to interface the systems.
Vendor will provide documentation on all data tables and elements

provided by the vendor. Pending Icglsbiion may provide idctitifublc
access to data to designated State paniKn for prescribed purposes. In
the event legisbtion is not approved into law. the Vendor will work

with designated State partners to develop a dc-identified data extract
that maximizes \-aluc under the restrictions of the bw.

The s>-stcm must provide the capability to perform ad hoc qixrics to
respond to requests received by non-hcallhcarc entities, including but
not limited to individual patients; NH rcgularoiy boards; and state or
federal bw enforcement. Since these queries and reports may \ao' in
substance, an ad hoc query and reporting function is an csscnibi
aspect of the system.

Yes

Yes

Custom

Standard

Contractors will perform custom development to meet requirement.

Contractors provides access to Tableau scner for state

administrators to review prc-built dashboards as well as to perform
their own custom, ad-hoc analyses on the curatcd dam sets.

A10.3

The system must provide the capabiltity to generate unsolicited alcns
in the patient record when its been identified ihai ihc patient has
exceeded specific threshold levels. The system must provide capability
for the State to configure thresholds for the inserted alerts.

Yes Standard

Contractors complies. The system provides the capability to
generate unsolicited alcns in the patient record when its been
identified that the patient has exceeded specific threshold levels.
The system provides capability for the State to configure
thresholds for the inscncd alcrts.

AI0.4

The system natsi provide the capability to generate unsolicited alcns
10 Piescribcia of patients who ha\r been identified as exceeding
specific threshold lei-cls. The system must provide capability for the
Stale to configure thresholds within the Unsolicited Reports.

Yes Standard

Conliactors con^lies. The system provides the capability to
generate unsolicited alerts to Prescribcrs of patients who have been
identified as exceeding specific threshold levels. The system
provides capability for the State to configure thresholds within tl|^
Unsolicited Rcpons.

# >3
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AI0.5

ITtbc Prescribcf hu a paticni wiih an alen on their record, the system
must have the capability to send an notification to the Prescrtber. This

noiificaiion must not contain sensitive informaiion.

M Yes Standard

Contractors complies. The system has the capability to send an
notification to the Prescriber. ifthe Piescribcr has a patient with an
alert on their record.

A10.6

The system must provide the capability for prescribers to set specific
thresholds on the prescription behavior of their patient. The system
must notify- the user when a patient to whom they prescribed a dntg
meets or exceeds the alert. This system must not permit users to
circumvent unsolicited reports, but must allow a Ptcscriber to set a

narrower threshold than that of (he State.

D Yes Custom

Given this feature is not natndatory. Contractors can perform
custom devxiopmcnt to meet the requirement if the State

determines that it is in-scopc for this project.

A 10.7
The system must provide the capability for a Prescriber to set an alert
based on the number of Prescribers the patient has seen.

D Yes Custom

Given this feature is not mandatory. Contractors can perform
custom dcvclopiTKnt to rtKct the requirement if the Slate

determines that it is in-sc6pc for this project.

AI0.8
The system must provide the capability for a Prescriber to set an alert

based on the number of pharmacies the patient has used. D Yes Custom

Given (his feature is not mandatory. Coniracion can perform
custom development to meet the requirement if the Sute

determines that it is in-scope for this project.

A10.9

The system must provide the capability for a Prescriber to set an alert
when a patient has overlapping bcnzodiazepine and ̂ ioid
prescriptions.

D Yes Custom

Given thb feature is not mandatory. Contractors can perform
custom developiTKnt to meet the requirement if the State

determines that it is i(t*scope for this project.

AlO.lO
The system must provide the capability for a Prescriber to set an alert
when a long acting ̂ ioid is prescribed to a patient. D Yes Custom

Given this feature is not rmndatory. Contractors can perform
custom development to meet the requirement if the State

determines that it is in-scopc for this project.

AIO.II
The system nxtst provide the capability for a Prescriber to set an alert
when a stimulant is prescribed to a patient. D Yes Custom

Given this feature is not mandatory. Contractors can perform
custom development to meet the requirement if the State
determines that it is in-scopc for this proiect.

AHApalication • Interstate Data Skaring/UURS Requirements

All.l

The system ciaist follow the Prescription Monitoring Information
Exchange (PMIX) National Architecture and be verified by the Stale
to provide interstate data sharing services.

M Yes Standard

Contractors complies. The s>3tcm follows the Prescription
Monitoring Information Exchange (PMIX) National Architecture
attd be verified by the State to provide interstate data sharing
services.

All,2

The system must securely integrate/connect to the RxChcck hub to
faciliuitc data transfer to other states and allow Rx Check requests
permitted by the State.

M Yes Standard Contractors complies.

AII.3

The system rraist securely integrate/connect with the PMPi data
sharing hub and allow PMP Gateway requests as permitted by the
State.

M Yes Standard

Contractors complies. The system securely integrates/connects
with the PMPi data sharing hub and allow PMP Gateway requests
as permitted by the State.

AI1.4
The system must able to securely connect/integrate with the State's
licensure API to retricvo license data.

M Yes Custom

Contractors will perform custom development to meet the
requirement. If/when the state implements a web service.
Contractors will code to the specifications put forth by the state to
accomplish this requirement.

AII.S

The system must provide the State the ability to create new user roles.
The system must provide the State the ability to map user roles to the
roles utilized by data sharing hubs, including but not limited to
RxCheck and PMPi.

M Yes Standard

Contractors complies. The system provides the State the ability to
create new user roles. The system provides the State the ability to
map user roles to the roles utilized by data sharing hubs.

AII.6

The system must provide capability for authorized users to conduct a
multi-statc search with one button access to data from New Hampshire
and the states that have a data sharaing agreement, (if their role
allows).

M Yes Custom
Contractors will modify the existing user interface to allow for one
bunon access.

All.?
Through the consent of legislation, the system must securely connect
to health care facilities Electronic Health Record Systems. M Yes Standard

Contractors complies. The system securely connects to health care
facilities Electronic Health Record Systems.

AII.8
The Vendor shall not restrict integration with any and all hubs. HCEs.
and HIEs.

M ^'es Standard

Contractors complies. There arc no restrictions in pbce, but could
require custom development if 00TB integration options aren't
utilized.

All.9

The system must have a secure API that enables patient level data to
>e securely sent directly to a user within an EIIR. This API will have

the ability to connect to any Hub system as necessary. At a titinimum.
this API must contain patient prescription data. MorphiiK Milligram
iquivalcnt and unsolicited alerts.

M ^'es Custom
Contractors will deliver; however, this is subject to state data 1 /
sharing policies 1
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All.10

The sysiciii musi be able lo securely retrieve data from all interstate
data sharing hubs (currently RxCheck and PMPi) with a single query
from the user.

M Yes Custom
Contractors will perform custom development to meet requirement.
See 212.

A1I.I2

The system must provide the capability for the State to securely add
and remove states for interstate data sharing and edit the name of the
state shown to the user (Maine vs. ME)

M Yes Custom

PMP AWARxE is integrated with PMP Interconnect and PMP
AWARxE dynamically displays states that can be searched
depending on each state pcntussions and roles that each state has
configured within PMP Interconnect. Editing how the name is
displayed would require custom development.

All.13

The system must provide the capability to generate a Patient
Prescription History Report. The report must be conqtaiible with
printing and electronic distribution in a CSV and PDF format.

M Yes Standard

Contractors complies. The system provides the capability to
gcrterate a Patient Prescription History Report that is compatible
with printing and electronic distribution in a CSV and PDF fomutt.

All.14
The system must display the state that the record was sourced from if
a multistate scorch was condtictcd.

M Yes Standard
Contractors complies. The S)-stem displays the state that the record
was sourced from if a multistate search was conducted.

All.15
The system must allow the practitioner to configure the search to be

conducted (e.g. set the default of states they wont to query). D Yes Standard
Contractors con^lies. The system allows the practitioner to
configure the search to be conducted.

All,16

The system must provide summary information of the patient record,
including but not limited to. number of uniqiK Prescribcrs, number of
unique pharmacies, average MME, current MME, number of drug
types, number of payment types, number of days ofOpioid overlap.
Opioid Naive status, existence ofoverlapping prescriptions for
bcnzodiazcpines and opioids. existence of controlled substance
prescriptions from multiple prescribcrs.

M Yes Standard
Contractors complies. The system provides summary information
of the patient record.

All.17

In every patient report, the system must include links to optional
educational content selected by the State, for example. Safe
Prescribing Guidelines and Treatment Options.

M Yes Siaitdard
Contractors complies. The system must include links to optional
educational content selected by the State.

All.21
The system must provide the capability for users to select and save a
patient record in printable CSV and PDF formats. M Yes Standard

Contractors complies. The system provides the capability for users
to select and save a patient record in printable CSV and PDF
formats.

A1I.22

The S)-stem must provide an Audit trail of interstate data sent to the
requesting practitioner from an approved/connected state. The system
will provide the usemamc, date, time, and a link to the data captured
in (he search,

M Yes Standard

Contractors complies. The system provides an audit trail of
interstate data sent to the requesting practitioner from an
approv-ed/connectcd state. .

AI1.23
The system must provide the capability for a user to filter and sort
patient data by all fields contained in the pattern report. M Yes Standard

Contractors complies. The system provides the capability for a user
to filter and sort patient data by all fields contained in the patient
report.

All Application •Slale/AdminislralivtRequirements

A12.I

The system must provide an interface that allows administration and

practitioners to map patient-prcscriber-pharmacy by way of a mapping
enhancement to calculate metrics with distance between two point,
and three points in conjunction with prescriptions prescribed and
linkages to any other at risk indicators

M Yes Custom

Contractors will perform custom development to meet requirement.
Contractors will perform custom development work to meet this
requirement. An interactive map will be developed detailing
patients' address(es), prescribcrs' addrcss(es). and pharmacies'
addrcss(cs) will be accessible on the Patient Report with the
implementation of a HlPAA-compliant ntappins tool.

A12.2

The system must provide the capability for Stale administrators to

manage Data Submitter accounts which includes modification of all

fields attributed to the account.
M Yes Custom

Contractors provides the ability for state administrators to see
contact name/details, approve/reject the account, and send
communications to submitter accounts. Because submitter

accounts may submit data to multiple states we do not allow state
administrators to modily the accounts. NB: Need to vet this with
product.

A12.3
The system must provide capability for the State Administrator to
securely message users within the system. D Yes Staitdard

Contractors complies. The system provides capability for the State
Administrator to securely nKSsage users within the system.

AI2.4
The'system must provide capability for the State to link and de-link
patient records M Yes Standard

Contractors complies. The system provides capability for the State
to link and de-link patient records

A12.5

The system must provide capability for the State Administrators to
audit system usage. The audit includes, but is not limited to, real time
views of user activity (both logins and searches), data changes
including old ralue. new value, user id, and date/time ofchange) and
usage errors.

M ^'cs Custom

Contractors will perform custom development to meet requirement.
The system will be enhanced to provide capability for the State
Administrators to audit s)-stem usage as defined.

— DS

I2r

12/23/2021



DocuSign Envelope ID; FBAE6100-64CC-4E57-868D-dB159B828106

Business and Technical Requirements Spreadsheet-Attachment 1

A12,6

The must have the capability to send emails to user groups
based on role, last access date, or other criteria specified by the State

pertaining to the system user. These emails must itot contain sensitive

information.

M Yes Custom

Contractors will perform custom development to meet requirement.
Today. Contractors provides the ability to email user groups based
on Role and Ceo location but not last access date. The content con

be customized by the state.

AI2.7

The system must provide the ability for State administrators to

simubte any roles used within the system without the need of a sccoikI
account.

M Yes Custom

Contractors will perform custom development to meet requircriKnt.

The S)'Stcm will be cnhaiKcd to for State administrators to simulate
other roles used within the system without the need of a second

account.

AI2.8
The Vendor shall provide the ability for the State to change ihe'logo
and system colors.

M Yes Standard
Contractors complies. Contractors provides the ability for the
Stote to change (he logo and system colors.

AI2.9

The system must provide the ability for the administrative staff to
review system usage at a user level. The system must provide a

sonablc list of users and the total number of searches to check for

potential system misasc.

M Yes Custom

Contractors will perform custom development to meet rcquirenKni.

The system will be enhanced to provide the ability for the
administrative staff to review system usage at a user level.

A12.10

The system nutst contain a dashboard that allows administrators to
view a ranking ofPrescribers who meet or exceed thresholds set by
the State. Vendor shall produce a downloadable report, which has the
possibility to for grouping by geographic area aixl specialty, that

rcCums the top Prcscribcrs or pharmacies who have written or filled

the most (prescriptions/total MME/averagc MME per
prescription/distinct patients/number of prescriptions per drug class)
within a limcfrorrK dynamically set by the State.

M Yes Custom

Contractors currently provides self-service nnalyiieal tools to allow

the state administrators to perform the listed prcscriber rankings
based on a wide variety of dimensions. For Contractors to develop
a pre-built. custom dashboard meeting all the listed requirements
would require development.

A12.il
The sj'sicm must allow the State administrators to administer all

OPLC/PDMP user accounts.
M Yes Standard

Contractors complies. The system allows the State administrators
to administer all OPLC/PDMP user accounts.

A12.I2
The system must provide capability for State administrators to view all

user accounts.
M Yes Standard

Contractors complies. The system provides capability for State
administrators to view all user accounts.

A12.I3

The system must provide a mechanism to allow State administrators to
grant or revoke user privileges to specific system tools including
prescribing history, patient searching artd Dcsignce managcttKni.

M Yes Standard

Contractors complies. The system provides a mechanism to allow
State administrators to grant or revoke user privileges to specific
system tools iiKluding prescribing history, patient searching and
DcsigiKC marugcment.

AI2.14
These s>'stcm must provide a notes section for each user account. This

notes section will only be viewable by State administrators.
M Yes Standard

Contractors complies. These systems provide a notes section for
each user account. This notes section is only viewable by State

administrators.

AI2.15
The s>-stcm must provide capability for State administrators to search
for users by any field contained in the user's profile. M Yes Custom Contractors will perform custom dcvclopriKnt to meet requirement.

Currently allows search on first name, last name, email, dob, role,
personal DEA, emplover DEA. personal NPl.

A12-I6

The system must provide capability for State administrators to moke

modifications to all aspects of user accounts including passwords,
license number, NPl number. DEA number, name, email, roles, date of

birth, special!)'.

M Yes Standard

Contractors complies. The system provides capability for State
administrators to make modifications to all aspects of user
accounts.

A12.17

The system must provide capability for State administrators to add
notes to user accounts (hat arc only viewable to the Administrators of
the system (the State and the Vendor).

M Yes Standard

Contractors complies. The system provides capability for State
administrators to add notes to user accounts that arc only viewable

to the Administrators of the system (the State and the Vendor).

AI2.18
The s>stem must provide capability for State administrators to activate
or deactivate accounts -

M Yes Standard
Contractors complies. The system provides capability for State

administrators to activate or deactivate accounts.

AI2.19
The State administrators shall be able to search for and view all patient
alerts.

M Yes Standard
Contractors complies. The State administrators can search for and
view all patient alerts.

A12.20 The State administrators shall be able to view user dashboards. M Yes Standard
Contractors conplics. The State administrator is able to review

select user dashboards.

A12.2I

The system must provide capability for State administrators to view

the search history ofany Prescribe! or Dispenser, including any
queries made on their behalf by a designec. This capability must
Include the ability to view the results the query produced, where (he
query originated (OPLC/PDMP website, API, R.xChcck hub, PMP
Gateu-ay), IP address, and time stamp of when each search was made.

. M Yes Custom

Contractors will perform custom devclqtment to meet requirement.
The system ctorcmly provides the majority of this detail. Mote
specifically, the system identifies searches coming from PMP
Gateway. PMP AWARxE. PMP AWARxE with PMP

Interconnect and PMP AWARxE with RxCheck. We will perform
custom development to include the tinK stamp and IP.

AI2.22
The system must provide capability for State adntinistrators to \'iew
the personal prescribing histories of prcscribcrs.

M Yes Standard

Contractors complies. The system provides the capability for State
administrators to view the personal prescribing histories of
prcscribcrs.

12/23/2021



DocuSIgn Envelope ID; FBAE6100-64CC-4E57-d68D-dB159BB2B106

Business and Technical Requirements Spreadsheet - Attachment 1

Ai2.23

The s>^tctn must provide state administrators the ability to monitor
high risk mandates that include but arc limited to; opioids for acute

pain: opioids for chronic pain: high MME, concurrently prescribed

opioid and bcnzodiazepine tittd multi provider and pharmacies.

M No Future

With the deployment of ASAP 4.2b in 2021 which provides the
data elements for capturing opioids for acute pain vs. opioids for
chronic pain. OPLC/PDMP administrators will have the ability to
collect the data needed to monitor these additional high risk
mttndates.

A 12,24

The system mist provide a Prcscribcr/Dispenscr report by DEIA

number. The tepon must contain the prescribing or dispensing
history. relaii\e to their peers in the medical specialty, and idcntily the
by number when prcscriber attd/or dispenser is outside of State set

thresholds.

D Yes Starvdard

Contractors complies. The system provides a Prescriber/Dispenscr
report by DBA number. The report contains the prescribing or
dispettsing history, relative to their peers in the medical specially,
and identify the by number when prcscriber and/or dispenser is
outside of State set thresholds.

A12.25
The system naist pronde capability for State administrators to view

user Designees and supervisors
Yes Standard

Contractors complies. The system provides capability for State

administrators to view user Designees attd supervisors

A12.26
The Vendor shall provide to the State Administraion a full physical

data model and data dictionary of the delivered system solution.
M Yes Standard

Contractors complies. Contractors will provide the State

Administrator with a full physical data model and data diciioitory
of the delivered system solutioa Please note. Contractors reserves
the right not to expose sensitive intellccttial property infomtation.

AI2.27
The system must provide capability for State administrators to access
and download any and all tables as reqtKStcd by the State. -

M Yes Custom

Contractors will perform custom development to riKct requirement.
Contractors will create a near real-time replica of production
system will be required artd non-NH data removed to avoid
violating other agreements.

AI2.28

The system must provide gcocoding of patients, physicians, attd

pharmacy locations to enable geographic aruilysis of the relationships
in order to identify potential qucstional/diversional activity or abuse.

M No Future

Contractors will trvxiify current feature to meet the requirement. A
third-party geolocaiion platform will be used. Google Maps cannot
be ttscd. as the pbtform mist be HIPAA-compliant aixl Google
Maps docs not meet HIPAA compliaiKe standards.

AI2.29

The system must generate a weekly system exception report and
dbtribute to designated State administrators through e-mail or at time
of system lopn. The email mast not contain sensitive information. This
information will be used for quality assurattce.

M Yes Standard
Contractors complies. State Administrators have access to a data
submission exception report upon log in to the system.

A12.30

The Verador shall provide training for all users on how to properly use

the system. This training shall be updated on an as-needed basis
itKluding but not limited to any futKtional changes to the system.

M Yes Stattdard

Contractors complies. Contractors provides training for all users on
how to prc^riy use the system. This training is updated on an as-

needed basis including but not limited to any fuiKtional changes to
the system
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BUSIMESS REQUIRE,ME,\TS VE,\DOR RESPO.SSE CHECKLIST

Statt Reqiilrrmrnt!

Keq# Rrquiremeni Description

M*

MANDAT

ORV

D-DF,S1R

ED

N'rndor

Vendor

Resp.

B! Daia Calleetion from Disptmen and Data Adndnistration

Delivery Method Comments

Bl.S

Data must be collected by the Vendor in the current format established by

the American Society for Automation in Pharmacy (ASAP) In Its ASAP Rules

Based Implementation Guide for Prescription Monitoring Programs.

The Vendor must collect the data in the most current ASAP format from

Dispensers by secure email, secure FTP, Virtual Private Network (VPN),

and other agreed upon media.

The Vendor must prepare and provide to Dispensers any Instructiorts

needed to comply with the data reporting requirements and provide

technical assistance. The New Ham^hlre Office of Professional Ucensure
and Certification (OPLC/PDMP) and/or New Hampshire Prescription

Management Program Advtsory Committee (OPLC/PDMPAC) reserves the

right tp review and approve any communication prior to It being

distributed to Dispensers. The OPLC/PDMP will provide the Vendor with a

list of Dispensers required to report, which will include the Dbpensers'

names and mailing addresses. There are approximately 1,300 Dispensers

that may be required to report into the program. 300 In-State Dispensers,

700 Oui-of-State Dispensers, and 300 Veterinarians, Emergency Room

Doctors, Physicians, Dentists, etc... An updated list of Dispensers will be

provided as needed to the Vendor upon request. There are an estimated

11,000 Practitioners of which a small percent choose to dispense

medication and aH Practitioners must register with the OPLC/PDMP.

Email address must be provided by Dispensers/Practitioners durli^ the
OPLC/PDMP registration process.

The Vendor shall allow for the manual submission of data If the dispenser

or prescrlber does not have internet access. The Vendor shall process and

load rttanual submissions Into the system,

The system must have the ability to receive real-time electronic

prescription information transmitted directly from dispensers twenty-four

hours a day seven days a week. Dispensers are required to submit all

records to the system no later than the next business day after dispensing
a controlled substance. Veterinarian Dispensers must be able to transmit

Information either electronically or manually no later than seven days

after dispensing a controlled substarice.

Standard

Contractors compiles with ASAP Rules Based

Implementation Guide for Prescription Drug Monitoring

Programs.

Contractors complies. Data Delivery Methods Ittclude:

Secure FTP, Web Porul Upload, and Manual Entry.

Secure Email is not uUUted by disperuers but can be

supported. If necessary.

Contractors complies with preparing and providing

Dispensers with Instructions needed to comply with the

data reporting requirements and also provides technical

assistance.

Contractors compiles and allows the vendor to manually

submit the data If the dispenser or prescrlber does twt

have interrtet access.

Contractors compiles with the ability to receive real-time

electronic prescription Information transmitted directly

from dispensers 24 hours a day, 7 days a week.
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Identify and Hag users In each dispensing category as 'non<ompllant'
who fall to submit dau or submit a report with no records/data (e.g. lero
report).

Standard

Contractors compiles. Within our PMP Clearinghouse, a

Pharmacy Error page is available for administrators to

qukUy Identify pharmacies with errors that are not beir^
corrected In a timely manner. An interactive report is

available that contains details on file submissloris, zero

reports, errors, and other pharmacy Information,

providing a comprehensive view of a state's overall

submission compliance as weD as granular pharmacy-

level details. This repon identifies dispensers that have

outstanding errors, arkd dispensers that have errors

outstanding for more than specific number of days, as

determined by the MPDR. Additionally, administrators

have access to reporting tools within Contractors PMP

AWARxE that identify 'delinquent* dispensers, defined

as dispensers rtot submitting data or tero reports irt a

timely fashion. Administrators have access to crack

whether each of these data submitters/pharmacies were

compliant with the state's submission compliance

policies, including for data submissions and tero reports.
In addition, state POMP administrators can view,

generate reporu, and export registrant user profile data

that is updated daily using the Jasper and Tableau

business inteliigeisce toob.

The application must allow OPLC/POMP to obtain a report/list of "non-

compliant* Dispensers at any time.

Contractors complies. Within our PMP Clearinghouse, a
Pharmacy Error page Is available for adminbtrators to

quickly identify pharmacies with errors that are not belrtg
corrected in a timely manner. Additionally,

administrators have access to reporting tools within

Contractors PMP AWARxE that identify 'delinquent"

dbpensers, defined as dispensers not submitting data or
tero reports in a timely fashion.

The application must create and store a record of each attempted data
submission by Dispenser, whether or not the data submission b

successful/error free. Statistia regarding data submissions (good and
bad) must be accessible to the system Adminbtrators

Contractors complies. Adminbtrators have access to

track whether each of these data submitters/pharntacies

were compliant with the state's submission compliance

policies. Including lor data submissions and tero reports.

In addition, state POMP administrators can view,

generate reports, and export regbtrant user profile data

that Is updated dally using the Jasper and Tableau

business intelligence tools.

The application must logically associate each record with a Dbpensefs
Kcount and include, at a minimum, the following information in each

record;

' Unique Dispenser ID

* Date Submitted

Time Submitted

* Attempted number of Records to be Submitted

' Number of Records Successfully Submitted

* Source IP Address of the Data Submission

Standard
Contractors complies. The application logically

associates each record with a Dispenser's account

—DS
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B1.12

The applkatiori must return an acknowledfement or display a message to

the Dispenser regarding whether their anempted dau submission is

successful or (ailed, artd if failed, the acknowledgement or message must

identify the errorfs)) in enough detail (hiat the Dispenser can correct the

dau and re-subntit. The Dispenser must be notified when their dau

transmission does not meet the esublislted threshold for KCuracy artd

completeneu and be provided with a detailed expianadon of the cause of

the errors. The Dispenser must correct the errors and resubmit the file

until it is accepted. The OPLC/PDMP must be notified when a Dispensers'

dau submission is not completed by the pre-estabiished due date.

Dispensers have 72 work day hours to correct identified errors or they are

considered to be in violation of the State law.

The application must coiiect data regarding every dbpensittg of a

rtsonltored prescripdon dt^g from approximately 1,300 licensed indivlduais
with the authority to dispense monitored prescription drugs and

approximately 700 pharmacies licensed to dbpense monitored

prescription drugs to patients in New Hampshire of which 300 are In-State

and 700 are Out-of-State, and 300 Veterinarians, Emergency Room

Doctors, Physicians, Dentists, etc... through a variety of secure

transmission/transport protocols, standards and methods to receive data

from Dispensers, initially including the followlrtg at a minimum:

ASAP

* Batch Pile iransmbsion methods with daily update capability

* Manual dau entry through a secure Web portal

' Manual batch file upload via a secure Web portal

* Secure file transfer of a batch file via File Transfer Protocol (FTP)

* Transfer Control Protocol Internet Protocol (TCPiP)

Manual Dispensers must be able to report dbpensing via a secure website

Dau collected from the Dbpensers must irKhrde the following dau

elements for each Schedule li-IV prescription, in standard ASAP format:

* The Dispenser's OEA Number

* Name of the patient for whom the controlled substance is being
dispensed

* The Patients' Full Address, including city, slate, and tip code; Telephone

Number; and Date of Birth

Date the prescription was written

Date the prescription was fUied and sold

Prescription Number

Whether the prescription is new or a refill

Metric quantity of the dispensed drug

Estimated days of supply of dispensed drug, if provided to the Dispenser

National Drug Code of dbpensed drug

PreKriber's OEA Number and NPI

Number of refllb

Source of payment (insurance or Otiter)

Species Code PAT20; (01) Human (02) Veterinary Patient - If animal abo

fiD in field for animal name

* Treatment Type DSP24: (01) not used for opioid dependency (02) Used

for opioid dependency treatment

Sundard

Sundard

Standard

Contractors compiles. Data processing artd loading into

Contractors's PMR Clearinghouse occurs 24 hours per

day, 7 days per week, 365 days per year so that

submitted records are constantly processed and do not

wait for a nightly batch process. Otsce data is imported,

it is immediately available to authorited users to query

and view through various reports within the PDMPs.

Each dau transmission b acknowledged whh a sutus

report that is emailed to the submitter and b also

viewable within our PMP Clearinghouse. AD records that

do not pass error validations are Immediately reported to

the dau submitter via a nie sutus email and through a

File Status page within the Contractors PMP

Clearinghouse web porui. For each submitted file that

has errors, daily file status emails are sent to dau

submitters until ail errors are corrected. Data corrections

are revaiidated upon submbslon, and if accepted, the

outstanding error is cleared, indicating the data has been

corrected.

Contractors complies. Through immediate processing of

data rather than nightly batch processing, PMP AWARxE

makes the most recent and comprehensive data

available to end users. PMP AWARxE has flexible data

submission options to meet the needs of dispensers

regardless of their IT sophistication. Contractors' data

coiiection module, PMP Clearinghouse, supports data

submission in a diverse range of industry standard

formats irKludirtg ASAP, batch file transmbsions, manual

and automated dau entry via a Web portal, SFTP and

TCPIP.

ContrKtors compiles. Manual Dispensers can report

dbgensjn^^ a secure website '
Contractors complies. Currentty, the NH PDMP is on

ASAP 4.2A, which includes PAT20 artd 0SP24 as

'Required" fields. When a newer ASAP version b

announced. Contractors Health be^ns development to

OS
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B1.14

Otep«ns*rs under common ownership must be permined to submit *11 oT

their d*t* In one transmission, provided each Dispenser is clearly

identified for each prescription dispensed.
M Yes Standard

Contractors complies and allows dbpensers ursder

common ownership to submit all of their data in one

transmission, provided each dispenser b clearly

Identified.

B1.15

The Vendor is responsible for monitoring that each Dispenser has
submitted data on the required submission schedule, and must notify the

Dispenserofanysubmissionfallures. Vendor must notify OPIC/PDMP
when Olspertser fails to either report the data or make the appropriate

corrections within the state defined timeframe.

M Yes Standard

Contractors complies. Contractors monitors each

Dbpenser data submbsions and notifies the Dispenser of

any submission failures. Contraaors provides a report to

OPLC/PDMP containing Dbpenser errors.

B1.16

The data submitted by the Dispensers must be validated to confirm that

the data submitted meets the accuracy and completeness thresholds

established by the OPLC/PDMP. The process must confirm that all

required fields are Included and must validate that the data is valid based

on Industry best-practice. For example, the dispense date must be

greater than the date of birth of the Patient but less than or equal to the

current date.

M Yes Standard

Contractors compiles. Contractors' PMP Clearinghouse

data submission application allows for validations

configurations.

B1.I7

OEA number is Included in each record from the Dispenser and during the
data upload prtKess the application needs to populate Prescrlber Name,

Dispenser Name, Address, and Registered Schedule based on the DEA

number,

M Yes Standard

Contractors compiles. If the OEA number is Included in

each record from the Dbpenser, the application will

populate Prescrlber Name. Dispenser Name, Address,

and Registered Schedule based on the DEA number. If

the OEA number If not present In the data submission,

the record Is rejected and an error is sent to the data

submitter.

B1.18
The application must identify and differentiate Institutional OEA Numbers

from Irtdhrlduai Prescribers.
0 Yes Custom

Contractors can perform custom development to meet .

request. Contractors would need to enhance the system

to read a 4-digit suffix code and a result

B1.19

NK number is Included in each record from the Dispenser and during the
data upload process the system must populate Drug Name, Strength,
controlled substance schedule and dosage form based on the NDC
number.

Yes Standard

Contractors complies. The system will populate Drug
Name. Strength, controlled substance schedule and

dosage form based on the NDC number.

81.20

An automated process needs to compare Information in the database with

NDC number updates and update the various fields with new/revised

information based on the NDC updates.
M No Future

Contractors will offer a report^ that Identifies records that
would be updated if a NDC required modification.

81.21
The vendor must provide a NDC dau base (e.g. FIRST DATA BANK *) and
a list of OEA numbers from Drug Enforcement Agency. M Yes Standard

Contractors complies. Corttractors provides a NDC data

Mse and a Hst of DEA numbers from Drug Enforcement

Agency.

81.22

The system must not contain or display drugs that are not scheduled

federally or by the State of New Hampshire, with the exception of New

Hampshire-identified drugs of concern.
M Yes Standard

Contractors complies. The system contains or dbplay

drugs that are not scheduled federally or by the State of'

^ew Hampshire, with the exception of New Hampshlre-

dentlfled drugs of cortcern.

81.23
The system shall provide the ability for configuration of data cleansing and
validation based on the needs of the State

M Standard

Contractors complies. The system provides the ability for
configuration of data cleansing and validation based on
the needs of the State

81.24

The system must maintain a record and audit trail of all system queries.

Capturing the following Information but not limited to: (1) The Identity
and location of each person who requests or receives information from

the system (Facility Name If from HCE or IP address If from a website). (2)
The Information provided to each person who requests or receives

nformatlon from the system. (3) The date and time the Information is

requested aisd provided. (4) Reason for the request including the reason
or any denied requests.

M Yes Standard
iontractors complies. The system must maintain a

ecord and audit trail of all system queries.

—OS
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The system must provide an approach that will deliver a data extract to

the State and/or State partners as designated by the Stale on an agreed
upon time iruerval.

B2DQta Deletion and Sodc-Up ffestontton

Standard

Contractors compiles, The system provides an approach

that win deliver a data extract to the State and/or State

partners.

The system shall provide the ability for configuration of data deansing artd
validation based on the needs of the State

All records relating to any individual prescribed a controlled substance

{schedule II. ill or IV) must be retained for 36 months from the date It was

dtepensed to the individual. At thirty six (36) months and one (1) day, all

records Older than 36 rtwnths must.be deleted. Movir^ forward, the
most current 36 months of data must be retained in the application using
the same deletion criteria.

If back-Up Tapes need to be used to restore data; the record deletions as

defined in Repuirements B2.3 must be performed prior to making the data
available to users.

B3 Reports B forms

Standard

Contractors compiles.

Contractors complies.

Contrxtors complies. No use of backup tapes: Data b

bxked up using disk-disk and block-biock replication to

alternate locations for proper recovery.

The application must provide six (6) categories of reports/queries

capabilities as follows:

Audit ReportsAook ups to Include but not limited to: Dispenser
compliance with transmission of dbpensed data on a weekly basb.
Obpenser's rton^ompliance with transmission of dispensed data on a
weekly bash; Registration of Prescrlbers and Dispensers.

* Threshold Reports/Look Ups to IrKiude but not limited to: Number of

prescriptions dispensed, number of Prescrlbers used, and number of

pharmxies used in a desigrtated tinte period. The criteria may be added
to or changed over time. A report function for this activity is required and
must allow for parameters to be changed.

Provider ReportAook Ups to include to Include but not limited to: Ail

patients and demographics: name, birthdate. address, all drug(s) names,
strength, quantity, refill status, all prescription(s) dispensed by date,
pharmacy name(s) and addresses, range of start and stop dates for filled

prexriptiorts: prov)der{s) name and address.

Pharmxist ReportAook Ups to IrKiude but not limited to: Patient

demographics as above, drug(s) dispensed to date; prexripiionls) written
and date, drug strength, quantity, refill status, and provider demographics
as above.

Patient Report/look Ups to Include but not limited to: Patient

demographics. drug(s} name, strength, quantity, date prexrlbed and

dbpensed and refill status.

Law Enforcement Report/Look Ups to include but not limited to: Report
will be a query template based on what is requested and approved for

release.

Standard

Contrxtors compiles. Contractors Health utllited

Tableau as Its primary data analysis tool. Tableau Is

rxognited as an irsdustry leader in the data analytics and

visualltatlon sector. Pharmacy compliance b through
Tableau. Threshold Reports and Provider Reports are

both contained with AWARxE

DS
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Cjnoed Reporu chat aflow Usert, with the appropriate rights based on

their security role to select report criteria as followini:

* PreKriptioru presaibed to an MMdual by drug type by time period;

' Prescriptions dispensed to an Individual by drug type by location by time

period:

' Prescriptions dispensed by drug type by time period {sununary);

* Prescription trends by location (see above) by time period (summary);

* Queries executed by date by time by individual;

* Listing of auihorlted logins, name, entity, access history, and login

expiration;

' Individuals visiting a multiple prescribers and multiple pharntacies based

on a defined threshold In a given (defirted) period;

' Prescriptions prescribed by a selected Prescriber by date. Must allow

the State the ability to put in the date range desired;

* High risk indicators; dangerous drug combinations (e.g. bentos and
opiolds); multiple prescrlbers/pharmacies; and high MME;

* The application must provide the ability lor the User to select various

geographic areas (town. County, Region, etc...) with canned, ad-hoc, and

customlred reports.

Standard

Contractors complies. Contractors Health utillted

Tableau as its primary data analysis tool. Tableau is

rec^nlted as an industry leader in the data analytics and
visuallration sector. Pharmacy compliance Is through

Tableau. Some reports listed are available in PMP

AWARxE and/or Tableau.

Application must have a user-friertdiy query tool Standard
Contractors complies. PMP AWARxE is a user-friendly

query tool.

R3.4
Users with the appropriate rights/privileges must have the ability to

execute queries against the database. Starsdard

Contractors compiles. Users with the appropriate

rights/prMleges have the ability to execute queries
against the database.

B3.5

Users with the appropriate rights/privileges must have the ability to

execute standard reports, to execute ad hoc queries, and to create custom

reports.

Statsdard

Contractors complies. Users with the appropriate

rights/prlvlieges have the ability to execute standard -

reports, to execute ad hoc queries, aitd to create custom

reports.

B3.6

B3.8

System is able to export ail reports into Excel without requiring further
modification of formatting, labeling, or manual manipulation in Excel. Standard

Contractors compiles. The system Is able to export all

reports into Excel without requiring further modification

of formatting, labeling, or manual manipulation in Excel.

The Vendor shall understand, accept, and acknowledge that the data
collected, maintained and used within the OPLC/POMP system is owned

by the State of New Hampshire. The Vendor shall allow access to all data

and elements in a simple manner as well as raw dau extracts.

Contractors compiles. Contractors understarsds, accepts,
and acknowledges that the data collected, maintained

and used within the OPLC/PDMP system Is owned by the

Sute of New Hampshire. Contractors will aHow access to

all data and elements in a simple manner as well as raw

data extracts.

The application must Integrate with MS Word (version 2010 or higher) and
have the ability to generate up to 20 template documents/letters that can

be entailed directly to Dispensers.
Standard

Contractors compiles. Templates live within the

application to allow lor distribution to Dispensers.

B4 Dateboit Startb and Query feeturtt

The application must have futry logic, soundex and wild cards search

capabilities. Search results can be printed.' Standard

Contractors compiles. The application has futzy logic,
soundex and wild cards search capabilities and search

results can be printed.

-OS
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S4.2 The eppllcatlon mu}( allow the user to do full-teit searches Yes Standard

Contractors provides partial and full search based on

First Name, Last Name, D08. Additkxul fields such as

SSN, Driver's license a, phone number, and fill date are

also available. Contractors will work with the state to

define full text search requirements. The State should

consider the relevance to patient matching when

determining scope of the search indexing and amount of

"false positives' that may be produced in search results

when contemplating fuB text search options.

S4.3

The application must allow users to drill down on the results o( patient

searches to see pharmacv used. PreKriber, prescriptions dispensed by

date, drug name, strength, and quantity
M Yes Standard

Contractors complies. The application allows users to

driD down on the results of patient searches to see

pharmacy used, Prescriber, prescriptioru dispensed by

date, drug name, strength, and quantity

S4.4 The application must distinguish query capabilities based on user roles. M Yes Standard
Contractors complies. The application distinguishes query

capabilities based on user roles.

S4.S All queries must be logged, tracking user and the fields queried M Yes Standard
Contractors compiles. All queries are logged, tracking the
user, and the fields queried.

S4.6 The user must have the option to print query results M Yes Standard
Contractors complies. The user has the option to print

query results.

S4.7

The apptication must aDow authorited OPIC/POMP Administrators/ staff

to search, correlate, query, and match records on all variables contained

In the record in order to discover instances in which the records of a single

patient are misidentifled as being the records of two or rr>ore patients.

M Yes Starsdard

Contractors complies. The application allows authorlred

OPLC/POMP Administrators/ staff to search, correlate,

query, and match records on all variables coruairted In

the record in order to discover Instances in which the

records of a single patient are misidentifled as being the
records of two or more patients.

B4.8

The application must allow authorlted investigative users to submit a

request, with applkabie documenution, securely for data (e.g. patient

record, prescriber history, disperuation history).
M Yes Standard

Contractors compiles. The application aliows authorized

Investigative users to submit a request, with applicable

documentation securely for data.

S4.9
Data that has passed the checks for accuracy artd completeness shall be

Kcesslble to users as soon as possible after submission.
M Yes Standard

Contractors complies. Data that has passed the checks

for accuracy and completertess is accessible to users as

soon as possible after submission.

S4.10

The system must provide the ability for a prescriber to Include the

information obtained from the system In the patient's rrsedical record that

itKludes both the ability to print and scan Into the record and/or through

electronic health system integration.

M Yes Standard

Contractors complies. The system provides the ability for

a prescriber to include the Information obtained from the

system In the patient's medical record.

S4.n

The system must alert prescribers artd dispensers In identifying at-risk

individuals when their patients meet certain risk criteria for the purpose of

making educated health care decisions and/or referrals to screenirtg or
treatment services by directly Ug^ng the patient chart when they have

met/exceeded any at-risk thresholds (e.g. high MME; cortcurrent
opioid/beniodlatepirte Rx; and multi prescriber/pharmaey).

M Yes Standard

Contractors complies. With Contractors' NarxCare

prescribers and dispensers are alerted to help Identifying

at-risk individuals when their patients meet certain risk

criteria for the purpose of making educated health care

decisions and/or referrals to screening or treatment

services by directly ugging the patient chart when they

have met/exceeded any at-rlsk thresholds.

S4.12

The system must allow a prescriber to query the system to view their

current and perspective patient's contr^led substance data as well as

their prescribirtg history.
M Yes Standard

Contractors compiles. The system allows a prescriber to

query the system to view their current artd perspective

patient's controlled substarKe data as well as their

prescriblttg history.

84.13

The system must allow disperuers the ability to query the system for a

current patient to whom the dispenser is dispensing or considering
dispensing any controlled substance.

M Yes Standard

Contractors compiles. The system allows dispensers the

ability to query tfte system for a current patient to whom

the dispenser is dispensing or considering dispensing any

controlled substance.

84.14

The system must provide the ability to generate a prescription history
report to be provided to a patient and a report of who has queried the

system for a patient's prescription history. The reports must be printable

and able to be electronicaliy distributed.

M Yes Starsdard

Contractors complies. Contractors provides the tools (or

the State to generate the information and State can

determlrte the metftod of dbtribution.

BS IntetopercblBty/lntegratlon

C
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65.1

The Vendor shall permit the OPIC/PDMP, without restrictions, to securely

Integrate the OPIC/POMP system with EHRs, pharmacy management

systems and any other panles using RxCheck, PMP Gateway, or the

system API.

M Yes Standard

Contractors complies. Contractors will not restrict

secure integration to the NH POMP. The State should

consider that an integration with the NH PMOP direaly

may not allow for multi-state searches. Integrations

connecting through an approved hub must adhere to

rules of hub(s) for multi-state data and state specific

rules regardir^ data use. Additional costs may apply.

BS.2

The Vendor shall provide technologically to facilitate the interoperability

of the system, without restriction, with other states' prescription drug
monitoring systems and electronic health information exchange systems.

M Yes Standard

Contractors wlH comply subject to further clarification

because this requirement may create potential Federal

data privacy risk. Cost will be subject to further

discussion with the Slate of New Hampshire.

KMbreKcntem ftaturti

66.1

The application must have the ability to recognize slightly different but

similar Patient records to avoid duplicate data entry/records and allow the

Administrators the aUfity to review/merge/delete/accept records that fall

into this category.

M Yes" Standard

Contractors complies. The application has the ability to

recognize slightly different but similar Patient records to

avoid duplicate data entry/records. Administrators have

the ability to review/merge/delete/accept records that

fall into this category.

66.2

The application must allow system Administrators the ability to search,

correlate, query and match records on an variables contained in a record

in order to discover Instances in which the records of a tingle patient are

misidentified as being the records of two or more patients.

M Yes Startdard

Contractors complies. The application allows system

Adminbtrators the ability to search, correlate, query artd

match records on variables contained in a record.

DS
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S6.3
Usen must have the abiltty to self-rcfiscer and reset their passwords
throu(h the application

M Yes Standard

Contractors compiles. Users have the ability to self-

register and reset their passwords through the

application.

S6.4

The application must have the abltltv for rcfistrants to select a main

licensing role (e.g. MO, APRN. PA, OMD etc..) as well as sufficient sub-

specialty roles per licensing role. The sub-specialty roles (e.g. second or
third tier) must be avaBable, as appropriate, for each role so that licensees

can be assessed and compared respeafuily against their appropriate

peers.

M Yes Standard

Contractors complies. The application must have the

ability for registrants to select a main licensing role and
specialty roles.

es.5
PMP Administrators must have the ability to post anrtouncements on the

home page of the application so Users see them when they log In.
M Yes Standard

Contractors complies. PMP Administrators have the

ability to post announcements on the home page of the

application so Users see them when they log In.

86.6
The applicaiion must allow links to web sites/pages to be Inserted on

appropriate pages/locations.
D Yes Standard

ContracttKS compiles. The application allows links to web

sites/pages to be Inserted on appropriate

pages/locations.

86.7
PMP Administrators must have the ability to modify data In the database,

for example, Demographic Information.
M Yes Standard

Contractors compiles. PMP Administrators have the

abiilty to modify data In the database. For example.

Demographic Information,

86.8
Dispensers must have the ability to correct data when they determine that

Incorrect data was submitted Ua the weekly transfer etc-. M Yes Standard

Contractors complies. Dispensers have the ability to

corrMt data when they determine that Incorrect data

was submitted.

86.9
Must have the ability to upload licensed drug prescrlber and Dispenser

details from the States' existing licensing applications
M Yes Standard

Contractors delivers this feature today within states that

have the abiilty to Implement the Integration web

service. Contractors will work with the state's third party

licensing vendor to perform the development needed to

meet the requirement. If/when the state Implements a

web service. Contractors will code to the specifications

put forth by the state to accomplish this requirement.

86.10

Vertdors must have experience providlrtg Prescription Drug Mattagement
software solutions. The vendor must be capaWe of creating and executing
a project Implementation plan Including Installation, configuration,

training, and post Installation support Including measures to test and

verify successful deployment.

M Yes Standard

Contractors compiles. Contractors has vast experience

providing Prescription Drug Management software

solutions and Is capable of creating and executing a

project Implementation plan Including Installation,

configuration, training, and post Installation support

Including measures to test and verify successful

deployment.

86.11

OPIC/PDMP administrators must have the ability to monitor high risk
mandates that include but are limited to: opIoUs for acute pain; opiolds

for chronic pain; high MM{, concurrently prescribed opioid and

sentodlateplne and multl provider artd pharmacies.

M No Future

With the deployment of ASAP 4.2b In 2021 which

provides the data elements lor capturlrtg opiolds for

acute pain vs. opiolds for chronic pain, OPIC/PDMP

administrators wID have the abiltty to collea the data

needed to monitor these additional high risk mandates.
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HARDWARE REQUIREMENTS VENDOR RESPONSE CHECKLIST

State Requirements Vendor

Rcq# Requirement Deseription

M-

MANDAT

ORY

D=DESIR

ED

Vendor

Rcsp.

Delivery

Method
Comments

El Equipment

El.l
Vendor must to identify all equipment

required to support the proposed solution
M Yes Standard

Contractors

complies.

E1.2

Vendor shall identify all 3rd party tools

required to support the proposed solution

and indicate if licensing costs are included in

the pricing

M Yes Standard
Contractors

complies.

/
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HOSTtNG-CLOUD REHoaing Clttud QUIREME.STS

Stale Rci|alrciBeBO Vendor

Rcq* RrqulrtiMOt Dcacrlplkta

M-

.MA.NDATO

RV

D-DE.SIRE

D

Vendor

Resp.
Dclvery

Method
Comments

HI Operadoni

Hl.l Syttcm mutt be hosted bv the Vendor M Yes Standard
Hosted and managed at Amaton Web Services in multiple Availability

Zones

H1.2

Vendor shell meintain a secure hostlnf environment providif^ ell necessery

herdwere. software, and Internet bandwidth to menace the application and support
users with permission based lo(iru'.

M Yes Standard Contractors complies.

H1.3 State access will be via VPN or internet Browser M Yes Standard Contractors complies.

H1.4

At the Slate's option, authorlted third parties may be |iven limited auess by ttie
Vender to certain levels of ll>e State's system ihrougn it>e VPN or through a separate
networV connection that meets the Vendor's specifications.

M Yes Startdard Contractors compiles.

HtJ
The State will be responsible for epuipment. labor, and /or services necessary to set
up and mainuin the internet connectivity at the State and/or other third party sites. M Yes Standard Contractors compiles.

H1.6

Vendor will not be responsible for network connection Issues, problems or conditions

arising from or related to drcumsunces outside the control of the Vendor, ex:

bandwidth, network outages and /or any other conditions arising on the State's

internal network or, more generally, outside the Vendor's firewall or any issues that

are the responsibility of the Suie Internet Service Provider..

M Yes Standard Contractors complies.

H1.7

Vendor shall provide a secure Class A Data Center providing equipment (including
dedicated servers), an on-slte 24/7 system operator, managed firewall services, and

managed backup Services.
M Yes Standard

Hosted and managed at Amazon Web Services In multiple Availability

Zones

H1.8
Data Center Air Coruiitioning - used to control temperature and humidity In the Data

Center. Temperature ranees shall be between SB and 7S *F,
M Yes Startdard

Hosted and mattaged at Amazon Web Services in multiple Availability

Zones

H1.9
Data Center Humidity shall be notvcorsdcnsing and be maintained between 40-SS7S
with a maximum dew point of 62 'F,

M Yes Standard
Hosted and managed at Amazon Web Services in multiple Availability

Zones

Hl.lO

Data Center Backup Power - unintemiptlble power supplies shall be sited to sustain

computer systems and associated components for, at a minimum, the amount of

time It lakes for a backup gerserator to take over providing power. Where possible,

servers shall contain reduitdant power supplies connected to commercial power via

separate feeds.

M Yes Standard
Hosted and managed at Amazon Web Services in multipie Availability

Zones

Hi.n

Data Center Generator - shall be suinclent to sustain computer systems and

associated components for, at a minimum, the amount of time it takes for

commercial power to return, Fuel tanks shall be large enough to support the

lenerator at -full load for a period not less than 1 K days of operation.

M Yes Standard
Hosted and managed at Amazon Web Services in multiple Availability

Zones

H1.12

Data Center Floor-A raised floor is required for more uniform air circulation in the

form of a plenum for cold air as well as to provide space for power cabling and
wetness monltorinc.

M Yes Standard
Hosted and managed at Amazon Web Services in multiple AvailabHity

Zones

H1.13
3ata Center Fire Protection System - fire detectors in conjunction with suppression

taseous systems must be installed to reduce the risk of loss due to fire.
M Yes Standard

Hosted and managed at Amazon Web Services In multiple Availability

Zorses

H1.14

The Data Center must be physically secured - restricted access to the site to

personnel with controls such as biometric, badge, and others security solutions.
Policies for granting access must be in (riace and followed. Access shall only be

eranted to those with a need to perform tasks in the Data Center.

M Yes Standard
Hosted and managed at Amazon Web Services in multiple Availability

Zortes

Hl.lS Vendor must monitor the applkaiion arsd all servers. IVl Yes Standard Leverage multiple software monitoring solutions

H1.16
Vendor shall manage the databases and services on all servers located at the
Vendor't facility.

M Yes Standard Contractors complies.

-OS
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Hl,17
Vendor shall install and update all server patches, updates, and other utilities within

30 days of release from the manufacturer.
M Yes Standarc

Critical vulnerabilities win be addressed and tested within 7 days,

barring any unintended side effects with system functionality, the

patch will be in prodtrction within 10 days. High vulnerabilities with l>e

resolved within 30 days. Medium and low vulnerabilities will be

resolved quarterly,

H1.I8 Vendor shah monitor System, security, and application lo(s. M Yes Standard Contractors complies.

H1.I9 Vendor shall manage the sharing of data resources. M Yes Standard Contractors complies.

H1.20 Vendor shall manage dally backups, off-site data storage, aisd restore operations. M Yes Standard Contractors complies.

H1.21 The Vendor shall monitor physical hardware. M Yes Standard AWS Shared Responsibility model.

H1.22
The Vendor shaH report any breach In security to the PMP Program Manager within 2
hn of time that the vendor learrts of occurrence.

M Yes Standard
Contractors will report any breach in security to the PMP Program
Mattager within 2 hrs of time that the vendor learnt of occurrence.

mmtesirr Rtcomy

H2.I
Vendor shall conform to adequate disaster recovery procedures as defined by the

State of New Hampshire.
M Yes Standard

Contractors Health defines and validates yearly a detailed disaster
recovery policy and plan that aligns with cloud architecture best

practice and Irvlustry best practice.

H2.2

Vendor shall have documented disaster recovery plans that address the recovery of

lost State data as well as their own. Systems shall be architected to meet the defined

recovery needs.

M Yes Standard Contracton complies.

H2.3

The disaster recovery plan shall identify appropriate methods for procuring

additional hardware In the event of a component failure. In most instances, systems

shall offer a level of redurtdancy so the loss of a drive or power supply will not be

sufficient to terminate services however, these failed components will have to be

replaced.

M Yes Standard

Contractors Health Implements highly available and fault tolerance

designs based on cloud architecture best'practlce that includes a

defirsed cross region disaster recovery policy based on automation artd

infrastructure as code.

H2.4 Vettdor shall adhere to a defined and documented back-up schedule and procedure. M Yes Standard

All volumes and persistence solutions in the Contractors Health

ecosystem are distributed artd highly available. In addition automated

processes are In place to ensure recoverable srtapshots are taken to

meet RTO and HPO requirements.

H2.5
back-up copies of data are made for the purpose of facilliatJrtg a restore of the data
in the event of dau loss or System failure. M Yes Starulard Contractors Health leverages AWS Technologies

H2.6

Scheduled backups of all servers must be completed regularly. At a minimum.

Sluehost servers shall be backed up nightly, with one dally, one weekly, and'one

monthly backup stored In a secure location to assure data recovery In the event of

disaster.

M Yes Standard

Al volumes and persbtence solutions at Contractors Health run

automated processes to ensure snapshots are taken on a scheduled

basis dally and stored In a distributed data store.

H2.7
The minimum acceptable frequecKy Is differential backup daily, and complete

backup weekly.
M Yes Standard Contractors complies.

H2.8
Tapes or other back-up media tapes must be securely transferred from the site to

another secure location to avoid complete data loss with the loss of a facility.
M Yes Standard

Contractors Health backups are stored in AWS S3 dbtrlbvted across a

minimal of three availability rones (data center locatiorts).

08
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H2.9
If Sute d«u b personaDv >d«ntin«bl«, dtu muti be encrypted in the pperatJon
environment end on back up tapes. M Yes Sundard

Contractors Health supporu TVS 1.2 transport encryption, requires SSL

for all internal communication and automates and audits ACS2S6

encryption at rest across all storage.

H2.10

Oau recovery- In the event that recovery back to the last backup Is not sufficient to

recover State Data, the Vendor shall employ the use of database lop in addition to
backup media in the restoration of the daubase(s) to afford a much closer to real

time recovery, To do this, lop must be moved off the volume containlnf the
database vrith a frequertcy to match the business needs.

M Yes Scandarc

Contractors Health clearing house intake and audit process support
RPO. Database infrastructure also supports near realtime replication

to replica instances.

HJ iV<twort Archltecturt

H3.1

the Vendor must operate hostini Senrkes on a rtetwork offerlni adequate
performartce to meet the busittess requirements for the State application. For the
purpose of this ftfP. adequate performance is defined as 99.9K uptime, exclusive of

the retularly scheduled malntertance wittdow.

M Yes Standard Contractors complies.

H3.2

The Vendor shall provide network redundat>cy deemed adequate by the Slate by
assuring redundant connections provided by multiple Interrtet Vendors, so that a

failure of one Interrtet connection wlU not Interrupt access to the State application.
M Yes Standard Contractors complies.

H3.3

Where redundant corrections are not provided, then the Internet Vendor who

provides the Internet service to the Vendor must have their service supplied by a

providerfs) that has multiple feeds to ensure that a failure in otte of the larger
carriers win not cause a failure of the State's Service.

M Yes Standard Contractors complies.

H3.4
The Vendor' network architecture must Include redundancy of routers arsd switches
in the Data Center.

M Yes Standard Contractors complies.

H3.5

Remote access shall be customited to the State's business application. In Instances

where the State requires access to the application or server -resources not In the

DMZ. the Vendor shall provide remote desktop connection to the server through
secure protocols such as a Virtual Private Network (VPN).

M Yes Standard Contracton compiles.

114 Hotting SeeuHfr

H4.1
The Vendor shall employ security measures ensure that the State's application arsd
data is protected.

M Yes Standard Contractors complies.

H4.2
If State data Is hosted on multiple servers, data exchanges between and among
servers must be encrypted. M Yes Standard Contractors complies.

H4.3

All servers and devices must have currenily supported and hardened operating
systems, the latest anti-viral, antl-hacker, anti-spam, antl-spyware, and anti-maKvare

utilities. The environment, at a whole, shall have aggressive Intrusion-detection and

firewall protection.

M

V

Yes Standard Contractors complies.

H4.4

AB comportents of the Infrastructure shall be reviewed and tested to ensure they
protect the State's hardware, software, and its related data assets. Tests shall focus

on the technical, administrative artd physical security controls that have been

designed into the System architecture In order to provide confidentiality, integrity
and availability.

M Yes Standard Contractors complies.

H4.5

n the development or maintenance of any code, the Vendor shall ensure that the

Software is Independently verified and validated using a methodology determined
appropriate by the State. All software and hartfware shall be free of malicious code.

M Yes Standard Contractors complies.

H4.6

The Vendor shall notify the Executive Director of the NH Office of Professiotsal

Ucensure and Certification of any security breaches within 2 hrs of lime vendor

earns of occurrence.

M Yes Standard

Contractors Health win notify the Executive Director of the NH Office
of Professional Licensure of any security breaches within 2 hours of

Ime we learn of any occurrence(s).-

H4.7

The Vendor shall ensure iu complete cooperation with the State's Chief Information

OfTicer In the detection of any security vuirserabllity of the Vendor' hosting
nfrastructure and/or the aooHcaiion.

M Yes Standard Contractors complies. ^ -
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K4.8

The Vendor thaH be Mtety liable for cmu aitoeiaied with any brexh of State dau

housed at their location(i) Indudlni but not limited to rtotiflcatlon and any dama|es
assessed by the courts.

M Ves Standart ContrKtors compiles.

H4.9

The Vendor shall authorlte the State to perform scheduled and random security
audits, Includint vulnerability assessments, of the Vendor' hosting Infrastructure
and/or the aoolication upon reauesL

M Yes Standard Contractors compiles.

H4.10

The Vendor shall provide fire detection and suppression system, physical security of
and infrastructure security of the proposed hosting facility. The environmental

support equipment of the Vendor vrebslte hosting facility; power conditioning;
HVAC: generator must be accepuble to the State.

M Yes Standare Contractors complies.

nsserWee AgrttmeM

HS.l
The Vendor's System support and maintenance shall commence upon the Effective
Date and extend through the end of the Contract term, arsd any extensions thereof. M Yes Standarc Contractors complies.

HS.2

Malnuin the hardware and Software in accordance with the Specifkatlorts, terms,

and requirements of the Contract, including providing, upgrades and fixes as
required.

M Yes Standard

f

Contracton compiles.

HS.3

Repair or replace the hardware or Software, or any portion thereof, so that the

System operates in accordance with the Speclflcatiorts, terms, and requirements of

the Contract.

M Yet Standard Contractors complies.

H5.4
The State shall have unlimited access, via phorte or Email, to the Vendor technical

support suff between the hours of 8:30am to SiOOpm- Monday thru Friday EST; M Ves Standard

Contractors Health's call center a equipped to handle all support calls
from 8:30AM - S:OOPM Eastern Standard Time, Monday through
Friday.

HS.5

The Vendor response time for support shall conform to the speclTic deficiency class
as described below: o Class A DeficlencY - Software ■ Critical, does not allow .
System to operate, no work around, demands immediate action; Written

Documentation • missing sigrtlflcans portions of information or urtintelli^ble to State;
Non Software - Services were irtadequate and require re-performance of the Service.

0  Class 8 Deficiency ■ Software • important, does not slop operation and/or there

Is a work around and user can perform tasks; Written Documentation - portions of

Information are missing but not enough to make the document unintelligible; Non
Software • Services were deficient, require reworking, but do not require re-
performance of the Service. 0 Class CDeflciency-Software-minimal, cosmetic
in nature, minimal effect on System, low priority and/or user can use System;

Written Documentation - minimal changes required and of minor editing nature;
Non Software ■ Services require only minor reworking and do not require re-
performance of the Service.

M Yes Standard Contractors compiles.

HS.6

As part of the Software maintenance agreement, ongoing software maintenance and
support issues, shall be responded to accortfir^ to the following: a. Class A

Deficiencies - The Vendor shall have available to the State on-caB telephone
assistance, vrith issue tracking available to the State, eight (8) hours per day and
seven (7) days a week with an email / telephone response within two (2) hours of

request; or the Vendor shall provide support on-site or with remote diagnostic
Services, within four (4) business hours of a request; b. Class B & C Deficiencies

-The State shall notify the Vendor of such Defldendes during regular business houra
artd the Vendor shall respond back within four (4) hours of notification of planned
corrective action; The Vendor shall repair or replace Software, and provide
maintenarKe of the Software In accordance with the Specifications, Terms and

Requirements of the Contract.

M Yes Standard Contractors compiles.

H5.7
The hosting server for the State sitall be available twenty-four (24) hours a day, 7
days a week except for during scheduled maintertance. M Yes Standard loniractors compiles.

HS.B
The Vendor will guide the Stale with possible solutions to resolve Issues to maintain
a fully functioning, hotted System. M Yes Standard Contractors complies.

HS.9

A regularty scheduled maintenance window shall be identified (such as weekly,
monthly, or quarterly) at which time all relevant server patches and application
upgrades shall be applied.

M Yes Standard Contractors complies.

12/23/2021
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The Vendor ihell heve » method to roll back system changes should an error be

fourtd by the State and to make appropriate corrections.
M Yes Standard Contractors complies.

HS.IO
The Vendor response time lor support shall conform to the specific tleflcleney class

as described in HS.S and HS.6
M Yes Standard Contractors complies.

H5.U

The Vendor will ̂ ve five-business days prior notification to the State Project
Manager of all changes/upttates and provide the State with training due to the

upgrades and changes.

M Yes Standard Contractors complies.

H5.12
The Vendor shall guarantee 99.9K uptime, exclusive of the regularly scheduled

maintenance window
M Yes Standard Contractors'compiles.

HS.13

If The Vendor Is uruMe to meet the 99.9K uptime requirement. The Vendor shall

credit State's account in an amount based upon the following formula: (Total

Contract Item Price/36S) x Number of Days Contract Item Not Provided. The State

must reouest this credit In wrNine.

M Yes Startdard Contractors complies.

HS.14
The Vendor shall use a change management policy for notification and tracking of

change rettuests as well as critical outages.
M Yes Staixiard Contractors compiles.

HS.IS
A critical outage wlH be designated when a business function cannot be met by a

nonperformlng application and there Is no work around to the problem.
M Yes Standard Contractors complies.

KS.16

All hardware artd software components of the Versdor hosting Infrastructure shall be

fully supported by their respective manufacturers at all times. All critical patches for

operating systems, databases, web services, etc. shall be appHed within thirty (JO)

days of release by their respective manufacturers.

f

M Yes Starxiard

Critical vulnerabilities will be addressed and tested within 7 days.

Barring any unintended side effects with system functionality, the

patch will be In production wltWn 10 days. High vulnerabilities with be

resolved within JO days. Medium artd low vulnerabHitles will be

resolved quarterly.

M5.I7

The Vendor shall maintain a record of the activities related to repair or maintettance

activities performed for the State and shall report quanerty on the following: Server

up-time; All change requests implemented, including operating system patches; All

critical outages reported including actual Issue and resolution; Number of

deficiencies reported by class with initial respottse time as well as lime to close.

M Yes Standard Contractors compiles.

HS.IS
The Vendor shall provide the State with a personal secure FTP site to be used the

State for uploading and downloading files.
M Yes Standard

HTTPS File Transfers are available within the Contractors PMP AWAflxE

portal

— DS
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.KUPPOKT ,i M/H\TENASCE HEQUIREMENTS ̂'E^'l>Olt RESPOiS'SE CHECKLIST

Stale KequiiTRKali

Re<l » Rnjulremenl Deserfplioa
M-MaNDATORV

0*D>XSIRKD
Vender Rap. Deliver)' Mellied Cemmenti

.Vi Suppnrt i MaliUtnane* Re^uirtmmti

The Vendor't System tuppon and mtlnierxnce thall commerKe

upon the Effective Date and extend through the end of the

Contract term, and any eitcruloni thereof,
Contractor! complies.

Maintain the hanhvare and Software in accordance with the

Specifications, terms, and reoulrements of the Contract, indudlng
provldif^ upgrades and fixes as required.

Contractors compiles.

Repair or replace the hardware or Software, or any portion thereof,

so that the System operatn in accordance with the Spedflcatlorts,

terms, arid requirements of the Contract.
Contractors compiles.

The State shal have unlimited access, via phorse or Emal, to the

Vendor technical support staff between the hours of B:30am to

S:00pm- Monday thru Friday EST;
Contractors complies.

The Vendor response time for support thaD conform to the spedflc

deHderscy dass as described in H-S.S and S.6 Cont/Ktors complies.

The Vctsdor will guide the State with possible solutions to resolve

lssueucMnaintain^_fulljJunc^^ Contractors complies.

The Vendor shall make avaliabte to the State the latest program
updates, general maintenance releases, selected functlonaliiy

releases, patches, and Documentation that are generaly offered to

its customers, at no additional cost.

Contractors compiles.

OS

iSc
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Th« Vtndor shall maintain a rtcerd of (h« aciMtJas rtlattd to

warranty rtpair or maintenanc* aetivltiM parformad lor iha Sute.

Tha Contractors En(inaarin( taam

iavaraias tha SOLC (Softwara

Davalopmant Ufacyda) to

provida continuous

improvamants to faaturas and

functlonallCY within our

applications. Allbu|flsas,

faaturas, anharKaments. and

Improvad futtcUonallty Is tracked

in an industry standard tool callad

IIRA, Each applcatlon and/or

platform ralaasa has a chanfa
tickat (craatad in SarvlcaNow)

and ties back to lifW to track

which faaturas ralata to what

ralaasas. JIftA Is a tool alewlni

raportlni If naaded, spadflc

faaturas requested by NH could

be pullad out and shared.

For all maintenance Services calb. Tha Vendor shall ensure the

ftflowini information wBI be collacted and maintained: 1) nature of

the Dafldency: 2) current sutus of tha Dafldancv; 3| action plans,

dates, and times; 4) expected and actual completion time; S)

Dafldency restriutlon Informatlort, 6) Rasolvad by, 7) Idantifyint
number La. work order number, 8) Issue Identified by;

Contractors compiles.

Tha Vendor must work with the Slate to Identify and troubiashoot

potaniialy large-scale System failures or Dafldendes by collecting
tha followlni information: 1) mean lima between reported

Dafldendes with the Software; 2) diagrtosis of tha root cause of the

problem; and 3) Identification of repeat cals or repeat Software

problems.

Tha Contractors Enginaarlng team

prides oursahras on having

apfrfkailons with high availability
and maatlng customer SLA's

(sanrica level agreements). In the

unfortunate avtnt there Is an

Outage and/of missed SI.A,
Contractors can create an RCA

(Root Causa Analysis). Thb intent

of the RCA Is to share the who,

what, whan, where, why, and

share tha long term prevention

method and expected

Implamantation date of

permanent closure so tha

Incidant does not occur again.

S2 U'armH}'Srrvlca

Maintain tha System Softwara In accordance with the

Sgecincatlon^n^erm^nheContract^^^^^^^ Contractors compiles.

Repair or replace the System Software or any portion thereof so

that the System operates in accordance with tha SpadRcations,
termsjnd^regulrementsof^^

Contractors complies.

<VENDOR> shall have available to the State on-call telephone

assbtanca, with bsue tracking available to the State, eight (8) hours

per day artd seven (7) days a weak with an email / telephorM

response within two (2) hours of request. wHhassbunce response
dependent upon bsue severity.

Contractors complies.

On-slte additional Services within four (4) business hours of a

request.
Contractors complies.

Ualnum a record of the activities related to warranty repair or

maintenance acthrliies perforrrted for the State

The Contractors Englneerli^ team

leverages the SDLC (Software

Development Ufecydc) to

provide contiiHious

improvements to features aruf

furKtionallty within our

a^katlons. All bug fixes,
features, enhancements, and

Improved functionality b tracked

In an Industry standard tool called

JIRA. Each appBcation and/or

platform release has a change
ticket (created in ScnrkcNow)

and ties back to JIRA to track

which features relate to what

releases. JIRA b a tool allowing
reporting If needed, spedftc

features requested by NH could

be pulled out and shared.

08

/Sr
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For *11 Wtrnnty ScrN4c« cilli. <VENDCIt> ih«ll cmurt t>t* followinc
information wll b* ceUocttd and tmlnuincd: 1) natura of (ft*

Ocfidcnqr; 2) currant atatui of th* Dafldeney; 3) action ptam,
datai, and timat; 4) axpaaad and aaual complatlon tJm*; S|

Oafldaitcv raiolutlon information; 6) raiotvad by 7) Idanilfyir^
numbar l.a. worV ordar numbar; 8) Itiua Idantiflad by.

Contractors complias.

Hta Vandor must worV with tha Suti to Idaniify and treublashoot

potantlaly larga-ieala Sofiwira failures or Oaflclandas by
collacilnf (It* loOowInf Information: 1) maan time batwaan

raportad Dafldandes with the Sofiwara; 2) diagnosis of tit* root
causa of ih* problam; and 3) idanilflcaiion of rapaat calls or repaat

Seftwara probiams,

Contractors complias.

A1 Oafidanclas found during th* Warranty Period and ail

Oaflclandas fourtd with tha Warranty Reieasas shall ba corractad
by the Vandor no latar than S business days, unless spadflcatly
aitandad in writing by tha State, and at no additiortal cost to the

State.

Contractors compiles. Once a

dafldancy is found. Contractors

wll Kknowtadge tha dafldancy

and previda nan staps within S

days. If tha ham Found is not a

critical dafldancy (as in shew

stopper which Is pravanting NH
from using th* applieation) th*

Contractors team wli provlda a

remedy within 30 days. 30 days is

the necessary amount of time

needed to alow all crhlcai

Contractors teams (davaiopmant,

OA, and LIAT) to properly tast tha

solution, this Includes regression
tasting to ensure no additiortal

functionalcy has bean nagathra
Impacted du* to th* dafldancy

fU. if tha dafldartcy Is found to

ba a show stoppar, than

Contractors will taka tha ham

wHh anrem* urgency and qukkly

develop a 'Hot Pis.* typically hot

flsas are deployed within 2-4

days of a found Issue and are

dapioyad during work weak

evening hours to pukkiy easy th*
pain a>perlancad by tfia reporting

part.

US

I2C
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the Generai Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workpiace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part II of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. ̂ False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workpiace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workpiace;
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by subparagraph 1.1.
1.4. Notifying the employee in the statement required by subparagraph 1.1 that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

• statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant /—os

eofficer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free Contractor Initials
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Agency Compliance Documents - Attachments 2
New Hampshire Department of Health and Human Services

Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any empioyee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabiiitation Act of 1973, as
amended; or

1.6.2. . Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3. 1.4, 1.5. and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Piace of Performance {street address, city, county, state, zip code) (iist each iocation)

Check □ if there are workplaces on file that are not identified here.

12/23/2021

Date

Contractor Name:

-Docu$lgn*d by:

U"-—
7B415C4W7g4nfl

Name! Rooert conen
Title:

President, Appriss Inc.

-DS

CU/OHHS/110713

Exhibit D - Certification regarding Drug Free
Workplace Requirements
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Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and ,1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered):
•Temporary Assistance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV-D
'Social Services Block Grant Program under Title XX
'Medicaid Program under Tide XIX
•Community Services Block Grant under Tide VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement {and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL,*^ {Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly!

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

-OocuSigntd by:

12/23/2021

^  Tnmri'nrTTiiini ,
Date Name: Robert Cohen

Tide:

President, Appriss Inc. —ds

Exhibit E - Certification Regarding Lobbying Vendor Initials
12/23/2021
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Exhibit F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms "covered transaction," "debarred," "suspended," "ineligible." "lower tier covered
transaction," "participant," "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded," as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the

-  attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who Is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions," provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of recqfiJs
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Certification Regarding Debarment, Suspension Contractor Initials
I2C

And Ottier Responsibility Matters 12/23/2021
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Exhibit F

information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS •

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, ̂ Isification or destruction of
records, making false statements, or receiving stolen property;

'  11.3. are hot presently indicted for otherwise criminally.or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach ah explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that It will
include this clause entitled "Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

•OoeuSigntd by:

12/23/2021
7i4<tC48SC?C<B8..

Date Name: Robert Cohen

Title:

President, Appriss Inc.

/
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

-the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pL 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pL 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations): and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, of government wide suspension or
debarment

•OS
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In the event a Federal or State court or Federal or State adrninistrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification: '

1. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

-DocuSigMd by;

12/23/2021

'?tM<60*<OC?0<00...
Date Name: Robert Cohen

Title:

President, Appriss inc.

08
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any Indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18. if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name:

■DocuSigntd by:

12/23/2021

Date Name: Robert Cohen
Title:

President, Appriss Inc.

-OS
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HEALTH iNsUkANb^ ̂>6kYAblLlTV ANb AfcfcbUNTAblLIYV AcY
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to comply with the
Health Insurance Portability and Accountability Act, Public Law 104-191 and with the Standards for Privacy and
Security of Individually Identifiable Health Information, 45 CFR Parts 160 and 164 applicable to business
associates. The Contractor further agrees to be bound by all requirements of 42 CFR Part 2, as applicable, when
dealing with any identifiable patient information or PHI, the subject of this Business Associate Agreement. As
defined herein, "Business Associate" shall mean the Contractor and subcontractors and agents of the Contractor
that receive, use or have access to protected health information under this Agreement and "Covered Entity" shall
mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.
a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45,

Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data Aggregation" shall have the same meaning as the term "data aggregation" in 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

]. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or receive
Business Associate from or on behalf of Covered Entity.

3/2014 Exhibit I Contractor Initials
Health Insurance Portability Act
Business Associate Agreement 12/23/2021
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Protected Health information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure ̂ pd
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busing

3/2014 Exhibit I Contractor Initials

Health Insurance Portability Act /7071
Business Assoaale Agreement j.

Page 2 of 6 Date



DocuSign Envelope ID: FBAE6100-64CC-4E57-868D-8B159BB2B106

Agency Compliance Documents • Attachments 2
New Hampshire Department of Health and Human Services

Exhibit i

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies. Notwithstanding the foregoing, In any judicial proceeding, the Business Associate
shall resist any effort to obtain any PHI also protected by 42 CFR Part 2 as required.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected health
information not provided for by the Agreement including breaches of unsecured protected
health information and/or any security incident that may have an impact on the protected
health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information Involved, including the
types of identifiers and the likelihood of re-identification;

0  The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
o The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy,'Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same,
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business assoQj^ite
agreements with Contractor's intended business associates, who will be receivin^^^^

3/2014 Exhibtll Contractor Initials
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions {P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, in order to meet the requirements under 45 CFR Section 164.524.

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an Individual contained in a Designated Record Set,
the Business Associate shall make such PHI available to Covered Entity for amendment'
and incorporate any such amendment to enable Covered Entity to fulfill its obligations
under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

■j. Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate' '
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business r—
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions {P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) IVIiscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be repot^
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. IcL
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Segregation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

NH DHHS Robert Cohen

by:

TMcy
* »tiU0fB3flP38ftiiUiy.- , :
Signature of Authorized Representative

Patricia M. Tilley

Name of Authorized Representative

Di rector

Title of Authorized Representative

12/23/2021

Date

Name of the Contractor
uocoSior>«d by:

Sign^fiiP^'^f^lithorized Representative

Robert Cohen
Name of Authorized Representative

President, Appriss Inc.

Title of Authorized Representative

12/23/2021

Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT fFFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements; ,
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS #)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further'agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor'agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act

/

Contractor Name:

OocuSloned by;

12/23/2021

•7e41SC456E794DB..

Date Name: Robert Cohen
Title:

President, Appriss Inc.
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FORMA

As the Contractor Identified in Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

87-944-5328

1. The DUNS number for your entity is:

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13(a) or .15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

Name:

Name:

Name:

Name:

Name:

Amount:

Amount:

Amount:

Amount:

Amount:

DS
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information," Breach" shall have the same meaning as the term "preach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two {2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information

disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and disposition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal Information (PI), Personal Financial
Information (PFI), Federal Tax Information (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

er
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mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted PI, PFI,
PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic,
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is

not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first notifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives
of DHHS for the purpose of inspecting to Confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential
Data, the secure socket layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mall within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open
— US
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wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol.

If End User is employing an SFTP to transmit Confidential Data, End User
will structure the Folder and access privileges to prevent inappropriate
disclosure of information. SFTP folders and sub-folders used for transmitting
Confidential Data will be coded.

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of Information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect potential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
HITECH/HITRUST compliant and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
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whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NISI Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

2. The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the
media used to store the data (i.e., tape, disk, paper, etc.). >—ds
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3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can Impact State of NH systems and/or
Department confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security
expectations, and monitoring compliance to security requirements that at a minimum
match those for the Contractor, including breach notification" requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms, and computer use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
completed and signed by the Contractor and any applicable sub-contractors prior to
system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Sun/ey or equivalent third-party attestation/certification report. The
purpose of the survey is to enable the Department and Contractor to monitor for
any changes In risks, threats, and vulnerabilities that may occur, over the life of
the Contractor engagement. The survey or equivelant third-party attestation/
certification report, will be completed annually, or an alternate time frame at the
Departments discretion with agreement by the Contractor, or the Department may
request the survey be completed when the scope of the engagement between the
Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measur^ to
prevent future breach and minimize any damage or loss resulting from thefbre^h.»...« W. IWWW IWWWIUII^ MWIII IIIV

The State shall recover from the Contractor all costs of response and recovcrydfro©.
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential inforrnation, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including,

.  but not limited to, provisions of the Privacy Act of 1974 (5, U.S.C. § 552a). DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immediately, at the email addresses

.  provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems that connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this

Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if enervated and being
sent to and being received by email addresses of persons authorized to
receive such information.

^□5

er
V5. Last update 10/09/18 Exhibit K Contractor Initials

DHHS Information
Security Requirements 12/23/2021

Page 7 of 9 Date



DocuSign Envelope ID: FBAE6100-64CC-4E57-868D-e8159BB2B106

Agency Compliance Documents • Attachments 2

New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,

. biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Incidents and Breaches immediately, at the email addresses provided in
Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding. Contractor's compliance with all applicable obligations and procedures.
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

OS
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer;

. DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

OS
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretar>' of State of the State of New Hampshire, do hereby certify that APPRISS INC. is

a Delaware Profit Corporation registered to transact business in New Hampshire on November 15, 2011. 1 further certify that all

fees and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

concerned.

Business ID: 661872

Certificate Number: 0005454114

ss
%

Ui

O *0

4"

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 11th day of October A.D. 2021.

William M. Gardner

Secretary of State
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Certificate of Authority

The undersigned, Kiishnan Sastry, hereby certifies that he is the duly elected and acting Chief
Executive Officer of Appriss Inc., a Delaware corporation (the "Company"), and that, as such,
he IS duly authorized to execute and deliver this Secretary's Certificate on behalf of the
Company. He hereby further certifies on behalf of the Company that:

1. Attached hereto as Exhibit A is a true, correct, and complete copy of the
Certificate of Insurance of the Company (the "Certificate"), which Certificate is in full force and
effect as of the date hereof.

2. Attached hereto as Exhibit B is a Certificate of Existence for the Company
certified by the Secretary of State of the State of New Hampshire.

3. The individual named below is a duly elected, qualified and acting officer of the
Company holding the office or offices set forth opposite his name, the signature appearing
opposite his name below is the true and genuine signature of that person, and the individual
named below is authorized to bind the Company by executing contracts with the State of New
Hampshire and delivering all other documents and certificates to be delivered by the Company
pursuant thereto.

Name Signature Office

Rob Cohen ^ " President of Appriss Health
\

IN WITNESS WHEREOF, the undersigned has executed this Certificate of Authority on behalf
of the Company as of this 14"* day of December 2021.

APPRISS

By:
Krishnan Sastry
Chief Executive Officer

State of Kentucky

County of Jefferson

The foregoing instrument was acknowledged before me on this 14"' day of December 2021, by
Krishnan Sastry. My commission expires on , 20

Notary Signature
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/KCORCf CERTIFICATE OF LIABILITY INSURANCE
4/1/2022

DATE (MM/DD/YYYY)

12/14/2021
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. '

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate hoider In lieu of such endorsement(s).

PRODUCER LOCKTON COMPANIES

500 West Monroe, Suite 3400

CHICAGO lL6066i

(312) 669-6900

CONTACT
NAME:

PHONE FAX
lA/C No F««r (A«.Nol:

E-MAIL
ADDRESS:

INSURERtSl AFFORDING COVERAGE NAICe

INSURER A: SomDO Amcrica Insurance Companv 11126
INSURED X ■ ,

144T744 Appnss.Inc.
9901 Linn Station Road

Louisviiie, KY 40223

INSURER B: Sompo America Fire & Marine Insurance Company 38997

INSURER c: Endurancc Assurance Corporation 11551

INSURER D:

INSURER E ;

INSURERF:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

INSR
LTR TYPE OF INSURANCE

AODL

INSD
SUBR

wvo POLICY NUMBER
POLICY EFF

(MM/DD/YYYY1
POLICY EXP
IMM/DO/YYYYl LIMITS

A X COMMERCIAL GENERAL LIABIUTY N N CPL40389LO 4/1/2021 4/1/2022 EACH OCCURRENCE $ 1.000.000

CLAIMS4^E X OCCUR -
DAHAGE TO'RENTED
PREMISES fEa occurraneal s 1.000.000

MED EXP (Any ona parson) $ 5.000

PERSONAL & ADV INJURY s 1.000.000

GEN'L AGGREGATE LIMIT APPLIES PER; GENERAL AGGREGATE $ 2.000.000

X POLICY 1 1 \ 1 LOC
OTHER;

PRODUCTS • COMP/OP AGO J 2.000.000

s

A AUTOMOBILE LIABILITY N N ACV41396S0 4/1/2021 4/1/2022
COMBINED SINGLE LIMIT
(Ea acddemi 5 1.000.000

X
ANY ALITO

HEDULED
rros
>N-OWNED

rros ONLY

BODILY INJURY (Par parson) * xxxxxxx
OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

SC
Al

BODILY INJURY (Par acddeni) «xxxxxxx
NC
At

PROPERTY DAMAGE
fPer a«;id«nll S xxxxxxx

s 1,000

c X UMBRELLA LIAB

EXCESS UAB

X OCCUR

CLAIMS4AA0E

N N TUM30005043400 4/1/202! 4/1/2022 EACH OCCURRENCE $ 15.000.000

AGGREGATE s 15.000.000

DEO X RETENTIONS 10.000 s xxxxxxx

B
WORKERS COMPENSATION

AND EMPLOYERS- LIABILITY y / N
ANY PROPRIETOR/PARTNER/EXECUTIVE | 1
OFFICER/MEMBER EXCLUDED? N
(Mandatory In NH) ' '
If yas, des^ba under
DESCRIPTION OF OPERATIONS balow

N/A

N
JWC40145T0 4/1/2021 4/1/2022

V PER OTH-
A STATUTE. FR

E.L. EACH ACCIDENT $ 1.000.000

E.L. DISEASE - EA EMPLOYEE s 1.000.000

E-L. DISEASE • POLICY LIMIT $ 1.000.000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORO 101, Additional Ramarka Schadula, may ba attachad K mora apaca la raoulrad)
THIS CERTIFICATE SUPERSEDES ALL PREVIOUSLY ISSUED CERTIFICATES FOR THIS HOLDER. APPLICABLE TO THE CARRIERS LISTED AND THE POLICY TERM(S> REFERENCED.
See attachment for E&O and Cyber Liability coverages.

CERTIFICATE HOLDER CANCELLATION See Attachments

15800540

New Hampshire
Department of Health and Human Services
29 Hazen Drive

Concord, NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE

THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

ACCORDANCE WITH THE POLICY PROVISIONS,

AUTHORIZED REPRESENTATIVEigEHTAI

ACORD 25 (2016/03)
©19^8-201^ ACORD CORPORATroN, All rights reserved.

The ACORD name and logo are registered marks of ACORD


