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July 22, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, NH 03301

REQUESTED ACTION

Authorize the Department of Administrative Services [DAS) to enter info a
contract with USI Insurance Services LLC (vendor #286651) in an amount not to exceed
$235,940 for Data Security and Privacy Cyber Liability insurance for New Hampshire
state government upon Governor and Council approval for the period effective August
23, 2020, through August 23, 2021. 100% General Funds.

Funds to support this request are anticipated to be available in the following account in
FY 2021 upon the avaiability and continued appropriation of funds in the future

operating budget:

01-14-14-143510-29010000 FY21
Department of Admin Services, Division of Risk and Benefits . $235,940
211-500757 Catastrophic Casualty Ins.

EXPLANATION

Cyber Security Insurance, first procured in 2017, is part of a strategic risk
management plan to limit the State's exposure to financiatl loss from a breach in our
data security. DAS and the Department of Information Technology worked together to
determine if the state's coverage needs changed from the prior policy period. DAS also
consulted with the Legislative Branch, Judicial Branch, State Treasury, and Secretary of
State, who are also covered by this policy, to confirm that there have not been any

cyber incidents on theé policy.

USI Insurance Services (USI) aranged for this purchase in accordance with its
contract with the State for Producer Services, approved by the Governor and Executive
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Council on May 16, 2018 (item #73). US| made inquines to seventeen insurance markets
about the policy. Chubb was the -only camer who responded and required a minimum
increase in the deductible from $300k to $500k. The other camiers either did not respond
or declined due to the nature and size of state government operations.

State government is a diverse conglomerate of industries that may be subject to
various data security and privacy breaches. According to USL, it is best practice for
employers the size of the State to cany between $5m and $10m minimum in data and
privacy cybersecurity coverage. Pre-pandemic ransomware and phishing ottacks were
on track to reach record high numbers. Today, with the spread of COVID 19, these
attacks have increased because many organizations are forced to rely on the intemet
to maintain business continuity, whether it be working from home, online shopping and
curbside pick-up services, or web-based meetings, resulting in increased vulnerability to
cybersecunity threats. The voldatility is resulting in increased premiums of 20% to 30%
nationwide. These price increases are occuming at the same time as the State of New
Hampshire and many businesses are working to controt spending and related costs as
revenues precipitously drop.

Although the State has been fortunate to avoid sizeable premium increcases over
the past three years, in part because we have made no claims under the policy, even
adjusting the deductible up to $500k resulted in a twenty-four percent (24%) increase in
premium. In an effort to contain costs and minimize spending, in this case General
Fund spending, DAS worked with US| to explore other options to reduce total premium
costs without compromising the total coverage. By increasing the deductible to $1m
and treating the policy more as catastrophic protection, DAS was able to maintain a
$10m policy and avoid an increase in premivum. The total cost of premium for the new
policy is $235,940, void of agency fee or commission, approximately 2% less than the
previous year's policy.

The policy includes coverage for business intemruption, incident response,
network extortion, and digital data recovery. Incident response coverage includes
computer forensics, public relations, noftification services, call center services, cyber
extortion and ransom services, and legal and regulatory communications.

Due to the continuously evolving threats faced by the cyber security industry,
policies like this only provide for a 12-month term with no option to extend. DAS will work
with USI to monitor the market in anticipation of increased premiums in the future.

US| recommends that coverage be secured through Chubb. DAS concurs with
that recommendation. | respectfully request your approval. ,

Respectfully submitted,
Charles M. Aringhous
Commissioner

TDD ACCESS: RELAY NH 1-800-735-2964



FORM NUMBER P-37 (version 12/11/2019)

Notice: This apreement and all of its attachments shall hecome public upon submission 1o Governar und
Execwive Council for upproval. Any information that is private. confidential or propriciary must
be clearly identidied to the agency and agreed o in writing prior to signing the contract,

AGREEMENT . ) '
The State of New Flampshire and the Contractor hereby mutuably agree as tollows:

. GENERAL PROVISIONS
1. IDENTIFICATION.

I.1 State Agency Name 1.2 Suate Agency Address

Department of Administrative Services ' State House Annex
25 Capitol Street, Room 412
Caoncord, NIH 03301

1.3 Contractor Name 1.4 Contractor Address

USH Insurance Services, 1.1.C | 3 Bseewtive Park Drive, Suite 300

V28665 i ’ Bediord, NH 03110

1.5 Contructor Phone I.6 Account Number L7 Completion Date 1.8 Price Limitation
Number . '

R35-874-0123 O1-14-14-143510-290 10000 August 23, 2021 $235.940

1.9 Contracting Ot¥icer for State Agency 110 State Agency Telephone Number

Jovee 1. Pitman 603-271-3080

Director of Risk und Benelus

.11 Contractor Signzre ; 112 Name and Title of Contractor Signatory
I R A I

PR

I-irc'ndu Buck

I " v . - . R
732020 LSI Insurance Services LLC. Account Exceeutive

Date:

113 State Agency Signature 1.1 Name and Title ol Suste Agency Signatory

e ) Charles M, Arlinghaus, Commisstoner
b -

115 Approval by the N.H. Department of Administration. Division of Personnet (if applicable)

13y: . Director, On:

LE6 Approval by the Attorney Genersl (Form, Substance and Exceution) (if applicable)

Ry . One

1.17  Approval by the Governor and Ixecutive Council (if applicable)

G&C ltem number: G&C Meeting Date:
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FORM NUMBER' P-37 (version 12/13/2019)
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Noticy: “This .lg_ru.rm.nl and all of its attachments shalt hecome puhlu. upon submission 1o Governor and
Exccutive Council for approval. Any infurmation that is private, confidentiul or proprictary' musi
'hL clearly identitied lh\. apency and agreed wiin wriling prior o \q.nmg lhc umlr:.cl..
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The State of Niw Hampshire and the Contractor hereby mutoally-agrecas fullosds?

GENERAL PROYVISIONS

A JOENTIFICATION. . . .. - — RPN
[ 11 siate Agency Nume T [0 Swie Agency Address
. !
1 Dipaciment of Administrative Scivices - ! il State-House Annex ;
: _ I 25 Capitel Street. Room 412 i
_ e e e oo b Concord NIVO33OI . .
3 Comraewr Name '[: 1.4 - Contractur Adiress S o
I ' :
-~ | ¢
T USI tasurance Seevices. LLC L3 lixecutive Park Thrive. Suite 300
'| V¢ 286651 !Redived. NH 03110 :
l g
1.5 Comeachn Phone "'I?a'_ Aceount Number I 7 G nmpl;.ltun Tate [f ' 8 Pnu ). |m|munn !
. Number 1 ‘ . ] : i
| B35-R74-0123 L ;iﬂl-M-M—‘l435]“—29!”{){)00 ‘.!\ugusl‘ll 2o 182352940 |
, i . .
? < i : I |
é l 9 Lonlr'.:ctmg O!’Itccr Iur St Agcnc:) T LA Sl Agency Telephone Number —
h \ !
! Joyee 1. Pitman ' 603-271-3080
)| Direcior of Risk and Bepefits - ‘ d
! IR P |
il I 1 l 't.untr.ulnr ‘sugn.mm. 1,12 Nume ond Tithe of' Contractor Signatory | El
Y| e b | S
i 10 | Brenda Buick ' ‘ ,"
! 771312020 USI Insuranee, Services LLC. Accouit lixecutive L |
) D, lx
: ) - .14 Nurm. and I:lh. 0! Sl.llc l\gcnc) Slg.n:nnrv 14
il = Mate: q—[m,}b Charles M. Ardlinghaus, (‘ummissiuncr
rf N s & . o o
i l‘l IS Appm\'.:lh)' l.hc.NH l)cp.mmcnt of Admmmratum Division of Personacl fif applic uhlc} -
+
t
‘ B3y . Dircetor, On:
1t
|| IR o s s agd e cre—— - (L - —_ o =
;‘ }. H't “Approval by the ATwmey General(Form, Suh.\tnnu. .'.md | \u:uunn) (rf upphcubla.') -
i C)Jﬂudfbp Lavers
A /o on: 7122120 |
W i e e S N -
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“Statc”), cngages contractor identified in block. 1.3
(“Contractor”) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agrcement, and all obligations of the parties hereunder, shall
become - effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become cifective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (*Effective Date™).

3.2 If the Contractor commences the Services prior 1o the
Effective Date, all Services performed by the Contractor prior to
thc Effective Date shali be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
cffective, the Slate shall have no liability to the Contractor,
including ‘without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor-must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement (o the
contrary, all obligations of the State hercunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduccs, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no cvent shall the State be liable for any payments
hereunder in ¢xcess of such available appropriated funds. in the
event of*a reduction or termination of appropriated funds, the
Statc shall have the right 1o withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon

giving the Contractor rotice of such reduction or termination. .

The Siate shall not be required 1o transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT. . -

5.1 The contract price, method of payment, and terms of payment
arc identificd and more particularly described in EXHIBIT C
-which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hercof, and shall be the enly and the complete
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compensation to the Contractor for the Services. The State shall
have no liability (o the Contractor other-than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable 1o the Contractor under this Agreement those
liquidated amounts required or permitied by N.H. RSA 80:7
through RSA 80:7-¢ or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, excecd the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited lo, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any parl by menies'of the United States, the Contractor
shall comply with all federal exccutive orders, rulcs, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue o implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
bécause of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will takc affirmative action to
prevent such discrimination.

6.3. The Contraclor agrees to permit the State or United States
aceess Lo any of the Contractor’s books, records and accounts for
the purpaosc of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and cenditions of this
Agreement. '

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all persennel engaged in- the Services shall be qualificd to
perform the Scrvices, and shall be properly licensed and
oltherwisc authorized to 'do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shali not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. Tn the event of any

disputc concerning the interpretation of this Agreement, the

Contracting Officer’s decision shall be final for the Siate.

Contractor Initials bb
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder (“E\'cnl
of Default™):

8.1.1 failure to perform the Scrvices satisfaclorily or on
schedule;

8.1.2 failure to submit any rcport required hercunder; and/or

8.1.3 failure to perform any other covenant, term or condition of .

this Agreement,

8.2 Upon the occurrence of any Event of Default, the State may
take any onc, or more, or all, of the following actions: .
8.2.1 give the Conlractor a writlen notice specifying the Event of
Default and requiring it 1o be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
datc of the noticé; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Defaull and suspending all payments to be made under this
Agrecement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determincs that the Contraclor has cured the Event of Default
shall never be patd to the Contractor;

$.2.3 give the Contractor a written notice specifying the Event of
Default and sct ofT against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
any Event of Default; and/or

8.2.4 give the Conlractor a written notice spcc;fymg the Event of
Default, trcat the Agreement as breached, terminale the
Agrcement and pursue any of its remedies at law or in equity, or
both.

8.3. No failure by the State (o enforce any provisions hercof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Defaull, or any .subsequent Event of
Default. No express failure to enforce any Event of Default shatl
be deemed a waiver of the right of the State lo enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor,

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the Stale may, at its sole
discretion, terminate the Agrcement for‘any reason, in whole or
in part, by thirty {(30) days writicn nolice to the Contractor that
the State is cxercising its option to lerminate the Agreement,

9.2 In the cvent of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifteen (15) days after the date
of termination, a report (“Termination Report™) describing in
dctail all Services performed, and the.contract price carned, to
and including the datc of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of early termination, develop and

submit to the State a Transition Plan {or services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agrecment, the word *data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agrecment, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letiers, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agreement, shall be the preperty of the State, and
shall be returned 1o the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A’or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employces, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation or
other emoluments provided by the State to its employcees,

12, ASSIGNMENT/DELEGATION/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least {iftcen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignment. “Change of Control” means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its affiliatcs, becomes Lhe
direct or indirect owner of fifty percent (50%) or morc of the
voting shares or similar equity interests, or combined voting
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor. .

12.2 None of the Services shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled 1o copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party,

13. INDEMNIFICATION,. Unless otherwise excmpted by law,
the Contractor shall indemnify and hold harmless the State, its

“officers and employees, from and against any and all claims,

liabilitics and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employeces, which arise out of (or which
may be claimed o arise oul of) the acls or amission of the
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the forcgoing, nothing herein
contained shall be deemed to constitule a waiver of the sovereign
immunity of the State, which immunity is hereby reserved 1o the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain i force, and shall require any
subcontractor or assignee to obtain and ‘maintain in force, the
following insurance: ’

14.1.] commercial general liability insurance against all claims
of bodily injury, death or property damagé, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 agpgregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subjcct to subparagraph 10.2 hercin, in an amount not less than
80% of the whole replacement value of the property. '

4.2 The policies described in subparagraph 14.1 hercin shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire,

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Apgrecment.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior lo the expiration date of each
insurance policy. The certificate(s) of insurance and any
rencwals thercof shall be attached and arc incorporated herein by
reference.

15. WORKERS' COMPENSATION.

15.t By signing this agreement, the Contractor agrees, certifics
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers'
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
requirc any subcontractor or assignee to sccure and maintain,
payment of Workers’ Compensation in connection with
activitics which the person proposes to undertake pursuani to this
Agreement. The Contractor shali furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Warkers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable rencwal(s) thereof, which shall be
attached and arc incorporated herein by reference. The State
shall not be responsible for payment of any Workers’
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshirc
Workers® Compensation laws in  connection with the
performance of the Services under this Agreement.

16. NOTICE. Any noticc by a party hercto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Officc addressed to the parties at the addresses given in
blocks 1.2 and 1.4, hercin, .

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
partics hereto and only afler approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rulc or policy.

18. CHOICE OF LAW AND FORUM., This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon ‘and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agrecment is the wording
chosen by the parties to express their mutual intent, and no rufe
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and |
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In thc cvent of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereol, the terms of the
P-37 (as modified in EXHIBIT A) shall control. '

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third partics and this Agrecement shall not be
construed to confer any such benefit.

-21. HEADINGS. The headings throughout the Agreement are

for refcrence purposes only, and the words contained therein
shall in no way be held o explain, modify, amplify or aid in the
interpretation, construction.or meaning of the provisions of this
Agrecment.

22, SPECIAL PROVISIONS. Additional or modifying
provisions set {orth in the atlached EXHIBIT A are incorporated
hercin by reference. :

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and eftect.

24. ENTIRE AGREEMENT. This Agreement, which may be

. executed in a number of counterparts, each of which shall be

deemed an original, constitutes the entirc agrecement and
understanding between the parties, and supersedes all prior
agreements and understandings with respeet to the subject matier
hereof.
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Data Security and Privacy Cyber Liability Insurance
~ for State Government,
Contract Agreement Between
The Department of Administrative Services
and Usl Insurance Services, LLC

Exhiblt A - Special Provisions

Form P-37, Section 14, Insurance, is amended per the altached Certificate of Insurance from US|
Insurance Services LLC to include the following coverage enhancements:

1.

General Liability Insurance with limits of $1,000,000 per occuirence and $2,000,000 in the
aggregate.

2. Automobile Insurance with combined single limits of $1,000,000 per accident.

3. Excess/Umbrella Insurance with limits of $25,000,000 per occurrence and in the

aggregate. :

Workers' Compensation Insurance with statutory limits and Employers’ Liability Insurance
with limits of $1,000,000 per accident and a $1,000,000 policy limit,

Errors and Omissions Liability Insurance with limits of $10,000,000 per occurrence and in
the aggregaie. -

Contractor Initials ___bb
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Data Security and Privacy Cyber Liability Insurance
: for State Government -
Contract Agreement Between
The Department of Administrative Services
and USI Insurance Services LLC

Exhibit B - Scope of Services

ARTICLE1. SCOPE OF SERVICES

This EXHIBIT B, Scope of Services, is made a part of the P-37 Agreement (the “Agreement”) and
is made according to the terms of paragraph 2 of the Form P-37. This EXHIBIT B to the Agreement
‘is between the State of New Hampshire {"State”) and USI Insurance Services LLC [“USI"). USI,
hereinafter called the Confractor, agrees to provide Daia Security and Privacy Cyber Liability
insurance coverage for the State of New Hampshire o include the Executive Branch, Legislative
Branch, Judicial Branch, State Treasury, and Secretary of State. -

ARTICLE 2.  EFFECTIVE DATE

Effective Date of Agreement: August 23, 2020
Expiration Date of Agreement:  August 23, 2021
12:01 AM Standard Time at the address of the State stated herein.

. ARTICLE3. INSURANCE COVERAGE DETAILS

The coverage consists of Data Security and Privacy Cyber Liability insurance with a limit of
$10,000,000 per incident and in the aggregate and a $1.000,000 deductible for a policy which
includes (1) Cyber, privacy ond network security liability {including payment card loss and
regulatory proceedings); (2) Electronic, social and printed media liability; {3) Incident Response
{computer forensics, public relations, notification and identity services, call center services, cyber
extortion and ransom services, legal and regulatory communications,” and business intermruption
services); (4) Network Extortion; [5) Digital Data Recovery; and {6) Business Intemuption losses
including extra expenses.

I

ARTICLE 4. ACCOUNT MANAGEMENT - i

USI shall manage this policy in accordance with the terms and conditions of the Producer
Services and Safe Driving Program Administration contract, effective July 1, 2018.
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Data Security and Privacy Cyber Liability Insurance -
for State Government
Contract Agreement Between
The Department of Administrative Services
and USI Insurance Services LLC

Exhibit C - Price and Method of Payment

This EXHIBIT C, Contract Price, Limitation on Price, Poyi’nent is made a part of the Agreement
and is made according to the terms of Paragraph 5 of the Form P-37.

ARTICLE 1. CONTRACT PRICE

US! Insurance Services LLC (USI) hereby agrees to provide the services in complete compliance
with the terms and conditions specified in Exhibit 8 at the price below for the term of the contract
("Contract Price”). The total Contract Price for the term of the Agreement as shown in block
1.8 of the P-37 is $235,940, which reflects the annual premium for the covercge period of August
23, 2020, to August 23, 2021,

The appropriate account number for Form P-37, block 1.6 is: 01-14-14-143510-29010000-211-500757.
The quoted premium is void of agency fee or commission.

ARTICLE 2. INVOICING

USI Insuronce Services LLC shall submit an invoice to:

The State of New Hampshire
Department of Administrative Services
Risk Management Unit

25 Capitol Street, Rm 412

Concord, NH 03301

The full premium payment of $235,940 is due within thirty doys from the date of contract
approval by Governor and Council. The State shall not make payments to USI Insurance Services
LLC prior to the Agreement effective date of August 23, 2020.

ARTICLE 3., PAYMENT
The State shall make payment to US| Insurance Services, LLC electronically via ACH or by check

mailed to the address in block 1.4 of the P-37. Poyment terms are net thirty days subject to
approval of the submitted invoice,

Contractor Initials ___pb
Date__7/13/2020




State of New Hampshire
De'partment' of State

CERTIFICATE

i, William M. Gardner, Secretary of State of the State of New Hampshire, do hercby certify that USI INSURANCE SERVICES
LLC is a Delaware Limited Liability Company registered to transact business in New Hampshire on September 24, 2007, | further

centify that all fees and documents required by the Sccretary of State’s office have been received and is in good standing as far as

this office is concerned.

Business 1D; 584972
Centificate Number: 0004890345

H

IN TESTIMONY WHEREOQF,

[ hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 13th day of April A.D. 2020.

Gir ok

William M. Gardner

Sccrctary of State




USI INSURANCE SERVICES LLC

(A Delaware Limited Liability Company)

Writtén Consent of the Manager ,
Pursuant to the Delaware Limited Liability Company Act

‘ The undersigned, as the sole Manager (the “Manager™) of USI Insurance

Services LLC, a Delaware Limited Liability Company (the “Company™), does hereby
take the following actions arid adopts the following resoliitions by written consent
pursuant to the Delaware Limited Liability Compary Act, and hereby waives notice and
the holding of a meeting and hereby agrees that such resolutions shall have the same
- force and effect as if unanimously adopted at a duly convened meeting:

RESOLVED, that it is advisdble and in the best interests of the Company that the
{ollowing individuals be appointed as an authorized signatory empowered and authorized
to execute contracts related to the State of New Hampshire Producer Services Contract on
behalf of the Company to serve in such capacity until he or she has been removed or their
respective successor shall have been duly appointed:

Brenda Buick — US] Insurance Services — New England Region

RESOLVED, that all actions previously taken by any officer, employee or agent
of the Company in conriection with or related to the matters set forth in or reasonably
contemplated or implied by the foregoing resolutions be, and each of them hereby is,
adopted, ratified, confirmed and approved in all respects as the acts and deeds of the
Company. '

. IN WITNESS WHEREOF, the undersigned Manager has executed this consent
as of the 13" day of July 020.

a=y

Ermest J. Newborn, 11
Manager o

e e

r!-'-'f-‘-cl.‘-fch




Client#: 463788 DEANWORM

ACORD.. CERTIFICATE OF LIABILITY INSURANCE °‘,‘;i;“,i’3;’§”“

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS'
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHQRIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(les) must have ADDITIONAL INSURED provisions or be endorsed.
i SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such andorsement(s).

PRODUCER . EONTAEY Kim Ryder

USI Insurance Services LLC ‘ PN e 914 459-6226 [T2R woy 610 537-4537

333 Westchoster Ave, Suite 102 [EMAL <. Kim.Ryder@usi.com ;

White Plains, NY 10604 INSURER(S) AFFORDING COVERAGE NAIC ¢

914 459-6200 INSURER A : American Zurich Insurance Company 40142

INSURED . o INSURER 8 ; American Guarantee & Liability Ins Co. 26247
US! Insurance Services l INSURER ¢ ; Hartford Casualty Insurance Company 29424
100 Summit Lake Drive’ INSURER p : Hartford Fire Insurance Company 19682
\SI:::;;:?NY 10585 INSURER € : Zurich American Insuranca Company 16535

INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISIQON NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED 8Y PAID CLAIMS,

TSR DDLSUB POLICY EFF | POLICY EXP ‘
L'I'sR TYPE OF INSURANCE SR IWVD POLICY NUMBER [,mf,"%m [Mamcomn'vv) - LIMITS

A | X{ COMMERCIAL GENERAL LIABILITY X | X |GLA675103500 01/01/2020|01/01/2021) EACH OCCURRENCE $1,000,000
CLAIMS-MADE [ %] oceur : . PR O T erence) | $1,000,000
] : MED EXP (Any ons person) (310,000
| PERSONAL & ADV INJURY | $1.000,000
GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000'000
POLICY I:I ?ggf ‘z] Loc PRODUCTS - COMPIOP AGG [ 32,000,000
OTHER: ’ . s
E [ AUTOMOBILE LIABILITY X | X [GLA675103500 01/01/2020(01/01/2021| FOMBINED SINGLELIMT | 4 000,000
| anvauto ' BODILY INJURY (Per person) [$
| S ony SCueowED BODILY INJURY (Per accidert) | §
X| MR owr [ A0S0 G sl
. s
B | X|VMBRELLALIAB | X |occur X |.X [AuCe90632700 01/01/2020(01/01/2021] EACH OCCURRENCE 25,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $25,000,000
DED | Xl ReTENTION$10000 s
WORKERS COMPENSATION PER OTH-
D ERPLOYERS LMBT:_IW N X [16WECPK5850 01/01/2020{01/01/2021 X _|sTaTute ]ER
D ANY PROPRIETOREARTNEREXECUTIVE NiA X [16WNS60600 01/01/2020)|01/01/2021| E.L. EACH ACCIDENT 51,000.000
{Mandatory In NH} E.L. DISEASE - EA EmPLOYEE| 51,000,000
If yes, describe under
DESCRIPTION OF OPERATIONS below E.L. DISEASE - poLICY LwiT | 51,000,000
DESCRIPTION OF OPERATHONS | LOCATIONS / VEHICLES (ACORD 101, Additionsi R ks Schedule, may be had If mors spacs is required)

RE: USI Insurance Services, LLC - Bedford, NH

The General Liability, Commercial Auto and Umbrella policies include an automatic Additional Insured
endorsement that provides Additional Insured status to the Certificate Holder, only when there is a written
contract that requires such status, and only with regard to work performed on behalf of the Named Insured.
(See Attached Descriptions)

CERTIFICATE HOLDER CANCELLATION
. SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire Dept. of THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Administrative Services ACCORDANCE WITH THE POLICY PROVISIONS.
25 Capital Street, room 412
COﬂCOfd, NH 03301 . AUTHORIZED REPRESENTATIVE

| ; Uite Acdt
' © 1988-2015 ACORD CORPORATION. Al rights reserved.

ACORD 25 (2016403} 1 of 2 The ACORD name and logo are registered marks of ACORD
#529366157/M27373757 : KSRCM




DESCRIPTIONS (Continued from Page 1)

Walver of Subrogation is provided as required by written contract.

SAGITTA 25.3 (2016/03) 2 of 2
#529366157/M27373757



Client#: 1420259

ACORD.

DEANWORM1

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMDD/YYYY)
7/13/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY ARD CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER, THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. ’

IMPORTANT: If tho certificate holder is an ADDITIONAL INSURED, the policy{les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

PRODUCER
US| Insurance Services LLC

530 Preston Avenue
Meriden, CT 06450

NARE:~'_Lynn Owen

Isg,NNo, Ext):

FAX
(ASC, No):

EMAL <. lynn.owen@usi.com

INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : XL Specialty Insurance Company 37885
INSURED INSURER B :
US| Advantage Corp.
INSURER C :
100 Summit Lake Drive, Suite 400 INSURER D -
Valhalla, NY 10595 - >
INSURERE :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED., NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED 8Y PAID CLAIMS.

IE‘T%!R TYPE OF INSURANCE I&%%Lﬁ‘,{,—%“ POLICY NUMBER (;%g% (;%%rvvgrxv'\’q LIMITS
COMMERCIAL GENERAL LIABILITY \ EACH OCCURRENCE [
RENT
| CLAIMS-MADE D OCCUR Bﬁ%‘ﬁ%ﬁi?e.ﬁ%m $
| : MED EXP {Any one person) $
|| PERSONAL & ADV INJURY | §
GENY. AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE 3
] PR
___| pouICY ‘:l Jegf D LOG PRODUCTS - COMP/OP AGG | §
OTHER: ’ $
AUTOMOBILE LIABILITY FoMBIED SINGLELIMIT™ ] ¢
ANY AUTO BODILY INJURY {Par person) | $
OWNED SCHEDULED
DLy P BODILY INJURY {Per sccident) | $
HIRED NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY | {Per accident}
s
UMBRELLA LIAB ocCuR EACH OCCURRENCE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED 1 l RETENTIONS H
WORKERS COMPENSATION PER QTH-
AND EMPLOYERS' LIABILITY YIN
ANY PROPRIETOR/PARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDEG? [ Jima EL. EACH ACCIDENT $
{Mandatory In NH} E.L, INSEASE - EA EMPLOYEE| §
:i)éu. describe under
SCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LIMIT {§
A |Professional US00092401EQ019B [12/31/2019|12/31/2020 $15,000,000 per claim
Liability (E&0O) . $15,000,000 aggregate

directed by USI.

DESCRIPTION OF OPERATIONS { LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Scheduls, may be sttached i more space is required)
Professional Liability / E&O coverage is extended to all subsidiaries and dba’s of US| Advantage Corp. /

USI Insurance Services LLC. All USI employees are covered under this policy for the work performed as

CERTIFICATE HOLDER

CANCELLATION

Concord, NH 03301

State of New Hampshire
Dept of Administrative Services
25 Capital Street, Rm 412

ACCORDANCE WITH THE PO

LICY PROVISIONS.

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREQF, NOTICE WILL BE DELIVERED IN

AUTHORIZED REPRESENTATIVE

R

ACORD 25 (2016/03) 1 of 4
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