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Christine M. Brennan
Deputy Commissioner

Frank Edelblut
Commissioner

STATE OF NEW HAMPSHIRE
" DEPARTMENT OF EDUCATION _
101 Pleasant Street
Concord, NH 03301
TEL. (603) 271-3495
- FAX (603) 271-1953

April 10, 2020

His Excellency, Governor Christopher T. Sununu.
And the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

. Authorize the New Hampshire Department of Education, Bureau of Career Development, to enter into a
sole source contact with Awato LLC, New Ipswich, NH (vendor code 312756), in the amount not to exceed
$1,100,000.00, to provide an online career assessment platform for New Hampshire students in adherence
to SB276, effective upon Governor and Council approval through June 30, 2024 with the option to extend
for two additional extended terms through June 30, 2028. 30% Other Funds, 70% Federal Funds FY20,
and 50% Other Funds, 50% Federal Funds FY21-24. ' .

Funds to support this request are available in the following accounts for Fiscal Years 2020 and 2021, and,
are anticipated to be available in Fiscal Years 2022, 2023 and 2024, upon the availability and continued
appropriation of funds in the future operating budget, with the ability. to adjust encumbrances between
Fiscal Years through the Budget Office without further Governor and Council Approval, if needed and
justified, as follows: L ' :

06-56-56-562010-40280000, Apprentic;:ship Training

State FY Class-Account Class Title Amount
2020 102-500713 Contracts for Program Srvs . $40,000

06-56-56-562010-40260000, CTE Voc Ed Pérkin_s

State FY C.lass-Account Class Title Amount

2020 072-509073 Contracts for Program Srvs $80,000
- 2021 072-509073 . Contracts for Program Srvs $240,000
2022 072-509073 Contracts for Program Srvs $240,000
2023 - 072-509073 ' Contracts for Program Srvs - $250,000
2024 072-509073 Contracts for Program Srvs $250,000
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~ His Exceliency, Governor Christopher T. Sununu
And the Honorable Council
Page 2

EXPLANATION

The Department is requesting a sole source contract because, Awato is a leader in personalized assessments
and guidance. The New Hampshire based software company has created the first adaptive interest
assessment that engages students and assess 325 data points. The Awato Interest Assessment platform was
created and is distributed solely by Awato, LLC.

The content and technology that power the platform are Awato intellectual property and protected as a trade
secret, The methods used in the platform to identify student interest and ask appropriate follow up questions
are unique to Awato’s Interest Assessment and are non-obvious. Awato’s unique career pathways platform
is currently used by regional high schools such as John Stark and Dover, and colleges across the country
including Southern New Hampshire University and Central Michigan University.

SB276: Career Readiness Drive to 65 Act, requires.all ninth graders to take a career assessment. Contract
‘funds will be used to provide an online student assessment platform in order to meet the stipulations of this
legislation. This online platform will provide the following:

.+ Assess students’ career interests through a computer-based, adaptive career assessment tool

Documient school pathways to career readiness credentials

Advise all users on how to achieve a career ready credential

Record and track student progress toward a credential

Showcase pathways to local employment and education opportunities

Promote, manage, and track work based learning opportunities including pre-apprenticeships and

apprenticeships

o Allow for users to access job listings provided directly from employers, as well as uploaded from
public job boards by provider

» Unlimited log-in accounts for one annual fee to include training and customer service queries

» Allow for administrative functions such as assigning roles, managing users and viewing student
activity ’

e Allow for administrative reports to be generated, such as on individual student activity and
aggregated data from school, district, region and state (based on permissions).

In the event that Other Funds and Federal Funds become no longer available, General Funds will not be
requested to fund this project. -

Respectfully submitted by,

W™

Frank Edelblut
Commissioner of Education

TOD Access: Retay NH 711 .
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
"www.nh.gov/doit

Denis Goulet
Commissioner

March 9, 2020

Frank Edetblut, Commissioner
Department of Education
State of New Hampshire

101 Pleasant Street

‘Concord, NH 03301

Dear Commissioner Edelblut:

‘ This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a Sole Source contract with Awato LLC, of New Ispwich,
NH (vendor Code 312756) as described below and referenced as Dol T No. 2020-053.

This is a request for approval is to enter into a contract to provide the State of New
Hampshire ninth grade students an online career assessment platform. Awato will provide
a propriety online platform for the first adaptive interest assessment that engages students
and assess 325 data points to provide career readiness guidance to students, This system
is needed in order to adhere to SB276: Career Readiness Drive to 65 Act.

The amount of the contract is not to exceed $1,100,000 and shall become effective upon
the date of Governor and Executive Council approval through June 30, 2024,

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval. _ g ~

Sincerely,

AN

M\

Denis Gc;lu et

DG/kaf/ck
‘DolT #2020-053

cc: Chris Hensel, IT LEAD

"Innovative Technologies Today for New Hampshire's Tomorrow"

DOIT Template 20200205 V1
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FORM NUMBER P-37 (verlion 12/11/2019)

E_qngg mwwdlofluuﬁuhﬂmhlhaﬂbcocmnpubhcuponmhmmontoﬁovanormd :
Execotive Couricil for approval. Any information that is private, confidential or proprictary must:
bechdyideunﬁedmthelmyuﬁlgmedmmwﬂungpﬂormsimg!hewmrm

AGREEMENT

The State ochw Hempshire and the Contractor hereby nmnmllyasrec as follows:
v GENERAL I’ROVISIONS :
. T."“I'D!N"_l'm"“" et e P e P gt e r L L TE e U S
1.1 State Agency Name ' . 12 StatcAgcncyAddn:s ’
Department of Education 21 South Fruit St, Suite 20
' : " { Concord, NHO3301 ~
1.3 Contractor Name 114 Contractor Address ~
Awato LLC . . 190 Old Wilton Road
: ‘ ‘New lpswich, NH 03071
T5 Coutractor Phone 1.6 Account Number 17 Completion Date TT8 Price Limitation
Number "See Exhibit C 6/30/2024 .| $1,100,000.00
603-769.-0563 : ' .
.9 Contracting Officer for State Agency 1.t0 Smte Agency Telcphone Number
Erlc Freuwinth . : 1603-271-3867
L1 Contnctocs AR BF] NamedettleofCommrS:gnmty
‘, Matthew Guruge, CEO
e 1275%11
1.13 Schgmcy Signature 1.14 Name and Title of State Agmcy&gna.tory
Frank Edelblut, Commissioner of Education

Date: 3'3.\"2‘3 '

15 Approval by the N.FL. Departaeat of Administration, Division of Persoancl (7 applicalie)
By . | - Director, On:
1 16 Apprwll by tbc Aftorney Submnce and Execution) (if applicable)
By On: "// / 20 .
HRISefree Doto
1.17 Approvil the Governor and Excoutive Council (‘fapplxcab!e)
G&C Mmg Date:
Page 1 of 4
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State”™), engages contractor identified in block 1.3
(“"Contractor”™) to perform, and the Contractor shall perform, the
work or sale of goods, or both, ideritified and more particularly
described in the attached EXHIBIT B which is incorporated
herein by reference (“Services”). '

1. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shall
become cffective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 {“Effective Date™).

3.2 If the Contractor commences the Services prior o the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the cvent that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specificd inblock 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agrecment to the
contrary, all obligations of the State hercunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or exccutive
action that reduces, eliminates or otherwise modifies the
_ appropriation or availability of funding for this Agreement and

the Scope for Services provided in EXHIBIT B, in whole or in -

part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or

terminate the Services-under this Agreement immediately upon’

giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5, CONTRACT PRICE/PRICE LIMITATION/

", PAYMENT.

5.1 The contract price, method of payment, and terms of payment
are identified and roore particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shail be the only and the complete
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compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or penmitted by N:H. RSA 80:7
through RSA B0:7-c or any other provision of law. '

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws, -
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon- the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the *
State or the United States issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws. .

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, 5ex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination. , "
6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purposc of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

" 7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personne! engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. - This
provision shall survive termaination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

Contractor Initials \J\ [7
Date X[26/20



8. EVENT OF DEFAULTIREMEDIES

8.] Any one or more of the following acts or omissions of the -

Contractor shall constitute an event of default hereunder (“Event
of Default"):

8.1.1 failure to pcrform the Services sansfactonly or on
schedule;

8.1.2 failure to submit any report required hereundcr andfor

* 8.L.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after gwmg the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of -

Default and suspending all payments to be made under this
.Agreement and ordering_that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of -

Default and set off against any other obligations the State may
owe to the Contractor 4ny damages the State suffers by reason of
any Event of Default;, and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate :the
Agreement and pursuc any of its remedies at law or in equity, or
both,

8.3. No failure by the State to enforce any provisions hereof afler
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
al] of the provisions hercof upon any further or othcr Event of
Default on the part of the Contractor.

9. TERMINATION. _

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising ils option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for
any reason other than the completion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting Officer, not later than fifteen {15) days after the date
of termination, a report (“Termination Report”) describing in
detail all Services performed, and the contract price eamed, 1o
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of early termination, develop and

submn to the State a Transmon Plan for services under the
Agreement. .

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION. ,

10,1 As used in this Agreement, the word “'data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of| this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial repreductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

14.2 All data and any property which has been n:cewed from
the State or purchased with funds provided for that purposc
under this Agreement, shell be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N H. RSA
chapter 91-A or other éxisting law. Disclosure of data requires -
prior written approval of the S!ate

11. CONTRACTOR’S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in ali respects
an independent contractor, and is neither an agent nor an
employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to .
bind the State or receive any benefits, workers” compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the Statc at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignment. “Change of Control” means (a) merger,

conselidation, or a transaction or series of related transactions in

which a third party, together with its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the .
voting shares or similar equity interests, ot combined voting
power of the Contractor, or (b) the sale of all or substantlally all
of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the
Coutractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agrecments and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. Unless otherwise excmpted by law,
the Contractor shall indemnify and hold harmiless the State, its

~officers and employees, from and against eny and alt claims,
~ liabilities and costs for any personal injury or property damages,

patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission ‘of the

Page 3 of 4
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. Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovercign
immunity of the Siate, which immunity is hereby reserved to the

State. This covenant in paragraph 13 shall survive the

termination of this Agreement.

14. INSURANCE.
14.1 The Contractor shall, at its solec expense, obtain and
continuously maintain in force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:
14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than $1,000,000 per cccurrence and $2,000,000 aggregate
or excess; and
14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall be
_on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of [nsurance, and
issued by insurers licensed in the State of New Hampshire.
14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Coniractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the c.xpiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference. -

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exemp!
from, the requircments of N.H. RSA chapter 281-A (“Workers’
Compensation”).

15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignec to sccure and maintain,
payment of Workers' Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agrecment. The Contractor shall furnish the Contracting Officer
. identified in block 1.9, or his or her successor, proof of Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be respomsible for payment of any Workers’
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in connection with the
performance of the Services under this Agreement.
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16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein. .

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
partics hereto and only after approval of such amendment,

- waiver or discharge by the Governor and Executive Council of

the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and constneed in accordance with the
laws of the State of New Hampshire, and is binding upon end
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express-their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thercof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A} shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to-confer any such benefit.

21. HEADINGS. . The headings throughout the Agrecment arc
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

'23. SEVERABILITY. In the cvent any of the proyisions of this

Agreement aré€ held by & court of competeat jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, counstitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof. |

. Mé
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i)epartme’nt of Education
Student Career Assessment Platform

DOE-2020-053.

PART 2- I.NFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS
The folloﬁhg general contracting terms and definitions apply except as specifically noted elsewhere in
this document.
Term ) Definition
Accentance Notice from the State that a Deliverable has satlsﬁcd
ceepianc Acceptance Test or Review. .
: An Acceptance Letter provides nouce from the. State
Acceplance Letter that a Deliverable has satisfied Acceptance Tests or
Review.,
. The timeframe during whlch the Acceptancc Test is
Acceptance Period
‘ _ performed.
The Acceptance Test Plan provided by the Vendor
- | and agreed to by the State that describes at a
Acceptance Test Plan minimum, the specific Acceptance process, criteria,
and Schedule for Deliverables.
Acceptance Test Tests performed to determine that no Defects exlst in

the application Software or the System.

Access Control

Supports the management of pemuss:ons for logging

| onto a computer or network. -

Agreement

A contract duly executed and legally binding.,

Appendix

Supplementary material that is collected and

appended at the back of a document.

Application Vulnerability Scan _

The inspection of the potential points of exploit on a
computer or network to identify security holes. A -
vulnerability scan detects and classifies system -
weaknesses in computers, networks and
communications equipment and predicts the
effectiveness of countermeasures.

Audit Trail Capture-and Analysis

Supports the identification and monitoring of
activities within an application or system.

Authorized Persons/Users

The Vendor’s employees, Contractors,
Subcontractors or other agents who need to access
the State’s Personal Data to enable the Contractor to
perform the Services required. '

State of NH Contmct

Date: 3/)¢( W
Contractor’ s lmtxals\n 0
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Department of Education -
Student Career Assessment Platform

DOE -2020-053 .
_PART2- INFORMATION TECHNOLOGY PROVISIONS

Best and Final Offer (BAFO)

For negotiated procurements, a Vendor's final offer
following the conclusion of discussions.

| Breach of Security or Breach

Unlawful and unauthorized acquisition of
unencrypted computerized Data that materially
compromises the security, confidentiality or integrity
of personal information maintained by a person or
commercial entity.

“Breach” means the loss of control, compromise,
unauthorized disclosure, unauthorized acquisition,
unauthorized access, or any similar term referring to
situations where persons other than authorized users
and for an other than authorized purpose have access
or potential access to personally identifiable
information, whether physical or electronic. Breach”
shall bave the same meaning as the term “Breach” in
section 164.402 of Title 45, Code of Federal
Regulations.

Certification

The Vendor's written declaration with full
supporting and written Documentation (including

| without limitation test results as applicable) that the

Vendor has completed development of the
Deliverable and certified its readiness for applicable
Acceptance Testing or Review.

Formal documentation prepared for a proposed
changed within the specifications or scope of work
requested by either party and approved by both
parties that becomes effective only when signed by.
an authorized representative of both parties.

End date for the Contract. (See Contract Agreement,
P-37 General Provisions, Block 1.7)

"Computer Security Incident” shall have the same
meaning “Computer Security Incident™ in section
two (2) of NIST Publication 800-61, Computer
Security Incident Handling Guide, Nationa! Institute
of Standards and Technology, U.S. Department of
Commerce,

o Change Request/Order or CR
\ .
Completion Date
Computer Security Incident
State of NH Contract
Date:

2
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Department of Education
Student Career ASsessme_nt Platform
DOE -2020-053

PART 2 —- INFORMATION TECENOLOGY PROVISIO.NS

Confidential Information_

Information required to be kept Confidential from |
unauthorized disclosure under the Contract.

Contract

This Agreement between the State of New
Hampshire and a2 Vendor, which creates binding -
obligations for each party to perform as specified in
the Contract Documents.

Contract Agreement

Part 1, 2, and 3. The documentation consisting of
both the General Provisions and the Exhibits which
represents the understanding and acceptance of the
reciprocal legal rights and duties of the parties with
respect to the Scope of Work.

Contract Conclusion

Refers to the conclusion of the Contract, for any

reason, including but not limited to, the successful

| Contract completion, termination for convenience, or

termination for default.

Contract Documents

Documents that comprise this

Contract Managers

The persons identified by the State and the Vendor

who shall be responsible for all contractual
authorization and administration of the Contract.
These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining
executive approvals, tracking costs and payments,
and representing the parties in all Contract
administrative activities,

Contract Price

The total, not to exceed amount to be paid by the
State to the Contractor for product and services
described in the Contract. Agreement. This amount

is listed in the General Provisions Section 1.8 (P-37).

" | Contractor

The Vendor and its employees, subcontractors,
agents and affiliates who are providing the services

- agreed to under the contract.

Contracted Vendor/Yendor

The Vendor whose proposal or quote was awarded
the Contract with the State and who is responsible
for the Services and Deliverables of the Contract.

A test to ensure that-a Data conversion process
correctly takes Data from a legacy system and

Conversion Test successfully converts it to a form that can be used by
the new System.
State of NH Contract
Date: [ i
Contractor’s Initials \‘{ G
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Department of Education
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Cure Period

The thirty (30) day period following written

" notification of a default within which a contracted

vendor must cure the default identified.

- Custom Code

Code developed by the Vendor specifically for thls
project for the State of New Hampshire.

Custom Software

Software developed by the Vendor specifically for
this Project for the State of New Hampshire.

Data

State’s records, files, forms, Data and other
documents or information, in either electronic or
paper form, that will be used /converted by the
Vendor during the Contract Term.

Data Breach

The unauthonized access by a non-authorized
persony/s that results in the use, disclosure or theft of
a the State’s uncncrypted non-public data.

Deficiencies/Defects

A failure, deficiency or defect in a Deliverable
resulting in a Deliverable, the Software, or the
System, not conforming to its Specifications.

Class A Deficiency — Software - Critical, does not
allow System to operate, no work around, demands
immediate action; Written Documentation - missing
significant portions of information or unintelligible
to State; Non Software - Services were inadequate
and require re-performance of the Service.

Class B Deficiency — Software - important, does not
stop operation and/or there is a work around and user
can perform tasks; Written Documentation - portions
of information are missing but not enough to make
the document unintelligible Non Software - Services
were deficient, require reworking, but do uot require
re-performance of the Service.

Class C Deficiency — Software - minimal, cosmetic
in nature, minimal effect on System, low priority
and/or user can use System; Written Documentation

| - minimal changes required and of minor editing

nature; Non Software - Services require only minor
reworking and do not requ:rc re-performance of the

| Service.

State of NI{ Contract
Date:
Contractot’s Initials M‘B
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Deliverable

A Deliverable is any Written, Software, or Non-
Software Deliverable (letter, report, manual, book,
other), provided by the Vendor to the State or under
the terms of a Contract requirement.

Department of Information Technology
(DolT)

The Departmeunt of Information Technology
established under RSA 21-R by the Legislature
effective September 5, 2008.

Documentation

All information that describes the installation,
operation, and use of the Software, either in pnnted
or electronic format.

| Digital Signature

Certification that guarantees the unaltered state of a
file, also known as “code signing,” :

Effective Date

' The Contract and all obligations of the parties

hereunder shall become effective on the date the

- Governor and the Executive Council of the State of

New Hampshire approves the Contract.

Encryption

- Supports the transformation of data for secumy

purposes.

Enhancements

Updates, additions, modifications to, and new
releases for the Software, and all changes to the
Documentation as a result of Enhancements,
including, but not limited to, Enhancements
prodiced by Change Orders.

Fully Loaded

Rates are inclusive of all allowable expenses,
including, but not limited to: meals, hotel/housing,
airfare, car rentals, car mileage, and out of pocket
expenses.

Govémor and Executive Council

The New Hampshire Governor and Executive
Council.

Identification and Authentication

Supports obtaining information about those parties
attempting to log on to 4 system or application for
security purposes and the validation of those users.

Implementation

The process for making the System fully operational
for processing the Data.

Implementation Plan

Sets forth the transition from development of the
System to full operation, and includes without
limitation, training, business and technical
procedures.

State of NH Contract

Date: ;[lﬁ/)ﬁ '

Contractor’s InitialsM 6

Page

6 of 4l




Department of Education

Student Career Assessment Platform

DOE -2020-053

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

[nformation Technology (IT)

Refers to the tools and processes used for the
gathering, storing, manipulating, transmitting,
sharing, and sensing of information including, but
not limited to, Data processing, computing,
information systems, telecommunications, and
various audio and video technologies.

Input Validation

Ensure that the values entered by users or provided

by other applications meets the size, type and format

expected. Protecting the application from cross site
scripting, SQL injection, buffer overflow, etc.

Intrusion- Dctec't_ion

Supports the detection of illegal entrance into a
computer system. ]

Invoking Party In a dispute, the party believing itself aggrieved.
. Personnel identified by the State and by the
Key Project Staff Contractor-as essential to work on the Project. -
Licensee The State of New Hampshire ‘
A contract executed by the State that does not restrict
. the State from seeking alternative sources for the
Non-public

Deliverables or Services provided under the

‘Contract.

Non-Public Information

Data,  other than personal data, that is not subject
to distribution to the public as public information. It
is deemed to be sensitive and confidential by the
State because it contains information that is exempt
by statute, ordinance or administrative rule from
access by the general public as public information.

Non-Software Deliverables

Deliverables that are not Software Deliverables or
Written Deliverables, e.g., meetings, help support,
services, other.

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m.
EST, Monday through Friday excluding State of
New Hampshire holidays. State holidays are: New
Year’s Day, Martin Luther King Day, President’s
Day, Memorial Day, July 4th, Labor Day, Veterans
Day, Thanksgiving Day, the day after Thanksgiving
Day, and Christmas Day. Specific dates will be
provided »

The State Contract Manager’s written direction to -

Notice to Proceed (NTP) the Vendor to begin work on the Contract on a given
date and time. ’
State of NH Contract
Date: P74 .
Contractor’s [nitialsm 5
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Open Data Formats

A data format based on an underlying Open
Standard.

Open Source Software

Software that guarantees the user unrestricted use of

the Software as defined in RSA 21-R:10 and RSA

21-R:11.

Open Standards

Specifications for the encoding and transfer of
computer data that is deﬁned in RSA 21-R:10 and
RSA 21-R:13.

Operating System

| System is fully functional, all Data has been loaded

into the Systemn, is available for use by the State in
its daily opcrations.

/s
Operational

The System is operating and fully functional, all
Data has been loaded; the System is available for use
by the State in its daily operations, and the State has
issued an Acceptance Letter.

Order of Precedence

The order in which Contract/Documents control in
the event of a conflict or ambiguity. A termor
condition in a document controls over a conflicting
or ambiguous term or condition in a document that is
lower in the Crder of Precedence.

Per‘sonal' Data

Data that includes information relating to a person
that identifies the person by name and has any of the
following personally identifiable information (P1l):
government-issued identification numbers {(e.g.,
Social Security, driver’s license, passport); financial
account information, including account number,
credit or debit card numnbers; or protected health
information (PHI) relating to a person.

Project

The ptanned undertaking regarding the entire subject
matter of an RFP and Contract and the activities of

- the parties related hereto.

Project Team

The group of State employees and contracted
Vendor’s personnel responsible for managing the
processes and mechanisms required such that the
Services are procured in accordance with the Work
Plan on time, on budget and to the required
specifications and quality.

Projcct-Managcment Plan

A document that describes the processes and
methodology to be employed by the Vendor to
ensure a successful Project.

State of NH Contract
Date:
Contractor s Initials M ()
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Project Managers

The persons identified who shall function as the
State’s and the Vendor's representative with regard
to Review and Acceptance of Contract Deliverables,
invoice sign off, and review and approval of Change
Requests (CR) utilizing the Change Control
Procedures (CCP).

Project Staff

State personne] assigned to work with the Vendor on
the Project.

Proposal

The submission from a Vendor in response to the
Request for a Proposal or Statement of Work.

Regression Test Plan

A plan integrated into the Work Plan used to
ascertain whether fixes to Defects have caused errors
elsewhere in the application/proccss

Review

The process of reviewing Dellverables for -
Acceptance,.

Review Period

The peniod set for review of a Delwerable If none is
specified, then the Review Period is five (5) business
days.

RFP (Request for Proposal)

A Request For Proposal solicits Proposals to satisfy
State functional requirements by supplying data
processing product and/or Service resources
according to specific terms and conditions.

Role/Privilege Management

:| Supports the granting of abilities to users or groups

of users of a computer, application or network.

Schedule

The dates described in the Work Plan for deadlines
for performance of Services and other Project events
and activities under the Contract.

Security Incident

The potentially unauthorized access by non-
authorized persons to personal data or fion-public
data the Contractor believes could reasonably result
in the use, disclosure or theft of a State’s
unencrypted personal data or non-public data within
the posscssmn or control of the Contractor. A

security mc:dent may or may not tumn into a data
breach.

State of NH Contract
Date:
Contractor’s Inmals m G
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Service Level Agreement (SLA)

A signed agreement between both the State and the
Contractor that is subject to the terms and conditions
in this document that unless otherwise agreed to
includes (1) the technical service level performance
promises, (i.e. metrics for performance and intervals
for measure), (2) description of service quality, (3)
tdentification of roles and responsibilities, (4)
security responsibilities and notice requirements, (5)
how disputes are discovered and addressed, and (6)
any remedies for performance failures.

Service.

The work or labor to be performed by the Vendor on
the Project as described in the Contract.

the Contractor

The vendor and its employees, subcontractors,
agents and affiliates who are providing the services
agreed to under the contract.

Software

All Software provided by the Vendor under the

.Contract.

Soﬁwarc-as-a-Sérvice (SaaS)

The capability provided to the State to use the
Contractor’s applications running on a cloud
infrastructure. The applications are accessible from
various client devices through a thin-client interface
such as a Web browser {e.g., Web-based email) ora
program interface. The State does not manage or
control the underlying cloud infrastructure inciuding
network, servers, operating systems, storage or even
individual application capabilities, with the possible
exception of limited user-specific application
configuration settings.

Software Deliverables

- Software and Enhancements

Software License

Licenses provided to the State under this Contract

Solution

The Solution consists of the total Solution, which
includes, without limitation, Software and Services,
addressing the requirements and terms of the
Contract Specifications. The off-the-shelf Software
and configured Software customized for the State
provided by the Vendor in response to this RFP.

State of NH Contract
Date:
Contractor’s malslﬂ G
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Specifications

The written provisions that set forth the requirements
which include, without limitation, this RFP, the
Proposal, the Contract, any performance standards,

{ Documentation, applicable State and federal policies,

laws and regulations, State technicat standards,
subsequent State-approved Deliverables, and other
Specifications and requirements described in the
Contract Documents, The Specifications are, by this
reference, made a part of the Contract as though
completely set forth herein,

State

STATE is defined as: -
State of New Hampshire
- Department of Education
21 South Fruit St, Suite 20
Concord, NH 03301

Reference to the term “State™ shall mclude
applicable agencies

Statement of Work (SOW)

A Statement of Work clearly defines the basic
requirements and objectives of a Project. The
Statement of Work also defines a high level view of
the architecture, performance and design
requirements, the roles and responsibilities of the
State and the Vendor., The Contract Agreement
SOW defines the results that the Vendor remains
responsible and accountable for achieving.

‘State’s Confidential Records

State’s information regardless of its form that is not
subject to public disclosure under applicable state
and federal laws and regulations, including but not .
limited to RSA Chapter 91-A.

State Data

For Saa$ applications means all data created or in
any way originating with the State, and all data that
is the output of computer processing of or other
electronic manipulation of any data that was created
by or in any way originated with the State, whether
such data or output is stored on the State’s hardware,
the Contractor’s hardware or exists in any system -
owned, maintained or otherwise controlled by the
State or by the Contractor.

| State Fiscal Year (SFY)

The New Hampshire State Fiscal Year extends from
July Ist through June 30th of the following calendar
year,

" State of NH Contract
Date: R | lé[ 2y
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State Identified Contact

The person or persons designated in writing by the
State to receive security incident or breach
notification.

State's Project Manager (PM)

State’s representative with regard to Project
management and technical matters. Agency Project

.| Managers are responsible for review and Acceptance

of specific Contract Deliverables, invoice sign off,
and Review and approval of a Change Proposa

(CP). :

A person, partnership, or company not in the
employment of, or owned by, the Vendor, which is

Subconm?tor performing Services under this Contract under a
separate Contract with or on behalf of the Vendor.
All Software, specified hardware, and interfaces and

System extensions, integrated and functioning together in
accordance with the Specifications.

TBD To Be Determined

Technical Authorization

Direction to a Vendor, which fills in details, clarifies,
interprets, or specifies technical requirements. It
must be: (1) consistent with Statement of Work
within statement of Services; (2) not constitute a new
assignment; and (3) not change the terms, documents
of specifications of the Contract Agreement.

I Test Plan

A plan, integrated-in the Work Plan, to verify the
code (new or changed) works to fulfill the
requirements of the Project. It may consist of a

timeline, a series of tests and test data, test scripts
and reports for the test results as well as a tracking
mechanism. :

T Period of the Contract from the Effective Date .

erm through termination.
o . Services and support provided when Contractor is
Trapsition Services supporting System changes.
UAT User Acceptance Test ‘
| Developers create their own test data and test.
Unit Test scenarios to verify the code they have created or

changed functions properly as defined.

State of NH Contract
Date: '3 [2¢/ W
Contractor’s Injtials
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User Acceptance Testing

Tests done by knowledgeable business users who are
familiar with the scope of the Project. They
create/develop test cases to confirm the System was
developed according to specific user requirements.
The test cases and scripts/scenarios should be
mapped to business requirements outlined in the user
requirements documents.

User Management

Supports the administration of computer, application

| and network accounts within an organization.

Vendor/ Contracted Vendor

The Vendor whose proposal or quote was awarded

- the Contract with the State and who is responsible

for the Services and Deliverables of the Contract,

Verification

Supports the confirmation of authority to enter a
computer systern, application or network.

Work Hours

Vendor personnel shall work normal business hours
between 8:00 am and 5:00 pm, eight (8) hour days,
forty (40) hour weeks, excluding State of New
Hampshire holidays. Changes to this schedule may
be made upon agreement with the State Project
Manager.

Work Plan

The overall plan of activities for the Project created
in accordance with the Contract. The plan and
delineation of tasks, activities and events to be
performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan
shall include a detailed description of the Schedule,
tasks/activities, Deliverables, critical events, task
dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables -

Non-Software written deliverable Documentation
(letter, report, manual, book, other) provided by the
Vendor either in paper or electronic format.

Remainder of this page intentionally left blank

" State of NH Contract
Date: "372 /20
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INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire
Department  of Education (“State™), and Awato a New Hampshire Corporation, (“Contractor”), having
its principal place of business at 190 Old Wilton Rd, New Ipswich, NH 03071.

NH SB276: Career Readiness Drive to 65 Act, requires all New Hzmpshire 9™ graders to complete
a career assessment. In support of this legislation, Awato will provxde a smgle platform to: _
® Assess students career interests
o Document school pathways to career readiness crcdentta_ls .
# Advise all entering high school students how to achieve a career ready credential -
upon graduation
e Record and track student progress toward a credential
o Showcase pathways to local employment and cducanon opportunities
highlighting ELO certified organizations
® Promote, manage, and track work based leaming opportunities including
pre-apprenticeships and apprenticeships ‘ '

RECITALS

Whereas the State desires to have the Contractor provide an online student career assessment tool per
SB276 , and associated Services for the State; :

Whereas the Contractor wishes to provide: a proprietary hosted online assessment tool customized to fit
- the needs of New Hampshire students to the State.

The parties therefore agree as follows:

1. CONTRACT DOCUMENTS

11 Contract Documents

This Contract Agreement 2020-053 is comprised of the following documents:
A. Part] - Form P-37 General Prows:on '
B. Part2- [nformatlon Technology Prov1s:ons
C. Part 3 - Exhibits

Exhibit A — Special Provisions
Exhibit 1 - DOE Contractor Obligations

State of NH Contract

Date: 3 /26 /2

Contractor’s Initials m [ ,
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L 4

Exhibit 2 - DOE Anti-Lobbying

Exhibit B - Scope of Services

Exhibit C — Price and Payment Schedule

Exhibit D — Administrative Services

Exhibit E — Implementation Services

Exhibit F - Testing Services - _

Exhibit G — Maintenance and Support Slervices

Exhibit H ~ Requirements

Exhibit I ~ Work Plan

Exhibit J - Software Agreement -

Exhibit K — Warranty and Warranty Services
Exhibit L ~ Training Services

Exhibit M — Agenc;/ RFP with Addendums, by reference
Exhibit N - Vendor Quiote, by refereﬁcc '
Exhibit O — Certificates and Attachments

12.  Order of Precedence

[n the event of conflict or ambi

the following Order of Precedence shall govern:

i
il.

iii.

P-37 Agrcément

053, including Parts 2 and 3.

State of New Hampshire, Department of Education Contract Agreement 2020-

Vendor Quote to Department of Education 2020-053 Student Career Assessment

Platform. .

2. CONTRACT TERM

2.1.  The Contract and all obligations of the parties hereunder shali become effective after full
execution by the parties, and the receipt of re
but not limited to, Governor and Executiv
approval (“Effective Date™).

"

State of NH Contract

Date: 3 ZZEI(J,U
Contractor’s Initials M- t
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22.

2.3
24.

2.5.

" The Contract shall begin on the Effective Date and extend through the date indicated in

Part 1, P-37 General Provisions - Block 1.7: Completion Date. The Term may be extended
up to Two (2) times, (“Extended Term”) at the sole option of the State, subject to the
parties prior written Agreement on applicable fees for each extended term, up to but not
beyond 06/30/2028 under the same terms and conditions, subject to approval of the
Governor and Executive Council.

The Coantractor shall commence work upon issuance of a Notice to Proceed by the State.

The State does not require the Contractor to commence work prior to the Effective Date;
however, if the Contractor commences work prior to the Effective Date and a Notice to
Proceed, such work shall be performed at the sole risk of the Contractor. In the event that
the Contract does not become effective, the State shall be under no obligation to pay the
Contractor for any costs incurred or Services performed; however, if the Contract becomes
effective, all costs incurred prior to the Effective Date shall be paid under the terms of the
Contract.

Time is of the essence in the performance of the Contractor’s obligation under the
Contract.

3. COMPENSATION

il

3.2.

Contract Price

The Contrect Price is identified in, Part 1, P-37 General Provisions - Block 1.8: Price
Limitation. Method of payment and terms of payment are identified and more particularly
described in Part 1, P-37 - Section 5. Contract Price/Price Limitation/Payment, and Part 3
~ Exhibit C: Price and Payment Schedule.

Non-Exclusive Contract

The State reserves the right, at its discretion, to retain other Vendors to provide any of the
Services or Deliverables identified under this procurement or make an award by item, part
or portion of an.item, group of items, or total Proposal. The Contractor shall not be
responsible for any delay, act, or omission of such other Contractors, except that the
Contractor shall be responsible for any delay, act, or omission of the other Vendors if such

“delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both the Contractor
and State personnel. The Contractor shall provide all necessary resources to perform its

State of NI Contract
Date: plyj
Contractor’s Initials
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obligations under the Contract The Contractor-shall be responsible for rnanag-mg the Project to
its successful completion.

4.1 Contractor’s Contract Manager

The Contractor shal) assign a Contract Manager who shall be responsible for all Contract
: authonzanon and administration. - The Contractor's Contract Manager is:

Matthew Guruge

190 Old Wilton Rd

New Ipswich, NH 03071
603-769-0563, matt@awato.org

4.2. Contractor’s Project Mana'ger

4.2.1.

4.2.2,

o 4.2.3.

The Contractor shail assign a Project Manager who meets the requirements of the
Contract. The Contractor’s selection of the Project Manager shall be subject to
the prior written approval of the State. The State's approval process may include,
without limitation, at the State’s discretion, review of the proposed Contractor’s
Project Manager’s resume, qualifications, references, and background checks,
and an interview. The State may require removal or reassngnmcnt of the
Contractor’s Project Manager who, in the sole judgment of the State, is found
unacceptable or is not performing to the State’s satisfaction..

The Contractor’s Project Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make
binding decisions under the Contract, and shall function as the Contractor's
representative for all administrative and management matters. The Contractor’s
Project Manager shall perform the duties required under the Contract, including,
but not limited to, those set forth in Part 3 — Exhibit I: Work Plan, Section 2:
Contractor Roles and Responsibilities. The Contractor’s Project Manager must be
available to promptly respond during normal Business Hours within two (2) hours
to inquiries from the State, and be at the site as needed. The Contractor’s Project
Manager must work diligently and use his/ her best efforts on the Project. )

The Contractor shall not change its assignment of the Contractor’s Project
Manager without providing the State written justification and obtaining the prior
written approval of the State. State approvals for replacement of the Contractor’s
Project Manager shall not be unreasonably withheld. The replacement Project
Manager shall have comparable or greater skills than of the Contractor’s Project

State of NH Contract
Date:” 3 (¢ 20
Contractor’s Initials M b
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4.3.

4.24.

4.2.5.

Manager being replaced; meet the requuements of the Contract; and be sub_)ect to
reference and background checks described above in. Part 2 — IT Provisions,

Section 4.2: Contract Project Manager and in Part 2 - IT Provisions, Section 4.6:

Reference and Background Checks, below. The Contractor shall assign a
replacement of the Contractor’s Project Manager within ten (10) business days of
the departure of the prior Contractor's Project Manager, and the Contractor shall
continue during the ten (10) business day peried to provide competent Project
management Services through the assignment of a qualified interim Project

Manager.

Notwithstanding any other prowswn of the Contract, the State shall have the
option, at its discretion, to terminate the Contract, declare the Contractor in
default and pursue its remedies at law and in equity, if the Contractor fails to

-assign a Contractor Project Manager meeting the requirements and terms of the

Contract.

Contractor Project Manager is:
Matthew Guruge -
190 Old Wilton Rd

New Ipswich; NH 03071
603-769-0563

' matt@awato.org

Contractor’s Key Project Staff

4.3.2.

43.1.

The Contractor shall assign Key Project Staff who meet the requirements of the
Contract, and can implement the Software Solution meeting the requirements set
forth in Exhibit H: System Requirements and Deliverables. ' The State may
conduct reference and background checks on the Contractor’s Key Project Staff.
The State reserves the right to require removal or reassignment of the Contractor’s
Key Project Staff who are found unacceptable to the State. Any background
checks shall be performed in accordance with Part 2 — IT Provisions, Section 4.6:
Background Checks.

The Contractor shall not change any of the Contractor’s Key Project Staff
commitments without providing the State written justification and obtaining the
prior written approval of the State. State approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Contractor's Key Pro;ect Staff shall have comparable or
greater skills than of the Contractor’s’ Key Project Staff being replaced; meet the

State of NH Contract

Date;
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4.3.3.

44. State Contract Manager

requirements of the Contract; including but not limited to the requirements set

" forth in Exhibit H: System Requirements and Deliverables and be subject to

reference and background checks described in Part 2 — IT Provisions, Section 4.6:
Reference and Background Checks.

Notwithstanding any other provision of the Contract to the contrary, the State
shall have the option to terminate the Contract, declare the Contractor in default
and to pursue its remedies at law and in equity, if the Contractor fails to assign
Key Project Staff meeting the requirements and terms of the Contract or if it is
dissatisfied with the Contractor's replacement Project staff.

4.3.3.1. The Contractor Key Project Staff shall consist of the following
individuals in the roles identified below:

Security lead: Connor Rhoads, 133 Nectaria Way Apt. 209
Manchester, NH 03109, connor@awato.org, 603-731-8727

Design lead: Tyler Hurst, 34 Fox Farm Road, New Ipswich, NH
03071 fyler@awato.org, 603-801-9995

Technology Lead: Jeremie Clark, 4A Mary Jo Lane, Derry, NH,
03038, jeremie@awato.org , 603-325-2777

The State shall assign a Contract Manager who shall function as the State’s representatjve
with regard to Contract administration. The State Contract Manager is:

Administrator, Bureau of Career Development

21 South Fruit St, Suite 20

Concord, NH 03301
603-271-3867

4.5. State Project Manager

4.5.1.

The State s;hall assign a Project Manager. The State Project Manager’s duties
shall include the foliowing: '

a. Leading the Project;
b. Engaging and managing all Contractors;

State of NH Contract
Date:
Contractor’s nitials}] (;
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4.52.

Managing significant issues and risks;
Reviewing and accepting Contract Deliverables;
Invoice sign-offs;

Review and approval of Change Request; and

L

Managing stakcholders’ concems.
The State Project Manager is:

Administrator, Bureau of Career Development
21 South Fruit St, Suite 20

Concord, NH 03301

603-271-3867.

4.6.  Reference and Background Checks

4.6.1.

4.6.2.

The Contractor shall conduct criminal background checks and not utilize any
staff, including Subcontractors, to fulfill the obligations of the Contract who have
been convicted of any crime of dishonesty, including but not limited to criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to | year is an authorized penalty. The Contractor shall
promote and maintain an awareness of the importance of securing the State’s
information among the Contractor’s employees and agents.

The State may, at its sole expense, conduct reference and background screening
of the Contractor Project Manager and the Contractor Key Project Staff. The
State shall maintain the Confidentiality of background screening results in
accordance with Part 2 — IT Provisions, Section 11: Use of State’s Information,
and Confidentiality.

5. DELIVERABLES

51. The Contractor’s Responsibilities

5.1.1.

The Contractor shall be solely responsible for meeting all requirements, and terms
and conditions specified in this Contract, regardiess of whether or not a
Subcontractor is used.

State of NH Contract
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5.2.

5.3.

54.

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

S.1.2. The Contractor may subcontract Services subject to the provisions of the
.Contract, including but not limited to, the termis and conditions in the Contract
Agreement. The Contractor must submit all information and documentation
relating to the Subcontractor, including terms and conditions consistent with this
Contract. The State will consider the Contractor to be wholly responsible for the
performance of the Contract and the sole point of contact with regard to all
contractual matters, including payment of any and all charges resulting from the
Contract.

Deliverables and Services

The Contractor shall provide the State with the Deliverables and Services in accordance
with the time frames in the Work Plan for this Contract, and as more particularly described
in Part 3 — Exhibit B: Scope of Services. Upon its submission of a Deliverable or Service,
the Contractor represents that it has performed its obligations under the Contract
associated with the Deliverable or Services.

.Non-Software and Written Deliverables Review énd Acceptancé

After receiving written Certification from the Contractor that a Non-Software or Written
Deliverable is, final, complete, and ready for Review, the State will Review the
Deliverable to determine whether it meets the Requirements outlined in Part 3 — Exhibit
B: Scope of Services. The State will notify the Contractor in writing of its Acceptance or
rejection of the Deliverable within five (5) business days of the State’s receipt of the
Contractor’s written Certification. If the State rejects the Deliverable, the State shall
notify the Contractor of the nature and class of the Deficiency and the Contractor shail
correct the Deficiency within the period identified in the Work Plan. If no period for the
Contractor’s correction of the Deliverable is identified, the Contractor shall correct the
Deficiency in the Deliverable within five (5) business days. Upon receipt of the corrected
Deliverable, the State shall have five (5) business-days to review the Deliverable and
notify the Contractor of its Acceptance or rejection thereof, with the option to extend the
- Review Period up to five (5) additional business days. If the Contractor fails to correct
the Deficiency within the allotted period of time, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the Deficiency is
corrected, or immediately terminate the Contract, declare the Contractor in default, and
pursue its remedies at Jaw and in equity.

Software Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in the Test Plan

'r ~and more particularly described in Part 3 - Exhibit F; Testing Services.

. State of Contract
Date:
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6. SOFTWARE

The Contractor shall provide the State with access to the Software Licenses and Documentation

set forth in the Contract, and particularly described in Part 3 — Exhibit J: Software Agreement. .

7. °~ SERVICES

The Contractor shall provide the Services required under the Contract Documents. All Services
shall meet, and be performed, in accordance with the Specifications.

7.1.

7.2.

- 713

74

1.5,

7.6.

Administrative Services

The Contractor shall provide the State with the administrative Services set forth in the
Contract, and particularly described in Part 3 ~ Exhibit D: Administrative Services.

Implementation Services

The Contractor shall provide the State with the Implementation Services set forth in the

Contract, and particularly described in Part 3 — Exhibit E: Implementation Services.
Testing Services

The Contractor shall perform testing Services for the State set forth in the Contract and
particularly described in Part 3 — Exhibit F: Testing Services.

Maintenance and Support Services

The Contractor shall provide the State with Maintenance and support Services for the
Software set forth in the Contract, and particularly described in Part 3 Exhibit G: System
Maintenance and Support.

Warfan_ty Services

The Contractor shall provide the State with warranty Services set forth in the Contract,
and particularly described in Part 3 — Exhibit K: Warranty & Warranty Services.

Training Services

The Contractor shall provide the State with training Services set forth in the Contract, and
particularly described in Part 3 — Exhibit L: Training Services.

State of NH Contract
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8. WORK PLAN DELIVERABLES

8.1.

8.2.

8.3.

8.4.

8.5.

8.6.

The Contractor shall provide the State with a Work Plan that shall include, wwthout- .
limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Part 3 — Exhibit I:
Work Plan. The Contractor shall update the Work Plan as necessary, no less than every
two weeks, to accurately reflect the status of the Project, including without limitation, the
Schedule, tasks, ‘Deliverables, major milestones, task dependencies, and payment -
Schedule. Any such updates to the Work Plan must be approved by the State, in writing,
prior to final incorporation into Part 3 — Exhibit I: Work Plan. The updated Part 3 —
Exhibit I: Work Plan, as approved by the State, is incorporated herein by reference.

Unless otherwise agreed in writing by the State, changes to the Part 3 — Exhibit I: Work
Plan shall not relieve the Contractor from liability to the State for damages resulting from
the Contractor’s failure to perform its obligations under the Contract, including, without
limitation, performance in accordance with the Schedule,

In the event of any delay in the Schedule, the Contractor must immediately notify the State
in writing, identifying the nature of the delay, i.e., specific actions or inactions of the
Contractor or the State causing the problem; its estimated duration period to
reconciliation; specific. actions that need to be taken to correct the problem; and the
expected Schedule impact on the Project.

In the event additional time is required by the Contractor tol correct Deficiencies, the
Schedule shall not change unless previously agreed in writing by the State, except that the
Schedule shall automatically-extend on a day-to-day basis to the extent that the delay does

" not result from the Contractor’s failure to fulfill its obligations under the Contract. To the

extent that the State’s execution of its major tasks takes longer than described in the Work
Plan, the Schedule shall automatically extend on a day-to-day basis

Notwithstanding anythmg to the contrary, the State shall have the option to terminate the
Contract for defadlt, at its discretion, if it is dlssatlsﬁed with the Vendor's Work Plan or

- elements within the Work Plan.

9. CHANGE ORDERS

9.1.

The State may make changes or revisions at any time by written Change Order. The State
originated changes or revisions shall be approved by the Department of Information
Technology. Within five (5) business days of the Contractor’s receipt of a Change Order,
the Contractor shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), the Schedule, or the Work Plan.

State 0 Contract -
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The Contractor may request a change within the scope of the Contract by written Change

. Order, identifying any impact on cost, the Schedule, or the Work Plan. The State shall

attempt to respond to the Contractor’s requested Change Order within five (5) business
days. The State Agency, as well as the Department of Information Technology, must
approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties'are unable to reach an Agreement in writing.

All Change Order requests from the Contractor to the State, and the State acceptancc of
the Contractor’s estimate .for a State requested change, will be acknowledged and
responded to, either acceptance or rejection, in writing. If accepted, the Change Order(s)
shall be subject to the Contract amendment process, as determined to apply by the State.

INTELLECTUAL PROPERTY

10.1.

10.2.

Software Title

10.1.1. Title, right, and interest (including alt ownership and intellectual property rights)
in the Software, and its associated Documentation, shall remain with the
Contractor. -

10.1.2. Upon successful completion and/or termination of the Implementation of the
Project, the Contractor shall own and hold all, title, and rights in any Software
modifications developed in connection with performance of obligations under the

"Contract, or modifications to the Contractor provided Software, and their
associated Documentation including any and all performance enhancing
operational plans and the Contractors’ special utilities. The Contractor shall
license back to the State the right to produce, publish, or otherwise use such -
software, source code, object code, modifications, reports, and Documentation
developed under the Contract only within the state of New Hampshire. .

10.1.3. Inno event shall the Vendor be precluded from developing for itself, or for others,
- materials that are competitive with, or similar to, Custom Software, modifications
developed in connection with performance of obligations under the Contract. In
addition, the Vendor shall be.free to use its general knowledge, skills, experience,

. and any other ideas, concepts, know-how, and techniques that-are acquired or

used in the course of its performance under this agreement.

States Data and Property

All rights, title and interest in State Data shall remain with the State. All data and any
property which has been received from the State or purchased with funds provided for that
purpose under this Agreement, shall be the property of the State, and shail be returned to -

State of NH Contract
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the State upon demand or upon termination of this Agreement for any reason. The -
Contractor shall not access State user accounts or State data, except:

a.
b.
Vc.
d.

in the course of Data center operations;
in response to service or technical issues;
as required by the express terms of this Contract; or

at the State’s written request.

10.3. Contractor’s Materials

10.3.1.

Subject to the provisions of this Contract, the Contractor may develop for itself,
or for others, materials that are competitive with, or similar to, the Deliverables.
In accordance with the provision of this Contract, the Contractor shall not
distribute any products containing or disclose any State Confidential [nformation.
The Contractor shall be free to use its general knowledge, skills and experience,

" and any ideas, concepts, know-how, and techniques that are acquired or used in

=~ 1032

the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential
Information by the Contractor employees or third party consultants engaged by
the Contractor, ‘

Without limiting the foregoing, the parties égre_e that- the general knowledge
referred to herein cannot include information or records not subject to public

 disclosure under New Hampshire RSA Chapter 91-A, which includes but is not

limited to the following: records of grand juries and petit juries; records of parole
and pardon boards; personal school records of pupils; records pertaining to
internal personnel practices, financial information, test questions, scoring keys
and other examination data use to administer a licensing examination,
examination for employment, or academic examination and personnel, medical, |
welfare, library use, video tape sale or rental, and other files containing personally
identifiable information that is private in nature.

10.4. State Website Copyright

WWW Copyright and Intellectual Property Rights

All right, title and interest in the State WWW site (NH.GOV, etc.), including copyright to
all Data and information, shall remain with the State. The State shall also retain all right,
title and interest in any user interfaces and computer instructions embedded within the

State of NH Contract
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10.5.

WWW pages. All WWW pagés and any _other Data or irifonnétion shall, where
applicable, display the State's copyright.

Survival

This Contract Agreement Part 2 — IT Provisions, Section 10: Intellecmal Property shall
survive the tcrrmnatlon of the Coniract.

11. USE OF STATE’S INFORMATION AND CONFIDENTIALITY

11.1.

11.2.

Use of State’s Information

In performing its obligations under the Contract, the Contractor may gain access to
information of the State, including State Confidential Information. “State Confidential
Information” shall include, but not be limited to, information exempted from public

- disclosure under New Hampshire RSA Chapter 91-A: Access to Public Records and

Meetings (see e.g. RSA Chapter 31-A: 5 Exemptions). The Contractor shall not use the
State Confidential Information developed or obtained during the performance of, or
acquired, or developed by reason of the Contract, except as directly connected to and
necessary for the Contractor’s performance under the Contract

State Confidential lnformation

11.2.1. The Contractor shall maintain the Confidentiality of and protect from
unauthorized use, disclosure, publication, and reproduction (collectively
“release™), ail State Confidential Information that becomes available to the
Contractor in connection with its performance under the Contract, regardless of
its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a. shall have otherwise become publicly available other than as a result of
disclosure by the receiving party in Breach hereof; -

b. was disclosed to the receiving party on 2 non-Confidéntial basis from a
source other than the disclosing party, which the receiving party believes
is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party;

State of NH Contract
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c. is develbped by the receiving party indépendently of, or was known by
the receiving party prior to, any disclosure of such information made by
the disclosing party; or

d. is disclosed with the written consent of the disclosing party. A receiving
-party also may disclose Confidential Information to the extent required
by an order of a court of competent jurisdiction.

11.2.3. Any disclosure of the State Confidential Information shall require the prior
- written approval of the State. The Contractor shall immediately notify the State if
any request, subpoena or other legal process is served -upon the Contractor
regarding the State Confidential Information, and the Contractor shall cooperate
with the State in any effort the State undertakes to contest the request, subpoena

‘'or other legal process, at no additional cost to the State.

11.2.4. In the event of the unauthorized release of State Confidential Information, the
Contractor shall immediately notify the State, and the State may immediately be
entitled to pursue any remedy at law and in equity, including, but not limited to,
injunctive relief.

Contractor. Confidential Information

Insofar as the Contractor seeks to maintain the Confidentiality of its Confidential or
proprietary information, the Contractor must clearly identify in writing all information it
claims to be Confidential or proprietary. Notwithstanding the foregoing, the State
acknowledges that the Contractor considers the Software and Documentation to be
Confidential Information. The Contractor acknowledges that the State is subject to State
and federal laws governing disclosure of information including, but not limited to, RSA
Chapter 91-A: Access to Government Records and Meetings. The State shall maintain

“the Confidentiality of the identified Confidential Information insofar as it is consistent

with applicable State and federal laws or regulations, including but not limited to, RSA
Chapter 91-A: Access to Govermment Records and Meetings. In the event the State
receives a request for-the information identified by the Contractor as Confidential, the
State shall notify the Contractor and specify the date the State will be releasing the
requésted information. At the request of the State, the Contractor shall cooperate and

‘assist the State with the collection and review of the Contractor’s information, at no

additional expense to the State. Any effort to prohibit or enjoin the release of the
information shall be the Contractor’'s sole responsibility and at the Contractor’s sole
expense. If the Contractor fails to obtain a court order enjoining the disclosure, the State
shall release the information on the date specified in the State’s notice to the Contractor,
without any liability to the Contractor,

State of NH Contract
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114.

Survival

This Contract Agreement — Part 2 IT Provisions, Section 11, Use of State’s Information,
and Confidentiality, shall survive termination or conclusion of the Contract.

12. LIMITIATION OF LIABILITY

12,1, State
Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State’s liability to the Contractor shall not exceed the
total Contract price set forth in Contract Agreemenl Part 1, P-37 General Provisions -
Block 1.8: Price Limitation. '

12.2. States Immunity
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunity is hereby reserved to the
State. This covenant shall survive termination or Contract Conclusion.

12.3. -Survival
This Contract Agreement Part 2 — IT Provisions, Section 12: Limitation of Liability shalil
survive termination or Contract Conclusion.

12.4. Contractor
Subject to applicable laws and regulations, the Contractor’s liability shall not exceed twicé
the total Contract price set forth in Contract Agreement — Part 1, P-37 General Provisions
- Block 1.8: Price Limitation.

State of NH Contract
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13. TERMINATION

13.1. Termination for Default

Any one or more of the following acts or omissions of the Contractor shall constitute an

Event of Default hereunder (“Event of Default™):

13.1.1.

Failure to perforni the Services satisfactorily or on Schedule;

Failure to submit any report required; and/or

Failure to perform any other covenant, term or condition of the Contract.

Upon the occurrence of any Event of Default, the State may take any one or more,
or all, of the following actions:

Unless otherwise provided in the Contract, the State shall provide the
Contractor written notice of default and require it to be remedied within,
in the absence of a greater or lesser specification of time, within thirty
(30) days from the date of notice, unless otherwise indicated within by
the State (“Cure Period™). If the Contractor fails to cure the default within

. the Cure Period, the State may terminate the Contract effective two (2)

days after giving the Contractor notice of termination, at its sole
discretion, treat the-Contract as Breached and pursue its remedies at law
or in equity or both.

Give the Contractor a written notice specifying the Event of Default and
suspending all payments to be made under the Contract and ordering that
the portion of the Contract price which would otherwise accrue to the
Contractor during the period from the date of such notice until such tirne
as the State determines that the Contractor has cured the Event of Default
shall never be paid to the Contractor. '

Set off against any other obligations the State may owe to the Contractor
any damages the State suffers by reason of any Event of Default.

Treat the Contract as Breached and pursue any of its remedies at law or
in equity, or both.

Procure Services that are the subject of the Contract from another source
and the Contractor shall -be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related to the

-, replacement of the Contract and procuring the Services from another

source, such as costs of competitive bidding, mailing, advertising,

State of NH Contract
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13.2.

13.3.

13.1.2.

applicable fees, charges or penalties, and staff time costs; all of .which
shall be subject to the limitations of liability set forth in the Contract.

The Contractor shall provide the State with written notice of default, and the State
shall cute the default within thirty (30) days.

Termination for Convenience

13.2.1.

13.2.2.

The State may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30) days written notice to the Contractor. In the event

-of a termination for convenience, the State shall pay the Contractor the agreed

upon price, if separately stated in this Contract, for Deliverables for which
Acceptance has been given by the State. Amounts for Services or Deliverables
provided prior to the date of termination for which no separate price is-stated
under the Contract shall be paid, in whole or in part, generally in accordance with
Contract Part 3 — Exhibit C: Price and Payment Schedule, of the Contract,

During the thirty (30) day period, the Contractor shall wind down and cease
Services as quickly -and efficiently as reasonably possible, without performing

- unnecessary Services or activities and by minimizing negative effects on the State

from such winding down and cessation of Services.

Termination for Conflict of Interest

13.3.1.

13.3.2.

The State may terminate the Contract by written notice if it determines that a
conflict of interest exists, including but not limited to, a violation by any of the

parties hereto of applicable laws regarding ethics in public acquisitions and

procurement and performance of Contracts.

13.3.1.1.  In such case, the State shall be entitled to a pro-rated refund of any
) current development, support, and maintenance costs. The State shall
pay all other Contracted payments that would have become due and
payable if the Contractor did not know, or reasonably did not know,
of the confhct of interest.

In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the State shall be entitled to pursue the same remedies against
the Contractor as it could pursue in the event of a default of the Contract by the
Contractor.

. State of NH Cp/@tract
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13.4.

134.1.

13.4.2.

Termination Procedure

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require the Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by the
State, the Contractor shall:

a. The State shall be entitied to any post-termination assistance generally
made available with respect to the Service, unless a unique Data retrieval
arrangement has been established as part of the SLA;

b. Stop work under the Contract on the date, and to the extent specified, in
the notice;
c. Promptly, but in.no event longer than thirty (30) days after termination,

terminate its orders and subcontracts related to the work which has been
terminated and settle all outstanding liabilities and all claims arising out
of such termination of orders and subcontracts, with the approval or
ratification of the State to the extent required, which approval or
ratification shall be final for the purpose of this Section;

d. Take such action as the State directs, or as’ necessary to preserve and

protect the property related to the Contract which is in the possession of
the Contractor and in which the State has an interest;

e During any period of Service suspension or termination, the Contractor

shall not take any action to intentionally erase any State Data for a period
of;

i. 10 days after the Effective Date of termination, if the
termination is in accordance with the Contract period.
ii. 30 days after the Effective Date of termination, if the
- termination is for convenience.
jifi. 60 days after the Effective Date of termination, if the
termination is for cause.

f. Transfer title to the State and deliver in the manner, at the times, and to

the extent directed by the State, any property which is réquired to be

furnished to the State and which has been accepted or requested by the
State;

State of Conﬁnct
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Provide written Certification to the State that the Contractor has
surrendered to the State all said property; and

Assist in Transition Services, as reasonably requested by the State at no
additional cost. .

13.4.3. After such period, the Contractor shall have no obligation to maintain or provide
any State Data and shall thercafier, unless legally prohibited, delete all State Data
in its Systems or otherwise in its possession or under its control:

13.5. Survival

Transfer title to the State and deliver in the manner, at the times, and to
the extent directed by the State, any property which is required to be
furnished to the State and which has been accepted or requested by the
State

The Contractor shall implement an orderly reuun of State Data in a CSV
or another mutually agreeable format at a time agreed to by the parties
and the subsequent secure disposal of State Data; . e

The Contractor shall securely dispose of all requested Data in all of its
forms, such as disk, CD/ DVD, backup tape and paper, when requested
by the Siate. .Data shall be permanently deleted .and shall not be
recoverable, according to National Institute of Standards and Technology
(NIST)-approved methods. Certificates of destrucnon shall be provided
to the State; and ‘

Provide written Certification to the State tbat the Contractor has
surrendered to the State all said property.

This Contract Agreement ~ Part 2 — [T Provisions, Section 13: Termination shall survive
termination or Contract Conclusion.

14. CHANGE OF OWNERSHIP

In the event that the Contractor should change ownership for any reason whatsoever, the State
shall have the option of continuing under the Contract with the Contractor, its successors or assigns
for the full remaining term of the Contract; continuing under the Contract with the Contractor, its
successors or assigns for such period of time as determined necessary.by the State; or munedlately
terminate the Contract without liability to the Contractor, its successors or assigns.

State of NH Conlmct .
Date: 1[,25 Zl 4
Contractor’s Initials M 6

- Page 320f41



Department of Education
" Student Career Assessment Platform
DOE-2020-053

PART 2 — INFORMATION TECHNOLOGY PROVISIONS

15.  ASSIGNMENT, DELEGATION, AND SUBCONTRACTS

15.1.

15.2.

15.3.

The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the State.

~ Such consent shall not be unreasonably withheld. Any attempted transfer, assignment,

delegation, or other transfer made without the State’s prior written consent shall be null

. and void, and maj constitute an Event of Default at the sole discretion of the State,

The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, Subcontractors, or other transferees (“Assigns™) are used,
unless otherwise agreed to in writing by the State, and the Assigns fully assumes in writing
any and all obligations and liabilities under the Contract from the Effective Date. In the
absence of a written assumption of full obligations and liabilities of the Contract, any
permitted assignment, delegation, subcontract, or other transfer shall neither relieve the
Contractor of any of its obligations under the Contract nor affect any remedies available
1o the State against the Contractor that may arise from any Event of Default of the
provisions of the Contract. The State shall consider the Contractor to be the sole point of
contact with regard to all Contractual matters including payment of any and all charges
resulting from the Contract,

Notwithstanding the foregoing, nothing herein shall prohibit the Contractor from
assigning the Contract to the successor of all or substantially all of the assets or business
of the Contractor provided that the successor fully assumes in writing all obligations and
responsibilitics under the Contract. In the event that the Contractor should change
ownership, as permitted under Part 2 — IT Provisions, Section 14: Change of Ownership,
the State shall have the option to continue under the Contract with the Contractor, its
successors or assigns for the full remaiping term of the Contract; continue under the

. Contract with the Contractor, its successors or assigns for such period of time as

determined necessary by the State; or meedlately terrmnatmg the Contract without
llablllty to the Contractor, its successors or assigns.

16.  DISPUTE RESOLUTION

16.1.

16.2.

Prior to the filing of any formal proceedings with respect to a dispute (other than an action
seeking injunctive relief with respect to inteilectual property rights or Confidential
Information), the party believing itself aggrieved (the “lnvoking Party™) shall call for
progressive management involvement in the dispute negotiation by written notice to the

other party. Such notice shall be without prejudice to the Invoking Party’s right to any
other remedy permitted under the Contract.

The parties shall use reasonable efforts to arrange personal meetings and/or telephone
conferences as needed, at mutually convenient times and places, between negotiators for

State of NH Contract
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the parties at the following successive management levels, each of which shall have a
period of allotted time as specified below in which to attempt to resolve the dispute:

16.3. The aliotted time for the first level negotiations shall begin on the date the Invoking
Party’s notice is received by the other party. Subsequent allotted time is days from the
date that the original Invokmg Party’s notice is received by the other party.

el

TABLE 16: Dispute Resolution Responsibility and Schedule Table

CONTRACTOR STATE CUMULATIVE

LEVEL | pOINT OF CONTACT | POINT OF CONTACT | ALLOTED TIME

Administrator, Bureau of

| Primary | Matthew Guruge Catees Development Five (5) Business Days
First - | Tyler Hurst g::;::' Division of Leamer Ten (10) Business Days
. Commissioner, Dcpartmem of | Fifteen (15) Business

Second Jeremie Clark Education Days

17. DOIT GENERAL TERMS AND CONDITIONS

171 Computer Use

~ In consideration for receiving access to and use of the computer facilities, network,
licensed or developed Software, Software maintained or operated by any of the State
entities, Systems, equipment, Documentation, information, reports, or Data of any kind
(hereinafter “Information”), the Contractor understands and agrees to the following rules: .

a. Every Authorized User has the responsibilit‘y‘ to assure the protection of
information from unauthorized access, misuse, theft, damage destruction,
modification, or disclosure.

b.  That information shall be used solely for conducting official State business, and
ail other use or access is strictly forbidden including, but not limited to, personal,
or other private and non-State use and that at no time shall the Contractor access
or attempt to access any information without having the express authority to do so.

¢.  That at no time shall the Contractor access or attempt to access any information in
a manner inconsistent with the approved policies, procedures, and /or Agreements
relating to System entry/access. :

State of Contmct
Date:
Contractor’s Ualsm Iz
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18.

17.2.

17.3.

d.  That all Software Licensed, developed, or being evaluated by the State cannot be
copied, shared, distributed, sub-licensed, modified, reverse engineered, rented, or
sold, and that atall times the Contractor must use utmost care to protect and keep
such Software strictly Confidential in accordance with the license or any other
Agreement executed by the State. Only equipment or Software owned, licensed,
or being evaluated by the State, can be used by the Contractor. Personal Software

{including but not limited to palmtop sync Software) shall not be installed on any
equipment. '

e.  That if the Contractor is found to be in violation of any.of the above-stated rules,
: the User may face removal from the State Contract, and/or crimina! or civil
prosecution, if the act constitutes a violation of law,

. Email Use .

Mail and other electronic communication messaging Systems are ¢ State of New Hampshire
property and are to be used for business purposes only. Email is defined as “internal Email
Systems™ or “State-funded Email Systems”. The Contractor understand and agree that.
use of email shall follow State standard policy (available upon request).

Internet/Intranet Use

* . The Internet/Intranet is to be used for access to and distribution of information in direct

174,

support of the business of the State of New Hampshlre according to State standard policy
(avmlable upon request).

Regulatory Government Approvals

The Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

GENERAL CONTRACT REQUIREMENTS
- 18.1. Insurance certificate
The Insurance Certificate should note the Certificate Holder in the lower left hand block
including State of New Hampshire, Department Name, and name of the individual
responsible for the funding of the Contracts and his/her address. .
State of NH Contract )
Date: iﬂﬂb 306/ 20/
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18.2. Exhibits-

The Exhibits referred to, in and attached to the Contract are incorporated by reference as
if fully included in the text. '

18.3. Venue and Jurisdiction

Any action on the Contract may only be brought in the State of New Hampshire,
-‘Merrimack County Superior Court.

18.4. Survival

The terms, conditions and Warranties contained in the Contract that by their context are
intended to survive the completion of the performance, cancellation or termination of the
Contract shall so survive, including, but not limited to, the terms of Part 1, P-37 General
Provisions — Section 7: Personnel; Part 1, P-37 General Provisions — Section 13:
Indemnification; Part 2 - IT Requirements, Section 10: Intellectual Property; Part 2 — [T
Requirements, Section 11: Use of State’s Information and Confidentiality; Part 2 —
Requirements, Section 12: Limitation of Liability; Part 2 — IT Requirements, Section 13
Termination; and Part 3 — Exhibit K: Section 2: Warranty Period which shall all survive
the termination of the Contract. .

18.,5. [Force Majeure

18.5.1. Neither the Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such party and without
fault or negligence of such party. Such events shall include, but not be limited to,
acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of

Govemment, fire, power failures, nuclear accidents, earthquakes, and unusually
severe weather.

" 18.5.2. Except in the event of the foregoing, Force Majeure events shall not include the
Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract.

18.6. Notices

Any notice by a party hereto to the other party shall be deemed to have been duly delivered
or given at the time of mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the following addresses.

State of ontract
Date: 2C
Contractor's ialsM 6
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TABLE 18.6: Notices

CONTRACTOR ' STATE
POINT OF CONTACT POINT OF CONTACT
Matthew Guruge Admin-isu-ator, Bureau of Career Development
190 Old Wilton Rd . 21 South Fruit St, Suite 20
New Ipswich, NH 03071 Concord, NH 03301

603-769-0563

603-271-3867

mati@awato,org

19.  DATA PROTECTION

19.1. Data Protection

Protection of personal privacy and Data shall be an integral part of the business activities

of the Contractor to ensure there is no inappropriate or unauthorized use of State
- information at any time. To this end, the Contractor shall safeguard the Confidentiality,

integrity and availability of State information and comply with the following conditions:

The Contractor shall implement and maintain appropriate administrative, technical
and organizational security measures to safeguard against unauthorized access,
disclosure or theft of Personal Data and Non-Public Data. Such security measures
shall be in accordance with recognized mdustry practice and not less stringent than -

, the measures the Contractor applies to its own Personal Data and Non-Public Data

of similar kind.

All Data obtained by the Contractor in the performance of this Contract shal}
become and all Personal Data shall be encrypted at rest and in transit with
coatrolled access. Unless otherwise stipulated, the Contractor is responsible for
Encryption of the Personal Data.

Uniless otherwise stipulated, the Contractor shall encrypt all Non-Public Data at
rest and in transit. The State shall identify Data it deems as Non-Public Data to the
Contractor. The level of protection and Encryption for all Non-Public Data shall
be identified and made a part of this Contract.

At no time shall any Data or processes — that either belong to or are intended for
the use of the State or its officers, agents or employees — be copied, disclosed or

State of ntract
Date:
Conmmr's lnitial{ﬂ 6
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19.2.

19.3.

retained by the Contractor or any party related to the Contractor for subsequent use -
in any transaction that does not include the State. -

e. ' The Contractor shall not use any information collected in connection with the
Service issued from this Proposal for any purpose other than fulfilling the Service.

Data Location

The Contractor shall provide its Services to the State and its end users solely from data
centers within the Continental United States. All storage, processing and transmission of
State data shall be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or sub-contractors to store State
data on portable devices, including personal computers, except as specified and atlowed
by the contract, and then only on devices that are used and kept at its data centers within
the Continental United States. The Contractor shall permit its personnel and Contractors
to access State data remotely only to provide technical support and as specified or required

“by the contract.

Security Incident or Data Breach

The Contractor shall inform the State of any Security Incident or Data Breach in
accordance with NH RSA Chaoter 359-C:20Q: Notice of Security Breach.

a. Incident Response: the Contractor may need to communicate with outside parties
" regarding a Security Incident, which may.include contacting law enforcement,
fielding media inquiries and seeking external expertise as mutually agreed upon,
defined by law or contained in the Contract. Discussing Security Incidents with the
State should be handled on an urgent as-needed basis, as part of the Contractor
communication and mitigation processes as mutually agreed upon, deﬁned by law

or contained in the Contract. - »

b.  Security Incident Reporting chumemcuts the Contractor shall report'a Security
Incident to the appropriate State Identified Contact immediately if it rcasonably
believes there has been a security incident.

c.  Breach Reporting Requlremcnts If the Contractor has actual knowledge of a
confirmed Data Breach that affects the security of any State content that is subject
to applicable Data Breach notification law, the Contractor shall (1) promptly notify
the appropriate State Identified Contact within 24 hours or sooner, unless shorter
time is required by applicable law, and (2) take commercially reasonable measures
to address the Data Breach in a timely manner.

State of NH.Contract
Date:

Contractor's Initials m G
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194,

Breach Responsibilities

This section only applies when a Data Breach occurs with respect to personal Data within
the possession or control of the Contractor.

19.4.1.

19.4.2.

19.4.3.

The Contractor, unless sﬁpulated otherwise, shall im.mediétely notify the

appropriate State Identified Contact by telephone in accordance with the agreed

upon security plan or security procedures if it reasanably believes there has been
a Security Incident.

The Contractor, unless stipulated otherwise, shall promptly notify the appropriate
State Identified Contact within 24 hours or sooner by telephone, unless shorter
time is required by applicable law, if it confirms that there is, or reasonably

believes that there has been a Data Breach. the Contractor shall:

a.  cooperate with the State as reasonably requested by the State to
investigate and resolve.the Data Breach,

b.  promptly 1mplement necessary remedial measures, in necessary, and

¢.  document responsive  actions taken related to the Data Breach,
_including any post-incident Review of events and actions taken to make
changes in business practices in providing the Service, if necessary.

Unless otherwise stipulated, if a Data Breach is a direct result of the Contractor’s

Breach of its Contract obligation to encrypt Personal Data or otherwise prevent
its reiease the Contractor shall bear the costs associated with:

a.  The investigation and resolution of the Data Breach;
, b, Notifications to individuals, regulators or others required by State law;
¢ A credit monitoring Service required by State (or federal) law;

d. A website or a toll-frec number and call center for affected individuals .
required by State law — all not to exceed the average per record per
person cost calculated for Data Breaches in the United States (currently
$201 per record/person) in the most recent Cost of Data Breach Study:

Global Analysis published by the Ponemon Institute at the time of the
Data Breach; and

e. Complete all corrective actions as reasonably determined by the
Contractor based on root cause; all [{a.) through (d.)] subject to this
Contract’s limitation of liability.

State of N'H ntract

Date
'Contractor s Initials
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19.5.

19.6.

19.7.

19.8.

199,

‘Data Center Audit

Notification of Legal Requests

The Contractor shall contact the State upon receipt of any electronic discovery, litigation
holds, discovery searches and expert testimonies related to the State’s Data under this
Contract, or which in any way might reasonably require access to the Data of the State.
The Contractor shall not respond to subpoenas, Service of process and other legal requests
related to the State without first notifying the State, unless'prohibiicd by law from
providing such notice.

Access to Security Logs and Reports

The Contractor shall provide reports to the State in a format as agreed to by both the
Centractor and the State. Reports shall include latency statistics, user access, user access
[P address, user access history and security logs for all State files related to this Contract.

Contract Audit

The Contractor shall allow the State to audit conformance to the Contract terms. The State

* may perform this audit or Contract with a third party at its discretion and at the State’s

expense.

(

- The Contractor shall perform an independent audit of its Data centers at least annually at

its expense, and provide a redacted version of the audit report upon request. The
Contractor may remove its proprietary information from the redacted version. A Service
Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level

. of a third-party audit.

Advance Notice_

The Contractor shall give advance notice to the State of any upgrades (e.g., major
upgrades, minor upgrades, System changes) that may impact Service availability and

- performance. A major upgrade is a replacemnent of hardware, Software or firmware with

a newer or better version in order to bring the System up to date or to improve its
characteristics. It usually includes a new version number.

State of NH Contract

Date:
Contractor’s Initials M ¢
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19.10.

19.11.

19.12,

19.13.

Security

The Contractor shall disclose its non-proprietary. security processes and technical
limitations to the State such that adequate protection and flexibility can be attained -

. between the State and the Contractor. For example: virus checking and port sniffing —
the State and the Contractor shall understand each other’s roles and responsibilities.

Non-Disclosure and Separation of Duties

The Contractor shail enforce éeparation of job duties, require commercially reasonable
non-disclosure Agreements, and limit staff knowledge of State Data to that which is
absolutely necessary to perform job duties.

: Rmponsiﬁﬁes and Uptime Guarantee

The Contractor shall bc responsible for the acquisition and operation of all hardware,
Software and network support related to the Services being provided. The technical and

professional activities required for establishing, managing and maintaining the

environments are the responsibilities of the Contractor. The System shall be available

24/7{365 (with agreed -upon maintenance downtime), and provide Service to customers as
defined in the SLA.

Right to Remove Individuals

The State shall have the right at any time to require that the Contractor remove from
interaction with State any the Contractor representative who the State believes is
detrimental to its working relationship with the Contractor. The State shall provide the
Contractor with notice of its determination, and the reasons it requests the removal. If the
State signifies that a potential security violation exists with respect to the request, the
Contractor shall immediately remove such individual. The Contractor shall not assign the
person to any aspect of the Contract or future work orders without the State’s consent.

Remainder of this page intentionally left blank
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EXHIBIT A — SPECIAL PROVISIONS

1. SPECIAL PROVISIONS
Additional DOE Exhibits 1 and 2

Remainder of this page intentionally left blank
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- EXHIBIT1
Conftractor Obligations

Contracts in excess of the simplified acquisition threshold [currently set at $250,000) must address
administrative, confractual, or lega! remedies in instances where the coniractors violate or
breach contract terms, and provide for such sanctions and penalties as appropriate. Reference
2CFR. § 200.326 and 2 C.F.R. 200, Appendix I, requrred confract clauses.

The contrcctor ccknowledges that 31 US.C. Chap. 38 [Administrative Remedies for False Claims
and Statements) applies to the contractor's actions pertaining to this contract.

The Contractor, certifies ond affims the truthfulness and accuracy of each statement of its
certification and disctosure, if any. In addition, the Contractor understands and agrees that the
provisions of 31 U.S.C. § 3801 et seq.. apply to this certification and disclosure, if any.

Breach
A breach of the controct clauses above may be grounds for termrnchon of the contract, and
for debarment as a contractor and subcontractor as provided in 29 C.F.R. § 5.12.

Fraud and False Statements

The Contractor understands that, if the proleci which is the subject of this Contract is finonced in
whole or in part by federal funds, that if the undersigned, the company that the Controctor
represents, or any employee or agent thereof. knowingly makes any false statement,
- representation, report or claim as to the character. quality, quantity, or cost of material used or
to be used. or quantity or qudlity work performed or to be performed. or makes any folse-
statement or representotion of a material fact in any statement, cerificate, or report, the
Contractor and any company that the Contractor represenfs may be subject t¢ prosecution
under the provision of 18 USC §1001 and §1020.

Environmental Protection :
{This clause is applicable it this Contract exceeds $150.000. It applies to Federal-qid contracts
only.)

The Contractor is required to comply with all cpplicable standards, orders or requirements issued
under Section 306 of the Clean Air Act (42 U.5.C. 1857 (h). Section 508 of the Clean Water Act
(33 U.S.C. 1348), Executive Order 11738, and Environmental Protection Agency (EPA) regulations
{40 CFR Part 15} which prohibit the use under non-exempt Federal contracts, grants or loans of
facilities included on the EPA List of Violating Facilities. Violations shall be repoﬁed to the FHWA .
_and to the U.S. EPA Assistant Administrator for Enforcement.

Procuremenl of Recovered Materlals ' -
In accordance with Section 6002 of the Solid Waste DISpOSCl| Act (42 US.C. § 6962) State
agencies and agencies of a political subdivision of a state that are using appropriated Federal
funds for procurement must procure items designated in guidelines of the Environmental
Protection Agency (EPA) at 40 CFR 247 that contain the highest percentage of recovered
materials praclicable, consistent with maintgining a satisfactory level of competition, where the
purchase price of the item exceeds $10.000 or the value of the quantity acquired in the
preceding fiscal year exceeded $10,000; must procure solid waste management services in a
manner that maximizes. energy and resource recovery. and must have established an

offirmative procurement program for procurement of recovered matericls identified in the EPA
guidelines.

Confractor lmrralsM 6
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Exhibit 2 -

Anfi-Lobbying -

.The Contractor agrees to comply with the provisions of Section 319 of Public Law 101-121,
Govemment wide Guidance for New Restrictions on Lobbying, and 31 US.C. 1352, and
further agrees to have the Contractor's representative, execute the following Certification:

The Contractor certifi es, by signing and Smelﬂtng this contract, to the best of his/her knowledge
and belief, that: .

a. No federal appropriated funds have been poid or shall be paid. by or on behalf of the'
undersigned, to any person for influencing or ottempting to influence ony officer or.
"employee of any State or Federal Agency., o Member of Congress, an officer or
employee of Congress. or an employee of a member of Congress in connection with the
awarding of any Federal contract, the making of any federal grant, the moking of any
federal loan, the enlering into any cooperative agreement, and the extension,
" continuation, renewal amendment, or modification of any Federal contract grant, loan,
or cooperative agreement,

b. . ¥ any funds other than federally appropriated funds have been paid or shall be poid to .
any ‘person for influencing or allempting to influence an officer or employee of any
Federal Agency. o Member of Congress, and officer or employee of Congress, or an
employee of a Member of Congress in connection with this Federal contract, grant,
loan, or cooperative ogreement, the undersigned shall complete and “submit the

. "Disclosure of Lobbying Activities” form in accordance with its instructions

(http/ fwww whitehouse gov/omb/argnts/stillin pdf).

c. This certification is o material representation of fact upon which reliance was placed
when this transaction was made or entered into. Submission of this certification is a
prerequisite for making and entering into this transaction imposed by Section 1352, Title
31 and US. Code. Any person who fails to file the required cerification shall be subject to
a civil penalty of not less than %10, 000 and not more than $100,000 for each such failure.

d. The Confrccfor also agrees, by signing this contract that it shall require that the language
of this certification be included in subcontracts with all Sub-Contractor(s) and lower-tier
Sub-Contractors which exceed $100,000 and that all such Sub-Contrcctors and lower-tier

. Sub-Contractors shall certify and disclose cccordlng!y

a. The DOE shall keep the firm's certification on file as part of its original contract. The,
Contractor shall keep individual certifications from all Sub-Contractors and lower-tier Sub-
Contractors on file. Certification shall be retained tor three (3) years following completion
and acceptance of any given project.

LConftractor Initials M/
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SB276 requires all incoming 9th graders to complete a career assessment. In order to meet the
requirements of this legislation, the Department of Education, Bureau of Career Development will provide

an onlin

e student career assessment platform to New Hampshire schools.

This goal of the online platform is to meet the requirements of SB276 by providing a means through which
New Hampshire studcnts may take an assessment to assist in identifying career interests.

The gen

eral scope of the project is to provide an online hosted platform which will:

® Assess students career interests

® Document schoo! pathways to career readiness credentials

o Advise all entering high school students how to achieve a career ready credential
upon graduation

e Record and track student progress toward a credential

» Showcase pathways to local employment and education opportunities
highlighting ELO certified organizations

e Promote, manage, and track work based learning opportunities including pre-apprenticeships
and apprenticeships

STATEMENT OF WORK

Awato will provide its adaptive carcer assessment platform that enables students to type in three '
activities they do for fun and select two educational preferences. It then asks users questions about
their activities and educational preferences, learning from their responses, which prompts
appropriate follow up questions. Based on assessment results students will be matched with career
and education pathways.

Awato will map New Hampshire's educational opportunities to career paths.including extended
leamning opportunities, apprenticeships work based leaming opportunities, Career Technical
Education programs, running start programs, dual enrollment programs, the New Hampshire

. Career Academy, professional credentials, certificates and dcgrees

[

Students will be able to change their career goals, edit their pathways or retake the assessments
for new matches. Awato will show students’ progress toward their credentials and goals and
enable schools to append the progress to student’s transcripts.

Awato will provide a single location for organizations to post apprenticeships and pre-

appreanticeships, work based learning opportunities and employment opportunities. Students with

related career goals will be recommended appropriate opportunities. Students will be able to apply

State of NH Contracl-2020-053

Date: _3{) {2¢
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EXHIBIT B - SCOPE OF SERVICES

for those opportunities. They will also be able to track and manage their different obportunities.
Organizations will be able to register their opportunities within Awato.

1.1.

General Project Assumptions

The Contractor will provide project tracking tools and templates to record and manage
issues, risks, Change Requests, requirements, decision sheets, and other documents

. used in the management and tracking of the Project. The State of New Hampshire and
- the Contractor’s Project Managers will review these taols and templates and determine

which ones will be used for the Project. Training on these tools and templates will be
conducted at the start of each phase in wh;ch they will be used.

Prior to the commencement of work on Non-Software dand Written Dciwerablcs the
Contractor shall provide to the State a template; table of contents, or agenda for Rc\ncw
and prior approval by the State.

.. The Contractor shall ensure that appropriate levels of security are implemented and

maintained i in order to protect the integrity and reliability of the State’s Information

, ’I‘echnology resources, information, and services, Security requirements are defined

in Part 3 - Exhibit H: Requirements. The Contractor shall provide the State resources,
information, and Services on an ongoing basis, with the appropriate infrastructure and
secunty controls to ensure business continuity and to safeguard the Conﬁdentrallty and

- integrity of State networks, Systems and Data.

The Deliverables are set forth in the Schedule described below in Section 2. By

.Aunconditionally acceptmg a Deliverable, the State reserves the right to reject any and
_ all Deliverables in the eveat the State detects any Deficiency in the System, in whole

or in part, through completion of all Acceptance Testing, including but not limited to,

- Software/System Acceptance Testing, 2nd any extensions thereof.

Pricing for Deliverables set forth in Part 3 - Exhibit C: Price and Payment Schedule.
Pricing will be effective for the Term of this Contract, and any extensions thereof.

Date:

Contractor’s Initials M ¢
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2. DELIVERABLES

Page 5 of 43

TABLE 2.: Deliverables
ACTIVITY, DELIVERABLE, OR MILESTONE N DEL'.XYE;‘E?BLE
. PLANNING AND PROJECT MANAGEMENT
1 | Conduct Project.Kickoﬂ' Meeting ' . Non-Software
2 | Work Plan Written
| 3 | Project Status Reports Written
9 | Testing Plan : . | Written
11 | Deployment Plan ' . | ) Written
12 | Comprehensive Training Plan and Curriculum Written
13 | End User Sup‘;/)on Plan : Written
15 | Documentation of Operational Procedures Written
CONFIGURATION
16 | Provide Software Licenses if needed Written
Configuration ' : Software
“TESTING -
20 | Conduct User Acceptance Testing Non-Software
23 Siﬁg;ﬁﬁ?y Sc:;inﬁjr;:ig, Party Pcn. Testing and Application Non-Software
State of NH Contract 2020-053
 Date: 3/
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SYSTEM DEPLOYMENT
26 | Conduct Training - Non-Software
27. [GolLive | | Non-Software
28 | Provide Documentation ' Written
29 | Execute Security Plan ' Non-Software
OPERATIONS
30 | Ongoing Hosting Support Non-Software
31 | Ongoing Support & Maintenance ' Software
32 | Conduct Project Exit Meeting Non-Software

" Remainder of this page intentionally left blank
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE
1.1. Contract Type

This is a Not to Exceed Contract. The total Contract value is indicated in Part 1, P-37
"General Provisions - Block 1.8: Price Limitation for the period between the Effective Date
through date indicated in Part 1, P-37 General Provisions - Block 1.7: Completion Date.
The Contractor shall be responsible for performing its obligations in accordance with the
Contract. This Contract will allow the Contractor to invoice the State for the activities,
Deliverables, or milestones appearing in the Exhibit B, Table 2: Deliverables and payment
1ables below, - . -

1.2.  Services Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price
estimate should reflect the most optimistic Implementation date. Actual payments may
differ from the estimate if the project start date slips or if Implementation takes longer as
this will cause a shorter maintenance period. Table should be customized to reflect the
Project and the cost composing the Contractor’s proposal.

STATE OF NH : ' INVOICE EFFECTIVE
SECTION DATE - PRICE
FISCAL YEAR ,
FY20 Upon G&C G&C Approval -
‘ ) ' : Approval 6/30/2020

Activities, Deliverables, )
or Milestones Included .
Software Hosting , {85,000
Product Development _ ’ 3106,000
Software License - $5,000

- State of NH Contract 2020-053
Date: _}_wa ﬂ
Contractor’s [nitials i ¢
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Training l | 810,000 _
FY20 Total | $120,000
FY21- ' 7/1/2020 } L 1/2020-6/30)2021
Software Hosting ' $50,000
Software License $110,000
Training $40,000
Support & Maintenance $40,000 ‘
| FY21 Total | $240,000
FY22 7172021 7/1/2021-6/30/2022
Software Hosting $50,000
Software License $110,000
Training $40,000
Suppqrt & Maintenance $40,000
FY22 Total‘ $240,000
[ Fvzs Moz | 71/2022-6530/2023
Software Hosting $60,000
State of NH Contract 2020-053
Date:
Contractor’s Initials lﬂb
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EXHIBIT C - PRICE AND PAYMENT SCHEDULE

Software License $110,000

Training $40,000
‘ .

Support & Maintenance $40,000

FY23 Total | $250,000

FY24 g/ 1/2_033 7]/2023;6/30/2024

Software Hosting $60,000

: Soﬁ.ware License $110,000
Training 540,000
Support & Maintenance $40,000

FY24 Total sz;o',ooo

Contract Total | $1,100,000

2. CONTRACT PRICE

Notw1thstandmg any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the amount
indicated in Part 1, P-37 General Provisions - Block 1.8: Price Limitation. The payment by the
State of the total Contract price shall be the only, and the complete reimbursement to the
Cohrractor for all fees and expenses, of whatever nature, incurred by the Contractor in the
. performance hereof. '

. State of NH Contract 2020-653

Date: ~

- Contractor’s Imtlals
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L Fundstonippmlhistéqummmﬂnblcinméfollowh»gmnnfmfbalszozom

‘2021.uﬂmmﬁcipaedmbcavgilabbianmlYmmmmm.mdnmhbﬂhy
and continued appropristion of funds. In the future opersting budget, with the sbility to adjust
MMFMYMMMWOEMWUIWMQM
_CmuwilApprml.ifneededmjwiﬁed,ufollows:._' : ‘ - ‘

-06-56-56-56201040280000, Apprenticeship Training

- State Class- - ' - Class Title Amount
' 2020 102-500713 Contracts for Program Srvs $40,000
né \//{o/Zﬂ -202¢ 402-500313- - ~Contracty-for-Progrem Srvs-— ___ 51260000
. ql“lw 2% T | 03506715 | ContmotsforProgremSrye $125,006-
06-56-56-562010-40260000, CTE Voc Ed Perkins -
Stote ~ Class- — Class Tide Amount
. Mé l{//p/&ﬁ 2020 072-509073 Contracts for Program Srvs $80.000
e L2021 - 072-509073 Contracts for Program Srvs $126.000— [$240,000
‘ \dnl'p' 202 | 072-509073 Contracts for Program Srvs $120.000—  1$240,000
@f- 2023 072-509073 Contracts for Program Srvs 3125000 250,000
: i 2024 on-;own Comtracts for Program Srvs IHQS,OOG_— 250,000 .
3.. TRAVEL EXPENSES
mSmﬁnnaibempomiblefocmymemmof'pocke:expmainminu,e
performance of the Services' performed under this Cantract, Tho Contrector must essume al)
mnmmmmmwmmmoﬁuwﬁm
AllhbwruaintlﬁsAslmwinbeoamidued‘Euﬂyuaded“.hmluding.hnnotliuﬁudm:
mml;hohdmouﬁngn&ﬁm,wmlg,cumihmmdmyaddidmmdpmknw ‘
“Staic o NH Contract 2020653
. Date: S/ .
Contractor’s hnitialsfi G
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SHIPPING AND DELIVERY FEE EXEMPTION

4,
The State will not pay for any shlppmg or delivery fees unless specifically 1tem|zed in this
Agreement .
s. INVOICING
The Contractor shall submit correct invoices to the State for all amounts to be paid by the State.
All invoices submitted shall be subject to the State’s prior written approval, which shall not be
unreasonably withheld. The Contractor shall enly submit invoices for Services or Deliverables as
permitted by the Contract. Invoices must be in a format as determined by the State and contain
_detailed information, including without limitation: itemization of each Deliverable and
identification of the Deliverable for which payment is sought, and the Acceptance date triggering
such payment; date of delivery and/or installation; monthly maintenance charges; any other
Project costs or retention amounts if applicable.
Upon Acceptance of a Deliverable, and a properly documented and undlsputed invoice, the State
will pay the correct and undisputed invoice within thirty (30) days of invoice receipt. Invo:ccs .
will not be backdated and shall be promptly dispatched.
6. INVOICE ADDRESS
Invoices may be sent to:
New Hampshire Department of Education
Administrator, Bureau of Career Development
21 South Fruit St, Suite 20
Concord, NH 03301 S
7.  PAYMENT ADDRESS
Payments shall be made via ACH. Use the following link to enroll with the State Treasury for
ACH payments: https://www.nh.gov/treasury/state-vendors/index.htm
8. OVERPAYMENTS TO THE CONTRACTOR
The Contractor shall promptly, but no later than fifteen (15) business days, return to the State the
full amount of any overpayment or erroneous payment upon discovery or notice from the State.
State of NH Contract 2020-053
Date
Contractor’s Imtlalsm 6
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CREDITS S

9.
The State may apply credits due to the State arising out of this Contract against the Contractor’s
invoices with appropriate information attached.
10. PROJECT HOLDBACK - Not Applicable (N/A)
The State shall withhold ten percent {10%) of the price for each Deliverable, except Software
License fees, as set forth in the Payment Table, until successful conclusion of the Warranty Period.
11.- LIQUIDATED DAMAGES
8. [n addition to the rights set forth in Section 9, the State shall have the right to assess
Liquidated Damages for each day that there is a Defective or non-performing component of
the System as follows: .
Class A Deficiency:  $100.00 /day
Class B Deficiency:  $50.00 /day
Class C Deficiency:  $25.00 /day
b.  Thestate shall send a notice to the Contract by the means set forth in the Contract Agreement
Part 2 — Information Technology Provisions — Section 18.6: Notices. Following the date of
notice, the Contractor shall have the following time period to cure the Deﬁc:ency before
" Liquidated Damages are assessed: -
Class A Deficiency: 48 Hours
Class B Deficiency: 5 Days
Class C Deficiency: 10 Days
¢.  The'imposition of Liquidated Damages is not a punitive action against the Contractor. The
Parties acknowledge that actual damages to the State based on ongoing Deficiencies would
i be difficult to ascertain and agree that the Liquidated Damages set forth herein are an attempt
by the parties to determine a fair assessment of the damages that would be suffered by the
State based on a Defect or non-performance of the system.
State of NH Contract 2020-053
Date:
Contractor’s InitialsM &
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Remainder of this pagel intentionally left blank

State of NH Contract 2020-053
Date: 4
Contractor’s Initials m Cv
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EXHIBIT D - ADMINISTRATIVE SERVICES

* ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the
Contractor with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete the contracted
services. The State will use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary to allow the Contractor to perform its obligations under the Contract:

STATE-OWNED DOCUMENTS AND COPYRIGHT l{RlV]LEGES

" The Contractor shall provide the State access to all State-owned documents, materials, reports,

and other work in progress relating to this Contract. Upon expiration or termination of the
Contract with the State, the Contractor shall turn over all State-owned documents, material,
reports, and work in progress relating to this Contract to the State at no additional cost to the State.
Documents must be provided in both printed and electronic format.

RECORDS RETENTION AND ACCESS REQUIREMENTS

a.  The Contractor shall agree to the conditions of all applicable State and federal laws and
regulations, which are incorporated herein by reference, regarding retention and access
requirements, including without limitation, retention policies consistent with the Federal
Acquisition Regulations (FAR) Subpart 4.7: Contractor Records Retention.

b.  The Contractor and its Subcontractors shall maintain books, records, documents, and other
cvidence of accounting procedures and practices, which properly and sufficiently reflect all
direct and indirect costs invoiced in the performance of their respective obligations under

" the Coritract. The Contractor and its Subcontractors shall retain all such records for three (3)
years following termination of the Contract, including any extensions. Records relating to
any litigation matters regarding the Contract shall be kept for one (1) year following the

termination of all litigation, including the termination of all appeals or the expiration of the
appeal period.

- €. Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulation or Contract, as applicable. Access to
these items shall be provided within Merrimack County of the State of New Hampshire,
unless otherwise agreed by the State. Delivery of and access to such records shall be at no
cost to the State during the three (3) year period following termination of the Contract and
one (i) year term following litigation relating to the Contract, including all appeals or the
expiration of the appeal period. The Contractor shall include the record retention and
Review requirements of this section in any of its subcontracts.

State oﬁgg Contract 2020-053.
. Date: 1&7 A

* Contractor’s Initials M G
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d. The State agrees that books, records, documents, and other evidence of eccounting
procedures and practices related to the Contractor's cost structure and profit factors shall be
excluded from the State’s review unless the cost of any other Services or Deliverables
provided under the Contract is calculated or derived from the cost structure or profit factors.

ACCOUNTING REQUIREMENTS

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Accounting Principles (GAAP). The costs applicable to the Contract shall be ascertainable from
the accounting system and the Contractor shall maintain records pertaining to the Services and all
other costs and expenditures.

Remainder of this page intentionally left blank

State of NH Co tract 2020-053
Date: H ZQ { _
Contractor’s Initials N 6
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PROJECT MANAGEMENT

‘The State believes that effective communication and reporting are essential to Project success. The

Contractor shall employ effective ‘communication and Reportmg strategies to ensure Project
success. The Contractor Key Project Staff shall participate in meetings as requested by the State,
in accordance with the requirements and terms of this Contract.

1.1.  State Meetiligs and Reports |

1.1.1. The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

[ntroductory Meeting: Participants will include the Contractor’s Key
Project Staff and State Project leaders from both Department of Justice and
the Department of Information Technology. This meeting will enable leaders
to become acquainted and establish any preliminary Project procedures.

Kickoff Meeting: Participants will include the State and the Contractor’s

Project Team and major stakeholders. This meeting is to establish a sound-

foundation for activities that will follow.

Status Meetings: Participants will inciude, at the minimum, the Contractor s
Project Manager and the State Project Manager. These mcctmgs will be -
conducted at least. bi-weekly and address overall Project status and any -
addmonal topics needed to remain on schedule and within budget. A status
and error report from the Contractor shall serve as the basis for discussion.

The Work Plan: must be reviewed at each Status Meeting and updated, at
minimum, on a bi-weekly basis, in accordance with the Contract,

Special Meetings: Need may arise for a special meeting with State leaders or
Project stakeholders to address specific issues.

Exit Meetmg Participants will include Project leaders from the Contractor
and the State. Discussion will focus on lessons iearned from the Project and
on follow up options that the State may wish to consider.

L1.2. The State expects the Contractor to prepare agendas and background for and
minutes of meetings. Background for each status meeting must include an
updated Work Plan. Drafting of formal presentations, such as a presentation for
the kickoff meeting, will also be the Contractor’s responsibility.

State of Contract 2020-053

Date: [1 é t

I

Contractor’s Imt.lals\w G
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1.13.

1.14.

The Contractor’s Project Manager or the Contractor’s Key Project Staff shall
submit monthly status reports in accordance with the Schedule and terms of this
Contract. All status reports shall be prepared in formats approved by the State.
The Contractor’s Project Manager shall assist the State’s Project Manager, or
itself produce reports related to Project Management as reasonably requested by
the State, all at no additional cost to the State. The Contractor shall produce
Project status reports, which shall contain, at a minimum, the following:

8. Project status related to the Work Plan;
Deliverable status;
Accomplishments during weeks being reported;

. Planned activitics for the upcoming two (2) week period;
Future aclivities;

e a0 g

Issues and concerns requiring resolution; and
g.- Report and remedies in case of falling behind Schedule.

As reasonably requested by the State, the Contractor shall provide the State with
information or reports regarding the Project. The Contractor shall prepare special
reports and presentations relating to Project Management, and shall assist the

State in preparing reports and presentations, as reasonably requested by the State,
all at no additional cost to the State.

2. IMPLEMENTATION STRATEGY

2.1.

Key Components

The Contractor shall employ an industry-standard Implementation strategy with a timeline
set forth in accordance with the Work Plan: '

a.

The .Contractor and the State shall adopt a change management approach to
identify and plan key strategies and communication initiatives.

The Contractor’s team will provide training templates as defined in the Training
Plan, which will be customized to address the State’s specific requirements.
Decisions regarding format, content, style, and presentation shall be made carly

- on in the process, by the State, providing sufficient time for development of

material as functionality is defined and configured.

State of Cont)r-a;t 2020-053
Date: g ?;C{
Mo

Contractor’s Initials
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¢.  The Contractor shall manage Project execution and provide the tools needed to
create and manage the Project’s Work Plan and tasks, manage ahd schedule
project staff, track and manage issues, manage changing requirements, maintain
communication within the Project Team, and report status.’ .

_ d.  The Contractor shali adopt an Implementation time-line aligned with the State’s
required time-line. ‘

€.  The Contractor and the State shall adopt 2 Change Management approach to
idéntify and plan key strategies, communication initiatives, and training plans.

2.2. Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task
and resource plans will be established for: the preliminary training plan, the change
management plan, communication approaches, Project standards and procedures

- finalized, and team training initidted. Timing will be structured to recognize
interdependencies between applications and structure a cost effective and timely
execution. Processes will be documented, training éstablished, and the application will be
ready for Implementation in accordance with the Work Plan.

Remainder of this page intentionally left blank

-
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The Contractor shall provide the following Products and Services described in Part 3 - Exhibit F: Testing
Services, including but not limited to:

.. TESTING AND ACCEPTANCE

a. The Contractor shall bear all responsrbllmes for the full suite of Test Planning and
' preparation throughout the Project.

b.  The Contractor will prowde training as necessary to the Statc staff responmble for test
activities.

¢.  The Contractor shall be responsible for all aspects of testing contained in the Acceptance
Test Plan including support, at no additional cost, during User Acceptance Test
conducted by the State and the testing of the training materials.

d.  The Test Plan methodology shall reflect the needs of the Project and be inctuded in the
finalized Work Plan. A separate Test Plan and set of test materials will be prepared for -
each Software function or module. '

e.  All Testing and Acceptance (both business and technically oriented testing) shall apply
: to testing the System as a whole, (e.g., software modules or functions, and
Implementation(s).- This shall include planning, test scenario and script development,
‘data and System preparation for testing, System Integration Tests, Conversion Tests,
Installation tests, Regression tests, Performance Tuning and Stress tests, Security

Review and tests, and support of the State during User Acceptance Test and
Implementation, -

f. Inaddition, the Contractor shall p_rovide a mechanism for reporting actual test results
vs. expected results and for the resolution and tracking of all errors and problems
identified during test execution. The Contractor shall also cormrect Deficiencies and
support required re-testing.

1.1.  Test Planning and Preparation

1.1.1. 'The Contractor shall provide the State with an overall Test Plan that will guide
all testing. The Contractor provided, State approved, Test Plan will include, at a
minimum, identification, preparation, and Documentation of planned testing, a
requirements traceability matrix, test variants, test scenarios, test cases, test
scripts, test Data, test phases, expected results, and a tracking method for
reporting actual versus expected results as well as all errors and problems
identified during test execution.

State of NI Coptract 2020-053
Date: ; ; %l ly)

Contractor’s Initials lfl G '
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4

1.2.

1.3.

1.1.2.  As identified in the Acceptance Test Plan, and documented in accordance with
the Work Plan and the Contract, State testing will commence upon the
Contractor’s Project Manager's Certification, in writing, that the Contractor’s
own staff has successfully executed all prerequ:s:te Contractor’s testing, along
with reporting the actual testing results, prior to the start of any testing executed
by State staff. The State will be presented with a State approved Acceptance Test
Plan, test scenarios, test cases, test scripts, test data, and expected results. .

L.1.3. The State will commence its testing within Ten (10) business days of receiving
Certification from the Contractor that the State’s personnel have been trained and
the System is installed, configured, complete, and ready for State testing. The
testing will be conducted by the State in an environment independent from the
Contractor’s development environment. The Contractor must assist the State with
testing in accordance with the Test Plan and the Work Plan, utilizing test and live

Data to validate reports, and conduct stress and performance testing, at no
additional cost.

—

1.1.4, Testing begins upon completion of the Software confi guration as required and
user training according to the Work Plan. Tcsung ends upon issuance of a letter
of UAT Acceptance by the State.

1.1.5. The Contractor must demonstrate that their tesiing methodology can be integrated
with the State standard methodology.

Unit Testing - Not Applicable (N/A)

In Unit Testing, the Contractor shall test the application components on an individual basis
to verify that the inputs, outputs, and processing logic of each application component

. functions without errors. Unit testmg is performed in either the dcvelc:pment environment

or & testing environment.

System Integration Testing - Not Applicable (N/A)

-The new System is tested in integration with other application Systems (legacy and service

providers} in a production-like environment. System Integration Testing validates the
integration between the individual unit application modules and verifies that the new
System meets defined requirements and supports execution of interfaces and business
processes. The System Integration Test is performed in a test environment.

State of NH Contract 2020—053

Date:

Contractor’s Initials M 6
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1.4,

1.5.

1.6.

Conversion/Migration Validation Testing - Not Applicable (N/A)

In Conversion Validation Testing, target application functions are validated.

Installation Testing - Not Applicable (N/A)

In Installation Testing the application components are installed in the System Test
environment to test the installation routines and are refined for the eventual production
environment. This activity serves as a dry run of the installation steps in preparation for-
configuring the production System.

User Acceptance Testing (UAT)

1.6.1.

1.6.2.

1.6.3.

1.64.

1.6.5.

UAT begins upon completion of the Software configuration as required and user
training according to the Work Plan. Testing ends upon issuance of a letter of
UAT Acceptance by the State. '

The User Acceptance Test (UAT) is a verification process performed in a copy of
the production environment. The User Acceptance Test verifies System
functionality against predefined Acceptance criteria that support the successful
execution of approved business processes. ' :

"UAT will also serve as a performance and stress test of the System. It may cover

any aspect of the new System, including administrative procedures such as
backup and recovery. The results of the UAT provide evidence that the new
System meets the User Acceptance criteria as defined in the Work Plan.

The results of the User Acceptance Test provide evidence that the new Systemn .
meets the User Acceptance criteria as defined in the Work Plan. ‘

Upon successful conclusion of UAT and successful System deployment, the State
will issue a letter of UAT Acceptance and the respective Warranty Period shall
commence. '

Activity Description | The System User Acceptance Tests verify System

functionality against predefined Acceptance criteria that
support the successful execution of approved processes.

Contractor Team » Provide the State an Acceptance Test Plan and selection of
Responsibilities test scripts for the Acceptance Test.

State of NH Contract 2020053

Date:
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1.1..

1.2.

* Monitor the execution of the test scripts and assist as needed
during the User Acceptance Test activities.

* Work jointly with the State in determining the required
actions for problem resolution.

State « Approve the development of the User Acceptance Test Plan
Responsibilities and the set of Data for use during the User Acceptance Test.

* Validate the Acceptance Test environment.

+ Execute the test scripts and conduct User Acceptance Test
activities.

» Document and summarize Acceptance Test results.

sWork jointly with the Contractor in determmmg the required
actions for problem resolution.

+ Provide Acceptance of the validated Systems.

Work Product The Deliverable for User Acceptance Tests is the User

| Description - Acceptance Test Results. These results provide evidence that

the new System meets the User Acceptance criteria defined
in the Work Plan.

Performance Tuning and Stress Testing - Not Applicable (N/A)

The Contractor shall develop and document hardware and Software configuration and
tuning of the software infrastructure as well as assist and direct the State's System
Administrators and Database Administrators in configuring and tuning Lhe infrastructure
to support the Software throughout the Project.

Regression Testing - Not Applicable IN/A)

As aresult, of the user testing activities, problems will be identified that require correction.
The State will notify the Contractor of the nature of the testing failures in writing. The
Contractor will be required to perform additional testing activities in response to State
and/or user problems identified from the testing results. Regression Testing means
selective re-testing to detect faults introduced during the modification effort, both to verify
that the modifications have not caused unintended adverse effects, and to verify that the

State of NH Contract 2020-053

Date:
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1.3.

1.4.

modified and related (possibly affected) System components still meet their specnﬁed
requirements.

' Security Review and Testing - Not Applicable (N/A)

IT Security involves all functions pertaining to the securing of State Data and Systems
through the creation and definition of security policies, procedures and controls covering
such areas as Identification, Authentication and non-repudiation.

Penetration Testing (Non-PCl)

The Contractor shall provide Certification that their Software and System environment
has undergone penetration testing in accordance with current recommendations from a
recognized industry standards organization, such as the U.S. Department of Commerce
National Institute of Standards Technology (NIST). The State requires that the Contractor
has this testing performed annually by a qualified third-party Vendor at least annually,
and after every major release.

2. Successful UAT Completion

Upon successful completion of UAT, the State will issue a Letter of UAT Acceptance.

3. System Acceptance

Upon completion of the Warranty Period, the State shall issue a Letter of Final System
Acceptance.

Remainder of this page intentionally left blank
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SYSTEM MAINTENANCE

I.
The Contractor shall maintain and support the System in all material respects as described in Part
2 — Information Technology Provisions, Section 1: Contract Documents, through the Contract
end date. : .
L1.  Contracter’s Responsibility
The Contractor shall maintain the System in accordance with the Contract. The
Contractor will not be responsible for maintenance or support for Software developed or
modified by the State. '
. L.L1.1. Maintenance Releases
The Contractor shall make available to the State the latest program updates,
" general Maintenance Releases, selected functionality releases, patches, and
+ Documentation that are generally offered to its customers, at no additional cost.
2 SYSTEM SUPPORT
2.1.  Contractor’s Responsibility
2.1.1. The Contractor will be responsible for performing on-site or remote technical
support in accordance with the Contract Documents, including without limitation
the requirements, terms, and conditions contained herein.
- 212, As part of the Software maintenance Agreement, ongoing Software maintenance
. and support levels, including all new Software releases, shall be responded to
according to the following:
Class A Deficiencies — The Contractor shall have available to the State on-call
" telephone assistance, with issue tracking available to the State Eight (8) hours per
day and Five (5) days a week with an email / telephone résponse within Twenty
Four (24) hours of request; or the Contractor shall provide support on-site or with
remote diagnostic Services, within Twenty Four (24) hours of a request;
Class B & C Deficiencies — The State shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within Twenty Four (24) hours of notification of planned corrective action.
State of NH Contract 2020-053

Date:
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3. SUPPORT OBLIGATIONS AND TERM

The Contractor shall repair or replace Software, and provide maintenance of the

L
Software in accordance with the Specifications and terms and requurements of the
Contract. . .

3.2. . The Contractor shall maintain a record of the activities related to Warranty repair
or mamtenance actmnes performed for the State.

33. For all maintenance semce calls, thc Contractor shall ensure the followmg
information will be collected and maintained:

I.  Nature of the Deficiency;
i,  Current status of the Deficiency;
fii. = Action plans, dates, and times;
iv.  Expected and actual completion time;
v,  Deficiency resolution information;
vi.  Resolved by;
vii.  Identifying number (i.e. work order number),
viii.  Issue Identified by; and
- 3.4. The Contractor must work with the Department to identify and troubleshoot
potentially large-scale System failures or Deficiencies by collecting the following
information; .
.  Mean time between reported Deficiencies with the Software;
ii.  Diagnosis of the root cause of the problem; and
iti.  Identification of repeat calls or repeat Software probleins.

3.5.  If the Contractor fails to correct a Deficiency within the allotted period of time
stated above, the Contractor shall be deemed to have committed an Event of
Default, and the State shall have the right, at its option, to pursue the remedies in
Part 2 — Information Technology Provisions - Section 13.1: Termination for
Default, as well as to return the Contractor’s product and receive a refund for all
amounts paid to the Contractor, including but not limited to, applicable license
fees, within ninety (90) days of notification to the Contractor of the State’s refund
request.
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3.6. If the Contractor fails to correct a Deficiency within the allotted period of time
stafed above, the Contractor shall be deemed to have committed an Event of
Default, and the State shall have the right, at its option, to pursue the remedies in
Part 1, P-37 General Provisions - Section 8: Event of Default/Remedies. )

Remainder of this page intentionally left blank
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L3

L REQUIREMENTS

Attachment 1: Project Requirements is hereby incorporated within.

Remainder of this page intentionaily left blank
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The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan within
Fourteen (14) Calendar days of the Effective Date and further refine the tasks required to implement the
Project. The elements of the preliminary Work Plan are documented in accordance with the Contractor’s
plan to implement the requirements defined in the RFP and further described in the Contractor’s Proposal.

Continued development and management of the Work Plan is a joint effort on the part of the Contractor
and State Project Managers

The preliminary Work Plan created by the Contractor and the State is set forth at the end of this Exhibit.

In conjunction with the Contractor’s Project Management methodology, which shall be used to manage
the Project’s life cycle, the Contractor team and the State shall finalize the Work Plan at the onset of the
Project. This plan shall identify the tasks, Deliverables, major milestones, task dependencies, and a
payment Schedule required to implement the Project. It shall also address intra-task dependencies,
resource allocations (both State and Contractor’s team members), refine the Project’s scope, and establish
the Project’s Schedule. The Plan is documented in accordance with the Contractor’s Work Plan and shall
utilize agreed upon project management software to support the ongoing management of the Project.

I ASSUMPTIONS
1.1. General

a. - The State shall provide team members with dcmsmn-makmg authority to support
the Implementation efforts, at the level outlmcd in the Request for Proposal
Document State Staffing Matrix.

b.  All State tasks must be performed in accordance with the revised Work Plan.

¢ All key decisions will be resolved within five (5) business days. Issues not
resolved within this initial period will be escalated to the State Project Manager
for resolution.

d. Any activities, demswns or issues taken on by the Statc that affcct the mutually

agreed upon Work Plan timeline, scope, resources, and costs shall be subject to
the identified Change Control process.

1.2 Project Management
.2, The State shall approve thc Project Managemcut Methodology used for the
Project.

b. .The State shail provide the Project Team with reasonable access to the State
personncl as needed to complete Project tasks.
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c. A Project folder created within the State System shall be used for centralized
storage and retrieval of Project documents, work products, and other material and
information relevant to the success of the Project and required by Project Team
members. This central repository is secured by determining which team members

have access (o the Project folder and granting either view or read/write privileges. =

The Contractor’s Project Manager will establish and maintain this foider. The
State Project Manager shall approve access for the State team. Documentation
can be stored locally for the ‘Contractor and State team on a “shared” network
drive to facititate ease and speed of access. Final versions of all Documentauon
shall be loaded to.the State System.

~d.  The Contractor assumes that an Alternate Project Manager may be appointed
from time to time to handle reasonable and ordinary absences of the Project
_ Manager.

1.3.  Conversions - Not Applicable (N/A)

L The Contractor Team's proposal is based on the assumption that the State’s technical team
is capable of 1mp1ementing, with assistance from the Contractor’s technical team, a subset
of the conversions. The Contractor’s Team shall lead the State with the mappmg of the
legacy Data to the Contractor s applications.

Additionally, the Contractor’s Team shall:

a.  Provide the State with Contractor’s application Data requirements and examples,
of Data mappings, conversion scripts, and Data loaders. The Contractor’s Team
shall identify the APIs the State should use in the design and development of the
conversion.

b.  Provide guidance and assistance with the use of the Data loaders and conversion
scripts provided.

Lead the Review of functional and technical Specifications.

d.  Assist with the resolution of problems and issues associated with the development

and Implementation of the conversions.
14.  Project Schedule

Deployment is planned to begm on February 3, 2020, with a planned go-live date of July
1, 2020.
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"1.5.

1.6.

1.7.

Reporting
The Contractor shall conduct bi-weekly status meetings, and provide reports that mclude
but are not limited to, minutes, action items, test resuits, and Documentation.

User Training

a. ;l‘he Contractor’s Team shall lead the development of the end-user training plan.

b.  Train the trainer approach shall be used for the delivery of eﬁd-usér training.

¢. The State is responsible for the delivery of end-user training.

d.  The State shall Schedule and track attendance on all end-user training classes.
Performance and Security Measures - Not Applicable (NIA)

a.  The Contractor’s Team shall provide a performance test workshap to identify the

key scenarios to be tested, the approach and tools required, and best practices
information on performance tcstmg .

b.  The State shall work with the Contractor on all testing as set forth in Part 3 -Part
3 - Exhibit F: Testing Services.

2. ' CONTRACTOR ROLES AND RESPONSIBILITIES

2.1

2.2

Contractor’s Team Project Executive

The Contractor Team’s Project Executives (Contractor and Subcontractor Project
Executives} shall be responsible for advising on and monitoring the quality of the Services
throughout the Project life cycle. The Project Executive shalt advise the Contractor Team
Project Manager and the State’s Project leadership on the best practicés for implementing
the Contractor Software Solution within the State. The Project Executive shall participate
in the definition of the Project Plan and provide guidance to the State’s Team.

- Contractor’s Team Project Manager

The Contractor Team Prolect Manager shall have overall responsibility for the day-to-day
management- of the Project and shall plan, track, and manage the activities of the .

Contractor’s Iraplementation Team. The Contractor Team Project Manager will have the
following responsibilities:
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S

. Maintain communications with the State’s Project Manager;

Work with the State in planning and conducting a kick-off meeting;
Create and maintain the Work Plan;

Assign the Contractor Team consultants to tasks in the Implementatlon Project
according to the scheduled staffing requirements; '

Define roles and responsibilities of all the Contractor Team members;

Pfovide biweekly and monthly updéte progress teports to the State Project

. Manager;

Notify the State Project Manager of rcquxrcmcnts for State resources in order to
provide sufficient lead time for resources to be made available;

Review task progress for time, quality, and accuracy in order to achieve progress,;

Review requirements and scheduling changes and identify the impact on the

" Project in order to identify whether the changes may require a change of scope;

n.

Implement scope and schedule changés as authorized by the State Project
Manager and with appropriate Change Control approvals as identified in the
Implementation Plan;

Inform the State Project Manager and staff of any urgent issues if and when they
arise; ‘ - R

Provide the State completed Project Deliverables and obtain sign-off from the
State’s Project Manager;

Manage handoff to the Contractor operational staff;

Manage Transition Services as needed.

23, Contractor’s Team Analysis _ oo

The Contractor Team shall conduct analysis of requirements, validate the Contractor

Team’s

understanding of the State business requu'ements by apphcanon and perform

business requlrements mapping:

Construct and confirm application test case scenarios;

a
b. Produce application configuration definitions and configure the applications;
¢ Conduct testing of the configured application; ‘
d. Produce functional Specifications for extensions, conversions, and interfaces;
State of NH Contract 2020-053
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Assist the State in the testing of extensions, conversions, and interfaces:

Assist the State in execution of the State’s Acceptance Test;

Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the State;

Assist with the correction of configuration problems identified during System,
integration and Acceptance Testing; and

Assist with the transition to production.

2.4. Contractor’s Team Tasks '

The Contractor team shall assume the following tasks:

Development and Review of functional and technical Specification to determine -

“that they are at an appropriate level of detail and quality;

<.
d.

Development and Documentation of conversion and interface programs in
accordance with functional and technical Specifications;

: Development and-Documentatipn of installation procedures;

System Integration Testing.

i STATE ROLES AND RESPONSIBILITIES

The following State resources have been identified for the Project. The time demands on the
individual State team members will vary depending on the phase and specific tasks of the
Implementation. The demands on the Subject Matter Experts’ time will vary based on the need
determined by the State Leads and the phase of the Implementation.

- 3.1.  State Project Manager’

The State Project Manager shall work side-by-side with the Contractor’s Project Manager.
The role of the State Project Manager is to manage State resources (If any), facilitate
completion of all tasks assigned to State staff, and communicate Project status on a regular
basis. The State Project Manager represents the State in all decisions on Implementation

Project

matters, provides all necessary support in the conduct of the Implementation

Project, and provides necessary State resources, as defined by the Work Plan and as .
otherwise identified throughout the course of the Project. The State Project Manager has
the following responsibilities: '
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Plan and conduct a kick-off meeting with assistance from the Contractor’s team;

‘b, Assist the Contractor’s Project Manager in the development of a detailed Work
 Plan; ‘ : : '
¢.  Identify and secure the State Project Team membérs in accordance with the Work
Plan; .
d.  Define roles and responsibilitics of all State Project Team members assigned to
the Project;
e.  Identify and secure access to additional State end-user staff as needed to support
specific areas of knowledge if and when required to perform certain
Implementation tasks;
f. Communicate issues to State management as necessary to secure resolution of
any matter that cannot be addressed at the Project level;
g. Inform the Contractor’s Project Manager of any urgent issues if and when they
arise; ' Co 7
h.  Assist the Contractor’s team staff to obtain requested information if and when
required to perform certain Project tasks;
i.  Manage handoff to State operational staff; and
j-  Manage State staff during Transition Services as needed. -
3.2. - State Subject Matter Expert(s) (SME)
The role of the State SME is to assist application teams with an understanding of the
State’s current business practices and processes, provide agency knowledge, and
participate in the Implementation. Responsibilities of the SME include the following:
Be the key user and contact for their Agency or Department;
\ Attend Project Team training and acquire in-depth functional knowledge of the
relevant applications;
¢.  Assist in validating and documenting user requirements, as needed;
d.  Assist in mapping business requirements;
e.  Assist in constructing test scripts and Data;
f.  Assist in System Integration, and Acceptance Testing;
g -Assist in performing conversion and integration testing and Data Verification;
State of NH Contract 2020-053
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h.  Attend Project meetmgs when requested; and

- i. Assistin training end users in the use of the Contractor’s Soﬂware Solution and
the business processes the application supports.

3.3. State I’echnical Lead and Architect

- The State’s Technical Lead and Architect reports to the State’s Project Manager and is
responsible for leading and managing the State’s technical tasks. Responsibilities include:

" Attend technical training as necessary to support the Project;

b.  Assist the State and the Contractor’s Team Project Managers to estabhsh the
detailed Work Plan;

€. Manage the day-to-day activities of the State s techmcal resources 3331gned to the
Project; :

d.  Work with State {T mahagerhent to obtain State technical resources in accordance
with the Work Plan;

e.  Work in partnership with the Contractor and lead the State technical staff’s efforts
in documenting the technical operational procedures and processes for the
Project. This is a Contractor Deliverable and it will be expected that the

Contractor will lead the overall effort w1th support and assistance from the State;
ang

f. Represent the technical efforts of the State at biweekly Project meetings.
34. State Testmg Administrator

The State’s Testmg Administrator will coordinate the State’s testmg efforts.
Responsihilities include:

a.. Coordinating the development of System, mtegranon performance, and

Acceptance Test plans;
b. Coordmatmg System, mtegranon performance and Acceptance Tests;
¢ Chamng test Review meetings;
d.  Coordinating the State’s team and external third parties involvement in testing;
e.  Ensuring that proposed process changes are considered by process owners;
f.  Establish priorities of Deficiencies requiring resolution; and
State of NH Contract 2020-053
Date:
Contractor’s Imtlalﬂf\(;,

Page 34 of 43



Department of Education-
Studel_lt Career Assessment Platform

- DOE -2020-053
PART 3 - INFORMATION TECHNOLOGY EXHIBITS

" EXHIBIT 1 - WORK PLAN

4, PRELIMINARY WORK PLAN

g.  Tracking Deficiencies through resolutiod.

_ The following table provides the preliminary agreed upon Work Plan for the Contract. The
Contractor and the State shall revise project start dates upon G&C approval.

TABLE 4: High Level Preliminary NH Project Plan

application and management

TASK NAME DURATION | ESTIMATED FINISH - -
: (Weeks) START

Make changes to userflow and content to 6 Feb—20;2020 Mar-23-2020
improve K12 student engagement . ,
Generate Training Documenté 4 Feb-20-2020 | Mar-09-2020
Develop Implementation Pians . 4 _ Mar-09-2020 'Apr-0.6-2020 ,
Complete regional cateer + credential content 4 Mar-23-2020 | Apr-20-2020
library structure - :
.Path Editing and Progress Tracking 6 Apr-20-2020 | Jun-01-2020
Display Regional Education Opportunities 3 Jun-01-2020 Jun-22-2020 :
Multi-tiered program support 3 Jun-22-2020 | Jul-13-2020
Opportunity Posting, Student opportunity’ 6 Jul-13-2020 Aung-24-2020
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1. WARRANTIES
1.1. System

The Contractor warrants that the System wil operatc'tc') conform to the Specifications,
terms, and requirements of the Contract.

1.2. Software .

The Contractor warrants that the Software, including but not limited to the individual
modules or functions furnished under the Contract, is properly functioning within the
‘System, comphant with the requiremnents of the Contract, and will operate in accordance
with the Specifications and Terms of the Contract.

For any breach of the above Soﬁware warranty, the State’s remedy, and the Contractor’s
entire liability, shall be:

a. the comrection of program errors that cause breach of the warranty, or if the

Contractor cannot substantially correct such breach in a commercially reasonable

-manner, the State may end its program license if any and recover the fees paid to

. the Contractor for the program license and any unused, prepaid technical support
fees the State has paid for the program license; or

b. the re-performance of the deficient Services; or

¢. if the Contractor cannot substantially correct a breach in a commercially
reasonable tmanner, the State may end the relevant Services and recover the fees
paid to the Contractor for the deficient Services.

1.3. Non—lnfringement

The Contractor warrants that it:has good title to, or the right to allow the State to use, all
Services, equipment, and Software (“Material™) provided under this Contract, and that
such Services, equipment, and Software do not violate or infringe any patent, trademark,

copyright, trade name or olher intellectual property rights or tmsappropnate a trade secret
of any third party. » :
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L.5.

L.6.

EXHIBIT K - WARRANTY & WARRANTY SERVICES

Viruses; Destructive Prng_rammiug

The Contractor warrants that the Software shall not contain any viruses, destructive
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specifications.

Compatibility

The Contractor warrants-that all System components, including but not limited to the

. components provided, including any replacement or upgraded System Software

components provided by the Contractor to correct Deficiencies or as an Enhancement,
shall operate with the rest of the System without loss of any functionality.

Services

The Contractor warrants that all Services to be provided under the Contract wil! be
provided expediently, in a professional manner, in accordance with industry standards and
that Services will comply with perfonnance standards, Specifications, and terms of the
Contract.

2. WARRANTY PERIOD

The Warranty Period shall remain in effect ﬁntil the conclusion or termination of this Contract and
any extensions, except for the warranty for non-infringement, which shall remain in effect in
indefinitely.
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a. TRAINING SERVICES

Awato will provide extensive training to administrators throughout the state. Awato will
compile a full team of educators and technologists to provide both technical.and
implementation training throughout the state beginning in December.

Awato will train under a train the trainer model. Awato Features and Services: The DOE w:ll
provide a list of stakeholders with their emails.

Requirement ) Sub Elements

A. Branding :
o Awato will do live digital trainings that will be recorded
for technical set up '
o Awato will do live digital trainings that will be recorded
" implementation and administrative use '
o Digital recordings will be distributed via email to all
administrators on list of stakeholders provided by the

1. Digital Trainings

| DOE
t .
Requirement g Sub Elements

A. Regional in Person '

Trainings o ‘Awato will conduct at least 1 in person training session in
' . each of the 7 regions of the state: Great North Woods,

1. Regional in Person White Mountains, Lakes Region, Dartmouth, Merrimack
: Trainings ‘ © Valley, Seacoast and Monadnock

o Awato will coordinate a location and ensure everyone
member within the region on the DOE list of stakeholders
receives an email at least 1-week in advance of the
training

.o During trainings, stakeholders will be able to ask
questions and receive one on one guidance

4
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Requirement

Sub Elements

A. Monthly Status Reports

1. 'Monthly Status Reports

Awato will provide monthly status reports that include
progress on the work plan, deliverable status,
accomplishments during the weeks reported, planned
activities for the next 2, 2 week periods, future activities,
issues and concemns, report and remedies for any
scheduled delays and user collected feedback

Remainder of this page inrenu'ona”y left blank
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1. AGENCY RFP WITH ADDENDUMS, BY REFERENCE

Exhibit M — Not Applicable to this Contract.
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1. VENDOR QUOTE, BY REFERI_SNCE
Quote January 29, 2020 is hereby incorporated and referenced as fully set forth herein
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1. CERTIFICATES AND ATTACHMENTS

a.

™ e Ao o

Exhibit H Requirements — Attachment 1
Vendor License Agreement and Service Level Agreement— Attachment 2
Vendor Quote o '
Contractor’s Certificate of Good Standing
Contractor’s Certificate of Vote/Authority
Contractor’s Certificate of Insurance
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a. Exhbit H Reguirement - Attachment 1

~ BUSINESS REQUIEMENTS

'$tate Requilramentss, "

E R
Requ!remr;wentDé'sﬂig thon

"FLENIBLE PATHWAYS AND GOAL ¢

1. BUSINESS REQUIREMENTS

L JE T

. i Awato will identify all CTE programs in
Awato will map all of the CTE programs offered in the state of NH the state of NH and Input them into
M Yes Standard the DOE instance of Awato
Awato will ‘map the NH Community College System's programs including Awato will idenlify all NH community
81.2 cemf‘cates associates, running start programs, New Hampshire Career cdllege programs and input them inta
Academy programs and dual enrollment programs. M Yes Standard the DOE instance of Awato
Awato will identify all NH university
813 Awatd wlil map the University system programs including dual earoliment system programs including dual
o programs, certificates, associates, and bachelors degrees enrollment_, certificates, associates and
' bachetor degrees and input them into
M Yes Standard the DOE instance of Awato
B1d Awato will annually revise and update
Awato will ensure that Professional Certificate Mapping Is updated annually M Yes Standard all of its professional certificates
MENTS AT T B Aty i PP e e g )
IJAPT!VE CAREER A ASSESSMEMT D MATCH s Aot ot PLEL SYEL
Awaw proviges its a aplrve nterest
assessment that asks appropriate
B2.1 . , follow up questions based on previous
Adaptive Interest Assessment M Yes Standard responses.
Student interface enables students to take Awato’s personalized interest
B2.1.3 |assessment based on Person Object Theory of interest. The assessment asks . Students are able to navigate to the
students to enter three activities they da in their free time M Yes Standard INEFEST 3SSEESSMENT
g2.1p |TTe system then asks appropriate follow up questions, determining the next Awato's interest assessment identifies
77 |question based on previous responses . appropriate follow up questions and
M Yes Standard prompts the user with them
Students are able to navigate to
82.2 Inclinations, Values, 16 Types, and
Supplemental Assessments M ‘fes Standard Social assessments
The assessment page will also include an Inclinations assessment based on On the assessment page students are
The Theory of Multiple Intefligences, a values assessment based'on Job able to access the inclinations
B2.2.a |Characteristic Theory, a 16 types an assessment based on the Myers Briggs assessment, values assessment, 16
theory and a social assessment based on Gardenefs theory of Emotional Types assessment and emational
Intelligences M Yes Standard intelligences assessment
B1.3 Upon completion of the assessments,
Assessment Results M Yes Standard students get access to their results
] ! Upon comgletion of the assessmenits,
21 Upon completloT of each assessment students will be able to access their students get access to thelr results by
assessment results clicking on the expand bution o the
M Yes Standard assessments page
Students can retake any of the
B2.3.b . . assessments by clicking the retake
Students are able to retake each assessment M Yes Standard assessment bukon
Students are able to explore all of the
B2.4 careers and education programs in
Career and Education Exploration M Yes Standard Awato
. - ) Within the explore page, students will
6242 S:udenits Wﬂfl-fbel atle e exp‘;qrt.:t:l o: Av:ato s supporied careers and Je able to learn about all of the
education oiferings mapped within Awato M Yes Standard careers mapped within Awato
. Eachcareérin Awatoincludes regional
B34 Each career will include regional Bureau of Labor data, job descrlptions, dayin BLS data, job descriptions, day in the
T Ithe life, work environment, skills, and industry ’ ) life, work environment, skllls and
M Yes Standard industry
All' education programs in Awato
B2.4.c All education offerings will include description, skills and connectlons to include description, skills and: -
relevant careers M Yes Standard connections 10 relevant careers
- STUdEnts are able Lo Tavorite career
.
Students will be able to favorite education and careers they prefer and store ‘, and degrees they are Interested in and
B2.4.d them In a favorke section have them saved to the favorites
Yes Slanda:d section

e -
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Totudents will be able to seiect a caresr

831 Career Goal Identlfication ) ‘ M No Future goal
) . [Students will be able to identify their
Bl.lta Studenlts will be ‘able to select a career goal M No Future career goals
-~ . ’ N ] ] . Students will be able to change their
Bl.Lb |The students will be able to change their career goal by editing their selection M No Future career goal selection
- o i i T Every career goal will include a
B3.Le Every career goal will showcase a series of steps to the career including at , . pathway with at least one relevant
least one relevant credential * M Yes . Standard credential
— Awato provides pathways that show
B3.2 ‘ how 3 student can pursue careers and
Pathways with Credentials M Yes Standard cradentials
B3.2a |Students will be abe to substitute steps along their recommend pathway Students will be able to substitute
M Yeas Standard different steps along their pathway
8.3 Employer Connections ' M Yes Standard Awalo provides employer connections
" - ) ) Students will be able to connect 1o
83.3.0 Students will be able to see and connect with regional employers offering regional empioyers and thelr WBL
- |[WBL experiences - M No Future offerings
. : * |Students will be to connect with
B34 . Edtucation Connections - M No Future education providers
Students will be able to see the RH|
B34, |Tudents will be able to see the NH university and community college systems® university and community college
" |programs that relate to thelr path steps programs that relate to their path
. M No Future steps
Biap |Students may be able ta see programs oftered by non-NH universities and Awato may i:““'-‘de oﬂeril:\gs from non-
"7 |community colleges NH universities and communizy
M No Future colleges for students to axplore
B35 Pathway Report . M No future Awato will include a pathways report

83.5.3 |School administrator will be able to export a students’ pathway and steps Admins will be able to export a report

M - No Futme ofa saudenu pathway and steps
ENTS APRENTICESHIP, wORK BASED LEARNING] AND ERPLOTMENT A RRSE I Gl Ak A DA, 1
B4.1 Qpportunity Board . M Yes Standard Awato includes an opportunity board
. “ students will be able 1o navigate
Sfud?nts will be able to navi‘ga.te to an employer tl)pponumw b?f;rd that . . opportunity board and ELQS,
B4.1.3 |displays local WB.L oppon_umnes. Fxtended Learning Opportunities (ELOs) apprenticeships, internships and job
apprenticeships, internships, and job shadows M No Future shadows
- Employers will be able to manage' their
Ba.2 Opportunity Management M No Future opportunities
paz Students will be able to apply to any opportunity or receive instructions on Students will be ablé 1o apply to any
“? lhowto apply to the opportunity opportunity or receive text instructions
M Mo ° - |Future o how Lo apply to the opportunity
: dents wil be abl k which ities they b lied Students wil be able 10 see which
B4.2b |Students e able to track which opportunities they have applied to M No Future opportunities they've applied to
- . Students are able to mark
Ba2c Students wil be able to s.ave. opportuni'tles they are interested in and follow o opportunities and employers they
specific employers they are interested in ) ) . . . prefer and come back to them while
M Yes . Standard they are still active in the system
8.3 Organlzation Login M Yes Standard Employers are able to treate accounts
Organizations will be abl het Employers are able to create accounts
B4.3.a |Organizations able to create their own atcounts M Yes Standard within Awato
6 lo zath il be ab! - . . Employers are able to post
B4.3b |Organizations will be able to post opportunities . M Yes Standard opportunities from their accounts

Employers are ableto track the
applicants that apply and connect with
M Yes Standard them via email .
Awato includes other jobs boards
feeds as permitted by thelr terms of
Yes Standard service

Awato will include the feeds from
M‘.“ Awato will support job postings from other jobs boards s permitted by those other jobs boards as permltted by their
jobs boards . Standard terms of service

84.3.c |Organizations will be able to track and connect with applicants

Other Job Postings M

"~ Tawato wil incorporale DOE'’s logo and
DOE Branding : M

Yes Standard colors into the platforen
5.1 The Awato platform will be branded with NH DOE’s choice of ¢olor scheme MH DOE will specify two colors that will
and logo M. Yes Standard be used theoughout the application

1. BUSINESS REQUIREMENTS
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85.1.b |The Awato platform will be hosted on a specific NH DOE subdomain NH DOE's instance of Awato will be
M Yes Standard hosted on their specific subdomain
- Awato will provide branding for High
85.2 High School Branding M No Future schools
- . Awato will work with DUOE 1o create a
Each High School will have its own subdomain, based on a system naming system and use that system to
8.2 identification create subdomains for each high
M No . |Future schools
- - Tach high school will be able to set
-B5.2.b Each H]Bh_ school will be able to set 2 logo that will be displayed on their their logo for their subdomain in the
subdornain M Yes Standard program settings
85.3 Program Level Access M No Future Awato provides program level access
- RHOUE officials will have access to an
i NH DOE afficlals will have administrative access to view student records from admin view where they can view
85.33 1.1l schools and districts student reports from all schools and
M Mo Future districts
Thstrict agmins will have access (o an
gs.3p |District administrators will have access to view student records from atl of the admin view where they can view
™ |schools within their districts student reparts from all schools in
M No Futyre their gistricts
School admins, stalf and teachers have
School administrators, staff and teachers will have access to student records access to an admin view where they
B5.3.c from their school can access student record fram their
M Yes Standard schools
: Awato includes administrative
B5.4 Administrative Functions M. Yes Standard functions
8452 Administrators will be able to assign users roles, manage users, view student Admins can assign users roles, manage
" |activity, change program settings and create reports users, view student activity, change
. . . M Yes Standaed program settings and create reports
. AGmmins are able (o create cusiom |
b Adminisirators are able to create custom groups lo easily ass:gn and repont on groups, assign students to those
MS groups of students groups and run reports on those
M Yes Standard groups
B5.5 Administrative Reports M Yes Stangard Awato provides adrministrative reports
Admins can view individual reports of
Administrators ¢an view individual reports of student activity including student activity Including assessment
B5.5.2 |assessments taken, assessment resudts, career and degree matches, career staken, assessment resuls, career and
goal, pathway steps, pathways completed and progress on a pathway degree matches, career goal, pathways
steps, actions marked completed and
M Yes Standard progress on the pathway
) . » Admins can create and export reports
85.5.b A_d.rnmis:rators ¢an create and export reports of student activity of student activity by creating a view
’ M Yes Standard and duwnloadmg it
R Lo T r R SN ,.;v,. S ST
There wull be statewide access for
851 Statewide Access M " |No Future Awato
. Awato wlll provide the DOE platform
The Awato platform will be provided throughout the state of NH 10 all NH high throughout the state of NH to all NH
86.1.a [schools and midgle schools, their teachers and administrators, all DOE officials high schools and middle schools, their
and staie IT officials teachers and admins and all DOE
M No Future officials as well as state officials
ot s, =mrrrra e orratw r— — : = - T LS R TR G B Lo oty T o Al
TENTS-HOSTING AND SUPPORT Rt i T SR . b it el T A T L R Al Y & TR A
Awato provides hosting for its
87.1 Hosting M A Standard application
B7.1.a |Awato will host and manage the application including all subdomains Awato wiil host and manage the
' M Yes Standard apptication including all subdomains
4 Lp |Aseparate Service Level Agreement backs up the hosting of the application at Awato will provide a separate 5LA that
B7.15 59 5o% uptime M Yes Standard backs 99.99% uptime
87.2 Maintenance M Tes Standard Awato provides maintenance
Y L
application including continuous
67.2 Awato will provide maintenance to the application Including continuous updates that will cover bug fixes,
FH .
updates that will cover bug fixes, content updates, and product enhancements content updates and praduct
. enhancements through server side
M Yes Standard updates
B7.3 Support M Yes Standard Awato provides support

1. BUSINESS REQUIREMENTS
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) . - Al admins will be akle to call an
8734 All a-dmmistrators will be able to call an account executive at Awato during accqunt executive at Awato during
business hours M Yes Standard business hours
aray [Mredministrators will be able to emall an Awato account executive at any - All admins will be able to email Awato
’ time and will receive a response within 24 hours and receive an emall from an account
M Yes Standard executive within 24 hours
All students willhave access to an in
87.3.c All students will be able to use the in 3pp support module to troubleshoot . app support r}'lodule to troubleshoot
R problems and open support tickets problems, find articies and open
L M Yes Standard suppart tickets

-1. BUSINESS REQUIREMENTS
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Lo P T ) i
Aw3to has 3 JSON AP tha: backs our web apalication, it Is constructed in g
JSON-over-HTTPS, but it s lacgely intended to be used by an
AbiTly to accesy data using open 3 ] g tocol {pleave speci
Al 'u; vﬂ:d 1 lh::or::ncr;n:d‘:)‘ dcems pro tnlease specfy M AL Standard  |authenticated web client rathr than an individual or script for accessing data,
Pl ) W also tupport exparting much of a cllents data 1o a €SV fila through the web
socal
n DA
Data s avallable In commonty used format over ‘which no entity has All of a chant's data is avaitable for eaport te a CSV filw. through the web portal or
exclusive con:n.:l, with the exception of National or internstional standards, at the request of » client. Data usec to power the platform, such as carner
Al.z |Datais not subject 1o any copyright, atent, trademark o« other Lrade secret M Yoy Seandard | oathing data and the Awato interests Imwentory, Is company progrietary and not
regulation. : ided ta clerts, Employ and walary Infarmatlon are drawn from Bureau
of Labor Statistics Occuoatlonal Employment Statistics reports,
1ot T ! P~ y - "
ALY |Wee based ¢ andin e with the g WiC M Yos Standard ‘Web-oased compatible and in conformance with the following W3< standards:
rdardd HTM HT M
10N SECURITY T & <4 i e o Firaa::: o RN M
Verlfy the identity or authenticate all of the system cliant apolications The asplication runs on a securlty-hardened host operating system, with self-
belore aliowing use of the sysiem [0 prevent access 1o Inaparoariate or {pubfsted and Lrusted third-oarty guest aoofication images expliclity requested by
confidential data o sarvices. ' A deploymest conflgurations. Container images are scanned for matware and
. i3t with Ll [
Azl M Yes Suangard |9 +red with securlty sofiware before running in production is authorized.
Apptication images thas need o access sensitive data {ex: application sarver
' cannecting to 3 database) have secrets insertad 3% yritime via Kubernates
sacrets. Host operating systems usa cenlficate authentication 1o registar with the
Alurg-managed masier node AP server.
- ’
Verify the lentity and wdunfkflc 2l of Lthe ystern’s human users before AN users require password or $30 fogin befora taking actions that create or alter
A2.2 |allowing them o use its capahilities to prevent access to lnappropriate or M T Standard serliive data
confidential data of serdces
P’ . Aal || ] 3
A23 Enforce vnique usernames, . ‘™ Yas Standard I*teraal 1Ds are generated by 3 databise sequance, External IDs {emall address)
are cheched for unfqueness on account creation #nd vadate.
Enforce complex sasswords for Administrator Accounis In accordance with The Awato acelication sassword requirements are currently as follows: 10 or
a24 DolT's statwwlde User Account and Password Policy . " Yes Standarg |MOT characiess Including at least one each of: lewtars, canitalized letters,
: Aumbaery, and symbols. Updates 1o the password policy are trivial - f we can be
arovided with the ooy, we will update to match, and can mark this as satisfled
Enforce the use of complex pas::voms or ‘enerial udery uting c::lul fetters, ' Tha Awato apglication password requirements are currently as follows: 10 or
LS numbers and speclal c""T"'" i accordance with DolT's statewide User ™ ves Standarg | ™OE ChBMICIERS InCluding at least one each o lettars, eapitallzed lenters,
+3 |AMseunt and Passward Policy. ) numisers, #nd symbols, Uadates to the pasword policy are trivial - if wa cin be
argvided with the palicy, we will update to match, and cart mark this as satisfied
Encrypt passwords in transmission and at rest within Use database. . All database content is secured in transit Dy SSL/TLS and at rest using AES.-256
A28 M Yas Standard  [storage volume encovotlon. Storsge encayption ¢annot accidentally be disabled,
. ng (h et T ngn.-! noagtigng.
n o
x2 Establish ;bitifyhu;;:iu oaswl,:fda after a deﬁnll: :mms o; l:rnlt In " Mo Futute The anpticazion does rot currently suppon passward expiration, but oneyear
-7, |sccardance wit 1 3atewlde Uier Account and Paytword Policy Ba35w0rt expiration will be implemented befare the anolication goes Ive
AL Ibrovide the ability lo imit the number of people that can grant or change " Yas Standard The acolicatlon swanons use of tote-based access control to grant sets of elevated
. Ti) o3 lowrmiviions to soetific user atdounts
A28 Estaolish adility to enforce session timeouts during 0eriods of inactivity, M Yo Standard  {The aogiication suaoens 30-minute idfe sassion expiration
The application shall not siore authenticatlan ¢redentiats or sensitive data in The application code is held segarate from agolication
A2.10 [its code. M Ye3 Standard  [secrets/cestificates/configuration files which are detivered at runtime by
Kybern
Log all aitemptad accesses that fail identification, authenticatlon and ACCOUNTS with elevated Jrivileges have hailed authentication attempts in the dudit
A211 |qutherizatlon requirements, M he Future  |log: this 'eature is agt currently Implemented lor users wishout elevated
i} Priviteg ey
The application skall log ail activitles ta a centrat serves 1o prevens parties Lo Audit legs currently contain faited sign-in attempts, sign-In of privileged usars, and
apphication transactions from denying that they Fave taken place. changes of user privilege. This will be exdanded to Inctude sign-in of all users, and
A2,12 b . M No Future changes of any user data ot generated by the olatferm {changing a users group
anyignment woult be loggec - 3 student receiving new career matches lrom
. Lakirg 30 Juesyment weyld nott
P . . i d [l d
AZ12 All logs must be wept for [XX- days, weeks, or months) ) M Yes Standard Apolication logs are currently exaorted o Datadog and retained for 90 days, ard
Iindefinitels for aanlleation audit fogs
- - ” o T < o : - =
AL The application must allow 3 human user Lo explicitly Lerminate a sessieon. " Yes Standard Usars may terminate a session by utilizing the “logout” optios, or will otherwiie
Mg remeanty gf 1h - Ign shoyl i
A2.15 :° :"“ m‘e Software and Syitern Services lor anything other than they are " Yes Standard  [All systern components are used for their intgnded purposes.
eslgred for : .
A2.16 Fhe application Data shal be protected tiom unautharized use when 3t rest M Yes Standar¢ | All apolicasion data Is ancrypted at-rest a3 well 23 In-transit
The applicatlon thall keen any saruithve Data or communications orivate The apolication utilzes TLS with HTTP srict transpon security [(HSTS) to secure
A2.17 jlrom unauthoried Indiiduals and programs. M Tes Standard  |dataIn transit and prevent a 551 stripoing attack, and users of the application
require authentleation and correct permissions ta access users’ apalk ation data.
A2.18 Sub. Is] h marnts or upgrades shalk aot rgmove ar M Yes Standard Apalicatlon securlty Is a critical prerity, Awato 1eeks to continuously improve it
¢ rity reguiremn where feysible.
219 ULisize change management documentation and procedures " Yo Standard | 4310 145 3 chargé management Salicy that governs testing, dlent notification,
" ! deployment, dissemination of paich information, and recording of the process.
Weh Serdices ; Tha serdite provider shall use Web services exclusively 1o Currently there are no plans 10 use state data that is not supplied directly by
AZ.20 |interface with the Stase’s data In near resl time when possiyie. . M No Not Proposed usen,
- AT sections excepl yeciions T Ind H are cavered Dy Awato, | and H Rave ERmenis
that are covered Oy our agreements with Afure 21 a cloud provider. Sectlon )
[[Physical Protection} is covered by Azure under the Azure Shared Responslbliiy
At Anv.apuliutlon that will handle student data should also comply with the " iadtl, Section H {Madia Protectian} s spiit respongitifity betwean Awato and
3 H Standards loc Privacy and Security of Student and Employee Data, AZure - most hardware resides in the Azury datacenier and is handled by them,
48 published by DOE at: Lo o Jaddrassing ooints H.1 and H.3. Awato hat data handling policles and training
https:/fwww.education.nh.gov/data/ standards- jrequired for viewlng, handling. and s1oring sensitive informatlon that cover H.1,
privacy.pdl M2 ardHg
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iy Staté Réquirements,
. .. A i
Code review and test processes are in
71.1 {All components of the Software shall be reviewed and tested to ensure they Yes Standard place to test application updates prior
protect the 5late’s web site and its refated Data assets. M to refease
The Vendor shall be responsible for providing documentation of security 5 .
testing, as appropriate. Tests shall focus on the technical, administrative and We can provide the executive )
TL2 physlcal security controls that have been designed into the System Yes Standard summaries of most recent penetration
architecture in order to provide the necessary confidentiality, integrity and . tests to all of our customers.
availability. M
Provide evidence that supports the fact that Identification and Authentication Penetration testing covers .
testing has been recently accomplished; supparts obtaining infarmation about authentication and identification of
TL3 lthose parties attempting ta fog onto a system or application for security Yes Standarq users: 3 demonsiation of audit logging
purpases and the vali_da‘tion of users "y capability can be provided,
Test for Access Contral; supports the management of permissions for logging
onto a computer or network i}\wato has RBAC in place for the
application software - these controls
undergo regular testing as part of our
. . release process. We also have RBAC in
T1.4 No Not Proposing .
place for access to gur infrastructure
through Azure Active Directory, These
access controls are regularty audited,
" but do not undergo a formal test.
Test for e?.cwption: supports the encoding of data for security pu_rposes, and D.ata in-transit to web cllents uses s
for the ability to access the data in a decrypte.c format from required tools, secured using TLS 1.2 with support for
the following clpher suites:
. TLS_ECDHE_RSA_WITH_AES_128_GC
M_5HA256, )
TLS_ECDHE_RSA_WITH_AES_256_GC
M_SHA3S4,
TLS_ECDHE_RSA_WITH_CHACHA20_P
Ti5 Yes Standard OLY1305_SHAZ56 with HTTP strict
uranspon security {H5TS) headers and
robust forward secrecy for enhanced
- security. Data at-rest {both sensitive
data in the application database as
well as any cached non-sersitlve data
in temporary storage) uses AES-256
encryption and Azure platform-
M managed keys.
Test the Intrusion Detection; supports the detection of illegal entrance into a . Able to block the execution of
computer system ‘ unauthorized binaries and produce
audit messages for blocked and
T16 Yes Standard  |detected anomalies. Tests that the
executable blocking is functioning and
producing audit messages have been
M conducted.
Test the Verification feature; supparts the confirmation of authority to enter a Tests for role-specific access to the
T1.7 [computer system, application or network Yes Standard  |application are part of the standard
) ' M release process
Test the User Management feature; supports the administration of computer, More extensive user management
T1.8 |3pplication and network accounts within an organization. No Future tests can be added to the standard
. M release testing process
Test Role/Privilege Management; supports the granting of abilities to users or Mare extensive user management
T19 |groups of users of a computer, application or network No Future iests can be added to the standard
M release testing process
Test Audit Trail Capture and Analysis; supports the identification and .
T1.10 |menitoring of activities within an application or system No Future More extensive audit log testing can
. : R M be added to standard release testing
Test Input Validation; ensures the application is protected from buffer .
T1.11 [overflow, cross-sle scripting, SQL injaction, and unauthorized access of files Yes Standard Thefe tests are included in penetration
and/or directories on the server. M testing
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For web applicallons, ensure the application Nas been tested and hardened (o
prevent critical application security flaws. { At a minimum, the application

T2.1

Environment.

T.1.12 [shall be tested against ali Raws outlined in the Open Web Application Security M Yes Standarg | 1ese tests are included in penetration
Project (OWASP) Top Ten ’ testing
{http:/fwrwrw.owasp.org/index, php/OWASP_Top_Ten_Project)} 4
Provide the State with valldation of 3rd party security reviews performed on Aw3lo can provide the summary
the application and system environment. The review may include a . resufts of the most recent 3rd party
T1.13 |combination of vuinerability scanning, penetration testing, static anabysis of M Ves Standard  |assessments performed on the
the source code, and expert code review - {please specify proposed ) application
mathndalagy In the comments, fisldl
Awato can provide the summary
results of the most recent 3rd party
T1-} Iprior to the System being moved into production, the Vendor shall provide M Yes Standard  |assessments performed on the
results of alt security testing to the Department of Information Technology for application, as well as all interna!
review and acceptance. ‘|security tests noted on the lines above
Vendor shall provide documented procedure for migrating application
T1.15 |modifications from the User Acceptance Test Environment to the Production M Yes Standarg |t Will provide documentation of

The Vendor must test the software and the system using an industry standard
and State approved testing methodology as more fully described in Sectlon

our production deployment procedure,

M No Not Applicable

XXXX. .

The Vendor must perform application stress testing and tuning as more fully
T2.2 _ M No Mot Applicab

described in Section XXXX. pRiicatie

The Vendor must provide documented dure for how to syng Procucti
123 e Ve i u p ' procedure w Lo sync Production M No Not Agplicable

with a speciflc testing environment. .

Incident Response and Disaster

T2.4" |The vendor must define and test disaster recovery procedures, M Yes Standard

Recovery plans are in place and tasted
annually




n /At
H1.1 Vendor shall provide an ANSI/TIA- 942 Tier 3 Data Center or equavalent Atier 3 M Yes Standard Awato utilizes machines and
data center requires 1) Multiple independent distrlbution paths serving the IT services hosted by Microsoft
equipment, 2] All IT equipment must be dual-powered and fully compatible with ’ Azure and Arnazon Web Services
the topology of a site’s architecture and 3) Concurrently maintainable site data centers which meet or
infrastructure with expected availability of 99.982% exceed Tier 3 requirements.”
H1.2 Vendor shall maintain a secure hosting environment providing all necessary M Yes Standard Awato‘s'Current]y implemented
hardware, software, and Internet bandwidth to manage the application and product already meets these
support users with permission based togins. requirements
H1.3 The Data Center must be physically secured — restricted access to the site to M Yes Standard for more information on Azure
personnel with controts such as biometric, badge, and others security solutions. physical security, see
Policies for granting access must be in place and followed, Access shall only be https://docs. microsoft.com/en-
granted to thase with a'need to perform tasks in the Data Center. usfarure/security/fundamentals
. /physical-security
Hi.4 Vendor shall install and wpdate all server patches, updates, and other utilities M Yes Standard In Azure Kubernetes Service
within 60 days of release from the manufacturer. (AKS), Azure delivers host,
' security updates to nodes which
: Awato uses the Kubernetes
Reboot Daeman (Kured) to
ensure become active in a
timely fashion (within 24 hours
of delivery). Compatible, stable
ubdates to third-party
supporting components are
taken after testing in pre-
i production environments,
H1.5 Vendor shall menitor Syster, security, and application logs. M Yes Standard  .|Security events and abnormal
- . - system behavior (high resource
consumption} send push
notifications to systems
administrators; application logs
are regularly reviewed by
customer spccess in bug
investigations,
H1.6 Vendor'shall manage the sharing of data resources. M No Not . Na State data will be exchanged,
Applicable Per 2019-01-31 conference call,
marked as N/A
H1.7 Vendor shall manage daily backops, off-site data s:orage\,/and restore operations. M Yes Standard Geographically resilient backups
are built in1o Awato's data
) storage/backup palicy and
disaster recovery plan and fully
implemented.
H1.8 The Vender shall monitor physical hardware. M Yes Standard Awato monitors production
) system resource utilization for
i anomalies due to failure or
. - -~
H1.9 Remote access shall be customized to the State’s business application. In instances M No Not " |There are no instances where -
where the State requires access to the application or server resources not in the Available the state would need access to
DMZ, the Vendor shall provide remote desktop connection to the server through ' resources that are not available
secure protocols such as a Virtual Private Network (VPN}. threugh the web interface
H1.10 [The Vendor shall report any breach in security in conformance with State of NH M Yes - Standard Agree. This legal code aligns
R5A 355-C:20. Any person engaged in trade or commerce that is subject to RSA 358 ' | with Awato's existing Incident -
A:3, | shall also notify the regulator which has primary regulatory authority over ' Response Plan
such trade or commerce. All other persons shall notify the h_lew Hampshire attorney :
Dis, RECOVERYb { 5 ; i ! i
H2.1 Yendor shall have documented disaster recovery ptans that address the recovery of M Yes Standard Disaster Recovery plan is
lost State data as well as their own. Systems shall be architected to meet the already documented
defined recovery needs .




to recover State Data, the Vendor shall employ the use of database logs in addition
to backup media in the restoration of the database(s) to afford a much tloser to
real-time recovery. To do this, logs must be moved off the volume containing the
database with a frequency to match the business needs.

.

H2.2 The disaster recovery plan shall-identify appropriate methods far procuring M Yes Standard  |Azure is responsible for .
additional hardware in the event of a compenent failure. In most instances, replacement and responsible
systerﬁs shall offer a leve! of redundancy so the loss of a drive or power supply will disposal of hardware in the
not be sufficient to terminate services however, these failed components will have event of a failure , .
to be replaced, i

H2.3 Vendor shall adhere to a defined and documented backup schedule and procedure. M Yes Standard Cheackpoint backups every 5

minutes with synchronous
transaction log streaming to
Azure Storage, differential
backups every 12 hours, full
backups weekly. Geo-replication
delay of up to & hour before the
most recent backup can be used
for a point-in-time resiore into a
new database server in another
Azure datacenter in the event of
a catastrophic physical disaster
. at primary datacenter.

H2.4 Back-up copies of data are made for the purpose of facilitat'mg a restore of the data M Yes Standard See H2,3 comment
in the event of data loss or System failure. :

H2.5 Scheduled backups of all servers must be completed regularly. The minimum M Yes Standard See H2.3 comment
acceptable frequency is differential backup daily, and complete backup weekly. v

H2.6 Tapes or other backup media tapes must be securely transferred from the site to M Yes Standard Azure datacenter-to-datacenter
another secure location 10 avoid complete data loss with the loss of a facility, geo-replication of critical

sigrage resouries

H2.7 Data recovery - In the event that recovery back 1o the last backup is not sufficient M Yes Standard Under normal circumstances,

Jtransaction logs result in an

the combination of backups and

arbitrary hh:mm:ss restore
capability for any'lime within
the last 30 days. in the event of
a catastrophic physical disaster
at the primary datacenter, we
may lose at most up to 1 hours’
worth of application data due to
ge_o-repﬁcation lag.

servers must be encrypted.

HOSTING SECURITY 3, 3" 1 S PR P R N L O N TN, s Tk Vs, St AT 2
H3.1 The Vendor shall employ security measures ensure Lhat ihe State’s application and M Yes Standard Awato uses encryption at-rest
data is protected. and in-transit, RBAC in-

applicatlon as well as in Azure to
restrict access to data, and
advanced security software and
penetration testing to prevent
compromise of systems.

H3.2 If State data is hosted on multiple servers, data exchanges between and amang M Yes Standard Current systems-accomplish TLS

"|require SSL authentication, but

terminaticn at the private virtual
network edge utilizing nginx-
ingress. Services which
communicate with the database

due to resource scheduling it is
possible for communication
between the ingress controller
and a backend podon a
different node over HTTP.
Service-to-service encryption for
some supporting services
{example: rabbitMQ messages,
which do not contain sensitive
information) is not Currentty
enabled.




All servers and devices must have currently-supported and hardened operating

systems, the latest anti-vira), anti-hacker, anti:spam, anti-spyware, and anti-
maltware utilities. The environment, as a whole, shall have aggressive intrusion-

detection and firewall protection.

Yes

Standard

Awato utilizes Azure's security-
hardened Kubernetes Service
operating system images and
the Aqua Container Security
Platform for runtime protection
of deployed resources.

H3.4

All components of the infrastructure shall be reviewed and tested 1o ensure they

on the technical, administrative and physical security controls that have been

designed into the System architecture in order to provide confidentiality, integrity
and availahility

protect the State’s hardware, software, and its related data assets. Tests shall focus |

Yes

Standard

Penetration testing should cover
the effectiveness of
implemented security controls

H3.5

The Vendor shall ensure its complete cooperation with the State's Chief
Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

Yes

Standard

Awato will cooperate with the
ClO in detecting and patching
security vulnerabilities where
feasible

H3.6

The Vendor shall authorize the State to perform scheduled and random security

audits, including vulnerability assessiments, of the Vendor' hbsti_ng infrastructure
and/or the apglication upon request.

Yes

Standard

" |and infrastructure

Awate will cooperate with
security audits of the application}

H3.7

All servers and devices must have event logging enabled. Logs must be protected
with access limited to only autharized administrators. Logs shall include System,
Application, Web and Database logs.

Yes -

Standard

App[icaliqn, System, and
Database logs are already
retained and access controlled.
Nginx iogs are available while
the ngini-ingress instance is
running, but are not exported to
a storage account or third party
service for long-term retention

H3.8

Operating Systems {05} and Databases (DB) shall be built and hardened in
accordance with guidelines set forth by CIS, NIST or NSA

M

Yes

Standard

' h:tps:/ldocs.microsoft.cor‘n/en-

Azure Kubernetes Service (AKS)
nodes have security hardening
applied. The operating system
images are not ¢laimed to be CIS
compliant, but the hardening .
applied by Azure overiaps with
various CIS controls. For more
information, see

us/ature/aks/security-hardened-]
vm-host-image

The Vendor shall notify the State's Project Manager of any security breaches within
two (2) hours of the time that the Vendor learns of their occurrence.

M

Yoy

Standard

Unless notified by law
enforcement that notification of
a breach would impede a
criminal investigation, Awato
will disclose any substantiated
security breaches without delay,

H3.10

The Vendor shall be solely liable for costs associated with any breach of State data
housed at their location(s) including but not limited to notification and any
damages assessed by the courts,

Yes

g - 2 T
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H4.1

BEA e TR

The Vendor's System support and mamtenance shall commence upon the Effecnve
Date and extend through the end of the Contract term and any extensions thereol,

M

Yes

Standard

Standard

Agreed

Granted




H4.2

The vendor shall maintain the hardware and Software in accordance with the
specifications, terms, and requirements of the Contract, including providing,
upgrades and fixes as required.

Yes

Standard

while Azure is responsible for
maintenance of Awato's
underlying physical hardware,
Awato commits to 1aking .
security updates to host
operating systems and
supporting services and
upgrades to system components
to stay within official support. In
addition, bug fixes which
support the requirements of the
Contract are implied to be part
of regular software releases.

The vendor shall repair or replace the hardware or software, or any portion
thereof, so that the System operates in accordance with the Specifications, terms,
and requirements of the Contract. ' '

Yes

Standard

While Azure is responsible for
maintenance of Awato's
underlying physical hardware,
Awato commits to taking
security updates to host
aperating systems and
supporting services and
upgrades to system components
to stay within official support. In
addition, bug fixes which
support the requirements of the
Coniract are implied to be part:
of reguiar software releases.

All hardware and software components of the Vendor hosting infrastructure shall
be fully supparted by their respective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc, shall be applied within sixty
{60) days of release by their respective manufacturers.

Yes

Standard

While Azure is responsible for
maintenance of Awato's
underlying physical hardware,
Awato commits Lo taking
security updates to host
operaiing systems and
supporting services and
upgrades to system-components
to stay within official support.

H4.5

The State shall have unlimited access, via phone or Email, to the Vendor technical
support staff between the hours of 8:30am to 5:00pm- Monday through Friday EST;

Yes

Standard

Awato Support will be available
at these times

Ha.6

The Vendor shall conform to the specific deficiency class as described: o Class A
Oeficiency - Software - Critical, does nat allow System to operate, no work around,
demands immediate action; Written Decumentation - missing significant portions
of information or unintelligible to State; Non Software - Services were inadequate
and require re-performance of the Service.

o Class B Deficiency - Software - impertant, does not stop operation and/or
there is a work around and user can perform tasks; Written Documentation -
portions of information are missing but not enough to make the document
unintelligible; Non Software - Services were deficient, require rewerking, but do nat
require re-performance of the Service. /

o Class C Deficiency - Software - minimal, cosmetic in nature, minimal effect on
System, low priori‘ty andfor user can use Sysiem; Written Documentation - minimal
changes required and of minor editing nature; Nan Software - Services require only
minar reworking and do not require re-performance of the Service.

M

No

Future

Awato will work with project
management to modify or
crosswalk current bug severities
to deficiency classes

Ha.7

As part of the maintenance agreement, ongoing support issues shall be responded
to according ta the following: .

a. Class A Deficiencies - The Vendor shall have available to the State on-call
relephone assistance, with issue tracking available to the State, eight {8) hours per
day and five (5) days a week with an email / telephone response within two (2}
hours of request; or the Vendor shall provide support on-site or with remote
diagnostic Services, within four {4) business hours of a request;

b. Class 8 & C Deficiencies -The State shall notify the Vendor of such Deficlencies
during regular business hours and the Vendor shall respond back within four (4)
hours of notification of planned corrective action; The Vendor shall repair or
replace Software, and provide maintenance of the Software in accordange with the
Specifications, Terms and Requirements of the Contract;

vt

No

Future

See H4.6 - this will require some
project management changes to
incorporate the deficiency
classification but is not
fundamentally different fram
current support practices,




H4.8

|The hosting server for the State shail be avaitable twenty-four (24) hours a day, 7

days a week except for during scheduled maintenance.

Yes

Standard

Awato provides a high-
availability service (99.99%) with
occasional scheduled
downtimes on weekends for
updates and configuration
changes which cannot be
applied without disrupting
active workloads. These are
quite rare and typically '
scheduled for a few hours, but
work is completed well before
the scheduled end of the
downtime. Awato commits to a
minimum 48-hour notification
prior to conducting scheduled
downtimes, and the ability to
conduct emergency -
maintenance without prior
notification

H4.9

A regularly scheduled maintenance windaw shall be identified (such as weekly,
monthly, or quarterly) at which time all relevant server paiches and application
upgrades shall be applied,

Yes

Standard

Previous SLAs reserve 3 weekly
maintenance window which is
rarely used, with the majority of
system updates available with
tera downtime. Server patches
and application upgrades can be
applied with no downtime;
rarely, supporting services
require a downtime for
upgrades,

H4.10

If The Vendor is unable to meet the uptime requirement, The Vendor shali credit
State's account in an amount based upon the following formula: {Total Contract

item Price/365) x Number of Days Contract Item Not Provided. The State must
ceruest this eredit in writing i}

M

Yes

Standard

This arrangement is inline with
our standard SLA

H4.11

The Vendor shall use a change management policy for notification and tracking of
change requests as well as critical outages.

It

Yes

Standacd

The Awato change management
process involves testing, client
natification, deployment,
dissemination of paich
information, and logging of the
process for alt changes to the
application regardless of scurce.
Critical outages and security
incidents have an expedited
deployment process that allows
mission-critical changes to be
propagated more quickly,

H4,12

A critical outage will be designated when a business function cannot be met by a
nen performing application and there is no work around to the problem.

M

Yes

Standard

Agrecd

H4.13

The Vendar shall maintain a record of the activities related to repair or
maintenance activities performed for the State and shall report quarterly on the
following: Server up-time; All change requests implemented, including operating
sysiem patches; All critical outages reported including actual issue and resolution;
Number of deficiencies repartéd by class with initial response time as well as time
to close. .

M

No

Future

Awato tracks bug reports
{deficiencies) and their time to
resolution, as well as all updates
to the application and it's
infrastructure, Tracking of
uptime will be added, leveraging
our health-monitering system.
This data can be compiled into
quarterly reparts for the State




Ha.14

The Vendor will give two-business days prior notification to the State Project
Manager of all changes/updates and provide the State with training due to the
upgrades and changes.

Yes

Standard

Client point of contacts are
notified in advance of
application updates. Updated
documentation and online
training for new features or .
operational differences in the
application are made available
upon release, alongside patch
notes detailing the changes.
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The Vendor's Sysiem support and maintenance shall commence upon the
Effective Date and extend through the end of the Contract term, and any
extensitns thereof.

Standard

Granted

Maintain the hardware and Software in accordance with the Specifications,
terms, and requirements of the Contract, including providing, upgrades and
fixes as required.

Yes

Standard

‘Iphysical hardware, Awato commits to

While Azure is responsible for
maintenance of Aviato's underlying

taking security upclates to host
operating systems and supporting
services and upgrades to system -
components to stay within official
support. In addition, bug fixes which
support the requirements of the
Centract are implied to be part of
regular software releases.

513

Repair Software, or any portion thereof, so that the System operates in
accordance with the Specifications, terms, and requirements of the Contract.

fes

Standard

While Azure is responsible for
maintenance of Awato's underlying
physical hardware, Awato commilts to
taking security updates to host
operating systems and supgorting
services and upgrades.1o system
components to stay within official
support. In addition, bug fixes which
support the requirements of the
Contract are implied to be part of
regular software releases.

514

The State shall have unlimited access, via phone or Email, to the Vendor
technical support staff between the hours of 8:302m to 5¢ OOpm Mondav
through Friday EST;

Yes

Standard

‘|heurs by phone or email.

Awato will ensure that the state can
contact project staff during business

The Vendor response time for support shall conform to the specific deficiency
class as described below.or as agreed to by the partles: o Class A
Deficiency - Software - Critical, does not allow System to operate, ne work
around, demands immediate action; Written Documentation - missing
significant portions of information or unintetligible to State; Non Software -
Services were inadequate and require re-performance of the Service. o " °
Class B Deficiency - Software - impartant, does not stop operation and/or |
there Is a work around and user can perform tasks; Written Decumentation -
portions of information are missing but not enough to make the decument
unintelligible; Non Software - Services were deficient, require rewarking, but
do not require re-performance of the Service. o Class € Deficiency -
Software - minimal, cosmetic in nature, minimai effect on System, low priority
and/or user can use System; Written Documentatlon - minimaf changes
required and of minor editing nature; Non Software - Sarvices require only
minor reworking and do not require re-performance of the Service.

Mo

Future

Awato will work with project
managermeant to modify or crosswalk
current bug severities to deficiency
classes

The Vendor shall make availatle to the State the latest program updates,
general maintenance releases, selected functionality releases, patches, and

Documentation that are generally offered to its custemers, at no additional
cost.

Yas

Standard

- |Awato provides a regutar release

schedule of updates and bug fixes at '
no charge to all customers (inchuding
the State) for the products they have
pyrchaged.

517

For all maintenance Services calls, The Vendor sha!l ensure the following
infarmation will be collected and maintained: 1) nature of the Deficie'nr.y; 2}
current status of the Deflciency; 3 action plans, dates, and times; 4) expected
énd attual completion time; 5} Deflciency resciution information, 6} Resolved
by, 7} Identifying number'i.e, work order number, 8} Issue identified by;

Yes

‘Standard

Awatos Issue tracking system
maintains nature, status, cormpletion .
times, résolved-by, reported-by, and
identification nurmber, Planned and
actual resotution are logged in the
$ystem by employees serviting the
request.




Attachment 1: Project Requirements

The Vendor must work with the State to identify and troubleshoot potentially
large-scale System failures or Deficiencies by collecting the Following Awato can track the mean-time’
information: 1) mean time between reported Deficiencies with the Software; between deficlencies through our issue
2) diagnosis of the root cause of the problem; and 3) identification of repeat ] tracking system; Awato also uses this
SLE lealts or repeat Software problems. P Yes Standard system to track issue dia_gnosis and
- .Ireselution, and can use it to identify -
recurring issues. .
As part of the Software maintenance agreement, ongoing software See 51,5 - this will require some
maintenance and support issues, shall be responded to according to the project management changes to
following or as agreed to by the parties: a. Class A Deficiencies - The incorposate the deficiency
Vendor shall have avallable to tha State on-calt telephone assistance, with classification but is not fundamentally
issue tracking available to the State, eight (8] hours per day and five (S) days a different from current support
week with an emall / telephone response within twa [2) hours of request; or practices.
the Vendor shall provide support on-site or with remote diagnostic Services, ' -
L8 within four (4) business hours of a requast; b. Class B & C Deficiencies M Ne Future
—The State shall notify the Vendor of such Deficiencies during regular business
hours and the Vendor shall respand back within four (4) hours of notification
of planned cosrective action; The vendor shall repair or replace Software, and
provide maintenance of the Software in accordance with the Spetifications,
Terms and Requirements of the Contract; or as agreed between the parties
The Vendor shall use a change management policy for notification and The Awato change management
tracking of change requests as well as critical outages. process involves testing, client
notification, deployment,
dissemnination of patch information,
and logging of the process for ali
. changes to the application regardless
S0 M ves Standard of source. Critical outages and security
incldents have an expedited
deployment process that allows
mission-critical changes to be
. gropagated more quickly.
A critical outage will be designated when a business function cannot be met
by a nonperforming application and there# is no work around to the problem.
5111 M Yes Standard Agreed
The Vendor shall maintain a record of the activities related to repair or
maintenance activities performed for the State and shall report quarterly on
the following: All change requests implemented; All critical outages reported
including actual issue and resalution; Number of deficiencies reported by class Awato tracks bug reports (deficiencies)
with initial response time as well as time to close. and their ime to resolution, as well as
all updates to the application and it's
s112 M. Yes Standard infrastructure. Tracking of uptime will
+ |be added, leveraging our health-
R monitaring tystem, This data can be
compiled into quarterly reports for the
State ’
The hosting server for the State shall be available twenty-four (24) hours a .
day, 7 days a week ex¢ept for during scheduled maintenance. Awato provides a high-availabilicy
service (99,99%) with occasional
scheduled downtimes on weekends for
updates and configuration changes
which cannot be applied without
* disrupting active worklpads. These are
s1.13 M Yes Standard quite rare and typically scheduled for a
- . few hours, but work is completed well
befora the scheduled end of the
downtime. Awato commits to a
minimum 48-hour notificatlon prior to
conducting scheduled downtimes, and
the ability to conduct emergency
maintenance without prior
notification.
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51.14

The Vendor will guide the State with possible solutions 10'resolve issues to
maintain a fully functioning, hosted System.

.

Yes

Standard

Awato will provide guidance to resolve
all issues to ensure the system is fully
functioning, by phone, In person or
through email,

5115

A regutarty scheduled maintenance window shall be identified (such as
weekly, monthly, or quarterly) at which time all relevant secver patches and
apphication upgrades shall be applied,

Yes

Standard

Previous SLAS reserve a weekly

+ |maintenance window which is rarely

used, with the majority of system
updates available with zero downtime.
Server patches and application
upgrades can be applied with no
downtime; rarely, supporting services
require a downtime for upgrades.

5116

The Vendor will give two-business days prior notification to the State Project
Manager of all changes/updates and provide the State with training due to the
upgrades and changes.

Yes

Standard

Awato will provide a 2 day notification
to the project manager via email of all
changes and updates. Awato will
provide training to the state digitally
based on those upgrades and changes
via digital canferences and use guides,

§1.17

All hardware and software components of the Vendor hosting infrastructure |
shall be fully supported by their respective manufacturers at all times. Al
critical patches for operating systems, databases, web senvices, ete, shall be
applied within sixty (6Q) days of release by their respective manufacturers.

Yes

Standard

‘While Azure Is responsible for
maintenance of Awata's undertying
physical hardware, Awato commits to

. |taking security updates to host

operating sysiems and supporting
senvices and upgrades to system
components to stay within official
support.

51.18

The Vendor shall provide the State with a personal secure FTP site to be used
by the State for uploading and downloading files if applicable.

No

Not Appticable

There is no anticipated need for FTP

connectivity




Attachment 1: Project Requirements

: L imState Réquiremeéntss, o
fo e R e T oy [ R nt T
3 Regglrement Qesertptioni- o, * | § Sty L
e — :
Standard Awato \t\nllschedule.and if preferred
host a kick-off meeting
- — = i - -
pry |Vendor shall provide Project Staff as specified in the RFP. ™ Yes Standard :ﬂwa‘ﬂ wiil provide the staff specified
in the RFP
Vendor shall submit a finalized Work Plan within ten (10} days after Contract Awato will provide a finallzed work
award and approval by Governor and Council, The Work Plan shallinclude, plan within 10 days of the contract
without kimitation, a detailed description of the Schedule, tasks, Deliverables, ) approval, The schedute willinclude
p1.3 [critical events, task dependencies, and payment Schedule. The plan shall be M Yes Standard  |tasks, deliverables, eritical events, task
updated no less than cevery twa weeks.> dependencies and payrment schedule.
Awato will then update the plan every
, twao weeks,
Vender shail provide detailed <bi-weekly or monthly> status reports on the Awato will provide a monthly status
progress of the Project, which will include expenses incurred year to date. .
Pl M Yes Standard .report~ on the progress of the Project,
including any expenses beyond those
) detailed in the work pfan.
All usir, technical, and System Documentation as welt as Project Schedules,
plang, status reports, and correspondence must be maintained as project
documentatlon. {Define how- WORD format- on-Line, in a3 common library or Awata manage and maintain all usér,
on paper) : uchnicaliand system documentation
PLE M- Yes Standard and project schedules, plans,_status
repofts and correspondence in a
. project folder as project
documentation.




b. Vendor License Agreement and Service Level Agreement-'Attéchment 2

awaTo
Order Form for Softwa[e as a Service Contract

State Of New Hampshire

) HOSTING SERVICES TERMS & CONDITIONS
1. DEFINITIONS. :

Certain capitalized terms not otherwise defined on the accompanying order form or proposal (the “Qrder F orm’) have
the méanings set forth in this Section-1.

1.1 “Addendum” means any addendum to this Agreement, and may include, without limitation, Provider’s
standard Statement of Work (“"SOI").

1.2 “Administrator” means the persons designated by Client to be provided access to the restricted
administrative functions of the Program and/or Software for the purpose of administering the Program.

1.3 “Confidential Information” will mean all written or oral information, disclosed or otherwise made available
by either Party to the other, related to the operations of either Party or a third party that has been identified as

confidential or that by the nature of the circumstances surrounding disclosure ought reasonably to be treated as
confidential.

1.4 “Client” will mean the client identified on the Order Form.

1.5 “Client Brand' shall mean any one or more of the trademarks, service marks, trade names, domain names,
logos, business and product names, slogans, and regisirations and applications for registration thereof owned by Client.

1.6  “Client Data” will mean the data, media and content provided by Client for use with the Program that aré
accessible by Administrators through the Program and may include without limitation the names and/or student
identification numbers of any Subscribers that are eligible 1o participate in the Program.

1.7 “Effective Date” shall mean the last date on the signature block on the Order Form.

1.8 “Hosting Services” will mean the Software hosting services rendered by Provider hereunder and the
provision of any related Provider content made available by Provider in connection therewith.

1.9 “Launch Date” shall mean the launch date expressly designated on the Order Fonn or if the Order Form

provides for a trial period, theri the date on which the Client or any Subscriber first uses or accesses the Program
_ following the conclusion of any such trial period.

1.10 “Program” shall mean the Provider’s proprietary platform which comprises the hosted Sofiware and enables
Subscribers to, among other things, match and assess their academic and career objecuves develop their resumes,

access job boards, and create and dlsplay customized career roadmaps.

111 “Subscriber” shall mean an authorized student end user that is affiliated with the Client, is eligible to



'

" participate in the Program and that enrolls in the Program and is thereby licensed to use the Software.

1.12 “Subscriber Data” shall'mf;an any information entered by Subscribers into the Program, or information for
which Subscriber has provided its consent.to be shared and which may include without limitation the Subscriber’s
name, email address date of birth, gender, ethnicity, location, educauon history and major expected year of

graduation, work history and any assessment data.

1.13 “Seoftware” means the proprietary hosted computer software whose use is contemplated in connection with
the Program,- including but not limited to the Awato platform and application, and any subsequent revisions or
modifications thereto which are furnished 1o Client by Provider.

114 “Subscription Fec" shall mean those fees payable in the amounts and/or at the rates designated on the Order
Form for access to the Program and Software

115 “Terms of Service” shall mean the Awato Terms of Service accepted by Subscnbers through enrollment in
the Program accessible through the Software.

2. ACCESS, USE AND SUBSCRIBERS.

2.1 Provision of Access for Subscribers. Subject 1o the terms and conditions contained in this Agreement,
Provider hereby grants to Client a non-exclusive, non-transferable right and license during the Term of this Agreement
to: (a) access and use the Software on or through any number of desktops, laptops, devices, and/cr other computers;
and (b) grant access to the number of Administrators specified in the Order Form to use the Software in accordance
with the terms and conditions of this Agreement and the Terms of Service. [On or as soon as reasonably practicable
after the Effective Date, Provider shall provide 1o Client the necessary passwords, security protocols and policies and
network links or connections (the “Access Protocols™) to. allow Chent s designated Administrators to access the

Program. Provider shall also provide Client the documentation to be used by Client and Administrators in accessing
and using the Program. :

2.2 Usage Restrictions. Client will not: (a) copy or duplicate the Program or Software; (b} decompile,
disassemble, reverse engineer or otherwise attempt to obtain or perceive the source code from which any component
of the Program or Software is compiled or interpreted; (¢) modify the Program or Software or any accompanying
documentation, or create any derivative product from any of the foregoing, except with the prfor written consent of .
Provider; or (d) assign, sublicense, sell, resell, lease, rent or otherwise transfer or convey, or pledge as security or
otherwise encumber, Client’s rights under Sections 2.1. Client will ensure that its use of the Software and Program
and any accompanying documentation complies with all applicable laws, statutes, regulations or rules. Client shall
notify Provider immediately of any known or suspected unauthorized use of any Program or Software password or
account or of any other known or suspected breach of security. Client will only allow Subscribers who have been
assigned a unique user identification to access the Program.

2.3 Retained Rights; Ownership.

(a) Subject to the limited rights granted in this Agreement, Client retains all right, title and interest in and to the

Client Brand, and Provider acknowledges that it neither owns nor acquires any additional rights in and to the Client
Brand not expressly granted by this Agreement. Provider further acknowledges that Client retains the right to use the
Client Brand for any purpose in Client’s sole discretion. Subject to the foregoing, Client hereby grants to Provider a
non- excluswe non-transferable right and license to use the Client Brand dunno the Term for the limited purposes of
perfcmmnﬂr Provider’s obligations under this Agreement.

{(b) Subject to the Tights granted in this Agreement, Provider retains all right, title and interest in and.to the’
Program, Software, and any accompanying documentation, and Client acknowledges that it neither owns nor acquires



any additional rights in and to the foregoing not expressly granted by this Agreement. Client further acknowledges
that Provider retains the right to use the foregoing for any purpose in Provider’s sole discretion.

(¢} All Student Data or any other Education Records transmitted to the Provider pursuant to this Agreement is
and will continue to be the property of and under the control of the Client, or 1o the party who provided such data
{such as the student or parent). The Provider further acknowledges and agrees that all copies of such Student Data or
any other Education Records transmitted to the Provider, including any modifications or additions or any portion
thereof from any source, are also subject to the provisions of this Agreement in the same manner as the original Student
Data or Education Records. The Parties agree that as between them, ali rights, including all intellectual property rights
in and to Student Data or any other Education Records coniemplated per this Agreerrienl shall remain the exclusive
property of the Clicnt or the party. who provided such data (such as the student or parent)

" 3. PROVIDER OBLIGATIONS.

KN SN Implementation Services. To the extent agreed upon in the applicable Order Form, Provider shall configure .
Client’s systems for custom single sign on authentication of’the Program. Notwithstanding the foregoing, Client
understands that, before access to the Program can be provided to Client, Client's systems may require configuration,
and may require the performance of various professional services to prepare Client’s systems for such purposes.

3.2 . Hosting Services. Provider shall host the Software and provide the related Hosting Services in accordance
with the terms of this Agreemem. As part of the Hosting Services, Supplier shall provide, implement, operate,
maintain, and support all servers, switches, firewalls, routers, and other equipment comprising the computing
platforms and security and network infrastructure, network security, load balancing. monitoring systems, and any
other services, systems, equipment, and/or other items.necessary for the proper operation of the Sofiware.

33 Professional Services. Provider may render additional professional services beyond the agreed upon Hosting
Services upon Client’s réasonable request therefor, including training. consulting.”or customization subpon ‘with
respect to the Program. Client acknowledges that in the event that Client desires that Provider perform such
professional services, the Parties will negotiate an appropriate SOW setting forth an implementation plan (the “Initial
Implementation Plan"). Notwithstanding the foregoing, Client acknowledges that Provider will have no obligation

to perform any services under the Initial Implementation Plan unless and until engaged to perform such services in an
Addendum to this Agreement.

34 Technical Support. Commencing on the Launch Date and continuing during the Term, Provider shall
provide the technical support services as set forth in the Order Form, at no additional cost to Client.

4. CLIENT OBL[GAT_IONS, ki

4.1 Administrator Access to Program. Subject to the terms and conditions herein, Client may permit the
Administrators to access and use the features and functions of the Program only through the Access Protocols.

4.2 Client Assistance. Client shall make available in a timely manner at no charge to Provider al! mutually
agreed upon content, graphic files and Client Brand information or other information of Client reasonably requested
by Provider for the performance of its obligations under this Agreement. Client shail be responsible for, and assumes
the risk of, any problems rcsuiting from, the content, accuracy, completeness and consistency of all such content,
materials and information supplied by Client. Client shall also be solely responsible, at its own expense, for acquiring,
installing and maintaining all connectivity equipment, hardware, software and other equipment as may be necessary
for it and its Administrators to connect to, access, and use the Program. o

43 Client Data. -Client and its Administrators shall have access to the Client Data and shall be responsible for
“all changes to and/or deletions of Client Data and the security of all passwords and other Access Protocols required in



order 1o access the Program. Client hereby reprcsenté and warrants that it owns or otherwise has sufficient right to
grant Provider access 1o and use of the Client Data in accordance with the terms of this Agreement. Client will be
solely responsible for the accuracy and completeness of the Client Data. Client acknowlédges and agrees that
Provider's obligation to maintain any Client Data obtained in the course of performance of the Hosting Services shall
not extend beyond the Term of this Agreement.

4.4 Subscriber Data. Subscribers will have access to their individual Subscriber data and such data will be
subject to the terms of Provider's Privacy Policy.

4.5 Browser Requirements. Administrators and Subscribers accessing the Application must use Internet
Explorer 10 or higher, or the latest commercially available versions of Chrome, Firefox. and Safari.

5. FEES AND EXPENSES; PAYMENTS. )

5.1 Fees. In consideration for the Hosting Services and Program access rights granted to Client hereunder, Client
will pay to Provider, without offset or deduction. all applicable upfront and recurring Subscription Fees set forth in
the Order Form autached hereto. All fees shall be due and payable within thirty (30) days of the date of the Client’s
receipt of Provider’s invoice. Unless otherwise specified on the Order Form, Program subscription fee invoicing shall

commence on the Launch Date All professional services fees shall be due and pavable as detailed in the applicable
SOW.

52 Client Operating Expenses. Clicnt will bear all expenses incurred in performance of its obligations
hereundér includirig, without limitation, through use by Client, Administrators and/or any Subscriber of the Program,
and/or through provision of the Hosting Semces or the support 10 Administrators and/or Subscnbers with respect to
such use of the Program.

53 Taxes. Client will be responsible for payment of any applicable sales, use and other taxes and all applicable '
export and import fees, customs duties and similar charges (other than taxes based on Provider's income), and any
related penalties and interest for the grant of license rights hereunder. or the de]ii’ery of related services. Client will
make all required payments to Provider free and clear of, and without reduction for, any withholding taxes. Any such
taxes imposed on payments to Provider will be Client's sole responsibility, and Client will, upon Provider’s request,
provide Provider with official receipts issued by the appropriate taxing authorities, or Such other evidence as Provider
may reasonably request, to establish that such taxes have been paid.

5.4 Late Payments; Interest; Payment in Dollars. Any portion of any amount payable hereunder that is not
paid when due will accrue interest at one and one-half percent (1.5%) per month or the maximum rale permitted by
applicable law, whichever is less, from the due date until paid. All payments to be made under this Agreement shall
be made in US dollars. Notwithstanding the foregoing. if Provider does not.receive payment of any sum due to it
within forty five (45) days of the Client's receipt of the applicable invoice, Provider reserves the right to suspend
Client, Administrator and/or Subscriber access to the Program until such time as the default has been cured to
_Provider’s satisfaction. o o

:

"6. TREATMENT OF CONFIDENTIAL INFORMATION.,

6.1 Ownership of Confidential Information. The Parties acknowledge that during the performance of this
Agreement, each Party will have access to cenain of the other Party’s Confidential Information or Confidential
Information of third parties that the disclosing Party is required to maintain as confidential. Both Parties agree that
all items of Confidential Information are proprietary to the disclosing Party or such third party, as applicable, and will
remain the sole property of the disclosing Party or such third party.

6.2 Mutual Confidentiality Obligations. Each Party agrees as follows: (a) to use Confidential Information



*disclosed by the other Party only for the purposes described herein; (b) that such Party will not reproeduce Confidential
Information disclosed by the other Party, and will hold inconfidence and protect such Confidential Information from
dissemination to, and use by, any third party; (c) that neither Party will create any derivative work from Confideniial
Information disclosed to such Party by the other Party; (d) to restnct access to the Confidential Information disclosed ,
by the other Party to such of its personnel, agents, and/or consuhiants, if any, who have a need to have access and who
have been advised of and have agreed in writing to treat such information in accordance with the terms of this -
AAgreemem and (e) to retum or destroy, pursuant to Secllon 10.4, all Confidential Information disclosed by the other
Party that is in its possession upon termination or explratlon of this Agreement.

6.3 Confidentiality Exceptions. Notwithstanding the foregoing, the provisions of Sections 6.1 and 6.2 will not
apply to Confidential Information that (a) is publicly available or in the public domain at the ume disclosed; (b) is or:

becomes publicly available or enters the public domain through no fault of the recipient; (c) is rightfully communicated
" tothe recipient by persons not bound by confidentiality obligations with respect theretg; (d) is already in the recipient’s
possession free of any conﬁdemmllty obligations with respect thereto at the time of disclosure; (e) is mdependemly
deveIOped by the recipient; or (f) is approved for release or disclosure by the disclosing Party without restriction.
Notwithstanding the foregoing, each Party may disclose Confidential Information to the limited extent required (x) in
order to comply with the order of a count or other governmental body. or as otherwise necessary to comply with
applicable law, provided that the Pany making the disclosure pursuant to the order shalt first have given written notice
to the other Party and made a reasonable effort to obiain a protective order; or (¥) to establish a Party’s rights under
this Agreement, including 10 make such court filings as.it may be required to do. Client also acknowledges and agrees
that Provider may freely" use any comments, ideas and’or error reports provided by Client to Provider and such
comments, ideas and/or error reports shall not be considered proprietary to Client.

7. REPRESENTATIONS AND W ARRA.\TIES Each Party hereby represents and warrants to the other
Party: (a) that it is duly organized, validly existing and in good standing under the laws of its Junsdncnon of
incorporation or organization; (b) that the execution and performance of this Agreement will not conflict with or
violate any provision of any law having applicability to such Party; and (c) that this Agreement, when executed and

delivered, will constitute a valid and binding obligation of such Party and will be enforceable against such Party in
accordance with its terms. :

8. DISCLAIMERS, EXCLUSIONS AND LIMITATIONS OF LIABILITY.

8.1 Disclaimer. EXCEPT AS EXPRESSLY REPRESENTED OR WARRANTED IN SECTION 7, TO THE
MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, THE SOFTWARE, PROGRAM, ANY
DOCUMENTATION, AND ALL SERVICES PERFORMED BY PROVIDER ARE PROVIDED “AS 1S," AND
PROVIDER DISCLAIMS ANY AND ALL QTHER PROMISES, REPRESENTATIONS AND WARRANTIES,
" WHETHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TOQ, ANY IMPLIED WARRANTIES
OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON- INFRINGEMENT, QUIET
ENJOYMENT, SYSTEM INTEGRATION - AND/OR DATA ACCURACY. PROVIDERQDOES NOT WARRANT
THAT THE SOFTWARE, PROGRAM, ANY DOCUMENTATION, OR ANY OTHER'SERVICES PROVIDED
- BY PROVIDER WILL MEET CLIENT’S REQUIREMENTS OR THAT THE OPERATION OF THE SOFTWARE -
OR PROGRAM WILL BE UNINTERRUPTED OR ERROR-FREE, OR THAT ALL ERRORS \_.V['I;L BE
CORRECTED. PROVIDER'S SERVICES MAY BE SUBJECT TO LIMITATIONS, DELAYS, AND OTHER
PROBLEMS INHERENT IN THE USE OF THE INTERNET AND ELECTRONIC COMMUNICATIONS.
PROVIDER IS NOT RESPONSIBLE FOR ANY DELAYS, DELIVERY FAILURES, OR OTHER DAMAGE
RESULTING FROM SUCH PROBLEMS. Neither Provider, nor its third-party hosting service or software providers,

“shall have any hab11|ty whatsoever for the accuracy, completeness, or timeliness of the Client Data, or for any decxslon
made or action taken by Client in reliance upon any Client Data '

8.2 Exclusionsof Remedies; leltatlon of Llablllt'y IN NO EVENT WILL PROVIDER BE LIABLE TO CLIENT



FOR - ANY INCIDENTAL, INDIRECT, SPECIAL, CONSEQUENTIAL’ OR PUNITIVE DAMAGES,
" REGARDLESS OF THE NATURE OF THE CLAIM, INCLUDING, WITHOUT LIMITATION, LOST PROFITS,
COSTS OF DELAY, ANY FAILURE OF DELIVERY, BUSINESS INTERRUPTION, COSTS OF LOST OR-
DAMAGED DATA OR DOCUMENTATION, OR LIABILITIES TO THIRD PARTIES ARISING FROM ANY
SOURCE, EVEN IF PROVIDER HAS BEEN ADVISED.OF THE PQOSSIBILITY OF SUCH DAMAGES. THIS
LIMITATION UPON DAMAGES AND CLAIMS IS INTENDED TO APPLY WITHOUT REGARD TO
WHETHER OTHER PROVISIONS OF THIS AGREEMENT HAVE BEEN BREACHED OR HAVE PROVEN
INEFFECTIVE. UNLESS PROHIBITED BY LAW., THE CUMULATIVE LIABILITY OF PROVIDER TO
CLIENT FOR ALL CLAIMS ARISING FROM OR RELATING TQ THIS AGREEMENT, INCLUDING,
"WITHOUT LIMITATION, ANY CAUSE OF ACTION SOUNDING IN CONTRACT, TORT, OR STRICT
LIABILITY, WILL NOT EXCEED TWICE THE FEES PAID TO PROVIDER BY CLIENT DURING THE
TWELVE (12) MONTH PERIOD PRECEDING THE EVENT GIVING RISE TO THE CLAIM. THIS
LIMITATION OF LIABILITY .IS INTENDED TO APPLY WITHOUT REGARD TO WHETHER OTHER
PROVISIONS OF THIS AGREEMENT HAVE BEEN BREACHED OR HAVE PROVEN INEEFECTIVE.

8.3 Essential Basis of the Agreement. Client acknowledges and understands that the disclaimers, exclusions and
limitations of liability set forth in this Section 8 form an essential basis of the agreement between the Parties, that the
Parties have relied upon such disclaimers, exclusions and limitations of liability in negotiating the terms and conditions

- in this Agreement, and that absent such disclaimers, exclusions and limitations of liability, the terms and conditions
of this Agreement would be substantially different. '

9. INDEMNIFICATION.

9.1 Indemnification of Client. Provider agrees to indemnify, defend and hold harmless Client from and against
any and all losses, liabilities, costs (including reasonable attorneys’ fees) or damages resuliing from any claim by any
third party that the Sofiware and/or the documentation infringes such third party’s U.S. patents issued as of the
Effective Date, or infringes or misappropriates, as applicable. such third party’s copyrights or trade secret rights under

. applicable laws of any jurisdiction within the United States of America, provided that Client promptly notifies Provider

in ‘writing of the claim, cooperates with Provider, and allows Provider sole authority to control the defense and
“settlement of such claim. If such a claim is'made or appears possible, Client agrees to permit Provider, at Provider's
sole discretion, to enable it to continue to use the Software or the documentation, as applicable, or to modify or replace
any such infringing material to make it non-infringing. [f Provider determines that none of these alternatives is
reasonably available, Client shall, upen written request from Provider, cease use of, and, if applicable, return, such
materials as are the subject of the infringement claim. This Section 9.1 shall not apply if the alleged infringement
arises, in whole or in part, from (a) modification of the Application or the documentation by Client, (b) combination,
operation or use of the Application with other software, hardware or technology not provided by Provider, (c) use of
a superseded or altered release of the Application or the documentation, if such infringement would have been avoided
by the use of a then-current release of the Application or the documentation, as applicable, and if such then-current
release has been made available to Client, or {d) related 1o the Client Data (any of the foregoing circumstances under
clauses (a), (b}, (c), or {(d) a “Client Indemnity Responsibility™). IN NO EVENT SHALL PROVIDER'S LIABILITY
UNDER THIS SECTION 9 EXCEED THE CAP ON LIABILITY SET FORTH IN SECTION 8.2 THIS SECTION

STATES PROVIDER'S ENTIRE OBLIGATION AND LIABILITY WITH RESPECT TO ANY CLAIM OF
INFRINGEMENT. ’ <

10. TERM AND TERMINATION, .
10.1 Term. Unless otherwise specified on the Order Form, the term of this Agreement will commence on the

Effective Date and will continue for one (1) year(the *“Initial Term’), unless earlier terminated in accordance with this
Section 10. ' '



10.2 Termination for Breach. Either Party may, at its option, terminate this Agreement in the event of a material
breach by the other Party. Such termination may be effected only through a written notice to the breaching Party,
specifically identifying the breach or breaches on which such notice of termination is based. The breaching Party will
have a right to cure such breach or breaches within thirty (30) days of receipt of such notice, .and this Agreement witt ‘
terminate in the event that such cure is not made within such thirty (30) day period.

10.3 Termination Upon Bankruptey or Insolvency, Either Party may, at its option, terminate this Agreement
immediately upon written notice to the other Party, in the event (a) that the other Party becomes insolvent or unable
to pay its debts when due; {(b) the other Party files a petition in bankruptcy, reorganization or similar proceeding, or;
if filed against, such petition is not removed within-ninety (90) days after such filing: (c) the other Party discontinues

it business; or (d) a receiver is appointed or there is an assignment for the beneﬁt of such other Party’s creditors.
) [

10.4 Effect of Termination. Upon any termination of this Agreement: (a) Client will immediately discontinue
all use of the Soﬁware any accompanying documeniation, and any Provider Confidential Information; (b) Client will
delete any Provider Confidential Information from Client’s computer storage or any other media including, but not
timited to, online and off-line libraries; (¢) Provider will delete any Client Confidential Information and. Client Data
from Provider’s computer storage or any other media including, but not limited to, online and off-line libraries; (d)
retumn to Provider or, at Provider’s oplion, destroy, all copies of the documentation and ‘any Provider Confidential
[Information then in Client's possession; and (e} promptly pay to Provider all amounts due and payable hereunder.

10.5 Survival. The provisions of Sections 2..3; 5.1,6,7,8,9, 104, 10.5, and 1! will survive the expiration or
termination of this Agreement.’

1

11. MISCELLANEOUS.

11.1 Entire Agreement. This Agreement sets forth the entire agreement and understanding between the Parties
hereto with respect to the subject matter hereof and, except as specifically provided herein, supersedes and merges all
prior oral and written agreements, discussions and understandings between the Parties with respect to the subject

matter hereof, and neither of the Parties will be bound by any conditions, inducements or-répresentations other than
as expressly provided for herein.

11.2 Independent Contractors. In making and performing this Agreement, Client and Provider act and will act
at all times as independent contractors, and, except as expressly set forth herein, nothing contained in this Agreement
will be construed or implied to create an agency, partnership or employer and employee relationship between them.

Except as expressly set forth herein, at no time will either Party make commitments or mcur any charges or expenses
for, or in the name of, the other Party. -

11.3  Notices. All notices required by or relating to ihis Agreement will be in writing and will be sent by means
of certified mail, postage prepaid, to the Parties at their respective addresses set forth in the Order Form, or addressed
to such other address as the receiving Party may have given by written notice in accordance with this provision. All
notices required by or felating to this Agreement may also be communicated by facsimile and/or other electronic
communications provided that the sender receives and retains confirmation of successful transmittal to the recipient.
Such notices will be effective on the date indicated in such confirmation. In the event that either Party delivers any
notice by means of facsimile transmission or other electronic means in accordance with the preceding sentence, such
Party will promptly thereafter send a duplicate of such notice in writing by means of certified mail, postage prepaid,

to the receiving Party, addressed as set forth above or to such other address as the receiving Party may have previously
substituted by written notice to the sender.

11.4 Amendments; Modifications. This Agreement may not be amended or modified except in a writing duly _
executed by authorized representatives of both Parties.
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11.5 Assignment; Delegation. Except in the case of merger or acquisition. neither Party shall assign any of its
rights or delegate any of its duties under this Agreement without the express. prior written consent of the other Party,
and, absent such consent, any atiempted assignment or delegation will be null, void and of no effect.

11.6 No Third Party Beneficiaries. The Parties acknowledge that the covenants set forth in this Agreement are
intended solely for the benefit of the Parties, their successors and permiuied assigns. Nothing herein, whether express
or implied, will confer upon any person or entity, other than the Parties, their successors and permiited assigns, any
legal or equitable right whatsoever 1o enforce any provision of this Agreement.

1.7 Severability. If any provision of this Agreement is invalid or unenforceable for any reason in any
jurisdiction, such provision will be construed to have been adjusted to the minimum extent necessary to cure such
invalidity or unenforceability. The invalidity or unenforceability of one or more of the provisions contained i m this

- Agreement will not have the effect of rendermrr any other provisions of lhas Agreement invalid or unenfordeable
whalsoever

11.8 . Waiver.. No waiver under this Agreement will be valid or binding unless set forth in writing and duly
executed by the Party against whom enforcement of such waiver is sought. Any such waiver will constitute a waiver
only with respect 10 the specific maiter described therein and will in no way impair the rights of the Party granting

such waiver in any other respect or at any other time. Any delay or forbearance by either Party in exercising any right
“ hereunder will not be deemed a waiver of that right. ' o

119 Force Majeure. Except with respect to payment obligations hereunder. if a Party is prevemed or delayed in

' pérformance of its obligations hereunder as a result of circumstances beyond such Party’s reasonable control,
including, by way of example, Internet access outside of Provider’s control, war, (error, riot, fires, floods, epidemics,
or failure of public utilities or public transportation systems, such failure or delay will not be deemed to constitute a
material breach of this Agreement, but such obligation will remain in full force and effect, and will be performed or
satisfied as soon as reasonably practicable after the termination of the relevant circumstances causing such failure or
delay, provided that if such Party is prevented or delayed from performing for more than ninety {90) davs the mher
Party may terminate this Agreement upon thirty (30) days” written notice.

11.10  Governing Law. THIS AGREEMENT WILL BE GOVERNED BY AND INTERPRETED IN
ACCORDANCE WITH THE LAWS OF THE STATE OF NEW HAMPSHIRE, WITHOUT REGARD TO
'CONFLICTS OF LAW PRINCIPLES THEREOF. FOR PURPOSES OF ALL CLAIMS BROUGHT UNDER THIS
AGREEMENT, EACH OF THE PARTIES HEREBY IRREVOCABLY SUBMITS TO THE EXCLUSIVE
JURISDICTION OF THE STATE AND FEDERAL COURTS LOCATED IN THE STATE OF NEW HAMPSHIRE

11.11  Counterparts. This' Agreement may be executed in any number of counterparts, each of which when so
executed will be deemed to be an original and all of which when taken together will constitute one Agreement,

11.12  Headings. The headings in this Agreernent are inserted merely for the purpose of convenience and will not
affect the meaning or interpretation of this Agreement.

11.13  Publicity. In consideration for the rights granted under the terms of this Agreement, Client hereby grants
Provider the right to reference Client as a customer of Provider,and issue a press release to that effect.

11,14  Information Secuﬁty Awato shall take all cmnﬁmrcially reasonable measures o protect the Personal

Information of students consistent with Family Education Rights and Privacy Act (‘FERPA™) and the appllcable laws
of the State.



. AWATO LLC SERVICE LEVEL
AGREEMENT

This document outtines the service level agreement between Awato, LLC. and State of New Hampshire :
Department of Education made as,of 2/21/2019. Awato, LLC. will be referred to as Awato and New
Hampshire will be referred to as USER throughout this agreement.

Service Level Agreement

This document contains the Service Level Agreement for Awato's Saa$ Solution. Please read it carefully
as this is the official agreement in force at the present time. If you have questions or comments about this
agreement, please do not hesitate to contact us.

This SERVICE LEVEL AGREEMENT ("Agre;ment" or ‘SLA *} shall apply to Hosted Services provided
by Awato. Awato is committed to providing a highly available and secure network to support its USERs
Providing the USER with consistent access to Hosted Services is a high priority and is the basis for its
commitment in the form of this SLA. The SLA provides certain rights and remedies in the event that the
USER experiences service interruption as a result of failure of Awato’s infrastructure. The overall service
availability metric will consistently be 99.99%, measured on a monthly basis.

1. Term Definitions

For the purpose of this_'Service Level Agreement, the terms ini bold are defined as follows:

1.1 Available or Availability

When the USER whose account is actwe and enabled has reasonablé access to the Hosted Service, subject
1o the exclusions defined in Downtime Minutes below.

1.2 Total Monthly Minutes
The number of days in the month multiplied by 1,440 minutes per day.

1.3 Maintenance Time

The time period during which the Hosted Service may not be Available each month so that Awato can
perform routine maintenance to maximize performance, is on an as needed basis.

4

1.4 Downtime ,

The total number of minutes that the USER cannot access the Hosted Service. The calculation of

Downtime Minutes excludes time that the USER is unable to access the Hosted Services due to any of the
following:



(a) Maintenance Time
(b) USER’s own Internet service provider
(c) Force Majeure event
(d) Any systemic Internet failures
(e) Enhanced Services
(f) Any failure in the USER’s own hardware, softiware or Network connection
(g) USER’s bandwidth restrictions.
. {h) USER’s acts or omissions
(i) Anything outside of the direct control of Awato

1.5 Mamtcnance Notices

Awato will communicate the date and time that it mlends 1o make the Hosted Services unavailable at least
forty-eight (48) hours in advance (or longer if practical). The USER understands and agrees that there
may be instances where Awato needs tointerrupt the Hosted Services without notice in order to protect
the integrity of the Hosted Services due to security issues, virus attacks, spam issues or other'unforese'eh
circumstances. Below are the Maintenance Windows and their definitions:

1.6 Emcrgéncy Maintenance
These change controls happen immediately with little notification ahead of time.

1.7 . Preventative Maintenance

These change controls are when we detect an item in the environment that we need to take action on, to
avoid emergency change controls in the future. These change controls, if possible, will usually occur in
low peak hours with peak being defined by our network metrics.

1.8 Planned Maintenance

These are change control's being done to;
1-Support 6n-goi_ng product and operational projects to ensure optimal performance
2-Deploy non-critical service packs or patches. '
3-Periodic redundancy testi'ﬁg.

Awato routinely does maintenance on Sunday 12:00 am eastern time; not every week, however Awato
reserves the right to take down the system during that time frame. Planned maintenance will be
announced at least forty-eight (48) hours prior; however, certain circumstances may preclude us from
doing so, such as an external issue requiring a change control to Awato.

1.9  System Architecture

Awato’s Saa$ architecture is designed to maintain availability of SaaS hosted products even after physical
failure, utili‘ty failure, or environmentat events occur. Awato’s systems maintain multiple power sources
with multiple points of entry, multiple WAN connections with muiuple points of entry, and redundant
physical and virtual layers for servers and all layers of networkmo



1.10- Encryption
Secure communication of sensitive data is of the utmost importance. Awato’s system archllecture and
hosted applications utilize industry standard encryption methodologies mcludmo SSL Certificates with

2048bit digital signatures and 256bit encryption for all HTTP throughput including Web Portal and
Reporting products.

1.11 Data, Privacy, Backup and Restoration Policy
" Awato’s Saa$ data systems are designed to prevent customers from accessing physical hardware layers,
‘hosts, or instances through the use of virtualization, Microsoft Windows user authentication, and
folder/file access rights. In regards to privacy, Awato requires only an email address and name.

Backups & Restoratlon
a) All data i is imaged daily, separated from the rest of the physical layers of the hosted
. system, and stored for 30 days.
’ b) USER Responsibility — Please note that i in 1 the case of negligence on the USER s part;
' for example, deletion of data - Awato may/mav not have the ability to restore data as data

restoration is reserved for disaster recovery purposes. [f data is lost due to negligence and
it is determined that the data or fraction of the data can be restored, professional service
fees may be apphcd

1.12  'USER Minimum Requirements

The required cdnﬁgurations USER must have 1o access the Hosted Services include:
I-Internet connection with adequate bandwidth

2-One of the following Internet Browsers: Chrome 59.0.3071 or newer, Firefox 57.0 or newer,
Edge 20.10240 -

2. Service Llev'els

2.1 Measurement

Awato uses New Relic to measure whether the Hosted Services are Available and the USER agrees that

this system will be the sole basis for resolution of any dispute that may arise between the USER and
Awato regarding this Service Level Agreement.

2.2 Availability
Availability is calculated based on the following formula:

A=(T~M-D)/(T-M)x 100%

A = Availability

T = Total Monthly Minutes
M= Maintenance Time

D = Downtime
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Availability ' o Credit Amount (Based on Annual Fee)

>97.9% but < 99.99% - 5%
> 06.9% but < 97.9% ' 7%
< 96.9% _ 10%

2.3 Remedy and Procedure
The USER's remedy and the proceédure for obtammo the USER’s remedy in the event that Awato fails to
meet the Service level metrics set forth above are-as follows:

To qualify for remedy:
(a) There must be a support ticket documenting the event w1th1n 24 hours of the service
" interruption
{b) USER account must be in good standing with all invoices pa;d and up to date

The USER must notify' Awato by email (support@awato.com) within Ten (10) business days by opening
a support ticket and providing the following details.

1-Subject of email must be: "Claim Notice"

2.List the date the Downtime Minutes occurred

3-List USER’s Company Name, Personal Name, and E-mail address.affected by Downtime
Minutes

4-List an estimate of the amount of actual Downtime Minutes

5-Ticket number of the documented event '

Awato will confirm the information provided in the Claim Notice within five (3) business days of receipt
of the Claim Notice. If Awato cannot confirm the Downtime Minutes, then the USER and Awato agree to
refer the matter to executives at each company for resolution. If Awato confirms that the Hosted Service -
is out 'of compliance with this Service Level Agreement, the USER will receive the amount of Service
Level Credits set forth above for the affected Semce level metric and the affected -Seats for the affected
month. The SLA credit will be reflected in the Awato invoice to the USER at the end of contract term
following Awato’s confirmation of the Downtime Minutes. Please note that SLA credits can only be
applied to accounts that are in good standing with all invoices-paid and up to date and accumulate up to a
yearly cap of 20%.

IN WITNESS WHEREOF, the Parties have caused this Contract to be executed by their respectwe duly authorized
officers as of the date first above written.
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Executive Summary: ——————

- In support of NH SB276: Career Readiness Drive to 65 Act, Awato, a leading provider in
adaptive assessments, career guidance and pathways software is proposing a statewrde
solution to support brighter. futures for students. ;
Awato will provide a single platform to:

e Assess students career interests

e Document school pathways to career readiness credentials

e Advise all entering high school students how to achieve a career ready credential upon
graduation

» Record and track student progress toward a qredential

e Showcase pathways to lecal employment and education opportunities highlighting ELO -
certified’ orgamzatlons

e Promote, manage, and track work based Iearnlng opporlunltles mcludrng pre-
apprenticeships.and apprenticeships

Awato’s Background:

Awato is a leader in personalized assessments and guidance. The New Hampshire based
software company has created the first truly adaptive interest assessment that engages
students and assesses 325 data points in 10 minutes. It's career pathways platform is used by

. regional high schools such as John Stark and Dover, -and colleges across the country lncludmg
Southern New Hampshire University and Central Michigan University.

Awato’s Platform:

The Awato career g'uidance system is:

Responsive to any screen size from mobile to desktop
Hosted on scalable infrastructure

WCAG 2.0 Level AA Compliant

Secure and protected '

Supports single-sign on through SAML 2.0.

Pll and FERPA compliant

Secured by a signed New Hampshire Student Data Prlvacy Agreement ("DPA ) with
SAU 24.

Definitions: | . . B

Credential: An education artifact, issued by an educatron organization that certlfes a student
has a competency or competencies -



Mapping: To idéntify an opportunity, enter it into Awato, write a description for it, tag it with
appropriate Awato interests and connect it to appropriate careers within Awato

- Opportunity: A position where a student works and Iearns mcludmg Extended Learning
Opportunities, apprent1cesh|ps jObS internships and jOb shadows

1. Awato Local I\/Ia'pping:

Awato will map New Hampshire's educational opportunities to career paths including extended
learning opportunities, apprenticeships, work based learning opportunities, Career Technical
.Education programs, runaing start programs, dual enroliment programs, the New Hampshire
Career Academy, professional credentials, certificates and degrees.

A. Awato Oppo'rtunity Mapping

Requirement : Sub Elements

A. Awato Opportunity Mapping _
o Awato will map all of the CTE programs offered in the state of NH

;- NCH CiE ng" 3"“" mapping Awato will map the NH Community College System’s programs including
3' Uﬁ?;'g:;?;éy;:ﬂ??ﬂg;&ﬂgg certificates, associates, running start programs, New Hampshire Career
41 Professional Cerlificate Academy programs an_d dulal enrcliment progranlws .

Mapping s  Awato will map the University system programs including dual enroliment

prograrms, cerificates, associates, and bachelors degrees
o  Awato will ensure this data is updated annually

J

2. Adaptive Career Assessment and Matching:

Awalo will provide its adaptive career assessment platform that enables students to type in
three activities they do for fun and select two educational preferences. It then asks users
questions about ‘théit:activities and educational preferences, learning from their responses, and
prompts appropriate follow up questions. .

. Based on assessment results students will be matched with recommended careers and
education. .

'Awato Features and Serwces

A Assessments



Requirement

Sub Elements

A. Assessments

1. Adaptive Interest
Assessment

2. Supplemental Assessments

3. Assessment Results

o Student interface that enables students to. take Awatd's personalized interest
assessment based on Person Object Theory of interest. The assessment
asks sludents to enter three activities they do in their free time

o The system then asks appropriate follow up questions, determining the next
question based on previous responses

o The assessment page will also include an Inclinations assessment based on
The Theory of Multiple Intelligences, a values assessment based on Job
Characteristic Theory, a 16 types an assessment based on the Myers Briggs
theory and a social assessment based on Gardener’s theory of Emotional
Intelligences -

o Upon completion of each assessment students will be able to access their
assessment results

¢ Students are‘: able to relake each assessment

B. Career Matching and Exploration

Requirement

Sub Elements

B. Career Matching and Exploration

1. Career and Education
exploration

"o Students will be able to explore all of Awato's supported careers and .
education offerings mapped within Awato
o Each career will include regional Bureau of Labor data job descnpnons day
in the life, work environment, skills, and industry
o All education offerings will include description, skills and connections to
relevant careers
<o Students will be able to favorite educatlon and careers they prefer and store
them |n a favorite seclion

3. FIexibIe_Pathways and Goals:

Students will be able to change their career goals edit their pathways or retake the

assessments for new matches.

" Awato will show students’ progress toward their credentials and goals, and enable schools to
export that data and append it to transcripts.




Awato Features and Services:

A. Flexible Pathways and Goals

Requirement

A. Flexible Pathways and Goals

Career Goal Identification
Pathways with credentials
Employer Connections
Education connections
Pathway export

LR

Sub Elements

Q
0

Students will be able to select a career goal. '
The students will be able to change their career goal by editing their
selection.

~ Every career goal will showcase a series of steps to the career including at

least one relevant credential
Students will be able to substitute steps along their recommend pathway
Students will be able to see and connect with regional employers ofiering
WBL experiences
Students will be able to see the NH university and community college
systems’ programs that relate to their path steps

s Students may be able lo see programs ofiered by non-NH

universities and community colleges

School administrator will be able to expart a students’ pathway and steps

4, Apprenticeship, Work Based Learning, and

Employment:

Awato will provide a singte location for organizations to post pre-apprenticeships,
apprenticeships, work based learning opportunities and employment opportunities.

Students with related career goals will be recommended appropriate opportunities. Students will
be able to apply for those opportunities. They will also be able to track and manage their

different opportunities.

Awato Features and Services:

A. Work Based Learning Management

[ Requirement

[ Sub Elements




t

A. Opportunity Board and Posling

Opportunity Board
Opportunity Management
Organization Login
Other Job Postings

bwn =

o Students will be able to navigate to an employer opportunity board that
displays locat WBL opportunities, Extended Leaming Opportunities {ELOs)
apprenticeships, internships, and job shadows

o Students will be able to apply to any oppartunity or receive instructions on
how to apply to the opportunity

o Students will be able to track which opportunities they have applied to

Students will be able to save opportunities they are interasted in and follow

specific employers they are interested in

o]

Organizations will be able to create their own accounts
Organizations will be able to post opportunities .
Organizations will be able to track and connect with applicants

Awato will support job po.stmgs from other jobs boards as permitied by those
jobs boards

O 0O O O

5. Branding and Administrative Access:

‘Awato will create a platform styled with NH DOE's branding.

Awato Features and services:

A. Branding

Requirement

Sub Elements

A. Branding

1. DOE Branding
2. High School Sub Branding

N

o The Awato platform will be branded with NH DOE's choice of color scheme
and logo )
The Awato platform will be hosted on a specific NH DOE subdomain

o Each High School will have its own subdomam based on a system
identification

o  Each High school will be able to set a logo that will be displayed on their
subdomain

" -B. Administrative access

[ Requirement

| Sub Elements




B. Adminisirative Access

1. Program Level Access
2. Administrative Functions
3 Administrative Reports

o NH DOE officials will have administrative access to view student records from

' all schools and districts '

o District administrators will have access to view student records from all of the -
schools within their districts ‘

o School administrators, stafi and teachers will have access to student records
from their school

o. Administrators will be able to assign users roles, manage users, view student
activity, change program settings and create reporis

o Administrators are able to create custom groups to easnly assign and report
on groups of students

o Administrators can view individual reports of student activity including
assessments taken, assessment results, career and degree matches, career
goal, pathway steps, palhways completed and progress on a pathway

o Administrators can create and export reports. of student activity

6. Unlimited Access for New Hampshire High

Schools:

Awato will provide access to this platform thrqughouf the state of NH.

Awato Features and services:

Requirement

Sub Elements

A. Statewide Access

1. Statewide Access

o The Awato piatfbrr‘n will be provided throughout the state of NH to all NH high
schools and middle schools, their teachers and administrators, all DOE
officials and state IT officials '

7. Hosting and Support:

[ Requirement

| Sub Elements




A, Hosting

1. Hosting
2. Maintenance
3. Support

Awato will host and manage the application including al! subdomains

A separate Service Level Agreement backs up the hosting of the application
at 99.99% uptime

Awato will provide maintenance to the application including continuous
updates that will cover bug fixes, content updates, and product
enhancements '

All adminjstrators will be able to call an account executive at Awato during
business hours

All administrators will be able to email an Awato account executive at any
time and will receive a response within 24 hours

All students will be able to use the in app support module to troubleshoot
problems and open support tickets

8. Pricing Schedule:

State of NH R . o .
. ‘ Section Invoice Due Effective Price
Fiscal Year . ) ~
1. FY20 Upon G&C Approval 12/15/2019 -
T T1/2020
Software Hosting $5,000
Product Development §100,000
Software License §5,000
Training 510,000
Total $120,000
- - /112020 -
' 2
2. FY 21 e 7/1/2020 12/15/2020
Software Hosting §50,000
Software Liccnsc . . S.l 10,060




Training $40,000
Support and maintenance $40,000
Total $240,000
3.FY 22
. Software Hosting £50,000
Sofware License 110,000
Training $40.000
Support and mainienance $40,000
Total $240,000
4. FY 23
.
Software Hosting $60,000
Software License 5$110,000
Training $40,000.
Support and maintenance 540,000
Total $250,000
, .
5.FY 24
Software Hosting $60.000
Software License $110,000




Training

$40,000

Support and maintenance

$40,000

Total

$250,000
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State of New Hampshire | \
Department of State .

CERTIFICATE

[. William M. Gardner, Secretary of State of the Staie of New Hampshire. do hereby centify that AWATO, LLC isa New
Hampshire Limited Liability Company registered to transact business in New Hampshire on November 18, 2015. 1 further certify
that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned.

Business 1D: 735000
Certificate Number: 0004803527

IN TESTIMONY WHEREOF.,

i hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 12th day of February A.D. 2020.

G ok

William M. Gardner

Secretary of State




Certificate of Authority

I, Tyler C. Hurst, hereby certify that I am duly elected Clerk/Secretary of Awato LLC. 1
hereby certify the following is a true copy of a vote taken at a meeting of the Board of .
Directors/shareholders, duly called and held on the 15th of March, 2020 at which a quorum of

the members were present and voting.

VOTED: That Matthew Guruge the Chief Executive Officer of Awato is
* duly authorized to enter into contracts or agreements on behalf of Awato LLC with

the State of New Hampshire and any of its agencies or departments and further is .
authorized to execute any documents which may in his/her judgment be desifable or
necessary to effect the purpose of this vote.

I hereby certify that said vote has ﬁot been amended or repealed and remains in full force
and effect as of the date of the contract to which this certificate is attached. This authority
was effect on March 16th 2020 and remains valid for thirty (30) days from the date of this
Corporate Resolution. I further certify that it is understood that the State of New Hampshire
will rely on this certificate as evidence that the person(s) listed above currently occupy the

" position(s) indicated and that they have full aut.hority to bind the corporation. To the extent
that there are any limits on the authority of any listed individuﬁ] to bind the corporation in

contracts with the State of New Hampshire, all such limitations are expressly stated herein.

DATED: March 16th, 2020,

ATTEST: .
Signature: ~ / = :
Name: Tyler C. Hurst / ..
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' : DATE (MMWDDIYYYY]
AcSrRD  CERTIFICATE OF LIABILITY INSURANCE o
_ THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER.
THIS CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THY: -
POLICIES BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), -
AUTHORIZED REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER. .
IMPORTANT: If the ceriificate holder Is an ADDITIONAL INSURED, the policy(ies) must be endorsed. If SUBROGATIONIS WAIVED,
subjoct to the terms and conditions of the policy, certain policles may require an endorsament. A statement on this certificate does not
conifor rights to the certificate holder in lieu of such endcrsement(s). :
PROOUCER i CONTACT
IN INSURANCE HOLDINGS LLC/IPHS | NAME:
fe ) 5’0 , 0 PHONE (366) 467-6730 . —TFAX " (880) 4436112
505 " . {AIC, Ma, Ext): (ASC, No):
The Hartford Business Service Center
3600 Wiseman Blvd E-MAIL
San Antonio, TX 78251 ADDRESS: : :
. INSURER{S} AFFORDING COVERAGE NacH
INSURED INSURER A : Hartford Underwriters Insurance Company . .30104
AWATO LLC INSURER 8 : Hartford Fire Insurance Company 196882
25 SUNDIAL AVE ste 204 INSURER C :
MANCHESTER NH 03103-7244
MSURER D
INSURER E :
INSURER £ :
COVERAGES . CERTIFICATE NUMBER: REVISION NUMBER:
THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE iINSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED 8Y THE POLICIES DESCRIBED HEREIN 1S SUBJECT TO ALL THE
TERMS, EXCLUSIONS AND CONDITIONS OF SUGH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.
NS ADDL | SUBR POLICY EFF | POLICY EXP
el TYPE OF INSURANCE " POLICY NUMBER o YY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $1,000,000
chms-msoccun DA T N el $1,000,000
X Gener_al Liability MED EXP {Aqy one parson) $10,000
A X 02/06/2020 | 02/06/2021 | PERSONAL & ADVINIRY $1,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2.000,000
¥ |Poucy j:g Loc PROCUCTS - COMPIOP AGG | $2,000,000
OTHER:
AUTOMOBILE LABILITY TOMBINED SINGLE UMIT
— |{Ea accident)
ANY AUTO *| BODILY INJURY {Per parson)
B ﬁg;mso Viﬁ:gsDULED BODILY INJURY (Per sccident)
HIRED NON-OWNED | PROFERTY DAMAGE
AUTOS AUTOS {Par accident)
| % | umareLia uaa | X | OCCUR EACH OCCURRENCE $1.000,000
. EXCESS LIAR CLuMS- R B AGGREGATE 1.0
A MADE IEEERTCRRgy | 02106/2020 | 02/08/2021 $1,000,000
pedf  |rerention $ 10,000 ' ‘ . ‘
WORKERS COMPENSATION % IPER . |OTH-
AND EMPLOYERS' LABILITY STATUTE ER
%Pmsmmmmamecume i i ' EL EACH ACCIORT _$500,000
& OFFICER/MEMBER EXCLUDED? E A ' 5 *U 02/06/2020 | 02/0612021 V' | nisease ea EmPLOYEE $500,000
{Mandatory in NH) ' )
i yos, describe under . E.L, DISEASE - POUCY LIMIT $500.000
DESCRIPTION QF QPERATIONS :
Employment Practices Liability Each Claim Limit $25.000
A - 02/06/2020 | 02/08/2021 8
Insurance . - 0612 ) 6120 Annual Aggregate Limit $25,000
DESCRIPTION OF OPERATIONS 7 LOCATIONS / VEHICLES [ACORD 101, Addltional Rerarks Schedule, may be attachad if more space Is required) )
Those usual to the'Insured's AOperations. Certificate holder is an additional insured per the Blankel Additional Insured By Contract Form SL3032
attached to lhis policy. ' '
CERTIFICATE HOLDER CANCELLATION . .
State of New Hampshire, Depariment of SHOULD ANY OF THE ABQVE DESCRIBED POLICIES BE CANCELLED
Education BEFORE THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED
21 § FRUIT ST STE 20 {N ACCORDANCE WITH THE POLICY PROVISIONS, :
CONCORD NH 03301-2428 AUTHORIZED REPRESENTATIVE ]

ACORD 25 (2016/03)

The ACORD name and logo are regi
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