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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

D/ I^S/OJV or PUBLIC HEA L TH SER VICES

29 HAZCN DRIVE, CONCORD, NH 03301
603-271-4501 1-800-852-3345 Ext 4501

Fax: 603-271-4827 TDD Access: 1-800-735-2964
www.dhbs.nh.80v

August 17. 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to amend an existing contract with CQuesl America (yc#168898-B001), Springfield, IL
62701 for for enhancements to the Special Supplemental Nutrition Program for Women. Infants,
and Children's (WIC) eligibility reporting system, by increasing the price limitation by $51,775.20
from $3,630,289.97 to $3,682,065.17 with no change to the contract completion date of June 30,
2022 effective upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on September 3, 2014, Item
#23. It was subsequently amended with Governor and Council approval on April 22, 2015, Item
#20, subsequently amended with Governor and Council approval on December 2. 2015, Item
#19, and most recently amended with Govemor and Council approval on March 22, 2017, Item
#5A.

Funds are available In the follovring account for State Fiscal Years 2021 and 2022, upon
the availability and continued appropriation of funds in the future operating budget, with the
authority to adjust budget line items within the price limitation and encumbrances between state
fiscal years through the Budget Office, if needed and justified.

05-95-90-902010-5260000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH
AND COMMUNITY SERVICES, WIC SUPPLEMENTAL NUTRITION PROGRAM

State

Fiscal

Year

Class 1

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2015 102-500731 Contracts for

ProQ Svc

90006015 $491,436.00 $0 $491,436.00

2016 102-500731 Contracts for

Prog Svc

90006015 $445,251.06 $0 $445,251.06

2017 102-500731 Contracts for

Prog Svc

90006015 $441,618.84 $0 $441,618.84

2018 102-500731 Contracts for

Prog Svc

90006015 $441,725.94 $0 $441,725.94

2019 102-500731 Contracts for
Prog Svc

90006015 $441,840.69 $0 $441,840.69

2020 102-500731 Contracts for

Prog Svc

90006015 $450,688.44 $0 $450,688.44

2021 102-500731 Contracts for

Prog Svc

90006015 $454,322.00 $51,775.20 $506,097.20

2022 102-500731 Contracts for

Prog Svc

90006015 $463,407.00 $0 $463,407.00

r .

Total: $3,630,289.97 $51,775.20 $3,682,065.17
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EXPLANATION

The purpose of this request is to execute a task order with the vendor to convert five (5)
reports requiring the removal of the obsolete Active X Reports component and conversion to new
functionality. Additionally, this amendment will enhance existing nutrition reports in order to
include additional fields and data elements to create a single comprehensive WIC participant
nutrition and health summary report on demand. The reports are necessary for providing ongoing
care to WIG families and annual reporting to the United States Department of Agriculture, Food
and Nutrition Services.

The New Hampshire WIG Nutrition Program provides free healthy food, nutrition education
and healthcare referrals to more than 13,000 low-income women, infants and preschool aged
children every month. It is vital for WIC nutrition staff to be able to access a single health summary
report to share with families upon request. Additionally, it is necessary for the State WIC Office to
be able to run United States Department of Agriculture required reports on participation and food
redemption each month.

The vendor will add enhancements to the "WIC Certification by Certification Period" report,
and convert the following reports to a new format.

•  Benefit Issuance Audit Report.

•  Benefit Issuance Guided Ad Hoc.

•  Card Inventory Summary Report.

•  Food Guided Ad Hoc Report.

•  Redeemed Records Detailed Report.

The Department will monitor contracted services using the following acceptance criteria: ,

•  Completion of agreed upon report conversions and enhancements verified through
User Acceptance Testing.

•  Testing and approval by New Hampshire WIC Director by September 30, 2020.

•  Removal of the obsolete Active X Reports component from the report coding and
conversion to the new format.

•  Addition of documented requirements to the WIC Certification by Certification
Period history screen and report.

•  Converted reports vrill generate the same output as original reports after
conversion.

•  Submission of testing verification and documentation for each converted report.

This amendment has been reviewed by the Department of Information Technology. It has
been determined that the amendment has no bearing on the security or technology portion of the
original agreement and therefore does not require additional reviews.

As referenced in Part I, Form P-37, General Provisions, Paragraph 18 of the original
contract, the parties have the option to amend the agreement contingent upon satisfactory
delivery of services, available funding, agreement of the parties and Governor and Council
approval.
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Should the Governor and Council not authorize this request, the federally required reports
virill not be accessible for United States Department of Agriculture reporting by the NH WIC
Program which may lead to being out of compliance and result in audit findings and fines.

Area served: Statewide

Source of Funds: CFDA #10.557, FAIN #201919W100344

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted,

o^'
Lori A. Shibinette

Commissioner

The D^partmejtt of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH
WIC Management Information System

State of New Hampshire
Department of Health and Human Services ,

Amendment #4 to the Operations and Maintenance Services of the NH
WIC Management Information System

This 4^^^ Amendment to the Operations and Maintenance Services of the NH WIC Management Information
System contract {hereinafter referred to as "Amendment #4") is by and between the State of New
Hampshire, Department of Health and Human Services (hereinafter referred to as the "State" or
"Department") and Cquest America, Inc., (hereinafter referred to as "the Contractor"), an Illinois non-profit
corporation with a place of business at 500 South 9^ Street, Springfield, IL 62701.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on September 3, 2014 (Item #23), as amended on April 22, 2015 (Item #20), as amended on December 2,
2015 (Item #19), and subsequently amended on March 22. 2017 (ltem#5A), the Contractor agreed to
perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37. General Provisions, Paragraph 18, the Contract may be amended
upon written agreement of the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to increase the price limitation and modify the scope of services to support
continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Contract 2014-017, Agreement - Part I, Form P-37, General Provisions, Block 1.8, Price Limitation,
to read:

$3,682,065.17.

2. Contract 2014-017, Agreement - Part I, Form P-37, General Provisions, Block 1.9, Contracting
Officer for State Agency, to read:

Nathan D. White, Director.

3. Contract 2014-017, Agreement - Part I. Form P-37, General Provisions, Block 1.10, State Agency
Telephone Number, to read:

603-271-9631.

4. Contract 2014-017, Agreement - Part II, Section 3. Contract Management, Subsection 3.1.
CQuest's Contract Manager to read:

3.1 CQuest's Contract Manager

CQuest shall assign a Contract Manager who shall be responsible for all Contract
authorization and administration. CQuest's Contract Manager is:

President & CEO

500 S. 9'^ Street

Springfield, IL 62701
Tel: (217) 528-8264
Fax; (217)541-7461
Email: KDavis@CQuest.us

5. Contract 2014-017, Agreement - Part II, Section 3. Contract Management, Subsection 3.3 CQuest

o
Cauest America, Inc. Amendment #4 Contractor Initials

08/17/2020
2014-0017/RFP-DPHS-017-WICOP-01-A04 Page 1 of 5 Date



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH
WIC Management Information System

ar

Key Project Staff, Paragraph 3.3.3.1, to read:

3.3.3.1 CQuest Key Project Staff shall consist of the following individuals in the roles identified
below:

CQuesfs Key Project Staff:

Function/Job Title Full or Part Time

Project Manager Full Time

Senior Network Analyst Part Time

DBA/DA Full Time

Quality Assurance Specialist Full Time

Technical Writer Full Time

Help Desk Lead Part Time

6. Contract 2014-017, Agreement - Part II, Section 3. Contract Management, Subsection 3.4 State
Contract Manager, to read; »

3.4 State Contract Manager

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

WIC State Director

DHHS, Division of Public Health Services
29 Hazen Drive.
Concord. NH 03301

Tel: (603)271-4545
Fax: (603)271-4779
Email: wic@dhhs.nh.gov

7. Contract 2014-017, Agreement - Part II, Section 3. Contract Management, Subsection 3.5 State
Project Manager, to read:

3.5 State Contract Manager

The State shall assign a Contract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:
WIC State Director

DHHS, Division of Public Health Services
29 Hazen Drive.

Concord, NH 03301

Tel: (603) 271-4545
Fax:(603) 271-4779
Email: wic@dhhs.nh.gov

8. Add Exhibit 4. Amendment #4, which Is attached hereto and incorporated by reference herein.

Cquest America, inc. Amendment #4

2014-0017/RFP- DPHS-017-WICOP-01 ■A04 Page 2 of 5

Contractor Initials
ICd

Date 08/17/2020



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH
WiC Management Information System

9. Add Exhibit K, DHHS Information Security Requirements, which is incorporated by reference and
attached herein.

For reference only:

Delete and replace Table 2 Contract 2014-017-WIC StarLINC System with the following:

CONTRACT

AND

AMENDMENT

NUMBER

AMENDMENT

TYPE

G&C

APPROVAL

DATE ,

END DATE CONTRACT

AMOUNT

2014-017 Original Contract 09/03/2014

Item #23

06/30/2022 $3,546,542.00

2014-017

Amendment 1

1*' Amendment 4/22/15

Item #20

06/30/2022 $54,756.00

2014-017

Amendment 2

2"^ Amendment 12/02/15

Item #19

06/30/2022 $28,991.97

2014-017

Amendment 3

3"^ Amendment 03/22/17

Item #5A

06/30/2022 $0

2014-017

Amendment 4

4*'* Amendment Pending 06/30/2022 $51,775.20

1 CONTRACT

TOTAL ' ■

' 3,682,065.17

Cquesl America. Inc. Amendment #4

2014-0017/RFP- DPHS-017-WICOP-01-A04 Page3of5

Contractor Initials
ICD

Date 08/17/2020



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH
WIC Management Information System

Ail terms and conditions of the Contract and prior amendments not inconsistent with this Amendment #4
remain in full force and effect. This amendment shall be effective upon the date of Governor and Executive
Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

Date ' '

08/13/2020

Date

State of New Hampshire
Department of Health and Human Services

Name-^n
Title:

Cquest America, Inc.

Name: H. Kevin Davis

Title: President and CEO

Cquest America. Inc. Amendment #4
2014-0017/RFP- DPHS-017.VV1COP-01-A04 Page 4 of 5



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH
WIC Management Information System

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

08/25/20
Date Name:

Title: Catherine Pinos, Attorney

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

iCD
Cquest America, Inc. Amendment #4

2014-0017/RFP- DPHS-017-WICOP-01-A04 Page 5 of 5 08/17/2020



Exhibit 4. Amendment #4

Task Order ManagementV_>Vp^dv-Aj I Request & Initial Analysis

General Information

Task Order Title: NH Report Conversion & Enhancement

Task Order Number: 2020 - 003

Date Task Order Submitted: 05/29/2020

Task Order Originator: NH

Reason forTask Order; Q] New Regulation Enhancement
I  I Change in Business Practice Q New Service
I  I Other

Priority Level: ̂  Urgent Q High []] Medium | | Low

Section I

Scope of Work

This task order is intended to make enhancements to WIG Certification by Certification Period

and convert five other reports listed below which contain obsolete Active X Report component.

The scope of work for this Task Order will include the following areas:

•  Add enhancements to existing history screen/report, WIC Certification by Certification

Period.

•  Convert the following reports to SSRS and remove the obsolete Active X Reports

component:

o Benefit Issuance Audit Report

o Benefit Issuance Guided Ad Hoc

o Card Inventory Summary Report

o  Food Guided Ad Hoc Report + TFS#2984S

o Redeemed Records Detail Report

•  Complete CR #192 per attached change request document with workgroup

documentation.

•  Test and document results of testing of each report.

•  Supplemental testing and documentation responsibilities during regression testing and

UAT testing for a release cycle specifically scheduled for this project.

Description of Tasks

The body of work includes the following tasks:

•  Creation of user stories and acceptance criteria.

•  Development and bench testing of conversions and enhancements

•  Report testing 08/17/2020
Page 1



CQuest

Exhibit 4, Amendment #4

Task Order Management
Request & Initial Analysis

•  Development of tests cases, and report specification documents

•  Report deployment activities to test, UAT and Production environments

Assumptions

1. All specified developer/BA-QA task points (work effort) are estimations only.

2. This will not be a new report but rather an enhancement to the existing WIC Certification by

Certification Date history screen/report.

3. This task order will be a "fixed price deliverable based" contract arhendment that adds human

resources to the regular O&M team.

4. The report enhancement work will be managed and incorporated into the MSC v4.4 release cycle

prior to September 30, 2020.

5. Resources billing under this task order will work in conjunction with the normal O&M team

during regression testing through deployment for the purposes of integration into the release

cycle but will bill their hours separately from the monthly O&M bill.

Technical Environment

The technical environment includes Active X Reports and SQL Server Report Services.

Customer assets available to assist in completion of this Task Order

All appropriate staff members in the Multi-State Consortium

ICD

08/17/2020
Page 2



Exhibit 4, Amendment #4

]Quest Task Order Management
Request & Initial Analysis

Section II

Project Dates (Actual project dates when work was completed)
July 1, 2020 - September 30, 2020

Task Order Completion Date

September 30, 2020

Project Tasks and Estimated Completion Hours

The following table contains estimates of work. As this is a "fixed price deliverables based" task order,
the total costs payable upon deployment to production is based upon the work estimates by personnel
classification and task stipulated in the following table.

Tasks Task Name

' Personnel

Classification '

Estirnated •

.  Hours , r Rate/Hour-. .  ;Cost

Proiect Oversight

1 Oversee report enhancement PM 50 S134.64 5 6,732.00

Development

2

Convert/enhance report to customer

specifications SPA 230 5130.56 5 30,028.80

Testing

3

Test and document the proper

functionality of enhanced report OA 160 • 593.84 5 15,014.40

TOTAL: 5 51,775.20

Personnel Classifications:

PM; Project Manager

SPA: Senior Programmer Analyst

QA: Quality Assurance Specialist

General Approach

The approach is to conduct this as a supplemental development project with the goal to convert
the five (5) reports requiring the removal of the obsolete Active X Reports component and
conversion to SSRS functionality. In addition, CR #192 will be completed which addresses both

the conversion and enhancements requested to the WIC Certification by Certification Period

History screen/Report.

/CD

08/17/2020

Page 3,
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Exhibit 4, Amendment #4 ■

Task Order Management

Request & Initial Analysis

Payment Schedule

This task order is required to be completed by September 30, 2020. The full amount of the task

order will be billed as a "single deliverable" upon deployment and approval from the MSG to

production in the fall 2020 release cycle.

Acceptance Criteria

The following are the deliverables for this task order.

1. Completion of agreed upon report conversions and enhancements verified through UAT

testing and approval by the MSG.

2. Removal of the obsolete Active X Reports component from the report coding and

conversion to SSRS.

3. Addition of documented requirements to the WIG Certification by Certification Period

history screen/report

4. Converted reports will generate the same output as original reports after conversion.

TFS#29845 which adds inactive subcats to the Food Guided Ad Hoc report will be added

to the converted Food Ad Hoc Report as part of this task order.

5. Submission of testing verification and documentation for each converted' report.

ICD

08/17/2020

Page 4



Exhibit 4, Amendment #4

Task Order Management

Request & Initial Analysis

Section III

MSC WIC Review of the Initial Analysis and approval

This section is completed by MSC WIC's Single Point of Contact.

Proceed with the Task Order as described

i  I Proceed v/ith and Invoice for a Risk and Impact Assessment
I  I Request withdrawn

Hawaii Approval

Authorized signature of MSC WIC to proceed as indicated above.

Date; 7 / 13 / 2020

ITCA Approval

Authorized signature of MSC WIC to proceed as indicated above.

Date: 1 I t 2020

Kansas Approval

Authorized signature of MSC WIC to proceed as indicated above.

Date: y I 23 I 2020

New Hampshire Approval
Authorized signature of MSC WIC to proceed as indicated above.

Date: 7 / 13/2020

CQuest Concurrence

Authorized signature of CQuest to proceed as indicated above.

Date: 07 /24 / 2020

Authorized CQuest Signature

08/17/2020
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Task Order Management
Request & Initial Analysis

Task Order Notes

See sample of current child and woman WIC Certification by Certification Period

I  t

WiC Certification by wiC Certification by
Certification Period. Certification Period.

1. Are you wanting this Cert by Cert report adjusted for all of the changes request or are you wanting a new
report entirely? Edit existing

a. What do you want the report named? Same

b. Where do you want the report housed? Same

c. Can you please specify what you mean by cert period? Same function as current report- cert date

to term date- I'm using the language on the report.

2. For all of the bullet points are you wanting all of the historical data from the cert period, or just the last

record? How does it work now? Data available during the certification period, so it includes up Lo dile

data Vy-i ien you run it? Or data eiitered at time of certification date?

3. Do you want to show pregnancy Info in the Anthro section as well for moms? Mot sure v/hat asking...we

want PG info on the women report (PG, 6F, PP), yes.

4. Do you want the information on the ATOO history screen on this report now and in the future with the

new changes? Yes- does this mean every report that has ATGD on it wiii need t« change once the ATOD

.screen is changed?

5. Do you want all of the BFPC notes from the chosen cert period to display? Yes- function same as question

U2

6. Do you just want the name of the food package the use dates for package? yes

a. You aren't wanting all foods that were assigned to be on the report correct? correct, just the food

package name/tailor name that was issued
How do you distinguish between a regular note and an Admin note? What Is your definition of an
Admin or what notes are you wanting to see on the report? The "Notes" screen for staff to add
notes that is in the system.

tcd
08/17/2020
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information," Breach"
shall have the same meaning as the term "Breach" in section .
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security Incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential Information" or "Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation. Substance
Abuse Treatment Records. Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pi), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 andthe
regulations promulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18
Modified for COuest Operations and
Support Contract 8.11.20

Exhibit K

DHHS Information

Security Requirements
Page 1 of 9

Contractor Initials

Date 08/17/2020



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed, tested, and approved,
by means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

9. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided in the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

' 2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18
Modified for COuest Operations and
Support Contract 8.11.20

Exhibit K

DHHS Information

Security Requirements
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
to the disclosure. ^

3. If DHHS notifies the Contractor that DHHS has agreed to be bound -by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application's
encryption capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrvoted and being sent to and being received by email addresses of
persons authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

5. File Hosting Servjces, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit Confidential
Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

8. Open Wireless Networks. End User may not transmit Confidential Data via an open

V5. Last update 10/09/18

Modified for CQuest Operations and
Support Contract 8.11.20

Exhibit K

DHHS information
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New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network. ^

9. Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be installed
on the End User's mobile device(s) or laptop from which information will be

transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Data, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for transmitting Confidential Data will be coded for
24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

I. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
.  in a secure location and identified in section IV. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a

vs. Last update 10/09/18
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DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.
/

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub
contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use. electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or othenwise physically destroying the media (for example, degaussing)
as described in NISI Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless othenwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1.

2.

The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

ICD
V5. Last update 10/09/18
Modified for CQuest Operalions and
Support Contract 8.11.20

Exhibit K

DHHS Information

Security Requirements
Page 5 of 9

Contractorlnitials

Date
08/17/2020



New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems. ,

5. The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements.

7. The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system
access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
merhber within the Department.

10. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from

V5. Last update 10/09/18
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to the
breach.

11. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules {45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

12. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire. Department of Information Technology.' Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

13. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire network.

14. Contractor must restrict access to the Confidential Data obtained under this Contract

to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

15. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrvpted and being sent
to and being received by email addresses of persons authorized to receive such
information.

ICD
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different options,
and bear costs associated with the Breach notice as well as any mitigation measures.

Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPrivacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

vs. Last update 10/09/18
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State of New Hampshire

Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify thai CQUEST AMERICA, INC. is

a Illinois Nonprofit Corporation registered to transact business in New Hampshire on August 22. 2007. I further certify that all fees

and documents required by the Secretary of State's office have been received and is in good standing as far as this office is

eoneemed; and the attached is a true copy of the list of documents on file in this olTice.

Business ID: 583098

Certificate Number: 0004979357

B&.

o

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,

this 14th day of August A.D. 2020.

William M. Gardner

Secretary of State



File Number 6077-610-5

mm

L (S

To all to whom these Presents Shall Come, Greeting:

I, Jesse White, Secretaiy of State of the State of Illinois, do hereby
certify that I am the keeper of the records of the Department of
Business Services. I certify that
CQUEST AMERICA, INC., A DOMESTIC CORPORATION, INCORPORATED UNDER THE
LAWS OF THIS STATE ON NOVEMBER 23, 1999, APPEARS TO HAVE COMPLIED WITH
ALL THE PROVISIONS OF THE GENERAL NOT FOR PROFIT CORPORATION ACT OF THIS

STATE, AND AS OF THIS DATE, IS IN GOOD STANDING AS A DOMESTIC CORPORATION
IN THE STATE OF ILLINOIS.

STATg

enM

ilf'i

kc 26

In Testimony Whereof, I hereto set
my hand and cause to be affixed the Great Seal of

the State of Illinois, this 5TH

day of AUGUST A.D. 2020 .

Authentication #: 2021804120 verifiable until 08/05/2021

Authenticate at: http://www.cyberdriveiliinois.com
SECRETARY OF STATE



CERTIFICATE OF VOTE
I

I, Berneice Mills-Thomas, of CQuest America, Inc. do hereby certify that:

1. 1 am the duly elected Chair of CQuest America, Inc. Board of Directors.

2. The following is a true copy of Article Five-Section 6 of the CQuest America, Inc. Bylaws duly adopted at
a meeting of the Board of Directors of the corporation duly held on March 11, 2020;

Section 6 - The President/Chief Executive Officer
The President/Chief Executive Officer shall have the general and active management of the business of
the corporation. He/She shall see that all orders and resolutions of the Board of Directors are carried
into effect and he/she, with the secretary or other officer appointed by the Board for the purpose, shall
sign all documents requiring the signature of the officers of the corporation. He/She shall be one of the
officers who may sign the checks and drafts of the corporation and see that all books, reports, and
certificates as required by law are properly kept or filed.

3. H. Kevin Davis Is the President and Chief Executive Officer of CQuest America, Inc, per executed
contract dated October 9, 2018.

4. The foregoing Article and Section of the Bylaws has not been amended or revoked and remain in full
force and effect as of August 7.2020.

IN WITNESS WHEREOF, I have hereunto set my hand as the Chair of the Board of Directors of this corporation the
7'" day of August 2020.

Chair of the Board of Directors ^

STATE OF ILLINOIS

County of Cook

The forgoing Instrument was acknowledged before me this T"" day of August 2020, by Berneice Mills-Thomas.

Notary Public/Justice of the Peace
My Commission Expires

' - - ̂

\0FFICIAL SEAL

LEANNA HARRIS
NOTARY PUBLIC, STATE OF ILLINOIS
My Commission Expires Jan 02,2923



/XCORO CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/OD/YYYY)

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER. AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement{s).

PRODUCER

Automatic Data Processing Insurance Agency. Inc.

1 Adp Boulevard

Roseland NJ 07068

NAMF*^' Automatic Data Processing Insurance Agency, inc.
1-800-524-7024

E-MAIL
ADDRESS:

INSURER(S) AFFORDING COVERAGE NAIC •

INSURER A
Rated by Multiple Comparties

INSURED Cquest America. Irw.

500 South 9th St

Springfield IL 62701

INSURERB

INSURER C

INSURER D

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: 1620517 REVISION NUMBER:

INSR
LTR

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

AODLlSUBR POLICY EFF POLICY exp
TYPE OF INSURANCE

COMMERCIAL GENERAL LIABILITY

I CLAIMS-MADE □ OCCUR

GEN-L AGGREGATE LIMIT APPLIES PER:

POLICY Q jEcf O LOO
OTHER;

AUTOMOBILE LIABILITY

ANY AUTO

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY

UMBRELLA LIAB

EXCESS LIAB

DED

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

OCCUR

CLAIMS-MADE

RETENTIONS

WORKERS COMPENSATION
AND EMPLOYERS' LIABILITY y / N
ANY PROPRIETOR/PARTNEWEXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
If yes. describe under
DESCRIPTION OF OPERATIONS below

m Nf A

VWD POLICY NUMBER

76WEGZR8873

(MMfDDfYYYY)

01/01/2020

(MM/OD/YYYY)

01/01/2021

EACH OCCURRENCE
DSKKGETO'REKfTED
PREMISES lEa occurrence)

MED EXP (Any one person)

PERSONAL S ADV INJURY

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGO

LIUII
(Ea accldeni)
BODILY INJURY (Per person)

BODILY INJURY (Per accident)
PROPERTY DAMAOS
(Per accident)

EACH OCCURRENCE

AGGREGATE

XIPER
STATUTE

Tjnr
ER

E.L. EACH ACCIDENT

E.L. DISEASE - EA EMPLOYEE

E.L. DISEASE - POLICY LIMIT

1,000,000
1,000,000

$ 1,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS/VEHICLES (ACORO 101. Additional Ramarks Schedule, may be attached if more space It required)

NH OHMS

129 Pleasant Street"^

Concord NH 03301
i

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03) The ACORO name and logo are registered marks of ACORD



acord" certificate OF LIABILITY INSURANCE DATE (MM/OO/YYYY)

08/06/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING JNSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Forsyth Insurance Agency, Inc.

430 E Vine Street

Springfield IL 62703

NAMEf^^ Leigh Anne Flatt
(217)525-9500 (217)528-1526

AMRESS: lflatt(gforsyth-ins.com

INSURER(S) AFFORDING COVERAGE NAIC0

INSURER A Sentinel Insurance Company 24228

INSURED

CQuest America, Inc.

500 S 9TH ST

SPRINGFIELD IL 62701-1924

INSURER B Hartford Fire Insurance CO 22357

INSURERC

INSURER 0

INSURER E

INSURER F

COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES, LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

JSSC
INSDTYPE OF INSURANCE

SU8R
POLICY NUMBER

POLICY EFF POLICY EXP
(MM/DO/YYYY> (MMIDD/YYYY>

INSR
jja.

X COMMERCIAL GENERAL LLABIUTY

CLAIMS-MADE X OCCUR
EACH OCCURRENCE

OAMAce TO rcnyso—
PREMISES (Ea occurrencel

MED EXP (Any one parson)

83SBATZ7260 11/01/2019 11/01/2020 PERSONAL & ADV INJURY

GEN-L AGGREGATE LIMIT APPLIES PER:

□X POLICY
PRO
JECT □LOC

OTHER;

GENERAL AGGREGATE

PRODUCTS - COMP/OP AGG

$  1,000.000

S  100,000
s  1.000

$ 1,000,000
$ 2,000,000
$ 2,000,000

AUTOMOBILE LIABILITY

ANY AUTO

X

COMBINED SINGLE LIMIT
(Ea accidenti s 1^000.000
BODILY INJURY (Per person)

OWNED
AUTOS ONLY
HIRED
AUTOS ONLY X

SCHEDULED
AUTOS
NON-OWNED
AUTOS ONLY

83SBAT27260 11/01/2019 11/01/2020 BODILY INJURY (Per accident]
PROPERTY DAMAGE
(Per accident)

X UMBRELLA LIAB

EXCESS LIAB

DED X

X OCCUR

CLAIMS-MADE

EACH OCCURRENCE $ 6.000,000

83SBATZ7260 11/01/2019 11/01/2020 AGGREGATE

RETENTIONS 10.000
WORKERS COMPENSATION
AND EMPLOYERS'LIABILITY
ANY PROPRIETOWPARTNER/EXECUTIVE
OFFICER/MEMBER EXCLUDED?
(Mandatory In NH)
If yes. describe under
DESCRIPTION OF OPERATIONS below

PER
STATUTE

OTH
ER

□ E.L. EACH ACCIDENT

E.L DISEASE - EA EMPLOYEE

E.L. DISEASE - POLICY LIMIT

Errors and Omissions
83TE032820620 03/20/2020 03/20/2021

Each Wrongful Act
Aggregate
First Party Aggregate

$2,000,000
$2,000,000
$2,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additional Remarks Schedule, may be attached If more space is required)

CERTIFICATE HOLDER CANCELLATION

NH DHHS

129 Pleasant Street

Concord NH 03301

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTATIVE

ACORD 25(2016/03)
© 1988-2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD



CQuest's,Mission and Core Values

CQuest's Mission Statement

Developing technologies and delivering services that improve lives and communities.

CQuest's Core Values & Associated Behaviors

EXCELLENCE■■■■■■
Doinglthe',right,thinglbetter,■■■■■■

I am a good example to others with my quest for excellence.

I strive to continuously improve our processes, programs,

and practices.

I apply myself fully to meet the objectives and deadlines of

my team.

I care intensely about the success of CQuest and our

customers.

I will develop, nurture, and employ my highest skill sets

related to my position.

^
f^roviding,value,through feature-jichj

reliablejproducts.and services

I passionately pursue excellence In each work assignment

and activity while being an ambassador for CQuest.

I identify the root cause to a problem and work to find the

best way to solve it.

I minimize complexity and find time to simplify to keep

CQuest nimble and productive

I demonstrate consistently strong performance so

colleagues know they can rely on my work.

Supporting.one,anotheriQs

we,executeithe,organization'sMission

•  I am always looking for win / win solutions.

•  I work collaboratively with others to achieve CQuest's goals.

•  I work cooperatively under the constraints of other's needs.

•  I celebrate team accomplishments and give credit where it is

due.

•  I seek to hear and understand before reacting and forming

an opinion.

Understanding,and,meeting.our,customerSiuniQue'need5

I strive to understand our customers' needs and

expectations and work to deliver products and services

that meet or exceed them.

I remain focused on our customer's needs and ensure my

work contributes to delivering against these.

Resolving my customer's problem is my highest priority.

I understand that I have external as well as internal

customers and both are important to CQuest's success.

Cultivating.trustjin^lationshipSiWith

I am trustworthy and work to build trust with others.

I am unafraid to question actions inconsistent with

CQuest's Mission, Vision, and Core Values.

-I am accountable and take responsibility for my actions.

I follow through on what I say, and follow up when

needed.

Valuing.and,derivin^trengthfrom'.our,differences

I treat people with respect independent of their status or

disagreement with me.

I am open to different perspectives and see them as

opportunities to learn and improve my understanding of

different ways of thinking.

I am consistent and impartial in my relationships with

coworkers.

I strive to implement work habits that ensure equitable

treatment for all people with whom I interact.

I value the strength and power that diversity provides. I

value the specific strengths of my coworkers and

acknowledge that everyone contributes to the success of

CQuest.

.U(
August 13, 2020



CQuest's Mission and Core Values

CQuest's Mission Statement

Developing technologies and delivering services that improve lives and communities.

CQuest's Core Values

EXCELLENCE
Doing the right thing better.

a

Vf
V

CUSTOMER FOCUS
Understanding and meeting our
customers' unique needs.

 QUALITY
Providing value through feature-rich, reliable
products and services.

INTEGRITY
Cultivating trust in relationships with
our employees, customers, and
business partners.

TEAMWORK
Supporting one another as we execute the
organization's Mission.

DIVERSITY
Valuing and deriving strength from our
differences.

CQuesf August 13, 2020
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Independent Auditors' Report

To the Board of Directors

CQuest America, Inc.

Springfield, Illinois

We have audited the accompanying consolidated financial statements of CQuest
America, Inc. and Affiliate, which are comprised of the consolidated statements of financial
position as of June 30, 2019 and 2018, and the related consolidated statements of activities and
cash flows for the years then ended, and the related notes to the consolidated financial
statements.

Management's Responsibility for the Consolidated Financial Statements

Management is responsible for the prepai'ation and fair presentation of these consolidated
financial statements in accordance with accounting principles generally accepted in the United
States of America; this includes the design, implementation, and maintenance of internal control
relevant to the preparation and fair presentation of consolidated financial statements that are free
from material misstatement, whether due to fraud or error.

Auditors' Responsibility

Our responsibility is to express an opinion on these consolidated financial statements
based on our audits. We conducted our audits in accordance with auditing standards generally
accepted in the United States of America. Those standards require that we plan and perform the
audits to obtain reasonable assurance about whether the consolidated financial statements are

free from material misstatement.

An audit involves performing procedures to obtain audit evidence about the amounts and
disclosures in the consolidated financial statements. The procedures selected depend on the
auditors' judgment, including the assessment of the risks of material misstatement of the
consolidated fmancial statements, whether due to fraud or error. In making those risk
assessments, the auditors consider internal control relevant to the entity's preparatioii and fair
presentation of the consolidated fmancial statements in order to design audit procedmes that are
appropriate in the' circumstances, but not for the piupose of expressing an opinion on the
effectiveness of the entity's internal control. Accordingly, we express no such opinion. An audit
also includes evaluating the appropriateness of accounting policies used and the reasonableness
of significant accounting estimates made by management, as well as evaluating the overall
presentation of the consolidated fmancial statements.



We believe that the audit evidence we have obtained is sufficient and appropriate to
provide a basis for our audit opinion.

Opinion

In our opinion, the consolidated financial statements referred to above present fairly, in
all material respects, the financial position of CQuest America, Inc. and Affiliate as of June 30,
2019 and 2018, and the changes in their net assets and their cash flows for the years then ended
in accordance with accounting .principles generally accepted in the United States of America.

Springfield, Illinois
September 26,2019



CQuest America, Inc. and Affiliate

CURRENT ASSETS

Cash - Political Action

Cash and cash equivalents - Operations

Accounts receivable

Earned contract revenue not yet billed

Prepaid expenses
Total current assets

NONCURRENT ASSETS

Property and equipment, net
Goodwill

Total noncurrent assets

TOTAL ASSETS

June 30

ASSETS

2019 2018

$ $  17,501

1,403,951 785,622

964,045 1,276,632

542,787 845,574

333,067 294,772

3,243,850 3,220,101

193,985 296,904

137,511 137,511

331,496 434,415

$  3,575,346 $  3,654,516

LIABILITIES AND NET ASSETS

CURRENT LIABILITIES

Current portion of capital lease obligations
Accounts payable

Accrued compensation
Line of credit

Deferred revenue

Deferred rent obligation
Total current liabilities

NONCURRENT LIABILITIES

Capital lease obligations, net of current portion

Total liabilities

NET ASSETS

Without donor restrictions

Total net assets

TOTAL LlABILITrES AND NET ASSETS

34,035

127,357

464,819

400,000

33,361

181,001

490,976

575,000

75,457

4,068

1,026,211 1,359,863

17,322 51,357

1,043,533 1,411,220

2,531,813 2,243,296

2,531,813 2,243,296

$  3,575,346 $  3,654,516

The accompanying notes are an integral part of these consolidated fmancial statements.
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CQuest America, Inc. and Affiliate

CONSOLIDATED STATEMENTS OF ACTIVITIES

Years Ended Jime 30

SUPPORT AND REVEI^S

Contract revenues

Other revenues

Total support and revenues

EXPENSES

Program services
WIC program

Early Intervention program
Other programs

Total program services
Management and general

Total expenses

CHANGE IN NET ASSETS

NET ASSETS AT BEGINNING OF YEAR

NET ASSETS AT END OF YEAR

2019 2018

1

$  9,251,351 $  9,416,510

201,869 211,343

9,453,220 .  9,627,853

5,242,470 5,463,764

2,521,247 2,245,179

30,395 16,573

7,794,112 7,725,516

1,370,591 1,609,480

9,164,703 9,334,996

288,517 292,857

2,243,296 1,950,439

$  2,531,813 $  2,243,296

The accompanying notes are an integral p^ of these consolidated financial statements.
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CQuest America, Inc. and Affiliate

CONSOLIDATED STATEMENTS OF CASH FLOWS

Years Ended June 30

CASH FLOWS FROM OPERATING ACTIVITIES

Change in net assets

Adjustments to reconcile the change in net assets to net
cash from operating activities
Depreciation

Changes in operating assets and liabilities
Accounts receivable

Earned contract revenue not yet billed

Prepaid expenses

Accounts payable

Accrued compensation

Deferred revenue

Deferred rent obligation

Net cash flows from operating activities

CASH FLOWS FROM INVESTING ACTTVITIES

Purchase of equipment

Net cash flows from investing activities

CASH FLOWS FROM FINANCING ACTIVITIES

Proceeds from line of credit

Payments on line of credit
Payments on capital lease obligations

Net cash flows from financing activities

CHANGE IN CASH AND CASH EQUIVALENTS

CASH AND CASH EQUIVALENTS AT BEGINNING OF YEAR

CASH AND CASH EQUIVALENTS AT END OF YEAR

NONCASH TRANSACTIONS

Equipment acquired under capital lease transactions
for year ended June 30

2019 2018

$  288,517 $  292,857

■  134,699 152,716

312,587 (195,688)

302,787 (600,400)

(38,295) (87,379)

(53,644) (165,835)

(26,157) (6,167)

(75,457) (17,307)

(4,068) (6,326)

840,969 (633,529)

(31,780) (76,542)

(31,780) (76,542)

3,050,000 3,315,000

(3,225,000) (2,915,000)

(33,361) (36,856)

(208,361) 363,144

600,828 (346,927)

803,123 1,150,050

$  1,403,951 $  803,123

$  - $ 112,201

The accompanying notes are an integral part of these consolidated financial statements.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES

Summary nf Operations

The financial statements as of and for the years ended June 30, 2019 and 2018 include the
consolidated activities of CQuest America, Inc. and Affiliate, the Commumty Health PAC,

' Inc.

CQuest America, Inc. (CQuest) is a unique 501(c)(4) not-for-profit consulting firm,
dedicated to developing technologies and delivering services that improve lives and
communities. CQuest also supports the delivery of quality health care to the medically
underserved through contributions to the Illinois Commumty Health Foundation, Inc. (a
related entity).

CQuest America, Inc.'s activities include:

• WIC - CQuest has extensive experience with Women, Infant, and Children (WIC)
system development and transfer projects as well as related system support
services, which include operations and maintenance, network services, database
administration, security management, ad hoc reporting services, help desk
services, and application system hosting. CQuest currently operates and
maintains the .NET WIC system for the Multi-State WIC Consortium (MSC), a
consortium of the State of Hawaii, State of Kansas, State of New Hampshire, and
Inter Tribal Council of Arizona (ITCA) WIC Programs. As of June 30, 2019,
CQuest was also in the post-implementation phase of developing and
implementing a .NET WIC system for the State of Tennessee and user acceptance
testing phase of upgrading the existing WIC system for the State of Idaho with the
Food Package and Electronic Benefits Transfer (EBT) components of the MSC
WIC system.

•  Early Intervention - CQuest began providing centralized billing services in 1999
for the State of Illinois' Early Intervention program. This partnership between
CQuest and the State of Illinois offset administrative responsibilities associated
with claim adjudication and processing of both paper and electronic claims.
"Serving as a third party administrator, CQuest's centralized billing services team
manages all aspects of the claiming process, from verifying that service pre-
authorizations are in place, to authorizing payment, to coordinating
reimbursement with insurance providers and providing billing services to other
third party payers.



CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

CQuest's centralized hilling system prints and distributes Explanation of Benefits
for providers and participating families, as well as administers accoimts
receivables services, generating invoices, statements and delinquency notices for
programs which utilize fees and co-payments. CQuest maintains interfaces with
multiple other systems and entities for the exchange of data necessary to
efficiently administer the customers' programs. CQuest also provides help desk
service to support providers, participants, and local agency staff, as well as works
with customers to identify, develop, and provide training. Finally, CQuest works
with customers to determine ways to streamline operations and qchieve
efficiencies, thereby making more funds available to serve additional participants.

• Catalyst - CQuest provides support services to the State of Kentucky for its grants
management system utilized by the Tobacco Prevention & Cessation, Diabetes ■
Prevention & Control, Emergency Preparedness, and Maternal 8c Child Health
programs.

•  Crash Information - CQuest provided its expertise in information technology to
promote human services and public safety in support of the State of Illinois
Crash Information Training Resource Initiative. This work occurred &om
September 2018 through January 2019 and was for the State of Illinois
Department of Transportation. Due to the work, crash data reports could be
developed and usefully relied upon by state and federal authorities and others to
enhance public safety and general welfare in transportation throughout Illinois.

Community Health PAC, Inc. (PAC) was a corporation that was formed in June 2014 to
encourage health centers to participate in governmental affairs, support the policies of
CQuest through appropriate political, educational and legislative activities and provide
financial support to both individual candidates for office and supporting legally constituted
political fund-raising committees. CQuest was the sole owner of the PAC shares from its
formation through its dissolution in December 2018.

Significant Accounting Policies

(a) Basis of Accounting

The consolidated financial statements have been prepared on the accrual basis of
accounting in accordance with accounting principles generally accepted in the United
States of America.



CQu^st America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

(b) Principles of Consolidation

The consolidated fmancial statements include the accounts of CQuest and PAC because
CQuest had both control and an economic interest in the PAC. All material
intercompany accounts and. transactions have been eliminated. Unless otherwise noted,
these consolidated entities are hereinafter refehred to as "CQuest."

(c) Change in Accounting Principle

In August 2016, the Financial Accounting Standards Board (FASB) issued Accounting
Standards Update (ASU) 2016-14, Not-for-Profit Entities (Topic 958) - Presentation of
Financial Statements of Not-for-Profit Entities. The update addressed the complexity and
understandability of net asset classification, deficiencies in information about liquidity
and availability of resources, and the lack of consistency in the type of information
provided about expenses and investment retum. Management implemented ASU 2016-
14 for the year ended June 30, 2019 and has adjusted the presentation in these financial
statements accordingly.

(d) Cash and Cash Equivalents

CQuest considers all highly liquid investments purchased with maturities of three months
or less to be cash equivalents. The PAC cash balance was maintained in a separate
checking account segregated from CQuest's operating assets until the dissolution of the
PAC in December 2018.

Repurchase agreements involve the purchase by CQuest of a security that the bank has
agreed to buy back on demand.. If the bank defaults and the collateral value declines,
CQuest might incur a loss. If the bank declares bankruptcy, CQuest may not be able to
sell the collateral at the desired time. The securities subject to the repurchase agreement
will be held by the bank and valued daily so the value of the collateral is equal to the
loan. The term of the agreement is generally quite short, possibly overmght or for a few
days. As of June 30, 2019 and 2018, the collateral was sufficient to cover the repurchase
agreements with the bank.

(e) Accounts Receivable

Management considers all receivables to be current and does not utilize an allowance for
doubtful accounts. It is CQuest's policy to charge off uncollectible accounts receivable
when management determines the receivable will not be collected.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS' AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

(f) Property and Equipment

CQuest records property and equipment additions over $2,500 at cost, or if donated, at
fair value on the date of donation. Depreciation is computed on a straight-line method
over estimated useful lives of the assets ranging fi:om 3 to 5 years, or in the case of
capitalized leased assets or leasehold improvements, the lesser of the useful life of the
asset or the lease term. When assets are sold or otherwise disposed of, the cost and
related depreciation are removed &om the accounts, and any resulting gain or loss is
included in the consoUdated statement of activities. Costs of mainteiiance and repairs
that do not improve or extend the useful lives of the respective assets are expensed
immediately.

(g) Intangible Assets

Goodwill resulted from CQuest's acquisition of Starling Systems, Inc. on November 1,
2007 for an amount in excess of the fair value of the net assets acquired. Goodwill at
June 30, 2019 and 2018 totaled $ 137,511. CQuest does not amortize its goodwill; rather
it evaluates it for possible impairment on an annual basis. Should impairment be noted,
the valuation of the asset will be adjusted accordingly. There were no impairments of
goodwill at June 30,2019 and 2018.

(h) Net Assets

Net assets, revenues, gain, and losses are classified based on the existence or absence of
donor-imposed restrictions. Accordingly, net assets and changes therein are classified
and reported as follows:

Net Assets Without Donor Restrictions - Net assets available for use in general
operations and not subject to donor restrictions.

Net Assets With Donor Restrictions - Net assets subject to donor-imposed restricfions.
Some donor-imposed restrictions are temporary in nature, such as those that will be
met by the passage of time or other events specified by the donor. Other donor-
imposed restrictions are perpetual in nature, where the donor stipulates that resources
be maintained in perpetuity. Donor-imposed restrictions are released when a
restriction expires, that is, when the stipulated time has elapsed, when the stipulated
purpose for which the resource was restricted has been fulfilled, or both.

CQuest had no net assets with donor restrictions at June 30, 2019 and 2018.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

(i) Income Tax Status
I

CQuest is a not-for-profit organization and claims exemption fi"om Federal and State
income taxes under Section 501(c)(4) of the Internal Revenue Code and similar
provisions of State tax codes.

CQuest follows accounting principles generally accepted in the United States of America
which sets, a minimum threshold for financial statement recognition'of the benefit of a tax
position taken or expected to be taken in a tax return. Tax positions for the open tax
years as of June 30, 2019 were reviewed, and it was determined that no provision for
uncertain tax positions is required.

CQuest conducts business solely in the U.S. and, as a result, files income tax and
information returns for the U.S. and Illinois. In the normal course of business, CQuest is
subject to examination by taxing authorities. However, at present, there are no ongoing
income tax audits or unresolved disputes with the various tax authorities that CQuest
currently files or has filed with.

The PAC's primary purpose was to carry on one or more exempt functions as a political
organization as defined under Internal Revenue Code Section 527 and Treasury
Regulation 1.527-2(c). The PAC had minimal financial activity during the years ended
June 30, 2019 and 2018.

(j) Allocated Costs

The costs of providing services under the various programs and other activities have been
reported on a fimctional basis in the statement of activities. Accordingly, certain costs
have been allocated among the programs benefited.

12



CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINXJED

June 30, 2019 and 2018

I. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

(k) Revenue Recognition

Contract revenues are recorded in the year earned, except for the MSC eWIC, State of
Hawaii WIC Transfer and Implementation, State of Hawaii Code Merge, State of Hawaii
eWIC, State of Tennessee WIC Development and Implementation, and State of Idaho
WIC EBT Initiative projects. Revenue from these projects are recognized on the
percentage-of-completion method, measured by the proportion of project costs incurred
to date to the estimated total project costs for the contract. That method is used because
management considers costs incurred to be the best available measure of progress on the
contract in process. Provisions for estimated losses on uncompleted contracts are made in
the year in which such losses are determined.

The asset, "Eamed contract revenue not yet billed," represents revenue recognized in
excess of amounts billed.

(1) Use of Estimates

The preparation of consolidated financial statements in conformity with accounting
principles generally accepted in the United States of America requires management to
make estimates and assumptions that affect certain reported amounts and disclosures of
contingent assets and liabilities at the date of the consolidated financial statements, and
the reported amounts of revenues and expenses during the reporting period. Actual
results could differ from those estimates.

(m) Subsequent Events

Subsequent events are events or transactions that occur after the statement of finmcial
position date but before the consolidated fmancial statements are issued or are available
to be issued. These events and transactions either provide additional evidence about
conditions that existed at the date of the consolidated statement of fmancial position,
including the estimates inherent in the process of preparing consolidated financial
statements, or provide evidence about conditions that did not exist at the date of the
consolidated statement of fmancial position but arose after that date.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FrNANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

1. SUMMARY OF OPERATIONS AND SIGNIFICANT ACCOUNTING POLICIES -
Continued

(m) Subsequent Events - continued

CQuest has assessed events that have occurred subsequent to June 30, 2019 through
September 26, 2019, the date the consolidated financial statements were available to be
issued, for potential recognition and disclosure in the consolidated financial statements.
No events have occurred that would require adjustment to or disclosure in the
consolidated financial statements.

(n) Reclassifications

Certain reclassifications of prior year amounts have been made to conform to the 2019
presentation.

2. LIQUIDITY AND AVAILABILITY OF FINANCIAL ASSETS

CQuest strives to maintain liquid financial assets sufficient to cover 90 days of general
expenditures. Financial assets in excess of daily cash requirements are invested in money
market funds and other highly liquid investments that have a maturity of less than three
months.

The following table reflects CQuest's fmancial assets as of June 30:

2019 2018

Cash and cash equivalents $ 1,403,951 $ 803,123
Accounts receivable 964,045 1,276,632

Total financial assets available to meet cash needs
for general expenditures within one year

CQuest regularly monitors the availability of resources required to meet its operating needs
and contractual commitments. In addition to fmancial assets available to meet general
expenditures over the next 12 months, CQuest usually operates with, a balanced budget and
anticipates collecting sufficient revenue to cover general expenditures, unless the board
approves investing prior earnings in business and product development efforts to strategically
grow the organization or maintain current customer relationships. CQuest also has a line of
credit to meet short-term needs. See note 6 for information about this available fmancing.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

3. STATEMENT OF CASH FLOWS INFORMATION

At June 30, cash and cash equivalents consisted of the following:

2019 2m

Demand deposits $ 49,372 $
Money market accounts 52,509 75,000
Repurchase agreements 1,302,070 657,923

Total ^ 1.403.951 S ■

Cash paid for income taxes for the years ended June 30, 2019 and 2018 was $ -0- and $ 952,
respectively. InterestofS 22,318 and $22,613 was paid in the years ended June 30, 2019
and 2018, respectively.

4. CONCENTRATION OF CREDIT RISK

CQuest maintains cash balances at a financial institution in Springfield, Illinois. Accounts
are insured by the Federal Deposit Insurance Corporation (FDIC) up to $ 250,000 at each
financial institution. At June 30, 2019, CQuest's cash balances on deposit at the fmancial
institution did not exceed the insured limit. At June 30, 2018, CQuest s cash balances on
deposit at the financial institution did exceed the insured limit by $ 62,341.

CQuest invests daily in repurchase agreements with United Community Bank, which had a
balance of $ 1,302,070 and $ 657,923 at June 30, 2019 and 2018, respectively. Even though
these are not FDIC insured. United Community Bank agrees to repurchase the securities
backed by the United States government plus accrued interest.

CQuest has not experienced any losses on excess amounts or repurchase agreements, and
believes it is not subject to any significant risk on cash and cash equivalents.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

5. PROPERTY AND EQUIPMENT

At June 30, the cost and accumulated depreciation of property and equipment were as
follows:

2019 2018

Vehicles $ - $ 22,171
Furniture, equipment, and software 897,954 959,069
Leasehold improvements 1 21

897,954 1,008,651

Less accumulated depreciation (703,9691 (711,747)

Property and equipment, net ."R 193.985 $ 296,904

6. LINE OF CREDIT

At June 30, 2019, CQuest had a line of credit agreement with United Community Bank,
totaling $ 1,250,000 with a maturity date of April 20, 2020. At June 30, 2018, CQuest had a
line of credit agreement with United Commumty Bank, totaling $ 1,250,000 with a matunty
date of April 20, 2019. At June 30, 2019 and 2018, total outstanding balances were
$ 400,000 and $ 575,000, respectively. The interest rates on the lines of credit, payable
monthly, were 6.25% and 5.50% at June 30, 2019 and 2018, respectively.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

7. NATURAL EXPENSE CLASSIFICATION

CQuest's functional expenses by natural expense classifications are shown below:

Year ended June 30. 2019

Early

WIG Intervention

Program Program

Personnel expenses $

CO
o

(N

$ 1,295,470

Professional services 1,728,108 353,476

Contribution expense -
-

Board stipends -
-

Travel 98,320 43,047

Occupancy and telephone 345,602 224,613

Supplies, equipment and
42,899leased equipment 28,243

Equipment maintenance 138,349 159,927

Postage and printing 2,913 297,923

Depreciation 92,603 31,261

Interest expense 11,900 7,188

Licenses and fees 57,388 46,979

Other expenses 30.490 18.464.

Total expenses $. S 2.521.247

Other Management

Programs and General Total

$  21,759 $  691,444 $ 4,717,227

8,573 107,418 2,197,575
_ 206,341 206,341

.. 70,000 70,000
_ 61,061 202,428

- 100,748 670,963

24,108 95,250
_ 26,376 324,652

33 3,045 303,914
_ 10,835 134,699
_ 3,230 22,318

30 10,253 114,650
_ 55.732 104.686

S  30.395 ^ 117(1 S91 S 9.164.703
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

7. NATURAL EXPENSE CLASSIFICATION - Continued

Year ended June 30. 2018

Early

WIC Intervention Other Management

Proeram Promam Proerams and General Total

Personnel expenses $ 2,712,368 $ 1,281,070 $ $  772,046 $ 4,765,484

Professional services 1,866,814 116,953 15,075 105,267 2,104,109

Contribution expense - - - 353,500 353,500

Board stipends - - - 50,000 50,000

Travel 113,216 16,873 - 72,320 202,409

Occupancy and telephone 411,361 262,421 - 140,855 814,637

Supplies, equipment and
leased equipment 72,592 43,691 - 10,863 127,146

Equipment maintenance 113,171 141,391 - 20,908 275,470

Postage and printing 3,585 279,958 23 4,101 287,667

Depreciation 99,727 36,784 1,460 14,745 152,716

Interest expense 11,917 7,152 - 3,544 22,613

Licenses and fees "  30,984 42,859 T5 26,103 99,961

Other exnenses . 28,029 16.027 - 35.228 79.284

Tntal expenses S .'J,463,764 % 2.245.179 S 1.609.480 5; 9 884.996

8. PENStoN AND POSTRETIRBMENT BENEFIT PLANS

CQuest has a profit-sharing pension plan titled the CQuest America, Inc. Employees Pension
Plan. With a safe harbor election, employees are vested 100% once they are eligible to
receive contributions. The plan is structured as a 401(a) plan under the Internal Revenue
Code. These accounts are in the individual employees' name. Contributions of $ 93,512 and
$ 95,211 were made to the profit-sharing pension plan for the years ended June 30, 2019 and
2018, respectively.

Effective as of January 1, 2014, CQuest's President and CEO's employment contract
provides for additional compensation. At the President and CEO's option, this additional
compensation may be deferred or paid currently. During the years ended June 30, 2019 and
2018, the President and CEO received additional compensation of $ 51,301 and $ 31,892,
respectively, under this contract provision.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

8. PENSION AND POSTRETTREMENT BENEFIT PLANS - Continued

CQuest contributed an additional percentage of annual salary to a 457(b) retirement plan for
the Chief Financial Officer (CFO) for the years ended June 30, 2019 and 2018. These
contributions, are vested immediately and the account is in the CFO's name. Total
contributions were $ 12,002 and $ 11,982 for the years ended June 30, 2019 and 2018,
respectively.

CQuest also offers employees the opportunity to contribute to a 401(k) tax deferred
retirement savings plan. CQuest makes no contributions on behalf of its employees into the
401(k) plan. Each account is in the individual employees' name and is completely vested
and transferable when they terminate employment.

9. OPERATING LEASE COMMITMENTS

CQuest leases its ofrice facilities in Springfield, Illinois from Illinois Primary Health Care
Association (IPHCA) under an operating lease that expires on December 1, 2026. This lease
required monthly payments of at least S 41,157 through March 31, 2018, with an additional
amount due based on the budgeted operating expenses of the current year. Effective April 1,
2018, the lease agreement was amended. The amended lease requires monthly payments of
$ 41,762, with an additional amount due if CQuest's allocable share of expenses exceed the
base year expenses. CQuest leased office space in Olympia, Washington under an operating
lease that expired on January 31, 2019. CQuest also leases office equipment with varying
expiration dates.

Rental expense was $ 599,471 and $ 721,609 for the years ended June 30, 2019 and 2018,
respectively.

Future minimum payments on the above operating leases are as follows for the years ending
June 30:

2020 $ 528,048
2021 522,226

2022 518,067
2023 518,067
2024 506,787
Thereafter 1.211,105

Total S 3.804.300
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

10. CAPITAL LEASE OBLIGATION

During the year ended June 30, 2018, CQuest acquired technology equipment under a non-
cancellable lease purchase agreement which requires thirty-six monthly payments of $ 2,896
through August 2020 with a buyout option of $ 11,583. The equipment has a net book value
of $71,061 at June 30, 2019.

Future minimum lease payments due for the years ending June 30 are as follows:

2020 $ 34,752
2021 ' • 17.373

52,125

Less amount representing interest ('768')

Present value of net minimum

capital lease payments 51,357

Less current maturities (34.0351

Long-term portion $ 17.322

Interest expense on the capital lease obligation was $ 1,390 and $ 1,570 for the years ended
June 30, 2019 and 2018, respectively.

11. RELATED PARTY TRANSACTIONS

IPHCA is a 501(c)(3) organization that positions its members to be the providers of choice
.within the communities they serve through advocacy, education, and technical assistance
emphasizing the high quality, accessible and integrated health center model of care. IPHCA
represents and provides assistance to all but two of Illinois' community health centers
(CHCs), as well as two CHCs in Iowa and one in Missouri. These CHCs operate nearly 350
sites and serve approximately 1.4 million patients annually.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30, 2019 and 2018

11. RELATED PARTY TRANSACTIONS - Continued

IPHCA and CQuest contract with each other to share specified services and goods m the
interest of achieving cost savings, economies of scale and other benefits to both entities.
These shared services where necessa37 or desirable include, without limitation, information
technology infrastructure support, accounting support, administrative support, human
resources support, purchasing, maintenance and use of machinery and equipmient,
telecommunications products and services, payroll processing and FLEX program services,
consulting services, and such other services that benefit operations. IPHCA and CQuest
compensate each other for such shared services at cost based on actual third-party invoices,
employee time expended, or other reasonable methodologies appropriate to each
corresponding expense item.

IPHCA reimbursed CQuest $ 294,118 and $ 332,648 for shared services and goods during
the years ended June 30, 2019 and 2018, respectively. As of June 30, 2019 and 2018, the
total outstanding accounts receivable due from IPHCA for shared services and goods was
$ 5,786 and $ 26,688, respeetively.

CQuest reimbursed IPHCA $ 33,575 and $ 41,956 for shared services and goods during the
years ended June 30,2019 and 2018,, respectively. As of June 30, 2019 and 2018, the total
outstanding accounts payable due to IPHCA for shared services and goods was $ 350 and
$ 820, respectively.

IPHCA had a mortgage note with a balance of $ 3,315,040 and $ 3,494,371 at June 30, 2019
and 2018, respectively. In addition, IPHCA had a second mortgage note with a balance of
$ 142,156 and $ 246,418 at June 30, 2019 and 2018, respectively. CQuest is a guarantor for
both ofthese financing agreements.

On December 1, 2006, CQuest began leasing office space fiom IPHCA. This is an operatmg
lease that expires on December I, 2026, which required monthly payments of at least
$ 41,157 through March 31, 2018, with an additional amount due based on the budgeted
operating expenses of the current year. Effective April 1, 2018, the lease agreement was
amended. The amended lease requires monthly payments of $41,762, with an additional
amount due if CQuesf s allocable share of expenses exceed the base year expenses. Lease
expense of $ 520,944 and $ 631,537 was incurred by CQuest for the years ended June 30
2019 and 2018, respectively, relating to space occupied within IPHCA's buildmg. As of
June 30, 2019 and 2018, total outstanding amount due to IPHCA for rent was $ 19,798 and
$ -0-, respeetively.
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CQuest America, Inc. and Affiliate

NOTES TO CONSOLIDATED FINANCIAL STATEMENTS - CONTINUED

June 30,2019 and 2018

11. RELATED PARTY TRANSACTIONS - Continued

Illinois Community Health Foundation, Inc. (Foundation) promotes the health care welfare of
medically underserved communities throughout the State of Illinois by providing funding
opportunities to Illinois based state-wide Associations whose members are comprised of at
least 90% federally qualified health centers or by providing funding opportunities directly to
members of such Illinois based state-wide Associations. CQuest has common board
mernbers ■ with the Foundation and is considered a related party. CQuest contributed
$ 201,341 and $ 350,000 to the Foundation during the years ended June 30, 2019 and 2018,
respectively.

12. CONCENTRATION OF FUNDING

The majority of CQuesFs revenues are from multi-year, multi-million dollar contracts with
various government agencies. For the year ended June 30, 2019, approximately 98% of
CQuest's total support and revenues were froin contract revenues from nine government
agencies. For the year ended June 30, 2018, approximately 98% of CQuest's total support
and revenues were from contract revenues from eight government agencies. CQuest
maintains strong working relationships with these government agencies and anticipates a
continuation of these contracts.
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Alexis Atchison .NET Developer

SUMMARY Professional with over 9 years of experience designing, developing, implementing
and supporting web applications and websites.

SKILLS. • Skilled with a variety of technologies, including ASP.net, CU, VB.net, MVC, Web

Forms, AngularJS, RESTful API, SQL Server and many others.

• Capable of working effectively independently or as a member of a team.

♦ Possesses excellent verbal and written communication skills.

EXPERIENCE LEVI, RAY & SHOUP, SPRINGFIELD, ILLINOIS

.NET Developer

February 2020 ~ Present

• Working on a contract at CQuest America, Inc.

• Developing an Early Intervention web-based application.

• Developing and maintaining RESTful APIs for the application.

• Technical environment included .NET 4.x, MVC, Entity Framework 6, C#,

JavaScript, SQL Server.

LEVI, RAY & SHOUP, SPRINGFIELD, ILLINOIS

Application Developer

June 2019-January 2020

Client: State of Illinois - DCFS, Springfield, Illinois

• Worked on a contract at the State of IL - Department of Children and Family

Services (DCFS) in Springfield, IL.

• Developed and maintained RESTful APIs for use with mobile application.

• Developed and maintained mobile application (iPhone & Andriod).

• Maintained various web-based applications, ranging in technologies from

VB.net & WebForms to Cfl & MVC.

• Worked with .NET Framework 4.x, Entity "Framework, MVC, Ctt, VB.net, Mobile

Development (iPhone/Andriod), WebForms, SQL Server.

Application Developer

June 2018-May 2019

Client: Hastings Mutual Insurance, Hastings, Missouri

• Worked remotely from Springfield, IL for Hastings Mutual Insurance (based in

Hastings, Ml).

• Developed and maintained middleware solutions and for insurance policy &

claims data sharing.

• Worked with .NET Framework 4.x, Entity Framework 6, C#, SOAP, MS SQL

Server.

ILLINOIS DEPARTMENT OF TRANSPORTATION (IDOT), SPRINGFIELD, ILLINOIS

Application Developer

October 2017 - June 2018



Alexis Atchison .NET Developer

• Worked on contract with a team of developers to design and develop a bridge

inspection system from the ground up.

• Technical environment included .NET 4.x, MVC, Entity Framework 6, C#,

Angular 4, React, JavaScript, nrgx & nrgx-data, Azure Functions, SQL Server

2016.

LEV!, RAY & SHOUP, SPRINGFIELD, ILLINOIS

Application Developer

June 2017 - October 2017

Client: State of Illinois - DCFS, Springfield, Illinois

• Worked on contract at the State of Illinois - Department of Children and Family

Services (DCFS) in Springfield, IL.

• Worked with a small group of developers to maintain and upgrade the DCFS

case management system.

• Worked primarily with VB.net, JavaScript and XML.

H.D SMITH, SPRINGFIELD, ILLINOIS

Application Developer

2015-2017

• Worked with a small group of software engineers to maintain and enhance an

online ordering system for external customers using Ctt, MVC, and AngularJS.

• Worked to develop new features for an iPhone app for the sales force using a

REST API, AngularJS, CoffeeScript, and most recently, TypeScript.

LEVI, RAY & SHOUP, SPRINGFIELD, ILLINOIS

Application Developer

June 2011-2015

• Worked closely with a local health system to tend to both dally website

maintenance requests as well'as larger projects.

•  In addition to several complete website redesigns for the aforementioned

client, created custom web applications to meet the client's needs, while

maintaining compliance with both PCI and HIPAA requirements.

• Worked with colleagues on maintenance and custom web application

development for a large variety of clients.

• Worked with ASP.net, VB.net, Cft, Web Forms, MVC, REST API, AngularJS.

KING TECHNOLOGY, SPRINGFIELD, ILLINOIS

Application Developer

2010-2011
1

• Worked with one other developer to create and maintain custom websites and

web applications for local businesses.

• Created a web-based application to collect and analyze data pertaining to

individuals with intellectual and developmental disabilities. This application

was intended to be used by mental health providers across the state of Illinois



Alexis Atchison .NET Developer

with the goal of sharing key information about the impact of mental illness on
daily life.

• Worked with ASP,net, Classic ASP, VB.net, VBScript.

MacMURRY COLLEGE, JACKSONVILLE, ILLINOIS

Application Developer

2008 - 2010

• Responsible for managing and completing all requests for website updates and
changes using classic ASP and ASP.NET while working with other departments
throughout the College to streamline the content update process.

• Responsible for oversight of the implementation of a new VoIP system,
ultimately leading to managing the system in its entirety.

• Wrote much-needed documentation for the various systems in place, while

creating scripts and procedures for recurring processes, managing department
staffing, coordinating events and training for faculty and staff, assisting
technicians with workstation setup and repair, and learning and providing end-

user support for the College's ERP system.

EDUCATION DePAUL UNIVERSITY /CHICAGO, ILLINOIS

Master of Science, e-Commerce Technology

MacMURRAY COLLEGE, JACKSONVILLE, ILLINOIS

Bachelor of Science, Computer Science

TECHNICAL • Net 2.x-.NET 4.x
• Angular JS • ASP

PROFICIENCIES
• ASP.net

• React HTML

• Cff
• JavaScript • CSS

• VB.net
• RESTful API • XML

K MVC
• Andriod/iPhone • VBScript

w

Development

• Entity Framework
• CoffeeScrlpt • Adobe Dreamweaver

• Web Forms
• Typescript • Adobe Photoshop



BETH MUNN Senior Database Administrator

SUMMARY • Senior-level technical resource with extensive knowledge and experience as a

Database Administrator.

•  Provides Tier 2 and Tier 3 production support.

• Production Environment Manager and Production Deployment Manager

•  Excels in enterprise setting where data design, integrity, and accessibility are

critical.

SKILLS • High-energy leader, manager, and technical expert with a proven background in

database management, project management, and data extraction/reporting.

• Managed multiple replicating mission critical production environments that include
100+ distributed locations.

•  Proficiently managed multiple production, test, and development environrpents

simultaneously.

• Monitored and tuned the performance of complex T-SQL queries and stored

procedures by analyzing the execution plan.

• Collaborates with analysts and developers to ensure data designs meet system

standards and maintain data integrity.

• Highly skilled at developing large, complex ad-hoc reports using Transact SQL.

• Oversees Help Desk/Customer Support team and reported issues triage and

resolution.

• , Effective communicator with excellent writing and editing skills.

• Efficient organizational and planning skills. Self-motivated and results driven.

• Recognized and valued by colleagues for honesty, integrity, ability to work
collaboratively on teams, and ability to approach work as a fun endeavor.

EXPERIENCE CQUEST AMERICA, INC., SPRINGFIELD, ILLINOIS

Senior Database Administrator & Deployment Manager

June 2008 - Present

•  Lead DBA; develop and administer WIG (Women and Infant Children) programs.

Manage multiple priorities, projects, people, and data. Provide environment
management including software, database scripts, and deployments.

• Accountable for data integrity for all WIC clinics in four states, as well as

consolidated databases at state offices. Data integrity includes:

o  Extracting and restoring corrupted databases

o Disaster recovery and business continuity

o  Replication synchronization

o Data recovery

• Manage call-center triage and escalation process including multiple help desk,
junior DBAs, testing, analysis and development staff; provided 2nd & 3rd tier
support to customers.

•  Ensure a rapid response pursuant to the Service Level Agreement (SLA); reported
measured customer satisfaction results for multiple customers concurrently.

• Regularly monitor daily financial transactions between clinics and financial
institutions and resolve any discrepancies.

• Deliver month- and year-end financial and participation reports to secure federal
funding.

•  Lead coordination and deployment of software, updates, and database scripts to

test and production environments.



BETH MUNN Senior Database Administrator

WASHINGTON STATE DEPARMENT OF HEALTH - WIC PROGRAM, OLYMPIA,
WASHINGTON

Lead Database Administrator

March 2003-June 2008

•  Lead DBA; Provide food vouchers and nutrition education to low income clients

throughout the state of Washington in a replicating environment. Supervised 2
junior DBAs.

• Ensured data integrity for 167 clinics throughout Washington State as well as
consolidated databases at state office. Data integrity included:

o  Splits and merges of clinic databases

o  Extracting and restoring broken databases

o  Upgrading database software

o  Disaster recovery and business continuity
o  Replication synchronization

• Created, developed, and executed ad-hoc reporting for both clinic and state
business users.

• Provide 2nd tier support for clinics, including customer satisfaction.

• Researched, recommended, developed, and implemented new processes and
procedures at local and state levels.

• Monitored, corrected, and ensured the accuracy of daily financial transactions
between clinics and financial institutions.

• Delivered financial reports and period (month-end) close reports to secure federal
funding.

ALLIANCE ENTERPRISES, LACEY, WASHINGTON

Quality Assurance Technician

June 2001 - January 2003

•  Provided a web based vocational rehabilitation (VR) case management system for
various state VR agencies. Exclusively defined test cases and verified accuracy of
complex federal reports.

• Coordinated all database conversion activities around the sale; conversion,

verification, and packaging the converted data package regardless of source or
platform.

•  Implemented white-box testing of data conversion from legacy mainframe systems
to SQL 2000 using Transact SQL, Query Analyzer and Enterprise Manager.

• Developed problem descriptions and re-creation scenarios sufficient to enable

developer correction and turnaround for re-test.

• Directed the approval or denial of code readiness for depioyment.

• Managed the design, compilation, documentation and maintenance of test

plans/scripts.

• Analyzed technical and business requirements and testing using system
specifications.

• Debugged DTS packages.

• Assisted in the verification and bsignment of support desk issues from clients.
• Maintained test environments and data to accurate testing and documentation of

tests.



BETH MUNN Senior Database Administrator

IDEAWORKZ, BELLEVUE, WASHINGTON

Web Developer (IT Insight's Contract)

March 2001 - June 2001

•  Implemented website design and served as a technology consultant to non

technical staff,

• Developed the page flow for the website.

•  Implemented 21 HTML pages.

• Wrote scripts to load/display different pages depending on the date.

• Defined business requirements.

• Verified and documented application accuracy prior to implementation.

IT INSIGHTS, BELLEVUE, WASHINGTON

Web Developer

January 2001 - March 2001

•  Responsible for ensuring the website was easily maintainable/updateable for non

technical staff.

•  Identified requirements, defined functionality, designed and developed the site as

a unified package.

• Trained nontechnical staff in to update and publish changing content via FTP.

EDUCATION EVERGREEN STATE COLLEGE, OLYMPIA, WASHINGTON

Bachelor of Science - Computer Science



CHANDI MAHINDA Service Manager

SUMMARY • Over 20 years of experience providing exceptional customer service

• Over 5 years of managerial experience

SKILLS • Project Management / Coordination

• Customer Service

• Quality Assurance Testing

• Software Defect / Bug Management

Functional Specifications Documentation

SQL Programming

Computer Hardware

EXPERIENCE CQUEST AMERICA, INC., OLYMPIA, WASHINGTON

Project Coordir}ator

April 2018- Present

• Lead multiple teams of developers, testers, business analysts, and help desk staff in the

transfer and implementation of the MSC WIC System to Tennessee WIC (TNWIC).

• Serve as administrator to CustomerWise and DevSuite CRM application; custom

designed, implemented, and maintained multiple customer environments to fit the

specific needs of the customer.

• Provide status reports, communicate outstanding issues, and manage resolutions;

hosted weekly meetings during pilot and rollout to assess functionality and confirm final

designs with customers and application developers.

• Oversee and support the conversion, rollout, and implementation of TNWIC; managed

the project team through the UAT process; logged, fixed, and tested all defects found

during the conversion and pilot phases.

• Create multiple training hand books and provide detailed on-site walk-through training

for Tennessee WIC's help desk, DBAs, and networking staff.

• Provide on-site training for software end users.

• Perform system analysis; gather and assist in maintaining all requirements and

,  specification documents and customer documentation.

•  Identify improvement to business processes and propose solutions and timing of their

implementation.

Business Lead

April2017-March 2018 r

• Led a team of local and remote staff including software developers, DBAs, QA testers

and help desk on the development and merging of Hawaii's legacy WIC MIS system to

the transferred MSC WIC System (HiWIC).

• Monitored the data conversion from Hawaii's original software to HiWIC.

• Oversaw the functionality testing of software.

• Monitored all software bugs, defects, and upgrades in TPS, and ensured all issues were

attended to and completed In a tirnely manner.

• Researched and oversaw all hardware upgrades to ensure compatibility with CQuest

software.

• Designed Android UPC scanning application to collect data using TracerPlus.

•  Implemented program deployment schedule and met deadlines for all production

release rollouts for bug fixes and upgrades; managed schedule for UAT data refreshes.

• Led bi-weekly meetings with Hawaii WIC's primary stakeholders to communicate,

collaborate, and discuss issues and solutions to ensure quality development and service.

• Provided weekly project status reports to executive management.

Chandi Mahindo Resume - Page 1 of 2



CHANDI MAHINDA Service Manager

Business and QA Analyst

January 2015 - April 2017

• Worked directly with developers to track and test updates to applications.

•  Installed individual software components to prepare for testing; designed automated

test cases using Smart Bear TestComplete Automated software.

• Documented software defects and performed additional testing to verify all issues were

fixed before final delivery.

• Documented functional specifications for new applications and converted technical

specifications to functional specifications.

• Tested all applications and updated use/test cases and functional specifications for a

Sybase-to-SQL conversion.

• Created business flowcharts using Microsoft Visio; custom Windows Mobile app using

the TracerPlus software suite; and high definition training and demo videos using Vegas

Pro and Adobe Creative Suite 6.

• Utilized additional programs such as SQL Server 2014 Management Studio,

PowerBuilder, Sybase, Windows ClickOnce applications, Windows Mobile Device Center,

MyMobiler, Microsoft Visio, and .NET.

Software Support Specialist II

November 2013-January 2015

• Supported end users of the MSC WIC System for 4.WIC Programs in 4 time zones.

• Provided troubleshooting support via remote login to end users' computers/servers

utilizing Remote Desktop Protocol (RDP), LogMeIn, or GoToMeeting.

• Regularly updated SharePoint database to ensure data accuracy.

•  Installed networked check and letter printers with static IP addresses using drivers

located on FTP site. r

• Administered and maintained end user accounts, permissions, and access rights.

• Performed daily RDP into state servers to monitor the status of running applications to

ensure quality performance of the server's CPU.

• Responsible for the daily issuance and redemption of timely vendor payments.

• Utilized additional programs such as Server 2008 R2, VB.Net, SQL, and Cisco Jabber.

ADDITIONAL PROFESSIONAL EXPERIENCE (1998 - 2013)

• Hyperion, Inc. - IT Technician

• mini Country Club - System Administrator

• MetLife, Inc. - Administrative Functional

Manager

Computer and Telephone Systems -

IT Sales and Service Manager

Family Video Movie Club - Computer

Team Leader

EDUCATION EASTERN ILLINOIS UNIVERSITY, CHARLESTON. ILLINOIS

Bachelor of Arts - Finance

CERTIFICATIONS &

SPECIAL TRAINING

Currently working on Project Management Professional (PMP) certification

11 Management Certifications, Fred Pryor Seminars

Chandi Mahindo Resume - Page 2 of 2



MARIE VanMIDDLESWORTH Help Desk Specialist II

SUMMARY • Over 3 years of experience providing Help Desk support for CQuest's WIC and

Early Intervention customers.

• Uses technical skills and knowledge of system applications to assist customers.

EXPERIENCE CQUEST AMERICA, INC., OLVMPIA, WASHINGTON

Software Support Specialist II

July 2017 - Present

• Answer calls and create WIC tickets for different WIC Clinics technical issues.

•  Research and resolve Level 1 and Level 2 tickets for Kansas, New Hampshire,

ITCA and Hawaii Clinics software issues.

• Create WIC Weekly MSC report for KWIC, NH and ITCA.

• Add or remove security clearance requests to clinic staff.

• Keep track and add to the Weekly TPS Running list.

• Test issues that clinic staff are having in the system.

• Answer parent, provider and Service Coordinator calls about Early Intervention

bills, provider claim summaries, and parent explanation of benefits.

• Update and notify coworkers of KWIC Clinics address changes.

• Assist Early Intervention Service Providers with setting up Q-claims, submitting

claims, and resolving issues they have with hold warnings.

•  Send out daily WIC surveys to clinics.

• Train new WIC Helpdesk employees.

Helpdesk Specialist II

June 2016-July 2017

• Answer questions from Early Intervention Service Provider, parent, and Service
Coordinators on accounts and billing procedures.

• Create WIC tickets for different WIC Clinics technical issues and resolve Level 2

tickets as necessary and Level 1 tickets as able.

• Obtain information on resolutions for WIC Clinic issues in order to close tickets

in a timely manner.

• Document Excel spreadsheet and send KWIC supply orders issues.

• Update and notify coworkers of KWIC Clinics address changes.

• Support temporary employee questions on billing issues.

• Assist Service Providers with setting up Q-claims, submitting claims, and
resolving any issues they have with hold warnings.

ALICE CAMPBELL STAFFING, SPRINGFIELD, ILLINOIS

Temp Helpdesk Specialist I for CQuest America, Inc.

February 2016 - June 2016

• Answer Service Provider, parent, and Service Coordinator questions on

accounts and billing procedures.



MARIE VanMIDbLESWORTH Help Desk Specialist //

MANPOWER, SPRINGFIELD, ILLINOIS

Data Entry

November 2015 - December 2015

•  Input various tax documents into application software.

• Verify accuracy of other coworker's data input of tax documents.

MEMORIAL HOME SERVICES, SPRINGFIELD, ILLINOIS

Reimbursement Specialist

November 2015 - December 2015

• Oversaw Medicaid customer bills for accuracy and follow-up.

• Assisted customers with issues regarding their bills in a timely manner.

Expressed issues that would contribute to better customer service.

• Obtained prior authorizations for durable medical equipment.

• Processed Medicaid and commercial insurance refunds in a timely manner.

• Assisted Commercial teams with follow up.

• Assisted coworker's with application and minor computer issues.

• Designed a tens unit flyer to help remind customers of their insurance
guidelines while renting the units. The flyer for tens unit helped lower lost
revenue due to customer's not following up with their physicians in the
required time frame.

EDUCATION FREDERICK HIGH SCHOOL, FREDERICK, MARYLAND



NICHOLAS FRIEDERICH Network Support Specialist 11

SUMMARY Dependable, A+ Certified Computer and Network Technician with eighteen years of
experience in the networking field and over twenty-one years of computer repair and
general computer experience.

EXPERIENCE CQUEST AMERICA, INC., SPRINGFIELD, WASHINGTON

Network Support Specialist H

2014 -Present

• Provide local and remote support for thousands of desktops, laptops, servers,
printers, scanners, signature pads, & MIFI devices across rnultiple states.

• Support hundreds of WIC clinics with various remote support including but not
limited to Windows updates, Windows Upgrades, hardware recommendations,
hardware purchasing, hardware diagnosis, software diagnosis, Anti-Virus
maintenance and updates, and device imaging.

• Support multiple servers and services with external facing web applications for
multiple customers across multiple states, including web application software
deployment.

• Responsible for customer facing application testing with multiple operating
systems and multiple architectures.

• Responsible for entire state of New Hampshire WIC clinic IT support including
Server, desktop, laptop, tablet, and printer support. New Hardware ordering.
Inventory, and imaging. Anti-Virus administration, domain administration, new

user creation, end-user assistance including training and diagnostics. Server

backups, traveling clinics with mobile setups, WSUS maintenance, arid all FSMO

roles.

IRS CONSULTING SERVICES, SPRINGFIELD, ILLINOIS

Consultant

2013-2014

• Consulting services contracted to CQuest America Inc. located in Springfield, IL to

provide remote software and hardware support to thousands of WIC clinic staff.

UNITED COMMUNITY BANK, CHATHAM, ILLINOIS

IT Networking Engineer

2012-2013

•  Provided support for 350+ desktop computers, 70+ servers, and 50+ printers.

• Support VMWare ESXi cluster with Veeam backups, Symantec Anti-Virus, PRTG

Network monitoring, Server 2003, 2008, 2008R2, 2012, Windows XP, Windows

Vista, Windows 7/8.

• Completed an average from 100-200 tickets weekly including user support and

server support/project tickets. Also tasked with daily review of multiple system
logs and events.

• Provided CAT5/6 cabling and termination with patch panels, server

implementation both physical & virtual, firewall adjustments, proxy and

Barracuda Spam filter management.

• Creation of Desktop/Laptop images via WDS, physical deployment with user
training.



NICHOLAS FRIEDERICH Netvyork Support Specialist U

• Provide real time website editing and creation, Infopath and Visio form creation.

• Support Office 2007, 2010, & 2013. Support SQL 2005, 2008, 2008R2, & Phone

systems.

MICROCHIP COMPUTER SOLUTIONS, SPRINGFIELD, ILLINOIS

IT Systems Engineer

2011-2012

• Managed new PC installs, hardware, software installation, hardware

recommendations.

• Responsible for client's PCs, WiFi, cabling, Windows server 2003, 2008, SBS2011,

Exchange 2007, 2010, Trend, ESET, and Symantec backup servers.

• Server migrations, email migrations, network planning, network diagnostics,

group policy.

• Desktop, laptop, server, printer, copier, phones, backups, WAP, and mobile

support.

• Provide user training, setup and manage server FSMO roles, patch/software

testing, etc.

STINSON MORRISON HECKER, ST. LOUIS, MISSOURI

Information Systems Support Specialist

2010-2011

• Managed new PC installs, hardware, software installation, data cabling, AV

wiring.

• Responsible for Windows server 2003, 2008, Exchange 2007, and Veritas backup

servers.

• Provided hardware inventory, including updates, group policy creation, and end-

user support.

• Unattended software installations, VB scripting. Batch file creation.

• Responsible for on-site support for the St. Louis office of over 100 employees.

Support including Windows XP, Windows 7, Office 2007, Altiris, Dell laptops and

desktops, HP printers, Fujitsu flatbed scanners. Canon copiers, VPN, Mobile

devices, terminal services.

STONE CARLIE & Co. LLC, ST. LOUIS, MISSOURI

System Administrator

2006-2010

• Manage new PC / phone installs and new user training. Blackberry, iPhone, Palm,

Droid

• Responsible for PDC, file server. Terminal Server, print server, back-up server.

• Windows Server 2003, Exchange 2003, Symantec backup lid, Norton Ghost 14.

• Compiled research / recommendations on equipment, disaster recovery, and

software.

• Supported over 100 Cs, 20 Printers, and 6 physical servers.



NICHOLAS FRIEDERICH Network Suppoii Specialist II

• Remote desktop, VPN, and Terminal server support.

REINERT & ROURKE, P.C, ST. LOUIS, IVIISSOURI

Systems Administrator

2004 - 2005

• Manage new PC Images and installs with new user training.

• Responsible for SBS Server, networked printers, and 25+ computers with 35+

users.

• Preventive maintenance on all computers including weekly spyware and AV

scans.

• Software support including Office 2000/2003, Windows 98, 2000, XP.

• Provide up to date inventory and asset tracking along with hardware ordering.

LINCOLN TRAIL, INC., ST. LOUIS, MISSOURI

Operations Manager / Network Administrator

1999-2011

• Creation and documentation of network, including multiple servers, desktops,

laptops and printers with 20+ users.

•  Provide cabling including Cat3/5/5e wiring, patch panel and switch racking.

•  Support Microsoft Office and Windows support.

• Manage daily schedule with multiple employees including weekend rotation and

problem resolution.

• Provide excellent customer support, part time sales, daily inventory, and product

ordering.

EDUCATION RANKEN TECHNICAL COLLEGE, ST. LOUIS, MISSOURI

Associates in Computer Networking Technology / Information Technology

CERTIFICATIONS & GLOBAL KNOWLEDGE, SCHAUMBURG, ILLINOIS

SPECIAL TRAINING Upgrading Your Skills to Windows Servicer 2016 (5-day workshop)

Configuring Advanced Windows Server 2012 Services (5-day workshop)

Administering Windows Server (5-day workshop)

TECHNICAL

PROFICIENCIES

Windows Server 2000-2019

Including SBS editions

Mac OSX

Exchange 2003-2013

LAN/WAN

Active Directory

DHCP

DNS

VPN

IIS

802.11 wireless

Bomgar

GoToAssist

Veritas/Symantec/Wlndows

backup coaxial cabling

CAT 5/5e/6 cabling

MySQL server

RDP

digital and Cisco VoIP

phones

Cisco ASA

IPCop

Checkpoint

& PFSense Firewalls

Norton Ghost

Acronis

ESET/Symantec Anti-

Virus

End-user training

Microsoft Office 97-2019

Windows 95, 98, 2000,

XP, ME, Vista

Windows 7/8/10,

Hyper-V

VMWare ESXI

Fireworks

Dreamweaver

Blackberry, iPhone,

Droid, Palm Pilot,

Track-IT

Linux

CustomerWIse

Mobilelron



IRISH RATTERREE Quality Assurance Specialist H .

SUMMARY • Over 20 years of customer operations experience in various business roles supporting fast-paced,

deadline-driven software development and implementation projects

•  Most recent experience includes supporting software testing for the Electronic Billing Transaction

implementation for the Women, Infants and Children (WIG) program

SKILLS • Quality Assurance

•  Defect Management

Business Analyst

Requirement Analysis

User Acceptance Testing

Release Planning

EXPERIENCE CQUEST AMERICA. INC., SPRINGFIELD, ILLINOIS

CQuest - Quality Assurance Specialist - Independent Confroctor

May 2018 - Present as Employee April 2015 - May 2018 - Independent Contractor

•  Conduct application testing for software certification; perform unit, regression, integration and

end-to-end testing to meet scheduled deadlines

•  Support User Acceptance Testing (UAT), remotely and on-site, for new implementation projects

and release upgrades

•  Write specification documents and test cases for new and modified functionality supporting

application changes

CGNVERGYS/VERISIGN/HO SYSTEMS

Convergys - Quality Assurance Lead; Verisign & HO Systems ■ Business Analyst

April 1999 - October 2011

•  Identified test accounts for validation, providing over 300 simple and complex SQL queries to

clients' UAT and QA teams

•  Met scheduled software release dates 98% of time, averaging four major releases a year and

several minor releases

,  • Supported start-up PCS carrier in developing processes'and procedures for use of billing

software, spending 75% of time working at specific client locations during first year

•  Facilitated formal requirement reviews ensuring understanding between developers, testing

personnel, and client's needs for 14 Business Requirement Documents

•  Monitored, triaged and documented software issues as identified for UAT

SBC/CELLULAR ONE

SBC/Cellular One - Billing Manager/Customer Service Supervisor

February 1990 - April 1999 i

•  Met revenue budget goals, keeping fraud under 1% of revenues and cutting printing costs in half

•  Successfully managed software migration to new billing system, three times

•  Established processes and procedures to develop customer service team in supporting wireless

services of four MSAs and six RSA licensed areas

CERTIFICATIONS &

SPECIAL TRAINING

Continuous Education Courses - Online - Supporting new or existing applications/processes

US Military - US Army - Honorable Discharge

TECHNICAL • Databases; SQL Server, MS Access

PROFICIENCIES * Windows, AIX, UNIX, Linux
•  Applications include but not limited to: Toad, SharePoini, SOAP, MS Office

Page 1 of 1



CQucst America Inc.

Key Personnel

Name Job Title Hourly Rate % Paid from

this Contract

Amount Paid from

this Contract

Chandi Mahinda Business Analyst /
Proiect Coordinator

S111.32 15.30% $111.32

Nick Freiderich Senior Network Analyst S93.64 15.30% $93.64

Beth Munn DBA/DA S122.77 15.30% $122.77

Trish Ratterree Quality Assurance Specialist S95.72 15.30% $95.72

Alexis Alchison Senior Proj^ammer Analyst S133.17 15.30% $133.17

Marie

VanMiddlesworth

Help Desk Lead / Manager S90.51 15.30% $90.51



Jeffrfy A. Meyers

Commissioner

Lisa Morris

Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES Jr®

Y  NH DIVISION OV
29 HAXEN DRIVE, CONCORD, Ml 0330I-650J

603-271-4612 I-800.852.3345 Ext. 4612

Fax:603-271.4827 TDD Access: 1-800-735-2964

Public Health Services
9viroi>44itv pt«vvfferQtiiesv. r«duor9ce*i» kf

February 21. 2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services to
amend an existing agreement with Cquest America. Inc. (Vendor #168898-6001), 500 South S"' Street,
Springfield, IL 627001. to implement the Electronic Benefit Transfer of the Women, Infants, and
Children Nutrition Program benefits (eWIC) by including the federally approved task change order with
no change to the price limitation of $3,630,289.97 and no change to the contract completion date of
June 30, 2022. The Governor and Executive Council approved the original agreement on September
3, 2014 (item #23) and'subsequent amendments were approved on April 22, 2015 (item #20) and
December 2, 2015 (item #19), effective upon Governor and Executive Council appoval. This is a zero
cost amendment. 100% Federal Funds.

Funds to support this request are available in the following account for State Fiscal Year 2017
and are anticipated to be available in State Fiscal Years 2018, 2019, 2020, 2021 and 2022, upon the
availability and continued appropriation of funds in the future operating budget, with the authority to
adjust encumbrances between state fiscal years through the Budget Office, without further approval
from the Governor and Executive Council, If needed and justified.

05-95-90-902010-5260 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES, WIC SUPPLEMENTAL NUTRITION PROGRAM

Fiscal

Year

Class Title Activity
Code

Current

Modified

Budget

Increas

e/

Decreas

e

Budget

2015 102-500731 Contracts for Proq Svc 90006015 $491,436.00 $0 $491,436.00

2016 102-500731 Contracts for Proq Svc 90006015 $445,251.06 $0 $445,251.06

2017 102-500731 Contracts for Proq Svc 90006015 $441,618.84 $0 $441,618.84

2018 102-500731 Contracts for Proq Svc 90006015 $441,725.94 $0 $441,725.94

2019 102-500731 Contracts for Proq Svc 90006015 $441,840.69 $0 $441,840.69

2020 102-500731 Contracts for Proq Svc 90006015 $450,688.44 $0 $450,688.44

2021 102-500731 Contracts for Proq Svc 90006015 $454,322.00 $0 $454,322.00

2022 102-500731 Contracts for Proq Svc 90006015 $463,407.00 $0 $463,407.00

TOTAL; $3,830,289.97 $0 $3,630,289.97



His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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EXPLANATION

The purpose of this amendment is to add to the Scope of Services to include the federally
approved Task Change Order in order to implement Electronic Benefit Transfer of Women, Infants and
Children Nutrition Program benefits (eWIC) for the delivery of Women. Infants and Children Program
benefits.

The New Hampshire Women. Infants and Children Nutrition Program is part of a Multi-State
Consortium which consists of New Hampshire, Kansas, and the Inter Tribal Council of Arizona (ITCA).
On behalf of the Multi-State Consortium, the United States Department of Agriculture awarded funds in
the amount of $915.067.50 to cover the cost of the Task Change Order for all three states. Therefore,
there is no direct cost for these enhancernents required from New Hampshire.

This amendment has been reviewed by the Department of Information Technology. It has been
determined that the amendment has no bearing on the security or technology portion of the original
agreement and therefore, does not require additional reviews.

The New Hampshire Women. Infants and Children Program (WIC) provide approximately
15,000.participants with nutrition education and issuance of the Women. Infants and Children Program
Food Vouchers. These vouchers are redeemed for nutritious foods to help keep pregnant women, new
mothers, infants, and preschool children healthy. The vouchers can be redeemed at approximately
200 authorized vendors throughout the state. New Hampshire Women, Infants and Children Program
clinics issue approximately 550,000 food instruments to participants each year.

The eWIC system is the technology that allows Women, Infants and Children Program food
benefit issuance and redemption through debit-card technologies, thereby eliminating the need for a
paper voucher system. The interface is done through coordination with New Hampshire's Women.
Infants and Children Program current Management Information Systems provider, Cquest and New
Hampshire's eWIC Processor, Xerox. The eWlC system must approve individual food items as
prescribed by a Women, Infants and Children Program Nutritionist and ensure that payment to retailers
does not exceed the maximum allotted amount for each food item.

Currently, the Women, Infants and Children Program utilize a paper voucher system. The
paper vouchers are issued at the Women, Infants and Children Program clinic to program participants
at the time of their certification and follow up appointment, every three months. Participants then take
their individually prescribed and tailored food vouchers to a New Hampshire authorized grocery retailer
to redeem their vouchers. The foods allowed by the Women, Infants and Children Program Nutrition
Program as reviewed and authorized by a program nutritionist in order to meet the federal nutrition and
program requirements. The vouchers are then processed by the grocery retailer and submitted back
to the Department with an invoice for payment. Claims Processors then process each individual paper
voucher for accuracy and enter the data into the Women, Infants and Children Program Managehient
Information System. Upon successful completion of review and entry, the retailer is paid.



His Excellency. Governor Christopher T. Sununu
and the Honorable Council
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The Women, Infants and Children Program is required to abide by the US Department of
Agriculture Federal statute. "Healthy, Hunger-Free Kids Act of 2010", which requires that all Women,
Infants and Children Programs make Electronic Benefit Transfer (EBT) available to Women. Infants
and Children Program participants by 2020. The funds provided through this contract will support
implementation as well as continued eWIC processing services through June 30, 2022. This
agreement will require the Contractor to use the Accredited Standards Committee (ASC) X9 standard
for eWIC. The Contractor will also be required to use the most current version of the American
National Standards Institute (ANSI) X9.93 standard messaging and required batch formats for their
electronic transaction processing. The eWIC systems will be required to meet ail applicable federal
and state regulations and conform to the Operating Rules for eWIC systems defined by Food and
Nutrition Services.

This contract was competitively bid.

Area Served: Statewide

Source of Funds: 100% Federal Funds from the United States Department of Agriculture,
CDFA #10.557, and Federal Award Identification Number (FAIN) 16164NH703W1003.

In the event that Federal Funds become no longer available. General Funds will not be
requested to support this program.

Respectfully submitted,

Approved by

Lisa Morns

Director

jffrey A. Meyers
Commissioner

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH WIC Management Information System

State of New Hampshire
Department of Health and Human Services

Amendment #3 to the Operations and Maintenance Services
of the NH WIC Management Information System

This 3rd Amendment to the contract (hereinafter referred to as "Amendment #3") dated this, 25"* day of
August, 2016 is by and between the Stale of New Hampshire, Department of Health and Human Services
(hereinafter referred to as the "State" or "Department") and Cquest America, Inc. (hereinafter referred to
as "the Contractor"), a Illinois non-profit corporation with a place of business at 500 South 9'" Street,
Springfield, IL 62701

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on September 3, 2014 (item #23) and amended by an agreement approved by Governor and Executive
Council on April 22, 2015 (item #20) and amended by an agreement approved by Governor and
Executive Council on December 2, 2015 (item #19), the Contractor agreed to perform certain services
based upon the terms and conditions specified in the Contract as amended and in consideration of
certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS, pursuant to the General Provisions, Paragraph 18 of the Agreement, the State may amend
the terms and conditions of the contract by written agreement and approval by the Governor and
Executive Council; and;

WHEREAS, the parties agree to amend the Scope of Services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree as follows:

To amend as follows:

!

1. Delete Contract Number 2014-017 Agreement, Part 3, Exhibit A, Contract Deliverables,
Paragraph 1, Deliverables, Milestones and Activities and replace with the following:

1. DELIVERABLES, MILESTONES AND ACTIVITIES

CQuest shall host and operate the StarLINC System, which will meet and perform in
accordance with the System Documentation in addition to the Specifications and
Deliverables that are defined in the Contract, including, but not limited to the final
Sen/ices Level Agreement and any subsequent modifications.

Cquest shall have the authority and obligation to make enhancement to the current MIS,
including to add eWIC functionality and to undertake such other tasks in relation to the
MIS as more particular described in Task Order 2016-002 (Exhibit 2. Amendment #3),;
and set forth the terms under with the Department may purchase the eWIC architecture,
infrastructure, and messaging system already developed by Cquest as more particularly
described in Task Order 2016-003 (Exhibit 3, Amendment #3).

The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects and deficiencies in the System, in whole or in
part, through completion of all Acceptance Testing, including but not limited to.
Software/System Acceptance Testing, and any extensions thereof.

Amendment #3
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New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH WIC Management Information System

Price for Deliverables set for the in Exhibit B: Price and Payment Schedule. Pricing will
be effective for the Term of this Contract, and any extensions thereof.

2. Add Exhibit 2, Amendment #3

3. Add Exhibit 3, Amendment #3

Amendment #3

Page 2 of 4



New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH WIC Management Information System

This amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and^rftan Services

Date NAME ryirt."--*

Cquest America, Inc.

/D///bDl(a ,
Date NAME

f CZO
Acknowledgement; _ / / -v.
State of . County ofsSfU^^fVIOVl, on I 0/ //jolO\L) . before the
undersigned officer, personally appeared the person Identified above, or satisfactorily proven to be the
person whose name is signed above, and acknowledged that s/he executed this document in the capacity
indicated above.

Signature of Notary Pubiic or Justice of the Peace

Name and Title Af Notery or Justice of the Peace

OFFICIAL SEAL
AMY J WATSON

Notary Public - State of lllirwls
My Commission Expires 9/19/2018

Amendment #3
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*  New Hampshire Department of Health and Human Services
Operations and Maintenance Services of the NH WIC Management Information System

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

Name;

Title:
Date

) hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on; (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

Amendment #3
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Exhibit 2, Amendment #3

Q^uest
Contract #39265,
Attachment A-1

Task Order Management
Request & Initial Analysis

General Information

Task Order Title: eWIC MIS Modifications

Task Order Number: 2016 - 002

Date Task Order Submitted: 08/12/2016
Task Order Originator: MSC

Reason for Task Order: IE) New Regulation G Enhancement
O Change in Business Practice D New Service
O Other:

Priority Level: Q Urgent ^ High □ Medium Glow

Section y

Scope of Work
The scope of work (or this Task Order includes all work needed to complete the eWlC
implementation for the MSC.

The desired result at the completion of this project Is the MSC will have a fully functioning
eWlC system that communicates through a messaging component with each states eWIC
Processor.

Description of Tasks
The work will Include the following tasks:
1. Creating a Work Plan and Project Schedule
2. Management of the Project
3. Analysis of MSC Business Requirements and design of the new eWlC features
4. Development of the new features and modifying existing ones as required
5. Modincatlon of the database and related objects as required
6. Database support during the project life cycle
7. Design, develop and test the necessary interfaces between the MSC WIC system and their

eWIC Service Providers
6. Creating and updating functional specification documents
9. Modify procedure documents as needed
10. Creating and updating test cases
11. Perform quality assurance testing for ail changes and full regression testing for the entire

system

Technical Environment
The technical environment Includes Visual Studio, Active Reports, and SQL Server database.

Customer assets available to assist in completion of this Task Order
Sandi Fry (MSC Project Manager)
Ashley Warren (MSC Business Analyst)

Project Start Date Project Completion Date
October 1, 2015 October i, 2017

rofiTi UpdotccI: April 2016 Pag? 1



Exhibit 2, Amendment #3

Quest Task Order Management
Request & Initial Analysis

Contract #39265,
Attachment A-1

Section II

Project Tasks and Completion Hours

The following tasks will t>e completed under this task order.

TaskM Task Name

Personnel

Classification Hours Rate/Hour Cost

1 Project Manaeemeni PM SOS Sl32 566.660.00

2 Pianninp, SPA 37.5 $128 54,800.00

3 Pilot SlrateitY SPA 22.5 5128 52,880.00

& ftolloui S'taieev SPA 37.S 5128 54,800.00

S Database

6 Database Project Merge SPA 22.5 5128 52,880.00

7 Database updates SPA
37.5 5118 $4,425.00

8 Replication updates SPA
60 5118 57,080.00

9 UPC Database SPA 97.5 5118 511,505.00

10 Environments SPA 90 5113 510,620.00

11 UPC Collection SPA 37.5 5128 54,800.00

12 Application Development

13 Merge existing eWIC functionality SPA U2.S 5128 514,400.00

Id Create Card Inventory SPA 52.5 5128 56,720.00

IS Client Services SPA 427.5 5128 554,720.00

16 Food Package SPA 157.5 S128 $20,160.00

17 Vendor Management SPA 195 5128 524,960.00

18 Central Office Utilit'es SPA 37.5 5128 $4,800.00

19 Clinic Management SPA 22.5 SI2S 52,880 00

20 P&F Reports SPA 37 5 5128 54,800.00

21 CF Ad hoc Report SPA 7.5 5128 5960.00

22 Client Portal SPA 37.5 5128 $4,800.00

23 Vendor Portal SPA 7.5 5128 5960.00

24 Framework SPA 30 5128 53,840.00

25 Operations SPA 322.5 5128 541,280.00

26 Back-end SPA 60 5138 57,680.00

27 Documenlaiion BA 420 5107 544,940 OO

28 Qualily Assurance

29 Test Cases

30 Update existing GA 82.5 5107 58,827.50

31 Create new test cases

32 UPC Collection DA 15 5107 51,005.00

33

Benefit Issuance screens, UPC

mgmi, screens. Card mgnit. OA ISO 5107 $16,05000

form UpOntcd. Aonl201C



Exhibit 2, Amendment #3

Quest Task Order Management
Request & Initial Analysis

Contract #39265,

Attachment A-1

Task n Task Name

Personnel

Classification Hours Rate/Hour Cost

screens, Vendor mgmt. screens.

Client Portal, Food PackaRS

34 Execute Test Cases QA 1410 592 $129,720.00

35 UAT

36 Setup databases DBA 22.5 5118 52.655.00

37 Refresh Data DBA 15 $118 $1,770.00

33 Guided UAT Demo BA 15 $107 Sl.GOS.OO

39 Oocumefttatlon TW 7.5 $107 $802.50

40 Traininp, TW 15 $107 $1,60$ 00

41 Support QA 37.5 $92 $3,450.00

42 Rollout

43 NH Pilot '

44 Release documentation DA 15 $107 $1,605.00

45 Updates Training documentation BA 7 5 $107 $802.50

46 Oeplovment SNA 15 S90 51,350.00

47 Support QA 75 $92 56.900.00

48 ITCA Pilot

49 Release documentation OA 15 "$107 $1,505,00

50 Updates Training dccumeniation BA 7.5 $107 S802.50

51 Oeplovment SNA 15 $90 $1,350.00

52 Support QA 75 $92 $6,900.00

S3 KS Pilot

54 Release documentation BA 15 S107 $1,605.00

55 Updates Training documentation 8A 7.5 $107 $802.50

56 Deplovmeni SNA 15 $90 $1,350.00

S7 Support OA 75 S92 $6,900.00

SB ITCA Deplovments

59 Build & Package Applications SPA 3 $128 $384.00

60 Update Datobdsc DBA 6 $118 $708.00

61 Deploy Applications SNA 5 S90 $450.00

62 QA Support QA 7.5 $92 S690.00

63 KS Deployments

64 Build & Package Applications SPA 3 $128 $384.00

65 Update Database DBA 7 SllS $826.00

66 Deploy Applications SNA 4.3 $90 S337.00

67 QA Support QA 10 S92 $920.00

63 NH Deployments

69 build & Package Applications SPA 5 5128 5384.00

70 Update Database DUA 4 SllS $473.00

Form UiXlalftd: April 70IG Piioe 3



Exhibit 2, Afnendment #3

Quest Task Order Management
Request & Initial Analysis

Contract #39265,

Attachment A-1

Task 0 Task Name

Personnel

aasslflcation Hours Rate/Hour Cost

71 Deploy Applications SNA 4 S90 5360.00

72 QA Support QA 7,5 592 5690.00

TASK ORDER TOTAL $56S,067.SO

Personnel Classifications:

PM: Project Manager
BA: Business Analyst
SNA: Senior Network Analyst
SPA: Senior Programmer Analyst

DBA: Database Administrator

QA: Quality Assurance Specialist
TW: Technical Writer

General Approach
Our approach will be to analyze the Business Requirements developed with the MSG,
industry experts and internal resources. We will then baseline the scope with the
estimated amount of resources needed to complete the project.

List of Deliverables

Deliverable (Includes Tas1<s Numbers Cemoletedl Cost Due Date

Payment
Source

I Project Manaaement C33%) (1) $22,220.00 10/1/2016 ITCA

2 Project Schedule and Work Plan comolete (2,6.13) $22,080.00 10/1/2016 ITCA

3

•Database environments, Client Services. Card
Inventory, & Food Package development
(7.8.10,14,15,16) $103,725.00 12/23/2016 ITCA

4 •UPC Database setUD (9.11) $16,305.00 11/1/2016 ITCA

5

•Development of the statewide applications
(17 • 27) $141,900.00 12/23/2016 ITCA

6 OA Complete (Test cases and results) (28 - 34) $156,202.50 3/1/2017 ITCA

7 Project Manaaement (33%) (1) $22,220.00 5/1/2017 ITCA

8 UAT Complete (35 - 41) $11,887.50 6/30/2017 ITCA

9 NH Pilot Deolovment (3,4.44-47) $18,337,50 7/15/2017 ITCA

10 rrCA Pilot Deolovmenc (49-52) $10,657.50 8/15/2017 ITCA

11 KS Pilot Deoloyment (54-57) $10,657.50 9/15/2017 ITCA

12 Proiect Manaaement (33%) (1) $22,220.00 10/1/2017 ITCA

13 Production deolovments (58 - 72) $6,655.00 10/1/2017 ITCA

TASK ORDER TOTAL $565,067.50

Form UjKJaied: April 20l6 Page -i
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Exhibit 2, Amendment #3

Task Order Management
Request & Initial Analysis

Contract #39265,
Attacl^ment A-1

Acceptance Criteria
If work described in the Deliverable Is not easily tested and accepted, a summary
document will be delivered to the MSG Project Manager detailing the work
completed. These Deliverables are marked with an asterisk (♦).

For all other deliverables, acceptance Is based on the functionality working as
specified In the task, or set of tasks listed, and has been tested and approved by the
MSG.

Risk and Impact Assessment
If a Risk and Impact Assessment is desired by the MSG, the cost will be added as a
deliverable to this Task Order.

Requested by MSC; □ Yes E No

Start Date and Finish Date: N/A

Staffing Resources required: N/A

Estimated Hours: N/A

Impact on other activities currently being addressed: N/A

Cost: N/A

Form UlHJiilCd: April 20ito S



Exhibit 2, Amendment #3

Quest Task Order Management
Request & Initial Analysis

Section III

MSC WIC Review of the Initial Analysis and approval

This section is completed by MSG WIC's Single Point of Contact.

□Proceed with the Task Order as described
Proceed with and invoice for a Risk and Impact Assessment
Request withdrawn

Contract #39265,
Attachment A-1

ITCA Approval
Authorized signature of MSG WiC to proceed as Indicated above.

4.
///•'

Date: S / ^

Kansas Approval
Authorized signature of MSG WIG to proceed as indicated above.

Date ^ / (6 / 16

New Hampshire Approval
Authorized signature of MSG WIC to proceed as indicated above.

□ate: S / /5- I /b

CQuest Concurrence
Authorized signature of CQuest to proceed as indicated above.

Date: O'^l I

Form Upti<nec]: Aorll20lG POvJO ft
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Exhibit 2, Amendment #3

Task Order Management
Request & Initial Analysis

Contract #39265,
Attachment A-2

General Information

Task Order Title: Infrastructure and Architecture Modifications to Support eWIC
Task Order Number: 2016 - 003

Date Task Order Submitted: 08/12/2016
Task Order Originator: MSG

Reason for Task Order: Kl New Regulation □ Enhancement
Q Change in Business Practice Q New Service
O Other:

Priority Level: □ Urgent 0 High □ Medium □ Low

Section I
Scope of Work

The scope of work for this Task Order was completed by CQuest using the roilowing
USDA developed documents to develop the underlying infrastructure and making
architectural modifications to the MSG WIG system.

• WIG Operating Rules
•  Technical Implementation Guide
• WIG Universal MIS-EBT Interface Specification

A description of the work completed is Included in this Task Order as Appendix A
EBT Functions Implemented in MIS between April 4, 2010 and June 6, 2015.

The desired result at the completion of this project is the MSG will have purchased
the eWIC Infrastructure and architecture already developed by CQuest. The eWIC
Infrastructure and architecture will be used as the foundation for the completion of
Task Order 2016-002.

Description of Tasks
The work included the following tasks:
1. Architectural design and development of the overall Infrastructure and messaging

systems
2. Database schema modifications
3. Creation of the Benefit Issuance screens
4. Creation of Card Management screens
5. Updates to the Client Portal

(Reference Appendix A for a detailed list.)

Technical Environment
The technical envlronmen" includes Visual Studio, Active Reports, and SQL Server
database.

Form Updflttfd; Harcli I. 2016 1



Exhibit 2, Amendment #3

Quest Task Order Management
Request & Initial Analysis

Contract ̂ 39265,
Attachment A-2

Customer assets available to assist in completion of this Task Order
Sand) Fry (MSG Project Manager)
Ashley Warren "(MSG Business Analyst)

Project Dates (Actual project dates when work was completed)
April 4, 2010 - June 6, 2015

Task Order Completion Date
October 1, 2016

Section 11

Project Tasks Completed

The following tasks were completed during the Project dates indicated above.

TaskN Task Name

Personnel

Classification Cost

1

Development and implememation o( the new features,
Infrastructure, system architecture and modification of

existing features as detailed in Appendix A PM/5PA $350,000

Task Order Total $350,000

Personnel Classifications:
PM: Project Manager
SPA: Senior Programmer Analyst

General Approach
Our approach was to collect requirements from Industry experts, national standards
or guidelines published by USOA and internal resources.

List of Proposed Deliverables and Payment Schedule
For this task order the following deliverables have been completed according to the
estimates established during planning.

Deliverable Description

Invoice

Amount Due Date Payment source

EBT Functions implcmenled in MIS
between '20l004-0r and '2015-06-30'

(see Appendix A for details) $350,000.00 10/3/2016

(TCA WIC

Program

TASK ORDER TOTAL $350,000.00

Acceptance Criteria
Through the use of online demos the specified features have been shown to be
complete.

Form Updated: March 1, 201G rayr.?
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Task Order Management
Request & Initial Analysis

Contract #39265,

Attachment A-2

Risk and Impact Assessment
If a Risk and Impact Assessment is desired by the MSG, the cost will be added as a
deliverable to this Task Order.

Requested by MSG; □ Yes 03 No

Start Date and Finish Date: N/A

Staffing Resources required: N/A

Estimated Hours: N/A

Impact on other activities currently being addressed: N/A

Cost: N/A

Form Updated: Mnixh 1, 2016 Page 3



Exhibit 2, Amendment #3

Task Order Management
Request & Inttiai Analysis

Contract #39265,
Attachment A-2

Section HI

MSC WIC Review of the Initial Analysis and approval
This section is completed by MSC WlC's Single Point of Contact.

D Proceed with the Task Order as described
Q Proceed with and invoice for a Risk and Impact Assessment
O Request withdrawn

ITCA Approval
Authorized signature of MSC WIC to proceed as indicated above.

Date: ^ 3 '' /6

Kansas Approval
Authorized signature of MSC WIC to proceed as indicated above.

LK(
Date: ̂  / iT ̂  U

New Hampshire Approval
Authorized signature of MSC WIC to proceed as indicated above.

Date: ^ / /5

CQuest Concurrence
Authorized signature of CQuest to proceed as indicated above.

Date: O^/ fS /

Authorized CQuest Signature

Fcnn UprtflJed' flftrd*. i, 2016
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Exhibit 2, Amendment #3

Task Order Management
Request & Initial Analysis

Contract #39265,

Attachment A-2

Appendix A

1. EBT Functions implemented In MIS between April 4, 2010 and June 30, 201S
EBT Architecture

Architecting for CS response time
Querying EBT Provider on separate thread

Generating 6.1.3 Get 6BA details
Updating EBT Provider using a separate service
Reporting; Maintaining local Issuance and Redemption History Data Stores

Message Queue Design
Design
Schema

Processes

Service Development
Service UID Testing

Designing for multiple Interfaces (i.e. providers)
Creating DLLs for each provider (FIS, Xerox, CQuest)
Interface coordination v;ith active provider

Full EBT Schema

Reports
Guided Ad Hoes

History Views

Universal Interface Document (WUMEI) Defined Functionality
Benefit Issuance

Automatic, Data Driven Food Package Proration
Aligning new member's Issuance periods with family's issuance periods

Generating 6.1.1 Add EBA and/or 6.2.1 Update Benefits mes5age(s) as
necessary

(client) Prescription level, as opposed to check level, benefit displays
Family level, as opposed to client level, benefit displays
Automatic detection of family's EBA (or lack thereof)

Generating 6.1.1 Add EBA
Automatic detection of family's EBT Card ID (or lack thereof)

Generating 6.3.1 Add Card
Message Local Agency user to add Card
Message Local Agency user to Collect PIN
Issue Benefits

View Food Package Detail
View EBA Balance

Print EBA Balance

Issuance History View
Benefits (Issuance and Redemption) History View

Generate 6.2.1 Update Benefits message(s) as necessary
Void/Replace

Void EBT Issuance

Generate 6.2.1 Update BeneHts rnessagefs) as necessary
Replace EBT Issuance

Generate 6.2.1 Update Benefits message(s) as necessary

Fnnu Updatari: Mrirfli J. f 5
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Exhibit 2, Amendment #3

Task Order Management
Request & Initial Analysis

Contract #39265,
Attachment A-2

Replace Formula
Generate 6.2.1 Update BeneHts message(s) as necessary

Replace Any Food Cat/Subcat according to the limits and exchanges derined
for the original food package

Generate 6.2. J Update flenefits message(s) as necessary

Clinic Business Functions that Affect the EBA Balance

Issue VOC

Change DOB
Terminate Client

Change Delivery Date
Suspend Client
Switch Group
Transfer ' i
For the above functions: Generate 6.1.1 Add BBA and/or 6.2. J Update
Benefits messagefs) as necessary
Configurable Option: Show View/Print BBA balance for each function affecting
the BBA

Card Management
Add Card and PIN

Generate 6.3.1 Add Card and 6.3.2 Add PIN

Change PIN
Generate 6.3.2 Change PIN

Activate Card

Generate 6.3.4 Update Card
Deactivate Card

Generate 6.3.4 Update Card

Functionality needed to support WUMEI functionality, but Is not WUMEI defined
View EBA Balance

Print EBA Balance

Design function for determining client's portion of an EBA
Implement function for determining client's portion of an EBA In a way that It
changes easily and Is customer specific

EBT Functionality Beyond the WUMEI
Client Portal

Current Month cBA Balance

Shopping History for current month
Past Months' balances and Shopping history

Guided Ad Hoes

Multiple Parameter (clinic, city, vendor) Ad Hoc for family EBA/ShoppIng
history by Issuance Period
Multiple Parameter (city, vendor, owner, etc.). Vendor Activity History by
Issuance Period

Form updated- March i, 20lG I'a.K



Exhibit 3, Amendment #3

Que^
Ggneral Information

Task Order Management
Request & Initial Analysis

Task Order Title: MIS Modifications to support eWiC (MIS^WIC)
Task Order Number. 2016 OOB

Date Request Submitted: 03/15/2016
Task Order Orl^nator: MSC

Reason for Task Order: ^ New Regulation Q Enhancefnent Requested
n Chance In Business Practice O New Service Requested
n Other

Priority Levd: Q Urgent ^ High Q Medkim Q ko*

Section!

Task Order Request

Scope of Work

The scope of work for this Task Order is section 1 of the MSC HIS E6T Functionality Inventory
v2 document; spectflcaUy Section "EBT Functions Implemented In MZS between '2010-
04*or and 'lOlS-OS-SO'" which Is attached as Appendix A.

The body of work encompassed by (his task order indudes:

1. Architectural design and development of the overaB infrastructure and messaging systems
2. Database schema modifications

3. Creation of the Benefit issuance screens

4. Creation ofCard Management screens
5. Updates to the Client Portal

(Reference Appendix A fora detailed Ust.)

The work Includes:

1. Analytls and design of the specified eWK features and required modifcations to existing
lunctionality.

2. Development of the new features and modifyir^ existing ones as required in Appertdix A
3. Database support
4. Modifications to the database schema and associated objects as required
5. Modify procedure documents as needed.
6. Management of the project

Form Updated: FUrch 1, 20l6 Page i



Exhibit 3, Amendment #3

Que^ Task Order Management
Request 8*. Initial Analysis

Customer assets available to assist In completion of this Task Order

Sandi Fry (MSG Project Manager)
Ashley Warren ̂ MSC Business Analyst)

Requested Completion Date
March 1st, 2017

Section

General Approach
Our approach Is to collect requirements from industry experts and internal resources.

For this task order the following deliverables have been completed according to the estimates established
during planning.

List of Proposed Deliverables and Payment Schedule

Deliverable Description

Invoice

Amount Doe Date Payment source

EBT Functions Implemented in MIS
between '2010'04-01' and '2015-06-30'

(see Appendix A for details) $350,000.00 05/1/2016 ITCA WlC Program

TASK ORDER TOTAL $350,000.00

Acceptance Criteria
Through the use of online demos the specified features have been shown to be complete.

form Updated: March ), 2016 Paoe 2



Exhibit 3, Amendment #3

Task Order Management
Request & Initial Analysis

Section III

M5C WIC Review of the Initial Analysis and approval '
This section is completed by M5C WIC's Single Point of Contact.

Proceed with the Task Order as described

3 Proceed with and Invoice for a Risk and Impact Assessment
Request withdrawn

ITCA Approval
Authorized signature of MSG WIC to proceed as Indicated above.

Kansas Approval
Authorized signature of MSC WSC to proceed as indicated above.

C ̂JVTLf/O'-Ol

New Hampshire Approval
Authorized signature of MSC WIC to proceed as Indicated above.

CQuest Concurrence

Authorized signature of CQuest to proceed as indicated above.

Authorized cQuest Signature
-A.Z-i

Date: ^ I iSi /

Date: 3 t 1>) I liy

Date: O'i- !

Perm updated; Harcl»l,20l6 Page 3
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Exhibit 3, Amendment #3

Task Order Management
Request & Initial Analysis

Appendix A

1. E8T Functions Implemented In MIS between '201(H)4-01' end '2015-06-30'

EOT Architecture

Archltecting for CS response time ^
Querylnc EST Provider on separate tliread

Ceneroting 6.J.J Get EBA details
Updating EOT Provider usirsg a separate service
Rcportlnf; Malr>calnlne local lisusrsce and Redernpiton History Data Stores

Message Queue Design

Design

Schema

Processes

Service Development

Service UtDTestlrsg

Designing (or multiple interfaces (I.e. providers)

Creating DLLs for each provider (FIS, Xerox, CQuest)

Interface coordinatlcn with active provider

Full EOT Schema

fleporu

Guided Ad Hoes

Hlslory Views

Universal Interface Document (WUMEIj Defined FunctionalltY

Benefit Issuance

Automatic, Data Driven Food Package ProraiJon

Allgrting new member's Issuance periods with family's Issuance periods
Generodng 6.1.i AddEBA And/Or 6.2.1 Update Benefits niessage(s)at necessaiy

(client) Prescrlpclor) level, as opposed to check level, benefit displays
FanVfy level, as opposed to client level, benefit displays

Automatic deleciltsn of family's E8A (or lack thereoO

Cencrcting 6.1.1 Add EDA

Automatic detection ol family's EBT Card ID (or lack thereof]

Generating 6.S.1 Add Cord

Message Local Agency user to add Card

Message local Agency user to Collect PIN

Issue Oenefits

view Food Package Detail

VIewCBA Balance

Print EBA Balance

Issuance History View

Benefits [issuartce and Redemption) History view

Generate 6.2.J Update Benefits messagefs) as necessary

Vold/Rcplaco

Void EBT Issuance

Generate 6.2.1 Update Benefits missoge(s) as Accessory

Replace EOT luuance

Cenereie 6.2.2 Update Benefits i7\tssege(sl or necessary
Replace Formula

Cenerete 6.2.1 Update Benefits messoge(s) as necessary

Replace Any Food Cat/Subcat accordtrsg to the Rmlts and exchanges defined for the original food package
Generate 6.2.1 Update Benefits /ntssage{sj as necessary

CTirdc Business Functions that Affect the EBA Bz'ance

Form Updated: Har^ 1,2016 P-v>: J
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Exhibit 3, Amendment #3

Task Order Management
Request & Initial Analysis

Ap VOC

Chan{e 000

Terminate Client

Chan(e OeDvery Date

Suspend Olent

Switch Group

Transfer

For the above functions: Generate 6.1.J Add FBA And/Or 6.2.1 Update Benefits messafielt)as necessary
Conflgurcble Option: Show View/Print EBA bakrnce for each function offeaing lhe£BA

Card Management

Add Card attd PiM

Generate 6J. I Add Cord and 6.3 2 Add PIN

Change PIN

Generofe fiJ.2 Change PIN

Activate Card

Ce/teroie j.J.4 Update Cord

Deactivate Card

Generate 6.3.4 Update Card

Functionality that Is needed lo support WUMEI funalonality, but Is not WUMcl dclined
view EQA Balance

Print CBA Balance

Design function for determining client's portion of an EBA

Implement function for determining dent's portion el an CBA In a way that it char-eu easily and Is customer
specific

COT Functionality Beyond the WUMEI

CUcnl Portal

Current Month £&A Balance

Shopping History (or current month

Past Months' balances and Shopping history

Guided Ad Hoes

Multlpte Porameier (clinic, city, vendor) Ad Hoc lor family EOA/Shopplng history by Issuattce Period
Multiple Parameter (dly. vendor, owner, etc.). Vendor Aciivltv History by issuance Period

Form Updated: Htfchi.2016 Page 5



Nicholas A. Toumpas
Commissioner

Marcella J. Bobinsky
Acting Director

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN
SERVICES

29 HAZEN DRIVE» CONCORD, NH 03301-6503
603-271-4612 1-800-852-3345 Ext. 4612

Fax: 603-271-4827 TDD Access: 1-800-735-2964

NH DIVISION or

Public Health Services
in«»fpiii«gn«ite.pT mifaaMW,nftentcetno••

October 28, 2015

lir

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House^
Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
amend an existing agreement with CQuest America, Inc., (Vendor # 168898-B001), 500 S. 9"^ Street,
Springfield, IL, 62701, by including an audit requirement for the Operations and Maintenance Services
for the New Hampshire Women, Infants, and Children Program's Management Information System
contract and by increasing the price limitation by $28,991.97 from $3,601,298 to an amount not to
exceed $3,630,289.97, effective upon the date of Governor and Council approval, with no change to
the completion end date of June 30. 2022. This agreement was originally approved by Governor and
Council on September 3, 2014, Item # 23 and a subsequent agreement was approved on April 22,
2015, Item #20. 100% Federal funds.

Funds to support this request are available in the following account for State Fiscal Year 2016,
and are anticipated to be available in State Fiscal Years 2017, 2018, 2019, 2020, 2021 and 2022, upon
the availability and continued appropriation of funds in future operating budget, with authority to adjust
encumbrances between State Fiscal Years through the Budget Office, without further approval from the
Governor and Executive Council, if needed and justified.

05-95-90-902010-5260 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS,
HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES, WIC SUPPLEMENTAL NUTRITION PROGRAM

Fiscal

Year

Class/

Account
Class Title

Job

Number

Current

Modified

Budget

Increased

(Decreased)
Amount

Total Amount

SPY 15 102-500731 Contracts for Proq Svc 90006015 $491,436.00 $0 $491,436.00

SPY 16 102-500731 Contracts for Prog Svc 90006015 $436,680.00 $8,571.06 $445,251.06

SPY 17 102-500731 Contracts for Prog Svc 90006015 $436,680.00 $4,938.84. $441,618.84

SPY 18 102-500731 Contracts for Proq Svc 90006015 $436,680.00 $5,045.94 $441,725.94

SPY 19 102-500731 Contracts for Proq Svc 90006015 $436,680.00 $5,160.69 $441,840.69

SPY 20 102-500731 Contracts for Proq Svc 90006015 $445,413.00 $5,275.44 $450,688.44

SPY 21 102-500731 Contracts for Prog Svc 90006015; $454,322.00 $0,00 $454,322.00

SPY 22 102-500731 Contracts for Prog Svc 90006015 $463,407.00 $0.00 $463,407.00

Total $3,601,298.00 $28,991.97 $3,630,289.97



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

Page 2

EXPLANATION

The purpose of this amendment is to add to the Scope of Services a vendor requirement to
conduct a "Statements on Standards for Attestation Engagements No. 16, SCO 1 Type 2" audit for the
Operations and Maintenance Services agreement for the New Hampshire Women, Infants, and
Children Program's StarLINC Management Information System. This Is a multi-state initiative and
costs for this report will we shared among three states.

The Healthy Eating and Physical Activity Section administer the USDA Special Supplemental
Nutrition Program for Women, Infants and Children serving more than 15,000 consumers. The
Program uses an integrated benefits management system called StarLINC. This automated system is
used to determine client financial eligibility and nutritional needs both for nutrition education and
supplemental foods. The system issues paper food vouchers that participants redeem at the grocery
store. StarLINC interfaces directly with the State's accounting system, enabling online payments to
grocery stores. The StarLINC system allows the program to quickly identify duplicate clients,
suspended clients, and identify fraudulent requests for payment for grocery stores, while maximizing
the efficiency of the processing of food vouchers for payment.

The Department of Health and Human Services' policy is that all services organizations require
an annual "Statements on Standards for Attestation Engagements No. 16, SOC 1 Type 2" audit. The
"SOC r Type 2 report will contain the service auditor's opinion on whether;

1. the description of the service organization's system is fairly presented;

2. the controls included in the description are suitability designed; and

3. the controls are operating effectively.

The State of Kansas released a Request for Proposal for the "Operations and Maintenance of
WIC MIS for the Multi-State WIC Consortium: State of Kansas Department of Health and Environment,
New Hampshire Department of Health and Human Services and the Inter Tribal Council of Arizona' in
accordance with their procurement rules and regulations on December 23, 2013. A link to the RFP was
posted on the State of NH Department of Health and Human Services website on January 7, 2014.

One proposal was received in response to the Request for Proposals. The proposal review
committee was representative of the three states and had Women, Infants, and Children Program and
Department of Information Technology staff. CQuest America, Inc. was awarded the contract.

Should Governor and Council determine to not authorize this request the Women, Irifants, and
Children Program will be out of compliance with the Department of Health and Human Services policy
requiring an annual SSAE 16 audit of service organizations.



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

Page 3

Area served: statewide.

Source of Funds: 100% Federal Funds from the United States Department of Agriculture.
CFDA # 10.557, and Federal Award Identification Number (FAIN)

'  16164NH703WI003.

In the event that the Federal funds become no longer available, General Funds will not be
requested to support this program.

Respectfully submitted.

Marcella J. Bobinsky
Acting Director

Approved by;
Nicholas A. Toump
Commissioner

The Depariment of Health and Human SeTvices' Mission is to join cx>mmunilie$ and families
in providing opporliinilies for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Ha2en Dr., Concorxl, NH 03301

F«x: 603-271-1516 TDDAcceu: 1-800-735-2964

www.r\h.gov/doU

DeoU Goulet

Commlrslontr

November 4,2015

Nicholas Toumpas, Commissioner
State of New Hampshire
Department of He^th and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents fonnal notification that the Department of Information Technology (DoIT)
has approved your agency's request to enter into a contract amendment with CQuest America, Inc. as
described below and referenced as DoIT No. 2014-017B.

The purpose of this contract amendment is to add an audit provision to the contract so the
vendor will provide a "SOC 1" type audit for the Operations and Maintenance Services
Agreement for die NH Women, Infants, and Children (WIC) Program's StarLINC
Management Information System. The contract amendment includes funding for
$28,991.97, increasing the total amount from $3,601,298 to $3,630,289.97, effective on
the date of Governor and Council approval through June 30,2022.

A copy of this letter should accompany the Department of Health and Human Services'
submission to fte Governor and Executive Council for approval.

Sincerely.

E)enis Goulet

DG/mh

Contract 2014-017B

'innovaVve Technologies Today for Now Hampshire's Tomorrow'



New Hampshire OHHS- Operations and Maintenance Services of the NH WIC
Management Information System

State of New Hampshire
Department of Health and Human Services

Amendment to the Operations and Maintenance Services of the NH WIC
Management Information System

This second Amendment to the Operations and Maintenance Services of the NH WIC Management
Information System contract (hereinafter referred to as "Amendment #2") dated this 10th day of
September, 2015, is by and between the State of New Hampshire, Department of Health and Human
Services (hereinafter referred to as the "State" or "Department") and CQuest America, lnc.(hereinafter
referred to as "the Contractor"), an Illinois nonprofit corporation with a place of business at 500 South 9*"
Street. Springfield. IL. 62701.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on September 3. 2014 (Item #23) and amended by an agreement approved by Governor and Executive
Council on April 22. 2015 (Item #20) the Contractor agreed to perform certain services based upon the
terms and conditions specified in the Contract as amended and In consideration of certain sums
specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

WHEREAS; pursuant the. General Provisions. Paragraph 18 the Slate may amend the agreement by
written agreement of the parties upon the approval of the Governor and Executive Council; and;

WHEREAS, the parties agree amend the Scope of Services to include an audit requirement; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
In the Contract and set forth herein, the parties hereto agree as follows:

To amend as follows:

1. Amend Contract 2014-017, Agreement - Part 1, Form P-37. General Provisions, Item 1.8.
Price Limitation, to read:

$3,630,289.97

2. Amend Contract Number 2014-017, Agreement - Part 3. Exhibit B. Price and Payment
Schedule, Paragraph 2. Total Contract Price, to read:

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed the amount in Contract 2014-017. Agreement - Part 1, Form P-37, General
Provisions. Item 1.8, Price Limitation ('Total Contract Price"). The payment by the State of
the total contract price shall be the only, and the complete reimbursement to CQuest for all
fees and expenses, of whatever nature, incurred by CQuest in the performance hereof.

3. Amend Standard Exhibit C. Special Provisions, by adding:

14. Audit: Contractor shall submit an annual audit to the Department within 60 days after the
close of the Contractor's fiscal year.

14.1. On an annual basis, the Contractor shall provide the Department of Health and
Human Services a "SOC 1" Type 2 report in accordance with the American
Institute of Certified Public Accountants. Statement on Standards for Attestation
Engagements (SSAE) No. 16. Reporting on Controls at a Service Organization.

14.2. Audit and Review: During the term of this Contract and the period for retention
hereunder, the Department, the United States Department of Health and Human
Services, and any of their designated representatives shall have access to all
reports and records maintained pursuant to the Contract for purposes of audit,
examination, excerpts and transcripts.

CQuest Americd. Inc.

Amendment #2

Page 1 of 4



New Hampshire DHHS- Operations and Maintenance Services of the NH WIC
Management Information System

14.3. Audit Liabilities; In addition to and not In any way in limitation of obligations of
the Contract, it is understood and agreed by the Contractor that the Contractor
shall be held liable for any state or federal audit exceptions resulting from the
contractor's failure to perform its obligations under the contract, and shall return
to the Department, all payments made under the Contract to which exception has
been taken or which have been disallowed because of such an exception as a
result of the Contractor's failure to perform its obligations under the contract.

4. Add Exhibit 1 • Amendment #2. SOC 1 Readiness and Examination Services.

5. Add Exhibit 2 - Fiscal Details for Amendment #2. SOC 1 Readiness and Examination
Services.

For reference only:

Delete and replace Table 2 Contract 2014-017-WlC StarLINC System with the following:

CONTRACT V

.• ^'C^'AMENDMENTolrj.'

AMENDMENT .  ..G&C.- ,..,
'APPROVAL:;

END DATE

■■5 ■
: C0J4TRACT

AMOUNT .

2014-017 Original Contract 09/03/2014

Itern #23

06/30/2022 $3,546,542.00

2014-017
Amendment 1

1" Amendment 4/22/15
Item #20

06/30/2022 $54,756.00

2014-017
Amendment 2

2"" Amendment Pending 06/30/2022 .  $28,991.97

"v - V*' s',' •

: CONTRACT
•  'TOTAL

,  ■ .y$3,63Q,2W.9T
•' Y'- '• /v-;:

Except as specifically amended and modified by the terms and conditions of this Amendment, the
Agreement, and the obligations of the parlies there under, shall remain in full force and effect in
accordance with the terms and conditions set forth herein.

CQuest Amenca. Inc.
Amendment #2
Page 2 of 4



New Hampshire DHHS- Operations and Maintenance Services of the NH WIC
Management Information System

This amendment shall be effective upon the date of Governor and Executive Council approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below.

State of New Hampshj
Human Services

hf

Depa ent Healt an

Date Brook Dupee
Bureau Chief

Date

Acknowledgement:

State of

COuest Amenca,

Nahie;
Title:

.. County of *V on OCAAx/ before the
lally appeared the person identified above, or satisfactorily proven to be theundersigned officer, personally

person whose name is signed above, and acknowledged that s/he executed this document in the capacity
indicated above.

Signature of Notary-Public or Justice of the Peace

ndNam e of Notary or Justice of the Peace

OFFICIAL SEAL

AMY J WATSON
Notary Public - State of Illinois

My Commission Expires 9/19/^16

CQuest America, Irx:.

Amendment #2

Page 3 of 4



New Hampshire DHHS- Operations and Maintenance Services of the NH WIC
Management Information System

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEYjGENERAL

MS
Date Name:

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:

CQuest America. Inc.

Amendment 02

Page 4 of 4



Exhibit 1- Amendment #2, SOC 1 Readiness and Examination Services

Task Order Hanagement
Request & Xnltia! Analysts

general Infannation

Task Order Title:

Task Order Number

Date Request Submitted:
Task Order Ortglnater:

SOC 1 Readiness end Enmlnatkin Servkas

2016-01

Augurt 17,201S

The MuKI-Stste WIC Consortium (MSC)

Retson for Task Order: Q New Refulitlon
n Change In Business Practice
(~} Other

Enhancement Requested

New Service Requested

Priortty level: Q Urgent ^ Nigh O Medium O l-ow

Risk and Impact Assessment requested/required by MSC? O Yes ^ No

SestisQi

Scope of Work
On an annual basis, CQuest will provide the MSC a SOC 1 report In accordance with the American Institute
of Certified Public Accountants, Statement on Standards for Attestation Engagements (SSAE) No. 16,
Reporting on Controb at a Service Organization.

CQuest will submK the Final Annual Report to the MSC 90 days after the closa of the audit. Al ongoing
SOC 1 Type 2 Examinations wHI begin at the start of the contract year (July 1).

Commftments of Work

Work for the audit Includes the following:

•  Contracting with a third party to provide the services bdow

•  The firstyear, the third party will perform the following:

o SOC 1 Readiness Assessment services

o SOCl,Type 1 Examination

•  The second year and aH subsequent contract years, the third perty wHI perform the foilowtng:

o Ongoing SOC 1, Type 2 Examination

Assumptions

1. CQuest will manage the contracted third party auditing firm.

2. Through an RFP process, CQuest secured SIclch LLP as the auditing firm for all services detailed

under this Task Order.

3. CQuest win send one Invoice to the MSC with the agreed upon percentages appBcd and dbplay

each program's amount due.

Requested Start/Completion Dete: Start Date: December 1,2015
Completion Date: June 30.2020

tagel

Contraclor,lnili

Date



Exhibit 1- Amendment #2, SOC 1 Readiness and Examination Sen/ices

Task Order Management
Request & Initial Analysis

Section II

The followtng tasks will be completed under this Task Order.

FT 2016 SOC Readiness Assessment Hours Rates Total"
(ftart December 2015)
CQuest 160 $11100 $17,760.00

Contractor

Partner 2d $275.00 $6,600.00

Senior Manager 16 $200.00 $3,200.00

Senior Manager 60 $120.00 $7,200.00
Subtotal 260 $34,760.00

FY2016lnltla) SOCliypel Hours Rates Total

CQuest 60 $111.00 $6,660.00
Contractor

Partner 24 $275.00 $6,600.00
Senior Manager 16 $200.00 $3,200.00

Senior Manager 40 $120.00 $4,800.00
Subtotal 140 $U,260i)0

Grind Total for FY 2016 $56,020.00

Fiscal Year 2017 - SOC 1 Type 2 Hours Rates Total

CQuest 80 $111.00 $ 8,88000

Contractor $23,40000

Grand Total for SFY 2017 $32,28000

Ftscai Year 2018 - SOC 1 Type 2 Hours Rate Total

CQuest 80 $111.00 $ 8,880.00

Contractor $24,100.00

Grand Total for SFY 2018 $32,980.00

State Fiscal Year 2018 SOC 1 Type 2 Hours Rate Total

CQuest 80 SlllJOO $ 8,880.00

Contractor $24,850.00

Grand Total for SFY 2019 $33,730.00

State Fiscal Year 2020 SOC 1 Type 2 Hours Rate Total

CQuest 80 $111.00 $ 8,880.00

Contractor $25,600.00

Grand Total for SFY 2020 $S4,49aOO

Pago 2

Contractor Initials

Date



Exhibit 1- Amendment #2, SOC 1 Readiness and Examination Services

Task Order Management
Request & Initial Analysis

Payment Schedule
CQuest will submit sbc (6) Invoices based on the deliverables listed below. There will be one invoice per
deliverable and It will display the amount due from each MSC State AgerKy according to the agreed upon
percentage. Attached to the Invoice wOl be CQuest staff timesheets that contributed time to the SOC 1
Audit during the appropriate timeframe. The MSC will only reimburse CQuest time spent with the not to
exceed amourrt detailed beiow/simllar to the O&M contract payment system.

MSC Program Percentage

ITCA WIC Program 13.99%

Kansas WIC Program 70.71%

New Hampshire WIC Program 15.30%

Ust of Deliverables (Project start date U/01/201S)

Detiverable Deliverable Description Amount Due Date

1 SOC Readiness Assessment Complete -Contractor statement $17^

CQuest hours spent-timesheets INotto Exceed amount) $17,760

2 SOC 1 Type 1 Engagement Complete - Contractor statemem $14,600

CQuest tiours spent - timesheets (Not to Exceed amount) $6,660

3 SOC 1 Type 2 Engagement Complete - Contractor statement $23,400

CQuest hours spent-timesheets (Not to Exceed amount) $8,880

4 SOC 1 Type 2 Engagement Complete - Contractor statement $24,100

CQuest hours spent-timesheets (Not to Exceed amount) $8,880

5 SOC 1 Type 2 Engagement Complete - Contractor statement $24,850

CQuest hours spent-timesheets (Not to Exceed amount) $8,880

6 SOC 1 Type 2 Engagement Complete - Contractor statcnwnt $25,600

CQuest hours spent - timesheets (Not to Exceed amount) $8,880

PROJECT TOTAL (Not to Exceed) $189,490.00

Acceptance Criteria

•  For Contractor statements-

o Final Report ̂ sented to MSC.
«  For CQuest hours spent -

o  timesheets for aD staff time spent on audit activities and
o a summary of action taken to correct any dendencles Identified or
o  a work plan (with timeline) to address any dehdencles Identified.

Risk and Impact Assessment Start Date: N/A

Risk artd Impact Assessment Finish Date: N/A

Staffing resources required to complete Risk and Impact Assessment: N/A

Page 3
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Exhibit 1- Amendment #2, SOC 1 Readiness and Examination Services

ir^crt" Task Order Management
Request & Initial Analysis

Estbmted Hours needed to complete Risk and Impact Asswsment* N/A

Estimate of MSC VWC resourcas and heun requtred to complete Rbk end impact Assessment N/A

Impact of completlns Risk and Impact Assessment on other acttvftfes curventiv being addressed: N/A

cost te MSG WIC for CQuest to perfennRbfc end bnpact Assessment N/A

Section HI

MSG WlC Review of the initial Analyds

This section b completed by MSC WICs Single Point of ContecL

Proceed with the Task Order as described

Proceed with end Invoice for a Risk and Impact Assessment

Request wKhdnwn

iMSCWiCAppreval
Authorized signature of MSC WIC to proceed as Indicated in MSC WIC Review of the initial Analysb.

(CSiimaftjreAuthorized

AuthdTlztiMSCWICSjgrutufe / /

Oatr. 8'/ //J-

X

Authorized MSC WIC Signature

Approved by Otaest
Authorized dgnature of CQuest to proceed as indlated in MSC WIC Review of the Initial Analysis.

^u^iorized^'CQuest Signature

Dale: P IJP) ̂

PaOB4

Contractor Initial

Date



Fiscfti Year 20ie

2016 Initial Readi.ness Assessment

COuest Hours

{iMbil 2-FlicjlO«iail ror Am«r4m«n( t2. SCC 1 Mtdlntlf *n« E>*r«inj('«r. $«rvi<«>

Rates Fees Anjoma's Portion Kansas' Potion New Hampsrvre's Portion

160 $111.00 $17,760,00 $2,484.62 $12,558.10 $2,717,26

Tola' 160 $17,760.00 $2,484.62 $12,558.10 $2,717,28

Contractor Hours Rates Fees Arizonia's Portion Kansas' Potion New Hampshire's Potion

Partner 24 $275.00 $6,600.00 $923.34 $4,666.66 $1,009.80

Senior Manager 16 $200.00 $3,200.00 $447.68 $2,262.72 $469.60

Senior Maruger 60 . $120,00 $7,200,00 $1,007.26 $5,091.12 $1,101,60

Staff 0 $100.00 $0.00 $0.00 $0.00 $0.00

Total 100 $17,000.00 $2,376.30 $12,020.70 $2,601.00

2016 Initial Readiness Assessment Totals
■

,$34,760.00 $4,862.92 $24.57880 $5,318.26

2016kiltial S0C1 Type 1

COuest Hours Rates Fees Arizonia's Portion Kansas' Portior* New Hampshire's Portion

60 $111.00 $6,660.00 $931.73 $4,709.29 $1,016.96

Total 60 $6,660.00 $931.73 $4,709.29 $1,016.96

Contractor Hours Rates Fees Arizonia's Portion Kansas' Portion New Hampsnlre's Portion

Partner 24 $275.00 $6,600.00 $923.34 $4,666.66 $1,009.60

Senior Maneger 16 $200.00 $3,200.00 $447.66 $2,262.72 $489.60

Senior Manager 40 $120.00 $4,600.00 $671.52 $3,394.06 $734.40

Staff 0 $100.00 $0-00 $0.00 $0.00 $0.00

Total 60 $14,600.00 $2,042.54 $10,323.66 $2,233.80

2016 Initial S0C1 Type t Totals $21,260.00 $2,974.27 $15,032.95 $3,252.78

Fiscal Year 2016 Grand Total $96,020.00 $7,637.20 $39,611.74 88,671.06

2017 SOC Type 2
COuest Hours Rales Fees Arizonia's Portion Kansas' Portion New Hampshire's Portion

60 $111.00 $6,880.00 $1,242,31 $6,279.05 $1,358.64

Total 60 $6,880.00 $1,242.31 $6,279.05 91.356.64

Coirtractor Hours Rales Fees Arizonia's Portion Kansas' Portion New Hampshire's Portion

Partner 24 $275.00 $6,600.00 $923.34 $4,666.66 81.009.60

Senior Manager 16 $200.00 $3,200.00 $447.66 $2,262.72 $489.60

Senior Manager 60 $120.00 $9,600.00 $1,34304 $6,786.16 $1,466.80

Staff 40 $100.00 $4,000.00 $559.60 $2,626.40 $612.00

Total 160 $23,400.00 $3,273.66 $16,546.14 $3,560.20

Fiscal Year 2017 Grand Total $32,280.90 $4,919.97 $22,629.19 $4,938.14

2018 SOC Type 2
COuest Hours Rates Fees Anzonla's Potion Kansas' Portion New Hampshire's Portion

60 $111.00 $6,660.00 $1,242.31 $6,279.05 $1,356.64

Total 60 $6,660.00 . $1,242.31 $6,279.05 $1,356.64

Contractor Fees Arizoiva's Portion Kansas' Portion New Hampshire's Portion

$24,100.00 $3,371.59 $17.04 t.'tl $3,687.30

Fiscal Year 2018 Grand Total $32,980.00 94,613.90 $23,320.16 66.046.94

2019 S0C1 Type 2
Hours Rales Fees Arizonia's Portion Kansas' Portion New Hampshire's Portion

COuest 60 $111.00 $8,660.00 $1,242.31 $6,279-05 $1,358.64

Total 60 $8,860.00 $1,242.31 $6,279.05 $1,358.64

Contractor Fees Arizortia's Portion Kansas' Portion New Hampshire's Portion

$24,850.00 $3,476.52 $17,571,44 $3,802.05

Fiscal Yaar 2019 Grand Total 633.730.00 $4,716.63 823.690.46 69.160.69

2020 SOC 1 Type 2
1

COuest Hours Rates Fees Anzonla's Portion Kansas' Portion New Hampshire's Portloo

60 $111.00 $8,680.00 $1,242,31 $6,279.05 $1,358.64

Total 60 $6,680.00 $1,242.31 $6,279.05 $1,356.64

Contractor Fees Arizonia's Portion Kansas' Portion New Hampshire's Portion

$25,600.00 $3,581.44 $18,101.76 $3,916.80

Fiscal Year 2020 Gnitd Total t34,UO.OO $4,823.79 824,360.61 $9,279.44

Fiscal Year Total Fees

Grartd Total for

Artaonla's Porttor Kanaas' Portloit New Hampthire't Portion

Fiscal Year 2016 $56,020.00

eieh State:

97.837.20 839.611.74 96 571.06

Fiscal Year 2017 $32,260.00 $4,515.97 $22,625.19 $4 936.64

Fiscal Year 2016 $32 980.00 $4,613.90 $23,320.16 $5 045.94

Fiscal Year 2019 $33,730.00 $4,716.63 $23,650.48 $5.160 69

Fiscal Yaar 2020 $34,460.00 $4,623.75 $24,360.61 $5275.44

$169,490.00 $26,909.69 1133.966.36 $28,991.97

Grand Total for the State of New Kampehiie't Portion forSOC Readiness and Examlnatton Services $28,691.97

Pige 1 I

nor iwii['tjr« 'CoMrxioi Iniliuri



Nicholas A. Toumpas
Commissioner

Josi ThIcrMontaro

Olrsctor

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

29 HA2EN DRIVE, CONCORD. NH 03301.6527
603-27M 546 1'800.8S2-334S ExL 4546

Fax: 603.271-4779 TDD Access: 1400-735.2964

March 10. 2015

IVISION OF

PubUcIleailhScrviccs

41®//?

Her Excellency. Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services. Division of Public Health Services, to
amend a contract with COuest America. Inc.. (Vendor# 168898-8001) 500 S. 9'" Street. Springfield. IL,
62701. by increasing the Price Limitation by $54,756 from $3,546,542 to $3,601,298 to provide
services to make technical enhancements to the software of the WIC StarLINC System and to
enhance the WIC client portal, effective upon date of Governor and Council approval with no change to
the completion date of June 30. 2022. This agreement was originally approved by Governor and
Council on September 3. 2014. Item #23. 100% Federal funds.

Funds are available in the following account for SFY 2015. and are anticipated to be available in
SFY 2016, SFY 2017, SFY 2018, SFY 2019. SFY 2020 and SFY 2021, upon the availability and
continued appropriation of funds in future operating budgets, wrth authority to adjust encumbrances
between State Fiscal Years through the Budget Office, with authority to adjust amounts within the price
limitation and amend the related terms of the contract without further approval from Goverrw and
Executive Council, if needed and justified.

05-95-90-902010-5260 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS.
HHS; DIVISION OF PUBLIC HEALTH. BUREAU OF POPULATION HEALTH AND COMMUNITY
SERVICES. WIC SUPPLIMENTAL NUTRITION PROGRAM

Fiscal

Year
Class/Account Class Title

Job

Number

Current

Modified

Budget

Increased

(Decreased)
Amount

Total

Amount

SFY 15 102-500731 Contracts for Prog
Svc

90006015 $436,680 $54,756 $491,436

SFY 16 102-500731 Contracts for Prog
Svc

90006015 $436,680 $0.00 $436,680

SFY 17 102-500731 Contracts for Prog
Svc

90006015 $436,680 $0.00 $436,680

SFY 18 102-500731 Contracts for Prog
Svc

90006015 $436,680 $0.00 $436,660



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

March 10. 2015

Page 2

SPY 19 102-500731 Contracts for Prog
Svc

90006015 $436,680 50,00 $436,660

SPY 20 102-500731 Contracts for Prog
Svc

90006015 $445,413 $0,00 $445,413

SPY 21 102-500731 Contracts for Prog
Svc

90006015 $454,322 $0.00 $454,322

SPY 22 102-500731 Contracts for Prog
Svc

90006015 $463,407 $0.00 $463,407

Total $3,546,542 $54,756 $3,601,298

EXPLANATION

Funds In this agreement will.provide technical enhancements to be made to the software of the
Women, Infants, and Children Programs. StarLINC System to automate client nutritional risk
assessments and to enhance the Women, Infants, and Children client portal with real-time
communication features.

The Healthy Eating and Physical Activity Section administers the USDA Special Supplemental
Nutrition Program for Women, Infants and Children serving more than 15,000 consumers. The
Program uses an Integrated benefits management system called StarLINC. This automated system Is
used to determine client financial eligibility and nutritional needs both for nutrition education and
supplemental foods. The system issues paper food vouchers that participants redeem at the grocery
store. StarLINC interfaces directly with the State's accounting system, enabling online payments to
grocery stores. The StarLINC system allows the program to quickly identify duplicate clients,
suspended clienls, and identify fraudulent requests for payment for grocery stores, while maximizing
the efficiency of the processing of food vouchers for payment.

Should Governor and Council determine to not authorize this request, a participant's nutrition risk
factors would continue to be calculated manually subjecting it to human error which could result In the
wrong food benefit package being assigned. The Vendor and Client Portals could not be modified to
allow state staff to create and manage timely and critical announcements such as clinic closures, newly
approved foods and when necessary, product recalls for participants and vendors.

The State of Kansas released a Request for Proposal for the 'Operations and Maintenance of
WIC MIS for the Multi-State WIC Consortium: State of Kansas Department of Health and Environment,
New Hampshire Department of Health and Human Services and the Inter Tribal Council of Arizona' in
accordance with their procurement rules and regulations on December 23, 2013. A link to the RFP was
posted on the State of NH Department of Health and Human Services website on January 7, 2014.

/

One proposal was received in response to the Request for Proposals. The proposal review
committee was representative of the three stales and had Women. Infants, and Children Program and
Department of Information Technology,staff. A summary of this review process is attached.



Her Excellency. Governor Margaret Wood Hassan
and the Honorable Council
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The following performance measures will be used to measure the effectiveness of the
agreement:

•  Timeliness in modification of federally regulated and food industry mandated changes.
•  Assurance of appropriate daily maintenance of StarLINC system.

Area served; statewide.

Source of Funds: 100% Federal Funds from the United States Department of Agriculture.
CFDA# 10.557. and Federal Award Identification Number (FAIN) 15154NH703Wia03.

In the event that the Federal funds become no longer available. General Funds will not be
requested to support this program.

R^ectfully submitted.

Jose Thier Montero. MO. MHCDS

Director

Approved by:
Nicholas A. Tbumpas
Commissioner

The DeiM'lnieni of Health and Human Services' Mission is 10 join eonimunilies ond forfiilies
ill iiroridiiig opiynrliinities for rifierns to ochiei.e heiilth mid indei}eiideiicf.



CoDtracI 2014-017 - Op«ralioa and MaiotcQaoce Services of the NH Womea, lofaots aod Cblidrcn
Mtnaiement (Dfonnatioo Syftem

The State of Kajtsas released a Reqjest for Proposal for the "Operations and Maintenance of WIC MIS
for the Multi-State WIC Consortium: State of l^nsas Oepartment of Health and Environment, New
Hampshire Department of Health and Human Services and the Inter Tribal Council of Arizona" in
accordance with their procurement rules and regulations on December 23,2013. A link to the RFP was
posted on the State of NH Department of Health and Human Services website on January 7,2014.

In accordance with the State of Kansas Consortium based Procurement Procedures, Representatives from
the State of Kansas, the State of New Hampshire and ITCA evaluated the proposal for compliance with
the RFP and ability to provide the services requested.

Members of the review panel were:

State of NH '

Margaret Murphy, Administrator, Healthy Eating & Physical Activity Section
Leslie Mason, E)OIT Contracts Manager
Martha Wells, Business Systems Analyst I
Gerald Bardsley, Business System Analyst I

Inter Tribal Council of Arizona

Mindy Jossefides, Director, WIC Program

State of Kansas ^
David Thomason, Director, Nutrition and WIC Services
Kelly Williams, Deputy Chief Informaticn Officer
Sandi Fry, IT Project Manager
Randy Volz, Program Analyst

KDHE Fiscal Management
Kelly Chilson, Director, Fiscal Management

The MSC received one response to the RFP.

The panel held several meetings and a conference call with the vendor. After receiving clarification from
the vendor on some of their responses the review committeecoicluded that the vendor met the
requirements of the RFP and could provide all requested services.

The unanimous approval of this vendor by the review panel was sent to the Kansas Procurement
Negotiation Committee (FNC) and they awarded the bid to CQuest America, Inc.



STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord, NH 03301

Fax: 603-27M516 TDD Access: 1.800-735-2964

www.r^gov/doit

Steven J. Kellehcr

Acting Commissioner

March 18,2015

Nicholas Toumpas, Commissioner
State ofNew Hampshire
Department of Health an<J Human Services
129 Pleasant Street

Concord. NH 03301-3857

Dear Commissioner Toumpas;

This letter represents forma! notification that the Department of Information Technology
(DolT) has approved your agency's request to enter into a contract amendment with CQuest
America, Inc. as described below and referenced as DoIT No. 2014-017A.

The purpose of this contract amendment is to provide technical services for
software enhancements to the WIC StarLlNC System, currently used by the State
of New Hampshire DHHS Women, Infants, and Children (WIC) Program, to
automate client nutritional risk assessments and to enhance the WIC client portal

with real-time communication features, The funding amount is increased by
$54,756, from $3,546,542 to $3,601,298. There is no change to the current
contract expiration date of June 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council.

Sincerely,

Steven J. Kelleher

PCH/ltm

Contract #2014-OI7A

cc: Elizabeth Biron, DHHS
Margaret Murphy, DHHS
Leslie Mason, DolT



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CQUEST AMERICA, INC
CONTRACT 2014-017

CONTRACT AMENDMENT I

WHEREAS, pursuant to an Agreement approved by Governor and Council, as a result of RFP
#173{X)-EVT0002842 (Kansas), on September 3, 2014, Item # 23. (herein after rcfcrTcd to as the
"Agreement"), CQuest America, Inc. (hereinafter referred to as "Vendor") agreed to supply certain services
upon the terms and conditions specified in the Agreement and in consideration of payment by the
Department of Health and Human Services (hereinafter referred to as the "Department") acting for the
benefit of the Agency, certain sums as specified therein;

WHEREAS, pursuant to the Agreement Section 9: Amendment and the provisions of the Agreement,
the Agreement may be modified or amended only by a written instrument executed by the parties thereto and
approved by the Governor and Executive Council;

WHEREAS, the Vendor and the Department have agreed to amend the Agreement in certain
respects;

WHEREAS, the Department wishes to make technical enhancements to the software of the WIC
StarLINC System to automate client nutritional risk assessments and to enhance the WIC client portal with
real-time communication features set forth in Contract Amendment I. Attachments 2 and 3. '

WHEREAS, the Vendor agrees to provide services to make technical enhancements to the software
of the WIC StarLINC System to automate client nutritional risk assessments and to enhance the WIC client
portal with real-time communication features.

WHEREAS, the Department and the Vendor wish to increase the Contract price by $54,756 to bring
the total contract price to $3.601,298. ''

NOW THEREFORE, in consideration of the foregoing, and the covenants and conditions contained in
the A^ement and set forth herein, the parties agree as follows:

The Agreement is hereby amended as follows:

1. Amend Section 1.8 of the Agreement (Page 1) by increasing the Price Limitation by $54,756 from
$3,546,542 to $3.601.298.

2. The Agreement is further amended as described in Table 1:

Table I

l.Contract

Documents, l.I

Contract

Documents, C, Part
3, Exhibit 0

is deleted and replaced with the following language:
Exhibit 0- Special Exhibits. Attachments, Ceriiftcations.
Contract Amendment 1. Contract Amendment Attachments

1.2,3

Initial all pages A& . i
Vendor Initials O'ilff/ Page I ofS



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CQUEST AMERICA, INC.
CONTRACT 2014-017

CONTRACT AMENDMENT I

m ■m
2. Deliverables,
Milestones, and
Activities Schedule

is amended by adding the following subparagraphs:
2.2 CQuesi Task Order Request 2015 - 02 for MSG WIG System

Automated Risk Factor is incorporated as Contract 2014-017,
Contract Amendment 1. Attachment 2 - Task Order 2015-02;
Automated Risk Factor Implementation.

2.3 CQuesi Task Order Request 2015 -03 for MSG WIG System Portal
Announcements is incorporated as Gontract 2014-017 Contract
Amendment 1, Attachment 3 - Task Order 2015 - 03: Portal
Announcements.

HHHHIi
l.Deliverable
Payment Schedule

is amended by adding the following subparagraphs:
1.2 Task Order payment Schedules are incorporated as (Deliverables #1

& #2) Contract Amendment I. Attachment 2 - Task Order 2015-02
Deliverables to be completed.

1 .3 Task Order payment Schedules are incorporated as (Deliverable HI)
Gontract Amendment 1, Attachment 3 - Task Order 2015 - 03
Deliverables to be completed.

2. Total Contract
Price

is deleted and replaced as follows;
2. TOTAL GONTRACT PRICE

Notwithstanding any provision in the Gontract to the contrary, and
notwithstanding unexpected circumstances, in no event shall the
total of all payments made by the Stale exceed $3,601,298 ('Total
Contract Price"). The payment by the State of the total Gontract
price shall be the only, and (he complete reimbursement to CQuesi
for all fees and expenses, of whatever nature, incurred by GQuest in
the performance hereof.

■; ■ ■ '

■■ ^ ; ''M-

0^/3/z^jS
initial all
Vendor Initials Page 2 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CQUEST AMERICA, INC.
CONTRACT 2014-017

CONTRACT AMENDMENT 1

Attdchments are: is amended by adding the following:
G. Contract Amendment 1

H. Contract Amendment 1. Attachment 1 - Service Level

Agreement
I. Contract Amendment I, Attachment 2 - Task Order 2015-02
J. Contract Amendment 1, Attachment 3 - Task Order 2015 ♦ 03

For reference only:

Table 2 CONTRACT 2014-017 -WIC StarLlNC System

2014-017 Original Conlract 09/03/2014

llem #23

06/30/2022 $3,546,542

2014-017

Amendment 1

I' Amendment Pending 06/30/2022 $  54.756

Initial all pages ̂  . /
Vendor Initials i Page 3 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CQUEST AMERICA, INC.
CONTRACT 2014-017

CONTRACT AMENDMENT I

Except as provided herein, all provisions of the Agreement shall remain in full force and effect. This
modincation shall take effect upon the approval dale from ihe Governor and the Executive Coutxril.

IN WITNESS WHEREOF, the parties have set their hands as of the dale written below.

State of New Hampshire
Department of Health and Human Services

Dale Brook Dupee
Bureau Chief

CQuest America, Inc.

Date <arn^ H Kevin Davis
Title: President and CEO

Acknowledgement:

State of. County of, on 3|l^ji5 before the undersigned
officer, personally appeared the person identiTied above, or satisfactorily proven to be the person whose
name is signed above, and acknowledged that s/he executed this document in the capacity indicated above.

Signature of Public or Justice of the Peace

Name aiw Title of Notary or Justice of the Peace

OFFICIAL SEAL
AMY J WATSON

Notary Public - State of Illinois
My Commission Expires 9/19/2018

Initial all pages
Vertdor Initials Page 4 of 5



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

CQUEST AMERICA, INC.
CONTRACT 2014-017

CONTRACT AMENDMENT 1

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICB OF THE ATTORNIiY GENERAL

^
Date I I Name:

Title:

1 hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of the
State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name;
Title;

Initial all pages i-ai j » -
Vendor Initials AiN 5 of 5



Contract Amendment 1. Atlachemeni 1 • Service Level Agreement

FINAL

£

V

a:
^'6

Miilli S((i(i'

CDnMirdiim

Service Level Agreement for the
Operations and Maintenance of WIC MIS

for the Multi-State WIC Consortium:

State of Kansas Department of Health and Environment
New Hampshire Department of Health and Human Services

Inter Tribal Council of Arizona, Inc.

January 14,2015

CQuesfs initi^s;
Date: oS/zA/aoj^



Contract Amendment 1, Attachement 1 - Service Level Agreement

Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 201S

Table of Contents

Changes to SLA Historv ^
Overview and Purpose ^
Assigned Staff In Support of Service Level Agreement 5
Services to be Delivered 5
Operations Services 5

Data Synchronization Management 5
Remote Database Administration 6
Disaster Recovery Services S
Replication, Automated Jobs, and Extracts 7
Application and Data Security 8
Data Archiving 8
Central Processing Site Hosting Services 10
MSC WIC System Maintenance 12
Outage Notification Process 12

Help Desk 13
Levels of Support 13
Staff Hiring, Training, and Supervision 15
Staffing Levels and Schedule 15
Help Desk Service Hours 15
Preparing to Contact the Help Desk 18
Prioritization of Calls and Service Requests 18
Response Times 1^
Resolution TImeframes 18
Escalation Procedures 1^
Standard Coverage

Performance Tracking and Reporting 22
Statistical Reporting 22

Responsibilities 23
Application Support 23
Infrastructure Software Support 24
infrastructure Hardware Support (NH Only) 24
Help Desk Support 25
Desktop/Laptop/Router/Printer/Other Hardware NH Only) 25
Monitoring 25
Reporting 26
Database Management 26
Security Services 26
Training/Instruction '• 27
Planning 27
Resource Allocation 27

28Standards

Operations 28

Page 2

cQi^ iais: ̂CQuest's Irulols
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Contract Amendment 1, Attachement 1 - Service Level Agreement

Service Level Agreement
Operations and Maintenance of WIC HIS for the Multi-State WIG Consortium

Contract Period: July 1, 2014 - June 30, 2015

Changes to SLA History

Listed below are changes made to the Service Level Agreement (SLA) for the Operations and
Maintenance Contract between CQuest and the Multi-State Consortium (MSC).

As stated on page 4 of the Service Level Agreement (SLA), "As services and technologies change,
this SLA may also change to reflect the improvements and/or changes necessary. This SLA will be
reviewed at least annually and updated as necessary. When updates are deemed necessary, the
MSC will be asked to review and approve the changes."

This table Identifies and describes changes to the SLA as agreed to by CQuest and the MSC for
contract year #1 SFf 2015.

Section Page Section Title OeMriptlon of Suggested Change
Change
Accepted

cQu^ CQuesl's Initials: i
Dale: 03/1317to

Page 3

n



Conlracl AmerMjment 1. Atlacheaienl 1 - Service Level Agreement

Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 2015

Overview and Purpose

CQuest and the Multi-State Consortium: Kansas, New Hampshire, and the Inter Tribal Council of
Arizona are committed to providing high quality, responsive support for the MSC WIC System. The
purpose of this Service Level Agreement (SLA) is to define the relationship between CQuest and
the MSC and to identify the responsibilities and levels of service of each party as they relate to the
MSC Operations and Maintenance Contract.

This SLA is an Important piece of the Contract between CQuest and the MSC. If used properly it
will:

•  Clearly Identify and define the MSC needs as they relate to the operations of the MSC WIC
System

•  Provide a framework for understanding the MSC needs and the ability of CQuest to meet
those needs

•  Simplify complex Issues
•  Reduce areas of risk and of conflict

•  Provide a framework that will encourage dialog in the event of disputes

I

As services and technologies change, this SLA may also change to reflect the Improvements and/or
changes necessary. This SLA will be reviewed at least annually and updated as necessary. When
updates are deemed necessary, the MSC will be asked to review and approve the changes.

CQU0St COuest's Initial^
^ *•••*■ Date:

Page 4



Contract Amendment 1, Attachement 1 • Service Level Agreement

Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 2015

Assigned Staff in Support of Service Level Agreement
William Roth - Senior Director of System Development and Software Support
Danielle Heckmeck - Associate Director of System Development and Software Support
James Kim - Senior .Net Developer
Cralg Trombly - Senior .Net Developer
Beth Munn - Senior Database Administrator

Satos Mason - Senior Database Administrator
Dyan Bollng - Systems Operations Analyst
Sonthana Thongsithavong - Manager of Helpdesk
Chandi Mahinda - Helpdesk Analyst
Olivia Haynes - HeifXlesk Analyst
Becky Trinkle - Senior QA Analyst
Becky Williams - Senior QA Analyst
Don Finch - Senior Business Analyst
Erik Fenstermaker - Senior Network Engineer
Nick Friederich - Network Engineer

Services to be Delivered

This section describes the services provided by CQuest-and the manner in which those services are
delivered.

Operations Services

CQuest will provide day-to-day operations of the MSG WIC System. The term "Operations" implies
tasks associated with monitoring the MSG WIG System that include event and performance
management, system and individual application monitoring, system maintenance and
administrative functions, and reporting features. Providing high-quality Operations services for the
MSG WIG System will ensure the availability, performance, and security of the system to the State
Agency and local agency end-users.

Data Synchronization Management

Data from the WIG clinics is updated initially in the associated multisite database and the two local
distributed databases at Lyon County In Kansas, and Tohcno O'odham Nation at ITGA. A
synchronization process (replication) then updates the state consolidated database located at the
respective Central Processing Site (GPS). The New Hampshire GPS site Is located in the hosting
environment at GQuest headquarters In Springfield, Illinois. The Kansas GPS site Is located in the
Kansas state offices. The ITGA GPS site in located in the offices of the Inter Tribal Gouncil of
Arizona in Phoenix, Arizona. The technical process that synchronizes databases Is called replication.
Data synchronization is a customizable, two-way process that maintains synchronization of
individual record updates between the multisite and distributed clinic databases and the GPS site
consolidated database.

Operations' staff monitors the automated replication process. This process ensures that the
consolidated database Is in sync with the multisite and distributed databases with the most up-to-
date Information. In the event that any distributed or multisite database needs to be restored,
current data can be re-extracted from the consolidated database with.minimal disruption or
downtime for the clinic.

Page 5

CQueSt CQuesfs inilia^ ••■•I Date;



Contracl Amendmenl 1, Attachemenl 1 • Service Level Agreement

Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 201S

Data is synchronized between the clinic, multislte and distributed databases and the consolidated
database at least once daily and in most cases every 15 minutes.

For those clinics that can't connect directly to their Multislte server, data gathered on a "checked-
out" Mobile WIC Server while local agency staff are providing services at a remote location is not
replicated until the Mobile WIC Server is "Checked In" at the local agency. Data gathered at mobile
WIC clinics are uploaded to the local agency's server using the "Check-In" process. This data Is
then replicated to the CPS consolidated database with the next scheduled replication.

In the event that a clinic server is unable to automatically replicate with the CPS, Operations staff
will remotely determine and address the cause, and manually initiate the replication process.
Presently, only Tohono O'odham Nation utilizes the Check-In functionality.

Remote Database Administration

CQuest will administer the following servers to ensure operation at peak performance of WIC
application software:

•  Consolidated database at the CPS

•  Multislte Database

•  Distributed database at permanent pilot clinic at Lyon County, KS

CQuest DBA staff will adjust Indexes, make changes to the database appropriate for the software
requirements, and manage log files.'

CQuest DBA staff may schedule maintenance of these databases in order to improve
performance and maintain the integrity of the data. CQuest will schedule this activity beforehand
with the appropriate WIC staff and their information technology staff, if needed.

In the event of a database problem on any of the aforementioned WIC databases, the CQuest DBA
will connect to the database to troubleshoot and repair the problem.

Disaster Recovery Services
Disaster recovery and system reliability are of critical importance to ensure that business continuity
services to clients are not interrupted or delayed for periods of time, and thus resulting In a State
Agency and local agencies not being able to issue benefits to clients being served by the MSC.

CQuest Operations staff play a major role in restoring the WIC system to full operations should an
event happen that causes any State or clinic data to be lost. A Disaster Recovery Plan addresses in
detail all aspects of planning for, preventing, and recovering from a loss of data In the multlsite,
consolidated or distributed datatiases supporting the WIC programs of the MSC. The purpose of
this section In the SLA is to outline the role CQuest Operations staff plays In restoring WIC data to
full operations.

In the event of a failure, disruption or other negative IT event related to WIC systems hosted on
application or database servers supported by CQuest for the MSC, CQuest Operations staff will
ascertain whether It is physically possible to restore acceptable level - of system delivery
performance with existing hardware. If this is the case, CQuest Operations staff will Identify the
reason for the abnormality and follow a carefully prescribed restoration plan that elevates the
restore process, as appropriate. Acceptable level of performance is defined as being the same level
of performance as before the failure occurred, or an agreed upon level of performance between
CQuest and the State agency that can be provided as an interim until full performance operations
can be restored.
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If WIC system functionality is unable to be restored to its current configuration, or relevant
equipment is destroyed or missing, CQuest Operations staff will work with State Agency staff to
secure alternate equipment at a temporary location designated by the State Agency. CQuest
Operations staff will restore and redeploy the most recently available data and current releases of
deployed applications using the most recent database extracts from the consolidated database, If
available. Once normal operating conditions are restored, CQuest Operations staff will vvork with
the State Agency to ensure that permanent equipment Is In place. The DBA will migrate data from
the temporary equipment to the permanent equipment and will ensure that replication is occurring
properly.

Operations staff will implement a controlled restore activity designed to test the disaster recovery
procedures in June of each year. A central component of the disaster recovery procedure is
database extraction from the CPS consolidated database. A production operational situation that
requires database extraction serves as an adequate test of the disaster recovery procedures and
will substitute for the annual controlled restore activity.

Replication, Automated Jobs, and Extracts

Data replication from the multisite database to the consolidated database is an automated job that
runs at least once daily, and in most cases every 15 minutes. Operations staff will monitor
replication activities daily and address any problems that prevent replication from occurring as
scheduled.

The MSC staff regularly performs an automated extract (NH only) of paid Invoices and their
associated vouchers that Is then sent to the MSC to pay NH retailers for vouchers redeemed.
CQuest Operations staff will respond to issues encountered by State Agency staff in performing this
extraction process as a Priority 1.

Certain automated processes run at the end of every month, .quarter, and year and serve to
summarize data for reporting purposes. Operations staff ensures that these processes run as
required. Operations staff will extract and summarize month-end, quarter-end, and year-end
caseload and financial data by the 10'^ calendar day of the following month. Summary reports
will be available to State WIC staff following the extraction and summarization process. To meet
the summarization processing commitments, the mobile WIC server in ITCA (Tohono O'odham
Nation WIC Clinic) must be "Checked In" no later than the 5'" calendar day of the following month
and the agency must have replicated at the close of business on the last day of the month or
later. Operations staff wilt monitor the Check In process at month-end and will notify ITCA If the
Tohono O'odham Nation server is not Checked In. The State Agency staff will notify the local
agency and remind staff to perform the Check In process.

The Stale Agency staff periodically needs to extract data to share with other federal and
State agencies. Operations staff will provide data extracts under the direction of the State
Agency. It is important to r>ote that the State Agency retains control of what data is extracted, the
Intervals at which the data is extracted, and who receives the data. CQuest's role is to extract
process and deliver the data as directed. Operations staff will provide ad hoc extracts and/or
access to data required by the State Agency upon receiving an appropriate work order.

CQueSt CQuesl's Initials:
^ ••••'■ Date: £i3/fS/A
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Application and Data Security

Access to the clinic application and applications used at WIC State Agency offices and clinics Is
controlled by a user account and password. The State Agency submits a user request form to
CQuest Helpdesk staff when a new user account is needed. CQuest Operations staff creates a
new user account using the Operations Management application and assign the appropriate
clinic affiliation(s) and role-based security level(s) as instructed on the user request form.

Upon the setup of the accounts, an e-mail confirmation notice with the following Information is sent
to the State Agency requestor and to the new user if their email address has been provided:

Name: XXX

Client Services

Username: XXX

Password: Please contact the WIC Help Desk for default password.

The new user will then contact the WIC Help Desk to obtain the initial password and receive
assistance logging in the first time. The new user will be required to change the default password
upon initially logging In.

Data Archiving
CQuest will perform data archiving procedures on each of the MSC databases once per quarter on the
a"' weekend of January, April, July and October. Data will be chosen based upon the Master Policy
Table developed by CQuest and the MSC. (See below)

The archive process frees space in the consolidated database by copying data to an archive database
and deleting data from the consolidated database. These deletions are then replicated to all
associated mulUsite and distributed databases for the location. The archive process uses a
combination of archive and deletion rules that are grouped into policies. Most policies simply delete
outdated records, while others (the policies for clients and food Instruments) copy the data to an
archive database before deleting the records from the consolidated database.

Archived records can be retrieved from the archive database and restored to the consolidated
database through a request made to the help desk. Client data Is restored through the Restore Qient
from Archive screen, and food instrument data Is restored through the Restore Policy by Client screen
in Operations Management.

Master Policy Table

Business Ares 1 ArcMwe/Deieto Rule 1 Loolc
Deletion

Caseload Driver Delete after l year Delete all records where
ReportPeriodlastOay is more than
1 year old.

Financial Driver Delete after 1 year Delete all records where
First_Use_Date is more than 1 year
old.

Client Reminders Delete all records marked

complete, and delete records not
marked complete, but more than
120 days old.

Delete all records where
Completedlnd is not null.
Delete all records where CreateDT Is
more than 120 davs old.
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Business Area Archive/Delete Rule Loaic

Staff Reminders Delete alt records marked

complete, and delete records not
marked complete, but more than
120 days old.

Delete all records where

Completedind is not null.
Delete all r^ords where CreateDT is
more than 120 days old.

Flowsheet Delete after 2 years Delete all records where

PlanYearMonth Is more than 2 years
old.

Address Histcrv Delete after 5 years Delete all records where ChangeDT is
more than 5 years old.

Caregiver Historv Delete old records after 5 years Delete records where JolnDT Is more

than 5 years old and the record Is not
the most recent for the client.

Survey Questions,
Answers & Client

Answers

Delete after 3 years Delete all PH_ClicntSurvey records
where SurveyQuestionAskedDT Is
more than 3 years old.
Delete all survey records where

COLLECTION_END_DATE Is more
than 3 years old. Delete all
SURVEY.ANSWER records
associated with the deleted SURVEY

records.

Appointment Book Delete after 4 years Delete all ph_clientappolntment
records where appointmentdt Is
more than 4 years old.
Delete all Ia_staff_avai1able_time
records where startdt Is more than 4
years old.
Delete all ph.nutredciass records
where classstartdt Is more than 4
years old.

Error Tracking Delete after 2 years Delete all records from
program_error where
error.datetlme Is more than 2 years
old.

Logon Tracking Delete after 2 years Delete all records from
la_staff_person_logon where
logon_tlmestamp Is more than 2
years old.

Applicants Delete after 6 months based on

initial application date if no follow
up

Delete all records in the listed tables
for an applicant where the client does
not have any prior
WIC.Certlflcatlon or
CSFP_Certificatlon records and the
most recent WIC_Appllcatlon record
or the most recent

CSFP_Appllcation record exists with
an CrcatcDT more than 6 months
old, and the most recent
PH_CiientContact record has a
ContactDT more than 6 months old.

nQUfiSt CQuesfs initial^Date: Az/jiJi
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Business Area Archive/Delete Rule Look

> If the applicant Is the only member of
a family, delete all the records in the
associated family tables.

Shelf Item Price

Data

KS & rrcA
Delete after 3 years

m
Delete after 3 years as long as It
Is not the most recent entry.

KS & rrCA

Delete all records in

V€ndor_prlce_survey where
survey_start_datetlme is more
than 3 years old.
NH

Delete all records in

vendor_prlce_survey where
surv€y_start_datetlfne is more
than 3 years old as long as It Is not
the most recent entry.

Simole Archive

Checks/Vouchers Archive two years after first use
date

Archive ail WICFI_FoodInstrument
records where FIrstUsaDT is more

than 2 in the past.

Redemption

records

Archive two years after banking
service process date (KS, ITCA) or
resolution date (NH)

Delete all records where
RedeemedDT is more than 2 years

old

Comoiex Archive

Client Data Archive based on the associated

client category specific rules:

Archive Infants and Children when

they turn 7 years old

Archive Pregnant, Breastfeeding
and Postpartum when they turn
55 years old

Archive Seniors when they turn
121 years old

Archive Clients who are deceased

Archive all records where the client's
date of birth makes them at least 7
years old.

Archive all records where the client's
date of birth makes them at least 55
years old.

Archive all records where the client's
date of birth makes them at least 121

years dd.

Archive all records for client who has
become deceased

Family Group data When last client In the group is
archived, then archive the family as .
well.

Central Processing Site Hosting Services

CQuest currently provides managed hosting services for the Central Processing Site (CPS) for the
New Hanf>pshlre WIC Program at our Springfield Data Center.

The Springfield Data Center infrastructure includes:
•  Secure, State-of-the-Art Facilities.

The computer room was designed with state-of-the-art systems to ensure an appropriate
environment. The room is secure at all times; only authorized personnel are given access.

CQuesl's Initi^s:
Date:
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and all access activity is recorded within the security system. Water detection devices in the
room's subfloor notify the facility manager if water or condensation is present. A 100 amp
feed of power ensures enough electricity to run the infrastructure without overload. The
environment Is protected by a Cisco ASA 5520 firewall. The firewall uses stateful packet
Inspection to keep track of the state of network connections traveling across it. The firewall
is programmed to distinguish legitimate packets for different types of connections. Only
packets matching a known connection state are allowed by the Tirewall; others are rejected.
And finally, a sophisticated automatic control system allows staff to monitor everything from
the air conditioner units to the generator, and to receive alarm notifications for various
events.

•  Power Redundancy.
A 1,600 amp generator supplies backup power to the entire facility, inciuding the computer
room. When primary power is iost, the system automatically switches over to the generator,
which can provide power for up to 36 hours. As a resuit, the infrastructure that houses the
hosted CPS servers will remain operational, even during a power outage. The servers are
further protected from power outages by UPS units, which provide battery backup power
while the generator takes over. This also ensures no "hiccups" In service.

•  Gas Fire Suppression System.
An environmentally safe, non-toxic gas fire suppression system is installed in the computer
room to suppress fires while protecting high-value assets and business continuity. The
"ciean agent" system wiii not damage equipment or eiectronics, is safe for peopie, leaves no
residue and requires no cleanup, greatly reduces the amount of smoke and soot damage
caused by fire, and provides three dimensional suppression, extinguishing fires in hard-to-
reach spaces.

•  Cooling Redundancy.
Given the heat output of electronics, one concern of any computer room is high
temperatures. The computer room utiiizes a separate cooling system from the building's
HVAC system to ensure targeted control over the computer room's temperatures. This
system Includes two air conditioning units; the primary and secondary units rotate
responsibility for cooling the room, with the secondary unit providing support when
temperatures increase past a set threshold. If one unit should fail, the other unit
automatically takes over. The cool air is routed through the room's subfloor, and Is vented
out at strategic locations throughout the room.

•  Communications Redundancy.
With the hosted CPS servers relying on connections with the internet it is imperative that
downed lines don't interfere with business. Therefore, CQuest has implemented redundancy
with communications by installing both a DS3 line with AT&T, as well as a fiber line through
Springfield's City, Water, Light and Power (CWLP). The lines enter the facilities at different
sides of the building, and should one connection be lost, the other connection automatically
activates.

CPS Hosting Services to be delivered to New Hampshire by CQuest:
•  Manage the databases on all CPS servers.
•  Manage services on all CPS servers.
•  Export and import data.
•  Manage synchronization services between the consolidated and mulbsite databases.
•  Install and update the WIC system applications, patches, and other utilities
•  Monitor system, security and application logs on aij CPS servers.
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•  Review backup operatiorts.
■  Provide firewall security requirements for the MSC WIC System with the State Agency input.
•  Perform data extracts and ad-hoc queries.
•  Manage the sharing of data resources within the MSC WIC System.
•  Create and update folders and fifes anywhere in the MSC WIC System.
•  Manage network user accounts on the MSC WIC System CPS domain,
•  Manage daily backups, daily off-site data storage in a secure location, and restore

operations.
•  Monitor CPS physical hardware.
•  Upgrade or replace CPS physical hardware components in coordination with the State

Agency.

•  Configure the network, including assigning IP addresses for CPS servers.
•  Configure and manage firewalls for the MSC WIC System CPS.

MSC WIC System Maintenance

CQuest will perform routine maintenance on the MSC servers on weekends or after the following
times:

State Aqencv After hour maintenance

New Hampshire 5:00 pm fEDT/ESTl

Kansas 6:00 pm fCDT/CST)

rrcA 6:00 pm (PDT/PST)

CQuest will let the State Agency staff know in advance of any scheduled maintenance that will
occur during the evenings or weekends.

Outage Notification Process

There are two (2) types of outages that can be experienced by users of the MSC WIC System:
unplanned and planned. In both cases, communication between CQuest and the State Agency Is
critical to ensure that operations of the MSC WIC System are impacted as minimally as possible.

Unplanned Outages - an unplanned outage typically results from malfunction of hardware,
software, or data communication lines. Notification of an unplanned outage is automatically sent to
key CQuest staff and State Agency designees. Notifications are generated when the outage occurs,
when status updates are available, and when the outage is resolved.

In many cases, CQuest may not be aware of an unplanned outage until the State Agency or local
agency staff communicate that they are impacted. Unplanned outages that impact production and
mission critical functions (i.e. printing food instruments) are assigned Priority 1.

CQuest staff will immediately be assigned to resolve unplanned outages. CQuest will use the
CustomerWise on-line customer support software package to capture information on unplanned
outages and will log the detail of activity taken to resolve the outage. CQuest's technical staff will
periodically provide updated information to the State Agency of the outage situation.

Planned Outages - CQuest wili attempt to follow a fixed maintenance schedule whenever
possible, if an outage is required to perform maintenance and hardware or system updates.
However, on occasion, infrastructure-related maintenance will be required that cannot follow a
fixed maintenance window. In such cases, CQuest's Senior Director of System Development and
Software Support will work i^th the State Agency to schedule a planned outage and ensure ̂ at no
conflicts exist with the timin^of the scheduled maintenance windows. CQuest's Senior Director of
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System Development and Software Support will communicate the progression of the scheduled
maintenance to the MSC Project Manager, or his/her designee, from Initial request until the
scheduled maintenance is completed.

Help Desk

CQuest uses an integrated three-tier approach to providing Help Desk Support Services to the MSC
State Offices and Local Agency users. These support services include incident logging arid
reporting; end-user support of state office and local agency applications; desktop, laptop, printer,
print servers, Jetpacks, and network support, including mobile wireless networks; dispatching of
subcontracted service technicians for on-slte support (New Hampshire only); data, database
and data synchronization support; and ad hoc reporting services. Additionally, Help Desk
Support Services staff may receive system modification requests from the MSC which are logged
Into CustomerWise to be evaluated by the MSC.

The work described in this section comes to CQuest primarily through the Help Desk foil free
number but may also be received via the Help Desk email account. This work Is logged in the
custorher support software and is triaged for appropriate follow up.

The CQuest Help Desk provides the MSC WIC System and end-users with:

•  A single point of contact when users have MSC system questions or are experiencing
technical problems including application issues, workstation or printer installation issues,
and network connectivity issues.

•  Coverage that ensures help is available to users during normal business hours.

•  Courteous and knowledgeable personnel who will provide answers and resolutions to a
variety of basic to advanced-level questions and issues regarding the MSC WIC System.

Levels of Support

The three Icveis of Heip Desk Support Services are as follows:

Tier-l Support - Tier-i support is provided by the CQuest Help Desk. Heip Desk staff are
responsible for:
•  Logging incidents into the call and issue tracking software,
•  Answering basic questions and/or resolving quick issues related to State Agency and local

agency appl(catlon(s),
•  Answering basic questions and/or resolving quick Issues related to desktop, laptop and

printer operations,
•  Ciosing incidents resolved byTier-1 support, and
•  Escalating issues and questions to Tler-2 support when appropriate.

Tier-2 Support - ner-2 support is an intermediate level of support and is provided by Software
Support Specialists. Software Support Specialists are responsible for:
•  Logging incidents from Tier-1 overflow Into the call and issue tracking software,
•  Answering In-depth questions and/or resolving associated software issues related to State

Agency and local agency application(s).
•  Answering basic to upper mid-level questions and/or resolving associated issues related to

desktop, laptop, and printer operations.
•  Creating the MSC WIC System user accounts and/or granting application security clearances

for State Agency and local agency users.
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•  Running the daily banking process.
•  Providing remote setup and configuration of local desktop workstations, laptop workstations,

printers, and wireless routers in support of MSC WIC System applications.
•  Closing incidents resolved by Tler-2 support, and
•  Escalating advanced Issues and questions to Tier-3 support unit as appropriate.

CQuest's Manager of Help Desk Services has primary responsibility for management of Help Desk
staff and their activities.

Tler-3 Support - Tier-3 support is an advanced level of Help Desk Support Services and is
provided by technical experts from the Software, Database Administration and Network Services
units.

Software Application Analysts are responsible for:
•  Resolving basic to advanced level Issues related to the WIC applications,
•  Creating CustomerWise tickets for software defects,
•  Escalating potential MSC software bugs to the development group,
•  Communicating with the MSC and CQuest management about Tier-3 activities.

CQuest's Associate Director of System Development and Software Support has primary
responsibility for management of Software Support Specialists and activities related to helpdesk
support and problem resolutions.

CQuest's Senior Director of System Development and Software Support functions as a central point
of coordination and communication across support levels and operational units while overseeing
Help Desk Support Services.

Network Services Technicians are responsible for:
•  Resolving advanced level issues related to desktop, laptop and printer operations,
•  Resolving advanced level issues related to servers, networks and wireless networks,
•  Performing WIC server setup and configuration including installation of Sybase ASA and

Arcana Scheduler software,
•  Troubleshooting telecommunications issues and working with Local IT to resolve Issues,
•  Identifying the need for and dispatching designated subcontractor to provide on-slte

technical support as required,
•  Respond to MSC WIC System hardware and network performance issues,
•  Communicating with the MSC and CQuest management about Tier-3 activities.

CQuest's Senior Network Engineer has primary responsibility for management of Network Services
Technicians and their activities.

Database Administrators are responsibie for:
•  Resolving basic to advanced level issues related to database operations,
•  Resolving basic to advanced level issues related to data, database schema, and data

synchronization,
•  Configuring Sybase ASA and Arcana Scheduler software,
•  Resolving mobile check-out/in issues (Mobile Sync),
•  Escalating potential MSC software bugs to CQuest Quali^ Assurance staff, ^
•  Responding to database performance issues,
•  Communicating with the MSC and CQuest management about Tier-3 activities.

cGhjfiSt CQuest's Initials:
^  Dale: olji3}0c>i\
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CQuest's Senior Director of System Development and Software Support has primary responsibility
for management of Database Administrators and their activities, and acts as a central point of
coordination and communication within Help Desk Support Services for managing Issues that cross
support levels and operational units.

Staff Hiring, Training, and Supervision
CQuest will operate an effective and efficient Help Desk with well-trained staff. Help Desk Support
Services staff will have the required skills, training and experience necessary to provide the level of
support indicated by their associated tier level. A CQuest manager will oversee the staff and
activity of a particular tier level and have responsibility for the training, and supervision of staff
within that tier level. The Senior Director of System Development and Software Support will
have the primary responsibility for hiring.

Staffing Levels and Schedule
The weekly schedule for Help Desk Support Services staff will be based on the required MSG
service hours. Help Desk Support Services staff will be available during these service hours.
Staffing will be based on call loads and the nature of the calls being received, and will be adjusted
and/or services expanded as Indicated by these factors. During peak times, more staff will be
scheduled to handle service calls. CQuest will work with the MSG staff to adjust service levels if
necessary.

During service hours as described tjelow, Help Desk Support Services staffing levels will be
adequate to provide coverage at each level of support: Tier-l, and Tier-2.

Help Desk Service Hours
CQuest will provide telephone Help Desk support to members of the MSG as follows:

Monday through Friday - 7:00 am to 7:00 pm (CST) and 7:00 am to 8:00 pm (CDT). The MSC and
CQuest may agree to adjust these hours based on actual call volumes.

CQuest's Help Desk Support Services staff will provide normal services with normal staffing levels
on all MSC business days except for days that are designated as holidays in the following list:

CQuest Holidays MSC Exceptions

New Year's Day

Martin Luther King Day/Civil Rights Day Not observed by all MSC local agencies

President's Day Not observed by all MSC local agencies

Memorial Day

July 4"^
Labor Day

Veterans Day Not observed by all MSC local agencies

Thanksgiving Day

The day after Thanksgiving Day Not observed by all MSC local agencies

Christmas Day

If the MSC believes it important and necessary to have Help Desk staff available on any
of the above specified holidays, CQuest will provide the agreed upon resources at the rates provided
in our cost proposal.
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Callers to the Help Desk on the agreed holidays will receive a message stating that the Help Desk
is closed followed by the opportunity to leave a voice mail message. Voice mail messages left
on these holidays will be returned by 10:30 a.m. CST/CDT on the next business day. Toll free
numbers for each MSG state will be published and distributed to all State and local agency staff.

Preparing to Contact the Help Desk

All callers to the Help Desk are expected to be prepared to work with Help Desk staff when they
place a call. This would Include having the relevant information to allow the Help Desk staff to
triage the issue.

When reporting an Incident, the Help Desk staff will ask the caller to provide the following
information as required:

•  Caller's name

•  Clinic/Agency site name (required)
•  Verification of location

•  Verification of telephone number
•  Call reference number (if following up on a prior call)
•  Exact error message, If one exists
•  Hardware manufacturer's name

•  Description of the Incident, Including what steps they were performing when the issue was
noticed

An incident will not officially be opened until all necessary information is collected.

Prioritization of Calls and Service Requests

Help Desk staff will answer ail calls received through the main Help Desk toll-free number and
requests submitted via e-mail. Calls to the Help Desk (Tier l) will receive priority over requests
submitted via e-mail. Staff will perform triage, solving easier problems quickly, and escalate more
complex or time consuming issues to Tier 2 support staff as appropriate. Second level support
staff will perform triage, solving intermediate Issues, and escalate more complex of bme
consuming issues to Tier 3 support. Tier 3 support may work with Local Agency IT support and/or
dispatch the designated on-site technical support subcontractor (New Hampshire only) to address
some kinds of hardware/software, network maintenance and repair, and telecommunications
Issues.

In order to facilitate responsive service in times of high call volume, Incoming Help Desk calls are
assigned a priority based on the severity of the problem. These priorities are:

Priority 1
The clinic Is not functioning In at least one of the major application areas (client services,
printing checks/vouchers, entering certifications, client in the clinic needing services, etc.)

Local agency staff should not use e-mail to submit a Priority l Issue. Problems that prevent
services from being provided to clients should be reported by calling the toll free number and
speaking directly to a Help Desk staff or by leaving a voice-mail message.

RFP 5.2.8.1a - Priority 1 calls are categorized as a Class A Deficiency - (i) The Contractor shall
have available on-call telephone assistance, with issue tracking available, during system operations
with an email / telephone resfJqnse within two (2) hours of request; or the Contractor shall provide
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Operations and Maintenance of WIC MIS for the Multi'State WIG Consortium

Contract Period: July 1, 2014 - June 30/ 2015

support on-site or with remote diagnostic Services, within four (4) business hours of a request.

Priority 2
One of the workstations is not functioning In at least one of the major application areas
(dient services, printing checks/vouchers, entering certifications, client in the clinic
needing services, etc.)

RFP 5.2.8.1b - Priority 2 calls are categorized as a Class B Deficiency - MSG system users (local
clinics or State Agency staff) shall notify the Contractor of such Oenctendes during regular business
hours and the Contractor shall respond back within four (4) hours of notification of planned
corrective action; The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and Requirements of the Contract.

Priority 3
AM stations are functioning, but the application Is not functioning per specifications. Priority 3 is
assigned if the user is unsure how to complete a task or has a question regarding a process or task.

Users who have comments on the applicatlon(s) or business process or want to make
recommendations to improve the process or application(s) should be directed to call the State
Agency. Comments and recommendations submitted to the MSG Help Desk are logged Into
CustomerWise to be evaluated by the MSC.

Local agency staff should use e-mail only when submitting a low priority issue. Problems that
prevent services from being provided to clients should be reported by calling the toll free number
and speaking directly to a Help Desk staff or by leaving a voice-mail message.

RFP 5.2.8.1b - Priority 3 calls are categorized as a Class B Deficiency • MSC system users (local
clinics or State Agency staff) shall notify the Contractor of such Deficiencies during regular buslr>ess
hours and the Contractor shall respond back within four (4) hours of notification of planned
corrective action; The Contractor shall repair or replace Software, and provide maintenance of the
Software in accordance with the Specifications, Terms and Requirements of the Contract.

Priority 4
An issue with a non-critical application is not functioning per specifications. Priority 4 is also
assigned if the user Is unsure how to complete a task or has a question regarding a process or task
in a non-critical application.

RFP 5.2.8.1b - Priority 4 calls are categorized as a Class C Deficiency - MSC system users (local
clinics or State Agency stafQ shall notify the Contractor of such Deficiencies during regular business
hours and the Contractor shall respond back within four (4) hours of notification of planned
corrective action; The Contractor shall repair or replace Software, and provide maintenance of the
Software In accordance with the Specifications, Terms and Requirements of the Contract.

Response Times
The goal of the Help Desk is to answer a minimum of 95% of all support calls within 15 seconds (4
rings). If all Help Desk staff are busy, calls will automatically rollover to Software Support
Specialists (Tier-2 support). If all Software Support Technicians are busy, calls will be forwarded to
voice-mail and callers will be instructed to provide their name, the nature of the problem, and
a callback number. The voice-mail message instructs callers to stay on the line if they are
experiencing an outage or problem preventing them from providing services to clients who are
waiting.
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Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 2015

Messages are retrieved from the voice-mail box as soon as call volume permits. These calls are
prioritized, responded to accordingly, assigned an inddent number, and recorded In an on-line
customer support software package.

All e-mails submitted to the Help Desk will be acknowledged via an e-mail reply on a same day
basis. All e-mails submitted to the Help Desk will be assigned an incident number. The Help Desk
will respond to the sender, officially acknowledging receipt of the e-mail, and provide the sender
with the assigned inddent number. The State Agency will Instruct local agency staff to use e-mail
only when submitting a low priority issue. Problems that prevent services from belr»g provided to
clients should be reported by calling the toll free number and speaking directly to a Help Desk
staff or by leaving a vofce-mall message.

It is the responsibility of the Help Desk staff to monitor the voice mail system and ensure calls are
returned. If calls are not returned the same day. Help Desk staff or other appropriate Help Desk
Support Services staff will note this in the customer support software, indicate a reason the call
was not returned, If known, triage the call, and expedite a response.

It Is the responsibility of the Help Desk staff to monitor the number of items submitted by e-mail
to ensure they are given an incident number and that a response is sent to the sender within
the agreed upon time. If a response is not sent the same day, Help Desk staff or other
appropriate Help Desk Support Services staff will note this in the customer support software.
Indicate a reason the e-mail was not formally acknowledged, if known, triage the problem, and
expedite a response.

If it becomes necessary to place a caller on hold, the caller may not be put on hold for more than 3
minutes.

Resolution Timeframes

When responding to problems reported to the CQuest Help Desk, the following timeframes have
been established for acknowledgement, response, and resolution for the Client Services application.
Local Vendor Management (ITCA and Kansas Only), the Voucher Management application (NH
Only), and Voucher Processing/Entry System (NH only) and the MSG Training Databases. For
purposes of this Service Level Agreement the definition of "resolution" is that the clinic Is up and
running with a temporary or permanent solution. It is recognized by CQuest and the State Agency
that mitigating situations may arise where there are exceptions that must be made. In these cases,
the exception will be documented and the caller informed. Resolution timeframes by priority are as
follows;

Priority 1 - Respond with resolution within 2 hours.

Priority 2 - Respond with resolution within 4 hours.

Priority 3 - Respond with resolution within 4 hours.

Priority 4 - CQuest and the MSG will prioritize non-mission critical applications within 90

days after execution of the Contract.
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Service Level Agreement
Operations and Maintenance of WIC HIS for the Multl«State WIC Consortium

Contract Period: July 1, 2014 - June 30, 2015

Escalation Procedures

Should a call or e-mail submitted to the Help Desk not be resolved within the Resolution
Timeframes listed above, the State Agency may escalate the resolution of the issue to the next
higher level by contacting the Manager of Help Desk Services or the Senior Director of System
Development and Software Support.

Should resolution of the Issue not occur satisfactorily at the first level of escalation, the State
Agency will escalate the issue to the CQuest Presldent/CEO.

Emergency Procedures
CQuest's Help Desk staff will take the actions necessary to ensure that emergency situations
reported to the Help Desk are immediately escalated to the appropriate staff needed to assist the
MSC in providing business continuity (i.e. issuing benefits to clients) and/or implementing disaster
recovery procedures.

Automated Call Distribution

All calls made to the CQuest Help Desk are answered by the Cisco United Intelligence Center
system which routes the call through automated call distribution to a Help Desk staff. Help Desk
staff answer calls in the order in which the calls are received. The Cisco United Intelligence Center
system keeps track of which staff was routed the last call and routes the next Incoming call to
the Help Desk staff that is next In the ordered list. Statistics are kept by the phone system and
serve as a resource for managing staffing levels in response to call volumes. The phone system
provides call volume reports that include:

•  Date of calls

•  Number of calls received

•  Statistics report
•  Number of calls abandoned

•  Average call duration
•  Average Speed of Answer

CQuest wili include these statistics In the Monthly Status Report.

Call Tracking Software
Help Desk Support Services staff are trained in using the designated call and issue tracking
software. The call and issue tracking software serves as a means for Help Desk Support Services
staff to create an incident In response to a call or email. First, second and third tier support are
able to record further information about an incident and/or its resolution. The call and issue
tracking software provides a means of transitioning ownership of an incident from one support unit
to another and/or from one staff person to another. The Issue tracking software also serves as a
tool for communicating with the MSC and non-Help Desk staff.

Hardware Requirements
Help Desk Support Services staff use sufficient equipment that efficiently and accurately
provide support for users of the MSC WIC System. All Help Desk staff use workstations with
essentially the same capacity and configuration as those used by local agency staff. Tler-2
Software Support Specialists and Tier-S technicians use workstations with similar or additional
capacity. Help Desk Support Services staff have access to non-production versions of the MSC
WIC System environments which provide a means of reproducing and diagnosing problems.
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Service Level Agreement
Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium

Contract Period: July 1, 2014 - June 30, 2015

Reporting
CQuest will prepare and submit a Monthly Status Report to the MSC Project Manager or his/her
designee that provides a description of Operation Services activities. The report also indudes
two sections that relate to Help Desk Support Services activities.

Help Desk Monthly Statistics - This section includes the following information:
•  Number of calls In
•  Average wait time

•  Average call time
•  Number of cases opened
•  Number of cases closed

Summary of subcontractor on-slte support (Applicable to NH Only)
•  Service date

•  Service Location

•  Description of Services

Standard Coverage

CQuest will provide Help Desk coverage during the standard business hours except for days that
are designated as Federal and/or State holidays (listed al>ove in section titled Help Desk Sen/ice
Hours).

Department Description Coverage Times

Operations System operations, database
administrators, infrastructure include
file/print servers, and e-mail servers.

During period of 8:00-9:00 a.m.
EDT/EST for New Hampshire

and 4:00 - 5:00pm for MST for ITCA,
Operations staff are on Immediate on-
call from Helpdesk.

New Hampshire
Monday - Friday

9:00 am - 6:00 pm EDT/EST
or on an as negotiated basis

Kansas

Monday - Friday
8:00 am-• 5:00 pm CDT/CST
or on an as negotiated basis

ITCA

Monday - Friday
7:00 am - 4:00 pm MST or on
an as negotiated basis

cQu^ CQuest's Initia
Date: Qg/zi
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Department Description Coveraqe Times

MSC application
experts

Coverage by MSC WIC System
application experts will be
provided during the hours listed
In the Coverage Times column
for questions about
application(s) functionality that
Help Desk are unable to answer.

New Hampshire
Monday - Friday
9:00 am - 5:30 pm EDT/EST
or on an as negotiated basis
Kansas

Monday - Friday
8:00 am - 5:30 pm CDT/CST
or on an as negotiated basis
ITCA

Monday - Friday
8:00 am - 5:30 pm MST
or on an as negotiated basis

Remote technical

support services.
(NH Only)

Coverage will be provided during the
MSC core business hours.

New Hampshire
Monday - Friday
8:00 am - 5:00 pm EDT/EST

On-site technical

support services
(NH Only)

Coverage will be provided during
the MSC core business hours.

New Hampshire
Monday - Friday
8:00 am - 5:00 pm EDT/EST

Help Desk services Coverage will be provided to answer
phone calls, provide basic level
support, triage problems, and route
calls.

New Hampshire
Monday - Friday
8:00 am - 8:00 pm EDT/EST
Kansas

Monday - Friday
7:00 am - 7:00 pm CDT/CST
ITCA

Monday - Friday
6:00 am - 6:00 pm MST

c<tet COuest's Inil^lsj
Date;
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Performance Tracking arid Reporting

CQuest agrees to maintain a level of service to the State Agency and WIC local agencies at the
standards set forth below. Performance measurements set a target bar that CQuest will strive to
attain. This bar Is set with the expectation that the performance measurement target will not be met
for every Incident or request for service by the State Agency, but that CQuest staff will meet the
expectation a certain percentage of the time for a given category measured as set forth in the
following tables.

CQuest will include the performance tracking results in the Monthly Operation Reports as described
in the tables below. CQuest and the State Agency will work cooperatively to create, update, and
evaluate new and existing performance measures.

Statistical Reporting

Reports Frequency Reported Report Description

Help Desk (calls) Monthly Report provided to the State Agency
on the following;
• Coverage Hours
• Number of Calls In

• Average Speed of Answer
• Number of Incidents Opened
• Number of Incidents Closed

• Number of calls by priority

Outages Monthly Report provided to a State Agency on
critical outages.

Specialty Report Monthly Reports (ad hoc or data sets)
specifically requested by a State
Agency for the capture of data when a
minimum two-week lead time Is

needed to provide the data.

Help Desk Annual Survey Annually Survey sent to the all WIC employees
to help determine the quality of help
desk support and the health of the MSC
WIC System.

Help Desk Feedback Survey Ongoing - results
-complied quarterly

Surveys completed by Local or State
Agency personnel upon CQuest closing
of a Help Desk incident. CQuest will
strive to meet a benchmark of 80% or
greater approval rating.

cQu^ CQuest's Initial

Date:
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Responsibilities

This section of the Service Level Agreement defines the responsibilities for defined tasks and
categories of service covered by this Service Level Agreement. Both parties understand and agree
that their performance related to the responsibilities listed below Is critical to achieving and
maintaining high quality operations and maintenance support of the MSC WIC System.

Application Support

CQuest Responsibilities:
•  Perform software development
•  Perform technical project management ar>d coordination
•  Manage day-to-day technical application activity
•  Manage any changes or modifications to the MSC WIC System software on production

systems

•  Document all changes made to the software in Release Notes
•  Document and test any changes or modifications on a test server prior to placing the

changes In a production environment
•  Provide hosting tasks mutually agreed upon by CQuest and the MSC on the MSC WIC

System
•  MSC WIC System business and systems analysis
•  MSC WIC System maintenance
•  Maintain MSC WIC Training databases at current production release levels within one month of

new release.

The MSC Responsibilities: x
•  Provide knowledgeable resources with whom developers and analysts may collaborate to

obtain business information, rules, and goals
•  Provide resources to support the Contract, including a Point of Contact (POC), stakeholders,

and subject matter experts from a business perspective
•  Approve and sign off on business requirements
•  Provide resources to review and sign off on Contract deliverables
•  Provide appropriate applications and testing staff during User Acceptance Testing

process to complete terts within the scheduled window
•  Prioritize Contract IT tasks by the allocation of resources provided in the budget
•  Authorize Invoices for payment upon approval for production, or when other agreed-upon

acceptance criteria are met, If applicable
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Infrastructure Software Support

CQuest Respor^sibilities:
•  Document infrastructure software used by CQuest and at the CPS that relates to the MSC

WIC System
•  Apply patches as required per the manufacturer or as needed to meet the needs of the

business

•  Perform backups on data and restore on WIC systems hosted by CQuest.
•  Notify the MSC's Project Manager, of scheduled and unscheduled system outages and

operational problems
•  Provide support for all of CQuest's standard infrastructure software utilized for file and print

server access, backup and recovery, anti-virus and SPAM control, software patch updates,
remote access mechanisms, and appropriate Operating System setup, configuration, and file
transfer services supporting WIC systems hosted by CQuest.

•  Define specific needs based on MSC requirements such as;
File/print
Security
Messaging
Backup/recovery
Anti-virus

SPAM control

Patch management
Remote access

Operating System setup and configuration
FTP services

j

The MSC Responsibilities:
• Work with CQuest to approve scheduled down time and communicate to other Department

and local agency staff
•  Act as Point of Contact (MSC Project Manager) for CQuest during unscheduled outages
•  Communicate unscheduled outages to appropriate State Agency and local agency staff
•  Maintain and secure original versions of COTS-based system and application software

(examples: MS Word or Excel) if any are used

Infrastructure HardwareSupport (NH Onty)

CQuest Responsibilities:
•  Set up server hardware peripherals per CQuest standards
•  Perform scheduled maintenance on server, peripheral, and network equipment - at least

one a year

•  Communicate critical outages to the MSC Project Manager or his/her designee.

The MSC Responsibilities:
•  Approve scheduled outages and communicate to other State Agency departments and local

agency staff
•  Provide a Point of Contact (the MSC Project Manager or his/her designee) for CQuest during

unscheduled outages
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Help Desk Support

CQuest Responsibilities:
•  Log the State and Local Agency calls within the proper timeframe and follow escalation

and resolution procedures to resolve the reported issues
•  Maintain an Issue Log that records all incidents, including date received, to whom the Issue

was assigned, whether the Issue was resolved, any interim activity, and the final disposition
•  Provide designated Stale Agency and IT staff with access to the Help Desk Log and the

Issue Log
•  Provide an opportunity for the State Agency staff to complete the Customer Satisfaction

Surveys and participate In the Benchmark Surveys

The MSG Responsibilities:
•  Perform quarterly or as-needed review of Help Desk functions including response times,

documented resolutions, and follow-up/communications regarding actions planned or taken
•  Review the Help Desk log on a regular basis to ensure that the proper response time is

being followed

Desktop/Laptop/Router/Printer/Other Hardware NH Only)

CQuest Responsibilities:
•  Perform installation, upgrade, and configuration of standard desktop hardware, software,

and standard peripherals and accessories required for the operation of the MSG WIG
System. If/when non-standard equipment is used; make reasonable efforts to achieve
acceptable system performance. GQuest Help Desk or Operations staff cannot guarantee
support of non-MSG WIG System hardware, software, peripherals, and accessories.

The MSG Responsibilities:
• Work with GQuest to ensure that standard equipment and software is purchased wherever

possible and financially feasible

Monitoring

GQuest Responsibilities:
•  Monitor server and network logs to ensure the MSG WIG System infrastructure is functioning

properly
•  Notify MSG Point of Contact (MSG Projea Manager) and follow defined communication

procedures if monitoring provides evidence of potential performance issues with system
logs, LAN/WAN, database performance and disk space

The MSG Responsibilities:
•  Provide resources to work with GQuest if issues are experienced that require the MSG

participation

CQuesl's Inili^s:
Date:
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Reporting

CQuest Responsibilities:
•  Provide standard metric and statistical reports for activity summarization and decision

making in the following areas:
•  Help Desk incidents
•  Help Desk satisfaction metrics
•  Service requests

•  System changes
•  Outages
•  Special report requests (ad hoc reports)
•  Satisfaction survey

The MSC Responsibilities:
•  Provide the resources responsible for review of required metric reporting
•  Review and provide feedback on metrics provided

Database Management

CQuest Responsibilities:
•  Install, create, modify, and maintain database structures and software as required by

CQuest.'s development team
•  Provide resources for database management, support, and services for specified

applications that require this service

The MSC Responsibilities:
• Work with CQuest staff to provide information on the MSC WIC System data needed

Security Services

CQuest Responsibilities:
•  Provide a secure network environment for the MSC WIC System software, hardware, and

data Including:
> Network intrusion

> Physical security of equipment located in CQuest offices
> User password
> Application level security

•  Provide safety and security solutions for data, such as encryption and masking of identifying
information as recommended by the MSC

The MSC Responsibilities:
•  Immediately report any suspicious IT activity to CQuest for joint follow-up
• When staff are terminated and/or reassign^, notify CQuest promptly so that access to the

MSC WIC System, applications, user names and passwords can be disabled or deleted.
•  The MSC reserves the right to request the reassignment of CQuest staff for security

purposes.

cQuegt
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Training/Instruction

CQuest Responsibilities:
•  Provide instructions and assistance to end users related to the MSCVJIC System as

needed through the Help Desk
•  Provide MSG WIC System training to promote successful user acceptance of new features or

modifications made to the MSG WIG System; the format of, and compensation for, such
training will be negotiated on a case-by-case basis and defined In a Task Order.

•  Revise the MSG WIG System Help and System Release Documentation as modifications are
made

•  Upgrade MSG Training environments as needed

The MSG Responsibilities:
•  Provide appropriate personnel resources to attend or provide training
•  Training of other State Agency or local agencies' staff not participating in user acceptance of

new MSG WIG System features or modifications Is the responsibility of the MSG

Planning

CQuest Responsibilities:
•  Manage long-term capacity for storage of historical data and pianned growth for GPS

hardware and software (NH Only)
• Work with the State Agency and local agencies to restore database functionality in the event

of a disaster

The MSG Responsibilities:
•  Manage long-term and planned growth for hardware and non-MSG WIG System software at

the State Office and local agencies, and when appropriate, develop and implement a plan
for lifecycle upgrades and/or purchase of new and upgraded products

•  Evaluate opportunities for statewide efficiencies, standardization, and collaboration

Joint GQuest/MSG Responsibilities:
•  GQuest and the MSG shall collaborate on the feasibility and assignment of generating

Project Schedules for system enhancements of mid-to-iarge size or complexity. Project
Schedules shall be formal, written, and of sufficient detail to indicate milestone target dates,
resources, and the critical path of tasks. Including U and key milestone tasks

Resource Allocation

GQuest Responsibilities:
•  GQuest will provide fully qualified Help Desk, Operations, and Development staff to

adequately staff Help Desk, Operations, Maintenance, and Enhancement requirements of
the MSG WIC System

Joint GQuest/MSG Responsibilities:
•  GQuest and the MSG shall estimate and plan IT resources desired for a particular biennium

to meet the primary business objectives of the MSG
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Standards

CQuest Responsibilities:
•  CQuest shall manage projects within cost constraints.

Joint CQuest/MSC Responsibilities: '
•  CQuest and the MSC management shall collaborate and ensure that IT systems are created
'and maintained In a manner that adheres to the MSC, State and federal statutes, and
administrative rules and standards

•  System documentation shall be updated and uploaded to the MSC SharePoInt site as needed and
made available for use by CQuest and the MSC

• When providing maintenance services, CQuest shall ensure that the software originally
Installed Is operational when maintenance is completed, unless expressly directed otherwise
by the MSC

• When providing upgrades, CQuest shall ensure that the proper version of software products
not being updated are still operational, unless expressly directed otherwise by the MSC

Operations

CQuest Responsibilities:
•  Review and/or make recommendations regarding system hardware and software upgrades
•  Participate in developing implementation schedule for installation of hardware or system

software releases, upgrades, and patches for both test and production servers
• Work with the MSC's Project Manager (POC) to determine scheduling, production control,

output management, and Disaster Recovery needs
•  Participate In MSC hardware/software upgrades by testing the MSC WIC System software

prior to the upgrade being implemented to ensure proper System operation
•  Proactively communicate modifications to systems Impacting CQuest Infrastructure
•  Document and schedule changes or modifications to systems and applications

The MSC Responsibilities:
•  Review recommendations and approve system hardware and software upgrades
•  Participate in developing implementation schedules for installation of hardware or system

software releases, upgrades, and patches for both test and production servers
•  Participate In system hardware/software upgrades by testing the MSC WIC System

applications prior to the completion of the upgrade to ensure proper System/application
operation

•  Review the schedule of maintenance outages and planned activities for each maintenance
event and inform CQuest of any conflicts with production or usage schedules

•  Notify the users of the MSC WIC System of scheduled and unscheduled outages, operational
problems, and software/hardware upgrades

•  Collaborate with CQuest's Senior Director of System Development and Software Support to
determine job scheduling production control, output management, and Disaster Recovery
needs.
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cQu^ Task Order Management
Request ft Initial Analysis

General Informatjon

NSC WIG System

Task Order Title: Automated Risk Factor Analysis Implementation
Task Order Number: 2015 - 02

Date Request Submitted: 12/14/2015
Task Order Originator: The^Multi-State Consoitium (MSC)

Reason for Task Order: O New Regulation (S Enhancement Requested
□ Change In Business Practice □ New Service Requested
□ Other:

Priority Level; □ Urgent □ High 0 Medium □ Low

Risk and Impact Assessment requested/required by MSC? Q Ves ^ No

S«^oni

Task Order Request

Scope of Work

In follow up to the analysis and documentation work done under Task Order 2014 03,
Implement, test and deploy the automated high risk functionality defined by the MSC.

Dellverebles

Deliverables for the Automated Risk Factor Implementation project are as follows:

1. Initial Implementation and Guided Review
2. Completed intemal testing and Guided Review
3. UAT Support
4. Production Deployment

Assumptions

None

Customer assets available to assist In completion of this Task Order

Requirements: MSC Experts will serve as Unit Testers on the new functionality
Deliverable AcceptarKe: Sand! Fry

CQuesl's Initials:
Date: 4
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Task Order Management
Request & Initial Analysis

se^on XI

InKlal Anatysls/Estlroated List of Tasks to be completed

Task Order

2ict

Developer Testing PM DBA Total

Urite for GesUtlonal As* IS 6 4 i $3^02.00

211 Ekvatcd Blood Uv*is 18 5 4 1 $3,410.00

311 tfistorv of rrtterm deUmy (POl 18 U 4 1 $4,0541)0

311 Hbtorvof Prcterm dcDvtrv (BS a PP) 18 a 4 1 $3,68&1X)

312 Mstorv eflMv eirth Wdsht (PC) 18 16 4 1 $4,422.X

312 Hbtorv of lew Birth Welsht (BP PP) 10 10 4 1 $2,846.X

3 21 Mstorv er Fetal or Nfonati 1 Lets (PC) B 12 4 1 $2,774X

Ci^abid ■ • .

•; •>-

■'s' m
334 Irtadequete Prerutal Ctrt (PC] 18 16 4 1 $4,422.00

337Hlstorvef Larte ferGcstetlenaJ Ac* tnfint
BIfth(PO BF PP) 18 30 7 2 $6,224.00
359 lUccnt Major SMiferyTreuma, Biem (assip If
Ctcctlofl It Indkated) (BP PP) 18 12 4 2 $4,172.00

601 Breastfeodlns Mother Of Pdtei at Nutritional
Rhh (Bf) 18 12 4 2 $4,172X

701 InftntUpteBMonthOlderwiCMathvof
Woman Who Woufd Km Been EB|Ue During
Pr^noncrd) 16 . 6 3 1 $3414.X
702 BF Infant of a Woman at Nutrittenal rhk (I) 16 8 4 1 $3,430X
902 Woman or Primary Cartghrw with Umltcd
Ability fee Make Feeding Dedslons end / or Prepare
Foed(IC) 16 20 5 2 $4,784X

902 Woman or Primary Carcgkrtr witfi Umlted
Ability to Make Feeding Dedslons ard / or Prepare
Foed(PGPPBF) 8 25 5 2 $4,220X

904 Environmental Tobacco Smoke ElqMSure (10 8 6 2 1 $1,956.00

904 Environmental Tobacco Smeka Ei^oture (PC
BFPP) 8 6 2 1 $1,9S8.X

Protect total 2S1 UO SB 22 $63,148.00

CQuest's Initials;
Date:

raot 2



Conlracl Amendment 1. Attachment 2 - Task Order 2015 • 02

Task Order Management
Request & InitiBi Analysis

Tasks/Schedule

Task

«
Tasks

Projected
Schedule

Staff

1

Implement auto risk fsctor functionality for 1S3,
211. 311(PG). 311<BP/PPl, 312(PG). 312(BP PPL 321(PG),
S34tPG)l 337(PG BP PP)» 3S9(DP PP), SOKBPt 701.702.902(1
q. 902{PG PP BP). 904(1 q, 904(P.O BP PP)
From the table above. Said fUnctionaDty will be
Implemented In accordance vrith the design and
functional documentaUon ftom TO 2014*03.

Development will occur using a SQL Server
database.

April 1 - 15 Ken. Russ. and Dev X

2 Unit test auto risk factor functionality. April 1 - IS Ken. Russ. and Dev X

3
Guided presentation of new risk factor
fundlonaltty

April 15 Ken

4 Internal testing of new risk tactor functionality. April 6-29 Richelle. Steve

5 Update test cases. April 29 Rtchelle, Steve

6
Guided presentaOon of new risk fector
functionality with no known errors.

April 29 j  Rlchelle. Steve

i'

7

Support UAT of new features during the UAT that
will cover both SQL Server and the new risk
factor features.

Oct5-Octl5 Ken

...

8 Deploy new features to production In all states.
Oct 16-Ocl

31
Kpn

PB0e3

CQuesfs Initials:
Date:



Contracl Amendment 1. Attachment 2 - Task Order 2015 • 02

cQuest
« ..•GUSV

TasK Order Management
Request ft Initial Analysis

Deliverables to be completed .
CQuest will submit four (4) Invoices to the Payment Source Indicated below. Any MSC program that
Is not listed In the Payment Source are not obligated, nnandaDy orothervrlse, for this worlcir the
designated program defaults on the (tllowing payment schedule: >

Del# Deliverable Description Task «s Invoke

Amount

Due Date Payment source

1 IrUdal Development
Comolete

1,2,3 $32,256 4/20/2015 New Hampshire
WIC Prooram

2 Intemal Testing Complete 4.5,6 $19,320 5/10/2015 New Hampshire
WIC Proorem

3 UAT Support 7 $8,976 10/20/2015 ITCA WIC Program

4 Production Deployment 8 $2,596 11/10/2015 TTCA WIC Prooram

Total $63,148.00

See Deliverable Ust above In Section I.

Acceptance Crtterla

Deliverable Acceptance Criteria.

1. Initial Development
Complete

CQuest will submit a memo describing that Implementation Is complete.

The guided review of the Initial Implementation Is complete.

2. Test Case Update
Complete

CQuest will submit a memo describing that all known defects have been
addressed.

The guided review of the tested hrncdonailty is complete.

3. UAT Support UAT Is completed. Software is approved for production deployment

4. Production Deployment Deployment in all three NSC programs Is complete.

Risk and Impact AMcssmcnt Start Date: N/A

Risk and Impact Assessment Finish Date: N/A

Staffing resources required to complete Risk and Impact Assessment: N/A

Estimated Hours needed to complete Risk and Impact Assessment: N/A

Estimate of MSC resources and hours required to complete Risk and Impact
Assessment: N/A

Impact of completing Risk and Impact Assessment on other activities currently
being addressed: N/A

Cost to NSC for CQuest to perform Risk and Impact Assessment: N/A

V
CQuesl's Initials:

Dale: n "iJ/d/aoi ̂

P»9fl4



Conlracl Amendment 1, Attachment 2 • Task Order 2015 • 02

lOCfi" Task Order Management
Request & Inftial Analysis

SccMon m

MSC Review of the InMal Analysis
Tbb sccUon b completed by HSC Single Point of Contact

[B^oceed with the Task Order as describedB Proceed wfth and Invoice for a Risk and Impact Assessment
Request withdrawn

rrCA Approval
Authorized signature of ITCA to proceed as Indicated In ITCA Review of the Initial Analysis.

Date: / / 5" //5

Auttwrtzed ntX Signatura

KanMs Approval
Authorized signature of Kansas to proceed as Indicated In Kansas Review of the Initial Analysis.

' 6 M-D
Authorized KBAtBS Signature

New Hampshire Approval
Authorized signature of New Hampshire to proceed as Indicated In New Hampshire Review of the
Initial Analysis.

laUOAji- mi; n -rur
N«wH«i

Approved by CQuest
Authorized signature of CQuest to proceed as Indicated In the MSG Review of the Initial Analysis.

Authorized CQucst Signjcm

CQuest's Initials: /^Vl_
Date:

Pages



Contract Amendment 1. Attachment 3 - Task Order 2015 - 03

Task Order Management
Request & Initial Analysis

General Information

MSC WIC System

Task Order Title: Portal AnnourKements
Task Order Numl>ert 2015 - 03
Date Request Submitted: 12/14/2015
Task Order Originator The Multi-State Consortium (MSC)

_

Reason lor Task Order: □ New Regulation El Enhancement Requested
D Change In Business Practice Q New Service Requested
□ Other

Priority Levoh □ Urgent Q High S) Medium □ Low

Risk and Impact Assessment requested/required by MSC? DYm S No

section I

Task Order Request

Scope of Work

Modify the Vendor and Client Portals to Indude an announcement area. The announcement
Airtctlonallty wilt aDow state staff to create and manage annourKements that post to the WEB
Portals. Utility screens win be created to allow state staff to add, update, and delete
announcements that display on the portals. Vendor Portal annourKements wtll be managed
using a new utllKy in the Vendor Management appilcatlon. Client Portal announcements will
be managed using a new utility In the Central Office UtlDties application.

Delivorabias

Deliverables for the Portal Announcements project are as follows:

1. Analysts and Design
2. Inldal Development and Unit Testing
3. Internal Testing
4. UAT Support
5. Production Deployment of modified portals
6. production Deployment of new utilities

Assumptions

None

gai

Pagtl

CQuest's [niUal
Date: C^n



Contract Amendrnent 1. Attachment 3 - Task Order 2015 • 03

cQueql; Task Order Management
Request & Initial Analysis

Customer assets available to assist In completion of this Task Onler

Requirements; Select HSC Experts wit! serve as a design team and contribute to the
hincboruil definition and iook and feel of the announcements sections.

Deliverable Acceptance: Sand! Fry

S^\on n

Task List and proposes schedule and resources

Task JaA/

Task DesolpHon

Schedule / Staff

Analysis and Design

I High Level Description

A business analyst will work with Sandl Fry to create a
user expert team to partfdpate In the web portal
announcement design arxl design acceptance pnxasscs.

The business analyst will meet with MSC WIC System
experts; review requirements; and, with the help of tt>e
experts, create, model, and describe a high level design

on how the portal announcefnent pages will look,
ilmcUon, and operate.

April 1th-7th

Business Analyst: RIchdIe/Steve

2 Guided Walk through

The business analysis will convene a meeting fbr the user
expert team and conduct a guided review of the High
Level design document fbr the web portal anmunoement i
pages. The business analyst will also serve as mectfrtg ^
solbc, receding dedslons, concerns, and suggestions fbr
ImprovemerXs.

April 8th

Business Analyst:

Ridielle/Stevc

3 Detail Level OesolpUon with paper prototypes

The business analyst will meet with Sandl Fry to review
the notes from the meeting. Sarxfl Fry will direct whldi
design suggestiorvs are to be Incorporated Into the final
deslga The business analyst will create a detailed
fUncbonai design documents with accompanying paper
prototypes to aid the user group In visualizing the new
poitsi announcement functionary.

April 9nd - April 24th

Business Analyst:

ftiche8e/5teve

4 Poftei Fun-Specs

The business analyst will create functional spedftcaOons
for the new portal announcement IbncOonfliity

April 24th - May 1st

Business Analyst:

Rlchelie/Steve

COuest's Initials:

Date: ^13/Visits

Psge 2
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noaal

Task Order Management
Request & Inlttal Analysis

5 Test Cases

The business analyst will aeate/update test cases and
scripts fbr the new portsi announcement hinctlonalicy.

May 4th -HayBCh

Business Analyst:

Rldietle/Steve

6 The extsttng portals wll be modlfled to Indude the new

announcement sections.

May 11th - May 20th

Developer: Russ

7 The Vendor Kanaffement apptlcatlon will bo modified to
Indude a r)ew utility fbr managing the announcemenb on
the Vendor n^ftai.

May 20th - May 22nd

Developer: Russ

8 The Central OfHce UtiBttes application will be modified to
Indude a new utility fOr managing the announcements on
the aienc Portal.

May 20th - May 22nd

Developer: Russ

9 Portal announcement and uURty testing Hay 14th - May 25th

Tester: New Tester

10 Guided UAT of artnouncements end uttUttes. Ptay 27th

Business Analyst:

Rlchdle/Steve

11 Ocplcy portals to production May 28tti T Hay 29tn

Developer: Russ

rmdOd»6yt:0i

12 Guided UAT of announcements and utilities.

The utilities will be deployed with the SQL Server ready
releases of the Vendor Management and Central Offlc*

Utilities applications.

Octieth -OckStst

Developen Russ

COuest's Initials:.

Dale:

P»9a3



Contract Amendment 1. Attachment 3 • Task Order 2015 - 03

Task Order Management
Request ainftlal Analysis

Deliverables to be completed
CQuest will submK six (6) Invoices to the Payment Source Indicated below. Any MSG program that
Is not listed in the Payment Source are not obligated, finandally or otherwise, for this work ir the
designated program defeults on the following payment schedule:

Del # Deliverable Desototlon Task «S

Invoice

Amount Due Date Payment source

1 Anatvsis and Deslan 1.2.3. 4. S S3.180 5/15/2015

New Hampshire WIG
Proa ram

1 Analysis and Desion 1.2,3. 4. 5 629.558 5/15/2015 Kansas WIG Prtxiram

2 Initial Development 6.7.0 .610.240 6/10/2015 Kansas WIG Program

3 Testlna 9 67.380 6/12/2015 Kartsas WIG Program

4

Guided UAT of

announcements and utinues. 10 61.408 6/15/201S Kar^as WIG Prtxiram

S

Production Deployment of
portals 11 61,408 7/31/2015 Kansas WIG Program

6

Production Deployment of
Utilities 12 61.408 11/10/2015 Kansas WIG Program

Total 654.562

Acceptance Criteria

Deliverable Acceptance Criteria

1. Analysis and Design Design Is complete.

Analysis documents have been accepted.
Design walk through Is complete.
Functional spedflcaOons have been aeated and
updated.

2. IntUal Development Initial Developmmt has been completed and
demonstrated to Sandl Pry.

3. Testing. Testing has removed all known defects. The guided
UAT encounters rx> defocts.

4. UAT Guided UAT hu been completed. Software Is
approved for production deployment.

5. Production Deployment of portals Portals are in production. A QA pass shows that there
are no defects.

6. Production Deployment of Utilities Portal uttlittes are In production. A QA pass shows
that thefe are rvo detects.

Risk and Impact Assessment Start Date: N/A

Risk and Impact Assessment Rnbh Date: N/A

Staffing resources required to complete Risk and Impact Assessment: N/A

Estimated Hours needed to complete Risk and impact Assessment: N/A

CQuesfs Initials:.
Dale: <5.^/^/3.07'3



Conlracl Amendmenl 1. Attachment 3 - Task Order 2015 - 03

Task Order Management
Request a Inftfal Anatysis

Estimate of HSC resources and hours required to complete Risk and Impact
Assessment} N/A

Impact of completing Risk and impact Assessmenton other activities ciirrently
being address^: N/A

Cost to MSC for CQuest to perform Risk and Impact Assessment: N/A

Section m

MSC Review of the Initial Analysis
This SKtton is oDmptated by M5C Singli Point of Con&ct

SS'^roKed with the Task Order as describedB Proceed with and Invoice for a Risk and Impact Assessment
Request withdrawn

ITCA Approval
Authorized signature of ITCA to proceed as Indicated In rrCA Review of the Inldal Analysis.

Date: // 5 /j^

Authortzad nil^lomture

Kansas Approval
Authorized signature of Kansas to proceed as Indicated In Kansas Review of the Initial Analysis.

'D^-rrz
Authortced Kansas Signature

New Hampshire Approval
Authorized signature of New Hampshire to proceed as indicated In New Hampshire Review of the
Initial Analysis.

Authortzep New Hampshire Slpnature f f

Date: I i 7 !

Approved by CQuest
Authorized signature of CQuest to proceed as Indicated In the HSC Review of the Initial Analysis.

Authortxed CQuest signature

Page 5

CQuest's InlUals:

Date:
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

29 HAZEN DRIVE, CONCORD, NH 03301*6527
603-271-4546 1-600-852-334S Ext 4546

Fax; 603-271-4779 TDOAcctss: 1-600-735*2964

nNI/x

vy;^ NH OIVIJION OF
Public Health Services

Nicholas A. Toumpas
Commlsslonsr

Jo«4 Thitr Montaro

Dinctor

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

August 8, 2014

S 3//V

REQUESTED ACTION

loot kJorJ
Authorize the Department of Health and Human Services, Division of Public Health Services, to

enter into an agreement with CQuest America, Inc.. (Vendor # 168898-8001) 500 S. S" Street,
Springfield. IL, 62701 in an amount not to exceed $3,546,542, to provide Operations and Maintenance
Services for the New Hampshire Women, Infants, and Children Program's Management Information
System to be effective retroactive to August 1, 2014 through June 30, 2022.

Funds are available in the following account for SPY 2015, and are anticipated to be available in
SPY 2016, SPY 2017, SPY 2018, SPY 2019, SPY 2020, SPY 2021, and SPY 2022 upon the availability
and continued appropriation of funds In the future operating budgets, with authority to adjust
encumbrances between State Fiscal Years through the Budget Office, without further approval from
Governor and Executive Council, if needed and justified.

05-95-90-902010-52600000 HEALTH AND SOCIAL SERVICES, DEPT OP HEALTH AND HUMAN
SVS, HHS; DIVISION OP PUBLIC HEALTH, BUREAU OF POPULATION HEALTH AND COMMUNITY

SERVICES, WIC SUPPLIMENTAL NUTRITION PROGRAM

Fiscal Year Class/Account Class Title Job Number Total Amount

SPY 15 102-500731 Contracts for Proa Svc 90006015 $436,680

SPY 16 102-500731 Contracts for Proa Svc 90006015 $436,680

SPY 17 102-500731 Contracts for Prog Svc 90006015 $436,680

SPY 18 102-500731 Contracts for Prog Svc ,90006015 $436,680

SPY 19 102-500731 Contracts for Prog Svc 90006015 $436,680

SPY 20 102-500731 Contracts for Prog Svc 90006015 $445,413

SPY 21 102-500731 Contracts for Prog Svc 90006015 $454,322

SPY 22 102-500731 Contracts for Prog Svc 90006015 $463,407

Total $3,546,542



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

August 8, 2014
Page 2

EXPLANATION

Retroactive approval is requested in order for NH to meet the United State Department of
Agriculture's approved start date of August 1, 2014. This is a multi-state initiative for the Women,
Infants, and Children Programs of New Hampshire. Kansas and the Inter TribaLCouncil of Arizona.
The three states use the same Integrated management information and therefore collaborated on a
single'solicitation for one contactor to provide Operations. Maintenance and Hosting Services for the
system. Working through three different procurement and contracting units was a complex process
with unforeseen delays.

Funds in this agreement will be used for the operations, maintenance and hosting of the New
Hampshire Women, Infants, and Children StarLINC Management Information System. Having an
automated benefits management system is a Federal requirement.

The Healthy Eating and Physical Activity Section administers the USQA Special Supplemental
Nutrition Program for Women. Infants and Children serving more than 15,000 consumers. The
Program uses an integrated benefits management system called StarLINC. This automated system is
used to determine client financial eligibility and nutritional needs both for nutrition education and
supplemental foods. The system Issues paper food vouchers that participants redeem at the grocery
store. StarLINC interfaces directly with the State's accounting system, enabling online payments to
grocery stores. The StarLINC system allows the program to quickly identify duplicate clients,
suspended clients, and identify fraudulent requests for payment for grocery stores, while maximizing
the efficiency of the processing of food vouchers for payment.

Should Governor and Council determine to not authorize this retroactive request as of August 1.
2014, the State would not be in compliance with Federal regulations and could not operate the Special
Supplemental Nutrition Program for Women, Infants and Children Program.

The State of Kansas released a Request for Proposal for the "Operations and Maintenance of
WIC MIS for the Multi-State WIC Consortium: State of Kansas Department of Health and Environment.
New Hampshire Department of Health and Human Services and the Inter Tribal Council of Arizona' in
accordance with their procurement rules and regulations on December 23. 2013. A link to the RFP was
posted on the State of NH Department of Health and Human Services weljsite on January 7, 2014.

One proposal was received in response to the Request for Proposals. The proposal review
committee was representative of the three states and had Women, Infants, and Children Program and
Department of Information Technology staff. A summary of this review process is attached

As referenced in the Request for Proposals. Renewals Section, this competitively procured
Agreement has the option to extend for seven (7) additional years, contingent upon satisfactory
delivery of services, available funding, agreement of the parties and approval of the Govemor and
Council.

The following performance measures will be used to measure the effectiveness of the
agreement:

•  Timeliness in modification of federally regulated and food industry mandated changes.
•  Assurance of appropriate daily maintenance of StarLINC system.



Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

Augusts, 2014
Page 3

Area served: Statewide.

Source of Funds: 100% Federal Funds from the United States Department of Agriculture.
CFDA# 10.557, and Federal Award identification Number (FAIN) 14144NH703W1003.

In the event that the Federal Funds become no longer available, General Funds will not be
requested to support this program.

Respectfully submitted.

,MHCDSJos6 Thier Montero,
Director

Approved by:
Nicholas A. Toumpas \
Commissioner

The Department of Health and Human Services' Mission is tojoin communities and families
in providing opportunities for citizens to achieve health and independence.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY

27 Hazen Dr., Concord. KH 03301

Fax: 603-271-1516 TOD Access: 1-800-735-2964

www.nh.gov/doii

Peter C. Hastings
Commissioner

July 28,2014

Nicholas Toumpas, Commissioner
State of New Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord. NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that the Department of Information Technology
(DoIT) has approved your agency's request to enter into a contract with CQuest America, Inc. as
described below and referenced as DoIT No. 2014-017.

y

The purpose of this contract is to provide technical services for hosting,
operations, software maintenance, technical support services, and software
enhancements to the StarLINC System, currently used by the State of New
Hampshire DHHS Women, Infants, and Children (WIC) Program. The funding
amount is $3,546,542, and the contract term is from August 1, 2014 through June
30,2022, with Governor and Executive Council Approval.

A copy of this letter should accompany the Department of Health and Human Services'
submission to the Governor and Executive Council.

Sincerely,

C-
Peter C. Hastings

PCH/ltm

RFP 2014-017

cc: Margaret Murphy, DHHS
Leslie Mason, DoIT



CoDtract 2014-017 - Operation and Maintenaace Services of tbe NH Women, infants and Children
Management infonnation System

The State of Kansas released a Request for Proposal for the "Operations and Maintenance of WIG MIS
for the Multi-State WIG Consortium: Slate of Kansas Department of Health and Environment, New
Hampshire Department of Health and Human Services and the Inter Tribal Council of Arizona" in
accordance with their procurement rules and regulations on December 23, 2013. A link to the RFP was
posted on the State ofNH Department of Health and Human Services website on January 7, 2014.

In accordance with the State of Kansas Consortium based Procurement Procedures, Representatives from
the Stale of Kansas, the Stale of New Hampshire and ITCA evaluated the proposal for compliance with
the RFP and ability to provide the services requested.

Members of the review panel were:

State ofNH

Margaret Murphy, Administrator, Healthy Eating & Physical Activity Section
Leslie Mason, DOIT Contracts Manager
Martha Wells, Business Systems Analyst!
Gerald Bardsley, Business System Analyst I

Inter Tribal Council of Arizona

Mindy Jossefides, Director, WIC Program

State of Kansas

David Thomason, Director, Nutrition and WIC Services
Kelly Williams, Deputy Chief Information Officer
Sandi Fry, IT Project Manager
Randy Volz, Program Analyst

KJDHE Fiscal Management
Kelly Chilson, Director, Fiscal Management

The MSG received one response to the RFP.

The panel held several meetings and a conference call with the vendor. After receiving clarification from
the vendor on some of their responses the review committee concluded that the vendor met the
requirements of the RFP and could provide all requested services.

The unanimous approval of this vendor by the review panel was sent to the Kansas Procurement
Negotiation Committee (PNC) and they awarded the bid to CQuest America, Inc.



FORM NUMBER P.37( version 1/09}

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS. AND CHILDREN MANAGEMENT
INFORMATION SYSTEM

CONTRACT 2014-017

agreement- parti

Subject; Operations and Maintenance Services of the NH Women, infants, and Children Management Information System

agreement

Tlie State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

I. IDENTIFICATION.

I.I State Agency Name
[}cpartmeni of Health and Human Services

1.2 Stale Agency Address
129 Pleasant Street

Concord. NH 03301-3857

1.3 Contractor Name

CQuest America, Inc.

1.4 Contractor Address

500 South 9*^ Street
Springfield, Illinois. 62701

1.5 Contractor Rhone

217-541-738?

1.6 Account Number

05-95-90-902010-5260-102-

500731

1.7 Completion Date

June 30.2022

1.8 Price Limitation

S3.546.542

1.9 Contracting OfHcer for State Agency
Brook Dupec, Bureau Chief^

1.10 State Agency Telephone Number
603-271-4483

1. 1 1 Contractor Signature 1.12 Name and Title of Contractor Signatory
H. Kevin Davis, President & CEO

l.l^ Acknowledgement: State of Illinois. County of

On /y . before the undersigned ofTicer, personally appeared the person identified in block 1.12, or satisfactorily
proven to be the person whose name is signed in block 1. 11, and acknowledged that s/he executed this document in the capacity
indicated in block 1.12.

1.13.1 Signatu<^#P9MWyPiWi»4Hi4a<i^><<<fcrl
OFFICIAL SEAL
KAREN HAROY

[Seallt notary PueuC-STATE OF UMOS
1.13.2 ̂  P&ce

1.14 State Agency Signature 1.15 Name and Title of State Agency Signatory

/orook biiP^eydureHLoChief
1.16 Approval by theN.H. Department of Administration, Division of Personnel (ifuppHcabk)

By: Director, On;

1.17 Approval by the Attorney General (Form. Substance and Execution)

By:/

1.18 Approval oy the (|6v^TK)r and Executfve Council

^ On:

Page I of 4



2. EMPLOYMENT OF CONTRACTOR/SERVICES TO

BE PERFORMED. The Slate of New Hampshire, aciing
through the agency identified in block I.I ("State"), engages
contractor identified in block 1.3 ("Contractor") to perform,
and the Contractor shall perform, the work or sale of goods, or
both, identified and more particulaxly described in the anached
EXHIBIT A which is incorporated herein by reference
("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, this
Agreement, md all obligations of the parties hereunder, shall
not become effective until the date the Governor and

Executive Council approve this Agreement ("Effective Date").
3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not
become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agrtemcnl to the
contrary, all obligations of the State hereunder, irKluding,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation
of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In the event of a reduction or termination of

appropriated funds, the State shall have the right to withhold
payment until such funds become available, if ever, and shall
have the right to terminate this Agreement immediately upon
giving (he Contractor notice of such termination. The Slate
shall not be required to transfer funds from any other account
to the Account identified in block t .6 in the event funds in that
Account arc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/

PAYMENT.

5.1 The contract price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be (he
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State
shall have no liability to the Contractor other than the contract
price.
5.3 The Slate reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement

those liquidated amounts required or permined by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.
5-4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually
made hereunder, exceed the Price Limitation set forth in block

1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS

AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or municipal authorities
which impose any obligation or duly upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. In addition, the Contractor shall comply with all
applicable copyright laws.
6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or applicants for
employment because of race, color, religion, creed, age, sex,
handicap, sexual orienution, or national origin and will take
affirmative action to prevent such discrimination.
6.3 If this Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 ("Equal
Employment Opportunity"), as supplemented by the
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United Slates issue to
implement these regulations. The Contractor further agrees to
permit the State or United States access to any of the
Contractor's books, records and accounts for the purpose of
ascertaining compliance with all rules, regulations and orders,
and (he covenants, terms and conditions of this Agreement.

TPERSONf^l^,..,
7.1 The'.Contractor shall at- it^jown expose provide all
personnel necessary to perform (jv Services-^The Contractor
warrants that all personnel eng^ed ig tl^ Services shall be
qualified'to perform the Services, .and sh^ll be properly
licensed and otherwise auduwuedtodo^o-ynrRr all applicable
laws.

7.2 Unless otherwise authorized in writing, during the term of
(his Agreement, and for a period of six (6) months afier the
Completion Dale in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State
employee or official, who is materially involved in the
procurement, administration or performance of this
Agreement. This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or
her successor, shall be the State's representative. In the event
of any dispute concerning the interpretation of this Agreement,
(he Contracting Officer's decision shall be final for the State.
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8 EVENT OF DEFAULT/REMEDIES.

8.1 Any one of more of the following acts or omissions of ihc
Contractor shall constitute an event of default hereunder

("Event of Default"):

8.1.1 failure to perform the Services satisfactorily or on
schedule:

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to pcrfonn any other covenant, term or condition
of this Agreement.
8.2 Upon the occurrence of any Event of Default, the State
may take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it to be remedied within, in the
absence of a greater or lesser specification of time, thirty (30)
days from the date of the notice; and if the Event of Default is
not timely remedied, terminate this Agreement, effective two
(2) days after giving the Contractor notice of termination;.
8.2.2 give the Contractor a written notice specifying the Event
of Def^auli and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such lime as the State
determines that the Contractor has cured the Event of Default

shall never be paid to the Contractor;
8 J.3 set off against any other obligations the State may owe to
the Contractor any damages the Slate suffers by reason of any
Event of Default; and/or
8.2.4 treat the Agreement as breached and pursue any of its
remedies at law or in equity, or both.

9.DATA/ACCESS/C0NF1DENTIALJTV/

PRESERVATION.

9.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of. or acquired or developed by reason of, this
Agreement, including, but not limited to. all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic representations, computer programs, computer
printouts, notes, letters, memoranda, papers, and documents,
all whether finished or unfinished.

9.2 All data and any property which has been received from
the State or purchased with ftinds provided for that purpose
under this Agreement, shall be (he property of the Stale, and
shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
requires prior written approval of the State.

10. TERMINATION. In the event of an early termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (IS) days after the date of

termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11. CONTRACTOR'S RELATION TO THE STATE. In

the performance of this Agreement the Contractor »$ in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
ofTiccrs. employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation
or other emoluments provided by the Stale to its employees.

12. ASSICNMENT/DELECAT10N/SUBCONTRACTS.

The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written consent of
the N.H. Department of Administrative Services. None of the
Services shall be subcontracted by the Contractor without the
prior written consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the Slate, its officers and
employees, from and against any and ail losses suffered by the
State, its offtcers and employees, and any and all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed to arise out oO the acts or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the

sovereign immunity of the State, which immunity Is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain In force, (he following
insurance:

14.1.1 comprehensive general liability insurance against all
claims of bodily injury, death or propeay damage, in amounts
of not less than $250,090 per claim and S2.000.(X10 per
occurrence; and

14.1.2 Ore and extended coverage insurance covering all
property Subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 herein shall
be on policy forms and endorsements approved for use in the
State of New Hampshire by the> N.H. Department of
Insurance, and issued by insurers licensed in the State of New
Hampshire.
14.3 The Contractor shall ftimish to the Contracting Officer
identified in block 1.9, or his or her successor, a certiric3te(s)
of insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer
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identified in block 1.9, or his or her successor, cenificate(s) of
insurance for all renewal(s) of insurance required under this
Agreement no. later than fifteen (15) days prior to the
expiration date of each of the insurance policies. The
cenificate(s) of insurance and any renewals thereof shall be
attached and are incorporated herein by reference. Each
certiflcate(s) of insurance shall contain a clause requiring the
insurer to endeavor to provide the Contracting Officer
identified in block 1.9, or his or her successor, no less than ten
(10) days prior written rwiice of cancellation or modification
of the policy.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt from, the requirements of N.H. RSA chapter 281 -A
("iVorkers' Compensation "}.
15.2 To the extent the Contractor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontractor or assignee to secure
and maintain, payment of Workers* Compensation in
connection with activities which the person proposes to
undertake pursuant to this Agreement. Contractor shall
furnish the Contracting Officer identified in block 1.9, or his
or her successor, proof of Workers' Compensation in the
manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached artd are
incorporated herein by reference. The State shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
arise under applicable State of New Hampshire Workers'
Compensation laws in connection with the performance of the
Services under this Agreement.

16. waiver of BREACH. No failure by the State to
enforce any provisions hereof after any Event of Default shall
be deemed a waiver of its rights with regard to that Event of
E)efault. or any subsequent Event of Default. No express
failure to enforce any Event of Default shall be deemed a
waiver of the right of the Stale to enforce each and all of the
provisions hereof upon any further or other Event of Default
on the part of the Contractor.

17. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duty delivered or given at the
time of mailing by certified mail, postage prepaid, in a United
Slates Post OITice addressed to the parties at the addresses
given in blocks 1.2 and 1.4. herein.

18. AMENDMENT. This Agreement may be amended,
waived or discharged only by an instrument in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Governor and
Executive Council of the State of New Hampshire.

19. CONSTRUCTION OF AGREEMENT AND TERMS.

This Agreement shall be construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective
successors and assigns. The wording used in this Agreement
is the wording chosen by the parties to express their mutual
intent, and r>o rule of construction shall be applied against or
in favor of any party.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement
are for reference purposes only, and the words contained
therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are incorporated herein by
reference.

2i. SEVEKABILITY. In the event any of the provisions of
this Agreement are held by a court of competent jurisdiction to
be contrary to any slate or federal law, the remaining
provisiofts of this Agreement will remain in full force and
effect.

24. ENTIRE AGREEMENT. This Agreement, which may
be executed in a number of counterparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes at) prior
Agreements and understandings relating hereto.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN

MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014.017

AGREEMENT-PART2

TERjMS AND DEFINITIONS

The following general conlracling terms and definitions apply except as specifically noted elsewhere in this
document.

AccepUnce Notice from the State that a Deliverable has satisfied Acceptance Test or
Review.

Acceptance Letter

Acceptance Period

Acceptance Plan

An Acceptance Lener provides notice from the State that a Deliverable
has satisfied Acceptance Tests or Reviews.

The timeframe during which the Acceptance Test is performed.

The Acceptance Plan provided by CQuest and agreed to by the State that
describes at a minimum, the specific Acceptance process, criteria, and
Schedule for Deliverables.

Acceptance Test and Review Tests performed to determine that no Defects exist in the application
Software, the System, or Contract Deliverables.

Access Control Supports the management of permissions for logging onto a computer or
network.

Agreement

Applied Hours

A contract duly executed and legally binding.

An hour of direct labor capable of exact quantitative measurement
performed by IT personnel engaged in creating and/or regulating the
technical activities of the contract.

Audit Trail Capture and
Analysis

Bidder

Bug

Supports the identification and monitoring of activities within an
application or system.

Any person, corporation, or partnership who chooses to submit a
proposal.

An error, flaw, mistake, failure, or fault in a computer program that
prevents it from behaving as intended (e.g.. producing an incorrect
result).

CCP

Costs

CR

Change Control Procedures.

Shall mean those direct and indirect items of expense determined by the
Department to be allowable and reimbursable in accordance with cost
and accounting principles established in accordance with state and
federal laws, regulations, rules and orders.

Change Request.

2014-017- Part 2
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN
management INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

ACREEMENT-PART2

Ccrtificalioo

Change Control

Commttlee Report

Committee

Coofideotial loformation

Contract

CQuest

Data

DBA

Deflciencies/Derects

2014-017- Part 2
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CQuest's written declaration with full supporting and written
Documentation (including without limitation lest results as applicable)
that CQuest has completed development of the Deliverable and certified
its readiness for applicable Acceptance Testing or Review.

Formal process for initiating changes to the proposed solution or process
once development has begun.

A report prepared by the Procurement Manager and the Procurement
Negotiating Committee for submission to the Director of Purchases for
contract award that contains all written determinations resulting from
the conduct of a procurement requiring the evaluation of competitive
sealed proposals.

The Procurement Negotiating Committee.

Information required to be kept confidential from unauthorized
disclosure.

This Agreement between the State of New Hampshire and CQuest,
which creates,binding obligations for each party to perform as specified
in the Contract Documents.

CQuest America, Inc.

State's records, files, forms, data and other documents or information, in
either electronic or paper form, that will be used /converted by CQuest
during the Contract Term.

Database Administrator.

A failure, deficiency or defect in a Deliverable resulting in a Deliverable,
the Software, or the System, not materially conforming to its
Specifications.
Class A Deficiency -

(i) Software - Critical, does not allow the System to operate, no
work around, demands immediate action;
(ii) Written Documentation - missing significant portions of
information or unintelligible to the State;
(i) Non Software - Services were inadequate and require re-
performance of the Service.

Class B Deficiency -
(ii) Software - important, does not stop operation and/or there is
a work around and user can perform tasks;
(iii) Written Docurhentation - portions of information are
missing but not enough to make the document unintelligible; \
(iii) Non Software - Services were deficient, require reworking,
but do not require re-performance of the Service.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN

MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

ACREEMENT-PART2

Class C Deficiency -
(i) Software - minimal, cosmetic in nature, minimal effect on
System, low priority and/or user can use System;
(ii) Written Documentation - minimal changes required and of
minor editing nature;
(iii) Non Software - Services,require only minor reworking and
do not require re-performance of the Service.

A Deliverable is any Written, Software, or Non-Software Deliverable
(letter, report, manual, book, other), provided by CQuest to the State or
under the terms of a Contract requirement.

Deliverable

Department

Desirable

Delermioation

Documentation

Digital Signature

EfTective Date

Encryption

Enbancements

Federal/State Law

Firm Fixed Price Contract

Finalist

2014-017- Part 2
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An agency of the State.

The terms "may", "can", "should", "preferably", or "prefers" identify a
desirable or discretionary item or factor.

Means the written documentation of a decision of a Procurement

Manager including findings of fact required to support a decision. A
determination becomes part of the procurement file to which it pertains.

All information that describes the installation, operation, and use of the
Software, either in printed or electronic format.

Guarantees the unaltered state of a file.

The Contract and all obligations of the parties hereunder shall become
effective on August 1,2014.

Supports the encoding of data for security purposes.

Updates, additions, modifications to, and new releases for the Software,
arid all changes to the Documentation as a result of Enhancements,
including, but not limited to. Enhancements produced by Change Orders.

Wherever federal or state laws, regulations, rules, orders, and policies,
etc. are referred to in the Contract, the said reference shall be deemed to
mean all such laws, rcgulaiions, etc. as they may be amended or revised
from the time to time.

A Firm-Fi.xed-Pricc Contract provides a price that is not subject to
increase, i.e., adjustment on the basis of CQuest's cost experience in
performing the Contract.

A bidder who meets all the mandatory specifications of the Request for
Proposals (RFP) and whose score on evaluation factors Is sufficiently
high to qualify that bidder for further consideration by the Procurement
Negotiating Committee.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH.WOMEN, INFANTS, AND CHILDREN
MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

ACREEMENT-PART2

FNS

Coveroor lod Executive

CouDcil

Idefllincatioo aad

AutheaticatioD

Inipiemeatalion

Input Validation

lotegratioo

IntrnslOQ Detection

Key Project Staff

Maintenance

MIS

Modification

MSG

Normal Business Hours

Open Data Formats

The Food and Nutriiion Services, part of ihe US Departmenl of
Agriculture.

The New Hampshire Governor and Executive Council.

Supports obtaining information about those parlies attempting to log on
to a system or application for security purposes and the validation of
those users.

The process for making the System fully operational for processing the
Data.

Ensures the application is protected from buffer overflow, cross-site
scripting, SQL injection, and canonicalization.

Defined as a seamless sharing of client data (from the system user's
perspective), through a common user interface.

Supports the detection of illegal entrance into a computer system.

Personnel identified by the State and by CQuest as essential to work on
the Project.

Defined as the normal day-to-day system processing operations.
Maintenance includes; bul, is not limited to, operating the StarLINC
software within the hosted environment and correcting system errors to
meet specifications.

Management Information System.

Defined as a request for a change to an existing specification In the
system based upon USDA recommendations, requirements and
regulations, guidelines and mandates. Once a modification has been
completed and approved by the MSG, its' continued monitoring falls
under the auspices of maintenance.

Multi-State WIC Consortium which includes New Hampshire (NH),
Kansas (KS), and the Inter Tribal Council of Arizona (ITCA).

As mutually agreed upon and documented in the Service Level
Agreement (SLA).

A data format based on an underlying Open Standard.
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STATE OK NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND maintenance SERVICES OF THE NH WOMEN, INFANTS. AND CHILDREN

MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART!

Open Source Software

Open Slandards

Operating System

Operational

Order of Precedence

Project

Project Team

Project Management Plan

Project Managers

Procurement Negotiating
Committee

Proposal

Purchase Order

Review

Software that guarantees the user unrestricted use of the Software as
defined in RSA 2I-R:10 and RSA 2I-R:I I.

Specifications for the encoding and transfer of computer data that is
defined in RSA 21-R:I0 and RSA 2I-R:I3.

System is fully functional, ail Data has been loaded into the System, is
available for use by the State in its daily operations.

Operational means that the System is operating and fully functional, all
Data has been loaded; the System is available for use by the Slate in its
daily operations, and the State has issued an Acceptance Letter.

The order in which Contract/Documents control in the event of a conflict

or ambiguity. A term or condition in a document controls over a
conflicting or ambiguous term or condition in a document that is lower
in the Order of Precedence.

The planned undertaking regarding the entire subject matter of an RPR
and Contract and the activities of the parties related hereto.

The group of State employees and contracted CQucst's personnel
responsible for managing the processes and mechanisms required such
that the Services are procured in accordance with the Work Plan on time,
on budget, and to the required specifications and quality.

A document that describes the processes and methodology to be
employed by CQucst to ensure a successful Project.

The persons identified who shall function as the State's and CQuest's
representative with regard to Review and Acceptance of Contract
Deliverables, invoice sign off, and review and approval of Change
Requests (CR) utilizing the Change Control Procedures (CCP).

(PNC) means a body appointed by Kansas Department of Health &
Environment management to perform the evaluation of offer or
proposals and negotiate the contract pursuant to I7300-EVT0002842.

The submission from a vendor In response to the Request for a Proposal
or Statement of Work. ^

The document which directs CQuest to deliver items of tangible personal
property or services pursuant to an existing contract.

The process of reviewing Deliverables for Acceptance.
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STATE OF NEW HAMPSHIRE

department of health and human services
OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS. AND CHILDREN

MANAGEMENT INFORMATION SYSTEM
CONTRACT NUMBER 2014-017

AGREEMENT-PART 2

Review Period

RFF (Request for Proposal)

Role/Privilege Maoagemeot

Schedule

Service Level Agreement (SLA)

Services

Software

The period set for review of a Deliverable as mutually agreed upon and
documented in the Acceptance Plan.

A Request For Proposal solicits Proposals to satisfy State functional
requirements by supplying data processing product and/or Service
resources according to specific terms and conditions.

Supports the granting of abilities to users or groups of users of a
computer, application, or network.

The dates described in the Work Plan for deadlines for performance of
Services and other Project events and activities under the Contract.

A signed agreement between CQuest and the State specifying the level
of Service that is expected of, artd provided by, CQuest during the term
of the Contract.

The work or labor to be performed by CQuest on the Project as
described in the Contract.

All custom Software and COTS Software provided by CQuest under the
Contract.

Software Deliverables

Software License

Specifications

State

Slate Confidential Information

2014-017- Pan 2
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COTS Software and Enhancements.

Licenses provided to the Slate under this Contract.

The written Specifications that set forth the requirements which include,
without limitation, this RJ^P, the Proposal, the Contract, any performance
standards. Documentation, applicable State and federal policies, laws
and regulations, State technical standards, subsequent State-approved
Deliverables, and other Specifications and requirements described in the
Contract Documents. The Specifications are, by this reference, made a
part of the Contract as though completely set forth herein.

STATE is defined as:

State of New Hampshire
Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301
Reference to the term "State" shall include applicable agencies.

State's information regardless of its form that is not subject to public
disclosure under applicable state and federal laws and regulations,
including but not limited to RSA Chapter 91-A.
httD://www.gencourt.state.nh.us/rsa/html/VI/9l -A/91 -A-mre.htm
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state of new HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
OPERATIONSAND maintenance SERVICES OF THE NH WOMEN, INFANTS, ANDCHILDREN

(MANAGEMENT INFORMATION SYSTEM
CONTRACT NUMBER 2014-017

agreement-PART 2

Slate Data

Slate Project Leader

Staters Project Manager (PM)

Subcontractor

System

Test Plan

Term

Traositioo Services

UAT

User Acceptance Testing

User Management

CQuesI/ Contracted CQuest

Vendor/ Contracted Vendor

2014-017- Pan 2

Initial and Date All Pa

CQuest's initial^:
Dale:

lals:

Any information contained within Slate systems in electronic or paper
format.

State's representative with regard to Project oversight.

State's representative with regard to Project management and technical
matters. Agency Project Managers are responsible for review and
Acceptance of specific Contract Deliverables, invoice sign off, and
Review and approval ofa Change Proposal (CP).

A person, partnership, or company not in the employment of, or owned
by, CQuest, which is performing Services under this Contract under a
separate Contract with or on behalf of CQuest.

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

A plan, integrated in the Work Plan, to verify the code
(new or changed) works to fulfill the requirements of the Project. It may
consist of a timeline, a series of tests and test data, test scripts, and
reports for the test results as well as a tracking mechanism.

Period of the Contract from the Effective Date through termination.

Services and support provided when CQuest is supporting System
changes.

User Acceptance Test.

Tests done by knowledgeable business users who are familiar with the
scope of the Project. They create/develop test cases to confirm the
System was developed according to specific user requirements. The lest
ca.ses and scripts/scenarios should be mapped to business requirements
outlined in the user requirements documents.

Supports the administration of computer, application, and network
accounts within an organization.

The vendor whose proposal or quote was awarded the Contract with the
State and who Is responsible for the Services and Deliverables of the
Contract.

The Vendor whose proposal or quote was awarded the Contract with the
Slate and who is responsible for the Services and Deliverables of the
Contract.

Page 7 of 26



STATE OF NEW HAMPSHIRE
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Verification

Warranty Period

Warranty Releases

Warranty Services

Work Hours

Written Deliverables

Supports the confirmation of authority to enter a computer system,
application, or network.

A period of coverage during which CQuest is responsible for providing a
guarantee for products and Services delivered as defined In the Contract.

Code releases that are done during the Warranty Period.

The Services to be provided by CQuest during the Warranty Period.

CQuest personnel assigned to this Contract shall work the business hours
as mutually agreed upon and documented in the Service Level
Agreement. '

Non-Softwaxe written deliverable Documentation (letter, report, manual,
book, other) provided by CQuest cither in paper or electronic format.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN
MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014 017

AGREEMENT-PART 2

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through Department of Health and
Human Services ("DHHS" or "NH"), and CQuest America, Inc. ("CQuest"), having its principal place of
business at 500 S. 9** Street, Springfield, IL 62701.

The contractor shall provide hosting, operations, software maintenance, technical support services, and
software enhancements for StarLINC, the Management Information System ("MIS") operated by the Women,
Infants and Children (WIC) program.

RECITALS

The State desires to have CQuest provide hosting, operations and maintenance services for New Hampshire
DHHS, Women, Infants and Children Program's MIS as a member of the Multi-State WIC Consortium.

The parlies therefore agree as follows:

I. CONTRACT DOCUMENTS

1.1 Contract Documents

This Contract is comprised of the following documents (Contract Documents):

A. Part I -State of New Hampshire Contract 2014-017 Agreement, General Provisions as
contairwd in the Form P-37

D. Part 2 - Stale of New Hampshire Contract 2014-017 Agreement
C. Part 3 - Stale of New Hampshire Contract 2014-017 Consolidated Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions '
Exhibit D- Administrative Services

Exhibit E- Implementation Services (Not Used)
Exhibit E-l Security and Infrastructure
Exhibit F- Testing Services
Exhibit G- Hosting, Maintenance and Support Services,
Exhibit H- Requirements Response
Exhibit I- Service Level Agreement by Reference
Exhibit J-Software License

Exhibit K- Warranties and Warranty Services
Exhibit L- Training Services (Not Used)
Exhibit M- The Multi-.State WIC Consortium RFP with Amendments, by
Reference

Exhibit N- Vendor Proposal, by Reference
Exhibit O- Special Exhibits, Attachments, and Cenifications

2014-017- Part 2

Initial and Date All Pj

CQuesfsinitiak: Page 9 of 26CQuesi's initials:
Date:



STATE OF NEW HAMPSHIRE
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OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN
MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017
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D. RFP I7300-EVT0002842 (Kansas) Operations and Maintenance of WIC MIS for the Multi-
State Consortium (MSC), dated December 23, 2013 including the following documents:

1. State of Kansas Event Details

2. NH P-37

3. Section 5 - Specifications
4. Attachment E - Response Requirements
5. Attachment F - Federal Clauses

6. Amendment 1 - KDHE Response to Questions
7. Amendment 2 - KDHE Extension of Due Date

E. CQucst's Proposal, dated February 4, 2014 including the following documents:
1. CQuest's Cost Proposal dated February 4,2014
2. CQuest's Response to the MSC's Attachment E - Response Requirements
3. Appendix A - Operations Reports
4. Appendix B - Test Cases

^  5. Appendix C - Acceptance Plans
6. Appendix D - Draft MSC Service Level Agreement

F. CQuest's Best and Final Offer Documents including:
1. CQuest's Cost Proposal Dated April 16,2014
2. CQuest's Response to Questions dated April 16,2014
3. CQuest's Response to OWASP Question dated April 24,2014

1.2 Order of Precedence

In the event of conflict or ambiguity among any of the text of the Contract Documents, the
following Order of Precedence shall govern:

a. The Slate of New Hampshire Terms and Conditions. Form P-37 Contract Agreement - Part
I

b. State of New Hampshire, Department of Health and Human Services Contract Agreement -
Pan 2

c. Stale of New Hampshire, Department of Health and Human Services Contract Agreement -
Part 3

d. RFP I7300-EVT0002842 (Kansas) Operations and Maintenance of WIC MIS for the
Multi-State Consortium (MSC), dated December 23, 2013; then

e. CQuest's Best and Final document, dated April 24,2014
r. CQuest's Best and Final Cost Proposal and Response to Questions document, dated April

16, 2014
g. CQuest's Proposal, dated February 4, 2014.

1.3 Contract Term

The Contract and all obligations of the parties hercunder shall become effective after full execution
by the parties, and the receipt of required governmental approvals, Including, but not limited to,
August I, 2014 ("Effective Date").
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The Conlract shall begin on August 1, 2014 and extend throu^ June 30,2022.

CQuest shall commence work upon issuance of a Notice to Proceed by the State.

Time is of the essence In the performance of COuest's obligatiops under the CoDtract.

2. COMPENSATION

2.1 Conlract Price

The Contract price, method of payment, and terms of payment are identified and more particularly
described in Contract Exhibit B: Price and Payment Schedule.

2.2 Non-Exclusive, NOT TO EXCEED Conlract

This is a Non-E.xclusive, Not to Exceed (NTE) Contract with price and term limitations as set forth in
the Contract.

The State reserves the right, at its discretion, to retain other Contractors to provide any of the Services
or Deliverables identified under this procurement or make an award by item, part or portion of an
item, group of items, or total Proposal. CQuest shall not be responsible for any delay, act, or omission
of such other Contractors, except that CQuest shall be responsible for any delay, act, or omission of
the other Contractors if such delay, act, or omission is caused by or due to the fault ofCQuest.

3. CONTRACT MANAGEMENT

The Project will require the coordinated efforts of a Project Team consisting of both CQuest and State
personnel. CQuest shall provide all necessary resources to perform its obligations under the Contract.
CQuest shall be responsible for managing the Project to its successful completion.

3.1 CQuest^s Contract Manager

CQuest shall assign a Contract Manager who shall be responsible for all Contract authorization and
administration. CQuest's Contract Manager is:
Kevin Davis

President & CEO

500 S. 9"^ Street
Springfield, IL 62701
Tel: (217) 528-8264

Fax: (217)541-7461
Email: KDavis@COuesl.us

3.2 CQuest's Project Manager

3.2.1 Contract Project Manager

CQuest shall assign a Project Manager who meets the requirements of the Contract, including
but not limited to, the requirements set forth in the RFP. CQuest's selection of the Cdjuesi
Project Manager shall be subject to the prior wrinen approval of the Stale. The Slate's
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approval process may include, without limitation, at the State's discretion, review of the
proposed CQuest Project Manager's' resume, qualifications, references, and background
checks, and an interview. The State may require removal or reassignment of CQuest's
Project Manager who. in the sole Judgment of the State, is found unacceptable or is not
performing to the State's satisfaction.

3.2.2 CQuest's Project Manager must be qualified to perform the obligations required of the
position under the Contract, shall have full authority to make binding decisions under the
Contract, and shall function as CQuest's representative for all administrative and
management matters. CQuest's Project Manager shall perform the duties required under the
Contract, Including, but not limited to, those set forth in the Contract. CQuest's Project
Manager or his/her designee must be available to promptly respond during Normal Business
Hours within two (2) hours to inquiries from the State. CQuest's Project Manager must work
diligently and use his/ her best efforts on the Project.

3.2.3 CQuest shall not change its assignment of CQuest's Project Manager without providing the
State written justification and obtaining the prior written approval of the State. State
approvals for replacement of CQuest's Project Manager shall not be unreasonably withheld.
The replacement Project Manager shall have comparable or greater skills than CQuest's
Project Manager being replaced; meet the requirements of the Contract, (including but not
limited to, the requirements set forth in RFP); and be subject to reference and background
checks described above in Contract Agreement Part 2, Section 3.2.1: Conlraci Project
Manager, and in Contract Agreement Part 2, Section 3.6: Reference and Background Checks,
below. CQuest shall assign an acting CQuest Project Manager within ten (10) business days
of the departure of the prior CQuest Project Manager to provide competent Project
Management Services until a qualified replacement can be secured.

>

3.2.4 Notwithstanding any other provision of the Contract, the State shall have the option, at its
discretion, to terminate the Contract, declare CQuest in default and pursue its remedies at law
and in equity, if CQuest fails to assign a CQuest Project Manager meeting the requirements
and terms of the Contract.

3.2.5 The Contracted CQuest Project Manager is:
William Roth

Project Manager
500 S. 9* Street
Springfield, IL 62701
(217)528-8264
(217)541-7461
Email: wroth@cquest.us

3J CQuest Key Project Staff

3.3.1 CQuest shall assign Key Project Staff who meet the requirements of the Contract, meeting the
requirements set forth In Exhibit H. The State may conduct reference and background checks
on CQuest Key Project Staff. The State reserves the right to require removal or reassignment
of CQuest's Key F^oject Staff who are found unacceptable to the State. Any background

2014-017-Part 2

Initial and Date All P,
CQuest's initials: ffel Page 12 of 26als;

Date:



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS. AND CHILDREN
MANACEM ENT INFORMATION SYSTEM

CONTRACT NUMBER 201-I-0I7

agreement-PART 2

checks shall be performed In accordance with the Contract Agreement Section 4.10:
Background Checks.

3.3.2 CQuest shall not change any Contracted CQuesi Key Project Staff commitments without
providing the State written justification and obtaining the prior written approval of the Stale.
State approvals for replacement of CQuest Key Project Staff will not be unreasonably
withheld. The replacement CQuest Key Project StafTshall have comparable or greater skills
than CQuesi Key Project Staff being replaced; meet the requirements of the Contract,
including but not limited to the requirements set forth in Exhibit H and be subject to
refereace and background checks described in Contract Agreement-Fart 2, Section 3.6:
Reference and Background Checks^

3.3J Notwithstanding any other provision of the Contract to the contrary, the State shall have the
option to terminate the Contract, declare CQuest in default and to pursue its remedies at law
and in equity, if CQuest fails to assign Key Project Staff meeting the requirements and terms
of the Contract or if it is dissatisfied with CQuest's replacement Project staff.

3.3.3.1 CQuest Key Project Staff shall consist of the following individuals in the roles
identified below:

CQuest's Key Project SlafT:

Kr\

M;i(l

riiiu-liiMi.'.liitt ifitlc I'lill <tr

l':ii'l '1 iinv

William Roth ✓ Project Manager Full Time

Erik Fenstermaker ✓ Senior Network

Analyst

:  Part Time

Beth Munn 1 DBA/DA Full Time

Becky Trinkle ✓ Quality Assurance
Specialist

Full Time

Don Finch ✓ Technical Writer Full Time

Sonthana ✓ Help Desk Lead Part Time

Thongsithavong

I

3.4 State Contract Manager

The State shall assign a Contract Manager who shall function as the State's representative with
regard to Contract administration. The State Contract Manager is:
Margaret Murphy, WIC Stale Director
DMHS, Division of Public Health Services
29 Hazen Drive

Concord. NH 03301

Tel: (603) 271-4545
Fax; (603)271-4779
Email: mmurphy@dhhs.state.nh.us
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3.5 State Project Manager

The State shall assign a Project Manager. The Stale Project Manager's duties shall include the
following:

a. Managing the Project;
b. Engaging and managing the Contractor;
c. Managing significant issues and risks;
d. Reviewing and accepting Contract Deliverables;
e. Invoice sign-ofFs;
f.' Review and approval of change proposals; and
g. Managing stakeholders'concerns.

The State Project Manager is:
Margaret Murphy, WIC State Director
DHHS, Division of Public Health Services
29 Mazen Drive

Concord. NH 03301

Tel: (603) 271-4545
Fax: (603)271-4779
Email: mmurphy@dhhs.siate.nh.us

3.6 Background Checks

The State may, at its sole expense, conduct reference and background screening of the CQucst
Project Manager and CQucst Key Project Staff. The State shall maintain the confidentiality of
background screening results in accordance with the Contract Agreement, Part 2-Section 11: Use
ofState's Information. Confidentiality.

4. DELIVERABLES

4.1 CQuest Responsibilities

CQucst shall be solely responsible for meeting all requirements, and terms and conditions
specified in this Contract, regardless of whether or not a Subcontractor is used.

CQuest may subcontract Services subject to the provisions of the Contract. DHHS shall, at its
discretion, review and approve all subcontracts. If the Contractor identifies deficiencies or areas
for improvement are identified, the Contractor shall take corrective action. None of the Services
shall be subcontracted by the Contractor without the prior written consent of the State.

4.2 Deliverables and Services

CC)uest shall provide the State with the Deliverables and Services in accordance with the time
frames in the Work Plan for this Contract, and as more particularly described in Contract
Exhibit A: Contract Deliverables.
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Upon its submission of a Deliverable or Service, CQuesl represents thai it has performed its
obligations under the Contract associated with the Deliverable or Ser\'ice.

4.3 Non-Software and Writtco Deliverables Review and Acceptance

After receiving written Certification from CQucst that a Non-Software or Written Deliverable
is final, complete, and ready for Review, the State will Review the Deliverable to determine
whether it meets the specifications outlined in the contract. The State will notify CQuesl in
writing of its Acceptance or rejection of the Deliverable within five (5) business days or as
mutually agreed upon in the AcceptarKc Plan. If the State rejects the [>eliverable, the State shall
notify CQuesl of the nature and class of the Deficiency and CQuest shall correct the Deficiency
within the period identified in the final Service Level Agreement and any subsequent
modifications. If no period for CQuest's correction of the Deliverable is identified, CQuest
shall correct the Deficiency in the Deliverable within five (5) business days. Upon receipt of
the corrected Deliverable, the State shall have five (5) business days to review the Deliverable
and notify CQuesl of its Acceptance or rejection thereof, with the option to extend the Review
Period up to five (5) additional business days. If CQuest fails to correct the Deficiency within
the allotted period of lime, the State may, at its option, continue reviewing the Deliverable and
require CQuesl to continue until the Deficiency is corrected, or immediately terminate the
Contract, declare CQuest in default, and pursue its remedies at law and in equity. Upon mutual
agreement this timeframe may be modified.

4.4 System/Software Testing and Acceptance

System/Sofhvare Testing and Acceptance shall be performed as set forth in the Test Plan and
more particularly described in Part 3, Exhibit F: Testing Services

4.5 Security

The State must ensure that appropriate levels of security arc implemented and maintained by
CQuest in order to protect the integrity and reliability of its information technology resources,
information, and services. State resources, information, and services must be available on an
ongoing basis, with the appropriate infrastructure and security controls to ensure business
continuity and safeguard State networks, Systems, and Data.

IT Security involves all functions pertaining to the securing of State Data and Systems through
the creation and definition of security policies, procedures, and controls covering such areas as
identification, authentication, and non-repudiation.

All components of the Software shall be reviewed and tested to ensure they protect the State's
hardware and software and its related Data assets. See Contract Agreement -Part 3. Exhibit F:
Testing Services for detailed information on requirements for Security testing.

1
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5. SOFTWARE

As applicable, all original software and soAware code and related intellectual property developed or
created by CQucst in the performance of its obligations under this Contract or any Task Order issued
under this Contract, shall become the sole property of the Multi-State WIG Consortium and- its
members. CQuest will surrender all original written materials, including any reports, studies, designs,
drawings, speciAcations, notes, documents, software and documentation, computer-based training
modules, electronically or magnetically recorded material, used to develop this software or soAware

code and related intellectual property to the slate entity for which it was developed.

6. WARRANTY

CQucst shall provide the Warranty and Warranty Services set forth in the Contract, and particularly
described in Part 3, Exhibit K: Warranty and Warranty Services.

7. SERVICES

CQuest shall provide the Services required under the Contract Documents. All Services shall meet,
and be performed, in accordance with the SpeciAcations.

7.1 Admioistrative Services

CQuest shall provide the State with the administrative Services set forth in the Contract, and
particularly described in Part 3, Exhibit D; Adminisiraiive Services.

7.2 Tcsliog Services

CQuest shall perform testing Services for the State set forth in the Contract, and particularly
described in Part 3. Exhibit F; Testing Services.

Mainteoaoce aod Support Services

CQuest shall provide the State with Hosting, Maintenance, and Support Services for the Software
set forth in the Contract, and particularly described in Part 3, Exhibit G: Hosting, Maintenance,
and Support Services.

8. SERVICE LEVEL AGREEMENT (SLA)

CQuest will work with the Stale to draft a Service Level Agreement ("SLA") that shall include,
without limitation, a detailed description of the services, priorities, roles, and responsibilities,. The
SLA will document the level of service for each area of service scope such as: Operations Services,
Maintenance Services, Help Desk Services, Disaster Recovery procedures, reporting, and the
responsibilities of CQuest and the State.

The initial SLA shall be developed and mutually agreed upon. CQuest shall review and update the
SLA annually, as necessary. Any such updates to the SLA must be approved by the State and
Contractor in writing, prior to Ana) incorporation into Contract Exhibit I: Service Level Agreement.
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The updated Contract Exhibit I: Service Level Agreement, as approved by the State, is incorporated
herein by reference.

9. TASK ORDERS

The State may make changes or revisions at any time by written Task Order using the process
described In the Multi-State WIG Consortium (MSG) RFP Attachment E Sections 5.4.1, 5.4.2, 5.4.3^
The State originated changes or revisions shall be approved by the Department of Information
Technology. CQuest shall advise the State, in detail, of any impact on cost (e.g., increase or
decrease), the Schedule, or the SLA.

CQuest may request a change within the scope of the Contract by written Task Order, identifying any
impact on cost, the Schedule, or the SLA. The State shall attempt to respond to CQuest's requested
Task Order within five (5) business days. The State Agency, as well as the Department of
Information Technology, must approve all Task Orders in writing. The State shall be deemed to have
rejected the Task Order if the parties are unable to reach an agreement in writing.

All Task Order requests from CQuest to the State, and the Slate acceptance of CQuest's estimate for a
State requested change, will be acknowledged and responded to, either acceptance or rejection, in
writing. If accepted, the Task Orderfs) shall be subject to the Contract amendment process, as
determined to apply by the State.

10. INTELLECTUAL PROPERTY

As applicable, all original software and software code and related intellectual property developed or
created by CQuest in the performance of its obligations under this Contract or any Task Order issued
under this Contract, shall become the sole property of the Multi-State WIC Consortium and its
members. CQuest will surrender ail original written materials, including any reports, studies,
designs, drawings, specifications, notes, documents, software and documentation, computer-based
training modules, electronically or magnetically recorded material, used to develop this software or
software code and related intellectual property to the state entity for which it was developed.

10.1 State's Data

All rights, title and interest in State Data shall remain with the State.

10.2 CQuest's Materials

Subject to the provisions of this Contract. CQuest may develop for itself, or for others,
materials that are competitive with, or similar to. the Deliverables. In accordance with the
confidentiality provision of this Contract, CQuest shall not distribute any products containing
or disclose any State Confidential Information. CQuest shall be free to use its general
knowledge, skills and experience, and any ideas, concepts, know-how. and techniques that are
acquired or used in the course of its performance under this Contract, provided that such is not
obtained as the result of the deliberate memorization of the State Confidential Information by
CQuest employees or third party consultants engaged by CQuest.
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10.3 Without limiting the foregoing, the parties agree that the general knowledge referred to
herein cannot include information or records excluded from public disclosure under New
Hampshire RSA Chapter 91-A.

10.4 State Website Copyright

WWW Copyright and lotellectual Property Rights
All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The Slate shall also retain all right, title and interest in
any user interfaces and computer instructions embedded within the WWW pages. All WWW
pages and any other Data or information shall, where applicable, display the Stale's copyright.

10.5 Software Source Code

CQuest shall provide the Stale with a copy of the source code on a quarterly basis for archival.

10.6 Survival

This Contract Agreement Section 10: Jnielleciual Property shall survive (he termination of the
Contract.

11. USE OF STATE'S INFORMATION, CONFIDENTIALITY

11.1 Use ofState's Inforroatioa

In performing its obligations under the Contract, CQuest may gain access to information of the
Slate, including State Confidential Information. "State Confidential Information" shall include,
but not be limited to, information exempted from public disclosure under New Hampshire RSA
Chapter 91-A: Access to Public Records and Meetings (set e.g. RSA Chapter 91-A; 5
Exemptions). CQuest shall not use the State Confidential Information developed or obtained
during the performance of, or acquired, or developed by reason of the Contract, except as
directly connected to and necessary for CQuesi's performance under the Contract.

11.2 State CoDndeotial laformatiOQ

CQuest shall maintain the confidentiality of and protect from unauthorized use, disclosure,
publication, and reproduction (collectively "release"), all State Confidential Information that
becomes available to CQuest in connection with its performance under the Contract, regardless
of its form.

Subject to applicable federal or State laws and regulations. Confidential information shall not
include information which: (i) shall have otherwise become publicly available other than as a
result of disclosure by the receiving party in breach hereof; (ii) was disclosed to the receiving
party on a non-confidential basis from a source other than the disclosing party, which the
receiving party believes is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party; (iii) is developed by the receiving party
independently of, or was known by the receiving party prior to, any disclosure of such
information made by the disclosing party; or (iv) is disclosed with the written consent of the
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disclosing party. A receiving party also may disclose Conndential Information to the extent
required by an order of a court of competent jurisdiction.

Any disclosure of the State Confidential Information shall require the prior written approval of
the State. CQuesi shall immediately notify the Slate if any request, subpoena or other legal
process is served upon CQuest regarding the State Confidential Information, and CQuest shall
cooperate with the State in any effon the State undertakes to contest the request, subpoena or
other legal process, at no additional cost to the State.

In the event of the unauthorized release of Stale Confidential Information, CQuest shall
immediately notify the State, and the State may immediately be entitled to pursue any remedy
at law and in equity, including, but not limited to, injunctivc relief.

11.3 CQuest Confldeotia! Inforntalioo

Insofar as CQuest seeks to maintain the confidentiality of its confidential or proprietary
information, CQuest must clearly identify in writing all information it claims to be confidential
or proprietary. CQuest acknowledges that the Slate is subject to State and federal laws
governing disclosure of information including, but rtot limited to, RSA Chapter 91-A. The
State shall maintain the confidentiality of the identified Confidential Information insofar as it is
consistent with applicable State and federal laws or regulations, including but not limited to,
RSA Chapter 91-A. In the event the State receives a request for the information identified by
CQuest as confidential, the State shall notify CQuest and specify the date the State will be
releasing the requested information. At the request of the Stale, CQuest shall cooperate and
assist the State with the collection and review of CQuest's information, at no additional
expense to the Slate. Any effort to prohibit or enjoin the release of the information shall be
CQuest's sole responsibility and at CQuest's sole expense. If CQuest fails to obtain a court
order enjoining the disclosure, the State shall release the information on the date specified in
the State's notice to CQuest, without any liability to CQuest.

11.4 Survival

This Contract Agreement Section 11, Use of State's Information, Confidentiality, shall survive
termination or conclusion of the Contract.

12. LIMITATION OF LIABILITY '

U.l State

Subject to applicable laws and regulations, in no event shall the State be liable for any
consequential, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and regulations, the State's liability to CQuest shall not exceed the total
Contract price set forth in Contract Agreement, Section 1.8 of the Contract Agreement -Part I-
Gcncral Provisions.
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Notwithstanding the foregoing and any provision of this Contract to the contrary, In no event
does the Slate waive its sovereign immunity or any applicable defenses or immunities.'

12.2 CQuest

Subject to applicable laws and regulations, in no event shall CQuest be liable for any
consequential, special, indirect, incidental, punitive or exemplary damages and CQuest's
liability to the State shall not exceed two times (2X) the total annual cost as set forth in Part 3,
Exhibit C, Section I Deliverable Payment Schedule. Contract price set forth in Contract
Agreement, Section 1.8 of the Contract Agreement -Part I-General Provisions.

Notwithstanding the foregoing, the limitation of liability in this Contract Section 12.2 shall not
apply to CQuest's indemnification obligations set forth in the Contract Agreement Part I-
Section 13; Indemnification and confidentiality obligations in Contract Agreement-Part 2-
Section 11: Use of State's Information, Confidentiality, which shall be unlimited.

12.3 State's Immunity
Notwithstanding the foregoing, nothing herein contained shall be deemed to constitute a waiver
of the sovereign Immunity of the Stale, which immunity is hereby reserved to the State. This
covenant shall survive termination or Contract conclusion.

12.4 Survival

This Contract Agreement- Part 2-Section 12: Limitation of Liability shall survive termination
or Contract conclusion.

13. TERMINATION

This section shall survive termination or Contract Conclusion.

13.1 Termioatioo for Default

Section 8 of the State of New Hampshire standard Contract form P-37 shall govern
termination by default.

In the event of termination by default, the State shall have the right to procure Services
that arc the subject of the Contract from another source and the Vendor shall be liable for
reimbursing the State for all administrative costs directly related to the replacement of the
Contract and procuring the Services from another source, such as costs of competitive
bidding, mailing, advertising, applicable fees, charges or penalties, and staff time costs;
all of which shall be subject to the limitations of liability set forth in the Contract.

In the Event of Default by the State, the Vendor shall provide the State with written
notice of default, and the State shall cure the default within thirty (30) days.

13.2 TermioatloD for Convenieoce

The State may, at its sole discretion, terminate the Contract for convenience, in whole or in part,
\ by thirty (30) days written notice to the Vendor. In the event of such termination for
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convenience, the State shall pay the Vendor the agreed upon price, if separately stated, for
Deliverables for which Acceptance has been given by the State. Amounts for Services or
Deliverables provided prior to the date of termination for which no separate price is slated will
be paid, in whole or in part, generally in accordance with the pricing worksheet submitted with
the Vendor's RFP.

During the thirty (30) day period, the Vendor shall wind down and cease its Services as quickly
and efficiently as reasonably possible, without performing unnecessary Services or activities and
by minimizing negative effects on the State from such winding down and cessation of Services.

13.3 lermlnatiOD for Conflict Of interest

13.3.1 The State may terminate the Contract by written notice if it determines that a conflict of
interest exists, including but not limited to, a violation by any of the parties hereto of
applicable laws regarding ethics in public acquisitions and procurement and
performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current development,
support and maintenance costs. The State shall pay all other contracted payments that
would have become due and payable if the Vendor did not know, or reasonably did not
know, of the conflict of interest.

13.3.2 In the event the Contract is terminated as provided above pursuant to a violation by the
Vendor, the State shall be entitled to pursue the same remedies against the Vendor as it
could pursue in the event ofa default of the Contract by the Vendor.

13.4 Terminatioo Procedure

13.4.1 Upon termination of the Contract, the State, in addition to any other rights provided in
the Contract, may require the Vendor to deliver to the State any property, including
without limitation. Software and Written Deliverables, for such part of the Contract as
has been terminated.

13.4.2 After receipt of a notice of termination, and except as otherwise directed by the State.
Vendor shall:

a. Stop work under the Contract on the date, and to the extent specified, in the
notice;

b. Promptly, but in no event longer than thirty (30) days after termination, terminate
its orders and subcontracts related to the work which has been terminated artd settle all
outstanding liabilities and all claims arising out of such termination of orders and
subcontracts, with the approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;
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c. Take such action as the Slate directs, or as necessary to preserve and protect the
property related to the Contract which is in the possession of Vendor and in which
State has an interest;

d. Transfer title to the State and deliver in the manner, at the times, and to the extent
directed by the Slate, any property which is required to be furnished to the State and
which has been accepted or requested by the Slate; and

e. Provide written certification to the State that Vendor has surrendered to the State

all said property.
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14. CHANGEOFOWNERSHIP

In the event that CQuest should change ownership for any reason whatsoever, the State shall have the
option of continuing under the Contract with CQuest, its successors or assigns for the full remaining
term of the Contract; continuing under the Contract with CQuest, its successors or assigns for such
period of time as determined necessary by the State; or immediately terminate the Contract without
liability to CQuest, its successors or assigns.

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1 CQuest shall not assign, delegate, subcontract, or otherwise transfer any of its interest, rights, or
duties under the Contract without the prior written consent of the State. Such consent shall not be
unreasonably withheld. Any attempted transfer, assignment, delegation, or other transfer made
without the State's prior written consent shall be null and void, and may constitute an event of
default at the sole discretion of the State.

15.2 CQuest shall remain wholly responsible for performance of the entire Contract even if assignees,
delegates, Subcontractor, or other transferees ("Assigns") are used, unless otherwise agreed to in
writing by the State, and the Assigns fully assumes in writing any and all obligations and
liabilities under the Contract from the Effective Date. In the absence of a wrinen assumption of
full obligations and liabilities of the Contract, any permitted assignment, delegation, subcontract,
or other transfer shall neither relieve CQuest of any of its obligations under the Contract nor
affect any remedies available to the State against CQuest that may arise from any event of default
of the provisions of the contract. The State shall consider CQuest to be the sole point of contact
with regard to all contractual matters, including payment of any and all charges resulting from the
Contract.

15.3 Notwithstanding the foregoing, nothing herein shall prohibit CQuest from assigning the Contract
to the successor of all or substantially all of the assets or business of CQuest provided that the
successor fully assumes in writing all obligations and responsibilities under the Contract. In the
event that CQuest should change ownership, as permitted under this Contract Agreement Pan 2.
Section 14; Change of Ownership, the State shall have the option to continue under the Contract
with CQuest, its successors or assigns for the full remaining term of the Contract; continue under
the Contract with CQuest, its successors or assigns for such period of time as determined
necessary by the State; or immediately terminating the Contract without liability to CQuest, its
successors or assigns.

16. DISPUTE RESOLUTION

In the event of any dispute, claim, question, or disagreement arising out of or relating to this
contract ("dispute"), the parties shall act ininiediately and will use tiieir best efforts to settle such
dispute. To this effect, tliey shall consult and negotiate with each other, in good faith, and
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recognizing their mutual Interests, attempt to reach a just and equitable solution satisfactory to
the Vendor and NH DHHS. The parties agree that the existence of a dispute notwithstanding, each
party shall continue, without delay, to carry out all their respective responsibilities under the contract
on all fK)n<isputed work.

A party may escalate cfTorts to resolve any dispute by Iniltaiing a written notice to the
following representatives of the parties within 10 (ten) business days of failing to reach
agreement under this subsection of the Contract;

LEVEL CQUEST STATE OF NH TIME

Primaiy Kevin Davis

(or successor)

CEO

Margaret Murphy
(or successor)
Director,!^ WICScrvices

As agreed upon in the
final SLA and any
modifications.

First Kevin Davis

(or successor)

CEO

Patricia Ti Hey
(or successor)

Bureau Chief, BPHCS

As agreed upon in the

final SLA and any

modifications.

Second Kevin Davis

(or successor)

CEO

Jose Thicr Montero, MD, MHCDS

(or successor)

Director. NH DPHS

As agreed upon in the
fmai SLA and any

modifications.

Third Kevin Davis

(or successor)

CEO

Nicholas Toumpas

(or successor)

Commissioner, DHHS

As agreed upon in the
final SLA and any

modifications.

If the dispute cannot be resolved according to the process above, any party may submit a written
appeal to the Director of NH Division of Public Health Services within ten (10) business days of
the conclusion of the above process. The decision of the Commissioner shall be Hnal and
conclusive as to the position of NH DHHS under the contract, and thereafter the Contractor or
NH DHHS may seek additional remedies as provided for in this contract or under the law.

17. GENERAL PROVISIONS

17.1 Travel Expenses

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services.

CQuest must assume all travel and related expenses by "fully loading" the proposed labor rates
to include, but not limited to: meals, hotel/housing, airfare, car rentals, car mileage, and out of
pocket expenses unless travel is specifically requested by the State.

17.2 Sblppiog and Delivery Fee Exemption

The State will not pay for any shipping or delivery fees unless specifically itemized in the
Contract or if requested by the State.
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17.3 Project Workspace and Omce Equipmeot

N/A

17.4 Acce.«is/Cooperation

As applicable, and reason^ly necessary, and subject to the applicable State and federal laws and
regulations and restrictions imposed by third parties upon the Slate, the State shall provide
CQucst with access to all program files, libraries, personal computer-based systems, software
packages, network systems, security systems, and hardware as required to complete contracted
services.

The State shall use reasonable effods to provide approvals, authorizations, and decisions
reasonably necessary to allow CQuest to perform its obligations under the Contract.

17.5 Computer Use

In consideration for receiving access to and use of the computer facilities, network, licensed or
developed software, software maintained or operated by any of the State eniiiles, systems,
equipment. Documentation, information, reports, or data of any kind (hereinafter "information"),
CQuest understands and agrees to the following rules:

a. Every Authorized User has the responsibility to assure the protection of information from
unauthorized access, misuse, theft, damage, destruction, modification, or disclosure.

b. That information shall be used solely for conducting ofTicial State business, and all other use
or access is strictly forbidden including, but not limited to, personal, or other private and
non-State use and that at no time shall CQuest access or attempt to access any information
without having the express authority to do so.

c. That at no time shall CQuest access or attempt to access any information in a manner
inconsistent with the approved policies, procedures, and /or agreements relating to system
entry/access.

d. That all software licensed, developed, or being evaluated by the State cannot be copied,
shared, distributed, sub-licensed, modified, reverse engineered, rented, or sold, and that at all
times CQuest must use utmost care to protect and keep such software strictly conftdentia) in
accordance with the license or any other Agreement executed by the State. Only equipment
or software owned, licensed, or being evaluated by the Slate, can be used by CQuest.
Personal software shall not be installed on any equipment.

e. That if CQuest is found to be in violation of any of the above-stated rules, the User may face
removal from the State Contract, and/or criminal or civil prosecution, if the act constitutes a
violation of law.

17.6 Email Use

N/A
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17.7 Inlernet/lDtranel Use

N/A

17.8 Regulatory Government Approvals

CQuest shall obtain all necessary and applicable regulatory or.other governmental approvals
necessary to perform its obligations under the Contract.

17.9 Force Majeure

Neither CQuest nor the Slate shall be responsible for delays or failures in performance resulting
from events beyond the control of such party and without fault or negligence of such party. Such
events shall include, but not be limited to, acts of God, strikes, lock outs, riots, and acts of War,
epidemics, acts of Government, fire, power failures, nuclear accidents, earthquakes, and
unusually severe weather.

Except in the event of the foregoing, Force Majeure events shall not include CQuest's inability to
hire or provide personnel needed for CQuest's performance under the Contract.

17.10 Insurance

17.10.1 CQuest losuraoce Requirement
"See Contract Agreement Part 1-Form P-37 Section 14 as modified in Part 3, Exhibit C
Special Provisions, Section 2.1.

17.10.2 The ACORD Insurance Certificate should note the Certificate Holder in the lower left
hand block as the Slate of New Hampshire, DHHS.

17.11 Exhibits

The Exhibits referred to, in and attached to the Contract arc incorporated by rcferertce as if fully
included in the text.

17.12 Venue and Jurisdiction

Any action on the Contract may only be brought in the Slate of New Hampshire Menimack
County Superior Court.

17.13 Survival

The terms, conditions and warranties contained In the Contract that by their context are Intended
to survive the completion of the performance, cancellation or termination of the Contract shall so
survive, including, but not limited to, the terms of the Contract Agreement Exhibit D Section 3:
Records Retention and Access Requirements, Contract Agreement Exhibit D Section 4;
Accounting Requirements, and .Contract Agreement Part 2-Section 11: Use of State's
Information, Confidentiality and Contract Agreement Part 1- Section 13; Indemnification which
shall all survive the termination of the Contract.
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EXHIBIT A

CONTRACT DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES

CQuest shall host and operate the StarLlNC System, which will meet and perform in accordance with
the System Documentation in addition to the Specifications and Deliverables that are defined in the
Contract, including, but not limited to the final Service Level Agreement and any subsequent
modifications.

The Deliverables are set forth in the Schedule described below in Section 2. By unconditionally
accepting a Deliverable, the State reserves the right to reject any and all Deliverables in the event the
State detects any Deficiency in the System, in whole or in part,.through completion of all Acceptance
Testing, including but not limited to. Software/System Acceptance Testing, and any extensions
thereof.

Pricing for Deliverables set forth in Exhibit B: Price and Poymeni Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof.

2. DELIVERABLES, MILESTONES. AND ACTIVITIES SCHEDULE

2.1 Operations & Maintenance - Activities / Deliverables / Milestones
Reference

Number

Activity, Deliverable, or Milestone Deliverable

Type
Projected
Delivery Dale

1 CQuest shall provide ongoing
operation and maintenance of the
StarLlNC system.

Non-Software Ongoing

2 CQuest shall maintain a secure hosting
environment.

Non-Software Ongoing

3 CQuest shall provide a secure Class A
Data Center.

Non-Software Ongoing

4 CQuest shall provide ongoing
operations, technical support, system
maintenance as described in the

Contract, including the final Service
Level Agreement.

Non-Software Ongoing

5 CQuest shall provide extensive disaster
recovery procedures meeting system
availability requirements as described
in the Contract, including the final
Service Level Agreement.

Non-Software Ongoing

6 CQuest must adhere to all MSC
requirements for Task Orders as
described in the Contract, including the
final Service Level Agreement.

Written Ongoing

2014-017 - Exhibit /\Contract Deliverables
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exhibita

CONTRACT DELIVERABLES

7 CQuest shall provide help desk
services as described in the Contract,

including (he final Service Level
Agreement.

Non-Software Ongoing

8 CQuest shall provide Local Clinics
support and technical assistance to
analyze, identify, and resolve
problems.

Non-Software Ongoing

9 CQuest must adhere to the MSG
Communication Plan '

Written Ongoing

10 CQuest shall work with each State to
mutually agree upon and update a
Service Level Agreement (SLA) as
described in the Contract.

Written Ongoing

It CQuest shall maintain, update and keep
current complete documentation of the
system as described in the Contract,
including the final Service Level
Agreement and Attachment B -
Response Requirements.

Written Ongoing

12 CQuest shall provide appropriate
stafllng levels as described in the
Contract, including the final Service
Level Agreement.

Non-Software •Ongoing

2014-017 • Exhibit A Contract Deliverables
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EXHIBIT B

PRICE AND PAYMENT SCHEDULE

1. DELIVERABLE PAYMENT SCHEDULE

1.1 Not to Exceed

This is a Time and Materials Not to Exceed Price (NEP) Contract.

Costs for Year one (I) through five (5) shall not e.xceed as follows:
Year I - $412,050 for Operation and Maintenance per year and $24,630 for Hosting per year.
Year 2 -$412,050 for Operation and Maintenance per year and $24,630 for Hosting per year.
Year 3 -$412,050 for Operation and Maintenance per year and $24,630 for Hosting per year.
Year 4 -$412,050 for Operation and Maintenance per year and $24,630 for Hosting per year.
Year 5 - $412,050 for Operation and Maintenance per year and $24,630 for Hosting per year.

Costs for Year six (6) through (8) shall not exceed as follows:
Year 6 - $420,291 for Operation and Maintenance per year and $25,122 for Hosting per year.
Year 7 • $428,697 for Operation and Maintenance per year and $25,625 for Hosting per year.
Year 8 - $437,270 for Operation and Maintenance per year and $26,137 for Hosting per year.

CQuest shall be responsible for perfonning its obligations in accordance with the Contract.

2. TOTAL CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $3,546,542 ("Total
Contract Price"). The payment by the Slate of the total Contract price shall be the only, and the complete
reimbursement to CQuest for all fees and expenses, of whatever nature, incurred by CQuest in the
performance hereof.

The State will not be responsible for any travel or out of pocket expenses incurred in the performance of the
Services performed under this Contract.

3. INVOICING

CQuest shall prepare one monthly invoice that details the hours worked for base operations and
maintenance services applicable to all three members of the consortium. The invoice shall also list
separately amount billed for individual state services (e.g. New Hampshire Hosting). The one monthly
invoice shall be sent to all three states. Each state will individually pay for their portion of the invoice.
The Monthly Status Report must accompany the invoice. TImesheets for the invoice time-period arc to be
provided to each Program upon request.

Task Orders will be invoiced separately.

2014-017- Exhibit R- Price and Payment Schedule
Initial and Dale All

CQuest's Init^ls Exhibit D Page 3 of 31
Date: __OS'l



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 20N-017

AGREEMENT-PART 3

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Invoices shall be sent to; >

Division of Public Health Services

WIG Program
29 Hazen Drive

Concord. NH 03301

4. PAYMENT ADDRESS

All payments shall be sent to the following address:
CQuest America, Inc.
500 S. 9* Street
Springfield, IL, 62701

5. OVERPAYMENTS TO CQUEST

CQuest shall promptly, but no later than fifteen (15) business days, return to the State the full amount of
any overpayment or erroneous payment upon discovery or notice from the State.

6. CREDITS
f

The State may apply credits due to the Slate arising out of this Contract, against CC^est's invoices with
appropriate information attached.
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EXHIBITC .

SPECIAL PROVISIONS

1. REVISIONS TO GENERAL PROVISIONS

1.1 SUBPARAGRAPH 4 of the General Provisions of this contract, Conditional Nature of
Agreement, is replaced as follows:
4. conditional NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payment.s, in whole or in part, under
this Agreement are contingent upon continued appropriation or availability of funds, including any
subsequent changes to the appropriation or availability of funds affected by any state or federal
legislative or executive action that reduces, eliminates, or otherwise modifies the appropriation or
availability of funding for this Agreement and the Scope of Services provided in Exhibit A, Scope
of Services, in whole or in part. In no event shall the State be liable for any payments hereunder in
excess of appropriated or available funds. In the event of a reduction, termination or modification
of appropriated or available funds, the State shall have the right to withhold payment until such
funds become available, if ever. The State shall have the right to reduce, tetminate or modify
services under this Agreement immediately upon giving the Contractor notice of such reduction,

. termination or modification. The State shall not be required to transfer funds from any other
source or account into the Account(s) identified in block 1.6 of the General Provisions, Account
Number, 05-95-90-902010-5260-102-500731 or any other account, in the event funds arc reduced
or unavailable.

1.2 SUBPARAGRAPH 8 of the General Provisions of the contract. Event of Default/Remedies is
amended by adding the following language:
Notwithstanding any provision in this Agreement to the contrary, any written notice of default
provided by the State to Contractor shall specify the Event of Default, and may result In the
suspension of payment only as to the Event of Default for which written notice has been provided.
Payment for all other Services provided or to be provided by Contractor under the Agreement
shall continue unaffected on the terms set forth herein, The,State shall resume payments to
Contractor that relate to the Event of Default once the State has verified that Contractor has cured
the Event of Default

U SUBPARAGRAPH 14.1.1 of the General Provisions of this contract is deleted and the following
subparagraph is added:
14.1 ,1 comprehcn.sive genera) liability against all claims of bodily injury, death or property
damage, in amounts of not less than $250,000 per claim and 51,000,000 per occurrence and
umbrella liability coverage in the amount of $5,000,000 per occurrence.

1.4 Notwithstanding paragraph 18 of the P-37, an amendment limited to the adjustment of amounts
between State Fiscal Years, related items, and amendment of related budget exhibits, can be
made by written agreement of both panics and does not require additional approval of the
Governor and Executive Council.
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SPECIAL PROVISIONS

1.5 SUBPARAGRAPH 10 of ihe General Provisions of this contract, Termination, is amended by
adding the following language;
10.1 The Stale may terminate the Agreement at any time for any reason, at the sole discretion of
the Slate, 30 days after giving the Contractor written notice that the State is exercising its option to
terminate the Agreement.
10.2 In the event of early termination,-the Contractor shall, within 15 days of notice of early
termination, develop and submit to the State a Transition Plan for services under the Agreement,
including but not limited to, identifying the present and future needs of clients receiving services
under the Agreement and establishes a process to meet those needs.
lO.J The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not limited to, any information or data
requested by the State related to Ihe termination of the Agreement and Transition Plan and shall
provide ongoing communication and revisions of the Transition Plan to the Stale as requested.
10.4 In the event that services under the Agreement, including but not limited to clients receiving
services under the Agreement are iransitioned to having services delivered by another entity
including contracted providers or the Slate, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.
10.5 The Contractor shall establish a method of notifying clients and other affected individuals
about the transition. The Contractor shall include the proposed communications in its Transition
Plan submitted to the State as described above.

2. NOTICE' Replace notification to the addressed parties on Contract Agreement Pan I- Section 17 at
the addresses given in blocks 1.2 and 1.4 of the Form P-37, to notify the parties below.

Notice

Any notice by a party hereto to the other party shall be deemed to have been duly delivered or given at
the time of mailing by certified mail, postage prepaid, in a United States Post Office addressed to the
parties at the following addresses or upon delivery by overnight mail i.e. FedEx or UPS.

TO CQuesl America, Inc.: TO STATE:
CQuest America, Inc. State of New Hampshire
500 S. 9* Street DHHS/Division of Public Health Services
Springfield, IL, 62701 29 Hazen Drive
Tel: (277)541-7387 Concord. NH 03301

Te): (603) 271-4545

J. EXTENSION

There are no extensions to this agreement after June 30, 2022.
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SPECIAL PROVISIONS

4. OTHER GENERAL PROVISIONS

4.1 Conlractor's Obligations: The Coniractor covenants and agrees that all funds received by the
Contractor under the Contract shall be used only as payment to the Contractor for services
provided to eligible individuals and, in the furtherance of the aforesaid covenants, the Contractor
hereby covenants and agrees as follows:

1. Gratuities or Kickbacks: The Contractor agrees that it is a breach of this Contract to accept or
make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor
or the State In order to influence the performance of the Scope of Work detailed in Exhibit A of
this Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that payments, gratuities or offers of employment of any kind were offered or received
by any officials, oHicers, employees or agents of the Contractor or Sub-Contractor.

2. Retroactive Payments: Notwithstanding anything to the contrary contained In the Contract or
in any other document, contract or understanding, it is expressly understood and agreed by the
parties hereto, that no payments will be made hereunder to reimburse the Contractor for costs
incurred for any purpose or for any services provided to any individual prior to (he Effective Date
of the Contract and no payments shall be made for expenses incurred by the Contractor for any
services provided prior to the date on which the individual applies for services or (except as
otherwise provided by the federal regulations) prior to a determination that the Individual is
eligible for such services.

3. ConditioQS of Purchase: Notwithstanding anything to the contrary contained in the Contract,
nothing herein contained shall be deemed to obligate or require the Department to purchase
services hereunder at a rate which reimburses the Contractor in excess of the Contractor s costs, at
a rate which exceeds the amounts reasonable and necessary to assure the quality of such service,
or at a rate which exceeds the rate charged by the Contractor to ineligible individuals or other third
party funders for such service. If at any time during the term of this Contract or after receipt of the
Final Expenditure Repon hereunder, the Depanment shall determine that the Contractor has used
payments hereunder to reimburse Items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to ineligible
individuals or other third party funders, the Department may elect to:

3.1. Renegotiate the rales for payment hereunder. in which event new rates shall be established;
3.2. Deduct from any future payment to the Contractor the amount of any prior reimbursement
in excess of costs;

3.3. Demand repayment of the excess payment by the Coniractor in which event failure to
make such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Depanment for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any lime during the period of retention of records established herein.
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SPECIAL PROVISIONS

4. Mainteoance of Records: In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:

4.1. Fiscal Records; books, records, documents and other data evidencing and reflecting all
costs and other expenses incurred by the Contractor in the performance of the Contract, and ail
income received or collected by the Contractor during the Contract Period, said records to be
maintained In accordarKc with accounting procedures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Dcpanment.
4.2. Statistical Records; Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract Period, which records shall include all records of application and
eligibility (including all forms required to determine eligibility for each such recipient), records
regarding the provision of services and ail invoices submitted to the Department to obtain
payment for such services.
4.3. Medical Records: Where appropriate and as prescribed by the Departmerrt regulations, the
Contractor shall retain medical records on each patient/recipient of services.

5. Confidentiality of Records: All information, reports, and records maintained hereundcr or
collected in connection with the performance of the services and the Contract shall be
Confidential and shall not be disclosed by the Contractor, provided however, that pursuant to state
laws and the regulations of the Department regarding the use and disclosure of such information,
disclosure may be made to public officials requiring such information in connection with their
ofTicial duties and for purposes directly connected to the administration of the services and the
Contract; and provided funhcr. that the use or disclosure by any party of any information
concerning a recipient for any purpose not directly connected with the administration of the
Department or the Contractor's responsibilities with respect to purchased services hereunder is
prohibited except on written consent of the recipient, his attorney or guardian.
Notwithstanding anything to the contrary contained herein the covenants and conditions contained
in the Paragraph shall survive the termination of the Contract for any reason whatsoever.

6. CompletioD of Services: Disallowance of Costs: Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder (except such obligations
as, by the terms of the Contract are to be performed after the end of the term of this Contract
and/or survive the termination of the Contract) shall terminate, provided however, that If, upon
review of the Final Expenditure Repon the Department shall disallow any expenses claimed by
the Contractor as costs hereunder the Department shall retain the right, at its discretion, to deduct
the amount of such expenses as are disallowed or to recover such sums from the Contractor.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OrERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART J

EXHIBIT C

SPECIAL PROVISIONS

7. Credits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the performance of the services of the Contract shall include the
following statement:

7.1. The preparation of this (report; document etc.) was financed under a Contract with the
State of New Hampshire. Department of Health and Human Services, with funds provided in
part by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human Services.

8. Prior Approval and Copyright Ownership: All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materials
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract

. without prior written approval from DHHS.

9. Operation of Facilities: Compliance with Laws and Regulations: In the operation of any
facilities for providing services, the Contractor shall comply with all laws, orders and regulations
of federal, state, county and municipal authorities and with any direction of any Public OfTicer or
officers pursuant to laws which shall impose an order or duty upon the contractor with respect to
the operation.of the facility or the provision of the services at such facility. If any governmental
license or permit shall be required for the operation of the said facility or the performance of the^
said services, the Contractor will procure said license or permit, and will at all limes comply with
the terms and conditions of each such license or permit. In connection with the foregoing
requirements, the Contractor hereby covenants and agrees lhat. during ihe term of this Contract
the facilities shall comply with all rules, orders, regulations, and requirements of the State Office
of the Fire Marshal and the local fire protection agency, and shall be in conformance with local
building and zoning codes, by-laws and regulations.

10. Subcontractors: DHHS recognizes lhat the Contractor may choose to use subcontractors with
greater expertise to perform for efficiency or convenience, but the Contractor shall retain the
responsibility and accountability for the function($). Prior to subcontracting, the Contractor shall
evaluate Ihe subcontractor's ability to perform Ihe delegated function(s). This is accomplished
through a written agreement lhat specifies activities and reporting responsibilities of the
subcontractor and provides for revoking the delegation or imposing sanctions if the
subcontractor's performance is not adequate. Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compliance
with those conditions. When (he Contractor delegates a function to a subcontractor, the Contractor
shall do the following:

10.1. Evaluate the prospective subcontractor's ability to perform the activities, before
delegating the function
10.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanctions/revocation will be managed if (he subcontraccor's
performance is not adequate

2014-0)7 - Exhibit C - Special Provisions
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STATE OF NF-W HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS and MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACTNUMBER20J4-0I7

AGREEMENT-PART3

EXHIBITC

SPECIAL PROVISIONS

10.3. Monitor the subcontractor's performance on an ongoing basis
10.4. DHHS shall, at its discretion, review and approve all subcontracts. If the Contractor
identifies deficiencies or areas for improvement are identified, the Contractor shall take
corrective action.

|1. Equal Employmeot Opportunity Plan (EEOP): The Contractor will provide an Equal
Employment Opportunity Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs
(OCR), If it has received a single award of $500,000 or more. If the recipient receives $25,000 or
more and has 50.or more employees, it will maintain a current EEOP on file and submit an EEOP
Certification Form to the OCR, certifying that its EEOP is on file. For recipients receiving less
than $25,000, or public grantees with fewer than 50 employees, regardless of the amount of the
award, the recipient will provide an EEOP Certification Form to the OCR certifying it is not
required to submit or maintain an EEOP. Nonprofit organizations, Indian Tribes, and medical and
educational institutions are exempt from the EEOP requirement, but are required to submit a
certification form to the OCR to claim the exemption. EEOP Cerfification Forms arc available at:
ftp://www.ojp.usdoj/about/ocr/pdfs/cert.pdf.

12. Limited English Proficiency (LEP): As clarified by Executive Order 13166, Improving
Access to Services for persons with Limited English Proficiency, wid resulting agency guidance,
national origin discrimination includes discrimination on the basis of limited English proficiency
(LEP). To ensure compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and
Title VI of the Civil Rights Act of 1964, Contractors must take reasonable steps to ensure that
LEP persons have meaningful access to its programs.

13. Pilot Program for Enbancemeot of Contractor Employee Wbistleblower Protections:
The following shall apply to all contracts that exceed the Simplified Acquisition Threshold as
defined in 48 CFR 2.101 (currently. $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM
EMPLOYEES OF >VHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and employees working on this contract will be subject to the whistleblower
rights and remedies in the pilot program on Contractor employee whistleblower protectiorw
established at 41 U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal
Vcax 2013 (Pub. L. 112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the
workforce, of employee whistleblower rights and protections under 41 U.S.C. 4712, as described
in section 3.908 of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND

CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART 3

EXHIBIT D

administrative SERVICES

1. STATE MEETINGS AND REPORTS

The State believes that effective communication and reporting arc essential to Project success.

CQuest Key Project Staff shall participate in meetings as requested by the Stale, in accordance with
the requirements and terms of this Contract.

a. KickofT Meeting; Participants will include the State, CQuest, and major stakeholders. This
meeting is to establish a sound foundation for activities that will follow.

b. Status Meetings: Participants will include, at the minimum, the CQuest Project Manager and the
State Project Manager. These meetings will be conducted at least monthly and address overall
Project status and any additional topics needed to remain on schedule and within budget. A status
and error report from CQuest shall serve as the basis for discussion.

c Tbe floal Service Level Agreement and any subsequent modiUcatluns must be reviewed at
each Status Meeting and updated, at minimum, once a year, In accordance with the Contract.

d. Special Meetings: Need may arise for a special meeting with State leaders or Project
stakeholders to address specific issues.

e. Exit Meeting; Participants will include Project leaders from CQuest and the State. Discussion
' will focus on lessons learned from the Project and on follow up options that the Slate may wish to

consider. /

Drafting of formal presentations, such as a presentation for the kickoff meeting, will be CQuest's
rcsporisibility.

The CQuest Project Manager or CQuest Key Project Staff shall submit a monthly status report in
accordance with the Schedule and terms of this Contract. All status reports shall be prepared in
formats approved by the State. The CQuest's Project Manager shall assist the State's Project
Manager, or itself produce reports related to Project Management as reasonably requested by the
State, all at no additional cost to the State. CQuest shall produce Project status reports as defined in
the MSC Communication Plan.

As reasonably requested by the State, CQuest shall provide the State with information or reports
regarding the Project. CQuest shall prepare special reports and presentations relating to Project
Management, and shall assist the State in preparing reports and presentations, as reasonably requested
by the State.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS. AND
CHILDREN MANAGEMENT INFORMATION SYSTEM j

CONTRACT NUMBER 20U-0n

AGREEMENT-PART 3

EXHIBIT D

ADMINISTRATIVE SERVICES

2. STATE-OWNED DOCUMENTS AND DATA

CQuest shall provide the Stale access to all documents, State Data, materials, reporls, and other work
in progress relating to the Contract ("State Owned Documents"). Upon expiration or termination of
the Contract with the State, CQuest shall turn over ail State-owned documents, material, reports, and
work in progress relating to the Contract to the State at no additional cost to the State.

3. RECORDS RETENTION AND ACCESS REQUIREMENTS

CQuest shall agree to the conditions of all applicable State and federal laws and regulations, which are
incorporated herein by reference, regarding retention and access requirements, including without
limitation, retention policies consistent with the Federal Acquisition Regulations (FAR) Subpart 4.7
Contractor Records Retention.

CQuest and its Subcontractors shall maintain books, records, documents, and other evidence of
accounting procedures and practices, which properly and sufTiciently reflect all direct and indirect
costs invoiced in the performance of their respective obligations under the Contract. CQuest and its
Subcontractors shall retain all such records for three (3) years following termination of the Contract,
including any extensions. Records relating to any litigation matters regarding the Contract shall be
kept forone(l)year following the termination of all litigation, including the termination of all appeals
or the expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to
inspection, examination, audit and-copying by personnel so authorized by the Slate and federal
officials so authorized by law, rule, regulation or Contract, as applicable. Access to these items shall
be provided electronically within Merrimack County of the State of New Hampshire, unless
otherwise agreed by the State. Delivery of and access to such records shall be at no cost to the Stale
during the three (3) year period following termination of the Contract and one (I) year term following
litigation relating to the Contract, including all appeals or the expiration of the appeal period. CQu«t
shall include the record retention and review requirements of this.section in any of its subcontracts.

The State agrees that books, records, documents, and other evidence of accounting procedures and
practices related to CQuest's cost structure and profit factors shall be excluded from the State's
review.

4. ACCOUNTING REQUIREMENTS

CQuest shall maintain an accounting system in accordance with generally accepted accounting
principles. The costs applicable to the Contract shall be ascertainable from the accounting system and
CQuest shall maintain records pertaining to the Services and all other costs and expenditures.

5. WORK HOURS
Work hours will be mutually defined and documented in the final Service Level Agreement and
any subsequent modifications.
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STATKOFNEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

operations and maintenance services of the nh women, infants, and
CHILDREN MANAGEMENT INFORjMATION SYSTEM

contract NUMBER 2014-017

AGREEMENT-PART 3

EXHIBIT E

implementation SERVICES

Exhibit E, Implementation Services, Is not applicable to this Contract.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACr NUMBER 2014-017

agreement-PART 3

EXHIBIT E-I

SECURITY AND INFRASTRUCTURE

I. SECURITY

CQucsl shall ensure that appropriate levels of security are implemented and maintained in order to
protect the integrity and reliability of the Slate's Information Technology resources, information, and
services. Security requirements arc defined in the Contract, including bul not limited to. Attachment
B - Proposal Response Requirements artd Best and Final Offer (BAFO), dated April 24, 2014 and
Best and Final Offer (BAFO), dated April 16, 2014. CQucst shall provide the Slate resources,
information, and Services on an ongoing basis, with the appropriate infrastructure and security
controls to ensure business continuity and to safeguard the confidentiality and integrity of State Data.

2014-017 • Exhibit E-I Security and Infrastructure
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART 3

EXHIBIT F

TESTING SERVICES

Applicatioo Quality Assuraoce Testing
CQucsl shall lest the SlarLINC system to ensure security and quality.

CQuest shall follow an approach to development and testing that includes extensive internal testing
with the goal of a successful user acceptance test. The CQuest testing begins with planning; starting
with the creation of a project and/or subprojcct within CQuest's on-line defect management tool
(CustomerWise) that shall contain all new/modified features and functionality for the MSC WIC
System. This list shall be reviewed on a routine basis with the MSC Project Manager to determine the
set of features and functionality to be included in each release of an application and the timeframes for
releasing each build from Development to Test. This process shall allow for the identification of the
repairs and modlficaiions before work begins on a new application release. CQuest customers shall
have access to the defect management tool to enter new modification requests and/or review pending
requests.

CQuest shall control the promotion of new release components through four distinct environments:
development, CQuest validation (internal test), MSC acceptance (UAT). and production. A CQuest
database administrator maintains valid databases for each environment.

During the initial development process, as errors and needed modifications are identified and
approved, the CQuest Project Manager shall work with the CQuest developers to organize the
resulting System modifications into planned releases of System applications. The CQuest Quality
Manager, in conjunction with the Project Manager, shall schedule these releases with the MSC WIC
Project Manager in order to plan resources for MSC acceptance of the releases.

Prior to placing any System change into production, the CQuest team shall undertake and direct the
testing activities as described below, and as appropriate, to the nature of the software release.

Test cases shall be created using a combination of System Functional Specifications and Technical
Specifications for the specific application.

Hoi! Test - the CQuest developers shall modify a logical module of code (e.g., screen or report) as
specified, and then conduct a unit test to ensure the code meets quality standards. The unit test shall
confirm that each module meets functional requirements and technical Specifications, and the
development team records and maintains unit test results. When satisfied that work is complete, the
Lead Application Developer shall notify the CQuest QA Lead that the component is ready for
validation.

Integration Test - upon completion of unit testing for all modified application components, the
CQuest QA Lead shall supervise the e.xecution of the test plan for the application. In some cases,
especially if there is a database schema modification, the test may include testing one or more
components in other applications (.such as reports).
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NB WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017 '
agreement-PART 3

EXHIBIT F

TESTING SERVICES

The CQuesi iniegralion lest includes execuiion of some or all of the following test components
depending on the nature of the software release;
•  Standard Behavior, Exceptions, and Validation Rule Test

•  Data Dictionary Reference Test
•  Banking Test

•  Data Conversion Test

•  Performance Test

The integration test shall be performed iteratlvcly with development, and it is the first test where
results are monitored and reported. Each new build shall be tested first for new functionality, and then
regression tested to ensure that no new bugs were introduced to previously working components of the
System. The integration test shall continue until each test can be executed with no reported bugs.
When development has "caught up" to testing and there are no active bugs, this milestone marks the
point when testing transitions into the System test.

System Test - System Test shall ensure that the entire System is performing in accordance with the
functional requirements and technical Specifications, including external System interfaces, if
appropriate. System documents and user manuals shall be tested for completeness, accuracy, and
usability. System test shall include the execution of some or all of the following test components
depending on the nature of th« software release:
•  Data Synchronization Test
•  Database / Application Integration Test

•  Data Dictionary / Database Crosswalk Test

•  Major Entity Type Lifecycle Reference Test
•  Utility / Lookup Reference Test
•  Key Function Walk-Through

The System test is complete and the System is certified ready for User Acceptance Test after all tests
pass the criteria established in the Acceptance Plan.

Regression Test - upon completion of the System test, CQuest shall implement regression testing for
all subsequent System software releases. CQuest shall complete an impact analysis and develop a
custom regression test to ensure that there are no negative unforeseen impacts to related System
applications. This regression test approach is an internal test.

1

Test Tracidag - for System enhancement projects of mid-to-large size or complexity where
multiple screens, reports, and/or applications are affected (e.g. Food Rule project; .NET upgrade
project) the CQuest QA Lead shall maintain a Test Tracking spreadsheet to track the status of all
test scripts developed and/or modified. Results for each test script shall be entered in the Test
Tracking spreadsheet. The spreadsheet shall include the status and percent complete of the Test
Case Development and Test Case Execution.
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STATE OK NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFAffTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014^)17

ACREEMENT-PART3

EXHIBIT F

TESTING SERVICES

The Test Case Development statuses are;
•  Not Started: Work has not started

•  Draft in Progress; Test Case draft is being created

•  Draft (ft Review: Test Case is in peer review
•  Final in Progress: Test Case is being updated based on peer review
•  Test Case Complete: Final Test Case is updated and completed

The Test Run Statuses are:

•  Not Started: Not started

•  In Progress: Test is currently being executed
•  Passed: Test executed, all results met expectations
•  Failed; Test executed at least one result did not meet expectations

•  Hold: Run Test Case • too many Issues to continue testing
•  Bugs Tested: Bugs tested and fixed • did not re>run entire Test Case
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Sample Test Tracking Spreadsheet

User Acceptance Test Support -
A CQuest QA staff person shall be available to MSC WIC testers during active UAT testing. This
person shall facilitate the description of UAT findings, communicate with CQuest's Lead Application
Developer, and provide other additional support to facilitate the effectiveness and timeliness of the
UAT. CQuest staff shall address UAT findings in a timely manner, classifying each finding as an
error, a training issue, or a change request. CQuest staff shall assist with this classincation and
facilitate negotiations when necessary.

The CQuest application developer shall repair and unit test UAT findings as a top priority using
CQuest forma! configuration management protocols. CQuest testers shall test the repairs and record
findings and repairs. When the first round of UAT is completed and all errors have been repaired and
unit tested, we shall conduct a full integration lest before installing a refined release of the System for
the second round.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OK HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PARTS

EXHIBIT F

TESTING SERVICES

Impact of "Cbaoges" 00 Testing
Throughout the term of the Comract, changes to the MSG WIC System approved through a
Change Control process shall be Incorporated into the MSC WIC System. These changes may
require the test cases to be changed or new test cases written as per the nature of the change.
CQuest's Project Manager shall work closely with the MSC Project Manager to ensure features
are not changed or added without review and approval by the MSC Project Manager. All change
requests are analyzed by both the MSC and CQucsi for business impact, feasibility, and priority
and are estimated for cost and schedule impact. This analysis shall involve customer business
experts and CQuest technical experts working together with the guidance of MSC and CQuest
leadership. Approved change requests shall be added to the MSC O&M project schedule or are
handled as Task Order changes. Functional and technical specifications. System documentation,
and test cases shall be reviewed and updated to reflect the feature change.

CQuest shall utilize a standard project change request form and a defined process for change
requests. These forms and process shall be reviewed with the MSC Project Manager upon'
contract award. CQuest shall use CustomerWise as an issue-tracking tool in order to easily
integrate tracking issues, project change requests, defects, and Help Desk support.

Application Security Testing
All components of the Software shall be reviewed and tested to ensure they protect the State's web site
and its related Data assets.

■  CQuest shall be responsible for security testing, as appropriate. Tests shall focus on the
technical, administrative and physical security controls that have been designed Into the
System architecture in order to provide the necessary confidentiality, integrity and
availability.

■  Test for Identification and Authentication; supports obtaining information about those
parties attempting to log onto a system or application for security purposes and the
validation of users.

■  Test for Access Control; supports the management of permissions for logging onto a
computer or network.

•  Test for encryption; supports the encoding of data for security purposes.
•  Test the Intrusion Detection; supports the detection of illegal entrance into a computer

system. '

■  Test the Verification feature; supports the confirmation of authority to enter a computer
system, application or network.

•  Test the Digital Signature; guarantees the unaltered state of a file.
"  Test the User Management feature; supports the administration of computer, application

and network accounts within an organization.
•  Test Role/Privilege Management; supports the granting of abilities to users or groups of

users of a computer, application or network.
•  Test Audit Trail Capture and Analysis; supports the identification and monitoring of

activities within an application or system.
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AGREEMENT-PA RT 3

EXHIBIT F

TESTING SERVICES

■  Test Input Validation; ensures the application is protected from buffer overflow, cross-site
scripting, SQL injection, and unauthorized access of files and/or directories on the server.

"  Prior to the System being moved into production, the CQuesi shall provide results of all
security testing to each program for review and acceptance.
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STATE OF NEW HAMPSHtRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS and MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT - PART 3

EXHIBITG

HOSTING, MAINTENANCE AND SUPPORT SERVICES

1. SYSTEM MAJNTENANCR

CQuest shall maintain and support the System in all material respects as described in the applicable
program Documentation for the term of the Contract and any extensions.

1.1 CQuest's RespoDsibility
CQuest shall maintain the Application System in accordance with the Contract. CQuest will not be
responsible for maintenance or support for Software developed or modified by the State.

1.1.1 Maintenance Releases

CQuest shall make available to the State the latest program updates, general maintenance
releases, selected functionality releases, patches, and Documentation that are generally
offered to its customers relating to this Contract.

2. SYSTEM SUPPORT

2.1 CQuesUs Responsibility
CQuest will be responsible for providing on-site or remote technical support in accordance with the
Contract Documents, including without limitation the requirements, terms, and conditions contained
herein. CQuest is responsible for d ispatching said on-siie support.

Levels of Support

The three levels of Help Desk Support Services arc as follows;

Tler-1 Support - Ticr-I support is provided by the Gail Center, located in the Springfield office. Call
Center agents are responsible for:

•  Logging incidents into the call and issue tracking software,
•  Answering basic questions and/or resolving quick issues related to SiarLINC state office and

local agency applicaiion(s).

•  Answering basic questions and/or resolving quick issues related to desktop, laptop and printer
operations,

•  Closing incidents resolved by Tier-1 support, and
•  Escalating issues and questions to Tier-2 support when appropriate.

Tier-2 Support - Tier-2 support is an intermediate level of support provided by CQuest software
support specialists. Software Support Specialists are responsible for:
•  Logging incidents from Tier-1 overflow into the call and issue tracking software.
•  Answering in-depth questions and/or resolving associated software issues related to StarLINC

state office and local agency application(s).
•  Answering basic to upper mid-level questions and/or resolving associated issues related to

desktop, laptop, and printer operations.
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•  Creating StarLINC System user accounts and/or granting application security clearances for
Stale Office and Local Agency users.

•  Providing remote setup and configuration oflocal desktop workstations, laptop workstations,
printers, and wireless routers in support of StarLINC System applications.

•  Closing incidents resolved by Tier-2 support, and
•  Escalating advanced issues and questions to Tier-3 support unit as appropriate.

Tier-3 Support - Tler-3 suppon is an advanced level of Help Desk Support Services and is
provided by technical experts from the database administration, network services, and software
development units.

Network Services Technicians arc responsible for:
•  Resolving advanced level issues related to desktop, laptop and printer operations,
•  Resolving advanced level issues related to servers, networks and wireless networks,
•  Performing WiC server setup and configuration including software installation.
•  Troubleshooting telecommunications issues and working with Local IT to resolve issues,
•  Identifying the need for and dispatching on-site technical support as required.
•  Respond to StarLINC System hardware and network performance issues,
•  Communicating with NH DHHS and CQuest management about Tier-3 activities.

Database Administrators arc responsible for;
•  Resolving basic to advanced level issues related to StarLINC database operations,
•  Resolving basic to advanced level issues related to data, database schema, and data

synchronization,
•  Resolving mobile check-oui/in issues (Mobile Sync),
•  Escalating potential StarLINC software bugs to CQuest software development staff,
•  Respond to StarLINC System database performance issues,
•  Communicating with NH DHHS and CQuest management about Tier-3 activities.

Software development staff are responsible for:
•  Resolving advanced level application issues related to the WIC system.
•  Determining possible work-around for application issues.
•  Logging defect entry into defect tracking system.
•  Performing defect analysis and defect repair.
•  Communicating with State office and CQuest management about Tier-3 activities.

2014-017 - Exhibit G - Hosting, Maintenance and Support Services
Initial and Date Albfoges:
COuest's Initials /F»v ExhibitG Page2lof31
Date:



STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART 3

EXHIBITG

HOSTING, MAINTENANCE AND SUPPORTSERVICES

3. SUPPORT OBLIGATIONS AND TERM

In addition to Ihe provision within Exhibit 1, Service Level Agreement, CQuest shall provide the following
support: ^

3.1 CQucsl shall repair or replace Software, and provide maintenance of the Software in accordance
with the Specifications and terms and requirements of the Contract;

3.2 CQuest shall maintain a record of the activities related to warranty repair or maintenance
activities performed for the State;

3.3 For all maintenance Services calls, CQuest shall ensure the following information will be
collected and maintained: I) nature of the Deficiency; 2) current status of the Deficiency; 3)
action plans, dates, and times; 4) expected and actual completion time; S) Deficiency resolution
information, 6) Resolved by, 7) Identifying number i.e. work order number, 8) Issue identified
by;and

3.4 CQuest must work with the State to identify and troubleshoot potentially large-scale System
failures or Deficiencies by collecting the following information: 1) mean time between reported
Deficiencies with the Software; 2) diagnosis of the root cause of the problem; and 3)
identification of repeat calls or repeat Software problems.

3.5 If CQuest fails to correct a Deficiency in accordance with the priorities set by the MSC within
the allotted period. CQuest shall be deemed to have committed an Event of Default, and the State
shall have the right, at its option, to pursue the remedies in Part 2 Section 13: Termination.
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STATE OF NEW HAMPSHtRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART 3

EXHIBIT H

REQUIREMENTS RESPONSE

Coniraci Requirements described in Contract document Attachment B - Proposal Response Requirements and
Attachment C - Best and Final Offer, dated April 24,2014 and Best and Final Offer, dated April 16, 2014, are
hereby incorporated into this contract.
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STATE OF NEW HAMPSHFRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PART3

EXHIBIT!

SERVICE LEVEL AGREEMENT

The DRAFT Service Level Agreerhenl (SLA) as provided in CQuest's Response to the RfP is contained
herein as an example of the type of information that may be included in the SLA that is mutually developed by
CQuesi and the State. The final approved Service Level Agreement and any subsequent modifications between
CQuesl and the State of New Hampshire shall be incorporated into this Contract, by reference.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT-PARTS

EXHIBIT J

software LICENSE

As applicable, all original software and software code and related intellectual property developed or
created by CQuest in the performance of its obligations under this Contract or any Task Order issued
under this Contract, shall become the sole property of the Multi-State WIG Consortium and its members.
CQuest will surrender all original wrinen materials, including any reports, studies, designs, drawings,
specifications, notes, documents, software and documentation, computer-based training modules,
electronically or magnetically recorded material, used to develop this software or software code and
related intellectual property to the stale entity for which it was developed.

2014-017 • Exhibit J Software License
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

ACREEMENT-PART3

EXHIBIT K

WARRANTIES AND WARRANTY SERVICES

1. WARRANTIES

1.1 Systems

CQuesi wanants lhat the SiarLINC Sysiem must operate to conform to the
Specifications, terms, and requirements of the Contract.

1.2 Software

CQuest warrants that the Software, including but not limited to the individual modules or
functions furnished under the Contract, is properly functioning within the System,
compliant with the requirements of the Contract, and will operate in accordance with the
Specifications and Terms of the Contract.

1.3 Noo-Infrlngement
CQuest warrants that it has good title to, or the right to allow the State to use, all
Services, equipment, and Software provided under this Contract, and that such Services,
equipment, and Software ("Malcrial") do not violate or infringe any patent, trademark,
copyright, trade name or other intellectual property rights or misappropriate a trade secret
of any third party.

1.4 Viruses; Desirticlive Programming
CQuest warrants that the hosting environment (hardware and software), as well as the
StarLlNC Software, shall not contain any viruses, destructive programming, or
mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

1.5 Professional Services

CQuest wanants that all Services to be provided under the Contract will be provided in a
professional manner, in accordance with industry standards and that the StarLlNC
Services will comply with performance standards.

1.6 Persooocl

CQuest warrants that all personnel engaged in the Services shall be qualified to perform
the Services, and authorized to do so under all applicable laws.

1.7 Breach of Data

The CQuest shall be solely liable for costs associated with any breach of State data
housed at their location(s) including but not limited to notificalion and any damages
assessed by the courts.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND
CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

agreement- PART3

EXHIBIT K

warranties and WARRANTY SERVICES

1.8 Warranty S«mces - Stale's Rights
CQucst acknowledges that if in the Event of Default, CQuest fails to correct the
Deficiency, the Stale shall have the right, at its option: 1) declare CQuest in default,
terminate the Contract, in whole or in part, without penalty or liability to the State; 2)
cease using CQuest's product and receive a pro-rated refund for all amounts paid to
CQuest, including but not limited to, applicable StarLINC fees within ninety (90) days of
notification to CQucst of the State's intent to request a refund; 3) and to pursue its
remedies available at law or in equity.

2. WARRANTY SERVICES

Not Applicable for this contract.

3. WARRANTY PERIOD

The Warranty Period shall e.xtend for the duration of the Contract and any extension, however, the
warranty for non-infringement shall survive termination or conclusion of the Contract.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE SERVICES OF THE NH WOMEN, INFANTS, AND CHILDREN
management INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

ACREEMENT-PART3

EXHIBIT L

TRAINING SERVICES

Exhibit L, Training Services is not applicable to Ibis Contract
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE OF SERVICES OF THE NH WOMEN, INFANTS,
AND CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017 -

AGREEMENT-PARTJ

EXHIBIT ivi
MULTI state WICCONSORTIUM RFP BY REFERENCE

The State of Kansas Department of Health and Environment, Stale of New Hampshire Department of
Health and Human Services, ar>d Inter-Tribal Council of Arizona RFP for procurement of the
Operations and Maintenance of the Women, Infant and Children (WIC) Management Information
System (MIS) for the Multi-State WIC Consortium (MSC), Bid Event Number: 17300 -
EVT0002842 with the following attachments and amendments arc incorporated herein by reference:

Section 5 - Specifications
RFP Attachment E - Response Requirements
RFP Attachment F - Federal Clauses

RFP Amendment I - KDHE Response to Questions
RFP Amendment 2 - KDHE Extension of Due Date

The Multi-Slate WIC Consortium Cooperative Agreement executed in 2009 and any future
agreements are incorporated herein by reference.
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE OF SERVICES OF THE NH WOMEN, INFANTS,
AND CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT NUMBER 2014-017

AGREEMENT - PART 3

EXHIBIT N

VENDOR PROPOSAL BY REFERENCE

CQucst America, Inc. Proposal to the Multi-State WIC Consortium (MSC) along with the
following attachments, appendix, and Best and Final documents are incorporated herein by
reference:

Proposal Appendix A - Operations Reports
Proposal Appendix 8 - Test Cases
Proposal Appendix C - Acceptance Plans
Proposal Appendix D - Draft MSC Service Level Agreement
Proposal Attachment E - Proposal Response Requirements
Proposal Attachment C -CQuest's BAFO Cost Proposal dated April 24,2014
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OPERATIONS AND MAINTENANCE OF SERVICES OF THE NH WOMEN, INFANTS,
AND CHILDREN MANAGEMENT INFORMATION SYSTEM

CONTRACT 2014-017

AGREEMENT-PARTi

EXHIBIT O

SPECIAL EXHIBITS , ATTACHMENTS, AND CERTIFICATES

Anached arc;

A. Contract Attachment A - Department of Health and Human Services Exhibits D
through J

B. Contract Attachment B - Proposal Response Requirements-Attachment E
C. Contract Attachment C - Best and Final Offer (BAFO) dated April 24, 2014 and Best

and Final Offer (BAFO) dated April 16.2014
D. Contractor's Certificate of Vote/Authority
E. Contractor's Cert 1 flcate of Good Standing
F. Contractor's Certificate of Insurance
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Attachment A

New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, TKIe V. Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification;

ALTERNATIVE I • FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES . CONTRACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS

US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub, L. 100-690. Title V, Subtitle D; 41 U.S.C. 701 etseq.j. The January 31.
1989 regulations were annended and published as Part II of the May 25, 1990 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees ar>d sub
contractors), prior to award, that they wiR maintain a drug-free workplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to'the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or s^olation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner '

NH Department of Health and Human Services
129 Pleasant Street,
Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse In the workplace;
1.2.2. The grantee's policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace:
1.3. Making it a requirement thai each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Nc^ifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2, Notify the empbyer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifyirrg the agency in wrKing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual rtotice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit 0 - Cenirication reganting Drug Free Contractor Initials
Workplaca Requirements

OJiOHHSruoMj Page Id 2 Dale
1 of 16



Attachment A

New Hampshire Department of Health and Human Services
Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identrfication number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, wKh respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2,1.3,1.4,1.5, and 1.6.

2. The grantee may insert In the space provided below the site(s) for the performance of work done ir^
connection with the specific grant.

Place of Performance (street address, city, county, slate, zip code) (list each location)

Check Q if there are workplaces on file that are not identified here.

Contractor Name: CQuest America, inc.

Date Title

C9
S60 scctrM

6^7/r

7//
30 f

CU^»C11071]
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AttachmenI A

New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1,3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTftACTORS

US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
•Temporary Assbtance to Needy Families under Title IV-A
•Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
•MedlcakJ Program under Title XIX
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influerKe an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Corigress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor). the undersigned shall complete and submit Standard Form LLL, (Dbcbsure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify arxJ disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penally of not less than $10,000 and not more than $100,000 for
each such failure.

Contractor Name: COuest America, Inc.

o^or/z^/y
Date Namfe: U jC^Si/rrO

Title; '
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Attachment A

New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT. SUSPENSION

AND OTHER RESPONSIBIUTY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debamient.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certifrcation;

INSTRUCTIONS FOR CERTIFICATION

1. By signing and submitting this proposal (contract), the prospective primary participant Is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result In denial
of participalion In this covered transaction, If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered In connection v^h the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed ^
when DHHS determined to enter Into this transaction. If it Is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is siAimlHed if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.

5. The terms 'covered transaction.' 'debarred,* 'suspended,* 'ineligible,' 'lower tier covered
transaction.' "participant.* 'person,' 'primary covered transaction,* 'principal.' 'proposal.' and
'voKmlarily excluded." as used in this clause, have the meanings set out In the Definitions and
Coverage sections of the rules implementing Executive Order 12549; 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered trar»action be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled 'Certification Regarding Oebarment, Suspension. Ineligibllity and Voluntary Exclusion -
Lower Tier Covered Transactions.' provided by DHHS. without modification, in ail lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may. but is not requir^ to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to rerxier in good faith the certification required by this clause. The knowledge and

Exhibit F - CeniRcation Regarding Oebarment. Suspension Contractor Initials
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Attachment A

Now Hampshire Department of Health and Human Services
Exhibit F

informalion of a participant is not required to exceed that which Is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these Instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government. DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:
11.1. are not presently debarred, suspended, proposed for debaiment, declared Ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not viithin a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment rervJered against them for commission of fraud or a criminal offense in
connection with obtainir>g, attempting to obtain, or performing a public (Federal. State or local)
transaction or a contract under a puljlic transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal. State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal. Slate or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective kswer tier participant, as

defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its prvvrlpals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled "Certification Regarding Debarment. Suspension. Inetigibilily. and
Voluntary Exclusion • Lower Tier Covered Transactions." without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: CQuest America, Inc,

o^otlioH ____
Dite Name: ̂

Title:

F - Certification Regarding Oebarment. Suspension Contractor Iniilais
And Otner Responsibilfty Matters _
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Attachment A

New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Coolraclor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivefy of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements; /-

- the Civil Rights Act of 1964 (42 U.S.C. Section 2Q00d. which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or acttvKy);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disabilKy, in regard to employment and the delivery of
services or benefits, in any program or activity.

• the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131*34). which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

-the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

• the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohtoits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimir^ation;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscriminalron. Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559. which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations:

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistteblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2. 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment. ,

In the event a Federal or State court or Federal or Slate administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex

Exhibit G - Ceitircalion Regaiding Contractor Initials.
The Americans With Disabilities Act Compliance
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againsi a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification;

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name; CQuesl America. Inc.

<sflo<r/2o/i
Klam^
TillA-

Date «ame:

Cxnibil G - C«rtilic«Iion Regardir^ Conlraclor Initials
The Americans With Disabilities Act Compliance , /
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227. Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted iri any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18. if the services are funded by Federal programs either
directly or through State or locai governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatienl drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C. krtown as the Pro-Children Act of 1994.

Contractor Name: CQuest America, Inc.

Name:

Title:
Date Name: d

Title:

Exhibit H - Certification Regarding Coniraclor initials
Envw-onmertal Tobacco Smoke

CoC»**Sni07O
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HEALTH INSURANCE PORTABLITY ACT

BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate' shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and 'Covered
Entity' shall mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the tenn "Breach" in section 164.402 of Title 45.
Code of Federal Regulations.

b. 'Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. 'Covered Entitv" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. 'Designated Record Set'shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. 'Data Aogreoatlon" shall have the same meaning as the term 'data aggregation" in 45 CFR
Section 164.501.

f. 'Health Care Operations" shall have the same meaning as the term 'health care operations*
in 45 CFR Section 164.501.

g. "HITECH Acf means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA* means the Health Insurance Portability and Accountability.Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually identifiable Health
Information, 45 CFR Parts 160. 162 and 164 and amendments thereto.

I. 'Indivklual' shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative In accordance with 45
CFR Section 164.501(g).

j. "Privacv Rule' shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. 'Protected Health Information' shall have the same meaning as the term 'protected health
information" in 45 CFR Section 160.103. limited to the information created or received,by
Business Associate from or on behalf of Covered Entity. \ {\

3/2014 Exhibit I Contfaaor initiah
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I. 'Reouired bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule' shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. "Unsecured Protected Health Information' means protected health information that Is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use. disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law. pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it Is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

3/20M Exhibit I Conlraclor Initials

Health Insurance Portability Aa
Business Associate Agreement ^ j .
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted ail
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restnctions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health Information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

0 The unauthorized person used the protected health Information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed
o  The extent to which the risk to the protected health information has been

mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy. Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its Internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on t>ehalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree In writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (1). The Covered Entity
shall be considered a^direct third party t^neflclary of the Contractor's business associate
agreements with Contractor's intended business associates, v/ho will be receiving pHI

3/2014 Eiriioii I Cont/acior Initials I 4\J
Heallh Insurance Porlabilily Act .
Business Associate Agree/neni _ f 7-

Page 3 of 6 Dale OsfO^^fJ
n of 16



Aitachmenl A

New Hampshire Department of Health and Human Services

Exhibit 1

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information, •

f. Within five (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at Its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual In order to meet the
requirements under 45 CFR Section 164.524.

h. yVithin ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment arKj incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and Information related to

such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

j. Wtthin ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI. Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of. or accounting of PHI
directly from the Busirress Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individuars request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement. Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasibie, for so long as Business

3/2014 Exhibit I ContradOf Iniliala
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI. the Business Associate shall certify to
Covered Entity that Ihe'PHI has been destroyed.

(4) Oblloaticns of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or fimitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to In accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Assodate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may Immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Assodate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatorv References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from lime to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from lime to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

3^2014 Exrubill Contfaciy Irttiala
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SecreQation. If any term or condition of this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such Invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) 1. the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit I.

Department of Health and Human Services CQuest America, Inc.
The State

Signature of Authorized Representative

Brook Oupee

Name of Authorized Representative

Bureau Chief

Title of Authorized Representative

Date

Name of the Contraetor

Signature of Authorized Representative

J-L Q/i'iCCS
Name of Authorized Representative

pfisi^D&r:
Title of Authorized Representative

Date

3/3014 Exhibit I
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT fFFATAI COMPLIANCE

The Federal Funding Accounlability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than S25.000 and awarded on or after October 1. 2010. to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation information), the
Department of Health and Human Services (DHHS) must report the following Information for any
subaward or contract award subject to the FFATA reporting requirements;
1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
8. Principle place of performance
9. Unique identifier of the entity (DUNS ff)
10. Total compensation and r^ames of the top five executives if;

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified In Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act. Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification;
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name; CQuest America. Inc.

Date fJame; iJ Ofn/^
Title: '

^ C/SO

Ext>ib<( J - Certificalion Regarciing the Federal Funding . Contractor Initials *
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FORMA

As the Contractor identified in Section 1.3 of the General Provis'ons, I certify that the responses to the
below listed questions are true and accurate.

1. The DUNS number for vour entity is: ^

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80, percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants. and/or
cooperative agreements?

X NO YES

If the answer to #2 above is NO. stop here

If the answer to above is YES. please answer the following:

3. Does the public have access to information about the compensation of the executives in your
busir>ess or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a). 78o(d)) or section 6104 of the Internal Revenue Code of
19867

NO YES

If the answer to #3 above is YES. stop here

If the answer to #3 above is NO. please answer the following:

4. The names and compensatior) of the five most highly compensated officers in your business or
organization are as follows;

Name:

Name:

Name;

Name:

Name:

Amount;

Amount;

Amount;

Amount:

Amount:

cuOHMS/MO'ia
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Attachment B • F^oposal Response Requirements

Section

5.2.1.1 (a)

SectlonTlde

Operations and

Maintenance

Pnanm

New Hampshire

fscMlrifneni' ..s-

Contractor shall maintain a secure hosting environment providing

all necessarv hardware, software, and internet bandwidth to

manage the application and support users with permission based

logins.

■•SDorafr
Yes Standard

5.2.1.1 (b) Operations and
Maintenance ■

New Hampshire State access will be via VPN or internet Browser Yes Standard

5.2.1.1 (c) Operations and
Maintenance

New Hampshire At the State's option, authorized third parties may be given
iimlled access by the Contractor to certain levels of the New
Hampshire system through the VPN or through a separate
network connection that meets the Contractor's specifications.

Yes Standard

5.2.1.1 (d) Operations and
Maintenance

New Hampshire New Hampshire will be responsible for equipmer^t, labor, and/or
services necessary to set-up and maintain the internet
connectivity at the Sate and/or other third party sites.

Yes Standard

5.2.1.1(e) Operations and

Maintenance

New Hampshire The Contractor will not be responsible for network connection
issues, problems or conditions arising from or related to
circumstances outside the control of the Contractor, ex:
bandwidth, network outages and /or any other conditions arising
on New Hampshire's internal network or. more generally, outside
the Contractor's firewall or arry Issues that are the responsibility
of the New Hampshire SUte internet Service Provider. The
hosting server for New Hampshire shall be available twenty-four
(24) hours a day, 7 days a week except for during scheduled
maintenance.

Yes Standard

5.2.1.1(0 Operations and
Maintenance

New Hampshire The Contractor will be responsible for resolving issues to maintain
a fully functioning, hosted system.

Yes Sundard

5.2.1.1(g) Operations and
Maintenance

New Hampshire A regularly scheduled maintenance window shall be Identified
(such as weekly, monthly, or quarterly) at which time alt relevant
server patches and application upgrades shall be applied.

Yes Standard

5.2.1.1(h) Operations and
Maintenance

New Hampshire The Contractor must monitor the application and'all servers. Yes ^  Standard

5.2.1.1(1) Operations and
Maintenance

New Hampshire The Contractor shall manage the databases and services on all
servers located at the Contractor's facility.

Yes Standard

5.2.1.10) Operations and
Maintenance

New Hampshire The Contractor shall install and update all server patches, updates
and other utilities as long as they don't interfere with the function
or performance of the appQcatlons,

Yes Standard

Operations and Maintenance Response Attachment E
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5.2.1.1 (k| Operations and

MaintenarKe

New Hampshire The Contractor shall monitor System, security, and application

logs.

Yes Standard

5.2.1.1(1) Operations and

Maintenance

New Hampshire The Contractor shall manage the sharing of dau resources. Yes Standard

5.2.1.1 (m) Operations and

Maintenance

New Hampshire The Contractor shall martage daily backups, off-site data storage,

and restore operations.

Yes Standard

5.2.1.l(n) Operations and

Maintenance

New Hampshire The Contractor shall monitor physical hardware. Yes Standard

5.2.1.1(0) Operations and

MalntenarKe

New Hampshire The Contractor shad Immediately report any breach In security to

the State of New Hampshire.

Yes Standard

S.2.1.1{p) Operations and

Maintenance

New Hampshire The Contractor wUI give two-business days prior notification to

the State Protect Manager of all changes/updates and provide the

State with training due to the upgrades and changes.

Yes Standard

S.2.1.1 (q)

\

Operations and

Maintenance

New Hampshire All hardware atv) software components of the Contractor hosting

Infrastructure shall be fully supported by their respective

manufacturers at ail times. All critical patches for operating

systems, databases, web services, etc, shall be applied within

sixty (60} days Of release by their respective manufanurers.

Yes Standard

5.2.1.1 (r) Operations and

Maintenance

New Hampshire The Contractor shall maintain a record of the activities related to

repair or maintenance activities performed for New Hampshire

and shall report quarterly on the following; Server up-time; All

change requests implemented, including operating system

patches; All critical outages reported including actual issue and

resolution; Number of deficiencies reported by class with initial

resportse lime as well as time to close.

Yes Standard

5.2.1.1 (s) Operations and

Maintenance

New Hampshire The Contractor shall make available to the State the latest

program updates, general maintenance releases, selected

functionality releases, patches, and Documentation that are

generally offered to Its customers, at no additional cost

Yes Standard

i
5.2.1.1 (tl Operations and

Maintenance

New Hampshire The Contractor shall maintain a record of the activities related to

warranty repair or maintenarKe activities performed for the

State. The logs shall be provided upon request.

Yes Standard

Operations and Maintenance Response Attachment E
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Section SoctkMpntle Pnctaei MouUcaiiM' CotnacKota

5.2.1.1(u) Operations and

Maintenance

New Hampshire For all maintenance Services calls, The Contractor shall ensure

the following information will be collected and maintained: l)

nature of the Oeftciency; 2) current status of the DefKlency; 3)

action plans, dates, and times; 4) expected and actual completion

time; S) Oericlency resolution Information, 6) Resolved by, 7)

Identifying number i.e. work order number, 8) issue identified by

Yes Standard

5.2,1.1 (v) Operations and

Maintenance '

New Hampshire The Contractor must work with the State to identify and

troubleshoot potentially large-scale System failures or

Deficiencies by collecting the following information: l) mean time

betvreen reported Deficiencies with the Software; 2) diagnosis of

the root cause of the problem; and 3) identification of repeat calls

or repeat Software problems.

Yes Standard

5.2.1.2(a) Data Center New Hampshire The Contractor shall provide a secure Class A Data Center

providing equipment (Including dedicated servers), managed

firewall services, and managed backup Services.

Yes Standard

5.2.1.2 |b) Data Center New Hampshire Data Center Air Corsditioning - used to control temperature and

humidity in the Data Center. Temperature ranges shall be

between 68 arsd 75 *F.

Yes Standard |

5.2.1.2 (c) Data Center New Hampshire Data Center Humidity shall be non-condensing and be maintained

between 40-55K with maximum dew point of 62 'F.

Yes Standard

5.2.1.2(d) Data Center New Hampshire Data Center Backup Power- uninterruptible power supplies shall

be sized to sustain computer systems and associated components

for, at a minimum, the amount of time It takes for a backup

generator to take over providing power'. Where possible, servers
shall contain redundant power supplies connected to commercial

power via separate feeds.

Yes Standard

5.2.1.2(e) Data Center New Hampshire Data Center Generator - shall be sufficient to sustain computer

systems and associated components for, at a minimum, the

amount of lime it takes for commercial power to return, fuel

tanks shall be large enough to support the generator at -full load

for a period not less than 1 V, days of operation.

Yes Standard

5.2.1.3 (() Data Center New Hampshire Data Center Floor - a raised floor Is required for more uniform air

circulation in the form of a plenum for cold air as well as to

provide space for power cabling and wetness monitoring.

Yes Standard

Operations and Maintenance Response Attachment E
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5.2.1.2 (g) Data Center New Hampshire Data Center Fire Protection System - (ire detectors in conjunction

with suppression pseous systems must be Installed to reduce the

risk of loss due to lire.

Yes Standard

5.2.1.2(h) Data Center New Hampshire Tbe Data Center must be physically secured - restricted access to

the site to personnel with controls such as blometric. badge, and

others security solutions. Policies for granting access must be in

place and followed. Access shaD only be granted to these with a

need to perform tasks in the Data Center.

Yes Standard

S.2.1.5(al Hosting Security New Hampshire The Contractor shall employ security measures ensure that the

State's application and data is protected.

Yes Standard-

5.2.1.3.{b) Hosting Security New Hampshire If New Hampshire data is hosted on multiple servers, data

exchanges between and among servers musi be encrypted.

Yes Standard Remote databases

synchronize with

the consolidated

database through

the Sybase

SQLRemote

replicaiton

technology and the

replication

messages are fully

encrypted.

5.2.1.3 (c) Hosting Security New Hampshire Ail servers and devices must have currently-supported aisd

hardened operating systems, the latest anti-viral, anti-hacker, anti

spam, anti-spyware, and anti-malware utilities. The environment,

as a whole, shall have aggressive intrusion-detection and Firewall
protection.

Yes Standard

5.2.1.3(d) Hosting Security New Hampshire All components of the infrastructure shall be reviewed and tested

to ensure they protect New Hampshire's hardware, software, and

its related data assets. Tests shall focus on the technical,

administrative and physical security controls that have been

designed into the.System architecture in order to provide

confidentiality, integrity and availability.

Yes Standard

5.2.1.3(e) Hosting Security New Hampshire in the development or maintenarKe of any code, the Contractor

shall ensure that the Software is Independently verlFied and

validated usir« a methodology determined appropriate tsy New

Hampshire. All software and hardware shall be free of malicious

code.

Yes Standard Software is

independently

verified via the

established DAT

orocess
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Section

5.2.1.3 (f)

Sectton-VWe

Hosting Security

Promm ■

New Hampshire Tbe Contractor shall notify the New Hampshire WIC Director of

any security breaches within two (2) hours of the time that the

Contraaer learns of their occurrence.

.■tSDOMt
Yes

UBMSVIMXnOlT

Standard

CafiMmwu . ' -

5.2.1.3 Ig) Hotting Security New Hampshire The Corftractor shall ensure Its complete cooperation with the
New Hampshire Chief Information Officer in the detection of arty
security vulnerability of the Contractors' hosting infrastructure
and/or the application.

Yes Standard

5.2.1.3 |h) Hosiing Security New Hampshire The ContrKtor shall be solely liable for costs associated with any
breach of New Hampshire data housed at their locatlon(s}
including but not limited to notir«cation and any damages
assessed by the courts.

Yes Standard

5.2.1.3 0} Hosting Security New Hampshire The Contractor shall authorite New Hampshire to perform
scheduled and random security audits. IrKluding vulnerability
assessments, of the Contractor's hosting infrastructure and/or
the application upon request.

Yes Standard

5.2.1.3 (j) Hosting Security New Hampshire The Contractor shall provide fire detection and suppression
system, physical security of and infrastructure security of the
proposed hosting facility. The erwironmental support equipment
of the Contractor website hosting facility: power conditioning;
HVAC; U^: generator must be acceptable to New Hampshire.

Yes Standard

5.2.2.1 (a) Operations and
Maintenance

Kansas and ITCA The Contractor will perform system support maintenance on the
central processor servers after (he normal business day and
durlrsg the weekends, to minlmiie the impact of down time on
MIS users for the State of Kansas and ITCA WIC Programs.

Yes Standard

5.2.2.Hb) Operations and
Maintenance

Kansas and ITCA The Contractor will monitor on-site IT.operations and
maintenance of the Central Site Processor on Program supplied
equipment

Yes Standard

5.2.2.UC) Operations and
Maintenance

Kansas and ITCA The Contractor will provide and monitor the coordination of all
data communications between the State Agency, Local Agencies
and clinics, and the CSP. This activity Includes ail uploads,
dovmloads, centralited backup, recovery procedures, ere ■

Yes Standard

5.2.2.1(d) Operations and

Maintenance

Kansas and ITCA The Contractor will make every effort to resolve oH-hours
maintenance Issues without on-site IT personnel support

Yes Standard

5.2.2.1 (e) Operations and
Maintenance

Kansas and ITCA The Contractor will maintain the Operations Manual reflecting up-
to-date processes

Yes Standard

Operations and Maintenance

^ /
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.Momm. Ctrnitm • "

5.2.2.1(0 Operations and

Maintenance

Kansas and iTCA The Contractor wtll communicate with orv-site rr staff and the

MSC Pr^ct MarMger (or dtsigt^c) of arty scheduled

maintenance that will occur during evenings and/or weekends.

Yes Standard

5.2.3.1(a) Operations and

Maintenance

MSC All File Maintenance Requirements • This support rnust ensure

backups, archiving of data and maintersance of database

synchrofliaation betweers systems arsd system modules are

performed on a daily basis.

Yes Standard

5.2.3.1 (b) Operations and

Maintenance

MSC System Data Tables • Must provide for the maintenance of all CSP

Application, state office and standard clinic system data tables.

Yes Standard

5.2.3.1(C) Operations and

Maintenance

MSC Software Changes - Programmer/analyst staff must be available

to correct software problems in the system as well as to develop

system enhancements. These services are to be performed under

general maintenance or task order hourfy contract provisions as

appropriate to the type of change.

Yes Standard

5.2.3.1 (d) Operations and

Maintenance

MSC Data Communications - Assure the coordination of ail data

communications between the State Office, dinics, CSP, and within

clWilc networks. This actNlry must Include ail uploads,

downloads, centralited backup, recovery procedures,

synchronliation, etc Support on-line or dial up capability to the

Central Site Processor for the generation of od hoc reports

Yes Sta ndard

5.2.4.1(a) Operations and

MaintenarKe - Warranty

MSC Maintain the hardware and Software In accordance with the

Specifications, terms, and requirements of the Contract, including

providing, upgrades and fixes as required.

Yes Standard

5.2.4.1(b) Operations and

Maintenance Warranty

MSC Repair or replace the System Software or any portion thereof so

that the System operates In accordance with the Specifications,

terms and requirements of the Contract

Yes Standard

5.2.4.1(c) Operations and

Maintenance Warranty

MSC Maintain a record of the activities related to warranty repair or

mainte^nce aaivities performed

Yes Standard

5.2.4.1(d) Operations and

Maintenance Warranty

MSC For all Warranty Service calls, the Contractor shall ensure the

following information will be collected and maintained: 1) nature

of the Deficiency; 2) current status of the Deficiency; 3) aaion

plans, dates, and times; A) expected and actual compledon time;

5) Deficiency resolution information; 6) resolved by 7) Identifying

number i.c. work order number; ft) issue identified by.

Yes Standard
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Section . Sccdoh.TOe P«ar»«l •RtcbottM. OeUtf^Mothod tenamdnts. .-

S.2.4.1 (e) Operations and'

Maintenance - Warranty

MSC The Contactor must work with the State to identify and

iroubleshoot potentfally large-scale Software failures or

Oeficienctes by collecting the followirtg Information: 1) mean time
between reported Deficiencies with the Software; 2) diagnosis of
the root cause of the problem; and 3) identification of repeat calls

or repeat Software problems

Yes Standard

5.2.4,1(0 Operations and

Maintenance Warranty

MSC All Deficiencies fourxi during the Warranty Period and all

Deficiencies found with the Warranty Releases shall be corrected

by the Contractor no later than 5 business days, unless

speclficaily extended In writing by the kASC, and at no additional

cost.

Yes Standard

/  /
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S.2.5.1 (a) System Maintenance and

Network Services

New Hampshire The Contractor must operate hosting Services on a network

offering adequate performance to meet the txislness

requirements for the State appllcaiion. For the purpose of this

RFP, adequate performance Is defined as 99.9% uptime, exclusive

of the regularly scheduled maintenance window.

Yes Standard

5.2.5.1(b) System Maintenance and

Network Services

New Hampshire The Contractor shall provide network redundancy deemed

adequate by the State by assuring redundant connections

provided by multiple internet Vendors, so that a failure of one

internet connection will not Interrupt access to the State

appiication.

Yes Standard

5.2.5.1 (c) System Maintenance and

Network Services

New Hampshire Where redundant connections are not provided, then the internet

Vendor who provides the internet service to the Contractor must

have their service supplied by a provlder(s) that has multiple

feeds to ensure that a failure In one of the larger carriers will not

cause a failure of the State's Service.

Yes Standard

5.2.5.1 Id) System Maintenance and

Network Services

New Hampshire The Contractor's network architecture must include redundancy

of routers and switches in the Data Center.

Yes Standard

5.2.S.l(e) System Maintenance and

Network Services

New Hampshire Remote access shall be customized to the State's business

appiication. in instances where the State requires access to the

application or server -resources not in the DMZ. the Contractor

Shan provide remote desktop connection to the server through

secure protocols such as a Virtual Private Network (VPN).

Yes Standard

5.2.5.1 (f) System Maintenance and

Network Services

New Hampshire The Contractor shall provide the State with a personal secure FTP

site to be used the State for uploading and downloading files.
Yes Standard

5.2.5.2 |a) System Maintenance and

Network Services

Kansas and ITCA Remote network administration - assure secure, remote access

to the CPS using a broadband, persistent connection, remotelv

monitor all servers, and using remote application software to

troubleshoot and maintain the servers.

Yes Standard

5.2.5.2 (b) System Maintenance and

Network Services

Kansas and ITCA Remote database administration - adjust indexes, make changes

to the database appropriate for r>ew software requirements, and

manage log files; perform scheduled, annual maintenance of

clinic databases to improve performance.

Yes Standard

5.2.5.2 (c) System Maintenance and

Network Services

Kansas and ITCA The Cor^tractor shall work in conjunction with local CHrtic fT

supportaitd/orState n In performingail system troubleshooting

activities which Include the diagnosis and resolutton of problems

Identified by the Contractor, reported by a State Program, local

clinics, or external entities.

Yes Standard
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Section

S.2.5.2(d|

SecOooTWa

System Maintenance and

Network Services

Proiram

Kansas and ITCA

Requirement
The Contractor shall log all problems with the date and time

reported, a recommer>ded priority (critical to low), ar>d log the

resolution

5.2.5.2(e) System Maintenance and

Network Services

Kansasand ITCA The Contractor shall address problem resolution In xcordance

with their priority as determined by the MSC Project Manager (or

designee); e.g. critical problems must t>e addressed Immediately

whh frequent updates to the MSC WIC Project Manager (or

desigrwejon progress made.

Yes Standard

5.2.5.2(0 System Maintenarsce and

Network Services '

Kansas and ITCA The Contractor shaU provide technical staff for responding lo

questions and problems which adversely affect the MIS

application and/or production operation problems wiihln thirty

(30) minutes of notirication receipt during rwrmal business hours,

or within 4 hours of notification receipt after normal business

hours. The response is to include an estimated approach and

timeline to resolve the reported issue.

'

Yes Standard

5.2.5.2 (g) System Maintertance and

Network Services

Kansas and ITCA The Contraaor must ensure the application runs reitabiy with a

minimum 99.9% system availability during normal business hours.

The Contractor will be required to work with Local Agencies IT

and/or Program IT staff in addressing issues outside of the

application which has a direct or Indirect impact on malntainirtg

system availability.

Yes Standard

5-2.5.3 (a) System Maintersance and

Network Services

MSC Data synchroruzation management - The Contractor shalt

monitor replication logs to ensure ail MSC clinics are replicating

with the Central Processing Site (CPS), diagnose and troubteshoot

problems, and execute manual replkation if necessary.

Yes Standard

5.2.5.3(b) System Maintenance and

Network Services

MSC Centralized application security management - The Contractor

shall review usage logs and pinpoint abnormal usage patterns

such as off-hours use, multiple failed logins, and extended user

sessions; tightly control database users and the permissions

assigned to those users, assuring network logins are current and

that accounts are disabled or removed for staff as appropriate.

Yes Standard

5.2.5.3(0 System Maintenance and

Network Services

MSC Security management- The Contractor shall plan for and

Implement multiple levels and types of security to Include

physical, inventory and configuration control, data,
telecommunications, network, operating system, ar>d personnel

security.

Yes Standard
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5.2.5.3(d) System Maintenance and

Network Services

MSC Numerous automated }obs and extractions - The Contractor shall

assure dally replication and data summarization on a

predetermined basis, typically monthly, quarterly, and annually.

Yes Standard

S.2.5.3(e) System Maintenance and

Network Services

MSC The Contractor shall set up a process lor verifying that al systems

were backed up each work day during non-busir>ess hours.
Yes Standard

5.2.5.3(0 System Maintenance and

Network Services

MSC The Contractor will provide and monitor the process of archiving

of data and the malntertarKe of database synchronization

between system modules on a daily basis.

Yes Standard

5.2.5.3 (g) System Maintenance and

Network Services

MSC The Contractor shall monitor all system compor>ents for the need

of version upgrades, including but not limited to; operating

systems, third-party.components, ASA Sybase database, and all

related components.

Yes Sta ndard

5.2.5.3 (h) System Maintenance and

Network Services

MSC The Contractor shall perform system and software upgrades

approved by the MSC Pro}ect Manager (or designee) ensuring

upgrades work properly and do not disrupt the operational status

of the system.

Yes Standard

5.2.5.3(1) System Maintenance and

Network Services

MSC The Contractor shall perform all system upgrades after normal

business hours (unless approved otherwise by the MSC in the

event the upgrade is required to address a situation which is

impeding or preventing the clinic from performing their overall

processing).

Yes Standard

5.2.5.3 U) System Maintenance and

Network Services

MSC There must be a system backup prior to beginnirtg of an upgrade

to provide a contingency plan In case a return to a pre-upgrade

version Is required.

Yes Standard
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Section SeCtto^TWi Protrtm

S.2.6.1 (a) Software Monitoring.

Maintenance and

Modiftcations

MSC The Contractor wlll address and perform the daily monitoring

activities as Identified In the Operations Manual.

Yes Standard

S.2.6.Ub) Software Monitoring,

Maintenance and

Modifications

MSC The Contractor shall ensure that Issues identified by the

monitoring activities are addressed daily with Issue resolution

recorded. The MSC Project Manager (or desigrwe) may request a

copy of this documentation at any time in which the Contractor

shall provide.

Yes Standard

5.2.6.HC) Software Monitoring.

Maintenance and

Modifications

MSC Unless otherwise agreed by the MSC Pro|eci Manager (or

deslgnee) during the course of the contract, the contractor must

provide at least (4) four software builds annually, or more as

necessary to rneet critical buslttess problems.

Yes Standard

5.2.6.1 Id) Software Monitoring,

Malntenanceand

Modifications

MSC The Contractor shall ensure that all system changes are traded

by a software version control system. The process must indicate

what chang« are applicable to each copy of the system.

Yes Standard

5.2.6.1(e) Software Monitoring.

Maintertance and

Modifications

MSC The Contractor shall be required to detail the rr project

methodology used (i.e. ITIL, IS09000) for chsr>ge management

testing.

Yes Standard

S.2.6.11f) Software Monitoring,

Maintenance and

Modifications

MSC The Contractor must perform application testing using art

Industry standard and MSC approved testing methodology.

Yes Standard

5.2.6.1(g) Software Monitoring,

Malntenanceand

Modifications

MSC All testing results must be shared with the respective State

Program.

Yes Standard

5,2.6.1 (h) Software Monitoring,

Maintenance and

Modifications

MSC The Contactor must perform application stress testing and tuning. Yes Standard

5.2.6.1(1) Software Monitoring.

Maintenance and

Modifications

MSC The Contractor shall develop and/or modify software based on

programmatic errors and/or change requests. The change

requests may be considered part of normal maintenarvre or based

on federal requirements and may require the use of the Task

Order process.

Yes Standard

5.2.6.1 (j) Software Monitoring,

Maintenance and

Modifications

MSC The Contractor shall use a change management policy for

rtotificatlon artd tracking of charsge requests as well as oitical

outages.

Yes Standard

5.2.6.1 (k) Software Monitoring,

Maintenance and

Modifications

MSC A critical outage wilt be designated when a business function

cannot be met by a nonperforming application and there Is no

work around to the problem.

Yes Standard

Software n

TrJi
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Software Monitoring,

MaintenarKe and

Modifications

MSC The Contractor shall update all system documentation to reflect

the changes made to the system and .maintain documentation to

reflect the current production version accurately.

Yes Standard

5.2.6.2 (a) Software Releases M5C The Contractor shall coordirsate the implementation of approved

software.

Yes Standard

5.2.6.2 (b) Software Releases MSC Prior to the Installation of a new release, the Contractor will

provide a list of the changes and a list of activities with proposed

timing for implementln| the new software In each Program.

Yes Standard

5.2.6.2 (c) Software Releases MSC The Contractor shall provide a contingency plan to address any

failures.

Yes Standard

5.2.6.2 (d) Software Releases MSC The Contractor shall commurslcate to all MiS users of the pending

implementation.

Yes Standard

5.2.6.2 (e) Software Releases MSC The Contractor shall install new releases during nonregular

business hours and verify the reliable operation of the system

following the implementation (with the exception of what would

be determlrsed by the MSC Project Manager (or deslgnee) to be

an emergency release which could be done during working

hours).

Yes Standard

5.2.6.2 (0 Software Releases MSC The Contractor shall be available for support at the start of the

working day immediately following the implementation to assist

MSC Program staff In assisting with Help Desk calls related to the

changes.

Yes Standard

5.2.6.2 (g) Software Releases MSC The Contractor shall be prepared to unlnstall a release and revert

to the previous working system state if significant problems are

encountered and the MSC Project Maruger (or deslgnee)

approves the reversion.

Yes Standard

i
i

1

5.2.6.3(a) Software Security MSC Verify the identity or authenticate all of the system ctieni

applications before allowing use of the system to prevent access

to inappropriate or confidential data or sennces.

Yes Standard

5.2.6.3(b) Software Security MSC Verify the identity or authenticate all of the system's users before

allowing them to use its capabilities to prevent access to

inappropriate or confldenilal data or services.

Yes Standard

5.2.6.3 (c) Software Security MSC enforce unique user names. Yes Standard

5.2.6.3(d) Software Security MSC Enforce complex passwords for Administrator Accounts of ten

characters or more.

NO Future The WSCWIC System

passworCs are currently

eight |8) characters:

system can be mocfiea

(Oten(!0) characters
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Section. Stetioo.TWe".;;. CWkeitWetfoaim^ . ...
5.2.6.3 (e) Software Security MSC Enforce the use of complex passwords for general users using

capital letters, numbers and special characters.

Yes Standard

5.2.6.3(0 Software Security MSC Encrypt passworos in transmission and at rest within the

database.

No Future The MSC WIC System

oassoword is not

encrypted in ihe

database but is

encrlpted when

5.2.6.3 (R) Software Security MSC Expire passwords after 90 days. Yes Standard

5.2.6.3(h) Software Security MSC Authorize users and client applications to prevent access to

inappropriate or conrtdentlal data or services.

Yes Standard

5.2.5.3 (i) Software Security MSC Provide ability to limit the number of people that can grant or

change authorizations

Yes Standard

5.2.6.3 (j) Software Security MSC Establish ability to enforce session timeouts during periods of

Inactivity.

Yes Standard

5.2.6.3 00 Software Security MSC Ensure application has been tested and hardened to prevent

critical application security flaws. ( At a minimum, the application

shall be tested against all flaws outlined In the Open Web

Application Security Project (OWASP) Top Ten

Yes Standard

5.2.6.3 0) Software Security MSC The appikalion shall not store authentication credentials or

sensitive Oata in its code

Yes Standard

5.2.6.3 (m) Software Security MSC Audit alt attempted accesses that fall identification,

authentication and authorization requirements

Yes Standard

S.2.6.3 (n) Software Security MSC The application shall log all activities to a central server to

prevent parties to application transactions from dertymg that they

have taken place. The logs must be kept until back-ups are

created.

Yes Standard

5.2.6.3(0) Software Security MSC The application must allow a user to explicitly termirtate a

session. No rerrsrsants of the prior session should then remain.
Yes Standard

S.2.6.3 (p) Software Security . MSC use only the Software and System Senrices designed (or use Yes Standard *

5.2.6.3 (q) Software Security MSC The application Oata shall be protected from unauthorized use

when at rest

Yes Standard

S.2.6.3 (r) Software Security MSC Keep any sensitive Data or communications private from

unauthorized Individuals and programs.

Yes Standard

5.2.6.3 (s| Software Security MSC Subsequent applkailon enhancements or upgrades shall not

remove or degrade security requirements

Yes Standard

5.2.6.3 (t) Software Security MSC Create change management docuntentation and procedures Yes Standard

5.2.6.4 (a) Software Security Testing MSC AM components Of the Software shall be reviewed and tested to

ensure they protect the Stale's web site and Its related Data

assets.

Yes Standard

Software 13
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5.2.6.4 (b) Software Security Testing MSC The Contractor shall be responsible for securlnr testing, as

appropriate. Tests shall focus on the technical, administrative and

physical security controls that have been desigrsed into the

System architecture In order to provide the necessary

confMentlaiity, Integrity and availability.

Yes

*

Standard

5.2.6.4 (c) Software Security Testing MSC Test for Identification and Authentication; supports obtaining

information about those parties attempting to log onto a system

or application for security purposes and the validation of users

Yes Standard

5.2.6.4 (d) Software Security Testing MSC Test for Access Control; supports the management of permissions

for logging onto a computer or network

No Not Proposing Support of IAN ano

desktop computing it

the rejporuibility of the

local agency, however

CQuest's network

support staff provide

support as needed.

CQuest's network

support staff manages
permissions for iotging

onto CQuest's own

Internal network.

5.2.6.4 (e) Software Security Testing MSC Test for encryption; supports the encoding of data for security

purposes

Yes Standard

5.2.6,4(0 Software Security Testing MSC Test the Intrusion Detection; suppons the detection of illegal

entrance into a computer system

Yes Standard

5.2.6.4 (g) Software Security Testing MSC Test the Verfflcation feature; supports the confirmation of

authority to enter a computer system, application or network

Yes Standard

5.2.6.4 (h) Software Security Testing MSC Test the Digital Signature; guarantees the unaltered state of a file Yes Standard

5.2.6.4 (i) Software Security Testing MSC Test the User Management feature; suppons the administration

of computer, appllcat'ion and network accounts within an

organiution.

Yes Standard

5.2.6.4 G) Software Security Testing MSC Test Role/Privilege Marsagement; suppons the granting of

abllldes to users or groups of users of a computer, application or
network

Yes Standard

5.2.6.4 (k) Software Security Testing MSC Test Audit Trail Capture and Arulysis: supports the identification

and monitoring of activities witNn an application or system
Yes Standard

oc/o ̂ I
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5.2.6.4 (1) Software Security Testing MSC Test Input Validatiors; ensures the application is protected from

buffer overflow, cross-site scripting, SQL ln|ectIon. and

unauthorised access of files and/or directories on the server.

Yes Standard

5.2.6.4 {m) Software Security Testing MSC Prior to the System being moved into production, the Contractor

Shan provide results of all security testing to each progam for
review and acceptance.

Yes Standard

5.2.7.1 (a) System Response Time and

Availability

MSC Window Processing in the Applications • seven seconds or less for

80 percent of the transactions submitted and never more than is

seconds.

Yes Standard

S.2.7.1(b} System Respome Time artd

AvailabiltY

MSC Fl Printing - must be completely printed within 10 seconds of

function Initiation (keystroke or mouse click that initiates the

actual print).

Yes Standard

5.2.7.1 (c) System Response Time and

Availability

MSC File Check Out/in - file synchronization to a portable computer to

support a remote cfinlc must be completed in less than 20

minutes.

Yes Standard

5.2.7.1 (d) System Response Time and

Avaiiabilicy

MSC Synchronization of State Office Files - the state files must be

synchronized with all dinlcs with no Interference with any other

scheduled batch processes and 60 minutes should be available to

deal with any uneipected problems during this period.

Yes Standard

5.2.7.1 (e) . System Response Time and

Availability

MSC On Une to SUte Processor - dinic on line access to the state

processor (if used) must be seven seconds or less for 80 percent
of the transactions submitted and never more than 15 seconds.

Yes Standard

5.2.7.1(0 System Response Time and

Availability

MSC The system must be available durlrig normal operating hours S2

weeks per year as well as during rtighttlme data transmission

sessions.

Yes Standard

5.2.7.1(g} System Response Time and

Availability

MSC The Contractor shall guarantee 99.9% uptime, exclusive of the

regularly scheduled maintenance window.

Yes Standard

5.2.7.1 (h) System Response Time and

Availability

MSC If the contractor is unable to meet the 99.9% uptime

requirement, the contractor shall credit the affected program's

account in an amount based upon the following formula: (Total

Contract item Prlce/365) * Number of Oays Contract item Not

Provided. The State must request this credit in writing.

Yes Standard

^ /
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CemiftiiKs-

5.2.8.1(a) Support Response Time MSC Glass A Deficiency - (i) The Contractor shall have available

on-cail telephone assistance, with issue tracking available,

during system operations with an email / telephone
response within two (2) hours of request: or the Contractor
shall provide support orvsite or with remote diagnostic

Services, within four (4) business hours of a request.

Yes Standard

5.2.8.1 (b) Support Response Time MSG Class 8 & C Deficiency - MSG system users (local clinics or

State Agency staff) shaO notify the Contractor of such

Deficiencies during regular business hours and the
Contractor shall respond back within four (4) hours of

notification of planned corrective action; The Contractor

shall repair or replace Software, and provide maintenance

of the Software in accordance with the Specifications,

Terms and Requirements of the Contract.

Yes Standard

S.2.9.1 (a) Security and Cortfidentlallty of

Data

MSG Submit to the r«tSC Project Manager (or designee) a signed

Confidentiality A^^reement prior to staning work.

Yes Standard

5.2.9.1(b) Security and Confidentiality of

Data

MSG Any issue regarding unauthorited Intrusion, corrupUon or

attempted corruption of data and/or communications,

unauthorized software modifications, etc. (as detailed in the list)

shall be reported to the f^SC Project Manager [or designee) and

the appropriate WIC Program Director within two (2) recognized

business working days.

Yes Standard

5.2.9.1(c) Security and Cortfldentiatiry of

Data

MSG identificationyAuthentication to ensure that externals to the

software are who and what they say they are

Yes Standard

5.2.9.1 (d) Security and Confldentialiry of

Data

MSG Authoriiation to ensure Individuals or authenticated externals

have access to specific data and system components if. and only

if, they have been explicitly aulhorlied to do so by a property

appointed entity; ImrrtunlTy to ensure (hat the software Is

protected from Infection by undesirable programs (e.g. computer

viruses, vrorms, Trojans horses, etc.)

Yes Standard

•

5.2.9.1(e) Security and ConRdentiality of

Data

MSG Intrusion deteaion that specifies the extent to which an

application or software component shall detect and record

attempted access or modification by unauthoriied individuals

Yes Standard

5.2.9.1(f) Security and Confidentiality of

Data

MSG No repudiation ensuring adequate tamper-proof records are

maintained to prevent dispute of transactions taking place

between autftorlzed and authenticated parties

Yes Standard
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5.2.9.1 (g) Security and Conridentiality of

Oau

MSC Privacy to ensure unauthorixed individuals and evterrsai parties

do not gain access to sensitive data and/or communications

Yes Stancja rtf

5.2.9.Uh) Security arvl Confidendaliiy of

Data

fVISC System maintenance procedures that prevent authorlxed

software modifications (e.g. defect fixes, enhancements, updates)

from accidentally defeating Its security mechanisms.

Yes Standard

5.2.10.1(a) Training MSC The Contractor must provide training material for new system

enhancemertts and new State Office and/or Local Clinic staff as

requested.

Yes Standard

5.2.10.1 (b) Training MSC The Contractor shall assist State Office staff in developing and/or

maintaining the Training and User documentation (Help flies) to

ensure It is current and reflects the current version of the

production Mi$.

Yes Standard

5.2.10.1(c) Training MSC The training databases, materials and methods are to t>e kept up-

to-date (I.e. updating with new versions of Client Services and

reflect current versions of Central Office applications)

Yes Standard

5.2.11.1 (a) External interfaces MSC The Contractor shall transfer data to external entities Yes Standard

5.2.11.1 (b) External interfaces MSC Ability to access data using open standards access drivers (please

specify supported versions In the comments field).

Yes Standard

5.2.11.1 (c) Externalinterfaces MSC The system software adheres to open standards and Is not

proprietary.

Yes Standard

5.2.11.1 (d) E*ternai interfaces MSC The database platform adheres to open standards. Yes Standard

5.2.11.1 (e) External interfaces MSC The Solution must comply with Open Standards as specified in

ASA 21-ft;10and 21-R;13, including but not limited to Open Data

Formats.

Yes Standard

5.2.11.1 (0 External interfaces MSC Web-based compatible and in conformance with the following

W3C standards;

(1) XHTML 1.0

{il)CSS 2.1

(iii) XML 1.0 (fourth edition)

Yes Standard
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5.3.1 (a) Disaster Recovery New Hampshire The Comractor shall have in place adequate disaster recovery

procedures which shall be approved by the State of New

HampsNre.

Yes Standard

5.3.1 (b) Disaster Recovery New Hampshire The Contractor shall have docurrtented disaster recovery plans

that address the recovery of lost New Hampshire data as well as

their Own. Systems shal be architected to meet the defined

recovery needs.

Yes Standard

5.3.1 (c) Disaster Recovery New Hampshire The disaster recovery plan shall Identify appropriate methods for

procuring additional hardware in the event of a com portent

failure. In most instances, systems shall offer a level of

redundancy so the loss of a drive or power supply wlll not be

sufficient to terminate services however, these failed

components will have to be replaced.

Yes Standard

5.3.1 [Of Disaster Recovery New Hampshire The Contraaor shall adhere to a defined and documented back

up schedule and procedure.

Yes Standard

5.3.1 (e) Disaster Recovery New Hampshire Back-up copies of data are made for the purpose of facilitating a

restore of the data in the event of data loss or System failure.

Yes Standard

5.3.1 (f) Disaster Recovery New Hampshire Scheduled backups of all servers must be completed regularly. At

a minimum, servers shall be backed up nightly, with one dally,

one weekly, and one montNy backup stored in a secure location

to assure data recovery in the event of diuster. Provide details In

narrative regarding hosting software. New Hampshire standard Is

Bluehost.

Yes Standard

5.3.1,(g) Disaster Recovery New Hampshire The minimum acceptable frequency Is differential backup daily,

and complete backup weekly.

Yes Standard

5.3.1 th) Disaster Recovery New Hampshire Tapes or other back-up media tapes must be securely transferred

from the site to another secure location to avoid complete data

loss with the loss of a facility

Yes Standard

,
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S.3.1(i) Disaster Recovery New Hampshire If State data Is personally IdentlRabie, data must be encrypted in

the operation environment and on backup tapes-

No Standard Th« ii4t*b<te rilct are nor

encrvptM usincan

Industry-standa/d

encryption tecnniQuc;

however, the 4attb»t«

Alei end l0| Riri are

binary flies and are

obfuscated [noi humar>

readable). ViMte some

random wards in the

database He may be

decipherable ut>n| a disk

utiliy. the lack of context
and corwiectlon with othe

Information makes that

database comcnt

indedpherabie. The only

means tocet loa

readable format of client

data Is th<ou|h the Sybase

tools artd an. These

enforce security and

reoulre credential

vflldaiioa

Our remote daiises

syfscbronlie with our

consoKdaied databases

iivou|h the Sybase

SQUlemote replication

technoio|y and Ihe

epticat Ion messate s are

fully encrypted.

5.3.2 (a) Disaster Recovery Kansas and ITCA The disaster recovery plan shall identify appropriate methods for
procuring additlorsal hardwar« In the event of a component

failure- In most instances, systems shall offer a level of
redundancy so the loss of a drive or powe r supply will not be

sufficient to terminate senrices however, these failed

components will have lo be replaced-

Yes Standard

Disaster Recovery 19
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5.3.2 (b) Kansas andITCA

rtr"

Disaster Recovery
■Mm ■ i*—

Data recovery - in the event that recovery back to the last backup
is not sufficient to recover program data, the contractor shall
employ the use of database logs in addition to backup rr>edla In
the restoration of the databasels] to afford a much doser to real
time recovery. To do this, logs must be moved off the volume
containing the database with a frequency to match the business
needs.

^  V-- iY": iTf^iVifii'ViTi?^

Yes Standard Database flies and togs
are copied to a backup
loider every evening.
The database and logs
in tie backup folder
serve three purposes:
1) as the source
database and logs lor
those WiC Programs
who routinely bKkup
iheic database and logs
to another medium

(e.g. tape): 2) for rapid
recovery ol production
data; arsd 3) for
researching the
transaction logs for who
performed a particular
data modilicatlon (the
logs can be translated
arsd searched by
transaction lime,
usemame, arsd data

modification details}.

5.3.2(C) Disaster Recovery Kansas and ITCA The Contractor sfiall perform testing and verification of disaster
recovery procedures as pan of the Inspenion task, validating the
functionality of the procedures for the local clinics. State Office,
Contractor offices and Help Desk.

Yes Standard
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5.4.1 (a) Submitting Task Order MSC The MSC or a spedTic MSC Program (or desigrsee), name, maiftng

address, physical address, telephone number, facsimile number -

and billing address. Unless explicitly indicated in writing within
the Task Order, the party responsible for acceptance of the

Services or Dellverables under the Task Order shall be the parry

responsible for payment.

Yes Standard

5.4.1 (b| Submitting Task Order MSC The narhe of the MSC Pro)ect Manager (or designee) requesting

the Task Order and the name($) of any other person(s) who may

be contacted during any phase of the performance of work

related to the Task Order

Yes Standard

s.4.1 (C) Submitting Task Order MSC The Task Order must include a detailed analysis of the desired

result, problem, or task

Yes Standard

5.4.1 (d) Submitting Task Order MSC The Task Order must include a detailed work plan to be utilised tn

order to complete the Task Order

Yes Standard

5.4.1 (e) Submitting Task Order MSC The Task Order must Include a list of possible Impact(s) the work

plan may have on other Services or Deliverables to be or beirkg

provided by the Contractor

Yes Standard

5.4.1 (f) Submitting Task Order MSC The Task Order must include starting and completion time frames

for start and completion of the work

Yes Standard

5.4.1 (g) Submitting Task Order MSC The Task Order must Include total person hours to be expended

by personnel classlAcation, If applicable

Yes Sundard

5.4.1(h) Submitting Task Order MSC The Task Order must include the desired result to be achieved Yes Standard

5.4.1(1) Submitting Task Order MSC The Task Order must indude the name of the MSC individual

responsible for acceptance of the specific Deliverables, Services
and payment of associated invoices

Yes Standard

5.4.1 til Submitting Task Order MSC The Task Order must include the precise, mutually agreed 'not to

exceed* cost to the MSC or the requesting WIC Program.

Yes Standard

5.4.1 |k) Submitting Task Order MSC The Task Order must Include the work plan or its reference to be

followed during the Task Order performance

Yes Standard

5.4.1(1) Submitting Task Order MSC The Task Order must include the payment schedule or Its

reference applicable to each Deliverable or Service

Yes Standard

5.4.1 (m) Submitting Task Order MSC The Task Order must include precise and specific criteria for

acceptarve of Deliverables and Services

Yes Standard

Task Orders 21
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5.4.1 (n) Submitting Taslc Order MSC The Task Order must Include a line providing for signatures of,

and the date signed by the Contractor, the MSC Project Manager

(or designee) artd/or WIC Program Director, authoritlng worti

urtder the Task Order (ij The Task Order must include A line

provided for each Programs signature to Indicate explicit

acknowledgment, verirying that no terms regarding acceptance

criteria, nor time for performance, nor the cost to the MSC or

requesting WiC Program, nor Services, nor Deliverables, nor the

work plan may be changed or altered in arty uray writhout the

agreement of alt signatories to the Task Order

Yes Standard

1

5.4.2 (a) Prking Task Orders MSC Pricing for services and deliverables for a Task Order negotiated

by eKh MSC Director, MSC Project Manager (or designee), and

the Contraaor in the execution of this Contract shall be

considered a "not to exceed* price.

Yes Standard

5.4.2 lb) Pricing Task Orders MSC Task order pricing will not include the costs associated with

eidsting personnel Idemified as a System Maintenance Contractor

resource assigned to this Operations and Maintenance Contract.

Yes Standard

5.4.3.(a) invoicing Task Orders MSC The Contractor shall provide the MSC Project Manager (or

desigrsee) and originating wiC Program Director with Invoices for

each respeaive Task Order artd will r>ot include Task Order

invoices as part of the monthly Operations and Maintenance

invoke.

Yes Standard

5.4.3.(b) invoicir^ Task Orders MSC Each Task Order invoice shall include a section detailing amounts

billed for completed deliverables supporred by timesheets of

each individual working on the Task Order shovring time used by

task.

Yes Standard

5.4.3.(c) invoicing Task Order s MSC The invoice shall identify the Task Order by number and

descriptive title.

Yes Standard

5.4.3.(d) Invoicing Task Orders MSC Task Order Invoices shall be for progress payments and shall

include other appropriate support documentation as necessary.

Yes Standard

Task Orders 22
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Section Section TWa Profram

5.5.1.1 (3) Help Desk MSC Help Desk services must be available at all times during system

operation periods to assure same day response to system

problems as they occur.

Yes Siartdard

5.5.1.1(b) Help Desk MSC The Contractor must provide sufficient documentation and

reference materials to support Kelp Desk activities. The

Contractor Help Desk assumes all technical support duties and

responsibilities.

Yes Standard

5.5.1.1(0 Help Desk MSC The Contractor will be responsible for providing and configuring

the necessary equipment and software to allow prompt

diagnosis, tracking and resolution of problems.

Yes Sta ndard 1

1

5.5.1.1(CJ) Help Desk MSC Remote access software for diagnosing operating diffic Jties is

required for Help Desk use.

Yes Standard

S.S.l.Ke) Help Desk MSC Provide a resolution of any question or problem associated with

the system including hardware, application soltware, operating

systemfs) and WIC specific applications.

Yes Standard

5.5.1.1(f) Help Desk MSC Provide Immediate resportses to system or equipment failures at

any MSC State Office and WiC clinic sites (the MSC WIC State

Offices or the dinlcs may prefer to address technical issues by

their own rr Support Staff).

Yes Standard

5.5.1.1 (g) Help Desk MSC Track ar>d document all calls artd provide responses to telephone

inquiries from a State Office or clinics when users eiperlenee

difficulties in operating a MIS application. All Program policy

questions will be referred to the appropriate state office.

Yes Standard

5.5.1.1(b) Kelp Desk MSC Calls involving art applicant Or participant for whom the staff is

unable to certify or Issue food instruments wilt be givert priority

handling.

Yes Standard

5.5.1.1 (1) Help Desk MSC Calls must be answered witftin 4 rings. Yes Standard

5.5.1.1 (j) ! Help Desk MSC Callers may not be put on hold (or more than 3 rrunutes artd calls

requiring research must be returned within 4 hours.
Yes Standard

5.5.1.1(0 Help Desk MSC Provide reports to each State Agency detailing calls received.

Including numbers of calls responded or not responded in a

timely manner.

Yes Standard

5.6.1 (a) Local Clinic Network Support New Hampshire The Contractor shall be required to provide on-site services via a

subcontract with a New Hampshire based company.

Yes Standard
-

5.6.2 (a) local Clinic Network Support MSC The Conuactor may be required to determine needs and work ~

tasks with the Local Clinic IT staff to facilitate the correction of

faulty Installations

Yes Standard

Help Desk and LAN Support 23
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5.6.2 (b) Local Clinic Network Support MSC The Contractor must work directlY with Local Qinic IT staff, when
Installing new LANs, or In rare Instances, take the responsibilitv

for Installing and configuring, (or coordinate the Irtstallaclon and

configuration], all third parry software or the Local Olnics

computers.

Yes Standard

5.6.2 (c) Local Clinic Network Support MSC At a minimum, the System should support this client
configuration; Pentium 4,630/3.0CHt PC. Microsoft Windows XP

Professional Version 2002, Internet Erplorer 6, and 128 bit

encryption.

Yes Standard
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S.7.1 (a) Communication Plan (Repons

and Meetings)

MSC The Contractor shall adhere to the MSC Communication Plan

protocol.

Yes Standard

5.7.1(b) Communication Plan (Reports

arx) Meetings)

MSC The Contractor maY be required to work with a third party

contrKtor related to the maintersance of fl inventory. This

involves communications from the Contractor Help Desk to the

third party contraaor regarding the disbursement of Fl to the

Local Clinics.

Yes Standard .

5.7.1 (cl Communication Plan (Reports

and Meetings)

MSC The Contraaor may be required to attend and participate in

biannual meetings at a time and location to be designated by the
MSC.

Yes Standard

S.S.l.Ka) Service Level Agreement MSC The contractor shall write and submit a SLA to each State

Program anrHjally.

Yes Standard

5.8.1.1(b) Service Level Agreement MSC The SLA wilt be reviewed annually and updated as necessary. Yes Standard

S.8.1.l(c) Service Level Agreement MSC The Contractor's system support and maintenance shall

commence upon the Effective Date and extend through the end

of the Contract term, and any extensions thereof.

Yes Standard

5.8.1.1 (d) Service Level Agreement MSC Maintain the hardware and Software in accordance with the

Specifications, terms, artd requirements of die Contract, including

providing, upgrades and fixes as required.

Yes Standard

5.8.1.1(e) Service Level Agreement MSC Repair or replace the hardware or Software, or any portion

thereof, so that the System operates in accordance with the
Specifications, terms, and requirements of the Contract.

Yes Standard

5.8.1.1 (f) Service Level Agreement MSC The Sute shall have unlimited access, via phone or Email, to the

Contractor technical support staff during normal business hours.

Yes Standard

Communication and

Service Level Agreement (SLA) 2S
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5.9.1(a) System Oocumentalion MSC Documentation must be delivered in electronic searchable

format, unless otherwise requested. The documentation must be

updated based on timeframes determined by the MSC

Yes Standard

5.9.1 (b) System Documentation MSC The Contractor must version control all documentation which

allows readers' to identify the latest version of a document.

Yes Standard

5.9.1 (c) System Documentation ' MSC The Contractor must maintain up to date documentation for each

release. The media for these revisions, updates, and

modifKations shall be in a fomsat easily readable by MSC staff.

Yes Standard

5.9.1 (d) System Oocumematlon MSC Source Code: The Contraaor must update source code as

revisions are made and submit copy of the source code and the

standard change control documentation as requested by each

State Program. The history is to Include the date of the change,

author of the change, and a description as to why and where the

change was made.

Yes Standard

S.9.1 (e) System Documentation MSC Release Notes: The Contractor must provide release notes that

include the enhancement or defea tracking rsumber, a short

dcKrlptionAltle, and a comprehensive description of the issue

and is resolution.

Yes Standard

5.9.3 (f) System Documentation MSC The Contractor must maintain the data dictionary Yes Standard

5.9.1(8) System Documentation MSC The Contractor must update trainirtg documentation to reflect the

changes, modlflcatiotts and/or enhancements to the application.
Yes Standard

5.9.1 (h) System Documentation MSC All user, technical, arsd System Documentation as well as Project

Schedules, plans, status reports, and correspondence must be

maintairted as project documentatiorv

Yes Standard

System Documentation 26
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5.10.1.1 (a) Contractor StaKing Levels MSC The Contractor shall ensure that key personnel meet the
qualifications Identified In this RFP. Each person assigned to work

on tt>e MSC MtS and related systems >s required to submit to the

MSC Project Manager (or designee] a signed Confidentiality
Agreement prior to starting work.

Yes Standard Please refer to our

RFPresponse.

Section 2.5 for

funher description'

for all rows In this

section.

5.10.1.1 (b) Contractor Staffing Levels MSC Any substitution of proposed staff or staffmg required must have the

same or better qualifications and be approved by the MSC Project

Manager (or designee).

Yes Standard

5.10.1.1 (c) Contractor Staffing Levels MSC The Contractor shall provide name and resunves for the key

personnel.

Yes Standard

5.10.1.1 (d) Contractor Staffing Levels MSC The Contractor suff Wendfled may not be assigned to noo-MSC MIS

related activities without prior approval from the MSC Project

Manager (or desigr>ee).

Yes Standard

5.10.1.1 (e) Contractor Staffing Levels MSC The Contractor shall reduce the Monthly Maintenance and

Operations invoice for staff hours spent on work for other

Contractor Clients and/or projects.

Yes Standard

5.10.1.1 (f) Contractor Staffing Levels MSC The Contractor must provide a detailed staffing plan for each State

Program indudirrg a description of staff level, FTE and a listing of

staff competencies and skills for system operations. Proposals

submitted for the Contractor operation which do not Identify staff

with appropriate experience as described above will bi rejected as

non-responsive arvl unqualified.

Yes Standard

5.11.1.1 (a) Transition to a New

Contractor

MSC Two-months prior to the cutover date (luly 1, 2014). the Contractor

should have on staff a Database Administrator (DBA) and Network

Administrator. The incumbent contractor is to provide a one month

or longer orientation with the Contractor to rewew the Database
Administrator and Network Administrator operations and disaster

recovery procedures. The Contractor will have their DBA work side

by side with the incumbent Contractor's Database Adrrsinistrator for
up to four weeks prior to cutover. This on-the-job training needs to
include a month-end close out process.

Yes Standard

5.11.1.1 (bj TransitiontoaNew

Contractor

MSC Transfer of State hardware used for testing (desktops, laptops,

scanners, printen. signature pads, peripherals, etc.)

Yes Standard

5.11.1.1 (c) Transition to a New

Contractor

MSC Preservation and protection of the data prior to and during the

physical move of the server(s) with full restoration afterward.

Yes Standard

5.11.1.1 (d) Transition to a New

Contractor

MSC Formal testing of the System (ollowlrtg Its physical move Including

full functionality

Yes Standard
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5.11.1.2 (a) Transition to a New

Contractor

New Hampshire By June 30, the Central Host Site hardware shall be transferred to

the new site by the new contractor.

mnemim
Standard

miinihnw

5.11.1.2 (b) Transition to a New

Contractor

New Hampshire Preparation of the hosting facility Including bandwidth capability

sufficient to ensure transmission and response times required In this

solicitation.

Yes Standard

5.11.1.2 (c) Transition to a New

Contractor

New Hampshire The Contraaor shall submit a ftnalited WoOt Plan within ten (10)

days after Contract award and approval by Governor and Council.

The Worli Plan shall Include, without timiution, a detailed

description of the Schedule, tasks. Deliverables, critical events, task

dependencies, and payment Schedule. The plan shall be updated no

less than every two weeks.

Yes Standard
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2014-011 ATTACHMENTC
BEST AND FINAL OFFER (BAFQ)

Nutrition A WIC Services

1000 SW Jackson Ste 220

TopekaKS 6e£12-1?74

Ml iit:

ansas
Phone: 78S-296-1320

Fax: 7as298-l326

www.l1an3aswic.org

DepAnmciii nrHesUh A EiivirannxmRobcfi Moser. MO, Secretuy

April 25, 2014

To Kelly Chllson, Director

KDHE Division of Management and Budget, Purchasing Section

RE: Bid Event flEVT0002842

Sum Hrnwnlxck. Govcnii^r

The three members of the Multi-State Consortium (MSG), Inter Tribal Council of Arizona, Kansas and New Hampshire,

reviewed the Technical proposal submitted by CQuest as a result of Bid Event ff£VTD002842 and found that it met all

stated specifications and was complete as submitted.

On April 9,2014 a conference call was held wherein CQuest heard questions posed by members of the MSG. Additional
to the questions posed on April 9, 2014 CQuest and the MSG posed follow-up questions. The members of the MSG
accept all responses and documents submitted by CQuest. In the opinion of the MSG. CQuest meets the requirements of
theRFP.

The members of the MSG reviewed the cost proposal submitted by CQuest and asked follow-up questions regarding the

methods used to arrive at the proposed cost and for a best and final offer. The MSG accepts the responses to the
questions posed and the proposed cost as submitted by CQuest.

This is the formal notification that all members of the Multi-State Consortium (Kansas, New Hampshire and Inter Tribal
Council of Arizona) have accepted CQuest's responses to Bid Event fiE\/T0002842 and all questions that arose during the
conference call on April 9 and subsequent follow-up questions asked of CQuest. The MSG members also accept the cost
proposal and recommend that, in the best interest of the States of Kansas, New Hampshire and the Inter Tribal Council
of Arizona, that CQuest be awarded the contract.

Thank you for all of your help and support during this procurement process.

David Thomason

Director, KDHE Nutrition and WIC Services

Kansas Secretary of Administration's designated member of the Procurement Negotiating Committee and on behalf of
New Hampshire and the Inter Tribal Council of Arizona. .

ATTACHMENTC



2014-011 ATTACHMENT C
BEST AND FINAL OFFER (BAFO)

RE: EVT0002842 WIC Operations
'MMurphy@dhhs.st3te.nh.us',

D3VW Thomason ,o: Sandi
Frey.A@kdhepp2.lnlerfial.loc>

Mindy Josscndos, Theresa.Curtis^oii.nh.gov",
- , •leslio.fnoson@dolLnh.oov", 'Mlchael.ONellgkloli.nh.gov*,

"BOupeoigJdhhs.state.nh.us*. *J08rds!0y@dhhs.stata.nh.us*,
"MWoHsgKJlihs^laie.nh.us'

Hksioo': TNs messago has bean replied to-

Thank you all. I appreciate everyone's effort during this procurement. We
will oubmit the formal response of acceptance and recommend awarding the
contract to CQuest.

Dave Thomason

David Thomason

IXHE, Bureau of 'Family Health,
Nutrition and WIC Services

1000 SW Jackson St. Suite 220

Topeka, KS 66612-1274

785-296-1324 (Office)
785-296-1326 (fax)

dthocnason^kdheks .gov

-----Original Message
Prom: MMurphy^dhha.state.nh.us Imailto:MMurphy«dhha.state.nh.us)
Sent: Friday, April 25, 2014 10:21 AM
To: Kelly Chilson • <kchil6on®)idheks.gov<mailto:kchilson®kdheks.gov/0-.
Sandi Prey,/"•kdljepp2 . internal. loc
Cc: David Thomason; Mindy Jossefidee; Theresa.Curtis^doit.nh.gov,■
ieslie .ttiaaon®doit.nh.gov; Michael. ONeilMoit .nh.gov; BDupee®dhhg. state, rih, us;
JBard8ley®dhhs.st&te.nh.u6; MWellsVdhhs.state.nh.ua
Subject; Pw; BVT0002642 WIC Operations

Sandi & Kelly,
I am pleased to tell you that NH accepts CQuest response and finds that they
have net the requirements of the RFP.

Margaret S. Murphy, Administrator
Healthy Eating 6 Physical Activity Section
29 Hasen Drive
Concord, NH 03301
603.271.4S4S

NH WIC inspires, promotes and supports healthy behaviors.

Forwarded by Margaret Murphy/CommPublicHealth/Hazen/DHHS on
04/25/2014 06:55 AM

From: "Pare-Curtis, Theresa" <Thereoa.Curtis®doit.nh.gov*
To: "MMurphy®dhhs.state.nh.us" <MMurphyedhhs.state.nh.uo>, "Mason,

Leslie" <Leslie.Maaon»doit.nh.gov*, "O'Neil. Michael"
<Michael.ONeil«doit.ah.gov*. Brook Dupee
<BDupcc®dhh8.state.nh.us*, Jerry Bardsley
<JBardBley®dhhs.state.nh.us*

ATTACHMENT C
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Hiiior!';

RE: EVr0002842 WIC Operations
MMurphy@dhhs.st3te.nh.us. Mason,

Pare-Curtis. Theresa to: Leslie , O'Neil. Michael. Brook Dupee,
Jerry Bardsley

04/24/2014 06:25 PM

This message has been replied to and torwardcd.

Thank you. I suspected they may do this during code review but it is good to
have them verify that face. I have no issue® with'this response

From: MMurphyodhho. state .nh .us (MMurphyOdhha . state.nh. usj
Sent: Thursday, April 24, 2014 5:59 PM
To: Mason, Leslie; Pare-Curtis, Theresa; O'Neil, Michael; Brook Dupee; Jerry
Bardsley
Subject: Pwd: EVT0002842 WIC Operations

Attached is CQuest response to your question.
Sent from my iPad

Begin forwarded message:

From: "Sandi Fry" <SPry®kdheks.gov<mailto:SFry»kdheks.gov>>
Date: April 24, 2014 at 5:37:38 PM EOT
To: "Margaret Murphy* <MMurphy«dhh3.state,nh.u3<
mailto:MMurphy®dhhs.state.nh.us>>, "Mindy Joasefides ■
<Mirdy. JoS3efideo«itcaonline.com<mailto:Mindy. Jossefidea®itcaonline.com>s
Cc: "David Thomaaon" <dthoma3on#kdhek8. gov<riiai 1 to: dthomasonOkdheks . gov
>>,"Kelly Williams " <KLWilliam9®kdhek8.gov<mailto:KLWilliamcffkdheks.gov>>
Subject: Pwd: EVT0002842 WIC Operations

Sandi Fry

IT Project Manager
Kansas WIC Program
Office 785-296-1327

cell 785-213-6442

Begin forwarded message;

From: "Kelly Chilson" <kchilson«kdheks.gov<mailto:kchilsonekdhek9.gov>>
To: "David Thomaaon" <dthomaoon®kdheko.gov<mailto:dthoma8on»kdheks.gov>>,
'Sandi Fry" <SPry®kdhek5 .gov<mailto. SFry®kdheks .gov>?
Subject: FW: EVTOOO2042 WIC Operations

From: Sherley, Tsmi IPUl lmailto:Tami.Sherley«da.k9.gov)
Sent: Thursday, April 24. 2014 12:07 PM
To; Kelly Chilson
Subject: PW: EVT0002842 WIC Operations

FYI

Tarai Sherley, CPPB
Procurement Officer/Procurement and Contracts
Kansas Department of Administration
BOO SW Jackson, Ste. 600/Topeka. KS 66612 /4)

ATTACHMENTC
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(705) 296-3122 / Fax (705) 296-7240
tami. sherley#da .)is .gov<mailto:tami. aherleyeda.)?3 .gov><
mailto: tanl. sherleyflda. )cs. gov> /
http://admin.ka.gov/offices/procurement-and-contract3/ .
Follow 03: facebook.com/iCSDofA<http://facebooX.con/KSDoEA> /
twitter.com/KSDoA<http://twitter,com/KSDoA>

(eld; imageOOl .:jpg«01CP5PA4 . E9DF095O1

CONFIDENTIALITY AND PRIVILEGE NOTICE

This email roeaaage including attachments, if any, la intended for the peroon
or entity to which it ie addressed and may contain confidential and/or
privileged information. Any unauthorized review, uae or disclosure is
prohibited. If you are not the intended recipient, pleaac contact the sender
2md destroy the original tneosage, Including all copies.

From: Diane Dec)«er IinailCo:ddec)cer®cqucst.U8)
Sent: Thursday, April 24, 2014 12:07 PM
To: Sherley, Tami (PU)
Subject: RE: EVT0002842 WIG Cperatlona

Tami,

Pleacc find CQuest's response to the question below attached as a .PDF
document.

Thank you,

Diane

Diane E. P. Decker

Vice President of Business Development
lcid:image002.png®01CP5PA4.E9DP8950)
711 Capitol Way S, Suite 301
Olympia, WA 98501
Phone; (360) 528-8264

Fax: (360) 528-8265

Cell Phone: (360) 701-9624

Prom: Sherley, Tami (PU) (mailto:Tami.SherIey«da.kB.gov}
Sent: Wednesday, April 23, 2014 8:34 AN
To: Diane Decker

Subject: BVT0002842 WIG Operations

Diane:

We have a follow-up question that we would like a written response to by noon,
Thursday, April 24Cb.

1. After reviewing the outline in Attachment A the State does not oee
any specific steps taken to ensure the code is written in a secure manner and
complies, at a minimum, with the OWASP Top 10. can CQuest address where in
the deployment steps this type of review is done?

Thank you,

Tami

Tami Sherley. CPPB

ATTACHMENT
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Procurement OCficer/Procurement and Contracts
Kansas Department of Adtniniscration
BOO SW Jackson, 3te.. 600/Topeka, KS 66S12

(785) 296-3122 / Fax (70S} 296-7240
tami. sherley^da. ks.gov<mailto: tami . sherleyBda. ks .govx
maiico: tami. aherleyWa.ks .gov> /
http://admin.k8.gov/oCficesyprocurement-and-conCraccs/
Follow Us: facebook.com/KSDo£A<:hCtp://facebook. com/KSDofA> /
Cwitter.com/KSDoA<http://twitter,com/KSDoA>

[cid;inageOOl.jpgO01CF5PA4.E9DP8950]

CONFIDENTIALITY AND PRIVILEGE NOTICE

This email message including attachments, iC any, is intended for the person
or entity to which it is addressed and may contain conCidential and/or
privileged information. Any unauthorized review, use or disclosure is
prohibited. If you are not the intended recipient, please contact che sender
and destroy the original message, including all copies.
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0 Bl

CQuest/MSC RFP Negotiations
Code Verification per OWASP

Submitted: April 24, 2014

Principle Question

After reviewing the outline In Attachment A the State does not see any specific steps taken to
ensure the code Is written In a secure manner and complies, at a minimum, with the OWASP Top
10. Can CQuest address where In the deployment steps this type of review is done?

Response

CQuest applications are designed and built around the Microsoft Technology stack, utilizing
standard practices and trusted technologies (e.g., WCF, WPF, SOAP, XML, etc.) to Impfement the
current system.

Tbe security architecture underpinning the CQuest applications is built Into the CQuest application
framework on top of the Microsoft .NET Framework. Any enhancements, upgrades, or new
development that are Implemented beneath this framework Inherit the security benefits of the
framework. TTie application code related to any enhancements, upgrades, or new development is
reviewed during the Peer Review of Design Specifications for its use and conformity with the
CQuest application framework. All application development Is audited through automated Code
Analysis and reviewed by peers to confirm that it Is using the best practices and not Introducing
known vulnerabilities.

The following Is the Top 10 list for the OWASP standards. CQuest has provided an answer to each
category of the Top 10 list as follows:

2013 OWASP Tod 10 List

Al-Inlectlon

CQuest

Response;

Injection flaws, such as SQL, OS, and LDAP Injection occur when
untrusted data Is sent to an interpreter as part of a command or query.

unintended commands or accessing data without proper authorization.

along with the

commarxl query design patterns ensure that SQL Injection attacks are
not an Issue with our applications. Furthermore, ail commands received
by the Web Services are validated for data integrity, business rule
compliance, data type mismatch, and authorization before execution of
the requested command. Finally, code Peer Review of the Design
Specification and implementations ensure the use of the Entity

design of all solutions.

A2-Broken

Authentication

and gc??fpn
Management

Application functions related to authentication and session management
are often not Implemented correctly, allowing attackers to compromise
passwords, keys, or session tokens, or to exploit other implementation

Submitted to KDHE: 4/24/2014 Page 1
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2013 OWASPTop 10 List

COuest The MSC establishes the priority or modifications made to the MSC WIC
Response: System, If the MSC Is willing to adjust the priorities already established

for Release 43, we can implement stronger password policy
enhancements and encryption of passwords being stored in the database.

management techniques.

A3-Cross-Site

Scripting (XSS)

COuest

Response:

XSS flaws occur whenever an application takes unlrusted data and sends
it to a web browser without proper validation or escaping. XSS allows

sessions, deface web sites, or redirect the user to malicious sites.

Not applicable, The CQuest application is not a browser application.

A4-ln5ecure A direct object reference occurs when a developer exposes a reference to
Direct Oblect an Internal Implementation object, such as a file, directory, or database
References key. Without an access control check or other protection, attackers can

manipulate these references to access unauthorized data.

COuest Not applicable. The CQuest application is not a browser application, and
Response: does not allow for remote access to server resources through resource

-tier architecture design ensures a
separation of concerns. Each layer of the application framework exposes
only objects and members needed for functionality of the preceding
layer.

AS-Securitv

Misconfiouration

COuest

Response;

Good security requires having a secure configuration defined and
deployed for the apptication, frameworks, application server, web server,
database server, and platform. Secure settings should be defined,
Implemented, and maintained, as defaults are often Insecure.
Additionally, software should be kept up to date.

Note that this standard refers to several different areas of consideration,
ranging from application through platform. CQuest implements and
supports secured servers and application framework using Active
Directory security. It maintains database security through specified logins
and secured passwords.

While additional layers of security related to application services is an
area of consideration for enhanced security, the MSC establishes the
priority of modifications made to the MSC WIC System. If the MSC is
willing to undertake those stricter measures of security in these areas,
we can plan and prioritize this review work and application enhancements
after Release 43.

Submitted to KDHE: 4/24/2C14
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2013 OWASP Tod 10 List

AS-Sensttlve Data

EzaZfllUCfi

£QU££t
Response;

Many web applications do not properly protect sensitive data, such as
credit cards, tax IDs, and authentication credentials. Attackers may steal
or modify such weakly protected data to conduct credit card fraud,
Identity theft, or other crimes. Sensitive data deserves extra protection
such as encryption at rest or In transit, as well as special precautions
when exchanged with the browser.

Not applicable. The CQuest application Is not a browser application.
However, CQuest ensures and Insists on the use of SSL/RS encryption
for all data b-ansactlons between the client applications and web services;
additionally, data Is not stored on the dient system.

A7-Mlg5lnq
Function Level

Access Control

CQuest

Response:

Most web applications verify function level access rights before making
that functionality visible In the UI. However, applications need to perform
the same access control checks on the server when each function Is
accessed. If requests are not verified, attackers will be able to forge
requests In order to access functionality without proper authorization.

Not applicable. The CQuest application Is not a browser application.
Furthermore, ail service commands validate all command parameters for
user authorization, authentication, and data validity before processing to
database handling. Any additional enhancements regarding security to
CQuest application services can be planned and prioritized by the MSC
after Release 43.

A8-Cross-Slte

Request Foroerv

fCSRF)

CQuest

Response:

A CSRF attack forces a logged-

Induded authentication information, to a vulnerable web application. This

vulnerable application thinks are legitimate requests from the victim.

Not applicable. The CQuest appllcadon Is not a browser application.
However, later enhancements regarding security to CQuest application
services can be planned and prioritized by the MSC after Release 43.

A9»Usinq

Components with

Known

Vulnerabilities

CQuest

Response:

Components, such as libraries, frameworks, and other software modules,
almost always run with full privileges. If a vulnerable component is
exploited, such an attack can ̂ cllitate serious data loss or server
takeover. Applications using components with known vulnerabilities may
undermine application defenses and enable a range of possible attacks
and impacts.

with limited reliance on other 3rd party or open source binaries to ensure
that unknown vulnerabilities from attacks are not Inherited from

untrusted vendors. All software components, services, and applications
developed, designed, or used are run using the least privilege access

Submitted to KDHE; 4/24/2014 Page 3
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2013 OWASP Tod 10 List

level; conseQuently, no software used or developed by CQuest requires
administrative or system access rights to run.

AlO-Unvalldated Web applications frequently redirect and forward users to other pages
Redirects and and websites, and use untrusted data to determine the destination

forwards pages. Without proper validation, attackers can redirect victims to
phlshing or malware sites, or use forwards to access unauthorized pages.

CQuest Not applicable. The CQuest application Is not a browser application.
Response; Therefore, it Is not vulnerable to unvalidated redirects and forwards.

CQuest Build Process

CQuest uses industry standard technologies designed to limit exposure to possible vulnerabilities
and development Issues throughout the build process. Such as the use of Entity Framework and
parameterized database procedures to prevent direct SQL access to application, and Integration
databases that can be compromised.

Except for the current use of Sybase database and Active Reports reporting, the MSC wic
System Is based solely on the Microsoft technology stack, consequently, software development Is
done using manual and automated quality assurance. Moreover, all development follows

us/library/msl82020(v=vs.ll0).aspx) which parallels the Microsoft development tools and
integrates with automated quality assurance.

Through the use of the Microsoft development tools and code repositories, enforcement of
automated standard and custom Code Analysis Warnings In each check In of development ensure
known Issues are not Introduced.

The following are the currently used Minimum Code Analysis Warnings which focus on the most
critical problems in code, including potential security holes, application crashes, and other
important logic and design error including;

Warnings that support correct library design as specified by the
.NET Framework Design Guidelines.

Globalization Warninos Warnings that support world-ready libraries and applications.

Tntpronerabilltv Warnlnos Warnings that support interaction with COM clients.

MainrainabiJirv Warninos Warnings that support library and application maintenance.

Mnbiiitv Warninos Warnings that support efficient power usage.

Warnings that support adherence to the naming conventions of
the .NET Framework Design Guldeli.nes.

Submitted to KDHE; 4/24/2014
Page 4
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Performanre Wamlnos Warnings that support high-performance libraries and applications.

pQftabliirv Waminos Warnings that support portability across different platforms.

Reliability Wamlnos Warnings that support library and application reliability, such as
correct memory and thread usage.

Security Warnings Warnings that support safer libraries and applications.

Usage Warnings Warnings that support appropriate usage of the .NET Framework.

Code Analysis Policy Errors Errors that occur If the code analysis policy Is not satisfied at
check-In.

Reference; "Code Analysis for Managed Code Warnings', httD://msdn.microsoft, com/en -
us/librBi^/eeJhzek2fv=vs.llO).asDx

enforced as exceptions in the build and prohibited from introduction Into the code
repositories:

Rule DoscrlPtion

CA21QQ: Review SOL Queries for security A method sets the
vuinerabiiltles System.Data.IDbCommand.CommandText property

by using a string that is built from a string argument
to the method. This rule assumes that the string
argument contains user Input. A SQL command
string bulit from user Input Is vulnerable to SQL
Injettion attacks.

CA21Q2: Catch non-CLSCompliant A member In an assembly that Is not marked with
exceptions In general handlers the RuntimeCompatibllityAltrlbute or is marked

RuntlrneComp3tibility(WrapNonExcepticnThrows »
false) contains a catch block that handles
System.Exception and does not contain an
immediately following general catch block.

CA21Q3: Review imperative security A method uses imperative security and might be
constructing the permission by using state
information or return values that can change while
the demand is active. Use declarative security
whenever possible.

CA21Q4: Do not declare read only mutable An externally visible type contains an externally
visible read-only field that is a mutable reference

Submitted to KDHE: 4/24/2014 Page 5

attachment c



2014-011 ATTACHMENT C
BEST AND FINAL OFFER (BAFO)

Rule Description

CA21Q5: Array fields should not be read

only

CA21Q6: Secure asserts

type. A mutable type is a type whose instance data
can be modified.

When you apply the read-only (Readonly in
Visual Basic) modifier to a field that contains an
array, the field cannot be changed to reference a
different array. However, the elements of the array
stored in a read-only field can be changed.

A method asserts a permission and no security
checks are performed on the caller. Asserting a
security permission without performing any security
checks can leave an exploitable security weakness In
your code.

CA21Q7: Review deny and permit only

usage

Using the PermitOnly method and
CodeAccessPermisslon.Deny security actions should
be used only by those with an advanced knowledge
of .NET Framework security. Code that uses these
security actions should undergo a security review.

CA2106: Review declarative security on

value tvpgs

A public or protected value type Is secured by Data
Access or Link Demands.

CA2109: Review visible event handlers

CA2111: Pointers should not be visible

A public or protected event-handling method was
detected. Event-handling methods should not be
exposed unless absolutely necessary.

A pointer is not private, internal, or read-only.
Malicious code can change the value of the pointer,
potentially allowing access to arbitrary locations in
memory or causing application or system failures.

CA2112: Secured tvoes should not expose

fields

CA2114: Method security should be a

superset of tvoe

CA2115: Call GC.KeeDAIIve when using
native resources

A public or protected type contains public fields and
is secured by Link Demands. If code has access to
an Instance of a type that Is secured by a link
demand, the code does not have to satisfy the link
demand to access the type's fields.

A method should not have both method-level and

type-level declarative security for the same action.

This rule detects errors that might occur because an
unmanaged resource Is being finalized while It Is still
being used In unmanaged code.

Submitted to KDHE; 4/24/2014 Page 6
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Riile Description

CA2116: APTCA methods should only call

APTCA methods

When the APTCA (AllowPartiallyTrustedCallers)
attribute Is present on a fully trusted assembW.
the assembly executes code In another assembly
that does not allow partially trusted callers, a
security exploit Is possible.

CA2117: APTCA types should only extend

APTCA base types

When the aptca (AllowPartiallyTrustedCallers)
attribute Is present on a fully trusted assembly, and
a type in the assembly inherits from a type that
does not allow partially trusted callers, a security
exploit Is possible.

CA21LB: Review

SuDoressUnmanaQedCQdeSecurltyAttrlbute
qsaqe

SuppressUnmanagedCodeSecurltyAttrlbute changes
the default security system behavior for members
that execute unmanaged code that uses COM
Interop or platform Invocation. This attribute Is
primarily used to Increase performance; however,
the performance gains come with significant security
risks.

CA2119: Seal methods that satisfy private

Interfaces
An Inheritable public type provides an overridable
method Implementation of an internal (Friend in
Visual Basic) Interface. To fix a violation of this rule,
prevent the method from being overridden outside
the assembly.

CA2120: Secure serialization constructors This type has a constructor that takes a
System.Runtime.Serlallratlon.SerlallzaUonlnfo
object and a
System.Runtime.Serialization.StreamlngContext
object (the signature of the serialization
constructor). This constructor Is not secured by a
security check, but one or more of the regular
constructors In the type are secured.

CA2121: Static constructors should be

private

The system calls the static constructor before the
first instance of the type Is created or any static
members are referenced. If a static constructor is

not private, It can be called by code other than the
system. Depending on the operations that are
performed In the constructor, this can cause
unexpected behavior.

CA2122: Do not Indirectly expose methods

with link demands

A public or proterted member has Link Demands
and Is called by a member that does not perform
any security checks. A link demand checks the
permissions of the Immediate caller only.

Submitted to KDHE: 4/24/2014 Page 7

ATTACHMENT CMENTi



2014O11 ATTACHMENT C
BEST AND FINAL OFFER (BAFQ)

RUl£ Description

CA2123: Override link demands should be

Identical to base

This rule matches a method to its base method,
which is either an interface or a virtual method In
another type, and then compares the link demands
on each. If this rule is violated, a malicious caller
can bypass the link demand just by calling the
unsecured method.

CA2124: Wrap vulnerable finally clauses In

outer try

A public or protected method contains a try/finally
block. The finally block appears to reset the security
state and Is not Itself enclosed in a Tinally block.

CA2126: Tvoe link demands require

Inheritance demands

A public unsealed type is protected with a link
demand and has an overridable method. Neither the
type nor the method Is protected with an Inheritance
demand.

CA2136: Members should not have

conflictinQ transparency annotations

Critical code cannot occur In a 100%-transparent
assembly. This rule analyzes 100%*transparent
assemblies for any SecurltyCritical annotations at
the type, field, and method levels.

CA2147: Transparent methods mav not

use security asserts

This rule analyzes all methods and types in an
assembly that Is either 100% transparent or mixed
transparent/critical, and flags any declarative or
imperative use of Assert.

CA2140: Transparent code must not

reference security critical Items

Methods that are marked with

SecurityTransparenCAttribute call non-publlc
members that are marked as SecurltyCritical. This
rule analyzes all methods and types in an assembly
that Is mixed transparent/critical, and flags any calls
from transparent code to non-publlc critical code
that are not marked SecurityTreatAsSafe.

CA213Q: Security critical constants should

be transoarent

Transparency enforcement is not enforced for
constant values because compilers inline constant
values so that no lookup Is required at run time.
Constant fields should be security transparent so
that code reviewers do not assume that transparent
code cannot access the constant.

CA2131: Security critical tvoes mav not

oarticioate In tvoe eoulvalence

A type participates in type equivalence and a either
the type itself, or a member or field of the type. Is
marked with the SecurltyCrlticalAttrlbute attribute.
This rule fires on any critical types or types that
contain critical methods or fields that are

participating In tyoe equivalence. When the CLR
detects such a type, it fails to load it with a

Submitted to KDHE: 4/24/2014
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fitiis Pescrtotion

CA2132: Default constructors must be at

tega as cr|B<?9i 8S Wps defgult
constructors

TypeLoadExceptlon at run time. Typically, this rule
fires only when users implement type equivalence
manually rather than by relying on tibimp end the
compilers to do the type equivalence.

Types and members that have the
SecurltyCtltlcBlAttrlbute cannot be used by
Sllverllght application code. Security-critical types
and members can be used only by trusted code In
the .NET Framewor1< for Sllverllght dass library.
Because a public or protected construction In a
derived class must have the same or greater
transparency than Its base class, a class In an
application cannot be derived from a dass marked
SecurltyCrltlcal.

CA2133: Peleoates must bind to methods

with consistent transoarencv

This warning fires on a method that binds a
delegate that is marked with the
SecurltyCritlcalAttrlbute to a method that Is
transparent or that Is marked with the

SecuritySafeCriticalAttflbule. TTje warning also fires
a method that binds a delegate that Is transparent
or safe-critical to a critical method.

CA2134: Methods must keep consistent

transoarencv when overridino base

methods

This rule fires when a method marked with the
SecurityCriticalAttrlbute overrides a method that Is
transparent or marked with the

SecuritYSafeCrltlcalAttrtbute. The rule also fires
when a method that is transparent or marked with
the SecuritySafecntlcalAttribule overrides a method
that Is marked with a SecurityCritlcalAttribute. The
njle Is applied when overriding a virtual method or
Implementing an Interface.

CA2135: Level 2 assemblies should not

contain UnkOemands

LinkDemands are deprecated in the level 2 security
rule set. Instead of using LinkDemands to enforce
security at just-in-tlme (JIT) compilation time, mark
the methods, types, and fields with the
SecurityCriticalAttrlbute attribute.

CA2136: Members should not have

confilctinQ transoarencv annotations

Transparency attributes are applied from code
elements of larger scope to elements of smaller
scope. The transparency attributes of code elements
with larger scope take precedence over
transparency attributes of code elements that are
contained in the first element. For example, a dass
that is marked with the SecurityCriticalAttrlbute
attribute cannot contain a method that is marked

Submitted to KDHE: 4/24/2014 Page 9

ArrACHMENTC



2014-011 ATTACHMENT C

BEST AND FINAL OFFER (BAFO)

Rule Description

with the SecuritySafeCrlticalAttribute attribute.

CAin7-. Transparent methods must

contain only verifiable IL

A method contains unverlflable code or returns a

type by reference. This rule fires on attempts by
security transparent code to execute unverlfiable
MSIL (MJcrosort Intermediate [.anguage). However,
the rule does not contain a full IL verlRer, and
instead uses heuristics to catch most violations of

MSIL verification.

CA2138: Transparent methods must not

call methods with the

SuDpressUnmananedCodeSecurltv

attribute

A security transparent method calls a method that is
marked with the

SuppressUnmanagedCodeSecurityAttribute
attribute.

CA213g: Transparent methods mav not

use the

HandleProcessCorruDtlnoExceDtions

attribute

CA214Q: Transparent code must not

reference security critical Items

This rule fires any method which Is transparent and
attempts to handle a process corrupting exception
by using the
HandleProcessCorruptedStateExceptlonsAltrlbute
attribute. A process corrupting exception Is a CLR
version 4.0 exception classification of exceptions
such AccessViolatlonExceptlon. The
HandleProcessComjptedStateExceptionsAltribute
attribute may only be used by security critical
methods, and will be Ignored If it Is applied to a
transparent method.

A code element that is marked with the

SecurityCritlcalAttrlbute attribute Is security critical.
A transparent method cannot use a security critical
element. If a transparent type attempts to use a
security critical type a TypeAccessException,
MethodAccessException , or FleldAccessException is
raised.

CA2141:Transoarent methods must not

satisfy UnkPemands

A security transparent method calls a method in an
assembly that is not marked with the
AliowPartiallyTrustedCallersAttribute (APTCA)
attribute, or a security transparent method satisfies
a UnkOemand for a type or a method.

CA2142: Transparent code should not be

protected with LinkDemands

This rule Rres on transparent methods which require
UnkOemands to access them. Security transparent

code should not be responsible for verifying the
security of an operation, and therefore should not
demand permissions.

Submitted to KDHE: 4/24/2014 Page 10
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Rule Description

CA2143: Transparent methods should not

use security demands

Security transparent code should not t3e responsible
for verifying the security of an operation, and
therefore should not demand permissions. Security
transparent code should use full demands to make
security decisions and safe-critical code should not
rely on transparent code to have made the full
demand.

CA2144: Transparent code should not load

assemblies from bvte arrays

The security review for transparent code is not as
thorough as the security review for critical code,
because transparent code cannot perform security
sensitive actions. Assemblies loaded from a byte
array might not be noticed In transparent code, and
that byte array might contain critical, or more
Importantly safe-critical code, that does need to be
audited.

CA2145: Transparent methods should nnt

be decorated with the

SuooressUnmanaoedCodeSecurltvAttrlbute

Methods decorated with the

SuppressUnmanagedCodeSecurityAtb'ibute attribute
have an implicit llnkOemand placed upon any
method that calls It. This UnkDemand requires that
the calling code be security cridcal. Marking the
method that uses SuppressUnmanagedCodeSecurity
with the SecurityCrltlcalAttribute attribute makes
this requirement more obvious for callers of the
method.

CA2146: Types must be at least as critical

as their base tvoes and Interfaces

This rule fires when a derived type has a security
transparency attribute that is not as critical as Its
base type or Implemented Interface. Only critical
types can derive from critical base types or
implement critical Interfaces, and only critical or
safe-critical types can derive from safe-critical base
types or Implement safe-critical interfaces.

use security asserts

Code that is marked as

SecurltyTransparentACtribute is not granted
sufflclent permissions to assert.

CA2149! Trar^soarent methods must not

call Into native code

This rule fires on any transparent method which
calls directly Into native code, for example, through
a P/Invoke. Violations of this rule lead to a
MethodAccessExceptlon In the level 2 transparency
model, and a full demand for UnmanagedCode in
the level 1 transparency model.

Submitted to KDHE; 4/24/2014 Page 11

ATTACHMENrC



20t4-011 ATTACHMENT C

BEST AND FINAl. OFFER (BAFO)

C- O'

CQuest's Response to Questions/Ctartftcatlons from KDHE
Bid Event Number: 17300 - EVT00P2842 -

1) KDHE - On the Proposed Work Plan (pgs 137-140) the Month End SummarlzaO.ons
due dates vary, we would like the month end summarizations completed by the
eighth calendar day of the following month. For example, the monthly July
summarization would be completed and available to all MSG staff by August 8. Can
this requirement be met?

KDHE follow-up question: Can CQuest complete month end summarizations by the
tenth calendar day of the following month?

CQuest's Response: The due dates vary on the proposed work: plan as we planned
for the month end summarizations to be completed by the eighth business day
(which varies month to month) as is the current procedure. Historically, on average
we have completed month summarization by eighth calendar day but there have
been a few instences where the banking reconciliation process impacted the
completion date. Given the request to provide month end summarization to address
the business need for an exact day of the month that staff can expect summarized
reports CQuest will complete month end summarization by the 10*^ calendar day of
the following month.

2) KDHE - There are two full-time DBA's assigned per this response. Please provide
specific and compelling rationale for 2 full-time DBA posltiorrs.

CQuest's Response: CQuest used actual hours for DBA's supporting the MSG WIG
system (all 3 states combined) during calendar year 2013 to arrive at our proposed
two full-time DBA's.

Actual DBA hours for FY13 was 3676/18^ = 1.97 PTEs.

Actual DBA hours for FY14 YTD Is 2726; Projected DBA hours for FY14 Is
3635/1864 = 1.95 PTEs.

There are Task Orders in process that once completed may reduce the number of
DBA hours required to support the MSG WIG System. CQuest only Invoices the three
States for hours used (actual hours). CQuest will reflect the reduced DBA hours on
our monthly invoice should their hours decrease as a result of the Implemented Task
Orders.

3) New Hampshire - 5.2.1.3(e) - Please validate that CQuest understands this
requirement. The State of NH expects that an independent third party vendor must
perform an analysis when new code is introduced to ensure that it conforms to our
security standards. Tbis Includes maintenance releases. Intrusion detealon Is not a
function included In UAT.

April l6, 2014 Page 1
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Follow-up question; Please provide a description of CQuest's code verificaaon
process, showing the separation of duties and provide the resume and qualifications
of their security expert.

htti>fls//www.owa8D.ora/lndex.ahD/TQD 10 2013>Tod 10

5.2.1.

3(e)
Hosting
Security

New

Hampshire
In the development or
maintenance of any code,
the Contractor shall

ensure that the Software

Is Independently verified
and validated using a
methodology determined
appropriate by New
Hampshire. All software
and hardware shall be

hree of malldous code.

Yes Standard Software Is Independently
verified via the established
UAT process

CQuest's Response: A description of CQuest's code verification process describing
the separation of duties Is provided as Attachment A.

Please And resumes attached for the following staff responsible for ensuring CQuest's
security standards are implemented, maintained, and followed;

•  Russell Huebner

• William Roth

4) New Hampshire - 5.2.6.3(d) - When can the requirement for 10 character
. passwords be Implemented?

5.2.6. Software MSC Enforce complex No Future The MSC WIC System
3(d) Security passwords for

Administrator Accounts of

ten characters or more.

passwords are currently
eight (8) characters;
system can be modified to
ten (10) characters

CQuesf s Response: The MSC establishes the priority of modlAcatlons made to the
MSC WIC System. If the. MSC is willing to adjust the priorities already established for
Release 43 CQuest can modify all passwords from eight (8) characters to ten (10)
characters, with strong password encryption, In the Qlent Services Release 43
scheduled for the September 2014 timeframe.

This explanation Is acceptable to Kansas and Nev/ HampsNre.

April 16, 2014 Page 2
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5) New Hampshire - 5.2.5.3(0 - Under this contract the passwords must be encrypted
In transmission and at rest. C'Quest responded that this Is planned for the future.
Please provide more information on your plans to implement this practice.

5.2.6. Software MSC Encrypt passwords in No Future The MSC WIC System
3(f) Security transmission and at rest

within the database.

password Is not encrypted
In the database but is

encrypted when
transmitting It via https

CQuest's Response; Currently, the following two applications satisfy the
requirement for being encrypted at rest within the database:
•  Vendor Portal - browser based- Password field length - 128, already

encrypted In the database
•  Client Portal - browser based - Password field length « 128, already

encrypted In the database

The MSC establishes the priority of modifications made to. the MSC WIC System. If
the MSC Is willing to adjust the prioribes already established for Release 43 CQuest
can Include the requirement for encrypted passwords at rest as part of Release 43
scheduled for the September 2014 timeframe.

This explanation Is acceptable to Kansas and New Hampshire.

April 16, 2014 Page 3
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6) New Hampshire - 5.3.1(i) - The State of NH would like to participate on a call with
CQuest to understand their environment relative to this Issue.

5.3.1

(I)

Disaster

Recovery
New

Hampshire
If State data is

personally
Idendflable, data
must be encrypted in
the operation
environment and on

backup tapes.

No Standard The database files are not

encrypted using an
Industry-standard
encryption technique;
however, the database flies
and log flies are binary files
and are obfuscated (not
human readable). V^lle
some random words in the

database file rrray be
decipherable using a disk
utility, the lack of context
and connection with other
information-makes that

database content

Indecipherable. The only
means to get to a readable
forrrrat of dient'data Is

through the Sybase tools
and API. These enlbrce

security and require
credential validation.

Our remote.databases

synchronl2e with our
cortsoll^ted databases
through the Syt>ase
SQLRemote repllcaQon
technology and the
replication messages are
fuily errcrypted.

CQuest's Response: The database flies and log flies are binary files and are
obftjscated (not human readable) without the use of Sybase tods and API. While
some random words In the database file may t)e dedpherable using a.disk utility, the
lack of context and connection with other Information makes that database content
Indedpherable.

This explanation Is acceptable to Kansas and New Hampshire.

April 16, 2014 Page 4
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7) This Statement; "The StartJNC software and any enhancements, maintenance .
releases, bug Axes, or other custom development shall remain in the public domain.'
appears In the NH Terms and conditions list. In reviewing the RFP, the USDA has
stated "...that the software is not In the public domain. Basically, "public domain'
means. Doe in Texas could go to the Internet and get It and use It for free.' Therefore
the fiSC proposes that the RFP be changed to read: "The StarUNC software and any
enhancements, maintenance releases, bug Axes, or other custom development shall
remain the property of the state.' In addition anywhere else In the RFP that the
phrase "public domain' appears relating to state ownership rights will be similarly
changed to reflect that the states own the software. Please acknowledge In your
response that you concur with this change.

CQuest's Response; CQuest acknowledges and accepts the need to change all
references to "public domain" to "property of the state' In the RFP and our response.

8) Please explain the method(s) used to establish and use 1,864 hours per year in the
cost prop>osal sheet.

CQuest's Response: The calculation CQuest used to determlrie number of hours for
an PTE Is as follows:

Hours Description Calculadon

2,080 Number of weekday hours in a
year

52 weeks X 40 hours

•  -80 Vacation 10 days

-80 Holidays 10 days (Based on Kansas, New
Hampshire, and ITCA's holiday
schedule)

-24 Personal Days 3 days

-32 Sick Days 4 days (varies dependinq on staff)

1,864 Total Net Hours

9) Does the Estimated Annual Cost of $2,693,014 on page A.l represent 12 calendar
months of cost?.

CQuest's Response: Yes, the annual cost of $2,693,014 is for one calendar year.

10)Please correct the beading on Cost Proposal Sheet, page A.l to read: Duly 1, 2014-
Dune 30, 2019,

CQuest's Response: The heading on the attached BAFO Cost Proposal Sheet, page
A.l has been corrected to read: Duly 1, 2014 - Dune 30, 2019.

April 16, 2014 Page. 5
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ll)Pledse explain the method(s) used to determine the cost Increase from the Base
Period (years 1,2,3,4 and 5) to each Option Years 6, 7 and 8.

CQuest's Response: CQuesfs cost proposal Is based upon a combination of current
FY14 contract costs and actual staffing usage for the current and two prior fiscal
years by staff role. The chart on the next page shows the methodology used to
determine the ccst Increase from the Base Period (years 1-5) to each Option Years
(years 6-8). CQuest diligently prepared our Cost Proposal with the Intent to be as
fiscally conservative and responsible as possit)le while ensuring we maintain the high
professional level of service expected by the MSC.

•  CQuest added the total amount of MSC Contracts for FY14 ($2,537,532.00) to
determlr>e a base starting point.

•  CQuest added a 2% Increase to the base starting pdnt. The 2% tnaease was
determined using an average of the past 4 years' Consumer Price Index
(CPI).

•  The 2% increase was applied to each year In the Base Period (years 1 -5).

•  For option years 6,7, and 8 key personnel hourly rates were increased by
2%.

April 16, 2014 Page 6
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CQofti Aarrin, lar.
' Miltl-Stalc CtRMrdas ?rirfarM«<k«d»ler«'rer 2014 RFP

CvTtnl MeeHilir Number of

B01abl« .Auosac MeotXi to a .Aaaul

' Ofnopdcablrl Year .-LiaoQot

FY14 Kabsb Coatraei 1,741.177,00
FYU Kiw Hiniiwhiia Coakid 3S.tfSd.25 12 427.t73i00
FYUrrCACtetract 29,040.00 12 34S.4IO.00

Tonl.Auiul.AjDoBalefMSCCeDCraitJ 2.337.53200

Prior Yfar Perceoiace .AaituI
AoBcuil Aoteeai lorrnve .\aeuot

hiy 1.2014./cm30. 2015 2J37.3J200 2% 23U.222.44
iBtyl. 2015.loM 30.2016 231921244 2% 2.440.048J9
Ai5rl.20U.Auu 30.2017 2440.04929 2% 2492U9.24

/eiyl. 2017. Tbu 30,2011 im,li926 2n 2244.704.24

;«lr 1,2011.An 30.2019 274d.704.24 T% 2IOi;440J7
Teal C«il for 21SC orrr 9 Y<ar Baw Prrled 13,449.524.10

TAmbcr of Ytan Dorlflf BavPrrled 5

Amn|( .Aaaaal Ceil 2493.905.34

.Ar<nt* .Auul Ceil SabialnU la RfT Reweatt 3.<93.(I14.00

Diffrrrarr ftrt Nek 1 brion) I9l.3fl

Xeic 3: CoU aaeoat nbsritttdU bU irni Irti u beurl)' ralo irtrr reood/d lo ik< Rfnrrrf trbelt deOar.

TableBdem Ceafoatrfrlct ladu-.^ 0itaaCeuniiaen(Nel$(aMaaI}}'AdjBit«4. H.MeiubPtrefsiChaafv)

Aaauel

Y.w CPl

2010 1.6

2011

2012 2.1

2013 r.j

TeriJ 8.4

Nosbcr ef Yrin liArd .Aborf 4

Avfrag* Cn ever prior 4 \Tan 2.1 (lerN'oCr 3 beloir)

A'e4r3: CQwflawdacesMiTadTtlHCnfernjealaluiitiiAcrrawi.
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12) The MSC requests that CQuest review their cost proposal and submit any
Improvements or reductions in costs that can be made In the revised offer.

The MSC expects a lower cost based on at least two contributing factors: (a)
upgrading to the .NET platform has resulted In a system that Is easier and less work
Intensive to operate and maintain, arid (b) Issuing a Joint RfP and the resulting
contracts should realize cost efficiencies by having the three systems and work
processes being identical In most respects.

- CQuest's Response: Based on our understanding of the RTP requirements, along
with our knowledge and experience operating and maintaining the MSC WIC System,
we believe our original cost proposal Is sound. We took extreme care and diligence to
prepare a cost proposal that was fair and applicable to the work performed.

We have not made any changes to the cost proposal other than correcting the dates
as documented In Question #10 above.

We realize that there Is an expectation that upgrading to the .NET platform would
result In a system that Is easier and less work Intensive to operate and maintain. It Is
true that some work required to maintain the previous PowerBuilder version of the
system has been eliminated or decreased; however In some Instances It has been
offset by other work required in the .NET environment that was not required In the
PowerBuilder environment. Maintaining the .NET system Isnt necessarily less work, it
Is different work.

Regarding ̂ ctor'(b) above, we realize that the MSC Is expecting to realize cost
efddendes by having the three systems and work processes being Identical in most
respects going forward In a new contract. That may be the case as the three states
gain experience In working together under a single contract. However, New
Hampshire and ITCA are transltloning Into the new contract which Is more In line
with the current Kansas contract. CQuest will provide a more complete level of
support for New Hampshire and TTCA going forward than we have provided to them
In their current contracts.

New Hampshire's current contact only provides for operatiorrs support. The current
New Hampshire contract Is not designed to Indude funds for modifications such as
the password modifications described above In Question #4 and #5. In contiast, the
current Kansas contract Indudes discretionary hours dedicated for ongoing
maintenance and minor system Improvements. General maintenance modifications
such as the password modification sn be made using these hours. Task Orders are
only used when the scope of the requested nKxlflcation is beyond what Is available
under the O&M contract.

Recendy, ITCA's contract with CQuest was amended for CQuest to provide Level I
and Levd II Help Desk, network support, and datatose support. To absorb the
additional workload CQuest hired adddonal staff and assigned additional tasks to
existing staff. This amendment provides for a set number of hours each month for
services. Several times since the execution of the amendment the actual hours have
exceeded the maximum limit. During this early transition period, in an effort to keep
costs down for ITCA, and for CQuest staff to work through the transition of the
additional work load, we have chosen to absorb the extra hours rather than passing
the cost on to ITCA.

April 16, 2014 Page 6
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Both ITCA and New HampshlTC have clinics being served using distributed databases.
There may be cost savings realized In the future when these clinics are converted to
a multi-site (centrally served) database. Until that time, CQuest must continue to
dedicate DBA hours to maintain and rrtonltor system databases; monitor replication;
and monitor mobile check-lri/chcck-out for the distributed clinics. Future cost savings
cannot be accurately determined until we have actual hours expended under the new
paradigm.

As stated above in our response to Question #2 there are Task Orders in process
that once completed may reduce the number of DBA hours required to support the
MSG WIC System. CQuest only Invoices the three States for hours used (actual
hours). CQuest will reduce the DBA hours Invoiced should their hours decrease as a
result of the Implemented Task Orders.

April 16, 2014 Page 9
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CQuesfs Response to Questions/Clarifications from KDHE
Question #3: Code Veiiflcatfon, Deployment, and Separation of Responsibilities

Software Development Life Cycle/ Production Deployment

CQuest follows an Agile methodology In Its software development life cycle, strictly
delineated as planning, required analysis, designing, building, and testing. While the
building process Is characterized as being Iterative In nature, the planning, required
analysis, and designing Is a controlled, detailed, documented, peer reviewed process of
engagement by multiple levels of peer review and direction.

Planning
Software Release Identification and Priority
CQuest leaders and project managers consolidate, coordinate, and prioritize
requested and needed software fixes, upgrades, and enhancements that are
scheduled in conjunction with dlent priorities Into software releases during each
calendar year. Initial scope Is defined by the project management team and placed In
the SDLC development process for transition through the cyde Into the finished
software product.

Project meetings are held with functional and technical resources to relate the Initial
scope of the work and to familiarize assigned resources with timelines, codes
freezes, testing dates In test, UAT, and QA regions. The work is then transferred to
the functional designer for the creation of detailed specifications.

Required Analysis/Designing
■ Functional Designer-Technical Writer
The functional designer/technical writer Is responsible for the development of
comprehensive spedfications gleaned from conversations with dlent project
resources, analysis of the business problem with other functional experts, and
developing architects who give te^nlcal structure and key support to the
documentation of the solution.

Technical Developer
The technical developer (s responsible for the development of comprehensive
technical specifications, Induding VIslo layouts and technical design spedfications,
delineating the architectural approach documented in conjunction with the functional
designer and client project resources.

Peer Review of Design Spedfications
A milestone of the detailed functional and technical design specification process is
the Detailed Design Peer Review meeting. Doth the primary functional designer and
the primary technical designer present their solution design before a committee of
their peers, which include CQuest senior project managers, functional testers, and
other technical developers, to defend their design in a critiquing and questioning

'  session. This allows the CQuest team to validate the approach, verify consistency
with the detailed structure of the existing application, and to verify that the business
now of the application meets the standards that CQuest holds for Its application

.  architecture.
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Attachment A

CQuest's Response to Questions/Clarifications from KDHE
Question #3: Code Verification, Deployment, and Separation of Responsibilities

Building
Building Is characterized by an Iterative process where the functional designer and
technical developer construct the solution and validate expectations regarding
solution ease-of-use, process flow, stability and aesthetic usability. This is a
co.ntinuous process of peer validation during the solution build.

CQuest is protected from SQL Injection attacks through its state-of-the-art use of
Entity Framework within an MWM architecture for Its applications. There Is not direct
SQL access to the application databases that can be compromised.

Unit testing by the technical developer Is composed of over 5200 automated test
cases related to every area of the Client Services application. These automated test
cases are a cumulative programmatic audit of system Integrity and functionality.

When the solution has been unit tested, and the functional designer and technical
developer have reached and agreed on the quality and functionality of the peer
reviewed design, the solution is deployed to the functional testers for quality review,
regression testing, integrated testing, and process validation and documentation of
test cases.

Testing
■  The functional testers have developed a regression testing framework that is
composed of cumulative test cases addressing all areas of the system to
comprehensively validate Integrity of all system functionality, not just the particular
area of the system that might have been affected by the change. They further access
every screen and function in the system manually to verify all functionality Is
operating according to specifications. And finally, specific and thorough testing is
completed on the area of concentration related to the approved, peer reviewed
development specification documentation.

At the completion of testing, all testing documentation and results are archived
according to release or special,deployment that required maintenance.

Production Deployment
A final deployment preparation meeting composed of all parties Involved with design,
development, testing, and deployment is scheduled. The final deployment
preparation meeting Is peer reviewed and monitored by CQuest senior security
Resources and senior operations directors for integrity of the audit trail, verification of
security protocols associated with development, application packaging, and
separation of responsibilities related to deployment. The results of testing are
verified and reviewed for any outstanding issues recorded In the Issue logs. Reports
are made by functional testers as to the integrity of the application functionality.
CQuest senior security resources and senior operations directors are responsible to
maintain and confirm the security and Integrity of the deployment process.

Strategy for production deployment is developed and agreed upon, and timelines of
deployment activities are peer reviewed and approved by all parties. The deployment
signoff document and the deployment schedule are prepared and signed by the
project manager to authorize the hand-off of application packages and Installers to
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CQuesfs Response to Questtons/Clartfications from KDHE
Question tt3: Code VerKicatlon, Deployment, and Separation of Responsibilities

the network operations deployment team for Implementation according to the
deployment schedule.

Database scripts and stored procedures are documented and transferred to DBA
resources, along with the deployment schedule and Instructions for the
administration of the scripts and stored procedures.

Technical Description of Application Deployment Packages

CQuest CllckOnce automated package and deployment process:
When development resources are checked Into Team Foundation Server (TPS) by the

.'technical developer and merged Into a deployment environment, the TFS Build
Process will automatically create a deployment package through the CQuest
Deployment Packaging tool. The CQuest Deployment Packaging tool takes all
relevant binaries and executables for a CllckOnce release and digitally signs all
appliatlon manifest files and executables using a certified code signing certificate
secured from an authorized provider. All resource files in a CllckOnce deployment
package are cataloged In the manifest along with their corresponding ha^ key. A
manifest file cannot be modified without losing/corrupting Its digital signature; at
whidi point It must be resigned with a digital signature. Conversely, no resource file
may be modified without resigning the manifest file; at which point the resources

■  hash key Is updated In the manifest. This ensures that a deployment package has
not been externally tampered with or modified without prior knowledge or consent
by CQuest who controls and maintains the digital certificate. A detailed log Is always
created for each automated package build.

CQuest Application Service Host Windows HSI Installer:
When development resources are checked into TFS by the technical developer and
merged Into a deployment environment, the TFS Build Process will automatically
create an Application Service Host Windows MSI Installer through the CQuest
Deployment Packaging tool. The custom Windows MSI Installer build process will
take all relevant resource files and package them Into a tightly controlled MSI
Installer package. Before packaging, all relevant executables are digitally signed
using a certified code signing certificate secured from an authorized provider. After
the Windows MSI installer has been Built, the Installer itself Is digitally signed using a
certified code signing certificate obtained secured from an authorized provider. A
detailed log is always created for each Application Service Host Installer generated.

. The development team technical lead Is responsible for ensuring the final
• deployment has been securely packaged, verified, archived and transferred to a
secured pre-deployment staging area to await handoff to the network operations
deployment team.

The hand-o(T of the deployment package and Installer to the network operations
deployment team Is accompanied by the Deployment Slgnoff document which has
been created, reviewed, and signed during the Una! deployment preparation
meeting.
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VOLUME 2: COST PROPOSAL

Bid Event Number: 17300 • EVT0002842

Closing Date: February 4, 2014
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OporaUont and Malntananca of W1C MIS for tho Multi-State WIC Consortium

Bid Event Number: 17300 • EVT0002842

Cost Proppsaj - Executive Summary

CQuest is pleased to submit the Price Schedule portion of our response to the Request for
Proposal (RFP), Bid Event Number 17300-EVTOC02842, from the Multi-State Consortium
(MSG) regarding the operations and maintenance of the MSG WfG System. Based on our
understanding of the RFP requirements, along with our knowledge and experience operating
and maintaining the MSG WIC System, we believe our cost proposal is sound.

GQuest is committed to providing dedicated, qualified, sufficient, and experienced staff for
the duration of this contract. GQuest's approach to staffing Is to provide coverage using an
FTE approach. Each area of responsibility has key personnel identified who are qualified,
experienced with the. MSG WIG System, and available to provide the level of expertise
needed to ensure coverage for the work Identified within the RFP. The individuals chosen for
this contract have many years of WIG experience, including the development,
implementation, operations, and maintenance of the MSG WIG System. Each key role is
complemented by additional GQuest staff whose skill and expertise are equal to or greater
than the named Individual. This method of staffing provides the MSG with the required
coverage with no gaps in service because of illness, an unplanned absence, or vacations. In
addition to specific redundancy, this staffing model also demonstrates that CQuest has staff
available who are highly skilled, knowledgeable of WIC and the MSG WIC System(s), and are
available as a resource to provide support and expertise as needed.

CQuest made the following assumption when creating the Cost Proposal:

•  GQuest Is aware that New Hampshire (NH) Is considering transltloning from
Individual distributed databases to a single consolidated database. This transition has
Implications on GPS hosting costs. For purposes of this RFP Cost Proposal, CQuest
has priced NH hosting using the current hosting configurations. Should NH proceed
with plans for a consolidated database GQuest will provide information regarding the
associated cost. There may be cost savings should all three states in the Consortium
transition hosting services to CQuest.
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Operations and Maintenance of WIC MIS for the Multi-State WIC Consortium
Bid Event Number 17300-EVT0002842

COST PROPOSAL SHEET

A.l Base Period for Years 1, 2, 3, 4 and 5 (July i, 2014 - junc 30,
2019)

A.1.1 Base Period Requirements
The number of staff and anticipated number of hours per key Contractor staff Is estimated.
Qualifications for Key Personnd are set forth in section 4.10.1 Key Personnel Qualiricatlons.
The Operations Contractor shall provide the Hourly Rate (which should include load) and
Estimated Annual Cost per staff using the following table. Bid prices are fixed for the base
period.

Key Personnel
Staff

Hourly
Rate

Hours
per
Year

Estimated
Annual Cost

Project Manager 1.00 X 132.00 X 1,864 246,048

Sr. Network Analyst 1.00 X 90.00 X 1,864 = 167,760

DBA/DA 2.00 X 118.00 X 1,864 439,904

Quality Assurance Specialist 1.50 X 92.00 X 1,864 = 257,232

Technical Writer 1.00 X 105.00 X 1,864 = 195,720

Help Desk Operator 3.00 X 82.00 X 1,854 458,544

Help Desk Lead/Manager 0.50 X 87.00 X 1,864 81,084

Business Analyst 0.75 X 107.00 X 1,864 149,586

Sr. Programmer Analyst 2.25 X 128.00 X 1,864 536,832

Systems Operations 1.00 X 86.00 X 1,864 160,304

Estimated Annual Cost: 2,693,014
X 5 years

' Total 13,465,070
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Oporatlons and Malntenanca of WIC MIS for the Multi*Stat« WIC Consortium
Bid Event Number: 17300.EVT0002e42

A.2 Option Period for Year 6 (juiy i, 2019 - June 30, 2020)

Key Personnel
tt

Staff

Hourly

Rate

Hours

per

Year

Estimated

Annual Cost

Project Manager 1.00 X 134.64 X 1,864 250,969

Sr. Network Analyst 1.00 X 91.80 X 1,864 171,115

DBA/DA 2.00 X 120.36 X 1,864 448,702

Quality Assurance Specialist 1.50 X 93.84 X 1,864 = 262,377

Technical Writer 1.00 X 107.10 X 1,864 199,634

Help Desk Operator 3.00 X 83.64 X 1,864 467,715

Help Desk Lead/Manager 0.50 X 88.74 X 1,864 82,706

Business Analyst 0.75 X 109.14 X 1,864 152,578

Sr. Programmer Analyst 2.25 X 130.56 X 1,864 547,569

Systems Operations 1.00 X 87.72 X 1,864 = 163,510

Estimated Annual Cost: 2,746,875

■

X 1 year

Total 2,746,875
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Op«ntlon$ and Maintenance of WIC MIS for the Multi-State WIC Conaortlum
Bid Event Number: 17300 • EVT0002M2

A.3 Option Period for Year 7 (juiy i, 2026 - jonc 30, 2021)

Key Personnel
tt

staff
Hourly
Rate

Hours
per
Year

Estimated
Annual Cost

Project Manager '  1.00 X 137.33 X 1,864 255,983

Sr. Network Analyst 1.00 X 93.64 X 1,864 174,545

OBA/OA 2.00 X 122.77 X 1,864 457,687

Quality Assurance Specialist :  1.50 X 95.72 X 1,864 267,633

Technical Writer 1.00 X 109.24 X 1,864 203,623

Help Desk Operator 3.00 X 85.31 X 1,864 477,054

Help Desk Lead/Manager 0.50 X 90.51 X 1,864 84,355

Business Analyst '  0.75 X 111.32 X 1,864 155,625

Sr. Programmer Analyst 2.25 X 133.17 X 1,864 558.515

Systems Operabons 1.00 X 89.47 X 1,864 166,772

Estimated Annual Cost:

Total

2,801,792
X 1 year

2,801,792
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Operations and Maintenance of WIC MIS for the IMuiti-State WIC Consortium

Bid Event Number 17300 •EVT0002a42

A.4 Option Period for Year 8 (juiy i; 2021 - junc 30, 2022)

Key Personnel
#

Staff

Hourly
Rate

Hours

per

Year

Estimated

Annual Cost

Project Manager 1.00 X 140.08 X 1,864 261,109

Sr. Network Analyst 1.00 X 95.51 X 1,864 = 178,031

DBA/DA 2.00 X 125.23 X 1,864 = 466,857

Quality Assurance Specialist l.SO X 97.63 X 1,864 272,973

Technical Writer 1.00 X 111.42 X 1,864 207,687

Help Desk Operator 3.00 X 87.02 X 1,864 = 486,616

Help Desk Lead/Manager 0.50 X 92.32 X 1,864 = 86,042

Business Analyst 0.75 X 113.55 X 1,864 = 158,743

Sr. Programmer Analyst 2.25 X 135.83 X 1,864 569,671

Systems Operations 1.00 X 91.26 X 1,864 = 170,109

Estimated Annual Cost: 2,857,838

X 1 year

Total 2,857,838
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A.5 State Specific Requirenient(s)

This section Is a summary of the total costs for an Individual State's need.

Description

A.5.1 New Hampshire Yearly Hosting costs
(Base Period - 24,630 per year)

A.5.2 New Hampshire Yearly Hosting costs
(Option Period year 6)

A.S.2 New Hampshire Yearly Hosting costs
(Opdon Period year 7)

A.5.2 New Hampshire Yearly Hosting costs
(Option Period year 8)

Costcd As

Operations &
Maintenance

Operations &.
Maintenance

Operations &
Maintenance

Operations &
Maintenance

Total

123,150

25,122

25,625

26,137

200,034

cQffiSt
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INAt. OFFER (BATO)

Operations and Maintenance of WIG MIS for the Multi-State WIG Consortium

Bid Event Number: 17300 •EVT0002842

A.6 Transitioning Costs

This section is a summar/ of the total costs for an individual State's need. Each transition
month needs to be totaled with the Total of the 3 month period indicated In the yellow box.

Description

A.6.1 Transition 1" month - Total

A.6.1.1 Kick-off Meeting

A.6.1.2 O&M Transition Work Plan

A.6.1.3 Testing Hardware
Transition Work Plan

A.6.1.4 Central Host Site Transfer

Work Plan (New
Hampshire only)

A.6.2 Transition l"" month - Total

A.6.2.1 Central Host Site Transfer

(New Hampshire only)

A.6.2.1.1 Standup hardware and

Infrastructure software

A.6.2.1.2 Initial load of NH

StarUNC software

A.6.2.1.3 Initial load of NH data

to new environment

A.6.2.1.4 Perform UAT In test

system
A.6.2.1.5 Final load of software

and data

A.6.2.1.6 Provide required
operational procedures

A.6.2.1.7 Cutover to new system

A.6.3 Transition 3*^ month - Total

A.6.3.1 Full responsibility of MIS

Costcd As

Transition

Transition

Transition

Transition

Transition

Transition

Transition

Transition

Due Date

May 30, 2014

May 6, 2014

May 14, 2014

May 23, 2014

May 23, 2014

June 30,
2014

June 30,
2014

Dates to be

determined

by Central
Host Site

Transfer

Work Plan

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

Transition

Transition

July 31. 2014

July 31, 2014

Total

N/A

N/A

N/A
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fINAL OFFER (BAFO)

Operations and Maintenance of WIC MIS for the MultJ'State WIC Coneortium
Bid Event Number: 17300 • EVT0002642

A.7 Cost Summary Worksheet and Grand Total

TTils worksheet Is a summary of the total costs for each of the Individual sections (A.l
through A.6). The dollar amounts shown In the "Total" boxes from the preceding sections
should be entered In the "Cost" column In the following table.

Description

A.l Base Period for years I, 2, 3, 4 and 5

A.2 Option Period for year 6

A.3 Option Period for year 7

A.4 Option Period for year 8 ^

A.5 State Specific Requlrement{s)

A.6 Transltloning costs

Costcd As

Operations & Maintenance 13,465,070

Operations & Maintenance 2,746,875

Operations Maintenance 2,801,792

Operations & Maintenance 2,857,838

Operations 8i Maintenance 200,034

Transition N/A

Financial Proposal Grand
Total
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