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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF QUALITY AND IMPROVEMENT

Jeffrey A. Meyers 129 PLEASANT STREET, CONCORD, NH 03301-3857
Commissioner 603-271-9520 1-800-852-3345 Ext. 9520
Fax: 603-271-8431 TDD Access: 1-800-735-2964
Diane Langley www,dhhs.nh.gov

Director

June 28, 2018

!

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of Quality Assurance
and Improvement to amend an existing agreement with Milliman Solutions, LLC (Vendor
#273998), 1301 5™ Avenue, Suite 3800, Seattle, WA 98101, to continue providing a data
system and associated services for the Comprehensive Health Information System, a joint
project of the Department of Health and Human Services and the New Hampshire Insurance
Department with no change to the price limitation and no change to the completion date, June
30, 2022 effective upon Governor and Executive Council approval.

This is a no cost amendment.

The original agreement was approved by the Governor and Executive Council on June
21, 2017, Item #89. ‘ '

EXPLANATION

The purpose of this amendment is to create a separate standard list of Person Key,
Service Provider Key, Billing Provider Key and Provider Crosswalk Key that remains consistent
across all refreshes and extracts. The current contract requires the creation of these keys but
does not require them to remain consistent between extracts. Not maintaining consistency
between extracts impacts researchers. The primary example of internal impact is the inability to
track individuals who leave a Premium Assistance Program (PAP) and join a commercial carrier
or vice versa.

Milliman Solutions will continue to interact with health insurance carriers, third party
administrators, pharmacy benefit managers, dental carriers, and other entities who manage
medical, behavioral health, dental and pharmacy claims in order to detect and solve problems -
related to regulations and submittal processes. The Contractor will continue to ensure
consistent de-identification of personal identifiers by the carriers by supplying de-identification
software or appliance for such time as state and federal laws and rules require de-identification.
Additionally, the Contractor will continue providing access to custom data sets as well as
produce, maintain and publish complete documentation of data sets.

The Contractor will continue providing a data system and associated services for the de-
identification of direct identifiers, collection, quality assurance, consolidation, secure storage,
and access, via development of analytic-ready data sets, of all payer health insurance claims
data as part of the New Hampshire Comprehensive Healthcare Information System, a joint
project of the Department of Health and Human Services and the New Hampshire Insurance
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Department. Premium assistance data will aiso be collected to the extent it is in effect. PAP is
only currently authorized through the end of calendar year 2018. PAP data does not need to be

de-identified, and will be kept separate from all encrypted data. These services fulfill the
requirements of NH RSA 420-G: 11-a.

This project will enable the Department of Health and Humans Services to fulfill its
obligations under the Memorandum of Understanding with the New Hampshire Insurance
Department to implement NH RSA 420-G:11, Il, which requires health insurance carriers to
submit their encrypted claims data to the two departments, and NH RSA 420-G: 11-a., which
mandates the Comprehensive Healthcare Information System.

The healthcare data collected provides important comparative information to enhance
efficiencies in the State's Medicaid program and is used to review healthcare utilization,
expenditures, and performance in New Hampshire and to enhance the ability of New Hampshire
consumers and employers to make informed and cost-effective health care choices. The health
insurance carriers electronically provide their encrypted claims data to the Department of Health
and Human Services in accordance with the New Hampshire Insurance Department
Administrative Rule Ins 4000, Uniform Reporting System for Health Care Claims Data Sets.
The data collected does not permit direct identification of the individual patients.

The original contract was procured via a competitive procurement.

Should the Governor and Executive Council not approve this request the State may lose
a valuable resource for understanding and making aspects of the health care system more
transparent. Furthermore, Medicaid program operations may suffer due to the lack of
comparative information which is provided through this system. The inability to track individuals
who move between Medicaid Managed Care and commercial plans care also impairs our ability
to understand the use of care for those who may no longer have Medicaid coverage and the
care received by Medicaid members who also have other coverage.

Area Served: Statewide

In the event that Federal Funds beceme no longer available, General Funds will not be
requested to support this program.

Respectfully submitted,

John R.-Elas g

Commissioner , enior Director
Department of Insurance

Commissioner

The Department of Health and Human Services’ Mission is to join communities and families
in providing opporiunities for citizens to achieve health and independence.



STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access; 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

June 7, 2018

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

29 Hazen Drive

Concord, NH 03301

Dear Commissioner Meyers:

This letter represents formal notification that the Department of Information Technology (DolT)
has approved your agency’s request to enter into a contract amendment with Milliman Solutions, LLC. of
Seattle, WA as described below and referenced as DolIT No. 2017-001 A.

This is a request to amend the current Milliman Solutions, LLC contract with DHHS that
provides for a system and associated services for the de-identification of direct
identifiers, collection, quality assurance, consolidation, secure storage, and access, via
development of analytic ready data sets, of all payer health insurance claims data as part
of the New Hampshire Comprehensive Healthcare Information System.

The amendment amends the scope of the contract to include the consolidated data process
that assigns a common provider (group), practice, and personal identifiers across all

instances of a provider practice or person entities, regardless of Carrier.

There are no changes to cost or contract end date. This shall become effective upon
Governor and Council approval through June 30, 2022.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,
L/
Denis Goulet

DG/ik
DolT #2017-001A

cc: Bruce Smith, IT Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"



New Hampshire Department of Health and Human Services
Comprehensive Health Information System (CHIS)

State of New Hampshire "
Department of Health and Human Services '
Amendment #1 to the
Comprehensive Health Information System (CHIS)

This 1% Amendment to the Comprehensive Health Information System (CHIS) contract
(hereinafter referred to as “Amendment One”) dated this 30" day of May, 2018, is by and
between the State of New Hampshire, Department of Health and Human Services (hereinafter
referred to as the "State" or "Department”) and Milliman Solutions, LLLC, (hereinafter referred to
as "the Contractor"), a corporation with a place of business at 13010 Fifth Avenue, Suite 3800,
Seattle, WA 98101.

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive
Council on June 21, 2017, ITEM #98, the Contractor agreed to perform certain services based
upon the terms and conditions specified in the Contract as amended and in consideration of
certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work,
payment schedules and terms and conditions of the contract; and il

WHEREAS, pursuant to the Form P-37, General Provisions, Paragraph 18, the State may
modify the scope of work and the payment schedule of the contract by written agreement of the
parties, upon Governor and Executive Council approval; and

WHEREAS, the parties agree to modify the Scope of Services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency to read:
E. Maria Reinemann, Esq., Director of Contracts and Procurement.

2. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
603-271-9330.

3. Exhibit H — Requirements, Section F.4, to read:

The Vendor shall execute and include in the consolidated data a process that assigns a |
common provider (group) practice identifier across all instances of a single provider

practice entity, regardless of Carrier, that it is to be consistent between extracts and

refreshes.

4. Exhibit H— Requirements, Section F.5, to read:

The Vendor shall execute and include in the consolidated data a process that assigns a
common person identifier across all instances of a single person, regardless of Carrier,
business line or relationship to the contract holder (subscriber) that it is to be consistent
between extracts and refreshes.

Milliman Solutions, LLC Amendment #1
RFP #2017-001-CHIS-01 Page 1of 5
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New Hampshire Department of Health and Human Services

Comprehensive Health Information System (CHIS)

5. Exhibit B, Price and Payment Schedule, Section 1, Payment Schedule, Subsection 1.1,

Firm Fixed Price, to read:

Reference Activity, Deliverable, or Milestone Projected Price
Number Delivery Date
1. Conduct Project Kickoff Meeting 39117 $0
2. Plan of Operation 310117 $0
3. Work Plan 31017 $0

4. Carrier Communication Pian and Materials In place $0

5. Analysis Report In place $0

6. Architecture Plan In place $0

7. Implementation of web-based Carrier In place $0
registration and tracking process
8. Software Configuration Plan 311017 —for $0
Query Express
9. Implementation of all Project website In place 30
components

10. De-identification Plan In place 30

11. Consolidation Design Plan In place $0

12, System Test Plan In place $0

13. Test Plan In place $0

14. Design Plan for validating Carrier submissions In place $0

186. Initial Data Dictionaries (Public Use, Limited Use | In place $0
and Consolidated)

16. Initial Data Submission Manual In place $0

17. Vendor system available for vendor testing and | In place $0
State acceptance

15. Vendor system available for de-identification, In place $0
Carrier submission and data validation

19. Data Consolidation and Value Added data In place $0
elements implemented in Vendor system

20. Quality Assurance Design Plan for validating In place $0
data set extracts

21 Quarterly data set extracts prepared, validated, | Beginning $46,724 per
and delivered to DHHS and NHID Quarterly, 3/30/2017 quarter
Beginning 03/30/17 (20 total)

22, Quarterly Public Use data set package prepared | Beginning $33,816 per
and validated Quarterly, Beginning 03/30/17 (20 | 3/30/2017 quarter
total)

23. Delivery of reconsolidated historical data extract | Beginning $0
to DHHS and NHID 3/30/2017

24, Annual security assessment In place $0

25. Provide Software Licenses if needed In place $0

26. Provide Fully Tested Data Conversion Software | 4/4/17 - for Query | $3,335

Express

27. Provide Analytic Software Installed, Configured, | 6/29/17 for Query | $7,655

and Operational to Satisfy State Requirements Express

Milliman Solutions, LLC
RFP #2017-001-CHIS-01

Amendment #1
Page 2of 5



New Hampshire Department of Health and Human Services
Comprehensive Health Information System (CHIS)

28. File processing system In place $0
29. Registration System In place $0
30. Conduct User Acceptance Testing 6/21/17 $2,320
31. Perform Production Tests 6121117 $1,545
32. Conduct System Performance (Load/Stress) 6/21/17 $2,450
Testing
33. Certification of 3rd Party Pen Testing and In place $0
Application Vulnerability Scanning
34, Converted Data Loaded into Production 6/23/17 $0
Environment
35. Conduct Training 6/28/17 $1,625
36. Cutover to New Software 6/29/17 | $1,225
37. Provide Documentation 6/30/17 $1,200
38. Execute Security Plan 6/30M17 $1,340
39. Ongoing Monthly Support — CHIS Data Beginning $12,000 per
3172017 month for all
files.
39. Ongoing Monthly Support — PAP Data Beginning $1,000 a
3112017 month for all
files.
40. Provide Quarterly Extracts Beginning $80,540 per
3/30/2017 quarter for
both the
guarterly
data extracts
and public
use data set
41. Conduct Project Exit Meeting 711712017 $0
42. Creating Persistent Person and Provider Keys $6,000

6. Add Appendix H, Exhibit K, DHHS Information Security Requirements.

Milliman Solutions, LLC
RFP #2017-001-CHIS-01

Amendment #1
Page 3 of &
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New Hampshire Department of Health and Human Services
Comprehensive Health Information System (CHIS)

This amendment shall be effective upon the date of Governer and Executive Council approval.
IN WITNESS WHEREQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Hurman Services

'tclrzg!\{ L

Diane Langley \
Senior Director,

Date

Milliman Solutions, LLC I .'_ :‘

Juag £ 2018 Lo Vg
Date Name: 4

Title: P(: r\r.,‘\ P“‘\

Acknowledgement of Contractor's signature:

State of UJCIS\\\N?\M County of (A A, on JuAR &, 2B K pefore the undersigned officer,
personally appeared the person identified directly above, or satisfactorily proven to be the person whose name is
signed above, and acknowledged that s/he executed this document in the capacity indicated above.

Moo

Signature of Notary ﬁjblic or Justice of the Peace

kbﬁWqubuc

Name and Title of Notary or Justice of the Peace

'11011\

MERCEDES FERNANDEZ
NOTARY PUBLIC
STATE OF WASHINGTON

My Commission Expires Juty 24, 2021

it x| -

- RS
My Commission Expires: | UL\:I' L (

f

Milliman Solutions, LLC Amendment #1
RFP #2017-001-CHIS-01 Page 4 of 5



New Hampshire Department of Health and Human Services
Comprehensive Health Information System (CHIS)

{‘I | ! ||
The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and execution.

1)1 .
Date | ¢ _Ir~:lietalrer1:e: AN C.{?/L’
R

[ hereby certify that the foregoing Amendment was approved by the Gdvernor and Executive Council of the State
of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE ATTORNEY GENERAL

OFFICE OF THE SECRETARY OF STATE

Date Name; i r‘ .
Title:
L I
Milliman Solutions, LLC Amendment #1

RFP #2017-001-CHIS-01 Page 5 of 5
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Appendix H
New Hampshire Department of Health and Human Services
Exhibit K

A. Definitions e l ,

The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, * Breach”
shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce.

3. “Confidential Information™ or “Confidential Data” means all confidential information IEE; I,:.
disclosed by one party to the other such as all medical, health, financial, public ‘
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PH!), Personal Information (PI), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contractor, contractor’s employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS o
data or derivative data in accordance with the terms of this Contract. (R

5. “HIPAA” means the Health Insurance Portability and Accountability Act of 1996 and
the regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a

V4. Last update 2.07.2018 Exhibit K Contractor Initials g :2

DHHS Information
Security Reguirements %
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Appendix H
New Hampshire Department of Health and Human Services
Exhibit K

system for the processing or storage of data; and changes to system hardware,

firmware, or software characteristics without the owner's knowledge, instruction, or

consent. Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents, and misrouting of physical or electronic

mail, all of which may have the potential to put the data at risk of unauthorized 1 '
access, use, disclosure, modification or destruction. !

7. “Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire’'s Department of Information
Technology or delegate as a protected network (designed, tested, and approved, by
means of the State, to transmit) will be considered an open network and not
adequately secure for the transmission of unencrypted P1, PF], PHI or confidential
DHHS data.

8. “Personal Information” (or “PI”’) means information which can be used to distinguish
or trace an individual’s identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is
linked or linkable to a specific individual, such as date and place of birth, mother’s
maiden name, etc.

9. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable 3 H,.| b
Health Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the
United States Department of Health and Human Services.

10. “Protected Health Information” (or “PHI”) has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R.
§ 160.103.

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

2. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute. I i
e
I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

V4. Last update 2.07.2018 Exhibit K Contractorlnitjalsg IE é
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Appendix H

New Hampshire Department of Health and Human Services
Exhibit K

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or
object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

II. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor wili only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

V4, Last update 2.07.2018 Exhibit K Contractor Initials i { W’
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Appendix H
New Hampshire Department of Health and Human Services
Exhibit K

i)

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section I11. A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the HE l
hosting infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for
Media Sanitization, National Institute of Standards and Technology, U. S. N l=?|="
Department of Commerce. The Contractor will document and certify in writing at -
time of the data destruction, and will provide written certification to the Department
upon request. The written certification will include all details necessary to
demonstrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding,

3. Uniless otherwise specified, within thirty (30} days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping,

V4. Last update 2.07.2018 Exhibit K Contractor Initials 2 i m‘
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New Hampshire Department of Health and Human Services

Appendix H

Exhibit K

IIl. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1.

V4. Last update 2.07.2018 Exhibit K Contractor Initials t EW\/

DHHS Information
Security Requirements & I {{‘ ‘g

The Contractor will maintain proper security controls to protect Department
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

The Contractor will maintain policies and procedures to protect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use, storage and secure destruction) regardless of the media
used to store the data (i.e., tape, disk, paper, etc.).

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor will provide regular security awareness and education for its End
Users in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those
for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies and
procedures, systems access forms, and computer use agreements as part of obtaining
and maintaining access to any Department system(s). Agreements will be completed
and signed by the Contractor and any applicable sub-contractors prior to system access
being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

Page 50of 9 Date
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Appendix H
New Hampshire Department of Health and Human Services
Exhibit K

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed ‘Ij | ;g'i;.
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New
Hampshire or Department data offshore or outside the boundaries of the United States
unless prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the breach.

12. Contractor must, comply with all applicable statutes and regulations regarding the i ‘L! ”"":
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of PI and PHI at a level and scope that is not less
than the level and scope of requirements applicable to federal agencies, including, but
not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy
Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts
160 and 164) that govern protections for individually identifiable health information
and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the State of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. !

't

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer, and additional email
addresses provided in this section, of any security breach within two (2) hours of the time
that the Contractor learns of its occurrence. This includes a confidential information
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New Hampshire Department of Health and Human Services

Appendix H

Exhibit K

breach, computer security incident, or suspected breach which affects or includes any
State of New Hampshire systems that connect to the State of New Hampshire network..

15. Contractor must restrict access to the Confidential Data obtained under this
Contract to only those authorized End Users who need such DHHS Data to perform
their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all nd Users:

a. comply with such safeguards as referenced in Section I1A. above, implemented
to protect Confidential Information that is furnished by DHHS under this
Contract from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFI
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being
sent to and being received by email addresses of persons authorized to receive
such information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used to access the site directly or indirectly through a
third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this

V4, Last update 2.07.2018 Exhibit K Contractor Initials 2 EW’
DHHS Information
Security Requirements (l [ { f 4/
Page 7 of 9 Date l
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Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this Contract.

IV. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer, Information Security Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
time that the Contractor leamns of their occurrence.

The Contractor must further handle and report Incidents and Breaches involving PHI in

accordance with the agency’s documented Incident Handling and Breach Notification i "*‘!!“"‘
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and

notwithstanding, Contractor’s compliance with all applicable obligations and procedures,

Contractor’s procedures must also address how the Contractor will:

1. Identify Incidents;
Determine if personally identifiable information is involved in Incidents;

Report suspected or confirmed Incidents as required in this Exhibit or P-37;

O

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reported, as il I?"”'
applicable, in accordance with NH RSA 359-C:20.

V.  PERSONS TO CONTACT

A. DHHS contact program and policy:

(Insert Office or Program Name)
{(Insert Title)
DHHS-Contracts@dhhs.nh.gov

B. DHHS contact for Data Management or Data Exchange issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

ik !'r|%!_t
V4. Last update 2.07.2018 Exhibit K Contractor Initials ZW : ‘
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_ Appendix H
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C. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

D. DHHS contact for Information Security issues:
DHHSInformationSecurityOffice@dhhs.nh.gov

E. DHHS contact for Breach notifications:
DHHSInformationSecurityOffice@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov

V4, Last update 2.07.2018 Exhibit K
DHHS Information
Security Requirements
Page 8 of 9
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State of New Hampshire
Department of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that MILLIMAN, INC. is
a Washington Profit Corporation registered to transact business in New Hampshire on September 15, 1988. I further certify that all
fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this office is

concerned,

Business ID: 134216
Certificate Number:; 0004091789

IN TESTIMONY WHERECF,

1 hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 2nd day of May A.D. 2018.

Dorhodr

William M. Gardner
Secretary of State




CERTIFICATE OF VOTE

l, Andreas Braendie , do hereby certify
that:

{Name of the elected Officer of the Agency, cannot be contract signatory)
1. | am a duly elected Officer of Milliman, Inc.

(Agency Name)

2. The following is a true copy of the resolution duly adopted at a meeting of the Board of Directors of

the Agency duly held on December 2, 2002
(Date)
RESOLVED: That the Principal

(Title of Contract Signatory)

is hereby authorized on behalf of this Agency to enter into the said contract with the State and to
execute any and all documents, agreements and other instruments, and any amendments, revisions,
or madifications thereto, as he/she may deem necessary, desirable or appropriate.

3. The forgoing resolutions have not been amended or revoked, and remain in full force and effect as of

the O dayof LUAS 201K
{Date Contract Signed)

4. Richard Moyer is the duly elected _ Principal
(Name of Contract Signatory) {Title of Contract Signatory)

of the Agency. ? (

{Signature of the Elected Off icer)

STATE OF WASHINGTON

County of King

T T
The forgoing instrument was acknowledged before me this 8 day of JUAL 20 lg

MERCEDES FERNANDE 2 of the Agency)
NOTARY PUBLIC %W
STATE OF WASHINGTON

* (Notary Publighustice of the Peace)

My Commissian Expires July 24, 2021
(NOTARY SEAL)

Commission Expires: Tﬂk[,lj Z"[l, 202[



g Yo DATE{MM/DD/YY'Y'Y)
ACORIDD
— CERTIFICATE OF LIABILITY INSURANCE o6izar2018
THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER,
IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy({ies) must have ADDITIONAL INSURED provisions or be endorsed. f by
SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on this %
certificate does not confer rights to the certificate holder in lieu of such endorsement(s). 5
FRODUCER CONTACT ]
Aon Risk Services Northeast, Inc, PHONE - v N A
New York NY office {AIC. No. Extyy (F12) 381-1600 fAe oy (332) 381-7007 &
199 water Street E-MAIL °
New York Ny 10038-3551 usa ADDRESS: T
INSURER(S) AFFORDING COVERAGE NAIC #
INSURED INSURER A: National Fire Ins. Co. of Hartford 20478
Milliman Solutions, LLC. INSURER B: valley Forge Insurance Co 20508
1301 Fifch Avenue Ste. 3800 -
seattle WA 98101 USA INSURER C: The Continental Insurance Company 35289
INSURER D: American Casualty Co. of Reading PA 20427
INSURER E:
INSURER F:
COVERAGES CERTIFICATE NUMBER: 570072048514 REVISION NUMBER:
THIS I8 TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS, Limits shown are as requested
) TYPE OF INSURANCE AnpleEn POLIGY NUMBER a1 | (A P LIMTTS
A | X | COMMERCIAL GENERAL LIARILITY 07135_?195 biT 0/2043( EACH OCCURRENCE $1,000,000
General Liability [DAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES {Es occumence) $1,000,000
MED EXP {Any one persan) $15,000
] PERSONAL & ADV INJURY $1,000,000f
— [rd
| GEN'LAGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2,000,000 =
POLICY ng‘g LOC PRODUGTS - COMPIOP AGG 32,000,000 5
OTHER: S
B | AUTOMOBILE LLABILITY C 6071827272 06/30/2018(06/30/2019( COMBINED SINGLE LIV 1,000,000 i
Auto Liability | {Ea accident) 31, : -
% | ANy AuTO BODILY INJURY { Per persan) §
1 owneD icur_urggmeu BODILY INSURY (Per accident) I
L AuTOS ONLY PROPERTY DAMAGE 3
[ | || nonomen ez £
% | Decuctibie $1,600 'E
UMBRELLA LIAR OCCUR EACH OCCURRENCE o
| | excesswap | | cLams-maoe AGGREGATE
DED_L [RETENTION
C | WORKERS COMPENSATICN AND WC & 71865486 G6/30/2018[06/30/2013] y | PER STATUTE I‘ |om.
E”P';ggsgs' 'E'Aﬁ"fg YiN workers Compensation ER T 0000
A gﬁ:mmgﬁgEzJ&cw%%nnr?mcmwa NIA WC 6 71866153 CA 06/30/2018)06/30/2019 E.L. EACH ACCIDENT . , 000
)] lMandzwrvli;eNHL WC 6 71865178 HI 06/30,/2018|06/30/2014|EL. DISEASE-EA EMPLOYEE $1,000,000
g SCRIPTION OF GPERATIONS befow E.L. DISEASE-POLICY LIMIT $1,000,000]—
i=
CESCRIPTION OF OPERATIONS / LOCATIONS | VEHICLES {ACORD 101, Additional Remarks Schedule, may be attached i more space is required) #.
Evidence of Insurance . =
30 day notice of cancellation except 10 days for non-payment. %
H
=
N |
.

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY CF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE THE
EXPIRATION DATE THEREOF, NOTICE WiLL BE DELIVERED IN ACCORDANCE WATH THE
POLICY PROVISIONS.

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

concord, NH 03301 usa

AUTHORIZED REPRESENTATIVE

s Dt S oies Noritowst S

RS,

©1988-2015 ACORD CORPORATION, All rights reserved.

ACORD 25 {2016/03) The ACORD name and logo are registered marks of ACORD



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

dellray A Moyers OFFICE OF QUALITY ASSURANCE AND IMPROVEMENT
OITUDISEIDIICT

Dia.ne Langley . : 129 PLEASANT STREET, CONCORD, NH 03301-3857

Scnior Dire!:tn}' G03-271-9620 1-B0D-852-3345 Ext 9520 ’

N : 603-271-8431 TDD A : 1-800-735-28 .dhhs.nh,
. Doris H, Lotz, MD, MPH Fax -84 D‘ cCess 64 www hs.n gov

" Chiel Medical Officer

June 2, 2017
His Excellency. Governor Christopher T. Sununu
- andthe Honorable Council :
" State House .
Concord, New Hampshire 03301
) REQUESTED ACTION

Authonze the Deparlment of Health and Human Services, Oﬁ' ice of Quality Assurance
and Imﬁrovement to enter.into an agreement with Milliman Solutions, LLC (Vendor #273988),
1301 5" Avenue, Suite 3800, Seattle, WA 98101, to provide .a Data System and assocciated
services for the Gomprehenswe Health |nrorrnat|on System, a joint project of the Department of
Health and Human Services and the New Hampshire Insurance Department in an amount not to
exceed $2, 420 525 effective July 1, 2017 or upon Govemnor and Executive Council- approval .
‘whichever i is later through June 30, 2022, The Department of Health and Human Services is
responsible for $1,240,262.50, which is 100% Federal Funds. The New Hampshlre Insurance
Department is responsmle for $1,180,262.50, which is 100% Other Funds.

Funds to support this request are anticipated to be availabie in State Fiscal Years 2018,
2019, 2020, 2021 and 2022 upon availability and continued.appropriation of funds in the future
operating budget with the ability to adjust encumbrances between state fiscal years through the
Budget Office without Governor and Executive Council approval, if needed and justlf‘ ied.

05-95-47-470010-7937 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
. DEPT OF HHS: MEDICAID & BUS PLCY,OFC, OFF, OF MEDICAID & BUS. POLICY
MEDICAID ADWINISTRATION

SFY CLASS TITLE ACTIVITY CODE | AMOUNT ‘
2018 | 79370000-102 | Contracts for Program Svcs. 500731 $247,942.50
2019 - | 79370000-102 | Contracts for Program Svcs. 500731 $233,080.00°
2020 | 79370000-102 | Contracts for Program Svcs. 500731 $233,080.00 |
2021 | 79370000-102 | Contracts for Program Svcs. 500731 $233,080.00 |
2022. | 79370000-102 | Contracts for Program Svcs. - 500731 ' $233,080.00
] : ' SUB-TOTAL: | $1,180,262.50




His Excellency, Governor Christopher T. Sununy
and the Honorable Council
Page2of 3

05-95-47-470010-3099, HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF HHS: MEDICAID & BUS PLCY,0FC, OFF. OF MEDICAID & BUS. POLICY NHHPP
TRUST FUND

SFY - CLASS TITLE ACTIVITY CODE | AMOUNT | -
2018 - | 30990000-102 | Contracts for Program Svcs. 500731 -$12,000.00
2019 [ 30990000-102 | Contracts for Program Svcs. - 500731 ~$12,000.00
2020 | 30880000-102 | Contracts for Program Svcs. 500731 $12,000.00
2021 | 30990000-102 | Contracts for Program Svcs. 500731 $12,000.00
. 2022 | 30990000-102 | Contracts for Program Svcs. 500731 - $12,000.00
. : : SUB-TOTAL: | %60,000.00
" 02-24-24-24001 0-2520000-102-500731, New Hampshire Insurance Department
ADMINISTRATION o . . '_ : :
_SFY CLASS . _ TITLE - ACTIVITY CODE AMOUNT
2018 - | 25200000-102 | Contracts for Program Svcs. 500731 $247,942.50
2019 - | 25200000-102 | Contracts for Program Svcs. 500731 © $233,080.00
2020 | 25200000-102 | Contracts for Program Svcs. 500731 $233,080.00 | .
2021} 25200000-102 | Contracts for Pregram Svcs. 500731 ~ $233,080.00
2022 j 25200000-102 | Contracts for Program Svcs. 500731 $233,080.00
T L 5 . - SUB-TOTAL: | 1,180,262.50
TOTAL: | $2,420,525.00
EXPLANATION

The purpose of this agreement is for a Data System and assomated services for the de-
identification . of direct identifiers, collection, quality assurance, consolidation, secure storage, .
and access, via development of analytic-ready data sets, -of all payer health insurance claims
data as part of the New Hampshire Comprehensive Heaithcare information System, a joint
project of the Department of Health' and Human Services and the New Hampshire Jnsurance
Department. .Premium Assistance (PAP) data will also be collected to the extent it is in effect.
PAP is only currently authorized through the end of calendar year 2018. PAP data does not

~ need to be de-identified, and will be kept separate from all encrypted data. These services fulfili

the requirements of NH RSA 420-G: 11-a.

_ On an ongoing basis, the Contractor will interact with health insurance carriers, third
party administrators, pharmacy -benefit managers, dental carriers, and other entities managing
medical, behavioral health, dental and.pharmacy claims to detect and solve problems related to
regulations and_submital process The Contractor. will ensure consistent de-identification of
personal identifiers by the carriers by supplying de-identification software or appliance for such

-time as state and federal laws and rules require de-identification. In addmon the Contractor will
pravide access to custom data sets as well as produce, maintain and publlsh on the websnte
complete documentation of data sets. ' -

This project will enable the Department of Health and Humans Servu:es to fulfili its
obligations under.the Memorandum of Understanding with the New Hampshire Insurance
Department -to_ implement NH RSA 420-G:11, il, which requires health insurance carriers to
submit their. encrypted claims data to the two departments, and NH RSA 420-G: 11-a., which
mandates the Comprehenswe Healthcare Informatlon System

The healthcare data collected: prowdes impartant comparattve information to enhance
efficiencies in the State's Medicaid progra ihis used to review healthcare utilization,
expend:tures and performance in New Hampshlre and to enhance the ability of New Hampshire




His Excellency, Governor Christopher T. Sununu
and the Honorable Council
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consumers and employers to make informed and cost-effective health care choices. The health
insurance carriers electronically provide their encrypted claims data to the Department of Health
and Human Services in accordance with the New Hampshire Insurance Department -
Administrative Rule Ins 4000, Uniform Reporting System for Health Care Claims Data Sets.
The data collected does not permit direct identification of the. mdwrdual patients.

On September 20, 2016 the Department released a Request for Proposals to acquire a
data system and associated services. The Request for Proposals was available on the.
Department's website through November 1, 2016. Two proposals were received.

‘ A téam of individuals with program specrf‘ ¢ knowledge reviewed the proposals. Mrllrman
Solutions was chosen as the vendor. The Bid Sheet is attached.

Thls contract contains Ianguage which allows the option to renew for up to three
additional years at the sole option of the Department, subject to the parties prror written
agreement on applicable fees for each extended term.

Notwrthstandlng any other. provision of the Contract to the contrary, no services shail
_continue after'June 30, 2017,.and the Department. :shall not be liable for any payments for
services: prowded after June 30, 2017, unless and until an appropriation for these services has
-~ been received from the state teglslature and funds encumbered for the SFY 2018-2019 and
2020-2021 blennla '

Should' the. Governor and Executive Council not approve this request the State would
lose a valuable resource for understanding and making transparent aspects of the health care
system. Furthermore, Medicaid program operations would suffer due to the lack of comparat:ve
information which is provaded through this system

Area.Served: Statewide
. Source of Funds: 100% Federal Funds from CFDA #93.778 for DHHS portlon

P 0_0% Other Funds for New Hampshrre Insurance Department's portion. °

in the event that Federal Funds become no longer available, General Funds will not be
_ requested to support this program

ER

Respectfully submitted.

}{/: / I T Fj"'l—f—d—‘
5 LU

- Roger Sevigny . _ Diane Langley
Commissioner . Senior Director

"New Hampshlre lnsurance Department

wt

ey A. Meyers
Commissioner

Approved by:

r

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens fo achieve health and independence.



New Hamps

hire Department of Health and Human Services
~ _Offlce of Business Operations
Contracts & Procurement Unit

‘Comprehensive Healthcare Information -

System (CHIS)

RFP 2047-001

Summary Scormg Sheet

Review‘er Namés

TECH Mary Flelds OMBP

: Busmess systems Analyst

Andr_ew Chal_sma, Director Bureau

« HeaithCare Analytics & Data Systms

i
- Maureen Mustard, Health Care
- Statistician, NH Insurance Dept.

Kermi Coons, Info Technology Mgr

- 1V, Ofc of Information Syst

L ——
COST: Emily Kachanian, Business
- Systems Analyst [|, OMBP

. REP Name ‘ RFP Number a

‘Bidder Name l Pas-i.sIFali | M::;iir:t@;m let:::

1 Mittiman } 1000 k'aro

2‘-(::mpoint } ' .A ! B g9
>0 ! | | 1000 0
vy '0 ’ . 0
y : 1000 0

6. 4 .

Martha MclLeod

Tyler Brannen, Health Care Policy
. Analyst, NH Insurance Dept.

|

|

! SN U 4000
\ .

|

]

_Andrea Stewart, Administrator of
- Planning Coordination, OMBP




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
v 27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

May 22, 2017

Jeffrey A. Meyers, Commissioner ,
Department of Health and Human Senrlces
State of New Hampshire :
29 Hazen Drive .

* Concord, NH 03301

Dear Commissioner Meyers:

- This letter represents formal notifi cation that the Department of Information Technology (DoIT)
has approved your agency’s request to enter into a contract with Milliman Solutlons LLC of Seaitle, WA
as described below and referenced as DolT No. 2017-001.

- This is a request to enter mto a contract for a data system and associated services for the
de-identification of direct identifiers, collection, quality assurance, consolidation, secure

‘ storage and access, via development of analytic-ready data sets of all payer health
insurance” claims data as part of the New. Hampshire Comprehensxve Healthcare
Information System (“CHIS™), a joint project of DHHS and the New Hampshire
Insurance Department (“NHID™). A second data set will also be collected by the vendor
for enroliees covered through the New Hampshire- Medicaid Premium Assistance

- Program as a distinct file parallel to the CHIS format, but including patient identifiers.

The fund_ihg amount is not to exceed $2,420,525, and the contract shall become effective
upon Governor and Council approval through June 30 2022. :

A copy of this letter should accompany the Department of Health and Human Semces
subm:ssron to the Governor and Executive Council for approval.

Sincerely, |
Denis‘GotlIet

DG/kaf ~
DolT #2017-001

.cC! ‘Bruce Smith, IT Manager, DoIT-

"Innovative Technologies Todoy for New Hampshire's Tomorrow"™



FORM NUMBER P-37 ( version 5/8/15)

STATE OF NEW HAMPSHIRE
Department of Health and Human Services
Comprehensive Health Information System (CHIS)

CONTRACT 2017-001
) AGREEMENT- PART1
. Subject: Comprehensive Health Information System —~ (RFP-2017-001-CHIS-01)

Notice. This agreement and all of its attachments shall becorre public upon submission to Governor and
' Exccutive Council for approval. Any information that is private, confidential or proprietary must
be clearly identificd to the agency and agreed to in writing prior to signing the contract,

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS
1. _IDENTIFICATION, - ‘
1.1 State Agency Name 1.2 State Agency Address et
Department of Health and Human Semces . 129 Pleasant Street, Concord NH 03301-3857
1 1.3 Contractor Name ' 14 Contractor Address
Milliman' Sotutions, LLC o 1301 Fifth Avenue, Suite 3800
- - : - | Seattle, WA 98101 : .
1.5 Contractor Phone Number * | 1.6 Account Number: 1.7 Completion Date - 1.8 Price Limitation
801-277-3054 010-047-79370000-500731 June 30, 2022 $2,420,525
1.9 Contracting Officer for, State Agency 1.10 State Agency Telephone Number
Jonathan V. Gallo, Esq. ] 603-271-9246
- 1.11 Contractor Signature ' . - 1.12 Name and Title of Contractor Signatory LT
th A (ed S, Sacie frinced

, County of Ko

1.13 Acknoﬁledé@ent State of
wai

On May 177, 251 %, before the unders1gned officer, personally-appeared the person identified in block 1. 12, or satisfactorily
proven to be the person whose name is 51gned in block 1.11, and ack.now!edged that sthe executed this document in the capacity
indicated in block 1.12,

1.13.1 _SignatuofNot i jce of the Peace Hﬁ
—¥ JOHANNA BRYANT .

NOTARY. PUBLIC

- Jehanna %i“gw&, Senioc Lagai Asvishant

1.14 State Agenc§ Sjgjamre . _ .15 N d Title of State Agency Signatory.

Y [“’X . D laneley
1.16 Approval by the N. ep ent of Administration, Dwnsmon of Personnel (i, l:cabg ]
Director, On:

tlorney General (Form, Substance and Execution)-

Megi A. [gp(/onp(‘ljwmgt 5 Zg,/ 17

1.17 Approvalvbyt )

By:

1.18 Approval by the Governor gnd| Executive Council

By : : ' : ‘ On:

Page | of 4




TORM NUMBER P-37 ( version 53/15)

ETATE OF NEW HAMPSHIRE :
Depertment of Health and Human Services
Comprehenuive Health Information System (CHIS)
CONTRACT 2017-001
AGREEMENT- PART 1
Bubjest: Compeehensive Health Infurmation Systet — (RFP-2017-001-CHIS-01)

Mgiice: This agreement and ol of Its attachments shall became public upon submissian to Gaverner and
Earaxive Coundl for spproval, Any informaticn that i privete, confidentiel or proprietary must
baclerrly identified to the agency and sgreed to In writing prior ta tigning the comract.

. AGHEEMENT - :
ThuﬁwomwﬂmpdﬂnmdﬂanMMBymmwlm-&lhm:

. GENERAL PROVISIONS
1. __IDENTIFICATION. -
1.1 Stats Agonoy Narne o .| 1.2 Swuts Agency Address
Deplmofﬂadﬂ'lmdl-lmms:nleu usphmsuut.cmmﬂ.nma.wl-zm
13 Covirnciay Nams. ‘_)s,, T4 Contractor Addrcss ]
| Milkmen Sclations, LG . 24.24240010.2520000-102-500731 | St s Avear, Sulla 3800 o
1.5 Contracior Phono Number ] 1.6 Accoant Number: - 1.7 Comglstion Duio 1.5 Prica Limitation .
12012773084 010-047-79370000-50073] | Jurw 30, 2022 $2.420,324 |
19 muomwﬂwsuwhmms-ssm-mom-aosg 1.10 Stals Agency Telephona Numbar
Jonathan V, Gaflo, Baq, : ] 6032719246 - .
Y cmsw 3 % 1.12 Nize sad Tithe of Coriracior Sigantody
( <c.|\'\ j': : nﬂl'g f\'ﬁ\ﬂ;‘}i

ﬁ.fﬂ'\ . County of Lln

On May A1, 2617, mehmuguduﬂ'ur.pmﬂywm u idetifiod [n block . I!.cﬂnﬂstﬂy
mutobelhamwbnm!adwdlnb&o&i 1l. mwmmummmmunm

indicatnd Lz . i

-km Eﬂdaﬁ- y Senior Lagal A“"h"""
T Nerte S0 Tite o7 Gde Agarey Tigaaory

- Director, On:

TT7 Approvil by I fioroey e (Fora, Subsiasse aod Bxewcion)
By \/VM) ' ,
118 Amwun‘ﬂwunw Executive Couneil




2. EMPLOYMENT OF CONTRACTOR/SERVICES TO
BE PERFORMED. The¢ State of New Hampshire, acting
through the agency identified in biock 1.1 (“State”), engages
contractor identified"in block 1.3 (“Contractor”) to perform,

and the Contractor shall perform, the work or sale of goods, or -

both, identifted and mere particularly described in the attached
EXHIBIT A which is incorporated herein by reference
(“Services”).

3. 'EFFECFIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the

"contrary, and subject to the approval of the Govemor and

Executive Council of the State of New Hampshire, if
applicable, this Agreement; and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated in
block 1.18, unless no such approval is required, in which case
the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Effective Date™).

3.2 1f the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior
to the Effecnve Date shall be performed at the ‘sole risk of the

Contractor, and in the event that this Agreement does not

become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to pay
the Contractor for any costs incurred or Services performed.

Contractor must complete all Serv1ces by the Completion Date .

specxf ed in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
_ Notwithstanding. any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,

without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued. appropriation '

of funds, and in no event shall the State be liable for any
payments hereunder in excess of such available appropriated
funds. In ‘the event. of -a reduction or termination of -

. 5.3 The State reserves the right ta offset from any amounts

otherwise payable to the Contractor under this Agreement
those liquidated amounts required or permitted by N.H. RSA
80:7 through RSA 80:7-c or any other provision of law.

3.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in
no event shall the total of all payments authorized, or actually

" made hereunder, exceed the Price Limitation set forth in block
1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY. :

6.1 In copnection with the performance of the Services, the
Contractor shall comply with all statutes, laws, regulations,
and orders of federal, state, county or miunicipal autherities
which impose any obligation or duty upon the Contractor,
including, but not limited to, civil rights and equal opportunity
laws. This may include the requnrement to utilize auxiliary
aids and services to ensure that persons with commumcatlon
d_lsablln‘.les, including vision, Kearing and speech, can
communicate with, receive information from, and convey
information to the contractor.  In addition, the Contractor shall

. comply with al applicable copynght laws.

6.2 During the term of this Agreement, the Contractor shall
not discriminate against employees or™ applicants for
employment | because of race, color, religion, creed, age, sex,
handicap, sexual orientation, or national origin and will take
‘affirmative action to prevent such discrimination.

6.3 If this. Agreement is funded in any part by monies of the
United States, the Contractor shall comply with all the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity™), - ‘supplemented by the.
regulations of the United States Department of Labor (41
C.F.R. Part 60), and with any rules, regulations and guidelines
as the State of New Hampshire or the United States issuc to
implement these regulations, The Contractor further agrees to
permit the State or United States adccess to _any of the

appmpnated funds, the State shall have the right to withhold
payment until such funds hecome avallable, if ever, and_shall

have the right to terminate this Agreement immediately upon
giving the Contractor notice of such termination. The State
shall not be required to transfer funds from any other account
to the Account identified in block 1.6 in the event funds in that
Account are reduced or unavailable. _ \

5. CONTRACT  PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract: price, method of payment, and terms of
payment are identified and more particularly described in
EXHIBIT B which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State.

shall have na liability to the Contractor other than the contract
. price.
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Contractor’s books, records and accounts for the purpose of .

and the covenants, terms and conditions of this Agreement

A PERSONNEL

7.1 The Contractor shall at its own expense provxde all
personnel necessary to perform the Services. The Confractor
warrants that all personnel engaged in the Services shall be
qua]xﬁed to perform the Services, and shall be properly
licensed and otherwise authorized to do so under all applicable
laws.

7.2'Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the -
Completion Date in block 1.7, the Contractor shall not hire,
and shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a_ combined effort to
perform the Services to hire, any pérson who is a State
employee .or official, who is materially involved in the -
procurement, adminjstration or ‘performance of this

Contractor Initials \
Date




Agreement. This provision shall survive termination of this
Agreement.

" 7.3 The Contracting Officer spec:ﬁed in block 1.9, or his or
her successor, shall be the State’s representative. In the event
of any dispute concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the

Contractor shall constitute an event of default hereunder

(“Event of Default™): .

8.1.1 failure to- perform the Servxces satisfactorily or on

schedule;

8.1.2 failure to submit any report requlred hereunder; and/or
.8.1.3 failure to perform any other covenant, term or eondmon

of this Agreement,

8.2 Upon the occurrence of any Event of Default, the State

may take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event

‘of Default and requiring it to be remedied within; in the
absence of a-greater or lesser specification of time, thirty (30)'

'days from the date of the notice; and if the Event.of Default is
not timely remedied, terminate this Agreement, effective two
_ (2) days after giving the Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event
of Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
" period from the date of such.notice until such time as the State
determines that the Contractor Has cured the Event of Default
shall never be paid to the Contractor; :
-8.2.3 set off against any other obligations the State may owe to
the Contractor any damages the State suffers by reason of any
Event of Default; and/or )
3.2.4 treat the Agreement as breached and pursue any of its
remedies at law or.in equity, or both,

5.DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

9.1 As used in this Agreement, the word “data” shall mean all
‘information and things developed or obtained during the

‘perfo:mance of, or acquired or deveioped by reason of; this,

Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses,
graphic. representations, computer programs, computer

printouts, notes, lefters, memoranda, papers, and documents, .

all whether finished or unfinished.

9.2 All data and any property which has been received from-

the State ‘or purchased with funds provided for that purpose

under this Agrecment, shall be the property of the State, and .

shall be returned to the State upon demand or upon
termination of this Agreement for any reason.
9.3 Confidentiality of. data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data
. Tequires prior written approval of the State.
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10. TERMINATION. In the event of an ejar}y termination of
this Agreement for any reason other than the completion of the
Services, the Contractor shall deliver to the Contracting
Officer, not later than fifteen (15) days after the date of
termination, a. report (“Termination Report”) describing in
detail all Services performed, and the contract price eamned, to
and including the date of termination. The form, subject
matter, content, and number of copies of the Termination
Report shall be identical to those of any Final Report
described in the attached EXHIBIT A.

11, CONTRACTOR’S RELATION TO THE STATE. In
the performance of this Agreement the Contractor is in all
respects an independent contractor, and is neither an agent nor
an employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the State to its employees.

12. - ASSIGNMENT/DELEGATION/SUBCONTRACTS.
The Contractor shall not assign,” or otherwise transfer any
interest in this Agreement without the prior written notice and .
consent of the State. . None of the Services shall be
subcontracted by the Contractor without the prior written
consent of the State

13. INDEMNIFICATION. The Contractor shall defend,
indemnify and hold harmless the State, its officers and
employees, from and against any and all losses suffered by the
State, its officers and employees, and -any and.all claims,
liabilities or penalties asserted against the State, its officers
and employees, by or on behalf of any person, on account of,
based or resulting from, arising out of (or which may be
claimed ‘to. arise out of) the acts or omissions of the
Contractor. Notwithstanding the forcgoing, nothing herein .
contained shall be deemed to constitute a waiver of the
sovereign immunity of the State, which immunity is hereby
reserved to the State. This covenant in paragraph 13 shall
survive the termination of thS Agreement.

| 14. INSURANCE

14.1 The Contractor shall, at its sole expensc, obtain and
maintain in force, and shall require any subcontractor or
assignee to obtain and maintain in force, the following
insurance: ' '

14.1.1 eomprehensive general liability insurance against all
claims of bedily injury, death or property damage, in amounts
of ‘not less than $1,000,000 per oceurrence and $2,000,000
aggregate; and :

14.1.2 special cause of loss coverage form covering. all
property subject to subparagraph 9.2 herein, in an amount not
less than 80% of the whole replacement value of the property.

"14.2 The policies described in subparagraph 14.1 herein shall

be on policy forms and endorsements approved for use in the
State of New l-!ampshlre by the N.H. Department of:
Insurance, and issued by insurers licensed in the State of New
Hampshire.
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identified in block 1,9, or his or her successor, a certificate(s)
of-insurance for all insurance required under this Agreement.
- Confractor shall also furnish to the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s) of
insiifance for all. renewal(s) of .insurance required under this
Agreement no later than thmy (30) days prior to the expiration
date of each of the insurance policies. The certificate(s) of
insturance and any renewals thereof shall be attached. and are
incorporated herein by .reference. Each certificate(s) -of
insurance shall contain a clause requiring the. insurer to
provide the Contracting Officer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior writtén
notice of cancellation or modification of the policy.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees,
certifies and warrants that the Contractor is in compliance with
or exempt. from, the requirements of N.H. RSA chapter 281-A
{“Workers' Compensation”}.

152 To the. extent :the Contractor is’ sub_|ect to the

requirements of N.H. RSA chapter 281-A, Contractor shall

maintain, and reqmre any subcontractor or assignee to secure
‘and maintain, - payment of Workers® Compensatron in
‘conpection with acnvrt:es which the person proposes to

undertake pursuant 'to -this Agreement.  Contractor shall

furnish the Contracting Officer identified in block 1.9, or his
or her successor,” proof of Workers® Compensation in the
manner described in N.H. RSA chapter 281-A and any

applicable renewal(s). thereof, which shall be attached and are .

incorporated_herein by reference. The State shall not be

responsible for payment of any Workers’ Compensation -

* premiums or for any other claim or benefit for Contractor, or

. any subcontractor or employee of Contractor, which' might
.arise under appheable State of New Hampshire Workers’
Compensation laws in'connection with the performance of the
Services under this Agreement.

14.3 The Contractor shall furnish to ‘the Contracting Officer -

such approval is required under the circumstances pursuant to
State law, ruIe or polxcy

19. CONSTRUCT ION OF- AGREEMENT AND TERMS,
This Agreement shall be construed in accordance with the
laws of the State-of New Hampshire, and is binding upon and .
inures to the benefit of the parties and their- respective

. successors and assigns. The wording used in’ this Agreement -

is the wording chosen by the parties to express their mutual

intent, and no rule of construction shall be applied against or - '
. in favor ofany party.

20. THIRD PARTIES. The pames hereto do not intend to
benefit any third parties and this Agreement shall not be-
construed to confer any such benefit, )

21, . HEAD]NGS The headings throughout the Aéreement

"are for reference purposes only, and the words contained

therein shall in no way be held to explain, modify, amplify or
aid in the interpretation, construction or meaning of the
provisions of thls Agreement ’ -

22. SPECIAL PROVISIONS. Additional provisions set
forth in the attached EXHIBIT C are mcorporated herem by'

reference

23, SEVERABIL!TY. In the event any of the provisions o'f -

this Agreement are held by a court of compétentjurisdiction to
be contrary to-any state or federal law, the remaining
provisions of this Agreement will remam in full force and
effect

24, ENTIRE AGREEMENT. This Agreement whleh may

be executed in a number of countérparts, each of which shall
be deemed an original, constitutes the entire Agreement and
understanding between the parties, and supersedes all prror
Agreements and understandings relatmg hereto.

—*———_IS_WKW‘ER_OF_HKEALFF No Taifure by the State 1o.

enforce any. provisions hereof after any Event of Default shal)

be deemed a waiver of its rights with regard to that Event of

Default, or any subsequent Event of Default. No express

failure to enforce any. Event of Default shall be deemed A
waiver of the right of the State to enforce each and all of the

" provisions hercof uport any further or other Event of Default
on the part of the Contractor.

17 NOTICE Any notice by a party hereto to the other party _

shall be deemied to have been duly delivered or gwen at the
time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the addresses
gwen in blocks 1.2 and I 4, herem

18, AMENDMENT. Tl'us Agreement may be amended
waived or discharged only. by an instrumerit in writing signed
by the parties hereto and only after approval of such
amendment, waiver or discharge by the Govemor and

Executive Council of the State of New Hampshire unless no "
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STATE OF NEW HAMPSHIRE

DEPARTMENT

COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)

CONTRACT 2017-001

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

TERMS AND DEFINITIONS

. The following general céntracting terms and deﬁmtlons apply except as specifically noted elsewhere

in this document

Acceptance

Notice from the State that a Deliverable has satisfied Acceptance
Test or Review.

Acceptance Letter

An Acceptance Letter prowdes notice from the State that a’
Deliverable has satisfied Acceptance Tests or Review.

Acceptance Period

The timeframe during which the Acceptance Test is performed

Acceptance Test Plan

The Acceptance Test Plan provided by the Vendor and agreed to by
the’ State that describes at a minimum, the specific Acceptance
process, criteria; and Schedule for Deliverables.

Acceptance Test and Review -

t

Tests performed to determine that no Defects e)nst in the
application Software or the System

Access Control

Supports the management of permissions for loggmg onto "a
computer or network

-Administrative Rule

- The State's formal regulations that have force of law.

Agreement

A contract duly executed and legally binding,

Appendix

Supplementary matenal that is collected and appended at the back
of a document-

Audit Trall Capture and
Analysis .

Supports the identification and monitoring of activities W1th1n an
application or system

BAA

Business Associates Agreement

Breach or Breach of Security

Unlawful and unauthorized acquisition. of unencryp'red
computerized data that materially’ compromises the
security, confidentiality: or integrity of personal

information maintained by a person or commercm[_ -

entity

Certification

The Vendor’s written declaration with full supporting and wtitten
Documentation (including without limitation' test results -as
applicable) that the Vendor has completed development of the
Deliverable and certified its readiness for applicable Acceptance
Testing or Review.

Change Order

Formal documentation prepared for a proposed change in the
Specifications.

Completion Date

End date for the Contract

-Confidential Information

Information required -to be'kept Confidential from unauthorized
disclosure under the Contract’

Contract

-This Agreement between the State of New Hampshire and a Vcndor

which creates- binding obligations for each party to perform as
specified in the Contract Documents.

Contract Agreement

The documentation consisting of both the P-37Agreement, Contraet
Agreement - IT Provisions, -and the- Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and

2017-001 IT PROVISIONS- PART 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT -

COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)

CONTRACT 2017-001

PART 2 — INFORMATION TECHNOLOGY PROVISIONS

duties of the parties with respect to the Scope of Work

Contract Conclusion

Refers to the conclusion of the Contract, for any reason, including
but not limited to, the successful Contract completion, termmat:on
for convenience, or termination for default,

Contract Documents -

Documents that comprise’ this Contract (See Contract Agreemem,
Section 1.1)

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include but not be limited
to processing Contract Documentation, obtaining executive
approvals tracking costs and payments, and representing the parties
in all Contract administrative act1v1t1es (See Section 4: Contract
Management)  _

Contract Price

The total, not to exceed amount to be pald by the State to the
Contractor for product and services described in the Contract
Agreement. This amount is listed in the General Provnslons Secuon
1.8 as well as Exhibit B Paragraph 2.

Contractor .

The Vendor whose proposal ar quote was awarded the Contract with
the State and who is responsible for the Servwes and Dehverablcs of
the Contract.’

Cont;acted Vendor/Vendor

The Vendor whose proposal or quote was awa.rded the Contract with
the State and who is respons:ble for the Services and Deliverables of
the Contract,

Conversion Test

A test to ensure that a Data conversion process correctly takes Data
from a legacy system and successfully converts it to a fonn that can’
be used by the new System. . '

COTS

Commercial Off-The-Shelf Software -

Cure Penod

The thirty (30) day period following written nouf' cation of a default
within which a contracted vendor must cure the default identified:

Custom Caode

Code developed by the Vendor specifically for this project-for-th

State of New Hampshire

-Custom Software- —- ~———|-Software-developed-by-the-Vendor- spemﬁcally for- thlS pro;ect for-
IR the State of New Hampshire
Data ' | State’s records, files, forms, Data and other documents or
information, in either electronic or paper form, that' will be used
) . feonverted by the Vendor during the Contract Term
| Data Breach The unauthorized access by a non-authorized person(s) that resuits
in the use, disclosure or theft of the State $ unencrypted non-public
: data - .
DBA Database Administrator
Deficiencies/Defects . A failure,” deficiency -or defect in a Dellverable resulting in a

| Deliverable, the Software, or the System, not conforming to its

Specifications.

Class A Deficiency — Software - Critical,.does not allow 'Syst_em to
‘operate, no work around, demands immediate action; Written
Documentation - missing significant portions of information or

2017-001 IT PROViSIONS- PART 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT

COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)

CONTRACT 2017-001

PART 2 — INFORMATION TECHNOLOGY PROVISIONS

require re-performance of the Service.

Class B Deficiency — Software - important, does not stop operation
and/or there is-a work around and user can perform tasks; Writien
Documentation - portions of information are missing but not enough
to make the document unintelligible; Non Software - Services were
deficient, require reworking, but do.not reguire re-performance of
the Service.

Class C Deficiency — Sofiware - minimal, cosmetic in nature,
minimal effect on System, low priority and/or user can use System;
Written Documentation - minimal changes required and of minor
editing nature; Non Sofiware - Services require only minor
reworking and do not require re-performance of the Service,

Deliverable

A Dehverab[e is any Written, Software, or Non-Software
Deliverable’ (letter, report, manual, book, other), provided by the {
. Vendor to the State or under the terms of a Contract requirement.
Department An agency of the State

" | Department is defined as:

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301

| Department of Information

The Department of Information Technology established under RSA

Technology (DolT) 21-R by the Legislature effective September 5, 2008,
DHHS New Hampshire Department of Health and Human Services -
Documentation All information that describes the installation, operation, and use of

the Software, either in printed or electronic format.

.Digifal Signature

Guarantees the unaltered state of a file -

Effective Date The Contract and all obligations of the parties hereunder shall
; become effective on the date the Governor and the Executive
Council of the State of New Hampshire approves the Contract
Encryption Supports the transformation of data for security purposes
Enhancements Updates, additions,- modifications to, and new releases for the

Software, and all changes to the Documentation as a result of
Enhancements, including, but not limited to, Enhancements
produced by Change Orders

Firm Fixed Price Contract

A Firm-Fixed-Price Contract providés a price that is not subject to
increase, i.e., adjustment ¢n the basis of the Vendor’s cost
experience in performing the Contract

Governor and Executive Council

The New Hampshire Governor and Executive Council.

Harvest Software to archive and/or control versions of software
HIPAA " Health Insurance Portability and Accountability Act of 1996
HITECH

2017-001 IT PROVISIONS- PART 2
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STATE OF NEW HAMPSHIRE

DEPARTMENT

COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)

CONTRACT 2017-001

PART 2 - INFORMATION TECHNOLOGY PROVISIONS -

Act

Identification and

Supports obtaining information about those parties attempting to

Authentication log on to a system or application for security purposes and the
validation of those users
Implementation The process for making the System fully operational for processing

the Data.

Implementation Plan

Sets forth the transition from development of the System to full
operation, and includes without limitation, trammg, business and
technical procedures.

| Information Technology ar

Refers to the tools and processes used for the gathermg, storing,
manipulating, transmitting, sharing, and sensing of information
including, but not limited to, Data processing, computing,

- information systems, telecommunications, and various audio and

video technologies.

Input Vaﬁdation

Ensure that the values entered by users or provided by other
applications meets the size, type and format expected. Protecting
the application from cross site scripting, SQL injection, buffer
overflow, ete.

| Intrusion Detection

Supports the detection of illegal entrance mto a computer system

Invoking Party In a dispute, the party believing itself aggrieved
‘| Key Project Staff Personnel identified by the State and by the Contractor as essential
: - to work on the Project. .
Licensee - The State of New Hampshire
Mbps Megabits per second
NHID New Hampshire Insurance Department

| Non-Software Deliverables

. Deliverables that are not Software Deliverables or Written

Deliverables, e.g., meetings, help support, services, other

Normal Business Hours

Normal Business Hours — 8:00 a.m. to 5:00 p.m. EST, Monday

through Friday excluding State of New Hampshire hohdays State
holidays are: -New Year’s Day, Martin Luther King Day,

President’s Day, Memorial Day, July 4™, Labor Day, Veterans Day,
Thanksgiving Day, the day after Thanksgiving Day, and Christmas
Day. Specific dates will be provided

Notice to Proceed (NTP) The State Contract Manager’s written direction to the Vendor to
begin work-on the Contract on a given date and tlme
NPi National Practitioner Identifier

Open Data Formats

A data format based on an underlying Open Standard.

Open Source Software

Software that guarantees the .user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards Specifications for the encoding and transfer of computer data
_ that is defined in RSA 21-R:10 and RSA 21-R:13.
Operational Operational means that the System is operat:ng and fully functlonal

-all Data has been loaded; the System is available for use by the

State in its daily operations, and the State has issued an Acceptance
Letter.

Ordér of Precedence

The order in which Contract/Documents control in the event of a

2017-001 IT PROVISIONS- PART 2

conflict or ambiguity. A term or condition in_a document controls

CONTRACTOR INITIALS:_.
DATE: J '1,



STATE OF NEW HAMPSHIRE
DEPARTMENT ‘
COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)
* CONTRACT 2017-001
PART 2 — INFORMATION TECHNOLOGY PROVISIONS

over a conflicting or ambiguous term or condltlon in a document
that is lower in the Order of Precedence

Plan of Operations The Plan of Operations includes a description of the schedule,
tasks, deliverables, major milestones, task dependencies, risk
points, and a payment schedule. Also referred to as, Work Plan.

PMBOK . . Project Management Body of Knowledge published by the Pro;ect

Management Instituted.
PMPM s | Per Member Per Motith
Project : The planned undertaking regarding the entire subject matter of an
' RFP and Contract and the activities of the parties related hereto. .
Project Team The group of State employees and contracted Vendor’s personnel

responsible for managing the processes and mechanisms required
such that the Services.are procured in accordance with the Work
. Plan on time, on budget and -to the requnred Spemﬁcatlons -and

) . quality
Project Management Plan . | A-document that describes the processes and methodology .to be
- Jloyed by the Vendor to ensure a successful Project.

Project Managers The persons identified who shall function as the State’s and the |

o ‘ Vendor’s representative with regard to Review and Acceptance of
Contract Deliverables, invoice sign off, and review and approval of
Change Requests (CR) utlhzmg the Change Control Procedures

_ - (CCP)
Project Staff State personne] assigned to work with the V¥endor on the Project
Proposal . ' . The submission from a Vendor in response to the Request for a
_ : C Proposal or-Statement of Work

Regression Test Plan - | A plan integrated intg the Work Plan used to ascertain whether

‘ ' fixes to Defects have caused -errors  elsewhere in  the
. application/process. -
‘Review The process of reviewing Deliverables for Acceptance
Review Period The period set for review of a Deliverable. If none is specified then
~ | the Review Period is five (5) business days.

RFP (Request for Proposal) A Request For Proposal solicits Proposals to satisfy State functional
: requirements by supplying data processing product and/or Service
resources according to specific terms and conditions

Role/Privilege Management Supports' the granting of abilities to users or groups of users of a |

. computer, application.or network
SANS . SysAdmin, Audit, Network, Security Instnute, the author:tatwe .
e : * . | body on network security
Schedule .| The dates described in the Work Plan for deadhnes for performance
of Services and other Project events and activities under the
N Contract

Service Level Agreement (SLA) A signed agreement between the Vendor and the State specifying
- the level of Service that is expected of, and provided by ‘the Vendor
during the term of the Contract.

Services : The work or labor to be performed by the Vendor on the PrOJect as
.| described in the Contract,
Software "All customn Software and COTS Software provnded by the Vendor

under the. Contract
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STATE OF NEW HAMPSHIRE

DEPARTMENT

COMPREHENSIVE HEALTH INFORMATION SYSTEM {CHIS)

_PART 2 -

CONTRACT 2017-001

lNFORMATION TECHNOLOGY PROVISIONS

Software Dellverables

“The COTS Software provided under this Contract -and any
Enhancements

Software License

Licenses provided to the State under this Contract

Solution -

The Solution consists of the total Selution, Which includes, without |
limitation, Software and Services, addressing the requirements and
terms of the Specifications. The off-the-shelf Software and
configured Software customized for the State provided by thé
Vendor in response to this RFP.

Specifications

-The written Specifications that set forth the requirements which
include, without Limitation, this RFP, the Proposal, the’ Contract,
any performance standards, Documentation, applicable State-and
federal policies, laws and regulations, State technical standards,
subsequent State-approved Deliverables, and other Specifications
and requirements- described in the Contract Documents. The |
Specifications are, by this reference, made a part of the Contract as
thouggcc@f:letely set forth herein.

| §5L

Secure Socket Layer

State

STATE is defined as:_State of New Hampshlre
Reference to the térm “State” shall include applicable ;ggncxes

Statement of Work (SOW)

- A Statement of Work.clearly defines the basic requirements and

objectives of a Project. The Statement of Work also defines a high
level view of the architecture, -performance and design
requirements, the roles and_ responsibilities of the State and the
Vendor. The Contract Agreement SOW defines the results that the
Vendor remains responsible and accountable for achlevmg

State’s Confidential Records

State’s information regardless of its form that is not subject to
publi¢ disclosure under applicable state and federal laws and
regulations, including but not limited to RSA Chagter 9i-A

State Data

"Any information contained within State systems in electronic or

paper format.

| State Fiscal Year (SFY)

The New Ham LEshtrc State Fiscal Year extends from July I

through-June- 302 of-the followin ing calendar year

.State’s Project Mcnager (PM)

State’s representative with regard to Project management and
technical matiers; cAgcncy Project Marnagers are responsible for
review and Acceptance of specific Contract Dtherables invoice

sign off, and Review and approval of a Change Proposal (CP).

Sub-Contractor

A person, partnership, or company not in the employment of, or
owned by, the Vendor, which is performing Services under this
Contract under a separate Contract with or on behalf of the Vendor

‘| System

All Software, specified hardware, and interfaces and extensions,
integrated and functioning together in accordance with the
Specifications.

Technical Authcrization

Direction to a Vendor, which fills in details, clanﬁes interprets, or
specifies techmcal requirements, It must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitute a
new assignment; and (3) not change the terms, documents of
specifications of the Contract Agreement

Test Plan

2017-001 IT PROVISIONS- PART 2
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(new or changed) works to fulfill the requirements of the Prcuect It
may consist of a timeline, a series of tests and test data, test seripts
and reports for the test results as well as a tracking mechanism.

Term

Period of the Contract from the Effective Date th:ouglzl termination,

Transition Servu:es

Services and support provided-when the Contractor is supporting
System changes.

UAT

User Acceptance Test

1 Unit Test

Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.

User Acceptance Testing

Tests done by knowledgeable business users who are familiar with
the scope of the.Project. They create/develop test cases to confirm
the System was developed according to specific user requirements,
‘The test cases and scripts/scenarios should be mapped to business |-
requiréments cutlined in the user requirements documents.-

User Management

Supports the administration of computer, apphcanon and network
accounts within an organiZzation

' Vendor/ Contracted Vendor

The Vendor whose proposal or -quote was awarded the Contract

- with. the State and who is responsible for the Services and _

Deliverables of the Contract.

Verification

Supports the confirmation of authority to enter a-computer system,
_application or network:

Walk Through

A step-by-step review of a Specification, usability features or
design before it is handed off to the technical team for development

Warranty Period -

A period of coverage during which the Contractor is responsible for
providing -a guarantee for products and Services dehvered as-
defined in the Contract.

Work Hours

Vendor personnel shall work normal business hours between 8:00
am and 5:00 pm EST/EDT, eight (8) hour days, forty (40) hour
weeks, excluding State of New Hampshire holidays. Changes to
this schedule may be made upon agreement with the State Project

Manager,

Work Plan |

‘The overall plan of activities for the Project created in accordarnce
with the Contract. The plan and delineation of tasks, activities and
events to be performed and Deliverables to be produced under the
Project as specified in Appendix C. The Work Plan shall include a
detailed description of the Schedule, tasks/activities, Deliverables,
critical events, task dependencies, and the resources that would lead
and/or participate on each task.

Written Deliverables

Non-Software written deliverable Documentation (letter report,
manual, book, -other} provided by the Vendor either in paper or
electronic format.

2017-001 IT PROVISIONS- PART 2
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INTRODUCTION
" This Contract is by and between the State of New Hampshire acting through the New Hampshire .
Department of Health and Human Services .referred to as Department, and Milliman Solutions, LLC,

a Washington Corporation, referred to as Contractor, having its principal place of business at 1301
Fifth Avenue, Suite 3800, Seattle, WA 98101. '

For the provision of a system and associated services for the de-identification of direct identifiers,
collection, quality assurance, consolidation, secure storage, and access, via development of analytic-
ready data sets, of all payer health insurance claims data as part of the New Hampshlre
Comprehensive Healthcare Information System.

: RECIT ALS

The Department desires to have the Contractor prowde a New Hampsh;re Comprehenswe Healthcare . .
Informatlon System and assomated Services for the State;

The Contractor wishes to provide the services and requirements of this contract.
The parties therefore agl'ee as follows:
1. CONTRACT DOCUMENTS

1.1. CONTRACT DOCUMENTS

This Contract Agreement is comprised of the following documents:

Part 1- Form P-37, General Provisions
Part 2 — Information Technology Provisions

Part 3 — Exhibits:

— - ~“—Exhibit A=Contract Deliverables ~~— "~~~ "7~ 7 T
' Exhibit B — Price and Payment Schedule .
Exhibit C — Special Provisions
Exhibit D — Administrative Services
Exhibit E - Implementation Services -
Exhibit F — Testing Services
Exhibit G — Maintenance and Support Services
Exhibit H — Requirements
Exhibit | - Work Plan
Exhibit J - Software License and Related Terms
Exhibit K — Warranty and Warranty Services
Exhibit L — Training Services
Exhibit M —Agency RFP with Addendums, by reference
" “Exhibit N — The Vendor Proposal, by reference
Exhibit O — Certificates and Attachments
) i
2017-001 IT PROVISIONS- PART 2 _ CONTRACTOR INITIALS: é ‘

DATE:. S/7/Z0r]



STATE OF NEW HAMPSHIRE
- DEPARTMENT
COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)
CONTRACT 2017-001
PART 2 — INFORMATION TECHNOLOGY PROVISIONS
Exhibit P-—Exhibit C-2, Requirements
Exhibit Q - Department specific Exhibits D through J

1.2. ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text of the Contract Documents the
following order of Precedence shall govern:

 State of New Hampshire Department of Health and Human Services Contract
Agreement 2017-001, including Parts 1, 2, and 3

o . State of New Hampshire, Department of Health and Human Services RFP 2017-001

» Vendor Pro;iosal Response to.RFP 2017-001 dated November 1, 2016

2. CONTRACT TERM

The Contract and ‘all obligations of the parties hereunder shall become effective after full -

_execution by the partles and.the receipt of required governmental approvals, including, but not
limited to, Governor and Executwe Councﬂ of the State of New Hampshire approval (“Effective
Date”)

The Contract shall begin on the i&?ffectwe Date and extend through June 30, 2022 The Term may
be extended for up to three (3) additional years, (“Extended Term™) at the sole option of the
Department, subject to the parties’ prior written agreement on applicable fees for each extended
term.

The Contractor shall commence work upon issuance of a Notice to Proceed by the Department.

The Department does not require the Contractor to commence work prior to the Effective Date,
however, if the Contractor commences work prior to the Effective Date and a Notice to Proceed,
such work shall be performed at the sole risk of the Contractor. In the event that the Contract .
.does not become effective, the Department shall be under no obligation to pay the Contractor for
any costs incurred or services performed. However, if the Contract becomes effective, all costs

" incurred prior to the Effective Date shall be paid under the terms of the Contract. :

" Time is of the essence in the performance of the Contractor’s obhgatmn under the
Contract.
3. COMPENSATION
3.1. CONTRACT PRICE .

...The Contract Price is identified in Part 1, P-37, block 1.8, Price Limitation. Method of
payment and terms of payment are identified and more particularly described in section 5
of P-37 Agreement and Part 3 Contract Exhibit B: Price and Payment Schedule.

:3.2. NON-EXCLUSIVE CONTRACT

The Department reserves the right, at its discretion, to retain other vendors to provide any
of the Services or Deliverables identified under this procurement or make an award by
item, part or portion of an item, group of items, or total Proposal. The Contractor shall not
be resp0n51ble for any delay, act, or omission of such other vendors, except that the
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Contractor shall be responsrb[e for any delay,-act, or omission of the other vendors if such
delay, act, or omission is caused by or due to the fault of the Contractor.

4. CONTRACT MANAGEMENT

The Pro;ect will requtre the coordinated efforts of a Project Team consrsttng of both the
Contractor and Department personnel. The Contractor shall provide all -necessary

" resources 10 perform its- obligations under the Contract. The Contractor shall be
responsible for managing the Project to its successful completion.

4.1." THE CONT RACTOR’S CONTRACT MANAGER

The Contractor shall assign a Contract Manager who shall be responsible for all Contract
authorizations and administration. The Contractor’s Contract Manager is:

Add Name, title, address, phone and email
_ 4.2, THE CONTRACTOR’S PROJECT MANAGER

42.1. The Contractor shall assign a Project Manager who.meets the requrrements of the
Contract. . The Contractor’s selection of the Contractor’s Project Manager shall be
(.. subject to the prior written approval of the Department. The Department’s -
1 approval process ‘may include, without limitation, at the Department’s discretion,
review: of the proposed’ Contractor’s Project Manager’s resume, qualifications,
references, and background checks, and an interview. The Department may -
require removal or réassignment of the Contractor’s Project Manager who, in the
sole judgement of the Department, is found unacceptable or is not performmg 10
the Department s satisfaction.

4.2:2. The Contractor’s Projéct Manager must be qualified to perform the obligations
required of the position under the Contract, shall have full authority to make.
'bmdtng dectstons under the Contract and shall function -as the Contractor’s
repre 'S

Pro_]ect Manager shall perform the duties: requtred under the Contract, including,

- but-not-limited-to; those set forth-in-Exhibit-I;-Section 2—The Contractor’s-Project————-- —
' Manager must be available to promptly respond during Normal Business Hours
within two (2) hours to inquiries from the Depariment, and be at the site as needed.

42.3. The Contractor sha]l not change its assngnment of the Contractor’s Project
Manager without providing the Department written _]usttﬁcatton and obtaining the
prior written approval of the Department. The Department’s approvals for
replacement of the Contractor’s Project Manager shall not be unreasonably .
withheld. The replacement Project Manager shall have comparable or greater
skills than the Contractor’s Project Manager being replaced, meet the requirements
of the Contract, and be subject to reference and background checks described
above in General Provisions, Section 4.2.1: Contract Project Manager, and in

- Contract Agreement General Provisions, Section 4.6 Reference and Background
Checks, below. ‘The Contractor shall assign a replacement Contractor’s Project ~
Manager and the Contractor shall continue during the ten (10) business day period
to provide competent Project Management Services through the assignment of a
qualified interim Contractor’s Project Manager. - ) '
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4.2.4. Notwithstanding any other provision of the Contract, the Departrment shall have
the option, at its discretion, to terminate the Contract, declare the Contractor in .
default and pursue its remedies at law in equity, if the Contractor fails to assign a
Contractor’s Project Manager to meet the requirement and terms of the Contract.

4.2,5. The Contractor’s Project Manager is:
" PM for new functionality and new systemn requirements:

Brent Dunn,
Project Manager & Healthcare Technology Consultant

brent.dunn@milliman.com
PM: for Ongoing Support Activities

Pooja Kansal :
FrOJect Manager & Healthcare Technology Consultant

‘Pogja. kansal@mllhman com

4. 3 ‘THE CONTRACTOR’S KEY PROJECT STAFF

43.1. The Contractor shaﬂ assign Key Project Staff who meet the requlrements of the
: Contract, and can implement the Software Solution meeting the requirements set
" forth in the RFP Appendix C: System Requirements and Deliverables, Table C2
System Requirements. and Deliverables Vendor Response Checklist. = The
Department reserves the right to require ‘removal or reassignment of the
Contractor’s Key Project Staff who are found unacceptable to the Department.
Any background checks shall be performed in accordance with Genera] Provisions

Section 4.6.

4.3.2. The Contractor shall not change any Contractor's Key Project Staff commitments
without providing the Department written justification and obtaining-the prior
written approval of the Department. Department approvals for replacement of the
Contractor's Key Project Staff will not be unreasonably withheld. The
replacement of the Co_ntr'iictor’s Key Project Staff shall have comparable or greater
skills than the Contractor’s Key Project Staff being replaced, meet the
requirements of the Contract, including but not limited to the requirements set
forth in RFP Appendix C: System Requirements and Deliverables and be subject to

-reference and background checks described in Contract Agreement. — General
* Provisions, Section 4.6: Reference and Background Checks. .

4.3.3. Notwithstanding any other provision of -the Contract to the contrary, the
- Department shall have the option to terminate the Contract, declare the Contractor
in defauit and pursue its remedies at law and in equity, if the Contractor fails to
assign Key Project Staff to meet the requirements and terms of the Contract or if it
is dissatisfied with the Contractor’s replacement Project staff. .

'44.  DEPARTMENT CONTRACT MANAGER

4.4.1. The Department shall assign a Contract Manager who shall function “as the
Department’s representative with regard to . Contract administration. The
Department’s Contract Manager is: .

Mary Fields; mary fields@dhhs.nh.gov
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45. DEPARTMENT PROJECT MANAGER

45.1, The Department shall assign a Project Manager. The Department’s Project
Manager 5 dut1es shall include the following: ' :
4.5.1.1, Leadmg the Project, * _

45.1.2. Engaging and managing all vendors working on the project, .
4.5.1.3. - Managing significant issues and risks,

"45.1.4.  Reviewing and accepting Contract Deliverables,

4.5.1,5. _ Invoice sign-offs,

4.5.1.6. Review and approval of change proposals

4.51.7. Managing stakeholders, cOncerns

4.5.2. The Department’s Project Manager is:

. MaryJ Fields
NH CHIS Project Manager/Business Systems Analyst
129 Pleasant St.; Concord, NH 03301
(603) 271-9358

_Mary fields@dhhs.state.nh.us

4.6.  REFERENCE AND BA(;RGROUND CHECKS

4.6,.1. The Department may, at its sole expense, conduct reference and background
screening of the Contractor’s Project Manager and the Contractor’s Key Project
Staff. The Department shall maintain the confidentiality of background screening
tesults in accordance with the Contract Agreement — General Provxsmns, Section
11: Use of State’s Informarwn, Confi demzalzry

5. DELIVERABLES
5.1 CONTRACTOR’S RESPONSIBILITIES

5.1.1. —The Contractor shall be solély responsible for meeting all requirements, and terms -
and conditions specified in this Contract, _regardless_of whether_ or not a_ _ .

Subcontractor is used. The Contractor may subcontract Services subject to the
provisions of the Contract, including but not limited to, the terms and conditions in
the Contract Agreement. The Contractor must .submit all information and
documentation relating to the Subcontractor including terms and conditions
consistent with this Contract. The Department will consider the Contractor to be
wholly responsible for the performance of the Contract and the sole point of
contract with regard to all contractual matters, including payment of any ‘and all
. charges resulting from the Contract.

5.2. DELIVERABLES AND SERVICES

5.2.1. The Contractor shall provide the Department with the Deliverables and- Servnces in
accordance with the time frames in the Work Plan for this Contract, and as more
particularly described in Contract Exhibit A: Contract Deliverables. Upon its
submission of a Deliverable or Service, the Contractor represents that it has
performed its obligations under the Contract associated with the Dehverabl&s or
Services.
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Y 53, NON-SOFTWARE AND WRITTEN DELIVERABLES REVIEW AND
ACCEPTANCE

5.3.1. After receiving ‘written Certification from the Contractor that a Non-Software or’
. Written Deliverable is final, complete, and ready for Review, the Department will
Review the Deliverable to determine whether it meets the Requirements outlined
in Contract Exhibit A: Contract Deliverables. The Department will notify the
Contractor in writing of its Acceptahce or rejection of the Deliverable within five
(5) business days of the Depariment’s receipt of the Contractor’s written
- Certification. . If the Department rejects the Deliverable, the Department shall
notify the Contractor of the nature and class of the Deficiency and the Contractor
shall correct the Deficiency within the period identified in the Work Plan. If no
period for the Contractor's correction of the Deliverable is . identified, the
Contractor shall correct the Deficiency in the Deliverable within five (5) business
. days. Upon receipt of the corrected Deliverable, the Department shall have five
(5) business days to review the Deliverable and notify the Contractor of .its -
Acceptance or rejection thereof, with the option to extend the Review Period up to
five (5) additional business days. If the Contractor fails to correct the Deficiency
- within the allotted period of time, the Department may, at its option, continue -
© reviewing the Deliverable -and- requirg;.the Contractor to- continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the
Contractor in default, and pursue its remedies at law and in equitY.

54. SOFTWARE AND DELIVERABLES REVIEW AND ACCEPTANCE

5.4.1., Software Testing and Acceptance shall be performed as set forth in the Test Plan
and more particularly described in Exhibit F: Tesrmg .S'erwces )

6. SOFTWARE '

6.1. The Contractor shall provide the Department with. Software Llcens&s and DocumentatlonA
set forth in the Contract, and pamcularly described in Exhibit J Soﬁware License and
Related T erms. - -

7. SERVICES

.The Contractor shall provide the Services required under the Contract Documents. All
Services shall meet, and be performed, in accordance with the Specifications.

7.1. ADMINISTRATIVE SERVICES

The Contractor shall provide the Department with the administrative Services set forth in
the Contract, and particularly described in Exhibit D: Administrative Services. .

7.2. IMPLEMENTATION SERVICES

The Contractor shall provide the Department with the Implementatxon Services set forth in
the Contract ‘and particularly described in Exhibit E: Implementation Services.

7.3. TESTING SERVICES

The Contractor shall perform testing Services for the Department set forth in the Contract,
and particularly described in Exhibit F: Testing Services.

7.4. TRAINING SERVICES .
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The Contractor shall provide the Department -with training Services:set forth in the
Contract and particularly described in Exhibit L: Training Services.

7.5. MAINTENANCE AND SUPPORT SERVICES

The Contractor shall prov:de the Department with Maintenance and support Services for
the Software set forth in the Contract, and partlcularly described in Exhlblt G: System .
Maintenance and Support.-

7.6. WARRANTY SERVICES -

The Contractor shall provide the Department with warranty Services set forth in the
Contract, and partlcularly described in EXthltK Warranty Services.

T
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8. WORKFLAN DELIVERABLE

8.1 The Contractor shall provide the Department with a Work Plan that shall include, ‘without
limitation, a detailed description of the Schedule, tasks, Deliverables, major milestones,
task dependencies, and payment Schedule.

8.2, The inittal Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit I: -
Work Plan. The Contractor shall update the Work Plan as necessary, but no less than
every two weeks, to accurately reflect the status of the Project, incliding without
limitation, the Schedule, tasks, Deliverables, major milestones, task dependencies,; and
payment Schedule. Any such updates to the Work Plan must be approved by the
Department, in writing, prior to final incorporation into Contract Exhibit 1: Work Plan.
The updated Contract Exhibit 1: Work- Plan, as approved by the Department, is
incorporated herein by reference. : : '

8.3. Unless otherwise agreed in writing by the Department, changes to the Contract Exhibit I:
Work Plan shall not relieve the Contractor from liability to the Department for damages -
resulting from the Contractor’s failure to perform its obligations under the Contract,
including, without ltmltatlon, performance in accordance with the Schedule.

8.4. In the event of any delay in the Schedule, the Contractor to correct Deficiencies, the
" Schedule shail not change unless previously agreed in writing by the Department, except
that the Schedule shall automatically extend on a day-to-day basis to the extent that the
delay does not result from the Contractor’s failure to fulfill its obligations under the
« Contract. To the extent that the Department’s execution of its major tasks takes longer
than described in the Work Plan, the Schedule shall automatically extend ona day-to-day

" basis.

8.5, ' Notwnhstandmg anything to the contrary, the Department shall have the Optlon to
" terminate the Contract for default, at its discretion, if it is dissatisfied with the Contractor’s
Work Plan or elements within the Work Plan.

"9, CHANGE ORDERS

"~ 9.1. The Department may make changes or revisions at any time by written Change Order.
The Department originated changes or revisions shall be approved by the Department of
Information Technology. Within five (5) business days of the Contractor’s receipt of a
Change Order, the Contractor shall advise the Department, in detaxl of any impact on cost
(e.g., increase or decrease), the Schedule, or the Work Plan.

9.2, The Contractor may request a change within the scope of the Contract by written Change
Order, identifying any impact on cost, the Schedule, or the Work Plan. The Department’
shall attempt to respond to the Contractor’s requested Change Order within five (5)
business days. ‘The Department, as well as the Department of Information Technology,
must approve all Change Orders in writing. The Department shall be deemed to have
rejected the Change Order if the parties are unable to reach an agreement in writing,

9.3. All Change Order requests from the Contractor to the Department, and the Department’s
acceptance -of the Contractor’s estimate for a Department requested change, will be
acknowledged and responded to, either-acceptance or rejection, in writing. 1f accepted, the
Change Order(s) shall be subject to the Contract amendment process, as determmed 10
apply by the Department.
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10. INTELLECTUAL PROPERTY
10.1. SOFTWARE TITLE

10.1.1.

Title, right, and interest (including all ownership and intellectual property rights)
in the Software and its associated Documentation, shall remain with the
Contractor, 4

10.2. DEPARTMENT’S DATA AND PROPERTY

10.2.1.

All rights, title and interest in Departrhent Data shall remain with the Department.
All Data and any property which has been received from the Department or
purchased with funds provided for that purpose under this Agreement, shall be

' property of the Department, and shall be returned to the Department upon demand

or upon termination of this Agreement for any reason.

10.3. CONTRACTOR’S MATERIALS -

10.3.1.

103.2.

In accordance with the provrs:cm of this Contract, the Contractor shall not

distribute any products containing or disclose any State Confidential Information.-

The ‘Contractor shall be free to use its general knowledge, skills and experience,
and any ideas, concepts, know-how, and techniques that are acquired or used in the
course of its performance under this Contract, provided that such is not obtained as
the result of the deliberate memorization of the Department Confidential
Information by the Contractor’s employees or_third party consultants engaged by
the Contractor.

Without limiting the foregoing, the parties agree that the general knowledge

referred to herein cannot include information or records not subject to public

_ disclosure under New Hampshire RSA Chapter 91-A, which includes but is not

limited to the following: records of grand juries and petit juries, records of parole
and pardon boards, personal school records of pupils, records pertaining to internal

examination data use to administer a licensing examination, examination for

employment, or academic examination and personnel, medical, welfare, library

* use, video tape sale or rental, and other files containing personally. identifiable

information that is private in nature.

10.4. DEPARTMENT WEBSITE COPYRIGHT

10.4.1.

WWW Copyright and Intellectual Property Rights

All right, title and interest in the Department WWW site, including copyright to all
Data and information, shall-remain with the Department. The Department shall
also retain all right, title, and interest in any user interfaces and computer

~ instructions embedded within the WWW pages. All WWW pages and any other

Date or information shall, where applicable, dlsplay the Department s copyright.

10.5. CUSTOM SOFTWARE SOURCE CODE

2017-001 IT PROVISIONS- PART 2

10.5.1.

Should any custom source code be developed, the Contractor shall provide the
Department with a copy of the code, which shall be subject to the License rights.

The Department shall receive a worldwide, perpetual, irrevocable, non-exclusive
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paid-upright and license to use, copy, modify and prepare derlvanve works of any
custom develc)ped software.

10.6. SURVIVAL

10.6.1. The Contract Agreement Section 10:. Intellectual Property shall survive the
termination of the Contract.

11. USE OF DEPARTMENT’S INFORMATION, CONFIDENTIALITY
11.1. USE OF DEPARTMENT’S INFORMATION

11.1.1. In performing its obligations under the-Contract, the Contractor may gain access to

: information of the Department, incll'ldin_g Department Confidential Information.
“Department Confidential Information” shall include, but not be limited to,
information exempted from public disclosure under New Hampshire RSA Chapter
91-A: Access to Public Records and Meetings (see e.g., RSA Chapter 91-A:5
Exemptions). The Contractor shall not sue the Department Confidential
.Information developed by reason of the Contract, except-as directly connected to
and necessary for the Contractor’s performance under the Contract.

11.2. DEPARTMENT CONFIDENTIAL INFORMATION

* 11.2.1. The Contractor shall maintain the confidentiality of and protect from unauthorized

use, disclosure, publication, and - reproduction (collectively “release”), all

: Department Confidential Information that becomes available to the Contractor in
connection with its performance under the Contract, regardless of its form.

11.2.2. Subject to applicable federal or State laws and regulations, Confidential
- Information shall not include information which: (i) shall have otherwise become
publically available, other than as a result of disclosure by the receiving party in
breach hereof; (ii) was disclosed to the receiving party on an-non-confidential
‘basis from a source other than the disclosing party, which the receiving party
believes is not prohibited from disclosing such information as a result of an
obligation in favor of the disclosing party, (iii) is developed by the receiving party
independently of, or was known by the receiving party prior to, any disclosure of
such information made by the disclosing party, or (iv} is disclosed with the written
consent _of the disclosing party. A receiving party also may disclose Confidential
Information to the extent requu'ed by an order of a court of competent jurisdiction.

‘11.2.3. Any_dlsclosure of the Department Confidential Informatlpn shall require the prior

: written approval of the Department. The Contractor shall immediately notify the
Department if any request, subpoena. or other legal process is served upon the
Contractor regarding the Department Confidential Information, and the Contractor
shall cooperate with the Department in any effort the Department undertakes to
contest the request, subpoena or other legal process at no addltlonal cost to the -
Department, .

11.2.4. In the event of the unauthorized release of Department Confidential Information,
- the Contractor shall immediafely notify the Department, and the Department may
" immediately be entitled to pursue any remedy at law and in eqmty, including, but

not Ilmlted 1o, injunctive relief.
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.11.3. CONTRACTOR CONFIDENTIAL INFORMATION

11.3.1. Insofar as the Contractor seeks to maintain the Confidentiality of its confidential or
proprietary information, the Contractor must clearly identify in writing all
* information it claims to be confidential or proprietary. Notwithstanding the
foregoing, the Department acknowledges that the Contractor considers the
Software and Documentation to be Confidential Information. The Contractor
acknowledges that the Department is subject to State and federal laws governing’
. disclosure of information including, but not limited to, RSA Chapter 91-A. The
Department shall maintain the confidentiality of the identified Confidential’
Information’ insofar as it is consistent with applicable State and federal laws or - .
regulations, mcludmg but not limited to, RSA Chapter 91-A. In the event the
Department receives a request for the information identified by the Contractor as
- “confidential, the Department shall notify the Contractor and specify the date the
Department will be releasing the requested information. At the request of the
Department, the Contractor shall cooperate and assist the Department with thé
collection and review, of the Contractor’s information, at no additional expense to
the Department. Any effort to prohibit or enjoin the release of the information
shallbe the Contractor's sole responsibility and at the Contractor’s sole-expense.
If the' Contractor fails to obtain a court order enjoining the disclosire, the
Department shall release the information on the date specified in the State’s notice.
to the Contractor, without any llablllty to the Contractor

11 4. SURVIVAL
1141, T'ms Contract Agreement Section 11, Use of State's Informatzon Conf' denlralzly,
shall survwe termlnatlon or conclusion of the Contract.
12. LIMITATION OF LIABILITY,

12.1. DBEPARTMENT

12:3-1:-Subject to- applrcable faws-and- regulatrons, in-mo-event shathe Department be—
liable for any consequentlal special, indirect, incidental, punitive or exemplary
~damages and the Coniractor’s liability to the Department shall not exceed two
~ times (2X) the total Contract price set forth in Contract Agreement — P-37, General
Provisions, Block 1.8.

122 CONTRACTOR

12.2:1. Subject to applicable laws and regulations, in no event shall' the Contractor be
liable for any consequential, special, indirect, incidental, punitive or exemplary
damages and the Contractor’s liability to’ the Department shall not exceed two
times (2X) the total Contract price set forth in Contract Agreement —P-37, General
Provrsrons Block1.8. .

12.2.2. Notwithstanding the foregoing, this limitation of liability shail not apply to the
Contractor’s indemnification obligations set forth in the Contract Agreement —
General Provrs:ons Section 13 Indemnification and confidentiality obhgatlons in
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Contract Agreement — General Provisions Section 11; Use of State’s Information,
Confidentiality, which shall be unlimited,

* 12.3. STATE'S IMMUNITY

12.3.1. Notwithstanding the foregoing, nothing herein contained shall be deemed to

. constitute a waiver of the sovereign immunity of the State, which immunity is

hereby reserved to the State, This covenant shall survive termmanon or Contract
conclusion. :

-

12.4. SURVIVAL

12.4.1. This Section 12: Limitation of Liability shall sutvive termination or Contract
-conclusion.

13 TERMINATION ;
This section shall survive the termmatlon or Contract Concluswn
13.1. TERMINATION FOR DEFAULT _

*13.1.1. Any one or more of the following acts or omissions of the Contractor shall -
constitute an event of default hereunder (“Event of Default”):

13.1.1.1. Failure to perform the Services satisfactorily or on schedule,
13.1.1.2. Failure to submit any report required, and/or,
© 13.1.1.3. Failure to perform any other covenant, term ‘or condltlon of the
‘ ~ Contract.

13.1.2. Upon the occurrence of any Event of Default the State may take any one or more
or all, of the following actions:

13.1.2.1. Unless otherwise provided in the Contract, the Department shall
. provide the Contractor written notice of default and require it to be
remedied within, in the absence of a greater or lesser speci'ﬁca;ion of
time, within thirty (30) days from the date of notice, unless otherwise
. indicated within by the Department (“Cure Period”). If the Contractor
fails to cure the default within the Cure Period, the Department may
terminate the Contract effective two (2) days after giving the
- Contractor notice of termination,’ at its sole discretion, treat the
Contract as breached and pursue its remedies at law or-in equity or
both.

13.1.2.2. Give the Contractor a written notice specifying the Event of Default
- and suspending all payments  to be made- under the Contract and
ordering that the portion of the Contract price which'wolld otherwise
accrue to the Contractor during the period from the date of such notice
until such time as the Department determines that the Contractor has

cured the Event of Default shall never be paid to the Contractor.

' " 13.1.2.3. Set off against any other obligations the Department may owe to the
Contractor any damages the Department suffers by reason of any Event
of Default.
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13.1.2.4. Treat the Contract as breached and- pursue any of its remedies at law or
in equity, or both.

13.1.2.5. Procure Services that are the subject of the Contract from another
source and the Contractor shall be liable for reimbursing the
. Department for the replacement Services, and all administrative costs
directly related to the replacement of the Contract and procuring the
Services from another source, such as costs of competitive bidding,
mailing, advertising, applicable fees, charges or penalties and staff time
costs, all of which shall be subject to the limitations of liability set forth
in the Contract.

-13.1.3. The Contractor shall provide the Department with written notice of default, and
the Department.shall cure the default within thirty (30} days.-

13.2. TERMINATION FOR CONVENIENCE

13.2.1. The Department may, at its sole discretion, terminate the Contract for
convenience,. in whole or:in part, by thirty (30) days written notice to the
Contractor. In the event of a termination for convenience, the Department shall
pay the Contractor the agreed upon price, if separately stated in this Contract, for

" Deliverables for which Acceptance has-been given by the Department, Amounts
for Sérvices or Deliverables provided prior to the date of termination for which no
separate pnce is stated under the Contract shall be paid, in whole or in part,
generally in accordance with Contract Exhibit B, Price and Payment Schedule, of

" the Contract

13.2.2. During the thirty (30) day period, the Contractor shall ‘wind down and cease

] Services as quickly and efficiently -as Teasonably possible, without performing |
unnecessary Services or activities and by minimizing negative effects on the
Department from such winding down and cessation of Services.

13. 3 TERMINATION FOR CONFLICT OF INTEREST -

13.3.1. The Department may terminate the Contract by written notlce if it determmes thal ) B
- . __ ... _____aconflict of interest exists, including-but.not limited to, a violation by any-of-the —~ = gi—n - .
' parties hereto of applicable laws regardmg ethics in public acquisitions and" '
procurement 2nd performance of Contracts. :

In such.case the Department shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs.. The Department shall pay all other
contracted payments that would have become due and payable if the Contractor
did not know, or reasonably did not know, of the conflict of interest.

13.3.2. In the event the Contract is terminated as provided above pursuant to a violation
by the Contractor, the Department shall be entitled to pursue the same remedies
against the Contractor as it could pursue in the event of a default of the Contract
by the Contractor.

13.4. TERMINATION PROCEDURE

13.4.1. Upon termination of the Contract, the Department, in addition to any rights
provided in the Contract, may require the Contractor to deliver to the Department -
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any property including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated,

13.4.2. After receipt of a notice of termination, and except as otherwise directed by the
. Department, the Contractor shall:

13.4.2.1. Stop work under the Contract on the date, and to the extent specified in
‘ the notice,

13.4.2.2. Promptly, but in no event longer than thirty (30) days after termination,
terminate its orders and subcontracts related to the work which has
been terminated and seitle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts,”with the
approval or ratification of the Department to the extent required, which
approval or ratification shall be final for the purpose of this Section,

13.4.2,3. Take such action at the Department directs, or as necessary to preserve
.and protect the property related to the Contract which is in possessmn
of the Contractor and in which the Department has an interest,

13.4.2.4. Transfer title to the Department and deliver in the manner, at the times,
- and to the extend directed by the Department, any property which is
required to be furnished to the Department and which has been

accepted or requested by the Department, :

13.4.2.5. Provide written Certification to the Department that the-Contractor has
surrendered to the Department all said property, and

13.4.2.6. Assist in Transition Services, as reasonably requested by the
Department at no additional cost. )

14 CHANGE OF OWNERSHIP

‘ 14 1. In the event that the Contractor should change ownershxp for any reason, whatsoever the
Department shall have the option of contmumg under the Contract with the Contractor, its-
-successors or assigns for the full remaining term of the Contract, continiing under the
Contract- with the Contractor, its successors or assigns for such period of time as-
determined necessary.by the Department, or immediately terminate the Contract without
liability to -the Contractor, its successors or assigns. Any assignment, delegation, or
subcontracting must be approved in writing by the State in accordance with Paragraph 12 - -
of the General Provisions (P-37) :

15. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

15.1. The Contractor shall not assign, delegate, subcontract, or otherwise transfer any of its
interest, rights, or duties under the Contract without the prior written consent of the
Department. Such consent shall not be unreasonably withheld. Any attempted transfer,
assignment, delegation, or other transfer made without the Department’s prior written
consent shall be null and void, and may constitute an event of default at the sole discretion
of the Department.

15.2. The Contractor shall remain wholly responsible for performance of the entire Contract
even if assignees, delegates, sub-contractors, or other transferees (“Assigns™) are used, -

. unless otherwise agreed to in writing by the Department, and the Assigns fully assumes in

* -writing any and all obligations and liabilities under the Contract from the -Effective Date.
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In the absence of a written assumption of full obligations and liabilities of the Contract,
any permitted assignment, delegation, subcontract, or other transfer shall neither relieve
the Contractor of any of its obligations under the Contract from the Effective Date. In the
absence of a writtén assumption of full obligations and liabilities of the Contract, any
- permitted assignment, delegation, subcontract, or other transfer shall neither relieve the
" Contractor of any of its obligations under the Contract nor affect any remedies available to
the Department against the Contractor that may arise from any event of default of the
provisions of the contract. The Department shall consider the Contractor to be. the sole
point of contact with regard to all contractual matters, 1nclud1ng payment of any and all

STATE OF NEW HAMPSHIRE
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changes resultmg from the Contract.

15.3. Notw1thstandmg the foregoing, nothing herein shall prohibit the Contractor from a551gmng
the Contract-to the successor of all or substantially all of the assets or business of the
.- Contractor provided that the successor fully assumes in writing all obligations .and
In the event that the Contractor should change
ownership, as penmtted under Section” 15 Change of Ownership, the Department shall
have the optton to continue under the Contract with the Contractor, its successors or
o assigns for the full remaining term of the Contract, continue under the Contract with the
Contractor, its succors or assigns for such period of time:as determined necessary by the |
' Departrnent or 1mmed1ately tennmatlng the Contract without liability to the Contractor its -

" responsibilities under the Contract.

. SUCCesSOrs of assigns.
16. DISPUTE RESOLUTION

. 16. l Prior to the filing of any formal proceedings with respect to a dispute (other | than an action
" seeking injunctive relief with respect to inteilectual property rights or Confidential
Inf'ormat:on), the party believing itself aggneved (the “Invoking Party”) shall call for

) progrcsswe management involvement in the-dispute negotiation by written notice to ‘the
other party. Such notice shall be without prejudice to the lnvokmg Party’s right to any

other remedy pecrmitted under the Contract.

16.2. The partxes shall use reasonable efforts to arrange personal meetmgs and/or telephonc

conferericesas ucﬁied,—at-mutm‘rly-convemcm-mnes-and*ptaces, between riegotiators for

© the parties at the following successive management levels, each of which shall have a

“period of allotted time as specified below in which to atfempt to Tesolve the dispute.

1.3, Dt*’pd.e Resclution Res Slblluj al—ld Schedule Table
_ CUMULATIVE
LEVEL | CONTRACTOR |DEPARTMENT . ALLOTTED
, - ) ‘ TIME
Primary Mafy Clare Mary Fields 5 Business Days
* | Milliman General State Project o
Counsel Manager (PM)

First

Kent Sacia
Principal

] Andrew Chalsma

Director

10 Business Days
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Second ~ | Rich Moyer ‘ Jeffrey A. Meyers 15 Business.Days
: Principal Commissioner '

16.3.1. The allotted time for the first level negotiations shall begin on the date the |
Invoking Party’s notice is received by the other party. Subsequent allotted time is
days from the date that the original Invoking Party s notice is received by the other
party. :

C 17, REQUIRED WORK PROCEDURES

All'work done must conform to standards and procedures established by the Department of
Information Technology and the Department

17.1 COMPUTER USE

In con51deratlon for receiving access to and use of the computer facilities, network,
licensed or developed software, software maintained or operated by any of the State
entities, systems, equipment, Documentation, information, reports, or data of any kind
(héreinafter “Information™), the Contractor understands and agrees to the following rules:

17.1.1. Every Authorized User has the responsibility to assure the 'protectidn of
' Information from unauthorized access misuse, theft, damage, destruction,
" . modification, or disclosure. .

. 17:1.2 That Information shall be used solely for conductmg official Department business,

S and all other 'use or access is strietly forbidden mcludmg, but not limited to,
personal, or other private and non-State use and that at no time shall the Contractor
‘aecess Of attempt to access any information- thhout havmg the express authority
to do so.

. 17.1.3. That at no time shall the Contractor access or attempt to access any information in -
a manner inconsistent with the approved policies, procedures, and/or agreements
: relatmg to system entry/access.

17.1.4. That a]l software licensed, developed, or bemg evaluated by the Department
cannot be copied, shared, distributed, sub-licensed, modified, reverse engineered,

- rented, or sold, and that at all times the Contractor must use utmbst care to protect
and keep such software strictly confidential in accordance with the license or any
other agreement executed by the Department, can be used by the Contractor.
Personal software (including but not limited to palmtop sync software) shall not be
installed on any equipment.

17.1.5. That if the Contractor is found to be in violation of any of the above stated rules
the User may face removal from the Department Contract, and/or criminal or civil
prosecution, if the act constltutes a vxolanon of law,

17.1. EMAIL USE
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17.2.1. Mail-and other electronic communication messaging systems are State of New
Hampshtre property and are to be used for business purposes only. Email is
defined as “internal Email systems” or “State-funded Email systems,” The
Contractor understands and agrees that use of email shall follow State standard
poltcy {available upon request).

17.3, INTERNET/INTRAN ET USE

. 17.3.1. The Internet/Intranet is to be used for access to and distribution of information in
direct support of the business of the State of New Hampshrre according to State
standard polrcy (available upon request)..

174, REGULATORY GOVERNMENT APPROVALS

. 17.4.1. The Contractor shall obtain all necessary and applicable regulatory or _other
govemmental approvals necessary to perform its oblrgatmns under the Contract,

" 18. GENERAL PROVISIONS
18.1. INSURANCE CERTIFICATE

:18,1.1 Thelnsurance Certificate should not the Certificate Holder in the lo\-;rer‘ left hand
block mcludmg State of New Hampshlre, ‘Department of Health and Human
Servrces, 129 Pleasant Street Concord, NH 03301

18.2 EXHIBITS

18.2.1. The Exhibits referred to, in and attached to the Contract are mcorporated by
reference as if fully included in the text.

18.3. YENUE AND JURISDICTION

18.3.1. Any action on the Contract may only be brought in the State of New Hampshtre
: Merrimack County Superior Court.:

18.4. SURVIVAL

1841 The terms, condrtlons and warrantres contamed in the Contract that by therr
_context are_intended to survive the. completton of the performance,-cancellation or-— ~ — —————"

termination of the Contract shall so survive, including, but not limited to, the terms

of the Exhibit E Section 3 Records Retention and Access Requirements, Exhibit E

Section 4: Accounting Requirements, and General Provisions — Section 11: Use of

State’s I[nformation Confidentiality and General Provisions -— Section 14:
- Termination which shall all survive the termination of the Contract.

18.5. FORCE MAJEURE

18.5.1. Neither the Contractor nor the State shall be responsrble for delays or failures in
performance resulting from events beyond the control -of such party and without
fault or negligence of such party. -Such events’shall include, but not limited to,

_acts of God, strikes, lock outs, riots, and acts of War, epidemics, acts of
Government, fire, power failures, nuclear acctdents earthquakes, and unusually
severe weather. .

, 18.5.2. Except in the event of the foregoing, Force Majeure events shall not include the-
T e - -- Contractor’s -inability to hire or provide personnel needed for the Contractor’s
performance under the Contract. N :

2017001 IT PROVISIONS- PART 2 ' ' CONTRACTOR INITIALS:
: . DATE: ~ 13017

5



STATE OF NEW HAMPSHIRE
DEPARTMENT

COMPREHENSIVE HEALTH INFORMATION SYSTEM (CHIS)

CONTRACT 2017-001

PART 2 - INFORMATION TECHNOLOGY PROVISIONS

18.6. NOTICES

18.6.1. Any notice by a party hereto to the other party shall be deemed to have been duly
delivered or given at the time of mailing by certified mail, postage-prepaid, in a
United States Post Office addressed to the parties at the following dddresses:

Milliman Solutions, LLC"
1301 Fifth Avenue, Suite 3800
Seattle, WA 98101

Department of Health and Human Services
Office of Quality, Assurance and Improvement
129 Pieasant Street

Concord, NH 03301
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STATE OF NEW HAMPSHIRE
~ DEPARTMENT OF HEALTH AND HUMAN SERVICES
COMPREHENSIVE HEALTHCARE INFORMATION SYSTEM
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EXHIBIT A
DELIVERABLES

1. DELIVERABLES, MILESTONES AND ACTIVITIES
L1 Project Overview

1.1.1.  The general'scope of the project is to provide a System and associated services for
“ the de-identification of direct identifiers, collection, quality assurance, consolidation, secure
storage, and access, via development of analytlc-ready data sets, of all payer health
 insurance claims data as part of the New Hampshlre Comprehensive Healthcare Information
Systern (“CHIS™). -

1.2.. General Project Assumptions

1.2.1.  ‘The Contractor shall provide project tracking tools and templates to record and
’ manage Issues, Risks, Change Requests, Requirements, Decision Sheets, and other -
documents used in the management and tracking of the praject. " The Department and
the Contractor Project Managers will review these tools templates and determine
which will be used for the project. Training on these tools and templates will be
conducted at the start of each phase in which they will be used. -

12.2.  Priorto the commencement of work on Non-Software and Written beliverables the
Contractor shall provide the Department with a template, table of contents or agenda
for rev:ew and prior approval by the Department

123, 'The Contractor shall ensure appropriate levels of security are implemented and
maintained in order to protect the integrity and reliability of the CHIS data, the
Department’s Information Technology resources, information, and services. Security
requirements are defined in Appendix C-2 of the Request for Proposal. The

. Contractor shall provide the DPepartment resources, information, and services on an

ongoing basis, with the appropriate infrastructure and security’ controls to ensure

D - - - -business-continvity-and -to-safeguard -the confidentiality- and-integrity of -the- State---- -—- ——
) . networks, systems and data,

1.2.4,  The Contractor shaIl develop a tool for the Department that wxll prov;de the
Department with the ability to submit a SQL query directly to the database should it
choose to do so and have the resuits returned directly to the Department in a
password protected and.compressed (zipped) flat file. The tool will send email
notification when the SQL query results are ready and will specify where the file can
-be downloaded (using SFTP). This tool will be developed and ready for use upon the
effective date of the contract,

1.2.5. The Department may request support from the Contractor in the event the
.Department is unable to create SQL query to be processed by the tool. The

- Contractor agrees to acknowledge the receipt of a Direct Request made during
Business Hours (Monday through Friday 8:00 a.m. to'4:30 p.m. Eastern Time) within

three (3) hours of receipt of such request and, to the extent reasonably possible,

2017-001 Exhibit A ~ Deliverables - - Contractor Initiais: @_ng L’
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provide the necessary information or assistance to remedy the Department’s concerns
* within twenty-four (24) hours of receipt of the Department’s request.

1.2.6.  The Department may submit support requests to the Contractor by sending an email
" detailing the support requested to nhchissupport@milliman.com. On receipt of such
request, Milliman will acknowledge the receipt of such request and direct the request
-to the appropriate Milliman resource for handfing. The assigned Milliman resource

will work with the Department to resolve the issues giving rise to the request. —

1.2.7. - The Deliverables are set forth in the Schedule described below in Exhibit B, Section
'1, Price and Payment Schedule. By unconditionally accepting a Deliverable, the
Department reserves the right to reject any and all Deliverables in the event the
Department. detects any Deficiency in the System, in whole or in part, through-
completion of all Acceptance Testing, mcludmg but not limited to, Software/System
Acceptance Testing, and any extensions thereof

1.2.8.  Pricing for Deliverables set forth in Exhibit B: Pnce and-Payment Schedule. Pncmg
: will be effective for the Term of this Contract, and any extensions thereof.
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EXHIBITB .
PRICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE
1.1, Firm Fixed Price

This is a Firm Fixed Price (FFP) Contract totaling $2,420,525 for the period between the
Effective Data through June 30, 2022. The Contractor shall be responsible for performing its
obligations in dccordance with the Contract. This Contract will allow the Contractor to
invoice the Department for the following activities, Deliverables, or milestones at fixed
pricing/rates appearing in the price and payment tables below,

Reference Activity, Deliverable, or Milestone. Projected Price

Number DeliveryDate | .
1. Conduct Project Kickoff Meeting LAY $2,525
2. | Plan of Operation 3/10/17 | $1,750
3. Work Plan ' 3/10/17 - $1,345
4, Carrier Communication Plan and Materials ‘In place $0
5. Analysis Report ‘ - In place - $0
6. ArchitecturePlan -~ = . - = = ’ Inplace $0
7. Implementation of web- based Carrier registration and | In place $0
tracking process . L .
3. Software Configuration Plan 3/10/17 — for $1,400
' : Query Express
9. Implementation of all Prg;ect websate components In place - $0-
10. De-identification Plan ] . In place 30
11. Consolidation Design Plan - In place - $0
12. System Test Plan : . | Inplace $0
13- TestPlan- - - Inplace 150
. 14. Design Plan for validating Carrier submissions In place $0
"o T 7 157 "('Initial Data Dicfionaries (Public Use, Limited Use and | Inplace | $0
- | Consolidated)
16. Initial Data Submission Manual In place 30
17. Vendor system available for vendor testing and State. -] In place 50
acceptance
15. Vendor system available for de-identification, Camer In place 50
submission and data validation
19. | Data Consolidation and Value Added data elements In place $0
‘ implemented in Vendor system
20. Quality Assurance Design Plan for validating data set | In place $0
) extracts
21 Quarterly data set extracts prepared, validated, and Beginning
delivered to DHHS and NHID Quarterly, Begmmng 3/30/2017 346,724 per
03/30/17 (20 total) quarter .
22, Quarterly Public Use data set package prepared and Beginning $33,816 per

validated Quarterly, Beginning 03/30/17 (20 total) 3/30/2017 _ quarter

_2017-001 Exhibit B — Price and Payment Schedule Contractor Initials: xA l v
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23, Delivery of reconsohdated historical data extract to Beginning 50
' DHHS and NHID : : 3/30/2017
24. Annual securify assessment_ - | In place 50
25. Provide Software Licenses if needed Inplace | $0
26. Provide Fully Tested Data Conversion Software 1 4/4/17 —for $3,335
e . ' Query Express
.27, Provide Analytic Software Installed, Configuted, and - | 6/26/17 for -$7,655
‘ Operational to Satisfy State Requirements QgerLEJgess
28. File processing system - In place $0
29. | Registration System : In place $0
30. Conduct User Acceptance Testing 6/21/17 $2,330
31, Perform Production Tests " 6/21/17 51,545
32. - { Canduct System Performance (Load/Stress) Testing 6/21/17 $2,450
33, Certification of 3rd Party Pen Testing and Application | In place $0
Vulnerability Scanning '
4. Converted Data Loaded into Production Enwmnment 6/23/17 $0
35. . | Conduct Training . 6/28/17 $1,625
36. Cutover to New Software ' 6/29/17 $1,225
37. | Provide Documentation _ ' 6/30/17 $1,200
" 38 Execute Security Plan - 6/30/17 | $1,340
39. Ongoing Monthly Support — CHIS Data Beginning $12,000 per
' ' . 3/1/2017 ~ | month for all
;- | files. .
39. -} Ongoing Monthly Support — PAP Data Beginning $1,000a
‘ ' 3/1/2017 month for all
- A ' ) : files.
40 Provide Quarterly Extracts . Beginning $80,540 per
- : | 3/30/2017 quarter for
both the
quarterly
data extracts
and public
: , . use data set
41 Conduct Project Exit Meeting - | 71772017 50
: - ' ' _TOTAL:

1.2.  Proposed Vendor Staff, Resource Hours and Rates Worksheet

Use the Proposed Vendor Staff Position, Resource Hours-and Rates Worksheet to indicate the
individuals that will be assigned to the Project, hours and applicable rates. Names must be
provided for individuals designated for key roles, but titles are suﬂ"lc:ent for others.
Informatton is required by phase.
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Table 1.3: Proposed Vendor Staff, Resource Hours and Rates Worksheet

Title' " | Name Implementation | Operations -| Project. “{ Houtly | Hours X
’ ,. - | Close Qut:{ Rate | Rate
| Strategic Account | Al 5 200 per year | § $285 $59,850
Manager Prysunka ,
Implementation Joel 120 125 per year | 10 | $420 $65,100
Engagement Lead | Suelzlé : ; :
IT System Ryan 5 80 per year - $315 $26,775
Manager and - | Aridersen™ | '
Maintenance and
Operations
| Engagement Lead :
Project Manager | Brent 25 ' 520 Year 20 $205- $115,825
and Relationship . | Dunn one of new
Lead ) contract only , :
Business Analyst | Doug 20 40 peryear |5 - 1 $335 $21,775+
- Bates ) ' o
| Client Services Pooja .- |20 2,080 per 20 $150 $162,000
Manager Kansal ' year ‘ '
Development Lead | Iyibo Jack 25 peryear | - . $305 $7,625
- Data Security and | Jason - | = | 50 per year $280 $14,000
Compliance Bohreer ' . . '
Officer : ' : : - .
“Technical Lead Kyle 10 200 per year $230 $48,300
Pierce N 5
Data - Resource : 1,040 per : $120 $124,800
Consultant/Anatyst{ poot vear ] R
Development . . | Resource © | 80peryear | |$120 ' | $9.600
T T T T [Analyst ' ool | - :
Testing Analyst Resource |5 80 per year , 18120 $£10,200
‘pool ] ) : .
"Technical Analyst | Resource |5 80 per year $120 $10,200
1 -| pool : :
Production Resource 250 per year _ | %120 $30;000
Analyst pool

1.3.  Fatire Vendor Rates Worksheet

The Department may request additional Services from the selected Vendor and requires rates
in the event that additional Services are required. The following format must be used to
provide this information. “SFY” refers to the State Fiscal Year. The New Hampshire State
Fiscal Year runs from July 1 thirough june 30 of the following calendar year. Positions not
identified in the Proposed Position Worksheet may be included in the Future Vendor Rates

Worksheet. ' o ' ' '

- : . . ' -
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Position Title SFY 2017 SFY 2018 SFY 2019 | SFY 2020 SFY 2021
.| Strategic Account | $285 $285 $285 $295 $295
| Manager |
Implementation | $420
Engagement Lead _
IT System - -] $315 '$315 $315 $325 $325.
Manager and
Maintenance and
Operations
Engagement Lead | . :
Project Manager | $205 $205 - $205 $210 $210
".{ and Relationship .
Lead =~ - -
Business Analyst | $335 $335 | 8335 $345 $345 -
Client Services $150 3150 $150 $155 $155
" | Manager : .
Development $305 $305 $305 8315 3315
Lead ' :
Data Security and | $280 $280 $280 $290 - $290
Compliance :
Officer - : . .
Technical Lead $230 $230 $230 $235- $235
Data Consultant/ | $120 $120 $120 $125 $125
Analyst _ ) '
Development . | $120 $120 $120 $125 $125
Analyst - ' _
| Testing Analyst | $120 $120 - $120 $125 $125
" | Technical Anatyst [ $120 $120° . £120 | $125 $125
Production $285 $285 . $285 $295 $295
Analyst

1.4, Software Licensing, Maintenanece, and Support Pricing Worksheet

Pricing must reflect the payment of maintenance through the Contract end date. Price
estimate should reflect the most optimistic implementation date. Actual payments may differ
from the estimate if project start date slips or if implementation takes longer as this will cause
" ashorter maintenance period, : '

Table 1.3 Software Licénsing, Maiatenance, and Support Pricing Worksheet

Software Name

Imitinl
Cost

Maintenance Snppol"'.l_;“"and Upgradg

Year 1

Year2

TYear3.

Year 4 '

"Year 5
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Initial System $29,725

Implementation

Monthly Data Processing _ $156,000 | $156,000 | $156,000 | $156,000 | $156,000
& Support Fees ‘

Quarterly Extracts $322,160 | $322,160 | $322,160 | 5322,160 | $322,160
Optional Public Query N/A N/A N/A - N/A N/A N/A
Tool

TOTAL _529,725 $5478,160 | 5478,160 | $478,160 $478,160_ $478,160

2. CONTRACT PRICE

2.1.  Notwithstanding any provision in the Contgact to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the Department
exceed $2,420,525 (“Total Contract Price”). The payment by the Department of the total
Contract Price shall be the only, and the complete reimbursement to the Contractor for all
fees and expenses, of whatever nature, incurred by the Contractor in the performance hereof

2.2. | The Department will not be responsible for any travel or out of pocket expenses mcurred in
the performance of the Services performed under this: Contract. -

3. INVOICING

3.1. The Contractor shall submit correct invoices to the Department and NHID for all amounts to )
be paid by the Department and NHID. All invoices submitted shall be subject to the -

Department’s and NHID"s prior written approval, which shall not be unreasonably withheld,
S __'ﬂle_(lqntractor__shall_only_submit_invoices-for__Sewicés-or;DeIiverables_as-permittedfby-‘theﬁ- m e
Contract. Invoices must be in a format as detetmined by the Department and contain detailed
information, including without limiiation: itemization. of each Deliverabie and identification
of the Deliverable for which payment is sought; and the Acceptance date triggering such
payment, date of delivery and/or installation; monthly maintenance charges; and any other
Pro;ect costs or retention amounts if applicable.

3.2, Upon Acceptance of a Deliverable, and a properly documented and undisputeci invoice, the
Department will pay the correct and undisputed invoice within thirty (30) days of invoice
receipt. Invoices will not be backdated and shall be promptly dispatched,

3.2.1. ‘With regard to Reference #40 — Provide Quarterly Extracts -~ $80,540, the Contractor
shall subsnit an invoice for these services once per quarter in the’ amount of $80, 540
which shall be paid, regardless of whether the Department chooses to publish the
Quarterly Extract. '
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3.3,  Invoices for 50 % of Ongoing Monthly Support — CHIS Data and Quarteriy Extracts, as well
as 100% of Ongoing Monthly Support — PAP Data shall be sent to: )

Mary J. Fields

NH CHIS Project Manager/Business Systems Analyst
129 Pleasant St., Concord, NH 03301

(603)271-9358

: Mary.fields@dhhs.state.nh.us :
34.  Invoices for 50 % of Ongomg Monthly Support CHIS Data and Quarterly Extracts shall be

sent to:

Maureen Musta_rd' .
New Hampshire Insurance Department . -
+ 21 8. Fruit Street, Suite 14, Concord, NH 03301

Maureen.mustard@ins.nh.gov

4. -PAYMENT ADDRESS
4.1.  All'paynmients shall be sent to the followmg address:

" Steve Turner '
Milliman, Inc, . -
1301 Fifth Avenue '
Suite 3800
. Seattle, WA 98101
-5, OVERPAYMENTS TO CONTRACTOR

5.1, The Contractor shall promptly, but no later than fifieen (15) business days, return to ‘the
Department the full amount of any overpayment OT erroneous payment upon dxscovery or
_ notice from the Department .

6.  CREDITS

6.1.  The Department may apply credits due to the Department e:ising out of this Contract, against
~ the Contractor’s invoices with appropriate information attached. -

7. LIQUIDATED DAMAGES

7.1.  The State and the Contractor agree that it will be extremely impracticable and difficult to
détermine actual damages that the State will sustain in the event the Contractor fails to
maintain the required performance standards identified below throughout the life of the’
contract. Any breach by the Contractor will delay and disrupt the Staté’s operations and
obligations leading to significant damages. Therefore, the parties agree that the Ilqmdated
damages as specified below are reasonable.

7.2. " Assessment of liquidated damages will be in addition to, and not in lieu of, such other
- remedies as may be available to the State. Except and to the extent expressly provided herein,
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the State will be entitled to recover assessment of liquidated damages under each section
applicable to any given incident.

7.3.  The State will- make all assessments of liquidated damages. Upon determination that
liquidated daimages are to be or may be assessed, the State will notity the Contractor of the
potential assessment in writing.

7.4.  The Contractor agrees that as determined by the State, failure to provide services meeting the
performance standards described below will result in assessment of liquidated damages as
specified in the following table.

Service Performance

Standard

Assessments

1. Reporting Requirements

‘Contractor shall provide ail
reports and deliverables specified
iri Exhibit B in.an acceptable
condition within the stated time
period.

Liquidated damages in the
amount of a 5% reduction

in payments per day for the

month(s) in which the
Contractor fails to provide
the required report in an
acceptable form.

2.-Systems Noncompliance

The Contractor shall maintain its
computer system and necessary
data management, transmission
and support systems in a manner
that assures continued
compliance with the contract
provisions.

Liquidated damages in the
amount of a 5% reduction
in payments per day for the
month.in which the
Contractor fails to meet the
standard.

-————~-——-—-~——|-Noncompliance~ -

3. Plan of Operations

reflect the policies; Qrocedures

The Plan of Operations shall
and processes used in thé
execution of the contract. Any
deviation, including from
timelines, shall require the prior
approval of DHHS and '
amendment of the Plan of
Operations.

Liquidated damages of a

5% reduction i payments

per day for the month in
which the Contractor fails
to maintain the Plan of
Operations, to follow its
provisions, or initiates any
action not covered and/or
not approved by DHHS.

4. Prompt implementation

Implementation shall occur

within one week of contract
approval by Governor and -
Council.

Failure of the successful
Contractor to meet this
standard shall result in
liquidated damages of
$1,000 per day starting the
seven days after contract
approval by Governor and
Council and ecach day
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thereafter until

-implementation occurs.

5. Data Extracts

. Contractor shall provide

quarterly consolidated
and public use extracts as
scheduled and approved
by the Department.

. Contractor shall provide

customized (Limited Use)
data extracts within 10

. business days of approval
* .and notification from the

Department.

Liquidated damages in the
amount of a 5% reduction
in payments per day for the
month(s) in which the
Contractor fails to provide
the required extract(s) in’
the form agreed upon by
the parties.
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 6 of the General Prowsrons of this contract Compliance by Contractor with Laws
and Regulat:onstqual Employment Opportumty, subsectron 6.3 shall be replaced with the
following:

.63 If this Agreement is funded in any part by monies of the United States, the Contractor
.shall' comply ‘with all the provisions of Executive Order No. 11246 (“Equal Employment
‘Opportunity™), as supplemented by the regulations of the United States Department of Labor (4)
C.F.R. Part 60), and with any rules, regiilations and guidelines as the State of New Hampshire or
the United States issue to implement these regulations. The Contractor further agrees to permit
the State or United States access to any of the Contractor’s books, records and -accounts relating
to the subject.matter of this agreement for the purpose of ascertaining complrance with all rules, -
regulations and orders and the covenants, terms and conditions of thls agreement.

2, .Subparagraph 14 of the General Provisions of thrs contract, Insurance, subsection 14.2 shall be
replaced with the following:

142 - Herein shall be on polrcy forms and endorsements approved for the use in the State of
" New Hampshire by the NH Department of Insurance, and issued by insurers Ticensed i in the State
of New Hampshrre as admitted or surplus line carriers.

3. Exhibit I, Health Insurance Portability Act Business Assocrate Agreement paragraph 3
" .Obligations and Activities of a Business Associate, sub—paragraph a. toread: :

a. The Business Associate shall notlfy the Covered Entity’ s Privacy Officer within twenty- four
(24) hours of the Business Associate becoming aware of any use’ or disclosure of PHI in
violation of the terms of this Agreement including, but not limited to, breaches of Unsecured

Protected Health Information and/or any successful security incident that may have an 1mpact

constitutes notice by Business Associate to Covered Entity of the ongoing existence and
occurrence of attempied but unsuccessful security incidents of which no additional notice to
Covered Entity shall be required. Unsuccessful security incidents shall include but not be
" limited to, pings and other broadcast attacks on Business Associate’s firewall, port scans,
: '. unsuccessful log-on attempts, denials of services and any combination of the ab0ve so long
as such incidents do not result in unauthonzed access, use or disclosure of Covered Entity’s
- PHL :

4 Exhlblt [, Health Insurance Portability Act Business Assoc1ate Agreement, paragraph (3)
' Oblrgatrons and Activities of a Business Associate, sub-paragraph g. to read: :

g Within ten (10) business days of receiving a written request from Covered Entity, Busmess
Associate shall provide access to PHI in a Designated Record Set to the Covered Entity in
order for Covered Entity to meet the requirements under 45 CFR Section 164.524.
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5. Exhibit 1, Health Insurance Portability Act Business Associate Agreement, paragraph 3)
Obligations and Activities of a Business Associate, sub-paragraph k. to read

k. In the event any individual request access to, amendment of, or accounting of PHI direetly
from the Business Associdte, the Business Associate shall.within three (3) business days-
forward such request to Covered Entity. Covered Entity shall have the responsibility of
responding to forwarded requests. '

6. Exhibit 'I, Health Insurance Portability Act Business Associate Agre_ernent, paragraph ()
Miscellaneous, sub-paragraph d. to read: ‘

d. Intemretatlo The parties agree that any amblgulty in the Agreement shall be resolved to
_ permit the parties to comply with HIPAA, the anaey and Security Rule. In the event of a
conflict between this Business Associate Agreement and the Agreement relating to the use or
handlmg of PHI, this Busmess Assomate Agreement shail control.

7. .Exhlblt I Health Insurance Portability Act Business Assomate Agreement -paragraph (6)
’ Mlscellaneous sub—paragraph g to read: - .

g Entire Ag;eement This Busmess Assocrate Agreement shall constttute the entire agreement

of the parties hereto with respect to the handling of PHI and supersedes all prior agreements,

- oral or wriften, and all other commumcatlons between the parties hereto relatmg to such
sub_lect matter.
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1. TRAVEL EXPENSES

1.1.  The Contractor must assume all reasonable travel and related expenses. All labor rates will
be “fully loaded”, including, but not limited to: meals, hotel/housmg, airfare, car rentals, car
mlleage and out of pocket expenses.

2, SHIPPING ‘AND DELIVERY FEE EXEMPTION

2.1.  The Department will not pay for any shlppmg or delwery fees unless specifically itemized in
the Contract.

3. ACCESS COOPERATION

3.1.  Asapplicable, and subject to the applicable laws and regulations, the Department will provide .
the Contractor with access to all program files, libraries, personal computer-based systems,
software packages, network systems, security systems, and hardware as requrred to complete.
the contracted Semces =

3.2.  The Department will use reasonable efforts to provide approvals, authorizations, and
decisions reasonably necessary to allow the Contractor to perform its obllgatlons under the
Contract.

4. DEPARTMENT QWNED DOCUMENTS AND COPYR[GHT PRIVILEGES

4.1.  The Contractor shall provide the Department access to all Department-owned documents,
' materials, reports, and other work in progress relating to this Contract. Upon expiration or
termination of the Contract with the Department, the Contractor shall turn over all
Department-owned documents, material, reports, and work in progreés felating to. this
Contract to the Departrnent at no additional cost to the Department Documents must be

provmeu i both printed and efecironic format.
5-*‘REC0R_DS'RETENTION'AND‘ACCESSLREQUIREMENTS“ — o e s e T

51.  The Contractor shall agree to the conditions of all “applicable State and federa! laws an
~ " regulations, which are incorporated herein by reference, regarding retention and access
requirements; including ‘without [imitation, retention. policies consistent with _the Federal
Acquisition Regulations (FAR) Subpart 4.7 Contractor Records Retention.

5.2. The Contractor and its Subcontractors shall maintain books, records, documents, and other
evidence of accounting procedures and practices, which properly and sufficiently reflect all
direct and indirect costs invoiced in the performance of their respective obligations under the -
Contract. The Contractor and its Subcontractors shall retain all such records for three (3)
years following termination of the Contract, including any extensions. Records relating to
any litigation matters regarding the Contract shall be kept for one (1) year following the
termination of all litigation, including the termination of all appeals or the expiration of the
appeal period. :

0y i ) . .l :
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" Upon prior notice and subJect to reasonable time frames, all such records shall be subject to

inspection, examination, audit and copying by personnel so authorized by the State and
federal officials so authorized by law, rule, regulatton or Contract, as applicable. Access to
these items shall be provided within Memmack County of the State of New Hampshire,
unless otherwise agreed by the Department Delivery of and access to.such records shall be

" at no cost to the Department during the three (3) year period following termination ‘of the

Contract and one (1) year term following litigation relating to the Contract, including -all
appeals or the expiration of the appeal period. The Contractor shall mclude the record

'retentton and rewew requnrements of this section in any of its subcontracts

The Department agrees that books, records, documents, and other evidence of accountmg
procedures and practices related to the Contractor’s cost structure and profit factors shall be
excluded from the Department s review unless the cost 'of any other Semces or Deliverables

" provided under the Contract is calculated or derived from the cost structure or.profit factors.

6 ACCOUNTING REQUIREMENTS

. 6.1.

The Contractor shall maintain an accounting system in accordance with Generally Accepted
Aceountmg Prmc:ples The costs applicable to the Contract shall be ascertainable from the
accounting system and the Contractor shall maintain records pertaining to the Services and all -
other costs and expenditures.
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1. DEPARTMENT MEETINGS AND REPORTS

L1,

1.2

The Department believes that effective communication and reporting are essential to Project
success.

The Contractor’s Key Project Staff shall participate in meetings as-requested by the

* Department Project- leaders from both Department of Justice and the Department of

Information Technology. This meeting will enable Ieaders to become acquainted and
establish any preliminary Project procedures.

12.1. Introductory Meeting: Participants will include the Contractor’s Key Project Staff
and Department Project leaders from both the Department and the Department of
Information Technology. ' This meeting will enable leaders to become acquainted and

“establish any prehmmary Project procedures.

122, Kickoff- Meetmg Pamcnpants will include the Department and the Contractor’s
" Project Team "and major stakeholders. This meetmg is to establxsh a sound
foundation for activities that will follow.

1.2.3. Status Meetings: Participants will include, at the minimum, the Contracter’s Project
Managér and the Department Project Manager. These meetings will be conducted at
least bi-weekly and address overall Project status and any additional topics needed to
remain on schedule and within budget. A status and error report from the Contractor
shall serve as the basis for discussion.

1.2.4. The Work Plan Must be reviewed at each Status Meeting and updated at
minimum, on a bi- weekly b3515 in accordance with the Contract.

125 qualMeehngs.lhenwdmayanse-fopaspeemLmeeMgAmh-DepanmenHeadezs

or Pro_]ect stakeholders to address specific issues,

1.3.

1.4.

1.2.6. Exit Meeting: Participants will include Project leaders from the Contractor and the
Deparimeni. Discussion will focus on lessons learned from the Froject and on foilow
up options that the Department may wish to consider.

The Department expects the Contractor to prepare agendas and background for and minutes
of meetings. Background for each statue meeting must include an updated Work Plan.
Drafting of formal presentations, such as a presentation for the kickoff meetmg, will also be

_ the Contractor’s responsibility.

The Contractor’s. Pro_|ect Manager or Contractor’'s Key Project Staff shall submit monthly
status reports in accordance with the Schedule and terms of this Contract. All status reports
shall be prepared in formats approved by the Department. The Contractor’s Project Manager

shall assist the Department’s Project Manager, or itself produce reports related to Project

Management as reasonably requested by the Department, all at no additional cost to the
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Department. The Contractor shall produce Pro;ect status reports, which shall contain, at a
" minimum, the following:

1.4.1. Project status related to the Work Plan

1.4.2. Deliverable status, -

1.4.3. "Accomplishments during weeks being reported,

1.4.4. Planned activities for the upcoming two (2) week period,
1.4.5. Future activities, '

1.4.6. Issues and concerns requiring resolution, and

1.4.7. Report and remedies in case of falling behind schedute.

1.5.  Asreasonably requested by the Department, the Contractor shall provide the Department with
information or reports regarding the Project. The Contractor shall prepare special reports and
presentations relating to Project Management, and shall assist the Depariment, in preparing
reports and presentations, as reasonably requested by the Department, all at no additional cost:
to the Department. '

2. IM_PLEMENTATIO_N STRATEGY
2.1, Key Components '

2.1.1. The Contractor shall employ an Implementatlon strategy wnth a timeline set forth in
-accordance with the Work Plan. ' ‘

2.1,2, The Contractor and the Department shall adopt a change management approach to
identify and plan key strategies and communication initiatives.

213, The Contractor’s team will provide training templates as deﬁned inthe Trammg Plan,
which will be customized to address the Department’s specific requirements. - ~
Decisions regarding format, content, style, and presentation shall be made early,on in

. the process, by the Department, providing sufficient time for development of material
and functionality is defined and configured. =

2.1.4. The Contractor shall utilize an approach that fosters and requires the participation of
Department resources, uses their business expertise to.assist with the configuration of
the applications, and prepares ‘the Department to assume responsibility- for and
ownership of the new or modified System. A focus on technology transition shall be
deemed a priority. '

2.1.5, The Contractor shall manage Project execution and provide the tools needed to create
and manage the Project’s Work Plan and tasks, manage and schedule Project staff,
track and manage issues, manage changing reqmrements maintain communication
within the Project Tram and report status. ;

2.1.6. The Contractor shall adopt an Implementation time line aligned with the
Department’s required time line.
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2.2, Timeline

2.2.1. The Timeline is set for the in the Work Plan. During the initial planning period
Project task and résources plans will be established for the preliminary training plan,
the change management plan, communication approaches, Project standards and

" procedures finalized and team training initiated.

222, :I’rojegt Infrastructure - : ' ' )

The focus of. the’ Project” infrastructure work phase is - the acquisition and
implementation of the Project’s development and production hardware infrastructure.

‘2.2.3. Implementatmn

Tlmmg will be structured to recogmze interdependencies between appl:catlons and
structure a cost effectwe and timely execuhon _

Processes will be documented, training established, and the application will be ready
‘for Implementation in accordance with the Department’s schedule

‘Implementation shall be pllOtEd in one area/office to reﬁne the trammg and
Implementation approach, or the Department shall choose a one-tlme statewide
Implementation.

"2.2.4. - Change Management and Training’

The Contractor’s change management and training services shall be focused on
developing change management and training strategies and plans. Its approach relies
" on State resources for the execution of the change management and end user training.
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The Contractor shall provrde the followmg Products and Services described in tl’llS Exhibit F, mcludmg
but not limited to:

1. TESTING AND ACCEPTANCE

Ll.  The Contractor shall bear all responsxbrhtres for the full suite of Test Planning and
preparation throughout the Project. The Contractor will also provide trammg as necessary to
the Department staff responsible for test activities. The Contractor shall be responsrble for ail
aspects of testing contained in the Acceptance Test Plan including support, at no additional
‘cost, 'during User Acceptance Test conducted by the Department and the testlng of the
training, materlals

1.2 The Test ‘Plan methodology shaIl reflect the needs of the PrOJect and be inctuded in the_
ﬁnallzed Work Plan. A separate Test Plan and set of test materlals will be prepared for each

‘Software function or module.
PN

13. Al Testing and Acceptance -(both business and technically oriented testing) shall apply to

testing the System as a whole, (e.g., software modules or functions, and Implementat:on(s))

This shall include pIanmng, test scenario and script development Data and System

i preparatlon for testing, and executlon of Unit Tests, System Integration Tests, lnstallatlon

- tests, Regressron tests, Performance Tunlng and. Stress tests, Security Review and tests, "and
support of the Department during User Acceptance Test and Implementatxon

1.4, " I addition, -the Contractor shall provide a mechanism. for reportmg actual test reeults \:
expected results and for the resolution and tracking of all errors and problems identified
during test execution. The Contractor shall also correct Deﬁcrencres and support requxred re-
testmg - -

2, Test Plannmg and Preparatxon

2,1. The Contractor shaIl provide the Department with an overall Test Plan that will guide all
testing. The Contractor provided, Department approved, Test Plan will mclude, at a
minimum, ideitification, preparation, and Documentation of planned testing, a requrrements
traceabrhty matrix, test variants, test scenarios, test scripts, test Data, test phases unit tests,
expected results, and a tracking method for reporting actual versus expected results aswellas
all error and problems identified during test execution. :

2.2, . As identified inthe Acceptance ‘Test Plan, and documented in accordance with the Work Plan
and the Contract,” Department testing will commence upon the Contractor’s Project
Manager’s Certification, in writing, that the Contractor’s own staff has successfully executed
all prerequisite Contractor testing, along with reporting the actual testing results, prior to the
start of any testing executed by Department staff. The Department will be presented with a
Department approved Acceptance Test Plan, test scenarios, test cases, test scripts, test data,
and expected results.
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23.  The Department will commence testing within 5 Business Days of receiving Certification
~ from the Contractor that the Department’s personnel have been trained and the System is
installed, configured, complete, and ready for Department testing. The testing will be
conducted by the Department in an environment independent from the Contractor’s
development environment, The Contractor must assist the Department with testing in
accordance with the Test Plan and the Work Plan; utilizing test and live Data to validate -
reports, and ¢onduct stress and performance testmg, at no additional cost.

24,  Testing begins upon completion of the Software configuration as required and user training
.according to the Work Plan. Testing ends upon issuance of a letter of UAT Acceptance by
the Department : . :

2.5 " The Contractor must demonstrate that their testmg methodology can be integrated with, the
Department standard methodology.

3. Unit Testing

3.1, In Unit Testing, the Contractor shall test the application components on an individual basis to
verify that the inputs, outputs, and processing logic of each application component functions
without errors. Unit testing is performed in either the development environment or a testing
environment.

3.2, Thegoal is to find errors in the smallest unit of software befare logically linking it into larger
units. If successful, subsequent testing should only reveal errors related to the integration
* between application modules. ' -

33. The Contractor’s developer, who is re5ponsxb1e for- a specific unit of work, wxll be
responsible for conducting the unit testing of their modules. .

§— Develop-the scripts-needed-to-unit test individual appiication modules, interface(s) |- —-—————— —
4 _and conversion components.

For application modules, conversions and interfaces the Contractor’s team will
identify applicable test scripts and installation instructions, adapt them to the
Project specifics, test the process, and compare with the documented expected
results.

Unit-Tested Modules that have been tested to verify that the inputs, outputs, and

processing logic of each application module functions without errors. Individual

detailed test scripts and installation guides list alf the required actions and-data to
~_conduct the test, the process for test execution, and the expected results.

. N [y ‘
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4. System Integration Testing

- 4.1.  The new or modified System is tested in integration with other application systems (legacy
and - services providers) in a production-like. environment. System Integration Testing .
validates the integration between the individual unit application modules and verifies that the

- new or modified System meets defined requirements and supports execution of interfaces and
business processes. The System Integration Test is performed in a test environment,

4,2, . Thorough end-to-erid tes‘ting'shalll be performed by the Contractor’s team(s) to confirm that
' the- Application integrates with any interfaces. The test emphasizes end-to-end business
processes and the flow of information across applications. It includes all key business
processes and interfaces beirig implemented, confirmis data transfers with external parties, and
. includes the transmission or prisiting of all electromc and paper documnents. '

Systerns Integration Testing validates the integration between the tafget application
modules and other systems, and verifies that the new or modified System meets
=4 defined interface requirements and supports execution of business processes. This

Take the lead in developmg the Systems Integration Test Spec1ﬁcatlons

Work jointly with the State to develop and load the data profiles to support the
test Specifications.

Work jointly with the State to validate components of the test scnpts

Work jointly with the Contractor to develop the Systems Integration Test
Specifications.

Work jointly with the Coritractor to develop and load the data pmﬁles to

"support the test Specifications. '

Work jointly with the Contractor to validate components of the test scripts,
modifications, fixes and other System interactions with the Contractor supplied

Soﬁware Solutlon

The lmegratfon—Tested "System indicates that all interfaces between the
application and the legacy and third-party systems, mterfaces, and applications
are funct:omng properly.
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5. Installatlon Testing

5.1

In Instaliation Testing the application components are installed in the System Test -

environment to test the installation routines and are refined for the eventual production
environment. This activity services as a dry run of the mstallatwn steps in preparatlon for
configuring the productlon system.’

6. User Acceptance Testing (UAT)

6.1.
6.2.

63,

UAT begins upon completion ‘of the Software configuration as required and user training

according to the Work Plan Testing ends upon issuance of a letter of UAT Acceptance by'

thie Department.

~ The Contractor’s Project Manager must certify in writing, that the Contractor’s own staff has
successfully executed all prerequisite Contractor testing, along with reporting the. actual

testing results prior to the start of any testing executed by Department staff.

The Department shall be presented with all testing results, -as well as written Certification that
the Contractor has successfully completed the prerequisite tests, meeting the defined
Acceptance Criteria, and performance standards. The Department shall commence testing
within five (5) business days of receiving Certification, in writing from the Contractor that
the system is installed, configured, complete and ready for Department testing. The
Department shall conduct the UAT utilizing scripts develbped as identified in the Acceptance
Test Plan to validate the functionality of the System and the" interfaces, and verify

- ] N l. IIII. E l. El ‘I—. . l

can sérve as a performance and stress. test of the System. The User Acceptance Test may

6.4
6.5.

6.6.

6.7.
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cover any aspect of the riew or modified System, inciuding administrative procedures (such
as backup and recovery).

The User Acceptance Test is a verification process performed in a copy of the production

environment. The User Acceptance Test verifies System functionality against predefined
Acceptance criteria that support the successful execution of approved business processes.

UAT will also service as a performance and stress test of the System. It may cover any
aspect of the new or modified System, including administrative procedures such as backup
and recovery. The results of the UAT will provide evidence that the new or modified System
meets the User Acceptance criteria as defined in the Work Plan.

The results of thé User Acceptance Test provide evidence that the new or modified System
meets the User Acceptance criteria as defined in the Work Plan.

‘Upon successful conclusion of UAT and successful System deployment, the Department will

issue a letter of UAT Acceptance and the respective Warranty Period shall commence.
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The System User Acceptance Tests verify System ﬁxnctii)_nality against predefined
Acceptance criteria that support the successful execution of approved processes.

5g* Provide the Department an’ Acceptance Test Plan and selection of test scripts
for the Acceptance Test. -,

" Monitor the execution of the.test scripts and assist as needed during. the User
Acceptance Test activities.
Work jointly ‘with the Department in determining the reqmred actions for

- problem resolution.

Approve the development of the User Acceptance Test Plan and the set of data
. for use during the User Acceptance Test. - ‘
Validate the Acceptance Test environment.
“Execute the test scripts and conduct User Acceptance Test activities.
Document and summarize Acceptance Test results:

Work jointly with the Contractor in determmmg. the requxred actions for
problem resolution, :

Provide Acceptance of the validated Systems

P®*The Deliverable for User Acceptance Tests is the User Acceptance Test Results.
These results provide evidence that the new or modlﬁed System meets the User

Acceptance criteria deﬁncd in the Work P]an

7. Performance Tuning and Stress Testing

7.1

* The Contractor shall develop and document hardware and Software configuration and tuning

- of Software infrastructure as well. as assist and direct the Department’s System
Administrators and Database Administrators in configuring and tuning the infrastructure to
support the software throughout the Project. o

7.1.1..  Scope

,

7.1.1.1. The scope of p_erformance testing shall measure the system -level metrics
critical for the development of the applications infrastructure and operation
of the applications -in the. production. environment. It will include the
measurement of response rates of the application for end-user transactions
and resource utilization (of various servers and network) under various load
conditions. These response rates shall become the basis for changes and
retesting until optimum system performance is achieved. -

7.1.1.2. The application transactions shall be identified with specific roles and

' selected transactions shall be recorded for the perfcﬁnance measurements,
These will be compared to baselines to determine if obJect and/or system
performance increases as changes are made.

7.1.1.3. Performance tcsting shall consider the full scope of the application
infrastructure with emphasis on the most heavily used or shared transactions.
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Performance testing of the application will profile the identified user
transactions and assist in the identifying performance gaps to improve the
most critical parts of the applications.

7.1.1.4. Performance testing and tuning shall occur .in the final production
' environment and shall use a copy of the final production database to provide .
the best results. '

7.1.1.5.  The Contractor must lead this effort. Responsibilities include identifying
appropriate tunable pérameters and their default and recommended settings,
developing scnpts whlch accurately reflect business load and coordmatmg
reporting of results.

7.1.2.  Test Types ~ Performance testmg shall use two dlfferenl types of tests to determine the
stability of the apphcatlon They are baseline test and load tests:

7.1.2.1. Baselme Tests: Baseline tests shall collect performance data and load
-analysis by runmng scripts where the.output is broken down into business
transactions or functions.  The test is like a single user executing a defined
. business transaction. During baseline testing, each individual script is run to
“.establish a baseline for transaction response time, throughput and other user
based metrics. Usually each business transaction is executed multiple times
during a single test run to obtain an average for the ,user-based metrics
required for the performance testing evaluations. It must be noted that
changes made to the code after baseline testing is completed will skew the,
results collected to date. All effort will be made to provide a code test base
that is tested in the environment for problems prior to the ¢éstablishment of

the, baseline, which are used in future testing and tuning efforts.- Any

--—=== —-= - “—changes—introduced - into- the - environment -after~ performange “testing has— -~ ~~ =
started can compromise the accuracy of the results and will force a decision ’
to be made whether baseline results need to be recreated.

7.1.2.2. Load Tests: Load testing will d'eterminé if the behavior of a system can be
sustained over a long period of time while running under expected
conditions. Load tests heip to verify the ability of the application
environment under different load conditions based on work load distribution.
System response time and utilization is measured and recorded.

7.1.3. * Tuning-

7.1.3.1.  Tuning will occur during both the development of the application and load
testing. Tuning is the process whereby the application performance is
maximized. This can be the result of making code more efficient during
development as well- as making tunmg paragmeter changes to the
environment.
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7.1.3.2. For infrastructure tuning, parameters will be identified for all components

' prior to undertaking the load testing efforts. This should include a list of the

variables, their definitions, the default settings, range of acceptable settings

and the settings as testing begins. This will permit the team to identify the

areas of most potential gain and a starting point. Tuning is a process which

is repeated unti] the team feels that the systems are running at or near
optimum performance. h ' ‘

7.14. Implementing Performance and Stress Test

- 7.1.4,1. Performance and stress test tools must be provided by the Contractor for. this
effort. Consideration must be given to licensing with respect'to continued
use for regression testing. If the Contractor is familiar with open soiirce
low/no cost tools for this purpose those tools should be identified in your -
response. ' .

7.1.5.  Scheduling Performance and Stress Testing

7.1.5.1. The Contractor shall perform Test Planning. The steps for planning include
~ identification of application functionality as well as what percentage of
notmal daily use is represented by each function, This information will )

become the foundation for scripting so that tests closely represent what loads -

in production will look like. '

7.1.5.2. The Contractor shall provxde definition and expectations from testing. This
definition should include 'who is in charge of testing and coordinating results, .-
anticipated run times, logs required for trackmg, their locations and which
technician is responsible to track and provide them followmg each fest to the

. team. :

7.1.5.3. Initial test runs shall be completed to establish that the tests and data sets can
C be run to completion without errors. The ratio of types of transactions which
makeup the test shall be reviewed prior to the beginning of te:sting and theri
again once testing has begun to make sure that testing accurately reflects the

system performing in production. : :

7.1.5.4. Initial tests shall be used to establish a baseline from which all subsequent
tests will be compared. ‘Tests will be considered for baseline status once two
of them have been run within 2% of each other in key and overall
performénce areas. No changes to the test scripts or data sets (with the
exception of restores after each test) can be done to the test environment orce
tuning has begun so as not to damage the comparison to baselme results, The
systems must be restarted prior to each test run to assure all cache is cleaned
out. All effort will be made to run these tests at a time when system and
network infrastructure utilization doesn’t impact the results. Tests will be -
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run in close proximity to our infrastructure so as to eliminate the public
network from our environment.

Post test reporting and result assessment will he scheduled following each
test. The team will compare these results to the baseline and a determination
must be made to make additional changes to the parameter being tuned or
retun to the prior configuration and select another parameter to tune while
keeping in mind that significant changes to any one parameter may require
the retesting of some others. Careful work on 1dent1f:ymg dependencies up
front should minimiZe this impact.

If defects are identified’ in the application during testing they will be
recorded; however, changes to the application code should be avoided if

application is required new baselines will be established (and possibly the
execution of prior tests to validate changes with the new application) before

" testing can continue.

7.1.5.7.

7.1.5.8.

When performing capacxty testing agamst a Graphical User Interface (GUI)
the focus will be on the ability of the interface to respond to user input.

During stress/load testing the tester will attempt to stress or load an aspect of

the system to the point of failure. The goal is to determine weak paints in the

system architecture. The tester will identify peak load conditions at which
the program will fail to handle reqLured processing loads within required time

spans.

determine if the the system meets the stated performance criteria (i.e. A Login

require shall be responded to in 1 second or less under a typical dally load of

1000 requests per minute.) In both cases the tester will determine the.

capacity of the system under a known set of conditions. -

7.1.6.  Regression Testing

7.1.6.1.

As a result of the user testing activities, problems will be identified that

- require correction. The Department will notify the Contractor of the nature

of the testing failures in writing.. The Contractor will be required to perform

additional testing activities in response to the Department and/or user

problem identified from the testing results. Regression testing means
selective re-testing to detect faults introduced during the modification effort,
both to verify that the modifications have not caused unintended adverse
effects, and to verify that the modified and related (possibly affected) System

- components will meet their specified requirements as follows:
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7.1.6.1.1.  For.each minor failure of an Acceptance Test, the Acceptance
' Penod Sshall be extended by correspondlng time defined in the
Test Plan.

7.1.6.1.2. ‘The Ccntractcr shall notify the Department no later than two (2)
business days from the Contractor’s receipt of written notice of
the test failure when the Contractor expects the corrections to be
completed and ready for retesting by the Department. The
Contractor will have up to five (5) business days to make
corrections to the problem unless specifically extended in writing
by the Department. : '

7.1.6.1.3.  When a programming change is made in response to a problem
identified during user testing, a regression Test Plan should be
developed by the Contractor based on the- understanding of the
program-and the change being madeto the program The Test
Plan has two objectives. -

7.1.6.1.3.1, Validate that the change/update has been
. properly incorporated into the program; and

7.1.6.13.2, - Validate that there has been no - unintended
' change to the othér portions of the program.

7.1.6.1.4. The Contractor will be expected to;

7.1.6.1.4.1. Create a set of test conditions, test cases, and test
data that will validate that the change has been
incorporated correctly; ‘
C7:1.6.14.2. Create a set of test condmcns test cases and test
data that will validate that the unchanged
portions of the program still operate correctly;
+ and
7.1 .6.1.4.3. Manage the entire cyclic process

7.1.6.1.5. The Ccntractor will be’ expected to execute the regressions test,
provide actual.testing resulis, and certify its completion in
writing to the Department prior to passing the modified Software
application to the users for retesting. '

7.1.6.2. In designing and conducting such regression testing, theé Contractor will be
required to assess the risks inherent to the modifications being implemented
and weight those risks against the time and effort required for conducting the
regression tests. In other .words, the Contractor will be expected to design
and conduct regression tests that will identify any unintended consequences
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of the modification while taking into account Schedule and economic
considerations. ’

77.].7.1.

Security Review and Testing

IT Security involves all functions pertaining to the securing of Department

Data and Systems through the creation and definition of security policies,
procedures and controls covering such areas as identification, authentication
- and non-repudiation.

7.1.7.2.

All components of the Software shall be reviewed and tested to ensure they-

‘protect the Department’s hardware and software and its related Data assets.
Tests shall focus ‘on the technical, administrative and physical security
controls that have been designed into the System architecture in order to

provide the necessary confidentiality, integrity, iand availability

Service Component

Defines the set of capabilities that:

Identification and
Authentication

Supports obtaining information about those parties
attempting to log onto a system or application for
security purposes and the validation of users

Access Control

Supports the. Amanagement of permissions for
logging onto a computer or network

Encfyption _

Supports the encoding of data for security purposes

| Intrusion Detection

Supports the detection of illegal entrance into a
computer system

Verification

Supports the confirmation of authority to enter a
computer system, application or network

Digital Signature .

‘Guarantees the unaltered state of a file
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User Management-

Supports the administration of computer,

.application__and _network . accounts__ within__an

organization. -
Role/Privilege Supports the granting of abilities te users or groups
Management of users of a computer, application or network

Audit Trail Capture
and Analysis

Supports the identification and monitoring of

activities within an application or system

Input Validation _Ensures the application is protected from buffer
: overflow, cross-site scripting, SQL injection, and
unauthorized access of files andfor directories on,
the server.
7.1.7.3.  Tests shall focus on the technical, administrative and physical security

controls that have been designed into the System architecture in order to
provide the necessary confidentiality, integrity, and availability. Tests shall,
at a minimum, cover each of the service components. Test procedures shall
include 3" party Penetration Tests (pen test) and code analysis and review.
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7.1.7.4. Priorto the System being moved into production the Contractor shall provide
results of all security testing to the Department of Information Technology
for review and Acceptance. All Sofiware z_md hardware shall be free of
malicious code (malware).

7.18.  Stccessful UAT Completion

7.1.8.1. Upon successful completion of UAT the Department will issue a Letter of -
"UAT Acceptance : :

7.1.9.  System Acceptance

7.1.9.1. Upon comp!etibn of the Warranty Period, the Department shall issue a Letter

Ponatratlon Testirrlg"shall include:

(delete reﬁl.'liremanis that are apecific to PCI testing)

implemert a methodomgy for penetratlon 1es\mg that includes the foilowing:
- Is based on mdusiry-accepled penetration testing approaches (for example, NIST SP800-115)
* Incudes coverage for the enfire CDE perimeter and critical systems
- Includes testing from both inside and outside the nebwark
- Includes testing 1o validate any segmentation and scope-reduction controls .
- Defines appln:ahon—layer penetration tests to include, at a minimum, the vulnerabilities listed In Requlrement B.5
- Defines netwark- -layer penetration tests to Include components that suppert netwark functions as well as operailng systems
+ Includes review and consideration of threats and vulnerabilities’experienced in the last 12 months
- Specifies retention of penétration testing results and remediation activities results. .
Note: This update fo Requirement 11.3 is'a best practice until June 30, 20185, after which it becomes a requirement. PCI DSS v2.0
requirements for penetratton testing must be followed untif v3.0 is in place.

Perform extemnal penetration testing at least annually and after any sngmf‘ cant infrastructure or application upgrade or modification -
(such as an operating system upgrade, a sub-nelwork added to the environment, or a web server added to the environment).-

Perforr internal penetration testing at least annually and after any significant infrastructure or application upgrade or modification
‘{such as an operaling system upgrade, a sub-nelwork added to.the environment, or a web server added to the environment). -

Exploitable vulnerabiiities found during penetration testing are corrected and testing is repeated to verify the corrections.

If segmentation is used 1o isclate the CDE from other networks, performn penetration tests al least annually and after any changes to
, segmentation controls/methods to verify thal the segmentation methods are cperational and effective, and isolate all out-of-scope
systems from i m-scope systems.

of Final System Acceptance.
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1. SYSTEM MAINTENANCE

L1. The Contractor shall maintain and support the System in all material respects as described in
the applicable program Documentation through the contract end date.

1.2. - The Contractor shall maintain the Application System in accordance with the Contract.

1.3.  The Contractor will not be responsible for maintenance or support for Software developed or
modified by the Department.

14.  Maintenance Releases — The Contractor shall make available to the Department the latest
program updates, general maintenance releases, selected functionality releases, patches, and
Documentation that are generally offered to its customers, at tio additional cost.

2. SYSTEM SUPPORT

2,1. " The Contractor will be responsible for performing on-site or remote technical support in
accordance with the Contract Documents, including without limitation the requirements,
terms, and conditions contained herein. -

22, As part of }.he Software maintenance agreement, ongoing Software maintenance and support
levels, including all new Software releases, shall be responded to according to the following:

2.2.1. Class A Deficiencies — The Contractor shall hiave available to the Department on-call

telephone assistance, with issue tracking available to.the Department, during

" Department business hours (M — F,"8:00 am — 4:30 pm Eastern Time) with an

email/telephone’ response -within two (2) hours of request, or the Contractor shall

provide support with remote diagnostic Services within four (4) business hours of a
request; :

222, Class B & C Deﬁcien_ciés — The Department shall notify the Conteactor of such
~—— - -—— - ~Deficiencies "during regalar-business hours and-the Contractor shall Tespond back "~ T
' within four (4) hours ‘of notification of planned cortective action. ~ y '

3. SUPPORT OBLIGATIONS AND TERM

3.1, The Contractor shall repair or replace Software and provide maintenance of the Software in
accordance with the Specifications and terms and requirements of the Contract.

3.2, The Contractor shall maintain a record of -the activities related to warranty repair or
‘maintenance activities performed for the Department.

3.3.  For all maintenance Service calls, the Contractor shall ensure the following information will
* be collected and maintained: nature of Deficiency; current status of the Deficiericy; action
plans, dates -and times; ‘expected and actual completion time; Deficiency resolution
information; Resolved by; Identifying number i.e. work order number; and _I;éue identified

by. . ‘
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3.4.  The Contractor must work with the Departmeént to identify and troubleshoot potentially large
scale System failures or Deficiencies by collecting the following information: mean time
between reported Deficiencies with the Software; diagnosis of the root cause of the prbblem;
and identification of repeat calls or repeat Sofiware problems.

35 If the Contractor fails to correct a Deficiency wnthm the allotted period of time stated above, -
’ " the Contractor shall be deemed to have committed an Event of Default, and the Department
shall have the right; at its option, to purse the remedies in Part.2, 13.1.1.2, as well as to retum
the Contractor’s product and receive a refund for all amounts, pald 10 the Contractor,
including but not limited to, applicable license fees, th}un mnefy (90) days of notification to
the Contractor of the Department’s refund request. _

36. If the Contractor fails to correct a Deﬁclency within the allotted period of time stated above,
the Contractor shall be deemed to have.committed an Event of Default and the Department
shall have the rtght, at its option, to pursue the remed:es in Part 1 Section 14. -
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Attachment 1: Project Requirements is hereby incorporated within.
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1. Finalize Work Plan .

I.I.  The Contractor shall submit a finalized Plan of Operations within ten (10) business days after
‘Contract award and approval by Governor and Executive Council. The Plan of Operations
“shall include, without limitation, a detailed description of the Schedule, Tasks, Deliverables,
" Critical Events, Task Dependencies, Contractor and-State Resources Required, and Payment
Schedule. The plan shall be updated no less than monthly. The preliminary Work-Plan
created by the Contractor and the Department is set forth at the end of this Exhibit.

1.2.  In conjunction with the Contractor’s Project Management methodology, which shall be used
" 7 to manage the Project’s life cycle, the Contractor’s team and the Department shall ﬂnallze the
Work Plan at the onset of the Project. This plan shall identify the tasks, Dehverables major
m_llestones, task dc;pendenmes, and a payment Schedule required to implement the Project. It
shall also address intra-task dependencies, resource allocations (both Department and the

" Contractor team members), refine the Project’s scope, and establish the Project’s Schedule.

2. ASSUMPTIONS B
2.1. ProlectManagement l

2.1.1. " The Department shall approve the Project Management Methodology used for the.
Project:

2.1.2. The Department shall provide the Project Teain with reasonable access to the
: Department personnel as needed to complete Project tasks.

2.1.3, A Project folder created within the State system shall be used for centralized storage
" and retrieval of Project documents, work products, and other material and
information rélevant to the success of the Project and required by Project Team
members. This central repository is secured by determining which team members
have access to the Project folder and grantmg elther view or read/write privileges.
The Client Services Manager will establish and maintain this folder. The Department
Project Manager shall approve access for the Department team. Documentation can
be stored locally for the Contractor and Department team on a “shared” network
- drive to facilitate ease and speed of access. Final versions of all Documentation shall

' be loaded to the State FTP 51te

2.1.4. The Contractor assumes that an Altemate Project Manage may be appointed from
time to txme to handle reasonable ordinary absences of the Prolect Manager.

. 22,  Project Schedule

2.2.1. Deployment is planned to begin on July 1, 2017 with a planned go-live date of
August'],2017

2.3. Repurting
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The Contractor shall conduct weekly status meetings, and provide reports that
include, but are not ltmtted to; mmutes action items, test results, and Documentation.

2.4, _User Training

. 241,

The Contractor Team shall lead the development of the en_d-tiser training plan.

2.4.2. A train the trainer approach shall be used for the delivery of end-user training.

2.4.3.

The Departmeht shall schedule and track attendance on all end-user training classes.

2.5.  Performance and Security Testing

251,

2,5.2,

The Contractor Team shall provide a performance test'workshop to identify the key
scenarios to be tested, the approach and tools requ:red and best practices information
on performance testing,

The Department shall work with the Contractor on performance testing as set forth in-
Contract Exhibit F — Testing Services.

3. ROLES AND RESPONSIBILITIES |

3.1. -, Contractor Team Roles and Responsibilities

311

Contractor Team Project Executive — The Contractor Team’s Project Executives
(Contractor and Subcontractor Project Executives) shall be responsible for advising

-on and monitoring the quality of the Implementation throughout the Project life

cyele The Project Executive shall advise the Contractor Team Project Manager and
the Department’s Project leadership on the*best practices for lmplementmg the
Contractor Sofiware Solution within the Department. -The PrOJect Executive shall

pameepate—m%e—deﬁﬂmeﬁ—eﬁ%he—ﬁejeet—ﬂan—and—pmde—gmdmw to—the
Department’s Team.

Contractor Team Project Manager — The Contractor Team Project Manager shall
have overall responsibility for the day-to-day management of the Project and shall
plan, track, and manage the activities of the Contractor Implementation Team. The
Contractor Team Proj ect Manager w:ll have the folIowmg responsibilities.

3.1.2,1. Maintain commumcattons thh the Department s Project Manager;
3.1.22, Work ‘with the Department in planning and conducting a kick-off meettng,
3.1.23. Create and maintain the Work.Plan;

3.1.2.4. Assign Contractor Team consultants to tasks in the Implementation Project

according to the scheduled staffing requirements;
3.1.2.5. Define roles and responsibilities of all Contractor Team members;
3.1.2.,6. Provide weekly and monthly update progress reports to the Department
"Project Manager;
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3.1.27. Notify the Department Project Manager of requirements for the
Department resources in order to provide sufficient lead time for resources
to be made available; _ ‘ .
3.1.2.8. Review task progress for time, quality, and accuracy in order to achieve
! progress;
3.1.29. Review requirements and scheduling changes and identify the impact on
the Project in order to identify whether the- changes may require a change
. of scope; -
) : 3.1.2,10. Implement scope and Schedule changes as authonzed by the Department
‘ "+ -Project Manager and with appropriate Change Control approvals as
identified in the Implementatlon Plan; -
3.1.2.11. Inform the Department Project Manager and staff of any urgent issues if
R and when they arise; and :
. 31212 Provxde the Department compléted Project Deliverables and obtam sign-off -
) © from the Department’s Project Manager.

3.1.3. Contractor Team Analysis ~ The Contractor Team' shall conduct analysis of
requ:rements by application, and perform busmess requirements mappmg

3 I. 3 l. Construct and confirm application test case scenarios;
3.1.32. Produce appllcatlon configuration definitions  and configure the
~ applications; N '
. 3.13. 3. "Conduct testing of the conﬁgured application;
R '3.1.34. - Produce functional Specifications.’ for extenSiciris, conversions, and -
T interfaces; ' '
3.1.3.5." Assist the Department in the testing of extenswns conversions, and
' interfaces; '
3.1.3.6. Assist the Department in execution of the Department’s Acceptance Test;
3.1.3.7. Conduct follow-up meetings to obtain feedback, results, and
concurrence/approval from the Department;
3.1.3.8. Assist with the correction of configuration problems 1dcnttﬁed during
‘ . system, integration and Acceptance Testing;.and
3.1.3.9.  Assist'with the transition to production.

3.1.4. - Contractor Team Tasks — The Contractor team shall assume the following tasks:

3.14.1. Development and .review of functional and technical Specification to
determine that they are at an appropriate level of detail and quality;
"3.1.4.2. Development and Documentation of conversions and interface programs in
 accordance with functional and technical Specifications;
3.1.43. Development and Documentation of installation procedures;
3.1.4.4. Development and execution of unit test scripts;
3145 Umt testing of conversions and interfaces developed; and ‘-
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3.1.4.6. System Integration Testing.

3.2.-  Department Roles and Responsibilities — The following Department resources have been
- identified for the Project. The time demands on the individual' Department team members
* will vary depending on the'phase and specific tasks of the Implementation. The demands on
the Subject Matter Experts’ time will vary based on the need determined by the Department
Leads and the phase of the Implementation. '

3.2.1. Department Pro_|ect Manager — The Department Project Manager shall work side-

by-side with the Contractor Project Manager.- The role of the Department Project

. Manager is to manage Department resources, facilitate completion of all tasks

assigned t6 Department staff, and communicate Project status on a regular basis. The’

Department Project Manager represents the Department in all decisions on

Implementation Project matters, provides all necessary snpport in the conduct of the

Implementation Project, and provides necessary state resources, as defined by the

Work Plan and as otherwise identified throughout the course of the Project. The
Department Project Manager has the following respo’nsibilitieS' '

3.2.1.1. Plan and conduct a kick-off meeting wrth assrstance from the Contractor
_ team; : :
32.1.2. Assist the Contractor Project Manager m the development of a deta:led
"+ Work Plan;
3.2.1.3 ldentlfy and secure the Department PrOJect Team members in accordance
‘ with the Work Plan; i :
3.2.14. Define roles and responsibilities of all Department Project Team members
assigned to the Project;

3:2.1.5Tdentify and secure access 0 additional Department end-user staff as ‘
needed to support specific areas of knowledge if and when required to_ .
_perform certain Implementation tasks; .
Communicate issues to Departmient maragement as necessary io secure
resolution of any matter that cannot be addressed at the Project level;

3.2.1.7. Inform the Contractor Project Manager of any urgent issues 1f and when
- they arise; and

3.2.1.8. Assist the Contractor team staff to obtain requested mformatron if and.

when required to perform certain Project tasks.

3.2.L

e

C o322 Department Subject Matter Expert (SMEs) — The role of the Department SMEs is

' to assist application teams with an understanding of the Department’s current

business practices and processes, provide agency knowledge, and participate in the
Implementation. Responsibilities of the SMEs include the following:

3221 Attend Project Team training and acqurre in-depth functional knowledge of
_ the relevant applications;
32.2.2, Assrst in validating and documenting user requirements, as needed;
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~ Assist in mapping business requirements;

Assist in constructing test scripts and data;

Assist in System Integration and Acceptance Testing;

Assist in performing conversion and integration testmg and Data
verification; and

Attend Project meetings when requested

Work in partnership with the Contractor and lead the Department technical
staff’s efforts -in documenting the technical operational procedures and
processes for- the Project. This is a Contractor Deliverable and it will be
expected that ‘the Contractor will lead the overall effort with suppart and
assistance from the Department and :
Represent the technical efforts of the Department at weekly Project -
meetmgs

3.2.3. Department Network Administrator (DoIT) —~ The Department Network
" Administrator will provide technical support regarding networking reqmrements
administration. Responsibilities include:

3.2.3.1.

3232
3.2.3».3.

Assess the ability to the Department’s overall network archltecture and
capacity to adequately support implemented applications;

Establish connections among the database and application servers; and
Establish connections among the desktop devices and the Application and
database servers

! . 3.2.4. Department Testmg Admlmstrator The Department’s Testing Administrator will
" coordinate the Department’s testing efforts. Responsibilities include:

3.24.1.

3.24.2
3243
3.2.44.
3.2.4.5.

Coordinating the development of system integration, performance, and
Acceptance Test plans; -

‘Coordinating system, mte_gration, performance, and Acceptance Tests;

Ensuring that proposed process changes are considered by process owners;
Establish priorities of Deficiencies requiring resolution; and
Tracking Deficiencies through resolution.
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1. LICENSE GRANT

1.1, “Subject to the payment of applicable license fees set forth in Contract Exhibit B: Price and
Payment Schedulé, the Contractor hereby grants to the Department a worldwide, perpetual,
irrevocable, non-exclusive, non-transferable, limited li:ce‘nse to use the Software and its
associated Documentation,'subject to the terms of the Contract. The Department may allow
its agents and Contractors to access and use the Software, and in such event, the Department

~ shall first obtain written agreement from such agents and Contractors that each shall abide by
the terms and conditions set for the herein, :

2. SOFTWARE AND DOCUMENTATION COPIES .

21 " The Contractor shall provide the Department with a sufﬁc1ent number of ha:d copy versions
of the Software’s associated Documentation and one (1) electronic version in Microsoft
WORD and PDF format. The Department shall have the right to copy the Soﬁware and its

- dssociated Documentation for its internal business needs. The Depa.rrment agrees to include
< copynght and propnetary notices provided to the Department by the Contractor on such.
copies.

-3. RESTRICTIONS - | I
3.1, Exceptas otherwise permitted under the Contract, the Department agrees not to:

3.1.1. Remove or modify aﬁy program markings or any notice 6f_ Contractor’s proprietary
rights;

3.1.2. Make the programs or materials available in any manner to any third pa.rty for use in
the third party’s business operations, except as permitted herein; or

3.1.3. . Cause or permit reverse engineering,-disassembly or recompilation of the programs.

4, TITLE

-4.1.  Title, right, and mterest (meludmg all ownership and intellectual property nghts) in the
Software, and its associated Documentation shaii remain with the Coniractor.

5. VIRUSES

5.1, The Contractor shall provide Software that is free of virpses, destructive programming, and
" mechanisms designed to disrupt the performance of the Software in accordance with the
Specifications.

5.2, As part of its internal development process, the Contractor will use reasonable efforts to test
the Software for viruses. The Contractor shall also mdintain a master copy of the appropriate
versions of the Software, free of viruses. If the Department believes a virus may be present in
the Software, then upon its request, the Contractor shall provide a master copy for.
comparison with and correction of the Department’s copy of the Software.

6. AUDIT-

Al
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Upon forty-five (45) days written notice, the Contractor may audit the Department’s use of
" the programs at the Contractor’s sole expense. The Department agrees to cooperate with the

Contractor’s audit and provide reasonable assistance and access to information. The

" Department agrees that the Contractor shall not be responsible for any of the Department’s

reasonable costs incurred in cooperating with the audit. Notwithstanding the foregoing, the

~Contractor’s audit rights are subject to applicable State and federal laws and regulattons
'7 SOFTWARE N ON-INFRINGEMENT
T

The Contractor warrants that it has good title to, or the nght to ﬂllow the Department to use
all Services, equipment, and Software. (“Matenal”) provided under this Contract; and that_
such Services, equnpment and Software do not violate or infringe any patent, trademark,

- copyright, trade name or other intellectual property rtghts or mlsappropnate a trade secret of

any thu‘d party

. The warranty of. non-mfnngement shall be an on-gomg and perpetual obligation that shall

survive termmattqn of the Contract. In the event that someone makes a claim against the _
Department that any Material infringe their intellectual property rights, the Contractor shall

"defend and indemnify the Depattmént against the claim provided that the State:

7.2.1. . Promptly notlﬁes ‘the Contractor in wrttmg, no later than thlrty 30) days after the -
Department receives actual written notice of such elzum
7.2.2. Gives the Contractor control of the defense and any settlement negotiations; and
7.2.3. Gives the Contractor the information, authonty, and assistance reasonably needed to
, defend against or settle the claim.

) Notwithstanding the foregoing, the Department s.counsel may participate in any- claim to the

extent the Department seeks to assert any immunities or defenses applicable to the State

If the Contractor believes or it is determined that any of the Material may have violated -
someone else’s intellectual property rights, the Contractor may choose to either modify the

Material to be non-infringing or obtain a license to allow for continued use, or if these
alternatives are not commercially reasonable, the Contractor may end the license, and require

return of the applicable Material and refund all fees the Department has paid the Contractor

under the Contract. The Contractor will not indemnify the Department if the Depanment
alters the Material without the Contractor’s consent or uses. it outside the scope of use
identified in the Contractor’s user Documentation or if the Department uses a version of the
Material which has been superseded, if the infringement claim could have been avoided by
using an unaltered current version of the Material which was provided to the Department at
no additional cost. The Contractor will-not indemnify the Department to the extent that an
infringement claim is based upon any information, ‘design, Specification, instruction,
Software, “data, or material not furmnished by the Contractor,r The Contractor wil] not
indemnify the- Department to the extent that an infringement claim is based upon the
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combination of any Material with any produces or services not provided by the Contractor
without the Contractor’s consent.

' . N ) - b .
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1. WARRANTIES

LI

1.2,

13.

14, .

1.5,

Services

1.1.1. The Contractor warrants that the System will operate to conform to the
Spec;f’ cations, terms, and requirements of the Contract.

Software

L2l The Contractor warrants that the Software, including but not limited to the individual

modules ‘or functions furnished under the.Contract, is properly functioning within the
System compliant with the requlrements of the Contract, and wrll operate in
accordance with the Specifications and Terms of the Contract,

1.22. For any breach of the above Support and Maintenance warranty, the Department’
remedy, and the Contractor’s entire liability, shall be:

1.2.2.1. “The correction of program errors that cause breach of the warranty, or if

the Contractor cannot substantially correct such breach in a commercially *

reasonable manner, the Department may end its program licénse and
recover the fees paid to the Contractor for the program license and any
unused prepaid technical support fees the Department has paid for the_ )
program license;

1.2.2.2. .The re-performance of the deficient Services; or

1.2.2.3. If the Contractor cannot substantially correct a breach in a t:mnmerc:ally
reasonable manner, the Department may end the relevant Services and
recover the fees paid to the Contractor for the deficient Services.

Non-Infrmgement

1.3.1: The Contractor warrants that it has good title to, or the right to allow the Department

to use, all Services, equipment, and Software (“Material”) provided under this

_Contract, and that such Services, equipment, and Software do not violate or infringe

any patent, trademark, copyright, trade name or other intellectual property rights or
misappropriate a trade secret of any third party.

Viruses; Destructrve Programmmg

14.1. The Contractor warrants that the Software shall not contain any viruses, destructlve
programming, or mechanisms designed to disrupt the performance of the Software in
accordance with the Specrﬁcattons

Compahblllty

. L5.1. - The Contractor warrants that all System comporients, including but not limited to the

-components provided, including any replacement or upgraded System ‘Software -
components provided by the Contractor to correct Deficiencies or as. an
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Enhancement, shall operate with-the rest of the System . wlthout loss of any
functionality.

16. Services

1.6.1._ -The Contractor warrants that all Services to be provided under the Contract will be
provided expediently, in a professional manner, in accordance with industry
.standards and that Services will comply with performance standards, Specifications,
and terms of the Contract. |

1.7. Personnel

1.7.1.  The Contractor warrants that all personnel engaged in the Services shall be quaiiﬁed
to perform the Services, and shall be properly licensed and otherwise authorized to
do so under all applicable laws, -

18. Brcqch of Data

1.8.1. .The Contractor shall be solely liable for costs associated with any breach of
Deparlment Data housed at their location(s) including but not llrmted to notxﬁcatlon
and any damages assessed by the courts.

2, WARRANTY SERVICES

2.1. The Contractor agrees to maintain, repair, and correct Deficiencies in the System Software,
including but not limited to the individual modules or functions, during the Warranty Period,
at no additional cost to the Department, in accordance with the Specifications, Terms, and
requirements of the Contract, incIudin’g, without limitation, correcting all enors, and Defects
and Deficiencies, eliminating viruses or destructive programming, and replacing incorrect,

Detectlve or Dehcmnt Software anTDocumentatlon

. A Warranty Semces shall mcIudéTWlthout hmlfatlon the followmg T T e T e

2.2.1. Maintain the System Sofiware in accordance vvu.h the Specifications and Terms of
the Contract;

2.2.2. Repair or replace the System Software or any pomon thereof so that the System
operates in accordance with the Specifications, terms, and requirements of the
Contract; _ '

2.2.3. The Contractor shall have available to the Department on-cal! telephone assistance,
with issue tracking available to the Department between 8:00 am and 5:00 pm EST
from Monday — Friday with an email/telephone response within two (2) hours of
request, with assistance response dependent upon issue severity;

2.2.4. On-site additional Services within four (4) business hours of a request;

2.2.5. Maintain a record of the activities related to warranty repair or maintenance activities
‘performed for the Department;
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2.2.6. Forall Warranty Setvice calls, the Contractor shall ensure the following information
will be collected and maintained:

2.2.6.1. Nature of Deficiency;
22.62. Current status of the Deficiency; *
. 22.6.3. Action plans, dates, and times;
22.64. Expected and actual completion time;
2.2.6.5. Deficiency resolution information;
2.2.6.6. Resolved by;
2.2.6.7. Identifying number i.e. work order number ‘and
.2.2.6.8. lIssue identified by.

22.7. The Contractor must work with the Department to identify and troubleshoot
potentially large-scale Software fa:lures or Deficiencies by collectmg the following
information:
2.2.7.1. Mean time between reported Deficiencies with the Software;

© *2.2.7.2." Diagnosis of the root cause of the problem; and
2.2.7.3. Identification of repeét calls or repeat Software problefns.

--2.2.8.  All Deficiencies found durmg the Warranty Period and all Defi iciencies found w1th
the Warranty Releases shall be corrected by the Contractor.no later than 5 business
days; unless” spec1f ically extended in writing by the Department and at no additional

~ cost to the Department. _ . '

23, In the event the Contractor fails to correct 2 Deficiency within the allotted penod of time, the
Department may, at its option:

2.3.1.  Declare the Contractor in default, terminate the Contract, in whole or in p_a;-f, without
penaity or liability to the Department

2.3.2. Return the Contractor’s product and receive a full refund for all amounts paid to the
Contractor, including but not limited to, any applicable license fees within ninety
(90) days of notification to the Contractor of the Department’s intent to request a
refund; and : '

-2.3.3. To pursue its remedies avallable at law and in equity.

2.4, ~ Notwithstanding any provision of tl’llS Contract, pursuant to Contract Agreement — Part 2,
Section 13.1; the Department’s option to declare the Contractor ‘in -default, terminate the
~ Contract and pursue its remedies shall remain in effect until satisfactory completion of the

full Warranty Period. ‘

‘3. WARRANTY PERIOD

3.1.  The Warranty Period shall commence upon the Department's issuance of a Letter of
Acceptance for the UAT and extend for 90 days.
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32, I within thp last thirty (30) calendar days of the Warranty Period, the-Software fails to
- operate in accordance with its Specifications, the Warranty Period will cease, the Contractor
shall correct ‘the Defi icigncy, and a new 30 day Warranty Period will begin. Any further

Defic c:encles with the Software must be corrected and run fault free for 30 consecutive
calendar days
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RESERVED
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I Depa.rtment of Health and Human Services, Request for Proposal, RFP 2017-001, Comprehensive
Healthcare Information System (CHIS) September 20, 2016 is hereby incorporated by reference as
fully set for the heréin. :
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1. Contractor Proposal to the Department of Health and Human Services, Request for Proposal, RFP
2017001, Comprehenswe Healthcare Information System (CHIS) September 20, 2016 is hereby
mcorporated by reference as fully set forth herein. -

1t
4

N,
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1. Attached are:

1.I.  Contractor Certificate of Vote/Authority
1.2.  Contractor Certificate of Good Standing
1.3.  Contractor Certificate of Insurance-

1.4, Exhibit H Requirements

1.5.  Appendix H—NH Standard Exhibits
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Exhibit H - Requirements

REQUIREMENT/DELIVERABLE

VENDOR -

RESPONSE
Y/M/N
(SEE

VENDOR
COMMENTS

A Facilitate Data Collt;cﬁon.and Collaboration with Carriers

ABOVE)

Al

Contract - execution.
information to any new CarrierS that. enter the “New |

The Vendor shall develop a communication plan and
materials to introduce Carriers, to the reporting law and its
requirements, "as applicable and the Vendor's role as
DHHS’s agent. Materials shall include:

explaining the. law and the Vendor’s role-in carrying the

. requlrements out; a clearly presented copy of the complete
law and rules regarding data submission; a guide to

requirements and.methods for submission of the data; and
other materials deemed helpful by the Vendor andDHHS_
The information packet shall be approved by DHHS prior to
sending to Carriers; The Vendor shall proyide the packet to
existing ‘submitting Catriers within two (2) weeks of
The Vendor shall prov:de the

Hampshlre market or increase their business above the

" submiittal thresholds.

; a letter of |.
‘introduction from DHHS on depaﬂmental letterhead

v

A2

The Vendor shall facllitate collection of data w1th Camers
vxa, but not limited to:

A.2.1Providing a semi-annual newsleﬂer, approved in

advance by DHHS, to Carriers-describing project

activities, areas of success and need for'improvement,

impending regulatory or systems changes, and other
information deemed important by the Vendor or
DHHS;

A.2.2Holding annual meetings to be held in the Concord,

NH area in NHID or DHHS meeting space (i.e.,

" assume no cost to Vendor for meeting space), the first
of which to be held within six weeks of the Contract
start date;

A.2.3Assisting DHHS and NHID, as necessary, with
communicating to Carriers regarding the requirements
. of state statute and administrative rules; and

A.2.4Working with Carrier information management and
other staff to ensure -timely = compliance and

submission of data.

Milliman Medlosight -
Comprehensive Healthcare Information Sysmn (CHIS)
Naovember 1, 2016




Exhibit H - Requirements

REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
. YMUN
(SEE
ABOVE)

VENDOR
COMMENTS

© A2.51dentify problems with submission on a timely basis

and work with Carriers to develop remedies, which
may include historical resubmissions

Y

A3

The Vendor shall host, a public project website
{(www.nhchis.org) for use by the Vendor, Carriers, the
public, and the NHID and DHHS. The website shall
contain all relevant informational materials regarding the
CHIS requirements, submission and validation, and quality
of data, transformation of data, data dictionary, and other
information as required by DHHS. The website shall
clearly indicate that the CHIS project is a State of New
Hampshire project. The website shall be updated as
warranted by changes or developments in the project and

“upon request by DHHS and shall include a secure portal for '

carrier registration as described in B1.

Y

Ad

On a second secure website, the Vendor shall make | -
available to Carriers secure Carrier-specific web content |

that shows the status.of submissions from that Carrier and
copies of Quality Assurance (QA) reports .sibmitted to

. Carriers. The Vendor shall provide similar access to DHHS

and NHID, and their designees, which contains information
on the status of all Carrier submissions as well as resulting
Carrier specific QA reports. The data will be available for

—dﬁe&t—ad—hee-query—aﬂd—ex&aet—by—BHHS—anu NHID:

Communications with Carriers resultant from findings in

- *_QA'rép?ﬂs‘gTe"al'sﬁﬁ)‘b@tféfl::k€d'éﬁdﬁiﬁélide_dTVéﬁdefviII‘

create user accounts and manage access in accordance with
the requirements of this RFP. This secure website may be
co-located with the website used for carrier submissions.

A5

.The Vendor shall undertake, with the approval, and as
needed, participation of DHHS, the routine educatlon of
__insurers about the role of the Vendor

Miiliman Menlnmght :
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
" Y/MUN
(SEE
ABOVE)

VENDOR
COMMENTS

B Imitial Carrier Registration and Annual Review

BT

The Vendor shall provide a secure- Carrier registration
application, as required by the Administrative Rule, via the
project website that allows for the collection of registration
information as specified in the regulations. Upon approval

-of DHHS, the application may be updated to facilitate the

collection of additional information from Carriers deemed
useful by the Vendor for the project or later interpretation of
the data. This, information shall include, but not be limited
to: the method used by the Carrier to perform claim
adjustments and how that method is reflected in the
submitted data; whether the Carrier has any service carve
outs, the .nature of those carve outs,” and how they are
reflected in the data; and the extent to which required data
elements are not captured in the Carriers’ systems. This

. collected information shall be publicly available on the

CHIS website.

Y

B.2

Vendor shall consult with DHES to establish the required.

registration information and shall annually, or upon
legislative or rules changes, review the requirements for
relevance and completeness.

B3

Upon any addition to the content of the registration form the’
Vendor shall collect the newly required information from |

Carriers within one (1) month or if specified by DHHS,
historically. Otherwise, the ‘Vendor shall coordinate with
Carriers to perform an annual review of the registration
information for currency and accuracy.

B4

The Vendor shall maintain in a database table or tables a
historical record of the information collected through
registration for each Carrier and provide access to the
information to DHHS for the life of the Contract.

B.S

- Upon notification of any changes by Carriers to the Vendor,

the Vendor shall update the information in the registration

database and alert NHID and DHHS to changes via e-mail.

Milliman MedInsight
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

B.6 The Vendor shall provide all collected registration
information, including revision history (to include whether
* the revision was done by the carrier, vendor or DHHS) to
DHHS, NHID and to the public via the project website via
- reports developed by the Vendor and approved by DHHS.
Upon request of DHHS, the Vendor shall provide the full

contents of the database tables.

Y

"C- Protect Data Element De-Identification E

C.1  The 'Vendor shall supply -data element level de-
State or Federal law or regulation, to allow each Carrier to
de-identify individual data elements, as specified in the
NHID rules, within the Carrier prepared data files prior to
submission. - De-identification method must encrypt
identicdl strings the same way each time to allow for
consistent tracking of the de-identified elements over time
ard across Carriers when appropriate. De-identification
service is part of the system and shall be prov1ded to
Carriers at no chafge.

.identification software, or other methodology as required by |

.C2

~'that the method is compatible with previously collected data

and shall ensure that at the end of the Contract they
‘transition the method to any new Contract.

The Vendor shall work with the existing Vendor to ensure B

'WMMWWWeru and

certified by the vendor and approved for use by DHHS and
NHID prior to implementation. .

C4  The Vendor shall ensure proper use of the de-identification
method by the Carriers through training of Carrier staff and
shall test data file submission prior to acceptance of actual

submissions containing protected data elements.

C.5  The Vendor shall continually monitor use of the de-
identification method and ensure Carriers are applying it
correctly to their data files by ensuring the submission

process incorporates the data element de-identification.

C.6  The Vendor shall notify DHHS and NHID of any issues

de-identification methed used.

related to de-identification with individual Carriers or the .
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REQUIREMENT/DELIVERABLE VENDOR | VENDOR
RESPONSE | COMMENTS
Y/M/N
" (SEE
. ABOVE)
C.7  As of this RFP and for the current planned implementation, Y
" the Vendor shall be strictly prohibited from collecting or
storing any direct identifiers obtained from the Carriers.” At
such time as the law or rules change the Vendor will
change their system accordingly. -
C.7.11f at such time, laws and regulations change to require Y
. Carrier submittal of identified versions of elements
previously de-identified, the Vendor shall make the
necessary software- and system modlﬁcanons to allow
for the submission of data ﬁles adhermg to the new
regulations. .- - \
C.7.21f at such time, a statewnde or pational system of de- Y
- identification for the purpose of linkage between
related healthcdre data sets is established, the Vendor
shall make the necessary software and system
modifications to allow for the- resubmission and
submission of data files to adhere to the new- standard
D _ Data Collection and Validation Services : -
“The Vendor shall collect, validate, and consolidate data ﬁles '

D.1

-~from all Carriers required to submit data under RSA 420--

G:11, . 1 "'and resulting Administrative  Rules
(gencourt state.nh.us/rules/ins4000.html). The rules outline
submission réquirements including timeframes, data files,

data elements, element types, values, etc. An acceptable
Plan of Operations (work plan) shall require a thorough
review and assessment of .the rules. The Vendor is
responsible for amending their collection and consolidation
system to keep current with any changes made to the statute
or rules and any changes made to industry standard coding
systems for the life of the Contract, including the adoption
of National Council for -Prescription Drug Programs
(NCPDP) and ASC X12N standards, at no additional cost.

The Vendor shall have four. (4) months from the adoption of
any statute or rule change to incorporate needed
modifications in their system, Changes to industry standard
coding systems must be accommodated for in accordance

with their national implementation- date.
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REQUIREMENT/DELIVERABLE

VENDOR'
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

C.7

As of this RFP and for the current planned xmplemematmn
the Vendor shall be strlctly prohibited from collecting or
storing any direct identifiers obtained from the Carriers.” At
such time as the law or rules change, the Vendor will
change their system accordingly.

Y

C.7.11f at such time, laws and regulations change to require

. Carrier submittal of identified versions of elements
previously de-identified, 'the Vendor ‘shall make the
necessary software and system modifications to allow

for the submission of data files adhering to the new-

regulations, - . .

C.7.21f at such time, a statew:de or national system of de-
- identificafion for the purpose of linkage between

related healthcare data sets is established, the Vendor |-

" .shall ‘make the necessary software and system
mod:ﬁcatlons to allow for the- resubmission and

submission of data files to adhere to the new- standard

D Data Collectmn and Validation Services

D.1

~ The Vendor shall collect, validate, and consolidate. data fi Ies
-~from all-Carriers required to submit data under RSA 420-- .
G:11, - Il © and resulting Administrativé Rules |

(gencourt state.nh.us/rules/ins4¢000.html). The rules outline
submission réquirements including timeframes, data files,

-data ‘elements, element types, values, etc. An acceptable

Plan of Operations (work plan) ‘shall require a thorough

_review and assessment of the rules. The Vendor is
responsible for amending their collection and consolidation |

system to keep current with any changes.made to the statute

~or rulés and any changes made to industry standard coding

systems for the life of the Contract, -including the adoption
of National Council for -Prescription Drug Programs
(NCPDP) and ASC X12N standards, at no additional cost.
The Vendor shall have four (4) months from the adoption of

. “any statute or rule change to incorporate needed

rhodifications in their system. Changes to mdustry standard

- coding systems must be accommodated for in accordance

with their national implementation date.

-~
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REQUIREMENT/DELIVERABLE YENDOR VENDOR
: RESPONSE | COMMENTS
Y/M/N -
(SEE
‘ ABOVE)
D2 In addition to collectirig the data elements required under Y
the Administrative Rules, at the direction of DHHS the
“Vendor shall collect up to ten data elements per file
structure voluntarily submitted” by Carriers. These:
voluntary data elements may change throughout the life of
the Contract and may not all be ut:lxzed at no addmonal
. cost.
D.3- The Vendor shall produce, and provide to Camecs, a data Y
. submission manual that would supplement the -

. Administrative Rules, as needed, to ensure the correct
submission of the data. The data submission manual shall
be approved by DHHS and provided on the Vendor hosted |
project website. The data submission manual will be |
‘updated and redistributed to reflect changes in statue, rules |
or other chariges to submission methods, as needed.

D4 In addition to the Carriers that must report under RSA 420- Y.
: G:11, the Vendor shall collect, validate, and consoliddte T

data files provided by DHHS from fee for service public
health care. programs that will be provided in the same
format as the Carrier submitted data (i.e., NH Medicaid
submits as just another payer to the system, even though it
is not required to under thé RSA). Note: any future
Medlcald managed care orgamzatlons would submlt data

llll‘a Wlll UC l[LG“bﬁu \.;d.lllclb I[I. ulU aunc < - =

D.5  The Vendor shall ensure acceptance and processing of data Y .

-files from Carriers that may be submitted to the Vendor
utilizing secure FTP or SSL-web upload interface or as
agreed to by DHHS and NHID to accommodate methods
available to Carriers or improved standards. For Carrier

. convenience, a solution that combines the de-identification
process mentioned above with data file submission is
preferred.

D.6  The Vendor’s systém shall be capable of receiving and Y
: _'dlstmgmshmg test submissions from Carriers and rhust
supply a standard test file for use by Carriers to 2351st them

- with developing their submissions.
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE

_ ABOVE)

VENDOR
COMMENTS

(D7

The Vénd_or shall contact Carriers who have not submitted

their data _ﬁlles by the required submittal date at 30 and 60
days past the required date, with copy notification to DHHS

and NHID, At 75 days past the required date, the Vendor |'

shall notify and coordinate with DHHS and NHID fo
provide a letter from NHID to request compliance by the
Carrier -.(NHID  has authority. to fine Carriers out of
compliance). The Vendor shall, provide consultatlon 1o
NHID regarding the appropriateness of sanctlomng the
overdue Carriers.

Y

D38

The Vendor shall prov1de e-mail and phone Help- Desk

business support for Carriers,’ DHHS, and NHID Monday

: through Friday, 8am to 5pm, as needed to support their
The Vendor |.

correct submission of the data to the Vendor. o]
shall respond to all Carrier, DHHS, and NHID E-mails arid
voice mail messages within one (1) business day. -

-| D.9

- The Vendor shall provide processes for validation of the

submitted data files, acceptance of replacementfresubmltted
files, and consohdatlon of the accepted data, and, in

. particular, shall: ' -

D.9.1 Validate all submlrted data files. General areas of -

validation inclide: verification of data element
formats and lengths, verification of the populanon of
required elements, verification of element values:

- against those allowed; identification of duphcate

- records, identification of records failing primary or
foreign key constraints, and conformance with any
other NHID rules not specifically stated, Additional
rules shall be required for cross-element validation,
individual. file volume validation, cross-file volume
ratio validation; and historical consistency.

D 9.2Provide the validation rules to Carriers via the pro_|ect
website.

D.9.3Allow Carrier specific validation rules to account for

data availability variations across Carriers as agreed

upon by NHID and DHHS.

. Milliman MedInsight
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

D.9.4Provide each Carrier with a notification and report
detailing the results of the validation process against
their submitted data files within.five (5) days of
submittal through the secure project website. The
notification to indicate specifically that either all files
passed the validation process or at least one (1) file
failed validation. The report should indicate the
validation status of each data file and data element and
specifically provide the failure reason(s) when

- appropriate. Information provided shall be sufficient
and clear enough for Carriers to easily reconcile their
submitted -data to the data processed by the Vendor.
Identify remedies for failures, when appropriate,

Y.

D.9.5Process test files and provide feedback through the
same QA checks as actual submissions.

D9.6Contact all Carriers with data files that failed
validation at thirty (30) and sixty (60) days past the
date of the original notification where a Carrier
response to the original notification has not been
received.' For each such notification, provide a copy
of the original notification and validation report to
DHHS. At seventy five (75) days past the date of the

. original notification, notify and coordinate with

———DHHS-and-NHID-to-provide-aletterfrom-NHID-to
Wil .II\JLII ANLALS WY

request compliance by the Carrier. (NHID_ has
—authority to fing Cartigrs out of commpliance) ™ -

D.9.7Reject submission of data files and accept
resubmission in accordance with NHID rules and
thresholds for rejection established in consultation
with DHHS and NHID.

D.9.8Accept and consolidate additional or corrected records
from _periods previously -submitted that are
resubmitted by the Carrier, replacing and/or deleting
records as needed.

D.10 The Vendor shall provider DHHS or NHID" with any
info[mation, data, or technical assistance as might be
requested by DHHS or NHID in order to improve future

collection efforts.

D.11  The Vendor shall provide consultatmn to DHHS and NHID

on proposed changes to the collection rules.
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REQUIREMENT/DELIVERABLE VENDOR | VENDOR
RESPONSE | COMMENTS
Y/M/N '
(SEE
ABOVE)

E Data Consolidation Services

E.1 The Vendor shall coordinate with each Carrier to identify the Y
 appropriate method(s) for determining the current adjudication
_status of all service records contained in the Carriers claims
data file submissions. The Vendor shall develop'and execute a
‘claims consolidation® process that utilizes these methods to
identify or generate, if necessary, a single record that
accurately reflects and designates the current disposition and’
costs associated with the original rendered service. It is desired
that the process design be premised around the concept of a
Carrier specific key that is used to identify groups of records
requiring consolidation and that any individual record with a
key value that is unique across all records does not. require
consolidation.  Additionally, all keys should contain, at a
minimum, the Carrier Id, Business Line (Medical/Behavioral,
Pharmacy, or Dental at this time} and Service Date. This
requirement’ shall allow the consolidation process to be |
executed against a subset of data’ to minimize the impact of
overdue data file. subm1551ons on the master processmg

schedule.

E.1.1 The Vendor shall on a quarterly basis review the Y
deployed method(s) with each Ca.mer to determine if any
changes are required.

E.1.2 The Vendor shall maintain documentation detailing the Y

consolidation methods and the deployment by the

, Carrier. The documentation shall be provided to DHHS

g and NHID at least 2 weeks prior to the initial execution
of the consolidation  process and then routinely whenever

new Carriers are added and/or. new methods are

deployed.

E.13The Vendor shall make any system modifications | - Y
“required to accommodate changes to Carrier methods.

Milliman MedInsight
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N

(SEE
ABOVE)

VENDOR
COMMENTS

E2

Consolidated service date claims and eligibility files shall be

created at least quarterty from the entirety of the submitted

data for all years having less than or equal to twenty-four
(24) months of claims “run-out” or for a longer time span if
Carriers submit new or updated data deemed relevant by
DHHS and NHID based on the most current Carrier
submitted data. The method of consolidation shall allow for
mid-quarter consolidations to account for Jate submission of
data deemed relevant by DHHS and NHID. Altemnatively
consolidations may be”performed on a per file submltted
basis.

Y

E3

Carrier files must be consclidated within one month of
submission for accepted submissions.

E4

Consolidated, files shall contain all submitted records that
have not been subsequently replaced or deleted by a Carrier
resubmission of an entire time period (i.e., entire files
replaced by a later submission shall not be included).
However, the consolidated files shall include and

specifically indicate those specific claim service records that

do not reflect the current disposition of the original rendered
service and all duplicate clalm service and ehglblhty
records.

|ES~

Consolidation shall be performed in accordance the claims

conselidation-methed-or-methedsspecific-to-each-Carrier-

E6

The Viendor shall reconsolidate data resubmitted by Carriers

— 0 address concerns of thé Carriér, Vendor "DHHS or
NHID.

E.7

The Vendor shall store consohdated data in a relational
database in a star schema or similar data warehouse format
that is efficiently designed for querying. The Database shall
be designed to allow for time specific dimensions where the
descriptive meanings of codes change over time. Data will
be provided to DHHS and NHID in this same format; design
shall be approved by DHHS and NHID. The data will be
available for direct ad hoc query and extract by DHHS and
NHID.

E.8

The Vendor shall provide DHHS or NHID with any

- information, ‘data, or technical assistance as might be

requested by DHHS or NHID in order to 1mprove future
consohdanon efforts

Milliman Medinsight
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allowed amount (sum of payment data’ clements), and
other data elements developed in conjunction with
DHHS and NHID;

REQUIREMENT/DELIVERABLE VENDOR | VENDOR
' RESPONSE | COMMENTS
Y/M/N
(SEE
_ ABOVE)
E.9 - The Vendor shall acquire, from the State or the State’s prior Y-
agent, and if needed, all data previously submitted by
Carriers to the State’s prior agent within three (3) months of
Contract initiation. The Vendor shall process the historical
"data including consolidation, and maintain the data in the’
‘same databases as the more current Vendor collected data.
F Value Added Data Elements :
'F.1  "The Vendor shall create and add to the consohdated data Y
“value-added” data elements, mcludmg, but not limited to:
F.1.] Inpatient hospital service indicator; Y
F.1.2 Emergency Department (ED) service indicator, for ED Y
visits not resulting in a subsequent hospital admission;
F.1.3“Common Use” indicator for selecting claims and/or Y
eligibility records that meet criteria for common use by
most New Hampshire data users based on rules
._developed in conjunction with DHHS and NHID;
F.1.4 Standard Type of Service (TOS) assignment to be Y
developed in conjunction with DHHS and NHID;
F.1.5 Standard Therapeutic Class assignment for Pharmacy Y
* ' services, tQ be developed in conjunction with DHHS and ’
NHID;
F.1.6 Standard Provider “Type/Specialty 3551gnment for Y
providers, to be developed in conjunction with DHHS
and NHID.
F.1.7 Calculated patient age, famhty length of stay, and total /| .
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REQUIREMENT/DELIVERABLE

VENDOR

RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

F2

The Vendor shall use consolidated data with appropriate
year grouping software tools obtained by the Vendor and
link the résults of the group as appropriate to the claims and
member files as well as providing labeling tables, as
applicable:

3M All Patient Refined Diagnosis Related Group (APR-.|

DRG) and Medicare Severity Diagnosis Related .Group
(MS DRQG) for inpatient hospital claims;
Medicare  Ambulatory Patient Classifications (APC) and

~3M Enhanced Ambulatory Patient Group (EAPG) for

. outpatient hospital claims; and

3M Clinical Risk Group (CRG) to classify patient risk over
the year.

Note: because this is a state project, 3M in the past has
allowed Vendors to use their products for no charge.

Y

F.3

The Vendor shall execute and include in the consolidated
data a process that assigns a common provider identifier
across all instances of a single provider entity, regardless of

~ Carrier or practice affiliation, while also maintaining in the

consolidated data the data'as submitted by the Carrier.

| Fa

The Vendor shall execute and include in the consolidated
data a process that assigns a common providér (group)
practice identifier across all instances of a single provider

practice-entity; regardiess of Carrier.

F.5

The Vendor shall execute and include in the consolidated |
“data a process that assigns a common person identifier

across all instances of a single person, regardless of Carrier,
business ’ line or relationship to the contract holder

(subscriber).

G Data Security and Prwacy Speclﬁc to CHIS .

* Milliman M:d!as aht
Caomprehensive Healtheare Information Syste'

Gl

The Vendor shall be strictly prohibited from releasing or
using data or information obtained in its capacity as a
collector and processor of the data for any purposes other
than those specifically authorized by DHHS. Failure to
comply could be a violation of NH laws and rules and may

lead to voiding of the Contract.
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as appropriate).on the website a Data Dictionary’ containing
detailed spectﬁcat:ons and documentation for.. the
consolidated data sets, including description of files, tables,

data elements, codes, .and completeness of elements that |

shall be in a format appropriate for public release and make
this available upon request and shall prov1de with data set
extracts provided to researchers. " Entity relationship
diagrams shall also be included with the Data Dictionary.
The Data Dictionary shall include version control
information to allow for tracking of all changes made over

- time. Updates to the data dictionary shall take place no less

frequently than once per year

REQUIREMENT/DELIVERABLE VENDOR VENDOR
' RESPONSE | COMMENTS
- Y/M/N '
(SEE
< » ABOVE)
The Vendor shall conduct an annual security assessment, Y
- performed by an independent third-party security vendor, to
verify. that the Vendor's environment containing the
projects data is secure. Broader Vendor-wide assessments
that include the project’s systems are acceptable. The
* Vendor shall provide assessment results and ev:dence of
secunty comphance to DHHS.
G.2 ' | As the state’s- agent, the Vendor must, comply W1th the Y
"+ _requirements of the Heaith Insurance :.Poik
. Accountability Act (HIPAA) and DHHS’s standard busmess
associate agreement.
G.3 . Incarrying out the duties of th1s Contract, the Vendor shall | Y
be the agent and business associate of DHHS. ‘As such, it is '
bound by applicable State and federal laws regarding health
: care information.
| H Data Dictionary )
H.l . The Vendor shall produce and keep current {and’ histoncal Y
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

I Data Quallty and Completeness Summary and Assessment
Report . :

Ll

In addition to the Quality Assurance reports specified above,
the Vendor shall provide on an annual basis a single
overview report that summarizes and assesses the quality
and completeness of the data in regards to its use for
analytic tasks. The report shall include assessments of
quality of data elements and records collected, any

‘inconsistencies in quality and completeness among Carriers,

and potential solutions to improve the data. The report shail
be in a format appropriate for public release. After approval
by DHHS it will be posted by the Vendor on the public

. website in the same location as a companion to the Data

Dictionary.

J  Oversight/Auditing

J.1

The Vendor shall, upon request, provnde DHHS or its agent, ‘

with any- pre-consolidated or consolidated data and
documentation DHHS deems necessary for oversight of the
project requirements.

iz

“The Vendor shall provide DHHS or its agent, with five (5)
"days’ notice, access to the Vendor's facility for onsite audit

of any and ‘all aspects of the system including information
about its development, testing, and operations. Twenty-one

(21} business days alter the audit DHHS will issué a

_findings report. The Vendor shall respond within fourteen

(14) business days. Depending on response, the State would
have the option to invoke the Termination clause

K Data Set Extracts

K1

The Vendor shall provide DHHS {and any other contracted
agent of DHHS. as specified by DHHS) and NHID (and any
other contracted agent of NHID) secure updated data extract
files as follows:

Milliman Medinsight
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REQUIREMENT/DELIVERABLE

YENDOR
RESPONSE
Y/M/N
(SEE

ABOVE)

VENDOR
COMMENTS

K.I.1Upon request, and no less frequently than quarterly, the
Vendor shall provide updates to the consolidated data
files in a compressed and encrypted format on DVD
media, or external drive (passwords for encryption must
contain no fewer than 10 characters and shall contain a
mix of upper and lower case letters, numbers, and special

characters and must not be reused). Files shall be {

supphed iff a delimited format or other standard format as
later specified by DHHS." Export shall be accompanied
"by the load script necessary for import into DHHS’s
Enterprise-Data Warehouse Oracle’ environment. Data

shall be sent overnight mail with signature required. At

the option of DHHS, the method of transmittal of the

datasets can be changed, and file format changed, to |-

“utilize secure VPN/FTP/web transmittal to NH DHHS
servers or media other than DVD; '

Y

K.1.2Along with extracts the Vendor shall supply, in addition
to the Data Dictionary, the. necessary technical

documentation to allow for DHHS and NHID staff or |

agents to successfully load the data into their- own
repositories.

K.1.3Each Data Extract shall be accompanied by a Transmxttal‘

Report that specifies the content of the data, thé record

counts of each data table, Carrier specific frequency |

counts of submitted data, and the data and any issues
with the data, including missing Carrier information;

K.1.41f - after submission of consolidated data sets, either
DHHS or NHID identifies errors that have not been

identified by the Vendor that are within the scope of the’

required QA testing, the files shall be rejected and must
be correctéd by the Vendor If errors are discovered

. outside the bounds of the required QA testing, the
Vendor shall make a reasonable effort with Carriers to
address errors and shall incorporate additional QA testing
into the required procedures to account for any new type
of error discovered;

K 1.5Upon request in writing, the Vendor shall supply files |

covering custom periods and contents;

K.1.60nly DHHS shall receive the complete data set including

public payer data, unless specified by DHHS;

Milliman MedInsight ’ -
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS.

K.1.7The Vendor shall provide a refresh of all historical data
‘collected by the State’s prior APCD vendor, as processed
through the Vendor’s new system, within six (6) months
of Contract initiation,

Y

K.2

The Veador shall provide assistance to DHHS, its-agent, and
NHID in use of the consolidated data sets as follows:

K.2.1The Vendor shall provide data tables to allow for

[abeling of coded data elements.

K.2.2The Vendor shall provide updated specific definitions
- and logic of all value added data elements and include
them in the file specifications;

K.23The Vendor shall provide ad hoc assistance on
interpretation of all tables and data elements - supplied
within one week of request; and

K.2.4The Vendor shail supply to DHHS two (2) sets of printed
manuals for thé grouper software employed on the
project and five (5) sets of commercially available
comprehensive manuals to DHHS for ICD and HCPCS [
{i.e., CPT) and HCPCS: II for each year of release of the
_coding systems at the time of release.

K3

The Vendor shall create, maintain, and distribute annual
calendar year Public Use Data Set versions of the
consolidated data sets, excluding public payer data.

- l\,.i_l—Q‘leﬂel'ly e Vendor shalt proauace t‘ubllc USC Liata et

versions of the verified consolidated data sets (see claims

“data release rule He-W 950 for specification. Scroll to
950 at www.gencourt.state.nh.us/rules/he-w900.html,
(note: specifications for dental data, while not listed, are
similar), The Vendor shall produce file documentation
for the data sets, including description of files, data
elements, codes used, and an error report. The Vendor
shall quarterly supply copies of the files and
documentation to DHHS for rewew prior to public
release.

K.3.2Public Use files shall be supplied by.the Vendor on CD;
DVD or USB media. Data files shall be supplied as
compressed delimited files with documentation sufficient
to allow third parties receiving the data to load the data
mto their systems.

© Milliman tiednsight
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS '

K.3.3Upon request the Vendor shall supply Public Use Data
Set to outside parties.

Y

K.3.4The Vendor shall post updated versions of public use

provider files to the project website on a quarterly basis.

Y

K.3.5The Vendor shall maintain a list of all interested parties,
including’ those who have received the data in the past,
and notify those partles by e-mail each quarter when-a
new data file is available or as needed if a replacement of

" aprevious data set has bee iroduced

Y

K.3.6The Vendor shall post a list of all recnplents ona publlcly

accessible website.

TK4

‘Upon notification in writing by DHHS the Vendor shall
supply custom datd file extracts to approved outsuie parties
for research purposes. . ©

K.4.1For budgeting purposes, assume 10 custom requests per’
year.

K.4.2File extracts shall include subsets of records and subsets
of data elements, and recoding of elements, For
budgeting purposes, assume recoding would be simple
grouping of elements into larger categories (e.g,
recoding ages into age groups).

K.4.3Specifics of extracts from outside researchers shall be
provided to the Vendor by DHHS via copiés of standard ,
application form submitted by the researcher to DHHS.

K.4.4Files shall be accompanied by sufficient documentation |

for use by the recipient including customized file naming
standard, format, file record layouts including data

. element name, element description and type as well as
inclusion of the complete file documentation as supplied
to DHHS.

K.4.5The Vendor shall provide support to the
recipient/researcher as need with technical questions
related to the extracts and data elements.

K.4.6 The Vendor shall post a list of all recipients on a publicly
accessible website including a summary of the intended
research. ,

—
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

YENDOR
COMMENTS

K3

For all data extracts the Vendor shall have in place a written
quality assurance process to verify that the data extracted
conforms to the extract specifications. The written process
shall be made available to DHHS upon request. Any issues
with the quality of data extracts discovered by extract
recipients that the Vendor, DHHS, or NHID is made aware

of shall be addressed in updates to the quality assurance

process documentatioh.

Y

‘Kb

The Vendor shall be respons1ble for notifying all data
recipients of any extraet, created for either public use.or
research purposes that was later identified to have issues,
either due to Vendor or Carrier error, that significantly

~ affects it’s usefulness and/or completeness, regardless.of the

cause of the issues. The notice shail include a description of |
the issues and their potential impact and an offer to send
" “replacement data.

The' Vendor shall provide notices to
DHHS before release for review and approval.

K7

" DHHS in writing, for any. purposes other than those

The Vendor shall be strictly prohibited from releasing or -

granting access to any data, unless expressly authorized by

specifically authorized by the agreement.

K.8

For rescarchers who have been granted ongoing access to
data, the Vendor shall maintain a tracking system to insure

T priorperiods.

those hate_rapaiua timaly matifianti an we d ovpiag o2 oe
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of new periods of data that are available or replacements of

K.9

The Vendor shall provide to DHHS any additional

- information, data, or technical assistance as may be needed
- in order to improve the future resources involved.in efforts

to provide access to the data.

K10

The Vendor shall, if directed by DHHS at the conclusion of

the Contract, supply DHHS with copies of all consolidated | -

and unconsolidated data from Carriers in a comprehensive
and organized manner including written documentation of
the contents of the data files. End of Contract data shall be
supplied on DVDs as well as a USB interface external hard
drive that shall become the property of DHHS.

K.11

The Vendor shall maintain a secure website or other system
accessible -through the Intemnet to allow for ad hoc secure.

transmission of data files between the Vendor and DHHS.
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“shall provide written progress reports, to be submitted to
'DHHS every two (2) weeks. The reports should be keyed to
_the implementation portion of the Plan of Operations and

include, at a minimum, an assessment of progress made,
difficulties encountered, recommendations for addressing

the problems, and changes needed to the Plan of Operations.

REQUIREMENT/DELIVERABLE VENDOR YENDOR
RESPONSE | COMMENTS
Y/M/N
(SEE
ABOVE)
L Process Requirements
L.1  The Vendor shall participate in an initial kick-off meetmg to Y
initiate the Project. .
L2  The Vendor shall provide Pro_ject Staff as specified in the Y
L3 Vendor. shall submit a finalized Plan of Operations within Y
ten. '(10) days after Contract award and approval by
Governor and Executive Council. The Plan of Operations
-shall include, without limitation, a detailed description of
. the Schedule, Tasks, Dehve_rables Critical Events, Task
Dependerncies, Vendor and Staté Resources Required, and |
Payment Schedule. The plan shall be updated no less than
monthly. . :
L4  For the first three (3)-months of the Contract, the Vendor Y

Milliman MedlInsight
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REQUIREMENT/DELIVERABLE VENDOR VENDOR
' RESPONSE | COMMENTS
Y/M/N
(SEE
ABOVE) -
L.5  For the fourth through eighth month of the Contract, the Y
Vendor shall provide a bi-monthly report of the status of
progress, it must be received by the tenth business day of
the following month. This report must be tied to the
performance section of the Plan'of Operations and contain at
least the following information:
L.5.1 A narrative review of progress made durmg the
reporting period. This shall include the status of
relationships with Carriers for the receipt of data and a
summary-of new/updated data received, as well as an
outline’of problems encountered and whether and how
. they were solved, and dellverables scheduled and.
delivered.
¢ A specific discussion on systeris issues as they relate
to data transfers with DHHS and the outgoing vendor,
including problems encountered and recommendations
for resolution. ’
e A summary of the problems that the Vendor
encountered or might reasonably expect to encounter,
-and recommended solutions.
» For services required but not rendered, or actions
described in the Plan of Operations but not taken or
— : " tiornrof-the-fatlure i
to meet the schedule and detailed plans to overcome
T thie failureas well as o prevent its rectirence. - R
e  Anupdate of the Plan of Operations showing work -
completed, impact of schedules missed, and, if needed,
desired changes to the Plan of Operations for the
balance of the project. All changes to the Plan of .
Operations are subject to the prior approval of DHHS. :
"L.6  The Vendor shall provide:an annual report on the last day of Y
the month following the end of each year of the Contract,
~and with the final request for reimbursement that provides,
at a minimum, a detailed review of the operations under this
Contract, including a discussion of problems encountered
and resolved or outstanding, and recommendatlons for
change
Niilliman Medinyight
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- REQUIREMENT/DELIVERABLE -

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

VENDOR
COMMENTS

A LT

. The Vendor shall provide ad hoc progress reports, data, or

information as requested by DHHS.

Y

L.8

~ All user, technical, and System Documentation as well as

Project Schedules, plans, status reports, and correspondence
must be maintained as project documentation in Microsoft

‘Word and Excel as appropriate.

Y
b

L.9

The Vendor shall forward to DHHS any fees madvertently

_ paid to the Véndor for Public Use or other data supplied to
- . third parties. - The Vendor shall ‘not charge for supplying’
- data to'third parties except where wawed in wrxtmg by |

DHHS.

L.10

-Upon request the Vendor shall prowde detalled
_ documentation on any and all aspects of the project to
_ensure: complete transparency of the processes used for
collection, quality assurance testing, consolidation, and ’

release of the data;” mcludmg results of Vendor’s testmg of
their solution. ~

L.11

The Vendor shall, on at least a bi-weekly -basis, hold
teleconferences, at the Vendor’s expense, with DHHS staff,
NHID staff, and other partles invited by the State, as
relevant, to discuss project progress; concerns, and next
steps (as project needs change, and upon agreement of the

DHHS the frequency of meetings may be reduced).

L.12

The Vendor Project Manager, and relevant key staff, shall

every three (3) months, beginning in the first month of the
Contract, -travel to Concord, NH to meet with project
representatives from DHHS and the NHID to review past
quarter performance and upcommg quarter Plan of
Ogeratlons

L3

The Vendor shall ensure that key Vendor staff shall be
readlly available in person or telephonically to spend time
in consultation with DHHS staff Monday - Fnday between 8
am and 4 PM Eastern Time.

L.14

The Vendor shall turn over, at the conclusion of the
Contract, all data provided by Carriers to DHHS and NHID
and electronic versions of all final application source code

and documentation devcloped for the project.
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE
ABOVE)

YENDOR
COMMENTS:

L.13

The Vendor shall 6 months prior to the conclusion of the
Contract, develop a transition plan that upon expiration of
the Contract shall assist DHHS in continuing collection of
the data. The Vendor shall cooperate with any new Vendor
or with State of New Hampshire staff to ensure-all existing
data is supplied and any code and documentation needed to
provide continuity of the project is supplied to staff of the
new Vendor and de-identification and consolidation
methods are fully transferred.

Y

L.16

All work product provided to DHHS by the Vendor shall be
in file types and versions specified by DHHS. -

L.17

The Vendor shall be responsible for all computer hardware;
software, data -communications, network equipment, and
other technology requlred to complete the work of the
Contract.

L.I8

Data, information, and reports collécted or prepared by the.

Vendor as part of the project shall be deemed to be owned
by DHHS.

L.19

All project meetings will take place at State Ofﬁcm in

_Concord, NH, unless agreed to by DHHS (i.e., the Vendor

does not need to budget for Concord meetmg space for
events).

The Vendor shall provide access to the State with a secuire

L.20

F”I'?—orweb—sne'to-brused—by-ﬂIeTState-foruphmg*and
downloading files.

- M ‘Security Requirements for All Systems Containing CHIS .

Data

M.T

Verify the identity or authenticate all of the system client |

applications before allowing use of the system to prevent
access to inappropriate or confidential data or services.

M.2

Verify the idenﬁty or authenticate all of the system’s human

access to inappropriate or confidential data or services.

M.3

‘Enforce unique user names.

M4

Enforce complex non-reusable passwords of ten (10)
characters or more that contain at least one upper case, one

- lower case, one numeric, and one symbol wnth no dictionary

words (other than single letter words).

Zl=

M.5

Account lockout should occur for a minimum of 30 minutes
after three (3) failed password attempts.
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REQUIREMENT/DELIVERABLE

Comprehensive Healthcare Information System (CHIS)
November 1,2016

VENDOR VENDOR
RESPONSE | COMMENTS
Y/M/N ’
(SEE -
ABOVE)
M6  Encrypt passwords in transmlssmn and at rest within the Y
. _database, :
M.7  Expire passwords after forty-ﬂve (45) days. - Y
M:8 ° Authorize users and client applications to prevent access to Y
__inappropriate or confidential data or services.
M9  Provide the ability to limit the number.of people that can Y
- _grant or change autherizations :
M.10 Provide the ability to enforce session nmeouts durmg State- Y
defined penods of inactivity. '
M.I1  Ensure the application has been tested and hardened to M
prevent critical application security flaws. (At a minimum,
- the apphcatlon shall be tested against all flaws by a third
, . party, such as Accuvant. ,
M. 12 ‘The appheatxon shall not store authentlcanon creden’nals or Y
‘ Sensitive Data in its code.
I M3 Audit all attempted accesses ~that fail or succeed Y
- identification, - authentication,  and authorization |- . -
requirements ) - :
M.14 . The application shall log all activities to a ¢entral server to Y
"+ - prevent parties to application transdctions from denymg that
they have taken pIace The logs must be kept for Six (6)
months : .
M.15 The application must allow a user to explicitly terminate a Y
session. No remnants of the prior session should then
rémain.” L
M.16 Use only the Software and System Services de51gned for use Y
on the project
‘M.17 The Application Datd shall be protected from unauthorized Y
use when at rest
M.18 Keep any Sensitive Data or communications private from Y
- unauthorized individuals and programs. .
M.19 ‘Subsequent application enhancements or upgrades shall-not Y
remove or degrade security requirements '
M.20 Conform to all State and Federal laws and regulations Y
regarding data security
M.21 Create change management documentation and procedures Y
_Milliman Medinsight
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
- YM/N
(SEE
ABOVE)

VENDOR
COMMENTS

N Infrastructure Requirements

N.i

The Vendor shall provide the hardware, software,
communications, and other infrastructure necessary to meet
the requirements of the project at no additional cost to the

~ State or-Carriers including any licenses that must be |
maintained by the Carriers, NHID, or DHHS. The State and

/ or Carriers are respons:ble for any hardware (PCs) to

. access the system, as well as any software licenses to access’

and utilize the datasets, such as Oracle, SQL or Microsoft

-Excel. Carriers are also responsible for costs to prepare and

submit data.

M

r

O Hosting Requirements

0.1

* The Vendor shall maintain a secure hosting environment

providing all necessary . hardware, software, and Internet

bandwidth to manage the system and data submitters and the

State with permission based logins.

e Access will be via a fully Microsoft must support
.current and future browser technology to include IE,
Chrome, Firefox, and Safari, or as 0therw1se agreed 1o
" by DHHS.

~ At the State’s option, authorized third parties may be given

limited access by the Vendor to certain levels of the system

“through the VPN or through @ separate NetwOrK cONnection
that meets the Vendor’s specifications.

03

The Vendor will not be responsible for network connection

issues, problems or conditions arising from or related to

- circumstances outside the control of the Vendor, ex:

bandwidth, network outages and /or any other conditions
arising on the data submitters internal network or, more
generally, outside the Vendor’s firewall or any issues that
are the responsibility of the data submitters Internet Service
Provider, .

04

Vendor shall provide a secure Tier 3 or 4 Data Center
providing equipment, an on-site 24/7 system operator,
managed firewall services, and managed backup Services.

Q.5

The Vendor'must monitor the application and all servers.

Milliman Mzdiasight
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VENDOR -

0.17

facilitating a restore of the data in the-event of data loss or
S@m failure.

REQUIREMENT/DELIVERABLE VENDOR
RESPONSE | COMMENTS
YM/N
(SEE
_ , ABOVE) |
‘0.6  The Vendor shall manage the databases and services on all Y
servers located at the Vendor’s facllity.
0.7 The Vendor shall install and update "all server patches, 'Y
updates, and other utilities- within 60 days of release from
the manufacturer.
| 0.8 The Vendor-shall monitor System secunty, and appllcanon Y
B logs :
09 The Vendor shall manage the sharmg of data resources, Y
.10 The Vendor shall manage - daily backups, off-51te data .Y
- - storage, and restore operations.
0.11 The Vendor shall'manitor physwal hardware. Y
Q.12 The Vendor shall report at a hlgh level any breach in | Y
" security to the State of New- Hampshire' within 4 hours.
Milliman's written policy is to -inform the corporate
secretary and legal department 1mmedlately while also
creating an incident report that describes the who, what,
when, how ‘of the breach. The Milliman legal department
will facilitate all detailed commumcanon between Miiliman
- _.and the State :
0.13 The Vendor shall conform to adequate dasaster récovery | . Y
_ procedures as defined by the State of New Hanmipshire. '
0.14 - The Vendor shall have documented disaster recovery plans. Y -
that address the recovery of lost State data as well as their
own. ‘Systems shall be architected to meet the defined
recovery needs.
0.15 The disaster. recovery plan shall xdentxfy appropriate Y
methods for procuring additional hardware in the event of a
" component failure. In most instances, systems shall offer a
level of redundancy so the loss of a drive or power supply
will not be sufficient to terminate services however, these
: failed components will have to be replaced.
0.16  The Vendor shall adhere to a defined and documented back- Y
up schedule and procedure. : :
Back-up copies of data are made for the purpose of Y

Milliman Medln.!:ght
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application. In instances where the State requires access to

the application or server -resources not in the: DMZ, the |

Vendor shall provide remote desktop connection to the
server . through secure protocols such as a Vmual Private

. Network (VPN).

Milliman Medinsight E
Comprehensive Healtheare Information System (CHIS)
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REQUIREMENT/DELIVERABLE YENDOR VENDOR
RESPONSE | COMMENTS
Y/M/N )
, ' (SEE
ABOVE)
0.18  Scheduled backups-of all servers must be completed weekly. Y
0.19 The minimum acceptable frequency is differential backup Y
daily, and complete backup weekly. '
0.20 Tapes or other back-up  media tapes must be securely Y
transferred from the site to another sécure location to avoid
complete data loss with the loss of a facility.
Q.21 If State data is. personally identifiable, data must be Y
: encrypted in the operanon environment and on back up
tapes. :
0.22
P HOSTING REQUIREMENTS " =  NETWORK
ARCHITECTURE '
P.1 The Vendor must operate hosting Services on a network Y
offering adequate performance to meef the business
. requirements for the State application. For the purpose. of
“this RFP, adequate performance is defined as 99.9% uptime,
exclusive of the regularly scheduled maintenance window.
"1P2  The Vendor shall provide network redundancy- deemed Y
adequate by the State by assuring redundant connections
provided by multiple Internet Vendors, so that a failure of
one Intemnet connection will not interrupt access to'the State
- application. '
——— ,P 3. Where redundant connections are not. prowded,_the Internet.| . Y. ——— ———
: Vendor who ' provides the Internet sérvice to the Vendor
must have their service supplied by 2 provider(s) that has
multiple feeds to ensure that a failure in one of the larger
Carriers will not cause a failure of the State’s Service.
P4 "The Vendor' network architecture must include redundancy Y
, of routers and switches in the Data Center.
P5  Remote access shall be customized to the State’s business Y
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REQUIREMENT/DELIVERABLE

YENDOR -

RESPONSE
Y/M/N
(SEE

- ABOVE)

VENDOR
COMMENTS

Q HOSTING REQUIREMENTS - SECURITY

Q1

The-Vendor shall employ security measures that ensure the
State’s application and data is protected.

az

If State data is hosted on multiple servers, data exchanges
‘between and among servers must be encrypted. ‘

Q3

Al servers and devices must have currently-supported and

hardened operating systems, the latest anti-viral, anti-
hacker, antx—spam, anti-spyware, and anti-malware utilities.
The- enviroriment, as.a whole, shall have aggress:ve
intrusion-detection and firewall protection.

Q4

All components of the infrastructure shall be rev1ewed and
tested to ensure they protect the State’s hardware, software,

‘and its related data -asséts. Tests shall focus on the

technical, admlmstranve, and physical security controls that

have been designed into the System architecture in order to-
"~ provide confidentiality, integrity, and availability.

Qs

In the development or maintenance of any code, the Vendor

shall ensure that the Software is independently verified and
validated using a methodology determined approprlate by

- the State. All soﬂw;u-e and hardware shall -be free of
~ malicious ‘code.

Q6

The Vendor shall notify the State’s Project Manager of any
security breaches within two (2) hours of the nme that the
Vendor learns of the occurrence.

Q.7

The Vendor shall ensure its complete cooperatlon wnh the
State’s Chief Information Officer in the detection of any
security vulnerability of the Vendor’ hostmg infrastructure
arid/or the application. .

Q8

In the event of a data breach, the vendor shall cover the
reasonable, out of pocket costs " incurred by the State in

- connection with informing affected individual

Q9

The Vendor shall authorize the State to perform scheduled

.and rahdom security audits, including vulnerability

assessments, of the Vendor’ hosting mfrastructure and/or
the applicationh upon request.
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
Y/M/N
(SEE

VENDOR
COMMENTS

Q.10 The Vendor shall provide fire detection and suppression
system, physical security of and infrastructure security of
the proposed hosting facility. The environmental support
equipment of the Vendor website hosting facility: power
conditioning; HVAC; UPS; generator must be acceptable to

 the State.

ABOVE)
Y .

R HOSTING REQUIREMENTS - - SERVICE LEVEL
AGREEMENT

R.1 Maintain the hardware and Software in accordance with the
Specifications, terms, and requirements of the Contract,

1. including providing, upgrades and fixes as required.

R2  Repair or replace the hardware or Software, or any portion
thereof, so that the System operates in accordance with the
Specifications, terms, and requirements of the Contract.

‘'R3  The DHHS, NHID, and Carriers shall have unlimited
access, via phone or Email, to the Vendor Help Desk
technical support staff between the hours of 8:30am to
5:00pm- Monday thru Friday EST.

R4  The Vendor telephone or e-mail response time for technical
support shall be no more than twenty-four (24) hours,

R.5  The hosting server for the State shall be available twenty-
four (24) hours a day, seven (7) days a week except for
during scheduled maintenance. Unless agreed to by DHHS,

- be scheduled and Carriers and DHHS shall be notified
seventy-two (72) hours in advance of any downtime.

the Vendor shall perform system maintenance that results in
_ ____system downtime only on weekends._All maintenance shall

R.6  The Vendor will guide the State with possible solutions to

resolve issues to maintain a fully functioning, hosted
System.

identified (such as weekly, monthly, or quarterly) at which
_time all relevant server patches and application upgrades
shall be applied.

R.7. A regularly scheduled maintenance window shall be "

notification to the State Project Manager and data submitters
. of all changes/updates and provide the State with training

due to the upgrades and changes.

R8 The Vendor will give two (2) business days prior:
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REQUIREMENT/DELIVERABLE

VENDOR
RESPONSE
- YIM/N -
(SEE
ABOVE)

VENDOR
COMMENTS

R.9

The Vendor shall guarantee 99.9% uptime,-exclusive of the
regularly scheduled maintenance window -

'.Y.

R.10

If The Vendor is unable to meet the 99.9% uptime
requirement, the Vendor shall credit the State’s account in

an amount based upon the following formula: (Total
Contract ltem Price/365) x Number of. Days Confract Item
Not Provided. The State must request this credit in writing,

Y

| R.I1

The Vendor shall use a change management policy- for

notification and tracking of change requests as well as

critical outages.

R.12

A critical outage will be designated when a busmess

. function cannot be met by a nonperforming apphcatxon and

there is no work around to the problem,

R.13

. All hardware and software components of the Vendor
hosting infrastructure shall be fully supported by their

respective manufacturers at all times. All critical patches
for operating systems, databases, web services, etc, shall be
applied within sixty (60) days of release by their respective
manufacturers,

R.I4

The Vendor shall maintain a record of the activities related
to repair or maintenance activities performed for the State
and shall report quarterly on the following:

e Server up-time -

¢ All change requests implemented, including operatmg

system patches

* All critical outages reported including actual issue and
resolution )

* Number of deficiencies reported by class with initial
response time as well as time to close.

S Personnel Requirements

The Vendor Project Team must be comprised of staff resources with
substantial experience (2+ years) in :

-| P.1 The use of electronic health care claims data;

P.2 Working with integration and management of large data sets;

P.3 Quality assurance;

P.4 Data encryption

P.5 Health care data privacy;
| P.6 Data security; i

| | | <| | =] -

Milliman MedInsight
Comprehensive Heafthcare Information System (CHIS)
November |, 2016
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Exhibit H - Requirements

external data submltters

REQUIREMENT/DELIVERABLE VENDOR VENDOR
: : RESPONSE { COMMENTS
Y/M/N
(SEE
. ABOVE)

P.7.Web services Y

P.8 Reporting; Y

P.9 Management of complex projects mvolvmg data collection from Y

multiple organizations -

P.10 Detecting and solving data problems; and Y

P.11Developing and mamtammg a collaborative relatlonshlp with Y

Milliman Medinsight
Comprehensjve Healtheare Information System (CHIS)
November 1, 2016"
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1. NEW HAMPSHIRE EXHIBIT D — CERTIFICATION REGARDING DRUG-FREE
WORKPACE REQUIREMENTS :

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the
provisions of Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, '
Title V, Subtitle D; 41 U.S.C. 70! et seq.), and further agrees to have the Contractor’s
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the
followmg Certification:

ALTERNATIVE 1- F OR GRANTEES OTHER THAN INDIVIDUALS

,US DEPARTMENT OF HEALTH AND HUMAN SERVICES CONTRACTORS
'US DEPARTMENT OF EDUCATION - CONTRACTORS
us D_]E:P@RTMENT OF. AGRICULTURE - CONTRACTORS
This Certification is required by. the regulations implementing Sections 5151-5160 of the Drug-
- Free: Workplace ‘Act of 1988 (Pub. L. 100-690, Title V, Subtitte D; 41 U.S.C. 701 et seq.). The
" January 31, 1989 regulations were amended and published as Part IT of the May 25, 1990 Federal
Register (pages 21681-21691), and require Certification by grantees (and by inference, sub-
- grantees and Subcontractors), prior to award, that they shall maintain a drug-free workplace.
Section 3017.630(c) of the regulation provides that a rantee (and by inference, sub-grantees and
sub-contractors) that is a State may elect to make one Certification to the Départment in each
federal fiscal year in lieu of certificates for each grant during the federal fiscal year covered by
the Certification. The certificate set out below is a material representation of fact upon which
* reliance is placed when the agency -awards the grant. False Certification or violation of the .
Certification shall be grounds for suspension of payments, suspension or termination of grants, or
government wide suspension or debarment. Contractors using this form should send it to:
Commissioner '
NH Department of Health and Human Semces
129 Pleasant Street, -
Concord, NH 03301-6505
1. The grantee certifies that it sha!l or shall continue té provide a drug-free workplace by: =
1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession oruse of a controlled substance is prohibited in the grantee’s -
workplace and specifying the actlons that shall be taken against employees for violation
of such prohibition;
1.2. Establishing an ongoing drug-free awareness program to mform employees about
1.2.1.  The dangers of drug abuse in the workplace;
1.2.2. -The grantee’s policy of maintaining a drug-free workplace;
-1.2.3.  Any available drug counselmg, rehab:htatmn and employee assnstance programs
and
1.2.4. The penalt:es that may be imposed upon employees for drug abuse violations -
occurring in the workplace;

State of NH Contract 2016-002 ) Support and Maintenance
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' 1.3. Making it a requirement that each employee to be engaged in the performance of the
grant be given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee shall
1.4.1. - Abide by the terms of the statement; and :

1.4.2. Notify the employer in writing of his or her conviction for a viclation ofa
.criminal drug statute occurring in the workplace no later than five calendar days
- affer such conviction;

L5, Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such -
convigtion, Employers of convicted employees must provide notice, including position
title, to every grant officer on whose grant activity the convicted employee was working,
unless the Federal agency has designated a central point for the recelpt of such notices.
Notice shall include the identification number(s) of each affected grant;

1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up'to and

' including termination, consistent with the requirements of the Rehabilitation Act -
"of 1973, as amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance -
- or rehabilitation program approved for such purposes by a Federal, State, or local
health, law enforcement, or other appropriate agency;
1.7, Making a good faith effort to continue to maintain a drug-free workplace through
_ - Implementation of paragraphs 1.1,1.2,1.3,14,1.5,and 1.6,
2. The grantee may insert in the space provided below the srte(s) for the performance of work
done in connection with the specific grant. :

i

Place of Performance (street address city, county, state, zip code) (list each locatron)

Check ™ if there are wor kp!eces on file that are not identified here.

Contractor Name;

Slame K}’\
e (! Name: l@ 3. St

Title:
p_r-.‘nt'\"’“]
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Exhibit H-Certificates and Attachments , :
_ Initials



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
COMPREHENSIVE HEALTH INFORMATION SYSTEM

CONTRACT 2017-001
PART 3 - EXHIBIT Q
NH CERTIFICATES AND ATTACHMENTS

2. NH EXHIBIT E ~ CERTIFICATION REGARDING LOBBYING

~ The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the
provisions of Section 319 of Public Law 101-121, Government wide Guidance for New -
Restrictions on Lobbying, and 31 U.S.C. 1352, and further agrees to have the Contractor’s
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the
followmg Certification:

‘ US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
us DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title [V-A
*Child Support Enforcement Program under Title [V-D
*Social Services-Block Grant Program-under Title XX
*Medicaid Program under Title XIX :
*Commiunity Services Block Grant under Title VI

" *Child Care Development Block Grant under Title {V

-

The undersigned certifies, to the best of his or her knowledge émd-belicf that: -

1. No Federal appropnated funds have been paid or shall be paid by or on behalf of the
“undersigned, to any person for influencing or attempting to influence an officer or employee
of any agency, a Member of Congress, an officer or employee of Congress, or an employee of
a Member of Congress in connection with the awarding of any Federal Contract, ’
"continuation, renewal, amendment, or modification of any Federal Contract, grant, loan, or - .
cooperative Agreement (and by specific mention sub-grantee or sub-contractor).

2. [f any funds other than Federal appropriated funds have been paid or shall be paid to any
person for influencing or attempting to influence an officer or employee of any dgency, a
Member of Congress, an officer or employee of Congress, or an employee of a Member of
Congress in connection with this Federal Contract, grant, loan, or cooperative Agreement
(and by specific mention sub-grantee or Subcontractor), the undersigned shall complete and
subm:t Standard Form LLL, (Disclosure Form to Report Lobbying, in accordance thh its
mstructlons, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this Certification be included in the award
document for sub-awards at al! tiers (including subcontracts, sub-grants, and Contracts under
grants, loans, and cooperative Agreements) and that all sub-recipients shall certify and
disclose accordingly.

This Certification is a material representation of fact upon which reliance was placed when this

transaction was made or entered into. Submission of this Certification is a prerequisite for making

" or entering into this transaction imposed by Section 1352, Title 31, U.S. Code. Any person who

State of NH Contract 2016-002 Support and Maintenance
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Al

fails to file the required Cemf cation shall be subject to a civil penalty of not less than $10,000
and not more than $100,000 for each such failure.

Contractor Name:
S Kl [\ b
Date Name: -
. Tite: KL"Q 3. Seecd
. pl- '\;\ C_:P [ \
State of NH Contract 2016-002 " Support and Maintenance
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3. NH Exlublt F — Certification Regarding Depariment Suspension and Other
Responsibility Matters .

- The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the
* provisions of Executive Office of the President, Executive Order 12549 and 45 CFR Part 76
‘regarding Debarment, Suspension, and Other Responsibility ! Matters, and further agrees to have
the Contractor’s representative, as identified in Sectxons L1l and 1.12 of the General Provisions
execute the following Certification: -

INSTRUCTIONS FOR CERTIFICATION‘

1 By signing and submi itting this Proposal (Contract), the prospectwe primary part:c1pant is
. provtdmg the Certification set out below

2, The inability of a person to provide | the Certlﬁcatlon requ:red below shall not necessanly result
in denial of pafticipation in this covered transaction. If necessary, the prospective participant
~ shall submit an explanation of why it cannot provide the Certification. The Certification or
explanation shall be considered in connection with the NH Department of Health and Human
‘Services (DHHS) determination whether to enter into this transaction. However, failure of
the prospective ptimary participant to furnish a Certification or an explanation shall
dlsquallfy such person from participation in this transaction. ~ -

K3 The Certification i in this clause is a material representation of fact upon whtch reliance was
placed when DHHS determined to enter into this transaction. If it is later determined that the
prospective primary participant knowmgly rendered an erroneous Certification, in addition to

other remedies available to the Federal Govemment 'DHHS may terminate this transaction
for cause or default.

4. The prospectlve pnmary participant shall prowde immediate written notice to the DHHS
agency to which this Proposal (Contract) is submitted if at any time the prospective primary
participant learns that its Certification was erroneous when submltted or has become
erroneous by reason of changed circumstances.

5. The terms “covered transacnon,” “debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” “participant,” “‘person,” “primary .covered transaction,” “prmc:pal * “Proposal,”
and “voluntarily excluded,” as used in this clause, have the meanings set out in the
- Definitions and Coverage sections of the rules :mplementmg Executive Order 12549: 45 CFR
Part 76. See the attached definitions. ‘

6. The prospective primary partrc1pant agrees by submitting this Proposal (Contract) that, should
the proposed covered transaction be entered into, it shall not knowingly enter into any lower
tier covered transaction with a person who is debarred, suspended, declared ineligible, or
voluntarily excluded from participation in this covered transaction, unless authorized by
DHHS.

7. The prospective primary participant further agrees by submitting this Proposal that it shall
include the clause titled “Certification Regarding Debarment, Suspension, Ineligibility and
Voluntary Exclusion - Lower Tier Covered Transactions,” provnded by DHHS, without
modification, in all lower tier covered transactions and in all sohc:tatlons for lower tier

- cavered transacttons ;

State of NH Contract 2016-002 : Support and Maintenance -
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"8. A participant in a covered transaction may rely upon a Certification of a prospective participant
in a lower tier covered transaction that it is not debarred, suspended, ineligible, or
involuntarily excluded from the covered transaction, unless it knows that the Certification is
erroneous. A participant may decide the method and frequency by which it determines the -
eligibility of its principals. Each participant may, but is not requrred to, check the Non-
procurement List (of excluded partles) .

9 Nothing contained in the foregomg shall be construed to require establishment of a system
of records in order to render in good faith.the Certification required by this clause. The
knowledge and information of a participant is not required to exceed that which is
normally possessed by a prudent person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who .
is suspended, debarred, ineligible, or voluntarily excluded from participation in this

T transactron in addition to other remedies available to the Federal govemment DHHS may

‘terminate this transaction for cause or default. .

PR.!MARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to, the best of i :ts knowledge and behef that it
and its principals: :

11.1. are not presently debarred suspended proposed for debarment, declared melrgrble, or
-voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this Proposal (Contract) been convicted -
of or had a civil judgment rendered against them for commission of fraud or a criminal
offense in connection with obtaining, attempting to obtain, or performing a public
(Federal, State or local) transaction or a Contract under a pubhc transactlon violation
of Federal-or State-an m

bnbery, falsification or destructlon of‘ records, makmg false statements or recervrng

—stolemproperty; T T -

11.3, are not presently indicted for otherwise cnmma]ly or civilly charged by a governmental

- entity (Federal, State or local) with commission of any of the offenses enumerated in

paragraph (1)(b) of this Certification; and

11.4. have not within a three-year period preceding this application/Proposal had one or
more public transactions (Federal, State of local) terminated for cause or defauit.

12. Where the prospective primary participant is unable to certify to any of the statements in this
Certification, such prospective participant shail attach an explanatron to thls Proposal
(Contract).

LOWER TIER COVERED TRANSACTIONS

l3 By signing and submitting this lower tier Proposal (Contract), the prospective lower tier
participant, as defined in 45 CFR Part 76, cert:ﬁes to the best of its knowledge and belief that
it and its principals:
13:1. are not presently debarred suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from partrctpatlon in this transaction by any federal department or
agency,

State of NH Contract 2016-002 - Support and Maintenance
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13.2. where the prospective lower tier participant is unable to certify to any of the above,
such prospective participant shall attach an explanation to this Proposal (Contract).

~-14. The prospective lower tier participant further agrees by .submitting this Proposal (Contract)
that it shall include this clause entitled “Certification Regarding Debarment, Suspension, -
Ineligibility, and Voluntary Exclusion - Lower Tier Covered Transactions,” withoiit
modification in all lower tier covered transactions and in all sohcnations for lower tier

covered transactions. _ :
‘ Contractor Name

ﬁ—ifﬁz‘l“i N <uaf 3. ey

Title:

Pt]‘f} '.’.."\ Pc,‘\

’
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4, NH Exhibit G — Certification of Compliance with Requirements Pertaining to
Federal Nondiscrimination, Equal Treatment of Faith-based Orgamzatmus and
Whistleblower Protections

The Contractor identified in Section 1.3 of the General Provisions zigrees by signature of the
“Contractor’s representative as identified in Sectlons 1.11 and 1.12 of the General Provisions, to:
execute the following Certification:

Contractor shall comply, and shall require-any sub grantees or Subcontractors to comply, with
" any applicable federal nondiscrimination requitements, which may inctude:
- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) Whlch
prohlbits recipients of federal funding under this statute from discriminating, either in
employment pracnces or in the delivery of Services or benefits, on the basis of race, color,
religion, national origin, and sex. The Act requires certain recipients to produce an Equal
Employment Opportunity Plan;
- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which
adopts by reference, the civil rights obligations of the Safe Streets Act. Recipients of federal
funding under this statute are prohibited from discriminating, either in employment practlces orin
‘the delivery of Services or benefits, on the basis of race, color, religion, national origin, and sex.
The Act includes Equal Employment Opportunity Plan requirements; - '
- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal
financial assistance from discriminating on the basis of race, color, or national origin in any
program or activity); )
- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohlb:ts recipients of Federal
financial assistarice from dlscnmmatmg on the basis of disability, in regard to employment and
the delivery of Services or benefits, in any program or actw:ty,

_ -the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits

. discrimination:and ensures equal opportunity for persons with disabilities in employment, State

- . and.local government Services, public accommodations, commercial facilities, and. transportation; ___
- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;
- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits -
dlscnrmnatmn on the basis of age in programs or activities: rece:}_._f' g Federal ﬁnanc:al assistance.
It does not include employment discrimination; -
-28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R.
pt. 42 (U.S. Department of Justice Regulations ~ Nondiscrimination; Equal Employment
Opportunity; Policies and Procedures); Executive Order No. 13279 (equal protection of the laws
for faith-based and community organizations); Executive Order No. 13559, which provide
fundamental pnnmples and policy-making criteria for partnershlps with faith-based and
neighborhood organizations;
- 28 C.F.R. pt. 38 (U.S. Depariment of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.8.C. §4712 and The National Defense
Authorization Act (NDAA) for Fisca! Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the
Pilot Program for Enhancement of Contract Employee Whistleblower Protections, which protects
employees against reprisal for certain whistle blowing activities in connection with federal grants
and Contracts, -

State of NH Contract 2016-002 - " Supportand Maintenance
Exhibit H-Certificates and Attachments .
Initials



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
COMPREHENSIVE HEALTH INFORMATION SYSTEM

CONTRACT 2017-001
- PART 3 - EXHIBIT Q
NH CERTIFICATES AND ATTACHMENTS

The certificate set out below is a material representation of fact upon which reliance is placed
when the agency awards the.grant. False Certification or violation of the Certification shall be
grounds for suspension of payments, suspensmn or termination of grants, or government wide
suspension or debarment.

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, naticnal origin,
or sex against a recipient of funds, the recipient shall forward a copy of the finding to the Office
for Civil Rights, to the applicable Contracting agency or division within the Department of Health
and Human Services, and to the Department of Health and Human Services Ofﬁce of the
Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the

_ Contractor’s representative as identified in Sections 1.11 and 1.12 of the General Provisions, to
execute the following Certification:

1. By s:gnmg and submitting this Proposal {Contract) the Contractor agrees to comply with the
provisions indicated above. . :

ContractorN
Spapat \4(’”{5
Date ; _ ?ﬁﬂe Kcn\ ?I_ S

pr."f\t . P;.‘ .
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5. NH Exhibit H — Certification Regarding Environmental Tobacco Smoke
Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children
Act of 1994 (Act), requires that smoking not be permitted in any portion of any indoor facility
owned or leased or Contracted for by an entity and used routinely or regularly for the provision of
health, day care, education, or library Services to children under the age of 18, if-the Services are
funded by Federal programs either directly or through State or local governments, by Federal
grant, Contract, loan, or loan guarantee. The law does not apply to children’s Services provided in
private residences, facilities funded solely by Medicare or Medicaid funds, and portions of
facilities used for Inpatient drug or alcohol treatment. Failure to comply with the provisions of the
law may result in the imposition of a civil monetary penality of up to, $1000 per day and/or the
imposition of an administrative compliance order on the responsible entity. '

The Contractor, identified in Section 1.3 of the General Provisions agrees, by signature of the
Contractor’s representative as identified in Section 1.11 and 1.12 of the General Provisions, to
execute the following Certification:

1. By sigm'ng and submitting this Conttact, the Contractor agrees to make reasonable efforts to .

comply with ali applicable provisions of Publlc Law 103-227, Part C, known as the Pro-
Children Act of 1994. - : :

Contractor Name:

mlb}},w

‘Date ‘| Name:
— e R _Title: - \<(n’\ %C"t"‘\- _ o oo -
Pf:nt‘.. r ﬁJ
State-of NH Contract 2016-002 Support and Maintenance

Exhibit H-Certificates and Attachments . , .
_ , ' : _ : Initials



STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
COMPREHENSIVE HEALTH INFORMATION SYSTEM

CONTRACT 2017-001
PART 3 - EXHIBIT Q
NH CERTIFICATES AND ATTACHMENTS

6. NH Exhibit I — Heelth Insurance Portability Act Business Associate Agreement

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall méan the Contractor and Subcontractors and agenis of the Contractor that
receive, use or have access to Protected Health Information (PH[}under this Agreement and
“Covered Entity” shall mean the State of New Hampshire Department of Health and Human
Services. _ .

(1) Definitions.

a. “Breach” shafl have the same meaning as the term “Breach” in section 164 402 of Title 45,
Code of Federal Regulatlons

b. “Busmess Assoc:ate” has the meanmg given such term in section'160.103 of Title 45, Code of
-Federal Regulatlons ’ . ‘

“Covered Entity” has the meaning given such term in section 160 103 of T:tle 45
Code of Federal Regulations. .

d. “Designated Record Set” shall have the same meaning as the term “de51gnated record set” in
"*°' . 45 CFR Section 164. 50]

e. “Data Aggregation’ _.shaII have the same meaning as the term “Data aggregation” in 45 CFR
Section 164.501. : N .

f.  “Health Care Operations” shall have the same meaning as the term “health care operattons
in 45 CF R Sectlon 164 501. -

g “HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, TitleXIIl, Subtitle D, Part 1 & 2 of the Amencan Recovery and Reinvestment Actof
2009. ,

h. “HIPAA™ means the Health Insurance Portability and AoCOuntability Act of 1996, Public
Law 104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information, 45 CFR Parts 160, [62 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section
160.103 and shall include a person who qualifies as a personal representative in accordance
with 45 CFR Section 164.501(g).

j.© “Privacy Rule” shall mean the Standards for Privacy of Individually [dentifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.
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k. “Protected Health Information” shall have the same meaning as the term “Protected Health
* Information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity,

! “Requrred by Law" shall have the same meamng as the tern—l “required by law™ in 45 CFR
Section 164.103. ,

m., “Secretary” shall mean the Secretary of the Department of Health and Humman Services or
: his/her designee:

n. “Securlty Rule” shall mean the Security Standards for the Protection of Electronic Protected
. Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecu:ed Protected Health Information” means Protected Health Informatlon that is not
secured by a technology standard that renders Protected Health Information unusable,
unreadable, or 1ndec1pherable to unauthorized individuals and is developed or endorsed by a
standards developing organization that is accredited by the American Nat:onal Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning

established under 45 C.F.R. Parts'160, 162 and 164, as amended from time to tlme and the
HITECH Act. '

- (2) Business Associate Use and Disclosure of Proteetgd Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Protected Health Information

(PHI) except as reasonably necessary to provide the Services outlined under Exhibit A of the
'___ﬁ_t _ . _ Agreement. Further, Business Associate, including but not limited.to_all.its dtrectors,
' -employees and agents, shall not use, disclose, maintain or transmit PHI in any manner ‘that

would constitute a viplation of the Privacy and Security Ruls.

. b. Business Associate may use or disclose PHI:
- g - 1. Forthe proper management and administration of the Business Associate;
. Il. As required by law, pursuant to the terms set forth in paragraph d. below; or
ITl. For Data aggregation purposes for the Health Care Operations of Covered Entity.

c. Tothe extent Business Associate is permltted under the Agreement to disclose PHI to a third
party, Business Associate must obtain, prior to making any such disclosure, (i} reasoriable
assurances from the third party that such PHI shall be held confidentially and used or further
disciosed only as required by law or for the purpose for which it was disclosed to the third
party; and (ii) an Agreement from such third party to notify Business Associate, in
accordance with the HIPAA Privacy, Security, and Breach Notification Rules of any breaches
of the confidentiality of the PHI, to the extent it has obtained knowledge of such breach.

State of NH Contract 2016-002 Support and Maintenance
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d. .The Business Associate shall not, unless such disclosure is reasonably necessary to provide .
. Services under Exhibit A of the Agreement, disclose any PHI in response to a request for
disclosure on the basis that it is required by law, without first notifying Covered Entity so that
- Covered Entity has an opportunity to object to the disclosure and to seek appropriate relief. If
" Covered Entity objects to such disclosure; the Business Associate shall refrain from
disclosing the PHI until Covered Entity has exhausted all remedies. ‘

e. Ifthe Covered Enhty nottf‘ ies the Business Associate that Covered Enuty has agreed to be

' bound by ‘additional restrictions over and above those uses or disclosures or security * -
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate shall be

. bound by such additional restrictions and shall not disclose PHI in violation of such
~additional restrictions and shall abide by any additional security safeguards.

3) Qbligations arn‘d Activities of Business Associate.

. a. The Business Associate shall notify the Covered Entity’s Privacy Officer immediately after
the Business Associate becomes aware of any use or disclosure of Protected Health
. Information not provided for by the Agreement including breaches of unsecured Protected
Health Information and/or any Security Incident that may have an lmpact on the Protected
. Health Informatlon of the Covered Entlt_y ) R
b. The Bmsmess Assomate shall inimediately perfonn a risk assessment when it becomes aware .
of any of the above situations. The risk assessment shall include, but not be {imited to:
o . The nature and extent of the Protected Health Information involved, including the types
" of identifiers and the likelihood of re-identification;
0 The unauthorized person used the Protected Health Information or to whom the
disclosure was-made;
o' Whether the Protected Health Information was actuaIIy acquued or viewed
0 The extent to which the risk to the Protected Health Information has been mitigated.

The Business Associate shall complete the risk assessment within 48 hours of.the breach and
immediately report the findings of the risk assessment in writing to the Covered Entity.

¢. The.Business Associate shall comply with all sectmns of the Pmracy, Secunty, and
Breach Notifi cation Rule.

d. Business Associate shall make available all of its internal policies and procedures, books and
records relating tothe use and disclosure of PHI received from, or created or received by the
Business Associate on behalf of Covered Entity to the Secretary for purposes of determiining

.Covered Entity’s compliance with HIPAA and the Privacy and Security Rule.

e. Business Associate shall require al} of its business associates that receive, use or have access
to PHI under the Agreement, to agree in writing to'adhere to the same restrictions and
conditions on the use and disclosure of PHI contained herein, including the duty to return or
destroy the PHI as provided under Section 3 (). The Covered Entity shall be corisidered a
direct third party beneficiary of the Contractor’s business associate Agreements with”
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Contractor’s intended business associates, who shall be receiving PHI pursuant to this
Agreement, with rights of enforcement and indemnification from such business associates
who shall be governed by standard Paragraph #13 of the standard Contract provisions (P-37)
of this Agreement for the purpose of use and disclosure of Protected Health Information,

f.  Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during Normal Business Hours at its offices all
- records, books, Agreements, policies and procedures relating to the use and disclosure of PHI
to the Covered Entity, for purposes of enabling Covered Entity to determine Business
Assoc:ate 3 comphance with the terms of the Agreement

g Within ten (10) business days of recewmg a written request from Covered Entnty,
Business Associate shall provide access to PHI in a Designated Record Set to the Covered
Entity, or as difected by Covered Entity, to an individual in order to meet the requirements
under 45 CFR Sect:on 164, 524 .

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in'a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for amendment
and incorporate any such amendment to enable Covered Entity to fulfill its obligations under
45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and information related to such
disclosures as would be required for Covered Entity to respond to a request by an individual
for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528. .

] Wlthm ten (10) business days of receiving a written request from Covered Entity for a request

__ _ for an accounting of disclosures.of PHL, Business. Associate shall.make available to Covered
Entity such information as Covered Entity may require to fulfill its obligations to provide an
accounting of disclosures with respect to PHI in accordance with 45 CFR Section 164.528.

k. Inthe event any individual requests access to, amendment of, or accounting of PHI directly
from the Business Associate, the Business Associate shall within two {2) business days
forward such request to Covered Entity. Covered Entity shall have the responsibility of
responding to forwarded requests. However, if forwarding the individual's request to Covered
Entity would cause Covered Entity or the Business Associate to violate HIPAA and the
Privacy and Security Rule, the Business Associate shall instead respond to the individual’s
request as required by-such law and notify Covered Entity of such response as soon as
practicable.

. Within ten (10) business days of termination of the Agreement, for any reason, the Business
Associate shall return or destroy, as specified by Covered Entity, all PHI received from, or
created or received by the Business Associate in connection with the Agreement, and shall
not retain any copies or back-up tapes of such PHI. If return or destruction is not feasible, or
the disposition of the PHI has been otherwise agreed to in the Agreement, Business Associate

State of NH Contract 2016-002 . Support and Maintenance
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.shall continue to extend the protections of the Agreement, to such PHI and limit further uses
and disclosures of such PHI to those purposes that make the return or destruction infeasible,
for so long as Busingss Associate maintains such PHI. If Covered Entity, in its sole
discretion, requires that the Business Associate destroy any or all PHI, the Business Assoc:ate
shall certify to Covered Entity that the PHI has been destroyed

(4 Obhgatlons of Covered Entlg

a. Covered Entlty shall nottfy Business Associate of any changes or llmltatlon(s) inits
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Busmess Associate’s use or
dzsclosure of PHL . : :

b. Covered Entity shall promptIy notify Business Associate of any changes in, or revocation of
permission provided to Covered Entity by individuals whose PHI may be used or disclosed
by Business Associate under this Agreement, pursuant to 45 CFR Section 164 506 or 45 CF R‘
Section 164.508.

c Covered entity shall promptly nottfy Busmess Associate of any restnctlons on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR. 164,522, to
the extent that such restriction'may affect Business ‘Associate’s use or disclosure of PHI.

Y] Termmatlon for Caus

In addltlon to Paragraph 10 of the standard terms and conditions (P—37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Cov_ered
Entity’s knowledge of a breach by Business Associate of the Business Associate

Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the alleged
breach within a timeframe speciﬁed' by Covered Entity. If Covered Entity détermines that
neither termination nor cure is feasnble Covered Entity shall report the vmlatlon to the
Secretary.

- 6) Mlscellaneaus

a Deﬁnmons and Regulatory References. All terms used but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended from
time to time. A reference in the Agreement, as amended to include this Exhibit 1, to a Section
in the Privacy and Security Rule means the Section as in effect or as amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is necessary
_toamend the Agreement, from time to time as is necessary for Covered Entity to comply with
the changes in the requirements of HIPAA, the Privacy and Security Rule, and applicable '
federaI and state law. - , .
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c. Data Ownership. The Business Associate acknowledges that it has no ownership rights w1th
respect to the PHI provided by or created on behalf of Covered Entity.

d. lnterpretatlon. The parties agree.that any ambiguity in the Agreement shall be resolved to
permit Covered Entity to comply with HIPAA, the Privacy and-Security Rule.

e. Segregation. If any term or condition of this Exhibit I or the application thereof to any
‘person(s) or circumstarice is held invalid, such invalidity shall not affect other terms or
-.conditions which can be given effect without the invalid term or condition; to this end the
" terms and conditions of this Exhibit I are declared severable;

f.  Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, retumn or
~ destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
‘defense and indemnification provisions of section (3) e and Paragraph 13 of the standard
terms and conditions (P-37), shall survive the términation of the Agreement.

IN WITNESS WHEREOF the parties hereto have duly executed this Exhibit 1.

OH 'mll\.mm S&v‘}tms LLC

Name of{he Contractor '

thorized Representative

Signature of Autho@ Reprefentative Signaturd of

Do~ baeekesy  Kad I Sece ,
Name of Authorized §presentativ3 Name of Authorized Representatlve
ge/h.ll.)\, M—\J-L’\ QLA‘ p('\f\(;f)o:-...r ‘
Title of Authorized Representatwe Title of Authorized Representative
1 17:1 N B
Dae ' L
State of NH Contract 2016-002 Support and Maintenance.
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7. NH Exhibit J — Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA} Compliance

- The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of
individual Federal grants equal to or greater than $25,000 and awarded on or after October 1,
2010, to report on Data related to executive compensation and associated first-tier sub-grants of
$25,000 or more. If the initial award is ‘below $25, 000 but subsequent grant modifications result
in a total award equal to or over 825,000, the award is subject to the FFATA reportmg
requirements, as of the date of the award.

In accordance with 2 CFR Part 170 (Reporting Sub-award and Executive Compensation
_ Information), the Department of Health and Human Services (DHHS) must report the followmg
-information for any sub-award or Contract award subject to the FFATA reporting requrrements
"1, Name of entity-
2.. Amount of award
3. Funding agency .
4. NAICS code for Contracts / CFDA program number for grants
5. Program source . .
6. Award title descnptwe of the purpose of the fundmg action
7. Location of the entity
8. Principle place of performance -
9. Unigue identifier of the entity (DUNS #) - |
10. Total compensation and names of the top five executives if:
10.1. More than 80% of annual gross revenues are from the Fedéral govemment and those
revenues are greater than $25M annually and
*10.2. Compensation information is not alrcady available through rcportlng to the SEC.

Prime grant recipients must submit FFATA requrred Data by the end of the month plus 30 days
in which the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply wrth the
provisions of The Federal Funding Accountability and Transparency Act, Public Law 109-282
and Public Law 110-252, and 2 CFR Part 170 (Reporting Sub-award and Executive «

" Compensation Information), and further agrees to have the Contractor’s representative, as
identified in Sections 1.11 and I.12 of the General Provisions execute the following Certification:
The below named Contractor agrees to provide needed information as outlined.above to the NH
Departmient of Health and Human Services and to comply wrth all applicable provisions of the -
Federal Financial Accountablllty and Transparency Act.

. | Contractor Name: K JS}JMU

Date : | Name: l<£. f& —g Gl

Title:

pﬁ\nt.(lrm.‘

State of NH Contract 2016-002 Support and Maintenance
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NH Exhibit J - Certification Regarding the Federal Funding Accountability and
Transparency Act (FFATA) Compliance
FORM A

~ As the Contractor identified in Section 1.3 of‘ the General Provisions, [ certify that the responses
to the below llsted questions are true and accurate.

[. The DUNS number for your entity is: 0 7 - i 82) - 56161 5_

2. Inyour business or organization’s preceding completed fiscal year, did your business or.
organization receive (1) 80 percent or more of your annual gross revenue in U.S. federal
Contracts, subcontracts, loans, grants, sub-grants, and/or cooperative Agreements; and (2)
$25,000,000 or more in-annual gross revenues from U,S. federal Contracts, suhcontracts
loans, grants, sub-grants, and/or cooperative Agreements?

V"~ No - YES
" [f the answer t'o_'#i'z\aboye is NO, stop here .
If ihe answer to #2 above is YES, pIea.se answer the following:
3. Doesthe pfuhltc have access to mformanon about the compensatl;on of the execunves in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the

~ Securities Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Intemal
Revenue Code of 19867

NO _ __YES
If the answer to #3 above is YES, stop here.

If the answer to #3 above is NO, please answer the following:

4 —TheTamesamd CGﬁI[iEﬂSEﬁUﬂ of the five most mgmy compensated OlTicers (n }’OU[ business-

or organization are as follows: -

Naine: Amount;

Name: L _ Amount:

Name: ' _ Amount: B
Name: - ' Amount: -

State of NH Contract 2016-002 ' Support and Maintenance
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SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that all funds received by the Contractor
under the Contract shall be used only as payment to the Contractor for services provided to eligible

1.

- individuals and, in the furtherance of the aforesald covenants, the Contractor hereby covenants and
. agrees as follows:

Compliance with Federal and State Laws: If the Contractor is permifted to determine the eligibility )

of individuals such eligibility determination shall be made in accordance with applicable fedéral and
state [aws; regutatlons orders, gmdehnes policies and procedures..

Time and Manner of Determination: Ehgrbthty determrnatrons shall be made on forms provided by
~ the Departmient for that purpose and shall be made and remade at such tnmes as are prescnbed by
. the Department

Documentatmn in addltlon to the determination forms required by the Department the Contractor
shall maintain a data file on each recipient of services hereunder, which file shall include all -
information necessary to support an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Department with all forms and documentatron

- regardmg ettgrbﬂlty determmatlons that the Department may request or requ1re B

Falr Hearlngs. The Contractor understands that all'applicants for services hereunder, as well as -
individuals declared ineligible have a right to a fair hearing regarding that determination. The
Contractor. hereby covenants and agrees that all applicants for services shall be permitted to fill out

“an appllcatton form and that each appficant or re-applicant shall be informed of his/her r:ght to a fair

hearing in accordance with Department reguiations.

: Gratumes or chkbacks The Contractor agrees that it is a breach of this Contract to accept or

make a payment, gratuity or offer of employment on behalf of the Contractor, any Sub-Contractor or
the State in order to influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if itis
detemnned that payments, gratuities or offers of employment of any kind were offered or received by
any offi cials, oﬂr‘ cers, employees or agents of the Contractor or Sub-Contractor

Retroactive Payments: Notwithstanding anything to the contrary contained in the Coritract or in any
other document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder to reimburse the Contractor for costs incurred for
any purpose or for any services provided to any individual prior to the Effective Date of the Contract

-and no payments shall be made for expenses incurred by the Contractor for any services provided

prior to the date on which the individual applies for services or (except as otherwise provided by the
federal regulations) prior to a determination that the individual is eligible for such services.

Conditions of Purchase: Notwnthstandlng anything to the contrary contained in the Contract nothlng. _

herein contained shall be deemed tc obligate or requiré the Depariment to purchase services
hereunder at a rate which reimburses the Contractor in excess of the Contractors costs, atarate .

.which exceeds the amounts reasonable and necessary to assure the quality of such service, orata

rate which exceeds the rate charged by the Contractor toineligible individuais or other third party
funders for such service. If at any time during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
paymients  hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Contractor to rneligrble mdlvrduals
or other third party funders, the Department may elect to:

- 7.4. Renegotiate the rates for payment hereunder, in which event new rates shatl be estabhshed

7.2. Deduct from any future payment to the Contractor the amount of any pnor relmbursement in
-excess of costs; . .
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7.3. Demand repayment of the excess payment by the Contractor in which event fallure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Depariment to the Contractor for services
provided to any individual who is found by the Department to be ineligible for such services at
any time during the period of retention of records established herein.

RECORDS: MAINTENANCE RETENTION, AUDIT, DISCI:OSURE AND CONFIDENTIALITY:

8. Malntenance of Records In addition to the eligibility records specified above, the Contractor
covenants and agrees to maintain the following records during the Contract Period:

8.1. Fiscal Records books, records, documents and other data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received or collected by the Contractor during the ‘€ontract Period, said records to be
maintained in accordance with.accounting procédures and practices which sufficiently and
properly reflect all such costs and expenses, and which are acceptable to the Department, and

_-to include, without limitation; all ledgers, books, records, and original evidence of costs such as
purchase requisitions and orders, vouchers, requisitions for materiais, inventories, vaiuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department. = .

8.2.. Statistical Records: Stattsttcal enrollment attendance or visit records for each recuplent of

o services during the Contract Period, which records shall include all records of application and
eligibitity (including alt forms required to determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted to the Department to obtain
payment for such services. ) :

8.3. Medical Records: Where appropriate and as prescribed by the Department regulations; the-

* Contractor shall retain medical records on each patient/recipient of services. -
9. Audit: Contractor shall submit an annual audit to the Department within 60 days after the close of the
" -agency fiscal year. It is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Loca) Governrnerits, and Non
Proft Organizations™ and the provisions of Standards for Audit of Governmental Organizations,
- Programs, Activities and Functions, issued by the US General Accounting Office (GAO standards) as
they pertain to financial compliance audits. :
Mﬂdzmmgmmmmmmmm the

Department, the United States Department of Health and Human Services, and any of their
—= - —— —designated representatives-shall- have access to-all-reports-and records maintained pursuant to-
the Contract for purposes of audit, examination, excerpts-and transcripts.

92 Audit Lizhilities: In 2ddition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Contractor that the Contractor shall be held liable for any state
of federal audit exceptions and shall return to the Department, all payments made under the

L Contract to which exception has been taken or which have been dlsaliowed because of such an

_ exception.

10. Conﬁden-tiality of Records: All information, reports, and records maintained hereunder or collected
in connection with'the performance of the services and the Contract shall be confidential.and shall not
be disclosed by the Contractor, provided however, that pursuant to state Jaws and the regulations of
the Department regarding the use and disclosure of such information, disclosure may be made to
public officials requiring such information in connection with their official duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that
the use or disclosure by any party of any information concerning a recipient for any purpose not
directly connected with the administration of the Department or the Contractor's responsibilities with
respect to purchased services hereunder is prohibited except on written consent of the recipient, his
attomey or guardlan

\
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11.

12.

Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the termination of the Contract for any reason whatsoever.

Reports: Fiscal and Statistical: The Contractor agrees to submit the following reports at the foliowing
times if requested by the Department.

11.1.  Interim Financial Reports: Written interim financial reports containing a detailed description of _

all costs and non-aliowable expenses incurred by the Contractor to the date of the report and

containing such other information as shall be deemed satisfactory by the Department to

justify the rate of payment hereunder. Such Financial Reports shall be submitted on the form
: designated by the Department or deemed satisfactory by the Depariment.

11.2.  Final Report: A final report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shall
contain a summary statement of progress toward goals-and objectives stated in the Proposal
and other infon'nation required by the Department

Completion of Services: Disallowance of Costs: Upon the purchase by the Departrent of the .
maximum number of units provided for in the Contract and upon payment of the.price limitation
hereunder, the Contract and all the obligations of the parties hereunder {except such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract andfor

- survive the termination of the Contract) shall terminate, provided however, that if, upon review of the

13.

14.

15,

16.

06127114 ' : : Page 30of 5 ) Date

" Final Expenditure Report the Department shall disallow any expenses claimed by the Contractor as

costs hereunder the Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor : Gy

Credits: AI|~documents. notices, press releases, research reports and other materials prepared
during or resulting from the perfomiance of the services of the Contract shali include the following
statement:

13.1.  The preparation of this {report, document etc.) was financed under & Contract with the State
" of New Hampshire, Department of Health and Human Services, with funds provided in part
by the State of New Hampshire and/or such other funding sources as were avallab!e or
requared e.g., the United States Department of Health and Human Services.

Prior Approval and Copyright Ownershlp All materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS before printing, production,
distribution or use. The DHHS will retain copyright ownership for any and all original materiais
produced, including, but not limited to, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS. . i

Operation of Facilities: Compliance with Laws and Regulatlons: In the operation of any facilities
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and with any direction of any Public Officer or officers
pursuant to laws which shal i impose an order or duty upon the contractor with respect to the

_operation of the facility or the provision of the services at such facility. If any governmental license or

permit shall be required for the operation of the said facility or the performance of the said services,
the Contractor will procure said license or permit, and will at all times comply with the terms and
conditions of each such license or permit. In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection-agency, and shall be in conformance with local building and zoning codes, by-
laws and regulations. .

-Equal Employment Opportunity Plan (EEOP): The Contractor will provide an Equal Employmen‘t

Opportunity Plan (EEQF} to the Office for Civil Rights, Office of Justice Programs (OCR), if it has
received a single award of $500,000 or more, If the recipient receives $25,000 or more and has 50 or
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maore employees, it will maintain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25,000, or public grantees
with fewer than 50:employees, regardiess of the amount of the award, the recipient will provide an
EEQP Certification Form to the OCR -certifying it is not required to submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, but are required to submit a certification form to the OCR to claim the exempnon
EEOP Certification Forms are available at: htlp Ihwnan, o;p usdoj/about/ocr/pdfs/cert pdf.

17. Limited English Proficiency (LEP): As clanﬂed by Executive Order 13166 Improving Access to
Services for persons with Limited English Proficiency, and resutting agency guidance, national origin
discimination includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Contro! and Safe Streets Act of 1968 and Title VI of the Civil
Rights Act of 1964, Contractors must take reasonable steps to ensure that LEP persons have
meaningful access to its programs. ,

18. Pilot Program for Enhancement of Contractor Employee Wh|stleblowe7r Protections: The
' following shall apply to all contracts that exceed the Simplified Acquxsmon Threshold as defined in 48
CFR2. 101 (currentiy, $150 000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT To INFORM EMPLOYEES OF
" . WHISTLEBLOWER RIGHTS (SEP 2013)

(a} This contract and employees working on this contract will be subject to the whistleblower rights

and remedies in the pilot program on Contractor employee whistieblower protections established at .
41 U.5.C. 4712 by section 828 of the National Defense Authonzatlon Act for Fiscal Year 2013 (Pub L.
112-238) and FAR 3.908.

(b) The Contractor shall inform its employees in wrting, in the predominant languagé of the workforce,
-of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section.
3.908 of the Federal Acquisition' Regulation.

{c) The Contractor shall insert the substance of this clause, including this paragraph (c),' in all
subcontracts over the simplified acquisition threshold. : )

19. Subcontractors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater expertise to perform certain health care services or functions for efficiency or convenience,
but the Contractor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractor's ability to perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation-or imposing sanctions if
the subcontractor's performance is not adequate Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible to ensure subcontractor compllance
with those conditions.

When the Contractor detegates a function to a subcontractor, the Contractor shali do the followmg

18.1.  Evaluate the prospective subcontractor s ability to perform the activities, before delegating
the function

19.2. Have a written agreement with the subcontractor that specn‘“ fes activities and reporting
responsibilities and how sanchons!revocahon will be managed if the subcontractor's
performance is not adequate

19.3. Monitor the subcontractor's performance on an ongomg basis

Exhibit C - Special Provisions Contractor Initials Lé{ N
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19.4. Provide to DHHS an annual schedule identifying all subcontractors, delegated functions and
responsibilities, and when the subcontractor's performance will be reviewed
19.5. DHHS shall, at its discretion, review and approve all subcontracts.

If the Contractor identifies deﬂcienciee or areas for improvement are idenfiﬁed, the Contractor shall
. take corrective action. '
. . .

" DEFINITIONS
As used in the Contract, the following terms shall have the following meanings:.

COSTS: Shall mean those direct and indirect tems ef expense determined by the Department to be
allowable and-reimbursable in accordance with cost and accounting principles established in accordance
with state and federal laws, regulations, rules and orders.

DEPARTMENT: NH Débartn{ent of Health and Human Services.

‘ FINANCIAL MANAGEMENT GUIDELINES Shall mean that section of the Contractor Manual which is
entitled "Financial Management Guidelines" and which contains the regulations governing the financial
activities of contractor agencies which have contracted with the State of NH to receive funds.

PROPOSAL: [f applicable; shall mean the document submitted by the Contractor on a form or forms
_required by the Department and conta:mng a description of the Services to be provided to ellglbre
.individuals by the Contractor in accordance with the terms and conditions of the Contract and settsng forth
_ .the total cost -and sources of revenue for each service to be provided under the Contract )

- UNIT: For each service that the Contractor is to provide to ehglble mdrvrduals hereunder shall mean that _
" period of time or that specified actawty determined by the Department and specn‘“ jed in Exhlblt B ofthe |
Contract. - N _

FEDERALISTATE LAW: Wherever federal or state laWS regulations, rules orders and policies, etc are
- referréd toin the Contract, the said reference shall be deemed to mean all such laws, regulatrons efc. as
~ they may be amended or rewsed from the time to time.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administrative .
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire . ’
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provrded under this
Contract will not supplant any existing federal funds avar!able for these services. :

Exhibit C — Special Provisions Contractor Initials
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract, Conditional Nature of Agreement, is
replaced as follows:
4. CONDITIONAL NATURE OF AGREEMENT. :
Notwithstanding any provision of this Agreement to the contrary, all obligations of the State
hereunder, including without limitation, the continuance of payments, in whole or in part,
under this Agreement are contingent upon continued appropriation or availability of funds,
including any subsequent changes to the appropriation or availability of funds affected by .
any state or federal legisiative or executive action that reduces, eliminates, or otherwise
modifies the approprlahon or availabiiity of funding for this Agreement and the Scope of
Services provided in Exhibit A, Scope of Services, in whole or in part. In fio event shall the -
. State be liable for any payments hereunder in excess of appropriated or available funds. In
the event of a reduction, termination or modification of appropriated or available funds, the
State shail have the right to wr(hhold payment until such funds become available, if ever. The
State shall have the right to reducg, terminate or modify services under this Agreement
- immediately upon giving the Gontractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
- Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other
.account, in the event funds are reduced or unavailable.

2. . Subparagraph 10 of the General Provisions of this contract Termination, is amended by adding the
3 - following fanguage;
' 10.1 The State may terminate the Agreement at any time for any reason, at the sole discretion of
: the State, 30 days after giving the Contractor written notice that the State is exercising its
option to terminate the Agreement.
10.2 " In the event of early termination, the Contractor shall, within 15 days of notice of early
- termination, develop and submit to the State a Transition Plan for services under the
Agreement, inciuding but not limited to, identifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.
10.3 The Gontractor shall fuliy cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not fimited to, any information or
data requested by the State related to the termination of the Agreement and Transition Plan
and shall provide ongoing communication and revisions of the Transition Plan to the State as
requested

10 4 Inthe event that services under the Agreement, including but not limited to chents receiving -
———— - -— .. ——services.under.the Agreement are transitioned-to having-services defivered by another-entity—-————- —
- |nclud|ng contracted prowders or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.
10.5 The Contractor shall establish a method of netifying clients and other affected individuals
about the transition. The Contractor shail include the proposed communications in its
Transition Plan submitted to the State as descnbed above.

) -
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Secfions
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR.GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification i is required by the regulations’ rmplementrng Sections 5151-5160 of the Drug-Free

. Workplace Act of 1988 {(Pub. L. 100-690, Title V, Subtitie D; 41 U.S.C. 701 &t seq) The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1990 Federal Register (pages
21681-21691), and require certification.by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the

" regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a

. material representation of fact upon which reliance is placed when the agency awards the grant. False

certification or violation of the certification shall ba grounds | for suspension of payments suspension or

termination of grants, or govemment wide suspension of debarment. Contractors usmg this form should

send it to:

.Commrssroner

NH Department of Health and Human Servrces -

129 Pleasant Street, } -
Concord, NH 03301-6505 -

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution, -
dispensing, possession or use of a controlled substance is prohibited in the grantee’s -
workplace and specifying the actions that will be taken against employees for violation of such
prohibition; .

1.2, Establishing an ongeing drug-free awareness program to inform employees about

: 1.2.%. .. The dangers of drug abuse in the workplace;

1.2.2, The grantee’s policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.24. .The penaltres that may be imposed upon employees for drug abuse viofations
occurring in the workplace;

1.3. Making it a requirement that-each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a);

1.4. Notifying the employee in the statement required by paragraph {a).that, as a condition of -

' employment under the grant, the employee will
1.4.1. - Abids by the terms of the statement; and :

1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such |
conviction;

1.5.  Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction. -
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D — Certification regarding Drug Free Contractor Initials A&_
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has designated a central point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant,
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1873, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or iocal health,
law enforcement, or other appropriate agency;
1.7. Making a good faith effort to continue to maintain a drug-free workplace through ’
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.8.

2. Thegrantee may insert in the space provided below the site(s) for the perforrnance of work done in
. connection with the specific grant. A

Place of Performance (street address, city, county, state, zip code) (list each location)
Chéck 0 if there are workplaces on file that are not identified here. .

: ' ‘Contractor Name: . A
5 - <‘L\k -
Date Name: - <

Title: Ku:\ . Secia

prtﬁti{lw}'

Exhibit D ~ Centification regarding Drug Free Contractor Initials \é"
Woarkplace Requirements

CUMDHHSM1071a ' Page 2 of 2 Date S !) u ZM-]



endix H

' mont of Hoalth ar
New Harmnpshire Department of Health and HUuman Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Centractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of -
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and

31 U.S.C. 1352, and further agrees to have the Contractor’s representative, as identified in Sections 1,11
and 1.12 of the General Provisions execute the following Certification; ;

" US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
us DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (|ndtcate applicable program covered)
“Temporary Assistance to Neady Families under Title IV-A
*Child-Support Enforcement Program under Title [V-D
*Social Services Block Grant Program under Title XX

. *Medicaid Program under Title XIX
*Community Services Block Grant under Title Vi

-* *Child Care Development Block Grant under Title IV

~The undersignea certiﬂes to the best of his or her knowiedge and belief, that:

. No Federal appropnated funds have heen pald or will be paid by or on behalf of the undersigned, to
- any person.for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or empioyee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, Ioan or cooperative agreement (and by specific mention
sub-g rantee or sub-contractor). ,

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
. influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shali complete and submit Standard Form LLL, (Disclosure Form to
Repert Lobbymg in accordance with its instructions, attached and identified as Standard Exhlbrt E-I )

3. The undersigned shall require that the Ianguage of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction .
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required

" certification shall be subject to a civil penalty of not less than $10,000 and not more than $100 000 for
each such failure.

. Contractor Name:
By )2 o <¢';\§[ ﬁ
Date ] _ _I\I'_I;Ir;e K.(,,r:‘( J. bd-l'-u.

Pr‘.‘nuph
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
Tepresentative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATICN

1. By signing and submitting this proposal {contract), the prospective pnmary participant is providing the
" ‘certification set out below. . :

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shail submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)

-determination whether to enter into this transaction. . However, faifure of the prospective primary
participant to furnish a cemflcatlon oran explanatlon shall disqualify such person from part|c1patlon in
this transaction.

3. The certiﬁcation in this clause is a material representation of fact upon which reliance was placed

* - when DHHS determined to enter-into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
avallable to the Federal Government, DHHS may terminate thss transaction for cause or default.

4, The prospettive primary partacrpant shall prowde lmmedlate written notice to the DHHS agency fo

. whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submarted or has become erroneous by reason’ cf changed
cnrcumstances . .

5. Theterms “covered transaction,” “debarred," “suspended,” “ineligible,” “lower tier covered
transaction,” "participant,” “person,” “primary covered transaction,” “pringipal,” “proposal,” and
.“voluntarily excluded,” as used in this clause, have the meanings set out in-the Definitions and

Cnuemgesechmeeﬁhe%e&mﬂemenhng&ewﬂve@rde%%%%ﬁ%—ﬁeﬁ e

attached definitions.

6. The prospectlve primary pammpant agrees by submitting thls proposal (contract) that, should the )
proposed covered fransaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declaréd ineligible, or voluntanly excluded
from participation ir this covered transactior, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitling this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all iower tier covered
transactions and in all solicitations. for lower tier covered transactions.

8. A participanit in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may

"decide the method and frequency by which it determines the eligibility of its principals. Each
partlmpant may, but is not required to, check the Nonprocurement List (of excluded parties).

. 8. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and
; . .
Exhibit F ~ Certification Regarding Debarment, Suspension Contractor Initials 4
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information of a participant is not required to exceed that which is nonnally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
.covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal govemment DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS

_ 11. The prospective primary participant certifies to the best of its knowiedge and belief, that it and its

principals:

11.1. are not presently’ debarred suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal {contract} been convicted of or had

~ acivil judgment rendered against them for commission of fraud or a criminal offense in

connection with obtaining, attempting to obtain, or performing a public (Federal, State or !ocal)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsifi oation or destructlon of -
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph {1){b)

. of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more pubhc

transactions (Federal, State or locat) terminated for cause or defauit

-12. Where the prospective primary partlcipant is unable to certify to any of the statements in this
Cerhﬁoatlon such prospective participant shall attach an explanatlon to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS - ' ) .
13. By signing and submitting this lower tier proposal (contract}, the prospective lower tier participant, as
defined.in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
~ voluntarily excluded from participation in this transaction by any federal department or agency.
_ '13.2. where the prospectn.re lower tier participant is unable to certify to any of the above, such
=~ progpective pamclpant shall attach an explanation to this proposal (contract).

14. The prospective lower t:er participant further agrees by submitting this proposal (contract) that rt will
include this clause entitled “Certification Regarding Debarment, Suspension, lnehgtb|l|ty and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered °
transactions and in all solicitations for lower tier covered transactions. .

Contractor Name:

woma ot

pr‘._n't,mpu
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND .
WHISTLEBLOWER PROTECTIONS

The Contracior identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sectlons 1.11 and 1.12 of the General Provisions, to execute the following
cerification: .

.Contractor will comply, and will require any subgrantees or subcontractors to comply, with any appllcable

federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3788d) which prohibits
reciplents of federal funding under this statute from discriminating, either in employment practices or in-
the delwery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act .

requnres certain recipients to produce an Equal Employment Opportumty Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in emp|oyment practices or in the delivery of services or
benefits, on the basis of race, color, religién, national origin, and sex. The Act includes Equal

. Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits reclpients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- - the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial

agsistance from discriminating on the basis of disability, in regard to employment and the dehvery of
services or benefits, in any program or aclivity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131 -34) which prohlblts
discrimination and ensures equal opportunity for-persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and trarisportation; .

- the Education Amendments of 1972 {20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of séx ln federally assisted educallon programs;

- the Age Discrimination Act of 1 975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
Wmmmmwmmmmwmmmm————

T~

employment discrimination;

-28 CF.R. pt. 31 (U.S.'Department of Justice Regulatnons —~ OJJDP Grant Programs); 28 C.F.R. pt 42

{U.S. Depariment of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies

and Procedures), Executive Order No. 13279 (equal protection of the laws for faith-based and community

. organizations); Executive Order No. 13559, which provide fundamerital principles and pollcy-makmg
 criteria for partnerships with faith-based and neighborhood organizations;

-28 C.F.R._pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations);-and Whistieblower protections 41 U.S.C. §4712 and The Nationat Defense Authorization
Act (NDAA,) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against

" reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the

agency awards the grant. False certification or violation of the certification shall be grounds for

suspension of payments, suspension or terrnmatlon of grants, or government wide suspension or .
debarment.

Exhibit G \
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:,

1. By signing'and submitting this proposal (contract) the Contractor agrees to comply with the provns;ons
mdlcated above.

Contractor Name:

T 81) 9

Date _ Name

. . Titler - Kt{\ 3 e -
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C.- Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leasedor
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local govemments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohal treatment. Failure
to comply with the provisions of the law may resuit in the imposition of a civil monetary penalty of up to
31000 per day and!or the lmposmon of an administrative compllance order on the responsible entity.

'The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Prowsmns to execute the. followmg
certification:

1. By signing and submlttmg this contract the Contractor agrees to make reasonable efforts to comply
with all appllcable prowsmns of Public Law 103-227, Part C, known as the Pro-Children Act of 1994.

Contractor Name:

e

Tile: Ku\,\ T Setin |
| PTIRL:{)Q\
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associatés. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have.access to protected health information under this Agreement and “Covered . -
Entlty shall mean the State of New Hampshrre Department of Health and Human Services.

(1) Definitions

a. “Breach" shall have the same meaning as the term “Breach" in sectlon 164.402 of Title 45,
Code of Federal Regulatrons : .

b. “Busmess Assocrate has the meanlng gwen such term in section 160 103 of Trtle 45, Code
of Federal Regulatrons

c. Covered Entity” has the meaning glven such term in section, 160 103 of Title 45
" Code of Federal Regulations. ) :
.d. "Desrgnated Record Set” shall have the same meaning as the term "desrgnated record set’-
in 45 CFR Section 164 501.

e. “Data Agregation” shall have the Same meaning as the term “data aggregétion" in 45 CFR
'Section 164.501. - : : -

f. “Health Care Ogerat:on " shall have the same meaning as the term “health care operatrons
in 45 CFR Sectlon 164.501. . '

_ @ “HITECH Act means the Health Informatlon Technology for Economlc and Clinical Health
' Act, TitleXIl!, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009,

h. “HIPAA" means the Health Insurance Portabllrty and Accountability Act of 1996 Pubtrc Law
1 04-191 and the Standards for Privacy and Security of individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto _

i. "Indwndual" shall have the same meanmg as the term “mduvrdual" in 45 CFR Section 160.103
and shall include a person who qualifies’'as a personal representative in accordance with 45
" CFR Section 164.501 (g) :

j- “Privacy Rule" shail mean the Standards for Privacy of Individually Identifiable Health
- Information at 45 CFR Parts 160 and 164, promuigated under HIPAA by the Umted States
Department of Heaith and Human Services.

k. “Protected Health Information” shalt have the same meaning as the term protected health
information” in 45 CFR Section 160.103, limited to the information created or recewed b
_Busnness Assaociate from or on behalf of Covered Entity. ,alrﬁ :
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. "Required by Law’ shal[ have the same meanlng as the term "reqmred by law” in 45 CFR
Section 164.103.

m. “Secretam" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “‘Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals andis devetoped or endorsed by
a standards developing organlzatlon that is accredited by the American Natlonal Standards
Institute.

p. Other Deﬁnmons At[ terms not otherwise defined herein shall have the meaning
.established under45 C.F.R. Parts 160, 162 and 164 as amended from time to tlme and the
HITECH : .
Act.

@

‘Business Associate Use.and Disclosure of Protected Health Information.

i

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shali not use, disclose, maintain or transmit
PHI in any manner that would cons'titute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
l. For the proper management and administration of the Business Assomate

ii. ‘As required by law, pursuant to the terms set forth in paragraph d. below; or

~lll.—.—.For data.aggregation-purposes for.the health.care operations of Covered—__,___'_ L
b Eﬁt{tya

To the extent Business Associate is permitted under the Agreement to disclose PHIto a
third party, Business Associate must obtain, prior to making any such disclosure, (i)

. reasonable assurances from the third party that such PHj will be held confidentially and
- used -or further disclosed only as required by law or for the purpose for which it was

disclosed to the third party; and (i) an agreement from such third party to notify Business

‘Associate, in dccordance with the HIPAA - Privacy, Segurity, and Breach Notification -

Rules of any breaches of the conﬁdentlallty of the PHI, to the extent it has obtained

. knowledge of such breach.

014

The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. if Covered Entity objects to such disclosure, the Busines

Exhibit | ’ Contractor Initials \
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound:by such additional restrictions and shall not disclose PHI in violation of
such addltlonal restnctlons and shali abide by any additional security safeguards.

Obligatiohs and Activities of Business Associate.

The Business Assaciate shall notify the Covered Entity’s Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the

protected health lnformatlon of the Covered Entlty

.The Business Associate shall |mmed|ately perform a risk assessment when it becemes :

aware of any of the above sﬂuatlons The risk assessment shall include, but not be
hm[ted to _

o The nature and extent of the protected health information Involved, lncluding the
-types of identifiers and the likelihood of re-identification;’
o  The unauthorized person used the protected health information or to whom the
disclosure was made;
o Whether the protected health information was actually acquired or viewed
-- o The extent to which the risk to the protected-health mformatmn has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the fi ndings of the risk assessment in wntlng to the
Covered Entlty

-The Busnness Associate shall comply with all sect:ons of the Privacy, Secunty and
Breach Notification Rule. .

Business Associate shall miake available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entlty s comphance with HIPAA and the Privacy and

-Security Rule, -

Business Associate shall require all of its business associates that receive, use or have

“access to PHI under the Agreement, to agree in writing to adhere to the same

restrictions and conditions on the use and disclosure of PHI contained herein, including

the duty to return or destroy the PHI as provided under Section 3 (). The Covered Entity
.~ shall be considered a direct third party beneficiary of the Contractor's business associate
‘agreements with Contractor s intended business associates, who will be receiving gr _
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of

. protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall'make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement. '

- Within ten (10) business days of receiving a written request from Covered Entity,

Business Associate shall-provide access to PHI in a Designated Record Set to the -
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fuffill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to

" such disclosures as would be requiired for Covered Entity to respond to a request by an

individual for an accounting of dlsclosures of PHI in accordance w;th 45 CFR Section
164.528. .

Within ten (10) business days of recelvmg a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accountlng of disclosures with respect to PHI in accordance with-45 CFR

oA
— — ‘__—Sectltm 164528

K~ lRthe event any individal requests access to, amendment of, or accountlng“of PHI* e

312014

directly from the-Business Associate, the Business Assaciate shall within twa (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business

"Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate

shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable. .

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the,
Agreement, and shall not retain any copies or back-up tapes of such.PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PH! and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business \ Ak .

-
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Associate maintains such PHL. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obtligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
;164.520, to the extent that such change or limitation may aﬂ‘ect Busmess Assocrate s
use or disclosure of PHI.

. Covered Entity shall promptly notify Business Assaciate of any c.hanges' in, or revocation

of permission provided to Covered Entity by individuals whose PH! may be used of |
disclosed by Business Associate under this Agreement, pursuant to' 45 CFR Section:
164.506 or 45 CFR Section 164 508.

. Covered entity shall promptly notify Business Associate of any restrictions on the use or

disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164. 522, .
to the extent that such restnctlon may affect Busmess Assoclate 5 use or dlsc105ure of .
PHI. .

Termmatlon for Cause

In. addmon to Paragraph 10 of the standard terms and conditlons (P-37) of this _
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate

Agreement set forth herein as Exhibit |. The Covered Entity may either immediately .

- términate the Agreement or provide an-opportunity for Business Associate to cure the
. alleged breach within a timeframe specified by Covered Entity. If Covered Entity

determines that neither termlnatlon nor cure is feasible, Covered Entity shall report the

: wolatnon to the Secretary.

. Miscella neous

Definitions and Regulatory References. All terms used, but ot otherwise defined herein,
shall have the same mearing as those terms in the Privacy and Security Rule; amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Secunty Rule means the Section as in effect oras - '
amended.

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and

:Secunty Rule, and applicable federal and state law.

Data Ownershlg The Business Associate acknowledges that it has no ownershlp rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The partles agree that any ambiguity in the Agreement shall be resolved

" to permit Covered Entlty to comply with HIPAA, the Privacy and Security Rule.
3014 - ‘
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Segregation. f any term or condition of this Exhibit | or the application thereof to any

" person(s) or circumstance is held invalid, such invalidity shall not affect other terms or

conditions which can be given effect without the invalid term or'condition; to this end the

terms and condmons of this Exhibit | are declared severable

Sumval., Prowsmns in this Exhibit [ regardtng the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} 1, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the

standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF; the parties hereto have duly executed this Exhibit L.

" Depariment of Health and Human Services - \1\. M b\b*\d A & l 1 (

s ‘ ) The State_ . : Name ofth;Xngh‘ftor -

Signature of Authorize: epreﬁentative' ' Slgnatl}fe Authorized Representanve

)

Laf\CL\C—Lf " jékr‘\{';—gj(:ﬁ-ch& '

- Name of Authorized Represenfative

Name of Authorized Representative

- Title of Authorized Representative

gr-M(C"— f‘%( B - lonl“nmn_\

Title of Authorized Representative

LN BT AT _ 220 i
Date Date / ' _
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE :

The Federal Funding Accountability and Transparency Act (FFATA} requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data rélated to executive compensation and associated first-tier sub-grants of $25,000-or more. if the
initial award is below $25,000 but subsequent grant modifications result in a total award equal to.or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.

. In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following mfonnatlon for.any
subaward or contract award sub]ect to the FFATA reporting requirements:

Name of entity .

Amount of award -

- Funding agency
NAICS code for contracts / CFDA program number for grants

" Program source

Award title descriptive of the purpose of the fundmg action

Location of the entity ‘

Principle place of performance

Unigue identifier of the entity (DUNS #) '
0. Total compensation and names of the top five executives if:

10.1. More than 80%.of annual gross revenues are from the Federal government, and those
" revenues are greater than $25M annually and -

To10.20 Compensatlon information is not already avallable through reportmg to the SEC.

SwEND G E WA

" Prime grant recipients must submﬂ FFATA required data by the end of the month, plus 30 days in whrch
the award or award amendment is made.
The Contractor identified in Section 1.3 of the General. PI'OVISIOI'IS agrees to comply with the provisions of
- The Federal Funding Accountability and Transparency Act, Public Law 108-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
- to have the Contrdctor’s representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification: i
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable prowsions of the Federal
Financial Accountablhty and Transparency Act.

| ‘Contractor Name:
| an [zl | Ko
8 W o T Soo
p’ Fing. {UL-\

Exhibit J — Cerlification Regarding the Federal Funding Contractor initials 2
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

1.

2.

The DUNS number for your enttty is: Dl] - I 6 ‘5 561(75

In your business or organization's preceding completed fiscal year, did your business or-organization
receive (1} 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S, federal contracts, subcontracts, loans, grants, subgrants, andfor
cooperative agreements?

\V___NO . YES
If the answer to #2 above is NO, stop"her_e
if the answer to #2 above is YES, please answer the following: ) -
Does the public have access to information about the compensatioh of the executivesin your .
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1834 (1 5U.8.C. TBm(a) 7Bo(d)) or section 61 04 of the Internal Revenue Code of
19867

NO ' YES

If the answer to #3 above is YES, stop here

if the answer to #3 above is NO, please answer the following:

The names and compensation of the flve most highly compensated officers in your business or
organization are as follows: .

Name: "~ Amount: _

Name: L * Amount;

CUDRHSMTTE Page2 of 2

Name: | . Amount:

Name: Amount:

Name: ) - Amount:

| | 5 !-!‘L,
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