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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette : 29 HAZEN DRIVE, CONCORD, NH 03301
Commissioner 603-271-4501 1-800-852-3345 Ext. 4501
' Fax: 603-271-4827 TDD Access: 1-800-735-2964
Patricia M. Tilley www.dhhs.nh.gov
Director '
July 25, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301 :

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into a Retroactive amendment to an existing contract with STCHealth, LLC
(VC#173134-B002), Scottsdale, AZ, for technical development support for the New Hampshire
Electronic Disease Surveillance System, by exercising a contract renewal option by increasing
the price limitation by $226,851 from $3,024,609 to $3,251,460 and extending the completion
date from June 30, 2022 to June 30, 2023, effective July 1, 2022, upon Governor and
Council approval 100% General Funds

The original contract was approved by Governor and Council on October 21, 2015, item.
#11, amended on November 8, 2017, item #21, amended with Governor approval on October
20, 2020 and presented to the Executive Council on November 18, 2020, informational item #E
and most recently November 18, 2020, item #33.

Funds are available in the following account for State Fiscal Year 2023, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified. : ‘

See attached fiscal details.
EXPLANATION

This request Is Retroactive because additional time was needed to negotiate and finalize
the scope of the work prior to the Contractor and Department reaching mutually acceptable terms.
The Department ‘initiated the amendment process with the Contractor in March 2022. The
resulting negotiations, which resulted in a reduced rate and terms more favorable to the
Department, were not finalized until July 2022,

" The purpose of this request is for the Contractor to continue to provide New Hampshire
Electronic Disease Surveillance System maintenance and support. The electronic system and the
associated modules, STD Patient Reporting Investigation Management System, and
Tuberculosis Program Area Module, are used to investigate and track reportable diseases. The
Department released a Request for Proposal in March 2022 and is in the process of selecting a
vendor to provide a replacement for these three systems, but needs to support the existing
systems during the vendor selection, contracting, data migration, and system transition period.

The Department uses this electronic system to investigate and track more than 10,000
cases of non-COVID infectious diseases each year, as well as the State's COVID cases, which
is approximately 100,000 cases for 2022 year to date. The electronic system gives the
Department capacity to detect outbreaks of infectious diseases, to respond in a timely manner to

The Department of Health and Human Services’ Mission is to join communilies and familics
in providing opporiunities for cilizens to achicve health and independence.
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His Excellency, Governor Christapher T. Sununu
and the Honorable Council
Page 2 of 2

control their spread, and to report these data to the Centers for Disease Control and Prevention,
which is a condition of receiving federal funds for infectious disease prevention and response.
The Department will monitor services by requiring the Contractor to:

¢ Acknowledge critical system issues within 15 minutes and take immediate action
to understand and resolve them '

« Submit written test plans one (1) week prior to any major sofiware release.
s Provide assistance with data migration to the new system.

As referenced in Agreement Part 2, Exhibit C, Special Provisions of the original
agreement, the parties have the option to extend the agreement for up to five (5) additional years,
contingent upon satisfactory delivery of services, available funding, agreement of the parties and
Governor and Council approval. The Department is exercising its option to renew services for one
(1) of the three (3) years available.

Should the Governor and Council not authorize this request, Department will not have
continued support of these electronic surveillance systems that are critical to responding timely
to infectious diseases, including new outbreaks or other public health threats in accordance with
RSA 141-C.

Area served: Statewide
Source of Federal Funds: 100% General Funds

Respectfully submitted,

DocuSigned by:

v &. .

24DARITEDBED4GS...
Lori A. Shibinette
Commissioner DHHS

o Bui—

Dennis Goulet

Commissioner DolT



FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patient Reporting Investiagation
Management System Module, and TB Program Area Module

01-03-03-020010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT
OF, INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF,

IT FOR DHHS
100% General Funds
. Current Increase/ Modified
SFY Class / Account Class Title Job Number Budget (Decrease) Budget
2016 038-500175 Technology Software 03900052 $ 183,485 $0 $ 183,485
2017 038-500175 Technology Software 03900052 3 275,227 $0 $ 275,227
2018 038-500175 Technology Software 03900052 $ 280,732 $0 $ 280,732
2019 038-500175 Technology Software 03900052 3 280,732 $0 $ 280,732
2020 038-500175 Technology Software 03900052 $ 286,346 30 $ 286,346
2021 038-500175 Technology Software 03900052 $0 $0 $0
2022 038-500175 Technology Software 03900052 $0 $0 $0
2023 038-500175 Technology Software 03900052 $0 $226,851 $226,851
Subtotal $ 1,306,522 $226,851 $ 1,533,373
05-95-90-902510-5084 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, EBOLA GRANT )
100% Federal Funds
FAIN # UsS0TP000535 CFDA # 93.074
SFY Class / Account Class Title Job Number gﬂg;:: (g':::::;) hg?f:g::'
2016 102-500731 Contracts for Program 90027030 $ 100,000 30 $ 100,000
Services )
Sub-Total $ 100,000 $0 $ 100,000
05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIQUS DISEASE
CONTROL, NH EPIDEMIOLQGY AND LABORATORY CAPACITY
100% Federal Funds
FAIN # U50CKQ00427 CFDA# 93.521
FAIN # US0CKO000522 CFDA# 93.323
SFY Class / Account Class Title Job Number g::;:: (::;1:::::;) h:;‘:;;i::’
2018 102-500731 Contracts for Prog Sve 90183523 $50,000 $0 $ 50,000
2017 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $ 50,000
2018 102-500731 Conlracts for Prog Sve 90183523 $150,000 $0 3 150,000
2019 102-500731 Contracts for Prog Sve 90183523 $50,000 $0 3 50,000
2020 102-500731 Contracts for Prog Sve 90183523 $50,000 $0 $ 50,000
2021 102-500731 Contracts for Prog Sve 90183520 3 100,000 $0 $ 100,000
Subtotal $450,000 $0 $450,000

05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE

CONTROL, DISEASE CONTROL

FAIN #

U62PS5004014

FAIN #

U52PS004684

100% Federal Funds

CFDA #
CFDA #

Page 10of3

93.944
93.116




FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patient Reporting Investiagation
Management System Module, and TB Program Area Module

SFY Class / Account Class Title Job Number CB;'::;:: (E:éf:::;) I\gouc:;gztd
2016 102-500731 Contracls for Prog Sve 90022000 $ 14,000 01 % 14,000
2017 102-500731 Contracts for Prog Svc 90022000 $ 34,000 501 $ 34,000
2018 102-500731 Contracts for Prog Svc 90022000 $ 112,600 $0| % 112,600
2019 102-500731 Contracts for Prog Svc 90022000 $ 10,000 $0) % 10,000
2020 102-500731 Centracts for Prog Svc 90022000 $ 10,000 01 9% 10,000
Subtotal $ 180,600 3 -| 8§ 180,600
05-95-90-802510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIQUS DISEASE
CONTROL, STD/HIV PREVENTION
100% Federal Funds
FAIN # H25PS00493139 CFDA # 93.977 -
FAIN # U62PS003655 CFDA # 93.940
SFY Class / Account Class Title Job Number g‘:‘g;:: (::;1:(:::::;) MB?:;i::‘
2016 102-500731 Contracts for Prog Svc 90025000 $31,400 $0 $31,400
102-500731 Contracts for Prog Svc 90024000 $13,600 $0 $13,600
SFY 16 Subtotal $45,000 $0 $45,000
2017 102-500731 Contracts for Prog Svc 90025000 $21,500 $0 $21,500
102-500731 Contracts for Prog Svc 90024000 $0 $0 $0
SFY 17 Subtotal $21,500 $0 $21,500
2018 102-500731 Contracts for Prog Svc 90025000 $7.500 $0 $7.500
102-500731 Contracts for Prog Svc 90024000 $10,000 30 $10,000
SFY 18 Subtotal $17,500 30 $17,500
2019 102-500731 Contracts for Prog Svc 90025000 $0 $0 $0
102-500731 Contracts for Prog Svc 90024000 $30,500 50 $30,500
SFY 19 Subtotal $30,500 $0 $30,500
2020 102-500731 Contracts for Prog Svc 90025000 $0 30
102-500731 Contracts for Prog Svc 90024000 +$25,000 $0 $25,000
SFY 20 Subtotal $25,000 $0 $25,000
2021 102-500731 Conltracts for Prog Svc 90025000 $26,000 30 $26,000
102-500731 Contracts for Prog Svc 90024000 $7.,000 30 $7.000
. SFY 21 Subtotal $33,000 $0 $33,000°
2022 102-500731 Contracts for Prog Svc 90025000 - $18,000 $0 $18,000
102-500731 Contracts for Prog Sve 50024000 $7.000 $0 $7.000
SFY 22 Subtotal $25,000 30 $25,000
Subtotal $197,500 $0 $197,500
05-95-90-902510-1901 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN $VS, HHS: DIVISION OF PUBLIC HEALTH, ELC CARES COVID-18
100% Federal Funds
FAIN # NU50CK000522 CFDA # 93.323
SFY Class / Account Class Title Job Number (B:::;;:tt (:;::f:::;) “’;‘:ﬁ;;::j
2021 102-500731 Contracts for Prog Svc 90183518 $200,000 $0 $200,000
' Subtotal $200,000 $0 $200,000

Page 2 of 3




FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveiltance System, Patient Reporting Investiagation
Management System Module, and TB Program Area Module
01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY

2021 038-500175 Technology Software | 3800052 - $292,073 $0 $292,073
SFY 21 Subtotal $292,073 $0 $292,073
2022 038-500175 Technology Software | 3800052 $297,914 $0 $297,914
SFY 22 Subtotal $297,914 $0 $297,914
. Subtotal $589,987 30 $589,987

| TOTAL $3,024,609 $226,851 $3,251,460

Page 30of 3




STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

July 29, 2022
Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire
. 129 Pleasant Street
Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology {DolT)
has approved your agency’s request to enter into a Retroactive contract amendment with STChealth, LLC,
of Scottsdale, AZ as described below and referenced as Dol T No. 2015-063D.

The purpose of this request is for the Contractor to continue to provide New Hampshire
Electronic Disease Surveillance System maintenance and support. The electronic system
and the associated modules, STD Patient Reporting Investigation Management System
(PRISM), and Tuberculosis Program Aféd Modulé (TB PAM), are used to investigate and
track reportable diseases. The Department uses this electronic system to investigate and
track more than 10,000 infectious diseases each year. This electronic system gives the
Department capacity to detect outbreaks of infectious diseases, to respond in a timely
manner to control their spread, and to report these data to the Centers for Disease Control
and Prevention, which is a condition of receiving federal funds for infectious disease
prevention and response.

The funding amount for this amendment is $226,851.00, increasing the current contract
from $3,024,609.00 to $3,251,460.00 and by extending the completion date to June 30,
2023 from the current completion date of June 30, 2022. This amendment shall become
effective retroactive to June 30, 2022, upon Governor and Executive Council approval
through June 30, 2023,

A copy of this letter should accompany the Department of Health and Human Services’ submission
to the Governor and Executive Counci! for approval.

Sincerely,
Denis Goulet
DG/RA
DolT #2015-063D
RID: 53248

cc: Michael Williams, 1T Manager, DolT

"Innovative Technologies Today for New Hampshire's Tomorrow"
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State of New Hampshire
Department of Health and Human Services
Amendment #3

This Amendment to the NH Electronic Disease Surveillance System contract is by and between the State
of New Hampshire, Department of Health and Human Services (hereinafter referred to as the
"Department") and STChealth, LLC.

WHEREAS, pursuant to an agreement {the "Contract”) approved by the Governor and Executive Council
on October 21, 2015, (Item #11), as amended on November 8, 2017, {Item #21), as amended on November
18, 2020 (ltem #33) and as amended with Governor approval on October 20, 2022, as presented to the
Executive Council as an Informational Item on November 18, 2020 (Informational item #E) the Contractor
agreed to perform certain services based upon the terms and conditions specified in the Contract as
amended and in consideration of certain sums specified; and

WHEREAS, pursuant to Contract Agreement — Part |, Section 18, General Terms and Conditions,
Subsection 18.8, Amendment and Contract Agreement - Part 2, Exhibit C, Special Provisions, Section 3
Extensions, the Contract may be amended upon written agreement of the parties and approval from the
Governor and Executive Council; and

WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, and
modify the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Contract Agreement — Part |, Block 1.3, Contractor Name, to read:
STChealth, LLC
2. Contract Agreement — Part |, Block 1.7, Completion Date, to read:
June 30, 2023
3. Contract Agreement- Part |, Block 1.8, Price Limitation, to read:
$3,251,460
4. !;c:cli( Contract Agreement-Part 2, Exhibit A Deliverables, Section 2 Deliverable Schedule, Table
.1k to read:

Table 2.1k Implementation Schedule —Deliverables
Ref#. '

Deliverable | Projected Delivery.

Deliverable T . Type Date

CALENDAR YEAR 9 MAINTENANCE,;
SUPPORT AND ENHANCEMENTS

Maiﬁtenance and Support

Cé6-1.

C6-1.1. | Annual maintenance and suppor for PRISM, TB
PAM and NHEDSS:

The Contractor shall provide a limited license to
use the software and its associated documentation.
The Contractor shall provide limited application Software
support during the license period to ensure the
system is maintained to allow for possible data
migration to a new Disease Surveillance System.
Limited application support will include support only

for bugs deemed critical for the success of the ﬂ:s
program. A critical issue, or P1 is defined below. P
STChealth, LLC Amendment #3 Contractor Initials

§5-2015-DPHS-063-NEDSS-01-A03 Page 10f 7 Date  7/27/2022

Quarterly
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CRITICAL ISSUE DEFINITION

Issues (incident or defect) that require an
immediate effort for resolution. Any planned work is
halted until the resolution of the issue has been
achieved. While there are no guaranteed time
frames for resolution there is a guarantee of
immediate effort to resolve,

The following are some characteristics of a critical
(P1) issue:

- Complete or significant loss of business-critical
function to the intended use of Sentinel, TB Pam
and/or PRISM.

» No workarounds are available to allow the
affected business-critical functions to continue.

» The potential for data corruption or complete loss
of service is time sensitive and any delay could
result in catastrophic faiture.

Support shall include:

» Releases that address any Critical 1ssues within
STC scope.

« Application Customer Support Services

OAccess to an automated system from
reporting issues through tickets and direct
communications to client support staff.

Owiith standard hours of operation: Monday —
Friday, 8 AM-5 PM Arizona time (excludes STC
Holidays)

OThe Contractor shall provide 24 hours per

day, seven days per week, issue response for
critical issues with the production environment.
If a production ticket alert occurs for a critical
issue, Contractor shall take action within 15
minutes of the alert being triggered to begin to
triage the issue and work towards resolution.

OAd-hoc calls when needed for critical issue

discussion.
» Documentation

ORelease/patch notes

ODocumentation portal accessible by all
clients
« Additional features may still be occasionally
added/updated in the application at the
Contractor's sole discretion. These may include:

OPerformance enhancements
OUX improvements

(CGeneral improvements recommended by
Contractor's quality improvement team.
» The standard support agreement does not include
CDC mandated disease reporting updates, user-
requested special reports, or a2 Sentinel dashboard
with data analytics.
* Provide updates of the Sentinel and TB PAM

products via the installation process (Installation [ MD;

STChealth, LLC Amendment #3 Contractor Initials
$5-2015-DPHS-063-NEDSS-01-A03 Page 2 of 7 Date ___.7/27/2022
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performed by the Contractor). Prism not included in
updates.

« Provide a schedule of updates and/or patches for
planning purposes.

» Responsibilities related to performance and log
file maintenance, such as engine backup jobs,
index rebuilds, and execution plan updates.

» Database backups are handled via MS-SQL
scheduled daily events, whereby nightly backups of
the database will be stored on the production
drives. Thirty daily backups will be retained. The
SQL scripting required to make this happen will
continue to be the responsibility of the Contractor.
The Contractor shall monitor the performance of
this script at least weekly to ensure that usable
backups are being correctly stored on the drive.
NH is responsible for doing the back-up offsite.

+ Any changes in backup procedures performed by
the Contractor will be communicated to the State
PM via updated documentation. All costs
associated with problems to restore or recover
from a failure due to systems compromised the
Contractor backup procedures will be the
responsibility of the Contractor.

C6-2.

Optional

Ce-2.1.

Optional enhancements to be defined using the
Change Order Process

Software

6/30/2023

C6-2.2.

Data Migration

The Contractor shall allocate up to 20 hours of
consultative/technical support for Data Migration
needed, with Department approval, to include
meeting time, time researching questions and time
resolving issues. This time will be accounted for in
the template provided by the Department. If
additional support is needed beyond 20 hours, the
Contractor shall invoice New Hampshire on a Time
and Materials basis and invoice based on the
schedule below. The Contractor must provide the
Department with the cost of the Data Migration
consultativeftechnical support, in the template
provided by the Department, prior to work being
initiated. The Department must approve of any
work being completed. The Contractor can only bill
the Department.

Software

6/30/2023

STChealth, LLC

Amendment #3

$5-2015-DPHS-063-NEDSS-01-A03 Page 3of 7

Contractor Initials
Date

(e

7/27/2022
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GSA Professional Services State MEC Rate
Business Analyst $154.35
Configuration Management Specialist $122.85
Cotporate Monitor (Oversight} $234.14
Data Analyst/Conversion Specialist $120.08
Database Engineer $180.33
Documentation Specialist $136.50
GIS Specialist $159.24
Graphics Specialist $99.94
Help Desk Specialist $111.30
UMS/ELR Specialist $186.09
Network Enginesr $166.67
Program Manager $200.76
Prograamer/Analyst $154.35
Project Manager $221.3
Public Health Spectalist $158.79
QA/Test Specialist $120.08
Instailation and Suppart Enginser $166.67
Systems Administrator $132.52
Systems Engineer $180.33
Technical Management $199.59
Traiming Specialist $120.08
Sr. Business Analyst $172.20
Sr. Configuration Management Specialist $142.80
Sr. Database Engineer $223.65
Sr. GIS Specialist $189.37
Sr. Network Engineer 310076
St. Programmer/Anatyst $185.85
Sr. Public Health Specialist $201.87
Sr. QA/Test Specialist $146.24
|| Sr. Systems Data Architect $245.70
Sr. Systems Engineer $18585

5. Modify Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment
Schedule, Subsection 1.2 Firm Fix Price, Table 1.2k Payment Schedule to read:

Table 1.2k:

Payment Schedule

Ref #

Deliverable

Projected

Delivery

Price Payment

Amount

CALENDAR YEARS 7.9

ENHANCEMENTS .

" | MAINTENANCE, SUPPORT,AND |-

Date

C5-1.,

Maintenance and Support

C5-3.1.

Monthly Year 7 maintenance and
support for PRISM, TB PAM and
NHEDSS

Monthly

" $24.339.42

$292,073

C5-3.1.

Monthly Year 8 maintenance and
support for PRISM, TB PAM and
NHEDSS

Monthly

$24,826.21 $297,914

C5-2,

34

Optiornal

C5-4.1.

Optional enhancements to be
defined using the Change Order
Process

Monthly

$258,000 $258,000

I

STCHealth, LLC

5$8-2015-DPHS-063-NEDSS-01-A03

Amendment #3
Page 4 of 7

Contractor Initials

S

Date  7/27/2022
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(Reduced by

YEARS 1 TO 9:

$100,000

: from A2)

Years 7-8 Subtotal for PRISM, $847,987 $847,987
TB PAM, and NHEDSS:

C6. $25,571 $306,851
Monthly Year 9 maintenance and {$100,000
support for PRISM, TB PAM and Monthly from line C5-
NHEDSS 4.1. moved

into line C6)

C6.1 Data Migration As requested $20,000 $20,000
Year 9 Subtotal for PRISM, TB $326,851 $326,851
PAM, and NHEDSS:

GRAND TOTAL- CALENDAR $3,251,460 $3,251,460

6. Modify Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment
Schedule, Subsection 1.4 Future Vendor Rates, Table 1.4b, Future Vendor Rates -
Enhancements to read:

Table 1.4b Future Vendor-Rates — Enhancements

Position SFY | SFY2017 | SFY | SFY | SFY | SFY2021 | SFY2022 | SFY 2023
Title 2016 7/1/16- 2018, 2019 2020. 71i20- | 71M021- 7/1/22-
' 711/15- | 6/30M17 | 7A/17-= | 7TAM8- | 7/1/19- 6/30/21 6/30/22 6/30/23
_ 6/30/16 - 6/30/18 | 6/30/19 | 6/30/20 ' ‘
Project
Manager $206.70 | $219.10 | $232.25 | $246.18 | $260.95 | $260.95 $260.95 | $260.95
Account
Executive $218.36 | $231.46 | $245.35 | $260.07 | $275.67 | $275.67 $275.67 $275.67
Developer
$155.82 | $165.17 | $175.08 [ $185.58 | $196.72 | $196.72 | $196.72 $196.72
Developer
$155.82 | $165.17 | $175.08 | $185.58 | $196.72 | $196.72 $196.72 $196.72
Help Desk
Specialist $112.36 | $119.10 | $126.25 | $133.82 | $141.85 [ $141.85 $141.85 | $141.85
DS
[
.§TChealith, LLC Amendment #3 Contractor Initials ‘

$5-2015-DPHS-063-NEDSS-01-A03

Page 5of 7
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Ali terms and conditions of the Contract and prior amendments not modified by this Amendment remain
in full force and effect. This Amendment shall be effective July 1, 2022, upon Governor and Council
approval. '

IN WITNESS WHEREOQF, the parties have set their hands as of the date written below,

STChealth, LLC

DocuSigned by:

7/27/2022 Midual POFM‘J"
N\ 12EeAF7GOFRCARA
Date Name: michael popovich
Title:
CEO

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
7/2 8/2022 P‘(ﬂ;l‘s M . ‘TI“L"
848FBIBFEBFDACS...
Date Name: Patricia M. Tilley
Title: .
Director
STChealth, LLC Amendment #3

55-2015-DPHS-063-NEDSS-01-A03 Page 6 of 7
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The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

DocuSignad by:
7/28/2022 Eﬂmﬂ% Gnvino

— TR ARNIO IR0

Date Name: Rrobyn Guarino
Title:
Attorney
| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
STChealth, LLC Amendment #3

58-2015-DPHS-063-NEDSS-01-AQ3 Page 7 of 7
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QU

STC
nealt

Sentinel Maintenance

Attn: Katrina Hansen
Chief, Infectious Disease Surveillance Section
Bureau of Infectious Disease Control
New Hampshire Division of Public Health Services
29 Hazen Drive
Concord, NH 03301-6504

Scientific Technologies Corporation
411 South 1st Street
Phoenix, Arizona 85004
480.745.8500 phone
602.598.7712 fax
www.stchealth.com

Information it STC Confideniial & Proprimary " §TChealth

=
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Y )
STC

GENERAL DESCRIPTION

This document provides a Statement of Work (SOW) that identifies the efforts required to support and
sustain the STChealth Disease Surveillance products (Sentinel, TB PAM, and PRISM Integration) that
comprise the New Hampshire’s Electronic Disease Surveillance System (NHEDSS).

STCHEALTH DISEASE SURVEILLANCE — QOVERVIEW

Sentinel is a web-based disease surveillance solution that improves the transfer of disease reports among

" local agencies, enhances the carly detection of disease outbreaks, and uses regional data for
epidemiological investigations. The application is designed to be an integral component of a statewide
disease, bioterrorism, and emergency preparedness system.

Sentinel provides a series of functional features that are core to this product:

¢ Investigation and Case Management » PHIN Case Notification Messages
o (Case Assignment ¢ Patient De-duplication
¢ Electronic Laboratory Reporting (ELR) s Case De-duplication
* Alerts / Notifications ¢ OQutbreak Management System (OMS)
e Collection, Collation, and Storing of Integration
Supplemental Data * Reporting Capabilities
¢ Linking of Contacts e User Management
» NETSS Report Generation *+ HL7 Reporting to CDC

The TB PAM component of NHEDSS is a comprehensive tuberculosis case management tool that
provides extended reporting and case management capabilities specific to tuberculosis cases. 1t conforms
to the most current RVCT requirements established by the CDC.

This case management component includes data collection in the following core areas:

s Patient/client personal information *  Medication treatment regime

+ Case reporting information ¢ Intervention tracking

s Client assessment (includes Risk ¢ System audit log
Assessment and Medical History) » Contact tracing component

* Laband x-ray

PRISM (Patient Reporting Investigating Surveillance Manager) is a web-based application that contains
functionality specific to sexually transmitted diseases (STDs) surveillance. This application is accessed
through single-sign-on (SSO) from the Sentinel application.

Tfermation is STC Confidential & Propriatary ‘. STChealth
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The PRISM surveillance application includes key functionalities that are core to the product:

¢  Administration module ¢ Comorbidity Search
* Report module ¢ Field Records

e Task Lists

e HARS Import Capability

¢ Export Capabilities {Excel, CDC

¢ Investigation Details
¢ Linked Profiles (Contact Tracing)

NETSS) ¢ Maternal Record Types
¢ Electronic Laboratory Reporting (ELR) ¢ User Management
Interface ¢ Query Sentinel from PRISM

APPLICATION LICENSE USE AND CRITICAL ISSUE SUPPORT

Subject to this Scope of Work, STC grants to New Hampshire a limited license to use the software and its
associated documentation. STC will provided limited application support during the license period to
ensure the system is maintained to allow for possible data migration to a new Disease Surveillance
System. Limited application support will include support only for bugs deemed critical for the success of
the program. A critical issue, or P1 is defined below:

CRITICAL ISSUE DEFINITION

Issues (incident or defect) that require an immediate effort for resolution. Any planned work is halted
until the resolution of the issue has been achieved. While there are no guaranteed time frames for
resolution there is a guarantee of immediate effort to resolve. '

The following are some characteristics of a critical (P1) issue:
+ Complete or significant loss of business-critical function to the intended use of Sentinel, TB Pam
and/or PRISM.
s No workarounds are available to allow the affected business-critical functions to continue.
"« The potential for data corruption or complete loss of service is time sensitive and any delay could
result in catastrophic failure.
Please keep in mind the descriptions above are guidelines and do not cover every possible condition or
technical situation. STC will work closely with New Hampshire to ensure the issue is understood and is
accurately deemed a critical issue. STC reserves the right to make final deternuination on priority levels.

. 4
Information is STC Confidential & Propristary $TChealth |
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Historical Critical Issue Examples for Reference

Issue Issue Explanation p Critical. Rationale
- The inability to use the cxport
A bug in the system broke the export function when function globally is a critical
HDSD-1980 ; .
2 people ran the export at the same time issue when caused by the
application code
HDSD-3982 Multiple cases in NHEDSS were presenting the same | CDC IDs are critical to NH's
CDCID reporting to CDC
- . -~ . Vulnerabilities in the
HDSD-5751 Critical secunty vulnc@bl!ltlcs were presented in the application code puts the system
application code . .
and its data at risk

In the case of system slowness, New Hampshire will be responsible for ensuringrdisk space, memory and
CPU are all operating at expected thresholds before submitting a ticket for STC review,

SUPPORT INCLUDES:
* Releases that address any Critical Issues within STC scope.
* Application Customer Support Services
o Access to an automated system from reporting 1ssues through tickets and direct
communications to client support staft.
o With standard hours of operation; Monday — Friday, 8 AM-5 PM Arizona time (excludes
STC Holidays)
o STC provides 24 hours per day, seven days per week, issue response for critical issues
with the production environment. If a production ticket alert occurs for a critical issue,
STC will take action within 15 minutes of the alert being triggered to begin to triage the
issue and work towards resolution.
o  Ad-hoc calls when needed for critical issue discussion.
¢ Documentation
o Release/patch notes
o0 Documentation portal accessible by all chents
* Additional features may still be occasionally added/updated in the application at STC’s sole
discretion. These may include:
0 Performance enhancements
o UX improvements
o General improvements recommended by our quality improvement tcam.

Note: The standard support agreement does not include CDC mandated disease reporting updates, user-
requested special reports, or a Sentinel dashboard with data analytics.

Information is STC Confidanticl & Proprissary STChealth
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DATA MIGRATION .

In the event of transition to a new Disease Surveillance System, STC will make object maps and any
comments available for the purpose of supporting the transition. STC will allocate up to 20 hours of _
consultative/technical support for Data Migration needs as part of this contract, (0 include meeting time, time
researching questions and time resolving issues. If additional support is needed beyond 20 hours, STC will
invoice New Hampshire on a Time and Materials basis and invoice based on the schedule below. This
contract does not include any additional data migration responsibilities from STC.,

GSA Professional Services State MFC Rate
Business Analyst $154.35
Configuration Management Specialist $122.85
Corporate Monitor (Oversight) $234.14
Data Analyst/Conversion Specialist $120.08
Database Engineer $180.33
Documentation Specialist $136.50
GIS Specialist $159.24
Graphics Specialist $99.94
Help Desk Specialist $111.30
UMS/ELR Specialist $186.09
Network Engineer $166.67
Program Manager $200.76
Programmer/Analyst $154.35
Project Manager $221.31
Public Health Specialist $158.79
QA/Test Specialist $120.08
Installation and Support Engineer $166.67
Systems Administrator $132.52
Systems Engincer $180.33
Technical Management $199.59
Training Specialist $120.08
Sr. Business Analyst $172.20
Sr. Configuration Management Specialist $142.80
Sr. Database Engineer $223.65
Sr. GIS Specialist 5189.37
Sr. Network Engineer $200.76
Sr. Programmer/Analyst $185.85
Sr. Public Health Specialist $201.87
Sr. QA/Test Specialist $146.24
Sr. Systems Data Architect $245.70
Sr. Systems Engineer $185.85

Informazion is STC Confidantia! & Proprietary - STChealth
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STC AND NEW HAMPSHIRE DATABASE ADMINISTRATION RESPONSIBILITIES

STC RESPONSIBILITIES INCLUDE:

* Provide updates of the Sentinel and TB PAM products via the installation process (Installation
performed by STC). Prism not included in updates.

s  Provide a schedule of updates and/or patches for planning purposes.

* DBA responsibilities related to performance and log file maintenance, such as engine backup
jobs, index rebuilds, and execution plan updates.

¢ Database backups are handled via MS-SQL scheduled daily events, whereby nightly backups of
the database will be stored on the production drives. Thirty daily backups will be retained. The
SQL scripting required to make this happen will continue to be the responsibility of STC. STC
will monitor the performance of this script at least weekly to ensure that usable backups are being
correctly stored on the drive, NH is responsible for doing the back-up offsite.

s Any changes in backup procedures performed by STC will be communicated to the State PM via
updated documentation. All costs associated with problems to restore or recover from a

failure due to compromised STC backup procedures will be the responsibility of STC.

NEW HAMPSHIRE RESPONSIBILITIES INCLUDE:

¢ Daily backup of the servers including the application and the MS-SQL. produced database
backups will be the responsibility of DolT. Any and all costs associated with problems to restore
or recover from a failure due to compromised DOIT backup procedures will be the responsibility
of the State of New Hampshire.

» No modifications to the application outside the updates or run any script that will update the
database. STC will not be responsible should an issue arise from a modification to the
application.

¢ Upon notification from STC of any environment changes or planned updates, the State Project
Manager will notify DolT of any updates or patches for planning purposes.

¢  Ensuring disk space, memory and CPU are all operating at expected thresholds

SENTINEL MAINTENANCE AND SUPPORT COST

The following table provides the Monthly price to provide the NHEDSS maintenance and support that
includes Sentinel, TB PAM and the PRISM Integration. The cost is $25,571 per month or $306,851 per
year.

Informarion u STC Confidantial & Propvisiary STChealth ) . I
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TOTAL PRICING SUMMARY

Product Name Extension Year |
No Cloud Hosting

(2022-2023)

NHEDSS (Sentinel / TB PAM / PRISM) $306,851

Maintenance and Support
Monthly Total $25,571
TIMELINE

This subscription is effective July 1, 2022 through June 30, 2023.

Information is STC Confidemiial & Proprietary STCh ea |th
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that STCHEALTH, LLC is
a Delaware Limited Liability Company registered 1o transact business in New Hampshire on February 15, 2002. [ further certify
that all fees and documents required by the Secretary of State’s office have been received and is in good standing as far as this

office is concerned.”

Business [D: 397216
Certificate Number: 0005787860

IN TESTIMONY WHEREOF,
1 hereto set my hand and cause to be alMixed
the Seal of the State of New Hampshire,

this 7th day of June A.D. 2022.

David M. Scanlan

Secretary of Siate
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CERTIFICATE OF AUTHORITY

l Todd Watkins , hereby certify that:
{Name of the elected Officer of the Corporation/LLC; cannot be contract signatory)

1. | am a duly elected Clerk/Secretary/Officer of _ STChealth, LLC
{Corporation/LLC Name)

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on April 18, 2022, at which a quorum of the Directors/shareholders were present and voting.
{Date)

VOTED: That _Michael L. Popovich, Chief Executive Officer (may list more than one person)
{Name and Title of Contract Signatory)

is duly authorized on behalf of _ STChealth, LLC to enter into contracts or agreements with the State
{Name of Corporation/ LLC)

of New Hampshire and any of its agencies or departments and further is authorized to execute any and all
documents, agreements and other instruments, and any amendments, revisions, or modifications thereto, which
may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contracl/contract amendment to which this certificate is attached. This authority was valid (30} days
prior to and remains valid for sixty {60) days from the date of this Certificate of Authority. | further certify that it
is understood that the State of New Hampshire will rely on this certificate as evidence that the person(s) listed
above currently occupy the position(s) indicated and that they have full authority to bind the corporation. To the
extent that there are any limits on the authority of any listed individual to bind the corporation in contracts with the
State of New Hampshire, all such limitations are expressly stated herein.

A

Signature of Elected Officer
Name: Todd Watkins
Title: President

Dated: 06/14/2022

Rev. 03/24/20
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DATE {(MMDDIYYYY)

Y o '
A|CORD CERTIFICATE OF LIABILITY INSURANCE 2125/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFCRMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ias) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subjact to the terms and conditions of the policy, certain policias may require an andorsement. A statement on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

TONTACT ;-
PBR?(?\:%EE Brown Insurance of AZ, Inc ' L‘:B'EE Lisa Brode FAX
2800 North Central Avenue, Suite 1100 é%cﬂg&n..soz-em-?oss {AJC, No):
Phoenix AZ 85004 ADORESS: Lisa.Brode@bbrown.com

INSURER{S$) AFFORDING COVERAGE NAICH

INSURER A : Hartford Casualty Insurance Co 29424
INSURED : SCIETEC-| \ysurer B : Crum & Forster Specialty Insurance Company 44520
E.T .F g E.!Iiltt hS%rlé‘e:t ' INSURER ¢ ; Hudson Excess Insurance Company 14484
Phoenix AZ 85004 INSURER D ; Landmark American Insurance Co 33138

INSURERE ;

INSURER F :
COVERAGES CERTIFICATE NUMBER: 1454882504 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED, NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION QF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

N ADBLISUBR] FOLICY EFF | POLICY EXP
L'FF? TYPE GF INSURANCE INSCH wWyh POLICY NUMBER {MMIDDIYYYY) {MSJD%HYYV) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY Y 59SBABES166 §/912022 §/9/2023 | EACH OCCURRENCE $ 1,000,000
["OAMAGE TO RENTED
CLAIMS-MADE OCCUR PREMISES (Ea oceurrance) | $1.000,000
MED EXP [Any one person) $ 10,000
PERSONAL 8 ADVINJURY | § 1,000,000
| GEN'L AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
POLICY D JECT - LOC PRODUCTS - COMP/OP AGG | $ 2,000,000
OTHER: Employse benefits $ 1,000,000
COMBINED SINGLE LIMIT
A | AUTOMOBILELIABILITY 59SBABE9166 5/9/2022 5/9/2023 | (3 accident) $ 1,000,000
ANY AUTO BODILY WJURY (Per person) | $
owi SCHEDULED :
AUTOS oNLY - ScHED BODILY INJURY (Per accident)] $
% | Hi % | NON-OWNED PROPERTY DAMAGE s
Sl AUTOS ONLY AUTOS ONLY |_tPer accident),
s
c UMBRELLA LIAB X | occur Y EEU1275007 3/29/2022 3/29/2023 | gACH OCCURRENCE $ 5,000,000
X [EXCESSLIAB CLAIMS-MADE AGGREGATE $ 5,000,000
oeo | X | RETENTIONS 10 500 $
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YIN Shryre | [
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $
OFFICER/MEMBEREXCLUDED? NiA
(Mandatory in NH) E.L. DISEASE - EA EMPLOYEE] §
s, describe under
D scmpnon OF OPERATIONS below E.L. DISEASE - POLICY LIMIT | §
B | Professional - Cyber Y TEO-3014908-01 3/29/2022 3/29/2023 | Each claim 5,000,000
D | Excess Liab $5mxXS10M LHZ845695 3129/2022 372972023 | Aggregate limii 5,000,000

DESCRIPTION OF OPERATIONS | LOCATIONS ! VEHICLES (ACCRD 101, Additlonal Remarks Schadule, may be attached  more space I raquired)
RE: 411 S 1st Street
Phoenix, AZ 85004

Professional - Cyber coverages:
A-Insuring Agreement A - Media content, Network Security and
Prwacy Liabilily
- Insuring Agreement B - Data Breach Expenses
C Network Extortion Expense
See Aftached...

CERTIFICATE HOLDER CANCELLATION 30 days

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire ACCORDANCE WITH THE POLICY PROVISIONS.

Attn: Department of Health and Human Serwces

129 Pleasant Street AUTHORIZED REPRESENTATIVE

Concord NH 03301 ; j Z

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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AGENCY CUSTOMER ID: SCIETEC-01

: LOC #:
" Yo . '
ACORD ADDITIONAL REMARKS SCHEDULE Page 1 of 1

AGENCY
Brown & Brown Insurance of AZ, Inc

POLICY NUMBER

CARRIER NAIC CODE

NAMED INSURED
STCHealth LLC
411 S 15 Street
Phoenix AZ 85004

EFFECTIVE DATE:

ADDITIONAL REMARKS

THIS ADDITIONAL REMARKS FORM IS A SCHEDULE TO ACORD FORM,

FORM NUMBER:

25  FORM TITLE: CERTIFICATE OF LIABILITY iNSURANCE

Excess professional - cyber policies:
Hudson Insurance Company

Policy # EEU12750 06

03-29-22 to 03-29-23

$5,000,000 excess of $5,000,000

Hudson Specialty Insurance Company
Policy # LHZ845695

03-29-22 to 03-29-23 .
$5,000,000 excess of $10,000,000

30 days cancellation notice.
10 days notice of cancellation for non payment.
Subject to policy terms, conditions, limitations and exclusions.

Additional Insured and Waiver of Subrogation applies Per attached form SS00080405.

ACORD 101 (2008/01)

© 2008 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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~ Ya . DATE (MMIDD/YYYY|
ACORD CERTIFICATE OF LIABILITY INSURANCE ooz

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policles may require an andorsement. A statamant on
this certificate does not confer rights to the certificate holder in lieu of such endorsement(s).

PRODUCER . Em‘:‘a Automatic Data Processing Insurance Agency, Inc.
Automatic Dala Procaessing Insurance Agency, Inc. [ PHONE exy 1-800-524-7024 F A, Hoy:
ADORESS:
1 Adp Boulevard INSURER(S) AFFORDING COVERAGE NAIC #
Roseland NJ 07068 INSURER A ; Hartford Insurance Company of lllinols 38288
INSURED STCHEALTH, LLC INSURER B :
INSURER C :
411 S 1st St : INSURER D :
INSURERE :
Phoenix AZ 850042754 | uSURERF:
COVERAGES CERTIFICATE NUMBER: 2556146 REVISION NUMBER:

THIS 1S TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSICNS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

NER ADDLTSUBR] POLICY EFF | POLICY EXP
LTR TYPE OF INSURANCE INSD | WvD POLICY NUMBER (MMIDD/YYYY) | (MMDDIYYYY) LIMITS
COMMERCIAL GENERAL LIABILITY EACH OCCURRENCE $
[DAKMAGE TO'RENTED
CLAIMS-MADE OCCUR PREMISES (Ea occurence) | $
MED EXP (Any one parson) $
- PERSONAL & ADVINJURY [ 3
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $
poucy [ ) 58S% [ Joc PRODUCTS - COMPIOP AGG | $
OTHER: 3
AUTOMOBILE LIABILITY &QWGW Ll g
ANY AUTO BODILY INJURY (Per parson) | §
OWNED SCHEDULED "
|__| autos onwy AUTOS BODILY INJURY {Per accident) | §
HIRED NON-CWNED PROPERTY DAMAGE $
AUTOS ONLY AUTOS ONLY {Per accident}
. s
UMBRELLA LIAB OCCUR EACH OCCURRENCE 3
EXCESS LIAB CLAIMS-MADE AGGREGATE s
pep | | RETENTIONS 3
WORKERS COMPENSATION PER oI
AND EMPLOYERS' LIABILITY YIN ' Xlsthwre | [ 095,000
ANY PROPRIETOR/PARTNEREXECUTIVE L 000,
A |OFFICERMEMBER EXCLUDED? NIA[ N | TBWEGZT3467 04/01/2022 | 04/01/2023 | 1. EACH ACCIOENT $
{(Mandatory In NH) E.L. DISEASE - EA EMPLOVER § 1,000,000
!fées. describe under 1.000.000
DESCRIPTION OF OPERATIONS below E.L. DISEASE - POLICY LiMIT [ s 1.000,

DESCRIPTION OF OPERATIONS { LOCATIONS { VEHICLES (ACORD 101, Addlfional Remarks Schedule, may ba attached if more 3pace Is requirad)

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire, Attn; Department of Health and THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Human Services ACCORDANCE WITH THE POLICY PROVISIONS.

129 Pleasant Street

AUTHORIZED REFPRESENTATIVE

Concord © NH 03301 _7'(-..@%3&-»*
|

© 1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) The ACORD name and logo are registered marks of ACORD
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES
29 HAZEN DRIVE, CONCORD, NH 03301
603-1714501  1-800-852-3345 Ext. 4501

Fax: 603-271-4817 TOD Access: 1-800-735-2564
www.dhhinb.goy -

QOctober 21, 2020

His Exceallency, Governor Christopher T. Sununu
and the Honorable Council
State House .
T Concord, New Hampshire 03301

INFORMATIONAL ITEM

Pursuant to RSA 4:45 RSA 21-P:43, and Section 4 of Executive Order 2020-04 as
extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, 2020-14, 2020-15, 2020-16,
2020-17, 2020-18, and 2020-20, Governor Sununu has authorized the Deparntmant of Health and
Human Services, Division of Public Health Services, to enter inte a Sole Source amendment to
an existing contract with Scientific Technologies Corporation (VC#173134-B002}, Scoftsdale, AZ,
for COVID-19 related system enhancements to the New Hampshire Electronic Disease
Surveillance System, by increasing the price limitation by $358,000 from $2,686,609 to
$3.024,600 effective October 20, 2020. This item is contingent upon Govemor and Council
approval of the corresponding requested action to extend the completion date. 100% Federal
Funds.

The original contract was approved by Governor and Council on October. 21, 201 5"‘ite.m
#11, and most recently amended with Governor and Council approval on November 8, 2017, item
#21.

Funds are available in the following accounts for State Fisca! Year 2021, and are
anticipaled to be available in State Fiscal Year 2022, upon the availabilty and continued
appropnation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office, .
if needed and justified.

See attached fiscal detalis.
EXPLANATION

This amendment is Sole Source because the c¢ontract was originally approved as sole
source and MOP 150 requires any subsequeni amendments to be idéntified as sole source. -
Scientific Technologies Corporation (STC) is the only Contractor that is able {o provide the
maintenance and support of this proprietary software.

The purpose of this amendmeant is to complete enhancements to the New Hampshire
Electronic Disease Surveillance System to support COVID-19 case investigation and contact
tracing. The Department uses this system to track the occurrence of all reportable infectious
diseases in New HMHampshire, mcludlng COVID-19. 'The Contractor will improve system
functionality and the automated processing of laboratory test results that are imported into the
system, resulting in prompt disease investigations. The Contractor will alsc improve-the ability to
access and export investigation data in the system. This data will be analyzed and integrated into
visualization dashboards maintained by the Department to support COVID-19 situationa!

The Depariment of Health-and Human Services' Mission is to join communities and families
in providing opporiunilies for ¢itivens lo achieve health ond independence.
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His Exceliency, Governor Christopher T. Sununy
and the Honorable Council
Pege 2 0f 2

awareness and response activities. All enhancements to the systern will be pursued using a
standardized change order process that outlines the business requirements for the work and
estimated cost for State approval prior to any work commencing.

The Department will monitor contracted services by requiring the Contractor to:

+» Submit written validation of Requirements for Work for each enhéncement
deliverable.

. Sub‘mlt written test plans and one '(1) week prior to any major software release.
* Receive State acceptance of enhancement deliverables following their delivery.
¢ Participate in bi-weekly contract status calls with the bepartmont.

* Area served: Statewide '

Source of Funds: 100% Federal Funds

In the event that the Federal Funds become no longer available, General i’-‘unds will not
be requested to support this program.

Respedtfully submitted,

Lori A. Shibinette
Commissioner



DocuSign Envelope ID; B2165A85-9533-4018-80C5-5F 1911985EAA

FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Survelllance System, Patient Reporting Investiagation
Management System Module, and TB Program Area Module

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT
OF, INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF,

IT FOR DHHS
100% General Funds
Current Increase/ Modified
SFY Class / Account Clasgs Title Job Number Budget (Decrease) Budget
2016 038-500175 Technology Software 03900052 $ 183,485 $0 $ 183.485
2017 038-500175 Tachnology Software 03900052 $ 275227 $0 $ 275,227
2018 038-500175 Tachnology Software 03900052 $ 280,732 $0 $ 280,732
2019 038-500175 Tachnology Software 03800052 $ 280,732 $0 $ 280.732
2020 038-500175 Technology Software 03900052 $ 286,346 $0 $ 286,246
Subtotal $ 1,306,522 30 $ 1,306,522
05-95-90-902510-5084 HEALTH AND SOCIAL SERVICES, DEPT OF KEALTH AND ’
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, EBOLA GRANT
. . 100% Federal Funds
FAIN # Ug0TP000535 CFDA # 93.074
' Current Increase/ Modifiad
SFY Class / Account Class Title Job Number ~ Budget (Decrease) Budget
2016 102-500731 Contracts for Program 90027030 $ 100,000 $0 $ 100,000
Services
Sub-Total $ 100,000 $0 3 100,000
.05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION COF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, NH EPIDEMIOLOGY AND LABORATORY CAPACITY
100% Federal Funds
- FAIN # US0CK000427 .CFDA # 93.521
FAIN # U50CK000522 CFDA # 93.323
. Current increase/ Modified
SFY Class / Account Cilass Title Job Number Budget (Decreaso) . Bu_dgqt
2016 102-500731 Contracls for Prog Svc 90183523 $50,000 $0 $ 50,000
2017 102-500731 Contracls for Prog Svc 90183523 $50,000 $0 $ 50,000
2018 102-500731 Contracts for Prog Sve 90183523 - $150,060 30 ] 150,000 | -
2019 102-500731 Contracts for Prog Svc 90183523 $50,000 $0 $ 50,000
2020 102-500731 Contracls for Prog Svc 90183523 $50.000 30 $ 50,000
2021 102-500731 Contracls for Prog Svc 90183520 S0 $ 100,000{ & 100,000
Subtotal $ 350,000 $100,000 3 450,000
05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN $VS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, DISEASE CONTROL
: 100% Federal Funds
FAIN # U62PS004014 CFDA # 93.944
FAIN # U52PS004684 CFDA # 93.116
Current Increase/ Modified
SFY Class / Account Class Title Job Number Budgot (Decrease) Budget
2016 102-5007 31 Contracts for Prog Svc 90022000 b ] 14,000 5018 14,000
2017 102-500731 Conlracts for Prog Svc 80022000 $ 34,000 $0[8% 34,000
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FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patlent Reporting Invastiagation
Management Systam Module, and TB Program Area Module

2018 102-500731 Conlraclg for Prog Sve 90022000 $ 112,600 SO % 112,600
2018 102-500731 Contracts for Prog Sve 90022000 5 10.000 80| % 10,000
2020 102-500731 Contracts for Prog Svc 90022000 $ 10,000 . 30| % 10,000
Subtotal $ 180600]| 8 -1 8 180,600
05-95-90-902510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
KUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, STD/HIV PREVENTION
100% Fedara! Funds
FAIN # H25PS50049339 CFDA # 93.977
FAIN # U62PS003655 CFDA # 93.940
SFY Class / Account Class Title Job Number g::;:: (g‘:::::;) Ma?f:;'::’
2016 102-5007 31 Contracts for Prog Svc 30025000 $31,400 20 $31.400
102-500731 Contracts for Prog Svc 80024000 $13,600 $0 $13,500
SFY 16 Subtotal $45.000 30 $45,000
2017 102-500731 Coniracts for Prog Svc 90025000 $21,500 $0 $21,500
102-500731 Contracts for Prog Svc 90024000 $0 $0 $0
SFY 17 Subtotal $21,500 $0 $21.500
2018 102-500731 Contracts for Prog Sve 90025000 $7,500 $0 $7,500
102-500731 Conlracts for Prog Svc 90024000 $10.000 . $0 $10,000
" SFY 18 Sublotal $17.500 80 $17,500
2019 102-500731 Conlracts for Prog Sve 90025000 - 30 $0 $0
102-500731 Contracts for Prog Svc 90024000 $30,500 $0 $30,500
. SFY 19 Subtotal $30.500 $0 $30,500
2020 102-5007 31 Contracts for Prog Sve " 90025000 $0 $0
) 102-500731 Coniracts for Prog Svg 80024000 $25,000 $0 $£25,000
SFY 20 Subtotal $25,000 $0 $25,000
2021 102-500731 Contracts for Prog Svc 90025000 £0 $26,000 - $26,000
102-500731 Contracts for Prog Sve 80024000 $0 £7,000 $7,000
SFY 21 Subtolal $0 $33,000 $33,000
2022 102-500731 Contracts for Prog Svc 90025000 $0 $18,000 $18,000
102-500731 ] Contracts for Prog Svc 90024000 $0 $7.,000 $7.000
SFY 22 Sublotal $0 $25,000 $25,000
Subtotal $139,500 $58,000 $197,500
05-95-90-902510-1901 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
100% Federal Funds
FAIN & NUSOCK000522 CFDA # $3.323
Currant Incroase! Modified
SFY Class ! Account Class Tlltle Job Number Budget (Decrease) Budgot
2021 102-500731 Contracts for Prog Svc | 90183518 £0 $200,000 $200,000
Subtotal 30 $200,0600 $200,000
01-03-03-030010-7695000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
2021 038-500175 Technology Software 3800052 $292.073 0 $292.073
SFY 27 Sublota! $292,073 30 $282,073
2022 (38-500175 Technology Software | 3800052 $207.914 $0 $207.914
SFY 22 Subtolal . $297.914 0 $297.914
~ Subtotal 3589987 $0 $589,987
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FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Survelllance System, Patlent Reporting Invastlagation
Management System Module, and TB Program Area Module
[ roraL | s2,666609 | $358,000 | $3,024,609 |
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Lori A. Shibinette 29 HAZEN DRIVE, CONCORD, NH 03301
Comorbsxioner 603-271-4501  (-800-852-3348 Exi 4501
Fax: 603-271-4827 TDD Access: 1-800-735-2964
Lisa M. Morsts www.dhbsnh.gov
Director

October 5, 2020

His Excellency, Govemnor Christopher.T. Sununu
and the Honorable Council

State House

Concond, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health
Services, to enter into 8 Retroactive Sole Source amendment to an existing contract with
Scientific Technologies Corporation (VC#173134-B002), - Scottsdale, AZ, for technical
development, support, and services of the New Hampshire Electronic Disease Surveillance
System (NHEDSS), by exercising a renewal option by extending the completion date from June
30, 2020, to June 30, 2022, end by increasing the price limitation by $589,987 from $2,076,622
‘to $2,666,609, effective retroactive to June 30, 2020, upon Governor and Council approval. 50%
Federal Funds and 50% General Funds. .

The original contract was approved by Governor and Council on October 21, 2015, item
#11 and most recently amended with Governor and Council approval on November 8, 2017, item
#{21). The Depariment has submitted a request tc Govemor Sununu to approve the addition of
$358,000 to support system enhancements to the Electronic Disease Surveillance System related
to COVID-19.

Funds are available in the following accounts for State Fisca! Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the avallability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price IImitation and encumbrancas betwesn state fiscal years through the Budget Office,
if needed and justified. '

See attached flacal detalls.
EXPLANATION

This request is Retroactive because more time was needed 10 negotiate and finalize the
scope of the work prior to the Contractor accepting the terms of the agreement. The Department
initiated the amendment process with the Contractor in March 2020. However, the Department
required additional time to negotiate a reduced rate with the Contractor more favorable to the
State; the resulting rate was not finalized until August 2020.

This request is Sole Source because the contract was originally approved as sole source
and MOP 150 requires any subsequent amendments to be identified as sole source. Scientific
Technologies Corporation (STC) is the only vendor that is able to provide the maintenance and
support of this proprietary software.
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His Excellency, Govemor Christopher T. Sununu
and the Honorable Council
Page 2 of 2

The purpose of this request is for the Contractor to continue to provide New Hampshire
Electronic Disease Surveillance System maintenance and support. The electronic systerm and the
associated modules, STD Patient Reporting Investigation Management System (PRISM), and
Tuberculosis Program Area Module (TB PAM), are used to investigate and track reportable
diseases. The Department uses this electronic system to investigate and track more than 10,000

-infectious diseases each year. Thig electronic system gives the Department capacity to detect
outbreaks of infectious diseases, to respond in a timely manner to contro! their spread, and to
report these data to the Centers for Disease Control and Prevention, which is a cond:tnon of

- receiving federal funds for infectious disease prevention and response.

The Contractor will continue to provide annual support and maintenance, including Help
Desk Support, bug fixes, patches, and software updates. In addition, the. Contractor will enhance
system functionality as requested by the Depariment to adjust for changing disease reporting
needs. The system and these enhancements will improve the Department’s ability to control the
spread of infectious diseases in New Hampshire. )

The Department will monitor contracted services by requiring the Contractor to:
» Submit written validation of Requirements for Work for each enhancement
deliverable.
» Submit written test plans and.one (1) week prior to any major software release.
* Receive State acceptance of enhancement deliverables following their delivery.
» Participate in bi-weekly contract status calls with the Department.

As referenced in Agreement Part 2, Exhibit C, Special Provisions of the original contract,
the parties have the option to extend the agreement for up to five (5) additional years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and Governor
and Council approval. The Department is exercising its option to renew services for two (2) of the
five (5) years available.

‘Should the Governor and Council not authorize this request, the Department will not have
continued support of these electronic surveillance systems that are critical to responding timely
to infectious diseases, including new outbreaks or other public health threats in accordance with

RSA 141-C.
Area served: Statewide
Sourca of Funds: 50% Federal Funds and 50% Genara! Funds.

In the event that the Federa! Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submmed

oriA. S hnbinette
Commissioner

o A5

The Depariment of Health and Human Services’ Mission Qﬁﬂmﬁmﬁﬁyﬁb and femilies
i in providing opporiunities for citizens to achisv(heriirpbddadrperdence.

RID# 53248
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FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Survelllance Syatern, Patient Reporting Investiagation Management
System Module, and TB Program Area Module

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT OF,
INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR
DHHS

100% General Funds

SFY, Class / Account Class Title Job Number Current Budget Increase/ Modified Budget
' . {Decrease)
2016 038-500175 Technology Software 03900052 $183.485 $0 $183,485
2017 038-500175 Technology Software 03900052 $275,227 $0 $275.227
2018 038-500175 Technology Software 03900052 $280,732 30 $280.,732
2019 038-500175 Technology Software 03900052 $280,732 $0 $280,732
2020 038-500175 Technology Software 03900052 $206,346 $0 $206.346
: Subtotal $1,306,522 30 $1,306,522
05-95-90-802540-5084 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
EBOLA GRANT
) 100% Federal Funds
FAIN# UadTPO00S535 CFDA # 93.074
SFY Class / Account Class Title Job Number Current Budget Increase/ Modified Budget
(Decrease)
2016 102-500731 Contracts for Prog Svc 90027030 $100,000 $0 $£100,000
Sub-Total $100,000 30 $100,000
05-95.90.903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
NH EPIDEMIOLOGY AND LABORATORY CAPACITY
100% Federal Funds
FAIN # US0CK000427 CFDA # 93.521
FAIN # US0CK000522 CFDA # 93.323
SFY Class-/ Account Class Title Job Number Current Budget Increase/ Modifled Budget
{Decrease) !
2016 102-500731 Contracts for Prog Sve 90183523 .$50,000 $0 $50,000
2017 102-500731 Contracis for Prog Sve 80183523 $50.000 $0 $50.000
2018 102-500731 Cdntracls for Prog Svc 90183523 $150,000 ) $150,000
2019 102-500731 Contracts for Prog Svc 90183523 $50.000 30 $50,000
2020 102-500731 Contracls for Prog Sve 90183523 $50,000 $0 $50.000
§ Subtotal $350,000 30 $350,000
05-95-90-902510-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
DISEASE CONTROL
100% Federzl Funds
FAIN # U62P5004014 CFDA # 93.944
FAIN # U52P5004684 CFDA # 83.116
SFY | Class/Account Class Title Job Number | Current Budget | '"™®3%¢/ | wiodified Budget
, (Decrease)
2016 102-500731 Contracis for Prog Sve 90022000 $14.,000 $0 $14,000
2017 102-500731 Conlracis tor Prog Svc 90022000 $34,000 30 $34,000
2018 102-500731 Conlracts for Prog Svc 90022000 $112.600 $0 $112.600
2019 102-500731 Contracts for Prog Sve 90022000 $10.000 $0 $10,000
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FINANCIAL DETAIL ATTACHMENT SHEET
NH Eloctronic Disease Survelllance System, Patient Reporting Investiagation Management
System Module, and TB Program Area Module

2020 102-500731 Contracts for Prog Svc 90022000 $10,000 50 $10,000
Subtotal $180,600 $0 $180,600
05-95-80-902510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL,
STDMIV PREVENTION
100% Faderal Funds
FAIN # H25P50049339 CFDA ® 93.977
FAIN # U62PS5003655 CFDA # 93.940
SFY Class / Account Class Title Job Number Curront Budget Increase/ ModIiflad Budgot
(Decrease)
2016 102-500731 Contracts for Prog Svc 90025000 $31.400 $0 $31,400
102-500731 Contracts for Prog Svc 90024000 $13.600 $0 $13.600
SFY 16 Subtotal $45,000 $0 ~ $45,000
2017 102-500731 Contracts for Prog Sve 80025000 $21,500 30 $21,500
102-500731 Contracts for Prog Svc 20024000 %0 50 $0
SFY 17 Subtotal $21,500 $0 $21,500
2018 102-500731 Contracts for Prog Sve 90025000 $7.500 $0 $7,500
102-500731 Contracis for Prog Svc 90024000 $10.000 $0 $10.000
’ SFY 18 Subtotal $17.500 $0 $17,500
2019 102-500731 Contracts for Prog Svc 90025000 $0 $0 £0
102-500731 Contracts for Prog Sve 90024000 $30,500 $0 $30,500
SFY 19 Subtotal $30,500 $0 $30,500
2020 102-500731 Contracts for Prog Sve 90025000 30 $0
’ ) 102-500731 Conlracts for Prog Sve 90024000 $25,000 $0 $25.000
SFY 20 Subtotal $25,000 $0 $25,000
Subtotal $139 500 30 $139,500
05-95-80-902510-1501 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
* §VS, HHS: DIVISION OF PUBLIC HEALTH, ELC CARES COVID-19 ’
_ 100% Federal Funds
FAIN# _ NUS0CK000522 CFDA# 93.323
01-03-03-030010-7685000 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY
2021 038-500175 Technology Software | 3800052 30 - $292.073 $292.073
SFY 21 Subtotal $0 $292,073 $292,073
2022 038-500175 Technology Software { 3800052 $0 $297.914 $297.914
SFY 22 Sublotal 80 $297,914 $297.914
Subtotal $0 $589,987 $589,587
[ TOTAL $2,076,622 - $589,987 $2,666,609
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

October 28, 2020

Lori A. Shibinette, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of [nformation Technology (DolT)
has approved your agency’s request to enter into a Retroactive Sole Source contract amendment with
Scientific Technologies Corporation, of Scottsdate, AZ as described below and referenced as DolT No.
2015-0638B. '

The purpose of this amendment to continue the maintenance, support and enhancement of
the existing disease surveillance system, known as the New Hampshire Electranic Disease
Surveillance System. This system is used to manage the investigation and response to more
than 8,000 infectious disease repons that are reported cach year in New Hampshire under
RSA 141-C. This system is critical to the state's capacity to monitor and control the spread
of infectious diseases, detect outbreaks of infectious diseases, to respond in a timely
manner 10 control their spread, and to report these data to the Center for Disease Control
and Prevention, which is a condition of receiving federal funds for infectious disease
prevention and response.

The funding amount for this amendment is $589,987, increasing the current contract from
$2,076,622 to 82,666,609 and by extending the completion date to June 30, 2022 from the
original completion date of June 30, 2020. This amendment shall become effective
retroactive to June 30, 2020, upon Governor and Executive Council approval through June
10, 2022,

A copy of this letter should accompany the Department of Health and Human Services' submission
to the Govemor and Executive Council for approval.

Sincerely,
Denis Goulet
DG/kaf -
DolT #2015-0638B
RID: 53248

cc: Michael Williams, IT Manager, DolT

"innovative Technologies Todoy for New Hampshire's Tomorrow"”
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New Hampshire Department of Health and Human Services
NH Electronic Disease Survelillance System Contract

1)

State of Naw Hampshire
Dapartment of Health and Human Services
Amendmant #2 to the .
NH Electronic Disease Survelilance System Contract

This 2™ Amendment to the.NH_Electronic Disease Surveillance System contract (hereinafter referred to
as "Amendrment #27) between the State of New Hampshire, Department of Health and Human Services
(hereinafter referred to as the "Depariment”) and Scientific Technologies Corporation, (herelnafter referred
* 1o as "the Contractor”}, a corporation with a place of business at 411 South 1st Streel, Phoenix, Arizona
85004, -
WHEREAS, pursuant to an agreement (the "Contract").approved by the Govemor and Executive Councill
on Octaber 21, 2015, {Item #11)}, as amended on November 8, 2017, (item #21), the Contractor agreed to
perform certain servicas based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Contract Agreement — Pant |, Section 18, General Terms and Conditions,
Subsection 18.8, Amendment and Contract Agreement - Part 2, Exhibit C, Special Provisions, Section 3
Extensions, the Contract may be amended upon written agreement of the parties and approval from the
Governor and Executive Council; and

WHE;REAS. the parties agree to extend the term of the agreement, Increase the price limitation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1, Contract Agreement — Part |, Block 1.7, Completion Date, to read.
June 30, 2022. '
2 Contract Agreement- Part |, Block 1.8, Price Limitation, to read:
$3,024,609.
3 Contract Agreement —Part |, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director. '
4 Contract Agreement — Part |, Block 1.10, State Agency Telephone Number, 10 read:
603-271-9631. _
5 Add Contract Agreement-Par 2, Exhibit A Deliverables, Section 2 Deliverable Schedule, Table

2.1k to read:
Table 2.1k  Implementation Schedule -Dellverables
Ref # : Dellverabie Doll;,e':ble Projected Dellvery
~|CALENDAR YEARS 7-8 MAINTENANCE, S .
- | SUPPORT _AND ENHANCEMENTS : .
6. | Maintonance and Support . _
C6-1.1. ‘| Annual malntenance and suppor for PRISM, TB
PAM and NHEDSS | Software | Quarterly
' cs.z.. | Optional '
C6-2.1. | Optional enhancements to be defined using the
.| Change Order Ptooesp Software 6130&0%2

Scientific Technologies Corporation Amendment £2 Contractor Initiats VY ( § .

§5.2015-DPHS-083-NEDSS-01-A02 Fpdge 1 ot o Dated/19r2020.
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New Hampshire Department of Health and Human Services
NH Electronic Disease Survelllance System Contract

8. Modify Contract Agreement - Part 2, Exhibit 8 Price and Payment Schedule, Section 1 Payment
Schedule, Subsection 1.2, to read:

1.2 Firm Fixed Price

. —.This is.a.Firm Fixed .Price.(FFP) Contract totaling the contract price limitation .in Contract .. _

Agreement — Part 1, Block 1.8, Price Limitation for the period between Date of Governor and
Executive Counclil approval through the date spacified in Contract Agreement — Part 1, Block
1.7, Contract Completion Data. The Contractor shell be responsible for performing ts
obligations in accordance with the Contract. This Contract will allow the Contractor to invoice
the state for the activities in the following tables. '

Add Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment

Schedule, Subsection 1.2 Firm Fix Price, Table 1.2k Payment Schedule to read:

Table 1.2k:

Payment Schedule

Ref #

Dellversble

Projected
Dellvery
Date

Price

Payment
" Amount

CALENDAR YEARS 7-8 :
MAINTENANCE, SUPPORT AND
ENHANCEMENTS

Malntonance and Support

C5-3.1.

‘Monthly Year 7 maintenance and

support for PRISM, T8 PAM and
NHEDSS '

Monthly

$24,339.42

$292,073

C5-3.1.

Monthly Year 8 maintenarioe and
support for PRISM, TB PAM and
NHEDSS

Monthty

$24,826.21

$297,914

Cs-2.

Optlonal

C54.1.

Optional enhancements to be
defined using the Change Order
Process

06/30/2022

$358,000

$358,000

Yoars 7-8 Subtotal for PRISM,
TB PAN, and NHEDSS:

$947,987

$047,987

GRAND TOTAL- CALENDAR
YEARS 1 7O 8.

$3,024,609

$3,024,609

8. Modify Contract Agreement-Pant 2, Exhibit 8, Section 1, Payment Schedule, Subsection 1.3,
Enhancement Pricing Summary, by deleting Table 1.3: Enhancement Pricing Summary Table in
its entirety and replacing with the following:

Table 1.3: Enhancement Pricing Summary Table

PRISM ~ T8 PAM NHEDSS TOTAL
SFY 1 (2016) $37,200 $14.000 $80,400 $131,600
SFY 2(2016) $21,800 $34,000 $94,600 $150,400
Sclentific Technotogles Corporation Amendmen #2 Conlractor lnimbw_VﬁYz
§5-2015-DPHS-083-NEDSS-01-A02 Page 2 of B Dato _§/19/2020
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New Hampshire Dapartment of Health and Human Services
NH Electronic Disease Surveillance System Contract

"t

= sés,oo‘o I

SFY 3(2017) $20,000 $15,000 $50,000
SFY 3(2017) $0 $0 $97,600 '$97.600
(Amendment #1)
e [T SFY-4(2018)—|—-$15,000 | — $10,000.— |- $50,000 | $75,000 — __|.
SFY 4(2018) $0 $0 $115,500 $115,500
(Amendment #1) .
SFY 6(2018) . $15,000 $5.000 $50,000 $70,000
tAmendment #1}
SFY 6 (2020) $15,000 $5,000 $25.000 $45,000
{Amendment 81}
SFY 7(2021) $33,000 $0 . $300,000 "$333,000
{Amendment #2) : ) :
_ $25,000 $0 $0 $25,000
SFY 8(2022)
{Amendment #2)
TOTAL: $182,000 $83,000 $863,100 $1,128,100

9. Modify Contract Agreement-Part 2, Exhibit B Price and Payment Schedule, Section 1 Payment
Schedute, Subsection 1.4 Future Vendor Rates, Table 1.4b, Future Vendor Rates —

"Enhancements to

read:

Table 1.4b Future Vendor Rates — Enhancements

Position Title | SFY 2016 SFY 2017 SFY SFY 2019 | SFY 2020 SFY 2021 SFY 2022
71146~ 7118 2018 7/1118- 7THNS- 7/1/20- THi2A-
8/30/16 6/30/17 THMIT- 8/30/19 6/30/20 _ er3n/21 e/30/22 .
6/30/18
Project .
Manager $206.70 $219.10 $232.25 | $246.18 $260.95 | $26095 $260.95
Account
Executive $218.36 $231.46 $245.35 $260.07 $275.87 $275.67 ‘| $275.67
Developer
$155.82 $165.17 $175.08 $185.58 $196.72 | §1986.72 $198.72
Developer
$156.82 $165.17 $175.08 $185.58 319672 | $196.72 $108.72
Scienlific Technologies Corporation Amendment #2 Contractor Initials M
$5-2015-DPHS-063-NEDSS-01-A02 Page 3 of § Dste 8/1912020
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New H

NH Electronic Disease Survelllance System Contract

ampshire Department of Heatth and Human Services

Help Desk
Specialist

$112.36 $118.10 $126.25 $133.82 $141.85 |$141.85 $141.85

10.

Modify Contract Agreement — Part 2, Exhibit B, Price and Payment Schedule, Section 2 Contract
price, to read.

1.

12.

Scienlific

2. Contract Price

Notwithstanding any provision in the Contract to the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed the contract
price limitation in Contract Agreement — Part 1, Block 1.8, Price Limitation. The payment by the
State of the total Contract price shall be the on&y and the complete reimbursement 1o the
Contractor-for all fees and expenses, of whatever nature, incurred by the Contractor in the
performance hereof. .

The State will not be responsible for any travel or out of pocket expenses incurred in the
performance of the Services performed under this Contraci

Modlfy Contract Agreement — Part 3, Exhibit O, Special Exhibits, Attachments and Cenfficates,
Section 1, by adding Exhibit K, DHHS Information Security Requirements, which is attached hereto
snd incorporatad by reference herein.

Add Attachment #6: Statement of Work Amendment #2, which Is attached hereto and Incorporated
by reference herein.

Technologles Corporation Amendment #2 Contractor Initials ’ZZ/ Q
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— IN'WITNESS-WHEREOQF; the parties have set thelr hands as of the-date written-below;

New Hampshire If)eparlment of Health and Human Services
NH Electronic Disease Survelllance System Contract

All terms and conditions of the Contract and prior amandments not inconsistent with this Amendment #2
remain in full force end effect. This amendment shall be retroactively effective to July 1, 2020 upon the
date of Govemor and Executive Council approval.

State of New Hampshire
Department of Health and Human Services

AMon Shibind
Thie: (‘o ML SSidner

Scientific Technologies Corporation

8/19/2020 4/?/ M 7{ ‘W

Date " Name:
Title: CEQ
Sclenlific Technologles Corporation Amendment #2

$§5-2015-DPHS-083-NEDSS-01-AQ2 Page 5ol 8
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New Hampshire Department of Health and Human Services
NH Electronic Disease Survelllance System Contract

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. ‘

OFFICE OF THE ATTORNEY GENERAL

————————08/26/20 : Clathoniinefrsa

Date Name: : .

Title: Catherine Pinos, Attorney
| hereby certify that the foregoing Amendment was epproved by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on; (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
]
Sciantific Tachnologies Corporation Amendment #2

$5-2015-DPHS-063-NEDSS-01-A02 Pege 6ol B
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New Hampshire Department of Health and Human Services
Exhibit K

DHHS Information Security Requirements

A. Definitions
The following terms may be reflecled and have the described meaning in this document: -

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring lo
situations where persons other than authorized users and for an other than
authorized purpose have access or potential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, " Breach” shall have the same meaning as the term “Breach” in section
164.402 of Tille 45, Code of Federal Regulations. .

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department
of Commerce. ‘ .

3. “Confidential Information” or “Confidential Data® means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Departiment of Health and
Human Services (DHHS) or accessed in the course of performing contracted
services - of which collection, disclosure, protection, and dispasition is governed by
state or federal law or regulation. This information includes, but is not limited to
Protected Health Information (PHI), Personal information {Pl), Personal Financial
Information (PF|), Federal Tax Informatian (FTI), Social Security Numbers (SSN),
Payment Card Industry (PCI), and or other sensitive and confidential information.

4. “End User” means any person or entity (e.g., contraclor, contractor's employee,
business associate, subcontracior, other downsiream user, elc.) that receives
DHHS data or derivative data in accardance with the terms of this Contract.

5. "HIPAA™ means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgaled thereunder.

6. "Incident” means an acl thal polentially violales an explicit or implied securily policy,
which includes aftempts (either failed or successful) to gain unauthorized access to a
sysiem or its data, unwanted disruplion or denial of service, the unauthorized use of
a system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

DHHS |nformation
Security Requiremenls
Page 10l 9 Date 08/06/2020
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New Ha'mpshire Department of Health and Human Services

_ Exhibit K
DHHS Information Security Requirements

10.

11.

12,

mail, all of which may have the potential 1o put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

" “Open Wireless Network™ means any network or segment of a network that is

not designated by the State of New Hampshire's Department of Information
Technology or delegate as a prolected network (designed, tested, and
approved, by means of the State, to transmit) will be considered an open
network and not adequately secure for the transmission of unencrypted Pl, PFI,
PHI or confidential DHHS data.

“Personal Information” (or “PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable 1o a specific individual, such as date and place of birth, mother's maiden
name, etc. .

"Pri\}acy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services. '

“Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of "Protected Health Information™ in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Parl 164, Subpart C, and amendments
thereto.

“Unsecured Protected Health Information” means Protecled Health Information that is
not secured by a technology standard thal renders Protected Health Information
unusable, unreadable, or indecipherable to wunauthorized individuals and is
developed or endorsed by a slandards developing organization that is accredited by
the American National Standards Institute.

l. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2.

V5. Last update 10/09/18 Exhibil K Contractor Iniliats __ 47

The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as oullined under this Contract. Further, Contraclor,
including but nol limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would conslitute a violation
of the Privacy and Security Rule.

*

The Contractor musl nol disclose any Confidential Informalion in response lo a

A

A
¥
v

X
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OHHS Information
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New Hampshire Department of Health and Human Services
' Exhibit K
DHHS Information Security Requirements

' ) 5
V5, Last update 10/09/18 E xhibit K Caontraclor Inilials i E’)

reques! for disclosure on the basis that it is required by law, in response 1o a
subpoena, etc., without first notifying OHHS so that DHHS has an opporiunity 1o
consent or object to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PH)
pursuant to the Privacy and Securily Rule, the Contractar must be bound by such
additional restrictions and must not disclose PHI in violation of such addilional
restriclions and mus! abide by any additional security safeguards.

4. The Contractor agrees that DHHS Dala or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data oblained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives

of OHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract. :

METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is transmitting DHHS data containing
Confidenlial Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cyber security and that said
application's encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

Encrypled Email. End User may only employ emait to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypled Web Site. If End User is employing the Web to transmit Confidential
Data, the secure sockel layers (SSL) must be used and the web site must be
secure. SSL encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosling services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sentl to a named individual.

Laptops and PDA. If End User is employing portable devices to transmit
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open

-

DHHS tnlommalion
Securily Requiremenls
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New Hampshire Department of Health and Human Services
Exhibit K
DHHS Information Security Requifrements

10.

11.

wireless network. End User must employ a virlual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remole communication to
access or fransmit Confidential Data, a virlual private network (VPN) must be
installed on the End User’'s mobile device(s)} or laptop from which information will be
transmitted or accessed.

SSH File Transfer Protocol {SFTP), also known as Secure File Transfer Protocol, If
End User is employing an SFTP to transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevenl inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of tlhe dala for the duration of this
Contract. After such time, the Confractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted
under this Contract. To this end, the parties must:

A

Retention

1. The Contraclor agrees it will not store, transfer or process data collected in
connection” with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disasier Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to delect potential security events that can impact State of NH syslems
and/or Department confidential informalion for coniractor provided systems.

3. The Contractor agrees 1o provide security awareness and education for its End
Users in support of protecting Depariment confidential information.

4. The Contraclor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and idenlified in seclion IV, A.2

5. The Contractor agrees Confidential Data stored in a Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulalions regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilties. The environment, as a

V)
B L
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New Hampshire Department of Health and Human Services

Exhibit K
DHHS Information Security Requirements

whole, must have aggressive intrusion-detection and firewall protection.

The Contraclor agrees (o and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosling
infrastruclure,

B. Disposition

1.

If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such data upon request or contract termination; and will
obiain written cerification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations. When no longer in use, electronic media containing Stale of
New Hampshire dala shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted standards for secure delelion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute of Standards and Technology, u. s
Depariment of Commerce. The Contractor will document and cenlify in writing at
time of the data deslruction, and will provide writlen cenrlification to the Department
upon request. The written certification will include all details necessary to
demonslrate data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

Unless otherwise specified, within thirty (30) days of the termination of this
Contract, Contractor agrees to destroy all hard copies of Confidential Data using a
secure method such as shredding.

Unless otherwise specified, within thity (30) days of the termination of this
Contract, Contractor agrees to completely destroy all electronic Confidential Data
by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A

Contraclor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1.

The Contractor will maintain proper securily controls to protect Depariment

confidential information collecled, processed, managed and/or stored in the delivery

of contracted services.

The Contractor will maintain policies and procedures to protect Depariment
confidential information throughout the information lifecycle, where applicable, (from
creation, lransformalion, use, storage and secure destruction) regardless of the
media used lo slore the dala (i.e., lape, disk, paper, efc.).

i P
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New Hampshire Department of Health and Human Services

Exhibit K
DHHS Information Security Requirements

10.

1.

The Contractor will maintain appropriate authentication and access controls to
contractor systems that colleci, transmit, or slore Department confidential information
where applicable.

The Contractor will ensure proper security monitaring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided syslems.

The Contractor wil prowde regular security awareness and education for its End
Users in support of protecting Department confi dential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes thal defines specific security
expectations, and monitoring compliance to securily requirements that at a minimum
match those for the Contractor, including breach notification requirements.

The Contractor will work with the Department to sign and comply with 2ll applicable
State of New Hampshire and Department syslem access and authgrization policies
and procedures, systems access forms, and compuler use agreements as part of
obtaining and maintaining access to any Department system(s). Agreements will be
compleled and signed by the Contractor and any applicable sub-contractors prior to
syslem access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. '

The Contractor will work with the Depariment at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur aver the life of the Conltractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
(he Contractor, or the Department may request the survey be compleled when the
scaope of the engagement between the Department and the Contraclor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Deparment.

Data Security Breach Liability. In the event of any securily breach Contractor shall
make efforts to investigate the causes of the breach, promplly lake measures to
prevent future breach and minimize any damage or loss resufling from the breach.
The State shall recover from the Contractor all costs of response and recovery from

A5
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Exhibit K
DHHS Information Security Requirements

12.

13.

14.

15.

16.

the breach, including but not limited to: credit monitoring services, mailing costs and -
costs associated with website and telephone call center services necessary due to
the breach.

Contractor must, comply with all applicable -statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pl and PHI at a level and scope that is not less
than the level and scope of requirements applicable 1o federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

Coniractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to
prevent unauthorized use or access to it. The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
eslablished by the State of New Hampshire, Depariment of information Technology.
Refer to Vendor Resources/Procurement at hitps:/mww.nh.gov/doittvendor/index.him
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors, ‘

Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer and the
State's Security Officer of any security breach immedialely, at the email addresses
provided in Section VI. This includes a confidential information breach, computer
security incident, or suspected breach which affects or includes any State of New
Hampshire systems thal connect to the State of New Hampshire network.

Contractor must restrict access to the Confidential Dala obtained under this
Contract to only those authorized End Users who need such DHHS Data to
perform their official duties in corineclion with purposes identified in this Contract.

The Contractor must ensure thal all End Users:

a. comply with such safeguards as referenced in Section IV A. above,
implemented o protect Confidential Informalion that is furnished by DHHS
under this Contract from loss, theft or inadvertent disclosure.

b. saleguard this information at all limes.

c. ensure thal laptops and .other electronic devices/media containing PHI, PI, or
PFl are encrypled and password-protecled,

d. send emails containing Confidential Information only if encrypled and being
sent to and being received by emait addresses of persons aulhorized o
receive such informalion.

V5, Lasl updale 10/09/18 , E xhibit K Contractor lnitials 1‘7’[7{
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e. limit disclosure of the Confidential Information 1o the exient permitted by law.

f. Confidential Information received under this Contract and individuaily
identifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door locks, card keys,
hiometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when
stored on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and
disclosed using appropriate safeguards, as determined by a risk-based
assessment of the circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used o access the sile directly or indirectly through
a third party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections 1o monitlor compliance with this
Contract, including the privacy and security requirements provided in herein, HIPAA,
and other applicable laws and Federal regulations until such time the Confidential Data
is disposed of in accordance with this'Contract.

LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any
Security Inciderts and Breaches immedialely, at the email addresses provided in
Section VI.

The Contractor must futher handle and report incidents and Breaches involving PHI in
accordance with the agency’s documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition 1o, and
notwithstanding, Contraclor's compliance with all applicabte obligations and procedures,
Contraclor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37:
4

Idenlify and convene a core response group 10 delermine the risk leve! of incidents
and delermine risk-based responses (o Incidents; and

P
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5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associaled with the Breach nolice as well as any mitigation
measures.

Incidenls and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

Vi  PERSONS TO CONTACT
A. DHHS Privacy Officer;
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov

T
P
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STChealth’s
Sentinel Service Level Agreement

Version 1.0
May 22, 2020

STChealth
411 Souh Ist Street
Phocnix. AZ 83004
480.745.8300 phone

O02.598.7712 fax
wwawv sichealth.con
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PERFORMANCE STANDARDS / SERVICE LEVEL AGREEMENT (SLA)

STRUCTURE AND DOCUMENT PURPOSE

This document outlines STChealth’s Public Health Sentinel Package Service Level Agreement between
STC and the Client, Statc of New Hampshire Division of Public Healih Services: Infectious Discase
Surveillance. The purpose of the document is to ensure the client and STC are clear on services needed 1o
cnsure Sentinel remains operational with minimal interruption of workNow functionality. The structure of
this document incorporates the following key scclions:

Docunment review process, version controls
Instance Definitions

Issuc commitment and process

Service Desk and communication process
Process for new features and functionality

DOCUMENT REVIEW PROCESS, VERSION CONTROLS

Version Control

Version Date Change By
1.0 3-13.2020 STChealih's Public Health Sentinel Package added Kristina
additional seclions, additional clarily on scrvice Crane
descriptions based on client feedback and
Tiltany
Dem

Review Process

STC and the client will review the SLA on an annual basis. Contents of this document may be amended
as required, provided mutual agreement in writing is obiained from the parties. STC will update its
service level offering document based on the agreed upon changes and deliver the updated document ance
all mutual agreements and approvals have been obtained as required.
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Associated Release Process

The muintenance and support offering includes defect resolution (based on process described),
troubleshooting, and sofiware updaics for the feature sets subscribed to by the client, The New FHampshire
Division of Public Health Services Program. '

Product Releases

¢ STC will submil at least one release annually o its Public Health Sentine) Package. Additional
updates will be provided on a periodic and scheduled basis to address mutually agreed upon
issucs and/or cnhancemcenis throughouwt the contract period.
¢ Product-driven backlog
o Visibility of helpdesk tickets logged by other consortium members will be made
available.

Process for Application Related Issues or Questions

Clicnts who have access to Sentinel will have access 1o a self-help and issue tracking system through the
STC Service Desk. This access will allow client-level users 10 submit issues or suggested improvements
and view submitted issues by ather Sentinel clients. The Service Desk will work on non-critical issues
and questions as they come and will provide monthly consortium level calls 1o help with prioritization of
tickets. Ad-hoc calls can be scheduled regarding a specific ticket or issue. Regarding application related
issucs, STC will wark in collaboration 10 determine the next sieps in uddressing needed feature chanyes
(sce definition below) to ensure designed (unctionality.

Defects and Feature Requests are defined as:

s Declects (Non-Critical) - A problem with the functionality of the product, where the sysiem is not
functioning as intended. This cesults in a work around or a sofution by a code fix in a patch or
“release.
o Incident (Non-Critical} - A problem with the system instance that causes an unplanned
interruption 10 service. This results in a work around or a sélution by an operational fix.
e Fenwre Request - A request 1o add new funclionality’to the existing system or edit an existing
functionality 10 perform functions with a new method or obtain new results,

Because of the nature of the software, it is not always clear when reporting an issue, whether it is a
Deflect, Incident or Fealure Request. STC rescrves the right 10 move tickets as appropriate afier initial
discovery has been completed and the root cause established. For example, a Defect may be moved 10 an
Incident or Feature Request if it deviates from the Scope of Wark once 1he ticket has been assessed. Any
issuc logged by New Hampshire whose stous gets changed by STC alicr our assessment will be
communicated to New Hampshire through the tickel.

SUET I :
- C e Tl et .

.
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STC

Nems deemed 1o be un incident ure the sole responsibility of the client infrastriucture team uy
STChealth is not respousible for the hosting of the Sentinel application at this time.

Critical Issue definition:

Issues (incident or defect) that require an immediale effort for resolution. Any ptanned work is halted
until the resolution of the issue has been achieved. While there are no guaranieed time frames for
resolution there is a guarantee of immediate cffort to resolve. The following arc some characteristics of a
Critical Issue:

Complete or significant loss of function in business critical production systems.

No workarounds are available to allow business to coniinue,

The potential for data corruplion or complete loss of service is time sensitive and any delay could
result in catastrophic failure.

STC reserves the right 1o move or change the priority of a Non-Critical issue (Defect, Incident or Feature
Request) resulting from a Critical Issue incident or defect.

Response Times & Process for Production Critical Issues (Incident or Defect)

Production Instance

¢ STC Operations provides 24 hours per day, seven days per week, inciderit response for
critical issues with the Production [nstance. [f a ticket is created for a Critical Issue, STC
will 1ake action within an.hour of ticket creation to begin to triage Lhe issue and work
wwirds restoring the syslem,

e STC application support requires access 10 the NHEDSS VPN a1 all times.
Critical Incidents or Defects: STC will provide the Client Program a wrillen summary ol
work done and work planned, in the STC Service Desk ticket within 24 hours of ticket
creation. Thereafler, updates will be communicated in the tickei as they are available or
once cvery 24 hours (Monday - Friday).

Response Times and Provess for incidents and defects that are not o defined critical issue
and for non-production instances
e STC will send a confirmation of “messuge received” within | hour for all requests submined 1o
the STC Service Desk. ' .
e STC will submit an inilial response within 5 business days with either clarifying questions or with
the answer and next course of aclion.
s Non-produciion instance issues will be reviewed during nonmal STC business hours.

) T‘-4'l:.-'g1-chealfh:" " S

1
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E Informiaiion'ii STC Confidendal & Propristary
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P
STC

Customer Success

Support Included:

Application Support Level 1 -3 - Includued

Scope & Purpose:

e Provide program staff lcvel contact support for a varicty of technical issues; identifies,
researches, replicates and alempts to resolve application problems

e Provide an analysis of reported issues 1o resolve software bugs, deployment errors or assisl
with product enhancements

® Provide disease surveillance program stafT level contact support for a variety of technical
issucs; identifies, researches, replicates and attempts 1o resolve technical problems

o Assist with the identification and/or creation of feasible workaround procedures when
standard procedurcs for issues do not provide resolution: ’

e Collaborate with development teams as a ¢licnt advocate o ensure escalaled issues are
properly addressed

®  Assist with gathering requircments and defining scope for internal change requests 1o
improve the software '

e Altend and collaborate with client level contacis in scheduled meetings (o address curreni
issues or aid in the implementation of new and updated application functionality

e Provide resolution at a code or data level of reported software buys, deployment errors or (0
assist with the delivery of product enhancements

e Devclop technical solutions for software bugs when workarounds are not feasible or do not
cxist

Third Party Tools and Systems

This Agreement does not cover problems associated with conllicis, viruses, or any other problem
associated with third party programs that work with STC’s products nor docs it cover installation or
implementation ol the Updates provided 1o the Licensee by STC.

New Enhancements and Changes to Scrtinel Functionality

For new enhancements and changes to Sentinel functionality, including new third party integrations, the
following process will occur:
e STC shall work in conjunction with the New Hampshire Division of Public Health Services to
gather and document the requirements for enhancemem requests.

LR R R R N ] e, T L L T . . - - ma e e e s = -
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STC

o  STC will review, verify and validale change order requests from the Client Program on an
ongoing basis. STC will provide fecdback, schedule and cost estimates on each submitted change
request within 45 days of the submission of the change request.

» STC shall sharc new prototypes with the New Hampshire Division of Public Health Services and
the Consortium during the design and development process for end user feedback.

» Once the new scope is clearly defined an amendiment to the current contract will be created and
terms agreed upon,

s All enhancements pursucd are built based on best praciices and needs of all clients collectively.
Essentially, we take cach request on o case by case scenario and those thal are pursued are
completed in the best interest of the product for ali users.

—_— e = oy v—— s 4wy w4

' infrition s STC Cipail & Proprieis . §TChealth, - e .
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
DIVISION OF PUBLIC HEALTH SERVICES

Jeflrey A Meyers 19 HAZEN DRIVE, CONCORD, NH 0330}
Commissloner 603-271-4501 1-800-852-3345 Ext. 4501
Far: 603-271.4827 TDD Access: 1-800-735-2964 |
Liss M. Marrls vww.dhhs.nh.gov

Director

September 28, 2017

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Servicas, to
amend a sole source agreement with Scientific Technologies Corporation (Mender #173134-B002),
8444 N. 90 St., Suite 100, Scottsdale, AZ 85258, for technical development, support and services of
the New Hampshire Electronic Disease Surveillance System (NHEDSS), Patient Reporting
Investigating Surveillance-Mahager module, and Tuberculosis Program Area Module, by increasing the
price limitation by $213,100 from $1,863,522 1o an amount not to exceed $2,076,622 and increasing
the scope by adding significant enhancements for reporling and integration for case managemenit, with
no change to the completion date of June 30, 2020, effective upon date of Governor and Executive
Council approval. The source of the additional funding is 100% Federal Funds,

Funding to support this request is available in the following accounts in State Fiscal Years 2018
and 2019, and .are anticipated to be available in State Fiscal Year 2020 upon the availability and
continued appropriation of funds in future operaling budgets, with authority to adjust encumbrances
between State Fiscal Years, through the Budget Office, without further approval from Governor and
Executive Council, if needed and justified.

-

See attachment for financial detalls

EXPLANATION

This request is sole source because no other vendor is able to provide the maintenance and
_support of this proprietary software. Scienlific Technologies Corporation will continué work within the
New Hampshire Department of Information Technology's virtual enviranmenl in order to support,
develop new functionality, and system enhancements of the New Hampshire Electronic Disease
Surveiflance System (NHEDSS) and two (2) associated modules.

Funds in this amendment will be used to develop a web porta! for healthcare providers to be
able to report cases of reportable infectious diseases; to improve how cases and contacts are linked in
the system; o add functionality for viewing case notes so investigators can more easily identify trends
in data not captured in other areas of the system; and to add functionality so that cases of sexually
fransmitted diseases (STD), human immunodeficiency virus (HIV), and tuberculosis (TB) can be
managed in the NHEDSS system rather than separate systems or modules.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Councit
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The NHEDSS and associated modules {Palient Reporting Investigating Surveillance Manager
module and Tuberculosis Program Area Module) are used to investigate and track reportable infectious
diseases. The Department uses lhis electronic system to investigate and irack more than 10,000
infectious diseases each year. This eleclronic system gives the Department capacity to detect
outbreaks of infectious diseases, to respond in a timely manner to control their spread, and to report
these data to the Centers for Disease Control and Prevention, which is a condition of receiving federal
funds for infectious disease prevention and response. After a loss of federal funding for the
maintenance of this software, and in recognition of the mission-critical work the system suppors,
general funds have been used to support the maintenance of this software since 2012. Federal funds
were awarded specifically to support only the software enhancement work.

Under this agreement, Scienlific Technologies Corporation will provide annual support and
maintenance, including Help Desk support, bug fixes, patches, and software updates. In addition,
syslem functionality will be ‘enhanced lo receive and send automaled data; apply stalistics and
algorithms to detect outbreaks and clusters of infectious disease; and allow creation of customized
forms for more efficient outbreak investigation and response. These enhancements, along with others,
will improve the Depariment’s ability to control the spread of infeclious diseases in New Hampshire.

Since 2005, the Department has worked with Scientific Technologies Corporalion on the
development and enhancement of the New Hampshire Electronic Disease Surveillance System. In
2013, the Deparimenl contracted with Scientific - Technologies Corporation to implement the Patient
Reporting Investigation Management System Modulé and integrate it with the New Hampshire
Electronic Disease Surveillance System product. The New Hampshire Electronic Disease Surveillance
System; Tuberculosis Program Area Module; and Patient Reporting Investigaling Surveillance Manager
module are currently hosted within the Depariment of Information Technology data center in the virtual
environment.

As referenced in Contract 2015-068, Agreement Part 2, Exhibit C, Special Provisions, this
Agreement has the option to extend for five (5) additional years, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and Council.

The following deliverables will be used to measure the effectiveness of the agreement.

1. Delivery of the Project Plans to the State within (ten business days) of
procurement,
2. Completed maintenance and support of the New Hampshire Electronic Disease

Surveillance System {NHEDSS) and associaled modules: Patient Reporting
Investigation Management System Module (PRISM} and Tuberculosis Program
Area Module (TB PAM) in calendar years one (1) — six {B).

3 Provision of support services within the established Scientific Technologies
Corporation service level agreement.

Writlen validation qf Requirements for Work for each enhancement deliverable.

Wrilten test plans and scripts provided by Scientific Technologies Corporation
one week prior to any major software release.

B. State acceptance of enhancement deliverables following their delivery.
7. STC coordination and participation in bi-weekly contract status calls.

Scientific Technologies Corporation is currently meeting or exceeding the deliverables outlined.
In addition to the planned work for the remaining years in the contract, Scientific Technologies
Corporation is prepared {o deliver on enhancemants to be paid for with these additional funds within the
appropriate t:meframe
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Should the Governor and Executive Council not authorize this request, the Department will have
to return $213,100 in federal money that has been approved for surveillance system enhancements.
The enhancements planned will increase surveillance system efficiencies and improve the ease for
which cases can be tracked, linked, and reported ta federal partners. Overall, these improvements will
lead to more timely and accurate infectious disease case investigations In accordance with RSA 141-C,

Area served: Statewide.

In the event that the Federal Funds become no longer available, General Funds will not be
requested to support this program.

For account # 05-095-090-90026001-51700000, the CFDA# is 93.944 and the FAIN # is
U62PS004014.

For account # 05-035-090-801832523-18350000, the CFDA# is 93.521 and the FAIN# is
US0CK000427.

Respeg

ully submitted,

.
Lisa M. Morris

Director

M&r—
Approved. by :

Jéfirey A. Meyers
Commissioner

The Departrient of Health and Human Services” Mission is to join communities and families
in providing opportunities for eitizens lo achieve heolth and independenee.
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FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disoase Surveillance System, Patient Reporting investlagation
Management System Module, and TB Program Area Module

01-03-03-030010-7695 GENERAL GOVERNMENT, INFORMATION TECHNOLOGY DEPT
OF, INFORMATION TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT DF,

IT FOR DHHS
100% General Funds
. ' Current Increase/ Modified
SFY Class !/ Account Class Title Job Number Budget {Docroase) Budget
2016 038-500175 Tachnology Software 03900052 $ 183485 $0 % 183,485
2017 038-500175 Technology Software 03900052 $ 275227 $0 $ 275,227
2018 038-500175 Technology Software 03900052 $ 280,732 $0 S 280,732
2019 038-500175 Technology Software 03200052 $ 280,732 $0 $§ 280732
2020 038-500175 Technalogy Software 03900052 $ 286,346 $0 $ 286,346
Subtotal $ 1,306,522 $0 § 1306522
05-95-90-902510-5084 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN 5VS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, EBOLA GRANT - ;
100% Federal Funds .
FAIN # USoTPOO0S3S ‘CFDA # 93074
' Current Increasel Modified
SFY Class / Account Class Title Job Number Budget (Decrease) | . Budget
é 016 102-500731 Contracts for Program 90027030 $ 100,000 $0 $ 100,000
Services '
. Sub-Total § 100000 $0 $ 100,000
05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, NH EPIDEMIOLOGY ARD LABORATORY CAPACITY
. 100% Fedaral Funds . .
FAIN # US0CK000427 CFDA # 93.521
Current Inérease! Modified
SFY Class | Account Class Title . Job Numbor‘ Budgot (Decrease) Budget
2016 102-500731 Contracls for Prog Svc 90183523 $ 50,000 $0 $ 50,000
2017 102-5007 31 Contracis for Prog Svc 90183523 $ 50,000 £0 $ 50,000 |-
2018 102-5007 31 Contracis for Prog Svc 90183523 $ 50,000 % 100.000] & 150,000
2019 102-500731 Contracts for Prog Svc 90183523 $ 50,000 50 $ 50,000
2020 102-500731 Contracts for Prog Sve 90183523 $ 50,000 $0 5 50,000
Subtotal $§ 250,000 $ - 100,000 3 350,000
05-95-90-902510-5970 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, DISEASE CONTROL
100% Federal Funds
FAIN # U62PS004014 ' CFDA# §93.944
FAIN # U52P5004684 CFDA MY 93116
Current Increase! Modified
SFY Class / Account Class Title Job Number Budget (Decrease) Budget
2016 102-500731 Contracts for Prog Svc 90022000 $ 14,000 $0( 8 14,000
2017 102.500731 Contracts for Prog Sve 90022000 $ 34,000 09 34,000
2018 102-500731 Contracts for Prog Svc 80022000 $ 15000] % -1 8 15,000
2018 102-500731 Contracts for Prog Svc 80026001 $ -1% 97,600] § 97.600
2019 102-500731 Contracts for Prog Svc 90022000 $ 10,000 $0| s 10,000
2020 102-500731 Contracts for Prog Sve 90022000 $ 10,000 $01]§ 10,000

Page 1 of 2
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. FINANCIAL DETAIL ATTACHMENT SHEET
NH Electronic Disease Surveillance System, Patient Reporting Investiagation

Managoement System Module, and TB Program Area Module

[ | |__Subtotat  |$ "83000]$ 97600]$ 180600 )
05-95-90-902510-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SVS, HHS: DIVISION OF PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE
CONTROL, STD/HIV PREVENTION
. 100% Federal Funds
FAIN # H25PS004933% CFDA # 93,977
FAIN # U62P5003655 CFDA # 93.940
SFY Class | Account Class Title Job Number g::;:: {g‘:::::;‘) h;:!;:::!
2016 102-500731 Contracts for Prog Svc 90025000 $ 31400 $0] § 31.400
102-500731 Contracts for Prog Sve 90024000 $ 13.600 018 13,600
SFY 18 Subtotal $ 45,000 $0|5$ 45,000
2017 102-500731 Coniracts for Prog Sve 90025000 3 21,500 0[S 21,500
102-500731 Contracts for Prog Svc 90024000 . | $ - $0| 5 .-
SFY 17 Sublolal $ 21500 50{8§ 21,500
2018 102-500731 Contracts for Prog Sve 90025000 $ 12.500 {55,000} $ 7.500
102-500731 Contracts for Prog Sve 90024000 $ 5000] § 5000 $ 10,000
. SFY 18 Sublotal 3 17,500 $0|% 17,500
2019 102-5007 31 Contracts for Prog Sve 90025000 $ 10,000 ($10,000); § -
102-500731 Contracts for Prog Sve 90024000 $ 5000{ % 25500] § 30,500
SFY 19 Subtotal % 15000] $ 15500] $ 30,500
2020 102-500731 Conlracts for Prog Sve 90025000 I} % 15,000 {$15,000)
102-5007 21 Contracts for Prog Sve 90024000 $ 10,0001 % 15000 § 25,000
) SFY 20 Sublotal $ 25000 $0]% 25,000
Subtotal $ 1240001 3 15500 ) $ 139, 500
TOTAL $ 1863522|8 213100] $ 2,076,622

Page 2 of 2
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964
www.nh.gov/doit

Denis Goulet
Commissioner

October 2, 2017

Jeffrey A. Meyers, Commissioner
Department of Health and Human Services
State of New Hampshire

129 Pleasant Street

Concord, WH 0330}

Dcear Commissioncr Meyers:

This letter reprcsen.ts formal notification that the Department of Information Technology (Dol T)
has approved your agency's rcquest to enter into a sole source contract amendment with Scientific
Technologies Corporation (STC) of Scontsdale, AZ as described below and referenced as DolT No. 2015-
063A.

The purpose of this request is 10 enter into a sole source contract' amendment with
Scientific Technologies Corporation to continue to provide maintenance, support, and
technical development work of the existing NH Electronic Discase Surveillance System
(NHEDSS) and Tuberculosis Program Area Module (TB PAM), which are STC-licensed
products, and Patient Reporting investigation Surveillance Manager (PRISM) module,
which is no-cost.software integrated into the NHEDSS system.

The funding amount for this amendment is $213,100.00, increasing the current contract
from $1,863,522.00 to an amount not to exceed $2,076,622.00. The contract shall
become effective upon Govemar and Council approval through June 30, 2020.

A copy of this letter should accompany the Department of Health and Human Services’
submission to the Governor and Executive Council for approval.

Sincerely,

‘{,;ﬁ Dems Goulet

DG/kaf
DolT #2015-063A

cc: Bruce Smith, IT Manager, DolT

"innovotive Technologies Today for New Hompshire's Tomorrow”
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New Hampshire Department of Health and Human Services
NH Electronic Diseage Survelilance System

State of New Hampshire .
Department of Health and Human Services
Amendment #1 to the
New Hampshire Electronic Disease Surveillance System Caontract

This 1st Amendmen! to the New Hampshire Electronic Disease Surveillance System contract
(hereinafter referred to as "Amendment #17) dated this 25th day of August, 2017, is by and between the
State of New Hampshire, Department of Health and Human Services (hereinafter referred to as the
"State” or "Department™) and Scientific Technologies Corporation, (hereinafler referred to as "the
Conlractor") a corporation with a place of business at 8444 N 90th St., Suite 100, Scotisdale, AZ
85258.

WHEREAS, pursuant to an agreement (the "Contract”) approved by the Governor and Executive Council
on October 21, 2016, Item #1.1, the Contractor agreed to perform cartain services based upon the terms
and conditions specified in the Contract as amended and in consideration of certain sums specified; and

WHEREAS, the State and the Contractor have agreed to make changes to the scope of work, payment
schedules and terms and conditions of the contract; and

\ I
WHEREAS, pursuant to the General Provisions, Paragraph 18, the State may modify the scope of work
and the payment schedule of the coniract by written agreement of the parties; and

WHEREAS, the parties agree to increase the price limitation and mod:fy the scope of services to support
continued delivery of these services,

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions
contained in the Conlract and set forth herein, the parties hereto agree as foilows:

1. Amend Contract Agreement-Part 1, Block 1.8, ta increase the Pnce Limitation by 3213 100 from
v $1,863,522 to read $2,076,622.

2. Amend Contract Agreement-Part 1, Block 1.9, to read Jonathan V, Gallo, Esq., Interim Director
of Contracts and Procurement.

3. Amend Contract Agreement-Part 1, Block 1.10 to read 603-271-9246.

4. Amend the Contract Agreement-Part 2, Exhibit A, Section 2, Deliverables Schedule, by adding
Table 2.1h, Implementation Schedule — Amendment #1 Deliverables as foliows:

Table 2.1h - Implementation Schedule ~-Amendment #4 Dellverables

Rof# ' )
Ro . " Daliverable . D.eI:_vye;ble Pr?}octgg:otlveq

NHEDSS CALENDAR YEAR 3 and 4
AMENDMENT #1 ENHANCEMENTS

CA-1

Project Management
CA-1.1 Conduct Project Kickoff Meeting Non-software Pending G & C
approval
CA-1.2 Project master work plan, inciuding Written 10days aflerG& C
milestones/deliverables approval

2015-062 Amendmant #1
‘Page 1 of 10
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New Hampshire Department of Health and Human Services
NH Electronic Dis¢ase Survellance System

CA-1.3

Validation of Requirements with signed CRs for
Contract Amendment Work for November 2017
release (physician web reporling, case linkage
enhancements, and noles expori/view
functionality improvement)

Written

2 weeks after GAC

approval

CA-1.4

Validation of Requirements with signed CRs for
Contract Amendment Work for May 2018 release
(integration of STD/HIVITB case management
work)

Written

1/15/2018

CA-15

Design Documentlation for Contract Amendment
for November 2017 release

Written

11/8/2017

CA-16

Design Documentation for Cantract Amendment
for May 2018 release

Written

111572018

CA-1.7

Written status reports, meetings and updates lo
project plan

Non-software

Bi-Weekly

CA-2

Systam Softwaro

CA-2.1

System walk through and review of adding
physician web reporting. case linkage
enhancements, and exporiview notes
functionality improvements for the contract
amendment component of the

November 2017 release

Software

1113072017

CA-2.2

System walk through and review of adding
STOMIVITB case management intagralion
changes for the contract amendment component
of the May 2018

Software

4/30/2018

CA-23

Sysiem ready for review and user testing for
contract amendment component of the November
2017 release )

Software

1173072017

CA-24

System ready for review and user tesling for the
contract amendment component of the May 2018

‘| release

Software

'04/30/2018

CA-3

User Acceptance Tost (UAT)

CA-31

Test plan and scripts provided by STC for the
contracl amendment component of the November
2017 release

Written

113072017

CA-3.2

State test functionality and provide UAT written
feedback for the conlract amendment component
of the November 2017 release

Non-software

121172017 to
121102047

CA-3.3

Support State during UAT/ Share ALL Testing
Results with Project Team for the coniract
amendment component of the November 2017
release

Non-software

121172017 to
12102017

CA-3.4

State Acceplance of System (after UAT) for
adding physician web reporling for contract
amendment component of the November 2017
release

Written

12/317/2017

CA-3.5

State Acceptance of System (after UAT) for case
linkage enhancements for contract amendment
component of the November 2017 release

Writlen

12/3112017

CA-36

State Acceptance of System (after UAT) for
export/view noles functionaiity improvement for
contract amendment component of the November

Wiritten

1213172017

2015-08)

Amandmarnd #1
Page 2 0! 10
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New Hampshire Department of Health and Human Services
NH Electronic Disease Survelllance System

2017 release’

CA-17 Test plan and scripts provided by STC for the

conlract amendment component of the May 2018 Written 0573172018
release

CA-3.8 State 1est functionalily and provide UAY written 6/1/2018 to
feedback for lhe coniract amendment component Non-software 6/30/2018
of the May 2018 release

CA-2.9 Support Stale during UAT/ Share ALL Testing 6/1/2018 to
Results with Project Team for the contract ' Non-software 6/30/2018

amendment component of the May 2018 release
CA-3.10 | Siate Acceptance of System (after UAT) for -
enhancements to integrating STD/HIV/TB case 6/30/2018

management into NHEDSS for the contract Written
amendment component of the May 2013 release
Ca4 Training
CA-4.1 Demo of new system functionality for contract
amendment component of the November 2017 Non-software 117302017 ¢
release :
CA-4.?2 Demo of new system tunclionality for contract '
amendment componeni of the May 2018 release Non-software 4/30/2018
CA-5 Deploymaent
CA-51 User operation manual for contract amendment .
component of the November 2017 release Written 1203172017
CA-5.2 Uséer support plan for contracl amendmen . .
component of the November 2017 release Written 12312017
CA-5.3 User operation manual for contract amendment Writen 6/15/2018

component of the May 2018 release
CA-54 User support plan for contract amendment!
component of the May 2018 release writien 6/15/2016

5. Amend the Contract Agreement-Part 2, Exhibit B, Section 1, Payment Schedule, by adding Table
1.2k, Payment Schedule - Amendment #1, as follows:

Table 1.2k: Payment Schedule - Amendment #1

.Rof# - Projected Price Paymaent
N Deliverable Oolivery . : Amounts
‘ 1 Dato )

NHEDSS CALENDAR YEAR 3 and 4
AMENDMENT #1 ENHANCEMENTS

Ca4 Project Management

CA-1.1 . i Pending G &
Conduct Project Kickoff Meeling C approval

CA-1.2 Project master work plan, including - 10 cgisg fer
milestones/deliverables approval

CA-1.3 Validation of Requirements with
signed CRs for Contract Amendment 2 vveél;scaﬂer
Woerk for November 2017 release

(physician web reporting. case approval ' '

2015-083 Amendmen #1
Page J ot 1D
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New Hampshire Department of Health and Human Services
NH Electronic Disease Surveillance System

linkage enhancements, and notes
exportiviaw functionality
improvement)

CA-1.4 Validation of Requirements with
signed CRs for Contract Amendment
Work for May 2018 release 17152018
(Integration of STO/HIV/TB case
managemeni work)

CA-1.5 Design Documentation for Contract
Amendment for November 2017 11/8/2017
release

CA-16 Design Documentation for Contract oy
) Amendment for May 2018 release 11512018

CA-1.7 Written status repons, meetings and -

updates to project plan Bi-Weekly
CA-2 Systom Software
CA-2.1 System walk through and review of

adding physician web reporting, case

linkage enhancements, and 11730412017

expori/view note functionality
improvements for the contract
amendment companent of the
November 2017 release.

CA-22 System walk through and review of
adding STD/MHIV/TE case .
management integration changes for 4/30/2018
the contract amendment component
of the May 2018 release

CA-2.3 System ready for review and user
testing for the contract amendment

component of the November 2017 1173012017
‘release

CA-2.4 System ready for review and user
testing for the contract amendment 413012018
component of the May 2018 release

CA-3 User Acceptance Tast (UAT)

CA-31 Test pian and scripts provided by

) STC for the contract amendment 1113012017
component of the November 2017
release

CA-3.2 State test functionality and provide 121112017 to
UAT written feedback for the contract { 12/10/2017
‘amendment component of the
November 2017 release

CA-3.3 Support State during UAT/Share ALL .
Tesling Results with Project Team for | 12/1/2017 to
the contract amendment component 12/10/2017

of the-November 2017 release

CA-31.4 State Acceptance of System (after
UAT) for adding physician web
reporting for confract amendment 1213112017 $52,000
component of the November 2017
release

20143-082 Amandment #1
Page 4 ol 10
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New Hampshire Department of Health and Human Services
NH Eloctronic Disease Survelllance System

CA-3.8 State Acceptance of System (aRer
UAT} for adding case linkage
enhancements for contract 1213112017 $30,200
amendment component of the
November 2017 release

[ cA-38 State Acceplance of System (afer
UAT) for export/view notes
functionality improvement for contract |  12/31/2017 $15,400
amendment compaonent of the
November 2017 release

CA-3.7 Tes! plan and scripts provided by 513112018
STC for the contract amendment
component of the May 2018 release

CA-3.8 State test functionality and provide
UAT written feedback for the contract | 6/1/2018 to
amendment companent of the May 63012018
2018 release

CA-39 Support State during UAT/share all
testing results with the Project Team 6/1/2018 to
for the cantract amendment - 6/30/2018
component of the May 2018 release

CA-3.10 State Acceplance of Syslem (after
UAT) for enhancements to .
STDMIVTB case management 6/30/2018 $115,500
integration for the contract
amendment component of the May
2018 release

CA4 Tralning

CA-4.1 Demo of new system functionality for
contract amendment component of 11443012017
the November 2017 release

CA-4.2 Oemo of new system functionality for
contract amendment component of 413012018
the May 2018 release

CA-5 Deployment

CA-5.1 User operation manual for the
contract amendment component of 121312017
the November 2017 release

CA-5.2 User support plan for the contract
amendment component of the 1213172017
November 2017 release

CA-5.3 User operation manual for contract
amendment component of the May 6/15/2C18
2018 release

CA-5.4 User support plan for the contract
amendment component of the May 6/15/2018
2018 release

Enhancements.for Contract $97.600
Amendmont NHEDSS 2017 1213112017
Subtotal

Enhancements for Contract $115,500
Amendment NHEDSS 2018 6/30/2018
Subtotal

2015-08) Amendmeant £1
Page 5 of 10
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Now Hampshire Department of Health and Human Services
NH Electronic Disoase Surveillance System

6. Amend the Contract Agreement-Part 2, Exhibit B, Section 1, Payment Scheduls, Subsection 1.3,
Enhancement Pricing Summary, by deleting Table 1.3: Enhancement Pricing Summary Table in
its entirety and replacing with the following:

Table 1.3: Enhancement Pricing Summary Table

PRISM T8 PAM NHEDSS TOTAL
CY 1(2018) $37,200 $14,000 $80.400 $131,600
CY 2 (2016) $21,800 $34.000 $94 600 $150,400

CY 3 (2017) $20,000 $15.000 $50,000 $85,000

CY 3(2017) $0 30 $97 600 $97.600

(Amendment #1) .
CY 4 (2018) $15,000 $10,000 $50,000 $75,000
CY 4(2018) 30 . $0 $115.500 $115,500
- (Amendment#1) |-

CY 5(2019) $15,000 £5,000 $50,000 $70.000

CY 6 (2020) $15,000 $5,000 $25.000 345,000
TOTAL $124.000 $83,000 $563.100 . %$770.100

7. Amend the Contract Agreement-Part 2, Exhibit I, Work Plan, Section 7, Application Modification,
by adding Table 7.2, Modifications- Scientific Technologies Corporation Developed - Amendment
#1, as follows: T

Table 7.2 Modifications — Scientific Technologies Corporation Developed -
Amendment #1 '

Enhancement Dascription

A web entry tool will be created and added to the BIDC :
website. This tool will allow a provider to submit a case of any
, reporiable infectious disease electronically and securely to the
| NHBIDC. The data will remain in a staging area which will be ;
| created to manage all the physician entries. The staging area
: will be managed by a NHEDSS administrator who will have |
i the ability to create a true case of disease or deléte a fake or |
! malicious case of disease. This enhancement will also include i
! the addilion of the CDC HIV adult and pediatric case reporting
... Jorms to be added to the list of available forms in NHEDSS. _
g The linked tab in NHEDSS will have features added so that a |
i new invesligation can be created from the linked tab. It will
’ also add some additional variables so that contaclts or cases |
... can be labeled wilh 3 disposition and a contact type.

]
!
i
i

i Currently, there'is no way to view or export notes in NHEDSS. °
i Functionaglity will be added to view all notes across cases of |
i interest wilh the potential to be able to export notes inle Excel I

| ot anHTML window. - »

2015-083 Amendmont #1
Page 6 of 10
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New Hampshire Department of Health and Human Services
NH Elactronic Disease Surveillance System

[P — et e rm m—— T

Requirement Components, if
H _ applicable

‘STDIHIVgasa ril NHEDSS
.nt, !

Enhancement Description

NHEDSS users would like to be able to manage STDMHIV |

AL ,Jb

cases within the NHEDSS application. In order fo meet,!
federal reporting requirements, additional enhancements are |
required. These include a HIV partner services extract. This !
extract is required so that sexual or needie sharing partners
associaled with HIV cases can be propedy identified,
1 interviewed, and monitored for infection. Other enhancement
possibilities include integrating TB cases within the NMEDSS
application for case management and required federat
reporling. These enhancements will be determinad using the
| change request process.

8. Amend the Coniract Agreement-Part 2, Exhibit 1, Work Plan, Section 8, Preliminary Work Plan,
by adding Table 8.2, Amendment #1 High Level Prefiminary NH Project Plan, as follows

Table 8.2 Amendment #1 High Level Preliminary NH Project Plan

- s L U atio 3
NHEDSS Development Schedule 1 day Wed 11/8/117  [Wed 11/8/17

Project Kick Off Meeling 1 day \Wed 11/8/17  [Wed 11/8/17

November 2017 Contract Amendment

Development Cycle 9 days Thy 10/26/117  [Wed 11/8/17
Requirements Validation B days Fri 10/27/117. [Wed 11/8/17
Requirements Sign Off 1 day, Wed 11/8/17  [Wed 11/8/17
November 2017 Contract Amendment :
Development 35 days  [Thu 10/26117 _ [Thu11/30/17

Provider Web Reporting 35 days  {Thu 10/26/117  [Thu 11/30/17
Linked Tab Enhancemsénts 35 days  [Thu 104260117 [Thu 11/30/117
. View/Exporl Notes improvements 35 days  [Thu 10726117  [Thu 11/3017
' STO/HIV case management ‘
enhancements 218 days [Thu 10/26/17  [Thu 5/31/18
Tesling and Quality Assurance 12days [Thu11730/17  |Fri 1211117
Test Plan & Scripts Provided to NH 1 day [Thu 11/30/17  [Thu 11/3017
NH User Acceptance Testing 8 days Fri 1211117 Fri 12/8/17
Final Modifications 3 days ed 12/6117  |Fri 12/8/117
Installation 30 days  [Thu 11/30/17  |Fri 12/2917
Release system Walkthrough & review 12days [Thu 11/30/17  |Fri 12/8/17
Install on Training : 1 day Fri 12122117 Fri 1222117
Install on Production 4 days [Tues 12/26/17 [Fri 12/29117
Training 9 days Thu 10/26/117  |Wed 11/8/17
Training Plan & Schedule 2 days Tues 11/7T/117  [Wed 11/8/17
Online Training 2 days [Tues 11/7/17 _ Wed 11/8117

May 2018 Contract Amendment Deve|0pmenl '

Cycle 150 - [Tues 1/2118 Thu 5/31/18
Requirements Validation 14 days  [Tues 172118 IMon 1/15/18
Requirements Sign Off 1 day Mon 1715118 Mon 1/15/18
May 2018 Contract Amendment 137 days Mon 1/15/18  {Thu 5/31/18

2015-063 Amendmaen| B

Paga 7 01 10
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New Hampshire Department of Heaith and Human Services

NH Elactronic Disease Surveillance System

Development
. STD/HIVITB case management
integration 137 days |Mon 1/15/18  [Thu 5/31/18
Tesling and Quality Assurance 40 days  [Mon 5/21118  [Fri 6/26/18
Test Plan & Scripts Provided to NH 10days [Mon 5/21/18 [Thu 5/31/18
NH User Acceptance Testing 29 days  |Fri6/1/18 Fri 6/29/18
Final Modifications ‘R9days |Fri6/118 Fri 6/29/18
Installation 15days  [Mon 2/22/16  |Fri 3/11116
Release system Walkthrough & review 10 days [Mon 5/21/18  [Thu 5/31/18
install on Training 1 day |Mon 5/28/18  |Mon 5/28/18
Install on Production 1 day Fri 6/29/18 Fri6/29/18
Training 10 days  |Mon 5/21/18  [Thu 5/31/18
Training Plan & Schedule 1 day [Mon 5/21/18  |Mon 5/21/18
Online Training - 10days |[Mon 5/21/18  [Thu 5/31/18

9. Amend the Contract Agreement by adding Attachment #5: Statement of Wark-Amendment #1.

2015-08)
Page 8 of 10
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New Hampshire Department of Health and Human Services
NH Eloctronic Disoase Survaillance Systom

This amendment shall be effective upon the date of Governor and Executive Council approval.
IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire

Scientific Technologies Corporation

ofa /) bl Bgel

Date ‘ Name: al,c binpd . Pepovicia
- . - Title: =~
celo

Acknowledgement of Contractor's signature:;

State of h‘m . County of w on ﬁgﬂwnﬂﬂ}before the

undersigned officer, personally appeared the person identified directly above, or satisfactorily proven 1o
be the person whose name is signed above, and acknowledged that s/he executed this document in the
capacily indicated above.

Signaﬁre of Notary Public or Juslice of the Peace

Qusin_ Hrawn

Name aifd Tille of Notary or Justice of the Peace

My Commission Expires: __[].M ’7.0_?/0

2015-063 Amendmanl #1
Page 9 of 10
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New Hampshire Department of Health and Human Services
NH Elactronic Disease Survelllance System

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution. :

OFFICE OF THE ATTORNEY GENERAL

o\? \7/5!5\’\ | m \Qg\{ngv Y

| hereby certify thal the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: : (date of meeling)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:
2015-063 Amendmeant 81

Page 10 of 10
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Statement of Work

NHEDSS Software Development

Amendment #.1
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Created loi: 7
New Hampshire Depanmeant of Health and Human Sarvices
Division of Public Health Servige

2 SCULNRIC TECHIOLOGIES CORPCRATION
1 809040907 street, Suite 100,
8] Scoftsdale, AZ 85258
' 480:745.8500.

3 wwswistchome.com,
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General Description

This State of Work (SOW) outlines the development and implementation of the tasks outlined
below for the STC Disease Surveillance products (Sentine), TB PAM and PRISM) for New
Hampshire's Disease Surveillance Program.

Period of Performance
Perlod of Performance for this work: State Fiscal Year: August 1, 2017 to July 31, 2018,

The work will begin upon STC receiving an executed contract (#2015-063). Development tasks will
be scheduled into the release cycle as appropriaté for 2017/2018. Work will be delivered into the
testing environment by December 31 to be validated, and will be included in the February 2018
release.

Budget
The development budget includes the following items:

Development Budget Summary based on estimated Federal Funds:

‘Consolidated Development

R A N 4 ‘,’.“ .‘\"grltf -B]M Yeaf W{‘, 'h'f\k'lr‘{‘.l r.v
1 Product Enhancements STD and T8 Federal Funds

through December 31,2017 ’ $ 97600
2 Product-Enhancements: ELC Federal Funds s 115,500.00
Total Enhancements without Option $  213,100.00

Notes

" This SOW includes product enhancements for the following items.

Item 1: NH will receive $97,600 from federal funds that wili be aliocated toward product
enhancements for TB PAM and PRISM for work through December 31, 2017.

Itern 2: NH will receive $115,500 from federal funds that will be aliocated toward product
enhancements for NHEDSS for work through July 31, 2018.
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Development Schedule

STC follows a quarterly release cycle which inlegréles an agile development process.

A T T I T ) NPT
fReguirements Due.

e —

November

July 15, 2017 November 30, 2017 L
October 16, 2017 February 28, 2018 __February
January 15, 2018 May 31, 2018 May

April-16, 2018 August 31,2018 August

NOTE: STC will be working with New Hampshire on the final requirements gathering prior to the
contract being in place to ensure the release deadlines are met.

The following is a list of development tasks that will be developed with the use of the alfocated .
funds. Each task has béen initially reviewed with the New Hampshire program staff, estimated by

Ty riean ' ‘--HE-!
“No log-in” option for the December 2017
L NHEDSS PhysicianCard 555,400 ____UAT release
2 Revisions to the Linked tab to
. ) \ December 2017
NHEDSS mclud'e more (;ontacts 528,200 UAT release
information
3 Disptay notes from multiple ) December 2017
NHEQ_S.E e dnvestigations 513 A% UAT release
4 NHEDSS STD/HIV case management

$115,500 ©oans

___enhancements

TOTAL DEFINED DELVERABLES COST:  $212,500

Development Tasks

The following change requests {CRs) have been estimated based on initial conversations with
DPHS and knowledge of the products and use. Assumptions and estimation criteria are included.
Should requirements change prior to the requirements deadline for the planned release, the
change requests will be re-estimated. CRs may also be re-prioritized to best meet the programs
need. Development tasks may be defined and estimated in the future to appropriately match the
program’s future needs.
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NHEDSS (Sentinel) Enhancements:

1 Enhance current NHEDSS features to better support HIV case reporting

0

“No login* option for the Physician Card: The physician card will have a “no log-in"
option, which will allow health care providers to report HIV cases to NHEDSS in
close to real-time without needing log-in credentials, which will Increase efficiency
and data quality in the reporting of HIV cases to the State.

Revisions to the Investigation Linked tab: The feature to link investigations will be
updated to include the ability to identify the contact types for the investigations
identified as contacts of the index patient. Communicable disease investigators
will also be able to create a new investigation for a contact if they wish when thev
choose to link investigations together.

View the notes from more than one investigation: Nurses will have the option to
view investigation notes from more than one investigation to assist in their work
in reviewing cases of interest. These will appear in a display that will allow for easy
viewing of multiple notes from an investigation and comparison of notes between
investigations.

2. Further integrate STD case management features in NHEDSS to support the work of'
communicable disease investigators to collect and report STD investigations to the COC.
This may include: ‘

]
0

0

Reporting extracts

Improvements to NHEDSS Reports for better data analysis and report creation
capabilities on STDs/HIV

Improvements to tuberculosis case management features (refer to the T8 PAM
enhancements section)

T8 PAM Enhancements:

3. Enhancements to TB PAM to improve case management features and the user experience
Clean up and improvement of the T8 PAM user interface to facilitate easier data
entry ’

o
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES Se<
'
20 HAZEN DRIVE, CONCORD, NH 033018827 %’&bﬁf < lealth Services
6032714483 1-800-852-3)45 Ext. 4483 : S S s
Nichotas . Toumpes Fax: 603-271-8706 TDD Access: 1.800-738.2564

Commizssioner

Marcells ). Bobinsky
Acting Director

September 28, 2015

Her Excellency, Governor Margaret Wood Hassan
and the Honorable Council

State House

Concord, New Hampshire 03301

! REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Public Health Services, to
enter into a sole source agreemeni with Scienlific Technologies Corporation (Vendor #173134-B002),
B444 N. 90™ St., Suite 100, Scottsdale, AZ 85258, for the provision of technical developmenl, suppon
and services of the New Hampshire Electronic Disease Surveillance System, Patient Reporting
investigating Surveillance Manager module, and Tuberculosis Program Area Module, in an amount not
to exceed $1,863,522, effaclive upon date of Govemnor and Exaculive Council approval through June
30, 2020. The source of funding is 30% Federal Funds and 70% General Funds.

Funding to support this reques! is anticipated to be available in the following accounts in State
Fiscal Years 2016, 2017, 2018, 2019, and 2020 upon the availability and continved appropriation of
funds in future operating budgets, with authority to adjust encumbrances between State Fiscal Years,
through the Budgel Office, without further approval from Governor and Executive Council, if needéd
and justified.”
See attachment for financial details

EXPLANATION

This request is sole socurce because no other vendor is able to take over the maintenance and
support of this proprietary software. Scientific Technologies Corporation will continue work within the
New Hampshire Department ‘of Information Technology's virtual environment in order to support,
develop new funclionality, and system enhancements of the New Hampshire Electronic Disease
Surveillance System and two (2) associated modules.

The New Hampshira Electronic Disease Surveillance System and associated modules {Patienl
Reporting Investigating Surveillance Manager module and Tuberculosis Program Area Module) are
used to investigate and track reportable. infactious- diseases. The Department uses this electronic
system to Investigate and track more than 10,000 infectious diseases each year. This electronic
system gives the Department capacity to detect outbreaks of infectious diseases, to respond in a timely
manner to control their spread, and to report these data to the Cenlers for Disease Control and
Prevention, which is a condition of receiving faderat funds for infectious disease prevention and
rasponse. After a loss of federal funding for the maintenance of this software, and In recognition of tha
mission-critical work the system supports, general funds have been used to support the maintenance of
this software since 2012; federa! funds are now awarded specifically to support only software
anhancement work.
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Her Excellency, Governor Margaret Wood Hassan
and the Honorabte Council
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Under this agreement, Scientific Technologies Corporation will provide annual suppert and
maintenance, including Help Desk, bug fixes, patches and software updates. In addition, system
functionality would be enhanced to receive and send automated data; apply stalistics and algorithms to
detect outbreaks and clusters of infactious disease; and allow creation of customized forms for more
efficient outbreak investigation and response. These enhancements, along with others, will improve the
Department's ability to control the spread of infectious diseases in New Hampshire.

Since 2005, the Department has worked with Scientific Technologies Corporation on the
development and enhancement of the New Hampshire Electronic Disease Surveillance System. In
2013, the Department contracted with Scientfic Technologies Corporation to implement the Patient
Reporting Investigation Management System Module and integrate it with the New Hampshire
Electronic Disease Surveillance System product. The New Hampshire Electronic Disease Surveillance
System; Tuberculosis Program Area Module; and Patient Reporting Investigating Surveiliance Manager
module are currently hosted within the Department of Information Technology data center in the virtual
environment.

As referenced in Contract 2015-068, Agreement Part 2, Exhibit C, Special Provisions, this
Agreement has the oplion to extend for five (5) additional years, contingent upon salisfactory delivery of -
services, available funding, agreement of the parties and approval of the Governor and Council.

The following performance measures will be used to measure the efectiveness of the

agreement,
1. Delivery of the Project Plans to the Stale within (len business days) of
procurement. .
2. Completed maintenance and support of the New Hampshire Electronic Disease

Surveillance System-(NHEDSS) and associated modules: Patient Reporting
investigation Management System Module (PRISM) and Tuberculosis Program
Area Module (T8 PAM) in calendar years one (1) — six {6).

3. Provision of support services within the established Scientific Technologies
Corporation service level agreement.

4, Wrilten validation of Requirements for Work for each enhancement deliverable.

5. Written test plans and scripts provided by Scientific Technologies Corporation
one week prior 1o any major software release.

6. State acceptance of enhancement deliverables following their delivery.

7. STC coordination and participation in bi-weekly contract status calls.

Should the Govermor and Executive Council not authorize this request, the Depariment wilt not
be able to maintain the integration and cument functionality within the New Hampshire Electronic
Disease Surveillance System; the sexually transmitted disease Palient Reporting Investigating .
Surveifflance Manager module, and Tuberculosis Program Area Module. Without these systems, the
Depariment will not have an electronic system to investigate and track more than 10,000 reports of
infectious diseases received each year and report these dala to the Cenlers for Disease Control and
Prevention as required by federal grants. The capacity to detect outbreaks of infectious disease ina
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timely and automated manner would be eliminated. Additionally, the Department's ability to investigate
infectious diseases and control their spread, in accordance with RSA 141-C, would be reduced.

Area served; Statewide,

- In the event that the Federat Funds become no longer available, General Funds will not be
requested to support this program.

Respecifully submitted,
Marcella J. Bobinsky
Acting Director

Approved bybﬂtA

Nicholas A Toumpas
Commissioner

The Departmenl of Health and Human Services’ Mission is Lo join communities and families
in prouiding opporiuniiies for citizens 1o achirur health and independence.
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FINANCIAL DETAIL ATTACHMENT SHEET

NH Electronic Disease Survelilance System, Patient Reporting Investiagation Management System Module, and
TB Program Area Module

01-03-03-030010-7695 GENERAL GOVEﬁNMENT. INFORMATION TECHNOLOGY DEPT OF, INFORMATION
TECHNOLOGY DEPT OF, INFORMATION TECHNOLOGY DEPT OF, IT FOR DHHS

100% General Funds

Fiscal Year Class / Account Ciass Title Job Number .

Total Amount
SFY 2018 038-500175 Tachnology Software 03900052 183 485
[SFY 2017 038-500175 [Technalogy Softwara 03900052 275,227
SFY 2018 038-500175 Technology Software 03900052 280,732
SFY 2019 038-500175 Technology Software 03900052 280,732
SFY 2020 038-500175 Technolofly Soltware 03800052 286,345
Sub-Tolal 1,306,522

05-95-90.902510-6084 HEALTH AND SOCIAL SERVICES, DEPT OF KEALTH AND HUMAN SVS, HHS: DIVISION OF

PUBLIC KEALTH, BUREAU OF INFECTIOUS DI

100% Federa!l Funds

SEASE CONTROL, EBOLA GRANT

FAIN & U90TPOQOE3S CFDA N .93.074
Fiscal Year Class / Account Class Title Job Number
Total Amount
SFY 2018 102-500734 Contracts for Prog Svc 90027030 100,000
Sub-Total 100,000]

05-95-90-903010-1835 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SVS, HHS: DIVISION OF
PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, NH EPIDEMIOLOGY AND LABORATORY

CAPACITY
. 100°% Foderal Funds
FAIN # US0CKO00427 CFDA # 93.621
Fiscal Year Class / Account Class Title Job Number
Total Amount

SFY 2018 102-500731 Contracts for Prog Svc 80183523 50,000
SFY 2017 102-500731 Contracts tor Prog Sve 90183523 50,000
SFY 2018 102-500731 Contracts for Prog Sve 90183523 50,000
[SFY 2018 102-500731 Contracts for Prog Svc 50183523 50,000
SFY 2020 102-500731 Contracts for Prog Sve 90183523 50,000

Sub-Tolal - 250.000)

05-95-90-802610-5170 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN SV§, HHS: DIVISION OF
PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, DISEASE CONTROL

Page 10f 2
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FINANCIAL DETAIL ATTACHMENT SHEET

NH Eloctronic Disease Surveillance System, Patient Reporting Investiagation Management System Module. and
TB Program Area Module

100% Fedaral Funds

FAIN # US2PS004684 CFRA® 93.118
Fiscal Year Class / Accounl Ciass Title Job Number
Total Amount |

SFY 2016 102-500731 Contracts for Prog Svc 80022000 14,000
SFY 2017 102-500731 Conlracts for Prog Svc 80022000 34,000
SFY 2018 102-500731 Contracts for Prog Svc 90022000 15,000
SFY 2018 102-500731 Contracts for Prog Svc 80022000 10,000
SFY 2020 102.500731 Contracts for Prog Sve 80022000 10,000

Sub-Total 83,000

05-95-90-902610-7536 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN 5V5, HMS: DIVISION OF
PUBLIC HEALTH, BUREAU OF INFECTIOUS DISEASE CONTROL, STO/HIV PREVENTION

100% Federal Funds

FAIN # H25P50049139 , CFDA# . 93,977
FAIN 8 Ug2PS003865 CFDA # 93.940
Fiscal Year Class / Accounl Class Tille Job Number
) Total Amount
SFY 2018 102-500731 Contracts for mg Svc 20025000 31,400
102-500731 Contracts for Prog Svc 90024000 13,600
SFY 16 Sub Total| 45,000
SFY 2017 102-500731 Contracts for Prog Svc 90025000] 21,500
102-5007 31 Contracts for Prog Svc . 50024000] -
- ) SFY 17 Sub Total] 21,500
SFY 2018 102-500731 Contracts for Prog Sve 80025000 12,500
102-5007 31 - |Contracts for Prog Sve 80024000 5000
SFY 18 Sub Total 17,500
SFY 2019 102-500731 Contracts for Prog Sve 80025000 10,000
. 102-5007 31 Contracts for Prog Sve 80024000 5006
SFY 19 Sub Total 15,000/
SFY 2020 102-500731 Contracts for Prog Sve 80025000 15,000
102-5007 31 Contracts for Prog Svc 80024000, 10,000,
SFY 20 Sub Total 25,000
Sub Tolal 124, 000
TOTAL 1,863,622

Page 2 0f 2
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr,, Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Denis Goulet
Commissioner

October 6, 2015

Nicholas Toumpas, Commissioner

State of New Hampshire

Department of Health and Human Services
129 Pleasant Street

Concord, NH 03301-3857

Dear Commissioner Toumpas:

This letter represents formal notification that thé Department of Information Technology {DolT)
has approved your agency’s request 10 enter into & sole source contract with Scientific Technologies
Corporation, Scottsdate, AZ, as described below and referenced as Dol T No. 2015-063.

The purpose of this contract with STC is 1o attain maintenance, support, and technical
development work of the existing NH Electronic Disease Surveillance System
(NHEDSS) and Tuberculosis Program Area Module (TB PAM), which are STC-licensed
products, and PRISM (Patient Reporting investigation Surveillance Manager), which is -
no-cost software integrated into the NHEDSS system. The funding amount is not to
exceed $1,306,522 and is effective upon Governor and Council Approval throuth June
30, 2020.

A copy of this lener should accompany the Depariment of Health and Human Services'
submisston o the Governor and Executive Council for approval.

Sin ; rely,

Denis Goulet

DG/mh
Contract 201 5-063

"innovative Technologies Today for New Hompshire's Tomorrow™
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT -PART ]

Subject: il ic Disense Surveillance Sysiem Fohancements, Mai ce, and vicgs
Patient in sligatio rveill n d Tub is Program Are
AGREEMENT
The State of New Hampshire and the Contractor herby mutually agree as fotlows:
GENERAL PROVISIONS
1.1 State Agency Name 1.2 State Agency Address
NH Department of Health & Human Services 129Plcasant Strect
- Concord, NH 03301-3857
1.3 Contracior Nanwe 1.4 Coniractor Address
Scientific Technologies Corparation 8444 N.90™ Si., Suite 100,
Scotisdale, AZ 85258
1.5 Contractor Phone Number 1.6 Account Number t.7 Completion Date 1.8 Price Limitation
480-745-8500 . 2&603;'5030)@'0-7595- 018 06/3072020 $1,863,522
) .
05.95-90-90 254D 50R4-102.
S007H
05:95-90-90)M010- 1 £35-102-
500731
05-95-90-902510-5170-102-
30070
05-95-90-902810.7534-102-
500731
1.9 Contracting Officer for Stale Agency Aches | 1,10 State Agency Telephone Number
™ Bmk-ggpec—ﬂmehn‘ ﬂ']q"ec(fnlf-ta 1,;1:‘:;/. Dﬂﬂ f” 603-271-448)
I 1.11 Contracior Signatu 1.12 Name & Title of Coatracior Signatory
Todd Watkins, President

1.13 Acknowledgement: Stale of M., Counly of BE@N A LILLD

On /0/3 /20" g , before the undc}signed officer, personally appeared the persnn identified in block 1.12 or
satisfactorily provea to be the pesson whose name is signed in block 1,11, and acknowledged that s/he executed this
document in the capecity indicated in block 1.12. )

1.13.0 Signatuge of Noary Publnc or Justice of the Peace
i ;
|scal) / 7

1.13.2 Name & Title of Notary or Justice of the Peace

DAnIEL RyAa , NOTARY
I.14 State Agency Signatur 1.15 Name/Tite of Sl.ﬂlc Agency Signal
,}M(. Lg_,—) f’]arnr”‘\ IR«J}:HI&_I s QA{"H‘:, 0}5,.'.—({7.’

.16 )’bproval by N.HYDepariment &f Administration, Divisian of Personnel (if applicable)

Director, On:

I l7 Ap;;{w‘[l by Auomc; Gcncral {Farm. Subsiance and Exccution)

By: & e \/ (AGEA A Ian - f\fb/Wasprioms Atotacy Geaesah On: l’—/t.- /i
1.18 Approval by the Gochnr & Countil

By QOn:

Authorized Scientific Technologies Corporation initials: /%7
Dute:_ / 0,/3/?01 &

Contract 2015-063 - Agreement Part | 7 Page L of 39
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART )
TABLE OF CONTENTS
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STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
. MAINTENANCE, AND SUPPORT SERVICES
' CONTRACT 2015-063
AGREEMENT -PART 1

TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as 'spcciﬁcally noled elsewhere

in this document.

Acceplance

Nolice from the Statc that a Deliverable has satisfied Acceptance
Test or Review.

Acceplance Letter

An Acceplance Letier provides notice from the Staie that a
Deliverable has satisfied Acceptance Tests or Review,

Acceptance Period

The timeframe during which the Acceptunce Test is performed

Acceptance Test Plan

The Acceplance Test Plan provided by the Vendor and agreed to by
the State that describes at a minimum, the specific Acccplancc
process, criteria, and Schedule for Deliverables.

Acceplance Test and Review

Tests performed 1o determine that no Defects exist in the
application Software or the System.

Access Control

Supports the management of permissions for logging onto a
computer or network.

Agreement

A contract duly executed and legally binding.

Appendix

Supplementary material that is collecied: and appended at the back
of a document.

Audit Trail Capture and
Analysis

Supponts the identification and monitoring of activities within an
application or system.

Best and Final Offer (BAFO)

For negotiated procurcments, & Vendor's final offer following the
conclusion of discussions. .

cCp

Change Control Procedures

Certification’

The Vendor's wrilten declacation with full supporting and writicn
Documentation  {including without limitation test results as
applicable) that the Vendor has completed development of the
Deliverable and cenificd its readiness for applicable Acceptance
Testing or Review.,

Change Control

Formal process for initiating changes o the proposed solulion or
process once development has begun,

Change Order Formal documentation prepared for a proposed change in the
Specifications.
cM Configuralion Management.

Complction Date

End date for the Contract

Confidentlat Information

Information required 1o be kept Confi dcnleal from unautharized
disclosure under the Coniract.

Conlract

This Agreement hetween the State of New Hampshire and a
Vendor, which creates binding obligations for each party to perform
as specified in the Contract Documents.

Contract Agreement

Part 1 and Part 2. ‘The documentation consisting of hoth the
General Provisions and the Exhibits which represents the
understanding and acceptance of the reciprocal legal rights and
duties of the parties with respect to the Scope of Work,

Conuract 2015-063 ~ Agreement Part |

Authorized Scientific Technologics Corporation initials: S ZZ
0/ 3/Z0 25

Date:

Page 3 of 39




DocuSign Envelope |D: B2165A85-0533-401B-80C5-5F 1911985

EAA

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANC

E, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 1

Contract Conclusion

Refers to the conclusion of the Contract, for any reason.-including
but not limited 1o, the successful Contract completion, termination
for convenience, or teemination for defaull.

Contract Documents

Documents that comprise this Contract {See Contract Agreemeni,
Section 1.1).

Contract Managers

The persons identified by the State and the Vendor who shall be
responsible for all contractual authorization and administration of
the Contract. These responsibilities shall include bui not be limiied
10 processing Contract Documentation, obtaining e€xecutive
approvals, tracking costs and payments, and representing the parties
in all Contract administrative activitics, {See Section 4: Coniract
Managemen:).

Contract Price

The total, not 1o exceed amount 1o be paid by the State to the
Contractor for product and secrvices deseribed in the Coniract
Agreement. This amount is listed in the General Provisions Section
1.8 as well as Part 2, Exhibit B, Section 1.2.

Contractor

The Vendor whose proposal or quote was awarded the Contract
with the State and who is responsible for the Services and
Deliverables of the Contract.

Contracted Vendor/Vendor

The Vendor whose proposat or quote was awarded the Conltract
with the State and who is responsible for the Secvices and
Deliverables of the Conlract.

Conversion Test

A test 10 ensure that 8 Data conversion proccss correctly takes Data
from a legacy system and successfully converts it to a (orm that can
be usced by the new System.

COTS Commercial Qff-The-Shelf Sofltware.

CR Change Request. _

Cure Period The thinty (30) day period following written notification of a defauli
within which & ¢contracied vendor must cure the default identified.

Custom Code Code developed by the Vendor specifically for this project for the

State of New Hampshire.

Custom Software

Sofiware developed by the Vendor spccuf'lcally for this project for
the State of New Hampshire.

Data Swate's records, files, forms, Data and other documents or
information, in either clectronic or paper form, that will be used
lconverted by the Vendor during the Contract Term.

DBA Database Administraior.

Deficiencies/Defects A failure, deficiency or defect in a Deliverable resulting in a

" Deliverable, the Software, or the System, not conforming to its

Specifications.

Closs A Deficiency — Software - Critical, does not allow Sysiem to
operate, no work around, demands immediate action: Wrinen
Documentatiun - missing significant ponions of information or
unintelligible o Swawe; Non Software - Services were inadequate

Contract 2015-063 ~ Agreement Part |

Authorized Scientific Technologies Corpomnon inilials: —va——

Dac:_ /04 T/ Z 044"

Page 4 of 39
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

and require re-performance of the Service,

Class B Deficiency - Sofnware - important, does not stop operation
and/or there is a work around and user can perform tasks; Wrinen
Documentution - ponions of information are ‘missing but not
enough to make the document unintelligible; Non Sofrware -
Serviccs were deficicnt, requirc reworking, but do not require re-
performance of the Service,

Class C Deficiency - Sofnvare - mininal, cosmetic in nature,
minimal effect on System, low priority and/or user ¢an use Sysiem;
Written Docutnentarion - minimal changes required and of minor
editing nature; Nun Sofnvare - Services require only minor
reworking and do not require re-performance of the Service.

Deliverable A Deliverable is any Wriden, Software, or Non-Software
Deliverable {leuer, report, manual, book, other), provided by the
Vendor to the State or under the terms of a Contract requirement.

Department An agency of the State.

Department of [nformalion The Department of Information Technology established under RSA

Technotogy (Dol T) 21-R by the Legislature effective Seplember 5, 2008.

1 DHHS Department of Health and Human Services.

Documentation All informanion that describes the installation, operation, and usc of
the Software, either in prinled or electronic formal.

Digiial Signaiure Guarantees the unaliered state of a file.

Effective Date The Conlract and all obligations of the parties hercunder shalk
become cffective on the date the Governor and the Executive

. Council of the Staie of New Hampshire approves the Contract.

Encryption Suppornts the cncoding of data for sccurity purposcs.

ELR Electronic Laboratory Reporting.

Enhancements Updales, addilions, modifications 10, and new rcleases for the

Sofiwarc, and all changes to thc Documentation as o result of
Enhancements, including, bui not limited to, Erhancements
produced by Change Orders.

Firm Fixed Price Conlract

A Firm-Fixed-Price Contracl provides o price that is not subject to
increase, ic., adjustment on the basis of the Vendor's cost
experience in performing the Contracl.

Fully Loaded Raies are inclusive of all allowable expenses, including, but not
limited t0: meals, hotel/housing. airfare. car rentals, car mileage,
and out of pocket expenses.

GAAP Generally Accepled Accounting Principles.

Governor and Executlve Councll

The New Hampshire Governor and Exccutive Council.

Harvesl

Software 10 archive and/or control versions of software.

Identification and
Authentication

Suppons obtainiag information about those parties atiempting to
log on to a system or applicaiion for security purposes and the
validation of thos¢ users.

Contract 2015-063 —~ Agreement Part |
Authorizcd Scientific Technotogics Corporation initials: V%

Page 5 of 39
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

Implementation

The process for making the System fully operational for processing
the Data. :

Implementation Plan

Sets forth the vansition from development of the System to full
operation, and includes without Jimitation, training, business and
technical procedures,

Information Technology (IT)

Informatian Technology. Refers to the tools and processes used for
the gathering, storing. manipulating, transmitting, sharing, and
sensing of information including. but nat limited to. Daa
processing. computing, information sysiems, telecommunications,
and various audio and video lechnologies,

Input Validation

Ensure the application is protecied from buffer overflow, cross-site
scripting, SQL injection, and canonicalization.

Intrusion Detection

Supponts the detection of illegal entrance inta 8 computer system.

invoking Party In a dispute, the party believing itsell apprieved.

Key Project Staff Personnel identified by the State and by Scientific Technologies
Corporalion as essential to work on the Project.

Licensee The Siate of New Hampshire. i

Non Exclusive Contract

A contract executed by the State that doces not restrict the Siaie from
seeking alternative sources for the Deliverables or Services
provided under the Contract.

New Hampshire Electronic
Disease Surveillance System
(NHEDSS)

New Hampshire Elecironic Disease Surveillance System. Qwned
and developed by Scientific Technologies Corporation. NHEDSS is
technically referred to as Seatinel, the Scieniific Technologies
Corporauion hcensed product,

Non-Software Deliverables

Deliverables that are not Sofiware Deliverables or Wrilten
Deliverables, e.2., meetings, help support, services, other.

Norma) Business Hours

Normal Business Hours - 8:00 a.m. to 5:00 p.m. EST, Monday
through Friday excluding State of New Hampshire holidays. Siate
holidays are: New Year's Day, Manin Luther King Day,
President's Day, Memorial Day, July 4%, Labor Day, Velerans Day,
Thanksgiving Day, the day afier Thanksgiving Day, and Christmas
Day. Specific dates will be provided if requesied.

Notice to Proceed (NTP)

Notice to Proceed. The Siate Contract Manager's writien direction
to the Vendor 1o begin work on the Conuact on a given date and
time,

Open Data Formats A data format based on an underlying Open Standard.

Open Source Software Sofiware that guarantees the user unrestricted use of the
Software as defined in RSA 21-R:10 and RSA 21-R:11.

Open Standards Specifications for the encoding and transfer of computer data
that is defined in RSA 21-R:10 and RSA 21-R: 13

Operating System System is fully functional, all Data has been lpaded into the

System, is available for use by the State in its daily operations.

Contract 2015-063 — Agreement Part |

Authorized Scientific Technologies Corporation initials: Q r

Date:_/ 9/ /2¢14
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STATE OF NEW HAMPSHIRE .
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 1

Operational

Operational means that the Sysiem is operating and fully funciional,
all Daw has been loaded; the Sysiem is available for use by the
State in its daily operations, and the State has issued an Accepiance
Letter,

Order of Precedence

The order in which Contract/Documents control in the event of a
conflict or ambiguity. A term or condition in a document controls
over a conflicting ur ambiguous term or condilion in a document
that is lower in the Order of Precedence.

Project

The planned undenaking regarding the entire subject maiter of an
RFP nnd Coniract and the activities ol the panies related hereto.

Patient Reporting [nvestigation
Surveillance Manager (PRISM)

Patient Repornting Investigation Surveillance Manager refers 1o a
scxually ransmitlcd disease (STD) systein that manages infectious
disease surveillance data. PRISM is open source software
developed by the Siate of Florida under o GNU license.

Project Team

The group of Staic employees and contracied Vendor's personnel
responsible for managing the processes and mechanisms rcquired
such that the Secrvices are procurcd in accordance with the Work
Plan on time, on budger and 10 the required specificatians and
quality.

Project Management Plan

A documenl that describes the processes and methodology 1o be
employed by the Vendor to casure a successful Project,

Project Managers

The persons identificd who shall function as the State's and the

. Vendor's represcniative with regard to Review and Acceplance of

Contract Deliverables, invoice sign off, and review and approval of

- Change Requests {(CR) utilizing the Change Control Procedurcs

: {CCP).
Project Staff : State personnel assigned Lo work with the Vendor on the Praject,
Proposal The submission from a Vendor in response (o the Request for a

Proposal or Siatement of Work,

Repression Test Plan

A plan integrated into the Work Pian used 10 ascertain whether
fixes 10 Defects have causcd crrors elsewhere in  the
application/process.

Review The process of revicwing Deliverables for Acceplance.

Review Period The period sct for review of a Deliverable, ) none is specified then
the Review Period is five (5) busingss days.

RFP A Request For Proposal solicits Proposals o satisfy State functional

requirements by supplying data processing product and/or Service
resources according to specific 1eems and conditions.

Role/Privilege Management

Supporis the granting of ebilitics to users or groups of users of a
compuler, application ar network,

SuaS- Software as a Service

Occurs where the COTS application is hosted but the State does not
own the license or the code. The vendor allows the use of the
software as a pat of their scrvice, ’

Contract 2015-063 - Agreement Pant 1

Authorized Scicnuﬁc Technologics Corporation initials:_m_

Date: /‘7/ I/ Z 015"
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

Schedule The dates described in the Work Plan for deadlines for performance
of Services and other Project events and activities under the
Contract.

Service Level Agreement (SLA) A Service Level Agreement is. 2 signed agreement between the
Vendor and the State specifying the level of Scrvice that is
expected of, and provided by, 1the Vendor during the term of the

Contract,

Services The work or labor Lo be performed by the Vendor on the Project as
described in the Contracl.

Software All custom Sofiware and COTS Software provided by the Vendor
under the Conteact,

Sofiware Deliverahles COTS Software and Enhancements.

Software License Liccnses pravided to the State under this Contract,

Solutlon 1 The Solution consists of the total Solution, which includes, withoul

limitation, Sofiware and Services, addressing the requirements and
terms of the Specifications. The off-the-shell Softwure und
configured Software customized for the Swte provided by Lhe
Vendor in response 1o this RFP,
Specifications The writlen Specifications that set forth the requirements which
include, without limilation, this RFP, the Proposal, the Contract,
any performance standards, Documentation, applicable Stale and
federal policies, laws and regulations, State technical standards,
subsequent Statc-approved Deliverables, and other Specifications
and requirements described in the Conlract Documents. The
Specifications are, by this reference, made a part of the Contract as
. - though completely set forth herein.

State STATE is defined us:

State of New Hampshire

Depanment of Health & Human Services

Division of Public Health Services

29 Hazen Drive

Concord, NH 03301-6504

Relerence to the 1erm “State” shall include applicable agencies.
Statement of Work {(SOW) Statement of Work, A Siatement of Work clearly defines the basic
requircmenis and objectives of a Project. The Statement of Work
also defines a high level view of the architecture, performance and
design requirements, the roles and responsibilities of the Siate and
the Vendor, The Contract Agreement SOW defines the resulis that
the Yendor remains responsible and accavntable for achieving.
State's Confidential Records Stale’s information regardless of its form that is not subject to
public disclosure under upplicuble state und federnl laws and
. regulations, including bul not limited to RSA Chapter 91-A
State Data Any information contained within Siate systems in electronic or
paper format.

Contract 2015-063 - Agreement Pan |

Authorized Scientific Technologics Corporalion inilia]s:_gL
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NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
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State Fiscal Year (SFY) State Fiscal Year. The New Hampshire State Fiscal Year extends
from July [* through Junc 30" of the following calendar year.

State Project Leader Siate’s representative with regard 10 Project oversight.

State's Project Manager (PM) Siate's representative with regard 1o Project manzgement and

iechnical mauers, Agency Project Managers arc responsible for
review and Acceplance of specific Coniract Deliverables, invoice
sign off, and Review and approval of a Change Proposal (CP). -

Subcontracior A person, panaership, or company not in the employment of, or
owned by, the Vendor, whick is performing Services under this
Contract under a separale Contract with or on behalf of the Vendor.

System All Software, specificd hardware, and interfaces and exiensions,
inegrated and funcuonmg together in accordance with the
Specifications.

TBD To Be Determined.

Tuberculosis Program Arca Tuberculosis Program Area Module (TB PAM) refers to a module
Module (TB PAM) within thc main NH Elecironic Disease Surveillance System
(NHEDSS) created and owned by Scientific Technologics

, Corporation.
Technical Authorization Direction 10 a Vendor, which fills in details, clarifics, interprets, oe

specifics technical -requirements. 1t must be: (1) consistent with
Statement of Work within statement of Services; (2) not constitule a
new assignment. and (3) nol change the terms, documents of
specifications of the Contract Agreement.

Test Plan . A plan, integrated in the Work Plan, to verify the code (new or
changed) works to fulfill the requirements of the Project. It may
consist of a timeline, a scries of tests and test data, test scripts and
repants for the test resulls as well as a tracking mechanism,

Term Period of the Coniract from the Effective Daie through lerminglion.
Transition Services Services and support provided when Scientific Technologies
Corporation is supporting S yslem changes.
UAT User Acccplance Test.
b Unit Test Developers create their own test data and test scenarios to verify the
code they have created or changed functions properly as defined.
User Acceptance Testing Tests done by knowledgeable business users who are Familiar wilh

the scope of the Project. They creaic/develop test cases 1o confirm
the System was developed according to specific user requircments.
The test cases and scripts/scenarios should be mapped 1o busincss
requircments otllined in the user requirements documents.

User Management Supports the administration of compulter, application and network
accounts within an organiation.
Vendor! Contracted Vendor The Vendor whose proposal or quote was awarded the Contract

with the Staic and who is responsible for the Scrvices and
Deliverables of the Contracl.

Verification Supports the confirmation of authority 1o enter a computcr system,
application or network.

Contract 2015-063 ~ Agreement Part | Page 9 of 39
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Walk Through

A step-by-step review of a Specificalion, usability features or
design before it is handed off 10 the technical teamn for
development,

Warranty Period

A period of coverage during which Scicatific Technologies
Corporation is responsible for providing a guaranice for products
and Scrvices delivercd as defined in the Contract.

Warranty Releases

Code releases that are done during the Warranty Period.

Warranty Services

The Services to he provided by the Vendor during the Warranty
Period. '

Work Hours

Vendor personnel shall work mormal business hours between 8:00
am and 5:00 pm, eight (8) hour days, forty (40) hour wecks,
excluding Staic’ of New Hampshire holidays. Changes to this
schedulc may be made upon agreememt with the Siate Project
Manager.

Work Plan

The overall plan of activities for the Project crealed in accordance
with the Contract. The plan and delineation of tasks, activities and
cvents 10 be performed and Deliverables 10 be produced under the
Project as specified in Appendix C. The Work Plan shall include 2
detailed description of the Schedule, tasks/activities, Deliverables,
critical evenis, task dependencies, and the resources that would lead
and/or participale on cach task.

Written Deliverables

Non-Software writlen deliverable: Documenitation {letter, report,
manual, book, other) provided by the Vendor either in paper or
electronic format.

Contract 2015-063 - Agreement Pant |
Authorized Scientific Technologies Corporation initials: ! %

Date: 0/3 /205
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DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

INTRODUCTION

This Contract is by and between the State of New Hampshire, acting through New Hampshire Department
of Healih and Human Services (DHHS), and Scientific Technologies Corporation, having its principa
place of busincss at 8444 N. 80" St., Svite 100, Scoutsdale. AZ 85258. ,

The DHHS requires mainlenance and support as well as technical development work of the New
Hampshire Electronic Disease Surveillance Sysiem (NHEDSS). There are two modules within the
NHEDSS: onc module to manage sexually transmitied discase (STD) with the Palient Reporting
Investigation Surveillance Manager (PRISM); and one module for Tuberculosis (TB) cases and data
through the TB Program Arca Module (TB PAM), NHEDSS and the associated moduics have been
intcgratcd with features such as single sign-on for user cfficiency, specific paticnt investigation
functionality such as searching for co-infections, and population of corc demographic fields in the
modules. ‘

This sole source contract of technical suppon and services witl be provided by Scientific Technologies
Corporation since both the NHEDSS and TB PAM are licensed products of Scicntific Technologies
Corporation. PRISM is & GNU product thal has been integrated into the NHEDSS system. The three
systems will continuc 1o be hosied within the Department of Information Technology virtual
cnvironment. Under this agreement, Scientific Technologies Corporation wilt; 1. Support the applications
as oullined in the Scope of Work, and 2. Perform specific development tasks as detailed below. Specific
devclopment lasks are identified for year onc and two of the project and include such as tasks as: ability
to creatc customized forms for emerging infectious diseases such as Ebola in NHEDSS, development of
interview flunctionality for in PRISM, and sysiem enhancements in TB PAM including automalic creation
of cases in NHEDSS if a case is delermined a “high risk” of TB. Development work for future years will
be identificd as nceds are assessed during the project phase. A list of development ideas have been
developed and the process for ascertainment of pricing is already well established thraugh the standard
Change Request process and the business requicements will be flushed out between Scicntific
Technologies Corporation and DPHS with a mutually agreed upon timeline for implementation that lines
up with scheduled release dates and grant funding dates. The funds sel aside for to-be-detcrmined
development work is a relatively small propartion of funds in comparison to the funds that will be used
for maintenance and defined development work.

RECITALS

DHHS desires to have Scientific Technologics Corporation provide support and development of
enhancements for New Hampshire's infectious disease surveillance systems and associaicd Services for
the State;

Scientific Technologies Corporation wishes 1o provide suppoit and maintenance for the following systeny:
NHEDSS and asseciated modules: Paticnt PRISM and TB PAM

Contracl 2015-063 - Agrecment Pant | Page 1 of 39
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT -PART 1

The partics therefore agree as follows:

1. CONTRACT DOCUMENTS

1.1

1.2

CONTRACT DOCUMENTS

This Contract is comprised of the following documents (Contract Documents):

A.
B.

The Contract Agreement - General Provisions
Consalidated Exhibits

Exhibit A- Contract Deliverables

Exhibit B- Price and Payment Schedule
Exhibit C- Special Provisions

Exhibit D- Administrative Services

Exhibit E. Implemeniation Services

Exhibit E-1- Security and Infrastructure
Exhibit F- Testing Services

Exhibit G- Maintenance and Support Services
Exhibit H- Requiremments

Exhibit |- Work Plan

Exhibit J- Sofiware License and Relaied Terms
Exhibit K- Warranty and Warranty Services

"Exhibit L- Training Services
.Exhibit M- Agency RFP with Addendums, by reference

Exhibit N- The Vendor Proposal, by reference
Exhibit Q- Ceruificales and Attachments

ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of. the 1exi of the Contraci Documents,
the following Order of Precedence shall govern:

The State of New Hampshire Terms and Conditions, Form P-37 Contract 2015-
063 Agrecment - Part 1. ‘

Staie of New Humpshire, Department of Health and Human Services Contract
2015-063 Agreement — Part 3.

Contract Attachinent 3 - Scieniific Technologies Corporalian Siatement of Work
NHEDSS, Software Development 2015-2016 August 20, 2015 and Comtact
Attachment 4 - Scientific Technologies Corporation Statement of Work
NHEDSS, Sofiware Maintenance & Support 2015-2016 August 21, 2015.

Contract 2015-063 ~ Agreement Part | Page 12 of 39
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'CONTRACT TERM

Scientific Technologics Corporation shall commence work upon issuance of a Natice to Procecd

by the

State.

The State does nol require Scicntific Technologies Carporatian ta commence work prior to the
Effective Date; however, if Scientific Technolngics Carporation commences work prinr to the
Effective Date and a Notice to Proceed, such work shall be performed art the sole risk of Scientific
Technologies Corporation. In the event that the Contract does not becume effective, the Stale
shall be under no obligation to pay Scientific Technologies Corporation for any costs incurred or

Services performed; however, if the Contract becomes effective, all costs incurred prior to the

Effective Date shail be paid under the tcrms of the Contract.

COMPENSATION

31

3.2

CONTRACT PRICE

The Coniract Price, method of payment, and terms of payment are identified and more
particularly described in Contract Exhibit B: Price and Payment Schedule.

The payment by the State of the contract price shall be the only and the complete
reimbursement 1o Scienlific Technologics Corporation for all expenscs. of whatever
nature incurred by Scientific Technologies Corporation in the performance hereaf, and
shalt be the only and the complete compensation 1o Scientific Technalogies Corporation
for the services. The State shall have no liability to Scientific Technologics Carporatian
other than the Contract Price. '

The State reserves the right 1o offset from any amounts otherwise payabte to Scientific
Technologics Corporztion under this Agreement those liquidated amounts required or
permilted by N.H. RSAB0:7 through RSA 80:7-¢ or any other pravision of law.

Notwithstending any provision in this Agreenient to the contrary, and nolwithstanding
unexpected circumstances, in no event shall the total of all payments authorized or
acwally made hereunder, exceed the Price Limitation set forth in Geuneral Provisians
Page.l, block 1.8.

NON-EXCLUSIVE, NOT TO EXCEED CONTRACT

This is a Non-Exclusive, Not to Exceed Conteact with price and term limitations as sct
fonh in the Contract.

The State reserves the right, at its discretion, (0 retain other vendors 10 provide any of the
Services or Deliverables identificd under this procurement or make an award by item,
part or portion of an item, group of itcms, or 1otal Proposal, Scientific Technologies
Corporation shall not be responsible for any delay. act, or omission of such other
vendors, excepl that Scicntific Technologics Corporation shall be responsible for any

Authorized Scientific Technn

Date:

Contract 2015-063 - Agreement Part | Page i3 of 39
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MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

delay, act, or omission of the other vendors if such delay, act, or omission is caused by or
duc to the fault of Scientific Technologies Corporation.

Notwithstanding any other provision of the Contract to the conirary, in no event shall
total payments under the Contract excecd the amouni listed in block 1.8 Price Limitation
of page 1 of the General Provisions.

CONTRACT MANAGEMENT

The Project will require the coordinated cffonts of a Project Team consisting of both Scientific
Technologies Corporalion and State personnel.  Scienlific Technologies Corporation shall

-provide all neccssary resources lo perform ils obligalions under the Conwact. Scientific

Technologies Corporation shall be responsible for menaging the Project 10 its successful
completion, : ’

4.1

4.2

THE VENDOR'S CONTRACT MANAGER

Scientific Technologies Corporation shall assign a Contract Manager who shall be
responsible for all Contract authorizalion and adminisiration. Scientific Technologies
Corporalion’s Coniract Manager is:

Karl Moelier

. Vice President of Public Health

Scientific Technologies Corporation

8444 N. 90" S1,, Svite 100,

Scousdale, AZ 85258 Tel: (480)-745-8500
Fax: (520)-202-3340

. Email: karl_moeller@stchome.com

THE VENDOR’S PROJECT MANAGER
421 CONTRACTPROJECT MANAGER

Scientific Technologies Corporation shall assign a Project Manager who meets
the requirements of ‘the Contract.  Scientific Technologies Corporation’s
selection of the Contracted Vendor Project Manager shall be subject to the prior
writlen approval of the State. The State's approval process mey include, without
limitation, at the Sale’s discretion, review of the propased Scientific
Technologies Corporation Project Manager's resume, qualifications, references,
and background checks, and an interview, The Stale may require removal or
rcassignment of Scientific Technologies Corporation’s Project Manager who, in
ihe sole judgment of the State, is found unacceptable or is not performing (o the
State's satisfaction.

422 Scientific Technologics Corporation Project Manager must be qualified to
perform the obligations required of Lthe position under the Contract, shall have

Authorized Scientific Technologies Corporation inilials:
fe/3/2Z2oss"
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4.23

4.24

4.2.5

CONTRACT 2015-063
AGREEMENT - PART 1

full authority to make binding decisions under the Contract, and shall function as
Scientific Technologics Corporation’s representative for all adminisirative and
managemen mauers.  Scientific Technologies Corporation’s Project Manager
shall perform the duties required under the Contract, including, but not limited 10,
those set forth in Exhibit [, Section 2. Scientific Technotogics Corporation’s
Project Manager must be available to promptly respond during Normal Business
Hours within two (2) hours 10 inquiries from the State, and be at the site as
needed.  Scientific Technologies Corporation's Project Manager must work
ditigently and use his/ her best efforts on the Project.

‘Scicnuific Technologies Corporation shall nol change its assignmeni of Scientific

Technologies Corporation Project Manager without providing the State written
justification and obtaining the prior writien approval of the Stale. Siate approvals
for replacement of Scientific Technologies Corporation's Projéct Manager shall
nol be unreasonably wilthheld. The replacement Project Manager shall have
comparable or greater skills than Scientific Technologies Corporation Project
Manager being replaced; meet the requirements of the Coniract; and be subject to
reference and background checks described above in General Provisions, Section
4.2.1: Contract Project Manager, and in Conuract Agreement General Provisions,
Scction 4.6: Reference and Background Checks, betow. Scientific Technologics
Corporation shall assign a replacement Scienlific Technologies Corporation
Project Manager within thinty (30) business days of the departure of the prior
Scientific  Technologics Corporation  Project  Manager, and  Scientific
Technologics Corpdration shall continue during the thiny (30) business day
period 1o provide competent . Project management Services through  tlic
assignment of a qualified interim Scientific Technologies Corporation Project
Manager, subject to ali requirements as oullined here.

Notwithstanding any other provision of the Contracl, the Siate shall have the
option, acting reasonably and in good faith, to terminate the Contract, declare
Scientific Technologies Corporation in default and pursuc its remedies at law and
in equity, if Scicntific Technologies Corporation fails to assign a Scientific
Technolagics Corporation Projeci Manager meeting the requirements and terms
of the Contract.

Scientific Technotogies Corporation Project Manager is:

Devon Sims, MPH '
Public Heatth Advisor

Scientific chhnologucs Corporation

8444 N. 90" St., Suite 100,

Scottsdale, A7 85258 Tcl: (520)-428-707%

Fax: (520)-202-3340

Email. devon_sims @sichome.com

Coniract 2015-063 - Agrecment Part | 5 : Page 15 of 39
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43  SCIENTIFIC TECHNOLOGIES CORPORATION KEY PROJECT STAFF

4.3.1

432

433

Scientific Technologies Corporation shali assign Key Project Staff who meet the
requirements of the Contract, and can implement the Software Solution mecting
the requirements set forth in RFP Appendix C: System Requirements and
Deliverables, Table C.1:  System Requirements and Deliverables-Vendor
Response Checklisi. The State may conduct reference and background checks on
Scienlific Technologies Corporation Key Project Stafl. The Siate reserves the
right le require removal or reassignment of Scientific  Technologics
Corporation’s Key Praject Staff who arc found unacceptable to the State. Any
background checks shall be performed in accordance with General Provisions
Section 4.6: Background Checks.

Scientific Technologies Corparation shall not change any Scicntific Technologies
Corporation Key Project Staff commitments without providing the Statc writien
justification and obiaining the prior written approval of the State. State approvals
for replacement of Scientific Technologies Corporation Key Project Staff will not
be unreasonably withheld. The replacement Scientific Technologics Corporation
Key Project Staff shall have comparable or greater skills than Scientific
Technologies Corporation Kcy Project Staff being replaced; meet the
requirements of the Conuract, including but not limited to the requirements set
forth in RFP Appendix C: Sysiemn Requirements and Deliverables and be subject
to reference and background checks described in Contract Agreement- Gengeral
Provisions, Scction 4.6: Reference and Background Checks.

Notwithstanding any other provision of the Contract (0 the contrary, the State
shall have the option 10 terminate the Contract, dectare Scicntific Technologies
Corporation in default and to pursue its remedies at law and in equity, if
Scientific Technologies Corporation fails to assign Key Project Staff meeting the
requirements and terms of the Contract or if, acting reasonahly and good faith, it
concludes, notwithsianding the fact that the replacement Project Staff meel the
requirements and terms of the Contract, such replacement Project Staff are not
competent for the purposcs sttout herein,

4.3.3.1 Scicntific Tcchnologics Corporation Key Projeci Staff shall consist of
the following individuals in the roles identified below:

Scientific Technologies Cerporation’s Key Project Staff:

Key Member(s) Title

Devon Sims . Project Manager

Bruno Bernard . NHEDSS & TB PAM

Developer

Maut Guthsie PRISM Developer

Karen Chin Product Manager

Chrissie Gorman Account Executive
Contract 2015-063 - Agreement Part 1 Page 16 of 39
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STATE CONTRACT MANAGER

The State shall assign a Confract Manager who shall function as the State's representative
with regard to Contract administration. The State Contract Manager is:

Elizabeth R. Daly

Chief, Lnfectious Discase Survciltance Scection
Division of Public Healih Services

NH DHHS

29 Hazen Drive

Concord, NH 03301

Tel: (603)271-4927

Fax: (603) 271-0545

Email: erdaly@dhhs.siate.nh.us

STATE PROJECT MANAGER
The Staic shall assign a Project Manager. The Statc Project Manager's dutics shall
include the following:

a. Leading the Project;

b. Enguging and menaging all Scientific Teehnologies Corporations;

-6 " Managing significant issucs and risks.

d. Reviewing and accepiing Contract Deliverables;
e Invoice sign-offs;

f. Review and approval of change proposals; snd
.8 Ma:.mlging stzkeholders’ concerns.

The State Project Manager is:

Elizabeth R, Daly

Chief, Infectious Discase Surveillance Sectiun
Division of Public Health Services

NH DHHS

29 Hazen Drive

Concaed, NH 0330)

Tel: (603) 271-4927

Contract 2015-063 — Agreement Pan | ) Page 17 of 39
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Fax: (603) 271-0545
Emuil: erdaly @dhhs.state.nh.us

REFERENCE AND BACKGROUND CHECKS

The State may, at ils sole expense, conduct reference and background screening of the
Contracted Vendor Project Manager and Scientific Technologics Corporation Key
Project Staff. The State shall mainigin the confidentiality of background screcning
results in accordance with the Contraci Agreement — General Provisions-Section t1: Use
of State’s Informaiion, Confidentiality.

DELIVERABLES

5.1

5.2

VENDOR RESPONSIBILITIES

Scientific Technologics Corporation shall be solcly responsible for mecting all
requirements, and terms and conditions specified in this Contract, regardless of whether
or not 3 subconrlractor is used.

Scientific Technologies Corporation may subcontract Services subject 10 the provisions
of the Contract, including but not limiled 1o, the terms and conditions in Section 18:
General Ternis and Conditins herein. Scientific Technologics Corporation must submit
al} information and documentarion rclating to the Subcontractor, including terms and
conditions consistent with this Conwact, The State will consider Scientific Technologics
Corporation to be wholly responsible for the performance of the Contract and the sole
poinl of conlact with regard 1o all contraclual matters, including payment of any and all
charges resuliing from the Contract.

DELIVERABLES AND SERVICES

Scientific Technologics Corporation shall provide the State with the Deliverables and
Services in accordance with the time frames tn the Work Plan for this Contracs, and as
more particularly described in Coniract Exhibit A: Conrract Deliverables.

Scientific Technologies Corporation may clect 1o subcontract services to the provisions
of the Contract. Scientific Technologics Corporation must submit all informstion and
nccessary documentation to the subcontracior including terms and conditions consistent
with the Contract. The $iate will consider Scientific Technologies Corporation 10 be
wholly responsible for the performance of the Contract and the sole point of contact with

Contract 2015-063 ~ Agreement Pant |
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regard to all contractual matters, including payment of any and all charges resulting (rom
the Conlract,

Upon its submission of a Deliverable ar Service. Scienlific Technologies Corparation
represents thal it has performed its obligations vnder the Coniract associated with the
Dcliverable or Service,

NON-SOFTWARE AND WRITTEN DELIVERABLES ﬁEVIEW AND
ACCEPTANCE ‘

Afier receiving wrtten Certification from Scientific Technolggics Corporation that a
Non-Software or Wrilten Deliverable is final, complete, and ready for Review, the State
will Review the Deliverable 1o determine whether it meeis the Requirements outlined in
Contract Exhibil A: Conrract Deliverables. The State will notify Scienific Technologics
Corporation in.writing of its Acceptance or rejection of the Deliverable within five (5)
business days of the State’s receipt of Scientific Technologics Carporation’s wrillen
Cenification. If the Stawe rejects the Deliverable, the State shall notify Scientific
Technologies Corporation of the nalure and class of the Deficiency and Scientific
Technologices Corporalion shall correct the Deficiency within the period identified in the
Work Plan. Il no period for Scientific Technologies Corporation’s correction of the |
Deliverable is identified, Scientific Technotogies Corporation shall correct the Deficiency
in the Deliverable within five (5) business days unless otherwisc mutually agreed to.
Upon reccipt of the correcied Deliverable, the Staie shall have five (5) business days to
review the Deliverable and notify Scientific Technologics Corporation of its Acceptance
or rejection thereof, with the option to extend the Review Period up to five (5) additional
business days. If Scientific Technologies Corporation fails w0 correct the Deficiency
within the allotted period of time. the State may. at its option, continue reviewing ihe
Decliverablc and require Scientific Technologics Corporation (o comtinue until the
Deficiency is corrected, or, upon canclusion of the dispute resolution sysiem sct out in
Section [7, if invoked, thereafier imntediatcly terminate the Contract, declare Scientific
Technologies Corporation in default, and pursuc its remedies at law and in equily.

SYSTEM/SOFTWARE TESTING AND ‘ACCEPTANCE

Systenv/Sofiware Testing and Acceptance shall be performed as set forth in the Test Plan
and more panicularly described in Exhibit F: Testing Services,

SECURITY

The State must ensure Lhat appropriatc levels of security are implemenied and maintained
in order to prolect the integrity and reliability of its information lechnology resources,

" information, and scrvices. State resources, information, and services must be avaitable on

Autherized Scientific Technologics Corporation initials:
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an ongoing basis, with the approprinte infrastrucwure and security controls to ensure
business continuity and safeguard State networks. Systems and Data,

IT Sccuriiy involves all funciions pentaining 10 the sccuring of State Datz and Systems
through the creation and definition of security policies, procedures and controls covering
such areas as identification, authentication and non-repudiation,

All components af the Software shall he reviewed and tested 10 ¢nsure they protect the
State’s hardware and sofiware and its rclaled Dain assets. Scc Exhibit F: Testing
Services for detailed information on requirements for Security testing.

6. SOFTWARE

Scientific Technologies Corporation shall provide the Swatc with Software Licenses and
Documentation set forth in the Contraci, and panticularly described in Exhibit §: Sofrware License
and Relared Terms.

1. SERVICES

Scientific Technologies Corporation shall provide the Services required under the Contrac
Documents. All Services shall meet, and be performed, in accordance with the Specificatians.

7.1

7.2

7.3

7.4

ADMINISTRATIVE SERVICES

Scientific Technologies Corporation shall provide the State with the administrative
Services set fonth in the Coantract, and particularly described in Exhibit D: Adminisirative
Scrvices.

IMPLEMENTATION SERVICES

Scientific Technologies Corporation shall provide the Stale with the Implementation
Services se1 forth in the Contract, and particularly deseribed in Exhibit E: Implementation
Services. ‘

TESTING SERVICES

Scientific Technologics Corporation shall perform esting Services for the State sei forth

in the Contract, and particularly deseribed in Exhibit F: Testing Services.

TRAINING SERVICES

Contract 2015-063 - Agreement Pant |
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Scientific Technologics Corparation shall provide the Statc with training Services sot
forth in the Contract, and particularly described tn Exhibit L: Training Services.

7.5  MAINTENANCE AND SUPPORT SERVICES

Scicentific Technologies Corporation shall provide the State with Mainienance and
support Scrvices for the Software set forth in the Contract, and particularly described in
Exhibit G: System Maintenance and Suppon. '

76 WARRANTY SERVICES

Sciemific Technologics Corporation shall pravide the Stalc with warranty Scrvices set
{orth in the Contract, and pariicularly described in Exhibit K: Warranty Services,

WORK PLAN DELIVERABLE

Scientific Technologies Corporation shall provide the State with a Work Plan that shall include,
without limilation, a detailed descrintion of the Schedule, tasks, Deliverables, major milestones.
task dependencics, and payment Schedule.

The initial Work Plan shall be a separate Deliverable and is set forth in Contract Exhibit 10 Work
Plan. Scientific Technotogics Corpuration shall update the Work Plan as nccessary, but no less
than every two weeks unless otherwise mutually agreed to, to accuratcly reflect the status of the
Project, including without limitation, the Schedule, tasks, Deliverables, major milestones, task
dependencies, and payment Schedule, Any such updates to the Work Plan must be approved by
the Siate, in'writing. prior to final incorporation into Contract Exhibit I; Work Plan. The updated
Contract Exhibit I: Work Plan, as approved by the Stae, is incorporated herein by reference.

Unless otherwisc agreed in writing by the State, changes to the Contruct Exhibic I: Work Plan
shall not relicve Sciemific Technologies Corporation from liability o the Staic for damages
resulting from Scientific Technologics Corporation’s failurc 10 perform its obligations under the
Contract, including, without limitatien, performance in accardance with the Schedule,

In the event of any delay in the Schedule, Scientific Technologies Corporation must immediately
notify the State in writing, identifying the nature of the delay, i.c., specific actions or inactions of
Scientific Technologies Corporation or the Staic causing the problem: its estimated duration
period (o reconciliation; specific actions that nced 10 be taken 10 correct the problem; and the
expecicd Schedule impact on the Projeet.

in the cveni additional time is requircd by Sciemtific Technologics Corporation to correct
Deficicncies, the Schedule shall not change unless previously agreed in writing by the State,
cxcept that the Schedule shall automatically extend on a day-to-day basis 1o the cxient that the.
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delay docs not result from Scientific Technologies Corporation's failure to fulfill its obligations
under the Contract. To the extent that the State’s execution of its major tasks takes longer than
described in the Work Plan, the Schedule shall automatically extend on a day 10-day basis.

Notwamstandmg anylhmg 10 the contrary, the State shall havc 1hc -oplion to terminate the
Contract for defaull, acling reasonably and in good faith, if it is dissatisfied with the
Vendor's Work Plan or material elements within the Work Plan and reasonably
concludes that such Work Plan, or the material clemenis contained therein, cannot be
modified in a reasonable period of time to the Siates' satisfaction. The State’s option to
‘terminate can be exerciscd upon noiice to Scientific Technologics Corporation, and, in
the event hat Scientific Technologies Corporation invokes dispute ccsolution, the partics
are unablc to come 10 & resolve in accordance with the procedures in Section 17 herein.

CHANGE ORDERS

The State may make changes or revisions at any time by written Change Order. The Siate
oniginaled changes or revisions shall be approved by the Depariment of Information Technology.
Within Five (5) business days of Scicntific Technologics Corporation’s reccipt of a Change Order,
Scientific Techaologies Corporation shall advise the State, in detail, of any impact en cost {e.g.,
increase or decreasc), the Schedule, or the Work Plan,

Scicntific Technologies Corporation may request a change within the scope of the Contract by
writlen Change Qrder, identifying any impact on cost, the Schedule, or the Work Plan. The State
shall atempt to respond to Scientific Technologics Corporation's requested Change Order within

. fivc (5) business days. The Statc Agency, as well as the Departmeant of Information Technelogy,

must approve all Change Orders in writing. The State shall be deemed to have rejected the
Change Order if the parties are unable to reach an agrezment in writing.

All Change Order requests from Scientific Technologics Corporation 10 the Staie, and the State
acceplance of Scicntific Technologies Corporation's estimate (or a State requesied change, will
be ackfowledged and responded 1o, cither acceptance or rejection, in writing. If accepted, the
Change Order(s) shall be subject to the Coniract amendment process, as determined to apply by
the State.

INTELLECTUAL PROPERTY
10.1 SOFTWARETITLE

Upon successful completion and/or lermination of the Implemeniation of the PrOJccl the
Scienific Technologics Corporauon shall own and hold all, uile, and rights in any
Softwere modifications developed in connection with performance of obligatons under
the Contract, ar modifications to Scientific Technologies Corporation provided Software,
and their associated Documentation including any snd all performance enhancing
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aperational plans and the Vendors® special utilities. Scientific Technologics Corporalion
shall ficense back 1o the State the nght to produce, publish, or atherwise use such
sofiware, source code, object code, modificatians, repons, and Documentation developed
under the Contracit.

Cusiom software owned by Scientific Technologies prior 10 the effective date shall
remain the property of Scientific Technulogies Corporation,

STATE’S DATA AND PROPERTY

All rights, title and interest in State Data shall remain with the State.  All datu and any
propeny which has been received from the State or purchased with funds provided for
that purpose under this Agrcement, shall be the property of the Stale, and shall be
returned (o the State upon demand or upon termination of this Agreement for any rcason.

VENDOR'S MATERIALS

Subjcct 10 the provisions of this Contract, Sciemific Technologies Corporation may
develop for itself, or for others, materials thal are competitive with, or similar Lo, the
Deliverables. [n accordance with the confidentiality provision of 1his Contract, Scientific
Technologies Corporation shall not distribuie any products containing or disclose any
State Confidential Information. Scientific Technologies Corporation shall be free to use
its general knowledge, skills and experience, and any ideas, concepis, know-how, and
techniques that are acquired ar uscd in the course of its performance under this Contract,
provided that such is aot obtained as the result of the deliberate memorization of the State
Confidential Information by Scieniific Technologies Corporation employees or third

party consultants engaged by Scientific Technologies Corporalion.

Without limiting the foreguing, the pariies agree that the general knowledge referred 1o
herein cannot include information or records not subject to public disclosure under New
Hampshirc RSA Chapter 91-A, which includes but is not limited 1o the following: records
of prand juries and petit juries; records of parole and pardon boards; personal school
records of pupils; records pertaining to internal personnel practices, financial informalion,
test questions, scoring keys and other examination data use to adminisier a licenSing
examination, examination for ¢mployment, or academic examination and personnel,
medical, welfare, library use, video lape sale or rental, and other files comaining
personally idemtifiable information that is private in nature.

STATE WEBSITE COPYRIGHT

WWW Copyright and [ntellectual Property Rights
ANl right. utle and interest in the State WWW. site, including copyright to all Data and

Dae:

Contract 2015-063 - Agreement Part |
Authorized Scieatific Technologies Corporation-initials: § ZZ

Page 2] of 39

1032 0/0 -



DocuSign Envelope ID: B2165A85-9533-4018-80C5-5F 1911985EAA

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

1L

10.5

106

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 1

information, shall remain with the State. The State shall also retain all right, title and
interest in 2ny user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or informalion shall, where applicable,
display the State’s copyright. . :

CUSTOM SOFTWARE SOURCE CODE

Scientific Technologies Corparation shall provide the State with a copy of the source
code for the Custom Software, which shall be subject to the Licensc nights. The Siatc
shall receive a worldwide, perpetual, irrevocsble, non-exclusive paid -up right and
license to use, copy, modify and preparc derivative’ works of any custom developed
software.

SURVIVAL

This Contract Agreement Section 10: Intetlecinal Properiy shall survive the termination
of the Contract. .

USE OF STATE’S INFORMATION, CONFIDENTIALITY

11.1

11.2

USE OF STATE'S INFORMATION

In performing its obligations under the Contract, Scienlific Technologies Corporation
may gain access to informanian of the State, including State Confidential Information,

MState Confidential Information” shall include, but not be limited to, information

exempted from public disclosure under New Hampshire RSA Chapter 91-A: Access 10

Public Records and Meetings (see e.g. RSA Chapter 91-A: § Exemptions). Scientific

Technologies Corporation shall not usc the State Confidential lnformation developed or
obtained during the performance of, or acquired. or developed by reason of the Contract,
except as direcily connected 1o and nccessary for Scientific Technologics Corporation’s
performance under the Contract.

STATE CONFIDENTIAL INFORMATION

Scientific Technologics Corporalion shall maintain the confdcatialily of and protect from
unauthorized use, disclosure, publication, and reproduction {collectively “release™), all
Stoiz Confidential Information that becomes available to Scientific Technologies
Corporation in conncction with its performance under the Contract, regardless of its form,

Subject 1o applicable federal or State laws and regulations, Confidential Information shall
not include information which: (i) shall have otherwisc become publicly available other
than 2s & result of disclosure by the receiving party in breach hercof’ (ii) was disclosed lo
the recciving party on a non-confidential basis from a source other than the disclosing
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parly, which the receiving party belicves is not prohibited from disclosing such
information as a result of an obligation in favor of the disclasing pany; (iii) is developed
by the recciving party independently of, or was known by the recciving party prior to,
any disclosure of such information made by the disclosing panty; or (iv) is disclosed with
the written consent of the disclosing party. A recciving pany also ‘may disclosc
Confidential Information to the cxtent required by an order of a coun of competent
jurisdiction. )

Any disclosure of the State Confidential Information shall require the prior written
approval of the State. Scientific Technologies Corporation shall immediaicly aotify the
Statc if any rcquest, subpoena or other cgal process is scrved upon Scientific
Technologies Corporation regarding the Swate Confidential Information, and Scientific
Tcchnologics Corporation shall cooperate with the Statc in any effort the State undertakes
to conlest the request, subpoena or other legal process, at no additional ¢ost to the State.

In the event of the unauthorized release of State Confidential Information, Scientific
Technologics Corparatian shall immediately natify the Staie, and the Stale may
immedialely be entitled to pursue any remedy al law and in equity, including, but nol
limilcd i, injunctive relief. '

'VENDOR CONFiDENTIAL INFORMATION -

Insofar as Scicntific Technologies Corporation secks to mainlain the confidentiality of its
confidential or proprietary information, Scientific Technologies Corporation must clearly
ideatify in writing all information it claims to be confidential or proprictary.
Notwithstanding the forcgoing. the Siate acknowledges that Scicntific Technologies
Corporation considers the Software and Documenjation (o be Confidential [nformation.
Scientific Technologics Corporution acknowledges tha the State is subject to State and
federal laws goveming disclosure of infarmation including. but not limited to, RSA
Chapter 91-A. The State shall maintain the confidentiality of the identificd Confidential

. Information insofar as it is consistent with applicable Siate and federal laws or

regulations, including hul not limited to, RSA Chapter 91-A. In the event the State
rcceives a request for the information identified by Scientific Technologics Corporation
as confidential, the Statc shall notify Scicntific Technologics Corporation and specify the
daie the State will be releasing the requested information. At the request of the State,
Scientific Technolopies Corporation shall cooperale and assist the Staie with the -
coliection and review of Sciemific Technologics Corporation’s information, at no
additional expense to the. Siate.  Any effort to prohihil or enjoin the relcasc of the
information shall he Scientific Technologics Corporation’s solc responsihility and at
Scientific Technologies Carporation's sole expense.  If Scicmific Technolagics
Corporalion fails to obiain a court order enjoining the disclosure, the State shall release

Authorized Scientific Technologics Corporation initials:
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the information on the date specified in the Siate’s notice 10 Scientific }chhnologics
Corporation, without any liability to Scientific Technologies Corporation.
SURVIVAL

This Contract Agreement Scction 11, Use of State’s Information, Confidentiality, shall
survive termination or canclusion of the Contract,

LIMITATION OF LIABILITY

12.1

12.2

123

124

STATE

Subject 10 applicable laws and regulations, in no event shall the Siate be liable for any
consequeniial, special, indirect, incidental, punitive, or exemplary damages. Subject to
applicable laws and rcgulations, thc Stalc's liability to Scicntific Technologics
Corporation shall not exceed the total Contract price sct forth in Comract Agreemenl —
General Provisions, Block 1.8,

SCIENTIFIC TECHNOLOGIES CORPORATION

Subject to applicable laws and regulations, in no cvent shall Scientific Technologies
Corporation be liuble for any consequential, special, indirect, incidental, punilive or
excmplary damages and Scientific Teehnologics Corporation’s liability to the State shall
not exceed two times (2X) the 1o1al Contract price set forth in Contract Agreement -
Page |, General Provisions, Block |.8.

Notwithstanding the foregoing, this limitation of liability shall not apply 10 Scientific
Technotogics Corporation’s indemnification obligations sct forth in the Contract
Agreement-General  Provisions  Seclion 13:  /ndemanification and confidenliality
obligations 4n Contract Agrecment-General Provisions Scction 11 Use of Siate's
Information, Confidentialiry, which shall be unlimited.

STATE'S IMMUNITY

wauhﬂanding the foregoing, nothing hercin conlained shall be deemed to constitute a
waiver of the sovereign immunity of the State, which immunily is hereby reserved o the

. State. This covenant shall survive termination or Contract conglusion.

SURVIVAL

This Scetion 12 Limitation of Liability shall suevive tennination or Contract conclusion.

\ |
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INDEMNIFICATION.

Scientific. Technologies Corporalion shall defend, indemnify and hold harmless the State, its
officers and employees, from and againsi any and all losses suffered by the State, its officers and
employees, and any and all claims. liabilities or penaltics asserted against the State, its officers
and cmployees, by or oa behalf of any person, on account of, based or resuliing from, arising out
of (or which may be claimed 10 arise out of) the negligens acts or onmissions or willful misconduct
of Scienlific Technologies Corporation or the failure 10 comply with applicable laws in i1s
performance of this Agreement, Notwithstanding the foregoing, nothing herein contained shall
be deemed (o constilute 8 waiver of the sovereign immupity of the State, which immwnity is
herehy reserved to the State, This covenant in paragraph |3 shall survive the termination of this
agrecment. '

TERMINATION BY STATE

This Section [4 shall survive the termination or Contract Conclusion.

141  TERMINATION FOR DEFAULT

Any one or morc of the following acts or omissions of Scientific Technologics
Corperation shall-constitute an evenl of default hercunder (“Eveat of Default™).

a. Failure 16 perform the Services in accordance with the terms and conditions of
this Agreemeat and to the reasonable satisfaction of the State;

b Faiture to provide the Services on schedule when delay is anr‘ibutabic primarily
1o Scientific Technologies Corporation;

c. Failure 10 submit any report required; and/or
4. Failurc to perform any other covenant comained in the Contract

14.1.1 Upon the occurrence of any Event of Default by Scientific Technologics
Corporation: ‘ .

8. Unless otherwise provided in the Contract, the State shall provide
Scientific Technologies Corporation writlen notice specifying the Event
of Defoult and require it 1o be remedied within, 10 the abseace of a
greater or lesser specification of time, within thiny (30) days from the
date of notice, unless otherwise indiculed within by the State (“Cure
Period"). U Scientific Technologies Corporation fails to cure the default
within the Cure Petiod, and the parties have been unable to come Lo a
resolve in accordance with the dispule resolution procedures in Seclion

Authorized Scientific Technalogies Corporation initials:
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17 herein, the Siate may take any onc or more, or all, of the following

actions:

®

(ii)

Gii)

(iv)

(v)

Terminate the Contract effective two (2) days after giving
Scientific Technologies Corporation notice of termination, at ils
sole discretion, treat the Contract as breached and pursue its
remedies at law or in equity or both.

Give Scientific Technologies Corporation a writien notice
specifying the Event of Default and suspending all payments to
be made under the Conlract and ordering that the portion of the
Contract price which would otherwise accrue o Scientific
Technologies Corporation during the period from the date of
such nolice until such time as the State delermines that Scientific
Technologies Corporation has cured the Event of Default shall
never be paid to Scientific Technologies Corporation.

Set off against any other obligations the State nay owe (o the
Vendor any damages the State suffers by reason of any Event of
Decfault;

Treat the Contract as breached and pursue any of its remedies at
law or in equity, of both.

Procure Services that are the subject of the Contract from
anather source and Sciemific Technologies Corporation shall be
liable for reimbursing the State for reasonable replacement
Services, and all reasonable administrative costs directly related
to the replacement of the Contract and procuring the Services
from another source, such as costs of competitive bidding,
mailing, adverlising, applicable fees, charges or penallics, and
staff ime costs; all of which shall be subject to the limitations of
liability set forth in the Contract.

In the event that the State reasonably and in good faith concludes that an
Event of Default by Scientific Technalogies Corporation is of such a
nature that such breach is incapable of being cured’ within the Cure
Period, then the State can commence any of the actions set out in Section
14.1 hercin immediately after notice 1o Scientific Technologies
Corporation provided that any purported lermination shall not be
effective until the dispute resolution mechanism in Section 17 is, if
invoked by Scientific Technologies Corporation, completed.

Contract 2015063 - Agreement Part 1
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142 TERMINATION FOR CONVENIENCE BY STATE

14.2,1

14.2.2

The State'may, at its sole discretion, terminate the Contract for convenience, in
whole or in part, by thirty (30} days writen notice to Scientific Technologies
Corporation. [n the event of a termination for convenience, the State shall pay
Scientific Technotogics Corporation the agreed upon price, if scparately stated in
this Contract, for Deliverables for which Acceptance has been given by the Stale.
Amounts for Services or Deliverables provided prior to the date of termination
for which no separate price is stated under the Contract shall be paid, in wholc or
in pan, gencrally in accordance with Contract Exhibit B, Price and Payment
Schedule, of the Contract.

During the thirty (30} day period. Scientific Technologics Corporation shall wind
down and cease Services as quickly and efficiently as reasonably possible,
without performing unnccessary Services or activities and by minimizing

ncgative cffects on the Stace from such winding down and cessation of Services.

143  TERMINATION FOR CONFLICT OF INTEREST BY STATE

14.3.1

14.3.2

The State may terminate the Contract by written notice il it determines that a
conflict of interest exists, including but not limited to, a violation by any of the
partiecs hereto of applicable laws regarding ethics in public acquisitions and
procurement and performance of Contracts.

In such case, the State shall be entitled to a pro-rated refund of any current
development, support, and maintenance costs. The State shall pay all other
conwracted payments thal would have become due and payable if Scicntific
Technologics Corporation did not know, or rcasonably did not know, of the
conflict of interest.

In the event the Contract is terminated as provided above pursuant to a violation
by Scientific Technologies Corporation, the State shall be catitled 10 pursue the
same remedics against Scientific Technologies Corporation as it could pursue in
the event of a default of the Contract by Scientific Technologies Corporation,

144 TERMINATION PROCEDURE - STATE

14.4.1

Upon termination of the Conlract, the Siate, in addition 0 any other rights
provided in the Contracl, may requirc Scieniific “lechnologics Corporation (o

Contract 2015-06) - Agreement Pan 1
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deliver 10 (he Siate any property, including without limitation, Software and
Written Deliverables, for such part of the Contract as has been terminated.

'14.4.2 Afier receipl of a notice of termination, and except as otherwise directed by the
State, Scientific Technologies Corporation shall:

b.

Stop work under the Contract on the dale, and Lo the extent specified, in
the notice;
Promptly, but in no event longer than thirty (30) days afier termination,

. lerminate its orders and subcontracts related (o the work which has been

terminated and setile all outsianding liabilities and all claims arising out
of such termination of orders and subcontracts, with the approval or
ratification of the Sue 10 the exient required, which approval or

* ratification shall be final for the purpose of this Section;

Take such action as the State directs, or as necessary 10 preserve and
protect the property related to the Contract which is in the possession of
SCIENTIFIC TECHNOLOGIES CORPORATION and in which the
State has an interest; )

Transfer title to the State and deliver in the manner, at the times, and to
the extent direcied by the Staic. any property which is required o be
furnished to the State and which has been accepred or requesied by the
State; and

Provide written Centificalion 1o the State that Scientific Technologies
Corporation has surrendered to the State all said property,

Assist in Transition Scrvices, as reasonably requested by the State of no
additional cost,

15. CHANGES OF OWNERSHIP

In the event that Scientific Technologies Corporation should change ownership for any reason
whaisoever, the State shall have the opiion of cominuing under the Contraci with Scientific
Technologies Corporation, its successors or assigns for the full remaining 1erm of the Contract;
continuing.under the Coniract with Scicntific Technologics Corparation, its fuccessors or assigns
for such period of lime as determined necessary by the State; or immediately terminate the
Contract without liability to Scientific Technalogics Corporation, ils suc¢essors or assigns.

16. ASSIGNMENT, DELEGATION AND SUBCONTRACTS

16.1  Scientific Technologies Corporation shall not assign, delegate, subcontract, or otherwise
transfer any of its interest, rights, or duties under the Contract without the prior writtea
consent of the State.  Such consent shall not be unreasonably withheld, Any attempted
transfer, assignment, delegation, or other transfer made without the Stale's prior written

Authorized Scientific Technologies Carporation initials:
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consent shall be pull and void, and may constitute an event of defaull at the sole
discretion of the State.

16.2  Scientific Technalogies Corporation shall remain wholly respensible for performance of
the enmire Contract even il assignees, delegates, Sub Scientific Technologies
Corporalions, or other iransferees (“Assigns™) are used. unless otherwise agreed 10 in
wriling by the State, and the Assigns fully assumes in writing any and all obligations and
liabilitics under the Coniract from the Effective Date. In the absence of a writien
assumption of full obligations and liabilities of the Contract, any permilled assignment,
delegation, subcontract, or other lransfer shall ncither reficve Scientific Technologies
Corporation of any of its obligations under the Coniract nor affect any remedies available
to the State against Scientific Technologies Corporation thal may arisc from any event of
defaull of the provisions of the contract. The State shall consider Scieniific Technologies
Corparation 10 be the sole point of contact with regard to all contractual matters,
including payment of any and all charges resulting from the Contract.

16.3  Notwithstanding the forcgoing, nothing heroin shall prohibit Scientific Technologics
Corporation fcom assigning the Contract to the successor of all or subsiantially all of the
asscts or business of Scientific Technologies Corporation provided that the sucéessor
fully assumes in wriling all obligations and responsibilities under the Contract. In the
cvent that Scientific Technologies Corporation should change ownership, as permiticd
under Section | 5: Change of Ownership, the State shall have the option to continue under.
the Contract with Scientific Technologies Corporation, its successors or assigns for the
full' remaining term of the Contract; continue under the Comtract with Scientific

" .Technologies Corporation, its successors or assigns for such period of time as determined
necessary by Lhe State; or immediaicly terminating the Contract without liability to
Scientific Technologics Corporation, ils successors Or 88signs.

DISPUTE RESOLUTION

Prior 10 the filing of any formal proceedings with respect 10 a dispute (other than an action
sceking injunctive relicl with respect Lo inteliectual propenty rights or Coufidential Information),
the party believing itsclf aggnicved (the “Invoking Party™) shall call for progressive management
involvement in the dispute negotiation by written natice to the other party. Such notice shall be
without prejudice 1o the Invoking Panty's right to any other remedy permitied under the Contract

The partics shall usc reasonable ¢fforls to wrange personal meetings andlor telephone
conferences as needed, al mutually convenient Limes and places, between negotiators for the
partics al the following successive management levels, each of which shall have a period of
alloued time as specified below in which 1o aempt Lo resolve the dispute:

Contract 2015-063 - Agreement Part | ! Paéc 3 of 39
Authorized Scientific Technologics Corporation inilialsw_ )
Daie:

[0/3 /200




DocuSign Envelope 1D: B2165A85-9533-4018-80C5-5F 1911985EAA

_STATE OF NEW HAMPSHIRE
_DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

CONTRACT 2015-063
AGREEMENT - PART 1

Dispuie Resolution Responsibility and Schedule Table

MAINTENANCE, AND SUPPORT SERVICES

18.

LEVEL | Scientific STATE "CUMULATIVE ALLOTTED
Technotopies TIME .
Corporation

Primary | Scientific State Project 5 Business Days
Technologies Manager (PM)

Corporalion
Project
Manager

First Scientific State Contract 10 Business Days
Technologics Manager
Corporation
Coniract

‘ Manager

Second | Scientific Director of the 15 Business Days
Technologies Division of Public '
Corporation Health Services
President

The allotted time for the first level ncgotiations shall begin on the date the Invoking Party's natice
is received by the other party. Subscquent alloned time is days from the date that the original
Invoking Party’s notice is received by the ather party.

GENERAL TERMS AND CONDITIONS

18.1

CONDITIONAL NATURE OF CONTRACT

Notwithstanding any provision of the Contract to the contrary, all obligations of the State,
including, without limitation, the comntinuance of payments, are contingent upon the
availability and continued appropriation of, funds, and in no event shall the State be liable
for any payments in cxcess of such available appropriated funds. In the event of a
reduction or termination of ‘those. funds, the State shall have the right 10 withholg -
payment until such funds become available, if ever, and shall have the right (o terminate
the Coutract iinmediately upon giving Scienlific Technologies Corporation notice of such
termination. . '

The State shall nol be required (o transfer funds from any other account 10 the account
identified in General Provisions, Page 1, block 1.6: Accounr No. in the event funds in that
account are reduced or unavailable.
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COMPLIANCE BY SCIENTIFIC TECHNOLOGIES CORPORATION WITH
LAWS AND REGULATIONS: EQUAL EMPLOYMENT OPPORTUNITY

18.2.1

18.2.2

18.2.3

In conncction with the performance of the Coniract, Séieatific Technologics
Corporation shall comply with all statutes, laws, regulations, orders of federal,
stale, county or municipal authorities which impose any obligation or duty upon
Scientific Technolegies Corporalion, including, but ol limited to, civil rights
and equal opportunity laws. Scientific Technologics Corporation shall also
comply with all applicable Jocal, State and federal licensing requircments and
standards necessary in the performance of the Contracl. In addition; Scicnlific
Technologies Corporation shall comply with all applicable copyright laws.

During the term of the Contract. Scientific Technologics Corporation shail not
discriminate against employecs ar applicants for employment in violation of
applicable Stale or federal laws, including but not limited 1o nondiscrimination
because of race, color, religion, creed, age, sex, handicap, scxual oncntalion, or
national origin und shall 1ake affirmative action to prevent such discrimination,

§f the Contract is funded in any part by monices of the Uniled States, Scientific
Technologies Corporation shall comply with all the provisions of Executive
Order No. 11246 (“Equal Employment Opportunity”). as supplemented by the
regulations of the Uniled Siates Department of Labor (41 C.F.R. Part 60), and
with any rules, regulations and guidelines as the State of New Hampshire or the
United Staies issucs to implement these regulations, Scicntific Technologies
Corporation further agrees to permit the Siate, or United Stales, access to any of
Scienific Technologics Corporation” pertinemt books. records, and accounts for
the purpose of ascertaining compliance with all rules, regulations and orders, and
cavenants and conditions of the Contracl.

REGULATORY/GOVERNMENT APFROVALS

Sciemific Technologies Corporation shall obtain applicable repulatory or other
 governmental approvals necessary for it to perform its obligations under the Contract.

WORKERS' COMPENSATION

1841

By signing this agreement, the Scientific Technologies Carporation agrees,
cenifies and warranis that the Scientific Technologies Corporation is in
compliance with or exempt from, the requirements of N.H. RSA chapier 281-A
("Workers' Compensation™}.
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1842 To the extent the Scientific Technologies Corpordtion is subject to the

requiremenis of N.H. RSA chapier 281-A, Scienific Technologies Corporation
shall mainlain, and require any sub Scientific Technologies Corporation or
assignee (0 secure and maintain, paymem of Warkers' Compensation in:
connection with activities which the person proposes to undenake pursvant lo
this - Agreement, Scientific  Technologics Corporation shall furnish the
Contracting Officer identified in block .9, or his or her successor, proof of
Workers' Compensalion in the manner described in N.H. RSA chapter 28 1.A
and any applicable rencwal(s) thereof, which shall be satiachcd and arc
incorporated herein by reference. The State shall not be responsible for payment
of any Workers’ Compensation premiums or for any other claim or benefit for
Scientific Technologics Corporation, or any sub Scieantific Technologics
Corporatian or employee of Scientific Technologies Corporation, which might
arise under applicable State of New Hampshire Workers' Compensation laws in
connection with the performance of the Services under this Agreement.

PERSONNEL

18.5.1

18.5.2

The performance of Scienific Technologies Corporation” obligations under the
Contract shall be cammied out by Scientific Technologies Corporation. Scientific
Technologies Corporation shall, a1 ils own expensc, provide all personnel,
materials and resources required under the Contract and as necessary Lo perform
Scicntific Technologics Corporation’ obligations under the Contract. * Scientific
Technologies Corparation warrants that all personnel engaged in the Coniract
Services shall be qualified to perform the Services, and shall be properly licensed
and otherwise authorized to do so under all applicable Jaws.

Unless otherwise authorized in writing, during the term of the Coatract, and for a
period of six (6) months afier the Compietion Daie of the Contract (General
Provisions, Page I, Block 1.7), Scientific Technalogies Corporation shall not
hire, and shall not peemit any sub Scientific Technologics Corporation or other

" person, finm or carporation with whom it is engaged in a combined effor 1o

18.5.3

perform the Services, (0 hire any person who is a State employee or official, who
is malenially involved in the procurement, administration or performance of the
Contract. This provision shal} survive teemination of the Contract,

The Chicf Information Officer (“CIO") of the Department of Information
Technology. or his designee, shall be the Swaie's representalive. In the event of
any dispute governing the interpretation of the Contract, the C1O’s decision shall
represent the final position of the State. '

WAIYER OF BREACH. No failure by the State to cnforce any provisions hereof after
any Event of Defaull shall be deemed a waiver of its rights with regard to that Event of

Contract 2015-063 - Agreement Pan |
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Default, or any subseyuent Event of Default. No express fuiture ty enforce any Event of
Default shall be deemed a waiver of the right of the State 10 enforce each and all of the
provisions hereol upon any further or other Event of Defauli on the pant of the Scientific
Technologies Comoration.

187 NOTICE.
Any nolice by a party hereto 1o the other party shall be deemed 1o have been duly
delivered or given al the time of mailing by centified mail, posiage prepaid, in a United
States Post Office addressed to the parties at the addresses given in blocks 1.2 and [ 4,
herein,
188 AMENDMENT.
This Agreement may be amended, waived or dlachargcd only by an instrument in writing
signed by the panies hereio and only afier approval of such amendment, waiver of
discharge by the Govemor and Excculive Council of the Siate of New Hampshire.
18.9 CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreement shall be construed in accordance with the laws of the State of New
Hampshire, and is binding upon znd insures (o the benefit of the panics and iheir
respective successors and assigns. The wording used in this Agreement the wording -
chosen by the parties to express their mutual intent, and no rule of construction shall be
applied against or in favor of any pany.
18,10 THIRD PARTIES.
The parties hereto do not intend to benefit any third parties and this Agrccrncm shall not
be construed 1o confer any such benefit.
18.13. HEADINGS.
The headings throughout the Agreement are for reference purposes only, and the words
contained therein shall in no way be held (o explain, modily, amplify or aid in the
interpretation, construction or meaning of the provisions of this Agreement.
i8.12 SPECIAL PROVISIONS.
Additional provisions st forth in the attached EXHIBIT C are mcmpormcd herein by
reference.
18.13. SEVERABILITY.
In the event any of the provisions of this Agreement are held by a court of compeleni
jurisdiction 10 be contrary 1o any staie or federal law, the remaining provisions of this
Agreement will remain in full force and cffect,
Contract 2015-063 — Agreement Part | ( Z Page 35 of 39
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ENTIRE AGREEMENT.

This Agreemeni, which may be executed in a number of counterpans, each of which shall
be deemed an original, constitutes the entire Agreement and understanding between the
partics, and supersedes alt prior Agreements and understandings relaling hereto.

TRAVEL EXPENSES
The State will not be responsible for any travel ar out of packet expenses incurred in the
performance of the Services.

* The Vendor must assume all travel and related expenses by “fully loading™ the proposed

labor rates to include, but not limiled 1o: meals, hotet/housing, airfare, car rentals, car
mileage, and cul of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION
‘The State wilt not pay for any shipping or delivery fees unless specifically itemized in the
Contract.

PROJECT WORKSPACE AND OFFICE EQUIPMENT

The Siate agency will work with Scientific Technologies Corporation to detenmine the
requirements for providing all necessary workspace and office equipment, including
desktop computers for Scientific Technologies Corporation’s staff.
ACCESS/COOPERATION

As applicable, and reasonably necessary, and subject 1o the applicable Stale and federal
laws and regulations and restrictions imposed by third parties upon the State, the State
shall provide Scientific Technologics Corporation with access (o all program files,
libraries, personal computer-based sysiems, soflware packages, network sysiems, security
systems, and hardware as required o complete contracted services.

The State shall use reasonable efforts to provide approvals, authorizations, and decisions
reasonably necessary o allow Scientific chhnolog.cs Corporation to perform its
obligations under the Contraci.

REQUIRED WORK PROCEDURES
Al work done must conform (o standards and procedures established by the Depariment
of Information Technotogy and the State.

COMPUTER USE .
In consideration for recciving access 1o and use of the computer facilities, network,

licensed. or developed sofiware, software ‘maintained or operated by any of the State
enlities, systems, equipment, Documentation, information, reports, or data of any kind

. (hereinafier “Information”). Scientific Technologies Corporation understands and agrees

to the following rules:

Date:
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a. Every Authorized User has the responsibility (o assure the proteclion of
information from unauthorized pccess, misuse, thefl, damage, desifuction,
modification, or disclosure.

b. That information shall be used solely for conducting official State business, and
ali ather use or access is strictly forbidden including, but not limited to,
personal, or other privaie and non-State use and thal &t no time shall Scientific’
Technologies Corparation 2ccess or allempt to aceess any information without
having the express authorily 1o do 5o,

c. That at no time shall Scientific Technologies Corporation access or sitempt to
access any informalion in a manner inconsistent with the approved policies.
procedures, and /or agreements relating 1o system entiyfaccess.

d. Thal all sofiware licensed, developed, or being evalvated by the State cannot be
capied, shared, distributed, sub-licensed, modified, reverse engineered, rented,
or sold, and that ut all times Scientiic Technulogies Corporation must use
utmost care to protect and keep such sofiware stricily confidential in accordance
with the license or any other Agreement executed by the State. Only equipment
or software owned, licensed, or being cvaluated by the Staie, can be used by
Scientific Technologies Corporation. Personal software (including but not
limited to palmiop sync sofiware) shall not be installed on any equipment.

e That if Scientiflic Technologics Corporation is found 1o be in violation of any of
the above-siated rules, the User may faée removal from the State Contract,
and/or criminal or ¢ivil prosecution, if the act constitutes a violation of law.

EMAIL USE

Mail and other ¢clectronic communication messaging systems are Stale of New
Hampshire property and are 10 be used for business purposes only. Ernail is defined as
“intemal Email sysiems” or “Statc-funded Email sysiems.” Scientific Technologics
Corporation understands and agrees that use of email shall follow Stale standard policy
(available upon request). '

INTERNET/INTRANET USE

The IntcmeV/Intranet is to be used for access to and distribution of information in direct
suppon of the business of the State of New Hampshire according 1o State standard policy
{availuble upon request).

REGULATORY GOVERNMENT APPROVALS
Scientific Technologics Corporation shall obtain all necessary and applicable regulatory
ar other governmental approvals necessary to perform its obligations under the Contract,

Contract 2015063 - Agreement Pant |
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18.24 INSURANCE

18.25

18.24.1

18.24.2

18.24.3

18.24.4

Sclentific Technologies Corporation Insurance Requirement

The Scientific Technologies Corporation shall, at its sole expense, obtain and

maintain in force, and shall require any sub Scientific Technologies

Corporation or assignee to oblain and maimain in force, the following

insurance:

18.24.1.1  Comprehensive general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $250.000 per claim and $2,000,000 per occurrence; and

18.24.1.2  Fire and extended coverage insurance covering all property
subject to Section 10.1 hercin, in an amount not less than 80% of
the whole replacement value of the property.

The policies described in subparagraph 19.9.1.1 herein shall be on policy
forms and endorsements approved for use in the State of New Hampshire by
the N.H. Depaniment of Insurance, and issued by insurcrs licensed in the State
of New Hampshire, .

The Scientific Technotogies Corporation shall furnish 10 the Contracting
Officer identihied in block 1.9, or his or her successor, a cenificale(s) of
insurance for all insurance required under this Agreement,  Scientific
Technologies Corporation shall also furnish o the Contracting Officer
identified in block 1.9, or his or her successor, certificate(s} of insurance for
all renewal(s) of insurance required under this Agreement no later than fifteen
( 15) days prior 10 the expjration date of cach of the insurance policics. The
certilcate(s) of insurance and any rengwals thereof shall be auached and are
incorporated herein by reference, each certificate(s) of insurance shall contain
a clause requiring the insurer to endeavor to provide the Contracting Officer
identified in block 1.9, or his or her successor, no less than ten (10) days prior
wrilten notice of cancellation or modification of the policy.

The ACORD Insurance Cenificate should note the Certificale Holder in the
Jower 1eft hand block including State of New Hampshire, Department Name,
name of the individual responsible for the funding of the contracts and his/her
address.

EXHIBITS -
The Exhibits referred 10, in and attached to the Contract are incorporated by reference as
if fully included in the text. '

Date:

x4
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VENUE AND- JURISDICTION
Any action on the Contract may only be brought in the Staic of New Hampshire,
Memimack County Superior Coun.

SURVIVAL

The terms, condilions and wartanties contained in the Contract thal by their context arc
intended 1o survive the completion of the performance, cancellation or termination of the
Contract shall so survive. including, but not limited to, the terms of the Exhihit E Seciion
3. Records Retenlion and Access Requiremenis, Exhibit E Section 4: Accouniing
Requiremenis, and General Provisions-Section 11; Use of Siate's Information,
Confidenliality and General Provisions- Section 13: Indemnification which shall all
survive the termination of the Contract. -

FORCE MAJEURE

Neither Scientific Technologies Corporation nor the Siate shall be responsible for delays
or failures in performance resulting from events beyond the control of such party and
without fault or negligence of such party. Such eveats shall include, bui not be limited
10, acts of God, strikes, lock ouls, riols, and acts of War, epidemics, acis of Government,
fire, power failures, nuclear accidents, canhquakes, and unusually severe weather.

Except in the event of the foregoing, Force Majeure cvents shall not include Scientific
Technologies Corporation’s inahility to hire or provide personnel necded for Scienlific

- Technologics Corporation's performance under the Coniract.

18.29

NOTICES

Any notice by a party herelo to the other party shall he deemed 1o have been duly
dclivered ar given at the time of mailing by certified mail, postage prepaid, in a United
States Post Office addressed to the parties at the following addresses.

SCIENTIFIC TECHNOLOGIES CORPORATION

8444 N.

90™ ST., SUITE 100

SCOTTSDALE, AZ 85258
480-745-8500

STATE OF NEW HAMPSHIRE

DHHS

29 HAZEN DRIVE ~
CONCORD, NH 03301
603-271-4987
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DELIVERABLES

I DELIVERABLES

Project Overview

Scientific Technologies Corporation shall provide mainlenance; support, sysiem updates, and
enhancements work for the State system referred to as the New Hampshire's National Electronic
Disease Surveillance Sysiem (NHEDSS). The New Hampshire Electronic Disease Surveillance
System (NHEDSS), sexually iransmitted disease (STD) Paticnt Reporting Investigation Surveillance
Manager (PRISM), and Tuberculosis Program Area Module (TB PAM) arc interconnected in that
Scientific Technologies Corporation currently provides maintenance, suppornt, updales, and
cnhancement as 2 sole source contractor, Scientific Technologies Corporation owns the NHEDSS
application (Sentinel) and has integrated PRISM and the TB PAM system and its functionality into a
single sign-on. The contract will specifically include annual support and mainienance, including Help
Desk, bug fixes, patches and software updales, as outlined in the Statement of Work (SOW). The
contracl will also include enhancenients over the contract teem.

The Statc has carcfully outiincd enhancements of the sysiems with the vendor [or calendar year one
ending December 31, 2015 and calendar year two ending December 31, 2016. For the remaining years
of the contract, the State will seek input from the users and vendor to integrale new enhancemenis
using the Change Order process. Enhancements for years one and (wo include new functionality such
as adding a new field, “lost 1o follow up™ (0 use for data collection and reporting purposes, enhancing
a shared alent report for mubtiple users 1o assess disease trends for epidemiology and investigation
purposes, creating the ability to counl cases of disease o accuratcly repont case counts for data
analysis reports, developing functionalily 10 creale customized real time forms for emerging infectious
diseascs such as Ebola to utilizz for tracking, investigation, and response purposes, adding the ability
o track federal grant performance measures in the sysiems, and a new funclionality 10 lrnmfcr
currently collcctcd tubereulosis data to an active case from a latent case.

General Project Assumptions

L. Scicntific Technologics Corporation will provide project wracking tools and templaies 0
record and manage issucs, risks, change requesis (CRs), requircments, decision sheets, and
other documents used in the management and wacking of the project. The State of New
Hampshire and Scientific Technologies Corporation Project Managers will review these tools
and templates and determine which will be used for the Project. Training on these tools and

_ templates will be conducted at the start of each phase in which they will be used.

2. Prior to the commoncement of work on Non-Sofiware and Writien Deliverables, Scientific
Technologies Corporation shall provide to the Siate a iemplate, table of contents, or agcnda
for Review and prior approval by the State.

3 Scieatific Technologies Corporation shall ensure that appropriate levels of security are
implemented and maintained in order (0 prolect the integrity and celiability of the State’s
Information Technology resources, information, and services.  Securily requiremems arc

Contract 20]5-663 - Agrcement Part 2, Exhibit A-Deliverables Page 1 of 72
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defined in Appendix C-2. Scientific Technologies Corparation shall provide the State
resources, information, and Services on an ongoing basis, with the appropriate infrastructure
and sccurily conlrols 10 cnsure business continuity and 10 safeguard the confidentiality and

integrity of State newworks, Systerms and Data,

The Deliverables are set forth in the Schedule described below in Section 2. By
unconditionally accepting a Deliverable, the State reserves the right 10 reject any and ali

. Deliverables in the eveni the State detcets any Deficiency in the System, in whale or in pan,

through completion of all Acceptance Testing, including but not limited 10, SOflwardSyﬂem

Acceptance Testing, and any extensions thereol.

Pricing for Deliverables set forth in Exhibit B: Price and Payment Schedule. Pricing will be effective
for the Term of this Contract, and any extensions thereof. .

2. DELIVERABLES SCHEDULE

Table 2.1a - Implementation Schedule ~Deliverables

Reftt ' - : Deliverable © Projected
" - _ :  Dellvgrable Type - | Delivery Date
PRISM CALENDAR YEAR 1 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
P1-1. Project Management
PI-L1. Conduci Project KickofT Meciing Non-sofltware Pending G & C
. e approval
Pl-1.2. | Project master ~ work plan, including Writl 10 days after G & C
milestones/deliverables nilen approval
Pl-1.3. | Validstion of Requiremenis for Work for November Written 1072172015
2015 release
Pl1-14. | Validation of Requirements for Work for February Written 107217201$
2046 rcleasce :
PL-I S Design Documcntation for November 2015 Writlen 1072172015
P1-16. Design Docementaiion for February 2016 relcasc Written 1072112015
PI-1.7. | Wriden status reports, meetings and updates o project
plan
Non-soflware Bi-Weekly
Contract 2015-063 — Agreement Part 2, Exhibit A-Deliverables Page 2 of 72
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P1.1.

System Software

Pl-2.0.

System walk through and review of syphilis interview
functionality. adding system privilege for morbidily
counting. and creating drop down for interview
assignment in Noverber 2015 release

Sofiware

107312015

Pl-2.2.

Sysiem walk throughreview for adding nepative lab
results to an existing field record and functionality 10
suio populate risk responses in November 2015 release

Sofiware

1013112055

P1-23.

System ready for review and user iesting syphilis
interview functionality, adding xystcm privilege for
morbidity counting, and creating drop down for
intervicw assignment in November 2045 release

Sofiware

1073172015

P1-2.4,

System ready for ability to add negative lab resulis 1o
existing ficld record and new functionality to suto
populate risk responses in November 2015 relcase

Software

I.OIJ 112015

‘P1-3.

User Acceplanée Test (UAT)

PL-3.).

Test plan and scripts provided by STC for the
November 2015 release

Wrilten

1673172015

P1-3.2,

Statc resis funciionality and provide UAT wrilten
fecdback for ali components for November 2018
release

Non-sofiwgre

10/3172015 10
L3015

v P1-3.3.

Suppaort State during UAT/ Share ALL Testing Resuhs
with Project Team for November 2015 release

Non-sofiware

10/3112015 10
| 3015

Pl-3.4.

Siale Acceplance of System (nfier UAT) for syphilis
interview functionality in November 2015 rclcase

Writlen

1231015

Pt-3.5.

Stae Acceptance of System (afier UAT) for adding
system privilege for morbidity couniing in November
2015 release

Wrilten

127312015

Pl1-3.6.

State Accepiance of Sysiem (afier UAT) for creating
drop down for interview assignmeat in November 2015
release

Whritten

1273172015

P1-3.7.

Stale Acceptance of System (after UAT) for adding
ncgalive lab resulis to exising ficld record in
Novcmber 2015 release

Wrilten

1273172015

PL-38.

Stae Acceplance of System (aficr UAT) for new
functionality w awo populalc risk respanses in
November 2015 release

Written

1213172015

Pi-d.

Trulning

P1-4.1.

Virtual demo through & webinar of ncw system
functionality for November 2015 relcase

Non-sofiware

1013172015

P1-5.

Deployment

Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverables
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EXHIBIT A
DELIVERAHBLES
Pi-5.. User operation manual for November 2015 release Written 1271572015
PI-5.2. User suppor plan for November 2015 relcase Written 12/1572015
P1-6. Maintenance and Support
Pl-6.1. Aanual  maintenance and  suppont  for PRISM Software Ongo
{combined with TB PAM and NHEDSS} v ngoing
Table 2.1b - implementation Schedule -Deliverebles
Rel # ' ' Deliverable Projected
. an.(erable ' Type. Delivery Date
TB PAM CALENDAR YEAR I MAINTENANCE,
SUPPORT AND ENHANCEMENTS
TBL.1. Project Management
TBI-1.1. . . . PendingG & C
Conduct Project Kickoff Mecting Software approva!
T81-1.2. | Project master work plan, including Written 10 days after G &
milestones/deliverables . C approval
TBI-1.). | Validation of Requiremenls with signed CR for Written 10121720157
Novermber 2015 release -
TBi-1.4. | Validstion of Requirements with signed CR for Writien 1072172015
’ February 2016 relcase
TBE1.5. Design Documentation for November 2015 release Wrinen 1072172015
Tel-18. Design Documentation for February 2016 relcase Written 17152016
TBI-1.7. :r;li:(cn status reports, meelings anc.l updates to project Software Bi-Weckly
TB1-3. System Software
TBI-2.1, | System walk through and review of laboratory tests Sofiware 10/3172015
and results dispiaying in TH PAM
TB)-2.2. | Sysiem ready for review and uscr lesting laboratory Sofiware 1312015
tes1s and results displaying in TB PAM
TB1-3. User Acceptance Test (UAT) _
TB1-3.1. | Tes plan and scripis provided by STC for the Written 10/312015
November 2015 release ' .
- TBI-3.2. | Siwte test functionality and provide UAT writien 10312015 w0
) feedback for all components for November 2015 Non.software 11/30/15
release
TB1-3.3. | Support Siate during UAT/ Share ALL Testing 10/3172015 0
Results with Project Team for November 2015 Non-software 11130415
release
Contract 2015063 - Agreement Pan 2, Exhibit A-Deliverables Page 4 of 72

Initial and Date Ali Pages: »
Seientific Technologies Corporation Injtials EZ :

Date

24/




DocuSign Envelope ID: BZ165A85-9_533-401B-8005—5F191 1985EAA

STATF. OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT, |
MAINTENANCE, AND SUPP'ORT SERVICES

CONTRACT 2015-063
AGREEMENT -~ PART 2

EXHIBIT A
DELIVERABLES
TB)-J.4. | Stalc Acceplance of System (afier UAT) for 12712015
laboratory lests and resulls displaying in TB PAM Written
in Novernber 2015 release
TB1-4. Tralning
TBI-4.1, Demo of new sysiem functionality for displaying lab Non-software 1073172015
results in TB PAM,
TB1-S. Deployment
Thi-5.1. User operation manual for November 2015 release Wrilien 1U152015
52 Uscr support plan for November 2015 relcase Written 12/1502015
} i
TRiS. Maintenance and Support
TB1-6.}. Annual maintenance and support for TB PAM . .
(combined with PRISM and NHEDSS) Software Ongoing
Table 2.1¢ - Implementation Schedule -Deliverables
Ref # Deliverahle . Projected
. Deliverable Type Dellvery Date
NHEDSS CALENDAR YEAR | MAINTENANCE,
SUPPORT AND ENHANCEMENTS
N1t Project Management
NI-L1. Conduct Project Kickoff Mecting Non-software Pen:;;fﬂ?: ¢
Ni.1.2. Project master work plan, including Writlen 10 dnys after G &
milesiones/deliverables C approval
NI-1.A. Validation of Requirements with signed CR for Year | )
Work for November 2015 release Written 102172015
NI-1.4. Validation of Requirements with signed CR for Year 2 .
Work for Februacy 2016 release Writen 1072172013
Ni-1.5. Design Documentation for Year | for November 2015 Writen 102172005
release
Ni-1.6. Design Documentation for Year 2 for February 2016 Writen 11572016
relcase
- T - -
NI-1.2, ; ::lcn slatus repoits, meetings and updales 0 project |\ cofiware Bi-Weekly
NI-2. System Sofiware
NI-2.1. System walk through and review of adding lost to Softwere 10312015
follow up fields and enhanced shared alerts for
November 2015 relense
NI-2.2. Review and development of ability to impon a file and Software |3LF201S
- new functionality 10 create simple forms Pant | for i
Conuact 2015-063 - Agreement Purt 2, Exhibit A-Deliverables Page 5 of 72
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE. SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT A
DELIVERABLES
November 2015 '
NI-23 Sysiem ready for review nd user lesting Sofiware 1073172015
Ni-3. User Acceptance Test (UAT)

NI-3.1 Test plan and scripts provided by STC for the Written 107312045
November 2015 release "

Ni-3.2 State test funciionality and provide UAT written 10/2172015 to
feedback for all components for Novemnber 2015 Non-soltware LIS
relegse

NI-3.3. Suppon Stetc during UAT/ Share ALL Testing 1073172015 w0
Resuls with Project Team for November 2015 Non-soflware 1173015
release

N1-3.4. Suate Accepiance of System {after UAT) for 123112015
adding lost to follow up (ields in November 2015 Writlen
release

NI1-3.5. State Accepuance of. System (ofter UAT) f(or "W 127312015
enhanced shared alerts in November 201 5 release awen

NI-3.6. Stale Acceptance of Systiem (after UAT) for 12312015

’ ability to impon a file and new (uactionality 10 Writien
create simple forms Parl | in November 2015 n
relcase

N4, Training
Ni4.1. Demo of new system functionality for November 2015 Non-software 107312005
relcasc
N1.S. Deployment
N34, User op-:mion manual for November 2015 release Writien 121572015
N_I-S.Z User support plan for November 2015 release Written 12152015
N1-6. _ Malntenance and Support

NI-4.1. Anaual mainenance and suppont for NHEDSS

(combined with PRISM snd TB PAM) Software 11012015
Table 2.1d - Implementation Schedule -Deliverables
Ref & . '
7 | Delivérables P.",'r";:"“ Detivery Date
FRISM CALENDAR YEAR I MAINTENANCE,
SUPPORT AND ENHANCEMENTS
P24, Project Mansgement
Contract 2015-061 - Agreement Pant 2, Exhibit A-Deliverables Page 60f 72
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT A
DELIVERABLES
P2-1.1. Conduct Project Kickofl Meeting Non-software 1152016
P2-1.2. Project master _ work plan, including .
milestones/deliverables Wrien 11152016
P2-1.3. _:ll;:len stalus repons, meetings and updates to project Non-sofiware | Bi-Weekly
P2-1.4. Validalion of Requirements for Year 2 Work with Staie Written 011572016
scceprance
P21 System Software
P2-2.1. System walk-through and review of centralized noles Non- 10/1572015 to
funciionality in February 2016 relcuse Software 111572016
P2-2.2, System ready for review and user lesting for | Sofiware HISI2016
centralized notes in February 2016 release
P23, User Acceplance Test (UAT) ,
P2-3.1. Test plan and scripts provided by STC for the .
February 2016 release Writlen 171572016
P2-3.2. Sute est functionality and provide UAT wrinten '
feedback for all componenis (or February 2016 release Non-Software | /137201610 173072016
P2.3.3, Support Siate during UAT/ Share ALL Testing
Results with Project Team for Rebruary 2016 release, Non-Software, 1307016
P2.3.4. State  Acceptance of System (after UAT) for
centralized notes functionality in February 2016 Wrilen 173042016
release
P2-4. Training
P2-4.1 '\‘)mulll de.mo through a wcbnflar of new system Non-soflware 21512016
unciionality
P25 Deployment
'.)2'5'| User opcrations manual for February 2016 rclcase Writien 3152016
P2:3.2 User Support plan for February 2016 release Written Y15/2016
PZ.-6. Malntenance and Support
P2-6.1 Annual maintenance and suppont for  PRISM .
{combined with TB PAM and NHEDSS) ' Software Ongoing
p23. Opuional
P2.7.1 Ooti .
ptional cnhancements 1o be defined using the .
Change Order process Wrilien 13172016
Conuract 2015-063 ~ Agreement Pant 2, Exhibit A-Deliverables Page 7 of 72
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 STATE OF NEW.-HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
‘NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT A
DELIVERABLES

Tablc 2. le- lmplemcntatlon Schedule -Deliverables

Refd - . Dellvernble Projected
! DthcrabIes Type Dellvery Date |
TH PAM CALENDAR YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
B2-1.
Tha1 Project Management
TB2:-1.1. . . .
Conduct.Project Kickofl Mccting Non.soflware 152016
TB2-1.2, | Project masier work plan, including . -ﬂ
milcsiones/deliverables Writien 1132018
TB2-1.3. :;;:m status reports, meetings and updates (o project Non-software Bi-Weekly
TB2-1.4. ;:I::Li::p'g:‘ ci{equucmcms for February 2016 with Wrien 0171572016
T82-2. System Sofiware )
TB2-2.1. | System walk through and review of fields 10 capture Non- 10217201
criteria for nuesing fow sheet in Febeuary 2016 release | software
TB2-2.2. | Systemns walk through snd review of transfer contact Non- 171572016 10
from atem TH case 10 active in May 2016 release sofiware 471512016
TB2-2.3. | System ready for review and user resting for ficlds.to [ Sofiware
capture ceiteris for nursing low sheet in February 2016 11572016
release .
TB2-2.4. | Sysiem ready for review and user testing for transfer | Softwere
contact from lalent TB case o aclive in May 2016 4/15/2016
release
T823. User Acceptance Test (UAT)
TB2-3.1. | Test plan and scripts provided by STC for the Writen V152016
February 2016 release
TB2-3.2. | Sute test functionatity and provide UAT writien
feedback for all componenis for Februtry 2016 releasc Non-s_.oﬂwarc 11572016 10 13072016
TB2.3.). | Support State dunng UAT/ Share ALL Testing .
Resulis with Project Team for February 2016 releasc Writen /302016
TB2-3.4. | State Accepuance of Sysiem (afier UAT) for nursing
flow sheet in Febnuary 2016 release Noa-software 1302016
TB2-3.5. | Test plan and scripts provided by STC for transfer
contact from Jatent TB case 1o active in the May 20I6 Writien 4/152016
relcase
TB2-3.6. |-Sure test functionality and provide UAT wrilten :
feedback for all components for May 2016 release Non-software | 4/15/2016 10 4/30/2016
T02-3.7. | Suppont State during UAT/ Share ALL Testing .
Results with Project Tezm for May 2016 release Writien 413072016
Contcact 2015-063 - Agreement Pari 2, Exbhibit A-Deliverables Page 8 of 72
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2
EXHIBIT A
DELIVERABLES i
TB2.3.8. | State Acceptance of System (afiec UAT) for May Noa-software 4No016
2016 release
TB2+4. Training
TB2-4.1.| Demo of new systern funcridnality for fields to . '
caplure nursing flow sheet Non-software 21512016
TB2-4.2. | Demo of new funciionalily (o vansfer contact !
from Jatent T8 1o aclive Non-softwure 411512018
TB2-S. Deptoyment
TD2-5.1. | User operation manual for fields 1o ceplure cniteria for Wrillen 157016
nursing flow sheet : -
TB2-5.2. | User operation manual for transferring v contact from Wrilen 6151016
latent TB to aclive -
TB2:S. Malatenance zod Support
TB2-6.1. | Annual  maintenance and  suppon  for PRISM .
(conbincd with TB PAM and NHEDSS) Software Ongoing
TB1-7. Optiona!
TB2-7.1 Optional enhancements” to be” defined using the Writien 1273172016
Change Order process T
Toble 2.1f - Implementation Schedule ~Delivcrables
Ref 8 . Deliverable Projected
. . D“f‘;‘f‘b“ Type Dellvery Date
NHEDSS CALENDAR YEAR 2 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
N2l Project Mansgement .
2. Pending G & C
N2-1-1- 1 Conduet Project KickofT Meeting Non-software ‘"a];;foval
N2-1.2. | Project masler work plan, including Writeen 10 days after G &
milesiones/deliverables C approval
N2-1.3. | Written status repons, meclings ond updates 1o project Noassoftware Weckly
plan
N2-1.4. { Validalion of Requirements for Year 2 Work with Siate Writlen 01/1572016
accepance
N2-2. System Sofiware
N2-2.6. | Systea wulk through and ceview of physician card Soliware 1072472046
funclionatity with lyme discase and ability to create a
customizable, real time supplemental form  for
February 2016 release
Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverables Page 9 of 72
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-061
AGREEMENT - PART 2

EXHIBIT A
DELIVERABLES
N2-2.2. | System ready for review and uscr westing for physician Software
card functionslity with lyme discase and ability 10 10721720150
create a customizable, real-time supplemcnial form for 1/15/2016
February 2016 release -
N2-3. :
User Acceptance Test (UAT)
NZAL. Test ptan znd Scripts provided by STC for the . .
February 2016 release . Writien 137016
N2-3.2. Stae 1est functivnality and provide UAT wrinen 171572016 10
fecdback for all camponents for February 2016 Non-sofiware 13072016
release ] 0t
N2-3.3, Suppon State during UAT/ Share ALL Testing
Results with Project Team for February 2016 Non-saftware 113072016
release
N2-34. Stalc Acccptance of Sysiem (after UAT) for
physician card functionality with lyme disease in Wriuecn 11302016
February 2016 relcasc in February 2016 releasc
N1.15. State Acceptance of Sysiem (after UAT) for
abilily to creale a customizable, real-time Written 173012016
supplemental form in February 2016 rclease
N24. Training
NZ-4.1, . . .
Demo of new system functionality Non-software 1730/2016
N2.5. Deployment
NZ:5.1 User operation manual for February 2016 releasc Writien 3N52016
NZ:3.2. User support plan for February 2016 release Writien 31572016
N2-6. Moinlenance and Support
/N2-6.). Annual mainienance and swppont for NHEDSS Software Ongoi
{combined with PRISM and TB PAM) going
N2-7. Optional
N2-7.1. Optional enhancements 1o be defincd vsing the Change )
. Order Process - Sofiware 1 2/3)/2016

Y

Contract 2015-063 — Agreement Part 2, Exhibit A-Deliverables
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRON[C DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2
EXHIBIT A
DELIVERABLES
Table 2.1g - Implementation Schedule —Deliverables
Ref # o Deliverable | ~ Prajected
. Deliverable . L Type Delivery Date
ICALENDAR YEAR 3  MAINTENANCE
BUPPORT AND ENHANCEMENTS
CiL Maintenance and Support
C3-L.1. | Annual mainicnance and suppon for PRISM TB Non- 01/01/2017
PAM and NHEDSS (SFY 17) sofiwarc 04/01720117
C3-1.2. | Annual mainicnance and support for PRISM, TB Non- 070112018
PAM and NHEDSS (SFY 18) software 10/012018
Q-2 Optional .
C3-2.1. | Oplional cnhancements to be defined. using the
Change Order Process Softwarc 12/31/12017
Table 2.1h - Implementation Schedulc -Delwerables
Ref # Deliverable Projected
Deliverable . Type Délivery Date
CALENDAR YEAR 4 MAlNTENANCE,
SUPPORT AND ENHANCEMENTS
C4-1. Maintenance and Support
C4-1.). | Annual mainicnance and support for PRISM, TB
PAM and NHEDSS (SFY 18/19) Software Quanerly
Ca-2. Optional
C4-2.1. | Optional cahancements to be defined using the
Change Order Process Software 1213172018
Table 2.11 - Implemenl.auon Schedule -Deliverables
Ref # Deliverable Projected
Dellverable : Type Delivery Date
CALENDAR YEAR 5 MAINTENANCE,
SUPPORT AND ENHANCEMENTS
Cs-1. Maintenance and Support
C6-1.1. | Annual maintenance and support for PRISM, TB Sofiware 01/012019
PAM and NHEDSS (SFY 19) ° 04/01/2019
C6-1.2. | Annual mainlznance -and suppont for PRISM, TB 07/01720t9
PAM and NHEDSS (SFY20) 10/0172019
Contract 20154063 -~ Agreement Pan 2, Exhnbn A-Deliverables Page L1 of 72

Initial and Dalte All Pages:

Scientific Technologics Corporation Tnitials ‘ ZZ
Date _/ 0(% fZé/s
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STATE OF NEVW HAMPSHIRE

NEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
' MAINTENANCE, AND SUPPORT SERVICES

1 TRAINING DELIVERABLES

Training will be in accordance with the requirements set fonh in Contract Exhibit L: Training
Services and the Schedule esiablished by the Work Plan, Contract Exhibit 1. All pricing has been

established in Contract Exhibit B: Price and Payment Schedule.

4. SOFTWARE LICENSES _
Sofiware Licenses are set farth in Contract Exhibit J: Safnvare License and associated pricing is

established in Contract Exhibic B: Price and Paymeni Schedule.

CONTRACT 2015-063
AGREEMENT -PART 2
EXHIBIT A
- DELIVERABLES
cs-2. Optional
C5-2.1. | Optional enhancements to be defined using the
Chanec Order Process Sofml'arc 1273112019
Table 2.1j Implen‘icnmtlon Schedule -Deliverables
“Ref # ' 3 ' Dellverable  Projected
J ) H Deliverable ) " Type - .Delivcry.l)'a e
CALENDAR YEAR 6 MAINTENANCE, SUPPORT
AND ENHANCEMENTS
Cé-1. Maintenance and Support
C6-1.1. | Annual mai nd r for PRISM, TB PAM
. m?;a}_[g{;;;wm“ and support for Sof:war; Quanerly
ce2 Optlonal
C6-2.1. | Optional enhancements 1o be delined using the Change
Order Process Sofiware 067302020

Contract 2015-063 - Agreement Part 2, Exhibit A-Deliverables
Initial and Date All Pages:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT ~ PART 2
EXHIBITB
PREICE AND PAYMENT SCHEDULE

1. PAYMENT SCHEDULE

1.2 Firm Fixed Price
This is a Firm Fixed Price (FFP) Contract totaling $1.863,522 for the penod between Date of
Governor and Executive Council approval, through June 30, 2020. Scientific Technologics
Corporation shall be responsible for performing its obligations in accordance "with the
Contract. This Contract will allow Scientific Technologies Corporation o invoice the Siale
for the following activitics, deliverables, or milestoucs at fixed pricing/rates appearing in the
price and payment tables below:

Table 1.2a: Payment Schedule
Rel ¥ ) Projected - Price Payment Amount
- Deliverable Delivery Date
PRISM CALENDAR YEAR 1) -
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
P11 Project Management
P-LL | Conduet Project Kickoff Meeting Pending G &
C spproval
Pl-1.2. Project master work plan, including lﬂgaﬁiéﬂcr
milesiones/deliverables
. approval
Pl-1.3. Validation of Requirements for Work for
November 2015 release 10/21/2015
Pi-1.4. Validation of Requirements for Work for
February 2016 release 102172015
PI-L5. 2D(;'s-nsgn Documeniation for November {0/2172015
P1-1.6. Design  Documentation for -February 1072172015
2016 release :
P1-1.7, :;g:‘:r; ;;mu‘s fepons, meelings and B'i-chkly
peaject plan
P1-2. System Sofiware |
Pl-21, Sysiem walk through and review of 10/3122015
syphilis interview functionality, adding
sysiem privilege foc morbidity counting,
and ceeating drop down for interview
assignment in November 2015 relcase
Pi-2.2, System walk through/review for adding
negative lab results to an existing ficld 1043172015
record and functionalily (o auto populale

Conlrnct 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schcdulc
Initiat and Date Al Pages:
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STATE OF NEW HAMPSHIRE |
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH EILECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

risk responses in November 2015 release

P1-2.3.

System ready for review and user testing
syphilis inlerview funclionality, adding
system privilege for morbidity counting,
and creating drop down for interview
assignment in November 2015 release

10/31/2015

Pl-2.4,

Sysiem ready for abilily lo add negative
lab results 10 existing field record and
new funclionality to sule populate risk
responses in Novemnber 2015 release

1073122015

P1-3.

User Acceptance Test (UAT)

Pl-3.1.

Test plan and scripts provided by
Scientific Technologies Corporation for
the November 2015 relense

1012112015

Pi-3.2.

Stare test functionality and provide UAT
wrilten feedback foe all componenis for
November 2015 release

13tf2015 w0
11/30/15

P1-1.3.

Support State during UAT/ Share ALL
Testing Resulis with Project Team for
November 2015 release

10/31/2015 10
1130715

PI-1.4,

State Acceplance of System (after UAT)
for syphilis interview functionality in
November 2015 relense

1273172013

$3.530

PI-3.5.

Suste Acceprance of Sysiem (after UAT)
for adding sysiem privilege for morbidity
counting in November 2015 release -

121312005

58,780

Pi1-3.6.

State Acceplarce of System {alter UAT)
for creating drop down for imerview
assignment in November 2015 release

1263172015

7,060

P1-3.7,

Statz Accepiance of System (afier UAT)
for adding negative lab resulis 10 existing
field record in November 2015 release

1213112015

$14.300

Pl1-3.8.

Stale Acceplance of System (after UAT)
for new funclicnatity to aulo populaic
risk responses in November 2015 release

12/31/2015

51,510

Pl-4,

Treining

Ph4.1.

Virwal demo through a webinar of new
system funclionality.

10/3172015

PL-5.

Deploymenit

Pl-5.1.

User opcration manual

1211512015

Contract 2015-063 = Agreement Part 2 Exhibit B Price and Payment Schedulc
Initial and Date All Pages:

Date:

T

Scientific Technologies Eorpo:nlion Initials M
L0/3[Z0/5

Page 14 0of 72
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBITB
PRICE AND PAYMENT SCHEDULE
RI-3.2. Liser support plan. 12152015
P1-6. Malintenance and Support
Pi-b.1. Anrnual mainicnance and support for
PRISM (combined with TB PAM and Ongoing
NHEDSS) . .
PRISM CALENDAR YEAR 1 $37.200
SUBTOTAL
Table 1.2b; Puyment Schedule ,
. Ref # B Deliverable Projected Price Payment Amount
. Delivery Date
TB PAM CALENDAR YEAR 1
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
TB1-1. Project Management
B Conduct Project Kickoff Mecting P::ndmg G &
appraoval
TBE-1.2 Project master work plan, including lo‘gi’: Eft:r
milestones/deliverables .
. approval
TBL-1.3. | Validation of Requirements with signed 1072172015
CR for November 2015 release. Signed
CR. )
TBI-1.4. | Validalion of Requirements with signed | 1072172015
CR for February 2016 release.  Signed
CR .
"TBI-1.5. | Design Documcniation for November | 10/21/2015
2015 relcase
TBI-1.6. | Design Documentation lor February 1/15/20t6
2016 relcase
TBI-1.7. | Wnuen status reporls, meclings and s .
updates to project plan Bi-Weekly
TB1-2. System Softwure
TBI-2.1. | System walk through and review of 103112015
lzboralory tests and results displaying in
TB PAM
TB1-2.2. | System ready for review and user testing
laboratory tesis and results displaying in
T8 PAM . 1V3 L2015
Conuract 2015-063 - Agreement Pan 2 Exhibit B Price and Payment Schedule Page 15 0f 72
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
. AGREEMENT - PART 2

EXHIBITB
PRICE AND PAYMENT SCHEDULE
TB1-3 User Acceptance Test (UAT)
TBI-3.1. | Test plan.and scripts provided by 1013172015
Sciemihic Technologies Corporation
for the November 2015 relcuse
TB1-3.2. ] State test funclivnality and provide 1013172015 0
UAT writen feedback for all L3045
components for November 2015
: - | relcase
TB1-3.3. | Support Stalc during UAT/ Share 103122015 10
ALL Testing Resuhs with Project 1130415
Team for November 2013 release
TBI-3.4, | State Accepltance of Sysiem (after 12/3172015 $14,000
UAT} for laboratory tests ond ’
results displaying in TB PAM in
November 2015 release
Tal1-4. Tralning
TB1-4.1. | Demo of new system functionality (or
displaying lab resylls in TB PAM., 1073172015
TBI-S. Deployment
TBI-5.1. | User operation manual for November 121572015
2015 release
TB1-5.2, [ User siupport plan lor November 2015
retease : 121512015
TB1-6. Maintenance and Support
TBi-6.1. | Annual maimenance and support for TB
PAM {combined with PRISM and Onguing
NHEDSS) .
TB PAM CALENDAR YEAR 1 $14,000
SUBTOTAL :
Table 1.2¢: Payment Schedule _
‘Relf & ' ’ . Projected Price Payment
- Dellverable Delivéry Date Amounts
NHEDSS CALENDAR YEAR )
MAINTENANCE,  SUPPORT
AND ENHANCEMENTS
Ni-1. Project Management .
NE-LEY Conduet Project Kickoff Meeting Pénding G &
spproval
Coniract 2015-063 — Agreement Part 2 Exhihit B Price and Payment Schedule Page 16 of 72

Date:

Zos5

Initial and Date All Pages:
Scientific ;cclénologics Corporation Initials [ ;Z




DocuSign Envelopé 1D: B2165A85-9533-401B-80C5-5F 1911985EAA

STATE OF NEW HAMPSHIRE
. DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTFM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBITB
PRICE AND PAYMENT SCHEDULE
NI-1.2. Project master work plan, including 10 dayf aftcr
milestoncs/deliverables G&cC
approval
N1-1.3. | Validation of Requiremeats with signed
CR for November 2015 release 1072172013
NI-1.4. { Validation of Requirements for February
2016 release. Signed CR 072172013
NI-1.5. | Design Documeniation for Navember |. 1072172015
20185 relcase j
NI-1.6. | Design  Documentation  for  February 127117201S
2016 release
NI-1.7. | Wriuen siatus  repors, meetings  and Bi-Weekly
updales to projeci plan
N1-2. :
System Sofltware
NI-2,1. | Revicw and development of adding lost 10/3472015 '
1o follow up ficlds pnd enhanced shared
alerts for .
November 2015 release
Ni-2.2. Review and development of ability o
import’ a file and new funciicnalily to
creule simple forms Pan | for November 1073112015
2015
NI-23. . .
System ready for review and user testing 10:31/2015
NL-3. User Acceptance Test (UAT)
" NI ] Test plan and scripts provided by 107012015
Scicatific Technologies Corporation
for the November 2015 release
N1-3.2. Staic test functionality and provide 1043172015 (o
UAT  written  feedback for  all 11/30/15
componeats for November 2015
release
N1-3.3. Support Swute during UAT/ Share 107311201510
AL). Testing Resuhs with Project 1730415
Team lor November 2015 release
Ni-34, | Swate Acceptance of System (afier 121312015 $9.400
UAT) for adding lost to follow up
fields in November 2015 release
NI-3.5. | Stae Accepuance of Sysicm (afier 121312015 56,000
UAT) for enhanced shared alens in
November 2015 refease
N1-3.6. State Accepiance of Sysiem {(afier 1273112015 350,000
UAT) for ability o import a file and
new functionality to create simple

Contract 2015-063 — Agreement Part 2 Exhibit B Price and Payment Schedule

lnitial and Date All Pages:
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. STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTFEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBITB

PRICE AND PAYMENT SCHEDULFE.

forms Part 1 in November 2015
release
N1-4. Treining
Ni-4.1. | Demo of new system funciionality for
November 2015 release 103112015
NS Deployment )
NI-5.1. | User operalion manual for November 12182015
2015 release
Ni.S.2. User support plan for November 2015 12/15/2045
release
N1. Maintenance and Support
N1-6.1. | Annual mointenance and suppon for $41,781
NHEDSS (combined with PRISM and 1170172015
TB PAM) (SFY16)
NHEDSS Calendar  Year 1 $111,271
Subtotal:
Year 1 Subletal for PRISM, TB $162.471
PAM, and NHEDSS:
Table 1.24: Payment Schedule
Refd | Detiyerables Detivery Date | Frice | Payment Amount
PRISM CALENDAR YEAR 2
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
P21 Project Management
PZ-L. Conduct Project Kickoff Mecling 11512016
P2-1.2. Pz:ojcct masier work  plan, including 111512016
i milesiones/deliverables
P2-1.1. | Written stals  reports,  mectings and Bi-Weekly
updates 1o project plan
P2.1.4. | Validation of Requirements for Year 2
Work with Siate acceptance 01152016
P2-2. System Soltware
P2-2.1. | System walk-through and review of
tentralized notes  functionality  in 1072112015
February 2016 release
P2.2.2. | System ready for review und user testing V1572016
for_centralized notes in February 2016

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
Initial and Date All Pages:

Date:

r X713

Scientific Technologies Corporation lniliﬂm
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE, SURVFILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBITB
PRICE AND PAYMENT SCHEDULE
T et e e g - i o s o
P23, User Acceptance Test (UAT) ‘
P2-3.1 Test plan and scripts for centralized 1/15/2016
noles fuactionality
P2-3.2. | Test functivnality and provide UAT | 1152201610
written feedback for all componcnis 130/2016
P2-3.3. Suppont State during UAT/ Share ALL 1/30/2016
Testing Results with State Project Team
P2-14. State Acceptance of System (afier UAT) 113012016 $7.800
for cemralized nnics functionality in
February 2016 release
P1-4. Training
P2-4.1, Virwal demo thr?ugh.a webinar of 21512016
new system functionalily
P2:5. Deployment
P31} User aperation manusl 1512016
e T support plan 31572016
P2-6. ‘| Mulntenance und Support
P2.&.1. | Annual maintenance and suppunt for
PRISM (combined with TB PAM and Ongoing
NHEDSS) vt o s
P2-7. Optlional
P2-7.1. Optiunal ¢enhzncements to be defined 1273172016 $14.000
using the Change Order process '
521,800
PRISM Calendar Year 2 Subtotal:

Contract 2015-063 — Agrecment Part 2 Exhibit B Price and Payment Schedule

Initial and Date All Pages: .
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Table 1.2¢: Payment Schedule
Refd - ‘ K Profected Price Payment
Dellveg'l;'blcs : Delivery Date” | Amotnt
TB PAM CALENDAR YEAR 2
MAINTENANCE, SUPPORT AND
ENHANCEMENTS
TB21. Project Management
TB2-1.1. Conduct Project Kickoff hMeeting 1152016
TB2-1.2. Pr-oject master work plan, including 11572016
milestones/deliverables
TR2-1.3. Wrilten stalus reports, meetings and . Bi- Weckly
updates L0 project plan
TB2-1.4. Vialidaion of  Requirements  for
February 2016 with Siate scceprance 017152016
T82:2. System Sofiware
TB2-2.). Sysiems walk through and rcvncw‘of 10/15/2015 to
fields 10 caplre criteria for nursing 111572016
Now sheet in February 2016 release.
TB2-2.2, Systems walk through and review of L11S72016 10
transfer contact from latent TB case 1o
N 411572016
aclive in May 2016 relcase
! TB2-2.3. | System ready for ceview and user
testing for ficlds o caplure criteria for
nursing flow sheet in February 2016 111572016
release.
TB2-24, System ready for review and user
testing for (ransfer contact from latent 41512016
TB casc 1o active in May 2016 release
TB2-3.
User Acceptance Test (UAT)
TB2-3.1. Test plan and scripts provided by
Scicntific  Technologics  Corporulion 141512016
for the February 2016 relcasce -
TB2.3.2. | Staie 1est funciionality and provide
UAT  written  feedback  for  all ”&gggé?;u
components for February 2016 release
Contract 2015-063 — Agreement Part 2 Eahibit B Price and Payment Schedule

Initial and Date All Pages:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

| Suppon Swaie during UAT/ Share ALL

Testing Results with Project Team for
February 2016 relcuse

/302016

Stale  Acceptance, of Systerm (after
UAT) for nursing flow shect in
February 2016 release

13072016

Test plan and scripts provided by
Scientific  Teéchnologics Corporation
for transler contact from latent TB cuse
10 active in the May 201§ release

4/15/2016

§17.000

Stale. test functionalily and provide
UAT  writen feedback for all
components (or May 2016 releasc

4/15/2016 w0
41302016

$17,000

Suppon State during UAT/ Share ALL .

Testing Results with Project Team for
May 2016 release )

473072016

State  Acceplance of Sysiem (afier
UAT) for May 2016 relcasc

4/30/2016

TB2-4.

Tratning

TBZ.4.1.

Demo of new system funclionulity
for fields to capture nursing flow
shecl

21572016

- TB2-4.2.

Demo " of new  funcrionality to
transfer contacl from latent TR to
aclive

47152016 -

TB2-S.

Deployment

TB2-5.1.

User operation manual for ficlds to
caplure cniteria for nursing Now sheet

/1512016

TB2.5.2.

User operation manual for transferring a
contact from laient TH to active

611512016

TBI6.

Maintenance and Support

TB2-6.1.

Annual mainienance and suppon for
PRISM (combined with TB PAM and
NIIEDSS)

Ongoing

TTR2.7.

Opilonal

TB2-7.1.

Optional enhancements 10 be defined
using Lhe Change Order process

1213172016

TB PAM Ceglendar chf 2
Subtotal:

$34.000

Contract 2015-063 ~ Agrcement Part 2 Exhibit B Price and Payment Schedule
Initial and Dale All Poges:
Scicntific Technologics Corporatien Initials ;{_ (adl

Date: (4{32] Zo/5
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT - PART 2

EXIIBITB

PRICE AND PAYMENT SCHEDULE

Table 1.2{; Payment Schedule

Ref#

Deliverable

Projected
Dellvéry Date

"
*

Price

Payment
Amount '

NHEDSS CALENDAR YEAR
2 MAINTENANCE, SUPPORT
AND ENHANCEMENTS

N2-1.

Project Management

N2-1.1.

Conduct Project Kickofl Meeting

11512016

N2-1.2,

Project master work plan, including
milesioncs/deliverables

1/152016

N2-L.3,

Written swalus reponis. mectings and
updates (o project plan

Weekly

N2-14.

Validation of Requirements for Year 2
Work with Staie acceplance

01/15/2016

N2-2,

System Softwure

N2-2.1.

System walk through and review of
physician card lunctionality with lyme
discasc and ahility o create a
cusiomizable, rcal time supplementat
form for February 2016 release

1072112016

N2-2.2.

System ready for review and wuser
testing {or physicisn card functionality
with lyme disease and ability to crcate
a customizable, real-time supplemental
focm for February 2016 relcasc

(1072172015 to

17152016

N2-3.

User Acceptance Test (UAT)

N2-3.1.

Test plan and scripis

171502016

N2-3.2.

Test functionality and provide
UAT written fecdback for ol
components

11572016 0
1302016

N2-3.3.

Support Statc during UAT/ Shace
ALL Testing Results with State
Project Team

/3072016

N2-1.4.

Statc Acceptance of Sysiem (after
UAT} (or physician  card
funcrionality with lyme Jiscase in
February 2016 releasc

113072016

519,600

N2.1.5.

Siac Acceprance of System (after
UAT) for_ability 1o crealc a
customizable, real-time

113012016

$50.000

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule

Initial and Date All Pages: )
Scientific Technologies Corporation Initials ;Z :

Date: /¢,
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NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

MAINTENANCE, AND SUPPORT SERVICES -
CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBITR

PRICE AND PAYMENT SCHEDULE

supplernental form in February
2016 relcase
N2-4. Training
N2-4.l. Demo of new system functionality 11302016
N2.5. Deployment
N2-S.1. User operation manual 52016
N2-5.2, User support plan _ WVISR0I6
N2-6. Maintenance and Support
N2.6.1 Annual mainicnance and suppon for $275.227
NHEDSS (combincd with PRISM and Quarterly {paid quanerly)
TB PAM) (SFY 16/17)
N2-7. Optional
N2-71. Optional enhancemenis to be defined $40,000
using the Change Order Proccss 123112016
NHEDSS Calendar Year Two $384,827
Subtotal:
Year 2 Subtotal for PRISM, TB $440.627
PAM, and NHEDSS:
Table 1.2g: Payment Schedule
Ref # Projected Price Payment
,PFchmhle Delivery Date Amount
CALENDAR YEAR 3 !
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
C31. { Maintenance and Support
Ci-11. Annual maintcnance and suppact for 010172017 3137613
!I’.I-,{JISM. TB PAM and NHEDSS {SFY 040172017 (paid quancrly)
Ci-1.2 Annual mainienance and suppon for {00, o0 0 5140,)66
!;:)lSM, TB PAM and NHEDSS {SFY 10/0172018 (paid quarterly)
-2 Optiona!
C3-2.1. Optional enhancements (o be delined 185,000
using the Change Order Process 123122017

Contract 2015-063 — Agreement Part 2 Exhibii B Price and Payment Schedute

Initial and Date All Pages:

Date:

Scientific Techgplogies Carporation lnitials@
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
. NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2

" EXHIBITB
PRICE AND PAYMENT SCHEDULE
Yeur 3 Subtotzl for PRISM, TB 3362980
PAM, and NHEDSS:
Table 1.2h: Payment Schedule
Ref#l z Projected Price Payment
,:Deliverrlable o Delivery Date Amount
CALENDAR YEAR 4
MAINTENANCE,
SUPPORT AND
ENHANCEMENTS
C4-1. Maintenance and Support
Cd-1.1. Annual maintenance” and support $280.732
for PRISM, TU PAM and Quarerly (paid quarterly}
NHEDSS (SFY 18/19) )
Cé-2. Optional
Cd4-2.1. Optional  enhancemenls o be 575,000
defined using the Change Order | 123172018
Process . .
Year 4 Subtots! for PRISM, TB 33557132
PAM, and NHEDSS:
Tahle 1.2 : Payment Schedule
. Ref# g - Projected Price Payment
D.,lcllverabll_e Delivery Date - Amount
CALENDAR YEAR 5 )
MAINTENANCE, SUPPORT
AND ENHANCEMENTS
G- Maintenance and Support
Ci.2l, Annus! maintenance and suppon for 01/01/2019 3140356
PRISM, TB PAM and NHEDSS | oo o | (paid quanterly)
{SFY19)
C3-2.2. Annual maintenance and support for 0710172019 $143.173
PRISM. TB PAM and NHEDSS 10/0172019 (paid quarterly)
: (SFY20)
s-2. Optlonal .
Cs5.2.). Optional ‘enhancements to be defined $70,000
using the Change Order Process 1213112019
Year § Subtotsl for PRISM, TB , 5353,539
. PAM, and NHEDSS:
Contract 2015-063 — Agreement Part 2 Exhibit B Price and Payment Schedule Page 24 of 72
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STATE OF NEW HAMPSHIRE
" DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2

EXHIBITB

PRICE AND PAYMENT SCHEDULE

Table 1.2§: Payment Schedule
Ref # ) L Projected Price Payment
‘ .De!wl:nble Delivery Dale Amount
CALENDAR YEAR 6
MAINTENANCE, SUPPORT
AND ENHANCEMENTS -
s Malni¢nance and Support
Cs5.3.t, Annual maintenance snd support for Q ) SI43.I;13 N
PRISM, TB PAM and NHEDSS UIMENY | (paid quanterty)
C5-4.
Optional
C5-4.1. Optional enhancements 10 be defined $45.000
using the Change Order Process 06/30/2020
Year 6 Subtolat for PRISM, TB S188.173
PAM, end NHEDSS:
GRAND TOTAL- CALENDAR 51861522
YEARS 1 TO 6:
1.3  Enhancement Pricing Summary
Table 1.3: Enhancement Pricing Summary Table
PRIS TB PAM NHEDSS TOTAL
: M

CY 1(2015) $37,200 $14,000 $80,400 $131,600

CY 2(2016) $21.800 $34,000 $94,600 $150,400

CY 3 {2017) $20.000. $15,000 $50,000 $75,000

CY 4(2018) $15,000 $10,000 $50.000 $75,000

CY 5(2019) $15,000 $5.000 $50,000 $70,000

CY 6(2020) $15.000 $5,000 $25,000 $45,000

TOTAL $124.000 $83.000 $350.000 $3557.000
14 Future Vendor Rates

The State may request additional Services from the selecied Vendor and requires rates in the
event that additional Service is required,

Contract 2015-063 - Agreement Pant 2 Exhibit B Price and Payment Schedule Page 250l 72
Inirial and Date All Pages:
Scicatific 1‘§h?nlogics Corporation Initials ;2 »

Dawe: 2/ 3/ 2071



OocuSign Envelope ID: B2165A85-9533-401B-80C5-5F 1911985EAA

: STATE OF NEW HAMPSHIRE

NEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063

AGREEMENT - PART 2

EXHIBIT B

PRICE AND PAYMENT SCHEDULE

Table ].4a: Fulure Vendor Rates - Mainlenance
Paosition Title SFY 2016 SFY 2017 SFY 2018 SFY 2019 SFY 2020
TNN5-6730/16 | T/1116-6/3017 mMin7- FMNB-630/19  [771119-6/30720
6:30/18
Project Manager .
{Karen Chin) $206.70 $£219.10 $232.25 $246.18 $160.95
Account
Execulive
(Chvrissie
Gorman) $218.36 $£231.46 $245.35 $160.07 $275.67
Developer . .
(Bruno Bemard) ‘$155.82 $165.17, $175.08 $185.58 $196.72
Developer
{Marcus Wilson) 315582 $165.17 $175.08 $185.58 $196.72
Help Desk ‘
Specialist -
(Tier 2 512l 311236 $119.10 $126.25 $131R2 $14).85
Tahle 1.4h: Future Vendor Rates - Enhancemenls ‘
Position Title SFY 2016 SFY 2017 SFY 2018 SFY 2019 SFY 2020
T1/15-6/30M16 | 71/16-6/30/17 mnn7. /863019  [7111/19-6/30720
- 6/30/18 .
Project Manager .
(Karea Chin) $206.70 $219.10 523225 $246.18 $260.95
Account
Executive
{Chrissie :
Gorman) $218.36 $231.46 $245.35 $260.07 $275.67
Developer ' .
(Bruno Bemard) $155.82 $165.17 $17508 5185.58 $196.72
Beveloper .
{Marcus Wilson) $155.82 $165.17 $175.08 $185.58 £196.72
Help Desk Specialist
(Tier 2 siaffh $112.36 $119.10 S126.25 $133.82 $14).85
Contract 2015-063 ~ Agreement Pant 2 Exhibit B Price and Payment Schedule Page 26 of 72
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE S§YSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBITB
PRICE AND PAYMENT SCHEDULE

1.5 Software Licensing, Maintenance, and Support Pricing

Table 1.§: Licensing, Maintenance and Support Pricing

System Name ) Maintenance and Support

' SFY 2016 SFY SFY SFY.2019 | .SFY 2020 | Tota} Cost
2017 2018 . )

NHEDSS, PRISM, and $183,485 | 5275227

TR PAM 01K Contract '

Funds, Includes Software

License

NHEDSS, PRISM, and

TB PAM Purchase Order

Extension Funds

($4391,743)

Projected 038 Funds $280.732 { $280,732 | 5286346

TOTAL 038 Funds

$1.306.522

2. CONTRACT PRICE

Notwithstanding any provision in the Canuracl lo the contrary, and notwithstanding unexpected
circumstances, in no event shall the total of all payments made by the State exceed $1.863,522. The
payment by the State of the total Contract price shall be the only, and the complete reimbursement 1o
Scientific Technologies Corporation for all fees and expenses, of whatever nature, incurred by
Scientific Technologies Corporatien in the performance hereof.

The Staie will not be responsiblc for any travel or oui of pocket expenses incurred in the performance
of the Services performed under this Contract.

INVOICING

Scientific Technologics Carporation shail submit correct invaiccs 10 the State for all amounts o be
paid by the State. All invoices submitied shall be subject 10 the State’s prior written approval. which
shall not be unreasonably withheld. Scientific Technologies Corporation shall only submit invoices
for Services or Deliverables as permitted by the Contract. Invoices must be in a format as determined
by the State and contain detailed information, including without limitation: itemization of cach
Deliverable and idemification of the Deliverable for which paymenl is sought, and the Acceptance
date triggering such payment, date of delivery and/or installation; monthly maintenance charges; any
other Project costs or retention amounts if applicable.

Contract 2015-063 - Agreement Part 2 Exhibit B Price and Payment Schedule
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVFILLANCF. SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT B
PRICE AND PAYMENT SCHEDULE

Upon Acceptance of a Deliverable, and a properly documented and undisputed invoice, the State will
pay the correct and undisputed invoice within thiny (30) days of invoice receipt. Invoices will not be
backdated and shall be promptly dispaiched.

Invotces shall be sent to:
Shelley Swanson
Bureau of Infectious Disease Conirol
Division of Public Health Services
New Hampshire Depaniment of Healih and Human Services
29.Hazen Drive
Concord, NH 03301-6504
Phone: 603-271-7635
Email; sswanson@dhhs.siate.nh.us

Note: -Scientific Technologies Corporation may elect 1o have an elecironic ACH through
following \he Siate registration process. :

4. PAYMENT ADDRESS
All payments shall be sent to the following address:
Scientific Technolagies Corporation
8444 N. 90" St.,-Suite 100
Scousdale, AZ 852585

5. OVERPAYMENTS TO SCIENTIFIC TECHNOLOGIES CORPORATION

Scientific Technologies Corporation shall prampily, but no later than fifteen (15) business days,
retumn to the Staie the fitll amount of any averpayiment or emoneous payiment upon discovery ar nolice
from the Siate.

6. CREDITS

The "State may apply credits duc (o the Stale arising out of this Contract, against Scientific
Technologics Corporation’s invoices with appropriate information attached.

Contracl 2015-063 - Agreement Pan 2 Exhibit B Price and Payment Schedule Page 28 of 72
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1.

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 201506
AGREEMENT - PART 2
EXHIBIT C
SPECIAL PROVISIONS

SPECIAL PROVISIONS

(N ] Contracior's Obligations: The Contracior covenants and agrees that all funds received
by the Contractor under the Contract shall be used only as payment to the Contracior for
services provided 1o cligible individuals and, in the funherance of the aforesaid
covenants, the Contractor hercby covenants and agrees as lollows:

Gratuities or Kickbacks: The Contractor agrees thal i1 js a breach of 1his
Contract 10 accept or make a paymenl, gratuity or offer of employment on
behalll of the Contraclor, any Sub-Contractor or the State in order to influence
the perfannance of the Scope of Work deiailed in Exhibit A of this Contract.
The State may terminate this Contract and any sub-contraci or sub-agreement il
it is determincd thel payments, graluities or offers of employment of any kind
were offered or received by any officials, officers, employees or agents of the
Cantractor or Sub-Contracior. '

Retroactive Paymenis: Notwithstanding anything to the contrary contained in
the Coniract or in any other document, contract or undersianding, it is expressty
undersiood and agreed by the parties hereto, that no paymenis will be made
hereunder 1o reimbursc the Contractor for costs incurred for any purpose or for
any secrvices provided to any individual prior to the Effective Date of the
Contract and no payments shall be made for expenses incurred by the
Conlraclor for any services provided prior 10 the date on which the individual
applies Tor scrvices or {excepl as otherwise provided by the federal regilations)
prior to a determination that the individual is eligible for such services.

Conditlons of Purchase: Nowwithstanding anything to the contrary contained in
the Contract, nothing herein contained shall be deemed to obligaie or require the
Department to purchase services hcreunder at a rate which reimburscs the
Contractor in excess of the Contracior’s costs, ot a rale which exceeds the
armounts rcasonable and necessary to assure the quality of such service, or at a

" rale which exceeds the rale charged by the Contractor 10 incligible individuals

or other third party funders for such service. If at any lime during the lerm of
this Coniract or after receipt of the Final Expenditure Report hereunder, the
Department shall determine thal the Contractor has used paymenis hereunder to
reimburse items of cxpense other than such costs, or has received payment in
cacess of such costs or in excess of such rales charged by the Contracior 1o
ineligible individuals or ather third party funders, the Depanment may elect 10:

J1.  Renegoliate the rates for paymenl hereunder, in which event new rates
shall be established;

32 Deduct from any future payment to thc Contracior the amount of any

prior reimbursement in excess of costs,
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33, Decmand repayment of the excess paymens by the Contractor in which
event (ailure to make such repayment shzll constitule an Event of
Defauli hereunder. When the Contracior is permiuted o determine the
eligibility of individuals (or services, the Contractor agrees 10 reimburse
the Depantment for all funds paid by the Depariment to the Contractor
for services provided to any individual who is found by the Depanment
to be ineligible for such services. at any time during the period of
retention of records established herein.

Malntenance of Recards: In addition to the eligibility records specified above,
the Conlracior covenants and agrees (o maintain the following records during
the Contract Period:

4.1, Fiscal Records: books, records, documents and other data evidencing
and reflecting all costs and other expenses incurred by the Contractor in
the performance of the Contract, and all income received or collecied by
the Contracior during the Contract Period, said records 1o be maintained
in accordance with accounting procedures and praciices which
sufficientty and properly refiect all such costs and expenses, and which
are acceplable (o the Depantment, and 1o include, without limitation, all
-ledgers, books, records, and original evidence of costs such as purchase
requisitions and orders, vouchers, requisitions for materials, inventories,
valuations of in-Kind contribulions, lebor time cards, payrolls, and other
records requested or required by the Depanment.

4.2.  Staustical Records: Statistical, enroliment, attendance or visit records
for each recipient of services during the Contract Period, which records
shall include all records of application and eligibility (including all
forms required to determine eligibilily for each such recipient), records
regarding the provision of services and all invoices submitted to the
Depariment Lo oblain payment for such services,

43. Medical Records: Where appropriale and as prescribed by the
Department regulations, the Contractor shall retain medical records on
each patient/recipient of services.

Confidentiality of Records: All information, reports, and records mainteined
hereunder ar collected in connection with the performance of the services and
the Contract shall be Confidential and shall not be disclosed by the Contractor,
provided howcwver, that purseant 10 state laws and the regulations of the
Depanmem regarding the use and disclosure of such information, disclosure
may be made to public officials requiring such information in connection with
their official duties and for purposes directly connccted to the administration of
the services and the Contract; and provided further, that the use or disclosure by
any panty of any information concerning a recipient for any purpose not directly
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connccted with the administration of the Department or the Contractor's

" responsibilitics with respect to purchased services hercunder is prohibited
‘except on wrillen consent of the recipient, his attorney or guardian.

Notwilhstanding anything o the conteary contained hercin the covenants and
conditions contained in the Paragraph shall survive the termination of the
Contract for any rcason whatsoever,

Completion of Services: Disallowance of Cosis: Upon the purchasc by the
Department of the maximum nuntber af units pravided for in the Contract and
upon payment of the price limitalion hereunder, the Contract and all ihe
obligations of the panties hereunder (¢xcept such obligations as, by the terms of
the Contract arc to be performed after the cnd of 1he teom of this Contract and/or
survive the termination of the Contrace) shall terminaic, provided however, thal
if, upon review of the Final Expenditure Repon the Department shall disallow
any cxpenscs claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, Lo deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

Credits: All documenis, notices, press releases, research reports and other
malerials prepared during or resulting from the performance of the services of
the Contract shall include the following statement:

7.1, The preparation of this (rcport, document ctc.) was financed under a
Contract with the State of New Hampshire, Depariment of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or
required, .g., the United Siates Depaniment of Health and Human
Services.

Prior Approval and Copyright Ownership: All materials {writien, video,
audio) produced or purchascd under the contract shall have prior approval from
DHHS before printing. production, distribution or use. The DHHS will retain
copyright ownership lor any and all original materials produced, including, but
not limited 1o, brochures, resource directorics, protocols or guidelines, posters,
or reports. Contracior shall not reproduce any materials produced under the
conicacl without prior written approval from DHHS.

Operation of Facilities: Complinnce with Lows and Repulations: In the
operation of any facilitics for providing services, the Coniractor shali comply
with all laws, orders and regulations of fcderal, statc. county and municipal
authorities and with any direction of any Public Officer or officers pursuaut to
laws which shall imposc an order or duty upon the contractor with respect o the
operation of the facility or the provision of the services al such fucility. IT eny
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_governmental license of permit shall be required for the operation of the said

facility or the performance of the said services, the Coniractor will procure said
license or permil, and will at all times comply with the terms and conditions of
cach such license or permil. In connection with the foregoing requircments, the
Contractor hereby covenants and agrees that, during the 1erm of this Contract
the facilities shall camply with all rules, orders, regulations, and requirements of
the State Office of the Fire Marshal and the local fire protection agency, and
shall be in conformance with local building and zoning codes, by-laws and
regulations.

Subcontractors: DHHS recognizes that the Conlracior muy choose to use

subcontractors with greater expertise to perform for efficiency or convenience,

but the Contractor shall retsin the responsibility and accountability for the

function(s). Prior 10 subcontracting, the Contractor shall evaluate the

subcontractor's ability 10 perform the delegated function(s). This is

accomplished through a writlen agresment that specifies activities and reporting

responsibilitics of the subcontracior and provides for revoking the delegation or

imposing sanctions if the subcontractor’s performance is not adequate.

Subconiraciors are subject to the same contractual conditions as the Contractor

and the Conlractor is responsible to ensure subcontractor comphiance with those

conditions. When 1he Contractor delegates a function to a subcontractor, the

Contractor shall do the following: _

10.). Evaluate the prospective subconiractar's ability to perform the
activities, before delegating the function

10.2.  Have a writien agreement with the subconiractor that specifies activities
and reporting responsibilities and how sanctions/revocation witl be
managed if the subcontractor’s performance is not adequate

10.3.  Monitor the subconiractor’s performance on an ongoing basts

10.4.  DHHS shall, at its discretion, review and approve all subcontracts. if

' the Coniractor identifies dehciencies or areas for improvement are

identified. the Contructor shall take correclive action, :

Equal Employment Opportunity Plan (EEQP); The Contractor will provide
an Equal! Employment Opporiunity Plan (EEOP) 1o the Office for Civil Rights;
Office of Justice Programs (OCR), if it has received a single award of $500,000
or more. If the recipient reccives $25000 or more and has 50 or more
employees, it will maintain a current EEOP on file and submit an EEOP
Certification Form 10 Ihe OCR, cerlifying that its EEQP is on file. For recipients
receiving less than $25,000. or public graniees with fewer (han 50 employees,
segardlcss of the amount of the award, the recipient will provide an EEOP
Centification Form 10 the OCR centifying il is nol required 10 submit or maintain
an EEQP, Nonprofit organizations, Indian Tribes, and medical and educalional
institutions are exemp! from the EEOP requirement, but are required 10 submit a
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certification form 10 the OCR to claim the exemplion. EEOP Certification
Forms are available at: up://www.ojp.usdaj/about/ocr/pdls/cert.pdf. '

Limited English Proficiency (LEP): As clarified by Executive Order 13166,
Improving Access to Services for persons with Limited English Proficiency, and
resulling agency guidance, national origin  discrimination  includes
disctimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Controt and Safe Strecis Act of 1968 and-
Title V1 of the Civil Rights Act of 1964, Contractors must take reasonable sieps
to cnsure thal LEP persons have mcaningful access (o its programs.

Pilot Program for Enhancement of Contractor Employec Whistleblower
Protections: The following shall apply to all conwacts that cxceed the
Simplificd Acquisition Threshold as defincd in 48 CFR 2.101 {currently,
$150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWLER RIGHTS AND REQUIRCMENT
TO INFORM EMPLOYEES OF WHISTLEBLOWER RIGHTS (SEP 2013)

(a) This contract and cmployees working on this contract will be subject to the
whistleblower rights and remedies in the pilot program on Contractor
employce whistleblower proteclions cstablished at 41 US.C. 4712 by
scction 828 of the National Defense Authorization Act for Fiscal Ycar 2013
(Pub. L. 112-239) and FAR 1.908.

{b) The Contraciar shall inform its employecs in writing, in the predominant
language of the workforce, of employce whistleblower righis and
protections under 41 U.S.C. 4712, as described in section 3.908 of the
Federal Acquisition Regulation.

{c) The Contractor shall insert the substance of this clause, including this
paragraph (c). in all subcontracts over the simplificd acquisition threshold.

1.2 Coniract 2015 — 063, Agreement — Pant ), subparagraph 18.1 of the Generul Provisions
of this contraci, Conditional Nature of Agreement, is replaced as follows:

18.1 CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreemeni- 10 the contrary, ali
obligations of the State hercunder, including without limitation, the
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continuance of payments, in whaole or in par, under this Agrecment arc
contingent upon continued appropriation or availability of funds, including any
subsequent changes to the appropriation or availability of funds affecicd by any
siate or federal legislative or excculive action that reduces, climinates, or
olherwise modifies the appropriation or availability of funding for this
Agreement and the Scope of Scrvices provided in Exhibit A, Scope of
Services, in whole or in pari. In no event shall the State be liable for any
payments hereunder in excess of appropriated or available funds. In the event
of 2 reduction, lermination or modification of appropristed or availabic funds,
the Stale shall have the right 1o withhold payment until such funds become
available, if cver. The State shall have the right to reduce, 1erminaie or modify
services under this Agreemenl immediately upon giving the Contracior notice
of such reduction, 1ermination or modiftcation. The State shall net be required
1o transfer funds from any other source or account into the Account(s)
identified in block 1.6 of the General Provisions, Account Number, 05-95-90-
902010-5260-102-500731 or any other account, in the event funds are reduced
or unavailable. ' .

1.3 Contrac1 2015 - 063, Agreement - Part 1, Subparagraph 14 of the General Provisions of
this contract, TERMINIATION BY STATE, is amended by adding the following
language;

14.2

The Sialc may terminaic the Agreement at any time [or any reason, at the sole

“discretion of the Stawe, 30 days after giving the Contraclor written notice that the

Stalc is cxercising its option 1o terminate the Agreement.

14.3 , The Contracior shall fully coopcrate with the State and shall prompily provide
detailed information Lo supporl the Transition Plan including, but not limited 10,
any information or data requested by the State related 1o the termination of the
Agreement and Transition Plan and shall provide ongoing communication and
revisions of the Transition Plan to the State as requested.

144  The Contractor shall establish a method of notifying clients and olher affected
individuals about the wansition. The Contractor shall include the proposcd
communications in its Transiteon Plan submitted (o the State as described above.

2. INSURANCE )
21 Comract 2015 - 063, Agrecment - Pan 1, Subparagraph 18.24.1.1 of the General

Provisions of this contract is deleted and the following subparagraph is added:

18.24.1.1  Comprchensive general lisbility against all claims of bodily injury, death or

property damage, in amounts of not less than $250,000 per claim and
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$1,000,000 per occurrence and umbrella liability coverage in the amount of
$4,000,000 per occurrence.

3 EXTENSIONI.1 This agreement has the opiion for a pateatial cxtension of up to
five (5) additional ycars, contingent upon satisfactory delivery of services, available
funding, agreement of the partics und approval of the Governor and Council.
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TRAVEL EXPENSES

The Scientific Technologics Corporation must sssume all reasonable (ravel gnd related expenses. All
labor rates will be “fully loaded”, including, but not limited to: meals, hotel/housing. mirfare, car
rentals, car mileage, and out of pocket expenses.

SHIPPING AND DELIVERY FEE EXEMPTION
The State will nat pay for any shipping or delivery fecs unless specifically itemized in the Contracl.

ACCESS/COOPERATION

As applicable, and subject to the applicable laws and regulations, the State will provide the Scicntific
Technologics Corporation with access (o sll progrom files, libranies, personal computer-based systems,
sofiware packages, network systems, security systems, and. hardwarc os required completing the
contracied Services.

- The State will use reasonable cfforts 1o provide approvals, authorizations, and decisions reasonably

necessary 1o sllow the Scientific Technologies Corporation to perform its obligations under the
Contracl.

STATE-OWNED DOCUMENTS AND COPYRIGHT PRIVILEGES

The Scientific Technologies Corporation shall provide the State access to all Staic-owned documents,
materials, reports, and ethcr work in progress relating to.this Contract. Upon expiration or termination
of the Contract with the State, the. Scientific Technologics Corporation shall tuen over all State-owned
documents, matcrial, reports, and work in progress rclating to this Contract to the State at no additional
cost (o the Stote. Documents must be provided in both printed and clectronic forma.

RECORDS RETENTION AND ACCESS REQUIREMENTS

Scicntific Technologies Corporation shall agrec to the canditions of all applicable State and federal
laws and rcgulations, which arc incorporated hercin by referenee, regarding retention and access
requirements, including without limitation, rclention policies consistent with the Federal Acquisition
Regulations (FAR) Subpan 4.7 Camiractar Records Reteniion.

Scientific Technologies Corporation and its Subcontractors shall maintain books, records, documents,
and othcr cvidence of accounting procedures and practices, which properly and sufficiently reflect all
dircct and indirect costs invoiced in the peeformance of their respective obligations under the Contract.
Scieatific Technologics Corporation and its Subcontractors shall retain alt such records for three (3)
years following termination of the Contract, including any cxtensions. Records relaling to any
litigation matters regarding the Contract shall be kept for onc (1) year following the termination of all
litigation, including the termination of all appeals or the expiralion of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be subject to

inspection, cxamination, audit and copying by personncl so authorized by the Siate zand federal
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officials so authorized by law, rule, regulation or Contract, as applicable. Access to these iems shall
be provided within Merrimack County of the State of New Hampshire, unless otherwise agreed by the
State. Dclivery of and access (o such records shall be at no cost 1o the State during the three (3) year
period lollowing termination of the Contract and one {1) year term following litigation relating to the

~ Contract, including all appeals or the expiration of the appeal period. Scientific Technologies

Corporation shall include the record retention and review requirements of this section in any of its
‘subcontracts,

The Statc agrees that hooks, records, documents, and other evidence of sccounting procedures and
practices related to Scicmiific Technologics Corporation’s cost siructure and profit factors shall be
excluded from the State's review unless the cost of any other Services or Deliverables provided under
the Contract is calculaled or decived from the cost structure or profit factors.

6. ACCOUNTING REQUIREMENTS
Scientific chhnolo'gics Corporution shall mainidin an accounting sysiem in accordance with
Generally Accepled Accouming Principles.  The costs  applicable 1o the Contract shall be
ascertainable from ihe accounting system and Sciemific Technologies Corporation shall maintain
rccords pertaining to the Services and all other costs and expenditures.
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STATE MEETINGS AND REPORTS
The State believes that effective communication and reporting arc essential to Project success.

Scicntific Technologies Corporation Key Project Staff shall participate in mectings as requested by the

* State, in accordance with the requirements and terms of this Contract.

2. Kickoff Meeting: Panticipants will include the Siate and Scicatific Technologics Corporalion
Project Team and major stakeholders. . This meeting is 10 establish a sound (oundation for
activitics that will follow.

b.  Status Meetings: Panicipants will include, at the minimum. the Scientific Technologics
Corporation Project Manager and the State Project Manager. These meetings will be conducied
at least weekly for PRISM gnd TB PAM work and bi-weckly for NHEDSs work and address
overall Project status and any additional topics needed in order to ensure thal the Project
remains on schedule and within budget. A writien siatus will be emailed to the Siate Project
Manager. An emror report from Scicatific Technologies Corporation shall serve as the basis or
discussion.

c.  The Work Plan: must be reviewed at each Siatus Meeting and updated, at minimum, on a bi-
weekly basis, in accordance with the Coniract,

d.  Special Meetings: Need may arise for a special meeting with State leaders or Project
" -stakeholders to address specific issues.

e.  Exit Meeting: Panicipants will include Project leaders from Scientific Technologies
Corporation and the State. Discussion will focus on lessons learncd from the Project and on
follow up options that the State may wish to consider.

The State expects Scientific Technologies Corporation 1o prepare agendas and background for and
minutes of meetings. Background for each staius meeling must include an updated Work Plan,
Drafting of formal presentations, such as a presentation for the kickoff meeting, will also be Scientific
Technologics Corporation’s responsibility.

The Sciemific Technologies Corporation Project Manager or Scienlific Technologics Coarporation
Key Project Stalf shall submit monthly status reports in accordance with the Schedule and 1eems of
this Contract, Al sialus reports shall be prepared in formats approved by the State. The Scientific
Technologics Corporation’s Project Manager shall assist the State's Project Manager, or itself
produce reports rclated to Project Management as rcasonably rcquested by the State, all at no
additional cost to the State. Scientific Technologics Corporation shall produce Project siatus reports,
which shall contain, a1 a minimum, the following:
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Project status related 10 the Work Plan:

Deliverable status;

Accomplishments during weeks heing reported;

Plenned activities for the upcoming 1wo (2) week period:;
Future activities; and

[ssues and concerns requinng resolution.

Report and remedies in case of falling behind Schedule

As reasonably requested by the Siate, Scieniifie Technologies Corporation shall provide the Stale -
with information or reports regarding the Project. Scientific Technologies Corparation shall prepare
special reports and presentations relating o Project Management, and shall assist the Swie in
preparing reports and presentations, as reasonably requested by the Siate, all at no additional cost Lo
the State.

IMPLEMENTATION STRATEGY

21

Key Components

Scientific Technologies Corporation shail employ an Implementation suau:gy with a timeline
set forth in accordance with the Work Pian:

Scientific Technologies Corporation and the State shatt adopt o change management approach
10 identifly and plan key strategies and communication initiatives.

‘The Scientific Technologies Corporation team will provide training templaies as defined in the

‘ Training Plan, which will be customized to address the Stale’s specific requirements.

Decisions regarding format. conteny, siyle, and presentation shall be made early on in the
process, by the Staie, providing sufficient time for enhancement.of material as funclionality is
defined and configured.

Scicntific Technologies Corparation shall utilize an approach that fosters and requires the
paricipation of Statc resources, uses their business expertise to assist with the configuration of

- the applications, and prepares the Siale to assume responsibility for and ownership of the aew

sysiem. A focus on technology transitiun shall be deemed a priority.

Scientific Technologies Corporation shall manage Project execution and provide the tools
needed (o create and manage the Project’s Work Plan and 1asks, manage and schedule Project
staff, track and manage issues, manage changing requirements, maintain communication
within the Project Team, and repon status,

Scientific Technologies Corporation shall adopt an Implemeniation time-line aligncd with the
Siaie’s required time-line.
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2.2 Timeline

The timeline is set forth in the Work Plan. During the initial planning period Project task and
resource plans will be cstablished for: the pretiminary training plan, the change management
ptan, communication approaches, Project standards wad proccdures' finalized. and 1eam
Irgining initialed.

3 PROJECT MANAGEMENT METHOD
Scicntific Technologics Corporation shall fellow a custoni designed project management methodology
from Agile Projcct Management and Water Fall (Project Management Institute - PMI) Projeet
Management. The approach has adapted portions of Agile and Water Fall 1o provide the ability to be
more iterative and flexible. Seientific Technologies Corporation shall conduct a "Fit for Purpose™/
“Client Fit" review that will cpable Scicntific Technologies Corporation to tailor the project
management approach based upon the needs and cxpericnce of the State. The approach incorporates
Gates (Cusiomer sign-off prior 10 moving to next phase) to ensure we are mecting the State’s needs.
Scientific Technologies Corporation has provided an outline of project management.
A. standard project will have the following:
1. Requircments Gathering / Review - Client Sign-off
2. Communications Plan
a. Communications Matrix / Plan
b. Roles & Responsibilitics.
c. RASCI - Responsibility Assignment Matrix
K} Risk Management
a. Risks that arc considered High-Impact and High- Probab:luy
b. An approved mitigalion plan.
c. Mitigation plans for; High- Probability und Medium-impact, Mcdium
Probability and High-Impact
4. Change Management — All have client Sign-off
5. Project Issuc Management
6. Project Management Schcdulcl Plan
7. Statvs Reports
8. Go-Live
a. Go-Live Go/No-Go - Client Sign-off
b. Go-Livc Flan .
9. Project Close / Transition 1o Maintcnance Plan - Client
a. Sign-off
10. Lessons Learned
1. Cther
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Project Management Tools:

1. Project Schedules are created with Microsoft Project 2010 or 2013.

2. Canflucnce Project Site — A Software 100l 1o fosier communication and collaboration is
intcgrated with the Scientific Technologies Corporalion software enhancement tool, Jira. The

State stafl shall have accounts 10 Confluence and Jira Lo create tickets, review mecting
minutes, and other sysiém documentalion,
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MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMFNT - PART 2
EXHIBIT E-1
SECURITY AND INFRASTRUCTURE

SECURITY

Scientific Technologics Corporation shall ensure that sppropriate levels of security are implemented
and majatined in order to protect the confidentiality, integrity, reliability and availability of the
Swate’s Information Technology resources, information, and services.  Securily requircments are
defined in Exhibit H of this Contract. Scientific Technologies Corporation shath provide the Slate with
resources, information, and Scrvices on an ongaing basis, with the appropriate infrasiructure and
securily controls to ensure business continuily and to safcguard the confidentiality and integrity of
State newworks, Sysicms ond Data.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVYICES
CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBIT F
TESTING SERVICES

When Software enhancements are developed, Scientific Technologics Corporation shall provide the following
Products and Services described in this Exhibit F, including but not limited to:

1.

TESTING AND ACCEPTANCE

Scicatific Technologies Corporation shalt bear all responsibilitics for the full suite of Test Planning
and preparation throughout the Project. Scientific Technologies Corporation will also provide training
as necessary 10 the State siafT responsible for west activities. Scientific Technologics Corporation shall
be respoasible for all aspects of tesling contained in the Acceptance Test Plan including support, at no
additional cost, during User Acceptance Test conducted by the Siate and the Iesting of the training
materials. .

The Tesl Plon methodology shall refleet the needs of the Project and be included in the finalized Work
Plan. A separatc Test Plan and sct of test materials will be prepared for cach Software Tunction or
modulc.

All Testing and Acceptance (both business and technically oriented testing) shalt apply to testing the
System as a whole, (c.g., software modules or functions, and Implementation(s)). This shall include
planning, test scenario and script enhancement, Data and System preparation for testing, and execution
of Unit Tests, System Inicgration Tesis, Conversion Tests, Insiallation tests, Regression tests,
Performance Tuning and Stress tests, Secunity Review and tests, and support of the State during User
Acceptance Test and Implementalion,

In addition, Scientific Tcchnologics Corporation shall provide a mechanism for reporting aclual test
results vs. expected resuiis and for the resolution and tracking of all errors and problems identified
during tcst execution. Scientific Technologics Corporation shall also correct Deficiencies and suppornt
required re-testing. '

1.1 - Test Planning and Preparalion

Scientific Technologics Carporation shall provide the State with an overall Test Plan that will
guide all testing, The Scicniific Technologies Corporation provided, State approved, Test Plan
will include. at & minimum, idcntification, preparation, and Documcntation of planned testing,
a requirements traccability matrix, st varianis, test scenarios, test cases, Lest serpts, test Dala,
tcst phases, unit tesis, expected results, and a tracking method for reporting actual versus
cxpecied resulis as well as all errors and problems identificd during test execution.

As idenuified in the Acceptance Test Plan, and documented in accordance with the Work Plan
and the Contract, State testing will commence upon Scicatific Technologies Corporation's
Project Manager's Certification, in writing, that Sciendific Technologies Corporation’s own
staff has successfully execuled all prerequisite Scieniific Technolagics Corporation testing,
along with reporting the actual testing results, prior to the start of any testing cxccuted by State
staff. The State will be presenied with a Siale approved Acceptance Test Plan, test scenarios,
test cases, test scripts, lest data, and expected resulls.

2015-063 Exhibit F Testing Services
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DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
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MAINTENANCE, AND SUPPORT SERVICES .
CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBITF
TESTING SERVICES

The State will commence its lesting within [ive (5) business days of receiving Centification
from Scientific Technologies Corporation that the Siate’s personnel have been trained and the
System is installed, configured, complete, and ready for State tesling. The testing will be
conducted by the State in an environment independent from Scieniific Technologies
Corporation’s enhancement environment. Scientific Technologies Corporation must assist the
State with testing in accordance with the Test Plan and the Work Plan, ulilizing test and live
Datia to validate reports, and conduct siress and performance testing, at no additional cost.

Testing begins upon completion of the Software configuration as required and user iraining
according to the Work Plan. Testing ends upon issuance of aletier of UAT Acceptance by the
State.

Scientific Technologies Corporation must demonstrate that their te'sling methodology can be
integrated with the State standard methodology.

Unit Testing

In Unit Testing, Scientific Technologies Corporation shall test the application components on
an individual basis 1o verify that the inputs, outputs, and processing logic of each application
componert functions without errors., Unil testing is performed in either the enhancement
environment or a testing environment,

The goal is to find errors in the smallest unit of sofiware before logically finking it into larger
units. [ successful, subsequent 1esiing should only reveal errors related 10 the integratio
belween application modules. :

The Scientific Technologies Corporalion developer, who is responsible for a specific unit of
work, will be responsible for conducting the unit testing of their modules.

Develop the scripts needed to wnit test individual spplication modules,
interface(s) and conveesion components.

For application modules, conversions and interfaces the Scientific Technologies
Corporation team will identify spplicable (est scripis and installation
instructions, adapt them to the Project specifics, 1est the process, and compare
with the documented cxpected results.

Unit-Tested Modules thai have been tested to verify that the inputs, outputs, and
processing logic of each application module functions without errors.
Individual dewiled test scripis and instatlation guides list a1l the required actions
and data to conduct the tesi, the process for test execution, and the expected
results.

2015-061 Exhibit F Tesling Scrvices
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NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
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CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBITF
TESTING SER\’[CES\

-System Integration Testing

The new System is Iesied in integration with other application systems (legacy and service
providers) in a production-like environment. System lIniegration Testing validales the
integration between the individual unit application modules and verifies that the new System
meels defined requirements and supports execution of inlerfaces and business processes. The
System Integration Test is perforined in a test environment.

Thorough end-to-end testing shall be performed by the Scientific Technologies Carporation
teamn(s) to confirm thai the Application integrates with any interfaces. The test emphasizes -

‘end-to-end business processes, and the flow ol information across applications (IF

APPROPRIATE). It includes ali key business processes and inlerfaces being implemented,
confirms data transfers with external parties, and includes the transmission or printing of all
electronic and paper documenls. :

Systems Iniegeation Testing validales the integrarion hetween the target application
modules and other systems, and verifies that the new Sysiem meets defined
interface requirements and supports execution of business processes.  This test
. emphasizes cad-to-end business processes and the flow of information across the
application. [t includes all key business processes and  interfaces being
implemented, confirms dala tronsfers with external parties, and includes the
transmission or printing of all electronic and paper documents.

¢ Take the lead in developing the Sysiems Integration Test Specificalions.

*  Work joiatly wilh the State to develop and load the data profiles 1o suppont the
lest Specifications, .

*  Work jointly with the State 1o validale components of the test scripts.

¢ Work jointly with Scicatific Technologies Corporation to develop the Systems |
Imegration Test Specifications. .

" » Waurk jointly with Scientific Technologics Corparation to develop and load the
data profiles to support the test Specifications, )

*  Work jointly with Seicntific Technologics Corporation 10 validaic components
of the test seripts, modifications, fixcs and other System interactions with the
Scientific Technologies Corporation supplicd Software Solution.

* The lmegration-Tested System indicates (hat all inerfaces beiween the
application and the legacy and third-panty systems, interfaces, und applicalions
are funclioning properly.

User Acceptance Testing (UAT)

UAT begins upon completion of the Sofiware configuration as required and usec training
according fo the Work Plan, Tesling ends upon issuance of a letter of UAT Acceplance by the
State.

The Scientific Technologics Corporation’s Project Manager must certify in writing, that the
Scieniific Technologies Corporation’s own staff has successfully executed all prerequisite
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NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBITF
TESTING SERVICES

Scientilic chhnblogics Corporation testing, along with reporting the actual testing results
prior to the stant of any tesling execuled by State staff.

The State shall be presented with all testing resulls, as well as written Centification thal
Scientific Technologies Corporation has successfully completed the prerequisite tests, meeting
the defined Acceptance Criteria, and performance standards. The Siate shall commence
testing within five (5) business days of receiving Cerniification, in wiiting, from Scientific
Technologics Corporation that the system is installed, configured, complete and ready for
State testing. The Staic shall conduct the UAT utilizing scripts developed as identified in the
Acceptance Test Pian (o validate the functionality of the System and the interfaces, and verify
Implemenlation rcadiness. UAT is performed in a copy of the production eaviroament and
can scrve as a performance and siress test of the System. The User Acceptance Test may
cover any aspect of the new System, including administrative procedures (such as backup and
recovery).

The User Acceptance Test (UAT) is a verification process performed in a copy of the
production environment. The Uscr Acceptance Test verifies System functionality against
predefined Acceptance criteria that suppon the successfu) exccution of approved business

processes.

UAT will also scrve as a performance and stress 1est of the Sysiem. [t may cover any aspect of
the new Sysiem, including administrative procedurcs such as backup and recovery. The
resulis of the UAT provide evidence that the new System mects the User Acceptance crileria

- as defincd in the Work Plan.

The results of the User Acceptance Test provide evidence that the new System mects the User
Acceplance criteria as defined in the Work Plan,

Upan successful conclusion of UAT and successful System deployment, the State will issue a
letter of UAT Acceptance and the respective Warranty Period shall commence.

The System User Acceptance Tests verily System funciionality against predefined
Accepiance criteris that support the successful execulion of approved processes.

*  Provide the Siate an Acceplance Test Plan and selection of test seripts for 1he
| Acceplance Test.
*  Monilor the execution of the test scripis and assist ax necded during the User
Acceptance Test activities,
*  Work jointly with the State in determining the required actions for problem
resolution. .

¢ Approve tk enhancement of the User Acceplance Test Plan and the sel of dats
‘ for use during the User Acccptance Test.
*  Validate the Acteplance Test environment.
¢ Exccuic the test scripes and conduct User Acceptance Test achivities.
»  Document and summarize Accepiance Tesl results,

2015-063 Exhibit F Testing Services
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CONTRACT 2015-063
AGREFEMENT- PART 2
EXHIBITF
TESTING SERVICES

*  Work jointly with Scientific Technologies Corporation in deterouning the
required actions for problemn resolution.
‘s Provide Acceptance of the validated Systems.

The Deliverable for User Acceptunce Tests ix the User Acceptance Test Results.
These results provide evidence that the new System meels the User Acceptance

Ay

Dl YL criteria defined in the Work Pian.

1.5  Performance Tuning and Stress Testing
Performance and siress testing will not be performed as a part of this contract. The PRISM
application is considered a third-party application and its underlying architectural design and
non-functional capabilities are ouiside the comrol of Scientific Technologies Corporalion.
However, Scienlific Technologies Corporation is willing 1o work with the Statz to analyze and
diagnose any untoward results of performance testing performed by the siate or other parties.

1.6  Regression Testing

As a result, of the user testing activitics, problems will be identified 1hat require correction.
The State will nolify the Scientific Technologies Corporation of the nature of the testing
failures in writing. The Scientific Technologics Corporation will be required to perform
additional testing activilies in response 10 State and/or user problems identified from the
lesting results. Regression testing means sclective re-testing 10 detect faults introduced during
the modification effort. both 10 verify that the modifications have not caused uniatended
adverse cffects, and to verify that the modificd and related (possibly affected) Sysiem
components sill meet their specificd requirements:

a. For cach minor failure of en Acceptance Test, the Acceptance Period shall be
exlcnded by corresponding time defined in the Test Plan. '

b. Scientific Technologies Corporstion shall notify the State no later than <five (5)
busincss days> from the Scientific Technologies Corporation’s receipt of writien
notice of the test failure whea Scientific Technologies Corporation cxpects the
correclions 1o be completed and ready for rcicsting by the State. Scientific

" Technologies Corporation will have up to five (§) business days (0 make corrections
to the problem unless specificatty extended in writing by the Staie,

c. When o programuming change is made in response to s problem identified during user
testing, & regression Test Plan should be developed by Scientific Technologics
Corporation based on the understanding of the program and the change being made to
the program. The Test Plan has two objeclives:

|. validaie that the changcfupdate has been properly incorporated into the
prograay, and

2. wvalidate that therc has been no unintended change 10 the other portions of the
program,

Date:
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT- PART 2

EXHIBITF
TESTING SERVICES
d. Scientific Technologies Corporation will be expected to:
1. Create a sei of test conditions, test cases, and test data that will validate that
the change has been incorporaled correctly,
2. Create a set of test conditions, test cases, and test datn that will validate that
the unchanged portions of the program still operate correctly; and
3 Manage the entire cyclic process.
c. Scientific Technologics Corporation will be expecied 10 cxecute the regression test,

provide actual testing results, and certily its completion in writing to the State prior to
passing the modified Software application (0 the users for retesting.

lu designing eod conducling such regression testing,  Scientific Technologies
Corporation will be required to assess the risks inherent o the modification being
implemented and weigh those risks against the time and cffort required for
conducting the regression tests. In other words, Scientific Technologies Corporation
will be expected 1o design and conduct regression tests that will identify any
unintended consequences of the modification while taking into account Schedule and .
economic considerations.

Security Review and Testing

IT Security involves all functions pertaining (o the securing of State Data and Systems
through the creation and definition of security policies, procedures and controls covering such’
arcas as idenlification, authentication and non-repudiation,

All components of the Software shall be reviewed and tested to ensure they protect the State’s

hardware and software and its related Data asseis.

Tesis shall focus on the technical,

administralive and physical security controls thai have been designed into the System
architecture in order to provide the necessary confidentiality, integrity and availability. Tests
shall, st a minimum, cover cach of the service components. Test procedures shatl include
peneiration tests (pen iests), code analysis, and review.

Service Component

Defines the set of capabilitics that:

Identification and
Authentication

Supports oblaining information about those parties atempting to
log onto a sysiem or application for security purposes and the
validation of users

Access Control Suppons the management of permissions for logging onto a
compuier ar network

Encryplion Supports the encoding of data for security purposes

Intrusion Detection Supporis the detection of illegal entrance into a compuler sysiem

Verification Suppons the confirmation of authorily to enter a computer

system, application or nciwork

Digital Signature

Guarantecs the unaliered siate of a file

User Menagement

Supports the administration of computer, application and network
accounts within an organization.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES

N CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBITF
TESTING SERVICES
Rale/Privilege Supports the granting of abililies o users or groups of users of o |
Management compuler, application or nelwark L
Audit  Troi} Caplure | Suppons the identification and monitoring of activilies within an
and Analysis application or system
Input Validation Ensures the application is protected from buffer overflow, cross-
site seripling, SQL injection, and unauthorized- access of files
and/or directories on the scrver.

Testis shall focus on the technical, administrative and physical secunity controls that have
been designed into the System architecture in order to provide the necessary confidentiality.
integrity and availability. Tests shall, a1 a minimum, cover cach of the service components,

Prior to-the Sysicm being moved intg produciion Scicntific Technologies Corporation shall
provide results of all security testing to the Department of Information Technology for review
and Acceplance. All Software and hardware shall be free of malicious code (malwarc).

1.8  Successful UAT Completion ‘
Upon successful completion of UAT, the Staic will issuc a Letter of UAT Acceplance.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERYICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES '
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBITG
MAINTENANCE AND SUPPORT SERVICES

SYSTEM MAINTENANCE -

Scientific Technologies Corporation shall maintain and support the System in all material respects as
described in the Statement of Work for Maintenance (Attachment 3) and Statement of Work for

Development {Auachment 4), applicable program Documentation through the contract ¢nd dale.

1.1 Scientific Technologies Responsibility

Scientific Technologies shall maintain the in accordance with the Contract. Scientific
Technologies Corporation will nol be responsible for maintenance or support for Software -
developed or modificd by the Staie including but not limiled to new version reteases, bug
fixes, improvements and patches. Scientific Technologies Corporation is not responsible for
the maintenance of hardware or sofiware developed by the State. See Auachmems 3 and 4, for

Staiement of Work for Maintenance and Development.

1.1.1 Maintenance Releases

Scientific Technologies Corporation shal) make available (o the State at least four {4)
updates releases per 8 year per & year for general maintenance rcleases, and any other
selected functionality releases, patches, and Documentation thal are generally offered

0 its customers, al no additional cost.

SYSTEM SUPPORT
2.1  Scientific Technologies Corporation’s Responsibility

Scientific Technologies Corporation wifl be responsible for performing on-site or remoic
technical suppon in accordance with the Contract Documents, including without limitation

the requirements, terms; and conditions contained herein.

As pant of the Sofiware maintenance agreement, ongoing Software maintenance and suppon
levels, including all new Software releases, shall be responded 1o according to the following:

a. Class A Defliciencies {Telephone Support)

For all Class A Deficieacies, Scientific Technologics Corporation shall provide, to
the Siate, on-call telephone assisiance, with issue tracking available to the State,
twenty four (24) hours per doy and seven (7) days a week with an e-mail / telephone

response within two (2) hours ol request;

b. Class A Deliciencles {Oa-site or Remote Support) |

For all Class A Deficiencies, Scienlific Technologies Corporation shall provide
suppont on-site, or with remole diagnostic services, within four (4) business hours of

a request; and

¢ Class B & C Deficiencies ~The Siale shall notify the Scientific Technologies
Corporation of such Deficiencies during regulnr business hours and the Scientific
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DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT G :
MAINTENANCE AND SUPPORT SERVICES

Technologics Corporation shall respond back within four {4) hours of natification of
planned corrective action:

SUPPORT OBLIGATIONS AND TERM

3]

32

33

4

36

Scientific  Technologics Corporation shall repair or replace Software, and provide
muinicnance of the Software in accordance with the Specifications and terms and
requircments of the Contract; '

Sciemific Technologies Corporation shall mainiain a record of the activities relaled to
waitanty repair or mainlenance activities performed for the State:

For all mainicnance Services calls, Scientific Technologics Corporation shall ensure the
following information will be collecled and maintained: 1) naturc of the Deficicncy; 2)
current staws of the Deficiency; 3) aclion plans, dates, and times; 4) expected and acival
completion time; §) Deliciency resolution information, 6) Resolved by, 1) Identifying number
i.€. work order number, 8) Issue identified by; and

Scicntific Technologics Corporation must work with the State to identify and troubleshoot
potentially Jarge-scale System failures or Deficiencies by collecting the following information:
1) mecan time between reported Deficiencics with the Software; 2) diagnosis of the root cause
of the problem; and 3) ideatification of repeat calls or repeat Software problems.

If Scientific Technologics Corporation fails 1o correct a Deficiency within the allotled period
of time stated above, Scientific Technologics Corporation shall be deemed to have committed
an Event of Default, and the State shall have the right, at its option, 10 pursue the remedies in
Par1 2, Exhibit C, Scction 3, as well as to return Scicniific Technologics Corporation's product
and rcceive a refund for all amounts paid o Scicatific Technologics Corporation, including bul
not limited to, applicable license fees, within nincty (90} days of naotification to Scientific
Technotogies Corporation of the State’s refund request.

If Scientific Technologies Corporation fails to correct a Deficiency withia the atlouted period
of time stated above, Scientific Technologies Corporalion shall be deemed to have committed
an Event of Defauly, and the State shall have the right, at its option, to pursuc the remedics in
Part 1 Section 14.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT H
REQUIREMENTS

Contract Requirements described in Contact Attachment 2 — Contract Requirements, Contract
Attachment 3 - Scientific Technologies Corporation Siatement of Wark NHEDSS Sofiware
Development  2015-2016 7-17-2015, and Contract Auachment 4 - Scientific Technologies
Corporalion Statement of Work NHEDSS Software Maintenance & Support 2015-2016 7-17-2015
are hereby incorporated into this contract.
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBIT 1
WORK PLAN

Scientific Technologics Corporation’s Project Manager and the State Project manager shall finalize the Work
Plan within ten (10) days of the Effcctive Date and further refine the tasks required (o implement the Project.
The ¢clements of the preliminary Work Plon are documented in accordance with Scientific Technologics
Corporation's plan to implement the Application Sofiware. Continued enhancement and management of the
Work Plan is a joint effort on the pan of Scientific Technologics Comporation and State Project Managers.

The pretiminary Work Plan created by Scientific Technologies Corporation and the State is set forth at the
end of this Exhibit.

In conjunction with Scientific Technologies Corporation’s Project Management methodology, which shall be
used to manage the Project’s life cycle, the Scieniific Technologics Corporation team and the State shall

" finahze the Work Plan at the onset of the Project. This plan shalt identify the tasks, Deliverables, major
milestones, task dependencies, and a2 payment Schedule required 1o implement the Project. Tt shall also
address intra-task dependencies, resource allocatioas (both State and Scicntific Tcchnologics Corporation
1cam members), refine the Project’s scope, and establish the Project’s Schedule, The Plan is documented in
accordance with Scientific Techuologies Corporation’s Work Plan and shalt utilize Microsoft Office Word
product to support the ongoing management of the Project.

] ASSUMPTIONS -

Y

1.1 General
) . The Siate shall provide wwam members with decision-making authority to support the
" Implementation efforts, at the level outlined in the Request for Proposal Document
Siate Staffing Matrix.

. - All State tasks must be performed in accordance with the revised Work Plan.
- All kcy decisions will be resolved within five (5) business days. Issues not resolved
within this initial period will be escalated 10 the State Project Manager for resolulion,
. Any activilies, decisions or issues taken on by the Swute thar affect the mutvally

agreed upon Work Plan limeline, scope, resources, and costs shall be Subject to the
identificd Change Contral process. ’

. Scientific Technologies Corporation shall provide a scparate escrow agreement for
the application. -
. Scientific Technologies Corporation shall meintain an accounting syslem in

accordance with Generally Accepted Accounting Principles (GAAP).

1.2 Logistics . .
. The Scientific Technologies Corporation Team shall perform work at the associated

work locations. Onsile meelings may occur if nceded.

. The Scientific Technologics Corporation Team may perform work at a facility other
than that furnished by the State, when praciical, at their own expense.

. The Scientific Technotogics Corporation Team shall honor all holidays observed by

Scieatific Technologies Corporation or the State, although with’ permission, may
choosc 10 work on holidays and weekends.
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WORK PLAN

The State shall provide assistance with set up of Virual Private Network {VPN)

‘accounts and access and access 10 any necessary internal State neiworks and/or

software (within Stale standards).

13 Projcct Management

The State shail approve the Project Management Methodology used for the Project.
The State shall provide the Project Team with reasonable access to the Staie
peesonnel as needed to complete Project tasks.

Scieniific Technologies Corporalion shall utilize an electronic mechanism such as
Allassain or 10 serve as the centralized storage of Project documents including
Project Plans, meeting minutes, system documentation, status updaies, and other
materials. Tickets will be resolved using Jirafa similar electronic system for creation,
updates, and communication on progress. .

Scieatific Technologies Corporation shall provide accounts to the Atlassian sysiem
for the Swute Project Team 10 access documents and create tickels as needed for
technical issues.

Scicatific Technologies Corporation assumes that an Aliernate Project Manager may
be appoinied from time 10 time to handle reasonable and ordinary absences aof the
Project Manager.

f.4  Technical Environmenl and Management -

The State is responsible for praviding the hardware, network, and communication
facilitics needed to suppon the Project..

The Siwate will be responsible for daily backup of the servers including the
application and the MS-SQL produced database backups. Any and all costs
associaled with problems (o restore or recover from a failure due 10 compromised
Staie backup proccdures will be the responsibility of the Stale. The Sute will
confirm that the backups are completed comectly if the staic-generated backup files
are not valid or are corrupt, the State will notify Scicntific Technologies
immediatcly. .

Scientific Technologies Corporation shall develop and implement a script for
database backups to bc handled via MS-SQL scheduled daily evems, whereby
nightly backups of the database will he siored on the production drives. Thirty daily
backups will be retuined. The SQL. scripting required 1o make this happen will be the
responsibility of Scientific Technologies Corporation. Scieniific Technologies
Corporation will monilor the performance of this script at least weekly (o ensure that
usable backups are being made available 10 the Siale. All cosis associated with
problems to restore or recover from a failure due 10 compromised Scienufic
Technologics Corporation backup procedures will be the responsibility of Scientific
Technologics Corporation,

The State will seek approval from Sciemtific Technologics Corporation before
making any modifications to the application outside the updales provided via the
installation process ot run any script that will update the database.
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. Scientific Technologies Corporation will notify the Staie Project Manager of
any cavironment changes or planned updaies. The Staie Project Manager
will then notily DolT of any updaies or paiches for planning purposes.

. Designated State sysiems adminisirators and DolT personnel shall be available and
respond for requests for assistance during normal working hours and (or adjustments
Lo operating systems configurations and tuning,

. Scientific Technologies Corporation will lcad an effon, including the State of New
Hampshire Operations Team, to identify the hardware requircments for the
enhancement, test and production ¢nvironments, The State of New Hampshire shall
satisfy Lhose hardware requirements prior lo Scienlific Technologies Corporation
and Suie of New Hampshire icams building of the environment.

s Designated State system adminisirators and DolT personnct shall be available during
normal working hours and for adjustments 10 operating sysiems configurations and
wning.

Project Schedule

. Deployment is planned 10 begin on Seplember |, 2015 with o planncd go-live dates

" detailed out in the Scope of Work documents.
Reporting
. Scientific Technologies Corparation shall conduct project slatus mectings (weckly

for work planned and completed in 2015 and biweekly for work in 2016 and
thereafter), and provide wrtten reponts that include, bul are not limited to, minutes,
action items, test results and related documentation. .

User Training

. The Scientific Technologics Corporation Team will provide demonstrations of
ncw functionalily through 2 vinual WebEx and rccorded with both audio and
video recorded and made available to the State Team,

Performance angd Security Testing

. The Scientific Technologics Corporation Team shall provide the User Accepance
Testing Scripts for the Siate Team (o complele.

. Fecdbuck from the Statc Team for UAT will be captused elecironically and sent to
the Scientific Technologics Corporation Project Manager.

. The State shall work with Scientific Technologies Corporation on performance

testing as set forth in Coniract Exhibit F — Testing Services.

ROLES AND RESPONSIBILITIES

21 Sclentific Technologies Corporation Team Roles and Respansibilities
2.1.2  Scieatific Technologies Corporation Team Project Executive
The Scientific Technologics Corporation Team's Project Executives (Scicntific
Technologies Comporation and  Subcontractor Project Executives) shall be
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responsible for advising on and monitoring the quality of the Implementation
throughout the Project life cycle. The Project Execulive shall advise the Scientific
Technologies Corporation Team Project Manager and the State’s Project leadership
on the best practices for implementing the Scientific Technologies Corporation
Software Solution within the Siate. The Project Executive shall participaie in the
definition of the Project Plan and provide guidance 1o the State’s Team.

22 Sclentific Technologles Corporation Team Project Manager
The Scientific Technologies Corporation Team Project Manager shall have overall
responsibility for the day-to-day management of the Project and shall plan, track, and
manage the aclivities of the Scienlific Technologies Corporation Implememation Team. The
Scientific Technologics Corporation Team Project Manager will have the following
responsibilitics:

Maintain communicatidns with the Slate’s Project Manager;

Work with the State in planning and conducting a kick-of{ mecting;

Creale and maintain the Work Plan; '

Assign Scientific Technologics Corporation Team consultams to tasks in the
Implementation Projcct eccording 1o the scheduled staffing requirements:

Defline roles and responsibililies of all Scientific Technologics Corporation Team
members;

Provide written weekly updates (o the State Program Manager. The updates will be
weekly for work completed up until December 31, 2015 and biweekly for
enhancement work beginning January 1, 2016,

Notify the State Project Manager of requirements for State resources in order to
provide sulficient lead time for resources to be made available;

Revicw task progress for time, qualily, and accuracy in order to achicve progress.
Review requirements and scheduling changes and identify the impact on the Project
in order 10 identify whether the changes may require a change of scope;

Implement scope and Schedule changes as suthorized by the State Project Manager
and with appropriate Change Conirol approvals as identified in the Implementation
Plan;

Inform the Stale Project Manager and staff of any urgent issues if and when they
arisc;

Provide the State completed Project Deliverables and obtain sign-off from the
Stale’s Project Manager.

2.3 Sclentific Technologies Corpuration Teamn Analysis
The Scientific Technologies Carporation Team shall conduct analysis of cequirements,
validaie the Scientific Technologies Corporation Team's understanding of the State business
requirements by application, and perform business requirements mapping:

Constroct and confirm application test case scenarios;
Produce application configuration definitions and conligure the applications;
Conduct testing of the configured application;

Conuract 2015-063 - Agreement Pari 2 Exhibit ] Work Plan Page 56 of 72

Initial and Date All Pages:

Date:

Scientific Technologies Corporation inilials@_



DocuSign Envelope ID: B2165A85-9533-401B-80C5-5F1911985EAA

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

24

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBITI
WORK PLAN

. Produce functional Specifications for extensions, conversions, and interfaces;
. Assist the State in the testing of exiensions, conversions, and interfaces;
. Assist the Siate in execution of the State’s Acceptance Test,
. Conduct follow-up meelings Lo obtain feedback, resulis, and concurrence/approval

from the State; .
. Assist with the comection of configuration problems identified during system,

integration and Acceptance Testing; and

. Assist with the Lransition 10 production.

Scientific Technologies Corporation Team Tasks
The Scientific Technologies Corporation leam shatl assume the following tasks:

. . Enhancemen! and review of [unciional and technical Specification to determine that
they arc at an appropriate level of detail and quality;

. Enhancemeal and Documentation of conversion and inerfacc programs in
accordance with functional and 1echnical Specifications;

. Enhancement and Documcntation of instaliation procedures; and

. Enhancement and execution of unit lest seripts; :

. Unil testing of conversions and interfaces developed: and

. System Integration Tesling.

A State Roles and Responsibilities . .
. The following State resources have been identified for the Project. The time demands-on the
individual State team members will vary depending on thc phase and specilic tasks of the
* Implementation. The demands on the Subject Mater Experts’ time will vary based on the need
determined by the State Leads and the phasc of the Implemeniation.

3.1

State Praject Manager .

The Stalc Project Manager shall work side-by-side with the Scientific Technologies

Corporation Project Manager. The role-of the State Praject Manager is 10 manage Stale

resources {IF ANY), facilitaic complelion of all tasks assigned to Siate staff, and

communicale Project status on a regular basis. The Stalc Project Manager represents the

Siate in all decisions on Implementation Project matters, provides all ncecssary suppor in

the conduct of the Implementation Project, and provides neccssary Staic resources, as

defined by the Work Plan and as otherwise identified throughout the course of the Project.

‘I'he State Project Manager has the following respansibilities:

. Plan and conduct a Kick-Off mcecling with assistance from- the Scientific
Technulogics Corporation team;

. Assist the Scientific Technologics Corporation Project Manager in the enhancement
of a detailed Work Plan:

. Identify and secure the Siate Project Team members in accordance with the Work
Plan;
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Define rotes and cesponsibilitics of all Siate Project Team members assigned 1o the
Project;

Tdentify and secure access 10 additional Statc cnd-user staff as needed to support
specific areas of knowledge if and when required to perform certain Implemeantation

tasks;

. Communicate issucs to Siate management as necessary to secure resolution of any
matter that cannot be addressed at the Project level:
. Inform the Scientific Technologies Corporation Project Manager of any urgeni
issues if and whea they arise: and
. Assist the Scientific Technologics Corporation Team saff o obtain requested
information if and when required to perform certain Project tasks.
)2 State Subject Matter Experi{s) (SME)
The role of the State SME is 10 assist application tcams with an understanding of the
State's current business practices and processes, provide agency knowledge, and
participate in the implementation. Responsibitities of the SME include the following:
. Be the key user and contact for the Department;
. Attend Project Team training and acquire in-depth functional knowledge of
the relevant applications;
. Assist in validating and docuimenting user requirements, as nccded;
. leads and completes uscr acceptance lesling;
. Attends Lest review mectings;
. Ensuring that proposcd process changes are considered by process owners;
. Establish priorities of Deficiencics requiring resolution;
. Provides fecdback for User Accepiance Testing and enters tickets as needed
to track Deficicncies until resolved;
. Assist in mapping business requirements;
. Assist in Systemn Integealion, and Acceptance Testing: .
. Assist in performing conversion and integration testing and Data
" verification;
*«  Aucend Project mectings when rcqucstcd‘.‘and
. Assisl in Uaining end users in the use of the Scientific Technologies
Corporation Soltware Solution and the business processes the application
supports. ’
4 Stale Technical Lead and Architect
The State’s Technical Lead and Architect reports to the State’s Pro;ccl Manager and
is responsible for Jeading and managing the Swe’s technical tasks. Responsibilities
include:
. Autend technical wraining as necessary to support the Project;
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Assist the Statc and Scientific Technologics Corporation Team Projeci
Managers 10 ¢siablish the delailed Work Plan;

Manage the day-to-day activitics of the State’s technical resources assigned
10 the Project; :

Work with State IT management to obtain State technical resources in
accordance with the Work Plan; _
Work with the Scientific Technolagics Corporation Technical Lead and the
State's selected hurdware Scientific Technalogies Corporation to architect
and establish an appropriate hardware plaiform for the State’s Project
enhancement ond production environmenis;

Work in partncrship with the Scicutific Technologies Corporation and lead
the State technical saffs efforts in documenting the technical operational
procedures and processcs for the Project. This is a Scientific Technologics
Corporation Deliverable and it wifl be expecied that Scientific Technologics
Corporation will lead 1he overall effort with support and assistance from the
State;

Represent the technical cfforts of the Siaie as needed during Project
meetings;

Assures timely responsc and resolutions for tickels submitted related (0
project; and .

Arranges and assures for proper backup coverage for tickel response and
resolution and communicates coverage plan 1o State’s Project Manager.

35 Suate Network Administrator {(DolT) -
The Stuie Newwork Administrator will provide wechnical support regarding ictworking
requirements administration. The respoasibilitics will include: t

. Assess the ability of the State's overall network erchitecture and capacity o
adequately suppon implemenied applications;

. Establish connections among the dalabasc and application servers; and

. Establish connections among the deskiop devices and the Applicalion and datahase
servers.,

4, SOFTWARE APPLICATION _
Detail what software is required for the Coniractor 10 perform the aciivities of the Contraci,

5. CONVERSIONS

There arc no conversions planned for this contract.

6.  INTERFACES

Interfaces shall be implemented in cooperation with the Statc. None are planned at this lime,
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Table 6.1: RESERVED

Responsible Party

e L N

D8, e 2R T e n
. .l::u',',-!h_':.\.!.'..-.'_'

APPLICATION MODIFICATION

To more fully address the State's requirements, the Scientific Technologies Corporation Team shall
implement the following application modifications. The following Table 6.1 identifics the
modifications that are within the scope of this Contract.

Modificatlons - Scientific Technologies Corparation Developed

! Companents, il’
applicable

NHEDSS Remove the Lost w0 Follow up on Cas
Classification. Create- a new drop down
(Yes/no/unknown) question (Label = Lost 1o follow-
up) on top portion of the “Case Reponting™ page.
It yes, then ask why (Free text).
The Neld will be exportable & searchahle,
Question and both responses will appear on the print
investigation.

Data Migration will he included with this work to
move data in the Case Classification (0 the new
check box.

| NHEDSS If User A creates an alen, User B can also see the
same alenis (assuming both users have the
permission 0 mansge the alerts).
The alerts cumently only go 10 one email, but the
alers can be viewed by olher users with the

Eoliancenment Deseriplion

permission,
NHEDSS - Fbola Phase 2: Simple XML form enhancement
; . Assumptions: shared cost with MS (MS to maich)
e NHEDSS I. Physician Card with Lyme Disease questions.

2. Login is required, but can be generic
Facility User in NHEDSS (possible use).
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Requiremem . Companeals, if
applicable

NHEDSS - Ebola

Eohancement. Deseription

Phase 3: Additional imegration between fields and
field validation in an XML (onn enhancement
Assumptions: shared cost with MS (MS to match)

TB PAM

Allow users (0 view Sentinel Labs within TBPAM
to increase workfow clficiency and viewing of data
10 make informed decisions. labs are viewable

" within system but not populate data: Populating can

be inteprated al a later time and is not part of this
esimale.

This Log will increase efficieacies within TBPAM
and suppon reparting nceds for grant purpnses.

TB PAM

Currently allows NH 1o link (he contact o the
original case. The comact can change to a TB
Active case, This CR will map all the ficlds that
map over from 8 contact (0 an Aclive case.

PRISM

Syphilis and Gonorthea Intervicw. Remove ihe
requirement for an interview and make it oplional.
Add drop down ncau for reason not interviewed.

Csuscs a delay in cumemt morbidity. Currently
PRISM requires a user (o complete and close the
case. PRISM does not allow far morbidily counts il
the case is open.

PRISM

Negative lzbs within the same field record with a
different diseasc. This functionality is present in
STIDMIS but not PRISM. Having to complete a full
visil in one ficld record is not efficient for users to
pul in notes. unable to efficicnily track information
or pull out for data repon purposes.

PRISM

Add drop down or check box 10 indicate if an
interview was assigned. I answer is o' do not
require to have all the ix fields filled

PRISM

Auto populaie 50 all risk questions default to 'did not
ask’

PRISM

Have all notes vicwable in onc tab, both within a
Field Record & within a Paticnt Profile. similar 10
Labs (which can be vicwed as ILABS within a FR or
ALL LABS within 3 Pt Profile).
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Enlimecwient Deseviptinn

This CR will allow the labs to be viewable within
TBPAM, this will not poputate daia. Poputating can
be intcgrated ot a later time bw is not part of this
estimate.

8. PRELIMINARY WORK PLAN
The foltowing Table 8.1 provides the preliminary agreed upon Work Plan for the Contragt,

High Level Preliminary NH Project Plan _

B 1.1k N e Nt Finish

NHEDSS Development Schedule | day Wed 771115 [Wed 77115
Project Kick Off Meeting | day [Wed 7/1/15 [Wed 7/1/15
November 2015 Development Cycle 12 days Wed 7/15/15 [Thu 7/30/13

Requiremenis Validation 11 days Wed 7/1/15 [Wed 7/15/15
Requirements Sign Off [t day Wed 7/15/15 Wed 7/15/L5
November 2015 Development 66 days [Thu 7/16/15 [Thu 10/18/15
Lost to Follow up Fields 66 days [Thu 7/16/15 [Thu 1Q/15/15
Shared Alerts . days [Thy 2/18/15 [Thu 10/15/15
View Sentinel Labs in TB PAM . |66 days (Thu M16/15 [Thu 10/15/15
Syphilis Interview - PRISM " )66 days [Thy 716718 Thu 10/15/15
Count of Muchidity - PRISM 66 days [Thu 7/16/15 [Thu 10/15/15
Ncgative Labs - PRISM 66 days [Thu 7/16/15 Thu 10/15/15
Interview Question - FRISM 66 days Thu 7/16/15 [Thu 10/15/15
Auto populate Risk Qs - PRISM 66 days [Thu 7/16/1§ [Thu 10715715
Form Managcmenl Phase 2 66 doys [Thu 7/16/15 Thu i0/1$/15
Testing and Quatity Assurance 10 days Mon 928/15 [Fei 109715
Test Plan & Scripis Provided to NH 1 day iMan 9728415 IMon 9/28/15
NH User Acceplance Testing G days [Tue 9729/1'8 Fri 10/9/15
Final Modifications 5 days Mon 10/5/15 Fri 10/9/15
Installation 25 days Mon 1 1/9/15 Fri 1214115
Release sysiem Walkihruugh & review 0 days IMan | 1/9/15 Thy 11/19/15
Install on Training B | day e 120018 Fri 11720015
Install on Production 5 days Aon 1217715 Fri 12/11/15
Training 1) days Mon 1 1/9/15 [Wed 11725715
Training Plan & Schedule 13 days Mon 11/9/15 (Wed | 171115
Online Training . 3 duys Mun 11723115 'Wed 11/25/15
February 2016 Development Cycle 120 days Mon 9728/15 Fri /11716
Reguirements Validation 13 days on 9/28/15 Wed 10/14/15
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Requirements Sign Off | day [Thu 10/15/15 hu 10/15/13
February 2016 Development 66 days Fri 10/16/15 [Fri 1/15/16
Physician Card with Lyme Disease 66 days Fri LOV16&/15 Fri /15716
TB-Contact to TB-Active 66 days Fri 10/16/15 i 1115116
Form Management Phase 3 56 days Fri 10416015 [Fri 1715216
Testing and Quality Assurance M0 days Mon 1/4/16 Fri 2726/16
Test Plan & Scripts Provided to NH 10 days Mon [/4/16 [Fri 1/15/16
NH User Acceptance Testing [0 days Moaon 1/)8/16 IFri 226416
Finsl Modifications 10 days IMon 1/18/16 Fri 2/26/16
Instllation |15 days Mon 272216 Fri 311116
Relcase sysiem Walkthirough & review §5 days Mon 2/22/16 [Fri 2726716
Install an Training | day " [Mon 2129/16 [Mon 2729/16
Instalt on Producnon } day Fri ¥H1/16 Fri /11716
Training (5 days IMon 222/16 Fri 2126/16
Training Plan & Schedule | day IMon 2/22/16 Mon 212116
Online Training 15 days Mon 2/22/16 IFri 2726716
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LICENSE GRANT

Subject 10 the payment of applicable license fees set forth in Contract Exhibit B: Price and
Payment Schedule, Scientific Technologies Corporation hereby gronts to the State o worldwide,
perpetual, imevocable, non-exclusive, non-transferable, limited license 10 use the Software and
its associated Documentation, subject to the terms of the Coniract, The Suate may allow its
agents and Contraciors (o access and use the Sofiware, and in such event, the State shall first
obtain written agreement from such agenis and Conractors that each shall abide by Lhe terms
and conditions set forth herein.

SOFTWARE AND DOCUMENTATION COPIES

Scientific Technologies Corporation shall provide the Staic with a sufficient number of hard
copy versions of the Software's associated Documentation and one (1) elecironic version in
Microsofi WORD and PDF formal. The Siate shall have the right 10 copy 1he Sofiware and its
associated Documentation for its inlernal business needs. The State agrees 10 include copyright
and proprietary notices provided to the State by the Scientific Technologies Corporation on such
capies.

RESTRICTIONS

Except as otherwise permitied under the Contract, the Stale agrees not to:
a. Remove or modify any progrem markings or any notice of Scicntific Technologies
Comoration's propriclary righis;
b. Make the programs or materials available in any manner 10 any third party for use in
the third party's business operations, except as permitted herein; or
¢. Cause or permit reverse engineering, disassembly or recompilation of the programs.

TITLE

Title, night, and interest (including all ownership and inellectunl property rights) in the Sofiware,
and its associated Documentation, shall remain with Scientific Technologies Corporation.

VIRUSES

Scientific Technologies Corporation shall provide Software that is free of viruses, destructive
programming. and mechanisms designed 10 disrupt the performance of the Sofiware in
accordance with the Specifications.

As a pan of its iniemal enhancement process, Scientific Technologies Corporation will use
reasonable efforts to tesi the Sofiware for viruses, Scienlific Techaologies Corporation shall also
maintain 2 master copy of the appropriate versions of the Software, free-of viruses. If the State
believes a virus may be present in the Software, then upon its request, Scientific Technalogies
Corporation shall provide a masier copy for comparisun with and correction of the State's copy
of the Software. '
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AUDIT

Upon fony-five (45) days written nolice, Scientific’ Technologies Corporation may audit the
Siate's use of the programs a1 Scientific Technologies Corporation’s sole expense. The Siate
agrees o cooperate with Scientific Technologies Corporation’s audit and provide reasonable
assistance and access to informatien. The State agrees that Scientific Technologics Corporation
shall not be responsible for any of the Siate’s reasonable costs incurred in cooperating with the
audit. Notwithstanding the foregoing, Scientific Technologies Corporation’s audit rights are
subject to applicable State and federal daws and regulations.

‘SOFTWARE NON-INFRINGEMENT

Scientific Technologies Corporation warrants that it has good tille to, or the right to ollow the
State to use all Services, cquipment, and Software (“Malerial™) provided under this Contract, and -
that such Services, equipment, and Software do not violate or infringe any patent, trademark,
copyright, teade name or other inicllectual propenty rights or misappropriaie a trade secret of any
third party.

The warranty of non-infringement shall he-an on-going and perpetuel ohligation that shall
survive termination of the Contract. In the event 1hat somcone makes a claim against the State
that any Macerial infringe their intellectusl propeny rights, Sciemtific Technologies Corporation
shall defend and indemnify the Stale agrinst the claim provided that the State:

a. Promptly notifies Scieatific Technologies Corporation in writing, not later than 30 days
. after the Siate receives actual ‘written notice of such claim;
b. Gives Scientific Technologies Corporation control of the defense and any setllement
negotiations; and
c. Gives Scientific Technologies Corporation the information, authorily, and assistance
reasonably needed (o defend against or seitle the claim.

Notwithstanding the foregoing. the State’s counsel may participate in any claim to the extent the
State secks to assert any immunities or defenses applicable to the Staie.

If Scientific Technologies Corporation belicves or it is determined that any of the Material may
have violated someone else’s intcllectual property righis, Scientific Technologies Corporation may
choose 1o cither modify the Malerial (o be non-infringing or obtain a license to allow for continued

" use, or if these alternatives are not commercially reasonable, Scientific Technologies Corporation

may end the license, and require return of the applicable Material and refund all fees the State has
paid Scientific Technologies Corporation under the Coniract. Scientific Technotogies Corporation
will not indemnify the State if the State aliers the Material without Scientific Technologics
Corporatinn’s consenl or uses it outside the scope of use identified in Scientific Technologies
Corporation’s user Documentation or if the State uses 2 version of the Material which has been
superseded, il the infringement claim could have been avoided by using an unaltered current
version of the Maierial which was provided to the State at no additional cost. Scientific
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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MAINTENANCE, AND SUPPORT SERVICES

CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBIT J
SOFTWARE LICENSE

Technologies Corporation will not indemnify-the Stale o the exteni that an infringement ¢laim is
based upon any information design. Specification, instruction, Softwarc, dala, or material not
fumished by Scientific Technologies Corporation.  Scientific Technologics Corporation will not
indemnify the State to the cxient that an infringement claim is based upon the combination of any
Maierial with any products or services nol provided by Scientific Technologies Corporation
without Scientific Technologies Carporalion's consent.

1. SOFTWARE SOURCE CODE RETENTION

8.1

8.2

83

84

85

82

83

Scientific Technologies Corporaiion represents and warrants that the cumently
existing source code for the Soltware licensed to the Siate under the Contract, as
well as the Documentation for such Softwure will be delivered direcily (o the
Stale or through a downloadable FTP server within 30 days of the Effective Date.

All updaies and changes as the Software is delivered, maintained and supported
will be delivered to the Siate directly or through a downloadable FTP server
within 30 days of each update.

The Staie agrees to not modify this code and to not use this code or portions
thercof in other applications. without the expressed written conseat of Scientific
Technologics Corporation, while Scieatific Technologies Corperation remains an
active business,

The-State agrees 10 not make this code available 1o other outside vendors or other
state public health programs without the written consent of Scienlific
Technologies Corporation, agein while the Corporation remains an active
business.

The State agrees to not transfer the agreement 1o any other agency.8.1 Scientific
Technologies Corporation represents and warrants that the currently existing
source code for the Soltware licensed 10 the State under the Contract, as well as
the Documentaltion for such Sofltwere will be delivered directly to the Staie or
through a downloadable FTP server within 30 days of the Effective Date.

All updates and changes as the Software is delivered, maintained and supporicd
will be delivered to the State directly or through a downloadable FTP server
within 30 days of each update,

The State agrees to not modify this code and o not use this code or portions
thereof in other applications, without the expressed writlen consent of Scientific
Technologies Corporation, while Sciemific Technologies Corporation remains an
active business.

Contract 2015-063 Agreement Part 2 Exhibit J-Sofiware License : Page 66 of 72
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_ STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH-ELLECTRONIC DISEASE SURVF{LLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
. CONTRACT 2015-063
. ' AGREEMENT- PART 2
EXHIBIT ]
-SOFTWARE LICENSE

84 The State agrees 1o not make this code available (o other oulside vendors or other
slaic public health programs without the written consent of Scientific
Technologies Corporation, again while the Corporation remains an aclive
business,

8.5 The Staic agrees to not transfer the agrecment to any other agency.

Conuract 2015-063 Agreement Part 2 Exhibit )-Software License Page 67 of 72
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L

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

MATNTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBIT K
WARRANTY AND WARRANTY SERVICES

WARRANTIES

1.1

1.2

1.3

1.4

1.5

Services

Scientific Technologies Corporation warrants that the System will operate to conform to
the Specifications, terms, and requirements of the Contract.

Software

Scientific Technologies Corporation warrants that the Software, including but nox
limited to the individual modules or functions furnished under the Contract, is properly
functioning within the System, compliant with the requirements of the Contract, and will
operate in accordance with the Specifications and Terms of the Contract.

For any breach of the above Support and Maintenance warranty, the State’s remedy. and
Scientific Technologies Corporation's eatire ligbility, shall be: (a) the carrection of
program errors that cause breach of Lhe warranty, or if Scientific Technologies
Corporation cannot substantially correct such breach in a commercially reasonable
manncr, thc Stalc may cnd its program license and recover the fees paid to Scientific
Technologies Corporation for the program license and any unused, prepaid techaical
suppont fees the State has paid for the program license; or {b) the re-performance of the
deficient Services, or (¢) if Scientific Technologies Carporation cannct substantially
correct a breach in a commercially reasonable manner, the Staie moy end the celevant
Services and recover the fees paid to Scientific Technologies Corporation for the
deficient Services.

Non-Infringement .

Scientific Technologies Corporation warrants that it has good tille to, or the right to
allow the State to use, all Services, equipment, and Sofiware (“Material™) provided
under this Contract, and that such Services, equipmens, and Sofiware do not violate or
infringe any patent, trademark, copyright, trade name or other inteltectual property rights
or misappropriate a trade secret of any third panty,

Viruses; Destructive Programming

Scientific Technologies Corporation warranis that the Software shall not contain any
viruses, destructive programming. or mechanisms designed to disrupt the performance of
the Software in accardance with the Specificalions.

Compatibllity

Scientific Technalogies Corporation warranis that all System componenis, including but
not limited 1o the components provided, including any replacement or upgraded Sysiem
Software components provided by Scientific Technologies Corporation 10 correct
Deficiencies or as an Enhancement, shall operaie with the rest of the System without loss
of any functionality.

Contract 2015-063 Agreement Punt 2 Exhibit K-Wurranty and Warranty Services Poge 68 of 72
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STATE OF NEAW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES

NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,

1.6

1.7

1.8

MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT - PART 2
EXHIBITK
WARRANTY AND WARRANTY SERVICES

Services

Scientific Techaologies Comoration warranis that all Services to be provided under the
Contract will be provided expediently, in a professional manner, in accordance with
industry standards and that Services ' will comply wilh performance standards,
Specifications, and terms of the Contract. :

Personnel

Scientific Technologies Corporation warrants that all personnel engaged in the Services
shall be qualified 10 perfor the Services, and shall be properly licensed and otherwise
authorized (0 do so under all applicable laws.

Breach of Data

The Scientific Technologies Corporation shall be solely liable for costs associated with
any breach of State Data housed at their location(s) inctuding bui not limited to
notification and any damages assessed by the courts.

2, WARRANTY PERIOD

The Warvanty Period shall remain in effect uniil the conclusion ar termination of this Contract
and any exiensions, with the exceplion of the warranty for non-infringement, which’shall survive
the termination of this Conlract.

Contract 2015-063 Agreement Pari 2 Exhibit K-Warranty and Warranty Services Page 69 of 72
[nitial and Date All Pages:

Scicntific Technologies Corporation [nilia.ls( 2 a
Date:__/ 0/ 3/ s



DocuSign Envelope ID: B2165A85-9533-401B-80C5-5F 1911985EAA

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT-PART 2
EXHIBITL
TRAINING SERVICES

Scientific Technologics Corporation shall provide the following Training Services,

1. TRAINING

Training will be in accordance with the requirements as identified in the Work Plan,
Coniract Exhibil I and in the Stalemem of Work Maintenance and Support documen
(Attachment 3) and Statement of Work Fnhancements document (Auachment 4).

Training will'be provided by Scientific Technologics Corporation and conducted over an
online demo 2and training via Web-Ex or similar ontine tool, Trainings will be recorded
for both audio and video and made available for use for the Siate. Al] pricing has been
established in Contract Exhibit B: Price and Payment Schedule.

Contract 2015-063 - Agreemeni Part 2 Exhibit L - Training Services Page 70 0f 72
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HHUMAN SERVICES
NH ELECTRONIC DISFASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT-PART 2

EXHIBITN
VENDOR PROPOSAT.
RESERVED
Contract 2013-063 — Agrecment Part 2 Exhibit N - Vendor Proposal Pagc 7t of 72
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
NH ELECTRONIC DISEASE SURVEILLANCE SYSTEM ENHANCEMENT,
MAINTENANCE, AND SUPPORT SERVICES
CONTRACT 2015-063
AGREEMENT- PART 2
EXHIBIT O
CERTIFICATES AND ATTACHMENTS

Attached are;
L Contractor’s Ceaificate of Good Sianding

Coniractor's Centificate of Vote/Authority
Contractor's Cenificaic of Insurance

Pl ol o

Contract Atachment | - Depanment of Health and Human
Services, Exhibils D through J

b

Contract Attachment 2 - Contract 2015-063 Requirements

6. Conlrlact Auachment 3 — Scientific Technologies Corporation
Statement of Wark NHEDSS Software Development August
20,20152015-2016 7-17-2015

7. ‘Conlract Attachment 4 ~ Scientific Technologies Corporation
Statement of Weork NHEDSS Sofiware \Aamlenancc & Suppon
2015-2016 §-21-2015

Contract 2015-063 — Agreement Part 2 Exhibit O-Certificates and Attachments Page 72 0f 72
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State of Nefo Hampsljire
Bepartment of State

CERTIFICATE

I, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby

certify that SCIENTLIFIC TECHNOLOGIES CORPORATION a(n) Arizona corporation,
is authorized to transact business in New Hampshire and qualified on February 15, 2002.
I further centify that all fees and annual reports required by the Secretary of State's office

have been received.

in TESTIMONY WHEREQF, I hereto

sct my hand and cause to be affixed

_ tHe Sea! of the State of New Hampshire,
this 26" day of August, A.D. 2015

ey Sk

" Willim M. Gardner
Secretary of State
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CERTIFICATE OF VOTE

I, Michael L. Popovich, of Scientific Technologics Corporation, do hereby certify that:

[. 1am the duly elected CEQ of Scientific Technologies Corporation.

2. The following are true copies of two resolutions duly adopted at a meeting of the Board
of Directors of the corporation duly held on September 30, 2015:

RESOLVED: That this corporation may enler into any and all contracts, arhcndmcms,
renewals, revisions or modifications thereto, with the State of New Hampshire, acting
through its Department of Health and Human Services.

RESOLVED: That the President is hereby authonized on behalf of this Corporation to
enter into said contracts with the State and to execute any and all documents,
agreements, and other instruments, and any amendments, revisions, or modifications
thereto, as he may deem necessary, desirable, or appropriate. Todd Watkins is the duly
clected President of the Corporation.

3. The fore¢going resolutions have not been amended or revoked, and remain in full force
and effect as of October 2, 2015.

IN WITNESS WHEREOF, | have hereunto set my hand as the CEO of the corporation this

day of October, 2015.
! L]
| LS Fappeid
Michael L. Popovich, CEQ
STATE OF TEXAS
County of ylfggr

The foregoing instrument was acknowledged before me this a day of (yehptr . 2015

by Michael L. Popovich. % i
(D DARRYL JOHNSON % 24
\ &F L,

NOTARY PUBLIC Nofary Péblic
STATE OF TEXAS

MY C
OMM. BXP 5/13/17 Commission expires: @Sl 3 [261

(NOTARY SEAL)
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- _ SCIETEC-01 TAWDEOM
ACORD CERTIFICATE OF LIABILITY INSURANCE N oam0s

THI3 CERTIFICATE I3 ISSUED A3 A MATTER OF INFORMATION ONMLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURARCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING [NSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLOER

DAPORTANT: M the certificate helder ks an ADDITIONAL INSURED, the poticy{les) must be endorsed. | SUBROGATION IS WAIVED, subjeci to
the terms and conditions of the policy, certain policies may require an endorsement. A statsment on this certficate dose not confer rights to the
cortificats holder In llew of such endorsemantis).

| PRODUGER

'Willls of Artzons, Inc.
</o 28 Century Bivd

P.O. Box S99
Mashville, TN 37230-8191

SOHIACT willls Cartificate Center

_(838) 487-2378

(O e 077) 0487370 T
oriificates @willis.com

i

e | AFFORTNMG COVERAGE naKCH
peavmgn a4 : Hartford Casuatty Insursnce Company 20424

WNURED waunen s Hartford Underwriters Insurance Company  [30104
Scilentfic Technologhes Corporation waumen ¢ - Hartford Insurance Company of lllinols 3g238
s':‘;‘.':g"‘ Street RUREN G Lendmarls American [nsursnce Company 33138
Scottadale, AZ B5258 roymene ; :

. INSURER ¢ ;
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS 7O CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TQ THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTAMDING ANY REQUIREMENT, TERM O CONDITION OF ANY CONTRACT QR OTHER DOCUMENT WATH RESPECT TO YWICH THIS
CERTIFICATE MAY BE (SSUED OR MAY PERTAIN, THE INSURANCE AFFORDEC BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TOALL THE TERMS,
EACLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REOUCED BY PAID CLAIMS.

AT T R - i S T P54 P A
FH! X | COMMERCIAL QEMERAL LIABILITY . EACH CCCURRENCE . 1,000,000
} cuamessunce [X] ocom 598 BQUHSTO0 03721/2015 | 0372312018 | Erene i oy |8 4,000,000
L MED E3P Any ona pericry | § 10,000
1 PERSONAL § 4OV WIURY | 8 4,000,0¢
csm AGOREGATE LINT APPLES PER GENERAL ADGREGATE ] 2,900,
POLCY |:| o D Loc PRODUCTS - COMPIOP AGG | 3 2,000,000
QTHER; '
AUTCROGRLE LABILITY [ 1,000,000
B [X] pwraso BOUEQZCI999 ON23/2018 | 02372016 [ BOOLY WAIRY (P panam) | §
“_— ﬁgsmmo sosgm:‘l; mvwxm:hm:
| | mREOAUTOS AUTOS | (Pyr pcovent)
]
X |vusaeuacne [ X | ocoin EACH CCCURRENCE 3 " 4,000,000
A |7 |ursaiue | cLasss stape [sesBQUHETO0 ON2IR016 | 0M2312018 | Agcregare ' 4,000,000
oeo | X [merewmons 10,000 ' : '
e i X[f¥ine ]_TE%

c mwmwﬁnmcmms ISYWEKZ2082 08/014/2015 | 08X01/2018 | .1, EACH ACCIOENT 1 1,000,000
um:m:ﬁfn’m A E.L. DISEASE - EA EMALOYES 3 1,000,000
e G e .| L OsEASE . POLCY LinT | 8 1,000,

(D [Technology EAO LCYT51424 05/22/2015 | 02272016 |Limits 2,000,000

DESCAP TION OF DPERA TIONS / LOCATIONS [ VEMICLES (ACORD 104, Additionsl Rymarks Schoduls, may b sntechid ¥ mors 390540 s ronyirnd}

CERTIFICATE HOLDER CANCELuTle
SHOULD ANY OF THE ABOVE DESCRIBED POLIGIES BE CANCELLED BEFORE
THE EXPRATION DATE THEREOF, HOTICE WILL BE DELVERED N
ACCORDANCE WATH THE POLICY PROVISIONS.
Stats of New Hampshire AUTHORLLE O REPAESENTA TIVE
Dwpartment of Heslth and Humen Services
129 Pleasan: Street
Congord, NH 0II01-2387
© 19882014 ACORD CORPORATION. All rights reserved.
ACORD 25 (2014401} The ACORD name and logo are regisiensd merks of ACORD
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Conlact Attachment 1 - Department of Health and Human Services Exhibils I through }

Now Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION hEQARDINQ DRUG-FREE WORKPLACE REQUIREMENTS

The Conlracior identified tn Seclion 1.3 of the Generel Provisions agrees to comply wilh the provisions of
Sactions 5151-5160 of the Drug-Free Workplaca Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contraclor's representative, as identified in Seclions
1.11 and 1.12 of tha General Provisions execule the foflowing Cenification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

us DEPA...RTMENT- OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Seclions 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L, 100-630, Title V, Sublitle D; 41 U.S.C. 701 al seq.). The January 31,
1989 regulations were amended and published as Pant It of Ihe May 25, 1990 Federal Register (pages
21681-21691), and require certificalion by graniees (and by inference, sub-grantees and sub-
contractors), prior Lo sward, that they will maintaln a drug-free workplace. Section 3017.630(c) of the
regulation provides Lhat a grantee (and by inference, sub-grentees and sub-contraclors) that is a Stale
may elec! Lo make one certification to the Depariment in each federal fiscal year in lieu of centificates for
aach grani during the federal fiscal year covered by the certification. Tha certificate set out below is a
material representalion of fact upon which reliance is placed when the agency awards the grant, False
certilication or violation of the cerlilicalion shall be grounds for suspension of payments, suspension or
termination of grants, or govermnmen! wide suspension or debarment. Contractors using this form should
send it 1o

Cammissloner

NH Deparimenl of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505 .

1. The grantee certifies that It will or will continue to pravide a drug-free workplace by:

1.1. Publishing a statement notilying employees that the unlawful manutfacture, distribution,
dispensing, possession or use of a controlled substance is prohibiled in the grantea’s
workplace and specilying the actions that will be taken against employees for violation of such
prohibition;

1.2. Eslablishing an ongoing drug-free awareness program to inform employees about
1.2.1.  Thae dangers of drug abuse in the workplace;

1.2.2. The graniee’s policy of malnlaining a drug-free workplace:;

1.2.3. Any available drug counseling, rehabililation, and employee assistance pragrams; and

1.24. The penallies that may be imposed upon employees for drug abuse violations
occurring in the workplace;

1.3, Making il a requirement Lhat each employae ta be engaged in the performance of the grant be
given a copy of tha stalement required by paragraph {a);

t.4.  Nolfying the employee in the stalemeni reguired by paragraph (a) thal, as a condilion of
employmant under the grani, the employes will
1.4.1. Abide by the terms of the slatement; and !
1.4.2. Notify the employer in writing of his or her conviction lfor a viclation of a ciminal drug

statute occurring in the workplace no laler than five calendar days afier such
conviction;

1.5.  Nolifying the agency In wriling, within ten calendar days afier receiving notice under

" subparagraph 1.4.2 from an employee or otherwise raceiving actual notics of such conviction.
Employers of convicled emplayses must provide notlce, including position title, to every gran!
officer on whasa grant activity the convicted employee was working, uniess the Federal agency

Exhibi D - Cenlification regarding Orug Froe Contracior Inilials [
Workplace Requirements
CLDHHE 16713 Page 1 of 2 Date /ﬂf JZZ rse
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ConMd Attachment 1 - Departmenl ol Healih and Human Services Exhibits D through J

New Hampshire Department of Health and Human Sarvicos
Exhlbit O

has designated a central point for the recelpt of such notices. Notice shall include the
¢ identification number{s) of each affecled grant;
1.6.  Taking ¢ne of tha following actians, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consislent with the raquirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requlring such employes to participate satisfactorily In a drug abusea assistance ar
rehabllitation program approved (or such purposes by a Federal, State, or local haatth,
law enforcement, or other appropriale agency;
1.7.  Making a good faith effort to continue 1o maintain a drug-free workplace through
implemenlation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6,

2. The granlee may insernt in the space provided be!ow the site(s) for the pedonnance of work done In
connection with the specific grant.

" Place of Performance (sireet address, dily, county, state, zip code) (list each location)

Check O if thera are workblaces on file that are not identifed here.

Contraclor Name:.'),(l'hﬂf-'t ’Eé"o/"j".'-‘ ﬂrfufv 'l'"‘”i

10 / 3’/3 J)
Date ';{almei odd Watking
tle: .
e ?\'?S 1 d ent
Exhibl O - Cerification regarding Drug Free Conlracior Iniials EZ u
Workplace Requirement
CUOHML11021) p‘;:.ge ;%rw;mm‘ Date ﬂd J{ Zésr
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Contact Attachment 1 - Depanment gf Health and Human Services Exhibits D through |

New Hampshira Dopartmant of Hezlth and Human Services
Exhiblt E

CERTIFICATION REG ING LOBBY|N

The Contraclor identified in Seclion 1.3 of the General Provisions agrees to comply wilh the provisions of
Section 319 of Public Law'101-121, Government wide Guidance for New Restrictions on Lobbying. ang
31 U.5.C. 1352, and further agrees lo have the Canlraclor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execule the following Centification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US, DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):

* ‘Temporary Assistance 10 Needy Families under Title IV-A
*Child Suppont Enforcement Program under Tile IV-D
*Sacial Services Block Grant Program under Title XX
*Medicaid Program under Title XIX
*Community Services Block Granl under Tille VI
*Child Care Development Block Grant under Tilla 1V

The undersigned certifies, to the best-of his or her knowledge and belief, that:

1. No Federal appropriated funds have bean paid or will be paid by ¢r on behall of the undersigned, o
any person for Influencing or attempting to influence an officer or employee of any agency, 8 Member
of Congrass, an officer or employee of Congress, or an employee of a Member of Congress In
connecilon with the awarding of any Federal contract. continuation, renewal, amendment, of
maodification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contracior).

2. Il any funds other than Federal appropriated funds have been pald or will be paid to any person for,
influencing or atlempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of 8 Member of Congress in ¢connection with this
Federal coniracl, grant, loan, or cooperative agreaemeni (and by specific menlion sub-grantee or sub-
conlractor}, the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Repon Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-I.)

3. The undersigned shall require that the language of this certificalion be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and ¢ontracts under grants,
loans, and cooperslive agreements) and thal ali sub-reciplents shall certily and disclose accordingly.

This certification is 8 material representation of lact upon which reliance was placed when this transaction
was made or enlered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any parson who (ails 1o file the required
certification shall be subjecl to a civil penally of nat less than $10,000 and nol more than $100,000 for
each such failure.

Conlractor Name:ﬁ';ﬂ'{"'{"c /f“"‘/“)f'_s G{) vfy’{;'cru

/0/3/20/j‘

Date Name: 0/" kja '{k’ iy
. Thle: rosid e~

Exhibil E - Cavlfication Regarding Lobbying Conlractor Iniials gz [
CLOS110713 Page 1 0l1 ' oae 4 -‘2 32 2a/4
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Contact Attachment 1 - Departmeni of Health and Human Sarvices Exhibils D ihrough J
New Hampshire Department of Haalth and Human Services
Exhibit F
CATJIO G DEBAR t0
DOT R ATTERS -

Tha Contractor identifiad in Saction 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Exacutive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsiblility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1,11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (conlract), the prospective primary participant is providing the
certification set out below.,

2. The inabllity of a person lo provide the cerlification required below will not necessarily resuit in denial
of participation in this covered transaction. If necessary, the prospeclive participant shall submil an
explanalion of why It canrot provide the certification. The certification or explanation will be
considared in connection with the NH Departmenl of Health and Human Services' (DHMS)
determination whether to enter into this transaction. However, fallure of the prospective primary
participant to furnish a certification or an explanalion shall disqualify such person from particlpation In
this transaction. .

3. The cedification In this clause is 8 material representation of fact upon which rellance was placed
when DHHS determined to enter into this lransaction. Ifil is later determined thal the prospeclive
primary perticipani knowingly renderad an erroneous certification, in addition 1o olher remedies
available to the Federal Governmeni, DHHS may terminate this transaction for cause or defaull.

4. The prospective primary parlicipant shall provide Immediate written notice 1o the DHHS agency to .
wham this proposal {contract) is submitted If at any time the praspeclive primary particlpant learns
that Its cerlificatlon was erroneous when submilted or has become emoneous by reason of changed
clrcumstances.

5. The.terms “covered transaclion,” “debarred,” “suspended,” “ineligible,” “lower tier covered
transaction,” “parlicipant,” “person,” “primary coverad transaclion,” "principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set oul in the Definitions and
Coverage sections of the rules implementing Execulive Order 12549: 45 CFR Parl 76. See the
attached definitions.

6. The peospeclive primary participant agrees by submitting this proposal (contrael) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower lier covared
ransaclion with a person who is debarred, suspended, declared ineligible, or voluntarily exduded
from participation in this covered Lransaclion, unless authorized by DHHS.

7. The prospective primary padicipan further agrees by submitting this proposal thal it will include the
clause litad "Certification Regarding Dabarmant, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all tower tier coverad
transactions and in all solicitations for lower tier covered transaclions.

8. Aparicipan! in a coverad transaction may rely upon a cerification ol a prospeciive participant In a )
lower tiar covered transaction that il s not debarred, suspended, ineligible, or Involuntarly excluded
from the coverad transaclion, unless It knows that the certification Is erconecus. A panicipant may
decida Ihe method and frequency by which il determines the gligibllity of its principals. Each
participant may, but |5 nol required 1o, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall ba construed to require establishment of a system of records
In order o rendar in good (alth the certification required by this clause. The knowledge and -*

Exhittl F ~ Centification Regarding Debament, Suspension Contractor |nflials ;zz

And Other Responsibilily Matters
CLOHHBIN 10T 1) . Papn 1o Date ’ﬂ_ E) L"U-
Page 4 ol 16



_ DocuSign Envelope ID: B2165A85-9533-401B-80C5-5F 1911985EAA

Contact Attachment 1 - Depastment of Healih and Human Services Exhibits . D through )

Now Hampshire Dopanrnent of Health and Human Services
Exhiblt F

information of a panticipanl is not required 10 exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for ransactions aulthorized under paragraph 6 of these insiruclions, if a panicipant in a
coverad transaction knowingly enters inlo a lower tiar covered lransaction with a person who is
suspended, debarred, ineligible, or volunlarily exctuded from parlicipation in this transaction, in
addition lo olher remadies available to the Federal government, DHHS may terminate Ihis transaclion
for cause or delaull.

PRIMARY COVERED TRANSACTIONS
11. The prospeclive primary parlicipant certifies 10 the besl of its knowledge and belief, that it and ils
principals:

11.1. are nol presemily debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transaclions by any Federal depariment or agency;

11.2. have nol within a three-year period praceding this proposal (contract) baen convicted of or had
a civil judgmanl rendered against them for commission of fraud os a criminal offense in
connaction with obtalning, altempting to obiain, or performing a public (Federal, State or local)
transaclion or a contract under a public transaction; violation of Federal or State antitrust
slatutes or commission of embezzlement, thett, forgery, bribery, lalsification or destruclion of
records, making false slaternants, or receiving stolen property,

11.3. are not presently Indicted for otherwise cimlnally or civilly charged by a governmenlal entity
(Federal, Siate or local) with commission of any of the offenses enumerated in paragraph (IXb)
of this certification; and

11.4. have not within a three-year period preceding this application/propesal had one or more public
transactions (Federal State or local) terminated for cause or dafaull.

12. Where the prospective primary panicipant is unabla to canlify (o any of the statements in this
cerlification, such prospeclive panlicipant shall allach an explanation to this proposal (contract),

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (coniract), the prospeclive lower tier participant, 85
defined in 45 CFR Part 76, centifies 1o lhe best of its knowledge and belief \hat it and its principals:
13.1. are not presenlly debamed, suspended, proposed lor debanment, declared ineligible, or
voluntarily excluded from participation in this lransaction by any federal deparment or agency.
13.2. where the prospective lower tier participant is unable to cenily to any of the above, such
- prospective paricipant shall attach an explanation 1o this proposal (contract).

" 14. The praspective lower tier participant further agreas by submitting this proposal {contract) thal il will
include this clause entitied "Cedificdlion Regarding Debarmenl, Suspension, Ineligibitity, and
Voluniary Exclusion - Lower Tier Covered Transactions,” withoul modification in all lower tier covered
transactions and in all sollcitations for lower tier covered transaciions.

0 . " - N
Contracior Name:ﬁ“" 7" {‘ /4?( ‘dﬂj’) S ﬂrfw’ff-'a#

/0 / !/ Zorf
Date Name: Fodd a ikiAs
Title: ?T;fr't(ﬂf

Exhidh F - Canificalion Reganding Debarmeni, Suspension Contractor Initials
Ang Other Responsidliily Matiers
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RTIFICATION OF CO IANC TH REQUIREME RTAINING TO
ONDISCRIMINATION UAL TREAT C -BASED NIZATIONS

WHISTLEBLOWER PROTECTIONS

The Contracior identified in Sectian 1.3 of the General Provisions agrees by signature of the Contractor's
rapresentative as identified in Sections 1.11 and 1.12 of the General Provisians, to exacuta the following
cerification:

Contractor will comply, and will require any subgranteas or subcontractors to comply, with any applicable
fedaral nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1868 (42 U.S.C. Section 3789d) which prohibils
recipients of federal funding under this statute from discriminating, elther In employment practices or in

" the delivery of services or benefils, on the basis of race, color, religion, national origin, and sex. The Act
requires cerlain recipients to produce an Equal Employment Oppartunily Pian;

- the Juveniia Justice Delinquency Prevention Act of 2002 {42 U.S.C. Section 5672(b)) which adopts by
reference, tha civil rights obligations of the Safe Streets Acl. Recipients of federal funding under this
slatuls are prohibited from discriminating, either in employment practices or in the delivery of servicas or
benefits, on the basis of raca, color, religion, nalional origin,.and sex. The Acl includes Equal .
Employment Opportunity Plan requirements;

.- the Civil:Rights Act of 1964 {42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assislance from discriminating on the basis of race, color, or national origin in any program or activity);.

- the Rehabilitation Act of 1973 (29 U.S.C. Sectlon 794), which prohibits reclpients of Federal financial
, assistance from discriminating on the basis of disability, in regard to employment and the delivery of
sarvices or benafils, in any program or activily;

- the Americans with Disabliities Act of 1990 (42 U'S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity lor persons wilth disabilities in employment, State and local
government services, public accommodations, commercial fadilities, and transportation;

- tha Education Amendments of 1972 (20 U.S.C. Seclions 1581, 1683, 1685-86), which prohibits
discrimination on the basis of sax in faderally assisted education programs;

- the Aga Discrimination Act of 1975142 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivitias raceiving Faderal financial assistanca, [t does not include
employment discrimination;

128 C.F.R. pt. 31 (U.S. Deparment of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pi. 42
(U.S. Department of Justice Regulalions — Nondiscrimination; Equal Employment Opporunity; Policies
and Procedures); Execulive Order No. 13279 (equal prolection of the laws for faith-based and community
organizations); Executive Qrder No. 13559, which provide fundamenial principles and policy-making
criteria for partnerships with (ailh-based and neighborhood organizations; .

-28 CF.R. pt. 38 {U.S. Department of Justice Regulations - Equal Treatmenl for Faith-Based
Organizations); and Whistleblower prolections 41 U.5.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilol Program for
Enhancament of Contract Employee Whistleblower Protections, which protects employees against
reprsal for certain whistie blowing activities in connection with federat grants and contracls.

The certificate set oul below Is a material representation of fact upon which reliance is placed when the
agancy awards the grant. False cenification or violalion of the cerification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment.
Exhidil G
’ Conuacior Inlilals i Zﬂ/
Canibcaton of Comnpll snce wih rnlmmn pmddno 0 Fadeat Noralscamingtion, Equal Traserent of F 50 -Dastd Organizatons
240 WhitOeDiowar Jretethon
anRing .
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in the event a Faderal or Stale court or Federa! or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national osigin, or sex
against a recipient ol funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within Llhe Department of Healih and Human Services, and
to the Depariment of Heallth and Human Services Office of the Ombudsman.

The Contractor idenilified in Seclion 1.3 of the General Provisions agrees by signalure of the Conlractor's .
representative as identified in Seclions 1.11 and 1.12 of the General Provisions, to exacute the following
cortilication:

|. By signing and submilting this proposal (contract) the Contraclor agreas to comply with the provisions
Indicated above.

Conir;acu;r Name: gt' lea¥: f( 78-("’1/0}:'6‘ GK/ o liva

15/5 e0r W .

Date - ?‘alm'e:. YZ? i W by
: e ?rC’S;JP(}‘{

Exhibit G .
Coniracior Inlials ;;“/

Canheason of Complance with raquir ining 10 Fidaral Nondiscrminaton, Eauat Traviman] of Fakn-Based Organizriions

- wrid WhBablower protechont P .
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Pant C - Environmental Tobacco Smoke, also known as the Pro-Children Act o 1994
(Ac!), requires that smoking not be permitted in any portion of any indoar facllity owned of leased of
contracled for by an entity and used roulingly or ragularly for tha provision of health, day care, aducation,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, 10an, o loan guaranteg. The
law doas nat apply to children's services provided In private residences, facliities funded solaly by
Medicare or Medicaid funds, and portions of facilities used lor inpatient drug or alcobol treatment. Failura
to comply with Lthe provisions of the law may resull in the imposilion of a civil monetary penalty of up to
$1000 per day and/ar the imposition of an adminlistrative compliance order on the responsibla entily,

The Coniractor idenlified in Section 1.3 of he General Provisions agrees, by signature of the Contractor's

representative as identified In Section 1.11 and 1.12 of the General Provisions, lo exacute the following

cerlification;

1. By sibning and submilling Ihis contract, the Contiaclor agrees to make reasonable efforts to comply
with all applicable provislons of Public Law 103-227, Part C, known as the Pro-Children Acl of 1994,

Conlracior Name: 5f‘ ""‘i'{"c E‘”’I")"'f ﬂfftfcf-'n-l -

10/3/2 015~
Date Name: vdd Way Kolng

Tite:
Tesideay
i
\
Exhibil H - Certifcation Regasding Controctor tnlials (ol
Envirenmenlal Tobacco Smoks
CUDHHE1071) Page 1ol 1 cots 't/ /20, 5"
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HEALTH INSURANCE PORTABLITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contraclor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health !nsurance Panability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Conitractor and subcontractors and agents of the Cantractor that
receive, use or have access lo protecled health information under this Agreement and “Covered
Enlity” shall mean the State of New Hampshire, Department of Health and Human Services.

{1) Definitions.
a. “Breach" shall have the same meaning as the term “Breach” in section 164.402 of Tille 45,
Code of Federal Regulations.

b. 'Business Associale” has the meaning given such term in section 160 103 of Title 45, Code
of Federal Regulations.

C. 'Co\.rgrgg Entity” has the meaning given such lerm in seclion 160.103 of Title 45,
Code of Federal Ragulations.’

d. “Resignated Record Set”shall have the same meaning as the term "des:gnated record set’”
in 45 CFR Section 164.501.

e. "Data Aqqregalign” shall have the same meaning as the term “dala aggregation” in 45CFR
Section 164.501. '

{. "Health Care Operations® shall have the same meaning as the lerm “health care operations”
in 45 CFR Seclion 164.501.

g. “HITECH Act” means the Health Infarmation Tachnology for Economic and Clinical Health
Act, TilleXlll, Subtitle D, Part 1 & 2 of lhe American Recovery and Retnveslment Act of
2009,

h. "HIPAA" means the Health Insurance Ponability and Accountability Aclt of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually |dentifiable Health
Inlormallon 45 CFR Parls 160, 162 and 164 and amendmenls thereto.

i - wlgga " shall have the same meaning as the term "individua!” in 45 CFR Seclion 160.103
and shall include a persen who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j- ‘“Privacy Rule® shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uniled States -
Department of Health and Human Services.

k. “Protected Health Information* shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the informalion crealed or received by

Business Associate from or on behall of Covered Entity.
17014 Exhibicy Contraeter Indliats ; ZK/
Hcolth tngurance Portability Acl
Busingss Assoclate Agreement
Page 1016 Dale /‘/3/1 e
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. “Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Saction 164,103, .

m. “Secgrelary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Ryle® shall mean the Security Standards for the Protection of Electronic Protacted
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

0. “Unsecured Protactad Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadabtle, or indecipherable to unauthorized individuals and is developed or endorsed by
a slandards developing organization thal is accredited by the American National Standards
tnstilule.

p. Other Definitions - All terms not otherwise dafined hereln shall have the meaning
eslablishad under 45 C.F.R. Parts 160, 162 and 164, as amended from time-to time, and the
HITECH
Act.

(2) Business Assoclate Use and Disglosure of Protected Health Information,

a. Business Assoclate shall not use, disclose, maintain or transmit Protected Health
Information {PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmil
PHI in any manner that would constltute a violation of the Privacy and Securily Rule,

b. Business Associate may use or disclose PHI:
. For the proper managemenl and administration of the Business Associate;
I As required by law, pursuant to the terms set forth in paragraph d. below, or
i, For data aggregation purposes for the health ¢are operations of Covered
Entity.

c. To the extent Businass Associate is parmitted under the Agreement to disclose PHI 1o a
third party, Business Associale musl obtain, prior 10 making any such disclosure, (i)
reasonable assurances from the third parly thal such PHI will be held confidentially and-
used or further disclosed only as required by-law or for the purpose for which it was
disclosed (o the third party; and (i) an agreement from such third panty to nolify Business
Associate, in accordance with the HIPAA Privacy, Securily, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the exlent it has obtained
knowledge of such breach.

d. °  The Business Associate shall not, unless such disclosure is reasonably necessary to
provide servicaes under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis (hat It s required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busingss

2014 Exhidit | Contracior Initials ; 2 Zz

Haallh Insurdncs Portability Act

Busineas Associate Agraement
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Associate shali refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e If the Covered Entily notifies the Business Associale Ihal Covered Entity has agreed to
be bound by addilional restrictions over and above thgose uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additiona! restriclions and shall not disclose PHI in violation of
such additiona! restrictions and shall abide by any additional security saleguards.

(3) Oblinations and Activities of Business Associate.

8. The Business Associate shall notily the Covered Entily's Privacy Olficer immediately
after the Buslness Associate hecomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected heelth information of the Covered Entity.

b. The Business Associste shall immediately perform a risk assessment when it becomes

aware of any of the above situations. The risk assessment shall include, but nol be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelinood of re-identification;
o The unauthorized person used the protecled health information ar to whom the
‘disclosure was made;
o Whether the protected health information was actually acquired or vnewed
o The extent to which the risk to the protected health information has been
’ mitigeled.

The Business Associate shall completa the risk assessment within 48 hours of the
hreach and immedialely report the {indings of the risk assessment m writing to the
Covered Enlity.

C. The Business Associate shall comply with all sections of the Privacy, Securily, and
Breach Notiftcation Rule.

d Business Associate shall make available all of its internal polictes and procedures, books
and records relating Lo the use and disclosure of PHI recelved from, or created or
received by the Business Associate on beha!f of Covered Entity 1o the Secratary for
purposes of delermining Covered Enlily's compliance with HIPAA and the Privacy and
Security Rule. ,

e Business Associatle shall require alt of its business associates thal receive, use or have
access to PHI under the Agreament, 10 agree in writing to adhera to the same
restrictions end conditions on the use and disclosure of PHI contained herein, including
the duly to retum or destroy the PHI as provided under Section 3 (I). The Covered Entily
shall be considered s diract third party beneficiary of the Conlractor's business associate
agreements with Conlractor's intended business assaciates, who will be receiving PHI

32014 Exhiblt | Contreclor Initials g 2 A
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement far the purpose of use and disclosure of
protected health information,

f Within five (5) business days of receipt of a written raquest from Covered Enlity,
Business Associate shall make available during normal business haurs al its offices all
records, books, agreements, policies and procedures refaling to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Enlity to determine
Business Assaclate’'s campliance with the terms of the Agreemaent,

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associale shall pravide access to PHI in a Designaled Record Set to the
Covered Entlity, or as directed by Covered Entity, 1o an individual in order to meet the’
requirements under 45 CFR Seclion 164.524.

h. Within ten (10) business days of receiving a wrilten request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designaled Record
Set, the Business Associate shall make such PHI available to Cavered Entity for
amendment and incorparate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164,526,

i. Business Associate shall documenl such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Seclion
164.528.

I Within len (10) business days of receiving a wrillen request from Covered Entity for g
request for an accounting of disclosures of PHI, Business Associate shall make available
1o Covered Entlity such information as Covered Entity may require to fulfill its obtigations
to provide an accounling of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In'the evenl any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Assaciate shal} within two (2)
business days farward such request to Covered Entity. Covered Entity shall have the
responsibliity of responding to forwarded requesls. However, if forwarding the
Individual's requeslt to Covered Entity would cause Covered Entity or the Buslness -
Associale lo violate HIPAA and the Privacy and Security Rulg, the Business Assoclate
shall instaad respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

l Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shail nol retain any copies or back-up tapes of such PHI. (f retumn or
destruction is not feasible, or the disposilion of the PHI has been otherwise agreed loin
the Agreement, Business Associate shall continue to extend the protections of the
Agreemenl, lo such PH| and limil further uses and disclosures of such PHI to those
purpases that make the return or destruction infeasible, for so long as Business

172014 . Extubit ) Contractor Iniuals sz Z
Haatth Intyrance Portability At
Businoss Associata Agreement i f ; -
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate deslroy any or all PHi, the Business Associale shall cerify to
Coverad Entily that the PHI has been destroyed.

(4)  Obligations of Covered Entity

a Covered Entity shall notify Business Associate of any changaes ar iimitation{s) in its
Nolica of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affecl Business Associale's
use or disclosure of PHI. '

b. . Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entily by individuals whose PHI may be used or
disclosed by Business Assaciate under this Agreement, pursuant to 45 CFR Seclion
164.506 or 45 CFR Seclion 164.508.

c. Covaered entity shall promptly nolify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164,522,
1o the extent that such restriction may affect Business Associate's use or disclosure of
PHI. .

(5) Termination for Cause

In addition to Paragraph 10 of the slandard terms and conditions (P-37) of this
Agreement the Covered Entily may immediately terminate the Agreement upon Covered
Enlity's knowledge of a breach by Business Associate of the Business Associate
Agreement 'set forlh harein as Exhibil [. The Covered Enlity may either immediately
terminate the Agreement or provide an opporiunily for Business Associate to cure the
alteged braach within a timeframe spacified by Covered Entity. If Covered Entity
determines that nelther termination nor cure is feasible, Covered Entity shall repont tha
violation 10 the Secrelary.

(6) Miscellaneous

a. Definitions and Regulatory Refergnces. All terms used, but not olherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time 1o time. A reference in the Agreemant, as amended to Include this Exhibit |, lo
a Seclion in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amgggmem}‘ Covered Entily and Business Associale agree (o take such action as is
necessary lo amend the Agreement, from time to time as is necessary for Covered
Enlity ta comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownership. The Business Associale acknowledges Ihal it has no ownership rights
with respect 1o the PHI pravided by or created on behalf of Covered Entity.

d. Intarpretalion. The parties agree thal any ambiguily in the Agreament shall be resolved
lo pemit Covered Enlity ta compty with HIPAA, the Privacy and Securily Rule.

32014 Exhibit | Contracior Initials
Haslth knsurance Portabllliy Act .
Businass Associnle Agreement !
Page Sol f Date /‘[ 3[ evis
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Cantact Attachment 1 - Department of Healih and Human Services Exhibits D through J

New Hampsahire Department of Health and Human Services

Exhibiti

e. Segreqation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect withaut the invalid term ar condition; to this end the
terms and conditions of this Exhibit | are declared severable.

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) 1, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREQF, the panies hereto have duly execuled this Exhibit I.

wrﬁ’/'"'“"' QHN"W /‘l‘mﬂ: £ r.u—r 5& M‘{ { 4 /f’(‘lﬂd’dme_; (;rpvu'{?w

The State * Name of the Contractor
.\MM’(; '\,{ 2—-—~—1 7

Signature of Authgzéd Repragentative  Signaltur of Authorized Reprasentative

MNarefa T 15bmeda _752/ /ﬂaﬂ"'ﬂ;

Name of Autharized Representalive Name of Authorized Representative

b Dvechr Do Dbl Woot  Presidon

Title of Authorized Rep’r'esentpllve i Title of Authorized Representative
/c/‘)/,g’ _ /0/.3'/2-11‘(~
Date o Dale

N2014 Exhibii | Conliracior Initiats ; ;“/
Haalth Insurance Portabllity Act

Busi Assoclale A 1
usingss Pw,e:faﬂfﬂm" ) Date /pﬁ 32 20/
Page 14 ol 16
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Contac1 Attachment 1 - Depariment of Heatth and Human Services Exhibils D through J

New Hampshira Department of Health and Human Services
: Exhibit J

CERTIFICATION REGARDING _THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
: ACT (FFATA) COMPLIANCE .

The Federal Funding Accounlabilily and Transparency Acl (FFATA) requires prime awardees of individual
Federsl grants equal 1o or grealer than $25,000 and awarded on or after Oclober 1, 2010, to repont on
data related to execulive compensation and associaled first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 bul subsequent grant modifications resull in a total award equal 10 or over
$25,000, the award is subject to the FFATA reporing requirements, as of the date of the award.
In accordance with 2 CFR Pant 170 (Reponing Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject 10 the FFATA reporting requirements:

Name of anlity

Amount of award

Funding agency

NAICS code for conlracts | CFDA program number for granls

Program source

Award title descriptive of the purpose of the funding action

Locatlon of the enlity

Principle place of performance

Unigue identifier of the entity {DUNS #)
. Tolal compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is no! already available through raporting 10 the SEC.

SeENOnsLN L

o

Prime grani reclplents must submit FFATA required data by the end of the monlh, plus 30 days, In which
the award or award amengmen! js made.

The Conlraclor identified in Section 1.3 of the Generai Provisions agrees 1o comply wilh the pravisions of
The Federal Funding Accountabilily and Transparency Act, Public Law 103-282 and Public Law 110-252,
and 2 CFR Pan 170 (Reporting Subaward and Executive Compensalion Informalion), and further agrees
\o hava the Contractor's repraseniative, as identified in Sections 1.11 and 1.12 of the Genera! Provisions
cxecute the following Cenrtification:

The below named Conlraclor agrees to provide needed information as oullined above lo the NH
Department of Health and Human Services and 1o comply with all applicable pravisions of the Federal
Financial Accountability and Transparency Acl.

Conlractor Name: 50’.(” {\45 ;c’c llm/t{j i",f [;/,J Hitlian

03/0/3/2:”{“ W

o Todd WatE s
 Tresident

Exhiot J - Cantification Regarding the Federel Funding " Contractor .nm,ﬁ 2 Z

Accountatility And Transparancy Act (FFATA) Compliance
CUHMEIEI1) Poge 10l 2 , ose /0 ZJZZ-d/f
Page 150116
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Contact Attachment 1 - Department of Health and Human Services Exhiblts D through J

New Hampshirs Dapartmont of Health and Human Services
Exhibit J

EQORM A

As the Conlracior identified In Seclion 1.3 of the General Provisions, | certify that the responses 1o the
below listed queslions are true and accurate,

1. The DUNS number for your entity is: / ?86’ 750 5’7

2. Inyour business or organization’s preceding completed fiscal year, did your business or arganization
receive (1) B0 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, andfor cooperalive agreaments; and {2) $25.000,000 or more in annual
gross revenues trom U.S. lederal contracts, subcontracls, loans, granis, subgranis, andfor
cooperalive agreements?

_Z_ NO __ __YES

it the answer to #2 above (s NO, siop hare

If the answer to #2 above Is YES, please answer (he following:
3. Does the public have access to informalion aboul the compensation of the executives in your
business or organlzation through periodic reponts filed under section 13{a) or 15(d) of he Securilies

Exchange Act of 1934 (15 U1.5.C.78m(a), 780(d)) or seclion 6104 of the Intlemal Revenue Code of
18887 . .

<‘r¢\\_ g NO YES
o
If the answer to #3 above is YES, slop here
If the answer 1o #3 above is NO, please answer the following:

4. The names and compensalion of the five mosl highly compensaled officers in your business or
organization are as follows: .

Name: . Amount:
Narne: Amount;
Name: Amount:
Name: Amount;
Name: Amount:
]
Exhiblt J - Cenification Regarding the Federel Fund-ing Contractor Initigls
Accountabllity And Transparency Act (FFATA) Compliance
CUWOHHSA 111 Page 24l 2 Date
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LIATE OF Mo NanaFio
DEFaA TMLMT OF MEALIIY AMO MUBAAM S5 ROACES *
W NAMPLERE (LI CTRORSC CVSTALY SAETVERLAMCE STSTEM

CONTRALT ATTACHMENT T - COWNTRACT I513-08) RrCRs Enctut)

"BUSINFSS RIQUIRENIENTS

Scientific 1echnaingies Corporstion (STC) shall provide

RO »n detatied tetow pnd
owthanard In the Scope of Work, -

STC apreds Lo meet Ty reguirement,
7

eL2

Provide upcaies of the Sentine|, Tuberrulosls [18) Program
Ares Moduie (TB PAM] and Patient Repering Mwestigation
SearvaTIACH Manaprr {PRISM] prochucts via 1he isLzfation
rocits [xtaftation performad by STCL

STC agrees 10 meet this reguirement.

1.3

MMHMnmﬂwmﬁm'wm
pwrpoiat ot ke ast 30 ¢y priow.

STC pgrees 16 meet this reguiriment,

B1.4

Datadate Adminit1rater (ORA) retponidilties seaied to -
perfoemance and by e mairtanance,

STC agrees 10 mert this ecuirement.

815

Database backups are handied via M3-SOL scheduled dasly
eventy, wikereby rightly Baciups of Uve database wil be wored
jom tve production deives Thirty daity hachups will be retalned,
[Tha 30U soripting recuired to make this happen wil Conzinue
to be she ncpantibiiny of S1C, STC widd monitor the

1peviormance of thil 1CHot 3T K 31T weldy [0 entare Tt wiibie

Backups ae being correctly 110000 O D dibve,

STC agreei 10 Mewt LMs ¢ equiremer.

e

Ay Changes i bac i procrdures performed by §1C will be
communicated 10 the SLate PR vid wDda1ed SOCUmen Jion,
AN COtUs 2190¢ it rd with problems & restore O recoves from a
laure dut 10 compromiied STC Backup of Scchures will by Lhe
retponthdy of 5TC.
QHPEAALHTS PRI

STC agreet 10 meet thit requirement.

not a3X".

. Ao 3 wied 10 pever Syphil caves 30 intervbew Ax3ed on the requid smenty grihered aod
requirrmens STC sgrees 10 Matl ths teuirement. 3 Uraytes prowied.

¥i3 [ Al & Aew ot RN 10 W0W OF OO0 Fequine Uier 10 enter Based on the requirement Lathered and
morbidity cownts, STC sgrees 10 meet thn r cguiremment, feviimates prowided.

o |add the abitity 10 enter AEEItvE LD wikhin PRISM 10 imorowt Bated on the Hrquirtments gathered and
7 |monharing nd repoing. STE agrees 10 mart U reguivement. estimates prowided.

a4 lAdd the ability to indicate ;v a0 laerview was a1gned and Basad on the ricle omens 2othered and
T e, iy STC agvee Lo meet thiy Teouiryment. s thnptes orowided.

ws the b Jors wath 3 celault anpwer of “Dnd Baved on the requirements gathered sod

STC agtees 18 meet this reguir ement,

festimates provided.

b2k

Contrsfie the notes wolion on oret L

S7C agrees ta meet this requirement.

Arted On the requirerhents gathered and

timrtes provided,

Page f ol 9
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STATY OF mi'f hilimDut]
P AXTIDNT OF HEALTH AMD HUSLAN $LRCVICT
WOw AAMPLNE CLICTRORC COLASE SLAVELLANCE 3TSTEM

CONTUALT ATTADRMENT J - CONTRALT 3013081 RICRLMIMW [ NTS

TTAUSINESS REQUIREMENTS

nIRT REQUIRLA LTS 18 PARS

Mtegrite § Muriing Flow Sheel of Pudic HeaTth intervantions

L Log 1o xoresse efficendies within TEPAM and tappon nud.mthammmundmc

reporting reeds. M $STC agrwes 1o mewrt this requicermany W
T Ub£73 15 vaibw SEront] b wathan TEPAM & i ease on LAy requirements gathes €d 360

it wartices effichency and viewing of dits to muks informed M [3TC sgrees 16 met this tequinement, STSLES privided.,
- Aased oy the requirsments gaihered and

Trarstor dala rom 3 Th-Contac) to 2 Th-Ative ron wstmtet provided.
P BEGLISE AL IS Sy T : — — o

[ Aove it the STty 1o Indiemte & Cig 'wa borit 10 Toliow=p
8119 2t ther e iony why, In ackdiion the (i wil need (o be .
exportable and wearchatée for tollow vo, mondtodng snd - Based on the requiremems gaiheved and
reporting pwrposes. M |STC agrees 1o meet U requirement, £4tnte provided.

[Crrrent hanction ality 3Mcnen Berts 10 viewable by Oty Jdmin
B811] [t but can ondy be sent 10 one emall addrets Thiy sdded

|hanctionalisy will aliow the adeis 1127 (0 create sherms Ihat e Rirtact on Ehe trguirenweaty gathered and
tent 10 mealtiple emudh, M STL igraes to mert it reguiremnent, - rl
[SRT; Enable the Pirysicias Card fnctionality with the sdoed Lyme Brsed on the regquirements mhnc&anﬂ
) sz ate Curertion - M STC m_ignc!uhh IW. ratimates previded.
L3 Ald 3 rew Tiedd to Caoture the d2Te 20 Invettigation i ineriated | Ba3ed on the requiremeats [acuered ang
7o be vied tor COC reportng. M ISTC agrees 1o ment Thit reqtiterment. P prowiced.
6214 |, gration of e Foem ML Tool 1¢ alow Admin (lsers Bared on the reguirements gathered and
1o devidap thew own farmy ;1 needed, M STC BEMEes 16 MEtl il Mguinement. - festienates prowided.
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TUAL VTGO RTINS

FTATE OF NTW Mldtrfriant
BFAt R uY OF WAt AND MM 1L BOWEE
MEW HAALFRAR] (LICTROMIC Dudf a3t SAMVELLAMTT SYSTEMm

CONTRACY ATTALMAMEW? ) - CONTRAZT 315063 MO0l MINTS

AbTity L0 8cTEss B3ta n w1 Open Sardards W ets drvers {plene

The only wiy 19 sccess The dats I LWough the

APPUCATIGH StIUIY

Verity the idendty of or swthendicate 3l of appiitations, serviies,
and peocrises beforr Miowing vie of the Syiiem 10 o tvent

A L] -
secily Bapportrd werdon in the comenenty ekl per DolT restrictd
The sysiem wofrwane scheres to open sangands and i ot -
Al2 . $TC agrees to maet this
o . ) T reguirempni,
413 |The ¢atabawe plartorm rdheves 1o opth dandardh., M " STCagrees o meet this reguirement,
The Salution must comply with Open Standarcs nspecified in
AL JRSA T1-R:10 end 21-R:1), Inchuding but Aot Imited o Open BIiy “ STC agrees to meel this requirement.
Formpcs, .
[Web-tasrd compatible and in ond Drmance with tie {OT0wiRg .
AlLS \WAC standards: [¥] STC agrest to meet thiy require mendt,
AL XHIML 1.0 L STC agrtes to meet thh requiremen.
ALY 532 L 5TC agrees 10 me et this requirement,
ag Tt 1.0 {lowth editon} [¥] $TC agrees to meet s requirement.
ALY |abilty to in 3 veriual e , with Vidwiare &4 57C ngrees to meet this requirement.
A3.10 |Compatisibty with EMC Metworker lor managing backups ) $7C agre et 10 Meet thiy reguare ment.
Oparates on an Orad e/l or Microsaht SO catbase platiorm
A3l Y] $7C agrees 1o meet this requine ment.

ALI2 |aceess to mappropriste or confidentlal 312 or senvices. M STC agswes 10 cheet Dot require ment.
Veridy the Wartity snd authraticate alf of the watem's hovnan
users belore aliowieg twm 0 wid s copabibtiet 10 prevent _ .

AL | ettt 16 inagoroprate o conlidential data or services. . M $TC agrees 1o meet th requirement,
[Entorce unique witr names.,

All4 M ST agrevs o meet Wsis requirement,

.

Enforce compler Satiwords (or  Administrator accounts of 1en

A11S Irharmcters of move d, with Dolf'y ide User L) STC agrees 10 mert (A regultement,
lActowns ond Mot sword Policy
F[nl‘m the vie al comaler prywordh for prnevalysen using .

A L] b

1.16 lerien, nd haeacten STC agreet to meet (A requitement.

ag.17 [ECTYPE BaIwOrds in ransmision and 3t reu wihin the - STC agrews to meer (s reguirement.
|database.

a3.14 [[mire pesmenrch shier 30 davs. - ™ STC agrees to meet this requirement, Thiv is comfiguratile by the wate,
Acrivorite vicrs and (e appECStorn L Of cvevl ACEETLY LY

A1,19 {insggwrprizie ov confadentlsl dala o0 wrvices, ] STC 45760 40 Attt L roquirement.
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AL 0

Provide ability 16 Urmil the numibes of peopie that & grant of
change suthortzations '

STATE OF MW MALAPTMEL
CEPANTMENT OF FLALTH AMD MURAAN 3¢ ROWVICTE Y
TV FAA PLATEE CLE CTROMIC DELEALT SLITWIILLANCE $75 1T

COMTRAL: ATTACRAINT 3. COXTRALT 7015043 AT QUNRE MENTS

APPLICATION SEQUIRENL

STC agrres 1o meet this reoulrement,

a2y

{Eszablich abifity 1o enforce wrion Timecuss during periods of

racthvity.

STC agrees 1o meet this requirement,

A1}

(At apaBoaton has been tesied and havdened (9 prevent
critical 2 poication tecurity Rawl, [ Ar 2 minikmum, the spplcation
1l e terTed agvinc 3l Mpwry outiined In the Dpen Wed
Application Security Project [OWAS?) Top Ten :
(VO e owasd orgfied e phe/OWASP_Top_Ten_Propal

ST agrees 1o meet thi reauirgment,

A1.23

The spplication sthall act store suthertication ¢redeatiaty or
seraitve Ools in s code.

STC agrees to meet this requirement.

AL

’A.'l Al 0empted scCrINes Dhit Il Ioevini sl in, sutiei At sl
wrthyr iz sion retuliements

STC agrees to meen this rrcsirm.ml.

ALY

The sppicatnn vhall ing &8 acTuties Lo a cyrrad Lerver 1o prevess
fpartier b a0 e ation £ ATaction (om drwing (hat ey Aive Token
place. Tha gy mwst Be el oo 4 months,

4TC agrees 1 maet this requirement.

The apelcutitn mril Witw & v3e¢ [0 CDRLTHY THHMInIbE § HALOR, Hg

of the ariew 1eti0m thoulll Teen meoman,

STC egrees Lo et this requirement.

D et WLk SOMTurarg 200 SYFRPan ServicE far prpthing sther {han Lheir
devigred for e

$TC sgrers to meet this reouiremenl,

The spobcrilon Data shaH b DrowCUES Irom vl ULNOANM UL i 5T
sl

SIC sgrees to meet this reavire ment.

Lieh MYy strtvE Data o prewte ey tred

STC zgreri to meet thi requicement.

MOV F UBTIIOET WAl Nl FEmOvE ©F

T security requiry ments.

STC egrees to meer thiy reguirement,

AL

[Credter CAAEE M AREEMEY] SAOSTTITIOIDS Mt praced e

STC agvees te meet this requirement,

Pageaold
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STATE OF NIW bLa VWPTear
EEPANTSMNT O L ALTI ANO HLMAY STRCVCTS
WEW nALIPLIT T LLCTROME DISEASS SUMVERLANCT 573 TTWM

T X1>-0L Ty

TLSTING

Al components of the Sofrware 1hall be fevicwad Bnd tested to)
erviure they protec the Suxte's web dte rd ity related Datal
nts.

STC agrewt (0 mewt This reguisemem,

T2

Stienilic Technologles Compin ation thall be responsibie for

eCur ity testing. 34 apprapriate, Tents thall inCws on the technical,
Adrrindttrative and phyaical security controls that have been

jaen] pred Into the Svilem architecture in order o provide the
neceany conkde ntiafity, Integricy snd svailabilty.

$TC agrews to swet (s reguirement.

™

Test for ientiicaion snd Authentication; wporis oblining

i ion sbout ThOwe DIFtiTS JTempting 10 kg OMO 3 YLt
os application for security purpoiey and the vabdation of usery

STC agrees I meat thiy rpabrement,

Test lor Accers Control; spports the management of prMIOnNS
Tor logging DM & COMOUTE B Tt wort

STC agreet 10 meat INY recaskement.

Te 10f eNLIYDUON, tuppartt the #ncoding ol datd for tecurity]

$1C 210wt 1D Mot Lhis reQuirement

Tesl the Intnalon Deteetion: woports Ow deteclion of Bega))
erira nee intn 3 computes yxtem

S1C agiees 1D Mmeet This nquumeni.

Test the Verdlcation fystare; wwppons the onfwmition - of]
aaharkty 10 enter 3 COMPULEr TYATHM, 3PDIICILION OF NETwOrk

ST agreet to meet thia fequivemens.

e

Tt the Digital Spnature; guorantees Lhve wnaltered siale of 2 fila

HTTPS Isgoatrolied by DoIT

119

Test the U Mamagement fCanNe; wuptors the adminiciratan)
ol computer, applicstion 3nd Networt Jccoumty within an)

organization.

$TC agrees 1o mert this requisrment,

TLI0

Test Role/Priviege Maagernent; wogors (N prantng of]
labikites 10wt or groups of Uity ol 5 computer, applic stion o
vtk

STC agrees 1o meet L reguitement,

T

Test Auch Trall Canture ang ARSIVSH; tpports U idemification|
wd monitoring of activitiey wathin 3n 3ppBcation of syriem

STC agrees 1o meet this requirement.

TLL2

Test ngant Validxion: eraures the application i proiecied fom
butfer owerflow, crmvite wriing, 501  injecGon,  and]
funbut horlsnd sccevs of Hley sandbor dicectories on the server,

STC agreet 1o et this requirement,

1

Prior £ the System being moved il procuction, v Vendor
1hall provide results of ol securfly teating 1o the Depanment of

indormation Technology for caview ang accestance.

STC agrees Lo vt Lh requisement,

Page S of 9
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RO HIRG S . ..
Sclerritfi Technologles mutt test the softwire and the sytiem
uing an Industry standard ad State Approved triting

e thodology n morr fully deaorbed I the Contract.

STATE OF MEwW MaddtBiar
DEPARTMENT OF HIALTW 00 oo ruann 4E BOVIELS
WOW NALIPLART [LICTROMC Griyaly SUAVERLANCT SYETTM

COMITACY ATTACHLHNT 7 - COMIRACT 20 35-003 FIQUENDM I VT

T TSOING:

STU agrees 1o metl this requifement.

T2

Scientific Technologies Corpor ation swst perform apoiic.stion
$irest vesTing ared suning i move tully Seicrited I the Contract.

STC agrees to meet thh nequirement,

T3

Inszalation Testing

STC agrees 1o murel thiy requitement,

1nd confirmation made by Stace

14

St port ke Uner Acceptance Testing

UAT will be bead DY the State

UAT s2riprs thal tar provided electr arically 10 the State fos rerting
and acCwpLEnCE.

STC ngrees 12 meat this resuictmen.

128

UAT seripnts thall be 0:Ovided in 3 Word/POF format and resultn
Jrom It te3ting will be thared back with Sdentidic Technologies
(Corporathon.

STC apvees to meet this reauiremens.

Crizical bautt identifNed vl be resabeed by Scentific
T echnologies Corporation pelors drploymens.

STC agrees to meet this reauirement.

Pageboll
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_Som:i Technologies Corporation’s suppen  and malmen:n shall

SUPPORT &

rommence voon the fflective Date and extend through the end of the
Contract term. aned any exteriions thereol,

STAFE OF MEW HAMPSHIRT
OUFARTMENT OF HEALTH AND HUMAN SERVICES
NEW HAMPSIRE DLECTROMC DISEASE SURVENLANCE SYSTEM |
CONTRAZT ATTACHMENT ] - CONTRALT 1015063 REOUIREMENTS

 MAINTENANCE REQUIREMENTS

STC agrees 1o meet this requirement,

b1

Malatain the Software In accordance with the Specifications, terms, and|
requirements of the Contract, inchuding providing. uogrades and fixes o
required.

STC agrees 1o meet this requirement,

$1.3

Repak or replace the Software, or any portion thereol, so that the System
operates in accondance with the Spedifications, 1erms, and requiremenis of]
the Contract.

STC agrees to meet this requirement.

$5.4

The State shall have unlimited sccess, wia phone o Emall, to the Vendor
technical support Stafl between the hours of 8:30am 10 5:000m- Monday,
twu Friday EST;

STC agrees to meet this requirement,

S5

Scientilic Technologies Corpocation's resporse tive for suppor shal
cordorm to the specifc defikiency dass 3t described in Terms and
Conditiang_

STC agrees 1o meet this requirement,

116

Scientilfic Technologies Comporition will guide the State with possible
solutions 10 resolve Bsues to maintain 3 fully functioning and integrated
system. that k hosted within the DoiT environment. "

STC agrees 1o meet this requirement.

31.7

Scleatific Technologies Corporation shali make available to the State the
latest program  updates, general maintenance  releases. celected
functionaSity releases. patches, and Oocumentation that are generally
oftered 1o ity customers, at no additionat eost,

5TC agrees to meet this requirement,

b1k )

Scientific Technologies Corporation shall maintzin 2 record of the activities
related to warranly repaw or maintenance actvities performed lor the
[Sate:

STC agrees to meet this requirement.

319

For 3l maintendnce Services calls, The Vendor shall enture the following)
infermation will be coflected and maimained: 1) nature of the Oeficiency: 2))
cwrent status of the Defliciency: 3] action elnd, daies, and times: 4}
expected and actual completion tiene; 5§ Defciency resolulion information,
6] Resoled by, 7) Memlying number Le. work order number, &) lisue|
identitled by,

STC agrees to meet this requirement.
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$1.10

The wvendor murst work with the $1ate to identily and troubleshoo
potentislly Bree-scale System falures or Deficiencies by cofleciing the
following information: 1) mean time between ieported Deficiencies with the
Software: 2) dlagnosks of the root cause of the problem; and 3] idemification
of repeat calls or cepeat Sohware problems,

STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH ANO HUMAN SLRVICES
NREW HAMPSHIRE £, ECTRONIC DISEASE SUNVERLLANCE SYSTEM
COMTRACT ATTACHMENT T - CONTRALT 2035083 REQUIREMENTS

" SUPPORT & MAINTEMANCE REQUIREMENTS:

" " STC agrees to mert this requirement,

Limited to the STC Software

5t

Phase 2: Vendor shall prowide and madntain 2 source code bbrary with
a3sociated Documentation. Vendor will provide access 19 source code and
rsodated Documentation to NH and will not impede such access Inany
fwiry. NH requires such Xcets to enable NHEDDS/PRISM/TE-PAM
sustainability In the event of any disruption in contractual relationships
between NH and Vendor. Nanproprietary information will be upleaded to 3
repasitory, ie., Harvest, on a periodic basis.

M STC agrees ta this requirement,

$1.12

All user, technical, and System Documezntation as well 3s Project Schedules,
plans, status reports, and cortespordence must be maintained as Prajecy
Documentation and accessible in electeonic Jormat from 3 shared repositony,
i.e.. Harvest. Nonproprietary documentation must be provided 1o load on 3

periodic basls,

STC will uplaad all apphcable documentation 10 NH's
Harvest repository, Alteenatvely andfor additlonally,
M STC wili provide access to owr dleat portal and other
tooks for document sharing and access.

Page Bof 9
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P11

STATE OF HEW HAMPSHIRE
OUPARTMENT OF HEALTH AND HUMAN SERWCES
NEW HAMPSHIRE ELECTRONIC DISEASE SURVEILLANCE SYSTEM
CONTRACT ATTACHMENT 2 - CONTRACT 2015-063 REQUIREMENTS

meetl nitia 1 { each n g

'PROJECT MANAGEMENT

STC agrees to meet this requirement.

P12

Scientific Technologies Corporation shall provide Project Stafl as specified in
the Contract,

STC agrees to meet this requirement.

Scientific Technologies Corporatioa shall submit a finalited Work Plan within
ten {10) days after Contract award and approval by Governor and Council,
The Work Plan shall include, without limitation, a detailed description of the

+ |Schadule, tasks, Deliverables, critical events, task depéndenties, and

payment Schedule. The plan shall be updated every week for any work
campleted in 2015 and every two weeks {or work completed in 2016 and
beyond. !

STC agrees to meet this requirement,

PlL&

Scientific Technologies Corporation shall provide written detailed weekly
status report for development work in 2015 and biweekly regorts in 2016
and evety year thercafter, Status reports include work completed, work
perding deadline adjustments, and any relevant updates on the progress of
the Project, which will include expenses incurred year to date.

STC agrees to mee? this requirement.

P15

All user, technical, and System Documentation as well as Project Schedules,
plans, status reports, and correspondence must be maintdined as project
documentation. This shall be in either Word, Excel, PowerPoint or PDF
format and emailed 1o the State’s froject Manager.

STC agrees to meet this requirement.

Page 9 of 9
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Ve
STC

General Description

This Statement of Work (SOW) identifies and describes important milestones and deliverables for the
period of performance outlined below between Scientific Technologies Corporation (STC) and the New
Hampshire Department of Health and Human Services {DHHS). This document covers the New Hampshire
Electronic Disease Surveillance System (NHEDSS), which includes the following products:

*  Sentinel {core/base sysitem),

e T8 Program Area Module (TG PAM) and

* Patient Reporting Investigating Surveillance Manager {PRISM).

The budget details the costs of maintenance in the Base Year broken out by product.' It also details the
major discount STC provided for the purchase of a sulte of services. This discounted total of $275,227 is
scheduled to remain at this rate for yeai 1 and 2, followed by increases by 2% percent every two years.
This Is reflected In the maintenance table below. As requested, an expense in State Fiscal Year (SEY) 2016
also includes development supported by federal funds.

Period of Performance
The period of pedformance is made up of a base year plus 4 additional optional years:

¢ Yearl: July1, 2015 to June 30,2016
*  Year2: July1, 2016 toJune 30, 2017
*  Year3: July 1,2017 to June 30, 2018
*  Year4: july 1, 2018 to June 30, 2019
s Year 5 July 1, 2019 to June 30, 2020

NOTE: A separate Scope of Work provides detail on the development work planned under this agreement
i for year 1. The option years do not include product enhancement funds at this time and will be defined
! prior to each option year. '

' ACEHNAC TECHANOLOGILS CORPORATION & M \V AALIEAHINE T

HRISKE STV
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Budget ,

Base Year

dated Maintenance and Developfnen

W T

. 1 : B2l , iy
1 Maintenance: NHEDSS $214,000.00
1 Maintenance: T8 PAM $34,027.00
Maintenance: PRISM . $27.200.00

Total Malntenance
Note: NH DPHS has purchased 4 months of malntenance from July 1, 2015 to

October 31, 2015, Subseguently, the year 1 price will be reduced 10 5183,484.50. $183,484.50
4 Product Enhancements; Federal Funds $ 243,000.00
Total Enhancements ’ : $243,000.00
Grand Totat (Maintenance + Enhancements) $426,484.50

Maintenance: Option Years 1to 4

onsolidated Maintenance for Option Year ].t_hru 4

.

P e

-~

1 Maintenance: NHEDSS $214,000.00 $218,280.00 $218,280.00 $222,645.60
- e

2 Maintenance: T8 PAM $34,027.00 $34,707.54 $34,707.54 $35,401.69

' $27,200.00 $27,744.00 $27,744.00 $28,298.88

3  Maintenance: PR_ISM

Total Malntenance $275,227.00 $280,731.54 $280,731.54 $286,346.17

NQOTE: The discounted total of $275,227 is scheduled to remain at this rate for year 1 and 2,
followed by Increases by 2% percent every two years. This is reflected in the maintenance table
above.
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Notes

The following notes are related to each item listed in the budget.

ltem 1: As part of this SOW, STC will provide support for Sentinel and all associated components
available in New Hampshire at the time of this contract. A full list is in Appendix XX. If customizations
are desired by the DHHS, these changes can be made available via a Change Request'process.

itern 2: As a part of this SOW, STC will configure the TB PAM solution for DHHS. This configuration
includes implementing DHHS-specific variables. Configuration does not include any customizations to
the application. If customizations are desired by the DHHS, these changes can be made available via a
Change Request process.

Item 3: As a part of this SOW, STC will maintain the version of PRISM installed at the start of this
agreement as well as the Integration of PRISM and the New Hampshire Electronic Disease Surveillance
System (NHEDSS). Additionally, the vendor will work with DHHS to review new versions of PRISM as they
become available to determine the best approach to implementing the update if desired by DHHS. $TC
will perform four impaorts of the HIV AIDS Reporting System {HARS} CSV annually. The dates for the
imports are: lanuary 15, Aprit 15, July 15, and October 15. STC will'provide the HIV Partner Services
extract in September and May of each year or as required by COC for grant reporting purposes.

Implementation of new versions / updates of the software will not exceed twa per maintenance year.
This is a maintenance agreement only ta maintain existing functionality and to install up to two new
updates of the software and does not include any additional customizations or development of new

- functionality. If customizations are desired by Lhe DHHS, these changes can be made avallable via a
Change Request process

ltem 4: For Year 1, NH expects to receive $243,000 from federal funds that will be allocated toward
" product enhancements for NHEDSS, TB PAM and PRISM. A separate Scope of Work prowdes detail on
the development work planned under this agreement.

I SCLNIFIC 1ECHNOLOGICS CORPORATION 1 NIEY HALIPSINRL HIIDDS/ID PaLyPRISEY SOW
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Maintenance

There are numerous benefits to purchasing a sofiware maintenance agréement with STC. In addition to
experienced staff with specialized experience in communicable disease solutions and programs, COC
relationships, and key relationships/affiliations with nonprofit arganizations/associations, maintenance
agreement holders also receive: .
s Sentinel and TBPAM:
o Quarterly rq!ea ses that include new feature enhancements and scheduled bug fixes {at
least 4 per year)
*  PRISM:
o Within one month of release, STC will review new releases of the PRISM software with
DHHS staff to determine whether the release should be accepted and the best approach
for incorporating the release.
o Upto two new releases will be installed within three months after becoming available
each year. DHHS will work with STC foliowing thair review of the version and determine if
NH would like to take the upgrade.
o STCwill participate in conference calls with other vendors or state health departments if
needed 1o resolve PRISM-specific issues.
o Scheduled bug fixes for any deficiencies or problems identified with the existing or
updated software on a mutually agreed upon schedule between STC and NH DHHS,
¢  Help Desk Services ‘
) o Hours of operation: Monday — Friday, 9AM-7PM Eastern Standard time(excludes 5TC
Holidays - See Appendix for STC holidays)
o ~ Help Desk staf via calls and emails
o JIRA, help desk software accessible 1o State users
o Woeekly or bi-weekly status calls as agreed upon for a contract
+ Consortium
o Enhancement leveraging between consortivm members
o Facilitation of leveraged effort opportunities
o Monthly conference calls for information exchange and decision making
o Annual User Group Meeting
+  Documentation '
o Release/patch notes
o Updated documentation with each release
NOTE: STCis not responsible for providing any documentation that relates solely to the
PRISM software.
o New dacuments created based on client needs or requests
o Documentation portal accessible by all clients
* Additional features are occasionally added/updated in the application at STC's sole discretion.
These may include:
o Perdormance enhancements
o Screen formatting iImprovements
o General improvements such as new reports, data import toals, help tools
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STC

Training

Training Is not included in the Statement of Work. Once the system is ready, a virtual demonstration of
the system enhancements will be provided to OHHS during one of the regular canference calls. Training Is
avallahle at an additional cost, upon request.

Database Administration Support
Vendor Responsibilities i.nclude:

» Provide updates of the Sentine!, TB PAM and PRISM producis via the installation process
{Installation performed by STC).

» - Provide schedule of updates and/or patches far planning purposes at least 30 days prior \

* DBA responsibllities related to performance and log fite maintenance.

* Database backups are handled via MS-5QL scheduled daily events, whereby nightly backups of the
database will be stored on the production drives. Thirty daily backups will be retained. The SQL.
scripting required 10 make this happen will continue to be the responsibility of STC. STC will
manitor the performance of this script at least weekly to ensure that usable backups are being
correctly stored on the drive.

s Any changes in backup procedures performed by STC will be communicated to the State PMvia
updated documentation. All costs associated with problems to restore or recover from a failure
due to compromised STC backup procedures will be the responsibility of 5TC.

Customer Responsibilities include;

¢ Dally backup of the servers including the application and the M5-5Ql produced database
backups will be the responsibility of DolT. Any and alf costs assotiated with problems Lo restaore
or recover from a failure due to compromised DOIT backup procedures will be the responsibility of

! ‘the State of New Hampshire.
= (Obtaln approval from STC before making any modifications to the application outside the updates
. provided via the Installation process or run any script that will update the database {(STRONGLY
NOT RECOMMENDED).

«  Upon notification from STC of any environment changes or planned updates, the State Project .

Manager will notify DolT of any updates or patches for planning purposes at least 30 days prior.

i

_'z'tio'iﬁ'n r'.{:,jjl-n'ns:\l oW -
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Service Level Agreement )
STC utilizes tools receive, prioritize, and resolve deficiencies reported in the applications.

@0
STC

STC provides continuous technical support outside our normal business hours of 9AM-7PM Eastern
Standard Time when a client has declared an emergency response situation or when critical deﬁclencies
arise that must be resolved.

Deficiencies reported through the STC Help Desk are addressed according to the severity level assigned by
the cllent and 5TC staff. The helpdesk web-based issue tracking system (JIRA) will be made available on
24/7 basis 1o aid both parties in tracking reported issues.

STC uses remate diagnostics technology to connect to the State’s Software system/terminals for
troubleshooting, repalr, and upgrades.

JIRA Ticket

_Priosity

Deficiency Leve!

Critical: Indicates that users are unable to
perform critical known and documented
workflow functions and there is no
workaround; demands immediate action,

s Softwore: Application foils to
execule or execution couses dala
integrity problems.

e Written Documnentation; missing
significant portions of information
or unintelligible to the State,

*  Non-Softwore: Services were
inopdequote and require re-
performonce.

Response

Except for those occurring outside of normal
business hours, all critical deficiencies notices
received by 5TC during normal business hours
shall be acknowledged by either.email or
telephone response within one (1) hour of
receipt of the request, and remedial services
shall be initiated within four {4) bustness
hours of receiving the notice of the critical
defictencies. Target resolution Is one (1)
business day; however, the Project Managers
shall have the discretion to negotiate a -
different resolution date. STC's response shalt
include onsite visitation or 1elephone
assistance as necessary to resolve the
deficiency.

High
{possibly
Medium

Serlous: Indicates that this issue has a
significant impact but users can perform their
known 2nd documented critical workflow
functions or a workaround exists.

s Softwore: important, does not
stop operation and/or there is a
workaround and user can
perform tasks.

s Written Documentation: portions
of information are missing but
not enough to make the
document unintelligible,

*  Non-Software: Services were

Except for thase occurring outside of normal
business hours, all serious deficiencies notices
received by STC during normal business hours
shall be acknowledged by either email or
telephone response within four {4) hours of
receipt of the request, and remedial services
shall’'be initiated within eight {8) business
hours of recetving notice of the serious
deficiencies. Target resolution includes
correction in the next scheduled patch or
release; however, the Project Managers shall
have the discretion to negotiate a different
resolution date. STC's response shall include
onsite visitation or telephone assistance as

. -M"aHHI M F Hl'\hﬂ. f‘\. 1IPH15I\ \OVJ
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JIRA Ticket
_Priority

Deficiency Level

deficient, require re-working, but

do not require re-performance.

STC

Response

necessary to resolve the deficiency.

Medium/low

Non-Critical: Indicates that impact to users is
minimal and can be addressed by business
process or training.
v Software: minima!, cosmetic in
nature, minimal effect on users.
s Written Documentation:
minimal, cosmetic in nature.
*  Non-Software: Services require
only minor reworking and do not
require re-performance.

Except for those occurring outside of normal
business hours, all serious deficlencies notices
received by STC during normal business hours
shall be acknowledged by either email or
telephone response within four (4) hours of
receipt of the request, and remedial services
shall be initiated within eight {8) business
hours of receiving notice of the serious
deficiencies. Target resolution includes
correction within the next two scheduled
patches or releases. Target resolution is three
{3) business days; however, the Project
Managers shall have the discretion to
negatiate a different resolution date. STC's
response shall include onsite visitation or-
telephone assistance as necessary to resolve
the deficiency.

VS0
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Appendix A: Sentinel Components

Product Code

Epidemiology Software {Scatinel)
Product Name

STC

X.SENTINEL/DB

SENTINEL Database

X.SENTINEL/ELR

SENTINEL ELR Interface®

X.SENTINEL/ELR/CMS

SENTINEL LIMS Code Management Suite

X.SENTINEL/EM SENTINEL Electronic Messaging
X.SENTINEL/CNMS Case Notification Messaging System
X.SENTINEL SENTINEL
X SENTINEL/ALERT SENTINEL Alerting
X.SENTINEL/CT SENTINEL Contact Tracing
X.SENTINEL/FLOW SENTINEL User Configurable Workflow Pracesses
X.MP1SNS Master Patient Interface - SIS

Appendix B: STC Holidays-

New Year's Day

January 1st (Thursday)

Martin Luther King

January 19th (Monday)

Presidents Day

February 16th (Monday)

Memorial Day May 25th {Monday)
Independence Day July 4th (Friday, July 3td)
Labor Day September 7th {Monday)

Columbus Day

* October 12th (Monday)

Veterans Day

November 11th (Wednesday)

Thanksgiving Day

November 26th (Thursday)

Day after.Thanksgiving

November 27th (Friday)

Christmas Eve

December 24th (Thursday)

Christmas Day

December 25th (Friday)
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General Description

This State of Work (SOW) outlines the development and implementation of the tasks outlined below
far the STC Disease Surveillance products (Sentinel, TBPAM and PRISM) for New Hampshire's
Disease Survelllance Program,

Period of Performance

Period of Performance for base year: State Fiscal Year: July 1, 2015 10 June 30, 2016.

The work will begin upon STC recelving an executed contract (H2015.063). Development tasks will
be scheduled into the release cycle as appropriate for 2015/2016 starting with the November 2015
release.

Budget

The development budget is outlined in the Maintenance and Oevelopment SOW and includes the
following items;:

Development Budget Summary based onEstimated Federal Funds: 2015/2016

Consolidated Development for FY 7/1/15 to 6/30/16

"
ot ime g " e,

AR

1 Produet Enhancements: STD and TB Federal funds

through December 31, 2015 $51,200.00
2 Product Enhancements: STD and TB Federal Funds

January 1, 2016 through June 30, 2016 $41,800.00

Product Enhancements: Federal Funds-Ebola Grant $100,000.00

Product Enhancements: ELC Federal Funds $50,000.00

Yotal Enhancements without Optlan $243,000.00

Notes

As part of this SOW, the base year willinclude product enhancements for the following items,

ftem 1: NH will receive $51,200 from federal funds that will be allocated toward product
enhancements for T8 PAM and PRISM for work through December 31, 2015.

Item 2: NH will receive 541,800 from federal funds that will be allocated toward product
enhancements for TB PAM and PRISM for work January 1, 2016 through Jure 30, 2916.

Iterm 3: NH received $100,000 from an Ebola Grant which Is allocated toward form management
‘development within NHEDDS for work through June 30, 2016,

Item 4: NH will receive $50,000 from federal funds that will be allocated toward product
enhancements for NHEDSS for work through June 30, 2016.

’ﬂ-sm HTINIC TLCHIIOLOGIES CORPORATION: IS 1AL AIRE Erek (S DEVELOMPALIEE SOV ey d
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Development Schedule

STC follows a quarterly release cycle which integrates an agile development process.

R ot

Jly15,2015  November 30, 2015 November
October 15, 2015 February 29, 2016 February
January 15; 2016 May 29, 2016 May

Aprit 15, 2016 August 31, 2016 August

NOTE: STC will be working with New Hampshire an the final requiremerits gathering prior to the
contract being in place to ensure the first release (November 2015) deadlines are met.

The following is 2 list of development tasks based on the business requirements. Each task has
been initially reviewed with the New Hampshire program staff, estimated by STC and provided a
tentative release date, :

Yy iy, h e H fia N " ek B
1  NHEDSS Form Management Phase 2 $50,000 November 2015
2 NHEDSS Form Management Phase 3 $50,000 February 2016
3 NHEDSS Lost to Follow up Field $9,400 November 2015
4  NHEDSS Shared alerts 46,000 November 2015
5 NHeDSS Date Investigation Initiated (Maintenance, \ ber 2015

no charge) ’

7 NHEDSS Physician Card with Lyme Disease $19,600 February 2016
8 TBPAM Option to View Sentinel Lab Reports $14,000 Navember 2015
9 TBPAM Nursing Flow Sheet $17,000 2016
10 TBPAM Contact to Active Data Transfer $17,000 2016
11 PRISM Syphilis Interview ) $3,530 November 2015
12 PRISM Count of morbidity 58,780 - November 2015
13 PRISM Negative Labs $14,300 November 2015
14 PRISM Interview Assigned 57,060 November 2015
15  PRISM Default risk answers $3,530 November 2015

16  PRISM Centralized Nates $7.800 February 2016

TOTAL DEFINED DELIVERABLES COST:  $228,000

NOTE: This only covers the items that will be included for Base year (2015-2016). Prior to each
aption year, NH and STC will follow the standard process to review the development task list to
prioritize ltems, gather raquirements and complete estimates. Development tasks will be
completed pending budget.

. SULNTHIL TECHNOLOGIES CORPORATION! TILEZHATHAMIGE L[ 0SS DLVELOPMTNT S0W
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Development Tasks

The following change requests (CRs) have estimated based on initial conversations with DPHS and
knowledge of the products and use. Assumptions and estimation criteriaare included. Should
reguirements change prior to the requirements deadline for the planned release then the change
requests will be re-estimated. CRs may also be re-prioritized ta best meet the programs need.

The following CRs for each product area are also defined in the Contract Requirements within the
Development Requirements. DPHS has defined 3 potential list of tuture development tasks that
have not been defined or estimated at this time and wili be in the future to appropriately match
the programs future needs.

- NHEDSS {Sentinel} Enhancements:

1. Integrate form management functionality to allow admin users to create farms on the fly.
o The initial form management functionality will be created through an xml form
that can be uploaded and used throughout Sentinel. The form management
functionality will be a joint development effort between NH and MS,
2. Expand on the Form Management Functionality to increase capabilities of question types

and logic.
3. Add the ahility to allow users 1o indicate a case was iost to follow-up and the reason why.
o Adrop down field with options of yes, no‘and unknown 1

o  When yesis selected a text field will be available to indicate why.
o Thelost to follow-up field to be exportable with a case and searchable for fallow-
up, monitoring and reporting purposes.
4. Expand the alert functionality to aliow alerts to be sent to more than one email address.
Add the ability to export a deduplication report.
6. Add the date an investigation was initiated. :
o This will be covered under the maintenance cost, but is captured here to include
in the development cycle.
7. Integrate the Physician Card functionality with added Lyme disease qué‘stions.
© The Physician Card will be a single user login available to all users that need to
complete as necessary.

v

T8 PAM Enhancements:

8. Create the abillty to view the Sentinel labs within TBPAM.

o The labs will be viewable within TBPAM, but not populate dats.
9. Create 2 Nursing Flow Sheet.
10. Allow TB-Contact cases to be transferred to TB-Active cases as needed.

PRISM Enhancements:

11. Remove requirements for interview records on Syphilis cases.
. 12, Allow morbidity to be included in Reports/Counts regardless of case status.
13. Add functionality to attach negative labs in one field record to another.
14. Create a flag that an interview was assigned.
15, Auto-populate all risk questions with a default value of "0id not ask”.
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