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Commissioner 603-271-5034 1-800-852-3345 Ext. 5034
Fax: 603-271-5166 TDD Access: 1-800-735-2964
Melissa A. Hardy www.dhhs.nh.gov
Director

September 2, 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Division of Long Term Supports
and Services, to enter into a contract with FDGS, Limited Partnership, a/k/a First Data
Government Solutions, Limited Partnership (VC #TBD), Brookfield, WI, in the amount of
$1,700,000 for the provision of an Electronic Visit Verification (EVV) System for all Medicaid
personal care services (PCS) and home health care services (HHCS) that require an in-home
visit by a provider, with the option to renew for up to four (4) additional years, effective upon
Governor and Council approval through June 30, 2026. 79% Federal Funds, 21% General Funds.

Funds are available in the following accounts for State Fiscal Year 2023, and are
anticipated to be available in State Fiscal Years 2024, 2025, and 2026, upon the availability and
continued appropriation of funds in the future operating budget, with the authority to adjust budget
line items within the price limitation and encumbrances between state fiscal years through the
Budget Office, if needed and justified.

05-95-48-480030-9318-034-500099 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH
AND HUMAN SVCS. HHS: ELDERLY AND ADULT SERVICES, STATE OFFICE ADMIN,
ELECTRONIC VISIT VERIFICATION SYSTEM

STATE OF NEW HAMPSHIRE 9\(0

State Class /
Fiscal Year Account Class Title Job Number Total Amount
2023 034-500099 Major IT Systems New $503,000
Subtotal $503,000

05-95-47-470010-8009-102-500731 HEALTH AND SOCIAL SERVICES, HEALTH AND
HUMAN SVCS DEPT, HHS: OFC MEDICAID SERVICES, DIVISION OF MEDICAID SERVICES,
MEDICAID MANAGEMENT INFORMATION SYSTEM

Fisizt:e i AC::I::: r: t Class Title Job Number Total Amount
2024 102-500731 Contracts for Prog SVC New $399,000
2025 102-500731 Contracts for Prog SVC New $399,000
2026 102-500731 Contracts for Prog SVC New $399,000

Subtotal $1,197,000
Total $1,700,000

W
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EXPLANATION

The purpose of this request is to implement an Electronic Visit Verification System for all
Medicaid personal care services and home health care services that require an in-home visit by
a provider. Electronic visit verification for these services is required by Section 1903 of the Social
Security Act (42 U.S.C. 1396b), also known as the 21st Century Cures Act. To bring the
Department into compliance with the 21st Century Cures Act, the Department is required to
implement electronic visit verification for in-home personal care services and in-home home
health services by January 1, 2023. States that do not comply with these regulations are subject
to fines equal to 1% of eligible expenditures.

The focus of the Electronic Visit Verification are those services provided through a home
visit in the person’s home. Eiectronic Visit Verification is not required for services outside of a
person's home, for those provided by a family member, or 24/7 residential services. With the
provision of services delivered in the home there is a federal requirement to ensure that care is
being delivered as specified by the care plan and authorized by the Department; and that publicly
funded resources are being managed and spent appropriately. The Electronic Visit Verification
_System will capture the six data elements required by the 21* Century Cures Act for home-based
personal care services and home heaith care service member visits including:

1. the member receiving the service
type of service
date of service
location of service delivery
the direct care worker providing the service, and
6. worker check in/check out times
Goals and objectives for the Electronic Visit Verification System are to:

o osw N

Ensure individuals receive the services they are authorized to receive;
Comply with the requirements within the 21st Century Cures Act;

s Provide data to support quality improvement and program efficiencies;
e Provide the Department with the ability to view utilization of services in real time;

« Improve the quality of care for recipients receiving services paid for with Medicaid
funds; :

» Reduce unauthorized services and billing errors, and improve payment accuracy; and
* Provide additional auditing tools to reduce fraud, waste and abuse.

Approximately 145 contracted service providers will use the Electronic Visit Verification
System, and they will serve approximately 15,000 individuals and families annually.

The Contractor will provide a commercial off-the-shelf electronic visit verification system
that will meet the requirements set forth in the 21* Century Cures Act and the needs of the
Department, the individuals they serve, service recipients’ families, and service providers. The
Electronic Visit Verification System will support all members who receive services delivered in
their home, including those who utilize member-direcled personal care service medels, and be
designed in such a way that it does not hinder the ability of individuals and/or families receiving
services to schedule services or choose where they receive their services. The Electronic Visit
Verification System is a secure system designed to protect the member's privacy. The Electronic
Visit Verification System will be able to report on key performance indicators.
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The Department will monitor the Contractor's performance with the following key
performance measures:

-» The Contractor's solution must be available twenty four (24) hours a day, 7 days a
week, excepi during scheduled maintenance periods.

¢ The Contractor must provide a real-time performance monitoring dashboard that
is available ninety-nine percent (99%) of the time, twenty-four (24} hours a day,
seven (7) days a week, excludin_g Department-approved planned downtime.

¢ The Contractor must ensure that the data integrity error rate and routing errors of
transactions is less than .001%.

o The Contractor must ensure all standardized reports are available online or
delivered to authorized users by the scheduled time 100% of the time.

e The Contractor must ensure the Electronic Visit Verification system provides the
capability to exchange and interface data with systems of record and process
updates in near real time (within three (3) seconds, 99% of the time).

¢ The Contractor's help desk must answer all calls within two (2) minutes or less of
the call entering the queue, as determined based on the monthly average.

The Department selected the Contractor through a competitive bid process using a
Request for Proposals (RFP) that was posted on the Department's website from December 14,
2021 through March 8, 2022. The Department received five (5) responses that were reviewed
and scored by a team of qualified individuals. The Scoring Sheet is attached.

As referenced in Exhibit A, Specia! Provisions, Section A.1 of the attached agreement, the
parties have the option to extend the agreement for up to four (4) additional years, contingent
upon satisfactory delivery of services, available funding, agreement of the parties, and Governor
and Council approval.

Should the Governor and Council not authorize this request, the Depariment will not be
able to comply with the requirements of the 21st Century Cures Act for in-home visit verification
and will be required to pay CMS penalties that will exceed the cost of this contract. The CMS
penalties include a reduction in the Federal Medical Assistance Percentage up to 1% for services
that require EVV.

Area served: Statewide
Source of Federal Funds: Assistance Listing Number #93.778, FAIN #2105NH5ADM.

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submiﬂed,

\

d

L . Shibinette
Commissioner

The Department of Health and Human Seruvices' Mission is Lo join communities and families
in providing opportunities for cilizens Lo achieve health and independence.



New Hampshire Department of Health and Human Services
Division of Finance and Procurement
Bureau of Contracts and Procurement
Scoring Sheet

Project ID # RFP-2022-DLTSS-05-ELECT

Project Title Electronic Visit Verification System

Maximum |CareBridge
Points Medical Group,
Available |P.C. First Data Netsmart Sandata Therap Services
Technig!
Proposed Software Solution 150 120 140 100 135 100
Project Management
Experience 100 85 95 75 90 65
Vendor Company 50 35 50 30 45 35
Staffing Qualifications 50 40 50 35 45 30
Subtotal - Technical 350 280 335 240 315 230
Cost
Price Proposal 150 150 150 0 111 0
Subtotal - Cost 150 150 150 0 111 0
TOTAL POINTS 500 430 485 240 426 230

[ TOTAL PROPOSED VENDOR COST [ $1,710,000 | $1,700,000 | $10,044,857 [ $2,290,000 | $1,256,938

Reviewer Name Title
1 Wendi Aultman BEAS Bureau Chief
2 Jane Hybsch Medicaid Medical Services Admin.
3 Karen Carleton Program Integrity Administrator
4 Roger Boissonneau MMIS Director
5 Ken Gagne MMIS Technology Manager
6 Grant Beckman BIS Financial Manager

7 DLTSS Information Technology
Kerri King Manager




STATE OF NEW HAMPSHIRE
DEPARTMENT OF INFORMATION TECHNOLOGY
27 Hazen Dr., Concord, NH 03301
Fax: 603-271-1516 TDD Access: 1-800-735-2964

www.nh.gov/doit

Dcnis Goulet
Commissioner

September 7, 2022

Lori A. Shibinette, Commissioner

Department of Health and Human Services
" State of New Hampshirc

129 Pleasant Street

Concord, NH 03301

Dear Commissioner Shibinette:

This letter represents formal notification that the Department of Information Technology
(DolT) has approved your agency’s request to enter into a contract with First Data Government Solutions,
LP, of Brookfield, WI, as described below and referenced as Dol T No, 2022-031,

The purpose of this request is to implement an Elcctronic Visit Verification System for all
Medicaid persanal care services and home health care services that require an in-home visit
by a provider. Electronic visit verification for these services is required by Section 1903 of
the Social Security Act (42 U.S.C. 1396b), also known as the 21st Century Cures Act. The
Department is required to implement electronic visit verification for in-home personal care
services to bring the Department into compliance with the 21st Century Cures Act, and
clectronic visit verification is required for in-home home health services by January 1,
2023,

This contract includes a not to exceed spend amount of $1,700,000.00 and shall become
effective upon Governor and Exccutive Council approval through June 30, 2026.

A copy of this letter should accompany your Agency’s submission to Governor and Executive
Council for approval.

Sincercly,

oo B

Denis Goulet

DG/RA
DolT #2022-031
cc: Michael Williams, IT Manager, DolT

“Innovative Technologies Today for New Hampshire's Tomorrow"
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FORM NUMBER P-37 (version 12/11/2019)

Notice: This agreement and all of its attachments shall become public upon submission to Governor
and Executive Council for approval. Any information that is private, confidential or
proprietary must be clearly identified to the agency and agreed to in writing prior to signing
the contract.

AGREEMENT

The State of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS
1. IDENTIFICATION,

1.1 State Agency Name 1.2 State Agency Address

TheDepartmem of Health and Human Services 129 Pleasant Street
Concord, NH 03301-3857

1.3 Contractor Name 1.4 Contractor Address
FDGS, Limited Partnership, a’k/a First Data Government 255 FiServ Dr., Brookfield, W, 53045
Solutions, Limited Partnership
1.5 Contractor Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number 05-95-48-480030-93 1 8-034-5000
99 / 05-95-47-470010-8009-102- | June 30, 2026 $1,700,000
262-879-5000 500731
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director (603) 271-9637
1.11 Contractor Signature 1.12 Name and Title of Contractor Signatory

sShane McCullough

bl Date:9/2/2022 ; "
S Authorized Signer

1.13 State Agency Signature 1.14 Name and Title of State Agency Signatory
Melissa Hardy
Tl u..,g Date?/2/2022 Director, DLTSS

1.15 Approval by the N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, M;@%qqquecution) (if applicable)

By: g Gmvno attorney O /472022

1.17 Approval by the Governor and Executive Council (if applicable)

G&C Item number: G&C Meeting Date:

Page 4 of 72
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Date:
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), - engages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform,
the work or sale of goods, or both, identified and more
particularly described in the attached EXHIBIT B which is
incorporated herein by reference (“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and all obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council approve this Agreement as indicated
in block 1.17, unless no such approval is required, in which
case the Agreement shall become effective on the date the
Agreement is signed by the State Agency as shown in block
1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior 1o the
Effective Date, all Services performed by the Contractor
prior to the Effective Date shall be performed at the sole risk
of the Contractor, and in the event that this Agreement does
not become effective, the State shall have no liability to the
Contractor, including without limitation, any obligation to
pay the Contractor for any costs incurred or Services
performed. Contractor must complete all Services by the
Completion Date specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder,
are contingent upon the availability and continued
appropriation of funds affected by any state or federal
legislative or executive action that reduces, eliminates or
otherwise modifies the appropriation or availability of
funding for this Agreement and the Scope for Services
provided in EXHIBIT B, in whole or in part. in no event shall
the State be liable for any payments hereunder in excess of
such available appropriated funds. In the event of a reduction
or termination of appropriated funds, the State shall have the
right to withhold payment until such funds become available,
if ever, and shall have the right to reduce or terminate the
Services under this Agreement immediately upon giving the
Contractor notice of such reduction or termination. The State
shall not be required to transfer funds from any other account
or source to the Account identified in block 1.6 in the event
funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/ PAYMENT.

Page 5 of 72
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Date: _9/2/2022 ,

5.1 The contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law,

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the lotal of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS AND
REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.,

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue 1o implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and condttions of this
Agreement.

7. PERSONNEL. ,

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that all
personnel engaged in the Services shall be qualified to perform the
Services, and shall be properly licensed and otherwise authorized
to do so under all applicable laws.
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7.2 Unless otherwise authorized in writing, during the term of this
Agreement, and for a period of six (6) months after the Completion
Date in block 1.7, the Contractor shall not hire, and shall not permit
any subcontractor or other person, firm or corporation with whom
it is engaged in a combined effort to perform the Services to hire,
any person who is a State employee or official, who is materially
involved in the procurement, administration or performance of this
Agreement, This provision shall survive termination of this
Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder {"Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on schedule:
8.1.2 failure to submit any report required hereunder; and/or

8.1.3 failure to perform any other covenant, term or condition of
this Agreement.

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of a
greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured.
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the period
from the date of such notice until such time as the State determines
that the Contractor has cured the Event of Default shall never be
paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may owe
to the Contractor any damages the State suffers by reason of any
Event of Default; and/or

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the Agreement
and pursue any of its remedies at law or in equity, or both,

8.3. No failure by the Siate to enforce any provisions hereof after

any Event of Default shall be deemed a waiver of its rights with

regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall

be deemed a waiver of the right of the State to enforce each and

all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

Page60f 72
Contractor Initials; &
Date: 9/2/2022

9. TERMINATION.

9.1 Notwithstanding paragraph 8. the Siwate may, at its sole
discretion, terminate the Agreement for any reason, in whole or in
part, by thity (30) days written notice to the Contractor that the
State is exercising its option to terminate the Agreement.

9.2 In the event of an early termination of this Agreement for any
reason other than the completion of the Services, the Contractor
shall, at the State’s discretion, deliver to the Contracting Officer,
not later than fifteen (15) days after the date of termination, a
report (“Termination Repori”™) describing in detail all Services
performed, and the contract price earned, to and including the date
of termination. The form, subject matter, content, and number of
copies of the Termination Report shall be identical to those of any
Final Report described in the attached EXHIBIT B. In addition, at
the State’s discretion, the Contractor shall, within 15 days of notice
of early termination, develop and submit to the State a Transition
Plan for services under the Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data™ shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this -
Agreement, including, but not limited 1o, all studies, reports, files,
formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, compuler programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether finished
or unfinished.

10.2 All data and any property which has been received from the
State or purchased with funds provided for that purpose under this
Agreement, shall be the property of the State, and shall be returned
to the State upon demand or upon termination of this Agreement
for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the State.

11. CONTRACTOR’S RELATION TO THE STATE. iInthe
performance of this Agreement the Contractor is in all respects an
independent contractor, and is neither an agent nor an employee of
the State. Neither the Contractor nor any of its officers,
employees, agents or members shall have authority to bind the
State or receive any benefits, workers’ compensation or other
emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at |east fifteen (15) days prior to the
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assignment, and a written consent of the State. For purposes of this
paragraph, a Change of Control shall constitute assignment.
“Change of Control” means (a) merger, consolidation, or a
transaction or series of related transactions in which a third party,
together with its affiliates, becomes the direct or indirect owner of
fifty percent (50%) or more of the voting shares or similar equity
inlerests, or combined voting power of the Contractor, or (b) the
sale of all or substantially all of the assets of the Contractor.

12.2 None of the Services shall be subcontracted by the Contractor
without prior written notice and consent of the State. The State is
entitled to copies of all subcontracts and assignment agreements
and shall not be bound by any provisions contained in a
subcontract or an assignment agreement to which it is not a party.

13. INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of (or which
may be claimed to arise out of) the acts or omission of the
Coniractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not be
liable for any costs incurred by the Contractor arising under this
paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the termination
of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall require any subcontractor
or assignee 1o obtain and maintain in force, the following
insurance: )

14.1.1 commercial general liability insurance against all claims of
bodily injury, death or property damage, in amounts of not less
than $1,000,000 per occurrence and $2,000,000 aggregaie or
excess; and 3

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State of
New Hampshire by the N.H. Department of Insurance, and issued
by insurers licénsed in the State of New Hampshire.

14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement,
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance for
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all renewal(s) of insurance required under this Agreement no later
than ten (10) days prior to the expiration date of each insurance
policy. The certificate(s} of insurance and any renewals thereof
shall be attached and are incorporated herein by reference,

15. WORKERS® COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (" Workers'
Compensation”).

15.2 To the extent the Contractor is subject o the requirements of
N.H. RSA chapter 281-A, Contractor shall maintain, and require
any subcontractor or assignee to secure and maintain, payment of
Workers® Compensation in connection with activities which the
person proposes to undertake pursuant to this Agreement. The
Contractor shall furnish the Contracting Officer identified in block
1.9, or his or her successor, proof of Workers® Compensation in
the manner described in N.H. RSA chapter 281-A and any
applicable renewal(s) thereof, which shall be attached and are
incorporated herein by reference.  The State shall not be
responsible for payment of any Workers® Compensation premiums
or for any other claim or benefit for Contractor, or any
subcontractor or employee of Contractor, which might arise under
applicable State of New Hampshire Workers” Compensation laws
in connection with the performance of the Services under this
Agreement,

16. NOTICE. Any notice by a party hereto to the other party shall
be deemed to have been duly delivered or given at the time of
mailing by certified mail, postage prepaid, in a United States Post
Office addressed to the parties at the addresses given in blocks 1.2
and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
partics hereto and only after approval of such amendment, waiver
or discharge by the Governor and Executive Council of the State
of New Hampshire unless no such approval is required under the
circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule of
construction shall be applied against or in favor of any party. Any
actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shail have
exclusive jurisdiction thereof.
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19. CONFLICTING TERMS. In the event of a conflict between
the terms of this P-37 form (as modified in EXHIBIT A) and/or
attachments and amendment thereof, the terms of the P-37 (as
modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to benefit
any third parties and this Agreement shall. not be construed to
confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein shall
in no way be held 1o explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

Page 8 of 72
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22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITY. In the event any of the provisions of this
Agreement are held by a court of competent junisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.



DocuSign Envelope ID: 66F 17A3F-B364-4D6C-86D0-AB5SE7CADDE2F

STATE OF NEW HAMPSHIRE
THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2022-DLTSS-05-ELECT -01- 2022-031 - Electronic Visit Verification System

EXHIBIT A — SPECIAL PROVISIONS

EXHIBIT A - SPECIAL PROVISIONS

The terms outlined in the P-37 General Provisions are modified as set forth below:

A.1  Provision 3, Effective Date/Completion of Services, is updated with the following
addition:

33 The Term may be extended up to four (4) years, (“Extended Term™) at the
sole option of the State, subject to the parties prior written Agreement on applicable
fees for each extended Term, up to but not beyond June 30, 2030 under the same terms
and conditions, subject to approval of the Governor and Executive Council.

A.2  Provision 5, Contract Price/Price Limitation/ Payment, is updated with the following
addition:

5.5

The State’s liability under this Agreement shall be limited to monetary damages not
to exceed the contract price pursuant to Paragraph 5.2. The Contractor agrees that it
has an adequate remedy at law: for any breach of this Agreement by the State and
hereby waives any right to specific performance or other equitable remedies against
the State. Subject to applicable laws and regulations, in no event shall the State be
liable for any consequential, special, indirect, incidental, punitive, or exemplary
damages. Notwithstanding the foregoing, nothing herein contained shall be deemed
to constitute a waiver of the sovereign immunity of the State, which immunity is
hereby reserved to the State,

A.3  Provision 8, Event of Default/Remedics, is updated with the following addition:

8.2.5 Give the Contractor a written notice specifying the event of Default, terminate
the agreement as breached, and procure Services that are the subject of the Contract
from another source and Contractor shall be liable for reimbursing the State for the
replacement Services, and all administrative costs directly related to the replacement
of the Conltract and procuring the Services from another source, such as costs of
competitive bidding, mailing, advertising, applicable fees, charges or penalties, and
staff time costs; all of which shall be subject to the limitations of liability set forth in

the Contract, ‘

A4 Provision 9, Termination, is deleted and replaced with the following:
9. TERMINATION

Page 9 of 72

Contractor Initials:

9.1 Notwithstanding paragraph §, the State may, at its sole discretion, and with
written notice, terminate the Agreement for any reason, in whole or in part. In the
event of such termination, the Contractor shall immediately stop all work hereunder
and shall immediately cause any and all of its suppliers and subcontractors to cease
work. The State shall be liable for cost of all Services and Deliverables for which
Acceptance has been given by the State, provided through the date of termination but
will not be liable for any costs for incomplete Services or winding down the Contract
activities. The Contractor shall not be paid for any work performed or costs incurred
which reasonably could have been avoided.

S M
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9.2 Termination Procedurc

9.2.1

9.2.2

9.23

9.24

Upon termination of the Contract, the State, in addition to any other rights
provided in the Contract, may require Contractor to deliver to the State any
property, including without limitation, Software and Written Deliverables, for
such part of the Contract as has been terminated.

After receipt of a notice of termination, and except as otherwise directed by
the State, the Contractor shall:

a. Stop work under the Contract on the date, and to the extent specified,
in the notice;

b. Promptly, but in no event longer than ten (10) days after termination,
terminale its orders and subcontracts related to the work which has
been terminated, and settle all outstanding liabilities and all claims
arising out of such termination of orders and subcontracts, with the
approval or ratification of the State to the extent required, which
approval or ratification shall be final for the purpose of this Section;

c. Take such action as the State directs, or as necessary (o preserve and
protect the property related to the Contract which is in the possession
of Contractor and in which the State has an interest;

d. Take no action 1o intentionally erase or destroy any State Data, which
includes State Data held by the Contractor’s subcontractors;

e. Transfer title to the State and deliver in the manner, at the times, and
to the extent directed by the State, any property which is required to
be furnished to the State and which has been accepted or requested by
the State;

f. Work with the State to develop a Services and Data Transition Plan
per the “Contract End-of-Life Transition” requirement in the
Additional Requirements section of this Contract; and

g. Provide written Certification to the State that Contractor has
surrendered to the State all said property.

If the Contract has expired, or terminated prior to the Completion Date, for
any reason, the Contractor shall provide, for a period up to ninety (90) days
after the expiration or termination, all transition services requested by the
State, at no additional cost, to allow for the expired or terminated portion of
the Services to continue without interruption or adverse effect, and to facilitate
the orderly transfer of such Services to the State or its designees (“Transition
Services™).

This covenant in paragraph 9 shall survive the termination of this Contract.

A.5  Provision 10, Data/Access/Confidentiality/Preservation, is updated with the following

addition:
10.4

In performing its obligations under this Agreement, Contractor may gain

access 10 Confidential Information of the State. Confidential Information is defined
in the Department of Health and Human Services’ Information Security Requirements
in Exhibit G, Attachments and Contractor Exhibits, Section 1, Atltachments,

Page 10 of 72
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Subsection b., DHHS Agcncyr Compliance Documents — Artachment 2, Exhibit K,
DHHS Information Security Requirements.

10.5  Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a. shall have otherwise become publicly available other than as a result of disclosure
by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis from a source
other than the disclosing Party, which the receiving Party believes is not
prohibited from disclosing such information as a result of an obligation in favor
of the disclosing Party; or

c. is disclosed with the written consent of the dlsclosmg, Party's Privacy Officer or
designee.

10.6  Contractor Confidential Information. Contractor shall clearly identify in
writing all information it claims to be confidential or proprietary upon providing such
information to the State. For the purposes of complying with its legal obligations, the
State is under no obligation 10 accept the Contractor’s designation of mmmal as
confidential. Contractor acknowledges that the State is subject to State and- federal
laws governing disclosure of information including, but not limited to, RSA Chapter
91-A. In the event the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Contractor and specify
the date the State will be releasing the requested information. At the request of the
State, Contractor shall cooperate and assist the State with the collection and review of
Contractor’s information, at no additional expense to the State. Any effort to prohibit
or enjoin the release of the information shall be Contractor’s sole responsibility and at
Contractor’s sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the Siate shall release the information on the date specnf'ed in the State’s
notice to Contractor, without any liability to the State.

10.7  This covenant in paragraph 10 shall survive the termination of this Contract.

A.6  Provision 12, Assignment/Delegation/Subcontracts, is updated with the following
addition:

Page 11 of 72

12.3  Subcontractors are subject to the same contractual conditions as the
Contractor and the Conlractor is responsible to ensure subcontractor compliance with
those conditions., The Contractor shall have written agreements with all
subcontractors, specifying the work to be performed, and if applicable, a Business
Associate Agreement in accordance with the Health Insurance Portability and
Accountability Act. Written agreements shall specify how corrective action shall be
managed. The Contractor shall manage the subcontractor’s performance on an
ongoing basis and take corrective action as necessary. The Contractor shall annually
provide the State with a list of all subcontractors provided for under this Agreement
and notify the State of any inadequate subcontractor performance. Failure to enter into
business associate agreements with its subcontractors that create or receive PHI on the
behalf of DHHS through this Contract, and failure to comply with the implementation
specifications for such agreements is a direct HIPAA violation by the Contractor.

Contractor Initials: S M

Date9/2/2022
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AT

25.

26.

27.

28.

29.

124  In the event that Contractor should change ownership for any reason
whatsoever that results in a change of control of the Contractor, the State shall have
the option of: '
a. continuing under the Agreement with Contractor, its successors or assigns for
the full remaining Term of the Agreement or for such period of time as
determined necessary by the State; or

b. immediately terminate the Agreement without liability to or further
compensation owed to Contractor, its suCcessors or assigns.

The following Provisions are added and made part of the P37:
FORCE MAJEURE

25.1  Neither Contractor nor the State shall be responsible for delays or failures in
performance resulting from events beyond the control of such Party and without fault
or negligence of such Party. Such events shall include, but not be limited to, acts of
God, strikes, lockouts, riots, and acts of War, epidemics, pandemics, acts of
Government, fire, power failures, nuclear accidents, carthquakes, and unusually
severe weather.

25.2  Except in the event of the foregoing, Force Majeure events shall not include
the Contractor’s inability to hire or provide personnel needed for the Contractor’s
performance under the Contract.

EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are incorporated
by reference herein, including the Department of Health and Human Services Exhibits D-K
referenced in Exhibit G of this Agreement

NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other Contractors to provide any of
the Services or Deliverables identified under this Agreement. Contractor shall make best
efforts to coordinate work with all other State Contractors performing Services that relate to
the work or Deliverables set forth in the Agreement. The State intends to use, whenever
possible, existing Software and hardware contracts to acquire supporting Software and
hardware.

GOVERNMENT APPROVALS

Contractor shall obtain all necessary and applicable regulatory or other governmental
approvals necessary to perform its obligations under the Contract.

ORDER OF PRECEDENCE

In the event of conflict or ambiguity among any of the text within this agreement, the
following Order of Precedence shall govern:

i.  State of New Hampshire, Department of Health and Human Services Contract
Agreement RFP-2022-DLTSS-05-ELECT -01- 2022-031.
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ii.  Siate of New Hampshire, Department of Health and Human Services Request for
Proposals RFP-2022-DLTSS-05-ELECT Electronic Visit Verification System.

iii.  Contractor Proposal Response to Department of Health and Human Services RFP-
2022-DLTSS-05-ELECT Electronic Visit Verification System dated March 8, 2022.

Remainder of this page intentionally left blank
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EXHIBIT B - STATEMENT OF
REQUIREMENTS AND DELIVERABLES

WORK (SOW) BUSINESS AND TECHNICAL

The Statement of Work, Business and Technical Requirements, and Deliverables are set forth below:
1. STATEMENT OF WORK

1.1. Concept of Operations

1.1.1.  The Contractor shall provide the proprietary AuthentiCare® solution (Authenticare EVV
System) as a single, integrated platform with both electronic visit verification (EVV) data
collection and data aggregator components, to be used by the Department and the

Department’s providers for the services listed on Chart 1.1.5 below.

1.1.2.  The Department reserves the right to make modifications to Chart 1.1.5 as new services
are added or existing services are removed to meet the needs of the Department.

1.1.3. Procedure and billing code modifiers in Chart 1.1.5, Columns Medicaid Management
Information System (MMIS) Modl, MMIS Mod2 and MMIS Mod3, below, identify the
specific services that will require EVV. MMIS billing code modifiers are:

1.1.3.1. Choices for Independence, 1915(c) Home and Community Based Service
Waiver; (HC — CFI) Waiver
1.1.3.2. SE - Acquired Brain Disorder, (ABD), Developmental Disabilities (DD) or
In Home Support Waiver for Children with Developmental Disabilities (his)
Waiver
1.1.3.3,  UA - DD Waiver
1.1.34. UB - ABD Waiver
1.1.3.5. UC-1HS Waiver
1.1.3.6. U1-U8 — Differentiates the service
Table B-1
EVV Phase Program/ | Service MMIS MMIS MMIS MMIS
Waiver | Description Procedure Claims Claims Claims
Code Billing Billing Billing
Modifier 1 | Modifier 2 | Modifier 3
(Mod1) (Mod2) {Mod3)
Personal Care CFlI Participant Directed T1019 HC u3
Services Personal
Care
Personal Care CFI Personal Care T1019 HC Ui
Agency Direcled
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Table B-1
| EVV Phase Program/ | Service MMIS MMIS MMIS MMIS
Waiver | Description Procedure Claims Claims Claims
Code Billing Billing Billing
Modifier 1 | Modifier 2 | Modifier 3
: (Mod1) (Mod2) (Mod3)
Personal Care CFl Personal Care T1019 HC U2 .
Consumer Directed
Persanal Care CFI Personal Care T1019 HC U4
Special Rate
Personal Care IHS Participant Directed T2025 SE uc U
& Managed
Personal Care
Personal Care State Personal Care T1019
Plan Altendant Services
Home Health ABD ABD Consumer T2025 SE uB Us
Directed Services —
Family
Support/Respite**
Home Health ABD ABD Respite T1005 SE us U2
" | Medical/Behavioral* :
Home Health ABD ABD Respite** T1005 SE us U1
Home Health CFI Home Health Aide G0156 HC U1
8+ Units
Home Health CFI Home Health Aide T1021 HC
Per Visit
Home Health CFI Respite Care T1005 HC
Services™*
Home Health CFI Respite Care T1005 HC U1
Special Rates™
Home Health CFI Skilled Nurse Per T1030 HC
Visit
Home Health DD Consumer Directed T2025 SE UA us
Services - Family
Support/Respite**
Home Health oD Respite T1005 SE UA U2
Behavioral/Medical*
Home Health DD Respite*” T1005 SE UA U1
Home Health IHS Participant Directed T2025 SE ucC U4
& Managed
Respite**
Home Health State Home Health Aide G0156
Plan 8+ Units
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Table B-1
EVV Phase Program/ | Service MMIS MMIS MMIS MMIS
Waiver | Description Procedure Claims Claims Claims
Code Billing Billing Billing
Modifier 1 | Modifier 2 | Modifier 3
(Mod1) (Mod2) (Mod3) -
Home Health State Home Health Aide T1021
Plan Per Visit
Home Health State Occupational G0152
Plan Therapy**
Home Health State Physical Therapy** G0151
Plan
Home Health State Private Duty LPN 59124
Plan (State Plan)
Home Health State Private Duty RN 59123
Plan (State Plan)
Home Health State Skilled Nurse Per T1030
Plan Visit
Home Health State Speech Therapy™ G0153
Plan

**¥ When provided in the home

2. PROJECT STAKEHOLDERS

2.1. At aminimum, the following stakeholders must be engaged during the project to provide input
for the Authenticare EVV System:
Table B-2 |
State Staff:
Organization Title Role
OLTSS Director Executive Management
BDS Bureau Chief Management
BDS Program Specialist Pre-authorization SME
BEAS Bureau Chief Management
BEAS Administrator Pre-authorization SME

Division of Medicaid Services

Medicaid Director

Executive Management

Division of Medicaid Services

Medical Services Administrator

Medical Management
SME

Division of Medicaid Services

Administrator

Managed Care SME

Program Quality and Integrity

Program Integrity Administrator

Program Integrity SME

Office of Information Services

Director of Information Services

Executive Management

Office of Information Services

Deputy Information Security
Officer Information Technology
Manager V

Department Information
Security

Office of Information Services

Information Technology Manager
1\

Enterprise Business
Intelligence Manager

Page 16 of 72
Contractor Initials:
Date9/2/2022

Sk




STATE OF NEW HAMPSHIRE

DocuSign Envelope |D: 66F 17A3F-B364-4D6C-8600-ABSE7CADDE2F

THE DEPARTMENT OF HEALTH AND HUMAN SERVICES

RFP-2022-DLTSS-05-ELECT -01- 2022-031 - Electronic Visit Verification System

EXHIBIT B - STATEMENT OF WORK
BUSINESS / TECHINCAL REQUIREMENTS AND DELIVERABLES

Table B-2

MES Core Team

Information Technology Manager

Co-Project Manager

MES Core Team

Information Technology Manager

Medicaid Management
Information System
{MMIS)

Consulting Services

Information Technology Manager

Co-Project Manager

(Multiple)

Business Manager, IT

DolT Information Technology Manager | Medicaid Management
Information System
{MMIS)
DolT Information Technology Manager | IT Leader for DHHS
.EVV Advisory Council Members:
QOrganization Title Roles
Community Providers Executive Director, Community

Personal Care and

Home Health Care
Provider SMEs
Developmental

Community Services Director of Information

Network, Services .| Services Area

Inc. (CSNI) Agency SME

Granite State Independent Chief Executive Officer Statewide

Living (GSIL) Independent Living
Center SME

GSIL Consumer Advisory Consumer Self-Advocacy

Council SME

Home Care, Hospice and Chief Executive Officer "Home Health SME
Palliative Care Alliance of
New Hampshire

Managed Care Organizations

IT Directors / EVV Product Managed Care

Owners SME
NH State Family Support Chairperson Family Self-
Council Advocacy SME

3. SCOPE OF SERVICES

3.1.  The Contractor shall ensure the Authenticare EVV System:

3.1.1.  Ensures individuals receive the services that they are authorized to receive in order to stay
healthy and safe in the community;

3.1.2.  Complies with the requirements within the 21st Century Cures Act and is consistent with
all applicable federal law;

3.1.3.  Is developed through a collaborative stakeholder process;

3.1.4, s developed in a manner that respects recipients and providers, does not alter their
Olmstead protections and is minimally burdensome;

3.1.5. Does not change the number of service hours, nor how or where services are delivered;

3.1.6. Leverages the Department’s existing and future information systems, and
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3.1.7.  Includes training for providers, recipients and other stakeholders in how to use the
Authenticare EVV System, as approved by the Department.

3.1.8.  Meet Cures Act requirements, including;

3.1.8.1. Meeting CURES Act requirements for EVV to ensure compliance penalties
from the Center for Medicaid Services (CMS) are mitigated and/or avoided;
and

3.1.8.2.  With the CMS directed outcomes for EVV inherently addressing compliance,
this outcome focuses on other compliance projects. The associated
requirements for this outcome leverages compliance requirements approved
by CMS for National Association of State Procurement Officers (NASPQ)
driven multi-state module implementations.

3.1.9.  Monitors and prevents fraud, including:

3.1.9.1.  Providing the Department with enhanced ability to monitor and prevent fraud,
waste and abuse through increased visibility into its State Plan and Home and
Community-Based Services programs; and

3.1.9.2. Capturing the location, date and time of service delivery, and automatically
flags visits if key EVV data elements are missing or have been changed
manually; and

3.1.9.3. Subjecting every visit to a claim workflow that applies exceptions and
prevents providers from billing for incomplete or unauthorized services.

3.1.10. Provides no less than two technology platforms to track time and location of direct care
providers during service delivery , including;

3.1.10.1. AuthentiCare Mobile App, that must:

3.1.10.1.1. Comply with the Health Insurance Portability and Accountability Act of
1996 ( HIPAA);

3.1.10.1.2. Provide a secure connection 1o an AuthentiCare web service to record
visit activity;

3.1.10.1.3. Save visit information in real time when a connection to the internet or
cellular netwaork ts available;

3.1.10.1.4. Capture visit data offline when there is no Wi-Fi or cellular data
coverage at the time and location of service delivery and:

3.1.10.1.4.1. Encrypt and store the visit data on the device until a
connection is restored; and

3.1.10.1.4.2.  Forward visit details to the AuthentiCare servers when a
connection is restored (Store and Forward),
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3.1.10.2. AuthentiCare’s Interactive Voice Response (IVR) system that can be used
with any standard land line, cable service phone, or other phone service that is
tied to the client’s home or other location approved for service delivery;

Is reliable, accessible, and minimally burdensome on providers, members, and their
caregivers.

3.2.  The Contractor shall ensure the following features of the Authenticare EVV system are
optimized to meet the needs of the Department and that the cost of ownership is optimized for:
3.2.1.  Delivery;
3.2.2.  Implementation;
3.2.3.  Operations;
3.2.4, Maintenance;
3.2.5.  Upgrades and Device Management;
32.6. Change Management;
3.2.7.  Service Level Agreen_lenl (SLA);
3.2.8.  Alignment to Industry Standards, and the State’s future system integration and/or
Enterprise Service Bus, for Interfaces and other upcoming Standards; and
3.2.9.  Training.

3.3, The Contractor shall ensure high levels of satisfaction from all stakeholders regarding the ability
to provide input and feedback into the design of the Authenticare EVV System for the
Department, as measured by the outcome of improved satisfaction for stakeholders through
stakeholder feedback and surveys. ' Stakeholders include, but are not limited to:

3.3
332
3.3.3.
334,
3.3.5.
33.6.

Members.

Family Member Caregivers.

Direct Care Workers (Provider).

The Department and other State agencies.
Managed Care Organizations.

Community Stakeholders.

3.4.  The Contractor shall ensure the Authenticare EVV System maintains high levels of data quality

and

reliability to support timely and accurate processing and reporting, including multiple

dashboards for specific roles that present real-time monitoring information to providers and
administrative staff.

3.5. The Contractor shall ensure EVV data is readily portable to the Departments Enterprise Business
Intelligence (EBI) platform using a direct connect of a State defined tool, such as Informatica
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or Tableau to the source database via a service account or the exchange of flat files using Secure
File Transfer Protocol, or other, State approved, secure means,

3.6. The Contractor shall ensure the Authenticarc EVV System provides the following EVV
scheduling, billing, and compliance capability and features:

3.6.1.

362

3.6.3.

364

3.6.5.

3.6.6.

Page 20 of 72

Audited visit verification that prevents provider abuse or inappropriate billing/payment by
collecting recipient and direct service worker information electronically at the beginning
and end of services provided in the home and other settings;

The ability to audit provider EVV systems to ensure compliance with CURES Act
requirements;

Monitoring and reporting for key performance indicators, to be determined by the
Department;

Claims Filing Related Services, including, but not limited to:

3.6.4.1.  Aggregator functionality to verify visits against billed claims and
authorizations before processing for payment by.the MMIS or MCOs.

3.6.4.2. An 837 Electronic Data Interchange (EDI) claim submission process that
groups claim transactions by payer into American National Standards Institute
{ANSI) function groups.

Reporting capability for key performance indicators that allows the Department to use data
elements to query and generate ad-hoc reports, and that can provide a standard suite of
reports to:

3.6.5.1. The Department;

3.6.5.2. Case management and area agencies;
3.6.5.3. Members;

3.6.5.4. Provider agencies; and

3.6.5.5. Managed care organizations (MCO).

Interfaces to and from the MMIS and provider systems thal conform Medicaid Information
Technology Architecture (MITA) standards that include, but are not limited to:

3.6.6.1. Batch file processes
3.6.6.2. Industry-standard specification (JSON/REST) web service transactions.
3.6.6.3. Standard Application Programmer Interface (APis) hosted by the Contractor.

3.6.6.4. The ability to securely transfer data to the AuthentiCare system via the
AuthentiCare website, SFTP or web services.

Contractor Initials: __S__f_"’_____
Date8/2/2022
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3.6.7.

3.6.8.

3.6.9.

3.6.10.

3.6.6.5. The ability to process multiple, concurrent file transfers where files of
different types are received and generated at varying intervals.

3.6.6.6. HIPAA national standard X12 EDI transaction formats including, but not
timited to 837/835, 276/277, 277CA, 270/271, 278 and 834 transaction
formats.

3.6.6.7. Interfaces need to stay in synch with changes and updates to the MMIS
architecture, software, and licensing needs.

Interfaces to and from the System Integration services to deliver and request data, reflecting
the requirements enumerated in requirement 3.6.6 and all sub requirements.

Daily communication with the Department’s MMIS to potentially exchange member,
provider, service authorization, EVV visit, and claims information via an automated
interface;

Ability to communicate with provider EVV systems and claims information, including
certifying that external provider systems transmit all required data in the appropriate
format.

Compliance with State and agency-specific information security and privacy requirements,
including, but not limited to DHHS Agency Compliance Documents ~ Attachment 2,
Exhibits | and K, including: '

3.6.10.1. A unique individual login for each system user.
3.6.10.2. A defined role or roles for each system user.

3.6.10.3. Full security and privacy review for each application release, including both
static code scans and dynamic application scans.

3.6.10.4. A reportable record of system access and activity, monthly or as requested.

3.6.10.5. Online web reporting capability for of claim (visit) and authorization history.

3.7. The Contractor shall ensure the Authenticare EVV System provides for a variety of testing of
all minor and major releases that incorporates quality assurance management processes and
controls, which are documented in the overall testing processes, and based off industry best
practices. Testing must include, but is not limited to:

370,
3.7.2
3.7.3
3.7.4.
3.7.5.

Page 21 of 72

Privacy testing.

User Acceptance Testing.

System stress testing.

Independent qualified third party security assessments and penetration testing.

Disaster recovery methods testing.
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3.8.

39

The Contractor shall ensure Authenticare EVV System can monitor and report on KPIs/Metrics
on an ongoing basis to support CMS certification requirements, as well as any KPis/Metrics
defined by the business for successful system usage.

The Contractor shall support the Department and the Department’s contractor(s), if applicabie,
in Quality Assurance (QA) and Testing activities associated with the provision of EVV services,
including, but not limited to:

3.9.1. Providing requested information for Quality Assurance Requirements and Design Review.

3.9.2.  Participating in Operational Milestone Review(s).

3.10.
3.1L

3.2
3.13.

The Contractor shall participate in CMS EVV Certification(s) Reviews.

The Contractor shall conduct an Operational Readiness Review (ORR) 1o validate all operations,
including hardware, sofiware, and telecommunications aspects of the Authenticare EVV System
are ready for go-live.

The Contractor shall adhere to all Hosting and Cloud requirements.

The Contractor shall provide:

3.13.1. Help desk support to end users with a Tier | Call Center accessible through email and

telephone 8:00 a.m. to 8:00 p.m. Monday through Friday, Eastern Time, excluding
holidays, and language line access when there is a need for language translation.

3.13.2. Tier 2 Help Desk Specialists on call 24/7 to resolve or escalate issues that occur outside of

standard business hours. and

~ 3.13.3.  On-going system support and maintenance.

3.4,
3.15.

The Contractor shall assign a qualified full time project manager who will manage the project.

The Contract shall assign a CMS certification subject matter expert (SME) with knowledge of
CMS Streamlined Modular Certification (SMC) processes, Medicaid Enterprise Systems, MITA
standards and conditions and EVYV solutions. The SME must:

3.15.1. Review and stay current on CMS, HIPAA, NIST and other mandated requirements that

may impact the scope, configuration and implementation of the Authenticare EVV System;

3.15.2. Participate in design and delivery, providing guidance for keeping the project in line with

certification requirements;

3.15.3. Prepare for the Operational Readiness Review (ORR);

3.15.4. Develop Key Performance Indicator (KPI[)/Metrics reporting;

3.15.5. Prepare for assembling the evidence package, including the live demonstration (if

necessary) at the final ORR and Certification Review;

3.15.6. Submit KPIs/Metrics and other artifacts and participate in the CMS final Certification

Review;
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3l Sl
3.15.8.

3.15.9.
3.15.10.
3.15.11.

3.15.12.

3.15.13.

3.16. The

Support State Medicaid Agency in completing any open items out of Certification Review;
Oversee CMS SMC approval and transition to Maintenance and Operations compliance
activities; '

Participate in project and technical meetings;

Review and approve reviews-conﬁguration design and development deliverables;

Ensure a repeatable process is created and executed by the Contractor to support the post
certification operational reporting requirements of CMS.

Provide expert guidance and recommendations for addressing risks, issues, mitigations and
changes that impact the state’s certification and operational reporting; and

Work closely with state stakeholders toward the design and verification of the build-out
during the DDI and Maintenance and Operations phases to ensure the Authenticare EVV
System meets CMS certification criteria and state-specific requirements that include, but
are not limited to:

3.15.13.1.Security.

3.15.13.2. Privacy.

3.15.13.3. Data retention.
3.15.13.4.CMS and federal requirements.

Contractor shall develop a work plan in accordance with Exhibit G, EVV Business and

Technical Requirements, Attachment 1, to be approved by the Department, that must include
without limitation:

3.16.1.
3.16.2.
3.16.3.
3.16.4,
3.16.5.
3.16.6.
3.17. The

A detailed description of the schedule;
Tasks;

Deliverables;

Critical events;

Task dependencies; and

Payment Schedule.

Contractor shall update the work plan no less than every two weeks, and review status and

changes with the State’s Project Manager.

3.17.1.

The Contractor will provide updates to the work plan and other project artifacts in the
State’s hosted Smartsheets environment. '

3.18. Key Performance Measures and Liquidated Damages

3.18.1.
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below in Table 3.6.1, and in Appendix H, EVV Business and Technical Requirements. If
assessed, the Liquidated Damages will be used to reduce the Department’s payments to
the Contractor or if the Liquidated Damages exceed amounts due from the Department,
the Contractor will be required to make cash payments for the amount in excess. The
Department may also delay the assessment of Liquidated Damages if it is in the best
interest of the Department to do so. The Department may give notice to the Contractor of
a failure to meet performance standards but delay the assessment of Liquidated Damages
in order to give the Contractor an opportunity to remedy the deficiency. If the Contractor
subsequently fails to remedy the deficiency to the satisfaction of the Departinent, the
Department may reassert the assessment of Liquidated Damages, even following contract
termination. i

Table B-3 |
Req. # Key Performance Measure Ligquidated Damages
The Contractor's solution shall be The Department will assess as specified below,
available twenty-four (24) hours a day, per hour for each hour, or portion thereof, if
7 days a week excep[ for during the solution fails to meet the ninety-nine
scheduled maintenance. The percent (99%) availability performance
Contractor shall ensure that the standard. )
solution is available ninety-nine $1,000 per hour if zero (0_)_10 twenty-four (24)
3 ; hours beyond the availability performance
percent {99%) of the time as measured
. . standard.
on a monthly basis and that downtime
BI2.] is no greater than twenty-four (24) $2.000 per hour if twenty-five (25) to forty-
: hours per incident. Contractor shall eight (48) hours beyond the availability
provide five (3) workdays’ notice to performance standard.
the State prior to its regularly )
scheduled maintenance windows. $3,000 per hour if greater than forty-eight (48)
Availability is calculated monthly as hours beyond the availability performance
follows: Availability percentage = standard.
unplanned downtime (Total downtime
minus approved downtime) divided by
Total time (24x7).
Provide real-time performance monitoring | The Department will assess as specified below,
dashboard availability ninety-nine percent | per hour for each hour, or portion thereof, if
(99%) of the time, twenty-four (24) hours a | the performance monitoring dashboard fails to
day, seven (7) days a week, excluding meet the ninety-nine percent (99%) availability
Department approved planned downtime | performance standard.
{1.e., system unavailable for use). $£500 per hour if zero (0) to twenty-four (24)
B12.2 Availability is calculated monthly as hours beyond the availability performance
follows: Availability percentage = standard.
unplanned downtime (Total downtime
minus approved downtime) divided by total| $1,000 per hour if twenty-five (25) to forty-
time (24x7). eight (48) hours beyond the availability
performance standard.
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Table B-3 ]

Req. #

Key Performance Measure

Liquidated Damages

$1,500 per hour if greater than forty-eight (48)
hours beyond the avatlability performance
standard.

B12.3

Request approval from the Department
prior to scheduling non-emergency
system downtime or maintenance
during hours of operation no later than
five (5) Business Days prior to
downtime.

$1,000 per occurrence if the request is not
made by the specified deadline.

Bi12.4

less than two (2) seconds per discrete
transaction.

Response time is measured from the
time the data packets leave the State
network to the time a response is
received from the Contractor’s
software application.

Provide a user interface response time of

£1,000 per month if the monthly average user
interface response time is greater than two (2)
seconds.

B12.5 .

The Contractor must ensure that the
Data integrity error rate and routing
errors of any transaction is less than
001%.

$5,000 per month charge if the error rate
exceeds one thousandths of a percent (0.001%)
for the entire measured month for all
transactions.

Bi2.6

Contractor shall replace key personnel
within fifteen (15) State workdays. The
State may grant additional time to .
replace key personnel if the Contractor
makes interim arrangements to ensure
that operations are not effected by loss
of personnel.

$500 per workday from 16th day of vacancy
until filled with an employee approved by the
Department.

B12.7

Request and receive written approval
by the Department prior to releasing
any public announcement concerning
the Contract, including, but not limited
to, notices, information pamphlets,
press releases, research, reports, signs,
and similar public notices prepared by
or for the Contractor.

$5,000 per public notice issued by the
Contractor without pre-approval by the
Department.

Bi2.8

All standardized reports shall be
available online or delivered to
authorized users by the scheduled time
one hundred percent (100%}) of the

$500 per workday for each workday that each
report is late, not distributed as required, or not
in the approved format.
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Table B-3 |

Req. #

Key Performance Measure

Liquidated Damages

time as defined and mutually agreed
upon during detailed report design.

B12.9

The Contractor must notify the State of
any data load problems, discrepancies,
or failures within one (1) workday of
identification and present a resolution
plan within three (3) workdays.

$5,000 per workday for failure to meet the
timeliness standard.

B12.10

The Contractor must have the
capability to exchange and interface
data with systems of record and
process updates in near real time
{within 3 seconds 99% of the time)
transactions, excluding batch interface
updates.

Performance is measured by a
predefined sample measuring the
timestamp data was received to the
timestamp the data is available to
query in the database or presented to
the user via a user interface.

$2,000 per month if user accessibility based on
the sample is greater than three seconds for
more than one percent (1%) of the sample.

Bl12.11

The Contractor must receive data from
third party/provider EVV systems and
system of records (state systems} in

near real time (within 3 seconds 99%

of the time), excluding batch interface
updates.

Performance is measured by a predefined
sample measuring the timestamp data was
received to the timestamp the data is
available to query in the database or
presented to the user via a user interface.

$2,000 per month if user accessibility based on
the sample is greater than three seconds for
more than one percent {1%) of the sample.

Bl12.12

The Contractor must demonstrate
requirement compliance for one
hundred percent (100%) of the
requirements defined for each
Department requested system
modification by providing
documentation such as system,
integration, or parallel test results or
demonstration of the specifications
including Interfaces/APIs when

$5,000 per modification implementation in
which the Contractor is not able to demonstrate
that one hundred percent (100%) of the
requirements have been met by the
Department-approved scheduled
implementation date,
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Table B-3 |

Req. # Key Performance Measure Liquidated Damages
requested. Compliance must be met by
the Department approved
implementation date.
The Contractor’s help desk shall £1,000 per month if the monthly average call
answer all calls within two (2) minutes answer time 1s greater than two (2) minutes.
or less of entering the queue, as

B12.13 determined based on the monthly $1,000 per month if the monthly average call
average. The call abandonment rate abandonment rate is greater than five percent
shall be less than five percent (5%) as (5%).
measured on a monthly basis.
The Contractor must respond to $1,000 per month if the monthly average

' written, faxed, voicemail, or emailed response time is greater than two (2) workdays.

B2 inquiries within two (2) workdays of
receipt.
The Contractor shall ensure all $2,000 per month if ninety-five percent (95%)
customer service interaclions are of customer service interactions are not
logged in the Contractor’s information resolved within the same day.
systems with ninety-five percent (95%

Blas o)t('all issues resolvzd on tfle same(day ! $5,000 per month if one hundred percent
and one hundred percent (100%) of (100%) of customer service interactions are not
issues resolved within 30 calendar TRl Stk 0 Caletiar da_ys.
days.
Class A Deficiencies/Defects - The $5,000 per deficiency if Class A
Contractor shall have available to the deficiencies/defects are not responded to within
State on-call telephone assistance, with two (2) hours during the workweek.
issue tracking available to the State, _ )
cight (8) hours per day and five (5) $2,0QO per deficiency if Class B & C
days a week with an email / telephone dffﬂcflenmes/defccts are not responded to

5 % within four {4) hours during the workweek.

BI2.16 response within two (2) hours of
request;
Class B & C Deficiencies/Defects —
The State shall notify the Contractor of
such Deficiencies/Defects during
regular business hours and the
Contractor shall respond back within
four (4) hours of notification.
Provide the Contractor’s plan for $5,000 per 24-hour period past the two hours
resolution within two (2) hours of the of notification and resolution within twenty-

B12.17 notification of the Class A deficiency four (24} hours to seventy-two (72) hours.
to the Department and resolve the
deficiency within twenty-four (24)
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Table B-3 I

Req. #

Key Performance Measure

Liquidated Damages

hours of the notification of the
deficiency to the Department.

$6,000 per 24-hour period from seventy-three
{73) to one hundred sixty-eight (168} hours.

$7,000 per 24-hour period if more than one
hundred sixty-eight (168) hours.

B12.18

Provide the Contractor’s plan for
resolution within four (4) hours of the
notification of the Class B
deficiency/defect to the Department
and resolve the deficiency within
thirty-six (36) hours of the notification
of the deficiency to the Department.

$3,000 per 24-hour period past the four hours
of notification and resolution within thirty-six
(36) hours to seventy-two {72) hours.

$2,000 per 24-hour period from seventy-three
{73) to one hundred sixty-eight (168) hours.

$1,000 per 24-hour period if more than one
hundred sixty-eight (168) hours.

B12.19

Produce and distribute new
publications or amended publications
in final form by the date requested by
the Department.

$100 per workday for each publication is not
produced and distributed by the Department’s
requested due date.

B12.20

Maintaint up to date functional
documentation, including both user
documentation and the Operations
Procedure Manual.

$100 per document, per workday the
documentation does not match the
functionality of the Contractor’s solution.

B12.21

Training documentation shall be updated no
more than ten {10) workdays after the
implementation of a software change.

$100 per Work Day beyond ten (10)
workdays after the implementation of an
applicable change. : '

B12.22

The Contractor shall make available all
required reports in accordance with
stated timeliness requirements.

$100 charge per report for each workday
after the report due date through the date the
report is received or made available to the
Department.

B12.23

The Contractor shall attend all
meetings as required by the
Department if advance notice is
provided. The Department will
stipulate whether in-person or
remote/virtual attendance is required.
Advance notice is defined as at least
three (3) workdays prior to the
meeting start time,

$250 charge to the Contractor per
oCcurrence.

B12.24

System change orders/requests shall be
implemented by the mutually agreed
upon due date.

$500 per workday charge for
orders/requests not completed by the due
date. -

B12.25

Restore availability within twenty-four
(24) hours from the start of any

$5,000 per 24-hour period starting from
twenty-four (24) hours to seventy-two (72)
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B12.26

the Department for any EVYV related
claims paid as a result of any error on
the Contractor’s part, which exceed or
do not comport with the service
limitations or prior authorized amount,
Including any penalties that are
assessed by a Federal agency due 1o
this error.

Table B-3 |
Req. # Key Performance Measure Liquidated Damages

disaster event involving the hours beyond the first twenty-four (24)

Contractor's solution, using procedures hours.

approved in the BCCP and the Disaster .

Recovery Plan, $6,000 per 24-hour period seventy-three
{73) to one hundred sixty-eight (168) hours.
$7,000 per 24-hour period if more than one
hundred sixty-eight (168) hours.

The Contractor will be held .| Total amount of claims payment that

accountable for and must reimburse exceeds or does not comport with the

service limitations or prior authorized
amount plus any penalties thal are assessed
by a Federal agency.

3.19. Project Duration

3.19.1,

3.19.2,

This Contract is effective upon Governor and Executive Council approval through June 30,
2026.

The Department may extend contracted services for up to four (4) additional years
contingent upon agreement of the Parties, satisfactory Contractor performance, continued
funding, and Governor and Executive Council approval.

3.20. System Requirements

3.20.1.

3.20.2.

3.20.3.
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The Contractor shall provide the Authenticare EVV System as an open/hybrid model for
EVV to track and monitor timely service delivery and access to care for members, while
providing flexibility to the State of New Hampshire's providers and managed care
organizations. The Authenticare EVV System must include three foundational elements:
data collection, data aggregation, and KPI/Metric monitoring.

The Authenticare EVV System must be flexible and scalable so that it can easily
accommodate the full range of program requirements and user needs, while creating
cfficiencies by streamlining data and information sharing,

The Contractor shall deliver the Authenticare EVV System with data aggregation
capabilities that can be utilized by providers and aggregate EVV data from multiple source
systems for claims validation and reporting, thereby allowing providers and MCOs with
existing EVV systems to continue to use those systems.

el
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3.20.4.

3.20.5.

3.21
3.21.L

3.22,

The Contractor shall assist in determining, providing, monitoring, and reporting Key
Performance Indicators. :

The Authenticare EVV System must pass CMS certification.

Data Location

The Selected Contractor shall provide its Services to the State and its end users solely from
data centers within the Continental United States. All storage, processing and transmission
of State Data shail be restricted to information technology systems within the Continental
United States. The Contractor shall not allow its personnel or subcontractors to store State
Data on portable devices, including personal computers unless express prior written
consent is obtained from the DHHS Information Security Office.

Background Checks

The Contractor shall conduct criminal background checks, at its own expense, and not

uti

lize any staff, including subcontractors, to fulfill the obligations of the Contract who

have been convicled of any crime of dishonesty, including but not limited o criminal
fraud, or otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to | year is an authorized penalty. The Contractor shall promote and
maintain an awareness of the importance of securing the State’s information among the
Contractor’s employees and agents.

Contractor workforce shail not be permitted to handle, access, view, store or discuss NH
DHHS Confidential Data until an attestation is received by the Contractor that all
Contractor workforce associated with fulfilling the obligations of this Contract are, based

on
to

NH DHHS provided criteria herein and their job responsibility requirements, eligible
participate in work associated with this Contract. The Contractor must provide

attestations upon Department request. Contractor agrees it will initiate a criminal
background check re-investigation of all workforce assigned to this Contract every five
years. The five year period will be based on the date of the last Crimina! Background
Check conducted by the Contractor or its Agent.

The State may, at its sole expense, conduct reference and background screening of the
Contractor’s Project Manager and Key Project Staff. The State shall maintain the
confidentiality of background screening results in accordance with the Contract.

3.23.

3.24.

Page 30 of 72

Business Requiremenits

Contractor shall be responsible for meeting the Business Requirements associated
with this project as described in Exhibit G, Attachments and Contractor Certificates,
Section 1, Attachments, Subsection a., EVV Business and Technical Requirements,
Attachment 1.

Technical Requirements

Contractor Initials: Lﬂ_&__
Date9/2/2022
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Contractor shall be responsible for meeting the Technical and Security Requirements
identified in RFP-2022-DLTSS-05-ELECT and in Exhibit G, Attachments and
Contractor Certificates, Section 1, Attachments, Subsection a., EVV Business and
Technical Requirements, Attachment [,

4. DELIVERABLE, ACTIVITY, OR MILESTONE

" Contractor shall be responsible for meeting the Activities/ Deliverables/Milestones
identified in Table B-4:

Table B-4
ACTIVITY;/ DELIVERABLES /i MILESTONES . )
ACTIVITY, DELIVERABLE, OR DELIVERABLE TYPE | PROJECTED COMMENTS
MILESTONE DELIVERY
- DATEIN
DAYS AFTER
CONTRACT
EFFECTIVE
DATE
PLANNING AND PROJECT-MANAGEMENT :
1 | Conduct Project Kickoff Non-Software 4
Meeting
2 | Work Plan Written 7 Initial updates within
2 weeks of Project
start
3 | Attestation of background Written 4
check -
Project Status Reports - Written . 7
4 | Infrastructure Plan, Written 7
including Desktop and
Network Configuration
Requirements
5 | Information Security Plan Written 14
(ISP)
6 | Communications and Written 14
Change Management Plan
7 | Bring Your Own Device Written 14
(BYOD) Security Plan (if
applicable and approved
by NH DHHS Information
Security)
8 | Data Protection Impact Written 21
Assessment (DPIA)
Page 31 of 72
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9 | Software Configuration Written 21
Plan

10 | Systems Interface Plan Written 4
and Design/Capability

11 | Systems Security Plan Written 28
(SSP)

12 | Testing Plan Wiitten 28

13 | Data Conversion Plan and Written 28
Design

14 | Deployment Plan Whitten 35

15 | Disaster Recovery Plan Written 35

16 | Comprehensive Training Written 35
Pian and Curriculum

17 | End User Support Plan Written 42

18 | Business Continuity of Written 42
Operations Plan (COOP)

19 | Solutions Requirements Written 21
Traceability Matrix

20 | EVV System Data Written 42
Retention Plan

21 | EVV System Privacy Written 49
Impact Analysis

22 | EVV Solution Reporting Written 63
User Guide

23 | EVV Solution User Manual Written 63

24 | Operations Support and Written 49
Management Plan

25 | Documentation of Written 21
Operational Procedures

INSTALLATION .

26 | Provide Software Licenses Written N/A No licenses needed
(if needed) for Saa$S delivery

maodel

27 | Provide Fully Tested Data Software 23
Conversion Software

28 | Provide Software Installed, Software 74
Configured, and
Operational to Satisfy
State Requirements

TESTING ‘

29 | Conduct Integration Non-Software 70
Testing

30 | Conduct User Acceptance Non-Software 74
Testing

31 | Perform Production Tests Non-Software 73

Page 32 of 72
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32

Test In-Bound and Qut-
Bound Interfaces

Software

66

33

Conduct System
Performance (Load/Stress)
Testing

Non-Software

66

34

Certification of 3" Party
Pen Testing and
Application Vulnerability
Scanning.

Non-Software

53

35

Security Risk Assessment
Report (SRA}if Pll is
collected on behalf of the
State, the SRA shall
include a Privacy Impact
Assessment (PIA)

Written

53

36

Security Authorization
Package

Written

53

PILOT DEPLOYMENT

37

Interfaced Data Loaded
into Production
Environment

Software

108

38

Provide Tools for Backup
and Recovery of all
Applications and Data

Software

N/A

No tcols needed by
the State - included
with AuthentiCare's
redundant
architecture

39

Operational Readiness
Review

Non;Software

92

40

Conduct Pilot User
Training

Non-Software

84

41

Cutover to New Software

Non-Software

107

42

First Productive Use - Pilot
System Deployment

Non-Software

119

‘| Approximately 4

months after Project
Kick-Off

SYST

EM DEPLOYMENT

43

Converted Data Loaded
into Production
Environment

Software

196

44

Provide Tools for Backup
and Recovery of all
Applications and Data

Software

N/A

No tools needed hy
the State - included
with AuthentiCare's
redundant
architecture

45

Conduct Training

Non-Software

196

Page 33 of 72
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46 | Cutover to New Software Non-Software 207
47 | First Productive Use — Full Non-Software 211 Approximately 3
System Deployment months after Pilot
Go-Live
48 | Provide Documentation Written 196
49 | Execute System Security Non-Software 73
Plan
50 | Lead CMS SMC Non-Software 505 Approximately 6-9
Certification months after
statewide Go-Live
51 | Conduct Project Exit Non-Software 512
Meeting -

5. CONTRACT END-OF-LIFE TRANSITION SERVICES

5.1.

5.2.

5.3.

54.

Page 34 of 72

Upon termination or expiration of the Contract the Parties agree to cooperate in
good faith to effectuate a smooth secure transition of the Services from the
Contractor to the Departiment and, if applicable, the Coniractor engaged by the
Department to assume the Services previously performed by the Contractor for
this section the new Contractor shall be known as “Reciptent”™). Contract end of
life services shall be provided at no additional cost. Ninety (90) days prior to
the end-of the contract or unless otherwise specified by the Department, the
Contractor shall begin working with the Department and if applicable, the new
Recipient to develop a Data Transition Plan (DTP). The Department shall
provide the DTP template to the Contractor that will include termination of
interfaces.

The Contractor shall use reasonable efforts to assist the Recipient, in connection
with the transition from the performance of Services by the Contractor and its
Affiliates to the performance of such Services. This may include assistance with
the secure transfer of records (electronic and hard copy), transition of historical
data (electronic and hard copy), the transition of any such Service from the
hardware, software, network and telecommunications equipment and internet-
related information technology infrastructure (“Internal IT Systems™) of
Contractor to the Internal IT Systems of the Recipient and cooperation with and
assistance to any third-party consultants engaged by Recipient in connection
with the Transition Services.

If a system, database, hardware, software, and/or software licenses (Tools) was
purchased or created to manage, track, and/or store State Data in relationship to
this contract said Tools will be inventoried and returned to the Department,
along with the inventory document, once transition of State Data is complete.

The internal planning of the Transition Services by the Contractor and its
Affiliates shall be provided to the Department and if applicable the Recipient
on a timely manner. Any such Transition Services shall be deemed to be
Services for purposes of this Contract.

Contractor Initials: S M
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5.5.

5.6.

Should the data Transition extend beyond the end of the Contract, the Contractor
and its affiliates agree Contract Information Security Requirements, and if
applicable, the Department’s Business Associates Agreement terms and
conditions remain in effect until the Data Transition is accepted as complete by
the Department.

In the event where the contractor has comingled Departiment Data and the
destruction or Transition of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory and professional standards for
retention requirements prior to destruction.

6. COMPLETION OF TRANSITION SERVICES

6.1.

6.2

Each service or Transition phase shall be deemed completed (and the Transition
process finalized) at the end of 15 business days afier the product, resulting from
the Service, is delivered to the Department and/or the Recipient in accordance
with the mutually agreed upon Transition plan, unless within said 15 business
day term the Contractor notifies the Departiment of an issue requiring additional
time to complete said product.

Once all parties agree the data has been migrated the Contractor will have 30
days to destrov the data per the terms and conditions of the Department’s
Information Security Requirements Exhibit, including certificate of data
destruction.

7. DISAGREEMENT OVER TRANSITION SERVICES RESULTS

In the event the Department is not satisfied with the results of the Transition Service,
the Department shall notify the Ceniractor, by email, stating the reason for the lack of
satisfaction within 15 business days of the final product or at any time during the data
Transition process. The Parties shall discuss the actions to be taken to resolve the
disagreement or issue. If an agreement is not reached, at any time the Department shall
be entitled to initiate actions in accordance with this contract.

8. WEBSITE AND SOCIAL MEDIA

Not Applicable

9. STATE OWNED DEVICES, SYSTEMS AND NETWORK USAGE

Not Applicable
10. DELIVERABLE REVIEW AND ACCEPTANCE

10.1.

Page 35 of 72
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Non-Software and Written Deliverables Review and Acceptance

The Contractor shall provide a written Certification that a non-software,
written deliverable {such as the Test Plan} is final, complete, and ready for
Review. After receiving such Certification from the Contractor, the State will
Review the Deliverable to determine whether it meets the requirements

S M
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10.2.

10.3.

10.4.

Page 36 of 72
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outlined in this Exhibit. The State will notify the Contractor in writing of its
Acceptance or rejection of the Deliverable, or its partial or conditional
Acceptance of the Deliverable, within five (5) business days of the State’s
receipt of the Contractor’s written Certification; provided that if the State
determines that the State needs more than five (5) days, then the State shall be
entitled to an extension of up to an additional ten {10) business days. If the
State rejects the Deliverable or any portion of the Deliverable, or if any
Acceptance by the State is conditioned upon completion of any related matter,
then the State shall notify the Contractor of the nature and class of the
Deficiency, or the terms of the conditional Acceptance, and the Contractor
shall correct the Deficiency or resolve the condition to Acceptance within the
period identified in the Work Plan. [ no period for the Contractor’s correction
of the Dehiverable or resolution of condition 1s identified, the Contractor shall
correct the Deficiency in the Deliverable or resolve the condition withint five
(5) business days or such longer period as the State (in its sole discretion) may
agree. Upon receipt of the corrected Deliverable, the State shall have five (5)
business days to review the Deliverable and notify the Contractor of its
Acceptance, Acceptance in part, conditional Acceptance, or rejection thereof,
with the option 1o extend the Review Period up to five (5) additional business
days, or mutually agreed upon hmeframe. If the Contractor fails to correct
the Deficiency within the allotted period, the State may, at its option, continue
reviewing the Deliverable and require the Contractor to continue until the
Deficiency is corrected, or immediately terminate the Contract, declare the
Contractor in default, and or pursue its remedies at law and in equity.

Software Deliverables Review and Acceptance

System/Software Testing and Acceptance shall be performed as set forth in
the Test Plan and more particularly described in Acceptance and Testing
Services described herein.

Number of Deliverables

Unless the State otherwise specifically agrees in writing, in no event shall the
Contractor certify for testing and deliver to the State more than three (3)
Deliverables for review or testing at one time. As the State accepts a
Deliverable, an additional Deliverable may be presented for review but at no
time can the Deliverables exceed three (3) at a time without the authorization
of the State.

Conditional and Unconditional Acceptance

By accepting a Deliverable, the State reserves the right to reject any and all
Deliverables in the event the State detects any Deficiency in the System, in
whole or in part, through completion of all Acceptance Testing, including but
not limited to, Software/System Acceptance Testing, and any extensions
thereof.

LN
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11. CHANGE

ORDER

11.1.  The State may make changes, revisions or request enhancements to the Scope
of Work at any time by written Change Order. The State originated changes,
revisions or enhancements shall be approved by the Department of
Information Technology. Within five (5) business days of Contractor’s receipt
of a Change Order, Contractor shall advise the State, in detail, of any impact
on cost (e.g., increase or decrease), the Schedule, and the Work Plan.

11.2.  Contractor may propose a change within the scope of the Contract by written
Change Order, identifying any impact on cost, the Schedule, and the Work
Plan. The State shall acknowledge receipt of Contractor’s requested Change
Order within five (5) business days. The State Agency, as well as the
Department of Information Technology, must review and approve all Change
Orders in writing. The State shall be deemed to have rejected the Change
Order if the Parties are unable to reach an agreement in writing within 30 days
of receipt of the Change Order. '

11.3.  Change orders resulting in an increase of Price Limitation, an extension of
time for Contract completion or a significant change to the scope of the
Contract may require approval by the Governor and Council.

11.4. A Change Order which is accepted and executed by both Parties, and if
applicable approved by Governor and Council, shall amend the terms of this
Agreement.

12. IMPLEMENTATION SERVICES

12.1.  The Contractor shall employ an industry-standard Implementation strategy
with a timeline set forth in accordance with the Work Plan:

12.2.  The Contractor shall manage Project execution and provide the tools needed
to create and manage the Project’s Work Plan and tasks, manage and schedule
Project staff, track and manage issues, manage changing requirements,
maintain communication within the Project Team, and Report status.

12.3.  The Contractor and the State shall adopt a Change Management approach to
identify and plan key strategies, communication initiatives, and training plans.

13. PROJECT MANAGEMENT

‘Page 37 of 72

The Contractor shall provide project tracking tools and templates to record and
manage Issues, Risks, Change Requests, Requirements, and other documents used in
the management and tracking of the project. The State believes that effective
communication and Reporting are essential to Project success. The Contractor shall
employ effective communication and Reporting strategies to ensure Project success.
The Contractor Key Project Staff shall participate in meetings as requested by the
State, in accordance with the requirements and terms of this Contract.

The Project requires the coordinated efforts of a Project Team consisting of both
Contractor and State personnel. Contractor shall provide all necessary resources to
perform its obligations under the Contract. Contractor is responsible for providing all
appropriate resources and personnel to manage this Project to a successful completion.

Contractor Initials: S_N‘_
Date9/2/2022
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13.1.
13.1.1,

13.1.2.

13.1.3.

Page 38 of 72

The Contractor Key Project Staff

The Contractor’s Contract Manager

Contractor shall assign a Contract Manager who will be responsible for all Contract
authorization and administration, including but not limited to processing Contract
documentation, obtaining executive approvals, tracking costs and payments, and
representing the parties in all Contract administrative activities. Contractor's Contract
Manager is:

Grant McKay
513-460-8007
Grant.McKAY@Fiserv.com

The Contractor’s Project Manager
Contractor shall assign a Project Manager who is qualified to perform or supervise the
Contractor’s obligations under this Agreement. Contractor’s Project Manager is:

John Cutchin
407-893-2557
john.cutchin@Fiserv.com

Contractor’s selection of the Project Manager shall be subject to the prior written
approval of the State. The State’s approval process may include, without limitation,
at the State’s discretion, review of the proposed Project Manager's resume,
qualifications, references, and background checks, and an interview. The State may
require removal or reassignment of Project Manager who, in the sole judgment of the
State, is found unacceptable or is not performing to the State’s satisfaction.

Project Manager must be qualified to perform the obligations required of the position
under the Contract, shall have full authority to make binding decisions under the
Contract, and shall function as Contractor’s representative for all administrative and
management matters. Project Manager must be available to promptly respond during
normal Business Hours within two (2} hours of inquiries from the State, and be at the
site as needed. Project Manager must work diligently and use his/ her best efforts on
the Project. '

Change of Project Manager

Contractor may not replace the Project Manager or change its assignment of Project
Manager without providing the State written notice and obtaining the prior approval
of the State of the replacement Project Manager. State approvals for replacement of
Project Manager shall not be unreasonably withheld. The replacement Project
Manager is subject to the same requirements and Review as sel forth above. Contractor
shall assign a replacement Project Manager within ten (10) business days of the
departure of the prior Project Manager, and Contractor shall continue during the ten
(10} business day period to provide competent project management Services through
a qualified interim Project Manager.

Contractor Initials: S M
Date9/2/2022
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13.1.4. The Contractor’s Additional Project Staff
The State considers the following individuals to be Key Project Staff for this Project:
Not Applicable
The State reserves the right to require removal or reassignment of Key Project Staff
who are found unacceptable to the State. Contractor shall not change Key Project
Staff commitments without providing the State written notice and obtaining the prior
written approval of the State. State approvals for replacement of Key Project Staff
will not be unreasonably withheld. The replacement Key Project Staff shall have
comparable or greater skills than Key Project Stafl being replaced.

13.2. The State Key Project Staff
13.2.1. The State Contract Manager
The State shall assign a Contract Manager who shall function as the State’s representative
with regard to Contract administration. The State Contract Manager is:

Kerri King
603-271-9075
Kerri.L.King@dhhs.nh.gov

13.2.2. The State Project Manager
The State shall assign a Project Manager, or team of Project Managers. The State’s Project
Manager is:
Cheri Poire
603-271-3792Cheri.M.Poire@@dhhs.nh.gov

And

Kelly Micka
TBD
Kelly.P.Micka@affiliate.dhhs.nh.eov

The State Project Manager’s duties shall include the following:

Leading the Project;

Engaging and managing all Contractors working on the Project;
Managing significant issues and risks;

Reviewing and accepting Contract Deliverables;,

Invoice sign-ofts;

Review and approval of Change Orders;

Managing stakeholders’ concerns.

nmoe oo

14. WORK PLAN

The Contractor’s Project Manager and the State Project manager shall finalize the Work Plan within
Fourteen (14) days of the Effective Date and further refine the tasks required to implement the

Page 39 of 72
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Project. Continued development and management of the Work Plan is a joint effort on the part of

the Contractor and State Project Managers.

The preliminary Work Plan created by the Contractor and the State is set forth in this section. The work
plan will be finalized with start and end dates as approved by the Department once the project begins.

Table B-5
Name Duration
New Hampshire DHHS EVV Project - AuthentiCare Implementation 403 days
Contract Award - Pre-Project 34 days
Milestone: Contractor Selection 0 days
Contract Negotiation and CMS Approval 30 days
Milestone: Contract and BAA Signed 0 days
Milestone: Governor and Council Approval 0 days
Project Initiation 6 days
Assemble Team 1 day
Conduct Project Kick Off Meeting 5 days
Prepare for Project Kick Off Meeting 3 days
Deliverable; Conduct Project Kick Off Meeting 1 day
Document Project Kickoff Qutcomes 1 day
Distribute Project Kickoff Outcomes 1day
Milestone Completed - Project Initiation 0 days
Phase Iteration 1 144 days
Project Planning 0 days
Deliverable: Work Plan 0 days
Create Baseline Project Management Plans, Sub-Plans and Deliverables 0 days
Scope Management Plan 0 days
Cost Management Plan 0 days
Staff Management Plan 0 days
Risk Management Plan 0 days
Issue Management Plan 0 days
Risk Register 0 days
Page 40 of 72
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Issue Log 0 days
Change Control Log 0 days
Release Management Plan 0 days
Deliverable: Communications and Change Management Plan 0 days
Deliverable: Information Security Plan 0 days
Deliverable: Bring Your Own Device (BYOD) Security Plan 0 days
Deliverable: Data Protection Impact Assessment (DPIA) 0 days
Deliverable: Systems Security Plan 0 days
Deliverable: Infrastructure Plan 0 days
Deliverable: Disaster Recovery 0 days
Deliverable: Business Continuity of Operations Plan 0 days
Deliverable: Status Report Expectation Document - DED 0 days
Collaborate with State - Review and Approve Project Plans and 0 days
Milestone Completed - Project Planning 0 days
Milestone 1: Planning 0 days
Requirements 10 days
Business Requirements Sessions and RTM Creation 10 days
Create Business Requirements Document - BRD 0 days
Requirements Gathering and Clarifications 0 days
Analyze and Validate Business Requirements 0 days
Deliverable: Create Requirements Traceability Matrix - RTM 0 days
Collaborate with State - Review Business Requirements 0 days
Create RTM Baseline - Update with State Feedback 0 days
Business Requirements Document - BRD 0 days
Deliverable; Software Configuration Plan 0 days
Deliverable: Systems Interface Plan and Design/Capability 0 days
Deliverable: EVV System Privacy Impact Analysis 0 days
Deliverable: Data Conversion Plan and Design 0 days
Deliverable: EVV System Data Retention Plan 0 days
Operations Support and Maintenance Plan 0 days
Deliverable: End User Support Plan 0 days
Warranty Plan 0 days
Deliverable: Comprehensive Training Plan and Curriculum 0 days
Deliverable: Test Management Plan 0 days
Collaborate with State - Review and Approve Business Requirements 0 days
Milestone Completed - Requirements 0 days
Design 10 days
| Design Sessions 10 days
Review interface specifications and create high level design - HLD 0 days
Collaborate with State - Review and Approve the interface HLD 0 days
Conduct AuthentiCare Design and Configuration Sessions 0 days
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System Configuration 0 days
Create Detailed Interface Design 0 days
Create IVR Design Flows 0 days
System Customization Design documentation 0 days
Create Development Environment 0 days
Deliverable: Deployment Plan 0 days
Implementation Instructions 0 days
Deployment Checklist 0 days
Back Out (Roll-back) Plan 0 days
Deliverable: Document Qperational Procedures 0 days
Deliverable: Operations Support and Management Plan 0 days
Milestone Completed - Design 0 days
Development 20 days-
Development 20 days
Create QA Environment 0 days
Perform Custom Configuration and Development 0 days
Perform Data Conversion and Extraction 0 days
Interface Setup and configuration 0 days
Configure and/or Madify Reports 0 days
System Customization Development and Release 0 days
Development Complete _ 0 days
Release Notes 0 days
Update Test Plan 0 days
Create Regression Testing Scripts and Cases 0 days
Collaborate with State - Review and Approve Updated Test Plan 0 days
Update Test Cases 0 days
Create IVR Call Flows 0 days
Perform IVR Language Translation 0 days
Milestone Completed - Project Development 0 days
Test 40 days
Conduct Quality Assurance Testing 13 days
Deploy to QA environment 3 days
Execute Regression Tests 10 days
Test / Defect Status Report 2 days
Deliverable: Conduct Load/Performance Testing : 10 days
Remediate Defects 5 days
QA Complete 0 days
Prepare UAT Environment 29 days
Deliverable: Test Data Import/Conversion 2 days
Create User Acceptance Test (UAT) cases 5 days
Collaborate with State - Review and Approve UAT cases 1 day
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Deploy Solution to UAT Environment (Web, Mobile, IVR) 2 days
Interface Configuration and Deployment to UAT 2 days
Perform System Validation and Run Smoke Test 1 day
Enable User Onboarding Support for UAT Environment 1 day
Demo system functionality in support of UAT 1 day
Conduct UAT Testing 38 days
Deliverable: Conduct User Acceptance Testing {UAT) 10 days
Support State UAT Outcomes - Remediate Issues 5 days
Conduct Final Resolution of UAT issues Testing 2 days
Review Test Results 1 day
Test Closure Report 2 days
Submit UAT completion for Approval 1 day
Accessibility Sign-off 1 day
UAT Signoff 1 day
Deliverable: Conduct Integration Testing 33 days
Create Integration Test Cases 5 days
Execute Integration Regression Testing 5 days
Deliverable: Test In-bound and Out-bound Interfaces 5 days
Remediate Defects 2 days
Milestone Completed - Test 0 days
Milestone 2: Testing 0 days
Deliverable: Lead CMS Outcomes Based Certification 0 days
CMS SMC Certification Evidence Submission and ORR 38 days
EVV Evidence Gathering 20 days
EVV Evidence Gathering (EVV 1.1-7.2,9.1, 10.1) 20 days
Evidence Gathering (EVV 8.1 Detailed S08 Test Report) 15 days
Deliverable: Penetration Test Report and Security and Privacy Controls 5 days
Penetration Testing 0 days
Deliverable: Security Privacy Risk Assessment Audit (SAR) Report 5 days
Deliverable: Security Authorization Package 0 days
Review Audit Results with State Medicaid Agency 5 days
Submission of Evidence to CMS 3 days
State Schedules ORR Target Date 1 day
Confirmation of ORR Date 1 day
Deliverable: Conduct CMS ORR and Receive Approval 1 day
CMS Approval of ORR 1 day
Milestone Completed - CMS Submission and ORR 0 days
Training 134 days
Training and Qutreach 45 days
Contact List Creation (Provider and Contractor) 1 day
tdentify Pilot Partners and Contractors 14 days
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Update Training Plan 3 days
Collaborate with State - Review and Approve Updated Training Plan 3 days
Deliverable: Update AuthentiCare User Manuals 30 days
Deliverable: Update Solution Reporting user Guide 30 days
Create Training Materials 30 days
Translate Training Material to All Required Languages 15 days
Create Training Environment 3 days
Deploy Solution to Training Environment 1 day
Perform System Validation and Run Smoke Test 1 day
Enable User Onboarding Support for Training Environment 1 day
Deliverable: Conduct Training for State Staff 10 days
Deliverable: Conduct Training for Provider and Contractor 20 days
Deliverable: Conduct Training for Pilot users 20 days
Milestone Completed - Training and Outreach 0 days
Contractor Onboarding 98 days
Aggregator Onboarding 60 days
Create Credentials 5 days
Communicate Aggregator Guides and Documents 5 days
Begin Contractor Aggregator integration Support 60 days
Milestone Completed - Contractor Onboarding 0 days
Production Implementation 28 days
Install Interfaces to Production 1 day
Deliverable: Deploy code to production {(New Software} 1 day
Deliverable: Production Validation 1 day
Deliverable: Interface Data Loaded in Production 1 day
Validation of Data Imports and Configuration 1 day
IVR Shakeout 1 day
Mabile Shakeout 1day
Deliverable: Execute System Security Plan 1 day
Deliverable: Backup and Recovery Configuration Verified 1 day
Deliverable: State Signoff on Deployed Solution 1day
Milestone Completed - Production Deployment 0 days
Milestone 3: Installation 0 days
Pilot Production Go-Live 26 days
Go-Live Preparation 8 days
Execute Release Management Plan 1 day
Review Defect Report 1 day
Review Risks and Issues 1 day
Review Communications Plan 1 day
Review Support and Maintenance Plan 5 days
Assess Operational Readiness 5 days
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Review Warranty Plan 1 day
Deliverable: Conduct Operational Readiness Review (ORR) 1day
Go-Live Preparation Remediation (if required) 1 day
Secure Go / No Go Decision 1 day
Execute Transition Plan 1 day
Pilot . 5 days
Configure Pilot User Access 5 days
Deliverable: First Productive Use — Pilot System Deployment : 1 day
Milestone Completed - Production Go-live N ; 0 days
Milestone 4. Pilot Go-live 0 days
Post-Production Operations Support 0 days
Warranty Support - 90 Calendar Days Begins 0 days
Ongoing Operational Support Begins 0 days
Ongoing Training for Providers, Recipients and Representatives Begins 0 days
Phase Iteration 2 94 days
Planning (Iteration 2) 10 days
Update Project Work Plan 10 days
Update Risk Register 10 days
Issue Log 10 days
Update Change Control Log 10 days
Update Release Management Plan 10 days
Requirements (lteration 2) 10 days
Business Requirements Sessions and RTM updates 10 days
Update Business Requirements Document - BRD 10 days
Requirements Gathering and Clarifications 10 days
Analyze and Validate Business Requirements 10 days
Update Requirements Traceability Matrix - RTM 10 days
Collaborate with State - Review Business Requirements 10 days
Update Software Configuration Plan 10 days
Update Operations Support and Maintenance Plan 10 days
Collaborate with State - Review and Approve Business Requirements 10 days
Update Change Requests 10 days
Design (Iteration 2) 10 days
Design Sessions 10 days
Review interface specifications and create high level design - HLD 10 days
Collaborate with State - Review and Approve the interface HLD 10 days
Conduct AuthentiCare Design and Configuration Sessions 10 days
Deliverable: System Configuration 10 days
Create Detailed Interface Design 10 days
Create IVR Design Flows 10 days
System Customization Design documentation 10 days
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Create Development Environment 10 days
Deliverable: Deployment Pian 10 days
Implementation Instructions 10 days
-| Deployment Checklist 10 days
Back Out (Roll-back) Plan 10 days
Milestone Completed - Design 0 days
Development {Iteration 2) 10 days
Development 10 days
Update Interface Setup and configuration 10 days
Configure and/or Modify Reports 10 days
Update Regression Testing Scripts and Cases 10 days
Collaborate with State - Review and Approve Updated Test Plan : 10 days
Test {iteration 2) 30 days
Conduct Quality Assurance Testing 10 days
Deploy to QA environment 10 days
Execute Regression Tests 10 days
Test / Defect Status Report 10 days
Remediate Defects 10 days
QA Complete 10 days
Prepare UAT Environment 10 days
Create User Acceptance Test (UAT) cases 10 days
Collaborate with State - Review and Approve UAT cases 10 days
Deploy Solution to UAT Environment {Web, Mobile, IVR) 10 days
Interface Configuration and Deployment to UAT 10 days
Conduct UAT Testing 10 days
Conduct User Acceptance Testing (UAT) 10 days
Support State UAT Qutcomes - Remediate [ssues 10 days
Conduct Final Resolution of UAT issues Testing 10 days
Review Test Results 10 days
Test Closure Report 10 days
Submit UAT completion for Approval 10 days
UAT Signoff 10 days
Training {Iteration 2} 15 days
Training and Outreach 15 days
Update Training Plan 15 days
Collaborate with State - Review and Approve Updated Training Plan 15 days
Update Create User Manuals 15 days
Create Training Materials 15 days
Conduct Training for State Staff 15 days
Conduct Training for Provider and Contractor 15 days
Production implementation (Iteration 2) 9 days
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Deploy code to production 9 days
Production Validation 9 days
State Signoff on Deployed Solution 0 days
Full Go-Live {Statewide) 0 days
Deliverable: First Productive Use - Full Systems Deployment 0 days
Milestone 5: System Deployment and Full Go-Live 0 days
CMS Certification 276 days
Conduct CMS Certification Activities {(approx. 9-12 months for CMS 276 days
Ongoing KPI/Metric Gathering Begins 0 days
Generate and Provide Quarterly Q1 KPIs/Metrics under OBC 10 days
Generate and Provide Quarterly Q2 KPls/Metrics under OBC 10 days
Generate and Provide Quarterly Q3 KPIs/Metrics under OBC 10 days
Completion of all Required CMS SMC Artifacts 0 days
Final Certification Meeting Preparation 8 days
Evidence Review and Submission 5 days
CMS Final Certification Review : 2 days
CMS Final CMS Certification Meeting iday
Final Certification Received (TBD, typically 6 -9 months) 0 days
Closeout of Implementation S days
Update Closeout and Transition Plans 1 day
Conduct Lessans Learned Review 1 day
Prepare Lessons Learned Report 3 days
Deliverable: Conduct Project Exit Meeting 1 day
Milestone 6: Close Project Implementation 0 days

In conjunction with the Contractor's Project Management methodology, which shall be used to
manage the Project’s life cycle, the Contractor’s team and the State shall finalize the Work Plan at
the onset of the Project. This plan shall identify the tasks, Deliverables, major milestones, task
dependencies, and a payment Schedule required to implement the Project. 1t shall also address intra-
task dependencies, resource allocations (both State and The Contractor’s team members), refine
the Project’s scope, and establish the Project’s Schedule.

15. ACCEPTANCE & TESTING SERVICES

15.1  The Contractor shall provide Department staff assigned 1o User Acceptance Testing (UAT)
with the full training curriculum and related documentation, including the AuthentiCare
User Manual and detailed user guides. The Contractor will train the Department’s UAT
team on the EVV solution prior to testing.

15.2  The Contractor shall provide the Departmeni with updates to the Requirements Traceability
Matrix (RTM) identified during final testing, and must provide the updated Change and
Defect Management Plan to confirm clarity for managing system changes and system
defects throughout the life of the project.
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15.3

15.4

15.5

15.6
15.7
15.8

The Contractor shall provide access to FDGS’ team of implementation specialists, to work
with the Department to develop test scenarios in support of UAT. This will include, but not
limited to, providing a pre-UAT EVV demonstration 1o develop detailed test scenarios to
support UAT by Department staff.

With approval from the Department, the Contractor shall participate in the Operational
Readiness Review (ORR) and initiate the final production implementation tasks.

The Contractor shall conduct automated regression testing for API testing, using specific
tools, as needed, Testing tools may include, but are not limited to:

Tricentis Tosca for automated regression testing.
qTest to trace test cases o requirements and documents defects.

SoapUI for API testing.

16. MAINTENANCE, OPERATIONS AND SUPPORT

16.1.

16.2.

16.3.

16.4.

System Maintenance

The Contractor shall maintain and support the System in all material respects as described
in the Contract, through the Contract Completion Date. The Contractor shall make
available to the State the latest program updates, general maintenance releases, selected
functionality releases, patches, and Documentation that are generally offered to its
customers, at no additional cost.

System Support

The Contractor must perform on-site or remote technical support in accordance with the
Contract, including without limitation the requirements, terms, and conditions contained
herein. '

As part of the Software maintenance agreement, ongoing Software maintenance and
support levels, including all new Software releases, shall be responded to according to the
following:

Class A Deficiencies — The Contractor shall have available to the State on-call
telephone assistance, with issue tracking available to the State, eight (8) hours per
day and five (5) days a week with an email / telephone response within two (2)
hours of request; or the Contractor shall provide support on-site or with remote
diagnostic Services, within four (4) business hours of a request;

Class B & C Deficiencies — The State shall notify the Contractor of such
Deficiencies during regular Business Hours and the Contractor shall respond back
within four (4) hours of notification of planned corrective action.

Reserved

Contract Warranties and Representations

16.4.1.  System
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The Contractor warrants that any Systems provided under this Agreement will operate
and conform to the Specifications, terms, and requirements of this Agreement.

16.4.2. - Software
The Contractor warrants that any Software provided as part of this Agreement,
including but not limited to the individual modules or functions fumished under the
Contract, is properly functioning within the System, compliant with the requirements
of the Contract, and will operate in accordance with the Specifications and terms of the
Contract.

For any breach of the above Software warranty, in addition to all its other remedies at
law and in equity, at the State’s option the Contractor shall:

a. provide the correction of program errors that cause breach of the warranty, or
if Contractor cannot substantially correci such breach in a commercially
reasonable manner, the State may end its program license if any and recover
the fees paid to Contractor for the program license and any unused, prepaid
technical support fees the State has paid for the program license; or
the re-performance of the deficient Services, or

c. if Contractor cannot substantially correct a breach in a commercially
reasonable manner, the State may end the relevant Services and recover the
fees paid to Conrractor for the deficient Services.

16.4.3. Compatibility
Contractor warrants that all System components, including but not limited to the
components provided, any replacement or upgraded System Software components
provided by Contractor to correct Deficiencies or as an Enhancement, shall operate
with the rest of the System without loss of any functionality.

16.4.4.  Services
Contractor warrants that all Services to be provided under this Agreement will be
provided expediently, in a professional manner, in accordance with industry standards
and that Services will comply with performance standards, Specifications, and terms
of the Contract.

17. DATA PROTECTION

17.1  Contractor shall comply with Exhibit G, Attachments and Contractor Exhibits, Section 1,
Attachments, Subsection b., DHHS Agency Compliance Documents — Attachment 2,
Exhibit K, DHHS Information Security Requirements.

17.2  Privacy Impact Assessment

17.2.1 The Contractor agrees (o conduct a Privacy Impact Assessment (PIA) of its system
prior to system implementation. The Contractor agrees to use the Department’s
PIA template and PIA requirements for this deliverable. The PIA shall include, at
minimurm, the following:
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17.2.1.1 How Personally Identifiable Information (PI1) is gathered and
stored;

17.2.1.2 Who will have access to PlI;

17.2.1.3 How PII will be used in the system;

17.2.1.4 How individual consent will be achieved and revoked; and
17.2.1.5 Privacy practices.

17.2.2 The Contractor agrees it shall conduct follow-up PIA’s in the event there are either
significant process changes or new technologies impacting the collection,
processing or storage of Pl

18. SOFTWARE AGREEMENT

The Contractor shall provide the State with access to the Software Licenses and Documeniation set
forth in the Contract, and particularly described Exhibit D: Software Agreement

19. ADMINISTRATIVE SERVICES

The Contract shall provide the State with the Administrative Services set forth in the Contract, and
particularly described in Exhibit E: Administrative Services

20. TRAINING

The Contractor shall provide initial and on-going training to all users, as specified by the
Department, in accessible formats and locations. The Contractor must offer and provide user
training through a vanety of mediums, that includes, but is not limited to:

a. In-person training at locations Statewide, to be approved by the Department.
b. An on-line, guided webinar.,

c. Recorded webinar.

d. A Leamning Management system, that must include: ‘

i. On-demand training that includes self-paced, web-based training modules
available for providers to review different scenarios on demand.

ii. A Video Library that includes pre-recorded and customized videos, which
demonstrate how to perform various functions for a number of user roles
and account for numerous leaming styles.

e. A provider forum for training of enhancements and to allow the provider community an
opportunity to brainstorm collaboratively about any suggestions they might have to
expand AuthentiCare solution’s capabilities.

f. A User manual that is designed for the Department’s EVV programs.
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g A worker guide with instruction for workers to complete the check-in and check-out
process on their mobile device, in addition to troubleshooting guidance for common
issues.

21. TERMS AND DEFINTIONS

Terms and Definitions applicable to this Contract are identified in Exhibit F: Terms and
Definitions.

22. CONTRACTOR’S CERTIFICATES

Required Contractor Certificates are attached in Exhibit G.

Remainder of this page intentionally left blank
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EXHIBIT C -

PRICE AND PAYMENT SCHEDULE

The terms outlined in the Payment Schedule is set forth below:

L. CONTRACT PRICE

Notwithstanding any provision in the Contract to the contrary, and notwithstanding
unexpected circumstances, in no event shall the total of all payments made by the State
exceed the amount indicated in P-37 General Provisions - Block 1.8: Price Limitation.
The payment by the State of the total Contract price shall be the only, and the complete
reimbursement to the Contractor for all fees and expenses, of whatever nature,
incurred by the Contractor in the performance hereof.

2, TRAVEL EXPENSES

The State will not be responsible for any travel or out of pocket expenses incurred in
the performance of the Services performed under this Contract. The Contractor must
assume all travel and related expenses incurred by Contractor in performance of its
obligations. All labor rates in this Agreement will be considered “Fully Loaded”,
including, but not limited 10: meals, hotel/housing, airfare, car rentals, car mileage,
and any additional out of pocket expenses.

3. SHIPPING FEES

The State will not pay for any shipping or delivery fees unless specifically itemized in
this Agreement.

4. - INVOICING

The Contractor shall submit correct invoices to the State for all amounts to be paid by
the State. All invoices submitted shall be subject to the State’s prior written approval,
which shall not be unreasonably withheld. The Contractor shail only submit invoices
for Services or Deliverables as permitted by the Contract. Invoices must be in a format
as determined by the State and contain detailed information, including without
limitation: itemization of each Deliverable and identification of the Deliverable for
-which payment is sought, and the Acceptance date triggering such payment; date of
delivery and/or installation; monthly maintenance charges; any other Project costs or
retention amounts if applicable.

Upon Acceptance of a Deliverable, and a properly documented and undisputed
invoice, the State will pay the correct and undisputed invoice within thirty (30) days
of invoice receipt. Invoices will not be backdated and shall be promptly dispatched.

5. INVOICE ADDRESS
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10,

10.1

The Department of Heaith and Human Services
Financial Manager

Department of Health and Human Services

129 Pleasant Street

Concord, NH 03301

Email: DM SInvoices@dhhs.nh.gov
PAYMENT ADDRESS

Payments shall be made via ACH. Use the following link to enroll with the State
Treasury for ACH payments: https://www.nh.gov/treasury/state-
Contractors/index.htm

OVERPAYMENTS TO THE CONTRACTOR

The Contractor shall promptly, but no later than fifteen (15) business days, return to
the Siate the full amount of any overpayment or erroneous payment upon discovery
or notice from the State.

CREDITS'

The State may apply credits due 10 the State arising out of thus Contract, against the
Contractor’s invoices with appropriate information attached.

RESERVED
PAYMENT SCHEDULE

Contract Type
10.1.1. Activities / Deliverables / Miiestones Pricing

This is a Fixed Firm Price Contract. The total Contract value is indicated in
P-37 General Provisions - Block 1.8: Price Limitation for the period between
the Effective Date through date indicated in P-37 General Provisions - Block
1.7: Completion Date. The Contractor shall be responsible for performing its
obligations in accordance with the Contract. This Contract will allow the
Contractor to invoice the State for the following activities, Deliverables, or
milestones appearing in the price and payment tables below:
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Table 10.1.1

IMPLEMENTATION ACTIVITY / DELIVERABLES / MILESTONES PRICING

T M [ACTIVITY ADELIVERABLE; [OR DEI.IVERABLE TVPE|RPRICE] o

P E MILESTONEE Toa - -

1 Conduct Prolect chkoff Meetlng Non-Software $3,940.00

2 Work Plan Written $5,910.00

3 Background Check Attestation Written S0
Project Status Reports Written $3,940.00

4 Infrastructure Plan, including Desktop | Written S0
and Network Configuration
Requirements

5 Information Security Plan {ISP) “Written $3,940.00

6 Communications and Change Written $3,940.00
Management Plan

7 Bring Your Own Device (BYOD) Written $3,940.00
Security Plan

8 Data Protection Impact Assessment Written S0
(DPIA)

9 Software Configuration Plan Written $3,940.00

10 Systems Interface Plan and Written $3,940.00
Design/Capability

11 Systemns Security Plan {SSP) {includes | Written $3,940.00
PIA)

12 Testing Plan Written $3,540.00

13 Data Conversion Plan and Design Written $3,940.00

14 Deployment Plan Written $3,940.00

15 Disaster Recovery Plan Written $3,940.00

16 Comprehensive Training Plan and Written $5,910.00
Curriculum

17 End User Support Plan Written $3,940.00
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18 Business Continuity of Operations Plan | Written $3,940.00
{COOP)

19 Solutions Requirements Traceability Written $3,540.00
Matrix

20 EVV System Data Retention Plan Written $3,540.00

21 EVV System Privacy Impact Analysis Written $3,940.00

22 EVV Solution Reporting User Guide Written $3,940.00

23 EVV Solution User Manual Written $3,940.00

24 Operations Support and Management | Written $3,940.00
Plan

25 Documentation of Operational Written $3,940.00 |
Procedures

26 Provide Software Licenses (if needed) | Written 50

27 Provide Fully Tested Data Conversion | Software S0
Software

28 Provide Software Installed, Configured, | Software S0
and Operational to Satisfy State
Regquirements

29 Conduct Integration Testing Non-Software $1,970.00

30 Conduct User Acceptance Testing Non-Software $1,970.00

31 Perform Production Tests Non-Software S0

32 Test In-Bound and Out-Bound Software $3,940.00
Interfaces

33 Conduct System Performance Non-Software S0
{Load/Stress) Testing

34 Certification of 3rd Party Pen Testing | Non-Software 50
and Application Vulnerability Scanning.

35 Security Risk Assessment Report, Written $3,940.00
including a Privacy Impact Assessment

36 Security Authorization Package Written 50

37 Interfaced Data Loaded into Software $3,940.00
Production Environment
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38 Provide Tools for Backup and Recovery | Software S0
of all Applications and Data

39 Operational Readiness Review Non-Software $3,940.00

40 Conduct Pilot User Training Non-Software $3,940.00

41 Cutover to New Software Non-Software $7,880.00

42 First Productive Use — Pilot System Non-Software $9,850.00
Deployment

43 Converted Data Loaded into Software $1,970.00
Production Environment

44 Provide Tools for Backup and Recovery | Software S0
of all Applications and Data

45 Conduct Training Non-Software $3,940.00

46 Cutover to New Software Non-Software $7,880.00

a7 First Productive Use — Full System Non-Software $39,400.00
Deployment

48 Provide Documentation Written S0

49 Execute System Security Plan Non-Software S0

50 Lead CMS SMC Certification Non-Software _ 53,940.00

51 Conduct Project Exit Meeting Non-Software $3,940.00

TOTAL $197,000.00

10.1.2. Hardware Pricing
N/A (included with SaaS delivery model)
10.1.3. Software License Pricing

N/A {included with SaaS delivery model)
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10.14. Software Operations, Maintenance and Support Pricing
Table 10.1.4
SOFTWARE OPERATIONS, MAINTENANCE, AND SUPPORT PRICING
SOFTWARE NAME STATE STATE BFSTATE STATE a
S FISCALYEAR IREFISCAUYEAR MW FISCALYEAR S EFISCALIYEAR]
EFRL PR B12023 BN 2024 2025] 12026 .
a ! - ) ‘ ) e B 3 L ! 2 . vy 2 v %
AuthentiCare EVV and Aggregator $306,000.00 $399,000.00 $399,000.00 $399,000.00
Operations, Maintenance and Support
Total $306,000.00 $399,000.00 | $399,000.00 | $399,000.00
10.1.5. Hosting Pricing
N/A (included with SaaS delivery model)
10.1.6. Other Cost Pricing
N/A (included with SaaS delivery model)
10.1.7. Implementation Pricing Summary
N/A (Included with Table 10.1.1, above)
10.1.8. Contractor Staff, Resource Hours and Rates Worksheet
N/A (Included with Tables 10.1.1 and 10.1.4, above)
10.1.9. Future Contractor Rates Worksheet
Not Applicable.
10.1.10.  Pricing Summary
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Table 10.1.10

PRICING SUMMARY

ﬁi:!]!g ."-\: 3 ‘.' G s .'..' v ' "R wo- -
.m.-‘.:“_“ . _i: . ) [« I n H .
1 Implementation Activities/Deliverables/Milestanes Pricing .$197,000.00
{Total from Table E 1.1, Implementation
Activity/Deliverables/Milestones Pricing Worksheet)
2 Hardware Pricing S0
(Total from Table £ 1.2, Hardware Pricing Worksheet)
3 Software License Pricing S0
(Total from Table E.1.3, Software License Pricing Worksheet)
q Software Operations, Maintenance, and Support Pricing
. $1,503,000.00
(Total from Table E 1.4, Software Operations, :
Maintenance, and Support Pricing Worksheet)
5. Hosting Pricing S0
{Total from Table E 1.5, Hosting Detail Pricing Worksheet)
6 Other Pricing S0
{Total from Table E 1.6, Gther Cost Pricing Worksheet)
Grand Total | $1,700,000.00

Remainder of this page intentionally left blank
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EXHIBIT D - SOFTWARE AGREEMENT

The terms outlined in the Software Agreement are set forth below:

1. LICENSE GRANT

1.1  COTS -- Not Applicable (N/A)
1.2 SAAS - Grant of Rights

During the Subscription Term, the State will receive a nonexclusive, non-assignable,
royalty free, worldwide right to access and use the Software solely for the State’s internal
business operations subject 10 the terms of this Agreement and up to the number of
Licenses documented in the Agreement.

The Parties acknowledge that this Agreement is a Services agreement and Contractor will
not be delivering copies of the Software to Customer as part of the Agreement.

1.3  SUBSCRIPTION -- Not Applicable (N/A)

1.4.1.

1.4.2.

1.4.3.

“1.4.4.
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CUSTOM SOFTWARE -Software Title

The Contractor agrees that any and all work product created pursuant to this
Agreement, including but not limited to all Software, are deemed to be “Work
For Hire” within the meaning of the Copyright Act of 1976. To the extent
Contractor is deemed to have retained any legal title, rights and interest in
these works, Contractor hereby assigns any and all such title, rights, and
interest (including all ownership and intellectual property rights) in the
Software and related work product to the State of New Hampshire in
consideration for the promises set forth within this Agreement.

Documentation and Copies

The State shall be entitled to copies of any work product upon request to
Contractor. At the conclusion of this Agreement, the Contractor agrees to
provide all copies of the Software for all versions, including related
Documentation, to the State. Contractor shall not retain any work product
associated with this Agreement unless authorized by the State in writing.

Restriction on Use

Unless specifically authorized by the State, Contractor shall not utilize work
product derived as part of this Agreement in any manner other than as required
by Contractor to complete its obligations under this Agreement.

Software Non-Infringement

S M
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1.4.4.1.

1.4.4.2.

1.4.4.3.

1.4.5.
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Contractor warrants that the Software, including any all component parts
thereof (“Contracted Works™) are original works of the Contractor that do not
violate or infringe any patent, trademark, copyright, trade name or other
intellectual property rights or misappropriate a trade secret of any third party.

The warranty of non-infringement shall be an on-going and perpetual
obligation that shall survive termination of the Contract. In the event that
someone makes a claim against the State that any Contracted Works infringe
their intellectual property rights, Contractor shail defend and indemnify the
State against the claim provided that the State:

a. Promptly notifies Contractor in writing, not later than 30 days after
the State receives actual written notice of such claim;

b. Gives Contractor control of the defense and any settlement
negotiations; and

¢. Gives Contractor the information, authority, and assistance
reasonably needed to defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any
claim to the extent the State seeks to assert any immunities or defenses
applicable to the State.

If Contractor believes or it is determined that any of the Contracted Works
may have violated someone else’s intellectual property rights, Contractor may
choose to either modify the Contracted Works to be non-infringing or obtain
a license to allow for continued use, or if these alternatives are not
commercially reasonable, Contractor may end the license, and require return
of the applicable Contracted Works and refund all fees the State has paid
Contractor under the Contract. Contractor will not indemnify the State if the
State alters the Contracted Works without Contractor’s consent or uses it
outside the scope of use identified in Contractor’s user Documentation or if
the State uses a version of the Contracted Works which has been superseded,
if the infringement claim could have been avoided by using an unaltered
current version of the Contracted Works which was provided to the State at
no additional cost, Contractor will not indemnify the State to the extent that
an infringement claim is based upon any information design, Specification,
instruction, Software, dala, or material not furnished by Contractor.
Contractor will not indemnify the State to the extent that an infringement
claim is based upon the combination of any Contracted Works with any
products or services not provided by Contractor without Contractor’s consent.

Viruses
Contractor shall provide Software that is free of viruses, destructive

programming, and mechanisms designed to disrupt the performance of the
Software in accordance with the Specifications.

Contractor Initials: S M
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2. SOFTWARE TITLE

Title, right, and interest (including all ownership and intellectual property rights) in
the Software provided under this Agreement, and its associated documentation, shall
remain with the Contractor.

3. SOFTWARE AND DOCUMENTATION COPIES

The State shall be entitled to copies of any work product upon request to Contractor.
At the conclusion of this Agreement, Contractor agrees to provide all copies of the
Software for all versions, including related documentation, to the State. Contractor
shall not retain any work product associated with this Agreement unless authorized by
the State in writing. '

Contractor shall provide the State with a sufficient number of hard copy versions of
the Soflware’s associated Documentation and one (1) electronic version in Microsoft
Word and PDF format. The State shall have the right 10 copy the Software and its
associaled Documentation within its possession for its internal business needs. To the
extent that the State does not have possession of the Software, Contractor shall provide
a reasonable number of copies of the Software and associated Documentation upon
request. The State agrees to include copyright and proprietary notices provided to the
State by the Contractor on such copies.

4. RESTRICTIONS
Except as otherwise permitted under the Contract, the State agrees not to:

a. Remove or modify any program markings or any notice of the Contractor’s
proprietary rights;

b. Make the programs or materials available in any manner to any third party for use
in the third party’s business operations, except as permitted herein; or '

c. Cause or permit reverse engineering, disassembly or recompilation of the
programs.

5. VIRUSES

The Contractor shall provide Software that is free of viruses, destructive
programming, and mechanisms designed to disrupt the performance of the Software
in accordance with the Specifications. As a part of its internal development process,
Contractor will use reasonable efforts to test the Software for Viruses.

6. AUDIT

Upon forty-five (45) days written notice, the Contractor may audit the State’s use of
the programs at the Contractor’s sole expense. The State agrees to cooperate with the
Contractor’s audit and provide reasonable assistance and access to information. The
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State agrees that the Contractor shall not be responsible for any of the State’s
reasonable costs incurred in cooperating with the audit. Notwithstanding the
foregoing, the Contractor’s audit rights are subject to applicable State and federal laws
and regulations.

i SOFTWARE NON-INFRINGEMENT
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Contractor warrants that it has good title to, or the right to allow the Staie to use all
Services, equipment, and Software, including any all component parts thereof such as
third party Software or programs that may be embedded in the Software (“Contracted
Resources™) provided under this Contract, and that such Services, equipment, and
Software do not violate or infringe any patent, trademark, copyright, trade name or
other intellectual property rights or misappropriate a trade secret of any third-party.

The Warranty of non-infringement shall be an on-going and perpetual obligation that
shall survive termination of the Contract. In the event that someone makes a claim
against the State that any Contracted Resources infringe their intellectual property
rights, the Contractor shall defend and indemnifly the Stale against the claim provided
that the State: .

Promptly notifies the Contractor in writing, not later than 30 days after the State
receives actual written notice of such claim;

Gives the Contractor control of the defense and any settlement negotiations; and
Gives the Contractor the information, authority, and assistance reasonably needed to
defend against or settle the claim.

Notwithstanding the foregoing, the State’s counsel may participate in any claim to the
extent the State seeks to assert any immunities or defenses applicable to the State.

If the Contractor believes or it is determined that any of the Contracted Resources may
have violated someone else’s intellectual property rights, the Contractor may choose
to either modify the Contracted Resources to be non-infringing or obtain a License to
allow for continued use, or if these alternatives are not commercially reasonable, the
Contractor may end the License, and require retumn of the applicable Contracted
Resources and refund all fees the State has paid the Contractor under the Contract.
The Contractor will not indemnify the State if the State alters the Contracted
Resources without the Contractor’s consent or uses it outside the scope of use
identified in the Contractor’s User Documentation or if the State uses a version of the
Contracted Resources which has been superseded, if the infringement claim could
have been avoided by using an unaltered current version of the Contracted Resources
which was provided to the State at no additional cost. The Contractor will not
indemnify the State to the extent that an infringement claim is based upon any
information design, Specification, instruction, Software, Daia, or material not
furnished by the Contractor. The Contractor will not indemnify the State to the extent
that an infringement claim is based upon the combination of any Contracted Resources
with any products or Services not provided by the Contractor without the Contractor’s
consent.

Sh
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8. CONTROL OF ALL COMPONENT ELEMENTS

Contractor acknowledges and agrees that it is responsible for maintaining all Licenses
or permissions to use any third-party Software, equipment, or Services that are
component parts of any Deliverable provided under this Agreement for the entire
Term of the Contract. Nothing within this provision shall be construed to require
Contractor to maintain Licenses and permissions for Software acquired by the State
directly or through third parties that may be integrated with the Contractor’s
Deliverables.

9. CUSTOM SOURCE CODE

Should any custom source code be developed, Contractor shall provide the State with
a copy of the source code, which shall be subject to the License rights. The State shall
receive a worldwide, perpetual, irrevocable, non-exclusive paid —up right and license
to use, copy, modify and prepare derivative works of any custom developed software.

10. SOFTWARE ESCROW
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Contractor agrees to provide to the State the currently existing source code and any
other tools and requirements necessary to create executable or interpretive programs.
This information may be provided to the State either directly, with any such
protections as required by the Contractor or through a mutually agreed upon Escrow
Agreement. Contractor shall be responsible for all costs associated with the Escrow
Agreement and the State shall not assume any liability to the Company or Escrow
Agent as a result of the Agreement.

Contractor agrees that the State shall be entitled to utilize the source code in its
possession and/or demand a release of the source code from the Escrow Agent upon
the occurrence of any of the following events ("Release Events"):

a. The Contractor has made an assignment for the benefit of creditors;

b. The Contractor institutes or becomes subject to a llqmdanon or bankruptcy
proceedmg of any kind,

¢. Areceiver or similar officer has been appointed to take charge of all or part of the
Contractor’s assets;

d. The Contractor terminates its maintenance, operations, and support services for
the State for the Software or has ceased supporting and maintaining the Software
for the State whether due to its ceasing to conduct business generally or otherwisc,
except in cases where the termination or cessation is a result of the non-payment
or other fault of the State;

e. The Contractor defaults under the Contract; or

f. The Contractor ceases its on-going business operations or that pomon of its
business operations relating to the licensing and maintenance of the Software.

Upon the occurrence of a Release Event, the Contractor hereby grants the State the
right to use, copy, modify, display, distribute, and prepare derivative works of the

S M
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source code, and to authorize others to do the same on behalf of the State (Contractors,
agents, etc.), solely for the purpose of completing the performance of the Contractor’s
obligations under the Contract, including, but not limited to, providing maintenance
and support for the Software and subject to the rights granted in this Contract.

Remainder of this page intentionally left blank
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EXHIBIT E - ADMINISTRATIVE SERVICES

1.

DISPUTE RESOLUTION

Prior to the filing of any formal proceedings with respect to a dispute (other than an
action seeking injunctive relief with respect to intellectual property rights or
Confidential Information). the Party believing itself aggrieved (the “Invoking Party™)
shall call for progressive management involvement in the dispute negoliation by
written notice to the other Party. Such notice shall be without prejudice o the
Invoking Party’s right to any other remedy permitted under the Contract.

The Parties shall use reasonable efforts to arrange personal meetings and/or tetephone
conferences as needed, at mutually convenient times and places, between negotiators
for the Parties at the following successive management levels, each of which shali
have a pertod of allotted time as specified below in which to attempt to resolve the
dispute:

Table E-1.

DISPUTE RESOLUTION RESPONSIBILITY AND SCHEDULE TABLE

LEVEL

CONTRACTOR

POINT OF CONTACT

STATE
POINT OF CONTACT

CUMULATIVE
ALLOTED
TIME

Primary

Project Manager, Director
of Project Management

Project Manager, PMO Office

Five (5) Business
Days

First

VP Product Management

Director of Division of Long-
Term Supports and Services

Ten (10)
Business Days

Second

VP Portfolio

Commissioner, Department of
Health and Human Services

Fifteen . (15)
Business Days

Third

VP Portfolio

Commissioner. Department of
Information T echnologﬁy

Fifteen (15)
Business Days

2.
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The allotted time for the first level negotiations shall begin on the date the Invoking
Party’s notice is received by the other Party. Subsequent allotted time is days from the
date that the original Invoking Party’s notice is received by the other Party.

ACCESS AND COOPERATION

Subject to the terms of this Agreement and applicable laws, regulations, and policies,
the State will provide the Contractor with access to all program files, libraries,
personal computer-based Systems, Software packages, Network Systems, security
Systems, and hardware as required to complete the contracted Services.

B
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3. RECORD RETENTION

Contractor and its Subcontractors shall maintain all Project records including but not
limited to books, records, documents, and other evidence of accounting procedures
and practices, which properly and sufficiently reflect all direct and indirect costs
invoiced in the performance of their respective obligations under the Contract.
Contractor and its Subcontractors shall retain all such records for three (3) years
following termination of the Contract, including any extensions. Records relating to
any litigation matters regarding the Contract shall be kept for one (1) year following
the termination of all litigation, including the termination of all appeals or the
expiration of the appeal period.

Upon prior notice and subject to reasonable time frames, all such records shall be
subject to inspection, examination, audit and copying by personnel so authorized by
the State and federal officials so authorized by law, rule, regulation or Contract, as
applicable. Access to these items shall be provided within Merrimack County of the
State of New Hampshire, unless otherwise agreed by the State. Delivery of and access
to such records shall be at no cost to the State during the three (3) year period following
termination of the Contract and one (1) year Term following litigation relating to the
Contract, including all appeals or the expiration of the appeal period. Contractor shall
include the record retention and Review requirements of this section in any of its
subcontracts.

4. ACCOUNTING

Contractor shall maintain an accounting System in accordance with Generally
Accepted Accounting Principles (GAAP). The costs applicable 1o the Contract shall
be ascertainable from the accounting System.

5. AUDIT

The Contractor shall allow the State to audit conformance to the contract terms, The
State may perform this audil or contract with a third party at its discretion and at the
State’s expense.

6. MISCELLANEOUS WORK REQUIREMENTS

6.1  State Website Copyright

All right, title and interest in the State WWW site, including copyright to all Data and
information, shall remain with the State. The State shall also retain ail right, title and
interest in any user interfaces and computer instructions embedded within the WWW
pages. All WWW pages and any other Data or information shall, where applicable,
display the State's copyright.

Remainder of this page intentionally left blank
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EXHIBIT F - TERMS AND DEFINITIONS

The following general contracting terms and definitions apply except as specifically noted elsewhere in this

Contract.
TERM DEFINITION
Notice from the State that a Deliverable has satisfied
Acceptance Test or Review.
Accepiance
A Contract duly executed and legally binding.
Agreement

Secunty Incident

The definition for this term is located in the Information
Secunty Requirements Exhibii.

Confidential Information or

Confidential Data

The definition for this term is located in the Information
Security Requirements Exhibit.

Contract

An Agreement between the State of New Hampshire and a
Contractor, which creates binding obligations for each party
to perform as specified in the Contract Documents.
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Contractor Confidential Information

information the Contractor has clearly identified in writing
to the State it claims to be confidential or proprietary.

Data Breach

The definition for this term is located in the Information
Security Requirements Exhibit.

Deficiency (-ies)/Defects

A failure, shortcoming or error in a Deliverable resulting in
a Deliverable, the Sofiware, or the System, not conforming
1o its Specifications.

Deliverable

A Deliverable is any Written, Software, or Non-Software
Deliverable (letter, report, manual, book, code, or other),
provided by the Contractor to the State or under the terms
of a Contract requirement.

All information that describes the installation, operation,
and use of the Software, either in printed or electronic

Documentation format.
Updates, additions, modifications to, and new releases for
the Software or System, and all changes to the
Documentation as a result of improvement in quality, value,
Enhancements .

or extent,

Hosted Services

Applications, IT infrastructure components or functions
that organizations access from external service providers,
typically through an internet connection.

Hosted System

The combination of hardware, software and networking
components used by the Application Service Provider to
deliver the Hosted Services.

Identification and Authentication

Supports  obtaining information about those parties
attempting to log on to a system or application for security
purposes and the validation of those users.
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Implementation

The process for making the System fully Operational for
processing the Data.

MMIS

The Department’s Medicaid Management Information
System.

Non-Public Information

Information, other than Personal Information, that is not
subject to distribution to the public as public information. It
is deemed to be sensitive and confidential by the State
because it contains information that is exempt by statute,
ordinance or administrative rule from access by the general
public as public information.

Operational

Operational means that the System is ready for use and fully
functional, all Data has been loaded; the System is available
for use by the State in its daily operations, and the State has
issued Acceptance.

Personal Information

The definition for this term 15 located in the Information
Security Requirements Exhibit.

Proposal

The submission from a Contractor in response to the
Request for a Proposal.

Security Incident

The definition for this term is located in the Information
Security Requirements Exhibit.

Software

All Custom, SAAS and COTS computer programs and
applications provided by the Contractor under the Contract.

Software Deliverables

All Custom, SAAS and COTS Software and Enhancements.

Software License

Licenses provided to the State under this Contract.

Software-as-a-Service (SaaS)

The capability provided to the State to use the Contractor’s
applications running on a cloud infrastructure. The
applications are accessible from various client devices
through a thin-client interface such as a Web browser (e.g.,
Web-based email) or a program interface. The State does
not manage or control the underlying cloud infrastructure
including network, servers, Operating Systems, storage or
even individual application capabilities, with the possible
exception of limited user-specific application configuration
settings.
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Specifications

Written details that set forth the requirements which
include, without limitation, the RFP, the Proposal, the
Contract, any performance standards, Documentation,
applicable State and federal policies, laws and regulations,
State technical standards, subsequent State-approved
Deliverables, and other specifications and requirements
described in the Contract Documents. The Specifications
are, by this reference, made a part of the Contract as though
completely set forth herein.

State Data

All Data created or in any way originating with the State,
and all Data that is the output of computer processing of or
other electronic manipulation of any Data that was created
by or in any way originated with the State, whether such
Data or output is stored on the State’s hardware, the
Contractor’s hardware or exists in any system owned,
maintained or otherwise controlled by the State or by the
Contractor.

State Fiscal Year (SFY)

The New Hampshire State Fiscal Year (SFY}) runs from
July | of the preceding calendar year through June 30 of the
applicable calendar year.

A person, partnership, or company not in the employment
of, or owned by, the Contractor which is performing
Services under this Contract under a separate Conltract with

Subeontractor “or on behalf of the Contractor.
All Software, specified hardware, interfaces and extensions,
System integrated and functioning together in accordance with the
Specifications.
Period of the Contract from the Effective Date through the
Completion Date identified in the P-37 General Provisions
Term or termination.
Supports the confirmation of authority to enter a computer
. . system application or network.
Verification Y EE
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The conditions under, and period during, which the
Contractor will repair, replace, or other compensate for, the
defective itern without cost to the buyer or user. It also
Warranty delineates the rights and obligations of both parties in case
of a claim or dispute.

A period of coverage during which the Contractor is
responsible for providing a guarantee for products and
Warranty Period Services delivered as defined in the Contract.

Remainder of this page intentionally left blank
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EXHIBIT G - ATTACHMENTS AND CONTRACTOR CERTIFICATES
1. ATTACHMENTS

a. EVYV Business and Technical Requirements — Attachment 1.

b. DHHS Agency Compliance Documents — Attachment 2
2. CONTRACTOR CERTIFICATES

a. Contractor’s Certificate of Good Standing
b. Contractor’s Certificate of Vote/Autherity

c. Contractor’s Certificate of Insurance

Remainder of this page intentionally Ieft blank
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Exhibit G, Attachment 1
EVV Businass and Technlcal Requirements

£ - . ) < BUSINESS REQUIREMENTS : y
State Requirements Vendor
Reqy | Requirement Dascription Criticality R‘::;::. Dalivary Method ' Commenls
LAVARABILITY AND ASSESSIBITITY
Vendor must comply with Seciion 504 of the Rehabihlation Act of 1973, FOGS operates in accordance with all Federal sccessibility and anti-discrimination
811 Ll Yes Standard regulations, including thaie outlined in the ADA, Annual third-party assesiments create
VPAV seports amang other asieisments ta provide cantinued complisnce,
BL2 Vendor must comply with 42 CFR 431,106, M Yes i FOGS Lies with all applicable Federal regulations inchudivg how the EVY system
may aftact services for individusts.
Vendor mui camply with 45 CFR Part BO. I'DGS npnrlln in accordance with all Fadesal ity med anvti-discrieni
B1.3 M Yei tuding thoss outhined in the ADA. Annuat thitd-party a3sessments (Teale
VPAT repaets among other ssveryments 1o provide continued compliance.
Vendor must comphy with 16 CFR Par 1154, I'DGS nplrill‘ in accordance with aH Federal sccensibdity and anth-discrimination
Bla M Yet darg Juding thote cuthined in the ADA. Annual thisd-party aisestMenls Create
VPM reporty '"‘““l other assessments 1o provide continued campliance.
Vandor must comply with Americans Disabilitias Act of 1950 FDGS operates in accordance with o ¥ #l acgestibiity and anti-discrimination
Bl.S M Yes Standard regulations, including those outhined in the ADA. Annual third-party 214#3iments create
VPAT ceports amang other assessments to provide continued compliance,
‘Vendor mast provide tralning to Hew Hampihire DHHS. FOGS will provide tesining to DHHS and Provide! Agencigs using wstructor-ted and
[-1¥] M Yes Standard vittual waliinat training sessions, in addition 10 the AuthentiCare on-demand tantent
Nbrary.

Vendor must support uters in Hew Hampthire DHHS. The AuthentiCare solyution moludes intuitive, uses-friendly sCieens iy both the webrite
and mobde Through the AuthentiCase wabute, authorured wirar can
manage user accesy, and creste, view and modily visits, chims and schegules, Urers canl

aL? M Yeu Standard download the Auth are mobile apph {or Irae on theit mobi¢ phones and
tablets. The iCare mobile applcation is a p EVV solution, including 5tore
wnd Forward technology, for collecting visit inf in locations that may not have
cellular cannectivity,

The vendor's solution must sliow for supgort of tramlation sarnices, The Authentilare bhelp desh accesyes 3 langusge hne when there is 3 need for

613 intluding help desh support. M Yes Standard trantlation services in macy than 30 languages. FDGS provides AuthantiCare User
M. Is #nd other training documents in Englith and Spanish.
e 'l'i:e':endor'l 1olution/service must support for non.Eng¥ah speaking i e, S AuthentiCare Mobike appy and VA are avaiable in Englivh and Spankh.

usets.

Vendor must sllow users 10 submit information through multiple deviced AuthqntiCare captures visit dala theough our mobike apps, VR phane call and wab

including web portal, mohile devices and IVR. intertace. EVV data captured by third-party vendars is actepted via the internet through
cur AuthenliCare Aggregator using web services or through maaual upload to the

8110 H m Hangard AuthentiCare web site, Other dais wuch a1 providerd, mamber s, workers. snd
autharizations are r#ceived through web service, batch hile via SFTP on our File
Gatewsy, of My on our website.
B Vendor must support LM IMisian of 413 wa limited bandwidth such a5 M Yer Standard Vitits captured using the AuthentiCare mobile agp ure » limited smount of data to be
cellylar, respectiut of cavagivers’ cellular data plans.
Veadod must wpport oling processing whereby il there b a break in The Stote and Forward feature of our mobile app allows the capture of vhits while the
COMMURKKAtoN service the data is stored and can be transmitted when Caregiver's device is offline. Once conmectivity hay been restored, visits ate
B1.12 sarvice b restored, M Yes Standard automaticatly submilsed 10 the server. The app dinplays @ banner letting 1he ca
know that they are working offline 10 they know that they will need to connect in order
fot their vitits to be submitted.
BI.13 Vender mutt support atternative device/methods uved when GPS M Yes standard I rare instances wheie GPS is not available, AuthentiCare VA is sccentible uting a 100
tracking i not aviilable. frae number dedicated to New Hampthire,

Vendor must provide training in sccessible locations and formats. iCare offers live instrucior-led sessions when potible. Whan not possible,
virtual instructo-led tepining is held via 2 recorded interactive webinar. Our Lesrning

L1 M Yes Standard Management System offers on-demand options thiough recorded sevsions, virual
elearning modules, and a video bbrary,
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Exhiblt G, Attachment 1

EVV Butiness and Technical Requiremants

[Vendor must adhere to the World Wide Web Consortium [W3C) Web AvthentiCare web and mobde completer conlormance reviews with a third party for
B1.15 Accessibibity Initlative. M You Stand srd sccesibdity compliance. Aesulting VPAT documents ate avgilalile upon request by the
State.
Vendor muil grovide wtsndard and configurable reportng. AvthentiCare inchudes a widely vsed redorting suite for deparimeni itafl, provides
agencies, and payery, Thera repodts ace aviilable on demand and sre conligurable to
B1.16 M Yes Stand prd select only the data requued, for example, date ranges and partcular tervices,
caregroers, grovidert, o members, Reports can be axparted in POF, EXCEL, CSV, of XML
ormmats. Accest 10 (eports is controlled by uter rodes.
B1.17 RESERVED Mot Applicatle
Veridor muit perfoit routine monltoring uling soliware tools (o Fisery data centers uie monitoring tools in the review of 1ystem performante including
maasury the efficiency of onkine siccage acce databares, operating sysiems, network, and ytorage. AuthentiCate aho incorporaies
action 23 needed to maximire availabi i teveral purfafmance monitars lod tracking interlace processing time, report gen.
81,18 of 4ervice. M Yas Standard time, long:running transactions, and fa kad. We use Appiy $
Performance Monitos [APM], 8 suite of 100l to maintain gtability and availability of the
AuthentiCare solution platform. Appropesate slerts afe conhgured 10 prosciieely
address potential issues.
Vendor must provide pert " ng end AwthentiCers’s Service Managemant 1eam produces and dekveri a monthly scorecard
B81.19 {reporting, M Yas Standard 10 the State regarding system parloimance and other management (eporiing,
The vendor must provide a solution or service that allows the utess of AwthentiCore captuset EVV data through our mobile apps, VR, cur webtite. Supporting
the svstem to tubmis necessary EVV data in multinle ways. data tuch as suthosiretions and claims is exchanged with partner vyatems through
B1.20 M Yes Standard standard interfaces. EVV data captured by third-party vendor is accepted through gur
AuthentiCare Aggregator vsing web tervices or through manual upload to the
AvthentiCare web 3ite.
The vender must prevkde 3 sotution that dlews for submitting data if thef in the event tha primary mobide mode of 1ubmitting EVV data is not available,
BL21 primary mode of submission for £V Data i not warking. M Yo Standard AuwthentiCare VR can be wied 35 » backup method by 1he Cirect Care Worker o 2
Provider Agency may enter visil L By in the AuthentiCare web: site.
The vandor muyst descnbe Lhe solution 1o collect and aggregaie data The AuthenliCate Aggragator 2cCepts visit data om third-party EVV wyitame. Data can
from provider EVV or MCO EVY platlorms and tolutions, be uploaded through the AvthentiCare website o¢ submitted via AP Succeid and fadlusd
B1.22 M Y1 Standard messages and error detpls are seturned to the tender. Our File Layout Designes allows
1hwsa pastnars to defina their own Gle formacy based on delimiters or flebd lengthy (o
minimize burden in dats submission,
OPERATIONS :
Vendor must have previcusly successlully implemented the EVV soluliond Nevada received final, full CM5 approval ing the O Based Cartif,
Tor 3 State which is operationsl aad has rererved or in the process ol (OBC) approach using AuthentiCare and partnering with FOGS. This was the first tull
Bl recehving CMS outcomes based certification. M Yoy Standard certification under the O8C hodol: ‘We have Operational Readiness
Reviews for South Caroling snd Texas, and are actively helping Arkansas ta become CM:
. cartified a5 wall. -
Vendor muit implement 8 Software a3 a Service (Saa5) Selution and AuthentiCare is provided under a Saa$ model. It is highly tonfguiable Lo redute the
2.2 Vendor must not have a degree of cuslomitstion that excesds 15%, M Ye3 Standard need for customization. Our previous implementations have included less than 15%
cutlomiration.
Yendor must have the ability to implement the solution in phases, FOGS it very exparienced in ddivering functionality in phases and with gHot periods. Fo
inChuding a pilot. instance, the most recent €V functionslity was successfully implemented in 3 separate
823 i vas Sisngad ohaies 10 delver rm‘n"mum smpact ta the providers and Mansged Care Orunimilom
({MCOs). In gur experience s phsied approsch sllows states to successiully come into
K with EvW ified in the 2111 Century Cures Actin & short
timeframe.
‘WVendor must Implement flexible data nterfaces (AP \Web Services) with As systemi vary between states, FDGS5 will build durable flewible interfaces ta nteract
the esisting State data rources 1ystems of recard , Thete ntarisces with the State’s dotumented APIS.
should remain dutable and atiow for upgrades of refrashes when new
824 programs are added and for new systems/ftechnalogies are introduted M Yo Standary
in the underkying source systems,
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Exhiblt G, Attachment 1

EVV Business and Technical Requiremants

[Vendor must inciude the cost of teadingss sctivities in Appendia [ FDGS has includad 1he <ost of the required resdingss activties withm this propotal.
B nchuding operationsl resdingds testing, traning and cuiresch, M Yos Standard Thete 20tintiet are part o1 our piloL, imph thon and ok L
stabilitstion and organitational thange management. plani.
Vetdor ust provide total cast of Sparationt snd maintenanca through FDGS bas providud the tolal cost of operations snd maintenance for the Slate Fiscal
816 tune 2026 in Appendi €. " Yes Standasd Years [SFY} through the initial |eu.n al the smm-:! ‘h.m"h June 2026. All u?eu of
operations and maatenanie are induded in Appendia € within gur FDGS Price Proposal
Vendor must specily operstions costs lor the fobowing in Appendia £ FDGS has provided the it M ot v Appendiz E mchuding all soft
8] Software Cout for Maintaining and Operating the Software a5 8 hardware, support, training, operations and maintenance.
Service Environment and meet the federal snd State standands set in the
RFP
8e? b) Cost 0 support busineds operations such as hely desh, ongoing M Yo Standard
tralning, new providers/MCOh, changes in EVV services, and wpport
couts 3
Vendor must prowvade 1,500 syntem enhancemnaent poot hours {or propose FDCS inchudes up to 1,500 1yuiem enhancement pool hourt annually in Table E-1.4
» restonable number of hours) lor ongoing changes on an anausl bawn, Softw e Operations, Maintenance, and Support Pricing.
The cott of theta tysiem enhancemant pool hourt bre anchuded in the
offeross price for pperations in Appendis £. The Vendor will only be paid FOGS will work with DHHS at the end of exch SFY 10 agree how 1o reconcde unuted pool
for the howrs the Deparimant approves 1o be wied irom this pool. If hours.
B8 upon :umvlflio‘n of I.h- SFY and if pool hours remain, at the % ves Standard
Department’s discration, afl unuted paol hours and cost will;
. B rolled over 1o the pool fos the nect year! of
b. Be reduced from the Contract slong with the
uninad doflar.
[Yendor should ideatty i worker/member devicer we meluded in the Our gxparience 8 that Caregivars ULNE theit own mobde deviced provides the katt
proponal snd document the breshdown of the total cont of deviee burder on providers snd caregivers a1 well as the State. We have found that for
n A dix E incheding the cost of new devices for JAuthentiCarg statas who have enacted pohcies tuch 73 landine requirements for IVE,
workers/membrers, teplacement devices in case of lots, and upgrades -gh uiing mobikt is over 70%. These caregivers are using devices owned by
dua to ife snd age of the device. Providing worker/member devices i themelves os their Pravider agency.
813 Optional and shoukd be priced separsialy. 0 Ya Hanidsed :
FOGS has included the price lor 100 devices in Table E-1.10 shoukd & imalt number of
wurleri/membaers decide not ta ute the Bring Your Own Device option inchuding the
frae download of the AuthentiCate mabie app.  aecersary, FOGS can gvpand the
Inumbet of devices.
. Yendor must 1pecdy and identify any minimum covered Wi for Tha RFP states 15,000 sanice echohents acrodd 145 provider agencis, Thevelore, the
providing a per member par month of operations cost in Appendix E. ménnum covered kives for & per member per month of operstions cost i 15,000
[ PR M Yo $tandard recipients. To alow time 10 ramp wp, the minimem covered ves count will noi be
imposed untd the completion of the Pilot phaie; approvimately the third manth of
loparations,
'Vendor must ensure that the $aa$ oltering b complisnt with the Iatest As AuthentiCare provides £V 1ervices in multiple states, FDGS is commitied o
[ * 2} lederal mandated EVV i onal snd L hon al requil stng M Yer Standard maintaining comphance with lederally mandated requirements, included
sddizionsd cost to the State. HIPAAHITECH.
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Exhibit G, Attachmant 1

EVV Busines: and Technical Requiremaents

The Contracior must provide an independent thied party to perform As part of gur CMS cesidfication procest, FDGS usei an independent thind-party 1o
panell ation testing within w1 (6] montha prior to implementation. conduct 2 penairation teal annually, st completed m October 202 1. Cerufication of
Contractin agiees to conduct an anmual centified penetration tesiing of thit Trsting will be made avadable 10 DHHS talormation Security. FDGS policy requires.
SALAB AL, webiLne, wab-Baied portals, or 1niema developed, swcurity stans of our appheabont atl 2 minamom of every 90 dave, Fortdy, Webinipact
{implamented, managed, o Jupported 51 4 debverable for this contract and Sonatype scans are implemaenisd Nt our SLOC procets and afa miegrated mio owr
and when additions or changes to funclionality impact the security apphcauion buikd process. i addition, oue internal indepandent cyber tecurity Team
Tramework, schitecture of when & new volneratlity exhis.. prrformm sutomated and manual Leits.
Cerufication of this testing will be provided to DHMS information
Security. The objective of said Penetration Teiting i to identify design Policy diciates snd change mansgement enforces that apebeations with Critical o High
BLiT sndfor tunction ality istues in infrastructure of wystems 1hat toukd rxpasd W Ve Stanisid vulnerabilities cannat be promoted to production. This policy alio defines tha timeknes
[Conlidential Dats, a3 wall a1, and priwork aad 10 addreys Moderale and Low vubnerabilitied.
[svstems to risks from maligsous actrdiies. Withn 15 dayt after the .
ennual Pengtsation Test has baen performed, the Contractor will providy The rewults of these activities can be communcated with sppropriste stakehciders at
OHHS Information Sacurity with a report of security issues that were DHHS,
revealed. Within 45 days of testing the Contracter will provide DHHS
Information Security with a remedistion plan. DHHS will decide, in
contultation wih the Contractor, which, if any. security Bsues revealed
{rom the Penelration Test will be remedidled by the Contractor.
Vendar mutl prevarve and make avadable ol data and recerds lor s AL the end of the contract, FDGS will Credte & backup of the databive indicating &
period of ten years from the latter of the complete tafminstion of the relention period of 10years.
B2.1) Contract the pariial lermination of Lthe Contract of the date of final "] Tes Standard
payment under thit Contract unbeds a longet period of time is requined
[ty taw.
Vendor must provide a standsd interface to support integration of data |AuihentiCare Aggragator acCepiy visit data from third.party EVV systems. Cata can be
B2.14 with Provides and MCO EVV systems. - Yed standaid |uptoaded through the AuthentiCare webute ot submatied vis APY. Dur File Layout
|Designer sliows these partners 1o define their own file formats based on delimiters or
field bengths 1o minimize butden in data whmhsion.
Vendor must comply with the CMS Seven Standards and Conditions and Authnnt_#::r- platform are d d and deployed with the seven MITA
tha most current vertion of CM51 Medicaid Information Technology conditions #% primary canikierations:
Architecture {MITA).
* Modularity Standard
« MITA Condition
= iduritry Standards Condition
* Leverage Condition
8215 M Yes Standard « Businest Results Condstion
+ Reporting Condition
* Intesoperability Condition
FDGS hat & strong understanding of MITA and emerping industry changes. Qur
knowhedge of MITA and MM 1y1iems will benefit DHHS in potential projects invalving
health care information technology and the migr ation 10 & modernlied platiorm.
The EVV syitem muat have capacity for future expansion to additional The AuthentiCare solution has a robust et of contigurable options, which in tum lower
latlony or services, serviced snd grograms may be added 'gouts fated with initial impl ation and xpansion ta additional programs and
816 to0 or removed from the EVV implementation throughout the Wfe ol this i | Standard varvices in luture change ordets, Services are configurable through cur waeb interisce
* contract. State has the sole awthority to dJetermine whan and if services and can be quickly implemanted lor use, Populstians can be added 1heough e
andfor programs are sdded 10 of removed from the EVV Svatem. exchanges of submission through web sendces.
Vendor must provide unlimied sccess via phone or Email to the Vendor The AuthentiCare Tier 1 Call Center is accessibla through amail and 1elephons 3:00 a.m.
8237 technicsd support 41aff between the business hours ol 8:00em to M Yeu Standard 1o £:00 p.m. Monday through Friday, Eastern Time, excluding hotidays, and accesiesa
3:00pm, Mondsy thru Fridey (ST {language line when there is » need fot language trantiation.
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Exhibit G, Atlachmant 1

EVV Business and Technical Requirements

Vendor muit provide user tupport by phone and amail during non- AuthentiCare Tier 2 Help Detk Specialiits are on call 2477 to reiobve o escalate istues
business hours. that pcour outside of standard business hours. Calhy and emails to the AuthentWCare
B2.13 M You Standard Help Desh outside of standard butiness hours will be routed Lo J Tier 2 Help Desk
. 19 1ppot [ % h and holdays for 1echnics) spphcation
conceins,
The Vendor will provide a completed Security Audil Report wilh retults FDGS has developed and maintains an industry lesding standard EVV Syviem Seturity
to the Department each year. The Security Audit Report must include PMan {55P] that serves our exnsling chents. FDGS will dovelop the Seturity Audit Reporl
either an elecironic data progessing [£0F) systems audit using 55AE- 18 based on our 53P and active monitoring of New Hampshire AuthentiCare system
at » minimum level service olganization control {SOCE 2 Type lor a NIST tomponents and provide to DHHS anauslly. We will examine NIST B00-53 rev 4 for
BOO-53 rev 4 assessment ¥l & "modedate” system risk control baval. additional guidance for the Secusity Audi Report.
. The AuthentiCare platform is independently audited each year to produce an SSAE
18/50C 2 Type I report. The report covers conflidentiality, intageity and availabiicy
B21% M Yes Standard conitpls, Due 10 the sensiive naiure of AuthentiCare's annual 5SAE t8/SOC T Typa T
repoit, FOGS agraes 10 provide & shereable vervion upon requast from Dmfs.
'We maintain » dotumented security plan that is regularty audited by she FFIEC, sur
Paymant Card Industry {PC1) sssessor, and under SSAE 18 by Deloitte and Touche.
Firarv/FDGS security plans and procedures ste prepared #1 @ facility level, whare the
AuthentiCare solution is hosted in large 1cale, redundant data centers.
82.20 RESERVED
82.21 RESERVED Not Applicabile
Vendol mutt ansure 1eamless coordination and int tion with Existing AuthentiCase interfaces and its Aggregator module will provide the required
812} components, other State sysiems and allow interoparabitity with M Yes Standarad integration,
provider EVV syviem,
‘Vendor must arovide & wiitien (4pofL and B31E3sMent (o the Our Cyber Securily Incident Respanse Plan inChudes steps for tvnely klentification,
Pepartmant within 24 hours lollowing the identilication of any Security investigation, reporiing and resolution of incidents, as well 31 communication 1o the
Wiy Incident detailing all actsont 1aken concerning the incident, inchuding the M Yes sradard aMecied partier. FDGS will provide 2 wntien repost and sssetiment to the Department
typs of incident, the current status, and any potentlal impactis). 'within 24 houts af the canfirmation of any Secunty Incikdent, detaibng al actions taken,
the type of incident, current staius and any polential impacts.
'Vendor must ensuie that the Agency-defined data extract is upplied FOGS will conligura our curtent data extrac process (@ meet requirements for the
sccurately 10 the Dats Warrhouse/Enterprise Business intelligence Agency's Data Warehouse / Entergrive Business intelligence (EBI) patforen. We will
B114 platform. The Vendor shall wupply the response file{s) in the format M Yer Standsrd 'work with DHHS on an agreed upan schedule.
requested by the Agency by the date and time [weekly} agreed upan.
[Vendor must perform pstching and corrections to mitigate security FDG5 and our Vulnersbiity Management Services team under cur Cyber Security unit
vulnerabilities of 8 ceitical nature within three Business Days and thove will tansuht with the Departmant on the determination of the cruscsiny of
B2.2S of 2 major nature within 10 Butlneis Dayi. The Oepartment will M Yes ! bilities. Based on our agreed level of severity, patching and corrections witl be
determine the level of criticality in congultation with the system vendor. tkmplemented on an agreed upon timeline,
B2.26 JRESERVED Mot Applicable
8127 Vendor must provide an ANSI/TIA-942 Tier 3 Data Center of equivalent. M i Standard Owr Chandles and @maha Data Centers are budl to ANSI/TIA-547 standards,
The Vendor ¢hall conduct s Go-Live Readiness Review twe (2} waeks FDGS communicates release detailt for major updates 1o AuthentiCare to alt our ¢lients)
X1 priod to go-ive and Tor major system releases. M LL3Y Standard We wil work with the Department to schedube and prepare lor Ge-Live Readinest
. Reviews at least twa (] weeks prior to the scheduled releate.
The Departmant snd the Vendor must both sgree 1hat the Vendot's FOGS will work with DHHS 10 defing the sysiem acceptance cnitaris prior ta Full Syatem
B2.29 solution matts the 3yatem scceprance criveria for Firvt Productive Use - M Yei Standard Deployment. Fhe appioved SyS14m Bcceptance critedia is validated as part of the UAT
Full Syrtem Deployment. esit criteria.
[DATA AGGREGAFOR .
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EVV Busingis and Technicsl Requirements

The Vendor must provide for & data aggregation funciicnality 1o collect AuithentiCare Aggregator accepty vitits and claims from thied-party syitemn, Data can
and process data in & tecure and real Lime batis from certified be uploaded through the hentCare website or submil wvia AP1. Our File Layout
alternative EVV $y12ems uied by Providers or MCOs and approved by the Designer ablows these partnars to define theit own file lotmats based on delimiters or

811 State. M Ve Standard fiebd lengthy.

FDGS will work with DHHS 10 di tification and approvsl requi 1lor
third-party BV yystems,
The Vendor aggregator lunctionahkty must validate the data submitted b AuthentiCare AZgregator uses butingss fules lo validate wubmitted visit data and return

832 third ?nlﬂv Evv ws_!cm! AEAinIL business rukes. TI_'u busina1s rules and i Fai ki retulls ko the supphier loF correction of rejected duta.

the minktum required dats et may vary by tervice/pragram. .
The Vendor musl generaia melricy, management and control reports ta Resulis are dedrvered back to the third:party systemi through a similar mechaniim to
peovide Teedback to third party EVY systems and providers, the tubmission. For example, it 3 vendor submits aggregated ¢ats via AP, rgsuity
repodts are returned via API, H  vendor submits through manual uplaad 10 the
{AuthentiCare website, reults repovts ace tetrmved thiough the web site,

B3 M Yes Standard
FOGS provides a Monthly Scoracard 10 DHHS which ingjudes metrics on sggregated
data. We wilt work with DHHS to determine additional matfici required (0 give leedbac)
10 third-party vendors and providess.

The Yendor must allow lor distinctions between the sequirements for [Standard interiaces are sunilable for each extarnal 3y3tem to use for datd submission.

Jalternate data collection systems utidized by Mediceid providers snd Third:paity tyttems tubi g data oa behsl of MDA typisdby ulilite dur standard

thoae utilized by Meditaid Managed Care Organizations, Encounter interfsce, while syslemy submitting data tor Medicai prowders generalty usq
our Claim interface. The AuthentiCare Aggregator has separate, configurable workflows)
tor Encounter and Claim submissions that atlow states 1o apply the appropriata 1t of

Bid4 M Yes Standard businei1 rules depending on the type of submistion.

Qur File Layout Designer can be used by these arganizations to deline their awn fike
formats sekecting delimiters o¢ fixed Mength within the Claim o¢ Encounter submision,
The Vandor will have the capability to generate, process and accept 837 AuthemtiCara genarates 837 EDI transactions typicly accepted and proceited by
EDI 1tansactions to support data aggiegator flunctions.” payment systems such as MMIS or MCOs. FOGS will develap as per the State’s
companon guide 3 process 10 import £37 £ tranyactions from third-party vendors,

BIS M Yes StaRiiid Wllh.in the 837, Aulhenl‘-ta.le will recieve the date of service, plw.idn agency, ltad,rinn
provider, member and service. Complete EVV data, such a1 check in snd check out time|
and verified location coprdinates, will need 10 be submitted seperately through the
AuthentiCare Aggregator to meet CMS requirements,  not inchuded on the 837,

The vendor must develop specifications to on-board third party EVV FDGS has standard onboarding, Ursining, and d. ion to facik the sub
836 systems proposed by Medicaid providers and Medicaid MCOs that are M vas Standard of EVV data collected by 3rd party syvlems theough our AytheatiCare Aggregator which
Japproved by the State. The Vendar must test and implemant data collecied P00k vitits in 2028,
inserlaces from/to Medicaid providers and MCOs,
Veador must lwpport monitering ingluding comparing vitit to clams. in AuthentiCare vishty and claims sre 1ightly toupled to provide tonfidence thal the
data. apptopriate bilting has been submitied. This process locludes Provided Agency bifing
conlirmation priot 1o inclusion in the 837 claim file.

817 M Yas Standard Reporting and dashboards are available to Providers and DHHS to lacilitate validation
activities. For example, Providers piten yse the Biing Invoice repart to manitor visity
submtted for bifling by service date, slong with billing status and amownt, Providerss
utilire our Remi Advice and Ry Data Listing reports to validate that each
it was sdjudicated ay eipected.
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Exhibit G, Atlachment 1

EVV Business and Technical Regquirements

The Vendor must provide tecknical and operations support for data FOGS pravides this type of tupport in Arkansas and Nevada to third-party EVV vendors

Integration implementation and oparations with third party EVV tystemy ard ariociated praviders uing AutheniCare Aggregaton. We fitit provide vendon with

uzed by MCCs and Providers our Aggragator Toolkit, which includes specifications lor data submivsion methods, datd
slemenis and file bayout.

Bi.g M Yes Standatd Our technical sLall meats with the prospeciive vender to guide theam through 1alection
of » date transler meched, ol £ testing cred 1l b of first test files ang
validation of proper tramyfers, Onde all required onboarding steps are complete end all
g istues remediated, our techaicsl support 14 conlitm readiness dnd authorize
aceedt 1o begin wbmitting data 10 the Production enviranment,

The vendor shall support implementation, teiting and re-testing of FOGS understands that esternal tystems may change over the ke of out coniract and
intesfaces with the external systems (£, State sy3tem of record(s), will provide the required suppovt for future modifications 1hrough our change order

B9 thivd party EVY fyitemie) as thote yitems are modified, vpgraded ot L] Yas Standard procass with additional effort appNed toward the 1,500 annual modification hourd, The

replaced. level of elfort for these changes depends on the e1act nature of 1he modification ta the
eaternal yystem,
83.10 The Vendor must suppost testing and on-bosrding of new EVV swiems M Yes Standard FDGS will folkow agreed:upan wtandard ontoarding orocess for third:party EVV systemi
propased by Medicaid Providers and MCO4 ta suppart new EVV syitems propoted by Medicaid Providers and MCOs.
81.1t RESERVED Not Applicable
I tha Vendor determines that the provider's EVV 1yttem i notin FDGS agrees 1hat of we determine thal e pr ouiter's EVY 4yiterm is not in comphance
B8i.12 complisnce with the 21st Century CURLS Act then the Vendor will bring M Yy Standard with the 211t Cantury CURLS Act, we will bring d to the attention of the State.
it 10 the attention of the State.
DATA QUALITY
Vendor must provide concepteal and logical data modeh tor all EvV datd infgrmation on EVV data available while protecting our intellectusl
B 3 5 M Yeu Standard
entities including meta d. nd data diccionary. wCurity (ith 16 Our Othel fustomert,
Vendor must support the dats requi of quality impr FDGS' AuthentiCare CMS On 1 Baved Certification process collects the 6 required
B4,2 arganizations eyisbished under Part B of Title X1 of the Patient M Yes Standaed - dats elements and can wransmit them 1o the MMIS in an agreed upon format.
Protection and Affordable Care Act.
Vendor must provide data governance structure, relources and process,| In suppodt of all AuthentiCare customers, data quality it of uimosl impartance. FOGS

843 with state participation, lo promote data quality and reliability of Evv M Yeu Standard will work with the State to validate and promote data quality and relishility,

dets.
Vendor Must tanage data quakity metrks a3 appigrved by the state for The monthly operationt scorecard will be reviewed snd approved by 1he State o3
Evv data: ing the quality process and checks for at least the data quality metrics ncluded in
« sccestibibty this requiremaent. We will verify that each metnic is defined chearty for reporting on the
* sEurRY manthly storetard.
+ completensis
B4 S i M Yes Standacd
* reliabitity
= relevance
+ timeliness
* uniqueness
+ valdity
= valug
Vendor must provide concepiual snd logical dacs madels for emities FOGS wilk provide information on EVY dats structures available while protecting our
incheting! firttellectual property that could pote # seturity 1k 10 tur Othet Customers,
= Kiounly
» authorizations
+ CHses
845 » disclosures M Yeu Standard
» traniaction kogs [urer and sysiem}
* paymanls
* services
= service/care plany
i = visity -
BaG Vendor muit provide metadais definitions for data entitier. i Yes Standard FDGS will pravide information on EVY dats 1 available while p ing our
3 intellectusl prapeity thal coukd pote 8 security titk 10 our other rustomaery.
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Exhibit G, Attachment 1

EVV Business snd Technlcs) Requiremaents

Vendor must peavide configuration management capabibties. AuthentiCare is 4 highly canfigurable solution allowing DHHS to determine their awn

Ba.7 M Yei Standard 5 PR
busine1s rules and minimire the need for ¢ode moditikations.

Vendor must manage dats quality functions {data validation, data Cata quality 1 managed within AuthentiCare uting validation and business rules.,

BaB X M Yer Standard
sleanuing] for 4N dats within the Evv Sputem.
endor must implement 1ystam and process contods for alt inbound and AuthentiCare includes secure inbound and outbound data exchanges totay. FDGS will
outbound data interlaces 1o ensure accurate and 1ecute data exchange shate the interlace specificats to take ad of exnting i f 3 much a5
|between the State and third party syitems, The vandor must bmplement posible.
inetfics 10 snsure the accuracy of these interfaces. The State wrtem(s)

849 of record will prestribe the interface specifications 10 the EVY vendor. M Yey Standard FDGS will work with the S1ate (g undesstand and implement 10 the prewcnbed interface
wpecitications and at1ockated metrict. Once FDGS rectivet the interface ipeeficationt,
we can determine the level of effait and timekine needed to implement the wyitem and
process coniroh snd mesrics to ensure the accuracy of theve interfscey,

b4.10 Vandor must allow users 1o submit visit verification Information. . Vi —— Vst vesification inf tion i pted by AuthentiCore through out mobile apps, VA,
webtite and Aggregator,

Vendor must send verdied and accurate EVV data 10 state directed AuthentxCare will be the singhe system of recoid for ORHE EYY. Ay we do for our other
reporting and analytical svitems, clienty, vesifled and accuarate dats will be inter!aced with state directed reporting and

B M Yoy Standard anakitical systems using s1andard AP{s where avadalie. FDGS wifl develop additional
interfaces during the implementation phase of yout project based on cequiremaents

|gathered gyring that time,
Vendor muil have the capabibly 16 exchange snd nterface daté with 'With preference to eitabhished interface copabiitie, F DGS will pravide the required
witems of record {e.g., prior/iervice suthorization syitems, member, wpport for these yet 1o be defined mteriaces.
tproseider dnd claim processing tyitems | and have the Mezibdiny to d
B2 receive the information in muttipte formats and frequency. The vender ™ Ve Standard AuthentiCace supporti both push and pull of data from extecnal #yitemd via webk Servicd
must support a push or 8 pull model for data evchange 91 required by and batch file exchanges through our tecure file gatewasy. Ouring implementation we
the wiem ol recard. will document the scheduling of these actiwiies. Depending on the data 10 be
exchanged, we will define if o scheduled batch, on demand, or seal-lime s mol
appropriate,
B4.13 AESERVED ot Applicable
Vendor must support datas collection and venfication when services AuthentiCare supports vuits that cross calendar days and i configurable to maintdin
BAA cross calendar days., M Ye1 Standard them a1 8 multiday vitit or can 1phit them inta two days with the first ending at midnighg
and the second beginning st midaight,
Vendor must suppgart sbility 10 collect vitit deta slements when the Understanding thas tha authorizations do not abways artive in 2 timeby manner,
Direct Cate Worker |DOW) initiater the visit ingluding when there in a AuthantiCare does not prevent a visil from being captured. In 2 typical implementation,
sk visi1 for a service lor which there is no authoriration. M Yes Standard |unauthorized vivits are not wubmutted to the paymaent syiiem as they will iikely be
denied. The visits are hebd 0 AuthentiCare until the avthorization has been recelved i
which lime it is automatically connetted to the viit snd allowed 16 be submitted for
aymient,
Yendor muit support dats collection and verificstion fo¢ variable AuthentiCare EVY collects visit data regardbess of location and wpports muktiple
lecations to include; 1) 1ervices in a location other than the members of record for b The syitem & designed te abow service (o be
reshdence. This may be a routine location fer service delivery (e.g. the delivered.
place of employment) o occasional location for service delvery (e.g. 2
visit to & family members hame grocery sidre); 2} Location veidification Visils can taha ptale in the home or community. They can begin in ane location and end|
B4.16 needs 10 only occur 8t the beginning and ending of each ihift and does M Yes Standard in another, Workfiow business rules after the vinit are conligurable i prevent
nal include ongoing monitoring of a memberd kacsthon thioughout the tubmissien of visit based on DHHS and Payer requiremants.
shift,
The location s onky moniteded/recorded at chech sn and check out of if the mabile app
member lookup feature it used for ease of finding nearby members far chack in.
The provider in the EVV visit record must be spproved for the member Provid b lationships are bhshed based on data received from the Siate
and match the one In 1he claim / encounter submision. ot MCO. Typically this 1akei place through the authorization.
84,17 L] Yes Standard
AuthentiCare 3lto supports the ability of the Provider to gitablish the relationship
1hrough our web uire 0f dala exchange.
8418 Vendor must ensure verification of data fof visits to s member on a ™ vas E il AuthentiCare supparts visits from multiple workers #ndfor providars on the same day.
fgiven day by multiphe direct care workers and/or providers.
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Exhibit G, Attachment 1

EVV Butinets snd Technical Requiremants

Viender must ensure verilication of data lor the tame service provided id AuthentiCare JUpportt wits rom mulliple wothers snd/for providers a1 the 1ame time.
2 member by more than one dicect care workers and/or providery at the
B4.19 1ame time (i.e. 2:1 slaffing ratlos consistant with State guidelines M Yas Standard
pokcies snd manush including any sdditions o updatet \hateto).
Vendor must enture verilication of data far muitiple services provided 1 AuthantiCare supports wnits for multiple services provided by multipke workers snd/or
820 the membar by multiple direct care workers and/or providers during the ™ Yas Standatd providess in the same shifl,
1ame shifl,
Vendor must ensure virificaion of data for multiple services provided 1 AuthentiCar g supports visits with multipht 1enaces from the tame work ef durng the
B21 the membar by the 1eme direct care worker during the same shift. M Yes Standard 1ame thaft.
. Vendor must ansure verification of date for multiple visis by & single AuthentiCare supports muliiphe visits by & tungle worker and/oc provider 10 8 mambaer in
.22 direct care worker and/of provider 10 4 single mermber per day, M Yes Stendard aday.
Vendor must ensure veritication of data Tor visits 10 3 member that AuthentiCare supports viaits for multiple members bving at the same locaton. Lach
a3 account for bving arangements whers multiple Mmembert retide at s M Yot Stendard member has & unigue Kentifier and their oown addresies lacilitating caplure of vialr lor
Isingle addrevs. wach individual.
Yendar must enaure weriication of dats for veits 10 murtuple members AuthentiCare supporty visits for workert delivering tervce 10 muliple memben in a
8424 on & prean day by 3 single direct Care wotker and/of provided, M Yed Standard day,
[Vendor must ensure verification of data to¢ services provided 10 a groug Authent{are supports visits for workers providing seqvices lo multtple members a1 the
B4.25 of memirers at the same bocation during a single vhit consitent with the| M Yeu Standard sdme bocation, Woskflow besinent rulet will ie configured 10 M(lll State guidelines to
5tate guldelines polickes and manuals including any additions of updates| preveat chaim submitthon for thode that are out of compliance.
thedeto on group wnity,
[Vendor must ensure werification of duts (o sivvices provded 10 8 JAuthentiCare supports visits for workars when they (eiude 3t the tamve address a3 the
B4 16 mamber in titustions in which the member and direc care worker residy L] Yo Standacd mambet.
at the 1ame address,
8427 RESIRVED Mot Appiicabile
LOMPLANCE
Vandot muii comply with Seclion 12006{a} of the 213t Century Cures AuthentiCare EVV it in compllance with 213t Century Cures Act mandates and schieved
ALY that o that slated & EVV for all Medicaid ] TS certilication under the Outtomet Bated Cestific ston process with the State of
caru services (PCS) end home health services {HACS) that require an in- Mavada,
B85.1 home visit by 3 prensder, This applins to PCS provided undar sections L] Yer Standard
1905(aH24), 1915{c), 19150, 1915(]), 1915{k), sad Section 1115; and
HHCS provided under 1905{a}{7) of the Social Security Acl or 8 waner,
Vendor and il downstream sub vendor of enltes Muil comply with FOGS iy with dcable regul and state and faderal Liwd, HIPAAHITECH
1ha HIPAA privacy security and breach notification regulations and ndependent thrd:-party sudits are d d on the WCare L
B5.2 applicable 1tate and faderal Laws and cegulations tor creating, collecting | “ Yoy Standard annually.
dischoa ing, maintaining, storing snd uslng Hectronke PHUPIL
Yender i1 required 1o report any referral of potential fraud or abuse by 2| FDGS will notify the State in wiiting within 3 business days toBowing delection by our
853 Brwidcr.oa their employes 10 DHMS within 3 businass davs of the " Yo - ataff or any refecral of fraud or abuie and provide supporiing documentation,
nodfication,
Vendor must adhere 10 data retention requirements cRed in 45 CFR AN FDGS data is tubject to 4 documented retention plan. FOGS adheret 1o the HIPAA
854 164,316 and Administrative Rule 17,55 414, The Department may i e St regulatory requisement of & years data tetention or lkonger, 31 tequived by the
requite & konger Mitenlion peried on an srceplion bash Lo support Deparimant,
ongoing business needs,
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Exhibit G, Attachment 1

EVV Business and Technical Reguirernents

Vendor muit comply with all sections of the Americans with Disabiities AuthenliCare it teviewed by an independent thied pasty lor ADA S03/WCAG 2.0 Level
(Act {ADA), Seclion 508 of the Rehabilitation Act and ensure user AA conformance and can orovwde 1the VPAT produced by out vendor 1o the web 3l
intertace standards account for the various lorms of colorblindness, and both #0% and Android mobile apps.
» M e induid Out vendor has advised that, while specilic disabdites are not referenced within WCAG,
Succers Critena 1.4.1 Ure of Color, 1.3.3 Sentory Characteristacs and 1.4.3 Contratt
(Minimum] are sufficient 10 address the needs of people who are colorblind.
Vendor muti be knewledgeable of and support the Department 1o AuthentiCare architecture {olkrwi MITA 3.0 guidebnes and advanced the Depariment's
maintsin complance with the "ta be” vition of MITA 1.0 Standards and MITA maturity for busingss, architecture and data, HIPAAJHITEGH independent thisd
B5.6 Conditions-MITA Condition or the latest MITA version that requites M Yes Standard party sudis are conducted on the AuthantiCare environment annualty,
1tates 10 akgn to and advance in MITA maturity for business,
architeciure and dats.
(Vender muil be knowled geable of snd support the Department 10 AuthentiCare architecture follaws MITA 3.0 guidelines and advances the Deparimant’s
maintain compllance with the "to be” vhion of MITA 1.0 Standards and MITA maturity for business, architecture and data, HIPAAJHITECH independent thied
Conditions + Industry Standasde Condnion of the latest MITA version tha party dudits are d on the Authenti are anvil ent annually. AuthentiCare is
requires 1tates Lo align to and sdvence in MITA maturity [or businesy, reviawad by o independent third party for ADA SOBAWCAG 2.0 Level AA conformance
857 atchiteciure and data, Vendor must ensure akgnmaent with, and M Yet Standard and tan provide the VPAT preduced by ows vendor for the web site and bath i0S and
incodporation of, industry standards, HIPAA, privacy and transaction Android mobie 4pps,
standardy; sccersibdity standards, and standards thet provide greates
accessibility lor individuals with disabiliees and standards under the
Allotdable Care Act,
Vendor muit be knowledgeable of and support the Depariment to AuthentiCare architeciure follows MITA 3.0 guidelnes and sdvances the Department’s
maintain complance with the "o be™ vision of MITA 3.0 $tandards and MITA maturity lor business, architecturs and data. HIPAAJ/HITECH independent third
Conditions - Leverage Conditaon or thi latest MITA warsion that requites party audits Me d d on the AuthentiCare annualty. AuthentiCare
835 statas 10 akgn to and advange in MITA maturity for business, M Yer Standard exchanges dats with 1tate MMIS, MCOs and other wyvlerns including data warehouies,
asichiteclure and data. Yendor must promote sharing, leveraging. and and tupports standard inkerface lormats, such as X12 EDI, The product 18 regularty
reuse of healthcare technologies snd sysiems within snd among states. wnhanced 10 benelit al) state customers,
Vendor must be knowhed geablke of and support the Department to AuthentiCare srchiteciure foliows MITA 3.0 guidelines and sdvances the Departmant’s
maintain complance with the “to be™ viiian of MITA 3.0-5tandards and MITA maturity for businesd, architecture and data. HIPAASHIFECH independent third
GConditlons. In1erapersbifity Condition or the Latast MITA version that party sudits are on the hentiCare il annualty, AuthentiCare
85.9 requires stales (o align (o and sdvance in MITA maturity for business, M Yes Standard wxchanges data with state MMIS, MCOs and aiher systems including data warehouses,
srchitecture end data. The system vandor's soluton shall knsure and supports standard interfzce flormats, such aa X12 ECI.
1pamless coordination snd integration with components, other State
1ystems and dlow interoperabikcy with provider EVY syaterms,
Vendor must be knowled geable of and support the Department 16 AuthentiCare EVY B aligned with MITA principles and architected with a modular design
mainiain complance with the "to be™ vition of MITA 3,0-Standsrds and managing data sccess vis role delinition and authorily. AuthentCare is sudited by
Conditions- Modularity Standard o tha liest MITA verslon that seguirey ndegendent thied parties meeting requirements for WARS:E, CMS GBC and 50C 2
ttates 1o alkign to and advange in MITA maturity for business, annual centifications. AuthentiCare vaes a modular, flexible spprgrach 1o systems
atchitecture and data. The system vendor’s solution shall use a modular| development. This inchudes the ute o1 open intesf, and ewpoded
B5.10 flenible approach 1o systems devalopment. including the use ol cpen M Yes Standare programming interfaces {APH] (o teparate butinens rukes Irom core programming, it
interfaces and erposed Apphcstion Progtamming Interfaces {API]; the aho makes budingss rules svailabie in both human and machine readable formats. Mol
on of dardized butingss rule definits from code busing1s rules in AuthgntiCare ave captured n meisdats tables in the dstabsse so they
progtameming; and the svaitability of standardized business rule are easity edited and updated a1 business rules change.
delinitions in both human and machine-readable formars.
Tha system vendor must provide the Department with compliance FOGS's indepandant third party auditons provide detalied 1eports of our compliance
B5.11 sysursnces tor the systemn vendors scope of work, M Yex Qui including but not imited 10 $OC 2, PC-DAS, HIPAASHITECH and {M5 OBC.
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EVV Businass and Technical Requizerments

Vendor mait be compatible with multiole standard browiers in AuthentiCare web it supported on induitry standard browser and Lheir previous 2
accordants 1o the State’s IT Suandards. Fhe sokution thall sliow acteit verions incheding Microsalt Edge, Apple Solari, Google Chrome and Matills Firetor
112 itom standard browters withoul requising spacialired plug-ins or applety " Yor F— without need for speciakzed pluging or applets,
10 function. The solution thall allow jor s mobde app thal m avadable
through standard Apple and Google App Stove. Care molbnle is alphe for o boad a1 no thacge from both the Googhe Play
) Jand Appte app stores.
Vendor Muil Maintein & suditing yitem snd employ FOGS agfaes Lo mamlain an auditing syiteim and emplery accountng/avdiing
As.13 a¢counting/auditing procedures and practices thal conform 1o GAAP andg M Yar Seandard procedures and practice:s that conform to GAAP and GAAS. FOGS followt GAAP
GAAS, AN charges applicable 10 the contract shall be readidy mcounting procedures today and our auditors follow GAAS when sudiing Fiverv/FDGS |
suceriaindbie from such recetds.
Vendor muit ensure thal aif technologies implemented sre in fFocs polity requires comphisnce with our vendor's hcenie agreements.
B5.14 complisnce with End User Licensing Agreements or othar kicensing M Yes Seandard
arcangementy vendos has entered inta.
Vendor mutt comply with Affordeble Cars At Section 1104 Abong with the requidemenis of the 213t Centudy Cutes Act, AuthentiCare comphes with
Administrative Simplification, and Section 1561 Health iT Enrofiment ACA Sections 1561 and 1104 regarding HIPAA security and privacy standads,
Standardy and Provocols.
L " = Sanduy The AuthantCare platform prowdes worki-clavs secunty with 4 proven track record for
proactive tecurity and privacy protecion,
Vandot muil develop and mainiain procedures for making ceferrahs for FDG3 willk woth with the Department ta include the proper proceduret in our Traming
uspected fraud, waste, or abute dicecily to the Department, The and outteach cutriculum, We will nclude how 1o ute AuthentiCare teports snd
proCrduies Mmust be Jubmitted o the Depariment {or apptoval priot to e1Caphont 1o dentdy podtible lvad, waste and abuse, We wdl aho inchude the tequice
|wnplamentation. The procedures must indude: ldocumentation detads and contact information to provade » itreamlined and direct
. Educating Vendor 152t at afl kevehs. on wayl (0 recognize possible refesral process.
fraud, waste, and abuse;
Lt b. Providing the abstity for Vendor stalf, st aB leveh, ta M p Saandard
ftwehy and diractly refac i Instances of possible o¢ suspecied fravd,
waste, or abuia to the Department without interference, of required
approval from the Yendoe's management; and
€. Educating Vendor 1talf on how 10 make & diwet
referial to the Department, 3
Store, archive, and make accessible all records, including «-mail, involved FDGS phiat with ni i b and will comply with the instriuctions of
%17 w any htigation unid the State requests the destruction, rewurn of the M Yor Standard sny Ktigation hokdt #1 requested by the State Attorney Generah oftice.
reeordy, o¢ g of the hitigation hold.
Support Wigation and/or sdminisiratrve heaving activities [e.5., by FDGS comphes with administr atve subpoenas and will support bligation andfor
B5.18 |oroviding testimony, documentation), as requiced by the Department, M Yes Standacd [ admiaistrative hearlng activities (e.g. by o0 ing & ), as
required by the Department »nd permitted by liw. Cutrently, wa suppart various
|itigation-related stiivities lot our other AuthentiCare chients.
PERF ORMANCY
Vandod mest comply with Alfordable Care Act (ACA) Sections 1361, jAuthenuCare is comphiant with al (elevant 1actions of the Affordable Care Al
86.1 1411, 1413, 1414 and 2201 M Yos Standud |However, AuthentiCate is nat used for detesmination of bens fits nor b i used lor clalm
dinpovtion thetefore these sections ste largely mapphicable.
Vendoe mast comply with Section 12006 of the 213t Contury Cures Acl, The categivet viit data that the AuthentiCare system collects complias fully with the
B6.2 M Yo Standard 1equiraments of Secton 17006 provisioned under the 2131 Century Cures Ac), while
providing sdditional da1a collection for manitoring plan of care compliance.
0.3 Vendos must pravide bus iy nf tion la the ™ 6 — Muth business hll!liﬁrleu niofmation B n-ihlbk lhtmth AuthantiCa ¢ reportng.
ate. FDGS will work with the State to define the deticed melrics,
864 Vandor must vabdate the vitlt procedure codes match those in the EvY ™ Yot Standard Procedure codes are astociated with tenaces setup in AuthentiCare and ae matched Lo
record, the visi1 a1 the time of capture.
Vendor must vakduete the provider In the EVW vitit record is approved Tor Business rube workflows are uted to mign saceptions 1o vitis that are out of
%5 1ht member and matches the one in the clabm / encounter submistion, a Vs Standard Lt A minsing provid ' i ip can be configured as a tritical
. lesception, which will prevent the visit fram being submitted &3 » ¢laim until the
ditcrepancy hay been sddressed,
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EVV Business snd Technical Requiremants

[vendor must vakdate the member is aligible o recene EVV sandces Membaer datd includes eHgibiity dates snd sushocizations, AuthentiCare can be
capiured. contigured through dur business fules woekflow 1o prevent visith with ineligible
8.6 L Yes Standard members or services that have not been authorited from being tent a3 claims fot
These critical ¢ mutt be betare bellng s allowed 10
roceed,

Verdad muil validate the provider is algible 1o pertorm EVV services Provider ¢l is imed by the izathon. Visits Jov 4 1ervice

867 captured. L0 Yet Standard are prevanted rom claim submission by workflows creating Critical gaceptions. Fhete
must be addressed before billg it allrwed 10 proceed.

Vendor must vakidate the numbet of units charged for a member does AuthentiCare calculates units based on businest rules alighed with the senice. Butiness

s not encend the mambers 1atal number of spproved umits. The system ¥ Yar Siandard rule workflows are uted 19 stsign wasning {informational] or errovs {critecal) exceptiond

Mot provide Naxibibty 10 process and flag these buviness rules as aloweng the provider t0 addreds Bives before visits for aehausted suthorizations sre

warnings (101 edns) or errory (hard edity). submitted for billing.

Vendor must vakidaie ihe vist procedurs codes are approved for the Authorizatons for services that are a13ociated 10 procedure codes are used 1o validate

869 membar. ™ Yes Standard that the procedures are a.pplwed tor members, Configutable butiness rybe workflows
are vied to creale P that pievent procedute odes for members
i from billing.
Vandor must provide 1he capsbdity to Inleroperate with 1tate wystems AvthenlCer e supports wdusiry vandad ransuctons and rechnology neutral intesfacey
86.10 using indwitry standatd transachans and technology-neutral interlaces. M Yes Standard through HIPAA X112 EDH formats,

Vendor must pravide the to search allint i huding Seatching and reparting is avadlable for £aty sccess 1o both current and hisioeical dats

log 1earch and playback. in AuthentiCare. This includes data collected by AuthentiCare EVV and through
AvthentiCare AgRregator.

85.11 L Yes Standard
Fow examphe visits can be sesrched by many data points including ervice date, service,
membet, wotker, and/or provider. Repoel search criteria is avallable in g timitar fashion

Vendor must provide suthorited stakehobders uniform access 10 1 ase pi d nto AuthentiCare web for uniform sccess to

86,12 information, M Yes Stendard data. Each user is assigned 1o 3 roke that lits their business need. Roles are assigned
rights that tanired the intormation svailable,

Yendor must ptovide Role-based accats control to all system features AuthentiCare supports configurable roles sad rights. Each role i3 Msigned specific rights]

and data, including specified data elements. 10 control what {eatures and data are available. Thiv, along with our mature data

B5.13 M Yas Standard scoping, aliows Lier acceds 1o only data with which they e associated, For example,
one provider agency cannol sccess snothes agency's visits,

Vendor must provide Multi-Factr Authentication. Multi-Factor Authentication (MFA) into AuthentiCare web is prosaded via
wintnamefpasiword romathing vou know} and a time-munaged One Time Pin (OTP)
sent through email {something vou have), The OTP is sent ta the emait on file for 1he

B5.14 M Yas Standard uiar through our enserprha PingFederate solution.
For mobile users, MFA i tished using v foasiwoed | hing you know)
and a device 15 on file in AuthentiCate ilﬂmtlhll\l you have ).

vendor muit provide interoperabilinty with the DHHS ¢laims adjrdication AuthentiCare is interoperable with chim adjudication processes through the exchange

B6.15 process. M Y1 Standard of HIPAA X12 EDI 832 claims, 835 remittance for paymants and denials and 999 for

i acceptance and rejection.

B5.16 Vendor muit vaidate incoming data based on data stendards and " Vi Standard Data by validated while entered and sccepted uting Formatting and conflrmation against]
configurable business rules, dats on lile foMowing s1andardy and configurable business rules.

Vendor must provide the Capability (o save and transmit date regsrdiess Data received snto AuthentiCare i Laved 3nd can be Lanimitied bated on

b6.17 of the mode of communicatian. M Yes dard qui This is regardiess of transmiasion method which could be through out
mobile apps, VR, secure e 1eansfer, AP or weh upload,
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EVV Buslness and Tachnical Requirements

Exhiblt G, Attachwnent 1

Vendor must provide conceptual and logical data modeh toe sl EVV datd £G5S will provide information on EVV d4ta modebs avadable while protecting our
entitigs inchading: intellectual praperty that could pote & secutity rivk 10 our other cuttomert.
+ Benefits
< Clamg
= Encounters
+ Servicafcare plan
B6.18 » Physiclani order M Yes Standard
+ Services
+ Visity
* Verificationy
« Logfaudit trad
+ Paymants
+ Accounts
86.19 Vendos must provids capabikty to diplay data in a variety of industry i Ve Standard AuthentiCare repoiting allaws the telection of induitry standard formats sch a3 PDF,
standard formats. Excel, 5V, and XML,
Vendgs must preserve and make avadasle all da1a and records to the FOGS wiltl mah e avadable al data to the state based on the legal and contractusl
86.20 M Yes Standard g 5
Hate. refention requiremants.
B6.21 Vendos must provide sl state-centric data tights 16 the state. M Yes Standard FDGYS operates from the posiiion that the State owns the EVY data,
Vendor must venty the date. lime the service begins and ends, and EVV caplured in AuthentiCare includes the date and time service bagins and endt, a3
ocation of servces captuted. well a3 the location of 1ervice a3 estabhihed wn the 211t Century Cures Act. This
information it stored ditecthy from the mobile appt baved on data githered from the
Be 1 M ves . mobile device such a1 time snd lotation or using the server date and time or Automated
Number Identification [ANI) collected from the 10dl frae calls intg our IVR.
Vendor myst provide EYY data flows and interfaces to state identiflied AuthantiCere pravides data wxposts and direcl interfadus to state systems today. We
HyIlem, have included high-level dats flows a3 part of Attachment } - Enviconmants,
Architecture and Dats Flows,
ne3 M Yy sandard £DCS wil provide expanded EVV data flaws and interface spacifications inlo state
identified systems such a5 the MMIS and data warehouse/EBI based on docymentation
and COnnRLiity ko these Syitemi provided by the State during our implementation
project.
Vendor must provide CMS MITA Framework akignment information FOGS tatiches MITA's larity S1andard by ing & modular, Neaible spproach
regarding the EVV solution. o dystems development, including the use of open interfaces and £aposed application
programming intarfaces (AP1s) to separate business rulet irom core programming.
862 M Yes Standard In wpport of the MITA Industry jon, i Wities are Based
entisgly on open-systemi standards snd accommodats communications to database
management systems and back-and solutions.
Vendor must provide standardited business rutes definitions in duman Business rudes delinitions are svailable in human and machine resdable lormats.
85.25 < M Yas Standard
and maching- readabls formaty,
vendor must adhete to HLT standards. Today, AuthentiCace provides real-time delivary of chient service visit mformation viz
web 1ervice interface and APls. XML-based APIs ase avsilable Tor data exchange with
MEQs, provider agencies and state sysiems, HIPAA EDI X12 formats are used to
exchange clalm, tamittance and authorization information. Wa will work with DHHS to
review it1 EDI companion guide and verify that the appropri HL7 itandard 1 met for
Be.26 " Yas Handard data exchange and interopessbility, Intertsces sre provided uiing multiple delreery
mathods:
= Transactional secure BON/REST web servicer
« File upload and dawnload 1o and from the tecure AuthentiCare web
« File vpload and download 1o and using SFTP
88.27 Vendor must comply with applicable Federal and State of New M Yas Sunderd FOGS wilt comply with applicable Federal and 5tate of New Hampihhe policies and
Hampihite Polickes and Procedures. procadures,
86.21 Vendor muat provide data aggregation services. " Yes Standard Au!h.lntiCll'! Aggregator wecessfully used in other states is offered as part of our
soluticn for DHHS.
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EVV Business and Technical Requirementy

Vendor must pravide Rode-baved uter eaperiences that optimize Effadt AuthentCare uppor (s Role-Bated configuration to alkow users 1o have rights (o read,
1o Perform; Efficiency, Timeliness of Process snd User Satisfaction wdit andfor ereate depending on user's 1ok, FOGS worhs with stakaholder groups durin,
matrics. the impk \ation ghase tod the role snd d rights thal bast Juits
2529 M e Spandard their job functwan. urn Satislactron matiics are pulled jrom muﬂp‘lt rourcas, for
|esampie training sessions, Call Center emal/phone, and mobie 2pp raungy/reviews.
Vendor muit provids conligurable 1ystem alerts and notifications, AuthentiCare supports configurable aterty and notifications. for example, lste and
mitied visit notifications cen be configured 10 Mlow providers 10 vend 4 swbitute
66.3¢ . M Yas Standard waorker in the event the sviigned warker does not aitive. Thresholds for Llate and mitted
witity are configusable as it the etcalation of alerting,
Vendor must provide support lor multiple DHH3 programs and setvices AuthentiCare supparts multiphe programs in ten states including lee-for-1ervice and
including thote covered by the stale plan, waivers, Home Healthcare ang MCO madels along with multiphe waivers, Home Heslthcare and Persanat Cace.
Pervonal Care.
' Fot evample, AuthentiCare tupports tupports 3 MCOS in New Mexico and 4 MCD1 in
6.3 M Yes $tandard Mevads. In Kansas, Ollahoma and South Caralina both Personal Care and Home
Healthcare services sre collecied. AuthentiCare communicates with MMIS yystems,
MCO systems, and claim clesring hauses.
Vendor must supgort abibity 10 capture stabehokder tatitfaction thiough FOGS sugparts the abikty to captuze Nakebokier tatislaction tarough Irsining survevs,
BS.32 multiphy ways [4,g., surveys, operational metricy from usage in M Yes Standard opetational metiics, call cunter email and ghone call auditing, and mobile 4pp reviews
praduction). and ratings.
Vehdor must provide standardited EVY datd elements and delinitions #3 AuthantiCare it contigurable 1o ute State Lerminology within the web site and mobike
84.13 spproved by the state, M Yes Standard 4pp. Some ezsmples include clock infout va, check infout. claims vs, visits, workert vs,
service attendants vi. caregivers, $nd members vi. thent
Vendor must have the capability to validate the visit units against in AutheatiCare, aulhorizstions ace 1et lod ditferent rervice peniods including daty,
85,34 ditferent frequancy types {daiy, weekly, monthi] 43 sppdovid by the M Yes Standard waekly and monthly as recelved from the source system.
jource wystem,
Vendor will conform with aHl relevant lederal requirements, or be In Qur CMS Certification SME1 continually monitor federal regulations and requirementy
conformance no longer then » 3ix manth period after passagy of fule 1o identify potential impac1s to AuthentiCare and EVV program aad policy, Many times,
Al lederal changes must be completed 8! na cos changes #1 the federal level arg analyled snd incorpoiated nlo AvthentiCare for 3l
to the Departmant. clients as part of qur product enhangements with na additional cost to our chents,
8635 M Yes Standard Unique changes to New Hamgshire EVV program or policy will be evalusted through the
Change Management process. We will examine sny need for specific changes in New
Hampshire 1a (ake advaniage of the 1,500 sdnudl support hourd befose sny patential
<otk Lo the Department,
Vendor will cooperate with and assist the Department in responding to $DGS will camply with apphicable Federal and State of New Hampshire public records orf
all open records, law enforcement, federsl and State sudiL and review information requests, and has a policy in place in order to comply with wuch reguests in
16,36 rlqunlf. Vendor shall provide sudit support {v.§., randem _llmpk s _ Signdyi a8 timaly fasion. -
geaeration. data extracts, havd-copy documents), and provide any
requested data or informatlan within Department approved timelrames| -
PRIVALY AND SECURITY -
Vendor must ensure that ali personnet snd vendorn eatering an AN FDGS/Fisery amployees must satinly background check requirements privr 1o
individuats home for maint frepaic/ of an EVV device smplayment. However, FDGS is not propasing 1o provide services that would require
have satified the background check requiremants set forth in state onsite support in individuad's homes, therelote thin equitkment does not apply.
B1.1 Code. Vendor wilt maintsin coples of background checks for pB stalf o Yes Standard
entering an i home for mai frepalt/ repl of
EVV devices and provide the background checks to state upon request.

RFP-2022-DLT55-05-ELECT 01 N2022-031
First Data Goverament Sohlstlons, Limited Pantnership
Exhibit G, Altachment 1, EvV Business and Technical Reguirements

Contractor Inilaly; S Mp.'. 14

Date: _9/2/2022



DocuSign Envelope 1D: 66F 17A3F-BI64-4D6C-86D0-ABSE7CADDE2F
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nd qui
Vendor mast maintan » record laudil traif) for any manual verifications. h Care maintaing » nphy (e audit trail for manyal dats aniry including who
For aach manusl varifcation the EVY will store the information entered made the entry and the date and time ot well 51 & record of the previous state of the
272 the parson enlering the information the billing provider the diret! care i T—— data. Thid included vitits manually created and electronically-created vitits that have
worket tha indridusl recoiving sarvces the date and 1wne of the vist 1hey been modified manuaslly. Arsran lor manual entry can be required by canfiguration
reason for the manual veritic stion and the date and time of the manual through resvon codes sndfor free-1en1 note entry,
verification.
Vandor must offer 4 variety of mathods by which the girec! care worker AuthentiCare ofters member o ble party attestalion through ek
Member and for thei reiponible Darty may Nndicate thil » viit Sgnatures i our mobike a0 and okt schnowkedgement thiough ow VR system.
aa validated including but not kmited 1o elecironic signature voice e Standard Dwect Care Workers validate their viuts through the theth-in and check-out process on
& reCcoOgmon or other biomatrics. ANl use of sHeC1ronic JgNAtUre: ML mobile and VA, FDGS agrees 10 meet State requi fou ic yagr
meet the requirements 16t torth in state rules and guldance.
Vendor's BCDRP mutt addrais shorl- and keng-term restoratkon FDGS hay documented Busineys Continuity and Divarter Recovery Plans, Theve are
relocation or repl ofr necesiary 10 enture the tmooth teted snnually with Disaster Recovery procesuing bve activity [os several dayi ta s
continuation ol opsations retated 10 state dats. Such resoces may week Bt our recondary datd canter, Data is replicated in real time between our
inchude among othert WALONS upphet on 1pace geographically dvecie dats tenters in Chandler AZ and Omaha NE. [ach data center hay
power and envis | tontroks d ation people data full s1atfing and redundant environmental snd power Tyitems in addition to duphcate
and hardware. Vendor must have documented disaster tecovery plang yervers tor full Capacity. Within each dats center muRiphe servers ate foad balanced fo
that sddrers the tecovery of kot State dats as woll as their own. Syilem! brtut the wnpact ¢ vated by a faikre s sny ohe verved or piece of hardwara,
must be architected fo meet the defined recovery needs. 2
Qur Business Continuity Plan ypecties critical butiness functions and witerms snd
B84 Yy Standard dh thve plan should thote become unavailable, The biggest test of BCP has bewny
the COVID pandemic where FDGS stalf were immaediately able 1o 'work from home wha
leadership deemnad it not safe o worb in the olfica.
Recovery Time Objective and Recovery Point Objective aie documented. Database
back ae 1akan and distributed Jcrors our dats centen 30 thay do not keave oW
Tatilities but are stored acron geography. Full backups are tahen nightly with Rerative
backups completed throughout the day, This coupled with the datsbune rephication
minimires tha risk of data lows.
Vendor shall provide a Continuity of Operations Planning {COOT} that FOGS has a documented Business Continuity Plan that covers COOP, snd thiv can be
075 d d: emergency operations snd of [vV e the Yes Standard shared with the State in 3 secure manner, Our Business Contmuity Plan iv reviewed and
# busineas as wetl 23 thek own. Syitems shall be scchitected 10 meet the Tested annually.
deflined buviness operational needs,
Vendor shall provide a detsbed System Security Plan (SSP). Plan thall be FBGS has devaloped and maintains an indusiry leading standard EVY System Security
architected 10 meet the defined requirements of the Department’s Plan {S5P) that serves our eciating chenty. FDGS will develop the Secunty Status Report
Information Securnty Office. Ptan should support key security bated on out S3P end active of Hew i ary system
management activities before and after systam suthorization, componants and provide 1o DHHS sanually. We will examing NIST B300-53 rev 4 fov
additional guidance for the Security Audit Report,
'We maintain a documented securlty plan that is regularky audited by the FRIEC, our
rE Vai Sandand Payment Card indusiry [PC1) s1ses10r, and under SSAE 13 by Deloitie snd Touche.
Fiterv/FDGS tecurity plans and proceduces are plepared at a facdity beval, where the
AuthentiCare sokition is hotted in larpe scale. redundant data centers,
The are platfs hind audited each year to produce an SSAE
18/30C 2 Type X report. The report covert contid iy, iniegrity and
tontiols,
Due 1o the 1entitive nature of AuthentiC, snnual $5AE 18/S0C 2 Type 2 report,
FOGS sEre4s to provids s vharenble varsion upon request from DHHS
Vendos shall establish a vrer friendly IT sue Tracking Syslem. Fhe FOGS Clant Sendces incident management process vt the Serviceow jracking
L} Ve Standard
and repocting tool,
-, Vendor shall provide sn IT have Tracking Man/Guide Yos styndid FOGS ml provide our IT lssue Tracking Plan ing our definitions and
: escalation procedures,
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Vendor must 14pport the encoding of data o+ security purposet P and PHI data at rest in AuthentiCare databases is cotumn-level encrypted using
{ancryption at rast) and fos the ability Lo access the dats in s decrypted Voltage, an AP bated tool. Accers 1o data i itd decrypted lormat is only avaslable 10
ar9 format from tequired tooh for suthorized uierns. - Yes — authorized users through the AuthantiCare application and is not accessible natively in
ur databases. Files ot rest are also encrypted usng Volage. Access o dats that has
baen encrvpted is only availibte thiough togged apphcation inteefaces.
SYSTEM EFFICIENCY
Vendor must provide an intutive uier Interface/device intaraction that i ‘Worker interfaces into AuthentiCare are d d 16 be mi bur based
minimally burdensome for the direct Care workers and members, on 1he goal of Mmarimizing the lime spent praviding 1ervice to members. A few taps on
the mobde app siter logging in and the worket has cheched in of out. IVR interactions i
a8t " Yes Standard ml.wnul are less than one minute d on the lexity of the iated
butineys ruley,
The AuthentCare web vite is an easy 10 use system for members and their
representatives to review and approve visits for claim submission.
Vendor must provide te ability for the member andfor thaie authorited AuthenliCare supports a repretentatnee rode and functionahty for sell-directed care theg
regreventative 1o 3¢t on behalfl of the member, 10 include, delegation of aMows the member of their reipresentative 10 review and approve visits for submitiion
vitit verification responsibility 1o another pesson of suitable age and Tar payment, Multipht regresentatives can be assigned 1o & membar,
88z discretion. The system mu+t sllow multiple indiwduals to be devignated M Yo Standard
and musl track additions and deletions. Changes should be able to be
made tasily via the member's postal.
Vendor merit provide thair solution approach 10 handle when the Dvect In AuthenliCare warkers and rep, tives are defined tely and the tyitem
Care Warker [DEW) and the suthotlzed representative are the 3ame afowi for 2 DOW 10 3110 verve 25 3n authorired repiesantative. When performing
person. caregiver duties, the DCW utes the AuthenilCare VR or mobile app to chech i and
chech out for wisits,
BA.3 M Yeu Standaed
Whan acting 81 an authorited representative, the individual logs il the AuthentiCare
wib portal to complete tasks such 35 reviewing and/or appraving visits. We will work
with OMHS ta understand program rules for DCW that dually syenve 31 33 suthovized
representathees,
Vendor mus support quikh and etfickent way ta support modifications o A Tull audit trail is maintlainved {o¢ changes 1o visits recording the original flate of the
B84 the visit data by the membar/Authorited Aepresentathve without - - Standard visits data adeng with the date and time of the change and the sccount that made the
compromising the original record. change. Free-text notles and reason codes can alvo be recorded 10 document the reason
for the change.
Vendor myst generate reports 1o moniios and track retention rates a1 AvthantiCsre stores effactive smplovment dates'and worker status for DCWy, Data is
for tha DOW. The repons should provide ﬁeilhlhlv to looh retention made available to authorijed uters within the standard reporting suite. For anample,
rates mt the 31ae level oc individusl provider agency/MCQ kevel. The cur Worket by Provider report includes Worker 10, Name, Start Date, Tarmination Date
reports shoukd pace with blished statefregional/nati and all senvicas assigned in their woeler profida. Data i grouped by provider agency and|
standards, can be fltered down to a spacilic provider sgency, warker, workes status andfor
g% M Yes Standard ervice. Qau Rooin.g b.ased an user rabey allows for State users to see data for all DCWs
and provides agencins in the EVV system. MCO users only see worhers who dethret
1ervice 10 their members and provider agency usars only ses their own employees.
FOGS will work with the Siate to provide reporting on retention rates and the souices 0
dats for the detired establivhed standards.
Vendor must pravide & flexible solution 1o support far elrcumstances AuthentiCase maobile #pps and IVR capluse vty regardless of location, Visis beginning
B8 whi visit staris and/or ends away from the member's place of M Yes Standard i one lcation and ending in snother sre supparted. The system suppoits mukiple
: [resicdence. locations of recoid lor members, and visits can take place in the home or community.
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EVV Busl and Technica) Regui
Vendos muit provide 8 icheduling module 10 reduce membaer provider AuthentiCare's scheduling module makes worker check in even laster, reducing burden
agencies and diract care workerfitat! burden, on workers, The module o Eacilitiates late and missed visit reposting and alerts,
driving better service for members,
In AuthentiCare 2 wcheduled Wil i calted an event. Events can ondy be created for
L} i chent/service/| det/caregiver i . The scheduhng feature
accommod ates scheduling of both primary and back-up caregivers 1o/ each event,
AuthentiCace tracks the numbet of 1erice units avadsble for schedubng svents and
s M Yes St natifiey the K’_wdulcr thrqlnlh a0 aker1if #n peent exceeds thae 1063l number of umits
avadable, Providers tan distard, accept o change evenls Irom the event
acknowledgement pags,
i 3 caregiver is scheduled far an event on 2 regularly occurring day ofl as noted on the
‘Worker Entity Settngs page. AuthentiCare divplays & warning message for this conflscl,
The icheduler may choone to change the event o 1o tave it sven though a conflxct
eaisty. AuthentiCare’s scheduled warnings are meant to attitl schedulers, but not (o
Srevent the scheduler from creating an event of  conflict i detectad.
Vendor must provide & flanble and user configursble reporting 1ool AuthentiCare’s rebust reporting eagine provides & 1ool for eauily cusiomized Evv
which shalt not only inchude 8 library of standad teports but alg program monitosing and management, which hetps identity and reduce fravd, waite
wppoit the development of ad hoc reports in accordance with the user and abuse. AuthentiCare containg A broad spectium of on-damand r4ports with ad hoc
role deiignation. functions hke drop-down kst flliers, paramaters, date ranges and other selections that
ABOW uters 1o raport the data of which they are specifically nteresied.
Qur reporiing tool gves stakeholdery the ability 10 search theough both tummaey and
[dutanied dats viewi. Lhing etection trteria for mach report, & usel Con rasily Cuilomize
B2 M Yas Srandard the standaid report to mest 1pecific requirements and run a one-time raport, 1ave a
report tamplate that they want 1o fun reguiadly for ongoing anakysiv ol matdics
wbmissiont.
These ieporty provide stakeholdert, as well a5 the pravider cammunity (based on theit
security sccets sutharity], views into the electronic viit and verification dats 1o manags
the programa, conlfiom members receive needed care snd help identity iraud, waste ang
abue.
Vendor muit inchuede functionality Lhat slows the Siste to conduct FOGS uses 8 third-party, Commercial O/ The Shelf {COTS) survey module sllowing the
818 vy including membaer /providens state sialf satisfaction wirveys. Thel " Vas S1andard State to conduct surveys of members, previders and tate staff, Guidance for use of tha|
data collectad through the surveys wil be made availlable in the £ 1008 and reporting on survey data colecied will be made avaiatde 1o the State.
reporting 1ytiem.
Veador marst have the flexibility for membaers andfol thai authorized bers of thel o make changel to thew slwit #nd notification
BS.1D eeprevantative pacty to make changes to their individual preferences in M Yai Standard preferences through the AuthentiCare web portal.
The SY3tEm 1o receivt slermt and RoCification.
Vendor mutt describe the appiosch and proteis [or devicr in the aven 1hat & worker's mobsde device i bost of sloben, it can be diabled in -
B management and the process for aotification, recovery and ot o Yer Sisidard AuthentiCare and Lheir new device enrolled. If a member leaves the program, the
) reinstallation qf the device in case it s reported 120len or member device can be diabled 10Bowing the same process. Note that the bmited data on the
relocutes of learves the progiam. mobike device is encrypted,
Vendor must of ensunng thet the device liomware and vertion b up to FDGS publish o device requl intuding the operating system [O%),
date and updates sre not disruptive 10 the wier experience. = Updates to the apps are managed through the related app store. Understanding the
chalenges for workers 1o upgrade theis devices, FDGS kimits the wniet of support of
BA.12 [+ Yes Standard dirviced, Histonically Updates 1o devices have only been mandated when securdy
vulnerabilities require it. FDGS communicaies when new relesies sre available and
whan devices will no konger ba supported in advance (10 sBow worken 10 prepare.
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'Vendor muit ensure that there are adequate softwarg and process The minimal data vtored on mobile devites is encrypted and only accesiible through thy
[conirpds in plsde 1o gnsure sl peryenal infermation is remaved in case specifie worker's kg, When the mobile device has 2 connection to the internat ot
the devices are to be reused, caflular network, the visit is seved to AwthentiCare in resh ime.
Hewever, when there i no Wi-fi of cellular data coverage at the time and location of
BaL3 e e Hendad service delivery, the AuthentiCare maobile apps record time and sateite-baved GPS
locaton 10 Mlow caregivers 1o create visits the sama a5 when they are online. Visit data
captured offling is encrypted and viored on the device. When & connection i restored
the visit detaids o forwarded o the AuthentiCare servers and removed from the
device [Store and Forward).
Vendor must pravide 1he 2pproach o devics upgrades dad ensute it is ina Auth arq i wan, workers bring their own device [BY0D} or
8514 nat diruptive 10 the uver, o Yes Standard providars supphy tham _n aui.;ntd.te an ndividual wof!\er. When deviCes are to be
B upgraded, the new device I it ssiigned 1o the worher in AuthentiCare and 1he worker
proceeds withowt interruption,
Vandor muit provade detaids of their help deik processes and how will Initisl contact inl our help desh occurs in our call center. Call center agenis open
the effectr of 1echnical support be d and reported by incident tichets in our Service low traching tyatem, The agent will pravide the incident
1takeholder [member/caregiver/State). (INC} number Lo the caller and will work with them 10 rasotve most itsues, For istues
that cannot be reschved in the initial contact. the INC & escalated in1o our Tier 2 10ppor
team. Qur advanced technicians in Tier 2 furiher work the INC and communicate with
the requestor, Riues nol resobved in Tier 2 are escalated to our Tier 3 syttem exparts
that incledes senior product and develogmaent periannel for resclution. Each step in
this pracess it documented in SenaceNow for ing and ki ledgeb. purp
BI.IS M Yes Soande Trends in requests are seviewed to identdy process improvements,
Our monthly scorecard ingludes data on inquicies and e1calations over the previows six
manths Lo our sEPROrT organization as wall as the 10p 5 iNQuiy Categories. Alo
wncluded is a tichel creation history showing the number of tickets per menth, top ticket|
categories, sevedity, and length of time tickels have been open. In addition calk center
metrict are included (or 1otal calls, average handle e, sversge tpeed of answer,
bandon rate, and tage of callh d within 30 weconds,
Vendor must provide help desh support for all stabeholder Help desh suppari is avadabke 1o all users of AuthentiCare. Typecally workers and
B83.16 {member/caregiver/MCD/State), L] Yes Standard mgwbars W3t contact their provider agencies with the help desk acting a1 an escalafion,
paint.
83.17 RESEAVED Not Applicatle
B84.13 RESERVED Mot Applicable
Yendor must ensure that the staff entering an individuals home for FDGS does not propose 1o have staff entering indivdual's homes, theretore this
88.19 L frap : of EVV devices will ba bonded #nd Q Yes Standard requisement does not 3pphy.
inturad.
Vendor myst provide the ability 10 support Mot Roll out of the EVV Mot of our AuthentiCare implementations began with a pilol period 10 qur leam is
8820 system {by aren, program, by provider provp] 1o verify and vakidate the 5 Yes Standard very Familior with this process, FDGS will work with the State to detesming the
uer wxperlence snd tahe feedback from the Pilot roll out to mahe R apprapriate groups snd areds 1o pilot initial and eatly ure of AuthentiCare for EVV.
requived changes to improve user adoplion and satisfaction,
[Vendor must provide sysiem snd associated procass contial 1o ensure FDGS wpport proceduces require tickets to be opan for all chient requests for senvice,
that o issues sre achnowledged, tracked, managed and retolved to Dashboards built within our ServiceNow syitem bre wsed 10 track Lime 1o resol'e, bring
Hikay ensure wser satisiaction, ~ Vii Sissuied 10 ittues with muhi‘ole rePod:, and provide \.uupcrl keadership visibadity inre
those that are aging and conliemation of timely resolution. FOGS understands and
sharet the expection lod prompt nsug resobution,
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EvV and Tech | Requib
Vendor muiil document the Lrantition itrategy tom the shernative FOGS proposet 10 ute our mabile appt ot the poimary capture method i Hew
device/mathod a3 lechnology changes and/od GPS5 technobogy becomes Hampshire 30 sRerantive devices and methods are not required. The appi use the
more widely available in the State. satellite baved technology available in todd's devices so there it no depandency on Wi
Fi or gellular connecuvity 1o capture GPS &1 1ha i of tha visity, In estzemaly rare
{nstances where GPS is not available, our IVR s avadable to capture £V via Lol free calf
8e.12 M Yoy Standard
Fot over 73 million mobile cheth iny and thech duts acren of our statewids
ign, oved 99.6% GPS coordinates, Lass than 100 totsl membery
BLIOAY LEN YN [RCaiving 2 mobde vitik have noL had GPS captuted with nearly af of
thaie e leid then three sttempts,
Yendor must have the abdity to interface with providers eshting payroll Many providers use gur Claim Data Listing or Tene and Attendance Repost in C3Y
systems for the purpote of sharing validated walt data in order 1o format 1o eschange EVY data with thair ¢dsting systams. Should they desive additional
populate cark workers meithests for payt ol puiposes, The use of this intetfaces, FDGS will establivh 8 process wilth the State in support of provider paid
8213 ‘ s B i et g Q Yo Standard
1 lity by providers is optional and a3 such it is the providers sole niegration.
reapon bty Lo pay anY conts sniacisted with the bulding of the
interface.
Vendor musl provide aitgrnate 1olutions Lo manage (etroactve Servce Authantlare automatically connects suthoriration updates 1o non-biled vits, For
Pian and suthosization changes For spacitic services and/or programs. example VAT May be recorded priod 1o recept of Jutharization in AuthentCatw. The
visit will be hald with 3 critical e1ceplion until the authorization has been rageived, Thiy
8324 M Yes Standard orevents reworh for providers and the payment svatem 43 unduthodited clawns Me modl
aften denied. Once the authorizalion has been received our workflow process will
automatically connect it (0 any related visits which ¢an then be expoeiad for payment.
Vendor must provide for manual verification if needed and allow for AuthentiCarg supports manual entry thiough the web site and can require notes for the
B2.15 providers 1o atiest to the pretence of hard copy documantation for any M Yes Stand ard provides 10 31111 10 the presence of hard copy doCumentaton.
manual v vetification,
Vendor must be capable of collecting and storing dats offhne during any AuthentCars Mobie storet dats encrypied in the mobde device while off lne o¢ il the
downtimae such a1 regularly scheduted maintenance. tystem in ynavaidable, Date rom mobide and VR i written 1o recoverabie gueues and
will b procassed once the Syitem Is again avadible,
B83.15 L] Yat Standard
Qur redundant server environment alows Tor individual 1ervers 1o ba taken offéne for
MmantEnance without taking the eatice dyitem down, teducing time that AutheatiCare i
nol svailable during
Vandor muil develop and operation alire a communication plan that will A1 a standard paret of our State implementations, FDGS creates » Cusiomer Care Plan
.17 be used 10 ensure il Impacted parthes (.8, ndividusls receiving " Yes Standard which Inchedes & AU plan g mathods, (reg Y and standaid
tervices, dirett Core workers, providers ) are knowledgrable sbout templates. FOGS will work with DHHS 1o identily stakeholders groups and the Iypes of
|ptsnned mamtenance snd updates, tion thad each shovld recerve.
Yendor must alow for 8 flacible roles based access and allow the State AuthentCare supports flexsbie rodes bined access, Dedignated admini from the State
6823 10 detignale entitied 10 ansign rotet {e.4. 8 provider agency will atiign - Yes Standard and provider communities can create uier sccounts and ausign roles as sppropriste to
roles 10 direct care workery and 8 case management agency will attign thele own robes and access.
rotes (o Individual case managart}.
The vendor solution musl piovide an inauithve user imerface that interfaces 1o State, MCO, snd Provider systems reduce the need for manual data entry
a2 minkmizes data eniry, veridies entered data values againit specitied dats M Yo Saridwd nto duthentiCare. For data thal requices manual entry our easy to use web portal is
type and format and swoids entry of same infi A {avarabie. Regardiess of mannes of data entry, validation rubes sri in place to conliem
vahd dsta hat been provided snd not duplicated,
The vendor must system alows for search and easy access to both Searching and reposting is svadable for esy access 10 both current and histoncal data
current and histork data In the system {e.g. days worked, start time, in AuthentiCase. This includes data collected by AuthentiCare EVV and through
B8.30 finih time, tots hourt, etc.). M Yes Standard AuthentiCare Aggragetor, For euample viuty can be searched by many data pointa
including service date, service, member, worker, andfor provider. Report search criterial
s avallable in lar Fashion,
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EVV Business and Technical Requirements

The vendor must create all reports and provide a real-lime performance Real-lime ian per! * itoring of the AuthentiCare components utes
monnoring dashboard to support the Key Performance Meatures, it ¢an AppDynamnics Parformance Monitor [APM], 3 1wite of ool 10 masintain ttability snd
e1clude Depariment spproved planned downtime {i.e.. yitem availability of the AuthentiCare solution glatform, APM also allows FOGS 1o monitor, n
unavadabie 1or L), real time, the periormance of the key business functions of AuthentiCare within the
hardware and woltware infrastructure lavers.
Based on monitoring results, APM crestes alertt on critical tesources component
utilization 9« when rewponta thresholds are exceeded so that proper attion can take
place to rastore normal fupctioning and performance of the systems. Unplanned
Ba3L - Yes seandurd outages or peri Muet are ¥ d to the Depariment 21 well
Log dats are collected in a central logging platfarm and fed into our Joinl Security
Operations Center (JSOC) Loaduat for monitoring and slerting, whith is stafied 24/7,
Review of sudit logs are conligured through Splunk to meet theve moaitoring
requirements for unauthorized access and ongoing reporting of events.
FOGS wil update our Monthly Scorecard 1o include reporting details Tor il approved
Key Peiformante Meaurtt,
$ELF-DNRECTION
The Yendor's [VV Syitem shall have the ability to interface with all FBGS it experienced in exchanging data with FMS providers in wupport of 1elf direcled
provider tystems. The Contractor shadl work with the $tate and the care in myltiple states, We will work with the S1ate to determine the best suded
B9 prowiders in defining the elements to be Incleded in the interface but M Yes Standard intetface.
shall, #1 2 minimum. include detads of sll visity for membars using self-
ted jatvicet,
The Yendor ‘s EVV System scheduling module 1halt be accesiible 10 AuthentiCare's scheduling module can be svsigned (o robes for members and their
bess/ P ive and providers, sllowing providers representaiives slong with thel providers to ¢stabhih vitit plans. Scheduling sugports
and memberss Incheding, but not Nmited to, membars who use a self. daity, weekly, and monthly Wiits and recurring scheduts can be created.
directed option, to uve the EVY Syitam to schedule OSP visits. The
Contractor's scheduling model shall permit Nexibility in schedubing vivits Racursing visits can be scheduled by every aumber of days o waehdays sad se110 end.
89.2 (4.8., adjusting scheduled service visit start times) and be devigned 10 M Yas Standard on a specitic date or alter a specifled number of visits. The weekly conflgur stian
reduce member, provider agencles and DSP/4taff burden. supports the number of weeks between visits as well 31 the day of the waek and can be|
configured to end after & numbaer of visits of on 2 spacific date. Manthly schedules can
be condigured for 1pecific days of the month and how many months in betwean visits, of
the finst, second, third, fouth ov lilth given dav and how many months hetwean visits.
COMMUNICATION PLAN AND USER TRAWNING
The Vendor must develop and malatain a communication plan in order The Communkations Plan is a standard groject deliverable communicating the formal
10 Facilitate the eMeciive and efficient communications across the approach, p . hods, formats and templates, stakeholdery,
oroject team. Thit includes stakeholders, business partners and the rokes and responsibilitles, Additignatly, our Training Plan incledes a comprehansha
pubkie if this it & public facing application. The plan, which Is subject to traWing communication strategy, which detail ongoing metheds ol communscation and
State review and approval, must camprehensively identily the Vendor's suppart with the State, providers and other key stahehoMers; Inchuding live Support
h and ad ion strategies through the EVV Project Forums, Learning M; Systemn Nnks fod ga-d. d optiens, Hraining tichet
smplementation and term of the Contract, 1, and ication of survey and training participation feedback.
B10.1 ™M Yes Standard
The Communications Plan, along with the Training and outrench plany, indicates the
strategy lor formal communication with all parties, Both internd and external over the
tetm of the Lontracl. bsues resolytion it inchuded under the Risk and haue
Managemant sub-plan. This Customer Care plan will be reviewed annualy with DHHS,
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The Yendor's Communication Plan must addiess the cutrexch and The Communicationt Plan i 4 1tandard project delvet sble communicating the formal
ications to stakeholders, inch DHHS and i1y S1ate partnery. L h, p . formats, methody, takeholders, roles and
contracted MCOY, members/familias, providers, DCWs and other responsibiities, 1t also detaily planned communication yirategies lor stakeholder
intargyted parties, The CoMIsgiors Communicaton Plan Mmust Cowe; quiresch, ticket/l wtson and how scheduled system will be
= Key planned s1akeholder eommunications through the program d. Usar 1ek and on:line wpport are inciuded ynder the Customer
B and Care or Operatns Managmant sub:plan, The Training Plan will inghude & detaibed it off
* Srstem user education related Lo the purpose and use of EVV System all trawning tvpes and sudiences, slong with how frequently they will be aliered and
+ e Resotution Proceis wiat mathodology will be used. All training vessrons inchude sharing dwect contact
810.2 * Avaabdity of Onbne and Telephonic Uier Support L] Yes Standad niormation lor the assigned traingr phus ot othar avestable suppon option: for that
| Motifications Lo users of Syatem downtime due (o System updates and sudienze.
scheduled maintenance
= identification of roles end 1oots lor membars, providers, MCOs and the In addition, the Communications Plan, along with the Training and outieach plans,
Stale to wie to mamber and scskehokder sducational ndicated the Alrategy lor formal communication with all parties, both internal project
sttivities priformed by the Contractor. stakeholders as wall as gxternal sgencies snd veadars over 1he term of 1he contact,
The comarehenyve Customer Cara Plan, including 1he Communication Plen, witl be
reviewed on a yearly cadence.
The Yendor's Communication Plan must includa the key message, Ouxt Customer Care Plan inclydes the Communecaton Plan delsing communication
targeted for the the 1! methods, [ormats, fequendy and timing. Additionally, The Training Plan
8103 methad|} o formati] to be uied, and the timing and eguency of the M Yes Stendard compiahenshvely detaihs the cadence at which wa plan 1o meet with Ley ttakaholden,
communication. wcluding multiple weekly meetings with dfarent audiences sad live monthly of bie
owthly Support Forum,
The Yendos must work with the State on "branding” the EVY Syitem Each S1ate’s AuthentiCare webute is branded with the State's nama snd logo of choice,
(including 2 logo} and utilira the DHHS webiite where all communication For example, some siates choote 10 Use their State 1040 to brand thex web portsl,
and educational (ool and other pertinen! EVY information wifl be Within the AuthentiCare webtite users can sccess Usining materials and
8104 pottad, M Yeu Standard {announcements, and bnka 1o Stale webutes that have information pertinent 10 EVY,
Fisary will work with the State to Cieate 2 banaee for the AuthentiCare wab portal that
beit repietents New H hire DHHS and 10 d ine the of the learning
and ication repositony,
[Vendor must 1ubmit 5 detaded Training Man that, at a minimum, AuthentiCare's Training 1eam provides a customized Training Plan for 2ach state, which
addresses the following: inchides:
&. Summary of training appcoach that focuses on the irain-the-trainer & . Devired outgomas dor afl audiences utilizing a combination of 1rain-the-irainer (T3]
hodology, obj , and desired and direct instruction approsches.
b. Tratning needs snalyh, including an assesiment of the target b . Heeds anatynh based on State-specific requiremaents and asserimant of targs!
sudience and their tnowledge snd skills. audiences.
€. Aecommendations on type snd delivery spproach based on trainng ¢ . Teaining approach that vuhtes mised modalities, induding bath synchronous and on.
needs snshnii, Mode of Training {Web, W Person}. demand options through Mntructor Led Training (ILT), Virtual LT, and our Learning
. Summary of proposed irsining materish and documentation in hLanagement Syitem, which inchudes a video Kbraty,
laddition to handi-on traimng. d . Samples ol ad hoc Wraining options and delivery methods,
B10-5 e A h 10 ining training d ion and ing M Yo Standard e . Examples of how we veryion snd indes our Training documentation.
materisls. ! . Contihui lon/change Waiming
1, Apgrosch to providing training necesssry 1o wpport new funciionality § - Plan also inchudet survey information, which is collected from training participants
and/or majer software rebrases that materially change the wiet #nd vied to inlorm subsequent tralning sessiont and approachas.
interaction. h . Trakning schedute B provided Lo the State, whith ncludes deveriptions, lkinks, historic
&. Appt ouch (0 pritriting for incorperating feedbach Lo improve train recordings and audignce descriptions for all session typer,
the trainer aflectivaneis over the courte of the Contract, 1. Reporung it pubed weelly. unless specificaly reguested by the wtate, including bath
. Trakning Schedule Tor each stakeholder type || faregrer, participation Kgs and sufviry Tepoits. These afe communicated (o the State evaluste
member, slate, othet, tend L R dedge snd Laining effecth
b, Log. Collect and Raport on the elfectiveness of the tralning sessions,
CMS CERTIFICATION
the Vendor must work and assist DHHS to develop of Key Performance AuthentiCare's CMS Subject Matter Expest {SME) will contult with the $tate Lo calculate)
Nl Indicaton (KPT's}. " Yer Standard KPis that meet the State’s requirements for TMS, and 1o establish a repeatable
approach for delivering CMS OBC quarterty KPis. Dxperience supporting our other
ients thiough this process will be of benefis DHHS.
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EVV Busl and Technical Requi
The Vendor shall lead the eftort to achieve CMS certdfication of the Out approsch to CMS Certification lor DHHS will be 1hiough ative particigation during
system with involvgment of DHHS and Quality Assutance Contractos 3 phases of the project iram DD 1o p go-live. Addi Wy, the CMS Cer
1talf. Activities inchude kance with 1, luat SME will lead the activities required for Eormal CMS cestifleation,
tinarie, davalopment of Key Performance Indicatort (KPH), other
812 «certification requirements a1 described in CMS guidance of fegquired by ki i i FOGS underytandy the L i #nd requi pased o out regular
DOHHS. communication with CMS and oui hands-on project eaperience, and will colaborate
with CHHS and Quabty Asturance Contractor 11alf to gathar sl required evidence for
QRA, Wy will continue working with OHHS and CM3 through delivery of Key
Performance Indicatod reports and in pregaration for the linal certitication review
The Vendor shal work with the Depsrimaent 10 conduct & CMS FDGS will work with DHHS snd other relevant stabehakders 1o conduct 8 sutcessiul CMS
8113 Operational Readiness Review pradr (3 go-live. M Yes St1zndard Oparationd Readiness Raview within the limeframe required to complele
Certification. FDGS has asvisted four dther states in compheting theiv ORRs and has
created elective kool and 4 for the entire certification process.
IXEY PEAFORMANCE MEASLIALS .
Yendot's +0lution shall be available twenty-dour §24) houry a day, 7 deys FDGS agrees thal AuthentiCare will be svalable 24/7 othet than schedubed mawmtenand
& wegh ¢xcont for during scheduled maintenance. Vendor shall ensure at a minimum of 99% of 1he time on a monthly bases with downtime no greatar than 24
that the sokution iv avasilable ninety-nire percent {99%} of the tme 4 hours per incident.
measured on 3 monthly basls and that downtinne is ac greater than
twenty-four {14] hours per inciden1. Vendor thall provide five (3) Qut Saas offering uses multiple load-balanced ververs for presentation and application
Bi2.L business days’ notite 10 the State prior 10 ity tegularty scheduled M ey Standard alang with databave clusters designed to mavimile wysiem Jvalabibkty, Qur secondary
Mintenance windows. data center provides full capacity in the event the primary facility is aot available.
Avsilability Is cakculated monthly it foBowi: Availabiity perientage & FDGS will notily CHHS of regularty scheduled maisienance windows,
H. d (Tote ime minus dd imae)
divided by Fotal time (2447}
Provide I-Lirrvt e itoring dashb d itability ninaty-] Real-time ication perl i g of the AuthentiCare components uses
nine peicent {39%] of the time, twenty-four {24) houns & day, seven {7) AppOvaamict Performance Maonitor [APM], 3 suite of 100k 10 mantain wiability and
days 3 weak, excluding Dep np: planned di ime {i.e., availability of the AuthentiCare 40lution platform, APM also alows FOGS to monitor, in
syslem unavailable for use). Avelability k calculated monthly as follows: real tima, the performance of the key business functions of AuthentiCare withinthe
[Avallabllity percentage » L d d ime {Totsl d Wne minus hardware and softwaie infrastructure layers,
approved downtime] divided by total time {2427).
Based on 2477 moaitoting resuits, APM crestes automated alerts on critkcal resources
{component utilization or when reap hreshokds are ded 30 thast proper aclion
can take place 1o restore normal lunctiening and perfsrmance of the systems,
B12.2 M Yes Standard Unpl; d outages or perh Hivet are ¢ ¥ ta the Depactment as
weell,
Log duta are tollected in a central logging platform and fad in1o our Joint Security
Qperationy, Center {(I50€) toohat for monitoring and alerting, which is statted 24/7.
Review ol audit logs are configured through Splunk 10 meet these monitoring
requirements fo¢ unaythodired access and ongoing reporting of evenls.
FOGS will update our Monthly Scorecard (o inchude reporting detads fot sll spproved
Key Pesfocmance Measutes,
pp | from the D prior 10 scheduling non- FOGS will notiliy the Departmant of non-amer gency maintenance a minimum of 5
B12.3 system d ume os mai during houri of operation M Yes Standard busineiss days prior. FOGS wil provide cur matntensnte calendar enty in our
no later than five {51 Business Days priot to downtinye, engagement.
Piovide 2 user interface responie time of less than two (2) seconds per AuthentiCarq response time will be less than two seconds in return 1o our edge web
Bl2.4 discrete (ransaction. Reiponse time is messured lrom the time the data M Yes Standaed servers. The ipeed of the internel between our perimetes and the State’s network i no|
packets Mave the State network Lo the time 2 response is received lrom i pur control.
the Cantractor’s softwate sppheation.
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Vendor must ensure that the Dals integrty arror rate and routing erromn Data entry and evchange edits are used tQ Mmee! the expecied data integrily eirod rate.
of pny transaction i leis than DO1%. Transactions inchude o EVV datls
acthdty within of interfaced with the Vendor's system. Data cannct be
RLLS modified undatettably. in sdditisn, data needs to be 1ent and feceived M Yeu Standad
with guaranteed delvery regardless of the interface
mode (¢.§.. AP of batch).
Vetder shall replice key personnel within tifteen {15] $1ate workdays. W the event of biry perionned dons, FDGS will werk 10 replace them within 15 State
B126 The Stale may grant additional time 10 replace hey perronnelif the N Yo Srandard workdays and will icate our ing: plant to coordinate 1o 31 not 10 atfect
Venoor makes ntanm o 13 #ndure that e not aparations. Qur operatons team contits of multiph AutheatiCare teChnicians ta bmit
'aﬂx(rd by ki of personnel. Tik ta contnued operations.
Request and receive written approvat by the Department prios to FDGS will coordinate with the Department on any public commuaication relating to this,
releasing any public snnouncemaent concesning the Comtract, including, contract,
B12.7 but nat limited to, notices, mformation pamphlett, press releases, M L 1Y Standard
h, reports, sign1, and wmilar public notices prapared by or tor
Yendor,
AR standardized [eports thall be svadable oaline of delvered 10 AuthentiCare feporti are dvaslabile through our onbne web wie 10 protect PIYPHI dats.
authorued uiers by the itheduled time one hundred percent {100%) of Reporti are available on demand or through our scheduber. They will be avadable 100%
8128 the time 21 defined and mutuaBy agreed upon durmg deialied teport M Yos Standard ol the time 21 defined and mutually agreed.
devign, Penaliiey will not be ad during system ime due to
1chedubed maintrnanca,
'Yendor must natidfy the State of any data load problems, dncrepancies, FOGS Operationt utes monitaring and review of dats load procesies to identdy hsues.
8129 o¢ laikires within one | 1) workday of identification and present o M Yei Standard We will notity the State within 1 buliness day and, 1 needed, present a resolution plan
resshution plan within three (3} woskdays, within 3 business dayr.
Vandor mui have the 10 eachange and intetiace data with h e bodh real-lime and batch interfaces. For real-time interfaces
$yiterm of record and process updates in near real time {within 3 data will be svalable for review and reporting within 3 seconds 99% of the lime,
1econds IR of the time) ransactions. erchuding batch interface Updates are made Lo our transactional databare Tabies where data in retrehved for
updates. iewing. Reporung typically it didwn #0m our Dhester Recovery databane snd s
81210 M Yt Standard avatable in this 1ame time requirement.
Performance i measured by a predefined sample messuring the
1vastarmp dala wat recarved to the timestamp the data iy avalable 1o
query in the database or presented to the user vis a user lntertace.
Yendor mutt receive dacs from third pany / provider EVW iyalems and AuthentiCare ACEregalor »CCap1s visit data in dear teal ime lrom third-party / provider
tyitem of records [itate witems) in near 1eal time [within 1 seconds. EVY 1yitenns and siale systems through our web services a1 well at via batch of Jepst
49% of the time), encluding batch interface updates. burdensoma lor the provider,
L Petformance i measured by & ?r.dl"h!d 1ample meaturing the M Ter SEnlaY
Lameitamp data was recaived to the Umasiamp the data it svadable to
[query in the databbase of presented 10 the uier via o uses interfate.
Vendor must d O {o¢ ane hundred FDGS will provide the required documantation 10 demoniirale riquitement complance
percent {100%) of the requirements defined 1ov each Deparimant to¢ Depattrient fequested mutually agreed upon modifications Lo pur EVV sphution,
requested tystem modification by providing documentation wuch as
system, integration, or parslel text results or demonitration of the
s specifications inchuding Interfaces/APT when requested. Compliance M Yo Handed
must by mat by the Departmant approved implementation
date.
The Vandor's help desk shall snswer all cally within two (2} minutes or FDGS agraes to these service levels for call answar time and sbandonment rate.
keas of antering the queus, k1 determingd based on the monthly
1213 sverage. The call abandonmant rate thall e less than five percent {5%) M et Srsndud
a1 measured on 3 monthly bavi.
B4 Vendor must tespond (o whitten, laaed, or emalled inguinies within two " Yes Seandiai FDGS will revpond 13 inguines within two busnats davy of owr receipt.
(7] buniners days of receipt.
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EVV Butingst snd Technical Requirements

The Yendos thall easute all Cutiomes service N ELONL o¢ logged in FDGS thares the enpectation for prompl resolulion o &l cuttomer ternce inter attions |
the Vendor's Information 1yitems with ninety-live percent [95%) of ol with our AuthentiCare help deth. We curtentiy track Loward this 1ervice level and agree|
ssuet resolved on the 1ama day snd one hundred percent {LOO%) of to rasohie 95% of 48 logged cusiomer service inleractions within 1 busingis day,

nsues rasodved withm 10 days.

2.1% M Yes Standard Enh.annﬂ focus and priority are stways on the occurnruf olranv Class A
defickency/defect. However, most d not sl customer serwice interactions are resobeed
well before 30 days. For any more comples niuer that would go past the 30 day bisut,
W provide (agula COMWMURK LN on JCTUKNS and Progress 1owal d ritokutom.

Clasy A Deliciencies/Celects - The Vendor 1thafl have avaable to the Tha AuthentiCare Tiar | Call Canter is sccesuble through smad and telephons £00 am,
S1ate on-call telephone assistance, with kiue tracking available to the to §.00 p.m, Monday through Friday, Eastern Time, excluding holidaye. Agents create
$1ata, gight {§)] hourt per day and five {5) days 2 week with an email / ncident tick ¢14 in aur Servicellow 1yitam lor tracking putpdses, FOGS will iespond

Bl12.16 telephone reiponse within twa [2) hours of requeit; Clasi B& € M Yeu Standard within 2 haurs tar Class A issues and 4 hours tor Class B & € during theie hourt,

Daficencies/Delects ~Tha State shall notdy the Vendor of such

Deficiencies/lrelects during regular business hours and the Vandor vhall

respond back within four {4) houn of notification.

Provide the Vendor plan fod tesolution within twe (7] hours of the For deliciencies agread 10 be Clats A, FOGS 'l provide a resolution plan within 2 hour|
notification of the Claas A deficiency 1o the Oepactment snd reiolve the of denttfication with & target 10 resobed within 14 bouni, FDGS technicians are available

81217 deticiency within twentyfour {74] hours of the notdication of the M Yeu Standard 117 for Clans A lwes,

defwwncy 1o the Depatment.
Provide the Yendors plan lod resolution within {out {4) hourt of the For delicknCivs agrewd 10 ba Claty B, FOGS will provide & tesolution plan wilhin 4 hours
nolification of the Class B deficiency/delec] Lo the D and ol identdication with a target to resobve within 36 hours.

iz resoiv the defickency within thirty-th {J6) hours of the Aotification of M e $iandacd

the deficiency to the Depariment.
Produce and distrib new hcati of ded n FOGS will produce and distrib new or ded k {os the AuthentiCare

19 1in sl forem by the date requested by the Depariment, M e Siandard EV solytion in linal form by 3 mutually sgreed upon date.

$12.20 Maintain up to date lunction s documentation, imchuding both user ™ Vi Seindad FOGS maintaint up 10 date dockment slian [oF AUthentCar s IMCding uier manus,

documentation and the Operation: Procedure Manual. reference guides and releate notes of changes.
Training documentation shall be ypdated no more than ten {10) Butlnes: AuthentiCare (raining documentation is updsted ot syitem modificaiions requice. It will

Bl2.11 Dayi alier the Implamentation of & software Changs. M Yes Siandard b updated in no more than 10 butinets davd after a change is implemented.

Vendot shall make sveiable sl required reports in sccordance with AuthentiCare teports are svadsble through our onbng web 11 10 protect PIVPHI data.

812,72 itated tmelinels requirements. M Ye1 Standard Reports are avaklabhe on demand of through our schedubr. They will be avallsblt 100%
of the Ume a1 defined and mutually agreed.

The Yendor shall attend ol mestings a5 reduired by the Depariment if FOGS agrees 1 #ttend sl Department fequited mestings gven sdvence notice.
advance notice s provided, The Department will stipulats whethes in.

51223 pecsan of cematefvirual attendance bs required. Advance notice i L Y1 Standard

defined &3 at least three [3) Business Days prior 16 the meeting stant
time.

B12.24 - Sy3tem change otd i/ shall be mp d by the mutuathy M Yeu Standard Changs orders relating to the FDGS contract wil) be implementad by the mutually

agreed vpon due date., sgreed upon date s1 documented in our Statement of Waork [SOW},
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B12.25

Restore availability within twenty-four {23) hours from the start ol any
disaster gvent invohang the Vandor's 1ptution, uting procedures
approved in the Business Continuity and Contingency Plan and the
Ditasted Racovary Plan,

Ye1

Standard

FDGS hat d d Busness C and Disaster Ry v Plany, These are
tested annually with Driditer Recovery processing Ive acimity 1o several davi to
'week 31 our secondary data center. Our most recent test showed & restacation in less
than 4 hours. Oata it replicated in real Ume between our grograchicelly drvatie data
centers in Chandber AZ and Omaha NE. Each dasta center hay Tyl siatling and redundant
environmental and power systems in addition 1¢ duplicate servers Tos tull capagity,
Within each data center mulliply servess are Ioad balsnged to limut the impaci created
by & fadure it dey ofe servar of piace of hardware.

Cur Business Continuity Plan specidias critical butiness functions and wyilems and
documents the plan should thone become unavaitable. The biggest 1est of BCP has been|
the COVID pandemic where FDGS stalf were immediately able to work iram home wher
e aderihip deemed it not safe 10 work in the office.

Recovery Time Objeciive and Recovery Point Objective sre daCumented, Database
backups are laken and distributed acions dut data Centert 10 they do Aot leave out
facdities byt are ttored acrovs geography. Fult backups sre tahen nightly with iterative
backups completed throughout the day. Thit coupled with the databave replication .
minimires the ritk of data loss.

B12.26

The Vendor will be held sccouniabile for and must reimburse the
Departmant lor any EVY related claimy paid as a resufl of any ertoe on
the Vendor's part, which exceed or do pot comport with the senvice
Umitatlons o1 prior suthorlied amount. induding any penaliles that are

asiersed by 1 Federsl agency dus to this error,

M

Standard

FDGS puts in place the busmess rules, data integnty edity and operatsonsl controds to
prevent procedsing errods from sccurting. However, we understand that any potential
error on our part may result in unauthosired payments. FDGS will work with the
Departmant to resobva/recovet 1 much of the amount paid in etror 1o minimize any

habikity.
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= abl P . " APPLICATION REQUIREMENTS .
State Requirements . Vendor =
L] " . Cor
- Req ¥ | Requiremaent Dascription ' Critieallty n::’::“ " Dalvary Methad s
GEINERAL SPECIFICATIONS i .
Ability 10 access data using open vandards access pratocol {please AuthentiCare supporis dats sccess wsing open standards ingluding XML ED) X12 versior
ALl specify suppovted versions in the comments fiekd). M Yer Stsndard 5310 and €5V and Excel current version «1,
Dats i+ available in commoniy used format over which no entity has EVv and associsted data coflected in AuthentiCare is owned by the State, 3 is not
archusive control, with the ol National o ional 1ubject (o any legal regulation. Data s svaidable in commonly uted tormats such as XML
ALY standards. Dala it not wulbject Lo any copytight, patent, irademark or M Yer Standard and CSY 23 wel a1 HIPAA X1T EDV for State or stakehokier use.
olher trade secret regulation,
‘Web-based compatibie and in contormance with the feliowing WiC AuthentiCare Is # web based spplication compatable and in conformance with HTMLS,
Ald wtandards! HTMLS, C35 2.1, XML 1.1 M Yex Standarg C55 2.4, and kML L.
APPLICATION SECURITY.
Verity the identry or authenticate all of the ayatem client applicationy For ali wely and web service cannectiony to 1he duthentiCare platioem, inclyding mobie
belore alowing use of the 1yitem 1o prevent access to inappropriaie ot transagtipns, FDGS requires TLS 1.2 Tianiport Level Securily. The mobile apps kmploy
confidential dats or services. certificate pinping lor reshtance 10 “man in the middie” attack. File transfers uie the

First Data Fle Gateway hosted SFTP site, and are AES 256-bi encrvpied according ta

AdLL " Yes Standard FIPS 140-2 requirements.

From an authentication and access dpoini, Auth e supp Multi-Fagtor
Authentication [MFA) with & u i d ination a5 hing you
bnow™ and device id or QR code Jor mobily and One Time Pin [T} emailed from our
IEinlrcdmau tystem for web as “1omeshing vou have”,

[Verify the identity and suthenticate ol of the dyilem’s human usen F OGS worhs with DHHS during the implementation process to sdentify an initial set of
before allowing them to use it capsbilities 10 prevent access oy users 1o whom 1o create accounty. Those users then have the ability 16 Creats accounty
inappropriate or confidentia) dats of services. {or addigional users within thair organizations. AN AuthentiCare access is authorized
1hrough our login process. Only 8 Tew specific wiers are granted the administrative role
abwing the designation for ather user access,

A2.2 M Yes Standard

AuthentiCare supports Multi-Factor Authentication (MFA] with a username/password
combination &3 “somathing vou know” and device i or QR code for mobie and Ong
Tieng Pin [OTP| emailed from our pinglederate system for web as “somathing you have”|

Enforce unique usef nimes. AuthentCare enlorces the uie of unigue vternames, A unique 4mail account must be
A2 M Yeu Standard on file for AuthentiCare web accais a3 part of the multi-facior authentication process,

Enforce comphea pastwords lor int: n FDGS follaws NIST 800-63B Osgital Identity Guidefines. Authentiace supports stale-
with DolT's statewide User Account and Password Policy. wpecific i for p. d length, leaity, history policy, dictionary chechy
AZd M Yei Standard and expication tmeframe ax long a3 1late pasyword policies mest minimum
requiremenis enforced by our cofporate policy. AuthentiCare allows states (o spply
siricter rules il dusired.

Enjorce the ure of complen passwords lor general users uting capital AuthentiCare supposts state-specili configuratson 04 pasiwodd length, complecity,
Azs letters, numbers snd special characters in accordance with DolT's " Yer Standard hiatery policy, dictlonary checks and expitation timeframae as bong as ttate password

. statewide Uier Account and Password Poliey. poli¢ies meet minimum requicements entorced by our corporate policy, AuthentiCare
sllows statet to spply stricter rubes i desired.
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Encrypt pairwordi i tfrananiiiion sad at rest within the databaie. Paitwords #¢e encrypled dutmg tranmsmitingn through HTTPS TS 1.7 35U certdicates.
At ress, pastwords are ored uting 2 one-way hash with SALT and cannot be recovered
azE " Yas Standad if lprgotien, MMgbide app PAttwOIds ol b LEETEd & thg AUThentCars pOrtal snd COMD el
% an $HA 512-bit encrypted hash, 10 that only the mobile uses kagws Lhe pass phrave
used tq generate the hath. Our telf-service paisword resat function is uted Lo reset
unknown pastwords.
Establish ability 1o eupire passwords dter a definite period of time in Pastword £apir 2on fter & aumber of days i conhgurable to algn with DelT
d i : X T i i
. a2 with DeiT"y User Account and Passwerd Policy. ™ Yer Standard itatewide policy. FOGS policy is used as a minimum requirement.
Provide the ability Lo Jimit the numbaer of people thel can grant ar Accers to manage authorizstiont is limited to thoia who have besn ssiigned 10 the
A2 change authorliations, M Yes Standasd robes with the sysaclated rights Lo create and edit authorlzations.
Eatablish ability 16 enfodCr 1ession timeduts duting pediods of inactivity, Se1sion limeduls are conligurable and must, o1 & minimum, comply with F DG polscy.
A2S M You Standatd
The ‘ shall not st e auth N Cf edentisl of vensitive AuthentiCara 001 001 4ore suthenticaion credentiah of tensitive data in its tode.
A210 dats in itz code. L] Yer Standaid
Log ofl sitemnpled accesses that lad idenufication, suthentication and AuthentCare maintains 20 audit trad of 2N ful and stul bogin inckeds
A21 !‘ authorlration tequitementi, L] You Stand s the date, lime and type of Isilure.
The application shall log a8 SCIvIthes [0 & Contral yarver 1o prevent AuthentiCare uses centrakied Kogging that includes detaded mteractions with mobie
: 2 | ; N % % R .
a212 parties Lo apphd Stion trdnsections from deaying that they have taken " Yes standaed devices, WA actinly and sccest through the webute snd dats intyrfaces.
place.
A < i L . 3
a213 ¥ logs must be kept los 50 days. " Yer Standard Datailed AuthantiCarg logs .Jro 1iored for 90 dayy, Audit trml‘. for login, access, and
changes to dats are maintained Par agreed upon data retention plans,
The appdication muit sliow 8§ human user 10 explicitly terminate & Wwhan a urar logs out of AutheniiCare, thew seition i1 terminated and dats does nat
A2.14 se1sipn. Ha remaants of 1he prioe wession should thas remain. M Yes Standard remain on their computer,
Do not use Soltwaie and Syatem Services fof anything ather than they Scftwara and system services sie only used for their intended purpose, Support
A215 are detigned for, M Yo Standard personnel are assigned unique, indiidual accounts lor thelr use and are nol permitted
to use system aecounts for support putpotes.
The application Data shall be protected from unauthorited uie when Bt Actwss 10 apphication diata at rest i hmuted to our support organirstion. F OGS prowdes
A2.16 rest. M Yes Standard |column:level encryntion of PIl and PHI data ai reyt uting Vollage encryplion tools to
1prevent direct access.
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A1

The apphcation thall teap a0y senitin Datd OF COMMUNICIUIONS Private
trom ynauthosited sdividuals and programsi,

Standaed

Data iy protecied ying encryplion at rest and in iransit and muhs-(actor authentication
it wied 10 authorize sccets. Te lurther protect PI/PHI AuthentiCare encrvpts the data
at the ¢colemn bevel and i fiked 31 1edt wting Micro Focui’ Yellage. This i an APkbated
process makung the data onky available through authorized access inta logged
apphcation interiaces. PII/PHI cannot be read ditectly i the databate or on dik
itocage, In sddition to § network i and i wng ratfic, Fiserv
maintaini and monitors a Data Los Prevention {DLP) syviem Lo prevent g of
network data snd emad traffx PHI/PIL. Thi add! { thech on

Now of 1pecific typas of data offers 21t12 proteciion by praventing specif data rom
eaving Our HECUTE ERVIIORMEnT.

Our Delenie in Dupih security model provsdes an extensive syttem of physical, technica)
and sdministrative controls ta prowect EVY data through system acoess security,
hetwark tCunty, application desgn snd security, phyiCal Moedt Jecurily, and data
1ecurity and encryplion. FOGS is sho sudited snnually by several independent third-
paety sudiory, FOGS sudits are pesformed by theve theee broadly recognied asvesson
SSAE-1850C | and 30C 2 (Detoitte & Touche), PCIDSS {Frustwave) and HIPAATHITECH
|Qptiv). Qur pravacy principle reipects and profects the individush, white sdhering to
regulatory requivements. AuthentiCare will mest the Wiiest compliance, privacy snd
securily standards,

A2.18

appkeation tnh

ot upgrédes shall not remave of
degsade security requirements.

Standard

Security review is budl into o Saftware Development Lite Cycle (3DLC), Every releasy
nddudes security scns and our change MJnJgeEment process does not sllow software
with Critical or High vulnerabilites to be promoted to production. Moderate and Low
vulnerabilites ai@ trachid and must be remadiated within » pokicy determined

frame {180 days for Moderats and 365 days Tor Low).

A219

Uulire change stion snd

Standard

FDGS follows a d change m. Proces pverseen bry an independent
team of change managers whase spproval must be given for implementations inlo
d Soft

p develop: ol our Software Development Life Cycle (SOLC)
requiring promation of code from Development anviroamants to Quakty Atsursnce to
User Acceptance to Production and Drsatter Recovary.

Part of the process includet a detailed implementation plan explaining what each
team'd tashs ar e for an implementation. This includes backout planning should thers be

an nive during the implementation.

Thie processes aie reviewed by our thind party audit a5 part of our $OC 2.

A2.10

Web Servicet : The service provider shalt use Web services exchusively to

interiace with the State's data in real time/neas real lime when poisible.]

Standard

'Web services are the prefersed interface for FDGS where possible a3 wel, AuthentiCare
has several cient who acceas visit data via our web servicet and we 3ho have integrated
with our customaer's web services (Q dutrigve dats such a3 vembars, providers,
authorit athons #nd subesit visits.
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.l e i = TESTING REQUIREMENTS "
State Requirements Vendor
Reqw Requiremaent Dascription . Criticality '::;:::. L Dealbvary Method Lommants
APPLICATION SLCURITY TESTING '
Al componenti of the Saftware thall be reviewed and Lested 1o ensuie AuthentiCaie spplication goes through the Application Certification and Authorization
they protect the Slate’s web site and it1 related Data assets. {ACA} process lor apgroval to operate, and to resolue hardware, infrastructure, and
ol ware yecurity findingy.

n.t M Ye1 Standard Each retease is subject to peer review and multiphs scan sngines inlucing Foridy,
‘Webinspect and Sonatype, ical and High vulnerabilities must be remediated prior 1o,
production installation a3 controlled by our independent change manager. Moderate
and Low findings are aluo addressad by today's pokcy of 130 davs and 365 davs
respectively.

Tha Yendor shl be responsible tor providing documentation of security] FOGS completes mdependent thrd-panty dudis that confirm we meet the controls for
tasting, as appropriate. Tasty shall focus on the technical, administrative conlidentiality, wtegrity and availshdity tuch at SOC 2, HIPAA pnd PCI-DSS audits 1 well

I and physical security controls that have been designed into the Syitem M Yéil Standard a1 our Applcation Certifcation and Authorizaton (ACA).

srchitecture in aider (0 provide the necessary confidentiality, integrity

and avaHability.

Provide eviderice that supports the fact that idenbification and FDGS completer independent third party-audiis that gonfirm we mest the contrpls for

Authentication testing hai begn secently accomphished; tupperts canhdentiahty, integrity and availabiny such 34 SOC 2. HIPAA and PCIDSS audits 1 wal
ni obtaining mformation about those padties attempting (o kog ento s " Vil — a1 our Application Cartitication and Avthoditation [(ACA), These audils require evidence

systemn or spplication los security purposes 3nd the vakidation of viers. and interviews to verily identification, authonration and suditing testing is in place.

Tast for Access Control; supports the managemaent of permisions for FDGS completes indegandent third-party aydits that confrm wa meet the controls iod

1ogging onto A compuler or natwark, L ity, integrity, and availability such as 50C 2, HiPAA and PCHDAS audits as

T1.4 M Yes Standard well a3 our A on Cy and Aulh {ACA). These audils require
evidence and interviews 1o verily the access controls are bn place.

Tas1 lor encryptaon; supports the encoding of deta tor security purposes. AuthentiCare uses AES 256-bit encryption for data at rest alony with Transpor! Leval
and lor the ability ta sceess the data in a decrypted format from Security [TLS] 1.2 lor data in transit, Web and mobide patswards are slored a1 an SHA
required 1gols, 512 one-way hash meaning they cannot be decrypred.

T1.% M Yes Standard . B
AuthentiCare dats scoping uies establivhed setationships between providers, workers,
recipients and their agencies 10 control accevs 1o user data, In addition, columa level
encryption is in place within 1he AuthentiCare databases and fles a1 res! to protect
Personal Heatth Information [PHI} using Micrafocus' Voltage.

Test the Intrusion Detection; supports the detection of dkegal entrance Hternet connedtivity to the nﬂwqck B protected by a firewafl comphin that used lesding
into & COmpuler 3yitem, commercial firewalls and various D on/ K hnk Intrusion
Detection s in place on 1he following segments: Internet point-of -presence, OM2,

e M Yer Standard f.:rzrr wlernsl produciion ?lil\ﬁbli lfld natwork segment houting 1arget data. ¥ is
conligured ta generate sleels in cate of incidents and values excreding the
e "1 notmal threshodds, We have a formal proceds to regukarly update the 109
tsignatures based on new threats and changes in the enviroament.

Test the Verlfication leature; wppasts tha confiemation of authority to Application sccess requires muhti-factor authentication and i roke-brased restricting

5 enter & COMPULEl Syitem, SppNCation or network. M Yer Seandard SCCUSE L0 & nwed-Lo-hnow policy. Penetiation testing performed by our Internal and
thisd-party assessors verifies these vecurity festures during standard cyches.
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Y Busl a0 Technieal Requi
Tesl the User Management feature; 1upports the sdministration of Our Sacurity Administr ators ble for i WEEr BCCOUNL Proveiioning
COMPUtEr, SDPRCAton and nalwdrk SCCOUnts within a0 OFEani MO, develoo and manage procedur et for the process of vier provhioning for business-to-
coniumaer a5 well o1 business-lo-butine1s sccess of FDGS data. Thess procedures detad
the following magor tarhsr
T1.8 M Yes Standard
Enroliment: This proce1s muil be incorporated within application detagn,
Approval: Approval af such seeess must follow defined procedures lor FDGS role-based
accest, which is built upon least privilege and need-lo-know,
Tast Role/Privilege Management; wupports the granting of abilities Lo Our Security Administrators responuble for managing uwer account provisioning
uiers of groupt of uilers of & cOmMputar, ASphCaLion of Natwoek, develop and manage procrdures for the process of user provivioning for business-1o-
' consumar as well as butingss-to-butiness accass of FDGS data, Thase proceduses detal
1he (olowing major saiki:
1.9 M Yas Standard
Enrolimeni; This process mudl be incorporated within sgplication design.
Approval: Approval of such access mui follow defned procedures lor FDGS role-based
aceers, which i built upon et privitege and need-10-knaw.
Tes Audia Tradl Capture and Andbvais; supports the idenufication and During the testng phate FOGS vakdatet that the lolowing 498 masntaned: sudit trad of
montoning of dctivities within an applCation o iyitem. changes 10 data, tuch 43 wititt snd suthorizations; uier sccess, ke login, logoul and
1110 (5] Yes Standard account locks; snd HIPAA logging for whal user stcessed PIPHI data,
Tesl inpurt Vabdation; enures the applcation i protected from bulfer F OGS spphcations dre scanned 21 part of our SDLC. In addition [0 peer reviews, ook
overflow, crovs-sike scripting. SQL injection, sad unaytborized sccess of including Fortdy, Waebl and % are wied that inciud ¢ the OWASP Top Ten.
files and/or dueCionkes on the Server. Tharis 0CCur a1 4 minimum of every 30 days of moce lrequently whie under attive
development. Manual snd other sutomated took are ured by our independent
Application Sacunty Avsesument (ASA) team, bn addition, AuthentiCare has been and
Tt ] Yes Standard will COntinsi® [0 ba reviewed by independent thad parties as part of ongoing CMS
certification activity with our customaers.
Applications are devigned 16 pravent bufler overflowi— unintendad overwriting of dat4
. and program memody space. As such, data input into spplication syitems e vakdated
|y perfotming checks.
For web ansute the hat been tedted and FDGS apphcations are seanned 23 part of cur SOLC. In addition [0 peer reviews, Looks
hardened o prevent critical appiication security Hawy, [ A1 & minkmum, L ing Fortdy, Wabl and & are used that include the OWASP Top Ten.
the apphcation shal be tsted againit all Aawi outlined in the Open \Wel Thete oCcur 41 8 minimum of every 90 davs or more frequently whee under stiive
L1z Apphcation Security Project {OWALF) Top Ten M Yas Standad [development. Manual and other sutomated 1ock are used by our mdepandent
{hiip/ fwwew ownp.org/index.php/OWASP_Top_Ten_Project). Apphcalion Security Assessment (ASA) 1eam. by addition, AuthentCare has been and
will eontinue 10 be reviewed by independent third parties a3 part of ongoing CM5
certification acthity with our customers,
Provide the State with valldation of Jed party security reviews FDGS tompletes independent third-party audits that Lonfiem we meet the controbs for
perlormed on the apphication and system envi Tha review ma f ialty, integrity and availability such a3 SOC 2, CMS, HIPAA and PCHDSS audits
include & combination of vulnerability scannng, penetration testing, a3 well 83 our Apphcation Certification snd iration (ACA). FDGS will provide
TLE3 static snalysis of the source code. and expert code teview {please M Yeu Standard vakdation of our sequrity reviews,
specily propotad methodology in the commaenti fiekd),
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EVV Business sand Technlcs) Requirements

Technology lor review and acceptance.

JL14

Prior 1o the System being moved into preduction, the Vendor shall
provide resulis of al security {esting to the Department of information

Standard

Devel and mai ¢ activity to the productian 1T i inghudiag
changes 1o application syslems, wpporting wyitem software, hardware, security
intr eandt ation witems, b parformed in accordance with 2
stand ard Solwars Develapmaens Lite Cycie (SD1C).

Tha SCLC it 3 complete businest process and syilems engineering methodology which
q and testing, b returity testing, priod to production
dephriment. Additionally, our chénge managemant process requires business owner 1o
submit tesling and security results to the changs board prior to production
wnplemaniation, Results of security lesting will be provided 16 DI T prior Lo initial
production deploymeas of the sytem.

Vendot shall provide d d g dure fof migr

TE.15 Production Environmen1,

modifications from the User Accaptance Test Environment to the

S1andaed

The $OLC it & comphete business process and 1yitems engineering methodolegy, The
SOLC requires teating and sign-off for pe ing apphicath dificati trom Dev to
QA envirenmeny. from QA to UAT gnvironment} and from UAT to Produection. Change
managemenl procesy fequires butinets owner 10 1ubmit the tesling and Jecunity 1 the
thangy board prot 1o production implementation.

STANDARD TESTING il

hstandard and State spproved testing methodology.

.1

The Vendos must test The software and the syitam using an ndutry

Standard

FDGS uses shdustry bett practices to develop the enirance and ait criteria for gach
project phase, requinng customer approval belose initiatian of subsequent phasesin 2
waterfall of hybrid project. These criteria control entrance and esit to the Configuralion
Testing, Deploymeni, snd Operstions and Mamienance phases, FDGS will wark with the
State to etablish ipecific criteria for progrevsion through phases and these must be
approved by the $tate priod to proceadang beyond the Plnning and Administration
tashd,

The testing dpproach, and LI¥T ] in pur
Master Tast Plan {MIP) along with phase entrance and exit ctiteris. Entrance criteria arg
documented with the primary rerponsibitity for each item, Tesling consitts of
promoting the configured system through aur dedicated QA and UAT environmaents,

Our teams provide itefsthve system testing through our Quakty Management and
Testing approach at well as Liver A Testing by the AutheniiCare team and
IDHHS. FOGS folows a disciphned Quality Assurance {QA] approach that contributes 1o
our record of delivering projects on time, within budget, and with high quakity. This
Structured Test Methodology {STM) verifies that all functional and vwitem-wide
requitements are complete and confirms the canliguration requirements,

.2

The Vendor must perform apalication siress testing and tuning.

Standard

AN application releases are subject to wtressfload testing eciivities that simulate hesvy
{ereduction tvcles to confiem that code moditicationy ace production ready.

Production with a 1pecific testing environment.

T3

The Vendor musl provide documented procedure for how Lo syn¢

Standard

FRGS will provider our documaenied procdures for keeping Production and Testing
N ViroNMENLs in sync.

FDGS maintaine mufiple testing environments a5 padt of our Software Developmens Lifd
Cvcle {5L0C). Saft and changes are d from lower level
anvironements {Devekipment, Quality Assurance (QA), User Acceptance Testing (UAT),
and Production/Civaster Recovery). Changas sre evaluated in each promotion step 10
coniim expecied resuts, FDGS supposts a rigorus change managemaent process that is
teviewed anually by ous third party auditeds,

One of our User AtCaptance Toiting environments runs the current production release
of AuthentiCare, This is wsed Jor lesling and troubleshoating issues reported in

pioduction. A second UAT envitonmaent b our production path, It runs the next releate
of AuthentiCare 23 It is being validated prier 10 being Implemented for prodection vie,
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124

EVV Busi and Techmical R
The vendor must define and test dinasler cecoveny procedurer, FDGS hay a documented distaster tecovery [DR] plan Tor AuthentiCare that is enetcited
aninuaty, Duting this test, and in coordination with our , e p :
T i ‘
” i — activity @ processed at our DR {acibity in Omaha, NE for several daye. Retults of Dre test

Jcompleted, ve activity s moved bacl to the primary dala canter in Chandher, AL

. After the e has betn

e fo¢ process

Customers ate inwited to participate in Ehe DR eaercme.
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5 © o : 4 " HOSTING-CLOUD REQUIREMENTS *
' d State Requirements Vendor
Regn Requirsmant Dascription . Critieality u‘::p“::' | Dellary Muthod Comiants
OPERATIONS il
Vendot shall provide an ANSLTLA-542 Tiet 3 Data Center of equivalent. Our Changler and Omaha Data Centers are built to ANSITIA-541 standards,
A tier 3 data ¢enter requives:
1) Multiple independant distribution paths setving the IT squipment, 1. Three independent power iyilerns daliver UPS back powar 1 the Dats Center space,
20 ANIT must be dual-p d and {ully with the Al hardwarg is connecied Lo two of theve for redundancy. Any two of the thres
topology of & 1ite's srchilecture, and serviced has the capacity to support data center loads at the 4, BmW capacity.
31 Concurranity maintainable site Infrastructure with evpected 2. AN network and caomputer hardwal ¢ o fecuired 10 hive dual power supplies
HiL availability of 99.982%. M Yer Standard fig d such that sither one of the two can wupport the aperation of the aquipment
3. Not mote than one of the thres power sources is i a maintenance mode at any time
Maintgnance may be performed withoul nterrugtion 1o 1he service being workad on.
‘Yendor shal maintain a secure hosting envisonmaent previding al AuthentiCare it hovied in our geographically diverse da1s centers located in Chandber,
necessary hardware, soltware, and iniernet bandwidth to manasge the AL 4nd Omaha, NE, Qur 3aa% oltering includes all hardware, soltware, network access
spphication and support uiers with petmisuon bared Joging, and internet bandwidith requeed ta host your AuthentiCate solunon,
On an ongoing bagit, our policier ae reviewed and approved by theie thiee broadly
recognized #tiessora—SOC LISOC 2/5SAE-18 {Ernst & Young/Daloitte], PCI D35S
{Trustwave) and GLBA (Federal Financial lnstitutions Examination Council [FFIEC)—at
well 33 many sate, local and customer atreasges. FOGS hay established a Global Cyber
HL.2 M Yey Standard Security Policy In alignment with the NIST CSF (National Institute of S1andards and
Technology, Cyber Security Framework), which is based on 2 subset of controds within
the comprehensive NIST SP 800-51 rd controls, The Global Cyber Security Polecy b fully
complementary to the 150 {intecnation al S1andards arganiration) 27001-2013 cvher
security controls, with certain geographic areas maintaining 150 17001-2053
certification. FOGS can provide 2 copy of our annual SOC 2 Report a1 a veparate file
upon request.
The Data Cenisr roust be physically secured — restricted sccess 1o the Badge SCLH1S tyslems are installed 3t al) FDGS lacikiies 10 restrit sccess along with
site to persoanel with controls wuch a3 biometric, badge, and othars manual coniroh, biometric electronit locks and PIN-iestricted turnatiles. Card heys
M3 secutity solutlons, Poliches for granting sccess must be In place and " Yes Standard contaln a photo 1D of the employee snd mutl be worn at all times. Data Centers are
followed. Accets shall only be granted ta those with & need to perform prolected with wrought on pitlars snd multiphe layers of fence. Access is ondy granted
tashi in the Data Center. ' to those who need to perform specific 1ashs in the Data Center and multiple leveh of
approval atg required.
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EVV Businass snd Techolcal Requirements

Standard

System mainlenande otcurs ot leas1 manthly and syrtems are patched in accordance
with our Cyber Secusily standard, Monthlvy paiching occurs based on sohedules defingd
within the FDGS paiching portal, with ad hot patehing svadabhe if Cybier Team deem 4
patch o be critical. Once & paich is approved for deployment, FOGS has & dedlecatad
patch team that applies updates snd patched.

FOGS monitors our hardware vendors lor upd stes related to physical hardware
L ifties, Switches, disk arrayy, BIOS and other deviced ate remediated with

priority based oa our Cybar Threat InteRigence team’s and Secusity Operatioms Ceniler's
ik a11essment of the reported threat, Al patehing, regardiers of criticality, follows pur
Global Change b policies and dures. FDGS adheres 16 the NIST
standards én the velnesshility impdcts and criticality of risk. FDGS patch management
pratocol calls lor figorous pre-deployment testing. Maintenance items Jee tested in the
engineecing kab and are p d and validated in lower 2 prior to

preduction deployment,

Standard

Immytable operational logs ace slored bath a2 the wystem and apphcation levels. Logs
st mantained in compliance with gur secusity polices including retention petiods,
Infrastructure logs are held at the system Jevel and lorwarded to our ceniralized loggling

foe g and review. kgt are database stored with read,
anly avadabikty 1o our sdgport Technicians !o¢ 1roubleshooling purposes.

To wppodt regulatony compliance, including HIPAA, 3ll syvtems stsodialed with
arocessing, rtaring of teansmitting PHI o PIl muct genesate log filas of 2l activity, Thase
activities are itemited in the Cyber Security Logging Standard, AuthantiCare operations!|
lag tiles provide data ke support our cyber vecurity kogging and monitoring Tunctions.
Inchudad in this logging activity iy an audit trall of changes to the EVY dats. Logging it
aho in place for user actess 10 the data thould questions of apprepristeness require
taview,

FDGS it compliant with NIST standards including privacy. security, autherization control
and continuous monltacing, This includes equivalent security 1o that of the Federal Risk
and Authorization Management Program (FedRAMPY, 1 V.5, governmant program that

delivers a standard approach 1o the security sssessmant, suthoritation and continuous
menitaring speciticaly for fsderal agency cloud deployments and services.

vendor thall instadl and update a¥ server patches, updates, and other
utditkes within 60 days of release from the mepnufacturer,
H14
Vandor shatl mondor Siitem, security, and apphcation logy,
HL5
Vandor shall manzge the sharing of dats resources.
H1.6

M Yo
M Yes
M Yeu

Standard

FOGS manages the shaving of data resources both from a phyvical and logical
standpoini. Contreh are in place In our virual environment to aliocats resgurces ta our
servers when needed, This includes £FU, Memoty and Storage, In terms of kogical
shering, AuthentiCare is designed to provide agcets to any suthorized usert at the lime

data is requested only lacking data when required for updates,
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Yendos shall manage daily backups, off-4ite data siofage, and restore AuthentiCare data are victed in o database clyster with nodes in both our Changles and!
{operations. Qwmahd dats canters providing & cusrent copy ©f dala for Dviavier Recovery purpotes.
Full backups are tahen daily, when user activity ia low. In addition, transaction logs are
bached up at five minutel Lo the hour every day. in the event of a database Tadure, 1hiv
combination 0f backups = transaction kog and full databsve = providies the requitite
inpul sourCe (o recover the dalabate up 10 The time that the dailure occurred (pont in
time recovery), As part of aur standard diiatter recovery and butingis conlinuity plans,
the AuthenirCare recovery and raitore plans are tested annually.

H1} M Yot Standard Data bathups tollecied iram the AuthentiCare yilem ate secorehy stared at
gpeographically ditperied nelworked data backup locations 1pread acrons Fiserv facilitedq
a1 80 ex1rd talely Medsure. The backups ancrypted and networked J<ross &
distnbuted storage infrastrutture vo that the data never leaves 2 vecure Fisery Tatility
and {aptive network byt mantains redundancy across faciktins 10 data are protected
from loas at sny one facility. This elaminates the need for oll-site slorage using magnetig
media that would require tecure handling, viorage and 1anitation accerding to MIST SP
B200-£3,

The Vendos shall manitor physicat hardware, FOGS uses AppDynamics Petformance Monitor {APM), 1 tuite of took 10 mantain

B Istability and avadabikty of the AythentiCare sodution platform. APM also allows FDGY Inl
imonitcr the performaence of the key business funciiony of AythentlCare within the
herdiware and soltware infrastructure layens,

Bazed oo mOAITONNG Te3ulL3, i1 Cleates slerts on Critical Fesources Compondant uldization)
oF when rasp: hretholds are 10 thal proper action ¢an take place 1o
HiA M Yeu Standerd restore normal functioning and performance of the 1ysiems. wWe have reabtime data
capture and archives uted lot performance and utilirstion tranding that driver our

capacity review and upgrade processey.

The FDGS data center gperations team maintaini dathboards, performance statistics
and aler1s an the AppD\m'amks tocl Lo monitor buikness activity by business process in

real tme,
Remote scceds shall be customized 10 the State’s businesy apphication. i Access required by our customert in support of AuthentiCare activities is avallable
instances where the State requires access ta the spplication or sarver through the teture AuthentiCare website using TLS 1.2 S50 certificates and mubi factor
resources not in the DMZ, the Yendar shall provide remote deskiop Buthantication.
H19 conraction Lo the server through securs protecols such as a Virwal M Yeu Standard
Privata Natwoik (VPH). . A3 2 5225 sodution, the FDGS team of axpedts will sddress any applcation of sarved
related issues including repair or replacement hardware or software and associsted
diagnostics and (rénableshooiﬂl.
H1.10 RESERVED Lo‘ Applicable
DISASTER RECOVERY 3
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HL1

Vendor shall have dotumented dinsitet necovery plans that addresd the
recovery of lost State dats a1 well a3 thelr own. Systems shall be
srchitected to meet the defined recovery needs.

Standad

Our hosted AuthentiCare EVV solution provides a robusl, enterprise level approach to
backup and fecovery to mantan bukings Continuity, We inlegrate » comprehensive
bachup and recovery approach within oud 2viensive Ditaster Recovery snd Buliness
Contnurty plant (o grve the State conlidence thal the EVY syatem is up and running
through unespecied events or threats,

Our appraach 10 disaster recovery focuses on revionng the firm’s cntical vatems and
apphLations uved by our nternal businesies and externsl chenta, Application recovery i
prioritized baied on the Recovery Time Objective idenbified i the Business Impact
Anahyin. FOGS maintainy Ditanter Recovery Procedurts for kay syitem and
appheations, which grovide detaded plans for resiosation of service. Theve procedures
addreis hay personnel, components and applications that are nacestary 10 minimire thy
WTIpact 10 vitah business procesim. Our OR plan is testad annuafly with piodutlion
#etivity processing in ous backup wte lor mutiple days before reverting back Lo our

primary data center.

The disastar recovery plan shail idenufy appropriate mathods 'D'l
procuring sdditional hardwace in the event of a component failure, In
modt initancat, Sitems thall offer a level of redundancy 10 1he i of 2
drive or power iupply will nol be sutficien! to terminate 1eraces
however, thess faked components will have 10 be replaced.

Standad

FDGS hay servce Conracts on our hardwarg with vanders who gre responsble for
replacing any fafled components. Thae fritemi are depboyed i o highly redundant
fashian in VMWare tustert that provide redundancy at the hardware level. 05 imager
can run on any maching in the chutter and of 1here b & laiduie then the worklosd i
automaically maved Lo another host whibe the one that hat an Hive 1 Lernted.

AN the hotts depioved have muthple tedundani power supphei and S$AN Disk that nin in|
i #trdyi 1o protect againid Ladures. There sre mulliphe spare dbls in 3 aray and
thers is & fadure then the fasked dith informaton is rebuilt onto one of the spares, The
wndor then i dinp stched 1o replace the Tailed disk,

HL3

‘Vendor shall adhere to a delined and documented bach-up schedule and
procedure,

Standard

AuthentiCare data are stored in a database cluster with nodes in both cur Chandier and|
Omaha data centers providing 4 current copy of data for Disatter Recovery purposes,
Full backups are taken daiy, when vier activity it low. In addition, traniaction logs are
backed up at fred minutes 10 the hour avery day. In the wvent of & databaie failure, this
combination of backups =t aniaction log and full databare = provides the requinita
inpul jource 1o recover Lhe databaie up 1o the lime that the jailure occurred {point in
time recaveryl, A+ part of our standard disaster recovery and business continuity plans,
tha AuthentiCare recorvary sd restore plant ate tested annually,

Davs backups collected from the AuthemiCare syviem e securely stored st
ographically diperied retworked data backup locations iptesd acrods Fisery lacilisias
a1 an extra safety meassure. The backups sre ancrypled and networked scrons a
divinbuted storage nfrastructure 1o that the dats never lesves 3 secure Fisary faciity
and Captive Network but maintaint redundancy scross Ecilitioes o dats are protected
from lo1s st any one Ixcility. This ehminates the need lor off-1ile 1lorage uing magnatid
medis that would require secure handling, siorage and 1anitation sccording Lo NIST SP
200-08.

H4

Back-ug cophes of data are made for the purpote of facilitating o resiore
of the data in the event of data loas or System failure,

Stonderd

S replication snd bandwidth betwesn the data centars enables near reak-time data
inuity and replication allawing for d recovery point objectives [RPQs).

HLS

Scheduled bachups of 8/l servers must be completed ragularty. The

ini accepiabie freq y bs ditf lal backup dalty, and
complate backup watkhly,

Standard

Full backups are taken daily, when uiat sctivity is kew. Additionetty, Usnuaction logs #e
backed up at g minytes to the haur svery day, in the aveat of a database Lallure, thi
combination of backups—wantaction log and full database —provides the requisite
nput spurce to recover the databsie up 1o the lime that the Jailure occurred {point In
e recavery). As part of our standard disaster secovery and busineys continuity plans,
the AuthentiCare fecoviry and reitore plans »e tested annually.

RFP-2022-DLTSS-05-ELECT -01 ¥2022-031
Flest Data Government Solutions, Limited Partnership
Exhibit G, Attachrent 1, EVV Business and Technical Requirernents

i O M
Contractes Initiah;
Date: _Q/2/2027 Page 36



DocuSign Envelope 10: 66F 17A2F -8364-4D6C-8600-ABSE7CADDE2F

Exhibit G, Attachment 1

EVV Business and Tachnical Requirements

Tapes of othe! Back-ug media tapes must be secureby ransferred liom FBAGS backups maintained across mulliple US dala centers means thal phyvical tape
the site [0 another tecure ocation Lo avoid comphete dats ko5t with the rrvedia s nol ured 10 thede is e need for Chabn of potiestion security nor rish ol loss of
W26 sy olutaciny; M Yos Standard Hapes
Your data remans within our owea US-based data centers protected from loss of facility
38 deicribed sbove, Therefare, thiv requirement it not applicable.
Data recovery - In the event thal recovery back to the tast backup is not Fubl backups are taken daily, when user activity is low, |6 additran, Transaction kgs sre
Julficlent 1o recavers State Data, tha Vendor shall empley the use of backed up at five minutes 10 the hour every day. In the avent of a datsbase fadure, this
databave logs in addition Lo backup medis in the restoration of 1he combination of backups — 1 ansaction log and full datsbase—provides the requiste
HLT |database(s] 10 sttovd & much closer to real-time recovery, To do this, M Yes Standaid nput source 1o recover the databare up to the lime that the fadure ocCulred [pontin
logs muit be moved off the volume containing the databai ith & time recovery). As par! of our standard ditasier recovery and buiineis continuity plans,
frequency to maich the business needs. the AuthentiCare recovary and raiioce pling are tested annuaty.
Moty the Department Ao later than one (1) hour following a Vendor- Once out ot Security Qpetations Center J50C) declarer a divaster for the Omaha or
H2.B declared Qisaster. M Yes Standavd Chandler data center, the FDGS Account/Cperations Manager will natify the
Department within one hour.
Upan Dissster declaration, resume full functiomality snd operational Upon a disastes declaration, FOGS wil transter operatons 10 ous back-ug site within the
H2.9 [business functions within the specifled recovery time objective (R10). M Yus Standard spetified Aetovery Time Obijective (RTO).
Achieve a Complete Recovery Hom a Dhastar or athet Incident within AuthentiCare b architected with redundancy in both of our dats centers 1o suppont
the seacillad RTO of one (1) hour and recovery point objective {RPO} of maxmmum avalability, This includes from the ttandpoiht of 1esvers, netwarhs, intainet
four [4] houts. The RTD must include apphcatxan validation snd testing access, telephony, power, and en I controh.
by the Department.
To minimite the APO, AuthentiCate data v maintained in databases at both our primary|
and ditastes recovery sites, It is tynchronifed uting Micro1olt SQI Server Alwsy On.
Databases arw bogically saparatad lov wach AuthentiCars client and use column kevel
encryption. The data i replicated between the two data centars continuatly vo that
H2.10 ) M Yes Standasd esch site is ;vn:l.\ronixq and ready lo nroluuin[, Io the wml.ul 4 ¢hrupti§j of
S41vice LD the grimaey site, the secondary site saituemedt processing of the additional
worhload, allowing users 1o continue exetution of service withoul outages or delays.
Duting patching or unplanned ovlagis of our DB servert, Alwayt On Niteners seambesshy
provide connections to the databases in the D& environment. This enables kitthe 10 no
service interruplion during patching, planned or unplanned outages. Upen resumption
of availabduy, the primary database is sy ired and, when plete, the hitener
reiurnt activity 10 the production databave.
Plan and coordinate with the Department and NH service providers 16 AuthentiCare Disaster ReCOvery is tested anaually ai part of & firm-wide exercihe and
pesform annual Disaster Recovery (DR) exercives, tainchude disaster has demonstrated successtul recoveryin all recent srercites. In summer of 2021,
1imuletion and recovery tabletop demonsirations 1o demonitrate DR productson activity was successfully moved from Chandler to Omaha for the most
bili The DR exescise must, at § minimum, test the recovered recent disastier recovery test.
environments, accmsibitity, data integrity and functlonality.
Chents arg invited to participate in all data center validation and results are distributad
For annual DR exercives: 3 ta clients approximately 30 days alter comptetion of & data center exercise.
WAL . Tha Depariment must approve the scope ol gach DR exerche; M Yes Standatd ! )
b. A post DR ecarchie besions kearned meeting must Tha Citaster Recovery lede manages and cooidinates recovery activitles and rigovous
be completed no later than thirty {10] Catendar Cays alier completion of] exwicines to demonsirate the firm's ability to recover. Key systems and applications are
the DR gxercise; and tasted regularty. Follow-up reports are genersted and reviewed with sll euercise
¢, In the avent ol a {aled DR exwrche, ay defined in Department participants and all isites identified are recorded in our risk managemen (ool and
approved enerclss scope, the Contractor must reschedule snd conduct teacked through reschution. %
anather DR wxercise no later thin ninety (90} Calendar Days sfter the
failgd gxescise,
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Coordinale with and demonsirate to the Department Buriners FDGS will review our business continuty and ditaster recovery spproach and plant with
Cont and G Plan on the D d schedule the Depariment dusing the peoject planning ghase,
H1.A2 o miun':lion with the annual DR €aercise, and repart any identified i - T
delcncies with appropriate corractve actiony, Alang with the comments above for Req H2.11, plesse teu Sectian IV, Topxs 22, 23 and
24 lor additional details g our Heta Business C and Disaster
iRecovery spproach.
JNOSTING SECLRITY

Hil The Vendor shall emplay security meatures ansure that the State’s FOGS i compiant with NIST stand ards including privacy, Security, sutheritation control

application and data b protedied. #nd CcOntinious Monitorng. Tha ncludes equivslent secunty to thal of the Federal Rish
and Authorization Management Program (FedRAMP), a 1.5, government progsam that
[delboers a standard sgproach 10 1he secunity asse3sment, authoritation and continuou
monitarng 1peciically tor federal agency cloud deploymants and wrvices. FDGS b
dedicated 10 gHering 4 12is computing environment, 1afeguarding the integrity ol dats
and mantaining proper practites 10 cerufy tontinued securdy of client data,

M Yo Standard

FDGS complies with additional standards, including HIPAA {Heslth nurance Portability
and Atcountability Act), PCHDSS (Payment Card Industry and Data Security Stand ard)
and CMS MITA [Medacaid lak Technology and Asch +) varson 3.0, FDGS
aho completes an anpual $OC 1 and 30C 1 (Syitem and Onganizaton Controh) audit
with an bvd demt 1hird party for ditati

H3.x 1t State date is hosted on mulliple servers, dats exchanges between and TLS 1.2 encryplion is on place betwaen sarvest 8n ous nelwork,
among servers must be encrypied. M Ye1 Stendard

H33 AN servars snd devices MUt have curienth-supported and hacdened FOGS 1o p i the fidentishty, miegrity and of ot
operating syilemm, the latest anti-visal, sntr-hacher, anti-spam, anti- i lormation within its control. To wupporl this mission, Finery hay establthed » Cyber

[3pyware, and anti-matware utilitier. The enviconment, a3 3 whobe, thall Secunity Program, which protects FOGS and AuthentiCare operations in cyberspace. The
have agy) d and fhreall pr k program includet information wecurity, information risk management and meatures to
M Yes Standaeg detect and prevent fraud. We p an i of ethical snd
handling of qur infermation to verify regulatory comphance. AN servers and devices
have the Litest anth-viral, anti-hacker, antisparm, anti-spy and snt-maky utititie:
and definitiony sre automatically updated. Emall uses ProafPoint foc Jotk-ipam.

Hi4 Al components of the infrastructure thall be reviewed and irited 10 FDGS has established » Cybar Securty Framework which it based on a subset of
enzure they protect the State’s hardwate, software, and ity related data ks within the compreh WIS 5P 200-51 controds that provide the
#33013. Tests shall focus on the technical, adman bt ative and phryricsl Lconfidantishty, mntegrity, and svadabdity. FOGS" performs annval internal snd external
wicunity controh that have been devigned into the System architecture M Yo Standard audits inchrding but Aot kmited 1o 50C, PC), HIPAA and MARS-[ that verifies gur
in oeder 1o provide confidentiality, integrity and technical, sdministrative and phytical control are in place and functioning a3 intended.

H1S The Yendor shall ensuis its complete cooperation with the State’s Chie! FOGS, through out Joint Security Dperationt Center, cooddinates with customerns
Information Officer in Lhe detection of any security vyinerabiiy of the ™ You standasd regarding vulnasabity concerns, FDGS will work with tha State’s Chief Information
hasting infrastructure. Office and provide updates on any ideatified vulnerabilities 1o the EVY Fysiem of it

dats,

H3.6 The Vendor shall authorite the State to perform scheduled and random FOGS ackrowledges that the JLate b heavily regulsied, and it has an obligation te
ecunty sudits, £ Inatability of Lhe Vandor’ conduct periodic due ditigence of k3 sarvice providery, FDGS will work with the Stste to
hasting inl ¢ and/or the app wpon request, tdetermine an agreed upon process to support the $tate’s requiremnent to perform

M Yo+ Standard sacurity reviews, However, FGGS does not permil chenls oF 1hird parties 10 1can of teit
FDGS systems o soltware, FOGS often fachitates revirws with clents end has prepared
#n Indormation Assurance Poitlolio for clienls that outhngs FDGS' and its affiliates
Security, governance, snd comalance posture.
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H37 AN servers and devices must have event logging enabled, Logs must be Per our Cyber Security Logging S1andard, the controli below are in place tor 3yitems,
protected with accesi kmited to only authorired adminiitratoes, Leg: h 3 O SUPROIE P 4 {whether in ic ot hardcopy form):
shall inchude System, Appklﬂoﬂ: ‘Web and Database logs. - Only system administrators have the authotity to archive and delete cyber security
gy
M Yes Standard - Logs must Be secured to prevent altetation
- Wiewing must be limited to thote with 2 job-related need
- Lo files mutt be d from ized ficati
- Logt mul be retained in accordance with the Record Retention Schedube
H18 Opatating Systems (O5) snd Databrases (D8] shall be built and hardened FDGS' governance verifies that processes, procedures, standards and policies are uted
in accordance with guidekines set forth by CS, NIST or NSA, ! to sustain the syitem which tonloims to industry standards and comphance guidel q
M Yo Standard System conligurations reviews are performed on a quirtesty batis. Standard images are
hardened to Center for Internat Security (CIS) 1tandards and industry standards which
) divables unnesded services, parts and servicer.
H1.9 RESERVED Not Applicable
Hi.l0 The Verrdas thal be solely hable for costs assaciated with any breach of M Yo Standard FDGS agrees 1o this requivement ior confumed breaches of State data housed within
State data hovsed at thei kocation(s) vcluding but not kmited to Qur data centers.
natification snd any damages aisessed by the ¢ourts,
SERVICE LEVEL AGREEMINT s
H4.1 The Vendor's System suppor! and maintensnce thall commence upon FDCS will vupport the DHHS implermenistion of AuthentiCare through the end of oyr
the Effective Date and extand through the end of the Contract term, and] contracL 1erm, ncluding exteations,
. M Yes Standard
any eateniions thereol,
HA2 The vendor shall maintain the hardware and Sohware in sccordance FDGS wil maintain AuthentCare and a3 supporting seftware and infrastruciure in
with the spacilicatians, tarms, and requitemants of the Contract, 3] Yes Standard secordance with Lthe agreed upon contract,
including providing upgrades snd fves 1 required, .
M43 The vendor shalt repain ot replate the hardware Of 10Mware, of any Az a Saa$ voltuion, FDGS will repair of reptace hardware or software supporting the
portion thereof, 10 that the Syitem operates i sccordante with the ¥ Yiii pRa—— DHHS implementation of AuthentiCare per our agredd upon Contract
Specifications, terms, and uqu!umems of the Conlract,
H4.4 Al hardwaee and software components of the Vendor hosting. FPGS policy requises all hardware and software components must have svailable
N infrastiucture shall be fully supported by thels respactive manufacturers vendor support. We lollow 3 monthly patching schedule bssed on our itoring of
at a¥l timas, AN critical patches for Operating 3ystems, datsbases, wab available patchas from our vendors.
< . - _ M Yeu Standard
ervices, #tc,, shall be appliad within sixty {60) days of releats by thair
respactive manulsciurers.
H4S The State thall have unkmited access, via phone of Emall, to the Vendor FDGS Tier 1 suppovt i mvailable via phore or email B:00 2.m. — 8:00 p.m. Monday
technical support staft between the hours of 8:30am to 5:00pm- M e i through Friday Eastern Tima excluding hakidays, Access 1o these agents is nof lisited.
iMonday through Frday ESF.
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H4 6 The Vendor shatl canform to the specific deficiency class as described: FDGS understands the deficiency clavs syvtem, as it is similar 1a pur gwn, FOGS has
o Clats A Defickency « Softwate « Critical, doss not allow System (o mapped the deliciency classes 10 our standard incident 1evarity levels in Seciion 1y,
operale, ng work around, demands immediate action; Written Topic 14 - Testing,

- miung portians of ot
uninteligible to State; Non Saftware - Services were inadequate and
require re-pesformante of the Service,

o Clatr B Deficioncy « Softwari + mgortant, does ot 5top apesation
and/or there is a work sround and user tan perfocm tasks; Wiitten

[+ - portions of inl ion arg misting but Aot enough Lo
make the intellgibbe; Non Sof - Services were M Yeu Standard
deticient, require reworking, but do nat require re-performance of the
Service,

o Clas € Daficiency - Software - minimal, cosmelic in natyre, minimal
eHect on Sysiem, bow prigrily and/or uter ¢an ude Syitem; Widten
Decumentation - minimal changes required and ol minar editing nature;
Han Saftward « Seraes requine anly minod rewarking and do not raquir
re-performance of the Service.

W7 A1 part of the maintenance sgreement, Ongaing +upEort Riues shall be FOLSY support teams wil communicate with the State per the noted timebnet for their
responded to according 10 the foliwing: reported defiencies.

2, Class A Daficlencies . The Vendor shall have availabie to the State on FDGS Tier 1 GCabl Centar Represantatives are the first Jine of cdnlact 10 research Claimd,
call 1elephons ayshstance, with inrue traching svalisbie 10 the State, eighy] review duthorizations and create tichets. These represantatives provide minot training
(8] hours per day and five {3) deyi & week with an amail J ielephone and education, snd wark 10 sddress simple of user-rakated ssues. The Tier L call center]
reyponse within twe (2} hourt of requast i5 $taf'ed during standard business hours 3:00 a.m. - 3:00 p.m. konday through Friday,
Eastern Time, excluding holidays, snd accesses s language line when there is » naed for
b. Class B & C Deficiencies ~The State shall notity the Vendor of such Language transdation, Call volumas a/a counted and messured for affeciive statfing
Deficiencier dusing regular business hours and the Vendor shall respond nesds.
bach within four {4) hours of notificatkan of planned corrective action;
The Yendor shall repair o replace Software, and provide maintensnce o M Yes Standard The Ties 2 Help Desk Specialist Teamn handles items that requive advanced svistance o
the SoHware in accordance with the Specifications, Termi and cably puiside of the core hours. Tier 2 Help Desk Specialists have a strong understanding
Requirements of the Contract. of AuthentiCare and its bnpostant compliance requitements far our clients. They have
the sbility to research reported conceoni thiough apphkcation log research, review af
Avthorirations, Provider sgency, Caregiver, Medicaid member, and Service event
(visit/clabm] fles, determine authorization hiuey and provide in-depth troublethaoting
of AuthantiCare software and 1ystems, In 4ome instandes, dlent concerns that reach
the Tler 2 Help Desk Specialists are used fo4 training purposaes to educate the ¢all center]
and ckent akike 1o promote kaowledge sharng.

Ha.4 The hosting servet Tor the Siate shall be availsble twenty-lour (24) houry| ] AuthentiCare is avadable 24 hours by 7 dayt a weeh sichuding scheduled

aday, T days a week exceat for during scheduled malnienance. Out virluel servet A and redund, #mi Jlability even during
Yeu Standard 1cheduled maintenande windows.

H4.9 A regulachy schaduled maintenence window shall be identified {such as Syitem mainlensndk occurs 3t [eait monthly and sy3tems are patched in accordance
weekly, manthly, or quarterh) a2 which time a¥l retevant server paiches with gur Cybes Security standard. Monthly patching occurs based on schedules defined
and spphcation upgrades thaW be applied. wilthin the FDGS patching portal, with 3d hoc patching available if Cyber Team deems a

patch 1o be critical. Once a patch it approved for deployment, FDGS has » dedicated

M Yes Standard patch \eam that applies updates and patchas.
FOGS paich management protocol cas [of tigarout pre-deploymaent testing.
Kiaintenance itams see tested in the engineering lab #nd are promated add validatad in
Kwet thvironments prior 10 produttion deplkyyment,
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H4.10 11 The Vendor i unabie 1o Medt the uptime cequicement, The Vendor FOGS ha 2 wccenshid trach record of svalem uptime and agrees Lo the requiremant.
Ahall Credit State’t sCOUNT i 3 driount bated upon the Lollowing FDGS will credit the State's account in an amouni based on the provided focmuda, in
formuia: (Total Contract ltem Pricef365) 3 Humber of Day1 Contract M Yeu S1andard writing,

Hem Hat Frovided. The State must requast s cradil = writing,

Hé 1) The Vendor thall vie 3 change i pokcy for fication and FDGS by » d d Change h golicy thal in d during annual

tracking of change requests au wall a3 crdical outages. third party sudits. Changs requirtt are tiacked. Our Service Menagement team will
LU Yeu Standard tommunicate scheduled changes with 1takeholders as well a3 critical outages,

H4.12 A crivicad outage wit be designated when 2 buriness function cannot be FDGS thares this delingion of critical outage when 1here o a6 wir haround for 4
et by & hONpesTorming appReation snd thare i Mo work sround to the Wi Yo i required business function.
problem,

Hi.l3 The Yendor shall maintain s record of the activities related 1o repair or This mformation will ba captured and communicated 1o the Stale in our monthiy

actraties p Tor the State and shall report guarterky operational reporls and scorecard.
o0 the IoRowE: Server up-time; Al changs regquints implemented,
|in¢huding operating sratem pald"c Al eritical ouu(r? rcgo:nd & Ves Standard
{nchuding sctual issue snd teschution: Numbaer of deficiencet reported
by clats with initial reiponse time 3 wel af time Lo Cloie.

He 14 The Yendor will grve five business days prios natification ta the State FOGS will notfy and provade training, 43 aeeded, 10 the State ot least 5 business dayn
Prajct Mansger of all changei/updates and provide the State with M Yes Standard prior ta ch. fi . with the grception of i repains need 10 resohe
raining due ta the upgrader and changes, criticad incidents o Class A Deficiencies.
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S L b ; ; SUPPORT & MAINTENANCE REQUIREMENTS
I e State Raquirements . Vendor
| Reqn o 5 Raquiremant Gascriptian Criticality ':x:' Defivary Mathad Commants
SUPPORT & MAINTFNANCE NTE

The Vendor's Syitem sepport and maintenance shall commence vpon
1he Effective Date snd extend through the end of the Contract term, and)

FOGS support and maintenance lor AuthentiCare for DHHS will begin on the effective
data and extend 1hrough the end of cur agreed upon contract 1erm and through any

and tima1; 4) expected and actust completion time: 5) Deficlancy
revolulion information, §} Reiohed by, 7] klentifying number L&, work

Josdes number, 8] hiaue identified by;

34 any extensiong theread, M Yes Stendard mutual extensiont,
Maintain the hardware snd Softwere in sccordance with the FOGS will maintam AuthentiCare and Hs Juppodting saftware and infrastructure in
PR 3 7 i
— if 1erms, and ey n of the Contract, inchiding - s Stardaid accoedance with the agreed upon Contract.
providing, vpgrades and fixes as required.
Repait Software, o4 any portion theraof, 1o thet the Syitem operatas in FOGS will maintain AuthentiCare and s supporting software and intrasiructure in
S13 sccordance with the 5 terms, and r ol the M Yes Standard accordence with tha agreed upon Contract.
Contract.
The S1ate shak have unlimited 2ccess, via phone or Email, to the Yeader The AuthentiCave Twer § Call Center is sccessible through email and telephone 8:00 am.|
S 1echnical support staf! between the hours of 8:00am to 5:00pm- M s Sinai to 5.00 p.m. Monday through Friday. Eastern Time, exciuding hotidavs. and accesses 2
. Maonday through Friday £5T. language line when there is a need lor language translation,
The Vendor response lima lor support shalk conform 1o the specilu FDGS will work with the State to define agreed upon respanie time lor each deficiency
delcmncy class as described bedow or 23 agreed Lo by the garties: class. FOGS understands Clast A at eritcal non-operational iksue having no work
o Clats A Defiiency - Softwara + Crisical, does not allow System 1o atound, Class B a1 important but does not stop operationt or workarcund avadable, and
operate, no work around, demands immediate action; Written Clast © 24 minwmal impact.
kon « misding tignif| portians of inl ion or
uninteligible to State; Non Softwere - Services wate insdegquate and
require re-performance of the Service,
0 © Class B Deficlency - Softwade - impodtan, doet not s1op operation
s andfor thern hv s urorl‘ Aroun? and I.lll.l can pnr‘lm.rn tasks; Written M Ves Standard
+ postions af ind. are miasing but not enough 10
make the document unintelligible; Non Software - Services ware
deficient, require reworking, but do not require re-performance of the
Service.
o Class C Delici - Sof! - minimat, ic in nature, minimal
eHect on Syatem, kow priority andfor user can use System; Written
Cocumentation - minimal changes required and of minor edithng nature;
Han Soltware - Services rqquire only minor reworking and do nol requird
1e-performance of the Senvice.
The Yendor shall make avsilable (o the State the latest program updates Genaralhy olfeied updates 1o AuthantiCare will be made avadable to the State st no
Bt neral maintenance releases, sefected functionality releases, patches, additional cost.
516 and Documentation that are generally atfered 10 ity customars, at no M Yes Standaed
sdditionsl cost.
For all mainignance Services calks, The Vendor shall eniura the lollowing Tha information specified is included within the standard details recorded by our
information wik be colected and maintained: 1) nature of the support personnel in oul ServikeNow Hiue management system.
s1.7 Deficiency; 1) current status of the Deficleney; 3) action plang, dates, - ——
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The Vandor muit work with the State 10 identity and troubkeshoat FDGS uses ServiceNow ilyue tracking software te record system failures and
[potentialy large-stale System ladur et or Deficikencies by collaciing the deliciencles. Thit tvitem produces repariing used by our wupport keadecs 10 identify thej
foMowing information: 1) mean time between reporied Deficlencies withy time between reported isues a3 well as dotumenting repeat Calh or mutiple reporied
518 Uhe Sohware; 1) diagnosis of the root cause af the problem; and 3) P Yeu Standard L . Major inci require of 2 toot tavse anabvin (RCA),
ideniification of repeat calb or tepwat Soltware problems.
A3 part of the Sottwarse malntenance agreement, ongsing saftwate F D03 support teams will communicate with the State per the aoted timelines for their
maintenance snd suppert ittues, shall be respoaded to according 1o the reported deficienciey,
tollowing or a3 agreed 10 by the partws:
FBGS Tier 1 Cafl Center Representatives are the firit bne of Lontact to reseatch claims,
4, Clats A Deficiancias - The Vendor shall have avaltable to the S1ate on- review suthoeizations and c1eatn tickets. These fepresentatives provede minor training
call telephone asvistance, with sue tracking available to the State, aighg and education, and work 10 address simpbe or user-related Bsuet, Tha Tier ] cafl canter|
(8} howss per day and five (5} days a week with an ermail / telephone is stalfed during standard business hourt B:00 am, = p.m. Monday through Frday,
response within 1we {2) hours of request Eastern Time, escluding holidays, and acressas 2 lsnguage line when there iv a need lor
languags translation. Call velumas are counied and messuted loe affective statfing
b, Clats B & C Deliciencies - The State shall notify the Vendor of such needs.
Owficiencias duting reguler business hours and the Veador shatl respand|
519 bach within tour (4) hours of noufication of planned corrective sction; M Yas Standard The Toet T Halp Desk Speciatitt Taam handiet items 1that require sdvanced asyistance of
The Vendar shall repair or replace Software, and provide maintenance o calls autside of the core hours. Tier 2 Help Desh Specialials have & strong understanding
the Software by accordance with the Specitications, Terms and of AuthentiCare and it importsnt comphance requiements for our clients. They have
Requirenents of the Contract; of a5 sgfeed batwaeen the partie. the abulity to retedtch repocted coacerns theough application kog resestch, review of
Authorizanony, Provider agency, Carqgiver, Medicaid member, and 3arvice event
{wisitfelairm) ey, delerming authotization issues and provide in-depth troubleshooting
ol AuthentiCare software and 1yslems. In some instances, clienl concerns that seach
the Toet 7 Help Dash Speclalists are used for taining guspotes Lo educate the call cantar]
.and chent akke to promole knowledge sharing.
FDGS support teams will communicate with the S14te per the noted timebines fo thesr
teporied deficiencies.
The Yandor thall use » change management policy for notilication and FOGS has a documented Change Managemaent policy that is reviewed during annual
tracking of change requests as well a5 critc sl outages. thisd:party audits. Change requests are tracked. Our Service Management team will
$1.10 M Yes Standard communicaie scheduled changes with stakeholders a3 will a4 critical oulages.
A critical outage witl be desgnaled when a business function cannat be FDGS shares this definition of cntical outage when there iv no workaround for a
s111 met by a nonperforming apphcation and there i ne work around o the " Yes Seandard requited butiness fuhcthon,
problem,
The Vandos shall maintain 4 record of the activities related 10 repai or FOGS maintaing delaited records of s change requests, outages and deficiencies
maintenance aclivities performed fod the State and shall report quarterk| frepocted sad will report this infarmation to the State on & quarterly basls, =
on the following: All change requests Implemented; AH critic s outages
312 repodted inchuding actuat hsve and Hution; Numbes of defickenck M Yer Standerd
repostad by clais with Initisl response time 23 well a1 time Lo close.
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A regularty schaduled maintenance window shall be entilied [such a3 Syslem maintensnde oCcurs at lesst monthly and syilems are patched in accordance
weakly, monthly, o quarterly) at which time all relevant server patches with pur Cybar Security standard. Manthly patching otcurs bived on schedubes defned
and application vpgrsdes shal be apphed. within the FOGS pasching podtal, with ad hoc pasching available il Cyber Team deerms a
D‘l!:h 0 bt cricical, Once & patch iv approved for deployment, FOGS has a dadicated
113 M Yes Standard patch team that applies ypdates and patches,
FDGS patch management protocol calhs for rigorous pre-deployment testing,
Maintendnce items ate Tevlad in the engineering lab and are promoted and validated in
lower environments prior ta produttion deployment.
Tha Vendot shall give five businass days prior natidication ta the State FDGS will provide notification at least free business days prigt ta cChanget oF updates,
- S114 Project Managet of M changes/updates and provide the State with " Yes Standard ncluding associated training materials and training. as negded.
training due to the upgrades and changes, B
The State shall provide the Vendor with a personal secure FTP site tobe FOGS will work with the State 1o board cur vecure fle galeway Tupporting the ttanster
uted by the State for uploading and 4 taading files it licabk af files if applicable.
5115 M Yes Standard
The FOGS Fie Gateway hosted SFTP vite iv AES 256-bit encrypled according to FIPS 140
2 eequirements.
Oetect fines wilt be the responsibitity of the Vendor without additionat FOG5 uves the Business Requitements Document (BRD) to document the Hew
S1.16 cost (o the Dapariment, - i Staindaid Hampshire system requicements and dewgn. Any defect fiver headed to align to 1he
appioved BRD will be completed by eur AuthentiCary teams without additional cost [o
the Department.

RFP-2022.DL755-05-ELECT -01 #2022-031
First Dats Government Solutions, Limited Partnership
Exhibit G, Attachment 1, EWW Buiiness and Technical Requirements

Contractor Initialy; S M

Date: _9,(,2_/2022
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Exhibit G, Attachmant 1

EVV Buti and | Raqui s
P oo ) 'y . PROJECT MANAGEMENT i . i %
State Raquirements vendor
* Reg ¥ . Reguirement Dascriptian Critieatity| VIOT Dalhvary Method Commants
. Responsy
PROJECT MANAGEMENT g : =
Vendor shall participate in an initisl kich-off meeting to initiate the Ax 2 standard paet of our implementation process, FDGS initistet ollabosation tessions|
L% M Yer Standard 2
Project. 1o prepsie for and drive the initisl preject kickall,
Vandor thalt provide Project Stalf as pecifled in the RFP, FDGS diaws resources from 4 pool of resources that will be dedicated 1o the project,
Supporting resources may be added a3 needed to meet the requitements in the RFP,
L L Yer Standard Please see Section VI Duakfications of Key Vendor $43H lor our proposed Project
Manages and additional key itaff,
Vendor shall wubmn 8 linshited Work Plan within ten {10) days after The FOGS Progect Manager will provide 8 Work Plan within 10 butiness days after
Contract award and approval by Governor and Coungif, The Work Plan contract award that aligns ta the contracs timeframe and specificed requy ements, The
1hall inchrd e, without kmitation, a detaed description of the Schedule, ‘Work Plan will Include the tasks, deliverables, eventy and dependencizt requared as wel|
P13 tasks, Deliverables, mitertone/t ol events, task dependencies, and M Yot Standard a5 thode Lasks that FDGS, from experience, has uied 1o deliver the EVV tolution
paymant Schedule. The plan shall be updated no less than avery twe 1uccesslully. The FBGS Project Manager will update the plan a1 leasl every Two weehs.
weeks,
Vendoe thall provide detailed bi-weekly 3tatus 1#poris on the progress ol At pact of FDGS EVV implemaentations, FDGY prowsdes weakly status reporis inclusive of
PLa the Project, which will include expentes udrad year 10 date, " Yes - phase and payment mikesiones achieved. Additional commundciations, risks, issues and
agreed 1o detsd informing the siakeholders of the heahlth &f 1he project ate inchuded in
FOGS status reponts.
Al urer, technical, #nd System DoCumentation at well 2% Project The FDGS Project Mandger maintans & repository of all project documentation on an
Schedubet, plant, 1iatus reports, and correspondence must be niernzl ShaeePaint partal ey well s an anternally shared portal with State a¢cess for
|maintained as project documentation. (Ward sndfor Eucel formats ) i and purpotes, The documentation archives include alt
Project management plans, requirements d tatus reports, schedubes, work
REE M Yer Standand olans, teaining guides, and correspondance raquired by the project and agreed upon by
the State, FDGS uses Micsosolt Otfice formats inchuding Word and Excel, The aechive is
updaied regularty a1 ageaed by the project team.
vendoe shall provide 8 full lima Project Manager sssigned 1o the DHHS The full-time project manager proposed 1v John Cutchin, PMPY. Any changes 1o the
LG EVV projct. M Yoy Standard stafting will be defined within the Resource Managemens subplan of the Project
Management Man and in alignment with contract requiiements,
The Project Manager will maintain 3 tormat risk cegisies of all ideatified The FOGS Project Manager maintains for every project 4 formal Risk Register and hiues)
L7 pioject riskd, " Yes Stardaid List. The high kevel rish tems are lhted 1o drive discussion. The Rith Regiter is reviewad
n 323ty mestings a5 nevded or in ad ho¢ meetings and gistributed snd archived on the
aroject ShatePoint portal,
Yendor's propdt manager B aapected 1o host meetings with DHHS Ay part of our standard EVV implemantation, the FOGS Project Manager conducsy
Subrject Matter Experts (SMEs) to review business organizaiion and requirements sessons with DHHS subject matier enperts 10 complete the Syitem
e functions along with the organization, functions and dsta of echting M Yo Standard intergration Plan {5IP} and the Buiineis Requitements DoCument (BRDY. In these
information systemt relevant to this project. e510ns the butingts and organigation functions, process and inlegrations are reviewed
and documented,
The Vendod™s groject managet is k1o ¥ pected to hott other important The FOGS Project Manager pulls necesary FOGS SME1 from The pool of resources st his)
LY, A1sln staff to thovre a3 appropriate snd dispotal iram product teams, achitecture, business SME's, operational snd training
PLe provide an agenda for each meeting. M Vs Sundard teamy Lo lacilatate project tuccess. He hoiis necesiary mesdings both business and
technaical in nature to gather requiremants and facilitate decivions, & standard pat of
. the praject management discipline for FOGS is 10 provide an agenda in sdvance of
meetings 81 wel a1 minutes within 24 hours.
Mesting minules wil ba recorded by the centractor snd distributed 1t is patt of the FOGS protess 1 provide sn dta Tos sl megtings a1 wall a3 distribute
PLIG 'within 24 haurs sfter the meeting. Key deciiions slong with Closed, " ves Strdiid minutes within 24 hours. Minutes will include action items and issues identified along
Acthve and Panding sues will be Incheded ln this document as well. the with agreed upon owners for follow vp.
Propct

RFP-2022-DLTSS-0S-ELECT -01 #2022-031
Flzst Daza Government Solutions, Limited Partnership
Exhibit G, Attachmant 1, EVV Busingss and Technical Requlzements

Contractor Initials: S n'L

Datei /242022
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EVV Butingts snd Technlcal Requirements

The Proje<t Manager must participate in alt other State, providers, and In providing lor projec] uccess, the Project Management Plan idenuties the level of
hok g as T bry the State. patticepation for the FDO1 Project Manager. The FOGS Project Manager participates in
PLIL L] ey Standard State and provider meetings, working clotely with the State 1o support providers and
stakaholders. FOGS undersiands that those collstaration is necassary for the tuccess of

the implementation.
To propetly et rrpectanons, FDGS virs Driverable Expectation Documents {(DEDy) 1o

Debverable Ecpectation Documents shall be vied 10 1t s1pectavions in
prepatation for formal deliverable steptance. L the requived details and content of each non:1oftwate deverable. Fhe
PL12 [°] Yoy Standard DEDL have a place for page ref nd vection identification
alowing lor easily referencing & quettion and for clanfying any misundersianding. The

result is an impeoved final delverabbe.

RFP-2022-DLTS5-05-ELECT -01 #2022-031 Contractor Inklals: S
First Data Government Solutions, Limited Partnership Date: __9/2/2022
Exhibit G, Attachment 1, EVV Business and Technical Requiremnents Page 46
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New Hampshire Department of Health and Human Services

Exhibit G, Attachment 2

DHHS Agency Compliance Documents

Y

v

v

DHHS Exhibit D, CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS
DHHS Exhibit E, CERTIFICATION REGARDING LOBBYING

DHHS Exhibit F, CERTIFICATION REGARDING DEBARMENT, SUSPENSION, AND OTHER
RESPONSIBILITY MATTERS

DHHS Exhibit G, CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS
AND WHISTLEBLOWER PROTECTIONS

DHHS Exhibit H, CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

DHHS Exhibit I, HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT BUSINESS
ASSOCIATE AGREEMENT

DHHS Exhibit J, CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND
TRANSPARENCY ACT (FFATA) COMPLIANCE

DHHS Exhibit K, DHHS, INFORMATION SECURITY REQUIREMENTS

RFP-2022-DLTSS-05-ELECT -01 #2022-031
FDGS, Limited Partnership, a/kfa First Data Government Solutions, Limited Partnership
Exhibit G, Attachment 2, DHHS Agency Compliance Documents
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.S.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

.ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |l of the May 25, 1990 Federal Register (pages
21681-21691}), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regutation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificales for
each grant during the federal fiscal year covered by the certification. The certificale set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or viclation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send it to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee’s policy of maintaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violalions
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement required by paragraph (a};

1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction.
Employers of convicted employeés must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit O — Certification regarding Drug Free Vendor Initials
Workplace Requirements 9/2/2022
CUDHHSI 10713 Page 10f 2 le
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New Hampshire Department of Health and Human Services
Exhibit D

has designated a centra! point for the receipt of such notices. Notice shall include the
identification number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or lecal health,
law enforcement, or other appropriate agency;
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)
Check @ if there are workplaces on file that are not identified here.

Vendor Name: FDGS, Limited Partnership

9/2/2022 Sl Me{ullsugle

Date Name: Shane McCullough
Title:;

Authorized Signer

Exhibit D — Centification regarding Drug Free Vendor Initials
Workplace Requirements 9/2/2022
CU/DHHS110713 Page 2 of 2 Date
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New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor’s representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs {indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
*Child Support Enforcement Program under Title IV-D
*Sacial Services Block Grant Program under Title XX
*Medicaid Program under Title XX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
madification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers {including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vender Name: FoGs, Limited Partnership

9/2/2022 Slane. Mefullowge

Date Name: Shane McCullough
Title: Authorized Signer
Exhibit £ — Certification Regarding Lobbying Vendor Initials
9/2/2022
CUDHHSM 10713 Page 1 of 1 Date



DocuSign Envelope ID: 66F 17A3F-B364-406C-86D0-ABSETCADDEZF

New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION.
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of

" Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered in connection with the NH Department of Health and Human Services' {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
padicipant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government, DHHS may terminate this transaction for cause or default,

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneocus by reason of changed

© circumstances.

5. The terms “covered transaction,” "debarred,” “suspended,” “ineligible,” "lower tier covered
transaction,” “participant,” “person,” “primary covered transaction,” "principal,” “proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

Hou it u

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F = Cedification Regarding Debarment, Suspension Contractor Initials
And Other Responsibility Matters 9/2/2022
CUMHHSM 10713 Page 1 of 2 ate
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New Hampshire Department of Health and Human Services
, Exhibit F

information ofa participant is not required to exceed that which is normally possessed by a prudent
persan in the ordinary course of business dealings.

" 10. .Except for transactions authorized under paragraph 6 of these instructions, if a participantin a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction
for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals:

11.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

. voluntarily excluded from covered transactions by any Federal department or agency;,

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or perferming a public {Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local} with commission of any of the offenses enumerated in paragraph (1)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the staternents in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract).

14, The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause entitled “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name: FDGS, Limited pPartnership

9/2/2022 Slane WUJM[‘,

Date Name: shane MccCullough
Title:

Authorized Signer

Exhibit F = Certification Regarding Debarment, Suspension Contractor Initials
And Other Responsibility Matters 9/2/2022
CUDHHSH10713 Page 2 of 2 Date
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New Hampshire Department of Health and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1,11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comptly, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex, The Act
requires certain recipients to produce an Equal Employment Gpportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5672(b}) which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements;

- the Civil Rights Act of 1964 (42 U.S.C. Section 20004, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.5.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.5.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.8.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs; '

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations}, Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
QOrganizations); and Whistleblower protections 41 11.8.C. §4712 and The Naticnal Defense Authorization
Act (NDAA) for Fiscal Year 2013 {Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

Exhibit G S M

Contractor Initials
Cenrtification of Compliance wilh requirements pertaining o Fadaral Mondiscriminetion. Equal Trealment of Faith-Based Organizations
and Whistleblower protections
12714 9/2/2022
Date

Rev. 10/21/14 Page 1 of 2
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New Hampshire Department of Health and Human Services
Exhibit G

In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

I. By signing and submitting this proposal {contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name: FDGS, Limited Partnership

9/2/2022 Shant MMAMQL-

Date Name: Shane McCullough
Title:

Authorized Signer

S M

Contractor Initials
Certification of Compliance wilh requirements pertaining to Federal Nondiscrimination, Equal Treatment of Faith-Based Organizations
and Whistleblower protections

627114 9/2/2022
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of.a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity,

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's

representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following. -

certification: '

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1994,

Contractor Name: FDGS, Limited Partnership

9/2/2022 Sleane Mdbug(»

Date Name: Shane McCullough
Title:

authorized Signer

Exhibit H - Certification Regarding Contractor Initials
Environmental Tobacco Smoke 9/2/2022
CUIMHHS/M 10713 Page 1 of 1 te
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-181 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Caontractor and subcontractors and agents of the Contractor that
receive, use or have access to protected heaith information under this Agreement and “Covered
Entity” shali mean the State of New Hampshire, Department of Health and Human Services.

(1) Definitions.

a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. “Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Designated Record Set” shall have the same meaning as the term “designated record set”
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Section 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501.

9. ‘HITECH Act’” means the Health Information Technology for Economic and Clinical Heélth
Act, TitleXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually ldentifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term "individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(qg).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Health Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or received by

Business Associate from or on behalf of Covered Entity. S M.
32014 Exhibit | Contractor Initials
Health Insurance Portability Act
Business Associate Agreement 9/2/2022
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(2)

“Required by Law” shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

“Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

“Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
l. For the proper management and administration of the Business Associate;
I As required by law, pursuant to the terms set forth in paragraph d. below; or
M. For data aggregation purposes for the health care operations of Covered
Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any-such disclosure, (i}
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

The Business Associate shall not, unless such disclosure is reascnably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business

32014 Exhibit { Contractor Initials

Health Insurance Portability Act
Business Associate Agreement 9/2/2022
Page 2 of 6 Date
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(3)

32014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose: PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

Obligations and Activities of Business Associate.

The Business. Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification,;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

" The Business Associate shall comply with all sections of the Privacy, Security, and

Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (l). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor’s intended business associates, who will be receivingSPm

Exhibit | Contractor initials
Health Insurance Portability Act N
Business Associate Agreement 9/2/2022
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32014

pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’'s compliance with the terms of the Agreement.

within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2}
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. [f return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Business S M

Exhibit I Contractor Initials
Health Insurance Portability Act -
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(4)

(5)

(6)

3/2014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Entity shall notify Business Associate of any changes or limitation(s} in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Assaciate
Agreement set forth herein as Exhibit . The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. |f Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary. .

Miscellaneous

Definitions and Regulatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit I, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended. :

Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to camply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

Interpretation. The parties agree that any ambiguity in the Agreement shall be resoclved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. S M

Exhibit | Contractor Initials
Health Insurance Portability Act
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Page 5 0f 6 Date



DocuSign Envelope |D; 66F 17A3F-B364-4D6C-86D0-ABSE7CADDEZF

New Hampshire Department of Health and Human Services

Exhibit |

e. Segreqation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit 1 are declared severable.

. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3} |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREQF, the parties hereto have duly executed this Exhibit [.

Department of Health and Human Services FDGS, Limited Partnership
The State Name of the Contractor

Tl Hods Slane, Mefullaugh

Signature of Authorized Representative Signature of Authorized Representative

Melissa Hardy shane McCuliough

Name of Authorized Representative Name of Authorized Representative
Director, DLTSS
Authorized Signer

Title of Authorized Representative Title of Authorized Representative
9/2/2022 9/2/2022
Date Date
S M

32014 Exhibit | Contractor Initials
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsaquent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements:
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source ;
Award title descriptive of the purpose of the funding action
Location of the entity _
Principle place of performance
Unigue identifier of the entity (UEI #)
0. Total compensation and names of the top five executives if:

10.1. Mora than B0% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

S0 = O O Sl g

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 108-2682 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountabifity and Transparency Act.

Contractor Name: FDGS, Limited partnership

9/2/2022 . Shane Mc{ullousfs

Date Name: Shane McCuTTough

Title:  authorized signer

Exhibit J - Certification Regarding the Federal Funding Contractor Initials
- Accountabllity And Transparency Act (FFATA) Compliance 9/2/2022
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate.

TGURS4Q1
1. The UEI (SAM.gov) number for your entity is: 22 ouR>4Q

2. 1In your business or organization's preceding completed fiscal year, did your business or organization
receive {1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S, federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO X __YES
If the answer to #2 above is NO, stop here
If the answer to #2 above is YES, please answer the following:

3. ‘Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section 13{a) or 15{d}) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO X YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: .

Name: ' Amount..
Name: Amount;
Name: Amount:
Name: Amount:
Name: Amount:
Exhibit J - Certification Regarding the Federal Funding Contractor Initials S M
Accountability And Transparency Act (FFATA) Compliance 9/2/2022
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DHHS Information Security Requirements

A. Definitions

The following terms may be reflected and have the described meaning in this document:

o

“Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, “ Breach”
shall have the same meaning as the term “Breach” in section

164.402 of Title 45, Code of Federal Regulations.

“Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2} of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

“Confidential Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personally ldentifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Mealth Information (PHI), Personal Information (Pl), Personal Financial Information
(PF1), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

“End User" means any person or entity {e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.} that receives DHHS
data or derivative data in accordance with the terms of this Contract.

*HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

“Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

V5. Last update 10/09/18 Exhibit K ContractorInitials S M
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10.

11.

12.

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

“Open Wireless Network” means any network or segment of a network that is not
designated by the State of New Hampshire’'s Department of Information Technology
or delegate as a protected network (designed, tested, and approved, by means of the
State, to transmit) will be considered an open network and not adequately secure for
the transmission of unencrypted PI, PFI, PHI or confidential DHHS data.

“Personal Information” (or “PI") means information which.can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C;19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked - -
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc.

“Privacy Rule” shall mean the Standards for Privacy of Individually |dentifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Heaith and Human Services.

“Protected Health Information” (or “PHI") has the same meaning as provided in the
definition of “Protected Health Information” in the HIPAA Privacy Rule at 45 C.F.R. §
160.103.

“Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

“Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1.

2

The Contractor must not use, disclose, maintain or transmit Confidential information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

The Contractor must not disclose any Confidential Information in response toa

V5. Last update 10/09/18 Exhibit K ContractorInitials S m'
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request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4, The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of

DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

Il. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been evaluated
by an expert knowledgeable in cyber security and that said application’s encryption
capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if email
is encrypted and being sent to and being received by email addresses of persons
authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data, the
secure socket layers (SSL) must be used and the web site must be secure. SSL encrypts
data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file hosting
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential Data
said devices must be encrypted and password-protected.

8. Open Wireless Networks.

V5, Last update 10/09/18 Exhibit K Contractor Initials S M
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. Contractor may not transmit Confidential Data via an open wireless network, unless
employing a secure method of transmission or remote access, which complies with the
terms and conditions of this Information Security Requirements Exhibit, such as a virtual
private network (VPN).

9. Remote User Communication. If Contractor is employing remote communication to
access or transmit Confidential Data, a secure method of transmission or remote
access, which complies with the terms and conditions of this information Security
Regquirements Exhibit, must be used, such as a virtual private network (VPN).

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End
User is employing an SFTP to transmit Confidential Data, End User will structure the
Folder and access privileges to prevent inappropriate disclosure of information. SFTP
folders and sub-folders used for transmitting Confidential Data will be coded for 24-hour
auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

ll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1.

The Contractor agrees it will not store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

The Contractor agrees Data stored in a Cloud must be in a FedRAMP, HITECH,
government or HIPAA compliant cloud solution, appropriate for the type of data
stored and/or processed or transmitted, and comply with all applicable statutes and
regulations regarding the privacy and security, including all requirements contained
within this Exhibit. Further, Contractor will test and ensure the HIPAA compliant
solution is correctly architected to avoid configuration errors that would leave
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protected health information (PHI) or personally identifiable information (P_H)
unprotected and accessible by unauthorized individuals or vulnerable to insider
threat.

All Contractor or End User controlied servers and devices must follow the hardening
standards as outline in NIST. As well as current, updated, and maintained anti-
malware utilities (e.g. anti-viral, anti-hacker, anti-spam, anti-spyware). The
environment, as a whole, must have intrusion-detection services and intrusion
protection services, as well as, firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems}, the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30} days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty {30} days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.
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8.

The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the data (i.e., tape, disk, paper, etc.).

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems andfor Department -
confidential information for contractor provided systems.

If the Contractor has adopted a “Bring Your Own Device (BYOD)" policy said policy
shall require the Contractor to provide its remote workforce with a secure environment
via Desktop as a Service for their personal devices to access all systems for
processing. The Contractor shall ensure that all devices meet the security
requirements of this and contract and that the following security requirements are in
place prior to personal devices being used for this contract:

a. Encrypt each personal devices end-to-end

b. Data collected through this contract shall not be stored in any format on personal
devices:

c. Scan each personal device to ensure the device follows the same security
protocols as the Contractor-owned devices; All personal devices will adhere the
security requirements set forth in this exhibit;

d. Employ on-demand scanners for each device to initiate a full scan at any time to
check the entire personal device (files, folders, programs, etc., including
remavable storage devices;

e. All personal devices are recorded, and trackable, in the Contractor's asset
inventories and risk assessments; and

f.  Written exception for personal device usage by NH DHHS Information Security
has been provided.

The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach natification requirements. The Contractor will work
with the Department to sign and comply with all applicable State of New Hampshire
and Department system access and authorization policies and procedures, systems
access forms, and computer use agreements as part of obtaining and maintaining
access to any Department system(s). Agreements will be completed and signed by the
Contractor and any applicable sub-contractors prior to system access being authorized.

If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
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10.

11.

12.

13.

14.

(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the
breach. Contractor shall bear ail costs associated with system downtime, system or
data breach, data loss or misuse as a result of its Bring Your Own Device (BYOD)
Policy.

Contractor must, comply with all applicable statutes and reguiations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1974 (5 U.5.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b}, HIPAA Privacy and Security Rules {45

C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer security incident, or
suspected breach which affects or includes any State of New Hampshire systems that
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connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a.

comply with such safeguards as referenced in Section IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

safeguard this information at all times.

ensure that laptops and other electronic devices/media containing PHI, PI, or
PFI are encrypted and password-protected.

send emaifs containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section [V above.

in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure. This
applies to credentials used to access the site directly or indirectly through a third
party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
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accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different options,
and bear costs associated with the Breach notice as well as any mitigation measures.
Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT
A. .DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:
DHHSInformationSecurityOffice@dhhs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

1, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that FIRST DATA GOVERNMENT
SOLUTIONS, LIMITED PARTNERSHIP a Delaware Limited Partnership formed to do business in New Hampshire as FDGS,
LIMITED PARTNERSHIP on August 17, 2006. I further certify that it has paid the fees required by law and has not dissolved.

Business ID: 563130
Certificate Number: 0005767549

IN TESTIMONY WHEREOQF,

I hereto set my hand and cause to be affixed
the Seal of the State of New Hampshire,
this 27th day of April A.D. 2022.

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY
[, Jose Garcia, hereby certify that:

1. | am the duly elected President, Secretary, and Treasurer of First Data Government Solutions, LP, a Delaware
limited partnership.

2. Shane McCullough is duly authorized on behalf of First Data Government Solutions, LP to enter into contracts or
agreements with the State of New Hampshire and any of its agencies or depariments and further is authorized to
execute any and all documents, agreements and other instruments, and any amendments, revisions, or

- maodifications thereto, which may in his/her judgment be desirable or necessary o effect the purpose of this vote.

3. | hereby certify that Shane McCullough's authority to enter into contracts or agreements on behalf of First Data
Government Solutions, LP has not been revoked or repealed and remains in full force and effect as of the date of
the contract/contract amendment to which this certificate is attached. This authority remains valid for thirty (30)
days from the date of this Certificate of Authority. | further certify that it is understood that the State of New
Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the position(s}
indicated and that they have full authority to bind the corporation. To the extent that there are any limits on the
authority of any listed individual to bind the corporation in contracts with the State of New Hampshire, all such
limitations are expressly stated herein.

,A/”Qj:( e
Signature of Elected Officer

.Name: Jose Garcia
Title: President, Secretary, and Treasurer

Dated:_ 9/1/2022

Rev. 03/24/20
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CERTIFICATE OF LIABILITY INSURANCE

DATE (MM/DO/YYYY)

6/28/2022

71172023

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S}), AUTHORIZED

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confar rights to the certificate holder in lieu of such endorsement(s).

PRODUCER [ ockion Companics 52.'3.2:‘“
444 W. 47th Street. Suite 900 PHONE [
Kansas City MO 64112-1906 E-MAIL
(816) 960-9000 ADDRESE
ketsu@lockton.com INSURER({S} AFFORDING COVERAGE NAIC #
wsurer 4 : National Union Fire Ins Co Pitts. PA 19445
ISURED ¢ FISERV INC. IT'S SUBSIDIARIES AND DIVISIONS msurere: *** SEE ATTACHMENT ***
1383135 |NCLUDING FIRST DATA GOVERNMENT SOLUTIONS. LP | wsurer ¢ : Markel American Insurance Company 28932
255 FISERV DRIVE F—
BROOKFIELD WI 53045 INSURERE
INSURER F :
COVERAGES CERTIFICATE NUMBER: 18452882 REVISION NUMBER: XXXXXXX

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANGCE AFFORDED BY THE POLICIES DESCRIBED HEREIN 1S SUBJECT TQ ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

'frs: TYPE OF INSURANCE f:s;'{ wf.'n POLICY NUMBER t.':ﬁh%%)’ﬁ% 153%:')%}'\5%) LIMITS
A | X | COMMERCIAL GENERAL LIABILITY N | N 1947025 77142022 7112023 EACH OCCURRENCE s 1,000,000
| cLamsmace OCCUR By EMISES (€a occurencey | 81,000,000
| MED EXP (Any sneparsany | § 10 000
- PERSONAL & ADV INJURY | 5 1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s 2.000,000
|| pouey [:] FRo: Loc PRODUCTS - COMPIOP AGS | 3 2,000,000
OTHER: §
A | AUTOMOBILE LIABILITY N | N| 1722397 10022 | 7142023 ﬁ%,?‘“m LMT s 1 000.000
[ x | AnvavTo BODILY INJURY (Par person) | § XXX XX XX
g R o o el 00000
__| AuTOS onLY AUTOS ONLY L{Per accidany) §AXXXXXX
$ XXXXXXX
C [X |UMBRELLAUAB | ¥ | occur N [ N{| MKLM&MM70000535 7142022 7/1/2023 | EACH OCCURRENCE s 5,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE $ 5,000,000
oep | X [ retenmions 10,000 s XXXXXXX
B | E eeEeas: OAakTY YIN N | SEEATTACHED 112022 | 74142023 X | iarure | |88
sn;;tgggﬁ‘rg%%ﬁ%m%?%ecmw N E.L. EACH ACCIDENT s 1,000,000
(Mandatory in NH} E£.L DISEASE - Ea gmPLOYEE] $ |.000,000
il yas, describa under
DESCRIPTION OF OPERATIONS below £.L. DISEASE - PoUICY LMIT [ $ 1.000.000
B |CRIME/E&D/CYBER N N | SEEATTACHED TI142022 71/2023 SEE ATTACHED

LIMITS §5,000,000 EACH LOSS, EMPLOYEE DISHONESTY/THEFT.

DESCRIPTION OF OPERATIONS / LOCATIONS { VEHICLES {ACORD 101, Additional Remarks Schadute, may be attachad H mora space Is required)
CRIME COVERAGE: CARRIER WILL PAY FOR LOSS OR DAMAGE TO MONEY SECURITIES & OTHER PROPERTY SUSTAINED BY THE NAMED INSUREDS
CLIENT RESULTING DIRECTLY FROM THEFT COMMITTED BY AN IDENTIFIED EMPLOYEE ACTING ALONLE OR IN COLLUSION WITH OTHER PERSONS,

CERTIFICATE HOLDER

CANCELLATION _ Scc Altachment

18452882

State of NH

Department of Health and Human Services
129 Pleasant Strect

Concord NH 03301-3857

|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVEREDC IN
ACCORDANCE WITH THE POLICY PROVISIONS.

AUTHORIZED REPRESENTA!’IZZ:

ACORD 25 (2016/03}

© 1988{2015 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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Additional Coverage Information

{Zurich)

Per Occurrence

1 Coverage .on Carrier Policy Numbar. Limit " Effective Datas¥ -
& P ~ - . v e - A . .
$5,000,000
Crime Zurich American Insurance Company FID576143109

71112022 - 711/2023

E&O/Cyber

Columbia Casualty Company

{CNA)

425578647 $5,000.,000

Par Claim / Aggregalte

71142022 - 71112023

Workers Compensation / Employers Liability

‘Policy Numbeér.

o

L)

States Coverad:

‘Issuing Company,

Policy Effective
‘Date/Limits

WC 013759690

WC 48425935 AOS AlU INSURANCE CO. (AIG)
WC 48425936 CA AlU INSURANCE CO, (AIG}
WC 48425938 wi AIU INSURANCE CO. (AIG)

NY AlU INSURANCE CO. (AIG)

71172022 - 71112023

See Acord 25 for
applicable limits




