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STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 03301-3857
603-27!-9200 1-800-852-3345 Ext 9200

r«x: 603-271-4912 TOD Access: 1-800.735-2964 www.dhhs.nh.Bov

May 26. 2022

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301
REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a Retroactive amendment to an existing contract with Vault Medical Service. P.A.
(VC#382862), Dobbs Ferry. NY, for atrhome COVID-19 testing, with no change to the price
limitation of $8,000,000 and no change to the contract completion date of June 30.2022, effective
retroactive to December 22, 2021 upon Govemor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on November 22.2021, Late
Item #A.

Funds are available in the following account for State Fiscal Year 2022, with the authority
to adjust budget line items within the price limitation through the Budget OfTice, if needed and
justified.

05-95-095-950010-1919 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN
SERVICES, HHS: OFFICE OF THE COMMISSIONER, COMMISSIONERS OFFICE, COVID19
FEMADHHS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number
Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022 103-502664
Contracts for

Oper Svc
95010690 $1,000,000 $0 $1,000,000

Total $1,000,000 $0 $1,000,000

05-095-094-940010-24650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL,
ARPA DHHS FISCAL RECOVERY FUNDS

State

Fiscal

Year

Class /

Account
Class Title

Job

Number
Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022 103-502664
Contracts for

Oper Svc
00FRF6O2P

H9508B

$8,000,000 ($8,000,000) $0

Subtotal $8,000,000 ($8,000,000) $0

77ie Dtparlment of Health and Human Services' Mission is to join communities and families
in providing opportunities for citixens to achieve health and independence.
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His Excellency. Governor Christopher T. Sununu
and the Honorable Council
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05-95-95-950010-19920000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: COMMISSIONER'S OFFICE , OFFICE OF THE COMMISSIONER, DHHS ARPA
TO CRF

State

Fiscal

Year

Class /

Account
Class Title

Job

Number

Current

Budget

Increased

(Decreased)
Amount

Revised

Budget

2022 102-500731
Contracts for

Prog Svc
90199250 $0 $8,000,000 $8,000,000

Subtotals $0 $8,000,000 $8,000,000

Totals $8,000,000 $0 $8,000,000

EXPLANATION

This item is Retroactive because on December 22. 2021. the Govemor and Executive
Council approved Late Item #C, which changed the funding source of the Agreement from ARPA
SFRF to CARES CRF. 2 CFR § 200.332 requires the Department to specify the federal funding
in the Agreement. Consequently, this request is made retroactively to comply with federal
requirements and reflect funding source change previously approved.

Any individual in the State Is eligible to receive a COVID-19 test. An individual can order
tests through the vendor portal and receive them directly at their residence. Schools, homeless
shelters, municipalities. Federally Qualified Health Centers, Regional Public Health Networks,
and private nonprofit daycare centers are also eligible to receive tests directly. Qualifying
organizations in the State of New Hampshire will continue submitting requests to the Contractor
to obtain an allocation of COVID-19 tests. Upon the Department's approval, the COVID-19 te3t(s)
are directly mailed to the organization. The Contractor mails the organization or Individual the
COVlD-19 test(s) with prepaid return postage envelope via overnight United Parcel Service
(UPS). The Contractor works with the Department to confirm UPS Pick-Up points or alternatives
to ensure that equitable drop-off locations are available.

The Department will continue monitoring contracted services by reviewing weekly reports
on the number of individuals tested.

As referenced In Exhibit A of the original agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approval. The Department
is not exercising its option to renew at this time.

Should the Govemor and Council not authorize this request, the Department will not be
in compliance with CFR 2 CFR § 200.331 and will not have the proper funding reflected within
the Agreement.

Area served; Statewide

Source of Federal Funds; CFDA #21.027

In the event that the Federal Funds become no longer available. General Funds will not
be requested to support this program.

Respectfully submitted,

Lorl A. Shibinette
Commissioner
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State of New Hampshire
Department of Health and Human Services

Amendment #1

This Amendment to the At-Home COVID-19 Testing contract is by and between the State of New
Hampshire, Department of Health and Human Services {"State" or "Department") and Vault Medical
Sen/ice, P.A. ("the Contractor");

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 22. 2021 .(Late Item #A), the Contractor agreed to perform certain services based upon the
terms and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37. General Provisions. Paragraph 17, and Exhibit A, Revisions to
Standard Agreement Provisions, Paragraph 1, the Contract may be amended upon written agreement of
the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to modify the scope of services and the funding source to support continued
delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Exhibit C, Payment Terms, Section 1, by adding Subsection 1.3, to read: -

1.3. This agreement is funded by:

1.3.1. 89%, Federal Funds from the Coronavirus Preparedness and Response
Supplemental Appropriations Act, 2020, as awarded on December 17, 2021 by the
Centers for Disease Control and Prevention, CFDA #21.09.

1.3.2. 11% Federal Funds, from Disaster Grants - Public Assistance (Presidentially
Declared Disasters) by the United States Department of Homeland Security (DHS),
CFDA #97.036, FAIN #4516DRNHP00000001.

2. Modify Exhibt B, Scope of Services, Section 2, by adding Subsection 2.21, to read:

2.21. The Contractor shall provide test results, up to the date the COVID-19 test expires or twelve
(12) months after contract completion (whichever is earlier), to individuals who receive a
COVID-19 test prior to contract completion.

if

Vault Medical Service, P.A.

SS-2022-DPHS-18-ATHOM-01-A01

A-S-1.2

Page 1 of 3

Contractor Initials

Date
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective retroactive to December 22, 2021 upon Governor and Council
approval.

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Sen/ices

6/14/2022

Date

-DoeuSlgnod by:

TiUty

1 11 ley
Name:

Title: Director

6/14/2022

Date

Vault Medical Service, P.A.
—OecuSignvd by:

dijuy fffiivsyk
— 4FE63B7e2CD645a...

Name: Alex Patuszak

Title:
chief Clinical Officer

Vault Medical Service, P.A.

SS-2022-DPHS-18-ATHOM-01-A01

A-S-1.2

Page 2 of 3



OocuSign Envelope ID: 81926ADC-DA8B-4419-BADE-86FE188B46A7

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

6/16/2022

— DoeuSlgntd by:

Date Name: Cuarino
Title.

I hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:
Title:

Vault Medical Service, P.A. A-S-1.2

SS-2022-DPHS-18-ATHOM-01-A01 Page 3 of 3
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State of New Hampshire

Department of State

CERTIFICATE

I, David M. Scanlan, Secrciar>' of Slate of the State of New Hampshire, do hereby certify that VAULT MEDICAL SERVICES,

P.A. is a Florida Professional Profit Corporation registered to transact business in New Hampshire on Januar>' 28. 2020. I further

certify that all fees and documents required by the Secretary' of State's office have been received and is in good standing as far as

this office is concerned.

Business ID: 835653

Certificate Number: 0005790509

II&.

A

IN TESTIMONY WHEREOF,

I hereto set my hand and cause to be afilxcd

the Seal of the State of New Hampshire,

this 13th day of June A.D. 2022.

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

I. Hnnny Porov H O . hereby certify that;
Donny Perez

1. 1 am the owner of Vault Medical Services, P.A.

2. 1 represent that Dr. Alexander Pastuszak, MD, PhD is duly authorized on behalf of Vault Medical Services. P.A.,
to enter into contracts or agreements with the State of New Hampshire and any of its agencies or departments and
further is authorized to execute any and all documents, agreements and other instruments, and any amendments,
revisions, or modifications thereto, which may in his/her judgment be desirable or necessary to effect the purpose of
this vote.

3. I hereby certify that this authorization remains in full force and effect for thirty (30) days from the date of this
Certificate of Authority. I further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person{s) listed above currently occupy the position(s) indicated and that they
have full authority to bind the corporation. To the extent that there are any limits on the authority of any listed
individual to bind the corporation in contracts with the State of New Hampshire, all such limitations are expressly
stated herein.

Dated:June 14, 2022
Signature of Owner
Name: Donny Perez, D.O.
Title: president

Rev. 03/24/20

Doc ID: 20605ece6dccf81d65f8e7cb39717816441b871a
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ACORD.. CERTIFICATE OF LIABILITY INSURANCE
DATE (MM/DDTmnr)

6/07/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND. EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S). AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder Is an ADDITIONAL INSURED, the poHcy(les) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer any rights to the certificate holder in lieu of such endorsement(s).

PRODUCER

Marsh & McLennan Agency LLC

350 Madison Ave., 7th Floor

New York, NY 10017

nSmI*^' M'lynda Webb-Kopacka
212-850-0153 r«c,»ol:

M'lynda.Webb@MarshMMA.com

INSURER(S) AFFORDING COVERAGE NAIC*

INSURER A Lloyd's Syndicate 2623 555555

INSURED

Vault Medical Services, PA

255 Alhambra Circle, Suite 700

Coral Gables, FL 33134

INSURER B Technology Insurance Company. Inc 42376

INSURER C

INSURER 0

INSURER E

INSURER F

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACTOR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN. THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS.
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS^

INSR
LTR TYP6 OF INSURANCE

AODL SUBR
INSR VWD

COMMERCIAL GENERAL LIABILITY

CLAIMS-MADE OCCUR

BI/PD Ded: $100K

E.B. Ded: $100K

GENL AGGREGATE LIMIT APPLIES PER:

POLICY cn JECT rn LOC

OTHER:

AUTOMOBILE UABILITY

ANY AUTO

OWNED
AUTOS ONLY
HIREp
AUTOS ONLY

S100k SIR

SCHEDULED
AUTOS
NON-OWNED

AUTOS ONLY

POLICY NUMBER

W305C6210101 39/25/2021

W305C6210101 39/25/2021

POLICY EFF
(mm/dd/yyyy)

POLICY EXP
(MM/po/yyyy)

09/25/2022

09/25/2022

UMITS

EACH OCCURRENCE

illSES 7Ea occurrenco)

MED EXP (Any one parson)

PERSONAL S AOV INJURY

GENERAL AGGREGATE

PRODUCTS • COMP/OP AGG

E.B. Liab.
COMBINED SINGLE LIMIT
(Ea acciOeni)

BODILY INJURY (Per person)

BODILY INJURY (Per accident)

PROPERTY DAMAGE
(Per aecidenll

$5.000.000

sSee Remarks

sSee Remarks

$5,000,000

$5.000.000

»5.000,000

i1,000,000

UMBRELLA LIAB

EXCESS UA8

DED

OCCUR

CLAIMS-MADE

EACH OCCURRENCE

AGGREGATE

RETENTION $

WORKERS COMPENSATION

AND EMPLOYERS' UABILITY y,
ANY PROPRIETOR/PARTNER/EXECUTIVEf-—1
OFFICER/MEMBER EXCLUDED? | N I
(Mandatory In NH)
K yes, describe under
DESCRIPTION OF OPERATIONS below

TWC4001873 06/21/2021 06/21/2022
PER
STATUTE

OTH-

£R

N/A
E.L. EACH ACCIDENT $1.000.000

E.L. DISEASE • EA EMPLOYEE $1.000.000

E.L. DISEASE • POLICY LIMIT $1.000,000

Prof. Liab.

Cyber Liab.
Cyber Llab.

W305C6210101

W30608210101

W30608210101

09/25/2021

09/21/2021

09/21/2021

09/25/2022

09/21/2022

09/21/2022

$5,000,000

$5,000,000
$500K SIR

DESCRIPTION OF OPERATIONS / LOCATIONS I VEHICLES (ACORD 101. Additional Remarks Schedule

Fire Legal/Damaged to rented premises: $100K per premises / $300K
Med Pay: $5,000 per accident / $25,000 Aggregate.
Overall Policy Aggregate for all coverage parts: $5,000,000.

RE: Extension of services past June 30th.

may be attached if more space Is required)

Aggregate.

CANCELLATION

New Hampshire Department of
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF. NOTICE WILL BE DELIVERED IN

Health and Human Services ACCORDANCE WITH THE POLICY PROVISIONS.

Concord, NH 03301
AUTHORIZED REPRESENTATIVE

1
- (3;.

ACORD 25 (2016/03) 1 of 1
#S10916933/M9268029

Tha ACORD name and logo are registered marks of ACORD
NNYEL
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Lori A. Shibinclte

Commissioner

Lorl A. Weaver

Deputy Commissioner

N0U19'21 mil0:52 RCUD

STATE OF NEW HAMPSHIRE

DEPARTMENT OF HEALTH AND HUMAN SERVICES

OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 0330I0857
603-27I-9200 1-800-8520345 Ext 9200

Fax: 603-271-4912 TOD Access: 1-800-735-2964 www.dhhs.nh.gov

November 16, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord. New Hampshire 03301

REQUESTED ACTION

1. Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter Into a Sole Source contract with Vault Medical Service, P.A. (VC#382862), Dobbs
Ferry, NY. in an amount not to exceed $8,000,000 for at-home COVID-19 testing, with the
option to renew for up to two (2) additional years, effective upon Governor and Council
approval through June 30. 2022. 100% Federal Funds.

2. Authorize the Department of Health and Human Services, Office of the Commissioner, to
make unencumbered payments in the amount of $1,000,000 for at-home COVID-19 testing
until such time the Federal Emergency Management Agency (FEMA) reimbursement rate
drops below 100%. 100% Federal Funds.

Funds are available in the following accounts for State Fiscal Year 2022, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and
justified.

05-95.095-950010-1919 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN
SERVICES, HNS: OFFICE OF THE COMMISSIONER, COMMISSIONERS OFFICE. COVID19
FEMA OHMS

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2022 103-502664 Contracts for Oper Svc 95010690 .  $1,000,000

Total $1,000,000

05-095-094-940010-24650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HNS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL,
ARPA DHHS FISCAL RECOVERY FUNDS

State

Fiscal Year

Class /

Account
Class Title Job Number Total Amount

2022 103-502664 Contracts for Oper Svc $8,000,000

Total $8,000,000

The Department of Health and Human Services' Mission is to join communities and families
in providing opportunities for citizens to achieve health and independence.
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His Excellency. Governor Christopher T. Sununu
and the Honorable Council

Page 2 of 3

EXPLANATION

This request is Sole Source because the Contractor has the capacity to provide the State
with at-home polymerase chain reaction (PGR) COVID-19 tests conducted on saliva-based
samples, which allows for the easy transport of specimens within prepaid return envelopes to the
Contractor's laboratory. The Contractor is immediately able to ship COVID-19 Sipecimen collection
kits to New Hampshire residents in any location across the state along with prepaid overnight
return envelopes. The Contractor is also able to ship specimen collection kits with return
envelopes in bulk quantities to locations approved by the Department, such as schools and other
locations, in order to reduce the turnaround time that persons wait until they receive their test
results.

The Department is requesting to utilize unencumbered Federal Emergency Management
Agency (FEMA) funds for COVID-19 testing for eligible individuals who support the safe operation
of schools, homeless shelters, municipalities. Federally Qualified Health Centers, and private
nonprofit day care centers, while FEMA funding requests are still reimbursed at 100% federal
share. If the FEMA reimbursement rates drop below 100% or if the total exceeds $1,000,000, the
Department will utilize the American Rescue Plan Act (ARPA) funds. Currently the 100% FEMA
reimbursement rate is scheduled to end on April 1, 2022 at which time it will decrease a lower
reimbursement rate and require a match from the Stale; the exact rate is unknown at this time.
For COVID-19 tests mailed to individuals who do not qualify under FEMA's provisions for testing
reimbursement (i.e. persons who are not directly involved in the safe operation of qualified
entities), the Department will utilize ARPA funds because FEMA will not reimburse such costs. In
no event, shall the Department pay the contractor more than the $8 million price limitation included
in the contract.

The population served includes schools, homeless shelters, municipalities. Federally
Qualified Health Centers, private nonprofit day care centers, private homes in the State of New
Hampshire, and other locations as approved by the Department. The exact number of residents
of the State of New Hampshire served will depend on the trajectory of the COVID-19 pandemic.
The Department expects this contract will allow for more than 100,000 COVID-19 tests to be
administered.

Any individual In the State is eligible to receive a COVID-19 test. An individual can order
tests through the vendor portal and receive them directly at their residence. Schools, homeless
shelters, municipalities. Federally Qualified Health Centers, Regional Public Health Networks,-
and private nonprofit daycare centers are also eligible to receive tests directly. Qualifying
organizations in the State of New Hampshire will submit a request to the Contractor to obtain an
allocation of COVID-19 tests. Upon the Department's approval, the COVID-19 test(s) will be
directly mailed to the organization. The Contractor will mail the organization or individual the
COVID-19 test(s) with prepaid return postage envelope via overnight United Parcel Service
(UPS). The Contractor will work with the Department to confirm UPS Pick-Up points or alternatives
ensure that equitable drop-off locations are available.

The Contractor will provide instructions via paper directions on how to self-administer the
test and subrnit the sample within a prepaid envelope to send to the Contractor's laljoratory (a
video conference option is available at individual request at an increased price for that test to
process). Within 48 hours of the test being received, the Contractor will provide the test results to
the person tested. This type of at-home COVID-19 testing reduces the needs for in-person
specimen collection and allows New Hampshire residents to have an additional at-home test
option other than antigen-based tests, which currently are in shortage nationally and only have
U.S. Food and Drug Administration (FDA) emergency use authorization for symptomatic persons.
PGR tests have FDA authorization for both symptomatic and asymptomatic persons.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council

Page 3 of 3

The State continues to experience a surge of COVID-19 cases and additional options for
COVID-19 testing are needed to alleviate demand on our healthcare system and allow for
provision of more direct patient care. This contract provides for more and faster testing - when
compared to relying on appointment-based in-persdn testing locations - to ensure quicker retums

• to school or work for persons with symptoms of COVID-19 who subsequently test negative for
COVID-19 or for those who have a testing requirement at their jobs. The quicker return to work
and school will further allow for the continued strength of the Granite State economy. The
additional at-home test option also means Increased access to COVID-19 tests in rural or
medically underserved areas who have less access to services.

The Department is monitoring contracted services by reviewing weekly reports on the
number of individuals tested.

As referenced in Exhibit A of the attached agreement, the parties have the option to extend
the agreement for up two (2) additiorial years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approval.

Should the Governor and Council not authorize this request, individuals across the State
may have trouble accessing COVID-19 testing services in a timely manner to avoid potentially
spreading COVID-19 or confirm a negative status and return to work or school.

Area served; Statewide

Source of Federal Funds: Assistance Listing Number #97.036, FAIN
#4516DRNHP00000001

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program.

Respectfully submitted,

tt". loMjni
^~24DA037ED8e&<U...

Lori A. Shibinette

Commissioner
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FORM NUMBER P-37 (version 12/11/2019)

Subject:_At-Home COVID-19 Testing (SS-2022-DPHS-18-ATHOM-01)

Notice: This agreement and all of its attachments shall become public upon submission to
Governor and Executive Council for approval. Any information that is private, confidential or
proprietary must be clearly identified to the agency and agreed to in writing prior to signing the

^  AGREEMENT "
The Stale of New Hampshire and the Contractor hereby mutually agree as follows:

GENERAL PROVISIONS

1,1 State Agency Name

New Hampshire Department of Health and Human Services

1.2 State Agency Address

129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name

Vault Medical Service, P.A.

1,4 Contractor Address

255 Alhambra Circle, Suite 700,
Coral Gables. PL 33134

1.-5 Contractor Phone

Number

(212)880-5494

1.6 Account Number

05-95-095-950010-1919

1.7 Completion Date

June 30, 2022

1.8 Price Limitation

$8,000,000

1.9 Contracting OfTiccr for State Agency

Nathan D. White, Director

1.10 State Agency Telephone Number

(603) 271-9631

Ml Contractor Signature
/  PoegSlBn^a By:

.  Date: 11/18/2021

1.12 Namc'and Title of Contractor Signatory
Dr. Alexander Pastuszak

Chief Clinical Officer and Vice President

1. 13 ^tc")^gcncy^gnaturc
f— DocwS>gn«d by:

1  TiUcy 11/18/20

1.14 Name and Title of State Agency Signatory

Patricia M. Tilley Director
11

1.15 Xp^?f9Sr5yffil?'N.H. Department of Administration, Division of Personnel (if applicable)

By: Director, On:

1.16 Approval by the Attorney General (Form, Substance and Execution) (if applicable)
OocuSlofwdby:

On: 1V18/2021

1.17 Approval by the Governor and Executive Council (ifapplicable)

G&C Item number: G&C Meeting Date:

Page 1 of4
Contractor Initials

Date
ll/18/2Un
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2. SERVICES TO BE PERFORMED. The Slate of New
Hampshire, acting through the agency Identified in block l.l
("State"), engages contractor identified In block 1.3
("Contractor") to perform, and the Contractor shall perform, the .
work or sale of goods, or both, identified and more particularly
described in the attached EXHIBIT B which Is Incorporated
herein by reference ("Services").

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the panics hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required. In which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 ("Effective Date").
3.2 If the Contractor commences the Services prior to the
EfTective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of. the
Contractor, and in the event that this Agreement docs not become
effective, the State shall have no liability to the Contractor,
including without limitation, any obligation to pay the
Contractor for any costs incurred, or Services performed.
Contractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in exeess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account arc reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price^ method of payment, and terms of payment
arc identified arid more particularly described in EXHIBIT C
which is incorporated herein by reference.
5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete

compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.
5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by rhonics of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United Slates issue to implement these regulations.
The Contractor shall also comply with all applicable intellectual
property laws.
6.2 .During the terrh of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.
6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary to perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.
7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement..
7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State's representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer's decision shall be final for the Stale.
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8. EVENT OF DEFAULT/REMEDIES.
8.1 Any one or more of ihe following acts or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default"):
8.1.1 failure to perform the Services satisfactorily or on
schedule;
8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement.
8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:
8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the Event of Default is not timely cured,
terminate this Agreement, efTeclive two (2) days after giving the
Contractor notice of termination;
8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the dale of such notice until such time as the State
determines that the Contractor h^ cured the Event of Default
shall never be paid to the Contractor;
8.2.3 give the Contractor a written notice specifying the Event of
Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
' any Event of Default; and/or.
8.2.4 give the Contractor a written notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both. •

8.3. No failure by the State to enforce any provisions hereof after
any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. Noe.xpress failure to enforce any Event of Default shall
be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9.TEEIMINATI0N.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirty (30) days written notice to the Contractor that
the State is exercising its option to terminate the Agreement.
9.2 In the event of an early termination of this Agreement for
any reason other than the cotripleiion of the Services, the
Contractor shall, at the State's discretion, deliver to the
Contracting OfTiccr, not later than fifteen (15) days after the date
of termination, a report ("Termination Report") describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the attached
EXHIBIT 8. In addition, at Ihe State's discretion, the Contractor

.shall, within 15 days of notice of early termination, develop and

submit to the Stale a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALiry/
PRESERVATION,

10.1 As used in this Agreement, the word "data" shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purcha.sed with funds provided for that purpose
under this Agreement, shall be the property of the Stale, and
shall be returned to the Stale upon demand or upon termination
of this Agreement for ariy reason.
10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior written approval of the Stale.

11. CONTRACTOR'S R E LATION TO TH E STATE. In the

performance of this Agreement the Contractor is in all respects
an independent contractor, and is neither an agent nor an
employee of the Slate. Neither the Contractor nor any of its
ofTicers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers' compensation or
other emoluments provided by the State to its employees.

12. ASSlGNMENT/DELECATlOiN/SUBCONTRACTS.
12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days prior to
the assignment, and a written consent of the State. For purposes
of this paragraph, a Change of Control shall constitute
assignhieni. "Change of Control" means (a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with its afTiliaies, becotnes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voling
power of the Contractor, or (b) the sale of all or substantially all
of the assets of the Contractor.

12.2 None of the Services, shall be subcontracted by the
Contractor without prior written notice and consent of the State.
The State is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which il is not a
party.

13. INDEMNIFICATION. "Unless otherwise exempted bylaw,
the Contractor shall indemnify and hold harmless the Slate, its
ofilcers and employees, from and against any and all claims,
liabilities and costs for any personal injury.or property damages,
patent or copyright infringement, or other claims asserted against
the State, 'n$ officers or employees, which arise out o^^oavhich
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph 13. Notwithstanding the foregoing, nothing herein
contained shall be deemed to constitute a waiver of the sovereign
immunity of the Slate, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1. The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and. shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:
14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounts of not
less than SI,000,000 per occurrence and 52,000,000 aggregate
or excess; and

14.1.2 special cau.se of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the properly.
14.2 The policies described in subparagraph 14.1 herein shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the Slate of New Hampshire.
14.3 The Contractor shall furnish to the Contracting Officer
identified in block 1.9, or his or her successor, a ccrtificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his-or her successor,'certificate(s) of insurance
for all rcnewal(s) of insurance required under this Agreement no
later than ten (10) days prior to the expiration date of each
insurance policy. The certificaic(s) of insurance and any
renewals thereof shall be attached and are incorporated hereinby
reference.

15. WORKERS'COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281 - A ( "H^orkcrs'
Compensation").
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontractor or assignee to secure and maintain,
payment of Workers* Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9. or his or her successor, proofof Workers'
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable rcncwal(s) thereof, which shall be
attached and are incorporated herein by reference. The Slate
shall not be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Contractor, or any subcontractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in connection with the
performance of the Services under this Agreement.

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein.

17. AMENDMENT. This Agreement may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,
waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to Slate law, rule or policy.

18. CHOICE OF LAW AND-FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures to the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction shall be applied against or in favor of any party.
Any actions arising out of this Agreement shall be brought and
maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof.

19. CONFLICTING TERMS. In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are incorporated
herein by reference.

23. SEVERABILITV. In the event any ofthcprovi.sion.sof this
Agreement are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will rerhain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
executed in a number of counterparts, each of which-shall be
deemed an original, constitutes the entire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.
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New Hampshire Department of Health and Human Services
At-Home COVID-19 Testing

EXHIBIT A

Revisions to Standard Agreement Provisions

1. Revisions to Form P-37, General Provisions

1.1. Paragraph 3, Effective Date/Completion of Services, is amended by adding
subparagraph 3.3 as follows:

3.3. The parties may extend the Agreement for up to two (2) additional years
from the Completion Date, contingent upon satisfactory, delivery of
services, available funding, agreement of the parties, and approval of the
Governor and Executive Council.

1.2. Paragraph 9, Terminations, is amended as follows:

9.1 Notwithstanding paragraph 8, the State may. at its sole discretion, and with
written notice, terminate the Agreement for any reason, in whole or in part. In the
event of such termination, the Contractor shall immediately stop all work hereunder
and shall immediately cause any and all of its suppliers and subcontractors to
cease work. The State shall be liable for cost of all Services and Deliverables for
which Acceptance has been given by the Slate, provided through the date of
termination but will not be liable for any costs for winding down the Contract
activities. The Contractor shall not be paid for any work performed or costs incurred
which reasonably could have been avoided.

,  9.2 Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other
rights provided in the Contract, may require Contractor to deliver to the
State any property, including without limitation, any Software and Written
Deliverables, for such part of the Contract as has been terminated.

9.2.2 After receipt of a notice of termination, and except as otherwise
directed by the State, Contractor shall:

a. Stop work under the Contract on the date, and to the extent
specified, in the notice:

b. Promptly, but in no event longer than ten (10) days.after
termination, terminate its orders and subcontracts related to the
work which has been terminated, and settle all outstanding
liabilities and all claims arising out of such termination of orders
and subcontracts, with the approval or ratification of the State to
the extent required, which approval or ratification shall be final
for the purpose of this Section; ■

c. Take such action as the State directs, or as necessary to
preserve and protect the property related to the Contract which
is in the possession of Contractor and in which the State has an
interest;

d. Take no action to intentionally erase or destroy any State Data, „
this includes State Data held by the Contractor's subcontractors.

SS-2022-DPHS-18-ATHOM-01 Vaull Medical Setvice. P.A. Coniraclor Initials
11/18/2021
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EXHIBIT A

e. Transfer title to the State and deliver In the manner, at the times,
and to the extent directed by the State, any property which is
required to be furnished to the State and which has been
accepted or requested by the State;

f. Work with the State to develop a Services and Data Transition
Plan per the "Contract End-of-Life Transition" requirement in the
Additional Requirements section of this contract.; and

g. Provide written Certification to the State that Contractor has
surrendered to the State all said property.

9,2.3 This covenant in paragraph 9 shall survive the termination of this
Contract.

1.3. Paragraph 10, Data/Access/Confidentiality/Preservation, is amended by adding
the following subparagraphs as follows:

10.4 In performing its obligations under this Agreement, Contractor may gain
access to Confidential Information of the State. Confidential Information is
defined in the Department of Health and Human Services' Information
Security Requirements Exhibit.

10.5 Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a. shall have otherwise become publicly available other than as a
result of disclosure by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis
from a source other than the disclosing Party, which the receiving
Party believes is not prohibited from disclosing such information as
a result of an obligation in favor of the disclosing Party; or

c. is disclosed with the written consent of the disclosing Party's
Privacy Officer or designee.

10.6 Contractor Confidential Information. Contractor shall clearly identify in
writing all information it claims to be confidential or proprietary upon
providing such information to the State that would not otherwise be
reasonably deemed confidential or proprietary. For the purposes of
complying with its legal obligations, the State is under no obligation to
accept the Contractor's designation of material as confidential. Contractor

. acknowledges that the State is subject to State and federal laws governing
disclosure of information including, but not limited to, RSA Chapter 91 -A.
In the event the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Contractor
and specify the date the State will be releasing the requested information.
At the request of the State, Contractor shall cooperate and assist the State
with the collection and review of Contractor's information, at no additional r "
expense to the State. Any effort to prohibit or enjoin the release of the (L^

SS-2022-DPHS-18-ATHOM-01 Vaull Medical Service. P.A, Conifaclorlnlllals
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Information shall be Contractor's sole responsibility and at Contractor's
sole expense. If Contractor fails to obtain a court order enjoining the
disclosure, the State shall release the information on the date specified in

.  the State's notice to Contractor, without any liability to the State.

10.7 This covenant in paragraph 10 shall survive the termination of this
Contract.

1.4. Paragraph 12, Assignment/Delegation/Subcontracts, is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual conditions as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors, specifying the work to be performed
and how corrective action shall be managed if the subcontractor's
performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors provided for under this Agreement and notify
the State of any inadequate subcontractor performance.

1.5. The following Provisions are added and made part of FormP-37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures
in performance resulting from events beyond the control of such Party and
.without fault or negligence of such Party. Such events shall include, but not
be limited to. acts of God, strikes, lock outs, riots, and acts of War,
epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

25.2

26. EXHIBITS/ATTACHMENTS

The Exhibits and Attachments referred to in and attached to the Contract are
incorporated by reference as if fully included In the text of the Contract.

27. NON-EXCLUSIVE CONTRACT

The State reserves the right, at its discretion, to retain other vendors to provide
any of the Services or Deliverables identified under this Agreement. Contractor
■shall make best efforts to coordinate work with all other State vendors performing
Services which relate to the work or Deliverables set forth in the Agreement. The
State intends to use. whenever possible, existing Software and hardware
contracts to acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS
Contractor shall obtain all necessary and applicable regulatory or other
governmental approvals necessary to perform its obligations under the Contract.

/IP
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Scope of Services

1. Definitions:

1.1: "COVID-19 Test" or "Test" means a diagnostic antigen-based assay or
polymerase chain reaction-based (PCR) test intended for the qualitative
detection of nucleic acid from SARS-CoV-2, in oropharyngea! (throat) swab,
nasopharyngeal swab, anterior nasal swab, mid-turbinate nasal swab and/or
saliva specimens. Each Test shall be an approved laboratory developed lest
("LDT"). Processing and analysis of each Test shall be limited to Clinical
Laboratory Improvement Amendments of 1988 (CLIA), 42 U.S.C. §263a
certified high-complexity laboratories (each, a "Laboratory").

1.2. For the purposes of this agreement, all references to days shall mean calendar
days.

1.3. Individual - Person receiving the COVID-19 test, as defined above, age 18 or
older or under age 18 with parent/guardian prior written approval.

1.4. Laboratory - Location where the COVID-19 tests are mailed to, via the pre-paid
UPS envelope.

1.5; "State Data" means all Data created or in any way originating with the State,
and all Data that is the output of computer processing of or other electronic
manipulation of any Data that was created by or in any way originated with the
State, whether such Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned, maintained or othenwise
controlled by the State or by the Contractor.

2. Statement of Work

2.1. The Contractor shall provide COVID-19 Test(s), at the direction of the
Department, in this agreement to the following I ocations, which include, but
are not limited to:

2.1.1. Schools.

2.1.2. Homeless shelters.

2.1.3. Municipalities.

2.1.4. Federally Qualified Health Centers.

2.1.5. Private Nonprofit Day Care Centers.

2.1.6. Regional Public Health Networks.

2.1.7. Private homes in the State of New Hampshire.

2.1.8. Other locations, as approved by the Department.

2.2. The Contractor shall make an electronic application available for individuals

SS-2022-0PHS'18-ATHOM-01 Vault Medical Services P.A. Contraclor Initials
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or organizations to request COVID-19 tests, as described below. The
Department will approve all applications from Individuals and organizations
prior to distribution of the test kits to the requested location.

2.2.1. The Contractor shall distribute the COVID-19 specimen collection test
kits to Individuals at locations designated by the State.

2.2.2. If specimen collection test kits are mailed to a private home, the
Individual is responsible for their proper storage, use, and return of the
COVID-19 test kits.

2.2.3. Individuals shall be responsible to mail the COVID-19 test to the
laboratory via the pre-paid envelope as described in Section 2.3 and
2.4. If the COVID-19 test is conducted for an Individual under age 18,

the minor Individual's parent/guardian must provide written consent for
the minor Individual to receive the Test.

2.3. The Contractor shall provide the following self-managed COVID-19 Test(s), as
requested by the Department, to Individuals located in the places identified in
Section 2.1 above:

2.3.1. At-Home Saliva-Based PCR Tests, which are self-managed by the
Individual, which shall:

2.3.1.1. Provide the COVID-19 test via overnight delivery, which
shall include a specimen collection instruction card,
provided by the Contractor.

2.'3.1.2. Be returned by the Individual or designee using prepaid
overnight UPS shipping.

2.3.1.3. Require no minimum order from the Department.

2.3.1.4. Must be returned to and processed by a lat>oratorV located
in the contiguous United States.

2.3.2. Bulk-delivered, Individual-Return Saliva-Based PCR Tests, which are
self-managed by the Individual, which shall:

2.3.2.1. Provide the COVID-19 Test via overnight delivery which
shall include a specimen collection instruction card
provided by the Contractor

2.3.2.2. Be returned by the Individual or designee using prepaid
overnight UPS shipping.

2.3.2.3. Require a 25 test kit order minimum from the Department.

2.3.2.4. Must be returned to and processed by a laboratory
■located in the contiguous United States.

SS-2022-DPHS-18-ATHOM-01 Vault Medical Services P.A, Contractor initials
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2.3.3. Bulk-Delivered Bulk-Return Saliva-Based PGR Tests, which are self-
managed by the Individual, which shall:

2.3.3.1. Provide the COVID-19 test via overnight delivery, which
shall include a specimen collection instruction card
provided by the Contractor.

2.3.3.2. Be retumed by the Individual'or designee to the bulk
collection point, which the Department shall send to the
Laboratory using prepaid overnight UPS shipping for
returning 25-50 test per collection bag.

2.3.3.3. Require a 25 test kit order minimum from the Department.

2.3.3.4. Must be returned to and processed by a
laboratory located in the contiguous United
States.

2.3.4. ■ Bulk Delivery, Bulk-Return Anterior Nasal PGR Tests, when they
become available from the Laboratory, with specimen collection
overseen by the Department, which shall:

2.3.4.1. Be provided to schools or other New Hampshire locations,
upon reasonable request by the Department via ovemight
delivery.

2.3.4.2. Have specimen collection instruction card shall be provided
by the Contractor when available.

2.3.4.3. Be returned by the individual or designee to the bulk
collection point, which the Department shall send to the
Laboratory using prepaid bulk shipping for 25-50 samples
to be returned in one collection bag, overnight UPS
shipping, prepaid overnight UPS shippirig.

2.3.4.4. Require a 25 Test kit order minimum from the Department.

2.3.4.5. Must be returned to and processed by a laboratory located
in the contiguous United States.

2.4. The Contractor shall provide the following supervised COVID-19 Tests, as
requested by the Department to the groups of individuals located in the places
identified in Section 2.1 above:

2.4.1. At-Home Saliva-Based PGR Tests, as supervised by the Contractor,
which shall:

2.4.1.1. Provide the COVID-19 Test via overnight delivery.

>—oa
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2.4.1.2. Have instructions to access a virtually supervised collection
via Zoom.

2.4.1.3. Be returned by using prepaid overnight UPS shipping.

2.4.1.4. Require no minimum order from the Department.

2.4.1.5. Must be retumed to and processed by a laboratory,
located in the contiguous United States.

2.4.2. At-Home Hybrid Saliva-Based PGR Tests, as supervised by the
Contractor, which shall;

2.4.2.1. Provide the COVID-19 Test via overnight delivery, and
include instructions to access a virtually supervised
collection via Zoom.

2.4.2.2. Be retumed by the Individual or designee using prepaid
overnight UPS shipping.

2.4.2.3. Require a 25 test kit order minimum from the Department.

2.4.2.4. Must be returned to and processed by a laboratory
located in the contiguous United States.

2.5. Notwithstanding the foregoing, overnight shipping is dependent on the
commercial availat)ility of such service by UPS from the shipping location on
the shipping date.

. 2.6. The Contractor shall conduct all PGR tests within 48 hours or less from the time

of specimen arrival at the Laboratory to the time that patients may access or
be notified of the Test results, positive, negative, inconclusive or rejected.

2.6.1. Individuals shall have the option to receive results either:

2.6.1.1. By electronic mail transmission, if Individual affirmatively
opts in to receive such transmissions during the testing
workflow on Contractor's website; or

2.6.1.2. Secure portal within the Contractor's website

2.6.1.3. Via telephone after identifying the Individual; or

2.6.2. Patients with positive results confirming the diagnosis of COVID-19
are informed within twenty-four (24) hours of the test result being
available from the laboratory.

2.7. The Contractor shall ensure all Test kits listed in Section 2.3 have a phone
number to call for further information regarding the testing process and how to
access test results. The Contractor shall ensure staff answering phone cgjisshall have reasonable access and upon an Individual's request by ei^^to
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accesslbility@valuthealth.com, to over-the-phone interpretation and video
remote interpretation to assist callers who need spoken or signed language
interpretation or assistance for deaf and hard of hearing Individuals. The
Contractor shall use reasonable efforts to facilitate at-home pick-up b UPS for
Individuals who request such service. In order to facilitate at-home pick-up by
UPA, the Contractor shall require the Department's UPS account number.

2.8. The Contractor shall, in coordination with the Department and UPS, provide
UPS Pick-up points across the State, at locations determined by the
Department, to ensure equitable drop-off locations are available.

2.9. The Contractor shall, provide the following services for supervised test kits
listed in 2.3.1 and 2.3.2, which include but is not limited to:

2.9.1. Providing a website which individuals can access to enter in the
barcode that is defined on the COVID-19 Test kit.

2.9.2. Providing instructions to join a 1:1 HIPAA compliant Zoom video
waiting room for supervision of specimen collection or applicable self-
collection instruction card.

2.9.3. Interacting via HIPAA compliant Zoom, where applicable, to greet the
Individual, verify his or her identity, validate the serial number of the
empty collection device, supervise the specimen collection, supervise
sealing the test tube with the preservative cap and re-packing into the
pre-paid overnight clinic-pak to the Laboratory provided as part of the
Test Kit;

2.9.4. A return UPS envelope to send the specimen to the Laboratory for
specimen processing and analysis.

2.10. When available from the Laboratory, the Contractor shall, provide the following
services for the Bulk-Return Anterior Nasal PCR Tests, as described in 2.3.6,
which shall include, but are not limited to:

2.10.1. Providing the Department with deliveries of 25 or more Test kits, at
the Department's request when available, each of which is useable
to complete a COVID-19 Test by an Individual.

2.10.2. Assisting in collecting samples by greeting the Individual, verifying his
or her identity, validating the serial number of the empty specimen
collection device, supervising the specimen collection, supervising
sealing the test tube with the preservative cap and re-packing into the
pre-paid overnight clinic-pak to the Laboratory provided as part of the
Test kit; and

2.10.3. A return UPS envelope to send the specimen to the Laboratory for
specimen processing and analysis. ^ds
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2.11. The Contractor shall ensure all tests results, both positive and negative, are
reported using a secure encrypted HIPAA compliant solution to the Division of
Public Health Services through the Electronic Laboratory Reporting (ELR)
system or ensure the laboratory used for processing specimens and conducting
testing reports both positive and negative results to the Division of Public Health
Services through the ELR system.

2.12. The Contractor must work with the Department and NH DolT to test system
security and to receive approval to connect to the ELR.

2.13. The Contractor shall ensure their connection to the ELR is running by January
1,2022.

2.14. The Contractor or designated Laboratory shall report all positive cases of
COVID-19 with complete case information within twenty-four (24) hours after
the test result is available from the Laboratory by fax to (603) 271-0545 to the
Division of Public Health Services using the New Hampshire Confidential
COVlD-19 Case Report Form available at:
https://www.dhhs.nh.gov/dphs/cdcs/covid19/covid19-reporting-form.pdf.

2.15. The Contractor shall ensure the collection, handling, processing and testing of
specimens complies in all material respects with guidelines issued by the
Centers for Disease Control and Prevention (CDC), available at
https://vww.cdc.gov/coronavinjs/2019-nCoV/lab/guidelines-clinical-
specimens.html and by the Laboratory used for processing specimens.

2.16. The Contractor shall provide a Medical Director to oversee test operations and
quality, including serving as the ordering provider for SARS-CoV-2 tests.

2.17. The Contractor shall ensure the Medical Director and ordering provider for each
COVID-19 test is a licensed medical provider in New Hampshire.

2.18. The Contractor shall submit, within ten (10) days of the Agreement Effective
Date, a detailed description of the communication access and language
assistance services to be provided to ensure meaningful access to programs

and/or services to individuals with limited English proftciency; individuals who
are deaf or have hearing loss; individuals who are blind or have low vision; and
individuals who have speech challenges.

2.19. Online Dashboard:

2.19.1. The Contractor may utilize an online dashboard, as approved by
the Department , to obtain consent forms from parents/guardians
of children that are under 18 years old and from the Individual over
18 years old, to consent to the testing, provide notice of mandated
reporting, and to inform Individuals or THEIR parents/guardians of
their test result. All consent forms, whether hard-copy or elec^ac,
shall include, but are not limited to: df
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2.19.1.1. Authorization of who has access to the test results,
which includes parent(s)/guardian(s) name.

2.19.1.2. Where and how the testing records will be maintained.

2.19.1.3. Provide secure user access in a timely manner to any
online dashboard available for the retrieval of test
results to all authorized individuals.

2.19.1.4. State that the results of the COVID-19 test will be

shared with the Department.

2.20. Consent:

2.20.1.

2.20.2.

2.20.3.

2.20.4.

2.20.5.

2.20.6.

The Contractor shall ensure that the signed consent form from an
Individual age 18 or older and from a parent/guardian for
Individuals under age 18 has been received prior to the COVID-
19 test being processed by the Laboratory.

The Contractor shall maintain all documentation related to the

COVID-19 testing and test results, unless otherwise specified in
the consent form.

The Contractor shall maintain all documentation related to the

COVID-19 test results and electronic consent forms signed via
Contractor's online portal, iri addition to paper or PDF consents.'

The Contractor shall develop and use the consent processes
approved by the Department to obtain consent from all persons
receiving a COVID-19 test.

The Contractor shall submit the consent form to the Department
for review prior to use and for each revision.

Individuals may elect not to participate in testing at any time.
Individuals who elect to participate in testing must receive clear
information on the following.

2.20.6.1. The type and name of the test they receive, and

2.20.6.2. How to understand what the results mean, actions to

be taken with negative or positive result including
isolation while waiting for PGR test results if
symptomatic), who will receive the results (NH DHHS),
and information about where to find further guidance
about management of COVID-19 such as the Centers
for Disease Control and Prevention arid New

Hampshire Department of Health and Human
Services.

y-~OS
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3. Exhibits Incorporated

3.1. The Contractor shall use and disclose Protected Health Information in compliance
with the Standards for Privacy of Individually Identifiable Health Information
(Privacy Rule) (45 CFR Parts 160 and 164) under the Health Insurance Portability
and Accountability Act (HIPAA) of 1996, and in accordance with the attached
Exhibit I, Business Associate Agreement, which has been executed by the parties.

3.2. The Contractor shall manage all confidential data related to this Agreement in
accordance with the terms of Exhibit K, DHHS Information Security Requirements.

3.3. The Contractor shall comply with all Exhibits D through L, which are attached
hereto and incorporated by reference herein.

4. Reporting Requirements

4.1. The Contractor shall provide the Department with three (3) dashboard user
accounts, which shall provide de-identified data to the Department, which shall
include but is not limited to;

4.1.1. Number of tests issued by location point.

4.1.2. NumlDer of positive, negative, inconclusive or rejected tests.

4.1.3. Positive rate by town and county.

4.1.4. Number of test used by Individuals stratified by each individual type of
test administered.

4.2. The Contractor will make its Dashboard available to Department for the
reporting purposes set forth In this Agreement and grants to the Department
the non-exclusive, on-sub licensable right to access and internally use the
Dashboard for the reporting purposes set forth in this Agreement. The
Department will not make the Dashboard available to any person or entity other
than its authorized personnel ("Authorized Users"), and the Department shall
be responsible for the acts and omissions of its Authorized Users. The
Department will not, and will not permit or authorize any Authorized Users or
third parties to: (a) reverse engineer, decompile, disassemble or otherwise
attempt to discover the source code, object code or underlying structure, ideas
or algorithms of the Dashboard; (b)-modify. translate or create derivative works
based on the Dashboard or any portion thereof; (c) copy, rent, lease, distribute,
pledge, assign or otherwise transfer or allow any lien, security interest or other
encumbrance on the Dashboard; (d)' hack, manipulate, interfere with or disrupt
the integrity or performance of or otherwise attempt to gain unauthorized
access to the Dashboard or related systems, hardware or networks or any
contentor technology incorporated in any of the foregoing; (e) remove, obscure
or alter any proprietary notices or labels of Contractor, its suppliers or other
service providers on the Dashboard; or (f) otherwise access or u^^pe
Dashboard in a manner inconsistent with this Agreement or applicable l^i^s,
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rules or regulations.

5. Additional Terms

5.1. Impacts Resulting from Court Orders or Legislative Changes

5.1'.1. The Contractor agrees that, to the extent future state or federal
legislation or court orders may have an impact on the Services
described herein, the State has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve
compliance therewith.

5.2. Credits and Copyright Ownership

5.2.1. All documents, notices, press releases, research reports and other
materials prepared during or resulting from the performance of the
services of the Agreement shall include the following statement, "The
preparation of this (report, document etc.) was financed under an
Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or
required, e.g.. the United States Department of Health and Human
Sen/ices."

5.2.2. All materials produced or purchased under the Agreement shall have
prior approval from the Department before printing, production,
distribution or use.

5.2.3. The Department shall retain copyright ownership for any and all
original materials produced, including, but not limited to;

5.2.3.1. Brochures.

5.2.3.2. Resource directories.

5.2.3.3. Protocols or guidelines.

5.2.3.4. Posters.

5.2.3.5. Reports.

■  5.2.4. The Contractor shall not reproduce any materials produced under the
Agreement without prior written approval from the Department.

5.3. Contract End-of-Life Transition Services

5.3.1. If applicable, upon termination or expiration of the Contract the Parties
agree to cooperate in good faith to effectuate a smooth secure transition of
the Services from the Contractor to the Department and, if applicable, the
Vendor engaged by the Department to assume the Services previouslyperformed by the Contractor for this section the new vendor shall be j(f^n
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as "Recipient" . Contract end of iife services shail be' provided at no
additional cost.

Ninety (90) days prior to the end-of the contract or unless otherwise specified by
the Department, the Contractor shall begin working with the Department
and if applicable, the new Recipient to develop a Data Transition Plan
(DTP). The Department shall provide the DTP template to the Contractor.
Notwithstanding the foregoing, Contractor shall not share any protected
health information-with the Recipient.

5.3.2. The Contractor shall use reasonable efforts to assist the Recipient, in
connection with the transition from the performance of Services by the
Coritractor and its Affiliates to the performance of such Services. This may
include assistance with the secure transfer of records (electronic and hard
copy), transition of historical data except protected health, information
(electronic and hard copy), the transition of any such Service froth the
hardware, software, network and telecommunications equipment and
internet-related information technology infrastructure ("Internal IT Systems")
of Contractor to the Internal IT Systems of the Recipient and cooperation
with and assistance to any third-party consultants engaged by Recipient in
connection with the Transition Services,

5.3.3. If a system, database, hardware, software, and/or software licenses (Tools)
was purchased or created to manage, track, and/or store State Data in
relationship to this contract said Tools wiij be inventoried and returned to
the Department, along with the inventory document, once transition of State
Data is complete.

5.3.4. The internal planning of the Transition Services by the Contractor and its
AfTiiiates shall be provided to the Department and. if applicable, the
Recipient, i n a timely manner. Any such Transition Services shall be
deemed to be Services for purposes of this Contract.

5.3.5. Should the data Transition extend beyond the end of the Contract, the
Contractor and its affiliates agree Contract information Security
Requirements, and.if applicable, the Department's Business Associates
Agreement terms and conditions remain in effect until the Data Transition is
accepted as complete by the Department.,

5.3.6. In the event where the contractor has comingied Department Data and the
destruction or Transition of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory and professional standards for
retention requirements prior to destruction. Notwithstanding the foregoing,
Contractor shall not destroy protected health information.

5.3.7. Completion of Services
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5.3.7.1.Each service or Transition phase shall be deemed completed (and the
Transition process finalized) at the end of 15 business days after the
product, resulting from the Service, is delivered to the Department
and/or the Recipient in accordance with the mutually agreed upon
Transition plan, unless within said 15 business day term the
Contractor notifies the Department of an issue requiring additional
time to complete said product.

5.3.7.2.Once all parties agree the data has been migrated the Contractor will
have 30 days to destroy the data per the terrtis and conditions of the
Department's Information Security Requirements Exhibit, including
certificate of data destruction.

5.3.8. Disagreement over Transition Services Results
5.3.8.1. In the event the Department is not reasonably satisfied with the

results of the Transition Service, the Department shall notify, the
Contractor, by email, stating the reason for the lack of satisfaction
within 15 business days of the final product or at any time during the
data Transition process. The Parties shall discuss the actions to be
taken to resolve the disagreement or issue. If an agreement is not
reached, at any time the Department shall be entitled to initiate
actions in accordance with this contract.

5.4. Reference and Background Checks

5.4.1. The Contractor shall conduct criminal background checks, at its
own expense, and not utilize any staff, including Subcontractors, to
fulfill the obligations of the Contract who have been convicted of any
crime of dishonesty, including but not limited to criminal fraud, or
otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor
shall promote and maintain an awareness of the importance of
securing the State's information among the Contractor's employees
and agents. Contractor workforce shall not be permitted to handle,
access, view, store or discuss NH DHHS Confidential Data until an
attestation is received by the Contractor that all Contractor workforce
associated with fulfilling the obligations of this Contract are, based on
NH DHHS provided.criteria herein and their job responsibility
requirements, eligible to participate in work associated with this
Contract. Contractor agrees it will initiate a criminal background
check re- investigation of all workforce assigned to this Contract
every five years. The five year period will be based on the date of the
last Criminal Background Check conducted by the Contractor or its
Agent. /—w

if.
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5.4.2. The State may, at its sole expense, conduct reference and
background screening of the Contractor Project Manager and the
Contractor Key Project Staff. The State shall maintain the
Confidentiality of background screening results.

5.5. Website and Social Media

5.5>1. Contractor agrees that if performance of services on behalf of the
Department involve using social media or a website to solicit
information of individuals, or Confidential data, the Vendor shall
work with the Department's Communications Bureau to ensure that
any website designed, created, or managed on behalf of the
Department meets all of the Department's and NH Department of
Information Technology's website and social media requirements and
policies.

5.5.2. Contractor agrees protected health information (PHI), personal
information (PI), or other confidential information solicited either by
social media or the .website maintained, stored or captured shall not
be further disclosed unless expressly provided in the contract. The
solicitation or disclosure of PHI, PI, or other confidential information

shall be subject to the Information Security Requirements Exhibit, the
Business Associate Agreement (Exhibit I) and all applicable state
rules and state and federal law. Unless specifically required by the
contract and unless clear notice is provided to users of the website or
social media, the Contractor agrees that site visitation will not be
tracked, disclosed or used for website or social media analytics or
marketing.

6. Records

6.4. The Contractor shall keep records that include, but are not limited to:

6.4.1. Books, records, documents and other electronic or physical data
evidencing and reflecting all costs and other expenses incurred by the
Contractor in the performance of the Contract, and all income received

or collected by the Contractor.

6.4.2. All records must be maintained in accordance with accounting
procedures and practices, which sufficiently and properly reflect all such
costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers,
requisitions for materials, inventories, valuations of in-kind contributions,
labor time cards, payrolls, and other records requested or required by
the Department.

6.4.3. Medical records on each patient/recipient of services.
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6.5. During- the term of this Agreement and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and
any of their designated representatives shall have access to all reports and
records maintained pursuant to the Agreement for purposes of audit,
examination, excerpts and transcripts. Upon the purchase by the Department
of the maximum number of units provided for in the Agreement and upon
payment of the price limitation hereunder, the Agreement and all the obligations
of the parties hereunder (except such obligations as, by the terms of the
Agreement are to be performed after the end of the term of this Agreement
and/or survive the termination of the Agreement) shall terminate, provided
however, that if. upon review of the Final Expenditure Report the Department
shall disallow any expenses claimed by the Contractor as costs hereunder the
Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.
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Pavment Terms

1. For the purposes of this Agreement:

1.1. The Department has identified the Contractor as a Subrecipient in
accordance with 2 CFR 200.331.

1.2. The Department has identified this Agreement as NON-R&D, in
accordance with 2 CFR §200.332.

2. The Department shall pay the following rates per test:

Test Type

At-Home Saliva-Based PCR Tests

(remote supervision of sample
collection from Individuals with Test

Kits shipped directly to Individuals
and returned by Individuals to the
Laboratory)

At-Home Hybrid Saliva-Based PCR
Tests (remote supervision of sample
collection from Individuals with bulk
shipping of Test Kits to Business
Locations and returned by Individuals
to the Laboratory)

At-Home Saliva-Based PCR Tests
(does not include remote supervision
of sample collection from Individuals
with Test Kits shipped directly to
Individuals and returned by
Individuals to the Laboratory)

Cost

$90/ per test

$77/ per test

$80/ per test

Individual-Return Saliva-Based PCR

Tests (does not include remote
supervision of sample collection from
Individuals with bulk shipping of Test
Kits to Business Locations and
returned by Individuals to the
Laboratory)

Bulk-Return Saliva-Based PCR Tests

(does not include remote supervision
of sample collection from Individuals
and Test Kits are shipped in bulk to

$67/ per test

$49/ per test
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Business Location(s) and returned to
Laboratory in bulk)

Anterior Nasal PCR Tests (does not
include remote supervision of sample
collection from Individuals and Test
Kits are shipped in bulk to Business
Location(s) and returned to Laboratory in
bulk)

$49/ per test

Dashboard Account First three (3) accounts are free;
each additional account is $250

5.

6.

In the event Department requires UPS express critical services for expedited shipping
needs or UPS pickup of specimen collection is utilized. Department shall be billed
separately by the Contractor for such .shipping costs at rafes as audited by United
Parcel Service (UPS). Supervision and other related costs that are not included in the
rates outlined in Section 2 above shall be invoiced separately at the rates agreed to
by Contractor and the Department.

The Contractor shall submit an invoice in a form satisfactory to the Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses incurred in the prior month,
as follows:

4.1. One (1) invoice for COVID-19 test(s) that result in the Contractor identifying
the individual utilizing the test as Federal Emergency Management Agency
(FEMA) eligbale. per the screening questions .on the Contractors
registration page, as outlined in Exhibit B - Scope of Services Section 2.19.
The Contractor shall only invoice the Department for the above rates once
the COVID-19 test is utilized and mailed back to the Contractor using the
pre-paid enveleope.

4.2. One (1) invoice for COVID-19 tests that are not FEMA eligible, per the
screening questions on the Contractors registration page as outlined in
Exhibit 8- Scope of Services Section 2.19. The Contractor shall only
invoice the Department for the above rates once the Covid-19 test is
utilized and mailed back to the Contractor using the pre-paid envelop.

The Contractor shall ensure the invoice is completed, dated and returned to
the Department in order to initiate payment.

In lieu of hard copies, .all invoices may be assigned an electronic signature and
emailed to Beth.E.Kelly@dhhs.nh.gov. or invoices may be mailed to:

Financial Manager
Department of Health and Human Services.
129 Pleasant Street

Concord. NH 03301

SS-2022-OPHS-18-ATHOM-01
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7. The Department shall make payment to the Contractor within thirty (30) days
of receipt of each Invoice, subsequent to approval of the submitted Invoice and
if sufficient funds are available, subject to Paragraph 4 of the General
Provisions Form Number P-37 of this Agreement.

8. The final invoice shall be due to the Department no later than forty (40) days
after the contract completion date specified in Form P-37, General Provisions
Block 1.7 Completion Date.

9. The Contractor must provide the services in Exhibit B, Scope of Services, in
compliance with funding requirements.

10. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part In the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services.

11. Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld. In whole or In part, In the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or If the said services or products have not been
satisfactorily completed In accordance with the terms and conditions of this
agreement.

12. Notwithstanding Paragraph 17 of the General Provisions'Form P-37. changes
limited to adjusting amounts within the price limitation and adjusting
encumbrances between Slate Fiscal Years and budget class lines through the
Budget Office may be made by written agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
justified.

13. Audits

13.1. The Contractor must email an annual audit to
melissa.s.morih@dhhs.nh.qov if any of the following conditions exist;

13.1.1. Condition A - The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently completed fiscal year.

13.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, Ill-b, pertaining to charitable
organizations receiving support of $1,000,000 or more.

13.1.3. Condition C - The Contractor is a public company and required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit.

13.2. If Condition A exists, the Contractor shall submit an annual single audit
performed by an independent Certified Public Accountant (CPA) to the
Department within 120 days after the close of the Contractor's ̂
year, conducted In accordance with the requirements of 2 CFPf

SS-2022-OPHS-18-ATHOM-01 Vault Modlcal Service, P.A, Contractor Initials
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200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal awards.

13.3. If Condition B or Condition C exists, the Contractor shall submit an
annual financial audit performed by an independent CPA within 120
days after the close of the Contractor's fiscal year.

13.4. Any Contractor that receives an amount equal to or greater than
$250,000 from the Department during a single fiscal .year, regardless
of the funding source, maybe required, at a minimum, to submit annual
financial audits performed by an independent CPA if the Department's
risk assessment determination indicates the Contractor is high-risk.

13.5. In addition to, and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception has been taken, or which have been
disallowed because of such an exception.

SS-2022-OPHS-18-ATHOM-01 Vault Medical Service. P. A. Coniractorlnilials,
11/18/2021
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160.of the Drug-Free Wori^placeActof 1988 (Pub. L. 100-690, Title V. Subtitle D; 41
U.is.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE I - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
WoritplaceActof1988(Pub. L 100-690, Title V, Subtitle D; 41 U.S.C. 701 etseq.). The January 31,
1989 regulations were amended and published as Part II of the May 25,1990 Federal Register (pages
21681-21691). and require certification by grantees (and by inference, sub-grantees and sub
contractors), prior to award, that they will maintain a drug-free wortcplace. Section 3017.630(c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should
send It to:

Commissioner

NH Department of Health and Human Services
129 Pleasant Street.

Concord. NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by;
"  1.1. Publishing a statement notifying employees that the unlawful manufacture, distribution,

dispensing, possession or use of a controlled substance is prohibited in the grantee's
workplace and specifying the actions that will be taken against employees for violation of such
prohibition;

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee's policy of maintaining a drugTree workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs: and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations

occurring in the workplace:
1.3. Making it a requirement that each employee to be engaged in the performance of the grant be

given a copy of the statement required by paragraph (a);
1.4. Notifying the employee in the statement required by paragraph (a) that, as a condition of

employment under the grant, the employee will
1.4.1. Abide by the terms of the statement; and
1.4.2. Notify the employer in writing of his or her conviction for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or othenwise receiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the FederaJ^agency

ar
Exhibit D - Certification regarding Drug Free Vendor Initials,

Workplace Requirements 11/18/2021
cujOHHS/iio7t3 Pa9® 1 o' 2 Dale , ,



DocuSign Envelope ID; 81926ADC-DA8B-4419-BADE-86FE188B46A7

OocuSign Envelope ID; 8247O694>0B90-42E7-903E-FF2448AFF6E0

New Hampshire Department of Health and Human Services
Exhibit 0

has designated a central point for the receipt of such notices. Notice shall include the
Identification number(s) of each affected grant;

1.6. taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including

termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or

1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal. State, or local health,
law enforcement, or other appropriate agency;

1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2. 1.3,1.4, 1.5. and 1.6.

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check □ if there are workplaces on file, that are not identified here.

Ver^dor Name:

DocuSlgntd by;

11/18/2021

Oiii f^rne'^f&mder Pastuszak
Title: Clinical officer

Exhibit D > Certidcalton regarding Drug Free Vendor Iniliats
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CERTIFICATION REGARDING LOBBYING

The Vendor Identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121. Government wide Guidance for New Restrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
Temporary Assistance to Needy Families under Title IV-A
'Child Support Enforcement Program under Title IV-D
•Social Services Block Grant Program under Title XX
'Medicaid Program under Title XIX
•Community Services Block Grant under Title VI
•Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement (and by speciHc mention
sub-grantee or sub-contractor).

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-l.)

3. The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352. Title 31. U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name;

11/18/2021

Date pastuszak
Title:

chi

OccuSlDntd by:

ef Clinical officer

OS
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CERTIFICATION REGARDING DEBARMENT. SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment.
Suspension, and Other Responsibility Matters, and further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the

certification set out below.

2. The inability of a person to provide the certification required below will not necessarily result in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered.in connection with the NH Department of Health and Human Services' (DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction.

3. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the proispeclive
primary participant knowingly rendered an erroneous certification, in addition to other remedies
available to the Federal Government. DHHS may terminate this transaction for cause or default.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become erroneous by reason of changed
circumstances.'

5. The terms "covered transaction," "debarred." "suspended," "Ineligible," "lower tier covered
transaction," "participant." "person," "primary covered transaction," "principal," "proposal," and
"voluntarily excluded." as used In this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549; 45 CFR Part 76. See the
attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled "Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions." provided by DHHS. without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it Is not debarred, suspended, ineligible, or Involuntarily excluded
from the covered transaction, unless It knows that the certification is erroneous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocuremenl List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of ""ewrds
in order to render in good faith the certification required by this clause. The knowledge

Uf
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

.10. Except for transactions authorized under paragraph 6 of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, OHHS may terminate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS

11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals;
11.1. are not presently debarred, suspended, proposed for.debarment, declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had

a civil judgment render^ against them for commission of fraud or a criminal offense in
connection with obtaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or a contract under a public transaction; violation of Federal or State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (l)(b)
of this certification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant Is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS

13. 8y signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76. certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debarment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable to certify to any of the atx^ve, such

prospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause.entitled 'Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions," without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

OoeuSljfwtf by:

11/18/2021

Diti >?atfSW™der Pastuszak
Chief Clinical officer

-OS

ap
Exhlbil F - Certificalion Regarding Debarmenl. Suspension Contractor Initials^—

And Other ResponsIbBlty Matters 11/18/2021
CUCHHS/M0713 Page 2 of 2 Oate



OocuSign Envelope ID; 81926ADC-DA8B-4419-BADE-86FE188B46A7

DocuSIgn Envelope lO: 8247D694-0B90-42E7-903E-FF2448AFF8E0

New Hampshire Department of Heatth and Human Services
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION. EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND

WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.S.C. Section 5672(b)> which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements:

- the Civil Rights Act of 1964 (42 U.S.Ci Section 2000d. which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or activity):

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity;

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment. State and local
government services, public accommodations, commercial facilities, and transportation;

-the Education Atiiendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does not include
employment discrimination; '

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations - OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations - Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. .13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations;

- 28 C.F.R. pt. 38 (U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2. 2013) the Pilot Program for :
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in connection with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or
debarment.

DS
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions. to execute the following
certification:

I. By signing and submitting this proposal (contract) the Contractor agrees to comply with the provisions
indicated above.

Contractor Name:

DaeuSignM bjr:

11/18/2021

Date Name?^'^^Sxanaer Pastuszak

Chief Clinical officer

•OS
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part 0 - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly of through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children's services provided in private residences, facilities funded solely by
Medicare or Medicald funds, and portions of facilities used for Inpatlent drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
S1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Contractor identified in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following •
certification;

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply
with all applicable provisions of Public Law 103-227, Part C. known as the Pro-Children Act of 1994.

Contractor Name:

-DocuSlOA*^ by:

11/18/2021

Date NarneY'i^'^S^nder Pastuszak
Title: chief clinical officer
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~D8

IP

Environmental Tobacco Smoke 11/18/2021
cun)HHS/iio7»3 Page 1 of 1 Date



DocuSign Envelope ID: 81926ADC-DA8B-4419-BADE-86FE188B46A7

OocuSign Envelope ID: 8247D694-089CM2E7.903e-FF2448AFF6E0

New Hampshire Department of Health and Human Services

Exhibit I

HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information. 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, 'Business
Associate" shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire. Department of Health and Human Services.

(1) Definitions.

a. "Breach" shall have the same meaning as the term "Breach" in section 164.402 of Title 45.
Code of Federal Regulations.

b. "Business Associate" has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

c. "Covered Entity' has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations.

d. "Desionated Record Set" shall have the same meaning as the term "designated record set"
in 45 CFR Section 164.501.

e. "Data AQoreoation" shall have the same meaning as the term "data aggregation" In 45 CFR
Section 164.501.

f. "Health Care Operations" shall have the same meaning as the term "health care operations"
in 45 CFR Section 164.501.

g. "HITECH Act" means the Health Information Technology for Economic and Clinical Health
Act, TitleXIII, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
Information. 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. "Individual" shall have the same meaning as the term "individual" in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable Health
.Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. "Protected Health Information" shall have the same meaning as the term "protected health
information" in 45 CFR Section 160.103, limited to the information created or receivpd-by
Business Associate from or on behalf of Covered Entity.
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I. "Required bv Law" shall have the same meaning as the term "required by law" in 45 CFR
Section 164.103.

m. "Secretary" shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. "Security Rule" shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164. Subpart C. and amendments thereto.

0. "Unsecured Protected Health Information" means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized indiyiduals and is developed or endorsed by
a standards developing organization that is accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Parts 160,162 and 164, as amended from time to time, and the
HITECH

Act.

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use. disclose, maintain or transmit Protected Health
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement; Further. Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use. disclose, maintain or transmit
PHI in any manner that vvould constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI;
I. For the proper management and administration of the Business Associate;
II. As required by law, pursuant to the terms set forth in paragraph d. below; or
III. For data aggregation purposes for the health care operations of Covered

Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party. Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy. Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI. to the extent it has obtained
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law. without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure^and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Bustfi^s
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Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associate.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Entity.

b. The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to: ,

0  The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made;

0 Whether the protected health information was actually acquired or viewed
0  The extent to which the risk to the protected health information has been
.  mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
.  breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

d. Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received-by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e. Business Associate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business ̂ gpate
agreements with Contractor's intended business associates, who will be receiving^HI
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity.
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity.
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524. .

h. Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i. Business Associate shall document such disclosures of PHI and.information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI In accordance with 45 CFR Section
164.528.

j. Wthin ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill Its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164.528.

k. In the event any individual requests access to. amendment of. or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity.or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I. Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
.the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to th
purposes that make the return or destruction infeasible, for so long as Business ne
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or ail PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4) Obliaations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520. to the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in. or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508.

c. Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate's use or disclosure of
PHI.

(5) Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit I. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible. Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Reoulatonr References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference In the Agreement, as amended to include this Exhibit I. to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

c. Data Ownershio. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be r««rtved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule,
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SeareQation. If any term or condition of.this Exhibit I or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit I are declared severable.

Survival. Provisions in this Exhibit I regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) I. the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions (P-37). shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit 1.

Department of Health and Human Services vault Medical Services, PA

pteoStatatr Contractor

Signature of Authorized Representative Signa{ijre^o?'^uthorized Representative
Patricia m. Tilley Alexander Pastuszak

Name of Authorized Representative
Director

Name of Authorized Representative

chief Clinical officer

Title of Authorized Representative Title of Authorized Representative

11/18/2021 11/18/2021

Date Date
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY

ACT IFFATAl COMPLIANCE

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1.2010, to report on
data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award iis below $25,000 but subsequent grant modifications result in a total award equal to or over
$25,000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements;
-1. Name of entity
2. Amount of award

3. Funding agency
4. NAICS code for contracts / CFDA program number for grants
5. Program source
6. Award title descriptive of the purpose of the funding action
7. Location of the entity
6. Principle place of performance
9. Unique identifier of the entity (DUNS#)
10. Total compensation and names of the top five executives if:

10.1. More than 80% of annual gross revenues are from the Federal government, and those
revenues are greater than $25M annually and

10.2. Compensation information is not already available through reporting-to the SEC.

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Part 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Certification:
The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act

Contractor Name:

-DocuSlpntd by:

11/18/2021

Date "Name:'^'^^*^er Pastuszax
chief Clinical officer

Exhibit J - Certification Regarding the Federal Funding Contractor Inltiab
AccounlablBty And Transparency Act (FFATA) Compliance 11/18/2021
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FORMA

As (he Contractor identified In Section 1.3 of the General Provisions, I certify that the responses to the
below listed questions are true and accurate.

086982412
1. The DUNS number for your entity is;

2. In your business or organization's preceding completed fiscal year, did your business or organization
receive (1) 80 percent or more of your annual gross revenue in U.S. federal contracts, subcontracts,
loans, grants. sut>-grants. and/or cooperative agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S. federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

NO YES

If the answer to #2 above is NO, stop here

If the answer to #2 above Is YES. please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or organization through periodic reports filed under section I3(a} or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m(a), 78o(d)) or section 6104 of the Internal Revenue Code of
1986?

NO YES

If the answer to #3 above is YES, stop here

If the answer to #3 above is NO. please answer the following;

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows;.

Name;

Name;

Name;

Name;

Name;

Amount;

Amount;

Amount;

Amount:

Amount:

CL14>HK»t 10713
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A. Definitions

The following terms may be refiecled and have the described meaning in this document:

1. "Breach" means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information," Breach"
shall have the same meaning as the term "Breach" in section
164.402 of Title 45, Code of Federal Regulations.

2. "Computer Security incident" shall have the same meaning "Computer Security
Incident" in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide. National institute of Standards and Technology, U.S. Department of
Commerce.

3. "Confidential information" or 'Confidential Data" means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information Including without limitation, Substance
Abuse Treatment Records, Case Records. Protected Health inforrnation and
Personally identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Sen/ices (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by stale or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial Information
(PFI), Federal Tax information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCI), and or other sensitive and confidential information.

4. "End User" means any person or entity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations prorriulgated thereunder.

6. "Incident" means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use of a
system for the processing or storage of data; and changes to system hardware,
firmware, or software characteristics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or electronic

•09
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mail, ail of which may have the potential to put the data at risk of unauthorized
access, use. disclosure, modification or destruction.

7. "Open Wireless Network" means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information Technology
or delegate as a protected network {designed, tested, and approved, by means of the
State, to transmit) will be considered an open network and not adequately secure for
the transmission of unencrypted Pi. PFI. PHI or confidential DHHS data.

8. "Personal Information" (or "PI") means information which can be used to distinguish or
trace an individual's identity, such as their name., social security number, personal
information as defined in New Hampshire RSA 359-C:19. biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name. etc.

9.. "Privacy Rule" shall mean the Standards for Privacy of Individually Identifiable"Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. "Protected Health Information" (or "PHI") has the same meaning as provided In the
definition of "Protected Health Information" in the HIPAA Privacy Rule at 45 C.F.R. §
160.103..

11. "Security Rule" shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. "Unsecured Protected Health Information" means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized Individuals and Is developed
or endorsed by a standards developing organization that Is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR

A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a
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kIL
V5. Last Update 10/09/18 Exhibit K , Coniraclorlnitlala

DHHS Information 11 /18/20?1
Modified for VautlHeallh Security Requirements
contract November 2021 Page 2 of 9 Dale



DocuSign Envelope ID: 81926ADC-DA8B-W19-BADE-86FE188B46A7

OocuSign Envelope ID: e2470694-0890-42E7-903E-FF2448AFF6EO

New Hampshire Department of Health and Human Services

Exhibit K

DHHS Information Security Requirements

request for disclosure on the basis that it is required by law, in response to a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
to the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract.

6. The Contractor.agrees to grant access to the data to the authorized representatives of
DHHS for the purpose of inspecting to confirm compliance with the terms of this
Contract.

METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been evaluated
by an expert knowledgeable in cyber security and that said application's encryption
capabilities ensure secure transmission via the internet.

2. Computer Disks and Portabie Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if email
is encrvDted and being sent to and being received by email addresses of persons
authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data, the
secure socket layers (SSL) must be used and the web site must be secure. SSL encrypts
data transmitted via a Web site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file hosting
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

6. Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential Data
said devices must be encrypted and password-protected.

8. Open Wireless Networks.
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. Contractor may not transmit Confidentiai Data via an open wireless network, unless

employing a secure method of transmission or remote access, which complies with the
terms and conditions of this Information Security Requirements Exhibit, such as a virtual
private network (VPN).

9. Remote User Communication. If Contractor is employing remote communication to
access or transmit Confidential Data, a secure method of transmission or remote

access, which complies with the terms and conditions of this Information Security
Requirements Exhibit, must be used, such as a virtual private network (VPN).

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End
User is employing an SFTP to transmit Confidential Data. End User will structure the

Folder and access privileges to prevent Inappropriate disclosure of Information. SFTP
folders and sub-foiders used for transmitting Confidentiai Data will be coded for 24-hour
auto-deletion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices, if End User is transmitting Confidentiai Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

III. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any

• derivative in whatever form It may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected In
connection with the sen/ices rendered under this Contract outside of the United

States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and Includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
In support of protecting Department confidential information.

4. The Contractor agrees to retain all, electronic and hard copies of Confidential Data
in a secure location and identified in section IV. A.2

5. The Contractor agrees Data stored in a Cloud must be in a FedRAMP, HITECH,
government or HIPAA compliant cloud solution, appropriate for the type of data
stored and/or processed or transmitted, and comply with all applicable statutes and
regulations regarding the privacy and security, including ail requirements contained
within this Exhibit. Further. Contractor will test and ensure the HIPAA compliant ̂ —ot
solution is correctly architected to avoid configuration errors that would leave
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protected health information (PHI) or personally Identifiable Information (Pll)
unprotected and accessible by unauthorized Individuals or vulnerable to insider
threat.

All Contractor or End User controlled servers and devices must follovi/ the hardening
standards as outline in NIST. As well as current, updated, and maintained antl-
malware utilities (e.g. anti-viral, anti-hacker, anti-spam, anti-spyware). The
environment, as a whole, must have Intrusion-detection services and intrusion
protection services, as well as. firewall protection.

6. The Contractor agrees to and ensures its complete cooperation with the State's
Chief Information Officer In the detection of any security vulnerability of the hosting
Infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or Its sub
contractor systems), the Contractor vwll maintain a documented process for securely
disposing of such data upon request or contract termination; and vAW pbtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disaster recovery
operations. When no longer In use. electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program In
accordance with industry-accepted standards for secure deletion and media
sanitlzatlon, or otherwise physically destroying the media (for example, degaussing)
as described In NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanltization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify In writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction.

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract.
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follov/s:

1. The Contractor will maintain proper security controls to protect-Department confidential
Information collected, processed, managed, and/or stored In the delivery of co^^fted
services. j
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2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use. storage and secure destruction) regardless of the media used to
store the data (i.e.. tape. disk, paper, etc.).

3. The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential Information for contractor provided systems.

5. The Contractor's adopted "Bring Your Own Device (BYOD)" policy, that is confidential
and proprietary, pursuant to Exhibit A Section 10.6. will ensure that all devices meet
the security requirements of this contract, said policy,shall require the Contractor to
provide Its remote workforce with a secure environment via Desktop as a Service for
their personal devices to access all systems for processing. The Contractor shall
ensure the following security requirements are In place prior to personal devices being
used for this contract:

a. Encrypt transmission of data end-to-end

b. Data collected through this contract shall not be stored in any format on
'  personal devices;

c. Omitted

d. Omitted

e. A copy of the Contractor's security policies, including "BYOD", has been
provided to NH DHHS Information Security and written exception for
personal device usage by NH DHHS Information Security has been
provided.

f. Changes to Contractor's security polices will be provided to NH DHHS
Information Security for review as they are revised.

6. The Contractor will provide regular security-awareness and education for its End Users
in support of protecting Department confidential Information.

7. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expectations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements. The Contractor will work
with the Department to sign and comply with all applicable State of New Hampshire
and Department system access and authorization policies and procedures, systems
access forms, and computer use agreements as part of obtaining and maintaining
access to any Department system(s). Agreements will be completed and signed by the
Contractor and any applicable sub-contractors prior to system access being authorized.

8. If the Department determines the Contractor is a Business Associate pursuant to 45 /—os
V5, Last update 10/09/18 Exhibit K Conifactorlnillals ^0
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CFR 160.103, the Contractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
(Management Survey. The purpose of the survey is to enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Department may request the survey be completed when the

scope of the engagement between the Department and the Contractor changes.

10. The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

11; Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to; credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the
breach. Contractor shall bear all costs associated with system downtime, system or
data breach, data loss or misuse as a result of its Bring Your Own Device (BYGD)
Policy.

12. Contractor must, comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of PI and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to. provisions of the Privacy Act of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45
C.F.R. Parts 160 and 164) that govern protections for Individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access to it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendor/index.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This Includes a confidential information breach, computer security incident, or

V5. Lasl updalB 10/09/18 Exhibil K Contraclorlniiials
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suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes Identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A. atwve, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI. PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g.., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section IV above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

•  i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure. This
applies to credentials used to access the site directly or indirectly through a third
party application.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided'in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches Immediately, at the email addresses provided in Section VI.

V5. Last updalo 10/09/18 ExhlbUK Conlractorlnliials
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The Contractor must further handle and report Incidents and Breaches involving PHI In
accordance with the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to. and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must aliso address how the Contractor will:

1. Identify Incidents:

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so. identify appropriate
Breach notification methods, timing, source, and contents from among different options,
and t>ear costs associated with the Breach notice as well as any mitigation measures.
Incidents and/or Breaches that implicate PI must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VI. PERSONS TO CONTACT

A. DHHS Privacy Officer:

DHHSPr|vacyOfficer@dhhs.nh.gov

B. DHHS Security Officer:

DHHSInformationSecurityOffice@dhhs.nh.gov

JF
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tqulviloM. A il«r 3 d»U crAlC rtquircs IJ Mutllpl* indepondtni
dbirttutloo piiJii MTvIni ihc If tqui^meM. 3) All it oQuliHncni must
qt du*l po«*«pod and fully cempatibld «*lu« iho topolofv of * sho't
•Khluctuid Mid 3)C0oeurr<ntV msMuinaMo tlto infcounKtuft vdth

M Tes Appiketlon IS hosted m AWS data centers

CoAirxior tlvill mainuin a socuro hcnlnf onvfrenirMiM p/ovWlnf aO
nocMury hardwaro, toffart. and inttrntt bandxridth lO mana|0 (ht
appllcailon. lo| and audit trail reduliamonis and wppon users wrliA

U *es Applkatiort Is hosted In AWS data centers

Ml.) The Oau Contar mutt bt phytlcallv t«cvi«d - rostdciod accits lo tht
ilie lo otrsoAAtl adlh sonvoH lu(h as blomcuk. badft, and o(h«fs
lOdurUv soAitlont. AoUcIn for {rantlni k(«U muti b« In plat* and
loltowtd. A«tts thai only b« franiod lo ihoto with a nood to perform

M Yes Applktilen Is hosted In AWS data centers

Ml.« Contractor thall Iruiall and updait an server patches, updatet. and
other utUtles wtihin 60 days of leteaM from the manulKlurai.

M Yes

MLS, Contractor thai monhor System, tecurliv. and apobcatloA lotL M yes

Ml.t ConuKtor thaU manaee the tharlnt of data retovrceL U yes

Ml,» Contractor thail manaie daUy backups, ofl-tlte dau ttorafe. end
retiore ooeratlont.

At yet

Hl.l The Coniranor thaB monitor the avallabltltv of their aoolkailoA. M yes

Ml.) Remote accest thall be cusiomired to the State's bvslrtett appOcation.
In ImuncM where the Suie rcqulret access to the appUcailon or
server resources net in the OMZ, the Ceniraaor shall provide remote
desktop connection to the terver ihreu|h secure protocols such et a
Ulrtiial Prhrvtn NMtuifwV ATPNt

ta N/A

We ate not supplylni compuier/ioftwaie to
the suit under this centrKi

HI.to The COntraaor thai report any briKh In security In conformance
with DHHS Information Security Rcoulrcments (Cshlbll Kl.

M yet

Ml.II The Coniraoor wil provide e compleied Secunry Audit Report prior to
eontrect oecvtion. The Securky Audit Report mutt Inciude a SOC 2
Reoort with certification.

M yes S0C2 can be delivered urtder NOA

Ml.l) The Contractor wUl provide e completed Security Audit Report with
retuits to the Ocpariment etch year. The Securtty Audit Report must
Inrlitrl* i W ) Rranrl with certifleailon.

M  1 Y«« S0C2 cm be delivered under NOA

1
MM Contractor shall have documented disatter recovary plaiu thai

addicts the recovery of lost State data at well at their own. Systems
thaB be architected lorrxct ihe defined tecoverv needi. [1

yet
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H2.1 nv« tfiMlltr rtcowy p<»n Uull Wtnltfy •ppropri»I4 m«lhodt for
procurlr^tddlifonil Ix4rtlwii« In (htrtni of t c«<np«nin( failuri. in

mffii Iniuncn. lyMctni ih*ll a(f«r • l«v«l o< reduntfaney >e th« fou o<
• drWc or powtr wppty wU not Pt tuHkicru i« (*rmlnat« wrvfoti

hOMTrtc, ih*M falM <ompon«r>u wB K*v« to b« reptoccd.

M n/a We are ICON cloud hotted and ab

infrutnictura It managed at code with tha

AWS tnvironmant

HU Conmcior thai adhara to a daftnad and docwmtmad dKk-up

Khaduic and orocaduta.

IM yes

HL« backnip coplat pf data ara mada lor iha puipoia ol lacllltadnf a

rtitota of tha data In tha avani of diia lou or Sruam fslwra.

M no dau It repncaiad to data ttorat to lacBhata

racovar as wed at rapertkig. queriai and oihar

oroduction lunctlenalttv

HJ.S Schadulad backupt of all tarvan muu ba comptaied rafularly. Tha

minimum aoeaptabla liaquancy la dlHarantial backup daby. and

comolata backuo waaklv.

M yet dau rapBcatlon b rsaar rail tlma.

H].i Tapei 0' oibar back-up madia lapaa muai ba sacurchr i/anaftirad fiom

tita alia le anoihar lacura locailora lo awoM compiaia data Iota with

thaVKtnlBlacIltv.

M rt/a wa do not usa ttpa backups

H7.7 Dau racevary - in tha avant that lacevaryback loiba lati backupH

noc tuflklani to'racovar Suia Data, ihaCont/acior aball amptoy tha
uaa of daubaaa lo|i in addiilon lo bKkup madia in tha raiioratlon ol

iha daubata{>) to afford a much cloiar loiail-tlma racovtry. To do

ihb. lofi mult ba movtd off iha voluma coniainirki tha daubaaa with

a fraowancy to match tha buiinata naadi.

M n/a dau ripflcaiion It naar real tlma.

Ht.l Tha Contractor lhall amploy lacuriry ntaaiuret anaura that tha Suta'a
asollcatlen and data Ii oroitciad.

U yes

Hl.l If Suia ilau li hoiiad ort mulilpla aarvtri. data aichan|ca batwaan

and amom larvari must ba ancrvotad,

M yai

HU fJt larvart and daoicat mutt hava etrrranthr-tuppentd and hardanad

oparatlni tyuanu. tha Utait arui-viral. antMvackar, anti-tpam. artii-

ipywara. and antf-malwara uiUtlat. Tha anvlronmant, at a wtiola. thall

hava aaratiha Iniruilon-dattctlon and firawall protactlon.

M i**

All componanu of tha Inlrattructyre ihall ba ravfawad and tcttad to

ensure they protect tha Suta't hardware, toltwara. and Its ralaiad

dau auats. Tens thad locus on tha tachnlcal. admMurativa and

physical tacurity controls that hava baan dasl|rtad Ulo tha Syttam

archhectura in ordar to prevtdt conndinilaliy. Intetrlty and

M y«i

H).S The Cohuacior thai ensure lu complcta cooperation vrltn the Suta't
CNal Inlormatlon OHlccr irt the deiKiton ol any iKurltv vulnerability

nl Iha hoitlna Infrastructure.

lit yai

!L
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H).* TH* ConuKlor ihiK •uihorti* (h* Si*t* (0 p«rfenn ithtdultd ind

rtAdom iMivitv *udlu. Includlni vviln«fib<Utv UMiwncnu. of ihe

CoAVMtof' hoMini Inlratuvetut* «a4/«' IN* tpp<k<ilen wpon

M no we do not allow clients to perform seeurlty

testing. Wa utJUre independent third parties to

perform Our telling

!«».» (KB ««<vcn tAd d*vk«t mwtt h»«« r>*oi buiAC tntbltd. la|» mutt

b« proiMiCd whh Kceu Kinliod to onlyauthorbed admlniM/stort.

lo|> ihall inelud* Sv***)". Appllcxbn, W*b and OaifbiM be*'

M yes

HJJ Op«r«tln( Syittfln (OS) and Daub«t«> (OB) thad b« buR and

Kardenod In accordance with ivIdeBnes »*t forth by CtS, NICT or N&A

M yes

HI.* The Conuacio' ihall nocUy the Suic'i Brojeci Mjna<e< o< any lecuricy

breaches whhln two (2) hours of the time that the Coniracior learnt of

M yes

H).10 Th« Contractor shall be sobly lUbfe for cosu associaud with any
breach el State daia touted ai their lec*iion(t) incHrdini but not

llndimS tn nmlflratbM and any datnaees issetsed bv the courts.

' M v«

M.I The CoTKrKtor't Sytierti svpoori and maintenance thaB cemmme

upon the Cffectlv* Oat* and enend throvih the and of the Contract

M

N/A
We art not supplying compuier/teftwate to

the sieie under this contract

MJ The Comractor shall maintain the hardware and Software In

KCOrdarKe with the speclflcatlont, lernii, arb reoulrements of the

M

N/A
We arc ttpt supplying compultr/ioftware to

the iiaie under ihh contract

M.» The Contractor shaP repair or replace the hardware or software, or any

portion thereof, so that the System operates In accordance with the

M

N/A
We are not supptylng compuier/spftware to

the iuie under this ceniraci

M.* Ml hardware and software componenu of the Contrxior hostlna

Infratirueiutt shad be futy supported by their respective

marwfKturers at ad times. Ad crttleal patches for eperatlnf syttems,

databases, web servkei. etc:, shal be applied within liny (60) days of

yes

M.l The State shad have unlimited access, via phone or Cmall, to the

ContrKtor le^kal support siafi between the hours el 1:00am to

SOOom- Monday throufh FrkJav ESTi

M yes

11/18/2021
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Th* Contnnor th«ll conform le ih« tpodflc dcfktency eljst ii

dtictlMdic CU>sAOercltrtcv-S«(iwire-Cr<tlc*l.doM<wi*Dow
SyMirt to ooofttt. no work irownd. domondi immodUtt Ktten;
Wrintft DocumcAUtloA • mteiinf tifnincini pertient of Monnaiion or

urtMoOiiM (0 Juu; Hon Sefiwttt • Sorvfcn were lAOdtouoit ond
r«4glr« rt-porfonmoAco of ttw Scrvtct.

CUu 9 Oofkltncv • Software • Important, do«a not uoo

oporailort artd/ot (Acre 1i a work arowttd and ut«r cart perform taakt:
Wrlitert Ooevrr>er»iatlor» - perdont of Information are mlatlni put itei

enoufh to make lite document unlniell|iMe; Non Software • Servkei
were defkleni. repufra reworUn^ but do not repvl/e re-performance
of tha Servka.

Clau C Oefkiency • Software • minimal, cownetk in itaturt. minimal

effect on Syitcm, low prtorliy artd/or uter can ute Syttem; Written
Oocumeniaiion • mMmal chatt|e* reoulred and of minor editlni

nature: Non Software - Servkei reeidre onf* mirtor reworUni and do

not rtQuirt re-performartce of lAe Servke.

Ai part of tKe mainicnance adreement, onfolni tupport luuet ahaS be

responded to Kcording to the followlrtf:

a. Oau A Oefkltnclet • Tha Ceniracior tftaO ftave available to the State

orwcaO telepftorte attUiatKt. wlih luue UKUrti available to the Suie,

eishi |t) hourt per day and five (S) days a week with an email /
telephone tecponte wItMn two (2) hourt of request: or the Contractor

shall prodde support ort-the or with remote dlafnostk Servkes. within

four (4) buslneu heutt of a request:

b. Qatt BSC Oetklencfes -The State ihan notify the Cont/ictor of
MCh Defklersclet durinf ledvlar butlheti hours and the Contractor
shaD ratpond back within four |4| hours of notJIkailon of ptanned

correcthe Kiion; The Contractor tfsal repair or replace Software, and

provide mMmtnanca of the Software In Kcordance with the
Specinutlons, Terms arsd llequlremenis of the CenirKi:

The hosilnq server lor the State shall be available iwenty-lMr (24)
hours e day. 7 days a week escept lor durinf scheduled ntalnicrsance.

A rcfularlv sclsedvled malntertancc window shal be IdcAlined (such as
weekly, rrtonthly, or quartertyf'twhkh lime aOrelevini serve

patches and aeollcatlort ueerades shall be apo««d

if The.Conuacior Is unable to meet the uptime requirement. The
Contractor sfiafi credit State's accouru In an imouni bated upon the

foUowInc formula: (Tocal Contrao item Prke/MS) > Number of Days
Contract Item Not brorlded. The Stale must request ifsb credit In

Btiiint

N/A

N/A

N/A

N/A

N/A

We arc not suppfyfnf computer/sefiwarc to

the state under ihH coruract

We arc not luppfyir^ computer/software lo

the luta under this conuact

We are not supptylni computer/software to

the uate tmdet tha contract

We are net supplyfnf computer/software to

tfse sute under this contract

We are not tupphrlng computer/software to

the stale under thk contract

e
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iM.II Th« Conirtnor thall um t ch»nct fnM|«m«n( policy lot Miiflciilon
tnO tricUAi o' chin|« rcouciu ai wtll aacriOcal ouu(ef,

M ir« Our SOkC if defined in our ISMS whkh b

available lor review under NOA

M.U A crickil owutt will bo <lni|Miod whtn « buiinou Ivnalon cannoi

bo moiby a nonporformlnf applkatlon anO tbara b no work iround le
the orobtrm.

M

N/A
We are not urpplyint compvter/toltware to

the lUte under ihli contract

>U.IJ Tht Cpnuanor than maintain a <oco>d ol iM acMtiet rtiaiod to

ropab or malniOAanca aetMtiot podormoO lor Ilio Suta anO thai

raoort quartarty on the loOowinf; Sorvar up-ihno; AH change roquaiu

Impiemcnicd, Inckidlni opofsiing tytiem paichat: All critical ouugef

reoontd Indudlng aaual but and rttoluileA: Number of dericlenclat

reponad by dau with initial roipento time at we* at time io cicae.

M

M/A
Wt art rtoi uipplylrt| computar/toftwara to

the ttaia under iMi contnci

M.H The Contractor will |kre iwo-builnett dayt prbr notification to the

State Fio^ Martaier o( all chantai/updaiet and provide the State
with traMrw dtra to the votradot and chanaM.

M

N/A
We ait riot tupplyini computCt/iolTware to

the tUia under (hit contract

11/18/2021



OocuSign Envelope ID; 81926ADC-DA8B-4419-BADE-86FE188B46A7

Attachmtnt 1: Prelect ReQulrtmentt
OeoiSi^ EnelqBt 10: a3470e»4-0e«O^2E7-ei»C-fF244aAFfe£0

. SUPPORT & MAINTENANCE REQUIREMENTS.
SWieHegulrtmtftU

I  CrWuBtvll««t HMulrtmtnl DMiptton Commcnu

i^JP(^llrS^VIIVJlNAN<^m<3UIR^MfNli

tl.l

Tlx Conincter'i System uippon and maintemrKe shall commence

upon the Effective Date and extend throufh the end of the

Csntrsct term, and anv extenslofts thereof.

M N/A
We are rtot supptylng compwier/softwarc to the state under this

contract

Sl.I

Maintain the hostirtg services In eccordance with the Spedfkations.

terms, and requirements of the Contract. Mudlnf upfrades artd

fixes as required.

1

M Yes

We have an SOLC that governs our software deveiopmeni. a service

monliorlrti ar>d resolution team lor code & environnxnts we own and

marxge. We are alerted to any Jrd party service Issues through

appropriate aviomation and monlotoring. We have a Third Party

Information Security Risk function that evalutes our technoiofy

suppliers capabUites on a regtrtar basis. Irschiding regular reviews of

audit reooru li.e. SOC ISO)'

tIJ

Repair Software, or any portion thereof, so that the System

operates in accordance with the Spcciflcatloru, terms. ar>d

reovlremtnts of the Contract.

M N/A
We are not suppfying computer/software to the state under this

contrKi

Sl.«

The State shall have unlimited access, via phone or Email, to the

Contractor tcchnical.support staff between the hours of 8:00am to
S.-OOpm- Monday through Friday EST;

M N/A

Our test lupervlsers and other staff have Instructions and processes to

report Issues directly to support teams in our customer experience |0()

teams. 0( teams have triage scripts and insirucilons for Wcmlfying the

issue and routing to tlx appropriate crtglncering teams. Engineering

tcarm have procedures for evaluating and remedlaitng issues, includini

ctcalatloru to leadership. Thew are In place Kross our normal

operating hours for clients.

IL
11/18/2021
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Tht Conlrsclor rtspotM lime (of suppon than conform to (h*

tpccifk dtfldtiKY ci«u M <leMrtb«d Mow or a» a^rcod to by tha

parrlet:

Oat} A Ocflcfencv • Software - Critical, does not allow Syttem

to operate, no wort around, dcnundt brvnedlate action; Written

Oecumcritatlcn • mfttir^ ti|nincant portloni of Mormatlon or

unlntefllgibli to State: Non Software • Servicei were inadequate

and require re-performance of the Service.

Oats ft OefldcrtCY ■ Software • imponani. dees rtoi ttop

operation artd/er there b a wort arourtd and uter can perform

utti: Written Documentation • portloni of Information are miitlni
but not enough to make the docuntent unlntciliglble; Non Software

Servkei were deficient, require reworking, but do not require re-
performance of the Service.

Oais C OeflclcnCY • Software • minimal, coimelk In nature,

minimal effect on Syitem, low prtorfty and/or uier can uie Syttem;

Written Oecumeniatlon - minimal changes required and of minor

editing nature; Non Software • Services require only minor

reworfclng and do not require re-performance of the Scrvkc.

N/A
We are net supptylrtg eomputer/ioftware to the state under this

contract

The Contractor sftail make available ib the Sute the latest program
updates, general malnienarKe releases, selected functlonalitv

releases, patches, and Documentation that are generally offered to

lu cusiomers. at no additional cost

We are not supptylng computer/software to the state under this

contract

For iH maintenance Services cads. The ContrKtor ihafl ensure the

following Information will be collected and maintained; 1) nature

of the Defkiency: 2) current status of the Deficiency; 3) Ktlon

plans, dates, artd times: 4) expected and Kiual completion tlrrse; S)

Deficiency rcsohjllon informailoa 6) Hesolved by. 7) Identifying
number i.e. work order number. I] Issue Identified by;

N/A
We are not suppfying computer/software to the state under ihh

COntTKt

The Contractor must wort with the State to Idemify and

troubtcshool peieniiaUy large-scale System failures or Oeftclendes

by collecting the following Information; I) mean lime between

reported Deficiencies whh the Software; 2) diagnosis of the root

cause of the problem: and 3) Idcntiricaiion of repeat calls or reoeat
Software QfObt«>mi.

N/A
W| are not supplying computer/software to the state under this

contract

11/18/2021
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A4p«n of tK« Softw»r«m«lnt«Ain<««freem<nt. on|oin( loftwaro

malntfAiAct arMl tuppon tuuet. $h«lJ bt rtiponcod to •ceording

to ih« foOowIni or at agrocd to by the partiet:

u.*

a. Oau A OaflcltncJef • Tho Contractor tbad Kav« avatlattle to th«

State on<aa leltplionc aisiftance. wItS Ittue iracklrtg avaOablo to

the State, eight (1) hourt per tlay and five |5) day* a weth with an

email/teiephoncretporue within two (2) hours of request; or the

Contractor thafl provide luppen on-site or with remote diagnostic

Servkcs, within four (4] bvslrtess houn of a request;

b.'CIass D A C Deficiencies -The State shall notify the Contractor of

such Oefkiencies during regular buslrtess hours and the Contractor

shall respond tock wtihin four (4) hours of notification of planned

corrective Kiton; The Contractor shall repair or replace Software,

artd provide malnicriattct of the Software In accordarKe with the

Speclficaiiont. Terms and Requirements of the Contract; or as

egreed between the panics

M N/A
We are not sup()fying computer/software to the state under this

contract -

SI.10

The Contractor shad use a change management poUcy for

mtJfkatlon and tracking of change reqiscsts as well at critical

outitn.

M we have an SOlC that governi our software devclopmeni.

tl.ll

A critical outage vrll be designated when a buslrtess function
cannot be met by a nonperforming application and there Is no

wort around to the oroblem.

M N/A
We are not suppfymg compuitr/software to the state under this

contract

JI.I2

The Contractor shall maintain a record el the ictMiies retaied to

repair or malntertance activities performed for the State and shall

report quarterly on the foilowlng; All change requests
impiemenied; All critical outages reponed Including aaual Issue

and resolution; Number of dcncierscles reponed by class with inhial

resoonse time as weB as time lo close

M N/A
We are not suppfying computer/software to the stale under this

contract

Sl.U

The hMtbig services for the State that the conUKtor Is sub-

contractirtg for shall be available tweniy>four (24) hours a day, 7

days a week except for during scheduled maintenance.
M Yes

Hours of operation (or COVIO tcuing availabiliiy are outlined In the

scope of work for each client. Thb Includes our normal hours of
operations. Maintenance windows ire scheduled outside these normal

operation hours.

SI.14
^e Contractor will guide the Stale with poulbtc solulions to

resolve Issues lo maintain a (srHyfunctlontniL hosted System.
M N/A

We are not supplying corrtputer/software to the slete under this .

contrKt

5
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Sl.U

A tcfuUHy Kti*dul*4 nulnttnanci window ihafl b* UtnUfM
(Mch u wt«k»y. menthlY. or qMrtirty) *1 which Um* tH rcltvani

heulni services »n unevaUbit
M Yes

Houn of operatioA for COVIO testing avaiiabsiiiy are outlined in the
scope of wort for each dient. -This Indudes our normal hours of

operatieiss. Maintenance windows are scheduled outside these normal

operation hours.

Sl.lt

TTi* Coniractot will |lv< two-business day* P'^' notiflcatien to the

Slate Proicct Mana|*r of any planned malnienance tKat would
result In lersAtt unavailbllltv

M Yes
This can be called out in the statement of work es a requirement if

necessary.

SI.I7

All hardware and software components of the Contractor hosilnf

Infrastructure shsl be (u9y supported by their respective

manufacturers at aB times. AN crhial patches for opcralini

systems, databases, web services, etc., shall be applied within sixty

(£0) days of release by their respective manufacturers.

M N/A
We are not supplying computer/software to Ihe.siaie under this

conirKt

Sl.ll

The Contractor shall provide the State with a personal stcurt FTP

site to be used by the State for uptoadlng artd downloadlni files If

aooHeabie.

M N/A
We are rtot suppMng computer/software to the state under thb

contract

SI.19

The contrKtor win provide any architectural diagrams, hosting

service agreements outlining the security posture of the services

being offered subsequent to a signed non-disclosure agreeemem, M

VMi wiil |lrov>oe arcruieaurii orawings or me environmeni unaer mua.

Standard Tcrnu of Service for AW$ are available en the AWS websUe.

We do not have a separate contract vrlth AWS other than what is

tvaUbie en their cllck-wrapterms of service agreenwnts. Amaron

maintains extertsive 3rd party audit Informaiion on their site

|hitps://aws.atnaion.cem/artlfact/]. Vaull cannot provide this

Information to clients urrder our ToS agreement. However anyone can

obtain a free AWS account and obtain any of the reports available in

theAdifact service.
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DocuSign Envelope ID; 81926ADC-OA8B-4419-BADE-86FE188B46A7

OocuSIgn Envelope 10: S2470694-0690-42E7-903E-FF2448AfF6E0

' No. AcnviTv ou i>i:i.iYi:iL\Bi.i: DELIVEHAItLK I Vl'i;

(1 PLANNING .AND PROJECT MANAGEMENT |
1 Conduct Project KickofT Meeting Non-Software

2 Work Plan Written

3 Project Status Reports Written

5 Information Security Plan (ISP) Written

6 Bring Your Own Device (8 YOD) Security Plan (ifapplicable) Written

7 Data Protection Impact Assessment (DPIA) Written

8 Communications and Change Management Plan Written

9 Systems Interface Plan and Design/Capability Written

10

Systems Security Plan (SSP)

(the SSP shall Include security requirements of the system and describe
the controls in place, or planned, for meeting those requirements. The
SSP shall also delineates responsibilities and e.xpected behavior of all

individuals who access the system)

Written

II Disaster Recovery Plan (DRP) Written ,

12 End User Support Plan Written

13 Business Continuity of Operations Plan (COOP) Written

14 Documentation of Operational Procedures Written

1  INSTALLATION (
15 Provide Software Licenses if needed Written

16
Provide Software Installed, Configured, and Operational to Satisfy State

Reouircments
Software

TESTING

17 Test In-Bound and Out-Bound Interfaces Software

18
Certification of 3rd Party Pen Testing and Application Vulnerability
Scanning.

Non-Software

19

Security Risk Assessment Report
o  if Pll is collected on behalfofthe Stale, the SRA shall include n

Privacy Impact Assessment (PIA)
o  if DYOO (if personal devices have been approved by DHMS

Infonmtion Security to use, then the SRA shall include a BVOD
section)

Written

20 Security Authorization Package Written

SYSTEM DEPLOYMENT . ||

21 Provide Tools for Backup and Recovery of all Applications and Data Software

22 Conduct Training Non-Software

23 Provide Documentation Written

24 Execute System Security Plan Non-Software

1  OPER/VTIONS 1
25 Ongoing Hosting Support Non-Software

26 Ongoing Support & Maintenance Software

27 Conduct Project Exit Meeting Non-Software
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