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STATE OF NEW HAMPSHIRE ‘7
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
129 PLEASANT STREET, CONCORD, NH 03301-3857

Lori A. Shitinctte
Commissioner 603-271-9200 1-800-852-3345 Ext. 9200
Fax:603-271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
Lorl A. Weaver
Deputy Commissioner

May 26, 2022

His Excellency, Govemnor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a Retroactive amendment to an existing contract with Vault Medical Service, P.A.
(VC#382862), Dobbs Ferry, NY, for at-home COVID-19 testing, with no change to the price
limitation of $8,000,000 and no change to the contract completion date of June 30, 2022, effective .
retroactive to December 22, 2021 upon Governor and Council approval. 100% Federal Funds.

The original contract was approved by Governor and Council on November 22, 2021, Late
ltem #A. -

Funds are available in the following account for State Fiscal Year 2022, with the authority
to adjust budget line items within the price limitation through the Budget Office, if needed and

justified.
05-95-095-950010-1919 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN

SERVICES, HHS: OFFICE OF THE COMMISSIONER, COMMISSIONERS OFFICE, COVID19

FEMA DHHS
State {ncreased
Class / Job c Revised
Fiscal Class Title urrent | d evise
Year | Account Number Budget || :cm"zz’:: )| Budget
Contracts for
2022 | 103-502664 Oper Sve - 95010690 | $1,000,000 $0 [ $1,000,000
Total $1,000,000 $0 $1,000,000

05-095-094-940010-24650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL,
ARPA DHHS FISCAL RECOVERY FUNDS

State Increased .
Class / . Job Current Revisod
Fiscal Class Title (Decreased)
Year Account Number Budget ount Budget
Contracts for | 00FRF602P | $8,000,000 | {$6,000,000) $0
2022 | 103-502664 | “pgrsve | H9s08B
Subtotal | $8,000,000 | ($8,000,000) $0

The Department of Health and Human Services’ Mission is o join communities and families

-in prouiding opportunities for cilizens to achieve health and independence.
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056-95-95-950010-19920000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: COMMISSIONER’S OFFICE , OFFICE OF THE COMMISSIONER, DHHS ARPA

TO CRF
State increased
: Class / . Job Current Revised
Fiscal Class Title (Decreased)
Year Account Number Budget Amount Budget
Contracts for
2022 102-500731 Prog Svc 90199250 $0 | $8,000,000 | $8,000,000
Subtotals $0| $8,000,000 | $8,000,000
Totals | $8,000,000 $0 | $8,000,000
EXPLANATION

This item is Retroactive because on December 22, 2021, the Govemor and Executive
" Council approved Late Item #C, which changed the funding source of the Agreement from ARPA
SFRF to CARES CRF. 2 CFR § 200.332 requires the Department to specify the federal funding
in the Agreement. Consequently, this request is made retroactively to comply with federal
requirements and reflect funding source change previously approved.

Any individual in the State is eligible to receive a COVID-19 test. An individual can order
tests through the vendor portal and receive them directly at their residence. Schoois, homeless
shelters, municipalities, Federally Qualified Health Centers, Regional Public Health Networks,
and private nonprofit daycare centers are also eligible to receive tests directly. Qualifying
organizations in the State of New Hampshire will continue submitting requests to the Contractor
to obtain an allocation of COVID-19 tests. Upon the Department's approval, the COVID-19 test(s)
are directly mailed to the organization. The Contractor mails the organization or individual the
COVID-19 test(s) with prepaid retun postage envelope via overnight United Parcel Service
(UPS). The Contractor works with the Department to confirm UPS Pick-Up points or alternatives
to ensure that equitable drop-off locations are available.

The Department wili continue monitoring contracted services by reviewing weekly reports
on'the number of individuals tested.

As referenced in Exhibit A of the original agreement, the parties have the option to extend
the agreement for up to two (2) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Counci! approval. The Department
is not exercising its option to renew at this time.

Should the Governor and Council not authorize this request, the Department will not be
in compliance with CFR 2 CFR § 200.331 and will not have the proper funding reflected within
the Agreemant.

Area served: Statewide
Source of Federal Funds: CFDA #21.027

In the event that the Federal Funds become no longer available, General Funds will not
be requested to support this program. .

Respectfully submitted,

Sl el
Lori A. Shibinette
Commissioner
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State of New Hampshire
Department of Health and Human Services
Amendment #1

This Amendment to the At-Home COWVID-19 Testing contract is by and between the State of New
Hampshire, Department of Health and Human Services ("State" or "Department”) and Vault Medical
Service, P.A. ("the Contractor"); -

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on November 22, 2021 (Late Item #A), the Contractor agreed to perform certain services based upon the
terms and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 17, and Exhibit A, Revisions to
Standard Agreement Provisions, Paragraph 1, the Contract may be amended upon written agreement of
the parties and approval from the Governor and Executive Council; and

WHEREAS, the parties agree to modify the scope of services and the funding source to support cantinued
delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Modify Exhibit C, Payment Terms, Section 1, by adding Subsection 1.3, toread: - '
1.3. This agreement is funded by:

1.3.1. 89%, Federal Funds from the Coronavirus Preparedness and Response |
Supplemental Appropriations Act, 2020, as awarded on December 17, 2021 by the
Centers for Disease Control and Prevention, CFDA #21.09.

1.3.2. 11% Federal Funds, from Disaster Grants - Public Assistance (Presidentially
Declared Disasters) by the United States Department of Homeland Security (DHS),
CFDA #97.036, FAIN #4516DRNHP00000001.

2. Modify Exhibt B, Scope of Services, Section ‘2, by adding Subsection 2.21, to read:

2.21. T_he'Contractor shall provide test results, up to the date the COVID-19 test expires or twelve
(12) months after contract completion {whichever is earlier), to individuals who receive a
COVID-19 test prior to contract completion.

C
Vaull Medical Service, P.A. A-S-1.2 Contractor Initials
$5-2022-DPHS-18-ATHOM-01-A01 Page 10of 3 Date /1472022
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All terms and conditions of the Contract not modified by this Amendment remain in full force and effect.
This Amendment shall be effective retroactive to December 22, 2021 upon Governor and Council
approval. '

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
. Pd’ﬂh; M . Tl“t.1
. H?F?EEF%\E%%B Lo
Date Name: - THITEY
Title: pirector

6/14/2022

Vault Medical Service, P.A.

DocuSigned by:
6/14/2022 ‘ fller Patusmak
AFEBIRTE2C0A45E .
Date Name: Alex Patuszak
Title:

chief Clinical officer

Vault Medical Service, P.A. A-S-1.2
$5-2022-DPHS-18-ATHOM-01-A01 Page 20of 3
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- The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

, DocuSigned by:
6/16/2022 [Z?h‘j“' ZRPRY:
I4A7348440414R0

Date Name: Robyn Guarino
Title:

Attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date Name:

Title:
Vault Medical Service, P.A. A-8-1.2

$8-2022-DPHS-18-ATHOM-01-AQ1 Page 3 of 3
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State of New Hampshire
Department of State

CERTIFICATE

I, David M. Scanlan, Secretary of State of the State of New Hampshire, do hereby certify that VAULT MEDICAL SERVICES,
P.A. is a Florida Professional Profit Corporation registered to transact business in New Hampshire on January 28, 2020, | further
certify that all fces and documents required by the Secretary of State's office have been received and is in good standing as far as

this ofTice is concerned.

Business 1D: 835653
Certificate Number: 0005790509

IN TESTIMONY WHEREOQF,
I hereto set my hand and cause to be affixed

the Seal of the State of New Hampshire,
this 13th day of June A.D. 2022,

David M. Scanlan

Secretary of State
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CERTIFICATE OF AUTHORITY

1, Donny Perez 0O , hereby certify that:
Donny Perez

1. lam fhe owner of Vault Medical Services, P.A.

2. | represent that Dr. Alexander Pastuszak, MD, PhD is duly authorized on behalf of Vault Medical Services, P.A.,
to enter into contracts or agreements with the State of New Hampshire and any of its agencies or departments and
further is authorized to execute any and all documents, agreements and other instruments, and any amendments,
revisions, or madifications thereto, which may in his/her judgment be desirable or necessary to effect the purpose of
this vote.

3. | hereby certify that this authorization remains in full force and effect for thirty (30) days from the date of this
Certificate of Authority. | further certify that it is understood that the State of New Hampshire will rely on this
certificate as evidence that the person(s) listed above currently occupy the position(s) indicated and that they
have full authority to bind the corporation. To the extent that there are any limits on the authority of any listed
individual to bind the corporation in contracts with the State of New Hampshire, all such limitations are expressly
-stated herein. ‘ '

Dated:June 14, 2022 ,Z/

Signature of Owner
Name: Donny Perez, D.O.
Title: president

Rev. 03/24/20

Doc ID: 20605ecebdccf81d65f8e7ch39717816441b871a
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ACORD. CERTIFICATE OF LIABILITY INSURANCE 607/2022

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANGE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE.CERTIFICATE HOLDER.

IMPORTANT: If the cerlificate holder Is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statament on
this certificate does not confar any rights to the certificate holdar in lieu of such endorsemant(s).

PRODUCER SRET M'lynda Webb-Kopacka
Marsh & McLennan Agency LLC PN . ext), 212-850-0153 IEA%.'M:
350 Madison Ave., 7th Floor EMAL 5. Mlynda.Webb@MarshMMA.com
New York, NY 10017 INSURER(S) AFFORDING COVERAGE NAIC #
INSURER A : Lloyd's Syndicate 2623 555555
INSURED ] INSURER B : Tochnology Insurance Company, In¢ 42376
Vault Medical Services, PA NSURER C
255 Alhambra Circle, Suite 700 NSURER D -
Coral Gables, FL 33134
INSURER E :
INSURER F :
COVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES., LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

e TYPE OF INSURANCE @LISJVT\PDR : POLICY NUMBER ‘58}6%%; (,5.’8;%%}'&’\‘% : LIMITS
A | X| COMMERCIAL GENERAL LIABILITY W305C6210101 09/25/2021|09/25/2022] EACH OCCURRENCE $5,000,000
| CLAIMS-MADE El OCCUR B&E‘ﬁfé’ééiﬁi%ﬁm} sSea Remarks
|_X| BIPD Ded: $100K MED EXP (Any ona person) | $ S@@ Remarks
| X| E.B. Ded: $100K PERSONAL 8 ADV INJURY | §
GENL AGGREGATE LIMIT APPLIES PEF: GENERAL AGGREGATE $5,000,000
POLICY D Seer D Loc PRODUCTS - COMPIOP AGG | 55,000,000
OTHER: E.B. Liab. 55,000,000
A | AUTOMOBILE LIABILITY W305C6210101 09/25/2021 | 09/25/2022| 5 onien SWE LM 4 000,000
ANY AUTO . BODILY INJURY (Per person) | $
| NSSony iﬁ?SQULED BODILY WJURY (Per accident) | $
X oy [X] SNIHE Gl
X 5100k SIR s
| |UMBRELLALWAS | | occur ' EACH OCCURRENGE $
EXCESS LIAB CLAIMS-MADE AGGREGATE $
DED | | RETENTION $ . s
B | WORKERS COMPENSATION o TWC4001873 06/21/2021(06/21/2022 X 1EsRnye | [
6¥F|EE%R|FEE!E%EPE§EIUE?§%‘ECUTNEE NIA _ E.L. EACH ACCIDENT 31,000,000
{Mandatory In NH} ‘ E.L. DISEASE - EA EMPLOYEE] 31,000,000
¥ yes, dascribe under . R
DLSCRIPTION OF OPERATIONS below E£.L DISEASE - POLICY LT | 51,000,000
A |Prof. Liab. W305C6210101 09/25/2021|09/25/2022 $5,000,000
A [Cyber Liab. W30608210101 09/21/2021109/21/2022 $5,000,000
A [Cyber Liab. W30608210101 9/21/2021(09/21/2022] $500K SIR

DESCRIFTION OF OPERATIONS ! LOCATIONS ! VEHICLES {(ACORD 104, Additional Remarks Schedule, may be attached if more space Is raquired)
Fire Legal/Damaged to rented premises: $100K per premises / $300K Aggregate.

Med Pay: $5,000 per accident / $25,000 Aggregate.
Overall Policy Aggregate for all coverage parts: $5,000,000.

RE: Extension of services past June 30th.

CERTIFICATE HOLDER CANCELLATION-
. \ SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
New Hampshire Department of THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN
Health and Human Services ACCORDANCE WITH THE POLICY PROVISIONS.
129 Pleasant Street
Concord, NH 03301 : AUTHORIZED REPRESENTATIVE

5 WG (i farct SEP:

© 1988-2015 ACORD CORPORATION, All rights reserved.

ACORD 25 (2016/03) 1 of 1 Tha ACORD name and logo are registerad marks of ACORD
#510916933/M9268029 NNYEL
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 03301-3387

Lori A. Shibinette 603-271-9200 1-800-352-3345 Ext. 9200
Cemmissioner Fax: 603-2714912 TDD Access: 1-800-735-2964  www.dhhs.nh.gov
Lorl A. Weaver

Deputy Commissioner

November 16, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

§. Authorize the Department of Health and Human Services, Office of the Commissioner, to
enter into a Sole Source contract with Vaull Medical Service, P.A. (VC#382862), Dobbs
Ferry, NY, in an amount not to exceed $8,000,000 for at-home COVID-19 testing, with the
option to renew for up to two (2) additional years, effective upon Governor and Council
approval through June 30, 2022. 100% Federal Funds.

2. Authorize the Department of Health and Human Services, Office of the Commissioner, 1o
make unencumbered payments in the amount of $1,000,000 for at-home COVID-19 testing
until such time the Federal Emergency Management Agency (FEMA) reimbursement rate

~ drops below 100%. .100% Federal Funds.

Funds are available in the foﬂowsng accounts for State Fiscal Year 2022, with the authority
to adjust budget line items within the price ||m|tat|on through the Budget Office, if needed and
justified.

05-05-095-950010-1919 HEALTH AND SOCIAL SERVICES, HEALTH -AND HUMAN
SERVICES, HHS: OFFICE OF THE COMMISSIONER, COMMISSIONERS OFFICE, COVID1S

FEMA DHHS
State Class / \ :
Fiscal Year Account Class Title Job Number Total Amount
2022 103-502664 Contracts for Oper Sve 95010690 S .000.000.
' Total $1,000,000

05-095-094-940010-24650000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: NEW HAMPSHIRE HOSPITAL, NEW HAMPSHIRE HOSPITAL,
ARPA DHHS FISCAL RECOVERY FUNDS

State Class/ )
Fiscal Year Account Class Title Job Number Total Amount
2022 | 103-502664 Contracts for Oper Svc $8,000,000
Total $8,000,000

The Department of Health and Human Seruices’ Mission is to join communities and familics
in providing opporlunities for citizens to achievc health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 3

EXPLANATION

This request is Sole Source because the Contractor has the capacity to provide the State
with at-home polymerase chain reaction (PCR) COVID-19 tests conducted on saliva-based
samples, which allows for the easy transport of specimens within prepaid return envelopes fo the
Contractor's laboratory. The Contractor is immediately able to ship COVID-18 specimen colleclion
kits to New Hampshire residents in any location across the state along with prepaid overnight
return envelopes. The Contraclor is also able to ship specimen collection kits with return
envelopes in bulk quantities to locations approved by the Department, such as schools and other
locations, in order to reduce the turnaround time that persons wait until they receive their test
results.

The Department is requesting to utilize unencumbered Federal Emergency Management
Agency (FEMA) funds for COVID-19 lesting for eligible individuals who support the safe operation
of schools, homeless shelters, municipalities, Federally Qualified Health Centers, and private
nonprofit day care centers, while FEMA funding requests are still reimbursed at 100% federal
share. If the FEMA reimbursement rates drop below 100% or if the total exceeds $1,000,000, the
Department will utilize the American Rescue Plan Act (ARPA) funds. Currently the 100% FEMA
reimbursement rate is scheduled to end on April 1, 2022 at which time it will decrease a lower
reimbursement rate and require ‘a match from the State; the exact rate is unknown at this time.
For COVID-19 tests mailed to individuals who do not qualify under FEMA's provisions for testing
reimbursement {i.e. persons who are not directly involved in the safe operation of qualified
entities), the Department will utilize ARPA funds because FEMA will not reimburse such costs. In
no event, shall the Department pay the contractor more than the $8 million price limitation included
in the contract.

The population served includes schools, homeless shelters, municipalities, Federally
Qualified Health Centers, private nonprofit day care centers, private homes in the State of New
Hampshire, and other locations as approved by the Department. The exact number of residents
of the State of New Hampshire served will depend on the trajectory of the COVID-19 pandemic.
The Department expects this contract will allow for more than 100,000 COVIQ-19 tests to be
administered. '

Any individual in the State is eligible to receive a COVID-19 test. An individual can order
tests through the vendor portal and receive them directly at their residence. Schools, homeless
shelters, municipalities, Federally Qualified Health Centers, Regional Public Health Networks,-
and privale nonprofit daycare centers are also eligible to receive tests directly. Qualifying
organizations in the State of New Hampshlre will submit a request to the Contractor to obtain an
allocation of COVID-19 tests. Upon the Department's approval, the COVID-19 test(s) will be
directly mailed to the organization. The Contractor will mail the organization or individual the
COVID-19 test(s) with prepaid return postage envelope via overnight United Parcel Service
{UPS). The Contractor will wark with the Department to confirm UPS Pick-Up points or alternatives
ensure that equitable drop-off locations are available.

The Contractor.will provide instructions via paper directions on how to self-administer the
test and submit the sample within a prepaid envelope to send to the Contractor's laboratory (a
video conference option is available at individual request at an increased price for that test to
process). Within 48 hours of the test being received, the Contractor will provide the test resuits to
the person tested. This type of at-home COVID-19 testing reduces the needs for in-person
specimen collection and allows New Hampshire residents to have an additional at-home test
option other than antigen-based tests, which currently are in shortage nationally and only have
U.S. Food and Drug Administration (FDA) emergency use-authorization for symptomatic persons.
PCR tests have FDA authorization for both symptornatic and asymptomatic persons.
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His Excellency, Governor Christopher T. Sununy
and the Honorable Councll
Page 3of 3

The State continues to exparience a surge of COVID-19 cases and additional options for
COVID-19 testing are needed to alleviate demand on our healthcare 'system and allow for
provision of more direct patient care. This contract provides for more and faster testing - when

. compared to relying on appointment-based in-person testing locations - to ensure quicker retums

- to schoo! or work for persons with symptoms of COVID-19 who subsequently test negative for
COWID-19 or for those who have a testing requirement at their jobs. The quicker retumn to work
and school will further allow for the continued strength of the Granite State economy. The
additional at-home test option also means increased access to COVID-19 tests in rural or
medically underserved areas who have less access to services.

The Department is monitoring contracted services by reviewing weekly reports on the
number of individuals tested.

As referenced in Exhibit A of the attached agreement, the parties have the option to extend
the agreement for up two (2) additional years, contingent upon satisfactory delivery of services,
available funding, agreement of the parties and Governor and Council approval.

~ Should the Governor and Council not authorize this request, individuals across the State
‘may have trouble accessing COVID-19 testing services in a timely manner to avoid potentially
spreading COVID-19 or confirm a negative status and return to work or school.

Area served: Statewide

Source of Federal Funds: Assistance Listing Number #97.036, FAIN
#4516DRN HP00000001 '

In the event that the Federal Funds become no longer avallable General Funds will not
be requested {o support this program.

Respectfully submitted.

DocuSigned Irr

L .

240ADITEDBEBLSL.,

Lori A. Shibinette
Commissioner
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FORM NUMBER P-37 {version 12/11/2019)

Subject:_At-Home COVID-19 Testing (SS-2022-DPHS-18-ATHOM-01)

Notice: This agreement and atl of its attachments shall become public upon submission to
Governor and Executive Council for approval. Any information that is private, confidential or ’
proprictary must be clearly identificd to the agency and agreed to in writing prior to signing the

. . AGREEMENT
The State of New Hampshire and the Contractor hereby mutualty agree as follows:
GENERAL PROVISIONS
1. IDENTIFICATION.
1.1 State Agency Name 1.2 State Agency Address
New Hampshire Department of Health and Human Services 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contracior Name 1.4 Conlraclor.Addrcss
Vault Medical Service, P.A.
255 Alhambra Circle, Suite 700,
Coral Gables, FL. 33134

1.5 Canitractor Phone 1.6 Account Number 1.7 Completion Date . 1.8 Price Limitation
Number
05-95-095-950010-1919 | June 30, 2022 : $8,000,000
(212) 880-5494
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number
Nathan D. White, Director (603) 271-9631
1.11 Contractor Signature 1.12 Name and Title of Contractar Signatory

Dr. Alexander Pastuszak
Date: 11/18/2021 | Chief Clinical Officer and Vice President

| 1.14 Name and Title of State Agency Signatory
DocuSigned by: Date: patricia M. Tilley Director

R'N_H. Department of Administration, Division of Personnel (if applicable)

By: . Director, On:

1.16 Approval by the Atlorney General (Form, Substance and Execution) (if applicable)
i DocuSigned by;
By:[f.uw Rakbrmedove on; 11/18/2021

EDE 210825014 A0,

1.17 Approval by the Governor and Executive Council (if applicable)

G&C ltem number: G&C Meeting Date:

. 1} ]
A ‘ {
Page 1 of 4 f

Contractor [nitials
Date

1
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2. SERVICES TO BE PERFORMED, The Siate of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contracior identified in  block .3

{*Contractor”) to perform, and the Contractor shall perform, the .

work or sale of goeds, or both, identified and more particularly
described in the attached EXHIBIT B which is incorporaled
herein by reference (“Services”).

3, EFFECTIVE DATE/COMPLETION OF SERVICES.
3.1 Notwithstanding any provision of this Agreement to the
contrary, and subject to the approval of the Governor and
Executive Council of the State of New Hamehirc if applicable,
this Agrecment, and al! obligations of the parties hereunder, shall
become cffective on the date the Governor and Executive
Council approve this Agreement as indicated in block .17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the Agreement is signed by
the State Agency as shown in block 1.13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shatl be performed at the sole risk of. the
Contractor, and in the ¢vent thai this Agreement does not become
effective, the Siate shall have no liability to the Contractor,

including without limitation, any obligation to pay the -

Contractor for any costs incurred . or Services performed.
Conltractor must complete all Services by the Completion Date
specified in block 1.7.

4. CONDITIONAL NATURE OF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations’ of the State hereunder, including,
without limitation, the continuance of payments hercunder, are
contingent upon the availability and continued appropriation of
funds affected by any state or federal legislative or executive
action that reduces, climinates or otherwise modifies the
appropriation or availability of I'undmg for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. 1n the
event of a reduction or termination of appropriated funds, the
Stale shall have the right 1o withhold payment unti! such funds
become available, if ever, and shall have the right to reduce or
terminate the Services under this Agreement immediately upon
giving the Contracior notice of such reduction or termination.
The State shall not be required 1o trensfer funds from any other
account or source 10 the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable,

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.
5.1 The contract price; method of payment, and terms of payment

are identified arid more particularly described in EXHIBIT C -

which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
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compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Comracior under this Agreement those
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithsianding any provision in this Agrccment to the
conlrary, and notwithstanding unexpected circumstances, in no
event shall the to1al of all payments authorized, or actually made
hereunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the performance of the Services, the
Contractor shall comply with all applicable satules, laws,
regulations, and orders of federal, state, county or municipal
authorities which impese any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In addition, if this Agreement is
funded in any part by monies of the United States, the Contractor

“shall comply with all federal executive orders, rules, regulations

and ‘statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply with ali applicabie intellectual
property laws.

6.2 During the term of this Agrccmcnt the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or Unncd States
access (o any of the Conlractor's books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orders, and the covenants, terms and condilions of thls
Agreement.

7. PERSONNEL. :

7.1 The Contractor shall at its own expense provide all personnel -
necessary to perform the Services. The Contractor warrants thal
all personne! engaged in the Services shall be qualified 0
perform the Secrvices, and shall be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months afier the
Completion Date in block 1.7, the Contractor shall not hire, and
shall not permit any subcontractor or other person, firm or
cerporation with whom it is engaged in a combined cffort to
perform the Services to hire, any person who is a State employee
or official, who is materially involved in the procurement,
administration or performance of this Agreement.  This
provision shall survive termination of this Agreement.,

7.3 The Conlracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. Inthe event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final for the State.

[+1.]
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8. EVENT OF DEFAULT/REMEDIES.

8.1 Any onc or more of the following acts or omissions of the
Contractor shall constitute an event of default hereunder ("Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schedule;

8.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement. .

8.2 Upon the occurrence of any Event of Default, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a writien notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30} days from the
date of the notice; and if the Event of Default is not timely cured,

terminate this Agreement, effective two (2) days after giving the |

Contractor notice of termination;

8.2.2 give the Contractor a writien notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwisc accrue to the Contractor during the
period from the date of such notice until such time as the State
determines thal the Contractor has cured the Event of Default
shall never-be paid to the Contractor;

8.2.3 give the Contractor a wrilten notice specifying the Event of
Default and set off against any other obligations the State may
owe Lo the Contractor any damages the State suffers by reason of
"any Event of Default; and/or . -

8.2.4 give the Comtractor a wrilten notice specifying the Event of
Default, treat the Agreement as breached, terminate the
Agreement and pursue any of its remedies at law'or in equity, or
both, - '

8.3. No failure by the State to enforce any provisions hereof afier

any Event of Default shall be deemed a waiver of its rights with
regard to that Event of Default, or any subsequent Event of
Default. No express failure 10 enforce any Event of Default shall
be deemed a waiver of the right of the State 10 enforee each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reasen, in whole or
in part, by thirty (30) days written nolice to the. Conlractor that
the State is exercising ils option to terminate the Agreement.

9.2 In the event of an carly termination of this Agreement for
any reason other than -the completion of the Scrvices, the
Contractor shall, at the State’s discrction, deliver to the
Contracting Officer, not later than fificen (1 5) days afiec the date
of termination, & report (“Termination Repon”) describing in
detail all Services performed, and the contract price earned, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to those of any Final Report described in the atiached
EXHIBIT B. In addition, at the State's discretion, the Contractor
shall, within 15 days of notice of carly termination, develop and

submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, chans, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
representations, computer programs, compuler printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds provided for that purpose
under this Agrecment, shall Be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason.

10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires
prior writlen approval of the State. '

11. CONTRACTOR'S RELATION TO THE STATE. Inthe
performance of this Agreement the Contractor is in all respects
an independent contractor, and is neitlier an agent nor an
employec of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers” compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.
[2.1 The Contractor shall not assign, or otherwisc transfer any
interest in this Agreement without the prior written notice, which
shall be provided to the State at least fifteen (15) days priar to
the assignmenl, and a written consent of the State, For purposes
of this paragraph, a Change of Control shall constitute
assignment, “Change of Control" means (a) merger,
consalidation, or a transaction or seri¢s of relaied transactions in
which a third panty, together with its affiliales, becomes the
direct or indircct owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voling
power of the Contractor, or (b) the sale of all or substantially all
of the assels of the Contractor.

12.2 None of the Services, shall be subcontracied by the
Contractor without prior written notice and consent of the State.
The State is cntitled Lo copics of all subcontracts and assignment
agreements and shall not be bound by any provisions contained
in a subcontract or an assignment agreement to which it is not a

party.

13. INDEMNIFICATION. 'Unless otherwise exempled by law,
the Contractor shall indemnify and hold harmless the State, its
officers and employees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employees, which arise out of{apsvhich
may be claimed to arise out of) the acts or omis iodpof the
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph | 3. Nolwithstanding the faregoing, nothing herein
contained shall be deemed 10 constitute a waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termination of this Agreement.

14. INSURANCE.

14.1_ The Contractor shall, at its sole expense, obtain and
continuously maintain in force, and shall requirc any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against all claims
of bodily injury, death or property damage, in amounis of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and .

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 herein, in an amount not less than
80% of the whole replacement value of the property.

14.2 The policies described in subparagraph 14.1 herein shall be
- on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Depanment of [nsurance, and
issued by insurers licensed in the State of New Hampshire.

4.3 The Contractor shall fumish to the Contracting Officer
identified in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Conlractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days prior 10 the ‘expiration date of ecach
insurance policy.
rencwals thereof shall be attached and are incorparated herein.by
reference.

15. WORKERS’ COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifics
and warrants that the Contractor is in compliance wilh or exempt
from, the requirements of N.H. RSA chapter 281-A {“IVorkers’
Compensation"). '
15.2 To the extent the Contractor is subject to the requirements
of N.H. RSA chapier 281-A, Contractor shall maintain, and
require any subcontractor or assignee 1o secure and maintain,
payment of Workers™ Compensation in  connection with
activities which the person proposes 1o undertake pursuant 1o this
Agreemenl. The Contracior shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Warkers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are. incorporated herein by reference. The Stale
shall unot be responsible for payment of any Workers'
Compensation premiums or for any other claim or benefit for
Conltractor, or any subcontracior or employee of Contractor,
which might arise under applicable State of New Hampshire

Workers' Compensation laws in  connection with the .

performance of the Services under Lhis Agreement.

Page 4 of 4

The certificate(s) of insurance and any

16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by cenified mail, postage prepaid, in a United States
Post Office addressed 1o the parties at the addresses given in
blocks 1.2 and 1.4, herein,

17. AMENDMENT. This Agrecment may be amended, waived
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendmem,
waiver of discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstances pursuant to State law, rule or policy.

18. CHOICE OF LAW AND.FORUM, This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures (0 the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties 10 express their mutual intent, and no rule
of construction shall be applied against or in favor of any pany.
Any actions arising out of this Agreement shall be brought and

- maintained in New Hampshire Superior Court which shall have

exclusive jurisdiction thercof.

19. CONFLICTING TERMS, In the event of a conflict
between the terms of this P-37 form (as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The pariies hereto do not intend 1o
benefit any third parties and this Agreement shall not be
construed to confer any such benefit,

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained theresn
shall in no way be held to explain, madify, amplify or aid in the
interpretation, construction or meaning of the provisions of this
Agreement, .

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the aitached EXHIBIT A are incorporated
herein by reference. '

23. SEVERABILITY. Inthe event any of the provisions of this
Agréement are held by a cournt of competent jurisdiction 1o be
contrary 0 any stale or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be
execuled in a number of counterparts, each of which-shall be
deemed an original, constitutes the entire agreement and
undersianding between the partics, and supersedes all prior
agreements and understandings with respect 1o the subject malter

hereof.
G
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New Hampshire Department of Health and Human Services
At-Home COVID-19 Testing

EXHIBIT A

Revisions to Standard Agreement l;rovisions

1. ReQisions to Form P-37, GeneraI‘IProvisions

subparagraph 3.3 as follows:

3.3. The parties may extend the Agreement for up to two (2) additional years
from the Completion Date, contingent upon satisfactory. delivery of
services, available funding, agreement of the parties, and approval of the
Governor and Executive Council.

1.2. Paragraph 9, Terminations, is amended as follows:

1. - Paragraph 3, Effective Date/Completion of Services, is amended by adding

9.1 Notwnthstandlng paragraph 8, the State may, at its sole discretion, and with
written notice, terminate the Agreement for any reason, in whote or in part. In the
event of such termination, the Contractor shall immediately stop all work hereunder
and shall immediately cause any and all of its suppliers and subcontractors to
cease work. The State shall be liable for cost of all Services and Deliverables for
which Acceptance has been given by the State, provided through the date of

termination but will not be liable for any costs for

winding down the Contract

activities. The Contractor shall not be paid for any work performed or costs incurred
which reasonably could have been avoided.
Termination Procedure

9.2.1 Upon termination of the Contract, the State, in addition to any other
rights provided in the Contract, may require Contractor to deliver to the
State any property, including without limitation, any Software and Written
Deliverables, for such part of the Contract as has been terminated.
9.2.2 After receipt of a notice of termination, and except as otherwise
directed by the State, Contractor shall:

. 9.2

Stop work under the Contract on the date, and to the extent
spemf ied, in the notice;

Promptly, but in no event longer than ten (10) days.after

termination, terminate its orders and subcontracts related to the
work which has been terminated, and settle all outstanding

liabilities and all claims arising oul of such termination of orders .

and subcontracts, with the approval or ratification of the State to
the extent required, which approval or ratification shall be final
for the purpose of this Section;

Take such action as the State directs, or as necessary o
preserve and protect the property related to the Contract which
is in the possession of Contractor and in which the State has an
interest;

Take no action to intentionally erase or destroy any State Data,
this includes State Data held by the Contractor's subcontractors.

$8-2022-DPHS-18-ATHOM-01 Vault Madical Service, P.A. Contraclor Initials
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New Hampshire Department of Health and Human Services
At-Home COVID-19 Testing

EXHIBIT A

e. Transfer title o the State and deliver in the manner, at the times,
and to the extent directed by the State, any property which is
required to be furnished to the State and which has been
accepted or requested by the State,

f. Work with the State to develop a Services and Data Transition
Plan per the “Contract End-of-Life Transition” requirementin the

- Additional Requirements section of this contract.; and

g. Provide written Cenification to the State that Contractor has

surrendered to the State all said property.

8.2.3 This covenant in paragraph 9 shall survive the termination of this
Contract.

1.3. Paragraph 10, Data/Access/Confi dentlahtylPreservatlon is amended by addlng
the following subparagraphs as follows:

10.4 In performing its obligations under this Agreement, Contractor may gain

10.5

10.6

access to Confidential Information of the State. Caonfidential Information is
defined in the Department of Health and Human Services' Information
Security Requirements Exhibit.

Subject to applicable federal or State laws and regulations, Confidential
Information shall not include information which:

a. shall have otherwise become'publicly available other than as a
result of disclosure by the receiving Party in breach hereof;

b. was disclosed to the receiving Party on a non-confidential basis
from a source other than the disclosing Party, which the receiving
Party believes is not prohibited from disclosing such information as

_a result of an obligation in favor of the disclosing Party; or

c. is disclosed with the written consent of the disclosing Party’s
Privacy Officer or designee.

Contractor Confidential Information. Contractor shall clearly identify in
writing all information it claims to be confidential or proprietary upon
providing such information to the State that would not otherwise be
reasonably deemed confidential or proprietary. For the purposes of
complying with its legal obligations, thé State is under no obligation to
accept the Contractor's designation of material as confidential. Contractor

. acknowledges that the State is subject to State and federal laws governing

disclosure of information including, but not limited to, RSA Chapter 81-A.
In the event the State receives a request for the information identified by
Contractor as confidential or proprietary, the State shall notify Contractor
and specify the date the State will be releasing the requested information.

At the request of the State, Contractor shall cooperate and assist the State.

with the collection and review of Contractor’s information, at no additional
expense to the State. Any effort to prohibit or enjoin the release of the

585-2022-DPHS-18-ATHOM-01 Vaull Medical Service, P.A, Contractor Inllials
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New Hampshire Department of Health and Human Services
At-Home COVID-19 Testing
EXHIBIT A

information shall be Contractor's sole responsibility and at Contractor’'s

sole expense. If Contractor fails to obtain a court order enjoining the

disclosure, the State shall release the information on the date specified in
. the State's notice to Contractor, without any liability to the State.

10..7 ~This covenant in paragraph 10 shall survive the termination of this
Contract.

1.4. Paragraph 12, Assignment/Delegalion/Subcontracts, is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual conditions as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors, specifying the work to be performed
and how corrective action shall be managed if the subcontractor's
performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors pravided for under this Agreement and notify-
the State of any inadequate subcontractor performance. '

1.5. The following Provisions are added and made partof  Form P-37:

25. FORCE MAJEURE

25.1 Neither Contractor nor the State shall be responsible for delays or failures
in performance resulting from events beyond the control of such Party and
without fault or negligence of such Party. Such events shall include, but not
be limited to, acts of God, strikes, lock outs, riots, and acts of War,
epidemics, acts of Government, fire, power failures, nuclear accidents,
earthquakes, and unusually severe weather.

25.2

26. EXHIBITS/ATTACHMENTS
The Exhibits and Attachments referred to in and attached to the Contract are
incorporated by reference as if fully included in the text of the Contract.

27. NON-EXCLUSIVE CONTRACT
The State reserves the right, at its discretion, to retain other vendors to provide
any of the Services or Deliverables identified under this Agreement. Contractor
.shall make best efforts to coordinate work with all other State vendors performing
Services which relate to the work or Deliverables set forth in the Agreement. The
State intends to use, whenever possible, existing Software and hardware
contracts to acquire supporting Software and hardware.

28. GOVERNMENT APPROVALS
Contractor shall obtain all necessary and applicable regulatory or other

governmental approvals necessary to perform its obligations under the Contracl [ 10
§5-2022-DPHS-18-ATHOM-01 _ Vaull Madical Service, P.A. Conlraclor nitiats
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New Hampshire Department of Health and Human Services
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EXHIBITB

Scope of Services

1. Definitions:

11. “COVID-19 Test” or “Test” means a diagnostic antigen-based assay or
polymerase chain reaction-based (PCR) test intended for the qualitative
detection of nucleic acid from SARS-CoV-2, in oropharyngeal (throat) swab,
nasopharyngeal swab, anterior nasal swab, mid-turbinate nasal swab and/or
saliva specimens. Each Test shall be an approved laboratory developed test
(“‘LOT"). - Processing and analysis of each Test shall be limiled to Clinical
Laboratory Improvement Amendments of 1988 (CLIA), 42 U.S.C. §263a
cerlified high-complexity laboratories (each, a “Laboratory”).

1.2.  Forthe purposes of this agreement, all references to days shall mean calendar
days.

1.3. ‘Individual — Person receiving the COVID-19 test, as defined above, age 18 or
older or under age 18 with parent/guardian prior written approval. .

1.4. Laboratory — Location where the COVID-19 tests are mailed to, via the pre-paid
UPS envelope.

1.5. “State Data” means all Data created or in any way originating with the State,
and all Data that is the output of computer processing of or other electronic
manipulation of any Data that was created by or in any way originated with the
State, whether such Data or output is stored on the State's hardware, the
Contractor's hardware or exists in any system owned, maintained or otherwise
controlled by the State or by the Contractor.

2. Statement of Work .

21. The Contractor shall provide COVID-19 Tesl(s), at the direction of the
Department, in this agreement to the following | ocations, which include, but
are not limited to:

2.1.1. - Schooals.
2.1.2. Homeless shelters.
2.1.3. Municipalities. .
214 Federélly Qualified Health Centers.
2.1.5. Private anproﬁt Day Care Centers.
2.1.6. Regional Public Health Networks.
21.7. Private homes in the State of New Hampshire.
2.1.8.  Otherlocations, as approved by the Department.
22, The Confractor shall make an electronic application available for individuals @

§5-2022-DPHS-18-ATHOM-01 Vault Madical Servicas P.A. Contraclor Initials
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EXHIBIT B

or organizations to request COVID-19 tests, as described below. The
Department will approve all applications from Individuals and organizations
prior to distribution of the test kits to the requested location.

2.2.1. The Contractor shall distribute the COVID-19 specimen collection test |
kits to Individuals at locations designated by the State.

222 If specimen collection test kits are mailed to a private home, the
Individual is responsible for their proper storage, use, and return of the
COVID-19 test kits. .

2.2.3. Individuals shall be responsible to mail the COVID-19 test to the
laboratory via the pre-paid envelope as described in Section 2.3-and
2.4. If the COVID-19 test is conducted for an Individual under age 18,
the minor individual's parent/guardian-must provide written consent for '
the minor individual to receive the Test.

2.3. The Contractor shall provide the following self-managed'COVID-19 Test(s), as
requested by the Department, to individuals located in the places identified in
Seclion 2.1 above:

2.3.1. At-Home Saliva-Based PCR Tests, which are self-managed by the
Individual, which shall:

231.1. Provide the COVID-19 test via overnight delivery, which
shall include a specimen coliection instruction card.
provided by the Contractor.

2.3.1.2. Be returned by the Individual or designee using prepaid
overnight UPS shipping.

2.3.1.3. Require no minimum order from the Department.

2.3.1.4. Must be returned to and processed by a laboratory located
in the contiguous United States.

2.3.2. Bulk-delivered, Individual-Return Saliva-Based PCR Tests, which are
self-managed by the Individual, which shall:

2.3.2.1. Provide the COVID-19 Test via overnight delivery which
shall include a specimen collection snstructlon card
provided by the Contractor

2.3.2.2. Be returned by the Individual or designee using prepaid
overnight UPS shipping.

2.3.2.3. Require a 25 test kit order minimum from the Department.
2.3.2.4. Must be returned to and processed by a laboratory

‘located in the contiguous United States. o5
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2.3.3. Bulk-Delivered Bulk-Return Saliva-Based PCR Tests, which are self-
managed by the Individual, which shall:

2331, Provide the COVID-19 test via ovemight delivery, which
shall include a specimen collection instruction card
provided by the Contractor.

2332 Be returned by the Individual or designee to the bulk
collection point, which the Department shall send to the
Laboratory using prepaid overnight UPS shipping for
returning 25-50 test per collection bag.

2.3.3.3. Require a 25 test kit order minimum from the Department.

2.3.3.4. Must be returned to and processed by a
‘ laboratory located in the contiguous United
X States.
2.3.4. ' Bulk Delivery, Bulk-Return Anterior Nasal PCR Tests, when they
become available from the Laboratory, with specimen collection
overseen by the Department, which shall:

2.3.41. Be provided to schools or other New Hampshire locations,
upon reasonable request by the Depariment via overnight
delivery.

2.3.4.2. Have specimen collection instruction card shall be provided
by the Contractor when available.

2343 Be returned by the individual or designee to the bulk
collection point, which the Departiment shall send to the
Laboratory using prepaid bulk shipping for 25-50 samples
to be returned in one collection bag, overnight UPS
shipping. prepaid overnight UPS shipping.

2.34.4. Require a 25 Test kit order minimum from the Department.

2.3.4.5. Must be returned to and processed by a Iaboratory located
in the contiguous United States.

2.4. The Contractor shall provide the following supervised COVID-19 Tests, as
requested by the Department to the groups of Individuals located in the places
identified in Section 2.1 above: :

2.4.1.  At-Home Saliva-Based PCR Tests as superwsed by the Contractor,
which shall:

2.4.1.1.  Provide the COVID-19 Test via overnighl delivery.

C
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2.4.1.2. Haveinstructions 1o access a virtually supervised collection
via Zoom.

2.41.3. Be returned by using prepaid overnight UPS shipping.
2.4.1.4. Require no minimum order from the Department.

2.4.1.5. Must be retumed 'to and processed by a laboratory.
located in the contiguous United States.

2.4.2. At-Home Hybrid Saliva-Based PCR Tests, as supervised by the
Contractor, which shall:

2421, Provide the COVID-19 Test via overnight delivery, and
include instructions to access a virtually supervised
collection via Zoom.

2.4.2.2. Be retumed by the Individual or designee using prepaid
overnight UPS shipping.

2.4.23. Require a 25 test kit order minimum from the Department.

2.4.2.4. Must be returned to and processed by a laboratory
located in the contiguous United States.

2.5. Notwithstanding the foregoing, overnight shipping is dependent on the
"~ commercial availability of such service by UPS from the shipping location on
. the shipping date.

.2.6. The Contractor shall conduct all PCR tests within 48 hours or less from the time
of specimen arrival at the Laboratory to the time that patients may access or
be notified of the Test results, positive, negative, inconclusive or rejecled.

2.6.1. Individuals shall have the option to receive results either:

2.6.1.1. By electronic mail transmission, if Individual affirmatively
opts in to receive such transmissions during the testing
workflow on Contractor's website; or

2.6.1.2. Secure portal within the Contractor's website
2.6.1.3. Via telephone after identifying the Individual; or

' 2.6.2. Patients with positive results confirming the diagnosis of COVID-19
are informed within twenty-four (24) hours of the test result being
available from the laboratory.

2.7. The Contractor shall ensure all Test kits listed in Section 2.3 have a phone
number to call for further information regarding the testing process and how to .
access test results. The Contraclor shall ensure staff answering phone_calls
shall have reasonable access and upon an Individual's request by e zﬂ, to
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accessibility@valuthealth.com, to over-the-phone interpretation and video '
remote interpretation to assist callers who need spoken or signed language
interpretation or assistance for deaf and hard of hearing Individuals. The
Contraclor shall use reasonable efforts to facilitate at-home pick-up b UPS for
Individuals who request such service. In order to facilitate at-home pick-up by
UPA, the Contractor shall require the Department's UPS account number.

2.8.  The Contractor shall, in coordination with the Department and UPS, provide
UPS Pick-Up points across the State, at locations determined by the
Department, to ensure equitable drop-off locations are available.

2.9. The Contractor shall, provide the following services for supervised test kuts
listed in 2.3.1 and 2.3.2, which include but is not limited to:

2.9.1. Providing a website which individuals can access to enter in the
barcode that is defined on the COVID-19 Test kit.

292 Providing'ihstructions to join a 1:1 HIPAA compliant Zoom video
waiting room for supervision of specimen collection or applicable self-
collection instruction card.

2.9.3. Interacting via HIPAA compliant Zoom, where applicable, 10 greet the
Individual, verify his or her identity, validate the serial number of the
empty collection device, supervise the specimen collection, supervise -
sealing the test tube with the preservative cap and re-packing into the
pre-paid overnight clinic-pak to the Laboratory provided as part of the
Test Kit; )

2.9.4. A retum UPS envelope to send the specumen to the Laboratory for
_specimen processing and analysis.

2.10. When available from the Laboratory, the Coniractor shall, provide the following
services for the Bulk-Return Anterior Nasal PCR Tests, as described in 2.3.6,
which shall include, but are not limited to:

2.10.1. Providing the Department with deliveries of 25 or more Test kits, at
the Department's  request when available, each of which is useable
to complete a COVID-19 Test by an Individuall.

2.10.2. Assisting in collecting samples by greeting the Individual, verifying his
or her identity, validating the seriai number of the empty specimen
coliection device, supervising the specimen collection, supervising
sealing the test tube with the preservative cap and re-packing into the
pre-paid overnight clinic-pak to the Laboratory provided as part of the

Test kit; and
2.10.3. A return UPS envelope to send the specimen to the Laboratory for
specimen processing and analysis. bs
(v
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2.11. The Contractor shall ensure all tests results, both positive and negative, are
reported using a secure encrypted HIPAA compliant solution to the Division of
Public Health Services through the Electronic Laboratory Reporting (ELR)
system or ensure the laboratory used for processing specimens and conducting
testing reports both positive and negative results to the Division of Public Health
Services through the ELR system.

2.12. The Contractor must work with the Department and NH DolT to test system
security and to receive approval to connect to the ELR.

2.13. The Contractor shall ensure their connection to the ELR is running by January
1, 2022..

2.14. The Contractor or designated Laboratory shall report all positive cases of
COVID-19 with complete case information within twenty-four (24) hours after
the test result is available from the Laboratory by fax to (603) 271-0545 to the
Division of Public Health Services using the New Hampshire Confidential
COVID-19 Case Report Form available at:
hitps:/iwww.dhhs.nh.gov/dphs/cdcs/covid 19/covid 19-reporting-form. pdf.

2.15. The Contractor shall ensure the collection, handling, processing and testing of
specimens complies in all material respects with guidelines issued by the
Centers for Disease Control and Prevention (CDC), available at
https:/iwww.cdc.gov/coronavirus/2019-nCoV/lab/guidelines-clinical-
specimens.html and by the Laboratory used for processing specimens.

- 2.16. The Contractor shall provide a Medical Director to oversee test operations and
quality, including serving as the ordering provider for SARS-CoV-2 tests.

2.17. The Contractor shall ensure the Medical Director and ordering provider for each
COVID-19 test is a licensed medical provider in New Hampshire.

2.18. The Contractor shall submit, within ten (10} days of the Agreement Effective
Date, a detailed description of the communication access and language
assistance services to be provided to ensure meaningful access to programs

" and/or services to individuals with limited English proficiency; individuals who
are deaf or have hearing loss; individuals who are blind or have low vision; and
individuals who have speech challenges.

2.19. Online Dashboard:

2.19.1. The Contractor may utilize an online dashboard, as approved by
' the Department , fo obtain consent forms from parents/guardians
of children that are under 18 years old and from the Individual over
18 years old, 1o consent 10 the testing, provide notice of mandated
reporting, and to inform Individuals or THEIR parents/guardians of
their test resuit. All consent forms, whether hard-copy or elecirosic,
shall include, but are not limited to: @
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2.19.1.1. Authorization of who has access to the test results,
which includes parent(s)/guardian(s) name.

2.19.1.2. Where and how the testing records will be maintained.

2.19.1.3. Provide secure user access in a timely manner to any
online dashboard available for the retrieval of test
results to all authorized individuals.

2.19.1.4. State that the results of the COVID-19 test will be
shared with the Department:

2.20. Consent:

2.20.1. The Contractor shall ensure that the signed consent form from an
Individual age 18 or older and from a parent/quardian for
Individuals under age 18 has been received prior to the COVID-
19 test being processed by the Laboratory.

2.20.2. The Contractor shall maintain all documentation related to the
COVID-19 testing and test results, unless otherwise specified in
the consent form.

2.20.3. The Contractor shall maintain all documentation related to the
COVID-19 test results and electronic consent forms signed via
Contractor’s online portal, in addition to paper or POF consents. ©

2.20.4. The Contractor shall develop and use the consent processes -
approved by the Department to obtain consent from all persons
receiving a COVID-19 test.

2.20.5. The Contractor shall submit the consent form to the Department
for review prior to use and for each revision.

2.20.6. Individuals may elect not to participate in testing at any time.
Individuals who elect to participate in testing must receive clear
information on the following.

2.20.6.1. The type and name of the test they receive, and

2.20.6.2. How 1o understand what the results mean, actions to
be taken with negative or positive result including
isolation while waiting for PCR test results if
symptomatic), who will receive the results (NH DHHS),
and information about where to find further guidance
about management of COVID-19 such as the Centers
for Disease Control "and Prevention and New
Hampshire Depariment of Health and Human
Services. os

G
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3. Exhibits Incorporated

3.1.

3.2.

3.3.

The Contractor shall use and disclose Protected Health information in compliance
with the Standards for Privacy of Individually Identifiable Health Information
{Privacy Rule) (45 CFR Parts 160 and 164) under the Health Insurance Portability
and Accountability Act (HIPAA) of 1996, and in accordance with the attached
Exhibit |, Business Associate Agreement, which has been executed by the parties.

The Contractor shall manage all confidential data related to this Agreement in
accordance with the terms of Exhibit K, DHHS Information Security Requirements.

The Contractor shall comply with all Exhibits D through L, which are attached
hereto and incorporated by reference herein.

4.~ Reporting Requirements

4.1.

42.

The Contractor shall provide the Department with three (3) dashboard user
accounts, which shall provide de-identified data to the Department, which shall
include but is not limited to:

4.1.1. Number of tests issued by location point.
4.1.2. Number of positive, negative, inconclusive or rejected tests.
4.1.3. Positive rate by town and- county.

4.1.4. Number of test used by Individuals stratified by each individual type of
test administered.

The Contractor will make its Dashboard available to Department for the
reporting purposes set forth in this Agreement and grants to the Department
the non-exclusive, on-sub licensable right to access and internally use the
Dashboard for the reporting purposes set forth in this Agreement. The
Department wiil not make the Dashboard available to any person or entity other
than its authorized personnel (“Authorized Users"), and the Department shall
be responsible for the acts and omissions of its Authorized Users. The
Department will not, and will not permit or authorize  any Authorized Users or
third parties to: (2) reverse engineer, decompile, disassemble or otherwise
attempt to discover the source code, object code or underlying structure, ideas
or algorithms of the Dashboard; (b). modify, translate or create derivative works
based onthe Dashboard or any portion thereof; () copy, rent, lease, distribute,
pledge, assign or otherwise transfer or allow any lien, security interest or other
encumbrance on the Dashboard; {(d) hack, manipulate, interfere with or disrupt
the integrity or performance of or otherwise attempt to gain unauthorized
access to the Dashboard or related systems, hardware or networks or any
content or technology incorporated in any of the foregoing; (e) remove, obscure
or alter any proprietary notices or labels of Contractor, its suppliers or other
service providers on the Dashboard; or  (f) otherwise access or use the
Dashboard in a manner inconsistent with this Agreement or applicabl 'EP’S'
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rules or regulations.
5. Additional Terms
5.1. Impacts Resulting from Court Orders or Legislative Changes

5.1.1. The Contractor agrees that, to the extent future state or federal
legislation or courl orders may have an impact on the Services
‘described herein, the State has the right to modify Service priorities
and expenditure requirements under this Agreement so as to achieve
compliance therewith.

5.2. Credits and Copyright Ownership

521. Al documents notices, press releases, research reports and other
materials prepared during or resulting from the performance of the
services of the Agreement shall include thé following statement, “The
preparation -of this (report, document etc.) was financed under an
Contract with the State of New Hampshire, Department of Health and
Human Services, with funds provided in part by the State of New
Hampshire and/or such other funding sources as were available or
required, e.g., the United States Department of Health and Human -
Services."

5.2.2. All materials produced or purchased under the Agreement shall have
prior approval from the Department before printing, productnon
distribution or use, .

5.2.3. The Department shall retain copyright ownership for any and all
original materials produced, including, but not limited to:

5.2.3.1. Brochures.

5.2.3.2. Resource directories.
5.2.3.3. Protocols or guidelines.
5.2.3.4. Posters.

5235 Reports.

5.2.4. The Contractor shall not reproduce any materials produced under the
Agreement without prior written approval from the Department.

5.3.Contract End-of-Life Transition Services

5.3.1. If applicable, upon termination or expiration of the Contract the Parties
agree to cooperate in good faith to effectuate a smooth secure transition of
the Services from the Contractor to the Department and, if applicable, the
Vendor engaged by the Department to assume the Services previously
performed by the Contractor for this section the new vendor shall be @;ﬂm
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as “Recipient” . Contract end of life services shall be provided at no
additional cost. ' :

Ninety (90) days prior to the end-of the contract or unless otherwise specified by
the Department, the Contractor shall begin working with the Department
énd if applicable, the new Recipient to develop a Data Transition Plan
(DTP). The Department shall provide the DTP template to the Contractor.
Notwithstanding the foregoing, Contractor shall not share any protecte
health information. with the Recipient. :

5.3.2. The Contractor shall use reasonable efforts 1o assist the Recipient, in
* connection with the transition from the performance of Services by the
Contractor and its Affiliates to the performance of such Services. This may -
include assistance with the secure transfer of records (electronic and hard
copy), transition of historical data except protected health. information
(electronic and hard copy), the transition of any such Service from the
hardware, software, network and telecommunications equipment and
internet-related information technology infrastructure (“Internal IT Systems")
of Contractor to the Intemal.IT Systems of the Recipient and cooperation
with and assistance to any third-party consultants engaged by Recipient in
connection with the Transition Services.

5.3.3. If a system, database, hardware, software, and/or software licenses (Tools)
was purchased or created to manage, track, and/or store State Data in
relationship to this contract said Tools will be inventoried and returned to
the Department, along with the inventory document, once transition of State

. Datais complete. o

5.3.4. The internal planning of the Transition Services by the Contractor and its
Affiliates shall be provided to the Department and, if applicable, the
Recipient, i n a timely manner. Any such Transition Services shall be
deemed to be Services for purposes of this Contract.

5.3.5. Should the data Transition extend beyond the end of the Contract, the
Contractor and its affiliates agree Contract Information Security
Requirements, and if applicable, the Department’'s Business Associates
Agreement terms and conditions remain in effect until the Data Transition is
accepled as complete by the Department.

5.3.6. In the event where the contractor has comingled Department Data and the
destruction or Transition of said data is not feasible, the Department and
Contractor will jointly evaluate regulatory and professional standards for
retention requirements prior to destruction. Notwithstanding the foregoing,
Contractor shall not destroy protected health information.

5.3.7. Completion of Services os

[
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5.3.7.1.Each service or Transition phase shall be deemed completed (and the
Transition process finalized) at the end of 15 business days after the
product, resulting from the Service, is delivered to the Depariment
and/or the Recipient in accordance with the mutually agreed upon
Transition plan, unless within said 15 business day term the.
Contractor notifies the Department of an issue requiring additional
time 1o complete said product. '

5.3.7.2.0nce all parties agree the data has been migrated the Contractor will
have 30 days to destroy the data per the terms and conditions of the
Department's Information Security Requirements Exhibit, including

, certificate of data destruction.
5.3.8. Disagreement over Transition Services Results
5.3.8.1. In the event the Department is not reasonably satisfied with the

results of the Transition Service, the Department shall notify.the
Contractor, by email, stating the reason for the lack of satisfaction
within 15 business days of the final product or at any time during the
data Transition process. The Parties shall discuss the actions to be
taken to resolve the disagreement or issue. If an agreement is not
reached, at any time the Department shall be entitled to initiate
actions in accordance with this contract.

5.4.Reference and Background Checks

5.4.1. The Contractor shall conduct criminal background checks, at its
own expense, and not utilize any staff, including Subcontractors, to
fulfill the obligations of the Contract who have been convicted of any
crime of dishonesty, including but not limited to criminal fraud, or
otherwise convicted of any felony or misdemeanor offense for which
incarceration for up to 1 year is an authorized penalty. The Contractor
shall promote and maintain an awareness of the importance of
securing the State's information among the Contractor's employees
and agents. Contractor workforce shall not be permitied to handle, -
access, view, store or discuss NH OHHS Confidential Data until an
attestation is received by the Contractor that all Contractor workforce
associated with fulfilling the obligations of this Contract are, based on
NH DHHS provided criteria herein and their job responsibility
requirements, eligible to participate in work associated with this
Contract. Contractor agrees it will initiate a criminal background
check re- investigation of all workforce assigned to this Contract
every five years. The five year period will be based on the date of the
last Criminal Background Check conducted by the Contractor or its
Agent. 0s

| 0
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5.4.2. The Stale may, at its sole expense, conduct reference and

background screening of the Contractor Project Manager and the
Contractor Key Project Siaff. The State shall maintain the
Confidentiality of background screening resuits.

5.5. Website and Social Media :
5.5.1. Contractor agrees that if performance of services on behalf of the

Department involve using social media or a website to solicit
information of individuals, or Confidential data, the Vendor shall
work with the Department's Communications Bureau to ensure that
any website designed, created, or managed on behalf of the
Department meets all of the Department's and NH Department of
Information Technology's website and social media requirements and
policies. '

5.5.2. Contractor agrees protected health information (PHI), personal

6. Records

information (PI), or other confidential information-solicited either by
social media or the website maintained, stored or captured shall not
be further disclosed uniess expressly provided in the cantract. The
solicitation or disclosure of PHI, P, or other confidential information
shall be subject to the Information Security Requirements Exhibit, the
Business Associate  Agreement (Exhibit |} and all applicable state
rules and state and federal law. Unless specifically required by the
contract and unless clear notice is provided to users of the website or
sociat media, the Contractor agrees that site visitation will not be
tracked, disclosed or used for website or social media analytics or
markeling. - ' : '

6.4. The Contractor shall keep records that include, but are not limited to:

6.4.1.

6.4.2.

Books, records, documents and other electronic or physical data

evidencing and reflecting all costs and other expenses incurred by the
Contractor in the performance of the Contract, and all income received
or collected by the Contractor.

All records must be maintained in accordance with accounting
procedures and practices, which sufficiently and properly reflect all such
costs and expenses, and which are acceptable to the Department, and
to include, without limitation, all ledgers, books, records, and original
evidence of costs such as purchase requisitions and orders, vouchers,
requisitions for materials, inventories, valuations of in-kind contributions,
labor time cards, payrolls, and other records requested or required by
the Department. '

6.4.3. Medical records on each patient/recipient of services. l 1y
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6.5. During the term of this Agreement and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and
any of their designated representatives shall have access to all reports and
records maintained pursuant to the Agreement for purposes of audit,
examination, excerpts and transcripts. Upon the purchase by the Depariment

" of the maximum number of units provided for in the Agreement and upon
payment of the price limitation hereunder, the Agreément and all the obligations
of the parties hereunder {except such obligations as, by the terms of the
Agreement are to be performed after the end of the term of this Agreement
and/or survive the termination of the Agreement} shall terminate, provided
however, that if, upon review of the Final Expenditure Report the Department
shall disallow any expenses claimed by the Contractor as costs hereunder the
Department shall retain the right, at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

C
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C-1.2

Payment Terms

For the purposes of this Agreement;

1.1. The Department has identified the Contractor as a Subrecipient in

accordance with 2 CFR 200.331.

1.2. The Department has identified this Agreement as NON-R&D, in
accordance with 2 CFR §200.332.

The Department shall pay the following rates per test:

Test Type

Cost

At-Home Saliva-Based PCR Tests
(remote  supervision of sample
collection from Individuals with .Test
Kits shipped directly to Individuals
and returned by Individuals to the
Laboratory)

$90/ per test

At-Home Hybrid Saliva-Based PCR
Tests (remote supervision of sample
coltection from Individuals with bulk
shipping of Test Kits to Business
Locations and returned by Individuals
to the Laboratory)

$77/ per test

At-Home Saliva-Based PCR Tests
(does not include remote supervision
of sample collection from Individuals
with Test Kits shipped directly to
Individuals and returned by
Individuals to the Laboratory})

$80/ per test

Individual-Return Saliva-Based PCR
Tests (does not include remote
supervision of sample collection from
Individuals with bulk shipping of Test
Kits to Business Locations and
returned by Individuals to the
Laboratory)

$67/ per test

Bulk-Return Saliva-Based PCR Tests
(does not include remote supervision
of sample ¢ollection from Individuals

and Test Kits are shipped in bulk to

$49/ per test

-~
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Business Location(s) and returned to
Laboratory in bulk)

Anterior Nasal PCR Tests (does not | $49/ per test
include remote supervision of sample :
collection from Individuals and Test
Kits are shipped in bulk to Business
Location(s) and returned to Laboratory in
bulk)

Dashboard Account First three (3) accounts are free;
each additional account is $250

3. Inthe event Department requires UPS express critical services for expedited shipping
needs or UPS pickup of specimen callection is utilized, Depariment shall be billed
separately by the Contractor for such shipping costs at-rates as audited by United
Parcel Service {UPS). Supervision and other related costs that are not included in the
rates outlined in Section 2 above shall be invoiced separately at the rates agreed to
by Contractor and the Department.

4. The Contractor shall submit an invoice in a form satisfactory to the Department
by the fifteenth (15th) working day of the following month, which identifies and
requests reimbursement for authorized expenses mcurred in the pnor month,
as follows:

4.1.0ne (1) invoice for COVID-19 test(s) that result in the Contractorldentufymg
the individual utilizing the test as Federal Emergency Management Agency
(FEMA) eligbale, per the screening questions .on the Contractors
registration page, as outlined in Exhibit B — Scope of Services Section 2.19.
The Contractor shall only invoice the Department for the above rates once
the COVID-19 test is utilized and mailed back to the Contractor using the
pre-paid enveleope.

4.2.0ne (1) invoice for COVID-19 tests that are not FEMA eligible, per the
screening questions on the Contractors registration page as outlined in
Exhibit B- Scope of Services Section 2.19. The Contractor shall only
invoice the Department for the above rates once the Covid-19 test is
utilized and mailed back to the Contractor using the pre-paid envelop.

5. The Contractor shall ensure the invoice is completed, dated and returned to
the Department in order to initiate payment.

6. Inlieu of hard copies, all invoices may be assigned an electronic signature and
emailed to Beth.E.Kelly@dhhs.nh.gov, or invoices may be mailed to:

Financial Manager :
Department of Health and Human Services.
129 Pleasant Street
Concord, NH 03301

1x]
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7. The Department shall make payment to the Contractor within thirty (30) days
of receipt of each invoice, subsequent to approval of the submitted invoice and
if sufficient funds are available, subject to Paragraph 4 of the General
Provisions Form Number P-37 of this Agreement.

8. The final invoice shall-be due to the Department no later than forty (40) days
after the contract completion date specified in Form P-37, General Provisions
Block 1.7 Completion Date. '

9. The Contractor must provide the services in Exhibit B, Scope of Services, in
' compliance with funding requirements.

10. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services.

11. Notwithstanding anything to the contrary herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in part, in the event
of non-compliance with any Federal or State law, rule or regulation applicable
to the services provided, or if the said services or products have not been
satisfactorily completed in accordance with the terms and conditions of this
agreement. )

12. Notwithstanding Paragraph 17 of the General Provisions Form P-37, changes
limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years and budget.class lines through the
Budget Office may be made by wiritten agreement of both parties, without
obtaining approval of the Governor and Executive Council, if needed and
justified. ' ~

13. Audits

13.1. The Contractor 'must email an annual  audit to
melissa.s.morin@dhhs.nh.gov if any of the following conditions exist:

13.1.1. Condition A - The Contractor expended $750,000 or more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently completed fiscal year.

13.1.2. Condition B - The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, 1ll-b, pertaining to charitable
organizations receiving support of $1,000,000 or more.

13.1.3. Condition C - The Contractor is a public company and required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit.

13.2. If Condition A exists, the Contractor shall submit an annual single audit
performed by an independent Certified Public Accountant (CPA) to the
Department within 120 days after the close of the Contractor’s fiscgl
year, conducted in accordance with the requirements of 2 CFR@

5§5-2022-DPHS-18-ATHOM-01 Vault Medical Service, P.A. Contractor Initials
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200, Subpart F of the Uniform Administrative Requirements, Cost
Principles, and Audit Requirements for Federal awards.

13.3. If Condition B or Condition C exists, the Contractor shall submit an
annual financial audit performed by an independent CPA within 120
days after the close of the Contractor's fiscal year.

13.4. Any Contractor that receives an amount equal to or greater than
$250,000 from the Department during a single fiscal year, regardless
of the funding source, may be required, at a minimum, to submit annual
financial audits performed by an independent CPA if the Department’s
risk assessment determination indicates the Contractor is high-risk. -

13.5. In addition to, and not in any way in limitation of obligations of the
Contract, it is understood and agreed by the Contractor that the
Contractor shall be held liable for any state or federal audit exceptions
and shall return to the Department all payments made under the
Contract to which exception has been taken, or which have been
disallowed because of such an exception.

C
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CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle ©; 41
U.S.C. 701 et seq.}, and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the Genera! Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.5.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part |1 of the May 25, 1990 Federal Register {pages
21681-21691), and require cenification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630{c) of the
regulation provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a Stale
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each grant during the federal fiscal year covered by the certification. The certificate set out below isa
material representation of fact upon which refiance is placed when the agency awards the grant. False
certification or violation of the certification shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Conlraclors using this form should
send it to: )

Commissioner

NH Cepartment of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by:

* 1.1, Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing. possession or use of a controlled substance is prohibited in the grantee’s
workplace and specifying the actions that will be taken against employees for violation of such
prohibition; '

1.2. Establishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee's policy of maintalning a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1,2.4, The penalties thal may be imposed upon employees for drug abuse viclations
occurring in the workplace;

1.3. Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the slatement required by paragraph (a);

1.4. Nolifying the employee in the statement required by paragraph (a) thal, as a condition of
employment under the grant, the employee will
1.4.1. Abide by the terms of the slaterment; and
1.4.2. Notify the employer in writing of his or her conviclion for a violation of a criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in wriling, within ten calendar days after receiving notice under
‘subparagraph 1.4.2 from an employee or otherwise receiving actual notice of such conviction,
Employers of convicted employees must provide notice, including ‘posilion title, to every grant
officer an whose grant activity the convicted employee was working, unless the Federag,agency

Exhibll D = Cerfification regarding Drug Free vendor Initials
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has designated a central point for the receipt of such notices. Notice shall include the
identificalion number(s) of each affected grant;
1.6. Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is 50 convicted
1.6.1. Taking appropriate personnel action against such an employee, up to and including
tarmination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
réhabilitation program approved for such purposes by a Federal, State,.or local health,
law enforcement, or other appropriate agency,
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The gfantee may insert in the space provided below the site(s) for the performance of work done in
connection with the specific grant.

Place of Performance (street address, cily, county, state, zip code) (list each location)
Check O if there are workplaces on file that are not idenlified here.

Vendor Name:

Doculligned by
11/18/2021
Date Name: Mder Pastuszak
Title:

chief Clinical officer

C
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CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Seclion 319 of Public Law 101-121, Government wide Guidance for New Reslrictions on Lobbying, and
31 U.S.C. 1352, and further agrees to have the Contractor's representative, as identifiad in Sections 1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title (V-A
*Child Support Enforcement Program under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicaid Program under Title XIX

*Community Services Block Grant under Title VI

*Child Care Development Block Grant under Title IV

The undersigned certifies, to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
of Congress, an officer or employee of Congress, or an empiloyee of a Member of Congféss in
connection wilth the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, loan, or cooperative agreement {and by specific mention
sub-grantee or sub-contractor).

2. M any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing ar attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, {Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3. The undersigned shall require thal the language of this certification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperative agreements) and that all sub-recipients shall certify and disclose accordingly.

This certification is a material representation of fact upon which reliance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisile for making or entering into this
transaclion imposed by Section 1352, Title 31, U.S. Code. Any person who fails to file the required
certification shall be subject to a civil penally of nol less than $10,000 and not more than $100,000 for
each such failure.

Vendor Name:

DocuSigned by:

11/18/2021
Date

a der Pastuszak

Tille:  pief clinical officer

C:
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONS|BILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the pravisions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and further agrees lo have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification:

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal (contract), the prospective primary participant is providing the
certification set out below.

2. The inability of a person to provide the certification required below will not necessarily resuit in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanation of why it cannot provide the certification. The certification or explanation will be
considered.in connection with the NH Department of Health and Human Services' {DHHS)
determination whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an explanation shall disqualify such person from participation in
this transaction. :

3. The centification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If itis later determined that the prospective
primary participant knowingly rendered an erroneous cerlification, in addition to other remedies
available to the Federal Government, DHHS may terminate Ihis transaction for cause or defaull.

4. The prospective primary participant shall provide immediate written notice to the DHHS agency lo
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
that its certification was erroneous when submitted or has become errongous by reason of changed
circumstances. ' :

5. The terms ‘covered transaclion,” "debarred,” “suspended,” “ineligible,” "lower lier covered
transaction,” “participant,” “person,” *primary covered transaction,” “principal,” *proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set oul in the Definilions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions.

- 6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submilting this proposal that it will include the
clause litled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

8. A participant in a covered transaction may rely upon a certification of a prospective participant in a
lower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is errongous. A participant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be constiued to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F - Centificalion Regérding Debarment, Suspension Contractor Initiats
And Other Responsibility Matiers 11/18/2021
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information of & participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings,

10. Except for transactions authorized under paragraph 6 of these instructions, if a parlicipantin a
covered transaction knowingly enters into a lower lier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition lo other remedies available to the Federal government, DHHS may termmate this transaction
for cause or default

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
principals;

11.1. ara not presently debarred, suspended, proposed for, debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
cennection with obtaining, attempting to obtain, or performing a public (Federal, State or locat)
transaction or a contract under a public transaction; viclation of Federal or State antitrust
statutes or commission of embezzlement, thefi, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property;

14.3. are not presently indicted for otherwise criminally or civilly charged by a govemmental entity
(Federal, State or.local) with commission of any of the offenses enumerated in paragraph (I)(b)
of this ¢ertification; and

11.4. have not within a three-year period preceding this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospeclive primary participant is unable to certify to any of the statements in this
certification, such prospective participant shalt attach an explanation to this proposal (contract).

LOWER TIER COVERED TRANSACTIONS
13, By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Part 76, certifies to the besl of its knowledge and belief that it and its principals:
13.1. are not presentlly debarred, suspended, proposed for dabarment, declared ineligible, or
voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tier participant is unable fo certify to any of the above, such
prospective participant shall attach an explanation to this proposal (contract},

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
include this clause.entitled “Certification Regarding Debarment, Suspension, Ineligibility, and

Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transaclions and in all solicitations for lower tier covered transactlions.

Contractor Name:

: . OoeuSlnM.dhy‘.
11/18/2021 G%Em
Date anme. der Pastuszak

Title:

Chief Clinical officer

C
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CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO -
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor’s
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following
certification:

Contractor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justice Delinquency Prevention Act of 2002 (42 U.5.C. Section 5672(b}} which adopts by
reference, the civil rights obligations of the Safe Streets Act. Recipients of federal funding under this
statute are prohibited from discriminating, either in employment praclices or in the delivery of services or
benefils, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements; i

- the Civil Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or aclivity);

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
assistance from discriminating on the basis of disability, in regard to employment and the detivery of
services or benefils, in any program or activity;

- the Americans with Disabilities Act of 1890 (42 U.S.C. Sections 12131-34), which prohibils
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
govermnment services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-88), which pl‘OhtbllS
discrimination on the basis of sex in federally assisted education programs;

" -the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or aclivities receiving Federal financial assistance. It does not include
employment discrimination; °

-28 C.F.R. pt. 31 {U.S. Depariment of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination, Equal Employment Opportunity, Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making -
criteria for partnerships with faith-based and neighborhood organizatiens;

-28 C.F.R. pt. 38 {U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Autharization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for -
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in conneclion with federal granls and contracts.

The certificate sel out below is a material representation of fact upon which reliance is placed when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment.
o Ds
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after-a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Depariment of Health and Human Services Office of the Cmbudsman. -

The Contractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the Generat Provisions, to execute the following
certification:

i. By signing and submitting this proposal (contract) the Contractor agrees 1o comply with the provisions
indicated above.

Contractor Name:

Doculigned by:

11/18/2021
Date

Name: xander Pastuszak

Title:  chief Clinical officer

' os
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CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directty of through State or local governments, by Federal grant, contracl, loan, or loan guarantee. The

. law does not apply to children’s services provided in private residences, facilities funded sclely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcahol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penaity of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsibie entity.

The Contraclor identified in Section 1.3 of the General Provisions agrees, by signature of the Cantractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following
certification:

1. By signing and submitting this contract, the Contractor agrees to make reasonable efforts to comply o
" with all applicable provisions of Public Law 103-227, Part C, known as the Pro-Chitdren Act of 1994.

'Contractdr Name:

Doculipned by:
11/18/2021
Date . ~ Name: ATéxander Pastuszak
Title:

chief Clinical officer

C
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HEALTH INSURANCE PORTABILITY AND ACCOUNTABILITY ACT
BUSINESS ASSOCIA GREE :

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access to protected health information under this Agreement and “Covered
Entity” shall mean the State of New Hampshire, Department of Health and Human Services.

(1) - Definitions.
a. “Breach” shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

b. “Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. “Covered Entity" has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regulations. ‘

d. “Designated Record Set” shall have the same meaning as the term “designated record set’
in 45 CFR Section 164.501.

e. “Data Aggregation” shall have the same meaning as the term “data aggregation” in 45 CFR
Seclion 164.501.

f. “Health Care Operations” shall have the same meaning as the term “health care operations”
in 45 CFR Section 164.501. :

g. ‘HITECH Act” means the Health Information Technalogy for Economic and Clinical Health
Act, TitteXlll, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. '

h. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Security of Individually Identifiable Health
" Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual” shall have the same meaning as the term “individual” in 45 CFR Section 160.103
and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States
Department of Health and Human Services.

k. “Protected Heaith Information” shall have the same meaning as the term “protected health
information” in 45 CFR Section 160.103, limited to the information created or receivaty
ap

Business Associate from or on behalf of Covered Entity.
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I. “Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103.

m. “Secretary” shall mean the Secretary of the Department of Health and Human Services or
his/her designee.

n. “Security Rule” shall mean the Security Standards for the Proteclion of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto,

0. “Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developing organization that i |s accredited by the American National Standards
Institute.

p. Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C F, R Parts 160, 162 and 164, as amended from time to time, and the
HITECH
Act,

(2) Business Associate Use and Disclosure of Protected Health Information.

a. Business Associate shall not use, disclose, maintain or transmit Prolected Health
Information (PH1) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

b. Business Associate may use or disclose PHI:
. For the proper management and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered
Entity.

c. To the extent Business Associate is permitted under the Agreement to disclose PHI to a
third party, Business Associate must obtain, prior to making any such disclosure, (i}
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained"
knowledge of such breach.

d. The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by law, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the dlsclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Busf Hss

Y2014 Exhibit 1 Contractor Inillals
Heallh Insurance Porlability Act
Business Associate Agreemenl 11/18/2021
Page 20l 6 Date



DocuSign Envelope ID: 81926ADC-DABB-4419-BADE-86FE188B46A7

DocuSign Envelope ID: 82470894-0B90-42E7-903E-FF2448AFFEEQ

New Hampshire Department of Health and Human Services

Exhibit |

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies,

e. If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

(3) Obligations and Activities of Business Associaie.

a. The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured

~ protected health information andfor any security incident that may have an impact on the
protecied health information of the Covered Entity.

- b The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situations. The risk assessment shall include, but not be
limited to:

o The nature and extent of the protected health information involved, mcludmg the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protecied health information or to whom the
disclosure was made;

o Whether the protected health information was actually acquired or viewed

o The extent to which the risk to the protected health information has been
mitigated.

The Business Associate shall complete the risk assessment within 48 hours of the
. breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

c. The Business Associate shall comply with all sections of the anacy‘ Security, and
Breach Notification Rule.

d Business Associate shall make availabte all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received-by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and
Security Rule.

e Business Assaciate shall require all of its business associates that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI as provided under Section 3 (). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business agsggiate
agreements with Contractor's intended business associates, who will be receivifgﬁHl
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pursuant lo this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreemenl for the purpose of use and disclosure of
protected health information.

f. Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate's compliance with the terms of the Agreement.

g. Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

h, Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PH| or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526.

i, Business Associate shall document such disclosures of PHI and.information related to
such disclosures as would be required for Covered Entity to respond to a request by an
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

i Within ten (10) business days of receiving a written request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Entity may require to fulfill its obligations
1o provide an accounting of disclosures with respect to PHI in accordance with 45 CFR
Section 164,528.

k. In the event any individual requests access to, amendment of, or accounting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual's request as required by such law and notify
Covered Entity of such response as soon as practicable.

I Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity,-all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed to in
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to th 3
purposes that make the return or destruction infeasible, for so long as Busines;‘ il
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or ait PHI, the Business Associate shall certify to
Covered Entity that the PHI has been destroyed.

(4)  Obligations of Covered Entity

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in its
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate’s
use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508,

“C. Covered enlity shall promptly notify Business Associate of any restrlctlons on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
to the extent that such restriction may affect Business Associate’s use or disclosure of
PHI.

{5} Termination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

(6) Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

b. Amendment. Covered Entity and Business Associale agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

C. Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Entity.

d Interpretation. The parties agree that any ambiguity in the Agreement shall be ¢ ed
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. p
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e, Seareqation. If any term or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; to this end the
terms and conditions of this Exhibit | are declared severable.

. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the
standard terms and conditions {P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOF, the parties hereto have duly executed this Exhibit |.

Department of Health and Human Services vault Medical Services, PA
tate o sasphibe Contractor

?dnh;. M. -TI“LT
Signature of Authorized Representative  Signature of Authorized Representative
pPatricia M. Tilley Alexander Pastuszak
Name of Authorized Representative Name of Authorized Representative
Director

chief Clinical officer

Titie of Authorized Representative Title of Authorized Representative
11/18/2021 11/18/2021
Date _ Date

C
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENCY
ACT (FFATA) COMPLIANCE )

The Federal Funding Accountability and Transparency Act (FFATA) requires prime awardees of individual
Federal grants equal to or greater than $25,000 and awarded on or after October 1, 2010, to report on
_data related to executive compensation and associated first-tier sub-grants of $25,000 or more. If the
initial award is below $25,000 but subsequent grant modifications result in a total award equal lo or over
$25,000, the award is subject to the FFATA reporling requirements, as of the date of the award.
In accordance with 2 CFR Part 170 (Reporting Subaward and Executive Compensation (nformation), the
Department of Health and Human Services (DHHS) must report the following information for any
subaward or contract award subject to the FFATA reporting requirements. '
Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source
Award title descriptive of the purpose of the funding action
Location of the entity
Principle place of perfoermance
Unigue identifier of the entity {DUNS #)
0. Tota!l compensation and names of the top five executives if;
10.1. More than B0% of annual gross revenues are from the Federal government and those
revenues are greater than $25M annually and
10.2. Compensation information is not already available through reporting to the SEC.

S2OENOO DL WN S

Prime grant recipients must submit FFATA required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Pan 170 (Reporting Subaward and Executive Compensation Information), and further agrees
to have the Contractor's representative, as identified in Seclions 1.11 and 1.12 of the General Provisions
execute the following Certification:

The below named Contractor agrees to provide needed information as outlined above to the NH
Department of Health and Human Services ‘and to comply with all applicable provisions of the Federal
Financial Accountability and Transparency Act.

Contractor Name:

Doculigned by: )
11/18/2021 l ZF—
Date ' . 8r Pastuszak

Name;
Tl chief clinical officer
C
Exhiblt J = Certification Regarding the Federal Funding Contractor Inltiaks
Accountability And Transparency Act (FFATA)} Compliance 11/18/2021
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FORM A

As the Contractor identified in Section 1.3 of the General Provisions, | certify that the responses to the
below listed questions are true and accurate,

. 086982412
1. The DUNS number for your entity is:

2. Inyour business or organization's preceding completed fiscal year, did your business of organization
receive (1} 80 percent or more of your annual gross revenue in U.S. federal contracts, subconltracts,
loans, grants, sub-grants, andfor cooperalive agreements; and (2) $25,000,000 or more in annual
gross revenues from U.S, federal contracts, subcontracts, loans, grants, subgrants, and/or
cooperative agreements?

X __NO ' YES
If the answer to #2 above is NO, stop here
~ If the answer to #2 above is YES, please answer the following:

3. Does the public have access to information about the compensation of the executives in your
business or grganization through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C.78m{a). 780(d)) or section 6104 of the Internal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following:

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows: :

Name: Amount;

Name: Amount:
Name: Amount;
Name: Amount:
Name; _ ] Amount:
C
Exhibit J - Certification Regarding the Federal Funding Contractor Initials ——
Accounlability And Transparency Act (FFATA) Compliance 11/18/2021
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A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. *Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access, or any similar term referring to
situations where persons other than authorized users and for an other than authorized
purpose have access or potential access to personally identifiable information,
whether physical or electronic. With regard to Protected Health Information, Breach”
shall have the same meaning as the term “Breach” in section
164.402 of Title 45, Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce.

3. *Confidential Information™ or "Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and persona! information including without limitation, Substance
Abuse Treatment Records, Case Records Proteclted Health Information and
Personally |dentifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracted services
- of which collection, disclosure, protection, and disposition is governed by state or
federal law or regulation. This information includes, but is not limited to Protected
Health Information (PHI), Personal Information (Pl), Personal Financial Information
(PFI), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card
Industry (PCY), and or other sensitive and confidential information.

4. “End User" means any person or enlity (e.g., contractor, contractor's employee,
business associate, subcontractor, other downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. “HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) 1o gain unauthorized access to a
system or its data, unwanted disruption or denial of service, the unauthorized use ofa
system for the processing or storage of data; and changes to system hardware,
firmware, or software characterislics without the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, loss

or misplacement of hardcopy documents, and misrouting of physical or electronic
D3

T
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mail, all of which may have the potential to put the data at risk of unautharized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information Technology
or delegate as a protected network {(designed, tested, and approved, by means of the
State, to transmit) will be considered an open network and not adequately secure for
the transmission of unericrypted PI, PFI, PHI or confidential DHHS data.

8. “Personal Information” (or *P1") means information which can be used to distinguish or
trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, efc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, etc. ‘

8. “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services.

10. “Protected Health Information™ (or 'PHI”} has the same meaning as provided in the
definition of “Protected Health Information™ in the HIPAA Privacy Rute at 45 C.F.R. §
160.103..

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health Information” means Protected Health Information that is
not secured by a technology standard that renders Protected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is developed
or endorsed by a standards developing organization that is accredited by the American
National Standards Institute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a violation
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V5. Last update 10/09/18 Exhiblt K  Conlractos Initials
DHHS Inf [
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request for disclosure on the basis that it is required by law, in response 1o a subpoena,
etc., without first notifying DHHS so that DHHS has an opportunity to consent or object
1o the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional
restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End
User must only be used pursuant to the terms of this Contract.

5. The Contractor agrees DHHS Data obtained under this Contract may not be used for
any other purposes that are not indicated in this Contract. '

6. The Contractor.agrees to grant access to the data to the authorized reépresentatives of
. DHHS for the purpose of inspecting to confirm compliance with the terms of this
Confract.

II. METHODS OF SECURE TRANSMISSION OF DATA

1. Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Caontractor attests the applications have been evaluated
by an expert knowledgeable in cyber security and that said application’s encryption
capabilities ensure secure transmission via the internet.

2. Computer Disks and Portable Storage Devices. End User may not use computer disks or
portable storage devices, such as a thumb drive, as a method of transmitting DHHS data.

3. Encrypted Email. End User may only employ email to transmit Confidential Data if email
is encrypled and being sent to and being received by email addresses of persons
authorized to receive such information.

4. Encrypted Web Site. If End User is employing the Web to transmit Confidential Data, the
secure socket layers (SSL) must be used and the web site must be secure. SSL encrypls
data transmitted via a Wéb site.

5. File Hosting Services, also known as File Sharing Sites. End User may not use file hosting
services, such as Dropbox or Google Cloud Storage, to transmit Confidential Data.

6. Ground Mai! Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sent to a named individual.

7. Laptops and PDA. If End User is employing portable devices to transmit Confidential Data
said devices must be encrypted and password-protected.

8. Open Wireless Networks.

o3
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. Contractor may not transmit Confidential Data via an open wireless network, unless
employing a secure method of transmission or remote access, which complies with the
terms and conditions of this Information Security Requirements Exhibit, such as a virtual
private network (VPN).

9, Remote User Communication. If Contractor is employing remote communication to
access or transmit Confidential Data, a secure method of transmission or remote
access, which complias with the terms and conditions of this Information Security
Requirements Exhibit, must be used, such as a virtual private network (VPN).

10. $SH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If End
User is employing an SFTP to transmit Confidential Data, End User will structure the
Folder and access privileges to prevent inappropriate disclosure of information. SFTP
folders and sub-folders used for transmitting Confidential Data will be coded for 24-hour
auto-deletion cycle (i.e. Confidential Dala will be deleted every 24 hours).

11. Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of infarmation. ‘

l. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this
Contract. After such time, the Contractor will have 30 days to destroy the data and any
“derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with- the services rendered under this Conlract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in saction V. A.2

5. The Contractor agrees Data stored in a Cloud must be in a FedRAMP, HITECH,
government or HIPAA compliant cloud solution, appropriate for the type of data
stored and/or processed or transmitted, and comply with all applicable slatutes and
regulations regarding the privacy and security, including all requirements contained
within this Exhibit. Further, Contractor will test and ensure the HIPAA compliant os
solution is correclly architected to avoid configuration errors that would leave @
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protected health information (PHI) or personally identifiable information (P!}
unprotected and accessible by unauthorized individuals or vulnerable to insider
threat.

All Contractor or End User controlled servers and devices must follow the hardening
standards as outline in NIST. As well as current, updated, and maintained anti-
malware utilities (e.g. anti-viral, anti-hacker, anti-spam, anti-spywars). The
environment, as a whole, must have intrusion-detection services and intrusion
protection services, as well as, firewall protection,

6. The Contractor agrees to and ensures its complete cooperation with the State's
- Chief Information Officer in the detection of any security vulnerability of the hasling
infrastructure.

B. Disposition

1. Ifthe Contractor will maintain any Confidential Information on its systems (or its sub-
- contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination; and will obtain written
certification for any State of New Hampshire data destroyed by the Contractor or any
subcontractors as a part of ongoing, emergency, and or disasler recovery
operations. When no longer in use, electronic media containing State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in,
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described in NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, National Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and
professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction. ‘

2. Unless otherwise specified, within thirty {30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty (30) days of the termination of this Contract
Contractor agrees to completely destroy ali electronic Confidential Data by means
of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees o safeguard the DHHS Data received under this Contract, and any
derivative dala or files, as follows:

1. The Contractor will maintain proper security controls to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contragcted

services, 1 /
V5. Last updale 10/09/18 Exhibil K ContractorInitials
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The Contractor will maintain policies and procedures to protect Depariment confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
store the dala (i.e., tape, disk, paper, etc.).

The Contractor will maintain appropriate authentication and access controls to
contractor syslems that collect, transmit, or store Department confidential information
where applicable.

The Contractor will ensure proper security monitoring capabilities are in place to detect
potential security events that can impact State of NH systems and/or Department
confidential information for contractor provided systems.

The Contractor's adopted "Bring Your Own Device (BYOD)" policy, that is confidential
and proprietary, pursuant to Exhibit A Section 10.6, will ensure that all devices meet
the security requirements of this contract, said policy shall require the Contractor to
provide its remote workforce with a secure environment via Deskiop as a Service for
their personal devices to access all systems for processing. The Contractor shall
ensure the following security requiraments are in place prior to personal devices being
used for this contract;

a. Encrypt transmission of data end-to-end

b. Data collected through this contract shall not be stored in any format on
" personal devices;

c. Omitted
Omitted

e. A copy of the Contractor's security policies, including "BYOD”, has been
provided to NH DHHS Information Security ang written exception for
personal device usage by NH DHHS Information Security has been
provided.

f. Changes to Contractor's securlty polices will be provided to NH DHHS
Information Security for review as they are revised.

The Contractor will provide regular security-awareness and education for its End Users
in support of protecting Department confidential information.

If the Contractor will be sub-contracling any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific security expeclations,
and monitoring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements. The Contractor will work
with the Depariment to sign and comply with all applicable State of New Hampshire
and Department system access and authorization policies and procedures, systems
access forms, and computer use agreements as part of obtaining and maintaining
access to any Department system(s). Agreemenls will be completed and signed by the
Contractor and any applicable sub-contractors prior to system access being authorized.

B. If the Depariment determings the Contractor is a Business Associate pursuant to 45
V5, Last update 10/09/18 Exhibll K Contraclor Initlals
. OHHS Information
Modified far VaultHealth Security Requirements
contract November 2021 Page 6 of
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10.

11:

12.

13.

14.

CFR 160.103, the Coniractor will execute a HIPAA Business Associate Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

The Contractor will work with the Department al its reques! to complete a System
Management Survey. The purpose of the survey is to enable the Depardment and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Coniractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

The Contractor will not store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless prior
express written consent is obtained from the Information Security Office leadership
member within the Department.

Data Security Breach Liability. In the event of any security breach Contractor shall
make efforts toinvestigate the causes of the breach, promptly take measures to prevent
future breach and minimize any damage or loss resulting from the breach. The State
shall recover from the Contractor all costs of response and recovery from the breach,
including but not limited to: credit monitoring services, mailing costs and costs
associated with website and telephone call center services necessary due to the
breach. Contractor shall bear all costs associated with system downtime, system or
data breach, data loss or misuse as a result of its Bring Your Own Device (BYOD)
Policy.

Contractor must, ‘comply with all applicable statutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects maintain
the privacy and security of Pl and PHI at a level and scope that is not less than the
level and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Acl of 1974 (5 U.S.C. § 552a), DHHS Privacy Act
Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45

C.F.R. Parts 160 and 164) that govern protections for individually identifiable health '

information and as applicable under State law.

Contractor agrees to establish and maintain appropriate administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and to prevent
unauthorized use or access 1o it. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Department of Information Technology. Refer to
Vendor Resources/Procurement at https://www.nh.gov/doit/vendorfindex.htm for the
Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors.

Contractor agrees to maintain a documenied breach notification and incident response
process. The Contractor will notify the State's Privacy Officer and the State's Security
Officer of any security breach immediately, at the email addresses provided in Section
VI. This includes a confidential information breach, computer securily incident, or

V5. Last update 10/09/18 Exhibil K Contraclor Inktials
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suspected breach which affects or includes any State of New Hampshire systems that
connect to the State of New Hampshire netwark.

15. Contractor must rastrict access to the Confidential Data obtained under this Contract
. to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section IV A, above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/imedia contalnlng PHI, PI, or
PFI are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being sent
to and being received by email addresses of persons authorized to receive such
information.

e. limit disclosure of the Confidential Information to the extent permitted by law.

Confidential Information received under this Contract and individually identifiable
data derived from DHHS Data, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours (e.g., door locks, card keys, biometric identifiers, etc.).

g. only authorized End Users may transmit the Confidential Data, including any
derivative files containing personally identifiable information, and in all cases,
‘such data must be encrypted at all times when in transit, at rest, or when stored
on portabla media as required in section IV above, .

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as determined by a risk-based assessment of the
circumstances involved.

i, understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure. This
applies to credentials used to access the site directly or indirectly through a third
party apphcation.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided-in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Dala is disposed
of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the State’s Privacy Officer and Security Officer of any Security

. . - - - a Ds
Incidents and Breaches immedialely, at the email addresses provided in Section VL. | 1 p
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The Contractor must further handle and report Incidents and Breaches invelving PHI in
accordance with the agency's documented Incident Handllng and Breach Notification
procedures and in accordance with 42 CF.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. ldentify Incidents;

'2 Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;

4. |dentify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and

5. Determine whether Breach notification is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different optlions,
and bear costs associated with the Breach notice as well as any mitigation measures.
Incidents and/or Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

VL.  PERSONS TO CONTACT

A. DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer:

DHHSInformationSecurityOffice@ghhs.nh.gov

C
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State Requlrements

Conteactor

AL}

Rargul remant Description

GfWERAL SPECIFICATIONS

ALITY 10 accass data viing opan standards access protocol (phease spectly supported vershm In the comments

Crivalicy

Contiactor

ALl

Dats b available tn commonly ured format gver which no antity has crdushn contsod, with the pusption of
Nagonsl of Internationad standards. Oata bs Aot sublect 1o arvy COpyright, patent, irademark or other trade tecret
repation,

Al

with the ronwwmc stand sedy: li.s.CSS 7.0, XML L |
TION SECURNY

agcess o ln Iat fidentisl daia or services,

ALY
AL}

{prevent sceess 10 Inappropriate or confidential dyla o jarviges,

verily the Mn\' or suthenticate all of tha systam cllam applknlom bdorc nllowln. e of the system to prmm [

Verily the Idlnmy and putheriticata 38 of the Jysiem's human users belore allowlng them 10 yse ty capabilties 1o

yes

Endorce valkque user names.

yes

A4

ld re

The Contracior Solution shondd anforce plex ds lor &3 in pecordance with Doil's
11214wide Vser Account and Fasswond Policy, Tha Cantraior solution muti sfiow for comprehaniivd sudiing,
wacking and acceas logging of the special accounts created for xnvm weh 1 “productian testiag and dnbuulnl

yes

We sho enforce liA wherever an application
has such capabiity

Enlocce the ute af comples pasiwards for genr sl users using » miz of capltal liters, lowsr-case ketlers, numben,
speclal characians, mindmum length of eight charactest 3nd prohlbit tha uss of persanal information.

yes

Engrypt pastwieds b tranamisticn and 1t et within the databass.

yes

Eatablish ability to enplia passwonds after  definiie period of time In accordance with DolTs statawide User

A wnd P d Policy

Per NIST, Mkrosoft and ather cybacsecurity
gukdance we do not require time-baed

expleation of pasiwards

A28

|Provide Lha sbiity to limit the nunber of people LNt can grant o change authediations

yes

Establish ability 1o eniorce session timwouts during perlods of nactivity,

ye1

A2.10

The application shall not slare suthentication cradertaly o sansive data In hs cods.

E4E4 kS

yes

LYRY

Logs mutt be configurad using “fal-safe” configurstion. Audit logs musi eantan the following mintmum
Information:

1. U (O (o 30 usars who have acoess 10 the system) |
1. Date and Lime 110mp3

1. Changes made ta system configurations

4, Additlon of new usert

3. New wnert’ level of access

6. Flles aciessed [Including users)

7. Accass to systems, applications and data

ﬁl Access e m\m and applications {successiul and unsuccessiul attempls)

5 & b

A212

Yhe appiieazion mn Jog a0 mmqu ta 8 centrad server ta peavent parties 1o application traasaciiord from denying
that they have vaken place.

yei

A2.11

Al logs must ba Xept tor & yean,

yes

P |

(o
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The application must 2low a human user to explicithy rerminate a 1ession. Na remnants of the prios session thauld

from the manulacturer. -

Al.14 L yes
Thagh rempin,
ALI1S |Do not use Sofrware and System Seevicet for anything othes than they are desligned for.  * M Y1
A2.16 |Tha application Qaia whall ba protected (encryptad) from unsuthorised vie when st rey M it
aALL? e ar::l:allm thall keep any Xhre Data or ¢ Ieathons private ltom unauthorlzed indidduals and " ves
| __ROgrams.
AL18 |Subsequent application enhancemants or upgrades shall not remove or degrade security requlrements M yei
A219 |Utitlie changs gement o kon and p d M yos
AL Wb Services :'nu vervice provider shall vae Web services extlusively 18 Intarface with the State’s data In naas real - NIA no integration with state systems ki included
ke when possible. in the Scope of Work
Al.21 |Appiication must have the Bithty 1@ search all Inf, lon inciuding log Learch and playback. M yes :
42.11 [Application must provide Role-based access control to all system leatures and data, including specifled "
dats elements. . yes
A2.13 |Application must have Mult:-Factor Authentication. L] s Al stafl, medical praciitioners have 2FA,
. - Client aceass to dashboards requlre 2FA,
A2.1a [Contracior musi perfocm patching and corrections to mitigate security vulnerabliities of a erktical nature "]
within three Buslness Days and thote of o major asture within 10 Builness Days. The Department wilt yes
determing the level of criticality in consuhation with the system Contractor.
A2.25 |Contractor muist ba compatible with multiple standard browsers n sccordance o the 5ta1e's 1T Standards. M
The soiution shall ataw access from standard browsers without requiring speciakited plug-ina or appleu to
function, The solution shall afiow {or a mobite app that s avallzble through standard K05 and Androld App e
Nored,
A2.26 |Contracior must ensyre Lhat device tiemware end version i3 up (o date and updates e not dlsruptive to M
the user experience. i ves
A2.27 |Contractor shattinstall and update all server patchas updates and other utititles withia 60 days of refease ¥ yes

G
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State Requiremants

Conractol

N SACURITY FIARING e e r— B
AN components of the Sohwirs shall be 1 virwed and tested to
ensure they protect the S(ate's web 100 sad ity relsted Dats et

TL.)

The & snatl be tile for providing docy s of
Lcuricy teiing, 1 sooroorate. Terts vhall focus 00 the Wchvicsl,
" v prd phyysicnl secyrity controls thal have been
[daaigred into the System archRecture In ordar to peovide the

e easary confident b lty, Integrity and avaltabiity,

F’rmq wvida nee LAt supoons tha [act that IdenHfication and

[authentiostion Lesting Axs baeen recontly sccomauhed; supports
ot sining intormation sbout thott panies snemaring La log omo »
tysterm of spplicacion for seCulicy pux potes and the valdation of

ns

N
na Tast for Access Controk suppora the mmnmtdpn‘rmhllw-
" liorogging ontoa ¢ ter or network,

Toat foe YORION: LWEOONS L cing of data for wcurity
purposes, snd for the eDERY (0 s the data in s decrved
format from reguitpd 100K

T

e Tast e ntrvaion Detection; supparts the detaction of Begsd
- EFIMI WA & LOMPater SyHem. )

b

Vast the Variicallon lesture; supparts the confirmation of

Jathory to enter 3 computer sysiam, spplic OF network,

e

TL.a

Taat the Uiar Mansgemant Testure; suppons the sdminbiuraion of
., fication and metwork within 3n

11y

Teat Ake/Ptidtage Managemant; wpports the pramting of sbitithes
t0 wiin) Of §roues Of vidrs of & Computiy, BOPECAtIon Of MLwort,

.

Tast Audit Trakk Capiure ard Ansiyils; suppoets the Kientiication
wvd monioning of sctivities within an application of syiten,

i

Test gt lor; eniures the L d bom
budter oerficrer, crott-tite scrinting. SCQL Injecdon, and
ureuthodied pecets of Mhes sndfor direciories on the peever.

(ARY

For wab appliications, snsure the s0piics Uon hat been trted and

Yy

havdened (o prevent critical application pacurity flawy.

oe

44
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T3 |

Prowide the SLue with velidation of Jed party security rpviews

[ pertormned on the ane Fystam ¢ ™e
Lreview rury inthatd & combination ol vuineratility scanning,
Eoanertration Leating, 11K snalysh of Lhe source code, 4nd dxpen
code review  {plara 1pacily proposed methodology in the

il

Wi thh provide pen tirtl 40d vulnarsbiity
summaries under NDA

mnu

P ior 02 the Yratem being monpd Into produe tion, the Contracior
thatl grovide rewdts of sl securky testing o the Dupaniment of
information Techmology for 1eviee and KOPaME.

: ‘WA produds ralases on i sathly bath or mare

Irequently.

TL1S

WTANDARD HSTING

[Contractor shall provide documented procedur for migralng
[aopiication modifications froe tha User Actaptance Test

Coniracior must lest the 30X wis e and Lhe fyitem viing sn
{industry sandacd and Rata a0proved 1esing methodology.

Change menagmment i incuded 10 our 53
SOCLMEM which Caa Be proviced under NOA

. We use sn nternaly Sivaioped réleeie
rgthadolagy kot ow spplcation. This s

T na descroed In oo 1SS which Can b Drovided
under NOA
The Comractor must perform sppication sres lesting srd tuning. 2peiication monitoring snd tuning jor
Tl . yn Derigrmences b 3 cOMMMLBUE MAOCENS UNORT QuT
SOLC
The Contracior muat provide documented procedure Isr how 1o
23 1y Produttion with s spectfie teing srvdronment, ~e This cae be pravided under HOA
24 The Comractor awai define and tast dhasier 1ecovery procedutes. e
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State ulumtnu

- HOSTING-CLOUD REQUIREMENTS ____

Meguirtmen! Duicrigtion

Contractor shall provide an ANSITIA-942 Tier 3 Data Canter or
equivalent. A tler 3 data center raguices 1) Multiple independent
distribution paths sendng the T equipment, 1) AT sauipment must
be dual-powared and fully ible with the topology of a the's
architacture and 3)Conturrently maintainable site infrastruttury with

Cantractor Amponse

Agplication is hosted in AWS data centers

Contractor sthall maintain » secure hosting environmant providing atl
necessary hardware, software, and Internet bandwidih 10 manage the
application, jag and sudh tratl requirements and support users with

)

Applic stian i1 hotted in AWS data centers

The Dats Canter must be phytically recured = restrcied sccess (o the
wie to penonnel with controlt such &3 blometric, badge, snd olhers
saurity soistions. Polickes for granting sccess mat be In place and
{pliowed, Access shall only be granted to those with » need (o perform

(Application |s hosied In AWS data centers

ik inthe Data Center
Contracior shall Inguall and updats ah sarver patches, updates, and
athar utiilthes within 60 days of releasa fram the manulacturer.

i3,

Contractor shalt monitor System, sacurity, and application logs.

M [yes

Mlé

Contractor shali manage the sharing of dats resources.

L) yes

A7

Contractor shall manage daily baciups, olf-site data storage, and
restor operatlony,

H1.8

The Contracior shill monitor 1he avallability of thetr spplication.

M lyes

JRemote accass shall be customiced 10 the State’s businéss application.

1 Instances whare the State requires ccess (0 tha application of

server resources not in the DMZ, tha Contractor shall provide remote

deskiop connection Lo tha terelr IWOULh sacure protocols such asa
LLOYENL

H1.10

We 316 iR supplying computarfiahware 10
the state under this contract

The Contractor shall repodt 2ty breach In sacurity In conformance

with DHHS Information Security Requirements {ExhiblLK).

MLEL

The Contracter will provide 8 cOmpMted Security Ausa REpoTt piior L0
eantract execution. The Securky Audit Report must inchude a 50C 2
Repont whh cerufication.

SOC2 can be delivered under NDA

1LY

The Conlractor will provide & complated Security Audit Report with
results to the Oepartment asch year, The Security Audh Repart must
Include LI with cenlficat

SOC2 can be dellvered under NDA

Contr3¢1o¢ shall have documanied disastes recovary plant that
sddress the recoviry of 103t S1ate data as well as thei own. Sysiers
shall be prchitecied jo meet 1he defingd recovery netds,

G
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H2.2

The disaiier recovary plan shall icenttiy appropriate methods for
procuring additional hardwase In the event of & componant failure, In
mont insLences, systerma shall alfer o level of redundancy so the ko of
3 drive of power fupply will ngt be sulficient to terminste servicn
howtrts, thast Talled components will have (o ba replaced.

We sre 100% cloud horted and st
Infrastructure is managed a3 code with the
AWS anvirpnment

ML}

Coniractor shall sdhere to a deflined and documented back-up

yes

schedyls and procedurs,

HMLd

Back-up coples of data pe made lor the puipaie of facliitating a
restare of the dats in the event of daus loss o Sysiem (abure.

H1.5

Scheduled backupt of 31l servers must be compieted regulary, The
I accepiable N y 18 €I, L2l backvp daily, and

(OMPIet¢ DPChuD wiekly,

Wit

cdata Iy replicated to dats stores (o lacinate
recover a3 wetl bi raporiing, queries and other

lyngit

data replication b near real time.

Tapes or o1has bach-up medla Wpes Must be secwrely Lransterred from
the site Lo Mher sacure location to svold ¢ dats loas with

g tous of p tagithy,

we do not use tape backups

H1.7

Dats recoviry - In the event that recowery back 1o the Last backup is
ot sufficient to'recover State Data, (he Contracior shall empicry the
use of database logs in adcition 10 backup media In the restoration ol
the dawabate{s) to sfloed & much closer 1 iral-time recavery. Todo
this, logs must ba moved off 1he volume contalning 1he database with
» {requency 15 mateh the busings) Aeeds.

data replicacion by near real tma.

Tha Contractor thall employ securily measures ensure that the Sate's
application and data is protected.

1T Stale dats iy hosted on mulliohe servirs, dath dzchanges between
and amang yervers must be encrypied,

kit

all transfers are ancrypted, TLS 1,1

AN servers and devices must have currentiy-supporied and hrdened
apecatng systems, the 13tasl antivicel, anth-hacker, snthspam, anti-
spyware, and anthmatware utliithes. The envi L, a3 2 whale, thall
have aggressive intruslon-detsction and firewall protection.

LIX]

Al components of the Infrastructure shall be raviewsd and tested Lo
ensure they proiact the Swte’s hardware, softwara, and It relsted
3052 a33e1s. Tests sthall focus on the technicat, admindsirative and
physical security conwrols that have been delgned lnlo Lha System
architecture in arder 10 provide confidenifality, inegricy and

L8]

Axaliabifty

Tha Contracior shal ensure its complece cooperation with tha State’s
Chig! Informatlon Officer in the detection of any securky vuinerabllay
ol tha hottlng Infrestaucture. :

[yes

&
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LIE]

ha Contractor shal suthorita the State wo pederm sehaduled and
random wucuity sudius, including winerability assessmants, of the
Contractor hasling Infrastruciure and/or the appiication upon
[pquest,

no

lwe do nat aliow clients 1o perorm securley
1asting. ‘We utlllze independent Lhird parthes to
lperform our tanting

d.y

ANl secvers and devices must have svant logging ensbied. Logs must
be protected with access bmiied to only authorized administratort,
Logs shall inctude Syitem, Application, Web and Database logs.

LB

Operating Systems [O5) and Databases (OB) shadl be bulit and
havdened in accordance with guidelines sat forth by C15, WIST or NSA

[yes

H1.%

The Contracior shall notily the Strie’s Project Manager of any security
breaches whhin two [2) hours of the thme thet tha Contracior learns of
thty pecurrence.

H).10

Tha Contractor shall be solaly [Lable for cosus as30ciated with any
breach of State data houted a thair location(s) including but nat

limited to notification and sny dameges 33resred by the coudts.

Tha CONraCIor's System support and malntenance thad) commence
lupon the Efective Date and extanc through the and of 1he Contract
1.3 1,

N/A

We are not supplying computer/ioftwars 1o
the state under this contract

Tha Contracior shall malmata the hardware and Saftware In
actordance with the tpecfications, terms, and requlrerments of the

Contrpcs, Jochrding praviding, upgrades and fiees p3 cxquied,

NfA

We are not supplying computer/saftware to
the siate under this contrat

The Contracior shafl repale os replace the hardware of software, or any
partion thereol, 30 that the Systam operiies in accordance with the
$pecificationy, terms, and reguirgments of the fontaacy,

NiA

We are nol supplying tomputer/1oftware 1o
the state under this contract

ETE)

Al hardware and soltwire companants of the Contracior hosting
intragtructuig shall b fully supporied by thelr respective
rmanwtacturers s aM times. Al critical patches for sperating systems,
dalabases, webi sarvices, iz, shall be applied within sixcy {60} days of
i

s

M. 5

please by helr respeciive manviacivrees,
Tha 5tale shall have unlimited sccass, via phong o Email, Lo the
Contractor wchalcal support stall betwesn the hourt of E:00am to

$:0pm- Monduy thrpugh Friday (5T,

&
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The Contracter thall conform to the specific deficlency class a3
descilbad: ¢ Class A Defickency - Software - Critical, does not allow
SYFtam 10 OPEraNE, D work sround, demands immadlate sethon:
wristen Documentation - misiing tignificant portions of information o
unintatligible to State; Mon SoRware - Services were insdequate and
require re-pariormance of the Service,

o Class 8 Deficlency - Software - iImportant, does Aol Hop
operation sndfor there Is a work around snd user tan parform tasks;
written Documentation - portions of Information are missing but not
enough (0 make Lhe documant unintekigidle; Non Softwire - Sarvices
were deficlenl, cequire reworting, but o not require re-pedormance
Tof tha Service,

o Class C Daficlancy - Softwace - minkmal, coimetic in naturs, minimaf
efftect on Sysiem, ow priority and/or user can use System; Written
Documentation - minkmal changes reguired and of miner edhing
nature: Noo Soltware - Services requice only minor rewerking and do
not reguire re-parformance of Uhe Service.

We szt nat supplying computed/software o
the sute under this contract

A3 pant of the maintenance agreement, ongolng suppon issues shefl be
responded 1o scording 1o tha fallowing:

2. Clads A Daficlencles - Tha Contractor thall have avallabie 10 tha Suate
an-call telephone astlstance, with l13ue acking avallable to the Suate,
sighi (8) hours par day and v (5] days 3 week withan emsll /
1etephone response within two (1} hows of requast; or the Contractor
shall provide suppont on-site or with remote Slagnastic Services, within
Tour {4) business hours of a request;

b, Clats B & C Deficloncles —The State thall aotity the Contracsor of
such Deficiencies during tegular busiiess hours and the Contracior
shalh riripond back within four [4) hours of natification of planned
torrective sciion; The Contractor shall repais of replace Sohware, and
prorvide maintenanca of the Soltwaie In accordance with the
Soacificalions, Terms and Requiremnents of thae Contract;

HfA

We are aot supplying computer/iohware o
tha tLata under this contract

.8

Tha hotting sarvar [or the State shatl b avaltable twenty-four (24)
hours a day. 7 dayt » weeb except or during scheduled malnignance,

LI2Y

We are hod supplylng computer/software 1o
Uhe ciate undes this contract

A regularty scheduled malniensnce window whall be identiled [such »
weekly, monthly, or quarttriy} at which time all rebevant server
yiches and application upgradgs ghall by applied.

N/A

Wy are oot supplying computer/aoitware 10
the slate under this contract

W Tha Contiacior Is unable to meat the uptime requirement, The
Contractor shall credit Sta1a’s sccount in an amount based vpon Lhe
Tollowing Tormuta: [Totsl Contract ltem Price/365) » Number of Dan
ConLract ftem Not Provided. Tha State murst reguest this credit in

hetion

Nin

We ars not spplylng computer/1oftware 10
the stale undar this contract

G
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The Cantracior shall use 3 changs management policy lor natification
and tracking of change requets a3 well us crithcal outages.

Our SCAC is defined in our ISMS which B
avallabie lor raview under NDA

A critke sl outage will be designated when 2 business function cannot
De meL by & nonpartorming spplication and thare b na work around 1o
the problem,

N/A

We are not supplylng computer/softwarg Lo
the sLLe under thiy contract

The Contracior shall maintain s record of the scUvities related to
repals or mainteaance sctivitias periormed for 11 Siate and ihall
report quarterty on the following: Server up-tme; AR change requests
inplemented, Inchuding operating system paiches; All critlcal cutages
reporied Including actua! lisus and tesalution; Number of deflciencies
repoed by class with Initial response tima 43 well 33 Uma [o clote,

NIA

We are nol supplying computer/software to
the state under Chis contract

The Contracior wilt give two-butlnass days grlor neifieation 1o the
State Project Manager of all changes/updates and provicde the State

with trafeing dug 19 the upgrades and changes.

L1

We ar ot supplying computer/soltwarg 10
the stale under this contract

G
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" _SUPPORT & MAINTENANCE REQUIREMENTS

Sul Aegquirements ~ Coniracior

Requirement Deacripthon

SUPPQRT & MANTINANCE RIQUINREMENTS

T \ 4 PRON intenanc [l T .
ha Coniractor’s System s and mainte: o shall com e Waq are not supplying computer/software to the state under this

3.1 fupon the Effective Date and axtend through the end of the M N/A
: contract
Contracs term, and any extenstons thergof, :
Maintain (he hosting services in accocdance with the Speciflications, Wa have an SOLC that governs our saftware development, a service
tarms, and reguirements of the Contract, including upgrades and monlioring and resohition team lor code & erviranments we own snd
fxes as required, manage. We are alerted 1o By Jrd party service kssues through
5.2 . '] Yes sppropeiste sutomation and monlatadng, We have & Third Party

Information Secyrity Rlsk function that evalutes our technalogy
suppliers capabllites on a reguiar basls, inchuding regular reviews of
audit reports {l.e. SOC, 150}

We ire not supplying computer/software Lo the state under this
contract

Repair Software, of any portion thereof, 50 that the System
$1.)  |operates in accordance with the Specifications, teems, and ] HNin

requirementy of the Contract,
The State shall have unlimited access, via phone or Emall, 10 the

Our test supervisons and other stall have Instructions and processes 1o
Contractor technical suppont stalf between the hours of 8:00am to report hisues directly (0 suppen teams tn our customer experience (CX}
5:00pe- Maonday through Friday EST; teams, OX teams have triage scrpts and instructions for identifying Lhe
5.4 L] M/A issue and routing 10 tha appropriate engineering teams. Engineering
teamy have procedures for aveluating and remedlating lssues, including
escalations 1o leadership. These sre In place across our normal
operating hours for clients.
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The Conlractor responsa tkne for suppon shall conform to the
specilic daficiency class a3 described below or 23 agreed (o by the
[panties:

o Class A Ceficlency - Software - Critlcal, does not allgw System
to operate, no work around, demands kmmediate action; Written
Oocumentation - missing significant partions of information or
uninteflligibly 1o State; Non Software - Services were inadequate
and requlre re-pecformancae of the Service.

o Class B Oefclency - Software - imponiant, does not stop
operatlon and/os there s 3 work around and user can perform

$1.5  [tasha; Written Documentation - partions of Information are missing
but mot enough to make the docurnent unintelligibie; Non Software
- Services were deficlent, require reworking, but do not riquire re-
perfarmance of the Service.

o Class € Deflelency - Software - minlmal, cosmeix [n nature,
minkmal elfect on System, low prlority and/or user can use System;
Wreitten Oocumentation - mintmal changss required and of minar
editing nature; Non Software . Services require onty minos
raweorking and do not require re-performance of the Service,

N/A

We are not supplying computer/software 1o the state under this
contract

[Tha Contracior shall make avallable (0 the State the Latest program
updates, general malntenance refeases, selected functionality
releases, patches, and Documentalion that are generally offered to

lits cuslomers, at mo additional cotl,

e

No

We are not supplylng cemputer/soltwarg 10 the slata under this
tontract

For sl mainlenance Services calls, The Contracior shafl ensure Lhe
iollowing information will be collecied and maintalned: 1) nature
of the Deficiency; 2) current status of the Deflciency; 3) action

$1.7 [plans, dates, and times; 4) eapected and asclual completion time; 5)
Deficiency resolution informatton, 6) Resolved by, 7) Idantifying
rumber i.e. work order number, 8] lusus Identilied by:

NIA

We bre not supplying compuler/software to the state undar this
contract

The Contractor must work with the State to Kentlfy and
troublethool potentially large-scale System fallures or Deficlencles
by coliecting the loRowing Information: 1] mean time between
reported Defichencies with the Software; 2] diagnosis of the root
jcause of the problem; and 3] Identificaiion of repaat cals or repeat

18

N/A

‘We aré not supplying computer/software to the slate under this
: contract

G
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As part of tha Software maimenance agreement, ongoing software
mailnienance and support ksues, shall be 7esponded 10 according

10 tha foliowing or a3 agreed to by the parties:

2. Class A Deliclencles - The Conlractor shall hava svallable to the
State on-call telephone assistance, with lssue tracking availlable to
the Stale, eight {B) how's per day and flve [5) days & week with an

_|email / 1¢lephone response within two (2} hours of request; or the

Contractor shall provide support on-site oF with remate diagnostic

We are not supplying computer/ioftwarg to the state under thiy

sy |Services, within four (4] buslness hours of a requesy; N/A
. contract
b.'Class B & C Deficiencies ~Tha State shall nolify the Contractor of
such Defickencies during regular business hours and the Contracior
shall respond back within lour {4) hours of notificstion of planned
lcarrective action; The Contractor shall repalr or replace Software,
and provide malntenance of the Software In sccordance with the
Specifications, Yerms and Requirements of the Conlract; or as
agreed batween the parties
The Contractor shall yse a change management policy for
5110 [notification and iracking of change requests as well a1 critical yes ‘we have an SOLC that governs our software development.
UtARES, .
. [A critical outege wil be designated when a business luncilon .
.11 |cannot be m:l‘by . mp'dl:'mh' application and there I3 po N/A We are rot supphing computer/sotiware 1o the state under this
bwork mround 1o Lhe problem, contract
Tha Cantractor shall malntaln a record of the activities related 10
rapair or malntenance activities performed for the State and shall
sLaz |reren quanerly on the follewing: Al change requests /A Wi are not supplying computer/iottware ta the state under this
impiemented; Al critical outages reparted including actual lswve contract
and resolution; Number of deficlencles reported by class with infial
The hosting sevvices (or the Siaie that Lhe contractor bs sub- Hours of operatlon for COVID teiting avallability are outhined in the
L1 contracting for shall be avallable twenty-lour (14) hours 8 day, 7 Yes scope of work for each cllent. This includes our normal hours of
days a week except for during scheduled malntenance. aperations. Mal e wind are scheduled autslde these normal
apesation hours.
e The Contractor will gukde the State with possible solutlons 1o A We are not supplying computer/soltware to the state under this .
resolve lsyues 1o maintaln a fully functioning, hosied System. contracl
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A regularty schedudad matntensnce window chall be idendilied Hours ol operation for COVID testing availabillty are outlined in the
S115 [such a3 weekdy, monthly, or quarterty) at which tirme all relevam Yes scopa of work for each client. This nciudes our normal hours of
hosting services ste unavailble oparations, Maintenance windows are scheduled outside these normal
operstion hours.
. - [The Contractor will give two-business days prior notification ta the This can be called but in the staterent of work a3 a requirement If
SL16 |State Project Manages of any planned mainienance that would Yes \
result In Jenvice unavadbility necessary.
Al hardwase and software components of the Contractor. hasting
tnfrastructure shall be fully supported by their respective
sL1? ranufacturers 84 adl times, Al critical patches for operating NIA We are A0t fupplying computer/softwace 1o the State under this
systems, databases, web sevvices, etc., shall be applisd within sixty contract
(60} days of reladse By their respective manuiscturers,
The Contractor shall provide the State with a personat secure FTP
3113 fhlte 1o be used by the State for uploading and dawnloading s if NIA Wi are nat swpplying computer/software (o ihe state under ths
N be. . COntrags
ppficable " T ¥ I Ordwingd © vwonment Under
Standard Terms of Service for AWS are avallable on the AWS website.
We do noL have B SEDIrale contract with AWS other than what Is
tavalable on thel click-wrap term of service agreements. Amazon
mainlaing extensive 3rd party audit information on their tlte
(hetps:/fawsamazon.comfartifact/). Vaull cannot provide this
The contractor will provide any architectural dlagrams, hosting Information 1o cllents under our ToS agreement. However anyane can
service agreements outlining the security posture of the services obiain a frce AWS account 3nd ablaln any of the reports available In
$1.19 [being offered subsequent 1o a signed non-disclosure agreeement, |m the Artifact service.
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PLANNING AND PROJECT MANAGEMENT
1 ]Conduct PrO_]CCI chkofTMiEE Non-Software
2 |Work Plan Written
3 |Project Starus Reporis Wrinen
5 JInformation Security Plan (ISP) Written
6_]Bring Your Own Device (BYOD) Security Plan (if applicable) Written
7 |Data Protection Impact Assessment (DPIA) Written
8 JCommunications and Change Management Plan Writen
{9 ISystems Interface Pian and Design/Capability Written
Systems Sccurity Plan (SSP) -
H(the SSP shall include security requirements of the system and describe
10 |ihe contrals in place, or planned, for meeting those requirements. The  |Written
SSP shall also delincates responsibilities and expected behavior of all
individuals who access the system)
11 |Disaster Recovery Plan {DRP) Written |
12 JEnd User Support Plan Written
13 ]Business Continuity of Operations Plan {COQP) Writien
14 {Documentation of Operational Procedures Written
INSTALLATION
15 JProvide Software LICCI'HE‘E if needed Writien
Provide Software Installed, Configured, and Opcrauonal to Salisfy State
6 Software
Requirements
TESTING
17 JTest In-Bound and Qut-Bound Interfaces Soflware
18 Certification of 3rd Party Pen Testing and Application Vulncrabnlnry Non-Software
Scanning.
Security Risk Assessmeni Report
o ifPH s collected on behalf of the State, the SRA shall include a
19 Privacy Impact Assessment (PIA) Written
o ifBYOD (il personal devices have been '\pprove(l by DHHS
Infonnation Security 10 use, then the SRA shall include a BYOD
section)
20 |Security Authorization Package Wnitten
SYSTEM DEPLOYMENT .
21 |Provide Tools for Backup and Recovery of ail Applications and Data Software
22 {Conduct Training Non-Software
23 JProvide Documentation Writien
24 {Exccute System Security Plan Non-Software
) ' OPERATIONS .
25 |Ongoing Hosting Support Non-Soflware
26 JOngoing Support & Maiitenance Software
_27 Conduct Project Exit Meeting =Non-SoI'twurc
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