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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
129 PLEASANT STREET, CONCORD, NH 03301-3857

: 603-271-9200 1-800-852-3345 Ext. 9200
Fax: 603-271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov

Lori A. Shibinette
Commissioner

Lori A, Weaver
Deputy Commissioner

August 12, 2021

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House ,

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the- Commissioner, to
amend an existing contract with Myers and Stauffer LC (VC# 230281), Atlanta, GA, for the
continued provision of professional services to plan and develop a Post-Payment Audit Plan,
including the annual review of New Hampshire Medicaid Electronic Health Record Incentive
Payment records, by exercising a renewal option, by increasing the price limitation by $60,000
from $267,340 to $327,340 and by extending the completion date from September 30, 2021 to
September 30, 2022, effective upon Governor and Council approval. 80% Federal Funds, 10%
General Funds:

The original contract was approved by Governor and Council on September 20, 2018,
item #9 and most recently amended with Governor and Council approval on September 11, 2020,
item #6.

Funds are available in the following accounts for State Fiscal Years 2022 and. 2023, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-047-470010-79450000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN SERVICES, HHS: OFC OF MEDICAID SERVICES, DIVISION OF MEDICAID
SERVICES, EHR INCENTIVE PAYMENTS -

Staté increased

'3::' A((::':::r:t Class Title N:r::er g::;:tt (D:‘:m'::‘:;d) ';f,vdizzf
2018 | 102-500731 Cf,’:ggcétf’ 47001700 | $77.752.50 $0 | $77.752.50
2020 | 102-500731 C‘,’,':g;“’s‘ﬁf’ 47001700 | $103.670.00 50. $103,670.00
2021 | 102-500731 C‘,’,‘:g;"stf,g“ 47001700 | $70.917.50 $0| $70,917.50
2022 | 102-500731 c?,’:g;cstif’ 47001700 $15.000 $45,000 $60,000
2023 | 102-500731 C%TL';"S‘?,?' 47001700 $0 $15,000 $15,000

Total | $267,340.00 $60,000 | $327,340.00 |

The Department of Health and Human Services’ Mission is to join communities and families
in providing opporiunities for cilizens lo achieve health and independence.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 2 of 3

EXPLANATION

The purpose of this request is to continue providing ongoing audits for the New Hampshire
Medicaid. Electronic Health Record Incentive Program. The vendor will review up to sixteen (16)
Eligible Professionals Medicaid Electronic Health Records Incentive Program payment records
based on the Eligible Professionals Pre-Payment Audit Program and the number of providers that
apply for the New Hampshire Medicaid Electronic Health Record Incentive Program.

Section 4201 of the American Recovery and Reinvestment Act of 2009 provides funding
for incentive payments to Eligible Professionals and Eligible Hospitals for adopting, implementing,
upgrading and the subsequent meaningful use of certified electronic health records. The
requirements for implementing the Medicaid Electronic Health Record Incentive Program can be
found in CFR Parts 412, 413, 422 and 495, as published July 28, 2010. :

) Audits of incentive payments are a required element of the Electronic Health Records
incentive Program and represent a mandatory service to be contracted by the Department from
October 1, 2020 to September 30, 2022. Providers who receive an Electronic Health Record
incentive payment for either the Medicare or the Medicaid Electronic Health Record Incentive
Program may potentially be subject to an audit.

The vendor will develop and submit a Final Audit Pian to the Department which includes
a risk assessment that identifies high risk areas for post-payment audit, inclusive of eligibility and
each of the meaningful use requirements in alignment with the pre-payment audit programs. The
risk assessment will identify specific measures that are more likely subject to incorrect information
and those that are least likely to be adequately audited in a pre-payment verification process, and
will include a process for how specific criteria will be audited.

The Department will monitor services by:

s Reviewing an updated audit plan submitted by the vendor. Such audit plan shall be
submitted to the Department within forty-five (45) days of the contract amendment
effective date;

« Reviewing monthly audit status reports submitted by the vendor which will include
a list of all audits completed to date; a list of all audits completed during the previous
month: detailed findings for each audit; estimated completion dates for each audit
in progress; and any additional information requested by the Department,

+ Reviewing reports of any suspectéd fraud and/or abuse submitted by the vendor.
Such reports shall be submitted to the Department within seven (7) days of
discovery of the suspected fraud and/or abuse; and

» Reviewing the final report for each audit. Such reports shall be submitted by the
vendor to the Department on or before the tenth (10") day of each month following
the audit completion date.

As referenced in Exhibit C-1, Revisions to General Provisions, Section 3, Renewal, of the
original agreement, the parties have the option to extend the agreement for up to two (2) additional
years, conlingent upon satisfactory delivery of services, available funding, agreement of the
parties and Governor and Council approval. The Department is exercising its option to renew
servicas for one (1) of the one (1) years available. :

Should the Governor and Council not authorize this request, program activity may not
continue, which coutd result in provider incentive payments being delayed or ceasing. Program
interruption could negatively affect the pace of transition to certified electronic health record
systems by New Hampshire providers and ultimately impair the Department’s progress in
achieving planned improvements in clinical data quality .and more effective and cost-efficient
program initiatives.
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His Excellency, Governor Christopher T. Sununu
and the Honorable Council
Page 3of 3

Area served. Statewide
- ‘Source of Federal Funds: Assistance Listing'Number #93.778, FAIN #2005NHSADM

In the event that the Federal Funds become no longer available, additional General Funds
will not be requested to support this.program.

Respectfully submitted,
~ Lori A. Shibinette
Commissioner
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State of New Hampshire
Department of Health and Human Services
Amendment #2

This Amendment to the Electronic Health Records Post Incentive Payment Audit Program contract is by
and between the State of.New Hampshire, Department of Health and Human Services ("State” or
"Department”) and Myers and Stauffer LC ("the Contractor").

WHEREAS, pursuant to an agreement (the "Contract") approved by the Governor and Executive Council
on September 20, 2018, (ltem #9), as amended on September 11, 2020, (ltem #6), the Contractor agreed
to perform certain services based upon the terms and conditions specified in the Contract as amended and
in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18, Amendment, .and Exhibit C-1,
Revisions to General Provisions, Paragraph 3, Renewal, the Contract may be amended upon written
agreement of the parties and approval from the Governor and Executive Council; and

- WHEREAS, the parties agree to extend the term of the agreement, increase the price limitation, or modify
the scope of services to support continued delivery of these services; and '

NOW THEREFORE, in consideration of the foregoing and the mutual covenants and conditions contained
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 General Provisions, Block 1.7, Completion Date, to read:
September 30, 2022

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$327,340

3. Modify Exhibit B, Method and Conditions Precedent to Payment, Section 1, Subsection 1.1, to .
read:

1.1 This agreement is funded with:

1.1.1. 90% Federal Funds from the U.S. Department of Health and Human Services, Centers
for Medicare and Medicaid Services, Medical Assistance Program (Medicaid, Title
XIX), ALN #93.778, Federal Award Identification Number (FAIN) 1805NH5ADM,
Medicaid Entittement {10/1/18 through 9/30/20); and FAIN 2005NH5ADM, Medicaid
Entitlement {10/1/20 through 9/30/22).

1.1.2. 10% General Funds

4. Modify Exhibit B-4, Amendment #1, Budget, by replacing in its entirety with Exhibit B-4,
Amendment #2, Budget, which is attached hereto and incorporated by reference herein.

5. Add Exhibit B-5, Amendment #2, Budget, which is attached hereto and incorporated by reference

herein,
DS
[
RFP-2019-OCOM-02-EHRAU-01-A02 Myers and Stauffer LC Contractor Initials
17 T

A-5-1.0 Page 10f3 Date
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All terms and conditions of the Coniract and prior amendments not modified by this Amendment remain
~in-full force and effect. This Amendment shall be effective October 1, 2021 upon Governor and Executive
Council approval.

IN WITNESS WHEREOQF, the parties have set their hands as of the date written below,

State of New Hampshire
Department of Health and Human Services

DocuSigned by:
8/18/2021 | ostd 4 Tebuo
Date . Name: h Telus

Title: pirector, ppPQx

Myers and Stauffer LC

DocuSigned by:
8/17/2021 | Micharl Jelunsomn
Date Name. T Johnson

Title: member

RFP-2019-0COM-02-EHRAU-01-A02 Myers and Stauffer LC
A-5-1.0 Page 2 of 3
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The preceding Amendment, having been reviewed by this office, is approvéd as to form, substance, and
execution.

OFFICE OF THE ATTORNEY GENERAL

. . e - DocuSigned by:
8/19/2021 |C'Z§'2"‘g -
Date Name: =4 erine Pinos

Title: attorney

| hereby certify that the foregoing Amendment was approved by the Governor and Executive Council of
the State of New Hampshire at the Meeting. on: (date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date ' Name:
Title:
RFP-2019-0COM-02-EHRAU-01-A02 Myers and Stauffer LC

A-5-1.0 Page 3of 3
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Exhibit B-4, Amendment #2 Budget

New Hampshire Department of Health and Human Services
Bidder/Contractor Name: Myers and Stauffer LC
Budget Request for: Electronic Health.Records Post Incentive Payment Audit
Budget Period: SFY 2022 (7/1/21 - 6/30/22)
, ST " Direct ~ Indirect -~ Total Allocation Method for
Line ltem . ‘Incremental ~ ' .Fixed . _ Indirect/Fixed Cost
"|1. Total Salary/Wages $ - & e -
2. Employee Benefits $ - ) - $ -
3. Consultants $ 6000000 % - $ 60,000.00
4. Equipment: $ - $ - $ -
Rental - $ - $ - $ -
Repair and Maintenance $ - $ - $ -
Purchase/Depreciation $ - $ - $ -
5. Supplies: $ - $ - - 5 -
Educational $ - 3 - 5 -
Lab $ - $ - $ -
Pharmacy $ - $ - $ -
Medical $ - % - 3 -
Office $ - $ - $ -
6. Travel $ - $ - $ -
7. Occupancy $ - 5 - $ -
8. Current Expenses - $ - $ - 5 -
Telephone $ - $ - $ -
Postage 3 - $ - $ -
Subscriptions % - $ - $ -
Audit and Legal $ - $ - $ -
Insurance $ - $ - $ -
Board Expenses 3 - $ - $ -
9. Software $ - $ - $ -
10. Marketing/Communications $ - |8 - $ -
11. Staff Education and Training $ - $ - $ -
12. Subcontracts/Agreements $ - 3 - 3 -
13. Other (specific details mandatory); | $ - $ - $ -
$ - $ - $ -
$ - $ - $ -
. $ - 8 - $ -
TOTAL | $ 60,000.00]'$ - |8 60,000.00
Indirect As A Percent of Direct 0.0% : oS
l M)
RFP-2019-OCOM-02-EHRAU-01-A02 Contractor Initials;

Exhibit B-4, Amendment #2 Budget

7/2
Page 1 of 1 ‘ Date:B/1 /2021
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Exhibit B-5, Amendment #2 Budget

New Hampshire Department of Health and Human Services

Bidder/Contractor Name: Myers and Stauffer LC

. ... Budget Request for: Electronic Health Records Post Incentive Payment Audit

Budget Period: SFY 2023 (7/1/22 - 9/30/22)

Line'ltem

Direct

" Incremental

‘Indirect

‘Fixed’

Total

Allocation Method for :
Indirect/Fixed Cost

1.

Total Salary/Wages

Employee Benefits

Consultants

15,000.00

15,000.00

2.
3.
4

Equipment:

Rental

Repair and Maintenance

Purchase/Depreciation

Supplies:

Educational

Lab

Pharmacy

Medical

Office

Travel

~

Occupancy

Current Expenses

Telephone

Postage

Subscriptions

Audit and Legal

Insurance

Board Expenses

Software

10.

Marketing/Communications

11,

Staff Education and Training

12.

Subcontracts/Agreements

13.

Other (specific details mandatory):

TOTAL

$
§
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
$
3
$
$
$

15,000.00

$
$
$
$
$
$
$
$
$
3
$
$
$
$
3
$
$
3
$
$
$
$
3
$
$
$
$
$
$
$
$

15,000.00

Indirect As A Percent of Direct

RFP-2019-0COM-02-EHRAU-01-A02
Exhibit B-5, Amendment #2 Budget
Page 1 of 1

ns
Contractor Initials: :—-—

Dat

8/17/2021
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State of New Hampshire
- Department of State

CERTIFICATE

1, William M. Gardner, Secretary of State of the State of New Hampshire, do hereby certify that MYERS AND STAUFFER LC is
a Kansas Limited Liability Company registered to do business in New Hampshire as MYERS AND STAUFFER LLC on
December 18, 1997, [ further certify that ali fees and documents required by the Secretary of State’s office have been received and

is in good standing as far as this oftice is concerned.

Business [1D; 281856
Certificate Number: 0005423056

IN TESTIMONY WHEREOF,
[ hereto set my hand and cause 1o be affixed
the Seal of the State of New Hampshire,

this 17th day of August A.D. 2021.

Do ok

William M. Gardner

Secretary of State
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so

MYERS AND
STAUFFER.

CERTIFIED PUBLIC ACCOUNTANTS

MYERS AND STAUFFER LC
Certificate of Authority

I, Kevin C. Londeen, hereby certify that | am a member of the Executive Committee of Myers
and Stauffer LC, a Kansas limited liability company also doing business ini other states. |
hereby certify the following is a true copy of an action taken by the Executive Committee at
a meeting held on August 2, 2021.

We hereby authorize the following individuals to enter into contracts and
agreements with state agencies on behalf of Myers and Stauffer LC. We further
authorize said individuals to execute any documents with state agencies, which may
in their judgment be desirable or necessary to properly discharge our contractual
obligations. The authority to sign the amendment documents remains in full force
and effect and has not been revoked as of the date the amendment document was

signed.
Tamara B. Bensky (M) Beverly L. Gehrich (M) Tammy M. Martin (M)
Daniel Brendel (P) Timothy . Guerrant (M) Melissa Parks (P)
Robert M. Bullen (M) T. Allan Hansen (P) © Amy C. Perry (M)
Tara Clark (M) Judith Hatfield (M). Ashleigh Perez (M)
Bobby Courtney (P) Robert J. Hicks (M) Scott Price (M)
Bruce Dempsey (M) Michael D. Johnson (M) Andrew R. Ranck (M)
John B. Dresslar (M) Mark Korpela (P) Charles T. Smith (M)
Jerry Dubberly {(P) _ John D. Kraft (M) Keith R. Sorensen (M)
Jared B. Duzan (P) Johanna Linkenhoker (M)  Marvin Teufel (M)
James D. Erickson (M) Kevin Londeen (M) Emily Wale (M)

Ryan M. Farrell (P) Jeffrey Marston (P) Kevin Yates (P)

(M) Member, (P) Principal

tsas & e

Kevin C. Londeen, Member

DEDICATED TO GOVERNMENT HEALTH PROGRAMS 700 W 47th Street, Ste. 1100 | Kansas City, MO 64112
pH 816.945.5300 | v BO0.374.6858 |~ 816.945.5301
www.myersandstauffer.com
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ACORD
V

CERTIFICATE OF LIABILITY INSURANCE

DATE (MMIDOIYYYY)
08/16/21

REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE ISSUING INSURER(S), AUTHORIZED

IMPORTANT:

certificate holder in lieu of such endorsement(s).

If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must be endorsed.
the terms and conditions of the policy, certain policies may require an endorsement. A statement on this certificate does not confer rights to the

If SUBROGATION IS WAIVED, subject to

PRODUCER ] CONTReT
Aon Insurance Services PHONE [Fax
1100 Virginia Drive, Suite 250 Ao B (AlC. el
Fort Washington, PA 19034 -AOOARSS:
) INSURER{S} AFFORDING COVERAGE NAIC #
INSURER A :  Continental Casualty Company (CNA)
INSURED INSURER 8 ©
Myers and Stauffer LC | insurerc -
700 W 47th St. Suite 1100 INSURER O :
Kansas City MO 64112 INSURER & 1
INSURER £ :

COVERAGES CERTIFICATE NUMBER:

REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF. INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
. INDICATED, NOTWITHSTANDING ANY REQUIREMENT. TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE- TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS

NSR ROGTSUBHT POLICY EFF -
LTR TYPE OF INSURANCE INSD |wvD POLICY NUMBER [MMDOYYYY) | (W IO Y1) LmTS
COMMERCIAL QENERAL LIABILITY y ' EACH OCCURRENCE [
. NTED
CLAIMS-MADE OCCUR ]
i MED EXP (Any ona person) $
PERSONAL & ADV INSURY | §
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s
poLICY B Loc PRODUCTS - COMPIOP AGG | 8
OTHER: $
-AUTOMOBILE LIABILITY CE?IMB‘?‘E%F‘NGLE UMIT g
ANY AUTO BODILY INJURY (Per person) | §
ALL OVWNED SCHEDULED -
(= AUTOS NONOWNED :gg:g;mmf;:w*nu :
HIRED AUTOS AUTOS | (Pe; acsident S
5
UMBRELLA LIAB OCCUR EACH OCCURRENCE 5
EXCESS LIAB CLAIMS-MADE AGGREGATE 5
DED ] ] RETENTIONS $
WORKERS COMPENSATION PER OTH:
AND EMPLOYERS' LIABILITY A L B
ANY PROPRIETORPARTNER/EXECUTIVE E.L. EACH ACCIDENT 5
OFFICERMEMBER EXCLUDED? NiA
{mandatory In NH} E.L. DISEASE . EAEMPLOYEE §
It yos, describe under . L
DESCRIFTION OF OPERATIONS below £.L. DISEASE - POLICY LIMIT | $
A [Professional Liability Insurance ABF 188181819 12131720 | 12/31/21 | $1.000,000 per claim and in the
annual aggregate
Limits are as requesied.

DESCRIFTION OF OPERATIONS / LOCATIONS / VEHICLES (ACORD 101, Additlonal Remarks Schedule, may be attached If more space is required)

CERTIFICATE HOLDER

CANCELLATION

State of New Hampshire, Department of Health & Human Services
Attn: Heidi H. Laramie
129 Pleasant Strest

Concord, NH 03301
|

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF;, NOTICE WILL BE DELIVERED (N
ACCORDANCE WITH THE POLICY PROVISIONS.

= o ML

ACORD 25 {2014/01})

©1988-2014 ACORD CORPORATION. All rights reserved.

The ACORD name and logo are registered marks of ACORD
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ACORD. CERTIFICATE OF LIABILITY INSURANCE 62001

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS
CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES
BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRACT BETWEEN THE [SSUING INSURER(S), AUTHORIZED
REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

IMPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy(ies) must have ADDITIONAL INSURED provisions or be endorsed.
If SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on

this certificate does not confer any rights to the certificate holder in liev of such endorsement(s).

PRODUCER o
CBIZ Insurance Services, Inc. P Exty. - (Ale, No):
700 West 47th Street, Suite 1100 EMAL <5, Iweeks@cbiz.com
Kansas City, MO 64112 INSURER(S) AFFORDING COVERAGE NAIC ¥
816 945-5500 INSURER A : CNA- American Cas. Co. Of Reading PA 20427
INSURED INSURER B :

CBIZ, Inc. and Subsidiaries INSURER G -

6050 Oak Tree Blvd., South, Suite 500 INSURER 0 :

Cleveland, OH 44131

INSURER E :
: INSURERF : ,

CQVERAGES CERTIFICATE NUMBER: REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIQD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS,

[ir DOLISUBR] ; POLI FF
i TYPE OF INSURANCE gk Pt POLICY NUMBER (MDY YY) | (MMBONY YY) LIMITS
COMMERCIAL GENERAL LIABILITY . EACH OCCURRENCE s
J CLAIMS-MADE D OCCUR ' BRMORE L S oncey |5
MED EXP (Any one person) 3
. PERSONAL & ADV INJURY | §
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE s
R PRO-
. POLICY JECT D Loc PRODUCTS - COMPIOP AGG |$
OTHER: $
AUTOMOBILE LIABILITY : chm_sn;éE'DnsmGLE UM s
ANY AUTO BODILY INJURY {Per person} |$
D LY SCHEDULED BODILY INJURY {Per accident) [ § .
HIRED NON-QWNED . . PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY {Per sccident)
s
UMBRELLA LIAB OCCUR EACH OCCURRENCE 5
EXCESS LIAB CLAIMS-MADE . . AGGREGATE $
DED | I RETENTION § : $
WORKERS COMPENSATION PER OTH-
A | AND EMPLOYERS: LIABILITY vIn 6072461232 09/30/2020(09/30/2021 X ISTATUTE | ER
ANY PROPRIETOR/PARTNER/EXECUTIVE
Ay RO R T OR/PARTNERES ‘Il NIA 6072461246CA 09/30/2020 (09/30/2021| E.L EACH ACCIDENT 51,000,000
{Mandatory in NH} E.L. DISEASE - EA EMPLOYEE| $1,000,000
HEes. dascriba under
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LT | $1,000,000
DESCRIPTION OF OPERATIONS / LOCATIONS ! VEHICLES {ACORD 101, Addltional Remarks Scheduls, may be attached if more space Is required)
Myers and Stauffer, LC is a named insured.
CERTIFICATE HOLDER CANCELLATION
SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
State of New Hampshire THE EXPIRATION DATE THEREQOF, NOTICE WILL BE DELIVERED IN

Dept of Health & Human Services ACCORDANCE WITH THE POLICY PROVISIONS.
129 Pieasant Street

AUTHORIZED REPRESENTATIVE -

CONCORD, NH 03301-3852 CBIZ Insurance Services, Inc.

© 1988-2015 ACORD CORPORATION. All rights reserved.

ACORD 25 (2016/03} 1 of1 The ACORD name and logo are registered marks of ACORD
#52856873/M2563451 51LW
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER
129 PLEASANT STREET, CONCORD, NH 03301-3857

603-271-9200 1-800-852-334% Ext. 9260
Fax: 603-271-4912 TDD Access: 1.800-735-2964 www.dhhs.nh.gov

Lorl A Shiblnette
Commimloner.

August 21, 2020

His Excellency, Governor Christopher T. Sununu
and the Honorable Council

State House

Concord, New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Office of the Commissioner, to
amend an existing contract with Myers and Stauffer LC, VC #230291, Atlanta, Georgia for the
continued provision of professional services to plan and develop a Post-Fayment Audit Plan
including the review of New Hampshire Medicaid Electronic Health Record Incentive Payment
records annually, by exercising a contract renewal option by increasing the price limitation by
$60,000 from $207,340 to $267,340 and extending the completion date from September 30, 2020
to September 30, 2021 effective October 1, 2020, or upon Governor and Council approval,
whichever is later. 90% Federal Funds. 10% General Funds. ‘

The original contract was approved by Governor and Council on September 20, 2018,
item #9.

Funds are available in the following account for State Fiscal Year 2021, and are
anticipated to be available in State Fiscal Year 2022, upon the availability and continued
appropriation of funds in the future operating budget, with the authority to adjust budget line items
within the price limitation and encumbrances between state fiscal years through the Budget Office,
if needed and justified.

05-95-47-470010-78450000 HEALTH AND SOCIAL SERVICES, DEPT OF HEALTH AND
HUMAN-: SVS, HHS: OFC OF MEDICAID & BUS PLCY, OFF OF MEDICAID & BUS POLICY,
EHR INCENTIVE PAYMENTS

State Increaéed '
fiscal | 00y | ClossTe | il | Budger | Oecreased) | plo
2019 | 102-500731 fof‘;,':g;%ic 47001700 | $77,752.50 $0| $77,752.50
2020 | 102-500731 fo‘f‘,’,':g;%ic 47001700 | $103,670.00 $0 | $103,670.00
2021 | 102-500731 f%?r}::?g"évc 47001700 | $25917.50 | $45,000.00 | 70,917.50
2022 | 102500731 | v prag Sve | 47001700 $0| $1500000| $15000.00
Total | $207,340.00 |  $60,000.00 | $267,340.00

The Department of Health and Human Services’ Mission it to join communities and fomilies

in providing opportunilies for citizens to achieve health and independence.



His Excellency, Governor Chrisiopher T. Sununu
and the Honorable Coundil
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EXPLANATION

The purpose of this request is to continue providing ongoing audits for the New Hampshire
Medicaid Electronic Health Record Incentive Program. The vendor will review up to one (1)
Eligible Hospital and twenty (20) Eligible Professionals Megdicaid Electronic Health Records
Incentive Program payment records based an the Eligible Professionals and Eligible Hospital Pre-
Payment Audit Programs and the number of providers that apply for the New Hampshire Medicaid
Electronic Health Record Incentive Program.

Section 4201 of the American Recovery and Reinvestment Act of 2009 provides funding
for incentive payments to Eligible Professionals and Eligible Hospitals for adoption, implementing,
upgrading and the subsequent meaningful use of certified electronic health records. The
requirements for implementing the Medicaid Elecironic Health Record Incentive Program can be
found in 42 CFR Parts 412, 413, 422 and 495, as published July 28, 2010. :

Audits of incentive payments are a required element of the Electronic Health Records
Incentive Program and represent a mandatory service to be contracted by the Department from
October 1, 2020 to September 30, 2021. Providers who receive an Electronic Health Record
incentive payment for either the Medicare or the Medicaid Electronic Health Record incentive
Program potentially may be subject to an audit.

The vendor will develop and submit a Final Audit Plan to the Department that includes a
risk assessment that identifies high risk areas for post-payment audit, inclusive of eligibility and
each of the meaningful use requirements in alignment with the pre-payment audit programs. The
risk assessment will identify specific measures that are more likely subject to incorrect information.
and those that are least likely to be adequately audited in a pre-payment verification process and
will include a process for how specific criteria will be audited. -

The Department will monitor contracted services using the following tools and methods:

1) The vendor will submil an updated audit planwithin forty-five (45) days of the contract
amendment effective date,

2) The vendor will submit monthly audit status reports to the Department which will include
a list of all audits completed to date; a list of all audits completed during the previous
month; detailed findings for each audit; estimated completion dates for each audit in
progress; and any additional information requested by the Department;

3) The.vendor will submit a report to the Department within seven (7) days of discovery of
any suspected fraud and/or abuse; '

4) The vendor will submit a final report for each audit to the Department on or before the
tenth (10*) day of each month following the audit completion date; and

As referenced in Exhibit C-1, Revisions to General Provisions, Section 3, Renewal, of the
original contract, the parties have the option to extend the agreement for up to two (2) additional
years, contingent upon satisfactory delivery of services, available funding, agreement of the

"parties and Governor and Council approval. The Department is exercising its option to renew
services for one (1) of the two (2) years available.

Should the Governor and Council not authorize. this request, program activity may not
continue, which could result in provider incentive payments being delayed or ceasing. Program
interruption could negatively affect the pace of transition to certified electroni¢ health record
systems by New Hampshire providers and ultimately impair the Department's progress achieving
planned improvements in clinical data quality and more effective and cost efficient program
initiatives.



His Excellancy, Governor Christopher 7. Sununu
and the Honorable Council
Paga3of3
Area served: Statewide
Source of Funds: CFDA #03.778, FAIN #2005NH5ADM
in the event that the Federal Funds become no longer avaitable, additional General Funds

will not be requested to support this program.
Respectfully submitted,

' Lori A. Shibinatte

Commissioner



New Hampshire f)ebartment of Health and Human Services -
Electronic Health Records Post Incentive Payment Audit

State of New Hampshire Department of
Health and Human Services Amendment #1 to the
Electronic Health Records Post incentive Payment Audit Contract

This 1% Amendment to the Electronic Health Records Post Incentive Payment Audit Program contracl
(nereinafter referred to as "Amendmient #17) is by and between the State of New Hampshire, Depariment
of Health and Human Services (hereinafter referred to as the "State” or "Department”) and Myers and
Stauffer LC, (hereinafter referred to as "the Contractor”). a Limited Liability Company with a place of
business at 133 Peachtree Street NE, Sulte 3150, Atlanta, GA 30303.

WHEREAS, pursuant to an agreement (the "Conltract”} approved by the Govemnor and Executive Council
on September 20, 2018 (ltem #9), the Contractor agreed to perform certain services based upon the terms
and conditions specified in the Contract and in consideration of certain sums specified; and

WHEREAS, pursuant to Form P-37, General Provisions, Paragraph 18,-and Exhibit C-1, Revisions o
General Provisions, Paragraph 3., Renewal, the Contract may be amended and extended upon written
agreement of the parlies and approval from the Governor and Executive Council; and ‘

WHEREAS, the parties agree to exiend the term of the agreement, increase the price limilation, or modify
the scope of services to support continued delivery of these services; and

NOW THEREFORE, in consideration of the foregoing and the rmulual covenants and conditions contained -
in the Contract and set forth herein, the parties hereto agree to amend as follows:

1. Form P-37 Genera! Provisions, Block 1.7, Completion Date, to read:

September 30, 2021, h '

2. Form P-37, General Provisions, Block 1.8, Price Limitation, to read:
$267,340.

3. Form P-37, General Provisions, Block 1.9, Contracting Officer for State Agency, to read:
Nathan D. White, Director.

4. Form P-37, General Provisions, Block 1.10, State Agency Telephone Number, to read:
603-271-9631.

5. Modify Exhibit A, Scope of Services, Section 2., Scope of Work, Subsection 2.2., to read:

2.2. The Contractor shall develop and submit 2 Post-Payment Audit Plan, which includes the
review of up 1o one (1) Eligible Hospital (EH) and twenty (20) Eligible Professionals (EP)
Medicaid Electronic Health Record (EHR) incentive payment records annually. The Contractor
shall: ' !

2.2.1 Review and update the state audit plan, consistent with federal regulations and
guidance and state-specific policies and procedures;

2.2.2. Review and update the pre-payment review methodology and processes the State
currently utilizes for Adopt. Implement and Upgrade (AlU) requirements and

! meaningful use (MU} attestations; and, :

2.2.3. Ensure auditing activities related to post-payment audits include, but are nol limited
to:

2.2.3.1. Participating in appeals, when necessary, which Includes, but is not limited to:
2.2.3.1.1. Providing support by reviewing additional documeniation; and
"2.2.3.1.2. Providing expert testimonies in administralive hearings.

Myers and Staufler LC Amendment #1 Contractor Initials /N T
REP.2N19.OROMNI.FHRAL LA1-AM Pann 10fd pate D2 120 >0



New Hampshire Department of Health and Human Services
Electronic Health Records Post Incentive Payment Audit

2.2.3.2. Alerting the Depariment of potential fraud and/or abuse within seven (7) days
of discovery; and : '
2.2.3.3. Submitting an individual repor to the Department of each post-payment review

within thirty (30) days of the conclusion of the review, which shall be prepared
in accordance with applicable standards.

6. Mod'ify Exhibit A, Scope of Services, Section 2., Scope of Work, Subsection 2.11., Paragraph
2.11.3,, to read:

2.11.3. The priority matrix audit includes twenty (20) EPs and one (1) EHs per program year; and

7. Modify Exhibit A, Scope of Services, Section 2., Scope of Work, Subsection 2.14., Paragraph
2.14.2., lo read:

2.14.2. Includes the Contractor's plan to audit one (1) EHs and twenty (20) EP Medicaid EHR
incentive payments annually; ’

8. Modify Exhibit A, Scope of Services, Section 6., Deliverables, Subsection 6.9., to read:

6.9. The Contractor shall review one (1) EH and twenly (20) EP Medicaid EHR incentive
payments annually.

9.- Modify Exhibit B, Methods and Conditions Precedent to Payment, Seclion 1, Subsection 1.1., to
read: '

1.1. This Agreement is funded with:’

« 90% federal funds from the U.S. Department of Health and Human Services, Medical
Assistance Program {Medicaid, Title XIX), CFDA #93.778, Federal Award Identification
Numbers (FAIN), 1805NHSADM, Medicaid Entitlement (10/1/18 through 8/30/20);
2005NH5ADM, Medicaid Entillement {10/1/20 through 9/30/21).

» ° 10% Genera! Funds

10. Modify Exhibit B, Method and Conditions Precedent to Payment, Seclion 2., Subsection 2.6., to
read:

In lieu of hard copies, all invoices may be assigned én electronic signature and emailed to
Ann.Driscoll@dhhs.nh.gov. or invoices may be mailed to:

Ann Driscoll, Administrator (Il

Department of Health and Human Services
Bureau of improvement and Integrily

105 Pleasant Street

Concord, NH 03301

11. Modify Exhibit B-3, Budget, by replacing in its entirety with Exhibit B-3 - Amendment #1, Budget,
which is attached hereto and incorporaled by reference herein.

12. Add Exhibit B4 - Amendment #1, Budget, which is attached hereto and incorporated by
reference herein. :

13. Modify Exhibit K, DHHS Information Security Requirements, by replacing in its entirety with Exhibit
K Amendment #1, DHHS Information Security Requirements, which is attached herelo and
incorporated by reference herein.

‘Myers and Staufler LC Amendmenl #1 l Conlraclor [nitials W
RFP-2018-0COM-02-EHRAU-01-A01 Pate 2 of 4 ' Dale / 2-// 2020



New Hampshire Dapartmenf of Health and Human Services
Electronlc Health Records Post Incentive Paymant Audit

All terms and conditions of the Contract not inconsistent with this Amendment #1 remain in full force and
effect. This amendment shall be effective upon the date of Governor and Executive Council approval

IN WITNESS WHEREOF, the parties have set their hands as of the date written below,

Stata of New Hampshire )
Department of Health and Human Services

08/24/2020 | \iﬁ.rﬁJ/ ‘ ?//l 7{94/1

Dale Name: Meredith Telus
. ] Title: Direclor

Myers and Stauffer LC

3/2!/2,019

Date

Myers and Staufler LC Amendment #1
RFP-2015-0COM-02-EHRAU-01-AN Page Jof 4



New Hampshire Department of Health and Human Services
Electronic Health Records Post Incentive Payment Audit

The preceding Amendment, having been reviewed by this office, is approved as to form, substance, and '
execution.

OFFICE OF THE ATTORNEY GENERAL

08/25/20 &W Finoa

t . Name:
Date Ti?le‘e Catherine Pinos, Atlorney

| hereby certify that the foregoing Amendment was approwéd' by the Govemor and Executive Council of
the State of New Hampshire at the Meeting on: {date of meeting)

OFFICE OF THE SECRETARY OF STATE

Date’ ' Name:
Title:
Myers and Staufler LC Amendment #1

RFP-2019-0COM-02-EHRAU-01-A01 Page 4 0i4



Exhibit B-3 - Amendment #1 Budget
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it o L fais o it fcromments

New Hampshire Department of Health and Human Services

Bidder/Contractor Name: Myers and Stauffer LC

Electronic Health Records Post Incentive
Budget Request for: Paymant Audit

Budget Period: SFY 2021 (7/1/20 - 6!30!?1)

lndlrect N ﬂ'otal"‘, o ¢AllocationiMethod forr
e 1leedi : ' p

=flndirect/FixadiCosty”

1,

Tolal Salary/Wages

Employee Benefils

Consultanls

70,917.50

2.
3.
a

Equipment;

Rental

Repair and Maintenance

Purchase/Depreciation

Supplies:

Educational

Lab

Pharmacy

Medica!

Office

o

Travel

~

Occupancy

Current Expenses

Telephone

Poslage

Subscriplions

Audit and Legal

Insurance

Board Expenses

Software

10.

Markeling/Communications

11.

Staff Education and Training

12.

Subcontracts/Agreements

13.

Other {specific details mandatory):

1
aummmmmmmmmuwumémmmmmmwummmmmumm
1]

TOTAL

70,917.50

- [§ 7091750[

Indirect As A Percent of Direct

RFP-2019-0COM-02-EHRAU-01-AD1
Exhibit B-3 Amendment #1 Budget
Page 10l
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Exhibit B-4 - Amendment #1 Budget

New Hampshire Department of Health and Human Services

Bidder/Contractor Name: Myers and Stauffer LC

Electronic Health Records Post Incentive
Budget Request for: Payment Audit

Budget Pertod: SFY 2022 (7/1/21 - 9/30/21)

@. il —T_i' -_:F‘;:_;‘.‘ i ;.'.'_lr;:.-..l o WUy
Oineften & o b - niie s et S| LIITE S
1. Total Salary/Wages 3 - $ ¢ 3 -
2, Employee Benefils 5 - s - $ -
3. Consultants $ 15.00000]% - 3 15,000.00
4. Equipment: . S - $ - $ -
Rental $ - $ - $ -
Repair and Maintenance 5 S - $ -
: Purchase/Depreciation $ - 5 - $ -
5. Supplies: . 3 - $ 3 -
' Educational 5 - 15 $ -
Lab . 5 - $ $ -
Pharmacy $ - $ - 5 -
Medical $ - $ - 5 -
QOffice $ - $ - $ -
6. Travel 3 $ - $ -
7. Occupancy $ - ] - 3 -
8. . Current Expenses $ - $ 3 -
Telephone $ - $ - 5 -
Postage $ - 3 . 3 -
Subscriptions $ - $ - 3 -
Audit and Legal $ - 3 - 3 -
Insurance $ - ) - $ -
Board Expenses $ - 3 - $ -
9. Solware $ - 3 - $ -
10. Markeling/Communicalions 5 ] - $ -
11. Staff Education and Training $ - $ - 3 -
12._Subconlracis/Agreements $ - {3 - 15§ -
13. Other (specific details mandatory): | $ - $ - 3 -
S - 3 B K -
$ - $ - 3 -
3 - $ - 5 -
3 - $ - $ -
$ - S - 5 -
TOTAL 15,600.06 [ $ - |[§  15,000.00 |
Indirect As A Percent of Direct 0.0%
RFP-2019-0C0OM-02.EHRAU-01-AD1 Contractor Initials: m0J

Exhibil B-4 Amendment #1 Budge!

Page 1 0f 1 Page 1 of 1 ' Date: B/ 7’// 2929
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New Hampshire Department of Health and Human Services
Exhibit K - Amendment #1
DHHS Information Security Re'quirements

A. Definitions
The following terms may be reflected and have the described meaning in this document:

1. “Breach” means the loss of control, compromise, unauthorized disclosure,
unauthorized acquisition, unauthorized access,  or any similar term referring 1o
situations where persons other than authorized users and for an other than authorized
purpose have access or polential access lo personally identifiable information,
‘whether physical or electronic. With regard to Protected Health Information, " Breach”
shall have the same meaning as the term "Breach” in section 164.402 of Title 45,
Code of Federal Regulations.

2. “Computer Security Incident” shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Institute of Standards and Technology, U.S. Department of
Commerce. 3

3. “Confidenlial Information” or “Confidential Data” means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benefits and personal information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Health Information and
Personaily Identifiable Information.

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contracled services
- of which collection, disclosure, protection, and disposition is governed by state of

- federal law or regulation. This information includes, but is not fimited to Protected
Health Information (PHI), Personal Information (PI), Personal Financial information
(PF1), Federal Tax Information (FTI), Social Security Numbers (SSN), Payment Card |
Industry (PC), and or other sensitive and confidential information.

4, “End User" means any person or entity {e.g., contractor, contractor's employee, o
business associate, subcontractor, ether downstream user, etc.) that receives DHHS
data or derivative data in accordance with the terms of this Contract.

5. "HIPAA" means the Health Insurance Portability and Accountability Act of 1996 and the
regulations promulgated thereunder.

6. “Incident” means an act that potentially violates an explicit or implied securily policy,
which includes attempts (either failed or successful) to gain unauthorized access to a
system or its data, unwanted disruplion or denial of service, the unauthorized use of a -
system for the processing or storage of data; and changes lo system hardware,
firmware, or software characterislics withoul the owner's knowledge, instruction, or
consent. Incidents include the loss of data through theft or device misplacement, 10$s
or misplacement of hardcopy documents, and misrouting of physical or electronic mail,

V5, Lasi update 10/09/15 Exhibit K - Ameandment ¥1 Contractor Inilisls M
DHHS Informatien : '
Securily Requirements Page 1 ol 8 : 9 }0
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New Hampshire Department of Health and Human Services
’ Exhibit K - Amendment #1
DHHS Information Security Requirements

all of which may have the potential to put the'data at risk of unauthorized access, use,
disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information
Technology or delegate as a protected network (designed. tested, and approved,
by means of the State, to transmit) will be. considered an open network and not
adequately secure for the transmission of unencrypted PI, PFI, PHI or confidential
DHHS data.

B. ‘Personal Information” (or PI“) means information which can be used to distinguish or
lrace an individual's identity, such as their name, social security number, persona\ ,
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with other personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birlh, mother's maiden
name, efc.

9, “Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Department of Health and Human Services. .

10. “Protected Health Information” (or “PHI"} has the same meaning as provided in the
- definition of “Protected Health Information® in the HIPAA Privacy Rule at 45 CFR. §
160.103.

11, "Security Rule” shall mean the Security Standards for the Prolection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
thereto.

12. “Unsecured Protected Health information™ means Prolected Health Information that is

not secured by a technology standard that renders Protected Heaith Information

. unusable, unreadable, or indecipherable to unauthorized individuals and is developed

or endorsed by a standards developing orgamzauon that is accredited by the American
National Standards Institule. .

. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Di'sclosqre of Confidential Information.

1. The Contractor must not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agents, must not
use, disclose, maintain or transmit PHI in any manner that would constitute a vio lation.
of the Privacy and Security Rule.

2. The Contractor must not disclose any Coniid_en{ial Information in response to a request

V5. Last updale 10/09/18 Exhiblt K — Amendment #7 Confractor Infliaks _Mﬂ_J

DHHS Information
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New Hampshire Department of Health and Human Services
Exhibit K - Amendment #1
DHHS Information Security Requirements

. for disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to
the disclosure.

3. If DHHS notifies the Contractor that DHHS has agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Securily Rule, the Contractor musl be bound by such
additional restrictions and must not disciose -PHI in violation of such additional
-restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed to an End

User must only be used pursuant to the terms of this Contract.

5. The Contractor agreés DHHS Data obtained under this Contract may not be used for

any other purposes that are not indicated in this Contract.

6. The Contractor agrees to grant access to the data to the authorized representatives of

DHHS for the purpose of inspecting to confirn compliance with the terms of this
Contract.

. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is transmitting DHHS data containing Confidential
Data between applications, the Contractor attests the applications have been
evaluated by an expert knowledgeable in cyber security and that said application’s
encryption capabilities ensure secure transmission via the internet. '

Computer Disks and Portable Storage Devices. End User may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting DHHS
data.

Encrypted Email. End User may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If End User is employing the Web to transmit Confidential Data,
the secure socket layers (SSL) must be used and the web site must be secure. SSL
encrypts data transmitted via a Web site.

File Hosting Services, also known as File Sharing Sites. End User may not use file
hosting services, such as Dropbox or Google Cloud Storage, to transmil Confidential
Data.

Ground Mail Service. End User may only transmit Confidential Data via certified ground
mail within the continental U.S. and when sentto a named individual.

Laptops and PDA. If End User is employing portable devices to transmit Confidential
Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may not transmit Confidential Data via an open

VS, Lasi update 10/09/18 Exhibil K - Amendmenl #1 Contracior Inillats
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“New Hgmpshire Department of Health and Human Services
Exhibit K - Amendment #1
DHHS Information Security Requirements

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

9. Remole User Communication. If End User is employmg remote communication to
access or fransmit Confidentia! Data, a virtual private ‘network (VPN) mustbe installed
on the End User's mobile device{(s) or laptop from which mformahon will be
transmitted or accessed.

10. SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Protocol. If

End User is employing an SFTP to transmit Confidential Dala, End User will structure
the Folder and access privileges to prevent inappropriate disclosure of information.
SFTP folders and sub-folders used for ransmitting Confidential Data will be coded for 24-
hour auto-delelion cycle (i.e. Confidential Data will be deleted every 24 hours).

11. Wireless Devices. If £nd User is transmitting Confidential Data via wireless devices, all
data must be encrypted to prevent inappropriate disclosure of information.

M. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the data and any derivative of the data for the duration of this

Contract. After such time, the Contractor will have 30 days to destroy the data and any .

derivative in whatever form it may exist, unless, otherwise required by law or permitted under
this Contract. To this end, the parties must:

A. Retention

1. The Contractor agrees it will nol store, transfer or process data collected in
connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery localions.

2. The Coniractor agrees o ensure proper security monitoring capabilities are in place
lo delect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

3. The Contractor agrees to provide security awareness and education for its End Users
in suppont of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and idenlified in section IV. A.2

5. The Contraclor agrees Confidential Data stored in @ Cloud must be in a
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
regulations regarding the privacy and security. All servers and devices must have
currently-supported and hardened operating systems, the lalest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environment, as a
whole, must have aggressive intrusion-detection and firewall protection.

/
VS, Last update 10/09/18 Exhibil K - Amendment #1 Caontraclof Initials
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New Hampshire Department of Health and Human Services
Exhibit K - Amendment #1 '
DHHS Information Security Requirements

6. The Contractor agrees to and ensures ils complele cooperation with the State’s
Chief Information Officer in the detection of any security vulnerability of the hosting
infrastructure, '

B. Disposition

1. It the Contractor will maintain any Confidential Information on its systems (or its sub-
contractor systems), the Contractor will maintain a documenled process for securely
disposing of such data upon request or contract termination; and will obtain written

" cedification for any Stale of New Hampshire data destroyed by the Contractor or
any subcontractors as a part of ongoing, emergency, and or disasler recovery
operations. Whan no longer in use, electronic media conlaining State of New
Hampshire data shall be rendered unrecoverable via a secure wipe program in
accordance with industry-accepted standards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example, degaussing)
as described In NIST Special Publication 800-88, Rev 1, Guidelines for Media
Sanitization, Nationa! Institute of Standards and Technology, U. S. Department of
Commerce. The Contractor will document and certify in writing at time of the data
destruction, and will provide written certification to the Department upon request.
The written certification will include all details necessary to demonstrate data has
been properly destroyed and validated. Where applicable, regulatory and

. professional standards for retention requirements will be jointly evaluated by the
State and Contractor prior to destruction, :

2. Unless otherwise specified, within thirty (30) days of the termination of this Contract,
Contractor agrees to destroy all hard copies of Confidential Data using a secure
method such as shredding.

3. Unless otherwise specified, within thirty {30) days of the termination of this Contract,
Contractor agrees to completely destroy all electronic Confidential Data by means
of data erasure, also known as secure dala wiping.

IV. PROCEDURES FOR SECURITY

A. Coniractor agrees to safeguard the DHHS Data received under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security conlrols to protect Department confidential
information collected, processed, managed, and/or stored in the delivery of contracted
services.

2. The Contractor will maintain policies and procedures to protect Department confidential
information throughout the information lifecycle, where applicable, (from creation,
transformation, use, storage and secure destruction) regardless of the media used to
slore the data (i.e., tape, disk, paper, etc.). '

V5, Lasl update 10/09/18 Exhibit K - Amendmaent #1 Contractor Initials _7 21 DJ’—

DHHS Information

Securily Requirements Pago S of 8 ' Oute %/Z‘/Zw ﬁ



New Hampshire Departmeant of Health and Human Services,
Exhibit K - Amendment #1
DHHS Information Security Requirements

3. The Contraclor will maintain appropriate authentication and access controls to
contractor systems that callect, transmit, or store Department confidential information
where applicable.

4. The Contractor will ensure proper security monitoring capabililies are in place to detect
* potential security evenis thal can impact State of NH systems and/or Department
confidential information for contractor provided systems.

5. The Contractor will provide regular security awareness and education for its End Users
in support of protecting Department confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Contractor will maintain a
program of an internal process or processes that defines specific securily expectations,
and monitaring compliance to security requirements that at a minimum match those for
the Contractor, including breach notification requirements.

7. The Contractor will work wilh the Department to sign and comply with all applicable

State of New Hampshire and Department system access and authorization policies and

. procedures, syslems access forms, and computer use agreements as part of obtaining

- and maintaining access to any Deparment system(s). Agreements will be completed

and signed by the Contractor and any applicable sub-contractors prior to system
access being autherized: ‘ .

8. if the Depariment determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contraclor will execute a HIPAA Business Associale Agreemenl
(BAA) with the Department and is responsible for maintaining compliance with the
agreement. Co-

9. The Contractor will work with the Department al its request to complele a System .
Management Survey. The purpose of the survey is o enable the Department and
Contractor to monitor for any changes in risks, threats, and vulnerabilities that may
occur over the life of the Contraclor engagement. The survey will be completed
annually, or an alternate timie frame at the Departments discretion with agreement by -
the Contractor, or the Department may request the survey be completed when the
scope of the engagement between the Department and the Contractor changes.

10. The Contractor will nol store, knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the Uniled Stales unless prior
express written consent is oblained -from the Information Secuiity Office leadership
member within the Department. -

11. Data Security Breach Liabilily. In the event of any security breach Contraclor shall
make efforts to investigate the causes of the breach, promptly take measures to prevent
fulure breach and minimize any damage or loss resulting fram the breach. The State
shall recover from the Contractor al costs of response and recovery from the breach, |

——
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New Hampshife Department of Health and Human Services
Exhibit K - Amendment #1
DHHS Information Security Requirements

including but not limited to: credit monitoring services, mailing. costs and costs
associated with website and telephone call center services necessary due to the
breach. -

12. Contractor must, comply with all applicable statules and regulations regarding the
privacy and securily of Confidential Information, and must in all ather respecls maintain
(he privacy and security of Pl and PHI at a level and scope that is not less than the
fevel and scope of requirements applicable to federal agencies, including, but not
limited to, provisions of the Privacy Act of 1874 (5 U.S.C. § 552a), DHHS Privacy Act

- Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules (45 C.F.R. Parts 160
and 164} that govern protections for individually identifiable health information and as
applicable under State law.

13. Contractor agrees to establish and maintain appropriale administrative, technical, and
physical safeguards to protect the confidentiality of the Confidential Data and o prevént
unauthorized use or access to il. The safeguards must provide a level and scope of
security that is not less than the level and scope of security requirements established
by the State of New Hampshire, Depariment of Information Technology. Refer to
Vendor Resources/Procurement al https:/iwww.nh.gov/doit/vendor/index.him for the
Department of Information Technology policies, guidelines,- standards, and
procurement information relating to vendors.

14. Contractor agrees to maintain a documented breach notification and incident response
process. The Contractor will notify the State’s Privacy Officer and the State's Securily
Officer of any secunty breach immedialely, at the email addresses provided in Section
Vi. This includes a confidential information breach, computer security incident, or
suspected breach which affeclts or includes any Slate of New Hampshire systems that
connect to the State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this Contract
to only those authorized End Users who need such DHHS Data to perform their
official duties in connection with purposes identified in this Contract.

16. The Contractor musl ensure that all End Users:

a. comply with such safeguards as referenced in Seclion IV A. above, implemented
to protect Confidential Information that is furnished by DHHS under this Contract
from loss, theft or inadvertent disclosure.

b. safeguard this information at all times.

c. ensure that laptops and other electronic devices/media containing PHI, PI, or PFi
are encrypted and password-protected.

d. send emails containing Confidential Information only if encrypted and being sent
1o and being received by email addresses of persons authorized to raceive such
information.

Securily Requiremenls Page 7 of 9
Dote
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New Hampshire Department of Health and Human Services
Exhibit K - Amendment #1
DHHS Information Security Requirements

e. limit disclosure of the Confidential Information 1o the extent permitted by law.

{ Confidenlial Information received under this Contract and individually identifiable
data derived from DHHS Dala, must be stored in an area that is physically and
technologically secure from access by unauthorized persons during duty hours
as well as non-duty hours {8.g., door locks, card keys, biometric identifiers, etc.)..

g. only authoruzed End Users may transmit the Confidential Data, mcludmg any
derivative files containing personally identifiable information, and in all cases,
such data must be encrypted at all times when in transit, at rest, or when stored
on portable media as required in section [V above.

h. in all other instances Confidential Data must be maintained, used and disclosed
using appropriate safeguards, as delermined by a nsk based assessment of the
circumstances involved.

i. understand that their user credentials (user name and password) must not be
shared with anyone. End Users will keep their credential information secure.
This applies to credentials used lo access the site directly or indirectly through a
third parly applicalion.

Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right.to conduct onsite inspections to monitor compliance with this Contract,
including the privacy and security requirements provided in herein, HIPAA, and other
applicable laws and Federal regulations until such time the Confidential Data is disposed
of in accordance with this Contracl. ,

V. LOSS REPORTING

The Contractor must notify the State's Privacy Officer and Security Officer of any Security
Incidents and Breaches immediately, at the email addresses provided in Section VI.

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance with the agency's documented Incident Handling and Breach Nofification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:

1. Identify Incidents;

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the. risk level of Incidents
and determine risk-based responses lo Incidents; and

5. Determine whether Breach nolification is required, and, if so, identify appropriate
Breach notification methods, timing, ‘source, and contents from among different

—
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New Hampshire Department of Health and Human Services
Exhibit K - Amendment #1
DHHS information Security Requirements

options, and bear costs associated with the Breach notice as well as any mitigation
measures.

Incidents and/or Breaches that implicate Pl must be addressed and reportéd. as
applicable, in accordance with NH RSA 359-C:20. '

V. PERSONS TO CONTACT
A DHHS Privacy Officer:
DHHSPrivacyOfficer@dhhs.nh.gov
B. DHHS Security Officer: _
DHHSlnformatianecurityOf‘ﬁce@dhhs.nh.g_ov

V5. Last updale 10/08/18 Exhinil K - Amendmenl #1 Contractor Initlals mD f
DHHS Information ’ - D
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STATE OF NEW HAMPSHIRE
DEPARTMENT OF HEALTH AND HUMAN SERVICES
PROCRAM PLANNING & INTEGRITY
BUREAU OF IMPROVEMENT & INTEGRITY - FEDERAL AUDIT OVERSIGHT UNIT
129 PLEASANT STREET, CONCORD, NR 03301
6§03-271-9219 5-800-851.3345 Ext. 9219
Meredith J. Telus Fox: 603-275-7100 TDD Access: 1-800-735-2964

Director www.dhhs.nh.gov

August 16, 2018

JelTrey A Meyers
Commissioaer

His Excellency, Governor Christopher T. Sununu
And \he Honorable Council

State House

Concord; New Hampshire 03301

REQUESTED ACTION

Authorize the Department of Health and Human Services, Bureau of Improvement & Integrity —
Federal Audit Oversight Unit, to enter into an agreement with Myers and Stauffer LC, Vendor #
230291, 133 Peachtree Street NE, Suite 3150, Atlanta, Georgia 30303, to provide professional
services 10 plan and develop a Post-Payment Audit Plan including the review of New Hampshire
Medicaid Electronic Health Record Incentive Payment records annually in an amount not to exceed
$207,340, effective October 1, 2018 or upon date of Governor and Council approval, whichever is later,
through September 30, 2020. 90% Federal Funds, 10% General Funds. ‘

‘ 1

Funds are available in the following accounts for State Fiscal Year (SFY) 2019, and are
anticipated lo be available in State Fiscal Years 2020 and 2021, upon the availability and continued
appropriation of funds in the future operating budgets, with authority to adjust encumbrances between
State Fiscal Years through the Budget Office without further approval from the Governor and Executive
Council, if needed and justified.

05-95-47-470010-79450000 HEALTH-AND SOCIAL SERVICES, DEPT OF HEALTH AND HUMAN
SVS, HHS: OFC OF MEDICAID & BUS PLCY, OFF OF MEDICAID & BUS POLICY, EHR INCENTIVE
PAYMENTS ’ )

'32‘;?' _ Class/Account Class Title Job Number | Total Amount
2019 102-500731 Contracts for Prog Sve___| 47001700 ~ $77,752.50
2020 102-500731 Contracts for Prog Sve | 47001700 $103,670.00
2021 102-5007 31 Contracts for Prog Svc 47001700 $25917.50

Total $207,340.00
EXPLANATION

The purpose of this request is to perform audits for the-New Hampshire Medicaid Electronic
Health Record Incentive Program. The vendor will review up to five (5) Eligible Hospitals (EH) and
thirty (30) Eligible Professionals (EP) Medicaid Electronic Health Records (EHRY} incentive payment
records annually based on the EP and EH Pre-Payment Audil Programs and the number of providers

W



His Excellency, Governor Christopher T. Sununu
And the Honorable Council
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that apply for the New Hampshire Medicaid EHR Incentive Program. The audit will include a risk

- assessment that-identifies high risk areas for post-payment audit, inclusive of eligibility and each of the
meaningful use requirements and in alignment with the pre-payment audit programs. The risk
assessment will identify specific measures that are more likely subject to incorrect information and
those that are least likely to be adequately audited in a pre-payment verification process and include a
process for how specific criteria will be audited. The vendor will refer all cases when potential fraud
and/or abuse are delected to the Department.

Audits of incentive payments are a required element of the EHR Incentive Program. Providers
who receive an EHR incentive payment for either the Medicare or Medicaid EHR Incentive Program
potentially may be subject to an audit. Section 4201 of the American Recovery and Reinvestment Act
of 2008 (ARRA) provides funding for incentive payments to eligible professionals and eligible hospitals
for adoption, implementing, upgrading and the subsequent meaningful use of centified electronic health
records. Payments are al 100 percent Federal Financial Participation to States for incentives 1o eligible
Medicaid providers to purchase, implement, and operate certified EHR technology and establish 90
percent Federal Financial Participation for State administrative expenses related to carrying out this
provision. 42 CFR Parts 412, 413, 422, and 495, published.July 28, 2010, detail the requirements for
implementing the Medicaid EHR Incentive Program.

Notwithstanding any olher provision of the Contract to the contrary, no services shall be
provided after-June 30, 2019, and the Department shall not be liable for any payments for services
provided after June 30, 2019, unless and until an appropriation for these services has been received
from the legislature and funds encumbered for the SFY 2020-2021 biennia.

i
Myers and Stauffer LC was selecled for this project through a competitive bid process. A
Request for Proposals was posted on The Department of Health and Human Services’ web site from
May 24, 2018 through July 10, 2018. ‘ C

The Depariment received one (1) proposal. The proposal was reviewed and scored by a team
of individuals with program specific knowledge. The review included a thorough discussion of the
strengths and weaknesses of the proposal. The Bid Summary is attached.

As referenced in the Request for Proposal, and in Exhibit C-1 of this contract, this Agreem'enl
has the option to extend for up to two (2) additional years, contingent upon satisfactory delivery of
services, available funding, agreement of the parties and approval of the Governor and Council.

The following deliverables will be used to measure the effectiveness of the agreement:

« Submit an updated audit ptan within forty-five (45) days of the contract effective date;
« Review up to five (5) EH and thirly (30) EP Medicaid EHR incenlive payments annually;

e Submit monthly audit progress reports to the Depariment which will include a list of all audits
completed to date, a list of all audits completed during the previous month, detailed findings for
each audit, and any additional information as requested by the Department;

s Submit a report to the Department within seven (7} days of discovery of any suspected fraud
and/or abuse;

+ Submit monthly status reports to the Department which will include action taken on prior open
matters, new problems encountered, the schedule status of all open matters identification of
any outstanding issues that require the attention of the Department, a separate spreadsheet
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deliverable thal documenls the detailed slatus of all outstanding audits, a detailed listing of all
current audits being conducled, including start date, current status findings and estimated
completion dale, National Provider Identifier/CMS Certification Nurnber, NH provider number,
provider name, payee name, groupfindividual indicator, program year, payment year, type of

provider, atlestation type, slart date of audil, current status, completion date of audil and audit
finding.

+ Submit a final report for each audit 1o the Department on or before the 10" day of each manth
following the complelion date.

- Should Governor and Executive not authorize this Request, to procure federally required post-
payment audit services, program continuation aclivity will not be initiated and provider incentive
payments shall be delayed or cease enlirely. The program interruption could negatively affect the pace
of transition 1o certified electronic health record systems by New Hampshire providers and ultimately-
impair the Depariment’s progress achieving planned |mprovemenls in clinical data quality and more
effective and cost efficient program initiatives.

Area served: Statewide

Source of Funds: '90% Federal Funds.from the U.S. Departiment of Health and Human
Services, Medical Assistance Program (Medicaid, Title XIX), and 10% General Funds.

- Inthe event that the Federa! Funds become no Ionger available, Géh'eral Funds will not be
requasted to support this program.

Respectully submitted,

Hyalthr,

Meredith J. Telus
- Director

Approved by: (

Jeffrey Al Meyers
Commissioner

The Depariment of Health ond Human Services' Mission is.lo join comntunities and families
In providing vpporiunitics for citizens lo achieve heoith and independence,



New Hampshire Depanmem‘of Health and Human Services
Office of Business Opaerations :
Contracts & Procurement Unit
Summary Scoring Shost

ELECTRONIC HEALYH RECORDS PO3T
. INCENTIVE PAYMENT AUDIT PROGRAM . RFP-2019-0COM-02-EHRAU

RFP Name RFP Number Raviewer Names

Philip Nadeau, Adménisiralor 11,
* Office of Imgravement 8 Inlegrty

j aximum | Actual Kerrin Rounds, Chiaf Financlal
Bidder Name PassfFail§  Points Paints 2. Officer. OCOM

1 Jim Kiry Administrator 1, Office of
" Myers and Stauffor, LC ) A 118 "1 " tnformation Systams

2 4 Grant Beckman, Administralor [V,
: © 015, OCOM




' FORM NUMBER P-37 {version 5/8/15)
Subject: Elgcuronic Heolth Records Post Ipcentive Payment Audit

-2019-0COM-02-EHRA ‘

Notice: This agreement and all of its atachments shall become public upon submission 10 Governor and

Executive Council for spproval. Any information that is private, confidential or proprietary must
be clearly identified to the agency and agreed to in writing prior to signing the contraci.

_ AGREEMENT ]
The State of New Hampshire and the Conlractor hereby mutunlly agree as follows:
7 CENERAL PROVISIONS
1. IDENTIFICATION,
1.1 Stale Agency Name 1.2 Suate Agency Address
NH Department of Heslth and Humon Services 129 Pleasant Street

Concord, NH 03301-3857

1.3 Contractor Name ’ 1.4 Contrecior Address
Myers ond SiaufTer LC 133 Peachiree Swreet NE, Suite 3150
Auanua GA 30303
1.5 Contracior Phone 1.6 Account Number 1.7 Completion Date 1.8 Price Limitation
Number
B66-758-3586 05-95-095-470010-79450000- | Sepiember 30, 2020 £207,240
102-5073 | .
1.9 Contracling Officer for State Agency 1.10 Siate Agency Telephone Number
E. Mario Reinemann, Esq. 603.271-9330

Director of Contracis and Procurement
P . ¥

111 Contractol agn‘_; 1.12 Name and Title of Contracior Signatory

Cwmss T Smat, . Momsen

1.13 Acknowledgement: State of ﬂr:s'; niea— ,Countyof Nenrico

on A \’b, 30T8  before the und:rslgncd officer, personally appeared the person idemtificd in block 1,12, or satisfactorily
proven {0 be the person whosc name is signed in block 1.1%, and acknowlcdgcd that 'he exccuted this document in the capacity

indicated in block 1.12. » -
1.13.1 Signature of Notary Public or Justice of the Peace Cormmanwealth of Virginta
j ] Naotary Public
]<CL S ‘d“(‘?ﬁ”‘g s Commission No. 7505604
[Seal] | A g‘; My-Crenméssion Expires 473072019

1.§3.2 Name and Tiite of Nolary or Justice of the Peace

Ka.ru'\ L—ﬂ-ﬁ\lc. 6\&3’;0‘& Mm:ﬂ.ﬁlrfa:‘!f‘- W\a.no.%t-(

1.14  State Agency Sigpature ; 1.15 Name and Tiile of Staie Agency Signotory
ﬂ/\ —\\A}D‘Dmc %l20]8 H%A)ll’lf\ —MNS Pt Pm%[gg ﬂﬂnm\

1.16 Approval by the N.H. Department of Administralion, Division of Personnel (if applicable)

By: Director, On:

)

1.17 Approval by the Attorney Gengral (Form, Subsiance and Exccution) (if applicable)

118 ApprovolNeg the Governor and Ex ¢ Councit {if aplicable)

/\ _ Maan}- L/«nb Mﬂﬁ

By: On:
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2. EMPLOYMENT OF CONTRACTOR/SERYICESTO
BE PERFORMED. The Siate of New Hompshire, acting
through the ogency identified in block [.1 ("State™). engages
contractor identified in block 1.3 (“"Contracior") to pesform,
_ond the Contractor shall perform, the work or sale of goods, or
both, identificd end more particularly described in the attached
EXHIBIT A which is incorpornied hercin by reflerence
("“Services"). :

3. EFFECTIVE DATE/COMPLETION OF SERVICES.
1.1 Notwithstanding any provision of this Agreemen to Lhe
contrary, and subject to the spproval of the Governor and -
Executive Council of the State of New Hampshire, if
applicable, this Agreement, and atl obligations of the parties
hereunder, shall become effective on the date the Governor
and Executive Council epprove this Agreement as indicaled in
block 1.18, unless no such approval is required, in which case
the Agreement shall become efTective on the date the
Agreement is signed by the State Agency as shown in block
1.14 (“Elfective Date™). '

3.2 If the Contractor cammences the Services prior 10 the
Effective Date, oll Services performed by the Contraclor prior
1o the Effective Date shall be performed a1 the sole risk of the
Contractor, end in the event that this Agreement dots not
become ¢fTective, the State shall have no liability to the
Contrnctor, including without Timitation, eny obligalion to pay
the' Controctor for any costs incurred or Services performed.
Contractor must complete oll Services by the Completion Date
specified in block 1.7,

4. CONDITIONAL NATURE OF AGREEMENT.
Notwilhsianding any provision of this Agreement 1o the

- contrary, oll obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availsbility and continued appropriation
of funds, and in'no event shall the Stale be liable for any
payments hereunder in excess of such aviilable eppropriated
funds. In the event of » reduction or termination of
appropriated funds, the State shall have the right to withhold
payment until such funds become avoilable, il ever, ond shatl
have the right (o temminate this Agreement immediately upon
giving the Contractor notice of such terminalion. The State
shall not be required to transfer funds from any other account
to the Account identificd in block 1.6 in the cvent funds in thal
Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT.

5.1 The contract price, method of payment, and terms of
payment arc identified and more particularly described in -
EXHIBIT B which is incarparsted herein by reference.

5.2 The payment by the State of the coniract price shall be the
only and the completc reimbursement to the Contractor for all
cxpenses, of whalever nature incurred by the Contractor in the
performance heseof, and shall be the only and the complcte
compensation to the Contractor for the Services. The Sute
shail have no liability to te Contractor other than the contract
price. :

Page 2 of 4

5.3 The State reserves the right 1o offset from any amounis
olherwise payable to the Contracior undcr Lhis Agreemenl

those liquidated amounts required or permitied by N.H. RSA
80:7 through RSA 80:7< or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwilhstanding unexpected circumstances, in

no event shall the 1otal of ali payments outhorized, or actually |
made hereunder, exceed the Price Limitation set forth in block
1.8,

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In conncclion with the performance of the Services, the
Contractor shall comply with oll slatutes, laws, reguiations,
and orders of federal, siate, county or municipal suthorities
which impose any obligation or duty upen the Contraclor,
including, but not limited 1o, civil rights and equal opportunity
laws. This may include the requirement to utilize suxiliary
ids and services to ensure thal persons with communication
disabilities, including vision, hearing end speech, can
communicate with, receive information from, and convey
information to the Contracior. 1n addition, the Contractor
shall comply with all applicable copyright laws.

6.2 During the term of this Agreement, the Contractor shail
not discriminate against employees or applicants (or
employment because of race, color, religion, creed, oge, sex,
handicap, sexual orientation, or aational origin and will take
alfirmative ection 10 prevent such discrimination.

6.3 If this Agreement is funded in any part by monies of the
Uniled States, the Contrector shall comply with sl) the
provisions of Executive Order No. 11246 (“Equal
Employment Opportunity”), as supplemented by the
regulations of the United Siatcs Depariment of Labor (41
C.F.R. Par1 60), end with any rules, negulations and guidelines
as the State of New Hompshire or the United Siates issue lo
implement these regulations. The Contractor further agrees 10
permit the Stié or Uniled States access to any of the
Contractor's books, records and accounts for the purpose of
ascernining complinace with sl rules, regulations and orders,
and the cavenants, terms and conditions of this Agreement.

7. PERSONNEL.

7.1 The Contracior shall at its own expense provide all
peesonnel neeessary Lo perform the Services. The Contrctor
warrants that all personnei engaged in the Scrvices shall be
qualified to perform the Services, and shall be properly
licensed and olherwise suthorized 19 do so under all applicable
laws,

7.2 Unless othenwise authorized in writing, during the term of
this Agreement, and for 8 period of six (6) monihs aficr the
Completion Daic in block 1.7, the Contractor shall not hire,
and shall not permit ony subcontractor or other person, firm or
corporation with whom it is engaged in a combined cffort 1o
perform the Services Lo hice, any person who is o State
employee or official, who is materially involved in the
procurement, administration or performance of this

Contractor Imitials {
Date 8[\3)1&



Agreement. This provision shall survive tcrmination of this
Agreement.

7.3 The Contracting OfTicer specified in block 1.9, or his or
her successor, shall be the Swe’s representative. In the event
of any disputc concerning the interpretation of this Agreement,
the Contracting Officer’s decision shall b finsl for the Sioic.

8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or mare of the following scts or omissions of the
Contractor shall constitutc an event of defaull hereunder
(“Event of Defoul™}:

8.1.1 failure o perform the Services satisfactorily or on
schedule;

8.1.2 failure to submil any report required hereunder; and/or
8.1.3 foilure to perform any other covenant, lerm of condition
of this Agreemen, .

8.2 Upon the occurrence of any Event of Default, the Siate
may lake any one, or more, or all, ol the following eclions:
8.2.1 give the Contractor a written notice specifying the Event
of Default and requiring it 10 be remedied within, in the
absence of & greater or lesser specification of time, thirty (30)
days from the date of the nolice; end if the Event of Dclault is
oot timely remedied, terminate this Agreement, effective two
(2) days sfter giving the Contractor notice of termination;
8.2.2 give'the Contracior & writien notice specifying the Event
of Default and suspending all payments (o be made under this
Agreemen and ordering that the portion of the contract price
which would otherwise accrue 10 the Contracior during the
period from the date of such notice until such time as the Swte
determines thel the Contractor has cured the Event of Default
shall never be paid o the Contractor )
8.2.3 se1 off sgainst any ather abligations the Stale may owe to
the Contractor any damages the State suffers by reason of any
Eveni af Deloult; and/or

8.2.4 treat the Agreement as breached ond pursue any of its
remedies a1 taw or in cquily, or both. :

9, DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION,

8.1 As used in this Agreement, the word “data™ shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreemenl, including, but not limited 10, all siudies, reports,
files, formuloc, surveys, maps, chans, sound recordings, video
recordings, piciorisl reproductions, drowings, snalyses,
grophic represeniglions, computer programs, compuler
printouts, notes, lellers, memoranda, papers, and documents,
oll whether finishcd or unlinished.

9.2 All datn and any propenty which has been received from
the State or purchased with funds provided for that purpase
under this Agreement, shel) be the property of the State, and
shall be returned o the State upon demand or upon
Lermination of this Agreemeni for any reason.

9.3 Confidentiafily of data shall be governed by N.H. RSA
chapter 91-A or other ¢xisting law. Disclosure ol data
requires prior written approvel of the State.
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10. TERMINATION. [n the event of an early terminalion of
this Agreemeni for any reason other than the completion of the
Services, the Contractor shall deliver 1o the Contracting
Officer, not later than fifleen (15) days aficr the date of
termination, 8 repon (“Temmination Report™) describing in
detail ail Services performed, and the contract,price eamed, lo
and including the date of termination. The form, subject
maticr, content, and number of copies of the Termination
Report shall be idemical 10 thosc of any Final'Repont
described in the oueched EXHIBIT A,

11. CONTRACTOR'S RELATION TO THE STATE. In
the performance of this Agreement the Contractlor-is in all
respects an independent contractor, and is ncither an ogent nor
gn employee of the State. Neither the Contractor nor any of its
officers, employees, agents or members shall hove suthority to
bind the State or receive any benefits, workers’ compensation
or other emoluments provided by the Siate to its employecs.

12. ASSIGNMENT/DELECATION/SUBCONTRACTS.
The Comtractor shall not assign, or otherwisc transfer any
inlerest in this Agreement without the prior writien notice and
consent of the State. None of the Services shall be
subcontracicd by the Contractor withoul the prior written
notice and consent of the State.

13. INDEMNIFICATION. The Contractor shall defend,
indernnify and hold harmless the State, its officers and
employees, from ond against any end al] losses sufTered by the
Stale, its officers and employees, and any and all claims,
linbilities or penatlies asserted against the State, its officers
and employees, by or on behall of any person, on account of,*
based or resulting from, arising out of {or which may be
claimed 10 arise out of) the acis or omissions of the
Contractor. Notwithstanding the foregoing, nothing herein
contained shall be decmed (o constitute o waiver of the
sovereign immunity of the State, which immunity Is hereby
reserved 10 Lhe Siate. This covenant in parzgrph 1] shal)
survive the termination of this Agreement.

14, INSURANCE.

14,1 The Contractor shall, at its sole expense, obtain and
maintain in force, and shall require any subcontractor or
assignee 1o obain and maintain in force, the following
insurance:

14.1.1 comprehensive general liability insurance sgainst all
claims of bodily injury, death or property damaoge, in amounts
of not less than $1,000,000per occurrence and $2,000,000
nggregate ; and

14.1.2 specinl cousc of Joss coverage form covering all
property subject (o subparagreph 9.2 herein, in an amount not -
less than 80% of the whole replacement value of the property.
14.2 The policies described in subparagraph 14.1 hercin shali
be on policy forms and endorsements approved for use in the
State of New Hampshice by the N.H. Depanment of
Insurance, and issucd by insurers licensed in the State of New

Hampshire.
Contractor Initials aé

Date _ﬂ_‘j 1%




14.3 The Contractor shall furnish to the Conuracting OfTicer
identified in block 1.9, or his or her successor, o certificate(s)
of insurnnce for all insurance required under this Agreement.
Conlroctor shall olso furnish 1o the Contracting Officer
identified in block 1.9, or his or her successor, centificate(s) of
insurance for oll renewal(s) of insurance required under this
Agreement no later than thirly (30) days prior 1o the expiration
date ol each of the insursnce policics. The cenilicate(s) of .
insurance and any renewals thereol shall be anached and are
incorporated herein by reference. Ench cenificate(s) of
insurance shall contin a clause requiring the insurer 10
provide the Contracting Oficer identified in block 1.9, or his
or her successor, no less than thirty (30) days prior wrinen
notice of cancellation or modification of the policy.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrecs,
centifies and warrants thot the Contracior is in compliance with
of exempt from, the requirements of N.H. RSA chapter 281-A
{"Workers' Compensation”}.

15.2 To the extent the Controglor is subject to the
requirements of N.H. RSA chapter 281-A, Contractor shall
maintain, and require any subcontracior or assignee to secure
and maintain, poyment of Workers' Compensation in
coanection with activities which the person proposes to
undenake pursuant 10 this Agreement. Conuector shall
furnish the Contrecting Oficer identified in block 1.9, or his
or her successor, prool of Workers’ Compensation in the
manner described in N.H. RSA chapter 281-A and any
spplicable renewal(s) thereof, which shall be attached and are
incorporated hercin by reference. The Siate shall not be
responsible for payment of any Workers' Compensation
premiums or for any other claim or benefit for Contractor, or
any subcontractor or employee of Contractor, which might
prisc under npphcnblc State of New Hampshire Workers®
Compensation laws in connection with the performance of the
Services under this Agreement,

16. WAIVER OF BREACH. No failure by the Staie o
enforce eny provisions hereof afler any Event of Default shall
be deemed o waiver of its rights with régard 1o that Event of
Defouly, or oy subsequent Event of Defauh. No express
failure 1o enforce any Event of Default shall be deemed a
waiver of the right of the State W enforce each and all of the
provisions hereof upon any further or other Event of Default
on the pan of the Contractor,

17. NOTICE. Any notice by e party herelo to the other party
shall be deemed o have been duly delivered or given ot the
time of mailing by centified moil, postage prepeid, in o United
Siotes Post Ofice addressed to the panies at the addresses
given in blocks 1.2 and 1.4, herein:.

I1B. AMENDMENT. This Agreement may be somended,
waived or discharged only by an instrument in writing signed
by the pantics hereto and only ofter approval of such
smendment, waiver or discharge by the Govemor and
Exccutive Councit of the State of New Hampshire unless no

such approval is required under the circumstances pursuant (@
Swate law, rule or policy.

19. CONSTRUCTION OF AGREEMENT AND TERMS.
This Agreemeni shall be consirued in accordance with the
laws of the Siate of New Hampshire, and is binding upon and
inures to the bencfit of the parties and their respective
successors and assigns, The wording used in this Agreement
is the wording chosen by the parties to express their mutuat
intent, and no rule of construction shall be applied against or
in favor of any party,

20. THIRD PARTIES. The p:miés hereto do not intend to
benefit any thied panties and this Agreement shall nol be

-construed to conler any such benefit

21. HEADINGS. The headings throughout the Agrecment
are for reference purposes only, and the words conloined .
thercin shall in no way be held 1o explain, modify, amplify or
2id in the interpretation, canstruction or meaning of the '
provisions of this Agreement.

22. SPECIAL PROVISIONS. Additional provisions sel
forth in the attached EXHIBIT C ore incorporated herein by
reflerence.

2). SEVERABILITY. In the event ony of the provisions of
this Agreement are hetd by a court of competent jurisdiction to
be contrary (o any state or federal law, the remaining
pravisions of this Agreement will remain in full force and
cffect.

24. ENTIRE AGREEMENT. This Agrecment, which may
be executed in 8 number of counterparts, ench of which shall
be deemed an original, constitutes the enfire Agreement and
undersianding between the parties, end supersedes oll prior
Agreements and undersiandings relating hereio.

Page 4 of 4
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Now Hampshire Department of Health and Human Services
Elactronic Health Records Post incontive Payment Audit Program

Exhibit A

Scope of Services

1. Provisions Applicable to All Services
1.1. The Contractor shall submit a detailed description of the language assistance
services they wili provide 1o persons with limited English proficiency lo ensure
meaningful access 1o their programs and/or services within ten (10) days of the
contract effective date.

1.2. The Contractor agrees that, to the extent future legisiative action by the New
Hampshire General Court or federal or state courl orders may have an impact on
{he Services described herein, the State Agency has the right to modify Service
priorities and expenditure requirements under this Agreement so as 10 achieve
compliance therewith.

1.3. Notwilhstanding any other provision of the Contract to the contrary, no services shall
continue after June 30, 2019, and the Department shali not be liable for any
payments for services provided afer June 30, 2019, unless and until an
appropriation for these services has been received from the stale legislature and
funds encumbered for the SFY 2020-2021 biennia. ' '

1.4. For the purposes of this contract, Meyers and Stauffer LC shall be identified as a
Contractor, in accordance with 2 CFR 200.0. af seq.

2. Scope of Work
2.1. The Contractor shall provide professional services that include, but are not limited

to:

2.1.7. Planning and developing a post-payment audit plan that will outline the
methodology used 10.select providers for audit, incorporating the procedures
already in place in pre-payment reviews, and outlining the methodology 1o
conduct post-payment audits, '

2.1.2. Reviewing program operations to recommend the most cost effective way to
deliver long-term results, and other services as required;

2.2. The Contractor shall develop and submit a Post-Payment Audit Plan, which shall
include the review of up lo five (5) Eligible Hospitats (EHs) and thirty {30) Eligible
Professionals (EP) Medicaid Electronic Health Record (EHR) incentive payments
annually. The Contractor shall:

221. Review and update the siate audil plan, consistent with federal regulations
and guidance and stale-specific policies and procedures;

Meyers and Staufler LC ' Exhibit A Contractor Initiats &
RFP.2019-0COM-02-EHRAU Page 1017 Date &IB 1%
Rov.04/24/18




New Hampshire Dapartment of Heaith and Human Services
Eleclromc Hoalth Records Post Incentive Paymant Audit Program

Exhibit A

2.2.2. Review and update the pre-payment review methodology and processes the
State currently utilizes for Adopt, Implement and Upgrade (AiIU) requirements
and meaningful use (MU) attestations; and,

2.2.3. Ensure auditing activities related to post-payment audits include, tiut are nol
limited to:

2.2.31. Panicipaling in appeals, when necessary, which includes, but is not
limited to:

2.2.3.1.1. Providing suppor by reviewing additional documentation; and,
2.2.3.1.2. Providing expen testimonies in administrative hearings.

2.2.3.2, Alenting the Departrnent of potential fraud andlor abuse within seven (7)
days of discovery; and,

2.2.3.3. Submitting an individual report to the Department of each posi-payment
review within thirty (30) days of the conclusion of the review, which shall
be prepared in accordance with appiacabie standards.

2:3. The Contractor shall work closely with the Depantment to update and impiement the
audit plan based on results and past audits, The Contractor shall submit their final
plan to the Department.

2.4 The Contractor 'shall gam an. understanding of risk areas of EP and EH
mispayments in the stale.

2 5. The Contractor shall include a risk assessment for all areas subject to attestation,
including MU measures, and provide for a greater probability for audit selection of
the EPs and EHs that have a higher risk of mispayments. The Contractor shall:

251, Rank providers according to risk of mispayment, inclusive of eligibility,
and each of the MU requirements;

252 Align the high risk areas with the pre-payment review procedures
performed by the Depaniment; and

253, Ensure potential audit cases come from provider accdunis-that have data
near a benchmark based on the review of the pre-payment verifications,
or at the discretion of the Department’s Office of Medicaid Services.

2.6. The Contractor shall satisfy and generate an EP and EH sample for each program
year and EHR adoption phase.

2.7. The Contractor shall notify the selected EPs and EHs of the audit and. oblain
documentation from them supponting their attestations.

2.8. The Contractor shall utilize the EP and EH documentation to confirm providers met
the program requirements,

Mmeyers and Staufler LC Exhibit A Contractor Initiats Q}
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New Hampshire Departmant of Health and Human Services
Electronic Health Records Post Incentive Paymoent Audit Program

Exhibit A

2.9. The Contraclor shall uliize EM documenlation to recalculate the aggregate
payments or confirm meaningful requirements,

2.10.The Contractor shall review the findings with the EPs and EHs and request any
additiona! needed documentation from them. The Contractar shall;

2.10.1.  Submit findings to the Department for review and approval;
2.10.2. Finalize the findings; and

2.10.3. Submit a final report of the findings to the Departmenl and a formal letter
to the EPs and EHs. .

2.11. The Contractor shall use analytical tools and queries to provide a means to test the
accuracy of eligibility atiestations, MU measures; and EH payment calculations, and
to idenlify when reporied data is different than expected. The Contractor shall
ensure: ' '

2.11.1. Analyses are the basis for risk assessment review and determinalion of
the need for a priority matrix;

2.11.2. The audit priority matrix is utilized to assess the risk of mispayment and
the need for post-payment audit review,

2.11.3.  The prionty matrix audit includes thirty (30) EPs and up lo ﬁve (5) EHs per
program year; and

2114, The pnonty matrix audit resulls are submitted lo the Depanment for
review and approval.

2.12. The Contractor shall submit to the Depanment a delailed program for the agreed
upon procedures.

2.13.The Contractor shall provide informed recommendalions to the Department and
provide solutions as they are determined.

2.14.The Contractor shall work collaboratively with the Oepartment to update the audit
plan document. The Conlractor shail ensure the audit plan:

2.14.1. Encompasses all components of the EHR incentive payment program;

2.14.2. Includes the Contractor's plan to audit up to five {5) EHs and thirty {30)
£P Medicaid EHR incentive payments annually;

214.3. Follows Centers for Medicare and Medicaid Services’ (CMS)
recommendations for inclusive audit plan criteria; and

2.14.4. Updales are periodically compleled each program year and in response
to newly published guidelines from CMS.

Meyers and Staufles LC Exhibt A Contractor tnitiats &5
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New Hampshiro Department of Health and Human Services
Electronic Health Rocords Post incentive Paymont Audit Program

Exhibit A

2.15. The Contractor shall collaborate with the Department to adopt a cut-off point to rank

providers and make random selections from a defined population from which to
select audits.

2.16. The Contractor shall audit the payment calculation for the one (1} remaining hospital

year one paymenl in Program Year 2016.

217, The Contractor shall audil all EH MU atiestations starting with Program Year 2015,

2.18.In the event that the combined number of EH year one paymenis and MU

attestations is greater than five {5) for a given program year, the Contractor shall
perform a risk assessment and select five (5) EHs that are at a hlgher rsk of
mispaymeant.

2.19.The Coniractor shall provide the Oepartmeni with work papers and provider

documentation for current or closed audits as requested.

2.90.The. Conlractor shall provide a detalled summary of any adverse findings for

presentation to the Department and the provider.

~

3. Staffing

31.

32
33,
34
35.

36.

The Contractor shall staff this project with existing personnel. tha! specialize in the
areas as identified in Section 2, Scope of Work,

The Coantractor shall nolify the Department, in writing, of any changes in key
personnel. : ’

The Contractor shall ensure that any new staf are trained as identified in Section 4,
Training. :

The Contractor shall ensure that any new staff assigned to this project will be
closely supervised by experienced staff. -

The Conlractor shall require their professionals, who hold professional ticenses, lo
maintain the educalion requirements associated with their certifications.

The Contractor shall provide the following staff to complete the work identified in
Section 2., Scope of Work: ’

3.6.1. One (1) Project Director who shall be responsible for the overall direction of

the contract, contract execution and client satisfaction;

3.6.2. One (1) Project Manager who shall oversee the aclivities of the team and

ensure project deliverables are met and communication is maintained with all
parties;

36.3. One (1) Subject Matter Expert/Technical Resolrce slaff-person who shall

serve as a subject malter expert and technical resource assisting with any
hourly rate consulting services:

Meyers and Staufler LC Exhibht A Contractor Indtials ‘ 35
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Now Hampshire Dopartment of Health and Human Services
Electronic Health Records Post Incentive Payment Audit Program

Exhibit A

3.6.4. Two (2) Managers who shall provide management skills and oversee staff
completing deliverables;

36.5. Two (2) Senior Accountants who shall be responsible for detailed day-to-day
activities; and, .

'3.6.6. One (1) Staff Accountant who shall be responsibte for detailed day-to-day
activities.

4. Training 7
4.1. The Conlractor shall provide training, to all team members, new and experienced, to

ensure quality and consistency, which shall include, but not be limited to:’
4.1.1. The Medicaid EHR incentive payment program;
412 State-specific definitions; '
4.1.3. Review of audil findings from prior years; and
4.1.4. General and industry-specific continuing education and development
activities.
5. Reporting : _
5.1. The Contractor shall submit to the Department an annual sampling.

5.2. The Contractor shall submit an individual report to the Department of each post-
payment review.

5.3. The Contractor shall submit reports lo the Department of any suspected fraud
and/or abuse.

5.4. The Contractor shall submit monthly audit reports to the Depariment.
5.5. The Contractor shall provide monlhiy status reports to the Department
5.6. The Contractor shall submit a final report for each audit to the Department.

6. Deliverables .
6.1. The Contractor shall have all fully-qualified staff assigned in the support of this

project within thirty {30} days of the contract slart date.

62 The Contractor shall notify the Department, in writing, of any changes in key
personnel, at least thirty (30) days prior to the change.

6.3. The Contractor shall submit rmonthly audit repons to the Oepartment on or before
the 10" day of each month, which shall be a written progress report in general
memorandum format, and which shall include, but not be limited to: .

6.3.1. Alist of all audits completed lo date;

Meyers and Stauftar LC Exhibll A . Contractor tnitlals @
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Exhibit A

6.3.2. Alist of all audits completed during the previous month;
6.3.3.  Delailed findings for each audit; and
6.3.4. Any additional information as requested by the Department,

6.4. The Contractor shall submit post-payment review reports within thirty (30) days of
the conclusion of each post-payment review, and prepared in accordance with
applicable standards.

6.5. The Contracter shall submit reports to the Department within seven (7) days of
discovery of any suspected fraud and/or abuse.

6.6. The Contractor shall provide monthly status reports 1o the Department on or before
the 10™ day of each month, which shall be a written progress report in general
memorandum format and which shall include, but not be limited to:

6.6.1. Action taken on prior open matters;
6.6.2. New problems encountered;
:#6.6.3. The schedule status of all open matters;

6.6.4. Identification of any outstanding issues that require the aftention of the
Department; :

6.6.5. Aseparate spreadsheel deliverable that documents the detailed status of ali
outstanding audils; : .

6.6.6. A delailed listing of all current audité being conducted, including the audit
start date, current status, findings, and the estimated completion date;

6.6.7. Include the following elements:
6.6.7.1. National Provider ldenlifier/CMS Centification Number (NPIICCN);
6.6.7.2. New Hampshire provider number,
6.6.7.3. Provider name,
6.6.7.4. Payee name (entity receving the payments),
6.6.7.5. Group/individual indicator (patient volume proxy);
6.6.7.6. Program year;
6.6.7.7. Payment year,
6.6.7.8. Type of provider,
6.6.7.9. Attestation type;
6.6.7.10. Start date of audit:

6.6.7.11. Current status;
Mayers and Slaufler LC Exhubit A Contractor inltals @
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New Hampshiro Dopartment of Heaith and Human Services
Eloctronic Hoalth Records Post Incentive Paymant Audit Program

Exhibit A

6.6.7.12. Completion date of audil: and,
6.6.7.13. Audit finding.

6.6.8. A high-level summary of the report summarized by program year, provider
type, ang cumrent status; and

6.6.9. Any additional information as requested by the Deparment.

6.7. The Contractor shall submit an updated audit plan within forty-five (43) days of the
- contract effective date, s identified in Sub-sections 2.2 and 2.3.

6.8. The Contractor shall submit a final report for each audit, to the Oepariment, on or
before the 10™ day of each monith following the completion date.

6.9. The Contractor shall review up to five (5) EH and thirty (30) EP Medicaid EHR .
.incentive payments annually.
6.10. The Contracior shall submil to the Department an annua! sampling. of EP and EH,
and the EHR adoption phase. :
6:11. The Contractor shall audit the payment calculation for the one (1) remaining hospital
year one payment in Program Year 2016. '
6.12. The Contractor shall audit all EH MU attestations stanting with Program Year 2015.

6.13. Annually, the Contracto} shall develop and submit to the Department, a corective
action plan for any performance measure that was nol achieved.

e
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Now Hampshire Department of Health and Human Servicos
Eloctronic Heaith Records Post Incontive Payment Audit Program

Exhibit B

Method and Conditions Precedent to Payment

1) The State shall pay the Contractor an amount noi to exceed the Form p. 37, Block 1.8, Price Limilation for the
sefvices provided by the Contractor pursuant to Exhibit A, Scope of Services.

1.1

1.2

This Agreement is funded with 80% fedesal funds from the U.S. Depariment of Health and Human
Services, Medical Assistance Program (Medicaid, Title XIX), CFDA #93.778, Federal Award
Identification Number {(FAIN), 1805NHSADM, Medicaid Entitlement,

+ 10% General Funds

The Contractor agrees Lo provide the services in Exhibit A, Scope of Service in compliance with funding
requirements. Fallure to meet the scope ol services may jeopardize the funded Conlractor's current
and/or future funding.

2) Payment for said services shall be made monthly as follows: '

2.1,

2.2,

23

24

2.5.

2.6.

Paymen shall be on a cost reimbursement basia for actual expenditures incurred in the fulfillment of
this Agreement, and shall be in accordance with the approved ling ltem,

The Contractor will submit an invaice on Contractor's tetterhead by the 15th day of each month, which
identifies and requests reimbursement for authorized expenses incurred in the prior momh The
invoice must be signed, dated and contain at a minimunm:

2.2.1. The Contractor's invoice date;

2.2.2. The Contractor's invoice number,

2.2.3. The Purchase Order Number,;

2.2.4. A deliverable description mcludmg position rales and lilles;

2.2.5. Time period of which services being invoiced were provided;

. 2.2.6. lnvoice amounts by deliverable and in lotal; and

2.2.7. Monthly report on all contract related activities.

The Contractor agrees to keep records of their activities related to DHHS-funded programs and
services.

The Stale shall make payment to the Contractor within thirty (30) days of receip! of each invoice,
subsequent to approval of the submitted invoice and if sufficient funds are available.

TRe final invoice shall be due to the State no later than forty (40) days after lhe contract’s Form P-37,
Block 1.7 Completion Date.

In lieu of hard copies, all invoices may be assigned an electronic signalure and emailed’ to

Philip. Nadeau@gdhhs nh.gov, or invoices may be mailed to:

Philip J. Nadeau, Administrator 11l
Department of Health and Human Services
Office of Improvemnent and Integrity

129 Pleasant Street

Concord, NH 03301

Mevyers and Stauffer LC Exhibit B Contracioe Initials a
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Exhibit B-1 Budget

Now Hampshire Depariment of Health and Human Services

8idder/Contractor Namo:

Budget Request for:

Budget Period:

Myers and Stauffer LC

Etectronic Health Receords Post Incentlve
Payment Audit - RFP-2019-0COM-02-EHRAU

(Name of RFP)

SFY 2019 (Partlal SFY, 10/01/18 - 6/30/2019)

A

Lingltom -~ ..

- 5[rect . “Indirect’” .; . Total Allocation Mothod for
" mcremental . Fixed - : - “iIndirect/Fixed Cost

L

1.

Total Salary/Wages

Employee Benefils

Consullanis

77,752.50 77,752.50

2.
3.
4

. Equipment:

Rental

Repair and Maintenance

Purchase/Depreciation

Supplies:

Educational

Lab

Pharmacy

Medica!

Qffice

Trave!

bt B

Occupancy

Current Expenses

Telephone

Postage

Subsg¢riptions

Audit and Legal

Insurance

Board Expenses

Software

10.

Marketing/Communications

11,

Staft Education and Training

12,

Subcontiacis/Agreements

13.

Qther (specific details mandatory):

TOTAL ', - " .

L]

$ 3
$ )
$ $
$ $
$ $
3 $
$ 3
$ 3
$ $
$ 3
s 3
$ $
3 $
$ $
$ $
$ ‘15
$ - 13
$ 3
3 $
3 5
3 5
3 $
$ $
$ S
3 $
$ 3
3 $
3 $
$ $
b) $
$ $
$ $
$ s, $

' 77,152.50 | - 77,752.50 |

In&lrect As A Percent of Diroct

Contradior Initials: Qrg
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Exhibit B-2 Budget

Bidder/Contractor Name: Myers and Stauffer L.C

Now Hampshire Departmont of Health and Human Services

Electronlic Health Records Post Incentive
Budget Request for: Payment Audit - RFP-2019-0COM-02-EHRAU

(Name of RFP)

: Budget Period: SFY 2020 (7/01/2019 - 6/30/2020)

Ino tem " ° .

_Direct - . Indirect v - Total . Aliocetion Method for-
Incremental’ - "-Fixed - ., ... Indirect/Fixed Cost

. Total Salary/Wages '

. Consultants 103,670.00

103,670.00

L
1
2. Employee Benefits
3
4

. Equipment:

Rental

Repair and Maintenance

Purchase/Depreciation

5. Supplies:

Educational

Lab

Pharmacy

Medical

Office

Travel

QOccupancy

@ N[

Current Expenses

Postage

Subscriptions

Audit and Legal

Insurance

Board Expenses

9. Software

10. Marketing/Communications

11. Staf Education and Training

12. Subcontracts/Agreements

13. Other (specific details mandatory):-

VS P P Py PP Py P P P P P N R A T Y P PP R R AR A LA A L R L D L Ll L R

L]
ﬂ«M“MMMMQGUMMHM“M“MMHMMM“MOGQ“M%””
L]

3
$
3
$
$
$
$
]
s
$
3
S
$
3
3
$
Telephaone b -
3
$
$
$
3
S
3
$
$
$
(]
S
S
]
$
s .

o len
L AR by

903,67000 |5

TOTAL. .".

.- 103,670.00 |

indiroct As A Percent of Direct

Page 10f 1
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Exhibit B-3 Budget

New Hampshire Department of Health and Human Sorvices

Biddar/Contractor Name: Myers and Stauffer LC,

" Electronic Health Records Post Incentive

Budget Request for: Payment Audit - RFP-2019-0COM-02-EHRAU
(Name of RFP)

Budget Perlod: SFY 2021 (Partial SFY, 7/01/2020 - 9/30/2020}

1

Line item .

. Dirget -~

" Incromental

.. Indlfoct ~

Fixed

Total -

Allogation Method for”

1. Total Salary/Wages

‘Indirect/Fixed Cost

. Employee Benefils

25917.50

2
3. Consultants
4, Equipment:

25,917.50

Rental

Repair and Maintenance

Purchase/Depreciation

5. Supplies:

Educational

Lab

Pharmacy

Medical

Office

Travel

N>

Qccupancy

8. Current Expenses

Telephone

Postage

Subscriptions

Audit and Lega!

Insurance’

Board Expenses

9. Software e

10. MarkelinglCommunication's

11. Staff Education and Training

12. Subcontracts/Agreements

13. Other {specific details mandatory):
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SPECIAL PROVISIONS

Contractors Obligations: The Contractor covenants and agrees that afl funds received by the Contractor
.under the Contract shall be used onty as payment to the Contractor for services provided to eligible
individuals and, in the furtherance of the aforesaid covenants, the Contractor hereby covenants and
agrees as follows:

1. Complianco with Foderal and State Laws: If the Contractor is permiltted to determine the eligibility
of individuals such efigibility determination shall be made in accordance with applicable federal and
slate laws, regulations, orders, guidelines, policies and procedures.

2. Timo and Manner of Dotarmination: Eligibility determinations shall be made on forms provided by
the Oepartment for that purpose and shall be made and remade at such limes as are presciibed by

the Depanment,

3. Documaentation: In addition to the determination forms required by the Department, the Contractor
shall maintain a data file bn each recipient of services hereunder, which file shali include all
information necessary to suppor an eligibility determination and such other information as the
Department requests. The Contractor shall furnish the Oepariment with all forms and documentation
regarding eligibility delerminations that the Deparimen! may request or require.

4. Fair Hearings: The Contractor understands that all applicants for services hereunder, as well as
individuals declared inefigible have a right to a fair hearing regarding that determination, The
Contractor hereby covenants and agrees that all applicants for services shall be permitted to fill out
an application form and that each applicant or re-applicant shall be informed of his/her right 10 a fair
hearing in accordance with Department regulations.

5 Gratultios or Kickbacks: The Contractor agrees that it is.a breach of this Contract to accept or
make a payment, gratuily or offer of employment on behalf of the Cantractor, any Sub-Contractor or
the State in order 1o influence the performance of the Scope of Work detailed in Exhibit A of this
Contract. The State may terminate this Contract and any sub-contract or sub-agreement if it is
determined that paymenls, gratullies or offers of employment of any kind were ofiered or received by
any officials, officers, employees or agents of the Contractor or Sub-Contraclor.

6. Retroactive Payments: Nolwithstanding anything to the contrary contained in the Contract or in any
olher document, contract or understanding, it is expressly understood and agreed by the parties
hereto, that no payments will be made hereunder 10 reimburse the Conlractor for costs incurred for
any purpose or for any services provided lo any individual prior to the ERective Date of the Contract
and no payments shall be made for expenses incurred by the Contractor for any services provided
prior to the date an which the individual applies for services of (except as otherwise provided by the
federal regulations) priof o @ determination that the individual is eligivle for such services.

7 Conditions of Purchass: Notwilthstanding anything to the contrary contained in the Contract, nothing
herein contained shall be deemed to obligate or requiré the Department lo purchase services
hereunder a! a rate which reimburses the Contractor in excess of the Contraclors costs, 3t a rate
which exceeds the amounts reasonable and necessary 1o assure the quality of such service, or ata
rate which exceeds the rate charged by the Canlractor to ineligible individuals or other third party
funders for such service. If al any lime during the term of this Contract or after receipt of the Final
Expenditure Report hereunder, the Department shall determine that the Contractor has used
payments hereunder to reimburse items of expense other than such costs, or has received payment
in excess of such costs or in excess of such rates charged by the Conlractor 10 inefigible individuals
or other third party funders, the Department may elect to:

7.1. Renegoliate the rates for payment hereunder, in which event new rates shall be established;
7.2. Deduct from any future payment lo the Contractor the amount of any prior reimbursement in
excess of costs,

Exhibit C - Special Provisions Coatroctor Initlats !2’)
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7.3. Demand repayment of the excess paymeni by the Conlractor in which even! failure to make
such repayment shall constitute an Event of Default hereunder. When the Contractor is
permitted to determine the eligibility of individuals for services, the Contractor agrees to
reimburse the Department for all funds paid by the Department to the Contractor for services
provided to any individual who is found by the Depariment ta be ineligible for such services al
any time during the period of retention of records established herein,

RECCORDS: MAINTENANCE, RETENTION, AUDIT, DISCLOSURE AND CONFIDENTIALITY:

. 8. Maintenonce of Rocords: in addition to the eligibility records specified above, the Contractor

covenants and agrees to maintain the following records during the Contract Penod:

8.1. Fiscal Records: books, records, documenis and othes data evidencing and reflecting all costs
and other expenses incurred by the Contractor in the performance of the Contract, and all
income received of collected by the Contractor during the Contract Period, said records to be
maintained in accordance with accounling procedures and practices which sufficiently and
propery reflect all such costs and expenses, and which are acceplable o the Oepartment, and
1o include, without limitation, all iedgers, books, records, and original evidence of cosls such as
purchase requisitions and orders, vouchers, requisitions for materials, inventories, valuations of
in-kind contributions, labor time cards, payrolls, and other records requested or required by the
Department.

8.2. Slatistical Records: Statistical, enrollment, attendance or visit records for each recipient of
services during the Contract Period, which records shall inctude all records of application and
eligibility (inchuding all forms required 10 determine eligibility for each such recipient), records
regarding the provision of services and all invoices submitted 1o the Department to oblain
payment for such services.

B8.3. Medical Recards: Where appropriate and as prescribed by the Department regulations, the
Contractor shall retain medical records on each patient/recipient of services.

8. Audit: Contractor shall submit an annual audi to the Department within 60 days after the ciose of the
agency fiscal year, I is recommended that the report be prepared in accordance with the provision of
Office of Management and Budget Circular A-133, "Audits of States, Local Governments, and Non
Profit Organizations™ and the provisions of Standards for Audit of Governmental Organizations,
Programs, Activilies and Funclions, issued by the US General Accounting Office (GAQ slandards) as
they pertain lo financial compliance audils,

9.1. Audil and Review: During the term of this Contract and the period for retention hereunder, the
Department, the United States Department of Health and Human Services, and any of thelr
designated representatives shall have access to all reports and records maintained pursuant to
the Contract for purposes of audit, examination, excerpls and transeripts. .

9.2. Audit Llabitities: In addition to and not in any way in limitation of obligations of the Contract, it is
understood and agreed by the Conlractor that the Contractor shall be held tiable for any state
or federal audit exceptions and shall return to the Department, all payments made under the
Contract to which exception has beén taken or which have been disallowed because of such an
exception,

10. Confidentlality of Records: All information, reports, and records maintained hereunder or collected
in connection with the performanca of the services and the Contract shail be confidential and shall not
be disclosed by the Contractor, provided however, that pursuant lo state taws and the regulations of
the Department regarding the use and disclosure of. such informatian, disclosure may be made 10
public officials requiring such infermalion in connecilion with their official duties and for purposes
directly connected to the administration of the services and the Contract; and provided further, that

. the use or disclosure by any party of any information canceming a recipient for any purpose not
directly connected with the administration of the Depariment or the Conlractor's responsibilities with
respect o purchased services hereunder is prohibiled except on writien consent of the recipient, his
altomey or guardian.

Exhibli C - Speclal Provislons Contractor Inilists { 25
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Notwithstanding anything to the contrary contained herein the covenants and conditions contained in
the Paragraph shall survive the terminalion of the Contract for any reason whatsoever,

11. Reports: Fiscal and Statisticai: The Contractor agrees to submit the following reports at the following

times if requested by the Department.

111. Interim Financial Reports: Written interim financial reports containing a detailed description of
all cosls and non-allowable expenses incurred by the Contractor to the date of the report and
conlaining such other information as shall be deemed satisfactory by the Department to
justity the rate of payment hereunder. Such Financial Repons shall be submitted on the form
designated by the Department or deemed satislaclory by the Department.

11.2.  Final Report: A fingl report shall be submitted within thirty (30) days after the end of the term
of this Contract. The Final Report shall be in a form satisfactory to the Department and shal
contain 8 summary statement of progress toward goats and objeclivets stated in the Proposal
and other information required by the Department.

12. Complatien of Sorvices: Disallowance of Costs: Upon the purchase by the Oepartment of the
maximurn number of units provided for in the Contract and upon payment of the price limitation
hereunder, the Contract and all the obligations of the parties hereunder {excepl such obligations as,
by the terms of the Contract are to be performed after the end of the term of this Contract and/or
survive the termination of the Contract) shall terminate, provided however, that if, upon review of the
Final Expenditure Report the Depantment shall disaliow any expenses claimed by the Contractor as
costs hereunder the Department shall retain the right. at its discretion, to deduct the amount of such
expenses as are disallowed or to recover such sums from the Contractor.

13. Crodits: All documents, notices, press releases, research reports and other materials prepared
during or resulting from the perfarmance of the services of the Contract shall include the following
slatement:
13.1.  The preparation of this (report, document elc.) was financed under a Contract with the State
of New Hampshire, Depariment of Heaith and Human Services, with funds provided in pan
by the State of New Hampshire and/or such other funding sources as were available or
required, e.g., the Uniled States Department of Health and Human Services. .

14. Prior Approval and Copyright Ownership: Alt materials (written, video, audio) produced or
purchased under the contract shall have prior approval from DHHS befare printing, production,
distribution or use. The ORHS will retain copyright ownership for any and all oniginal materials
produced, including, but not limited o, brochures, resource directories, protocols or guidelines,
posters, or reports. Contractor shall not reproduce any materials produced under the contract without
prior written approval from DHHS. '

15. Operation of Facllitios: Compliance with Laws and Regulations: In the operation of any lacililies
for providing services, the Contractor shall comply with all laws, orders and regulations of federal,
state, county and municipal authorities and wilh any direction of any Public Officer or officers
pursuant to laws which shall impase an order or duty upon the contractor with respect to the -
operation of the facllity or the pravision of the services at such faclity. If any governmental license or
permit shall be required lor the operation of the said facility or the perdormance of the saii services,
the Contractor will procure said license or permit, and will at alt limes comply with the terms and
conditions of each such icense or permit, In connection with the foregoing requirements, the
Contractor hereby covenants and agrees that, during the term of this Contract the facilities shall
comply with all rules, orders, regulations, and requirements of the State Office of the Fire Marshal and
the local fire protection agency, and shall be in conformance with loca! building and zoning codes, by-

taws and regulations,
16. Equal Employment Opportunity Plan (EEOP): The Contraclor will provide an Equal Employment

Opportunily Plan (EEOP) to the Office for Civil Rights, Office of Justice Programs (OCR), ilithas
received a single award of $500,000 or more. If the recipient receives $25 000 or more and has 50 or
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more employees, il will mainiain a current EEOP on file and submit an EEOP Certification Form to the
OCR, certifying that its EEOP is on file. For recipients receiving less than $25.000, or public grantees
with tewer than 50 employees, regardless of the amount of the award, the recipient will provide an
EEOP Cerification Form to the OCR certifying It is not required 1o submit or maintain an EEOP. Non-
profit organizations, Indian Tribes, and medical and educational institutions are exempt from the
EEOP requirement, bit are required to submit a certification form to the OCR to claim the exemplion.
"EEOP Certification Forms are available at: hitp:#iwww.ojp.usdoi/aboutiocripdisicert.pdf,

17. Limited English Proficioncy (LEP): As clarified by Executive Order 13166, improving Access to
Services for persona with Limited English Proficiency, and resulting agency guidance, national origin
discrimination Includes discrimination on the basis of limited English proficiency (LEP). To ensure
compliance with the Omnibus Crime Control and Safe Streets Act of 1968 and Title Vi of Ihe Chvil
Rights Act of 1984, Conlractors must ke reasonable steps to ensure that LEP persons have
meaningful access to ils programs. .

18. Pllot Program for Enhancement of Contractor Employoe Whistieblower Protections: The
following shall apply to all contracts that exceed the Simplified Acquisition Threshold as defined in 48
CFR 2.101 {currenlly, $150,000)

CONTRACTOR EMPLOYEE WHISTLEBLOWER RIGHTS AND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (SEP 2013) ’

(a) This contract and employees working on this contract will be subject to the whistieblower rights
and remedies in the pilot program on Conlractor employee whisteblower protections established at

41 U.S.C. 4712 by seclion 828 of the Nalional Defense Authorization Act for Fisca!l Year 2013 (Pub. L.
112-239) and FAR 3.908. . '

{b) The-Contractor shall inform its employées in writing, in the predominant fanguage of the workforce,
of employee whistisblower rights and protections under 41 U.5.C. 4712, a8 described in section '
3.908 of the Federal Acquisition Regulation,

() The Contractor shall insert the substance of this clause, including this paragraph (c). in all
subcontracts over the simplified acquisition threshold. ’

19. Subcontroctors: DHHS recognizes that the Contractor may choose to use subcontractors with
greater experiise to perform certain health care services or functions for efficiency or cenvenience,
but the Contéactor shall retain the responsibility and accountability for the function(s). Prior to
subcontracting, the Contractor shall evaluate the subcontractors ability 1o perform the delegated
function(s). This is accomplished through a written agreement that specifies activities and reporting
responsibilities of the subcontractor and provides for revoking the delegation or imposing sanctions if
the subcontractor's performance is not adequate, Subcontractors are subject to the same contractual
conditions as the Contractor and the Contractor is responsible 1o ensure subconiracior compliance
with those condiliens.

When the Contraclor delegates a function 10 a subcontractor, the Contractor shall do the following:

19.1. Evaluale the prospective subcontraclor's abilily to perform the activities, before delegating
the function

19.2. Have a written agreement with the subcontractor that specifies activities and reporting
responsibilities and how sanclions/revocation will be' managed if the subcontractor's
performance is not adequale

19.3. Monitor the subconiraciar's performance on an ongoing basis

Exhibil C - Special Provisions Coniractor tniiats _{/
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19.4. Provide to DHHS an annual schedule identifying alt subcontractors, delegated functions and
responsibilities, and when the subconuracior's performance will be reviewed
19.5. DHHS shall, al its discretion, review and approve all subcontracts.

If the Contractor idenlifies deficiencies or areas for improvement are identified, the Contraclor shall
take corective aclion.

DEFINITIONS
_ As used in the Contract, the fallowing terms shall have the following meanings:

COSTS: Shall mean those direct and indirect items of expense determined by the Depanment to be
aliowable and reimbursable in accordance with cost and accounting principles established in accordance
with glate and federal laws, regulations, rules and orders. -

DEPARTMENT: NH Department of Health and Human Services.

EINANCIAL MANAGEMENT GUIDELINES: Shall mean that section of the Coniractor Manual which is
entitied “Financial Management Guidelines” and which contains the regulations gaverning the financia!
activities of contractor agencies which have contracled with the State of NH o receive funds.

PROPOSAL: It applicable, shall mean the document submitted by the Contractor on a lorm or forms
required.by the Depariment and containing a descriplion of the Services to be provided to eligible
individugls by the Contractar in accordance with the tenms and condiions of the Contract and setting forth
the tolal cost and sources of revenue for each senice to be provided under the Contract.

UNIT: For each service that the Contractor is to provide to eligible individuals hereunder, shall mean that
period of time or that specified activity.determined by the Department and specified in Exhibit B of the
Contract. ‘

FEDERALI/STATE LAW: Wherever federal o state Iaws-, regutations, rules, orders, and policies, etc. are
referred to in the Contract, the said reference shall be deemed to mean all such laws, regulations, elc. as
they may be amended or revised from the tme to Ume.

CONTRACTOR MANUAL: Shall mean that document prepared by the NH Department of Administralive
Services containing a compilation of all regulations promulgated pursuant to the New Hampshire
Administrative Procedures Act. NH RSA Ch 541-A, for the purpose of implementing State of NH and
federal regulations promulgated thereunder.

SUPPLANTING OTHER FEDERAL FUNDS: The Contractor guarantees that funds provided under this
Contract will nat supplant any existing federal funds available for these senvices.

Exiblt C - Spacial Provisions Contracior Inltlaly ]é
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REVISIONS TO GENERAL PROVISIONS

1. Subparagraph 4 of the General Provisions of this contract, Condilional Nature of Agreement, is
replaced as follows:

4, CONDITIONAL NATURE OF AGREEMENT.

Notwithstanding any provision of this Agreement to ihe contrary, afl obligations of the State
hereunder, including without limitation, the conlinuance of payments, in whole or in part,
unders this Agreemenl are contingent upon continued appropriation -or availability of tunds,
including any subsequent changes to the appropriation or availability of funds affected by
any state or federal legislalive or executive action that reduces, eliminates, or olherwise
modifies the appropriation or availabllity of funding for this Agreement and the Scope of
Services provided in Exhibil A, Scope of Services, in whole of in pan. In no event shall the
State be liable for any paymenis hereunder in excess of appropriated or available funds. In
the even! of a reduction, termination or modification of appropriated or available funds, the
Siate shall have the right to withhold payment unti) such funds become available. if ever. The
State shall have the right o reduce, lerminate or modify services under this Agreement
immediately upon giving the Contractor notice of such reduction, termination or modification.
The State shall not be required to transfer funds from any other source or account into the
Account(s) identified in block 1.6 of the General Provisions, Account Number, or any other-
account, in the event funds are reduced or'unavailat»_le.

2 Subparagraph 10 of the General Provisions of this contract, Termination, is amended by adding the
following language:
101 The State may terminate the Agreement at any time for any reason, at the sole discretion of
lhe State, 30 days afer giving the Contractor writien notice that the State is exercising its
option 1o terminate the Agreement, :

10.2 In the event of early termination, the Contractor shall, within 15 days of notice of eary
termination, develop and submit to the State a Transition Plan for services under the
Agreement, Including but not limited to, idenlifying the present and future needs of clients
receiving services under the Agreement and establishes a process to meet those needs.

10.3 The Contractor shall fully cooperate with the State and shall promptly provide detailed
information to support the Transition Plan including, but not fimited to, any information or
data requesied by the State related lo the termination of the Agreement and Transition Plan
and shall provide ongoing communication ang revisions of the Transiton Plan lo the State as
requested.

10.4 Inthe event that services under the Agreement, including but nol limited to clients receiving
services under the Agreement are transitioned to having services delivered by another entity
including contracted providers or the State, the Contractor shall provide a process for
uninterrupted delivery of services in the Transition Plan.

10.5 The Contractor shall establish a method of notifying clients and other affected individuals
aboul the transition. The Contractor shall include the proposed communications in its
Transition Plan submitted to the Stale as described above.

3. Renewal:
The Department reserves the right to extend this Agreement for up to two (2) additional years,

contingent upon satisfactory delivery of services, available funding, agreement of the parties and
approval of the Govemor and Execulive Council,

Exnibil C- = Reviskons to Standard Provisions Conlractor (nitlals
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GERTIFICATION REGARDING DRUG.FREE WORKPLACE REQUIREMENTS

The Contractor identified in Section 1.3 of the General Provisions agrees lo comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Acl of 1988 (Pub, L, 100-690, Title V, Subtille D; 41
U.S.C. 701 et seq.). and further agrees to have the Contractor’s representative, as idenlified in Sections
1.11 and 1.12 of the General Piovisions execule the following Cerificalion: '

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-680; Title V, Subtitle D; 41 U.S.C. 701 et 5eq.]. The January 31,
1889 regulations were amended and published as Pan Il of the May 25, 1990 Federal Register (pages
21681-21691), and require certificalion by grantees (and by inference, sub-grantees and sub-
contraclors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulaticn provides that a grantee (and by inference, sub-grantees and sub-contractors} that is a State
may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
each:grant during the federal fiscal year covered by the certification. The cenificate set out below is a
material representation of fact upon which reliance is placed when the agency awards the grant. False
cerification or violation af the certification shall be grounds for suspension of payments, suspension of
termination of grants, or government wide suspension or debamment. Contractors using this form should
send it 10 '

Commissioner

NH Department of Health and Human Services
129 Pleasant Stveet,

Concord, NH 03301-6505

1. The grantee centifies that it will or will continue to provide a drug-free workplace by

1.1.  Publishing a statement nolifying employees that the untawful manufacture, distribution,
dispensing, possession or use of a conlrolled substance Is prohibiled in the grantee’s
warkplace and specifying the actions that will be taken against employees for violatian of such
prohibition;

1.2.. Eslablishing an ongoing drug-free awareness program to inform employees about
1.2.1. The dangers of drug abuse in the workplace;

1.2.2. The grantee's palicy of mainlaining a drug-free workplace;

1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs; and

1.2.4. The penalties that may be imposed upon employees for drug abuse violations
occurring in the workplace; ’

1.3. Making it a requirement that each employee 1o be engaged in the performance of the granl be
given a copy of the stalement required by paragraph (a);

1.4. Notifying the employee in the slatement required by paragraph (a) that, as a condilion of
employment under the grant, the employee will
1.4.1. Abide by the terms of the slatement; and
1.4.2.  Notify the employer in writing of his or her conviction for a violation of @ criminal drug

statute occurring in the workplace no later than five calendar days after such
conviction; '

1.5. Notifying the agency in wriling, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise receiving actual nolice of such conviction,
Employers of convicted employees must provide notice, including position title, 1o every grant
officer on whose grant aclivily the convicled employee was working, unless the Federa) agency
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has designated a central point for the receipt of such notices. Nolice shall include the
identification number(s) of each affected grant;
1.6. Taxing one of the following actions, within 30 catendar days of receiving nolice under,
subparagraph 1.4.2, with respect to any employee who is 80 convicted
1.6.1. Taking appropriate personne! action against such an employee. up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to paricipate satisfaclorily in a drug abuse assistance or
rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriaie agency.
1.7.  Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6,

2. The grantee may insert in the space provided below the site(s) for the performance of work done in
connection with the speclfic grant. -

Place of Performance (street address, city, county, stite, zip code) {list each iscation)
133 Peachtree St. NE, Suite 3150, Atlanta, Fulton, GA, 30303

Check O if there are workplaces on file that are not identified here.

Contractor Name:
19 ta\w, /o:Q-
Date ' ame: Chaeiss T SMITH I
Title: MEN}%G{_
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CERTIFICATION REGARDING LOBBYING

The Contractor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sectian 319 of Public Law 101.121, Government wide Guidance for New Restrictions on Lobbying, and
31 U.5.C. 1352, and further agrees to have the Contractor’s representative, as identified in Seclions-1.11
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS
US DEPARTMENT OF AGRICULTURE - CONTRACYORS

Programs (indicate applicable program covered):
*Temporary Assistance to Needy Families under Title IV-A
“*Child Support Enforcement Pregram under Title IV-D
*Social Services Block Grant Program under Title XX
*Medicald Program under Title XIX

“Community Services Block Granl under Title VI

*Child Care Development Block Grant under Title IV

The undersigned éerﬁﬁes. to the best of his or her knowledge and belief, that:

1. No Federal appropriated funds have been paid or will be paid by or on behalf of the undersigned, to
any person for influencing or atempting to influence an officer or employee of any agency, 3 Member
of Congress, an officer or employee of Congress, or an employee of 8 Member of Congress in
conneclion with the awarding of any Federal contract, continuation, renewsl, amendment, o
modification of any Federal contract, grant, loan, or cooperative agreement (and by specific mention
sub-grantee or sub-contractor).

2. |f any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempling to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, granl, loan, or cooperative agreement (and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit £-1.)

3. The undersigned shall require that the language of this centification be included in the award
document for sub-awards at all tiers (including subcontracts, sub-grants, and contracls under grants,
loans, and cooperative agreements) and that all sub-recipients shall cenify and disclose accordingly.

This cerification is a material representation of tact upon which reliance was placed when this transaction
was made or entered into. Submission of this centification is a prerequisite for making or entering inte this
transaction imposed by Section 1352, Title 31, U.S. Code. Any person who (ails to file the required
certification shall be subject to a civi) penalty of not less than $10,000 and not more than $100,000 tor
each such failure,

Contractor Name:

Qlls\lfs

Date ’ Name: Zwasigs T Seani JI-
Tile: \gamnge,
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CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONS|BILITY MATTERS

The Contractor identified in Section 1.3 of the General Provisions agrees o comply with the provigions of
Executive Office of the President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and turther agrees to have the Conlractor's .
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the following
Certification: ' .

INSTRUCTIONS FOR CERTIFICATION :
1. By signing and submitling this proposal (contact). the prospective.primary paricipant is providing the
certification set out below. =

2. The inability of a person to provide the certification required below will not necessarily resull in denial
of participation in this covered transaction. If necessary, the prospective participant shall submit an
explanalion of why it cannot provide the certification. The cerlification or explanation will be
considered in connection with the NH Department of Health and Human Services' (DHHS)
determinalion whether to enter into this transaction. However, failure of the prospeclive primary
participant to fumish a certification or an explanation shall disqualify such person from particlpation in
this trangaction.

3. The cerfification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If it is later determined that the prospective
primary participant knowingly rendered an ‘erroneous cetification, in addition lo other remedies
gvailable to the Federal Govemment, DHHS may terminate this transaction for cause or defaull,

4. The prospective primary participant shall provide immediate written notice to the OHHS agency to

whom this proposal (contract) is submitted if al any time the prospective pimary panicipant leams
_that its certification was erroneous when submitted or has become erroneous by reason of changed

circumstances, ' ) )

5. The lerms "covered transaction,” *debarred,” “suspended.* *ineligible,” “lower tier covered
transaction,” "participant.” “person,” “primary covered transaction,” *principal,” *proposal,” and
*voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rutes implementing Executive Order 12549: 45 CFR Part 76. See the
attached definitions. '

6. The prospective primary panticipant agrees by submitting this proposal {contract} that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or volunlarily excluded
from participation in 1his covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submilting this proposal that it will include the

" clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Veluntary Exclusion -

Lower Tier Covered Transaclions,” provided by DHHS, withaut modification, in all lower lier covered
vansactions and in af solicitations for lower tier covered bansactions.

8. A participant in a covered transaction may rely upon a cerlification of a prospective participantin a
lower tier covered transaction thal it is nol debarred, suspended, ineligible, or involuntarily excluded
from the covered ransaction, uniess it knows that the certification is erroneous. A paricipant may
decide the method and frequency by which it determines the eligibility of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

.9. Nothing tontained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and
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Now Hampshire Department of Health and Human Sarvices
Exhibit F

information of a participant is nol required to exceed that which is normally possessed Dy a prudent
person in the ordinary course of business dealings.

10. Excep! for vansactions authorized under paragraph 6 of thase instructions, if 2 participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in

 addition to other remedies available to the Federal govermmen?, DHHS may terminate this transaction
for cause or defaull,

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its
rincipals: . .
‘1)1 .1. are not presently debamed, suspended, proposed for debarment, declared ineligible, or
voluntarily excluded from covered transactions by any Federal department or agency;
11.2. have not wilhin a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud ar a criminal offense in
connection with oblaining, attempting to obtain, or performing a public (Federal, State or local)
transaction or & contracl under a public transaclion; violation of Federal or State antitrust
statutes or commission of embezziement, theft, forgery, bribery, falsification or destruction of
records, making false stalements, or receiving stolen property; !
11.3. are not presently indicted for otherwise criminally or civilly charged by a governmental entily
(Federal, State or local) with commission of any of the offenses enumerated in paragraph (I}{b)
of this certification; and
11.4. _have not within a three-year period preceding this application/proposal had one or more public
‘transactions (Federal, State of local) terminated for cause or default.

12, Where the prospective primary participant is unable to cerify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal {conltract).

LOWER TIER COVERED TRANSACTIONS , '

13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Pant 76, certifies 10 the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended, proposed for debamment, declared ineligible, or

voluntarily excluded from participation in this transaction by any federal department or agency.
13.2. where the prospective lower tler participant is unzble to certify to any of the above, such
prospective participant shall attach an explanation to this propesal (contract).

14. The prospective lower tler participan further agrees by submitting this proposal (contract) that it will
include this clause entitied "Centification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered
transactions and in all solicitations for lower tier covered transactions.

Contractor Name:

g [l}k\ﬁ

Dale * N_ame:c;uu.z.‘a’l’.‘ Swneth =
Tide: o, '
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Now Hampshiro Departmant of Health and Human Sorvices
Exhibit G

CERTIFICATION OF COMPLIANCE WITH REQUIREMENTS PERTAINING TO

FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
WHISTLEBLOWER PROTECTIONS

The Conlractor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor’s
representative as identified in Sections 1.11 and 1.12 of the General Provisions, 1o execute the following
cerification:

Contractor will comply, and will require any subgraniees or subcontractars ta comply, with any applicable
tederal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1958 (42 U.S.C. Section 3789d) which prohibits
recipiants of federal funding under this statute from discriminating, either in employment practices or in
the delivery of services or benefits, on the basis of race, color, refigion, national origin. and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Flan;

- the Juvenile Justice Delinquency Prevention Act of 2002 {42 U.S.C. Section 5672(b)) which adopts by
reference, the civil rights obligations of the Sale Streets Act. Recipients of federal funding under this
slatule are prohibited from discriminating, either in employment practices ar in the delivery of services or
benefits, on the basis of race, color, religion, nationa! origin, and sex. The Act includes Equa
Employment Opportunily Plan requirements; : '

- the Civil Rights Act of 1964 (42 L.S.C. Section 20004, which prohibils recipients of tederal financiat
assistance from discriminating on the basis of race, color, or national origin in any program or activity);

- the Rehabilitation Act of 1973 (29 U.5.C. Section 794}, which prohibits recipients of Federa! financial
assistance from discriminating on the basis of disability, in regard to employment and the delivery of
services or benefits, in any program or activity: ) .

- the Americans with Disabilities Act of 1990 (42 U.S.C. Seclions 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, Stale and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.5.C. Sections 1681, 1681, 1685-86), which prohibits
discrimination on the basis of sex in federally assisted education programs; -

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on the
basis of age in programs or activities receiving Federal financial assistance. It does nol include
employment discrimination;

- 28 C.F.R. pi. 31 (U.S. Depantment of Justice Regutations - OJJOP Grani Programs): 28 C.F.R. pl. 42
(U.S. Department of Justice Regulations = Nondiscrimination; Equat Employment Opportunity: Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and commuynity
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
crileria for partnerships with faith-based and neighborhood organizations;

. 28 C.F.R. pt. 38 {U.S. Department of Justice Regulations - Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistieblower Prolections, which protecis employees against
reprisal for centain whiste blowing activilies.in connection with federal grants and conlracts.

The certificate set oul below is a material representation of fact upon which reliance is placed when the
agency awards the granl. False certificalion or violation of the certification shall be grounds for
suspension of payments, suspension or lermination of grants, or government wide suspension or
debarment.

Exhibit G
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New Hampshire Department of Health and Kuman Scrvices
Exhibit H

CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
(Act), requires that smoking not be permitied in any portion of any indoor facility owned or leased or
contracted for by an entily and used routinely or regularly for the provision of health, day care, educalion,
or library services to children under the age of 18, if the services are funded by Federal programs either
direclly or through State or local governments, by Federal grant, contract, loan, of loan guaraniee. The
{aw'does not apply to children's services provided in privale residences, facililies funded solely by.
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may resull in the impaosition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administralive compliance order on the responsible entity.

The Contractot identifiedin Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the Genera! Provisions, to execute the following
cenification: :

1. By signing and submilting this contract, the Contractor agrees 1o make reasonable efforts 1o comply
with all epplicable provisions of Public Law 103-227, Part C, known as the Pro-Chitdren Act of 1994.

Contractor Name:

bl

Dale Name: cuanass T Sm o, I
. THe: memeca
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New Hampshire Department of Heafth and Human Services

Exhlbiti

HEALTH INSURANCE PORTABILITY ACT
BUSINESS ASSOCIATE AGREEMENT

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health information, 45
CFR Parls 160 and 164 applicable to business associates. As defined herein, “Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that
receive, use or have access lo protected health information under this Agreement and "Covered
Entity" shall mean the State of New Hampshire, Department of Heallh and Human Services.

& Definjtions.
a. ‘Breach” shall have the same meaning as the term “Breach” in seclion 164,402 of Tille 45,
Code of Federal Regulations.

b. . "Business Associate” has the meaning given such term in section 160.103 of Title 45, Code
of Federal Regulations.

¢. ‘“Covered Entity” has the meaning given such term in section 160.103 of Title 45,
Code of Federal Regutations. .

d. "Designaled Record Set” shall have lhe same meaning as the term “designated record set’
in 45 CFR Section 164.501. : .

e. “Data Aagregation® shall have the same meaning as the term *data aggregation® In 45 CFR
' Section 164.501. : :

f. “Health Care Operations"” shall have the same meaning as the term “health care operations®
in 45 CFR Section 164.501. ?

. g. 'HITECH Act” means the Health Information Technology for Economic and Clinical Heallh
Acl, TilleXlil, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of
2009. .

h. "HIPAA" means the Heaith Insurance Portability and Accountability Act of 1996, Public Law
104-191 and the Standards for Privacy and Securily of Individually Identifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individyal® shall have the same meaning as the term “individual” in 45 CFR Section 160.103
) and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j. “Privacy Rule" shall mean the Standards far Privacy of Individually identifiable Health
information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the Uniled States
Depariment of Health and Human Services.

k. ‘Protecled Health Information® shail have the same meaning as the term “protected health
information" in 45 CFR Seclion 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

10414 Exhibit 1 Contractor inltials és
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New Hampshire Department of Health and Human Sarglces

Exhibit!

(2)

*Required by Law" shall have the same meaning as the term “required by law” in 45 CFR
Section 164.103. :

_ "Secretary” shall mean the Secretary of the Depariment of Health and Human Services or

his/her designee.

*Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health information at 45 CFR Parnt 164, Subpan C, and emendments (hereto.

"Unsecured Protected Health Information” means protected health Information that is not
secured by a technology standard thal renders protecied health information unusable,

‘unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by

a standards developing organization that is accredited by the American National Standards
Institute.-

Other Definitions - All terms not otherwise defined herein shall have the meaning
established under 45 C.F.R. Pars 160, 162 and 164, as amended from time to time, and the
HITECH

Act.

Business Associate Use and Disclosure of Protected Health Information.

Business Associate shall not use, disclose, maintain or transmit Protected Heallh
Information (PH1) except as reasonably necessary to provide the services oullined under
Exhibit A of the Agreement. Further, Business Associale, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associale may use or disclose PHI.
I For the proper managemeni and administration of the Business Associate;
. As required by law, pursuant to the terms set forth in paragraph d. below; or
. For data aggregation purposes for the health care operations of Covered -
Entity. -

To the extent Business Associate is permitted under the Agreement to disclose PHI to 8
third parly, Business Associate must obtain, prior lo making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (i) an agreement from such third party to nolify Business
Associale, in accordance with the HIPAA Privacy, Secudly, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has oblained
knowledge of such breach. .

The Business Associale shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
reques! for disclosure on the basis thal it is required by taw, without first notifying
Covered Entity so that Covered Enlity has an opportunity to object to the disclosure and
to seek appropriate refiel. If Covered Entity objects to such disclosure, the Business

V0% Exhiba | Contractor tnlum_&___
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New Hampshire Department of Health and Human Services

Exhiblt |

(3)

014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted sll
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restricticns over and above those uses or disclosures or security
saleguards of PHI pursuant to the Privacy and Secunty Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards,

Obligations and ivities of Busines iate.

The Business Associate shali notify the Covered Entity’s Privacy Officer immediately
after the Business Associale becomes aware of any use or disclosure of protected
heatth information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an impact on the
protected health information of the Covered Enlity.

The Business Associate shall immediately perform a risk assessment when it becomes
aware of any of the above situalions. The risk assessment shall include, but not be

limited to:’

o The nature and extent of ihe protected health information involved, including the
types of identifiers and the likelihood of re-identification;

o The unauthorized person used the protected health information or to whom the
disclosure was made,; ‘ ‘ )

o Whether the protected health information was actually acquired or viewed

o The extent 1o which the risk to the protected health information has been
mitigated. ’

“The Business Associate shall complete the risk assessmen? within 48 hours of the
‘breach and immediately repont the findings of the risk assessment in wriling to the
‘Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and-
Breach Notification Rule.

Business Associate shall make available all of its inlernal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity fo the Secretary for
purposes of determining Covered Entity's compliance wilh HIPAA and the Privacy and
Security Rule,

Business Associate shall require all of ils business associales that receive, use or have
access to PHI under the Agreement, to agree in writing to adhere lo the same
restrictions and conditions on the use and disclosure of PHI conlained herein, including
the duty to retum or destroy the PHI as provided under Section 3 (I). The Covered Entity
shall be cansidered a direct third party beneficiary of the Contractor's business associate
agreements wilh Contractor's intended business associales, who will be receiving PHI

Exhibit | Contractor Inflizls _@_
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pursuant lo this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
conlract provisions (P-37) of this Agreement for the purpose of use and disclosure of
protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shall make avazilable during normal business hours at its offices gll
records, books, agreements, policies and procedures relaling to the use and disclosure
of PHI to the Covered Entity, for purposes of enabling Covered Enlity to determine
Business Associate's compliance with the terms of the Agreement.

Within ten {10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Enlity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164,524,

Within ten (10) business days of receiving a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record
Set, the Business Associate shall make such PHI available to Covered Entity for
amendment and incorporale any such amendment to enable Covered Entity to fulfill its

. obligations under 45 CFR Section 164.526.

"Business Associate shall document such disclosures of PHI and information related to
- such disclosures as would be required for Covered Entity to respond 1o a request by an

individua! for an accounting of disclosures of PHI in accordance with 45 CFR Section
164.528.

"Within ten (10) business days of receiving a wiitien request from Covered Entity for a
request for an accounting of disclosures of PHI, Business Associate shall make available
to Covered Entity such information as Covered Enlity may require to fulfill its obligations
to provide an accounling of disclosures with respect lo PH! in accordance with 45 CFR
Section 164.528.

In the event any individua! requests access to, amendment of, or accounting of PHI
directly from the Business Associale, the Business Associale shall within two (2)
business days forward such request 1o Covered Enlity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate lo violate HIPAA and the Privacy and Security Rule, the Business Associate
shall inslead respond to the individual's request as required by such law and nolify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If retumn or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed o in
the Agreement, Business Associate shall continue lo extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PH) to those
purposes that make the return or destruction infeasible, for so long 8s Business

Exhibil | Contracior initiats
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(5)

(6)

372014

Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or il PHI, the Business Associale shall certify to
Covered Entity that the PHI has been destroyed.

Obligations of Covered Entity

Covered Enlity shail notify Business Associate of any changes or limitalion(s) inits
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Sectlion
164.520, 1o the extent that such change or limitation may affect Business Associate's
use or disclosure of PHI.

Covered Entity shall promplly notify Business Associate of any changes in, or revocalion
of permission provided to Covered Enlity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 154.508. :

Covered entity shall promptly notify Business Associate of any restrictions on the use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164.522,
lo the exient that such restriction may affect Business Associate’s use or disclosure of
PHI.

Termmination for Cause

In addition to Paragraph 10 of the standard lerms and conditions (P-37) of this

Agreement the Covered Enlity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associale of the Business Associate

. Agreement set forth herein as Exhibit |. The Covered Enlity may either immedialely

{erminate the Agreement or provide an opporiunity for Business Associate to cure the
alleged breach within a timeframe specified by Covered Entity. If Covered Entity
determines that neither termination nor cure is feasible, Covered Entity shall report the
violation to the Secretary.

Miscellaneous
Definitions and Requlatory References. All terms used, but not otherwise defined herein,

shall have the same meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as
amended.

Amendment. Covered Entity and Business Associate agree 1o lake such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

Data Ownership. The Business Associate acknowledges that it has no ownership rights
with respect to the PHI provided by or created on behalf of Covered Enlity.

interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule.

Exhibi | Cantractor initials
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Segqreqation. If any 1erm or condition of this Exhibit | or the application thereof to any
person(s) or circumstance is held invalid, such invalidity ‘shall not affect other terms or
conditions which can be given effect withaut the invalid term or condilion; to this end the’
terms and conditions of this Exhibit | are declared severable.

Surviyp!. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
desiruction of PHI, extensions of the protactions of the Agreement in section (3} |, the
defense and indemnification provisions of section (3) e and Paragraph 13 of the

standard terms and conditions (P-37), shall survive the termination of the Agreement.

IN WITNESS WHEREOQF, the parties hereto have duly executed this Exhibit |,

Department of Health and Human Services

The State Q
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Signature of Adthorized Representalwe

Signature of Authorized Representative
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Name of Autharized Representalive

Oxt e, Pasem Plonnraf]

Name of Authorized Representative

Title of Authonzed Répresenlahve

h , Title of Authonzed Representative
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New Hampshiro Department of Health and Human Seorvices
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CERTIFICATION REGARDING THE FEDERAL FUNDING ACCOUNTABILITY AND TRANSPARENC
ACT (FFATA)} COMPLIANCE

The Federal Funding Accountability and Transparency Act {FFATA) requires prime awardees of individua!
Federal grants equal to or greater than $25.000 and awarded on or after October 1, 2010, lo repori on
data related to execulive compensalion and associated first-tier sub-grants of $25.000 or more, i the
initin) award is below $25,000 but subsequent grant modifications result in a tolal award equal to or over
$25.000, the award is subject to the FFATA reporting requirements, as of the date of the award.
In accordance with 2 CFR Part 170 {Reporting Subaward and Execulive Compensation Information), the
Depantment of Health and Human Services (DHHS) must report the fallowing information for any
subaward or contract award subject to the FFATA reporting requiremenis:
1. Name of entity
Amount of award
Funding agency
NAICS code for contracts / CFDA program number for grants
Program source '
Award title descriplive of the purpose of the funding action
Location of the entity ' ‘
Principle ptace of performance
Unique identifier of the entily (DUNS #)
0. Total compensation and names of the top five executives if.

10.1. More than 80% of annual gross revenues are from the Federal government, and those

revenues are greater than $25M annually and
10.2. .Compensation information is not already available through reporiing to the SEC.

2PENPLELN

Prime grant recipients must submit FFATA-required data by the end of the month, plus 30 days, in which
the award or award amendment is made.

The Contractor identified in Section 1.3 of the General Provisions agrees 1o comply with the provisions of
The Federal Funding Accountability and Transparency Act, Public Law 109-282 and Public Law 110-252,
and 2 CFR Parl 170 (Reporting Subaward and Executive Compensation Information), and further agrees
1o have the Contractor's representative, as identified in Sections 1.11 and 1.12 of the General Provisions
execute the following Cenification:

The below named Contractor agrees to provide needed information as oullined above to the NH
Department of Healh and Human Services and 10 comply with all applicable provisions of the Federal
Financial Accountability 2nd Transparency Act.

Contractor Name:
8 I Dl I ‘ft‘g—'
Date* " Name:Ca4eres T. Smrd 0T

Titte: Mamacn

Exhibhl J - Cenification Reganding the Federal Funding Contractor Initlals '
Accountabllity And Transporency Act (FFATA) Compliance sl
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FORM A

As the Contractor identified in Section 1.3 ol the General Provisions, | certify that the responses to the
below listed queslions are true and accurate,

1. The DUNS number for your enlity is: 04-498-6685
. 1

2. Inyour business or organization's preceding completed fiscal year, did your business or organizalion
receive (1) 80 percent or mare of your annual gross revenue in U.S. federa! contracts, subcontracts,
loans, grants, sub-grants, and/or cooperative agreements; and (2) $25,000.000 or more in annua!
gross revenues from U.S. federal conlracts, subcontracts, loans, grants, subgrants, and/for
cooperative agreemenis?

v NO YES

If the answer to #2 gbove is NO, stop here
it the answer 1o #2 above is YES, please answer the lollowing:

3. Does the public have access to information about the compensation of the execulives in your
business or organization through periodic reports filed under section 13(a) or 15(d) of the Securilies

Exchange Act of 1934 (15 U.S.C.78m(a}, 780(d)} or section 65104 of the intemal Revenue Code of
19867

NO YES
If the answer to #3 above is YES, stop here
If the answer to #3 above is NO, please answer the following.

4. The names and compensation of the five most highly compensated officers in your business or
organization are as follows:

‘Name: Mount:
Name: . Amount:
Name: . Amount: :
Name: Amount;
Name: : i Amount:
Exhibit J - CerUfication Regarding (e Federsl Funding Contracior nfiats ﬁS
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A. Definilions
The following terms may be reflected and have the described meaning in this document: '

1. “Breach® means the loss of control, compromise, unauthorized disclosure,
unaulhorized acquisition, unaulhorized access, or any similar term referring to
situations where persons other than authorized users and for an other than
authorized purpose have access or polential access to personally identifiable
information, whether physical or electronic. With regard to Protected Health
Information, * Breach® shall have the same meaning as the term “Breach” in section
164.402 of Tille 45, Code of Federal Regulations.

2. “Computer Security Incident® shall have the same meaning “Computer Security
Incident” in section two (2) of NIST Publication 800-61, Computer Security Incident
Handling Guide, National Instilute of Standards and Technology, U.S. Department
of Commerce. ' : .

3. *Confidential Information® or "Confidential Data™ means all confidential information
disclosed by one party to the other such as all medical, health, financial, public
assistance benelits and persona! information including without limitation, Substance
Abuse Treatment Records, Case Records, Protected Healh Information and
Personally Identifiable Information. -

Confidential Information also includes any and all information owned or managed by
the State of NH - created, received from or on behalf of the Department of Health and
Human Services (DHHS) or accessed in the course of performing contiracted
services - of which collection, disclosure, protection, and disposition is govened by
state or federal law or regulation. This information includes, but is not limited to
Protected Healh Information (PH)), Personal Information (Pl), Personal Financial
Information (PF1), Federal Tax tnformation (FTI), Social Security Numbers {SSN},
Payment Card Industry (PCI), and or other sensilive and confidential information.

4. "End User means any person or entity {e.g., conlractor, contractor's employee,
business associate, subcontractor, other. downstream user, etc.) that receives
DHHS data or derivative data in accordance with the terms of this Contract.

5 “HIPAA" means the Health Insurance Portability and Accountability Act of 1986 and the
regulations promulgated thereunder.

6. ‘Incider® means an aci that potentially violates an explicit or implied security policy,
which includes attempts (either failed or successful) to gain unauthorized accessto a
system or its data, unwanled disruplion or denial of service, the unauthorized use of
a system for the processing or storage of data, and changes to system hardware,
firmware, or software characterislics without ihe owner's knowledge, instruction, or
consenl. Incidents include the loss of data through theft or device misplacement, loss
or misplacement of hardcopy documents, and misrouting of physical or elecironic

V4. Los! update D4.04.2018 Exhinil K Contractor intiis’s d )
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Y

mail, all of which may have the potential to put the data at risk of unauthorized
access, use, disclosure, modification or destruction.

7. “Open Wireless Network™ means any network or segmen! of a network that is
not designated by the State of New Hampshire's Department of Information
Technology or delegate as a protecled network (designed, tested, and
approved, by means of the State, lo transmit) will be considered an open
network and not adequalely secure for the transmission of unencrypled Pl, PFI,
PHI or confidentiai DHHS data.

8. *Personal Information” (or "PI") means information which can be used to distinguish
or trace an individual's identity, such as their name, social security number, personal
information as defined in New Hampshire RSA 359-C:19, biometric records, etc.,
alone, or when combined with olher personal or identifying information which is linked
or linkable to a specific individual, such as date and place of birth, mother's maiden
name, elc.

‘@ *Privacy Rule” shall mean the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Pars 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services.

10. “Protecled Heallh Information” (or "PHI") has the same meaning as provided in the
_ definilion of “Protected Health Information” in the HIPAA Privacy Rule al 45 CF.R. §
160.103. - o

11. “Security Rule” shall mean the Security Standards for the Protection of Electronic
Protected Health Information at 45 C.F.R. Part 164, Subpart C, and amendments
therelo.

12. "Unsecured Protected Health Information” means. Protecied Health Information that is
not secured by a technology standard that renders Prolected Health Information
unusable, unreadable, or indecipherable to unauthorized individuals and is
developed or endorsed by a standards developing organization that is accredited by
the American National Standards Inslitute.

I. RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Information.

1. The Contractor mus! not use, disclose, maintain or transmit Confidential Information
except as reasonably necessary as outlined under this Contract. Further, Contractor,
including but not limited to all its directors, officers, employees and agenls, must not
use, disclose, maintain or transmit PH1 in any manner that would conslitute a violalion
of the Privacy and Security Rule.

2. The Contractor must not disclose any Confidential Information in response to a

V4. Last update 04.04.2018 Extinil K ' Contracior Inftlaty Qa
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request for disclosure on the basis that it is required by law, in response to a
subpoena, etc., without first nolifying DHHS so that DHHS has an opportunity to
consent or object to the disclosure,

3. If DHHS nolifies the Contractor that DHHS has  agreed to be bound by additional

restrictions over and above those uses or disclosures or security safeguards of PHI
pursuant to the Privacy and Security Rule, the Contractor must be bound by Such
additional restrictions and must not disclose PHI in violation of such additional
restrictions and must abide by any additional security safeguards.

4. The Contractor agrees that DHHS Data or derivative there from disclosed 10 an End

User musl only be used pursuant fo the terms of this Contract.

5. The Coniractor agrees DHHS Data obtained under this Contract may nol be used for

any other purposes that are not indicated in this Contract

6. The Contractor agrees to grant access 1o the data to the authorized representatives

of DHHS for the purpose of inspecting to- confirm compliance with the terms of .this
Contradt.

. METHODS OF SECURE TRANSMISSION OF DATA

1.

Application Encryption. If End User is transmitting DHHS data containing

.Confidential Data between applications, the Contractor attests the applicalions have

been evaluated by an expert knowledgeable in cyber security and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. End User may not use eomf)uter disks
or portable storage devices, such as a thumb drive, as 2 method of transmifting DHHS
data.

Encrypted Email. End User may only employ email to transmit Confidentia! Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive'such information. ,

Encrypted Web Site. If End User is employing the Web to transmit Confidential
Dala, the secure socket layers (SSL) must be used and the web site ‘must be
secure. SSL encrypts data transmitted via a Web site. ‘

File Hosting Services, also known as File Sharing Sites. End User may nol use file
hosting services, such as Dropbox or Google Cloud Storage, to transmit
Confidential Data.

Ground Mail Service. End User may only transmil Confidential Data via certiffed ground
mail within the continental U.S. and when sent to a named individual.

Laplops and PDA. If End User is employing portable devices lo transmil
Confidential Data said devices must be encrypted and password-protected.

Open Wireless Networks. End User may nol transmit Confidentia) Data via an open
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m.

10.

1.

wireless network. End User must employ a virtual private network (VPN) when
remotely transmitting via an open wireless network.

Remote User Communication. If End User is employing remote communication to
access or transmit Confidential Data, a virtual private network (VPN) must be
installed on the End User's mobile device(s) or laptop from which information will be
transmitted or accessed. ‘

SSH File Transfer Protocol (SFTP), also known as Secure File Transfer Pratocol. If
End User is employing an SFTP fo transmit Confidential Data, End User will
structure the Folder and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will
be coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

Wireless Devices. If End User is transmitting Confidential Data via wireless devices, all’
data must be encrypted to prevent inappropriate disclosure of information.

RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor wilt only retain the data and any derivative of the data for the duration of this
Contract. Afler such time, the Conlractor will have 30 days to destroy the data and any
derivalive in whatever form It may exist, unless, otherwise required by law or permitied
under this Contract. To this end, the parties must: '

A

Retention

1. The Contractor agrees it will not store, transfer or process data collected in
connection with-the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation ot
cloud compuling, cloud service or cioud storage capabilities, and indudes backup
data and Disaster Recovery focalions.

2. The Contractor agrees to ensure proper security monitoring capabilities are in
place to detect polential security events that can impact State of NH systems
and/or Department confidential information for contractor provided systems.

3. The Contractor agrees lo provide security awareness and education for ils End
Users in support of protecting Department confidential information.

4. The Contractor agrees to retain all electronic and hard copies of Confidential Data
in a secure location and identified in seclion IV, A.2

5. The Coniractor agrees Confidential Data stored in a Cloud must be in 2
FedRAMP/HITECH compliant solution and comply with all applicable statutes and
reguiations regarding the privacy and security. All servers and devices must have
cumrently-supported and hardened operating systems, the latest anti-viral, anti-
hacker, anti-spam, anti-spyware, and anti-malware utilities. The environmenl, as a
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whole, must have aggressive intrusion-detection and firewail protection.

6. The Conlractor agrees to and ensures its complete cooperation with the Stale's
Chief Information Officer in the detection of any security vulnerability of the hostmg
infrastructure.

B. Disposition

1. If the Contractor will maintain any Confidential Information on its systems (or its
sub-contractor systems), the Contractor will maintain a documented process for
securely disposing of such dala upon request or contract termination; and will
oblain wrilten certification for any Stale of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing. emergency, and or disaster
recovery operations. When no longer in use, electronic media containing’ State of
New Hampshire data shall be rendered unrecoverable via a secure wipe program
in accordance with industry-accepted slandards for secure deletion and media
sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines
for Media Sanitization, National Institute .of Standards and Technology, U. S.
Department of Commerce. The Contractor will document and certify in writing at
time of the data destruction, and will provide written certification to the Department
upon request. The written cerification will include all details necessary to
demonslrate data has been properly destroyed and validated. Where applicable,
reguiatory and professional standards for retention requirements will be jointly
evaluated by the State and Contractor prior to destruction.

2. Unless clherwise specified, within thirty {30) days of the termination of this
Contract, Conlractor agrees to destroy all hard copies of Confidential Data using a
"secure method such as shredding.

3. Unless otherwise specified, within thity (30) days of the termination of this

Contract, Contractor agrees to completely destroy all etectronic Confidential Data
by means of data erasure, also known as secure dala wiping.

IV. PROCEDURES FOR SECURITY

A. Contractor agrees to safeguard the DHHS Dala recerved under this Contract, and any
derivative data or files, as follows:

1. The Contractor will maintain proper security controls to prolect Depariment
confidential information collected, processed, managed, and/or stored in the delivery
of contracted services.

~ 2. The Confractor will maintain policies and procedures lo prolect Department
confidential information throughout the information lifecycle, where applicable, (from
creation, transformation, use. storage and secuwre destruclion) regardiess of the
media used to store the data (i.e., tape, disk, paper, elc.).

.
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3. The Contractor wili maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Department confidential information
where applicable. .

4. The Contractor will ensure proper security monitoring capabilities are in place to
detect potential security events that can impact State of NH systems and/or
Department confidential information for contractor provided systems.

5 The Contractor will provide regular security awareness and education for its End
Users in support of protecling Depariment confidential information.

6. If the Contractor will be sub-contracting any core functions of the engagement
supporting the services for State of New Hampshire, the Conlractor will maintain a
program ©f an intemal process or processes that defines specific security
expeclations, and monitoring compliance lo security requirements that al a minimum
match those for the Conlractor, including breach notification requirements.

7. The Conlractor will work with the Deparimeni to sign and comply with all applicable
State of New Hampshire and Department system access and authorization policies
and procedures, systems access forms. and compuler use agreements as part of
obtaining and maintaining access to any Depariment system(s). Agreements will be’
completed and signed by the Contractor and any applicable sub-contractors prior lo
system access being authorized. '

8. If the Department determines the Contractor is a Business Associate pursuant to 45
CFR 160.103, the Contracior will execute a HIPAA Business Associale Agreement
(BAA) with the Department and is responsible for maintaining compliance with the
agreement.

9. The Contractor will work with the Department at its request to complete a System
Management Survey. The purpose of the survey-is to enable the Department and
Contractor to monitor for any changes in'risks, threats, and wulnerabililies that may

- occur over the fife of the Contractor engagement. The survey will be completed
annually, or an alternate time frame at the Departments discretion with agreement by
the Contractor, or the Depariment may request the survey be completed when the
scope of the engagement between the Depariment and the Contraclor changes.

10. The Contractor will not store. knowingly or unknowingly, any State of New Hampshire
or Department data offshore or outside the boundaries of the United States unless
prior express written consent is obtained from the Information Security Office
leadership member within the Department.

11. Data Security Breach Liability. In the event of any sec{.urity breach Contractor shali
make efforts to investigate the causes of the breach, promplly take measures to
preven! future breach and minimize any damage or loss resulting from the breach.
The State shall recover from the Contractor all costs of response and recovery from
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the breach, including but not limited to: credit monitoring services, mailing costs and
costs associated with website and telephone call center services necessary due to
the breach.

12, Contractor musl, comply with all applicable slatutes and regulations regarding the
privacy and security of Confidential Information, and must in all other respects
maintain the privacy and security of Pt and PHI al a level and scope that Is not less
than the level and scape of requirements applicable to federal agencies, including,
but not limited to, provisions of the Privacy Act of 1974 (S US.C. § 552a), DHHS.
Privacy Act Regulations (45 C.F.R. §5b), HIPAA Privacy and Security Rules {45
C.F.R. Parts 160 and 164) that govern protections for individually identifiable health
information and as applicable under State law.

13. Contractor agrees to establish and maintain appropriate administrative, technical, and
physical' safeguards to protect the confidentiality of. the Confidential Data and to
prevent unauthorized use or access to i, The safeguards must provide a level and
scope of security that is not less than the level and scope of security requirements
established by the Stale of New Hampshire, Department of Information Technology.
Refer to Vendor Resources/Procurement at https:/Awww.nh.gov/doitivendorfindex.him
for the Department of Information Technology policies, guidelines, standards, and
procurement information relating to vendors. '

14. Contractor agrees to maintain a documented breach notification and incident
response process. The Contractor will notify the State's Privacy Officer, and
additional email addresses provided in this section, of any security breach within two
(2) hours of the time that the Contractor leams of its occurrence. This includes a
confidential information breach, computer secunty incident, or suspected breach
which affects or includes any State of New Hampshire systems that connect to the
State of New Hampshire network.

15. Contractor must restrict access to the Confidential Data obtained under this
Contract 1o only those authorized End Users who need such DHHS Data to
perfarm their official duties in connection with purposes identified in this Contract.

16. The Contractor must ensure that all End Users:

a. comply with such safeguards as referenced in Section [V A. above,
implemented to protect Confidential Information that is furnished by DHHS
under this Contract from loss, thefl or inadvertent disclosure.

b. safeguard this information al all times.

c. ensure that laptops and other electronic devices/media containing PHI, P}, or
PF| are encrypted and password-prolected.

d. send emails containing Confidential Information only if gncrypted and being
senl to and being received by email addresses of persons authorized to
receive such information.
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e. limit disclosure of the Confidential Information to the extent permitted by law.

f. Confidential Information received under this Contract and individually
idenlifiable data derived from DHHS Data, must be stored in an area that is
physically and technologically secure from access by unauthorized persons
during duty hours as well as non-duty hours (e.g., door |oc.ks card keys,
biometnc identifiers, elc.).

g. only authorized End Users may Iransmit the Confidential Dala, including any
derivative files containing personally idenlifiable information, and in all cases,
such data must be encrypled at all times when in lransit, at rest, or when
stored on ponable media as required in section IV above.

h. in ail other instances Confidential Oata must be maintained, used and
disclosed using appropriale safeguards, as determined by a risk-based
assessment of the circumstances involved.

i, understand that their user credentials (user name and password) mus! not be
shared with anyone. End Users will keep their credentia! information secure.
This applies to credentials used to access the site directly or indirectly through
a third party application,

.Contractor is responsible for oversight and compliance of their End Users. DHHS
reserves the right to conduct onsite inspections to monitor compliance with this
Contract, inctuding the privacy and security requirements provided in herein, HIPAA,

" and other applicable laws and Federal regulations unlil such time the Confidential Dala
is disposed of in accordance with this Contract. -

V. LOSS REPORTING

The Contractor must nolify the State's Privacy Officer, Information Secunty Office and
Program Manager of any Security Incidents and Breaches within two (2) hours of the
fime that the Contractor leams of their occurence. .

The Contractor must further handle and report Incidents and Breaches involving PHI in
accordance wilh the agency's documented Incident Handling and Breach Notification
procedures and in accordance with 42 C.F.R. §§ 431.300 - 306. In. addition to, and
notwithslanding. Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will

1. Identify Incidents;,

2. Determine if personally identifiable information is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this Exhibit or P-37;
4

Identify and convene a core response group to determine the risk level of Incidents
and determine risk-based responses to Incidents; and
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5. Determine whether Breach notificalion is required, and, if so, identify appropriate
Breach notification methods, timing, source, and contents from among different
options, and bear costs associaled with the Breach notice as well as any mitigation
measures.

. incidents andfor Breaches that implicate Pl must be addressed and reported, as
applicable, in accordance with NH RSA 359-C:20.

V. PERSONS TO CONTACT
 A. DHHS contact for Data Management or Data Exchange issues:

DHHSInformationSecurityOffice@dhhs.nh.gov

B. DHHS contacts for Privacy issues:
DHHSPrivacyOfficer@dhhs.nh.gov

.C. DHHS contact for Information Security issues:
OHHSInformationS ecurityOffice@dhhs.nh.gov

D. DHHS contact for Breach nolifications:
DHHS!nformationSecuﬁtyOffnce@dhhs.nh.gov
DHHSPrivacy.Officer@dhhs.nh.gov
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