STATE OF NEW HAMPSHIRE
~ DEPARTMENT OF HEALTH AND HUMAN SERVICES
OFFICE OF THE COMMISSIONER

129 PLEASANT STREET, CONCORD, NH 03301-3857

Lori A. Shibinette © 603-271-9200 1-800-852-3345 Ext. 9200
Commissioner Fax: 603-271-4912 TDD Access: 1-800-735-2964 www.dhhs.nh.gov
July 13, 2020

His Excellency, Governor Christopher T. Sununu
- and the Honorable Council
State House

Concord, New Hampshire 03301

INFORMATIONAL ITEM
Pursuant to RSA 4:45 RSA 21-P:43, and Section 4 of Executive Order 2020-04 as

extended by Executive Orders 2020-05, 2020-08, 2020-09, 2020-10, and 2020-14, Governor

Sununu authorized the Department of Health and Human Services, Office of the Commissioner,
to enter into a Retroactive, Sole Source contract with Mako Medical Laboratories, LLC
(VC#TBD), Raleigh, NC in the amount of $6,000,000 to provide. COVID-18 testing to residents
and staff of long-term care and other residential facilities overseen by the Department, with the
option to renew for up to two (2) additional years, effective June 3, 2020, through December 31¢
2020. 100% Federal Funds.

Funds are available in the following accounts for State Fiscal Years 2020 and 2021, with
the authority to adjust budget line items within the price limitation and encumbrances between
state fiscal years through the Budget Office, if needed and justified.

05-95-95-950010-19190000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS
DEPT OF, HHS: OFFICE OF THE COMMISSIONER; COVID19 FEMA

3:::',3 Fiscal .ClassIAccount Class Tittle Job Number Total
' Contracts for
2020 103-502507 Oper Svc 9510895 $2,100,000
Subtotal $2,100,000

05-95-90-903040-19010000 HEALTH AND SOCIAL SERVICES, HEALTH AND HUMAN SVCS

- ‘DEPT OF, HHS: PUBLIC HEALTH SERVICES, BUREAU OF LABORATORY SERVICES, ELC-

CARES COVID-29

3::? Fiscal Class/Account | Class Tittle - | Job Number ‘- Total
Contracts for
2020 103-500731 Opgr Sve 80183518 $3,900,000
Subtotal $3,900,000
Total $6,000,000

The Department of Health and Human Services’ Mission is to join communities and families
in providing opportunities for citizens lo.achieve health and independence.

o



His Excellency, Governor Christopher T. Suhunu
and the Honorable Council
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EXPLANATION

This item is Sole Source because the Department identified the Contractor as having the
capacity to immediately begin providing COVID-19 virus testing kits to NH-based long-term care
and other residential facilities, to allow residents and staff to be tested. Further, the test kits will
be returned to the Contractor who will perform RT-PCR diagnostic Sars-CoV-2 tests. This item is
Retroactive to allow the Contractor to immediately begin distributing test kits to allow facilities to
begin to have residents and staff tested quickly. The strategic aim of this agreement is to increase
the rate at which residents and staff of long-term care and other residential facilities are tested In
order to help those facilities respond to the COVID-19 pandemic in the manner that best protects
residents and staff. Through this agreement, the Contractor coordinates specimen collection,
processing, and communication with the long-term care or other residential facility and its
residents and staff concerning both positive and negative test results.

In the case of testing for residents, Mako Medical Laboratories will bill the patients’
insurance directly. If a resident is receiving care under his or her Medicare Part A Skilled Nursing
benefit or has Medicaid-only, Mako Medical Laboratories will bill the facility directly. If a patient is
uninsured or underinsured and the facility is not responsible for payment, Mako Medical
Laboratories shall bill the State of New Hampshire for the uninsured or underinsured patient at a
rate of $70.00 per test. In the case of testing for staff, there are federal funds available to pay for
the first four testing periods. Funding for staff testing will be revisited thereafter.

The expectation is that the Contractor shall test specimens from approximately ten (10)
percent of the State's 7,000 residents and 100% of the approximately 10,000 staff in long-term
care and potentially other residential facilities at periodic intervals. The initial periodic interval of
ten (10) days may be changed by agreement of the Department and the Contractor depending
upon the trajectory of the COVID-19 pandemic.

As referenced in the agreement, the parties have the option to extend the agreement for
up two (2) additional years, contingent upon satisfactory delivery of services, available funding,
agreement of the parties and appropriate State approval.

Area served: Statewide

Source of Funds: 100% Federal Funds

Respectfully submitted,

ori A. Shibinette
X@‘”Commissioner

The Department of Health and Human Services’ Mission is lo join communities and families
in providing opportunities for citizens to achieve health and independence.



FORM NUMBER P-37 (version 12/11/2019)

Subject:_Lab Testing for Long Term Care Facilities COVID-19 (SS-2020-DPHS-19-LABTE-01)

Natice: This agreement and all of its attachments shall become public upon submission to Governor and
Executive Council for approval. Any information that is private, confidential or proprietary must

be clearly identificd to the agency and agreed to in writing prior to signing the contract.

AGREEMENT
The State of New Hampshire and the Contractor hereby mutually agree as follows:
GENERAL PROVISIONS

1. IDENTIFICATION. .
1.1 State Agency Name ) 1.2 State Agency Address
New Hampshire Department of Health and Human Services 129 Pleasant Street

Concord, NH 03301-3857
1.3 Contractor Name .4 Contractor Address
Mako Medical Laboratories LLC : 8461 Garvey Drive

Raleigh, NC 27616
1.5 Contractor Phone 1.6 Account Number - 1.7 Completion Pate 1.8 Price Limitation

Number '
TBD December 31,2020 $6,000,000

(800) 625-6522
1.9 Contracting Officer for State Agency 1.10 State Agency Telephone Number

Nathan D. White, Director ' (603) 271-9631

1.12 Name and Title of Contractor Signatory

Date: é/g/yu (5;5;4 -ﬂﬁﬂv‘fr‘, COO

1.14 Wame and Title of State Agency Signatory

Date: Ry "7’ - c
{ O &n stne @Ma@;@aﬂ_
Approval By e N.H. Department of Administration, Division of Personnel (if appiilable}

By: Directar, On:

1.16 Aﬁproval by Lhe Attorney General (Form, Substance and Exccution} {if applicable)

By: c‘ﬂ.'?fM.aLa ) On:
Y finoa " 0619120

1.17 Approval by the Governor and Executive Council (if applicable)

G&C [tem number: . G&C Mcceting Date:
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2. SERVICES TO BE PERFORMED. The State of New
Hampshire, acting through the agency identified in block 1.1
(“State™), engages contractor identified in block 1.3
(“Contractor™) to perform, and the Contractor shall perform, the
work or sale of goods, or both, identified and more particularly
described in’ the -attached EXHIBIT B which is incorporated
herein by reference {“Services™).

3. EFFECTIVE DATE/COMPLETION OF SERVICES.

3.1 Notwithstanding any provision of this ‘Agreecment to the:

contrary, and subject to the approval of the. Governor and
Executive Council of the State of New Hampshire, if applicable,
this Agreement, and all obligations of the parties hereunder, shall
become effective on the date the Governor and Executive
Council approve this Agreement as indicated in block 1.17,
unless no such approval is required, in which case the Agreement
shall become effective on the date the' Agrecment is signed by
the State Agency as shown in block .13 (“Effective Date™).

3.2 If the Contractor commences the Services prior to the
Effective Date, all Services performed by the Contractor prior to
the Effective Date shall be performed at the sole risk of the
Contractor, and in the event that this Agreement does not become
effective, the State shall have no liability to the Contractor,
including without: limitation, any obligation to pay the
Contractor for any costs incurred or Services performed.
Contractor must complete afl Services by the Completion Date
specified in block 1.7.

4, CONDITIONAL NATURE QOF AGREEMENT.
Notwithstanding any provision of this Agreement to the
contrary, all obligations of the State hereunder, including,
without limitation, the continuance of payments hereunder, are
contingent upon the availability and continued-appropriation-of
funds affected by any state or federal legislative or executive
action that reduces, eliminates or otherwise modifies the
appropriation or availability of funding for this Agreement and
the Scope for Services provided in EXHIBIT B, in whole or in
part. In no event shall the State be liable for any payments
hereunder in excess of such available appropriated funds. In the
event of a reduction or termination of appropriated funds, the
State shall have the right to withhold payment until such funds
become available, if ever, and shall have the’ right to reduce or
terminale the Services under this Agreement immediately upon
giving the Contractor notice of such reduction or termination.
The State shall not be required to transfer funds from any other
account or source to the Account identified in block 1.6 in the
event funds in that Account are reduced or unavailable.

5. CONTRACT PRICE/PRICE LIMITATION/
PAYMENT,

5.1 The-contract price, method of payment, and terms of payment
are identified and more particularly described in EXHIBIT C
which is incorporated herein by reference.

5.2 The payment by the State of the contract price shall be the
only and the complete reimbursement to the Contractor for all
expenses, of whatever nature incurred by the Contractor in the
performance hereof, and shall be the only and the complete
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compensation to the Contractor for the Services. The State shall
have no liability to the Contractor other-than the contract price.
5.3 The State reserves the right to offset from any amounts
otherwise payable to the Contractor under this Agreement those -
liquidated amounts required or permitted by N.H. RSA 80:7
through RSA 80:7-c or any other provision of law.

5.4 Notwithstanding any provision in this Agreement to the
contrary, and notwithstanding unexpected circumstances, in no
event shall the total of all payments authorized, or actually made
hercunder, exceed the Price Limitation set forth in block 1.8.

6. COMPLIANCE BY CONTRACTOR WITH LAWS
AND REGULATIONS/ EQUAL EMPLOYMENT
OPPORTUNITY.

6.1 In connection with the perfermance of the Services, the
Contractor shall comply with all applicable statutes, laws,
regulations, and orders of federal, state, county or municipal
authorities which impose any obligation or duty upon the
Contractor, including, but not limited to, civil rights and equal
employment opportunity laws. In-addition, if this Agreement is
funded in any part by monies of the United States, the Contractor
shall comply with all federal executive orders, rules, regulations
and statutes, and with any rules, regulations and guidelines as the
State or the United States issue to implement these regulations.
The Contractor shall also comply. with atl applicable intelectual
property laws.

6.2 During the term of this Agreement, the Contractor shall not
discriminate against employees or applicants for employment
because of race, color, religion, creed, age, sex, handicap, sexual
orientation, or national origin and will take affirmative action to
prevent such discrimination.

6.3. The Contractor agrees to permit the State or United States
access to any of the Contractor’s books, records and accounts for
the purpose of ascertaining compliance with all rules, regulations
and orderg, and the covenants, terms and conditions of this
Agreement.

7. PERSONNEL.

7.1 The Contractor shall at its own expense provide all personnel
necessary 10 perform the Services. The Contractor warrants that
all personnel engaged in the Services shall be qualified to
perform the Services, and shalt be properly licensed and
otherwise authorized to do so under all applicable laws.

7.2 Unless otherwise authorized in writing, during the term of
this Agreement, and for a period of six (6) months after the
Completion Date in block 1,7, the Contractor shall not hire, and
shall not permit any subcontractor or other ‘person, firm or
corporation with whom it is engaged in a combined effort to
perform the Services to hire, any person who is a State employec
or official, who is materially involved in the procurement,
administration or performance of this Agreement. This
provision shall survive termination of this Agreement.

7.3 The Contracting Officer specified in block 1.9, or his or her
successor, shall be the State’s representative. In the event of any
dispute concerning the interpretation of this Agreement, the
Contracting Officer’s decision shall be final forthe State.

Contractor Initials ./F
Date e20




8. EVENT OF DEFAULT/REMEDIES.

8.1 Any one or more of the following acts or omissions of the
Contraclor shall constitute an event of default hereunder (“Event
of Default™):

8.1.1 failure to perform the Services satisfactorily or on
schiedule;

$.1.2 failure to submit any report required hereunder; and/or
8.1.3 failure to perform any other covenant, term or condition of
this Agreement, ‘ '

- 8.2 Upon the occurrence of any Event of Defauli, the State may
take any one, or more, or all, of the following actions:

8.2.1 give the Contractor a written notice specifying the Event of
Default and requiring it to be remedied within, in the absence of
a greater or lesser specification of time, thirty (30) days from the
date of the notice; and if the.Event of Default is not timely cured,
terminate this Agreement, effective two (2) days after giving the
Contractor notice of termination;

8.2.2 give the Contractor a written notice specifying the Event of
Default and suspending all payments to be made under this
Agreement and ordering that the portion of the contract price
which would otherwise accrue to the Contractor during the
period from the date of such notice until such time as the State
determiines 'that the Contractor has cured the Event of Default
shall never be paid to the Contractor;

8.2.3 give the Contractor a written notice specifying the Event of
. Default and set off against any other obligations the State may
owe to the Contractor any damages the State suffers by reason of
-any Event of Default; and/or ‘

8.2.4 give the Contractor a written notice specifying the Event of
Default, treat thc Agreement as breached, terminate the
Agreement and pursue any of its remedies at law or in equity, or
both. : '

8.3. No failure by the State to enforce any provisions hercof after

any Event of Default shall be-deemed a waiver of its rights with .

regard to that Event of Default, or any subsequent Event of
Default. No express failure to enforce any Event of Default shall
‘be deemed a waiver of the right of the State to enforce each and
all of the provisions hereof upon any further or other Event of
Default on the part of the Contractor.

9. TERMINATION.

9.1 Notwithstanding paragraph 8, the State may, at its sole
discretion, terminate the Agreement for any reason, in whole or
in part, by thirfy (30) days written notice to the Contractor that
the State is cxercising its option to terminate the Agreement.

9.2 In'thé event of an early termination of this Agreement for

any reason other than the completion of the Services, the
Contractor shall, at the State’s discretion, deliver to the
Contracting Officer, not tater than fiftcen (15) days after the date
of termination, a report (“Termination Repor(™) describing in
detail all Services performed, and the contract price eamed, to
and including the date of termination. The form, subject matter,
content, and number of copies of the Termination Report shall
be identical to.those of any Final Report described in the attached
EXHIBIT B. In addition, at the State’s discretion, the Contractor
shall, within 15 days of notice of early termination, develop and
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submit to the State a Transition Plan for services under the
Agreement.

10. DATA/ACCESS/CONFIDENTIALITY/
PRESERVATION.

10.1 As used in this Agreement, the word “data” shall mean all
information and things developed or obtained during the
performance of, or acquired or developed by reason of, this
Agreement, including, but not limited to, all studies, reports,
files, formulae, surveys, maps, charts, sound recordings, video
recordings, pictorial reproductions, drawings, analyses, graphic
represéntations, computer programs, computer printouts, notes,
letters, memoranda, papers, and documents, all whether
finished or unfinished.

10.2 All data and any property which has been received from
the State or purchased with funds providedifor that purposc
under this Agreement, shall be the property of the State, and
shall be returned to the State upon demand or upon termination
of this Agreement for any reason. o
10.3 Confidentiality of data shall be governed by N.H. RSA
chapter 91-A or other existing law. Disclosure of data requires

_prior written approval of the State.

1. CONTRACTOR’S RELATION TO THE STATE. In the

- performance of this Agreement the Contractor is in all respects

an independent contractor, and is neither an agent nor an

employee of the State. Neither the Contractor nor any of its’

officers, employees, agents or members shall have authority to
bind the State or receive any benefits, workers® compensation or
other emoluments provided by the State to its employees.

12. ASSIGNMENT/DELEGATION/SUBCONTRACTS.

12.1 The Contractor shall not assign, or otherwise transfer any
interest in this Agreement without the prior written hotice, which
shall be provided tothe State at least fifieen (15) days prior to
the assignment, and a written conserit of the State. For purposes
of this paragraph, a Change of Control shall constitte
assignment. “Changc of Control” means {a) merger,
consolidation, or a transaction or series of related transactions in
which a third party, together with. its affiliates, becomes the
direct or indirect owner of fifty percent (50%) or more of the
voting shares or similar equity interests, or combined voting
power of the Coitractor, or (b) the sale of all or substantially all
of the assets of the Contractor. ' '

12.2 None of the Services shall be subcontracted by the
Conitractor without prior written notice and consent of the State.
The Stdté is entitled to copies of all subcontracts and assignment
agreements and shall not be bound by any pravisions contained
in'a subcontract or an assignment agreement to which it is not a

party.

13, INDEMNIFICATION. Unless otherwise exempted by law,
the Contractor shall indemnify and hold harmless the State, its
officers and einployees, from and against any and all claims,
liabilities and costs for any personal injury or property damages,
patent or copyright infringement, or other claims asserted against
the State, its officers or employces, which arise out of (or which
may be claimed to arise -out of) the acts or omission of the

Coniractor Initials
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Contractor, or subcontractors, including but not limited to the
negligence, reckless or intentional conduct. The State shall not
be liable for any costs incurred by the Contractor arising under
this paragraph. 1 3. Notwithstanding the-foregoing, nothing herein
contained shall be deemed to constitute a-waiver of the sovereign
immunity of the State, which immunity is hereby reserved to the
State. This covenant in paragraph 13 shall survive the
termihation of this Agreement.

14. INSURANCE.

14.1 The Contractor shall, at its sole ecxpense, obtain and
continuously maintain i force, and shall require any
subcontractor or assignee to obtain and maintain in force, the
following insurance:

14.1.1 commercial general liability insurance against al claims
of bodily injury, death or properly damage, in amounts of not
less than $1,000,000 per occurrence and $2,000,000 aggregate
or excess; and

14.1.2 special cause of loss coverage form covering all property
subject to subparagraph 10.2 hercin, in an amount not less than
80% of the whole replacement valué of the property.

14.2 The policies described in subparagraph 14.1 hercin shall be
on policy forms and endorsements approved for use in the State
of New Hampshire by the N.H. Department of Insurance, and
issued by insurers licensed in the State of New Hampshire.

'14.3 The- Contractor. shall furnish to the Contracting Officer
identificd in block 1.9, or his or her successor, a certificate(s) of
insurance for all insurance required under this Agreement.
Contractor shall also furnish to the Contracting Officer identified
in block 1.9, or his or her successor, certificate(s) of insurance
for all renewal(s) of insurance required under this Agreement no
later than ten (10) days. prior to the expiration date of each
insurance policy. The certificate(s) of insurance and any
renewals thereof shall be attached and are incorporated herein by
reference.

15. WORKERS' COMPENSATION.

15.1 By signing this agreement, the Contractor agrees, certifies
and warrants that the Contractor is in compliance with or exempt
from, the requirements of N.H. RSA chapter 281-A (“Workers’
Compensation™).

15.2 Tothe extent the Contractor is subject to the requirements
of N.H. RSA chapter 281-A, Contractor shall maintain, and
require any subcontracior or assignee to secure and maintain,
payment of Workers’ Compensation in connection with
activities which the person proposes to undertake pursuant to this
Agreement. The Contractor shall furnish the Contracting Officer
identified in block 1.9, or his or her successor, proof of Warkers’
Compensation in the manner described in N.H. RSA chapter
281-A and any applicable renewal(s) thereof, which shall be
attached and are incorporated herein by reference. The State
shall not be responsible for payment of any Workers'
Compensation premiums oF for any other claim or benefit for
Contractor, or any subconiractor or employee of Contractor,
which might arise under applicable State of New Hampshire
Workers' Compensation laws in  connection with the
performance of the Services under this Agrecment.
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16. NOTICE. Any notice by a party hereto to the other party
shall be deemed to have been duly delivered or given at the time
of mailing by certified mail, postage prepaid, in a United States
Post Office addressed to the parties at the addresses given in
blocks 1.2 and 1.4, herein. '

17. AMENDMENT. This Agreement may be amended, watved
or discharged only by an instrument in writing signed by the
parties hereto and only after approval of such amendment,

waiver or discharge by the Governor and Executive Council of
the State of New Hampshire unless no such approval is required
under the circumstancés pursuant to State law, rule or policy.

18. CHOICE OF LAW AND FORUM. This Agreement shall
be governed, interpreted and construed in accordance with the
laws of the State of New Hampshire, and is binding upon and
inures ta the benefit of the parties and their respective successors
and assigns. The wording used in this Agreement is the wording
chosen by the parties to express their mutual intent, and no rule
of construction sha]l be applied against or in favor of any party.
Any actions arlsmg out of this Agreement shall be brought and

maintained in New Hampshire Superior Court which shall have
exclusive jurisdiction thereof. .

19. CONFLICTING TERMS. [n the eveni of a conflict
between the terms of this P-37 form {as modified in EXHIBIT
A) and/or attachments and amendment thereof, the terms of the
P-37 (as modified in EXHIBIT A) shall control.

20. THIRD PARTIES. The parties hereto do not intend to
benefit any third parties and this Agreement shall not- be
construed to confer any such benefit.

21. HEADINGS. The headings throughout the Agreement are
for reference purposes only, and the words contained therein
shall in no way be held to explain, modify, amplify or aid in the
interpretation, construction or meaning of the provisions. of this
Agreement.

22. SPECIAL PROVISIONS. Additional or modifying
provisions set forth in the attached EXHIBIT A are ‘incorporated
herein by reference.

23. SEVERABILITY. Inthe event any of the provisions of this
Agrecment are held by a court of competent jurisdiction to be
contrary to any state or federal law, the remaining provisions of
this Agreement will remain in full force and effect.

24. ENTIRE AGREEMENT. This Agreement, which may be

executed in a number of counterparts, each of which shall be
deemed an original, constitutes the ecntire agreement and
understanding between the parties, and supersedes all prior
agreements and understandings with respect to the subject matter
hereof.

Contractor Initials £, 4
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New Hampshire Department of Health and Human Services
Lab Testing for Long Term Care Facilities - COVID-19

EXHIBIT A

REVISIONS TO STANDARD CONTRACT PROVISIONS

1. Revisions to Form P-37, General Provisions

1.1. Paragraph 3, Subparagraph 3.1, Effective Date/Completion of Services, is
amended as follows:

3.1, Notwithstanding any provision of this Agreement to’the contrary, and’
‘subject to the approval of the Governor issued under Executive Order
2020-04, as extended by Executive Orders 2020-05, 2020-08, and 2020-
09, of the State of New Hampshire, this Agreement, and all obligations of
the parties hereunder, shall become effective upon execution of both
parties (“Effective Date").

1.2. Paragraph 3, Effective Date/Completion of Services, is amended by adding
subparagraph 3.3 as follows: '

3.3. The parties may extend the Agreement for up to two (2) additional years.
from the Completion Date, contingent upon satisfactory delivery of
services, available funding, agreement of the parties; and required
governmental approval.

1.3. Subparagraph 8.2.2 of Paragraph 8, Event of Default/Remedies is deleted in
its entirety and the remaining subparagraphs in 8.2 are renumbered
accordingly to read: ' '

8.2 Upon the occurrence of any Event of Default, the State may take any one,
or'more, or all, of the following actions: ' '

8.2.1 give the Contractor a written notice specifying the Event of Default
and requiring it to be remedied within, in the absence of a greater or
lesser specification of time, thirty (30) days from the date of the
notice: and if the Event of Default is not timely cured, terminate this
Agreement, effective two (2) days after giving the Contractor. notice
of termination,

8.2.2 give the Contractor a written notice specifying the Event of Default,
treat the Agreement as breached, terminate the Agreement and
pursue any of its remedies at law or in equity, or both.

1.4. Paragraph 12, Assign_mentIDelegationlSubcontracts, is amended by adding
subparagraph 12.3 as follows:

12.3. Subcontractors are subject to the same contractual conditions as the
Contractor and the Contractor is responsible to ensure subcontractor
compliance with those conditions. The Contractor shall have written
agreements with all subcontractors, specifying the work to be performed
and how corrective action shall be managed if the subcontractor's

Mako Medical Laboratories LLC Exhibit A " Contractor Initials
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New Hampshire Department of Health and Human Services
Lab Testing for Long Term Care Facilities - COVID-19

EXHIBIT A

performance is inadequate. The Contractor shall manage the
subcontractor's performance on an ongoing basis and take corrective
action as necessary. The Contractor shall annually provide the State with
a list of all subcontractors provided for under this Agreement and notify
the State of any inadequate subcontractor performance.

Mako Medical Laboratories LLC Exhibit A . Contractor Initials

Date
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- New Hampshire Department of Health and Human Services
Lab Testing for Long Term Care Facilities COVID-19

EXHIBIT B

Scope of Services

1. Statement of Work

1.1. . Forthe purposes of this Agreement, all references to days shall mean calendar
days.

1.2.  Mako Medical Laboratories shall be responsible for providing test collection
supplies, including test requisition forms, anterior nares swabs, transport tubes,

overnight shipping labels and packaging for return shipping, as well as
instructions for collection of specimens, directly to each long-term care or other

residential facility specified by the Division of Public Health Services. Mako
Medical Laboratories is not responsible for collectlng samples from mdlwduals
being tested.

1.3. Mako Medical Laboratories agrees to perfarm the pre-testing, testing and post-
' testing functions listed below.

1.3.1. Receive all specimens and paper test requisitions sent to it by long- |
term care or other residential facilities.

1.3.2. Perform all pre-testing processing of paper test requisitions.

1.3.3. Perform testing.

1.3.3_.,1. The test to be performed is RT-PCR diagnostic Sars-CoV-2
' test.

1.3.4. Provide results to the Division of Public Health Services and the
patient's health care provider as specified on the test requisition form, .
and made available to the patient upon request. .

1.3.4.1. The results shall be provided within three (3) days after receipt
' of specimens.

1.3.4.2. Alf results shall be reported electronically through the Division
of Public Health Service's “"ELR" system. Positive results shall
be faxed to the Division of Public Health Services at 603-271-

0545.

1.4. Mako Medical Laboratories agrees to provide test collection supplies and
perform pre-testing, testing and post-testing as described above for the
following anticipated test volumes:

1.4.1. 700 facility residents, representing approximately 10% of the
approximately 7,000 residents of long-term care facilities.

1.4.2. 10,000 facility staff, representing approximately 100% of the
‘ approximately 10,000 staff in long-term care facilities.

1.4.3. Long-term care facility residents and staff shall be tested
approximately every ten (10) days, with a lower limit of seven (7)

Mako Medical Laberatories, LL.C Exhibit B Contractor Initials =
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New Hampshire Department of Health and Human Services
Lab Testing for L.ong Term Care Facilities COVID-19

EXHIBIT B

days and an upper limit of twelve (12) days.

1.4.4. The Division of Public Health Services and Mako Medical
Laboratories may agree to a different testing intefval.

1.5.  For facility staff testing during the first forty (40) days following the Effectlve
Date of this Agreement, Mako Medical Laboratories shall bill the Division of
Public Health Services at a rate of $70.00 per test in accordance with the
payment terms in Exhibit C. After éxpiration of the forty (40) day period, the -
Division of Public Health Services shall provide updated instructions for-billing
fof facility staff. If necessary, this Agreement may be amended to refiect any
new terms, upon mutual agreement by the Mako Medical Laboratories and the
Division of Public Health and Services. All samples sent to Mako Medical
Laboratories for testing services will be invoiced to'the Division of Public Health
Services even in the event a result is not reported for any reason including, but
not limited to samples which are invalid, positive, inconclusive, not detected

rejected, etc.

1.6:  For facility patients at all times following the Effective Date of this Agreement,
Mako Medical Laboratories shall bill the patient's insurance directly. If a
resident is receiving care under their Medicare Part A Skilled Nursing benefit
or Has Medicaid-only, Mako Medical Laboratories shall bill the facility directly.

~ If a patient is uninsured or underinsured and the facility is not responsible for
. payment, Mako Medical Laboratories shall bill the State of New Hampshire for
the uninsured or underinsured patient at a rate of $70.00 per test.

2. Confidentiality

2.1.  Any and all confidential information obtained or received by the Contractor shall
be kept confidential and shall not be disclosed to anyone for any reason, unless
required by law. “Confidential Information” means all information owned,
managed, created, or received from the Individuals, the Department, any other
agency of the State, or any medical provider, that is protected by Federal or
State information security, privacy or confidentiality laws or rules. Confidential
Information includes, but is not limited to, Derivative Data, protected health
information (PHI), personally identifiable information (Pli), federal tax
information (FT1), Social Security Administration information (SSA) and criminal
justice information services (CJIS) and any other sensitive confidential
information provided under the Agreement. This covenant shall survive the
termination of the Agreement. ‘

2.2. " The Contractor shall comply with the Standards for Privacy of Individually
Identifiable Health Information (Privacy Rule) (45 CFR Parts 160 and 164)
uhder the Health Insurance Portability and Accountability Act (HIPAA) of 1996.

3. Additional Terms _
3.1. Impacts Resulting from Court Orders or Legislative Changes

Mako Medical Laboratories, LLC Exhibit B Contractor Initials
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New Hampshire Department of Health and Human Services
Lab Testing for Long Term Care Facilities COVID-19

EXHIBIT B

3.1.1. The Contractor agrees that, to the extent future state or federal
legislation, Governor executive orders, or court orders may have an
impact on the Services described herein, the State has the right to
modify Service priorities and expenditure requirements under this
Agreement so as to achieve compliance therewith.

4, Records

4.1,

4.2

The Contractor shall keep records that include, but are not limited to:

4.1.1. Records reflecting all income recelved or collected by the Contractor
under this Agreement.

During the term of this Contract and the penod for retention hereunder the
Department, the United States Department of Health and Human Services, and
any of their designated representatives shall have access to all reports and
records maintained pursuant to the Contract for purposes of audit, examination,
excerpts and transcripts. Upon the purchase by the Department of the
maximum number of units provided for in the Contract and upon payment of

"the price limitatioh héreunder, the Contract and all the obligations of the parties

hereunder (except such obligations as, by the terms of the Contract are to be *
performed after the end of the term of this Contract andfor survive the

" termination of the Contract) shall terminate, provided however, that if, upon

review of the Final Expenditure Report the Department shall disallow any
expenses claimed by the Contractor as costs hereunder the Department shall
retain the right, at its discretion, to deduct the amount of such expenses as are
disallowed or to recover such sums from the Contractor.

5. Culturally and Linguistically Appropriate Services (CLAS)

51. The Contractor shall submit and comply with a detailed description of the
language assistance services they will provide to persons with limited English
proficiency and/or hearing impairment to ensure meaningful access to the
services included herein, within ten (10) days of the contract effective date.

Mako Medical Laboratories, LLC Exhibit B ‘ Contrac{orlnmals £,

-§5-2020-DPHS-19-LABTE-01

Page 30of 3 Date _@’




New Hampshire Department of Héalth and Human Services
Lab Testing for Long Term Care Facilities COVID-19

EXHIBIT C

Payment Terms

1. For the purposes of this Agreement, the Department has identified the
Contractor as a Contractor, in accordance with 2 CFR 200.330.

2. Payment for services billed to the State of New Hampshire in accordance with
Paragraphs 1.5 and 1.6 of Exhibit B, Scope of Services, shall be on a cost
reimbursement basis for actual expenditures incurred in the fulfiltment of this

Agreement, as specified below:

Rate Per Test $70

3. The Contractor shall submit an invoice for each testing interval described in
Paragraph 1.4.3 of Exhibit B, Scope of Services, which identifies and requests
reimbursement for the total number of testing kits requested by.the State. The
Contractor shall ensure the invoice is completed, dated and returned to the

- Department in order to initiate payment.

4. Inlieu of hard copies, all invoices may be assigned an electronic signature and
emailed to DPHScontractbiIIing@dhhs.nh.gqv, or invoices may be mailed to:

Financial Manager

Department of Health and Human Serwces
Division of Public Health Services '
Attn: Public Health Laboratories

29 Hazen Drive '

Concord, NH 03301

5. The State shall make payment to the Contractor for 100% of the amount due -
when the invoice is received.

6. The final invoice shall be due to the State no later than forty (40) days after the
contract completion date specified in Form P-37, General Provisions Block 1.7
Completion Date.

7. The Contractor must provide the services in Exhibit B, Scope of Services, in
compliance with funding requirements.

8. The Contractor agrees that funding under this Agreement may be withheld, in
whole or in part in the event of non-compliance with the terms and conditions
of Exhibit B, Scope of Services.

9. Notwithstanding anything to the contrary-herein, the Contractor agrees that
funding under this agreement may be withheld, in whole or in part, in the event
of non-compliance with any federal or state law, rule or regulation applicable to
the services provided, or if the said services or products have not been

Mako Medical Labdrataries, LLC Exhibit C Contractor Initials C){@E ’
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New Hampshire Department of Health and Human Services
Lab Testing for Long Term Care Facilities COVID-19

EXHIBIT C

satisfactorily completed in accordance with the terms and conditions of this .
agreement, '

10. Notwithstanding Paragraph 18 of the General Provisions Form P-37, changes
limited to adjusting amounts within the price limitation and adjusting
encumbrances between State Fiscal Years through the Budget Office may be

_ made by written agreement of both parties, without obtaining approval of the
Governor and Executive Council, if needed and justified. :

-11. Audits

11.1. The Contractor is required to submit an annual audit to the Debértment'if
any of the following conditions exist: :

11.1.1. Condition A - The Contractor expended $_750,000.or- more in
federal funds received as a subrecipient pursuant to 2 CFR Part
200, during the most recently completed fiscal year.

11.1.2. Condition B = The Contractor is subject to audit pursuant to the
requirements of NH RSA 7:28, Ill-b, pertaining to charitable
organizations receiving support of $1,000,000 or more.

11.1.3. Condition C - The Contractor is a public company and required
by Security and Exchange Commission (SEC) regulations to
submit an annual financial audit.

11.2. If Condition A exists, the Contractor shall submit an annual single audit
performed by an independent Cenrtified Public Accountant (CPA) to the
Department within 120 days after the close of the Contractor's fiscal year,
conducted in accordance with the requirements of 2 CFR Part 200,
Subpart F of the Uniform Administrative Reguirements, Cost Prmmples
and Audit Requirements for Federal awards.

11.3. If Condition B.or Condition C exists, the Contractor shall submit an annual
. financial audit performed by an independent CPA within 120 days after
the close of the Centractor's fiscal year.

11.4. In addition to, and not in any way in limitation of obligations of the Contract,
it is understood and agreed by the Contractor that the Contractor shall be
held liable for any state or federal audit exceptions and shall return to the
Department all payments made under the Contract to which exception has
been taken, or which have been dlsallowed because of such an exception.

Contractor Initials. /7

Fi'd
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New Hampshire Department of Health and Human Services
Exhibit D

CERTIFICATION REGARDING DRUG-FREE WORKPLACE REQUIREMENTS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Sections 5151-5160 of the Drug-Free Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41
U.5.C. 701 et seq.), and further agrees to have the Contractor's representative, as identified in Sections
1.11 and 1.12 of the General Provisions execute the following Certification:

ALTERNATIVE | - FOR GRANTEES OTHER THAN INDIVIDUALS

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS ’
US DEPARTMENT OF AGRICULTURE - CONTRACTORS

This certification is required by the regulations implementing Sections 5151-5160 of the Drug-Free
Workplace Act of 1988 (Pub. L. 100-690, Title V, Subtitle D; 41 U.S.C. 701 et seq.). The January 31,
1989 regulations were amended and published as Part Il of the May 25, 1980 Federal Register (pages
21681-21691), and require certification by grantees (and by inference, sub-grantees and sub-
contractors), prior to award, that they will maintain a drug-free workplace. Section 3017.630(c) of the
regulation” provides that a grantee (and by inference, sub-grantees and sub-contractors) that is a State

" may elect to make one certification to the Department in each federal fiscal year in lieu of certificates for
" each grant during the federal fiscal year covered by the certification. The certificate set out below-is a
material representation of fact upon which refiance is placed when the agency awards the grant. False
certification or violation of the certification-shall be grounds for suspension of payments, suspension or
termination of grants, or government wide suspension or debarment. Contractors using this form should

send it to: -

-Commissioner

NH Department of Health and Human Services
129 Pleasant Street,

Concord, NH 03301-6505

1. The grantee certifies that it will or will continue to provide a drug-free workplace by: -

1.1.  Publishing a statement notifying employees that the unlawful manufacture, distribution,
dispensing, possession or use of a controlled substance is prohibited in the grantee’s -
workplace and specifying the actions that will be taken against employees for violation of such
prohibition; : '

1.2. Establishing an ongoing drug-free awareness program to inform employees about

- 1.2.1. The dangers of drug abuse in the workplace;
1.2.2. The grantee’s policy of maintaining a drug-free workplace;
1.2.3. Any available drug counseling, rehabilitation, and employee assistance programs, and
1.2.4. The penalties that may be imposed upon employees for drug abuse violations -
occurring in the workplace; ’

1.3.  Making it a requirement that each employee to be engaged in the performance of the grant be
given a copy of the statement-required by paragraph (a); '

1.4, Notifying the employee in the statement required by paragraph (a) that, as a condition of
employment under the grant, the employee will .

1.4.1. ~ Abide by the terms of the statement; and

1.4.2.  Notify the employer in writing of his or her conviction for a violation of a criminal drug
statute occurring in the workplace no later than five calendar days after such
conviction;

1.5. Notifying the agency in writing, within ten calendar days after receiving notice under
subparagraph 1.4.2 from an employee or otherwise recéiving actual notice of such conviction.
Employers of convicted employees must provide notice, including position title, to every grant
officer on whose grant activity the convicted employee was working, unless the Federal agency

Exhibit D - Certification regarding Drug Free
Workplace Requirements
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New Hampshire Department of Health and Human Services
‘Exhibit D

has designated a central point for the receipt of such notices. Notice shall include the
identification number(s} of each affected grant;
1.6.  Taking one of the following actions, within 30 calendar days of receiving notice under
subparagraph 1.4.2, with respect to any employee who is so convicted
1.6.1. Taking appropriate pérsonne! action against such an employee, up to and including
termination, consistent with the requirements of the Rehabilitation Act of 1973, as
amended; or
1.6.2. Requiring such employee to participate satisfactorily in a drug abuse assistance or
. rehabilitation program approved for such purposes by a Federal, State, or local health,
law enforcement, or other appropriate agency;
1.7. Making a good faith effort to continue to maintain a drug-free workplace through
implementation of paragraphs 1.1, 1.2, 1.3, 1.4, 1.5, and 1.6.

2. The grantee may insert in the space provided below the site(s) for the perfarmance of work done in
connection with the specific grant.

Place of Performance (street address, city, county, state, zip code) (list each location)

Check O if there are workplaces on file that are not identified here.

Vendor Name: fY)4f 6 AL €bicAl (ARG LATORILS, LLC
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New Hampshire Department of Health and Human Services
Exhibit E

CERTIFICATION REGARDING LOBBYING

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Section 319 of Public Law 101-121, Government wide Guidarice for New Restrictions on Lobbying, and
31 U.8.C. 1352, and further agrees to have the Contractor's representative, as identified in Sections 1.11.
and 1.12 of the General Provisions execute the following Certification:

US DEPARTMENT OF HEALTH AND HUMAN SERVICES - CONTRACTORS
US DEPARTMENT OF EDUCATION - CONTRACTORS »
US DEPARTMENT OF AGRICULTURE - CONTRACTCRS

. Programs {indicate applicable program covered):
*Temnporary Assistance to Needy Families under Title I1V-A
*Child Support Enforcement Program under Title IV-D
*Saocial Services Block Grant Program under Title XX
*Medicaid Program under Title XIX
*Community Services Block Grant under Title Vi

“Child Care Development Block Grant under Title [V

The undersigned certifies, to the best of his or her knowledge and belief, that;

1. No Federal appropriated funds have been paid or will be-paid by or on behalf of the undersigned, to
any person for influencing or attempting to influence an officer or employee of any agency, a Member
“of Congress, an officer or empioyee of Congress, or an employee of a Member of Congress in
connection with the awarding of any Federal contract, continuation, renewal, amendment, or
modification of any Federal contract, grant, foan, or cooperative agreement.(and by specific mention
sub-grantee or sub-contractor). '

2. If any funds other than Federal appropriated funds have been paid or will be paid to any person for
influencing or attempting to influence an officer or employee of any agency, a Member of Congress,
an officer or employee of Congress, or an employee of a Member of Congress in connection with this
Federal contract, grant, loan, or cooperative agreement {and by specific mention sub-grantee or sub-
contractor), the undersigned shall complete and ‘submit Standard Form LLL, (Disclosure Form to
Report Lobbying, in accordance with its instructions, attached and identified as Standard Exhibit E-1.)

3, The undersigned shall require that the language of this certification be included in the award
document for sub-awards at all-tiers (including subcontracts, sub-grants, and contracts under grants,
loans, and cooperatlve agreements)-and that ail sub—recrprents shall certify and disclose accordingly.

This certifi cation is a material representation of fact upon which rehance was placed when this transaction
was made or entered into. Submission of this certification is a prerequisite for making or entering into this
transaction imposed by Section 1352, Title 31, U.S.-Code. Any person who fails to file the required
certification shall be subject to a civil penalty of not less than $10,000 and not more than $100,000 for

each such failure.

Vendor Name: f)Alt0 ANED 1CAL  LABAADRILS, LiC
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New Hampshire Department of Health and Human Services
Exhibit F

CERTIFICATION REGARDING DEBARMENT, SUSPENSION
AND OTHER RESPONSIBILITY MATTERS

The Vendor identified in Section 1.3 of the General Provisions agrees to comply with the provisions of
Executive Office of thé President, Executive Order 12549 and 45 CFR Part 76 regarding Debarment,
Suspension, and Other Responsibility Matters, and-further agrees to have the Contractor's
representative, as identified in Sections 1.11 and 1.12 of the General Provisions execute the followmg
Certification:

;

INSTRUCTIONS FOR CERTIFICATION
1. By signing and submitting this proposal {contract), the prospective primary participant is providing the

certification set out below. .

2. The inability of a person to provide the ceitification required below will not necessarily result in denial
of participation in this covered transaction. if necessary, the prospectivé participant shall submit an
éxplanation of why it cannct provide the certification. The certification or explanation will be
considered in connection with the NH. Department of Health and Human Services' (DHHS)
determinaticn whether to enter into this transaction. However, failure of the prospective primary
participant to furnish a certification or an exptanation shall dlsquahfy such person from participation in

this transaction.

3.. The certification in this clause is a material representation of fact upon which reliance was placed
when DHHS determined to enter into this transaction. If itis later determined that the prospective
primary participant knowingly rendered an erroneous ceftification, in addition to other remedies
available to the Federal Government, DHHS-may terminate this transaction for cause or default,

4. The pr‘os?pectiVe primary participant shall provide immediate written notice to the DHHS agency to
whom this proposal (contract) is submitted if at any time the prospective primary participant learns
_ that its certification was errongous when submitted or has become erroneous by reason of changed .-

circumstances. -

5. The terms “covered transaction,” “debarred,” “suspended,” “ineligible,” "lower tier covered
transaction,” “participant,” "person,” “primary covered transaction,” "principal,” "proposal,” and
“voluntarily excluded,” as used in this clause, have the meanings set out in the Definitions and
Coverage sections of the rules implementing Executive Order 12549: 45 CFR Part 76. Seethe

attached definitions.

6. The prospective primary participant agrees by submitting this proposal (contract) that, should the
proposed covered transaction be entered into, it shall not knowingly enter into any lower tier covered
transaction with a person who is debarred, suspended, declared ineligible, or voluntarily excluded
from participation in this covered transaction, unless authorized by DHHS.

7. The prospective primary participant further agrees by submitting this proposal that it will include the
clause titled “Certification Regarding Debarment, Suspension, Ineligibility and Voluntary Exclusion -
Lower Tier Covered Transactions,” provided by DHHS, without modification, in all lower tier covered
transactions and in all solicitations for lower tier covered transactlons

8. A participant in a covered transaction may rely upon a certlﬂcauon of a prospective participant in a
fower tier covered transaction that it is not debarred, suspended, ineligible, or involuntarily excluded
from the covered transaction, unless it knows that the certification is erronecus. A participant may
decide the method and frequency by which it determines the eligibiiity of its principals. Each
participant may, but is not required to, check the Nonprocurement List (of excluded parties).

9. Nothing contained in the foregoing shall be construed to require establishment of a system of records
in order to render in good faith the certification required by this clause. The knowledge and

Exhibit F — Certification Regarding Debarment, Suspension Vendor Initials
" And Other Responsibllity Matters
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information of a participant is not required to exceed that which is normally possessed by a prudent
person in the ordinary course of business dealings.

10. Except for transactions authorized under paragraph & of these instructions, if a participant in a
covered transaction knowingly enters into a lower tier covered transaction with a person who is
suspended, debarred, ineligible, or voluntarily excluded from participation in this transaction, in
addition to other remedies available to the Federal government, DHHS may terminate this transaction

for cause or default.

PRIMARY COVERED TRANSACTIONS
11. The prospective primary participant certifies to the best of its knowledge and belief, that it and its

principals: <
11.1, are not presently debarred, suspended, proposed fordebarment declared ineligible, or

voluntarily excluded from covered transactions by any Federal department or agency,

11.2. have not within a three-year period preceding this proposal (contract) been convicted of or had
a civil judgment rendered against them for commission of fraud or a criminal offense in
connection with obtaining, -attempting to obtain, or performing a public (Federal, State or local)

_transaction or a contract under a public transaction; violation of Federal or-State antitrust
statutes or commission of embezzlement, theft, forgery, bribery, falsification or destruction of
records, making false statements, or receiving stolen property,

11.3. are not presently indicted for otherwise criminally or civilly charged by a governmentat entity
(Federal, State or local) with commission of any of the offenses enumerated in paragraph ({)(b)
of this certification; and

11.4. have not'within a three-year period precedlng this application/proposal had one or more public
transactions (Federal, State or local) terminated for cause or default.

12. Where the prospective primary participant is unable to certify to any of the statements in this
certification, such prospective participant shall attach an explanation to this proposal {contract).

LOWER TIER COVERED TRANSACTIONS
13. By signing and submitting this lower tier proposal (contract), the prospective lower tier participant, as
defined in 45 CFR Rart 76, certifies to the best of its knowledge and belief that it and its principals:
13.1. are not presently debarred, suspended proposed for debafment, declared ineligible, or
- voluntarily excluded from participation in this transaction by any federal department or agency.-
13.2. where the prospective lower tier participant is unable to certify to any of the above, such
pr'ospective participant shall attach an explanation to this proposal (contract).

14. The prospective lower tier participant further agrees by submitting this proposal (contract) that it will
intlude this clause entitied “Certification Regarding Debarment, Suspension, Ineligibility, and
Voluntary Exclusion - Lower Tier Covered Transactions,” without modification in all lower tier covered

transactions and in all soli¢itations for lower tier covered fransactions.

Vendor Name: ﬂ/}% /MQOICA‘L Z’M"'Mw”’m’ ue
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CERTIEICATION OF COMPLIANGE WITH REQUIREMENTS PERTAINING TO
FEDERAL NONDISCRIMINATION, EQUAL TREATMENT OF FAITH-BASED ORGANIZATIONS AND
~ WHISTLEBLOWER PROTECTIONS

The Vendor ideritified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative.as identified in Sections 1.11 and 1.12 of the General Provisions, to execute the following

certification:

Vendor will comply, and will require any subgrantees or subcontractors to comply, with any applicable
‘federal nondiscrimination requirements, which may include:

- the Omnibus Crime Control and Safe Streets Act of 1968 (42 U.S.C. Section 3789d) which prohibits
recipients of federal funding under this statute from discriminating, either in employment practices orin
the delivery of services or benefits, on the basis of race, color, religion, national origin, and sex. The Act
requires certain recipients to produce an Equal Employment Opportunity Plan;

- the Juvenile Justicé Delinquency Prevention Act of 2002 {42 U.S.C. Section 5672(b)) which adopts by
reference, the Givil rights obligations of the Safe Streets Act. Recipients of federal funding under this
‘statute are prohibited from discriminating, either in employment practices or in the delivery of services or
benefits, on the basis of race, color, religion, national origin, and sex. The Act includes Equal
Employment Opportunity Plan requirements; '

- the Civit Rights Act of 1964 (42 U.S.C. Section 2000d, which prohibits recipients of federal financial
assistance from discriminating on the basis of race, color, or national origin in any program or-activity),

- the Rehabilitation Act of 1973 (29 U.S.C. Section 794), which prohibits recipients of Federal financial
. assistance from discriminating on the basis of disability, in regard to employment and the delivery of
. services or benefits, in any program or activity; '

- the Americans with Disabilities Act of 1990 (42 U.S.C. Sections 12131-34), which prohibits
discrimination and ensures equal opportunity for persons with disabilities in employment, State and local
government services, public accommodations, commercial facilities, and transportation;

- the Education Amendments of 1972 (20 U.S.C. Sections 1681, 1683, 1685-86), which prohibits
discrimination on the basis of sex-in federally assisted education programs;

- the Age Discrimination Act of 1975 (42 U.S.C. Sections 6106-07), which prohibits discrimination on-the
basis of age in programs or activities receiving Federal financial assistance. It does not include

employment discrimination;

- 28 C.F.R. pt. 31 (U.S. Department of Justice Regulations — OJJDP Grant Programs); 28 C.F.R. pt. 42
(U.S. Department of Justice Regulations — Nondiscrimination; Equal Employment Opportunity; Policies
and Procedures); Executive Order No. 13279 (equal protection of the laws for faith-based and community
organizations); Executive Order No. 13559, which provide fundamental principles and policy-making
criteria for partnerships with faith-based and neighborhood organizations; :

-28 C.F.R. pt. 38 (U.S. Department of Justice Regulations — Equal Treatment for Faith-Based
Organizations); and Whistleblower protections 41 U.S.C. §4712 and The National Defense Authorization
Act (NDAA) for Fiscal Year 2013 (Pub. L. 112-239, enacted January 2, 2013) the Pilot Program for
Enhancement of Contract Employee Whistleblower Protections, which protects employees against
reprisal for certain whistle blowing activities in conneclion with federal grants and contracts.

The certificate set out below is a material representation of fact upon which reliance is ptaced when the
agency awards the grant. False certification or violation of the certification shall be grounds for
suspension of payments, suspension or termination of grants, or government wide suspension or

debarment.

Exhibit G
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In the event a Federal or State court or Federal or State administrative agency makes a finding of
discrimination after a due process hearing on the grounds of race, color, religion, national origin, or sex
against a recipient of funds, the recipient will forward a copy of the finding to the Office for Civil Rights, to
the applicable contracting agency or division within the Department of Health and Human Services, and
to the Department of Health and Human Services Office of the Ombudsman.

The Vendor identified in Section 1.3 of the General Provisions agrees by signature of the Contractor's
representative as identified in Sections 1.11 and 1.12 of the General Provisions, to.execute the following

certification: )

1. By signing and‘submitting this proposal (contract) the Vendor agrees to comply with the provisions,
indicated above. : ’

‘Vendor Name:; MAle MmeEpicAc LABMW(‘IS" e
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‘_CERTIFICATION REGARDING ENVIRONMENTAL TOBACCO SMOKE

Public Law 103-227, Part C - Environmental Tobacco Smoke, also known as the Pro-Children Act of 1994
{Act), requires that smoking not be permitted in any portion of any indoor facility owned or leased or
contracted for by an entity and used routinely or regularly for the provision of health, day care, education,
or library services to children under the age of 18, if the services are funded by Federal programs either
directly or through State or local governments, by Federal grant, contract, loan, or loan guarantee. The
law does not apply to children’s services provided in private residences, facilities funded solely by
Medicare or Medicaid funds, and portions of facilities used for inpatient drug or alcohol treatment. Failure
to comply with the provisions of the law may result in the imposition of a civil monetary penalty of up to
$1000 per day and/or the imposition of an administrative compliance order on the responsible entity.

The Vendor i&ehtiﬁed in Section 1.3 of the General Provisions agrees, by signature of the Contractor's
representative as identified in Section 1.11 and 1.12 of the General Provisions, to execute the following

certification:

1. By signing and submitting this contract, the Vendor agrees to make reasonable efforts to comply with
all applicable provisions of Public Law 103-227, Part C, known as the Pro-Children Act of 1984.

Vendor Name: ) Ale A £pleit CApeAToR Y, LU
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Exhibit !
) CE PORTAB C
- BUS SOC G

The Contractor identified in Section 1.3 of the General Provisions of the Agreement agrees to
comply with the Health Insurance Portability and Accountability Act, Public Law 104-191 and
with the Standards for Privacy and Security of Individually Identifiable Health Information, 45
CFR Parts 160 and 164 applicable to business associates. As defined herein, "Business
Associate” shall mean the Contractor and subcontractors and agents of the Contractor that

receive, use or have access to protected health information under this Agreement and “Covered

Entity” shali mean the State of New Hampshire, Department of Health and Human Services.

(1) efini io 5.
a. "Breach’ shall have the same meaning as the term “Breach” in section 164.402 of Title 45,
Code of Federal Regulations. .

b. "Business Associate” has the meaning given such term in section 180.103 of Title 45 Code
of Federal Regulations.

| c. "Covered Entity" has the meanmg given such term in section. 160 103 of Tltle 45,
Code of Federal Reguiations.

d. Desiq’nat‘ed Record Set” shall have the same meaning as the term "deSIgnated record set
in 45 CFR Section 164.501.

.e. "Data Aggregation” shall have the same meaning as the term “data aggregation” in 45CFR
Section 164.501. :

f, “Heaith Care Operauons shail have the same meanlng as the term "health care operations”
in 45 CFR Section 164.501.

g. 'HITECH Act” means the Health Information Technology for Economic and Clinical Health
Act, Title XIlI, Subtitle D, Part 1 & 2 of the American Recovery and Reinvestment Act of

2008.

h. "HIPAA" means the Health Insurance Portability and Accountability Act of1996, Public Law
104-191 and the Standards for Privacy and Security of Individually ldentifiable Health
Information, 45 CFR Parts 160, 162 and 164 and amendments thereto.

i. “Individual’ shall have the same meaning as the term “individual” in 45 CFR Section 160.103

and shall include a person who qualifies as a personal representative in accordance with 45
CFR Section 164.501(g).

j.  “Privacy Rule” shall mean the Standards for Privacy of Individualiy Identifiable Health ‘
Information at 45 CFR Parts 160 and 164, promulgated under HIPAA by the United States

Department of Heaith and Human Services.

k. “Protected Health Information” shall have the same meaning as the term "protected health
information” in 45 CFR Section 160.103, limited to the information created or received by
Business Associate from or on behalf of Covered Entity.

32014 ‘ Exhibit 1 Contractor Initials
: Health Insurance Portabliity Act
Business Associate Agreement ’
Date é -’)

Page 1 0f 6

gz




New Hampshire Department of Health and Human Services

Exhibit !

”

“Required by Law" shall have the same meaning as the term "required by law” in 45CFR
Section 164.103. ) .

“Secretag"shall mean the Secretary of the Department of Health and Human Servicesor
his/her designee.

"Security Rule” shall mean the Security Standards for the Protection of Electronic Protected
Health Information at 45 CFR Part 164, Subpart C, and amendments thereto.”

“Unsecured Protected Health Information” means protected health information that is not
secured by a technology standard that renders protected health information unusable,
unreadable, or indecipherable to unauthorized individuals and is developed or endorsed by
a standards developlng organization that is accredited by the American National Standards

institute

Other Definitions - All terms not otherwise defined herein shall have the meaning

" established under 45 C.F.R. Parts 160, 162 and 164, as amended from time to time, and the

-HITECH

(2)

Act.

usiness Assocjate Use and Disclosure o ecte 4] io

Business Associate shall not use, disclose, maintain or transmit Protected Heaith
Information (PHI) except as reasonably necessary to provide the services outlined under
Exhibit A of the Agreement. Further, Business Associate, including but not limited to all
its directors, officers, employees and agents, shall not use, disclose, maintain or transmit
PHI in any manner that would constitute a violation of the Privacy and Security Rule.

Business Associate may use or disclose PHI:
I For the proper management and administration of the Business Associate;

. As required by law, pursuant to the terms set forth in paragraph d. below; or
il. For data aggregation purposes for the health care operations of Covered

Entity.

To the extent Business Associate is permitted under the Agreement to disclose PHI to a:
third party, Business Associate must obtain, prior to making any such disclosure, (i)
reasonable assurances from the third party that such PHI will be held confidentially and
used or further disclosed only as required by law or for the purpose for which it was
disclosed to the third party; and (ii) an agreement from such third party to notify Business
Associate, in accordance with the HIPAA Privacy, Security, and Breach Notification
Rules of any breaches of the confidentiality of the PHI, to the extent it has obtained
knowledge of such breach.

‘The Business Associate shall not, unless such disclosure is reasonably necessary to
provide services under Exhibit A of the Agreement, disclose any PHI in response to a
request for disclosure on the basis that it is required by {aw, without first notifying
Covered Entity so that Covered Entity has an opportunity to object to the disclosure and
to seek appropriate relief. If Covered Entity objects to such disclosure, the Business
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3/2014

Associate shall refrain from disclosing the PHI until Covered Entity has exhausted all
remedies.

If the Covered Entity notifies the Business Associate that Covered Entity has agreed to
be bound by additional restrictions over and above those uses or disclosures or security
safeguards of PHI pursuant to the Privacy and Security Rule, the Business Associate
shall be bound by such additional restrictions and shall not disclose PHI in violation of
such additional restrictions and shall abide by any additional security safeguards.

The Business Associate shall notify the Covered Entity's Privacy Officer immediately
after the Business Associate becomes aware of any use or disclosure of protected
health information not provided for by the Agreement including breaches of unsecured
protected health information and/or any security incident that may have an |mpact onthe

protected health information of the Covered Entity.

The Business Associate shall immediately perform a risk assessment when itbecomes
aware of any of the above situations. The risk assessment shall include, but not be

limited to:

o The nature and extent of the protected health information involved, including the
types of identifiers and the likelihood of re-identification;
o The unauthorized person used the protected health mforma'uon or to whom the
disclosure was made;
o Whéther the protected health information was actually acquired or viewed
- 0 The extent to which the risk to the protected health information has been

mitigated.

The Business Aséociate shall complete- the risk assessment within 48 hours ofthe '
breach and immediately report the findings of the risk assessment in writing to the
Covered Entity.

The Business Associate shall comply with all sections of the Privacy, Security, and
Breach Notification Rule.

Business Associate shall make available all of its internal policies and procedures, books
and records relating to the use and disclosure of PHI received from, or created or
received by the Business Associate on behalf of Covered Entity to the Secretary for
purposes of determining Covered Entity's compliance with HIPAA and the Privacy and

Security Rule.

Business Associate shall reqwre all of its business associates that receive, use or have
access to PHi under the Agreement, to agree in writing to adhere to the same
restrictions and conditions on the use and disclosure of PHI contained herein, including
the duty to return or destroy the PHI| as provided under Section 3 {1). The Covered Entity
shall be considered a direct third party beneficiary of the Contractor's business associate
agreements with Contractor's intended business associates, who will be receiving PHI
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pursuant to this Agreement, with rights of enforcement and indemnification from such
business associates who shall be governed by standard Paragraph #13 of the standard
contract provisions (P-37) of this Agreement for the purpose of use and disclosure of

protected health information.

Within five (5) business days of receipt of a written request from Covered Entity,
Business Associate shali make available during normal business hours at its offices all
records, books, agreements, policies and procedures relating to the use anddisclosure
of PHI to the Covered Entity, for purposes of enabling Covered Entity to determine
Business Associate’s compliance with the terms of the Agreement.

Within ten (10) business days of receiving a written request from Covered Entity,
Business Associate shall provide access to PHI in a Designated Record Set to the
Covered Entity, or as directed by Covered Entity, to an individual in order to meet the
requirements under 45 CFR Section 164.524.

Within ten (10) business days of recelvmg a written request from Covered Entity for an
amendment of PHI or a record about an individual contained in a Designated Record

-Set, the Business Associate shall make such PHI available to Covered Entity for

amendment and incorporate any such amendment to enable Covered Entity to fulfill its
obligations under 45 CFR Section 164.526. :

Business Associate shall document such disclosures of PHI and information related to
such disclosures as would be required for Covered Entity to respond to a request byan -
individual for an accounting of disclosures of PHI in accordance with 45 CFR Section

164.528.

Within ten (10) business days of receiving a written request from Covered Entity fora
request for an accounting of disclosures of PHI, Business Associate shall make available

to Covered Entity such information as Covered Entity may require to fulfill its obligations
to provide an accounting of disclosures with respect to PHI in accordance with 45 CFR

- ‘Section 164.528.

In the event any individual requests access to, amendment of, or accouniting of PHI
directly from the Business Associate, the Business Associate shall within two (2)
business days forward such request to Covered Entity. Covered Entity shall have the
responsibility of responding to forwarded requests. However, if forwarding the
individual's request to Covered Entity would cause Covered Entity or the Business
Associate to violate HIPAA and the Privacy and Security Rule, the Business Associate
shall instead respond to the individual’s request as required by such law and notify
Covered Entity of such response as soon as practicable.

Within ten (10) business days of termination of the Agreement, for any reason, the
Business Associate shall return or destroy, as specified by Covered Entity, all PHI
received from, or created or received by the Business Associate in connection with the
Agreement, and shall not retain any copies or back-up tapes of such PHI. If return or
destruction is not feasible, or the disposition of the PHI has been otherwise agreed toin
the Agreement, Business Associate shall continue to extend the protections of the
Agreement, to such PHI and limit further uses and disclosures of such PHI to those
purposes that make the return or destruction infeasible, for so long as Busines
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Associate maintains such PHI. If Covered Entity, in its sole discretion, requires that the
Business Associate destroy any or all PHI, the Business Associate shall cerlify to
Covered Entity that the PHI has been destroyed.

{4) Obligations of Cove ntit

a. Covered Entity shall notify Business Associate of any changes or limitation(s) in ifs
Notice of Privacy Practices provided to individuals in accordance with 45 CFR Section
164.520, to the extent that such change or limitation may affect Business Associate's

use or disclosure of PHI.

b. Covered Entity shall promptly notify Business Associate of any changes in, or revocation
of permission provided to Covered Entity by individuals whose PHI may be used or
disclosed by Business Associate under this Agreement, pursuant to 45 CFR Section
164.506 or 45 CFR Section 164.508. '

C. Covered entity shall promptly notify Business Associate of any restrictions on thé use or
disclosure of PHI that Covered Entity has agreed to in accordance with 45 CFR 164,522,
to the extent that such restriction may affect Business Associate’'s use or disclosure of

PHI. )
(5) [ermination for Cause

In addition to Paragraph 10 of the standard terms and conditions (P-37) of this
Agreement the Covered Entity may immediately terminate the Agreement upon Covered
Entity's knowledge of a breach by Business Associate of the Business Associate
Agreement set forth herein as Exhibit |. The Covered Entity may either immediately
terminate the Agreement or provide an opportunity for Business Associate to cure the
~alleged breach within a timeframe specified by Covered Entity. If Covered Entity
. determines that neither termination nor cure is feaS|bIe Covered Entity shali report the

violation-to the Secretary.

(6)  Miscellaneous

a. Definitions and Requlatory References. All terms used, but not otherwise defined herein,
shall have the same -meaning as those terms in the Privacy and Security Rule, amended
from time to time. A reference in the Agreement, as amended to include this Exhibit |, to
a Section in the Privacy and Security Rule means the Section as in effect or as

amended.

b. Amendment. Covered Entity and Business Associate agree to take such action as is
necessary to amend the Agreement, from time to time as is necessary for Covered
Entity to comply with the changes in the requirements of HIPAA, the Privacy and
Security Rule, and applicable federal and state law.

C. Dalé Ownership. The Business Associate acknowledges that it has.no ownershiprights
with respect to the PHI provided by or created on behalf of Covered Entity.

d. Interpretation. The parties agree that any ambiguity in the Agreement shall be resolved
~ to permit Covered Entity to comply with HIPAA, the Privacy and Security Rule. ; _ ?
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e. Searegation. If any term or condition of this Exhibit { or the application thereof toany
persen(s} or circumstance is held invalid, such invalidity shall not affect other terms or
conditions which can be given effect without the invalid term or condition; ta this end the
terms and conditions of this Exhibit | are declared severable,

f. Survival. Provisions in this Exhibit | regarding the use and disclosure of PHI, return or
destruction of PHI, extensions of the protections of the Agreement in section (3) |, the
defense and indemnification provisions of section.(3) e and Paragraph 13 of the
standard terms and-conditions (P-37), shall survive the termination of the Agreement,

Y

IN WITNESS WHEREQF, the parties hereto haye duly execuléd this Exhibif l.

Depasment of Health gpd Human Services m‘;)jg() MEDICAC LA 42168, e
Name of the Contractor. 3 :
E@é of Authorized Representative

DadH _Ae s T
Name of Authorlzed Representative

COoOS
of Aughorized‘ Representalive Title of Authorized Representative

&,5.5&)@@ ' G;/'BI/LQ.L-

Date

Date

| : ot
Y2014 Exhiblt | Contractor Initiats
Heaith Insurance Portability Act .
Business Associale Agreement : )
Page 6 of 6 Date _Mozﬁ



New Hampshire Department of Health and Human Services
Exhibit K

L DEFINITIONS
The following terms may be reflected and have the described meaning in this document:

1. "Breach” means the loss of control, compromise, unauthorized disclosure, unauthorized
acquisition, unauthorized access, or any similar term referring to situations where
persons other than authorized users and for an other than authorized purpose have
access or potential access to personally identifiable information, whether physical or
electronic. With regard to Protected Health Information, “Breach” shall have the same
meaning as the term "Breach” in section 164.402 of Title 45, Code of Federal

Regulatlons

2. Computer Security Incident” means “Cdmputer Security Incident” as stated in Section
2.1 of NIST Publication 800-61 Rev. 2, Computer Security Incident Handling Guide.

3. “Confi dential Data” means all information owned, managed, created, received, from or
.on behalf of, the Department of Health and Human Services (DHHS) that is protected by
information security, privacy or confidentiality rules and state and federal laws. This
information includes but is not limited to Derivative Data, Protected Health Information
(PHI}, Personally identifiable Information (PI1), Federal Tax Information, Social Securlty
Administration, and CJIS (Criminal Justice Information Services) data.

*Derivative Data" ' means data or information based on or created from Conﬁdential Data.

“End User" means any person or entity (e.g. contractor's employee, business associate,
subcontractor, other downstream user) that receives Canfidential Data in accordance

with the terms of this Conitract.

6. "‘HIPAA" means the Health Insurance Portability and Accountabililty Act of 1996 and the
regulations promulgated thereunder.

7. “Incident” means an act that potentially violates an explicit or implied security policy,
which includes successful-attempts to gain unauthorized access to a system or its data,
unwanted disruption or denial of service, the unauthorized use of a system for the
processing or storage of data; and changes to system hardware, firmware, or software
characteristics without the owner's knowledge, instruction, or consent. Incidents include
the loss of data through theft or device misplacement, loss or mlsplacement of hardcopy
documents, ahd misrouting of physical or electronic mail.

-8, "Open Wireless Network™ means any network or segment of a network that is not
designated by the State of New Hampshire's Department of Information Technology
or delegate as a protected network {designed, tested, and approved, by means of
the State, to transmit) will be considered an open network and not adequately secure
for the transmission of unencrypted Confidential Data. :

8. "Penetration Testing” means testing to attempt to exploit found or known vulnerabilities
to determine whether unauthorized access or other malicious activity is possible.
Penetration testing for this Agreement includes network penetration testing and
application security testing as well as controls and processes around the networks and

- applications from both outside the network trying to come in {extérnal testing) and from
inside the network.
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10.

1.

12.

“Privacy Rule' means the Standards for Privacy of Individually Identifiable Health
Information at 45 C.F.R. Parts 160 and 164, promulgated under HIPAA by the United
States Depariment of Health and Human Services.

“Security Rule” means the Security Standards for the Protection of Electronic Protected
Health Information at 45 C.F.R. Part 164, Subpart C; and amendments thereto.

“Virtual Private Network” (VPN) means network technology that creates a secure private
connection bétween the device and endpoint; hiding IP address and encryptlng all data

in motion.

RESPONSIBILITIES OF DHHS AND THE CONTRACTOR
A. Business Use and Disclosure of Confidential Data

1.

The Contractor must not use, disclose, maintain, or transmit Confidential Data except
as required or permitted as outlined under.this Contract or as required by law.

Th.e Contractor must not disclose any Confidentidl Data in response to a request for
disclosure on the basis that it is required by law, in response to a subpoena, etc.,
without first notifying DHHS so that DHHS has an opportunity to consent or object to

. the disclosure.

The Contractor agrees‘ that Confidential Data or Derivative Data therefrom disclosed to
an End User must only be used pursuant to the terms of this Contract.

Upon the request of DHHS, the Contractor agrees to provide to the authorized
representative of the State of New Hampshire physical and logical process procedures,
systems documents, and logs for the purpose of inspecting te confirm compliance with
the terms of this Contract. '

TRANSMISSION OF CONFIDENTIAL DATA

1.

Application Encryption. If Confractor is transmitting DHHS data containing
Confidential Data between applications, the Contractor attests the applications have
been evaluated by an expert knowledgeable in cybersecurity and that said
application’s encryption capabilities ensure secure transmission via the internet.

Computer Disks and Portable Storage Devices. Contractor may not use computer disks
or portable storage devices, such as a thumb drive, as a method of transmitting
Confidential Data. Encrypted thumb drives may be used with written exception from
DHHS Information Security.

Encrypted Email. Contractor may only employ email to transmit Confidential Data if
email is encrypted and being sent to and being received by email addresses of
persons authorized to receive such information.

Encrypted Web Site. If Contractor is employing the Web to transmit Confidential Data,

the secure socket layers (SSL) must be used and the web S|te must be secure (SSL
encrypts data transmitted via a website).

File Hosting Services, also known as File Sharing Sites. Contractor may not use file
hosting services, such as Dropbox or Google Cloud Starage, to transmit Confidential
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Data, without written exception from DHHS Information Security.

6.  Ground Mail Service. Contractor may only transmit Confidential Data via certified ground

-mail or other delivery service with document/parcel tracking and receipt signature

- systems, such as UPS or FedEx, within the contmental U.S. and when sent to a
named individual.

7. Open Wireless Networks. Contractor may not transmit Confidential Data via an open

’ wireless network, uniess employing a secure method of transmission or remote

access, which complies with the terms and conditions of this Information Security
Requirements Exhibit, such as a virtual private network (VPN),

8.  Remote User Communication. If Contractor is employing remote communication to
access or transmit Confidential Data, a secure method of transmission or remote
access, which complies with the terms and conditions of this Information Security

Requirements Exhlblt must be used.

9. SSH File Transfer Protocol also known as Secure File Transfer Protocol (SFTP). If
Contractor is employing an SFTP to transmit Confidential Data, Contractor will
structure the Foider and access privileges to prevent inappropriate disclosure of
information. SFTP folders and sub-folders used for transmitting Confidential Data will be
coded for 24-hour auto-deletion cycle (i.e. Confidential Data will be deleted every 24
hours).

10.  Transport Layer Secunty Protocot (TLS). Contractor may not employ TLS to transmit
Confidential Data without written exception from DHHS Information Security.

11. - Wireless Devices. If Contractor i is transmitting Confidential Data via wiréless devices, all
~ Confidential Data must be encrypted to prevent inappropriate disclosure of lnformatlon
and devices must be password protected.

fll. RETENTION AND DISPOSITION OF IDENTIFIABLE RECORDS

The Contractor will only retain the Confidential Data for the duration of this Contract. After such
time, the Contractor will have 30 days to destroy the Confidential Data in whatever form it may
-exist, unless, otherwise required by law or permitted under this Contract. If it is infeasible to
refurn or destroy the Confidential Data, protections pursuant to this Information Security
Requirements Exhibit survive this contract. To this end, the Contractor must;

A.  Retention
1. The Contractor agrees it will not store, transfer or process Confidential Data collected
in connection with the services rendered under this Contract outside of the United
States. This physical location requirement shall also apply in the implementation of
cloud computing, cloud service or cloud storage capabilities, and includes backup
data and Disaster Recovery locations.

2. The Contractor agrees Confidential Data will not be stored on personal devic-es.

3. The Contractor agrees to ensure proper security monitoring capabilities are in place
to detect potential security events that can impact State of NH systems and/or
Department Confidential Data for contractor provided systems accessed or utilized
for purposes of carrying out this contract.
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4. The Contractor agrees to provide or require security awareness and education for/fof
its End Users in support of protecting Department Confidential Data.

5. The Contractor agrees to retain all electronic and hard copies of Confidential Data in
a secure focation and identified herein.

6. The Contractor shall not store any Confidentia! Data in a Cloud.

7. The Contractor agrees to, and ensures, its. complete cooperation with the State's -
Chief Information Security Officer (CISO) in the detection of any security vulnerability

_of the hosting infrastructure.

B. Disposition
1. if the Contractor will maintain any Confidential Data on its systems (or its sub-

contractor systems), the Contractor will maintain a documented process for securely
disposing of such data upon request or contract termination. The Contractor will also
obtain written certification for any State of New Hampshire data destroyed by the
Contractor or any subcontractors as a part of ongoing, emergency, and or disaster
recovery operations VWhen no longer in use, electronic media containing State of New
Hampshire Confidential Data shall be rendered unrecoverable via a secure wipe
program in accordance with industry-accepted standards for secure deletion and
media sanitization, or otherwise physically destroying the media (for example,
degaussing) as described in NIST Special Publication 800-88, Rev 1, Guidelines for
Media Sanitization, National Institute of Standards and Technology, U. S. Department
of Commerce.

2. The Contractor will provide DHHS Information Security with written certification,
including date and time of data destruction, asserting that data was destroyed per this
Agreement. The writien certification will include all details necessary to demonstrate
Confidential Data has been properly destroyed and validated. Where applicable,
regulatory and professional standards for retention requirements will be jointly
evaluated by the State and Centractor prior to destruction. In the event where the
contractor has comingled Confidential Data and the destruction is not feasible the
State and Contractor will jointly evaluate regulatory and professional standards for
retention requirements prior to destruction.

3. Unless otherwise specified in the Contract, within thirty (30) days of the termination
of this Contract, Contractor agrees to destroy all hard copies of Confidential Data
using a secure method such as shredding.

4.  Unless otherwise specified in the Contract, within thirty (30) days of the termination
of this Contract, Contractor agrees to completely destroy all electronic Confidential
Data by means of data erasure, also known as secure data wiping.

IV. PROCEDURES FOR SECURITY

A.  Contractor agrees to safeguard the Confidential Data received under this Contract, and
any Dérivative Data or files, as follows:

1. The Contractor will maintain proper security controis to protect Confidential Data
collected, processed, managed, andfor stored in the delivery of contracted services.
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The Contractor will maintain policies and procedures to protect Confidential Data
throughout the information lifecycle, where applicable, (from creation, transformation,
use, storage and secure destruction) regardless of the media used to store the data
(i.e., tape, disk, paper, etc.).

The Contractor will maintain appropriate authentication and access controls to
contractor systems that collect, transmit, or store Confidential Data where applicable.

if the Contractor will be sub-contracting any core functions 01; the Contract supporting

the services thereunder, the Contractof wili ensure End User(s) will maintain an
internal process or processes that defines specific security expectations, and
momtormg compliance to security requirements that are equivalent wath the
obligations imposed on the Contractor by this Agreement.

The Contractor agrees to conduct an annual certified penetration testing of databases,

websne web-based portals, or systems developed, implemented, managed, or
supported as a deliverable for this contract. Certification of this testing will be provided
to DHHS Information Security. The objectlve of said Penetration Testing is to identify
design and/or functionality issues in infrastructure of systems that could expose
Confidential Data, as well as, computer and network equipment and systems to risks
from malicious activities. Within 15 days after the annual Penetration Test has been’
performed, the Contractor will provide DHHS Information Security with a report of
security issues that were revealed. Within 45 days of testing the Contractor will
provide DHHS Information Security with a remediation plan. DHHS will decide, in
-consultation with the Contractor, which, if any, security issues revealed from the
Penetration Test will be remediated by the Contractor.

The Contractor will work with OHHS to sign and comply with all applicable State of
New Hampshire and Department system access arid authorization. policies and
procedures, systems access forms, -and computer use agreements as part of
obtaining and maintaining access to any Confidential Data or system(s). Agreements

will be completed and signed by the Contractor and any applicable sub-contractors

prior to system access being authorized.

If DHHS determines the Contractor is a Business Associate pursuant to 45 CFR
160.103, the Contractor will execute a HIPAA Business Associate Agreement (BAA)
with the Department and is responsible for maintaining compliance with the
agreement.

In the event of an Incident, Computer Security Incident, or Breach the Contractor shall
make immediate efforts to contain the Incident/Breach, to minimize any damage or
loss resulting from the Incident, Computer Security Inc:dent or Breach, as well as,
investigate the catise(s) and promptly take measures to to prevent future Incidents,
Computer Security Incidents, or Breachs of ‘a similar nature from reoccurring.

Contractor agrees to maintain a documented Breach Nofification and Incident
Response process that complies with the requirements of this Information Security
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Requirements Exhibit,

10.  Contractor must, comply with all applicable state and federal laws relating to the
privacy and security of Confidential Data, and safeguard the Confidential Data at a
level consistent with the requirements applicable to state and federal agencies.
Contractor agrees to establish and maintain appropriate administrative, technical,
physical, and organizational safeguards to protect the confidentiality of the
Confidential Data and to prevent unauthorized use or access to it. The safeguards
must provide a level and scope of security that is not less than the level and scope of
security requirements that is set forth in the principles of NIST 800-53 (Rev.4).

11. Contractor agreee to use the minimum necessary Confidential Data in performance of
this Contract, .

12. The Contractor is responsible for ensuring End User compliance with the terms and
conditions of the Contract and this Information Security Requirements Exhibit.

B. DHHS reserves the right to conduct onsite inspections to monitor compliance with this
Contract, including the privacy and security requirements provided herein, HIPAA, and
other applicable laws and Federal regulations until such time as the Confidential Data is
disposed of in accordance with this Contract.

V. LOSS REPORTING

The Contractor must notify the DHHS's Information Security Offic icer, Privacy Officer, and
Contracts Unit, via the email addresses provided in this Agreement, of any information security. -
events, Computer Security Incidents, Incidents, or Breaches as soon as feasible, but no more
than 24 hours after the Contractor has determined that the aforementioned has occurred and
that Confidential Data may have been exposed or compromised.

if a suspected or known informatiOn security event, Computer Security Incident, Incident or
Breach involves Social Security Administration {SSA} provided data or Internal Revenue
Services (IRS) provided Federal Tax information (FTI) then the Contractor must notify DHH
Information Security immediately (without delay).

The Contractor must comply with all applicable state and federal laws relating to the privacy
and security of Confidential Data, and safeguard the Confidential Data at the level consistent
with the requirements apphcable to state and federal agencies. |n addition to, and
notwithstanding, Contractor's compliance with all applicable obligations and procedures,
Contractor's procedures must also address how the Contractor will:
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1. Identify Incidents; .
2. Determine if Confidential Data is involved in Incidents;

3. Report suspected or confirmed Incidents as required in this (nformation Security
Requirements Exhibit;

4. Identify and convene a core response group to determine the risk leve! of Incidents and
determine risk-based responses to Incidents and mitigation measures;

5. Identify Incident/Breach notification method and timing; and

6. Address and report Incidents, Computer Security incidents, and/or Breaches that implicate
personal information (Pi) to DHHS in accordance with NH RSA 359-C:20 and this

Agreement.

VI. BREACH LIABILITY

The State shall recover from the Contractor all costs of response and recovery from the Incident,
Computer Security Incident, or Breach, including but not limited to: credit monitoring services,
mailing costs, and costs associated with website and telephone call center services.

* VIl. CONFLICT OF TERMS

Inthe event of any conflict or inconsistency between other Contract provisions and the Information
- Security Requirements Exhibit, this Exhibit shall control and govern the rights and obligations of

the parties.

VIll. PERSONS TO CONTACT

A. DHHS contact program and policy:
DHHS-Contracts@dhhs.nh.gov

(In subject line insert RFP/Contract Name and Number)

B. DHHS contact for Information Security and Data Management issues:
DBHSInformationSecurityOffice@dhhs.nh.gov

C. DHHS contacts for Privacy issues:
DHRSPrivacyOfficer@dhhs.nh.gov
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State of New Hampshire
Department of State

CERTIFICATE

1, William M. Gardncs, Secretary of State of the State of New Hampshire. do hereby certify that MAKO MEDICAL
LABORATORIES IL1C is a North Carolina Limited Liability Company registered Lo transact business in New Hampshire on June
02, 2020. 1 further certify that all fees and documents required by the Secretary of State's office have been received and is in good

standing as far as this ofTice is concerned.

Business 11): 843369
Centificate Number : 0004924925

IN TESTIMONY WHEREOF,

I hereto set my hand and causc 1o be aflixed
the Scal of the State of New Hampshire, -
this 2nd day of June A.D. 2020.

A.:‘i-é.;” 1
\%M‘%’:ﬁ_ ) ﬁ/m

William M, Gardncr

Ny s
s,
L

Secretary of State




.CERTIFICATE OF AUTHORITY

I, Chad Price, hereby cerify that;
1. I'am a duly elected Clerk/Secretary/Officer of Mako Medical Laboratories, LLC.

2. The following is a true copy of a vote taken at a meeting of the Board of Directors/shareholders, duly called and
held on June 2, 2020, at which a quorum of the Directors/shareholders were present and voting.

VOTED: That Josh Arant, COO, is duly authorized on-behalf of Mako Medical Laboratories, LLC to enter into
contracts or agreements with the State of New Hampshire and any of its agencies or departments and further is
authorized to execute any and all documents, agreements and other instruments, and any amendments, revisions,
or modifications thereto, which may in his/her judgment be desirable or necessary to effect the purpose of this vote.

3. | hereby certify that said vote has not been amended or repealed and remains in full force and effect as of the
date of the contract/contract amendment to which this certificate is attached. This authority remains valid for
thirty (30) days from the date of this Certificate of Authorily. | further certify that it is understood that the State of
New Hampshire will rely on this certificate as evidence that the person(s) listed above currently occupy the
position(s) indicated and that they have fuil authority to bind the corporation. To the extent that there are any
limits on the authority of any listed individual to bind the corporation in contracts with the State of New Hampshire,

Signature of Elected Officer
Name: Cinad- o
Title: {_

all such limitations are expressly stated herein. : . '
Dated:\9 [ ZOZD;-O ' : [Qa/(, /7/‘ —

Rev. 03/24/20
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ACORD CERTIFICATE OF LIABILITY INSURANCE 6/3/2020

THIS CERTIFICATE IS ISSUED AS A MATTER OF INFORMATION ONLY AND CONFERS NO RIGHTS UPON THE CERTIFICATE HOLDER. THIS

CERTIFICATE DOES NOT AFFIRMATIVELY OR NEGATIVELY AMEND, EXTEND OR ALTER THE COVERAGE AFFORDED BY THE POLICIES

BELOW. THIS CERTIFICATE OF INSURANCE DOES NOT CONSTITUTE A CONTRAGT BETWEEN THE ISSUING INSURER(S), AUTHORIZED
. REPRESENTATIVE OR PRODUCER, AND THE CERTIFICATE HOLDER.

MPORTANT: If the certificate holder is an ADDITIONAL INSURED, the policy{ies) must have ADDITIONAL INSURED provisions or be endorsed.
# SUBROGATION IS WAIVED, subject to the terms and conditions of the policy, certain policies may require an endorsement. A statement on
this certificate does not confer rights to the certificate holder in lisu of such endorsement(s).

PRODUCER : HAMESCT Lori Corona, CISR Elite
3‘2’3%%323?3335 gency. Inc. ' RNy 919-772-0233 | faie, Noy: 919-779-4025
Gamer NC 27520 iﬁ%“p{'&ss: LoriC@jones-insurance.com
T T INSURER(S) AFFORDING COVERAGE NAIC#
INSURER A : Hartford Fire Insurance Company
© [sureD ) MAKOM-1| insurer B : Hartford Casually Insurance Company 20424
gﬁ:{‘f glaereiecya lDLrith;oratorles, Le ; ' . | msurer ¢ : Twin City Fire Insurance Co » - 29459
Raleigh NC 27616 INSURER D : Harford Insurance Company of the Midwest 37478
) ' INSURER E : Lloyds )
. INSURER F : Evansion Insurance Co 35378
COVERAGES CERTIFICATE NUMBER: 1007504582 REVISION NUMBER:

THIS IS TO CERTIFY THAT THE POLICIES OF INSURANCE LISTED BELOW HAVE BEEN ISSUED TO THE INSURED NAMED ABOVE FOR THE POLICY PERIOD
INDICATED. NOTWITHSTANDING ANY REQUIREMENT, TERM OR CONDITION OF ANY CONTRACT OR OTHER DOCUMENT WITH RESPECT TO WHICH THIS
CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TOQ ALL THE TERMS,
EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS. :

INSR [AD| POLICY EFF POLICY EXP 1]
LTR TYPE OF INSURANCE UI?[MD POLICY NUMBER (MMDOAYYYY) (Mg%D%IYYWl LIMITS
A | X | COMMERCIAL GENERAL LIABILITY Y Y | 220UNBH3883 8/25/2019 | ' 8/25/2020 EACH OCCURRENCE [3 1_060,000
' DAMAGE TO RENT!
—l CLAIMS-MADE , OCCUR PREMISES (Ea mErPg_v,g} $ 300,000
: ' MED EXF {Any one psrson) | $ 10,000
PERSONAL & ADV INJURY | § 1,000,000
GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $ 2,000,000
X | poucy B Loc . PRODUCTS - COMPIOP AGG | $ 2,000,000
|~ | J JEC
OTHER: : s
COMBINED SINGLE UMIT -
O | AUTOMOBILE LIABILITY Y Y | 22UUNBHIBBY 812512019 B/25/2020 (Ea accident] $ 1,000,000
X | ANY AUTO : - ) BODILY INJURY (Per person) | $
QWNED SCHEDULED
e oy || SeHen BODILY INJURY {Per accidant)| $
% | HIRED X | NON-OWNED PROPERTY DAMAGE s
AUTOS ONLY AUTOS ONLY . Per accident)
. T . s
B | X [UMBRELLA LIAB X | occur Y Y | 22XHUBH2571 812512019 8/25/2020 | gACH OCCURRENCE $ 5,000,000
EXCESS LiAB CLAIMS-MADE . AGGREGATE $ 5,000,000
oo | X | RETENTIONS 10 000 . - $
¢ |WORKERS COMPENSATION 22 = 251201 8 20 PER oTH-
AND EMPLOYERS® LIABILITY vinl . WBACINZ B/2512019 7252020 X | SHnmre || R
ANYPROPRIETOR/PARTNER/EXECUTIVE E.L. EACH ACCIDENT $ 500,000
OFFICER/MEMBEREXCLUDED? D Nia
{Mandatory in NH) E.L. DISEASE - EA EMPLOYEE] $ 500,000
i yes, describe undes . -
DESERIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT | $ 500,000
E gybler L.li‘,',’;,%"&*.“‘""“’”‘" 1120738 8/25/2019 | 8/25/2020 e;;ga falf 1.338.000
roless| ability a m 1,000,000
Claims Made deduciible 52,500 SM932480 8/25/2018% 872512020 Agaregale 3.000.000

DESCRIPTION OFf OPERATIONS / LOCATIONS { VEHICLES (ACORD 101, Additional Remarks Schedula, may be attached if mors space is required)

The General Liability policy includes an endorsement that provides additional insured status for ongoi:’g operations and products and completed operations and
an endorsement thal provides waiver of subrogation status to the certificate holder and other entities en there is a written “insured contract” between named
insured and certificale holder that requires such stalus, The General Liabilit policy contains an endorsement providing primary and non-contribulory status
when a wrillen “insured contract” requires such status. The Auto Liability policy includes an endorsement that provides additional insured status an an
endorsement that provides waiver of subrogation status 1o the certificate holder &nd other entities when there is a written “insured conlract” between named
insrgred and certificate holder that requires such status. Umbrella is follow form and extends over Employers Liability, General Liability, and Automobile Liability
policies. '

CERTIFICATE HOLDER CANCELLATION

SHOULD ANY OF THE ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THE EXPIRATION DATE THEREOF, NOTICE WILL BE DELIVERED IN

State of New Hampshire ACCORDANCE WITH THE POLICY PROVISIONS.

Department of Health and Human Services
129 Pleasant Street AUTHORIZED REPRESENTATIVE

Concord NH 03301-3857 Cj%)u C .
|

©1988-2015 ACORD CORPORATION. All rights reserved.
ACORD 25 (2016/03) - The ACORD name and logo are registered marks of ACORD



